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INTRODUCTION

Reliability of 2 computer can be eonsidered a performance characteristic,
for the customer may wish to buy it in addition to the conventional perfor-
mance characteristics. The customer is interested in the time available

to him between system halts because of errors. The maintemance design-
ers are interested in the rate at which errors occur so that sufficient main-
tenance techniques can be provided for the customer engineer so that the de-
sired availability is achieved.

Here background material will be presented to help the reader understand

- how the component aging characteristics and circuit configuration combine

into circuit failure characteristic. Circuit failure characteristics can then
be used to derive machine failure characteristics. For additional back-
ground references 3 and 9 are recommended. -

Reliability is the probability of errer-free operation for a specified period
of time. For convenience, the plot of the reliability for each possible time
period is made and is called the reliability curve. The mean of this curve
is the mean time between errors.

CONCLUSIONS:

‘Reliability analysis is basically a statistical problem. The output of a cir-

cuit type has statistical variations because the components making up the
circuit have parameters with a range of values. In addition these para-
meters change with time which give rise to further variations in the output
of a circuit type. The effect of these factors determine the circuit relia-
bility and thus ultimately the maintenance required by the machine system.
The tools to affect the solution of this problem are available.

!




BASIC COMPUTER | December 3, 1957
MEMO #8 -.

Part I

Manufacturers have, at times, included in their specifications of an elec-
trical component reference to the life of the component. First of all, at
best, this represents the use of the component in a 'typical' application
selected by the manufacturer. Typical may mean one selected application
or a composite one, neither of which will probably fit the circuit into which
the component is ultimately placed. This is especially true where compon-
ent ratings are halved as here at IBM. On the other hand this life data may
indicate the guaranteed life of the component during which time the manu-
facturer will replace the component which has exceeded its specifications.
This usually depends more on the risk that the manufacturer will take than
the actual life. The fact that a component has exceeded its specifications -
still does not mean that it has reached its end of life, for compensating de-

~ viations in the other components in the circuit can occur such that the circuit

still gives a proper output. For the above reasons the use of individual com-
ponent failure data has resulted in pessimistic predictions of machine relia-
bility.

Most articles on reliability have discussions on the resultant reliability when
components are combined to form a larger system. (Reference 1l and 2).
Therefore, only a brief sketch will be presented here. The probability that
a series combination of components will not fail is the product of the indivi-
dual probabilities of not failing. The probability that a series combination of

. two components will fail is the sum of the individual probabilities of failure

minus the probability that both have failed. "Mathematically, these are stated

as follows, using pc and gc as the probabilities of failure and successful opera-

tion for the combination and py and gy for the individual elements., Keeping in

mind, that pc + qc ® land p, + qp = 1.
For two elements in series:

9c ® (a1) (qp) = (1-py) (1-py) = 1-p)-p,+p P =1-(py+P,-P;P,) = 1-pj, = 1 -p,
For three elements in series:

e * (9y) (a,) (a3) = (1-p)) (1-p) {1-p3) ® 1-p;-P,+p P, -P,+P Py +P,P,-P)P,P,

= 1-(p3+{py+P,-P)P,) -P3(P, +P,~P,P,)

= 1-(p3+Py,-P,,P3)

= 1-pyy3m 1 -p,
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A diagram of this combination 18 shown below:

——d ELEMENT 1 }——31 ELEMENT 2 |—>{ ELEMENT 3 [——>

P, P, Py

The signal must progress through the elements, therefore py could be _ihought
of as associated with time interval 1, p, with time interval 2, and so on. The

reliability of the combination is the probability of successful operation at tbe SR

output of element 3 at the end of time interval 3.

Thus, let the diagram be redrawn as follows:

-—r.{ ELEMENT J-y—>
= |

Here pj is associated with the first time through the element, ox time interval
1, and p; with the second time through, and s0 on. The reliability of this ele-
ment as a function of time is the probability of successful operation at the out~
put of the element at the end of each time interval. A combimation of these two
concepts gives the resultant reliability of a series - combination as a function
of time. o : '

The difficulty with this approach is that once the first replacement is made in
the series combination, the calculation must be restarted, for the reliability
of the replacement may be different that the reliability of the part it replaced,
There is a special case, which occurs when the remaining life of a component
is independent of its previous history, that is, py » p, =...xp,. This is ex-
ponential failure, which is the basis of the exponential law of reliability.

After replacements have been made on a machine the ages of the components
will vary widely and the replacements averaged over a long period of time will
occur at a constant rate which is the reciprocal of the mean life of the compon-
ent. Under these circumstances, what is the mean time between replacements?
It is the reciprocal of the replacement rate. (Reference 5 and 6). That is, if
there are M failures or replacements necessary in a time period, T units long,
the average or mean time between replacements will be T /M, since the replace-
O ment rate is M/T. For example, consider a die, where rolling a 'four' is con-
sidered a failure. On the average we know that a four will come up one out of
six times. The failure rate is one failure each six rolls and mean time between
failures is six rolls. The example could be extended to determine the probability
of exactly X number of rolls from one four to the next. In one sixth of the cases
a four will occur on the next roll, in 5/36ths of the cases a four will occur on the
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second roll after the last four and the probability of each larger number of
rolls between fours is 5/6ths of the preceeding. The distridution of time
between random events of a constant average rate of occurance is expon-
ential in form. : : :

PART II

- A descriptive appreach to component failure will now be developed (Refer-
ence 10). Let there be an environment parameter to which the component
is subject, It will include both external environment and internally induced
stresses such as temperature rise, load, inter-action between components,
electrical stress, etc. Consider this _paramaeter, which will be called in-

fluence, as a constant or as aahieving its maximum in each small time in-

- terval such that it can be tepreunted by the mximm value, '

The cemponent has an ability to withxta.nd the inﬂuence. which will be
called strength. A failure occurs whenever the influence exerted upon a
component exceeds its strength., The component strength distribution e
changes as the components age. Figure 1 shows how this might occur as L
a function of time, This mtght be called an aﬁng eharacterintic. co

Marginal checking techn.lqws mcmpt to either increaae the influence or

decrease the strength temporarily so that the components near the normal -
influence will fail and be detected. Failures are divided into two classes; - . .
catastrophic and drift, The aging characteristics for two sample compone
ents which illustrate thess typu of failures are ahown in Figure 1. et

: Bccaun we cannot measure the atrength of the component without exn:ting
an influence that would cause it to fail and thus weaken its strength to with-
stand later test influences, this approach cannot be used to predict the ma~
chine replacement rate or reliability, :

PART IN

Other parameters of the component can be measured. At any one time, the
measured parameters of a component type of a particular age will usually
spread about a mean value. Some parameter variations can be described as
normally distributed. A cellection of this data for various compenent ages

will be called the componem aging churncterlstic. This data can come fxom Sy
'Iiie tests.

The output distribution of the circuit type can be determined by applying the
aging characteristics. (Reference 4). The output distribution will be a fune-
tion of the circuit age. If the circuit output is not in the region of proper per- -
formance then it has made an error. Therefore, the reliability of a circuit is
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the probability that its output is in the region of proper performance. n

passing, we note that some component parameters are more important than
others in determining the output. In fact, if the same component type is used .
in two differeat circuit locations different importance may be attached to its .
parameters. In this approach, the circuit, not the component, is the smallest
unit to which a reliability is attached. It is usually sufficient to apply this me- -
thod to a ‘new' circuit, for separate calculations must be made for each dif-
ferent combination of componant agea. .

PART IV

For example, let us agsume some distributions of circuit outputs as functions
of time and calculate the failure rates. For the first case, assume the mean
of the outputs linearly approaches the boundary of the region of proper perfor-

_mance. Also, assume that the spread of the variance of the outputs does not
change with time. Figure 2 shows the process as a function of time. The por-
tion of outputs from circuits which produce an output less than the minimum ac~ '

ceptable have not been ploted. Notice here that the requirements on the output' "
distribution as a function of time to give a Guassian failure characteristic is two
fold: first, during the time that the circuit type fails the variance does not
change and secondly, that the whole distribution shifts linearly towards the tegim
of failure. This is one good arguement against electronic circuits exhibiting a
Guassian or wear-owt failure characteristic. =

Figure 3 shows the assoclated fallures, hasard, and reliability. These enrvei ,
show the shape of the curves if the circuit were to exhibit a wcar-oat character-v ‘
istic. ‘

Reliability is the probability of successful operation as a function of time ox R(t).
Unreliability is the probability of unsucceasful operation as a function of time or
F{t)=1-R{t}). Now, F(x)-F(x-1) is the portion of unsucceasful operations or fail-

ures {(normalired) in the time interwal x-1to x. The fallure rate is the derivative -

of F{t) oxr F(t)sdF(t)/dt. This, though, is not the probability of failure that was
associated with element at time x in Part I. For that case, we were interested
in the portion of failures in the time interwal x {ie, x~1 to x} for the portion of
cases where the operation is successful up to time interval x which means that
the portion of failures should be divided by the reliability at time x-1. Note that
the probability of failure also is a function of the time interval chosen. A simi-
lar but different measure is usually used in reliability studies which is called
Hazard. It is the failure rate at x divided by the reliability at the time x or Z(t)
= (£(t) /(R(t). .
For a second example, let us assume that the mean of the output distribution

linearly approaches the boundary of the region of proper performance as before, .
but in this example assume that the variance increases linearly with time Figure
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4 alwws the procou as a fmetiou of time B‘igure 5 nhaws the uaocia.tod
fallures, hezard, and rellability. The middle curve is of interest for it
~ shows that the circuit doesn't become more unreliable.” This is signiﬁcm
for in the case of wear-out type fadlure, all circuits of & certain age could
“De repéheed to aveid the higher hazard of the older circuits, In this case, - .
_ 'thbm ‘the hazard reaches a maximum and then decreases thus a wholesale
i-replacoment would replace circuits whose ha.zn'd is dncuaung with thou

: whou hazaxd is increukzg. S FEEPa Y , S

’ Additionul sets of auumptiom could be exazni&ed; but Figire 5 suggoati'ih';e“

. hility for the exponential type failure are shown in Figure 6, Comparison of
these curves with those of Figure 5 show much similarity. Figure 7 shows
these same curves for an actual life test (Reference 7). -Experience has shown
that vacuum tube circuits failure curves can be fitted by an exponential type .
curve quite well. At this time, the aging studies has not established the form
3 af fa.u\tre curve that tra.nsistou circuits will exhibit. ' \

PART v

F From t’he failure data generated in the manner outlined in the proceeding part
we can calculate the replacements required as a function of time. Since the
‘machine is made up of all new circuits at the beginning of its life, thias first =
generation of circuit failures has a distribution like the individual circuit failure
probability distribution. The second generation of circuits are placed in the mie
chine ae the first fail, therefore the distribution of the second generation failures -
is more complex. The distribution of these individual generatione of replace ;
ments could be summed for each time interval to give the over-all replacementa et
but this is not really required for the over-all replacements as a funetion of R
time can be arrived at by using a method worked out by Lotka. (Reference 8).
The resultant curve of an assumsed Guassian fiilure characteristic is shown in
Figure 8. Note how the replacement rate becomes a constant after a period of
time. The sum of the replacements for each circuit type will be the total ze- =
placement of the machine as a function of time., This is the figure that the main«-
tenangé designer needs to know to determine if the maintenance tochniqm are
tufﬁctcnt to achieve the desired machine availability, SR
[ :

Prier to the rephcement rate becoming constant the following apprwdmion b
could be used. In Part I it was pointed out that if M fatlures are expected in
a period of time, T, the average time between failures will be T/M. This is
assumed that a failure in one unit of time is as probable as another, then the -
' probability of failure is M/T. This is the approximation, for with the changjng
. number of failures, there in the time period, T,, M,, failures and in the next

time pcriad {of the same length). a4 1’ ,thereva.re ,M att failures, the problb!lity
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of failure must change from M,n/'r toM /T, Therefore, the proba.bamy.
“of fatlure in one unit of time is different from the probability in the next

unit of time. If My, and My | are nearly equal the use of M, /T as the pro-

behility failure for all time units in T, will result in 2 emall error., Thus =
the reliability, moan time between errors and other figures can be estimated, .

L. L. Headrick

LLH/erab

December 3».1' 195?
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