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Preface 

Th.is document provides a technical summary of the OZIX system. For a marketing analysis of the 
OZIX program, see the OZIX Vision Document. 
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OZIX Technical Summary 

CHAPTER 1 

INTRODUCTION 

1.1 The OZIX Project 

OZIX is an extensible, hardware-independent operating system that integrates modern technologies 
for distributed systems, fault tolerance, data integrity, and high-performance I/0. OZIX is structured 
to fully support the process management, file processing, system calls, and communication services 
defined in the POSIX™, X/OPE M, OSF™, and ISO standards. The reliability, data integrity, and 
security requirements of transaction processing applications are also supported as core features in 
the OZIX system. 

The entire complement of OZIX features will be implemented over a series of releases. Such features 
include system elements, such as database and transaction processing software, compilers, tools, and 
utilities from other Digital groups, in addition to selected elements from third-party vendors. 

Version 1 of OZIX is a high-performance production system targeted at the open systems market. 
While transaction processing technologies are built into Version 1, these capabilities are not made 
visible to higher levels of software until later versions. Version 1 is designed to function as a network 
and compute server in a multi vendor, distributed systems network. Version 1 serves this network by 
providing file services (via STM) and compute services (RPC and user applications). Version 1 al o 
includes integrated system and network management features, license management, and CDROM 
distribution. Portability of applications is provided with application integration architecture (AJA) 
components such as DECwindows™ client, Compound Document Architecture (CDA), and Concert 
Multithread Architecture (CMA). 

Project Priorities 
In order to maintain a productive focus, the goals of the OZIX project are prioritized in the following 
order: 

1. OSF/AES and ULTRIX1""' interoperability 

2. Seven-days-a-week, Twenty-four-hours-a-day (7x24) Reliability 

3. Performance, Robustness 

4. B2 Security 

5. Internationalization 

6. Transaction Processing Primitives 

7. IBM® Interoperability 

8. Cost 

9. Time to Market 

10. UNIX® Interoperability 
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11. Portability 

12. VMS™ Interoperability 

1.2 Building the Foundation of a Modern Operating System 

Hardware and system designs have progressed sigrufican I O\ r th I 
assumptions made when designing operating s tems 10 ear . - l 
of memory-no longer apply to today's systems. The e a umpt1on 
retrofit new concepts into existing operating systems. 

Back in 1978, higher performance processors were 1 ,P, 2 me 
more than enough, demands on disk storage were low, net or 
didn't even exist, and no one was concerned about ecurit or int 
hardware offering 50+ VUPs that can support hundred of m gab o m m 
the limits of disk storage; networks must support thousand of nod 
multiple vendors; there is an urgent demand for ecurity; and th fi 
taking place in the international markets. Further, cu tome ar r uinn 
on systems that deliver the highest performance possible. 

The OZIX project offers unique opportunities to deliver a 
rapid improvements in technology and increasing customer ne d .. f n o 
from building a contemporary operating system that i bas d on mod 
understanding of the current and future demands of the production m m 
system, however, is as much a product of design methodologie a it i of mod 
an operating system built from the ground up, every component is m th i JI 
to ensure that performance, reliability, security, system managem nt, nd in 
cleanly integrated into the overall structure of the system. 

1.3 Building an Open System 

OZIX is a modern operating system platform that integrate the e · _ in 
tem standards defined by POSIX, XIOPE , OSF, and ISO/O I. uppo fo 
defining user interface, data exchange, networking, file acce , mult:i-proc 
ing, security, and internationalization-are pervasive throughout the OZ 
are made to support the applications, networking, and ystem/networ man m 

0 sary to ensure the success of ozrx in distributed system enVlronmen . Conform n 
that the OZIX implementation of these standards conforms to the tandard d · · 

ru JO • 

1.4 The OZIX Architecture: A Structured Approach 

Th\ o;;ix ar~ te~~• ~•fin•~;/::,g~r struct"':°d environment ,vithln whlch m compon 
.... y • es,gne an llD p emen e. ver >naxm,um pe<fonnance, <eliabili ' ft bili ' nd ..... -nru 

Th; pnmary g;;-1 of :}'\OZIX. ~•tem " ~ ro;;:de a solid foundation for Iran C ·on p,,vc,Cb!ll 
an custollllze app ca ~nto ahnccorp. s t s goal'. particular empha i i pl on 
modern fault recovery an tee _o og,es that prov,de supen

0
r avai)abilit and . across a large number of storage devices. Y 

10 

In order to ensure t~at OZIX remains competitive through the 1990s and b 
modular and extensible enough to adapt to new technologies and interface 

2 Introduction 
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Subsystems 
As illustrated in Figure 1, the OZIX architecture defines functional units called subsystems. Each 
subsystem is implemented as part of the executive to support a specific functional area in the OS. 
Separate subsystems are used, for example, to support application programming interfaces, the file 
system, memory management, I/0 devices, and so on. 

Figure 1: OZJX Operating System 

... 1 _• 

1 

_______ A_PP_1_1c_•_t1o_n_Pro_g_ra_m_• ________ _.~ 

OZIX Operating System ---------------------------, 
: ~---~ Executive Subsystems 

I OSF API Event Tpransaction 
I rocessing 
I Subsystem Collection Pnmitives 
I ,__ ___ _. Subsystem Subsystem 

OSF Process Memory File Name 
Subsystem Management Subsystem Subsystem 

General Fault-
Process Queue recoverable 

Subsystem Subsystem Dataspace 
Subsystem 

Access Tem,inal Container Validation 
Subsystem Subsystem Subsystem 

Debug 
Server 

Subsystem 

System 
Administration 

Subsystem 

TCP/IP 
DECnet 

Subsystem 

Secunty 
Subsystem 

Audit 
Subsystem 

Disk VO Port 
Subsystem 

--------------------------~ r---------------------------
1 Nub I 

I Thread Sched.lling Fault Detection, Analysis, and Recovery 1 

I Thread Synchronization Interrupt, Dispatch and Control : 
~ CPU Management ____ Subsystem Gate Crossing _____ .J 

Subsystems reduce the complexity of the entire system by breaking it down into functional units. 
Each subsystem can be understood on an individual basis, without the need to understand all of the 
other subsystems in the operating system. Such functional division simplifies the task of design, as 
well as the task of updating the system to accommodate new features. 

The Nub 
The OZIX system is designed to keep hardware-dependent code to a minimum. Hardware-dependent 
operations-such as multiprocessor coordination, thread dispatching, condition handling, timer sup
port, and so on-are implemented by a small, low-level component called the nub. By restricting all 
of the processor-dependent code to the nub, it is not necessary to modify the rest of the system when 
porting OZIX to new hardware. 

Dlgltal Confldentlal Introduction 3 



V£l)( Technical su ........ ft-• 

OZIX Technical Summary 

High Performance 
OZIX is designed to make maximum use of multiple:proces~r, high-~rf~1:"an 
OZIX architecture defines a very efficient multi-threading environment •~ hich th 
and destroyed quickly and with minimal overhead. OZIX supports . w1d n ° 
levels, including real-time priorities. In order to deliver fa t re~-tim ~ ~n 
requests, threads executing in the executive can be preempted b high r-pn~nt_' t 
multi-threading environment is complemented by OZIX compilers and runlim n 
feature thread-safe libraries, minimized locking contention, and multi-thr d d b 

The OZIX architecture specifies a highly reliable symmetric multi-proc 
by defining a locking strategy that allows data structures to be Joe ind nd ntl , 
strategy includes lock levels, which enforce a method of locking that en ur d dl 

Overall system performance is gained by making optimum use of ph • cal m mo •, 
of the code and data in the executive is pageable. In addition, memory 11 
routines are provided to support a variety of paging algorithms for inc 
paging. 

To ensure that the performance goals of OZIX are met, the design and imp) 
is closely monitored to identify bottlenecks, and simulation method ar d 
performance on various hardware platforms. 

Reliable Operation 
Integral to the OZIX design is a resource/fault management trategy th t pro-.id 
error detection and correction capabilities. This strategy incorpora rul -b 
error detection, error logging, fault analysis, and system configuration control t.o p 
isolate hardware and software errors. 

One of the benefits of the OZIX subsystem design is that errors occurring in 
isolated, and are not allowed to propagate to other subsystem . uch archi 
subsystem failures to be handled without bringing the whole y tern do n. 

Other OZIX features that enhance the reliability of the system include 8 common I 
stack-based exception handling, disk shadowing, and the ability to dynami l 
devices. 

B2 Security 

One of the primary goals of OZIX is to provide high levels of s tem 
functional isolation between subsystems make it possible to build 8 
and integrity enforcement that are unobtainable by any other means. 

OZIX is designed to obtain a B2 level of certification by the Department f D 
straints imposed by DoD securi~y policies'. however, are not swtable form 

O 
comm 

OZIX, therefore, su?ports ~ultiple security and integrity policie to ati fy th n 
ment and commerc1al environments. Each of these security and inte ·t r • 
the full strengths of a B2 system. gn Y po let 

·on 
for 

Maximum security and integrity enforcement has an impact on sy te ..r 
• all • t . h s m penorm c 

cust:odmers :nt efn~_!'°nmen streqwre t e full B2-level of enforcement, the t.em can · 
a Wl e varie y o emorcemen parameters to provide the appro - te • -

d · te ·ty ~ • . pna nux of an m gn 1or a given customer enV1ronment. 

Security is discussed in more detail in the Security chapter. 

4 Introduction 

r 

11 
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1.5 User and Application Support 

OZIX supports standard user interfaces such as X/Windows and POSIX-compliant shells, commands, 
and utilities. In addition to these standards, the OZIX executive also incorporates Digital enhance
ments that integrate internationalization into the system. 

Appllcatlon Programming Interface (API) Subsystems 
Application programming interface (API) subsystems serve a key role in implementing interfaces, 
such as those defined by OSF and POSIX. APis implement the features that are unique to the various 
programming interfaces supported by OZIX. (For example, the OSF API implements file descriptors, 
signals, and so on.) When an application issues a system service call to an API subsystem, the API 
subsystem either handles the service directly, or translates the service into one or more subsystem 
procedure calls, which invoke the appropriate subsystems to complete the request. 

OZIX is designed to host multiple APis to support a variety of interface standards. OZIX, Version 1 
is to be delivered with an OSF API, which supports POSIX, X/OPE , and OSF applications. 

Shared Libraries 
The executive supports shared libraries. The shared library features include: 

• 

• 
• 

• 
• 
• 

Position-independent libraries, so that libraries are not fixed to virtual addresses at library 
compile time. 

Dynamic symbol re olution allows the symbol resolution to be deferred until actually used . 

Optional load-time symbol resolution allows all symbols to be resolved at image start-up time 
and prevents unexpected symbol resolution during operation. 

Partial default bindings at link time allows for faster symbol resolution . 

Version and interface type control ensures that compatible entry points are used . 

User and programmer control of library selection eases development and customization . 

As the OSF definition evolves, the features listed above will be enhanced to conform to the O F 
interface definition. 

lnternatlonal Support 
A major goal of the OZIX effort is to provide an internationalized computing environment capable 
of supporting applications that span national, linguistic, and cultural boundaries. Such internation
alization support is pervasive throughout OZIX-in libraries, terminal services, the file system, the 
base system architecture, and the message facility. OZIX supports the characters for most every 
language through the implementation of the multiple octet character set (MOCS). In MOCS, up to 4 
bytes can be used to define each character to support large character sets, such as Japanese Kanji, 
Chinese Hanzi, and South Korean Hangul and Hanja. 

OZIX allows multiple libraries to be built on top of the OSF API subsystem. A standard C library is 
provided to support existing applications based on 8-bit character sets, as well as libraries utilizing 
compound strings to support new international applications for world-wide markets. 

Internationalization is discussed in more detail in the Internationalization chapter. 
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1.6 Transaction Processing Primitives 

The executive defines services that provide low-level tran 
within the executive, such as the file system, and compon ~t 
a distributed transaction processing system, use the e n, 

The transaction processing services provide the primitive for common I 
IDs, recovery of file system and data structures, checkpoin ·n , cu 
begin, end, and abort transactions. 

1. 7 Process Support 

The OZIX executive provides execution support for applicatio 
process subsystem is intended to be generic with re pee to th 
example, the process subsystem can support both a for 
depending on the API being used. 

The process subsystem implements process and thread hedu.lin poli 
as the creation, deletion, and management of proce and th d . 

Standard UNIX Interfaces 

The following is a list of some of the standard iIX interfac 

• Process Management Services-OZIX supports standard 
vices, such as fork and exec. The complete Ii tis defined in th 
section of the OSF AES Operating System ProgrammUIH In 
Revision 2.0. Digital extended COFF is used for the image fiJ 

• Signal Interfaces- OZIX supports the standard me i a] in 
The complete list is defined in the Signal Interface ection of h 
Programming Interfaces System Services Outline, Reuisum 2.0. 

• Process Environment Interfaces- OZIX supports the tandard 
such as getpid and umask. The complete list is defined in the 
OSF AES Operating System Programming Interfaces ystem 

Concert Multlthread™ Services 

The executive supports the Concert Multithread "'ArclutectUre - c 
4 of the Concert Multithread Architecture, Revision 1.0-2. Trus upport incl~ 
support in the executive and asynchronous alerts. 

Schedullng Features 

The executive supports advanced scheduling feature, to control lhe 
cesses. Possible system options include: · 

• A fair-share scheduler nd p 

• A time share scheduler 

• A run to completion with preemption scheduler 

6 Introduction 
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1.8 Memory Management Interface 

The executive supports the BSD style memory management interface as defined in the Memory 
Management Interfaces section of the OSF AES Operating System Programming Interfaces System 
Services Outline, Revision 2.0. Mapped files and the data in the file system is automatically kept 
consistent. This means that, if an application opens a file and issues read/writes while another 
application has the file mapped, each application can see the changes made by the other. 

In addition, memory management supports the following features: 

• Maximum sharing of physical memory 

• Unlimited number of virtual address spaces (only limited by amount of physical memory) 

• 

• 
• 

• 

Sparse virtual address space 

Multiple page files 

Maximize size of user virtual address space 

Alternate backing store managers and page replacement algorithms 

• 
• 

The ability to use as much physical memory as needed, when physical memory is available 

Fair sharing of physical memory when physical memory is scarce 

1.9 1/0 Support 

The primary goals of the OZIX 1/0 system are high performance, reliability, and the ability to effi
ciently manage tens of terabytes of data on hundreds of storage devices. The 1/0 system supports 
these goals through the utilization of subsystems, multiple threads, and the Digital attribute-based 
allocation (ABA) architecture. 

ABA allows file data to be dynamically mapped to storage devices. This dynamic allocation of data 
provides the foundation for features such as hierarchical storage management (HSM) and dynamic 
reconfiguration of storage devices. ABA also provides the basis for disk striping, disk shadowing, 
volume sets, and logical volumes. 

ABA and the OZIX 1/0 design are discussed further in the 1/0 System chapter. 

1.10 Distributed Computing Environment 

OZIX provides a rich distributed computing environment by supporting many defacto network stan
dards. These include the Sun™ etwork File System (NFS), a remote procedure call (RPC) facility 
based on the Apollo® etwork Computing System ( CS); distributed naming services via the Berke
ley Internet ame Domain (BIND) and Digital's Distributed ame Service (D S); and authentication 
services via MIT's Kerberos and Digital Authentication Security Service (DASS). 

Network Support 
The OZIX network provides the underlying technology for success in a distributed environment. This 
includes multivendor interoperation via adherence to both defacto and international open standards, 
a state-of-the-art high performance network implementation, and careful attention to the ability to 
scale the network to very large configurations. 

Dlgltal Confldentlal Introduction 7 



TCP/IP and DECnet™/0S1 

OZIX communication services include both the Intern t (TCP. ~) 
b·lity ·th ·nu.all e\· n U 

protocols provide network interopera 1 WJ ~ • • 

speed native implementations, accessible to application th 
such as Berkeley sockets and the X/OPE Tran port Int rfi 
as remote procedure calls (RPCs) and remote file acce 
services are managed through a single, common managem nt m 

OZIX adds additional applications and services to provid "d r 

ULTRIX, VMS, and MS/Dos systems. In addition, DECn I p
1

ro\i1aes 
etary IBM S A networks and CCITT X.25 public data net~or 

The OZIX distributed computing environment i disc ed in mo 
tation Architecture chapter. 

lin 

1. 11 System Administration 

OZIX system administration is designed to conform to PO 
standards, as well as DoD Security standards. The OZD{ 
on object-oriented methodology. All tasks performed b 

manageable objects, which represent users, devices, file , Process•~ n1et,No1r1ts 
these components are identified by their specific attribute , 01n,,,rn1 ·1n 

Manageable objects are connected through a managem,n, ba, pk, 
sentations. The management backplane provides a common o 
machines. This intereonnect is provided by the Ente'Pri . fana m 
use of various ISO and IETF network management tandard .. 

A user presentation is a tYPe of managem,n, applt<ahon that pro,id 
system managers manipulate objects on the backplane. ve.-.J u r pr 
to provide a Variety of interfaces for both character-eel! and DEC · ndo 
user presentations, automated management applicabons are imp! 

01 

n 
system configuration and fault management. 

System adntinistration is discussed in more detail in the y tem mini 

1.12 Built-in Performance Analysis 

The OZIX system ;, designed to provide buil~in performance anal 

strwnentation collection subsystem. The instnunentation collec ion sur:ll'lvi:., 
instrumentation services that use collection point, in the OZIX code to ca 
at any point in time. Such event collection capabilities Provide the info,,,:' ~ 
planning and distributed system debugging. Additional performance ;nli 

0
~ n 

• "d d b ~ h cte • ti tool onn on on ,. prov, e y pe,,onnance c ara nza on s, SUeh as prof, Pu;, d h activity tools. • n 

Performance engineering;, discussed further in the Performance Engin 

8 Introduction 
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1.13 Outline 

The following chapters discuss the various OZIX components and implementation strategies in more 
detail. For complete design information on these topics, refer to the respective functional specifica
tions. 

• Chapter 2, User Environment and Application Environment, discusses the OZIX user and appli
cation environment. This chapter describes OZIX from the point of view of end users, application 
programmers, and system administrators. 

• Chapter 3, System Administration, describes the overall structure on which the OZIX system 
administration strategy is based. 

• Chapter 4, Resource/Fault Management, discusses how OZIX is to achieve its availability, relia
bility, configuration, and serviceability goals. 

• Chapter 5, Security, discusses the strategies for building the security and integrity into OZIX 
necessary to achieve a B2 level of certification by the DoD. 

• Chapter 6, Internationalization, describes the strategies for building internationalization support 
into the OZIX system. 

• Chapter 7, Base System Architecture, describes the fundamental support mechanisms for the 
OZIX executive and nub. This chapter discusses how OZIX supports subsystems, manages 
threads, and implements virtual memory. 

• Chapter 8, I/O System, provides an overview of the Digital ABA architecture and discusses the 
OZIX file system and mass storage designs. 

• Chapter 9, Terminal Subsystems, describes how OZIX terminals are supported in the OZIX 
system. 

• Chapter 10, etwork Architecture, discusses the OZIX distributed system architecture. 

• Chapter 11, ystem Installation and System directory Layout, describes the OZIX directory 
structure, as well as the strategies for installing the system software and layered application 
software. 

• Chapter 12, Performance Engineering, discusses the strategies for integrating performance anal
ysis into the basic design of the OZIX system. This chapter also describes how performance 
instrumentation is to be built into the system for the purposes of performance characterization, 
system management, capacity planning, transaction processing, and configuration management. 

• Chapter 13, Software Quality and Testing Strategy, describes the software testing methodologies 
used to ensure a quality implementation of the OZIX system. 

Digital Confidential Introduction 9 
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CHAPTER 2 

USER ENVIRONMENT AND APPLICATION ENVIRONMENT 

This chapter contains a high-level description of the OZIX Vl.0 computing environment as seen by 
OZIX users. The chapter starts by briefly characterizing OZIX users by type, and then discusses the 
environment OZIX offers to each of these types of users. For each user environment, the discussion 
consists of a brief description of the user interfaces and applicable tools as provided on OZIX, any 
unique OZIX technology used to provide these capabilities, and the major user-visible ramifications 
of this technology. 

The purpose of this chapter is to provide a road map to OZIX capabilities from a task- or user-oriented 
perspective, so as to supplement the component- and subsystem-oriented descriptions that comprise 
the rest of this technical summary. 

2.1 Types of OZIX Users 

When discussing the different types of user environments available on OZIX, it is first helpful to 
divide users into three arbitrary groups. 1 

The first group of users, which we refer to as end users, are those users that typically have little 
contact with anything but the most basic commands and utilities available on OZIX. 

The second group of users, which we refer to as application developers, are characterized by the 
software development tools and system routines that they use in addition to the tools used by end 
users. 

The third group of users, which we refer to as system administrators, are characterized by their use 
of privileged interfaces to OZIX that are used to control the overall function of OZIX. 

Figure 2 shows how the user environments of these three groups overlap. This figure is not meant to 
be rigorous; there are always exceptions to this model. The figure is meant to convey in broad detail 
that the heart of the OZIX user environment is the end user environment, described in Section 2.3. 

In general, all three groups of users use the common commands and utilities contained in the end 
user environment. Applications developers typically use all of these commands and utilities plus a 
set of additional utility programs, such as compilers, that are part of the OZIX program development 
environment. In a somewhat disjoint space, system administrators use many of the end user tools 
plus a series of system management tools. 

1 This taxonomy of three groups of users is arbitrary. These three groups should be familiar to most readers of this chap
ter. For a more precise marketing-derived discussion of OZIX users, especially for detailed descriptions of the system 
administrator user group, see the user model contained in the OZJX Usability Plan. 
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APPLICATION 
DEVELOPERS 

+CASE TOOLS 

+APls 

.. APPLICA 

The following three sections describe the main attribu o 
chapter then discusses how all users access OZIX capabili · 
OZIX user environments in more detail. 

The description of system administrators and their enVJronm n 
this information is provided in greater detail in the t m 
Usability Plan. 

2.1.1 End Users 

12 User Environment and Applfcat1on Environment 

OZIX end users consist of a broad spectrum of people who 
OZIX. Their key appHcatinns run on OZ!l( because OZIX offi o i 
program interfaces. End users also benefit from the tand loo . nd. 
they bring their experience of worlring ,rith UNJx, U1.TRIX. or O 11 

As a group, OZIX end users are not required to be very compu r-li 
have experience with computers, it is probably based on experi n 
systems. Users of turnkey applications may also have experien runni 
or MVS™ systems. In addition to running Specific application , 
tasks include running mail, performing doeument Proce sing, and 
their onHne environment, for example, creating and deleting 6J . · 
often aware of only the user environment provided by the applicatio 

In general, end users are more interested in getting their job done 
than they are in details of how OZIX works. As a result, the 
technical details of ~any unique OZIX capabilities. Instead, they 
establish default settings for these feat.,,., for them and then th 
"black bax." At thfa level, OZIX enhanced intemationaJization uppon 
environment 1s of interest to many end users. 

End users use both the character-cell-tenruna1 and workstation in 
which tYPe of interface is used is largely based on the -nomica f 
terminals versus ':'orkstations. Fa~ users of turnkey application , t~ 
most often detenruned by the reqwrements of the application . 
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2.1.2 Appllcatlon Programmers 

OZIX application developers use OZIX because it is based on industry standards. OZIX application 
developers include "end customers", third-party developers (both ISVs and CMPs), and Digital devel
opers. They develop applications based on OZIX because OZIX offers a set of standard application 
program interfaces plus Digital added value in the form of a rich set of additional application program 
interfaces and application development tools. Like end users, application developers also benefit from 
the standard look-and-feel of the OZIX user interfaces; they bring their experience of working with 
UNIX, ULTRIX, or OSF/1 systems with them to OZIX. 

OZIX application developers are computer-literate; they know how to operate computers at the end
user level and they also know how application programs and operating systems interact. OZIX 
application developers know how to program and are typically familiar with the C programming 
language and the application run-time environment of UNIX, ULTRIX, or OSF/1 systems. In addition 
to performing the same types of tasks that end users perform, application developers design, create, 
and maintain application programs. 

While developing and maintaining their applications, the OZIX application developer's view of the 
OZIX development environment is similar to the end user's view-using tools as black boxes. Because 
of their knowledge, application developers are much more demanding about the performance and ca
pabilities of their development environment. Application developers are typically very sophisticated 
users of shell capabilities; indeed, many application developers use the programmable features of 
OZIX standard shells as a major supplement to their application code and to customize the develop
ment environment. At the level of the development environment, application developers are aware of 
the presence of OZIX added value and they take advantage of it, for example, by using the additional 
applications that DECwindows provides. Application developers are also more likely to be aware of 
capabilities of the OZIX security environment and take advantage of it than are end users. 

While designing and upgrading their applications, the OZIX application developer's view of OZIX 
switches to the level of the application program interface. Application developers make tradeoffs 
in performance, capability, maintainability, standards-compliance, and so on as an integral part of 
their job. Application developers take advantage of the presence of added value in OZIX, subject 
to the tradeoffs mentioned above. For example, the increased internationalization support in OZIX 
available to applications is of value to application developers. 

Application developers use both the character-cell-terminal and workstation interfaces to OZIX; the 
preferred interface is the workstation interface because of the flexibility that multiple simultaneous 
windows allow. OZIX application developers are typically very well-versed in the advantages of 
distributed computing and take advantage of this support from OZIX in both their applications and 
as part of the OZIX development environment. 

2.1.3 System Administrators 

The group of users known as OZIX system administrators encompasses a variety of system manage
ment and control roles: 

• Account Administrator 

• Auditor 

• Operator 

• Security Administrator 

• System Programmer 

• etwork Administrator 
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d •• Some of the many tasks performed by system 8 nuru_ 
OZIX system and layered products, creabng and main 
other media management, controlling re ource b 
the security and integrity features of OZIX, 

Because the system administrator role is so b. _d, it • 
one end of the spectrum operators are very rml r 
operator interfaces to perform a limited range of o, .... , .. .. n , 

are like turnkey application users. At the oth end o ......... , ..... m 

similar to privileged application developers; th • 
basic environment that application develope 

OZIX system administrators are computer-Ii r 
level. They typically understand the type of r•A&A••-
of system performance, security, and throughput 
administrators comes in improving the ease-of- o 
of computer literacy required. 

OZIX system administrators are aware of the pre n 
control it. OZIX' system administration focus i 
that is an obvious improvement over the s tern maruaaeimcmt ..,.,,.,.,,,., 
and OSF/1 systems. Control of OZIX' enhanced 
to them, as well. As was mentioned in Section 2.1.1, 
establish a usable black-box environment for un phisuc:aiclQ 
the correct internationalization parameters for 

OZIX system administrators use both the character 
the preferred interface is the workstation interface l'>el':a111"' 

administration support utilities, which require a or 

For a more detailed description of system admini tr to 
Administration chapter. 

2.2 Ways Users Access OZIX 

Like other implementations of OSF/1, users can cc 

• Interactively logging in to OZIX from character-

• 
• 
• 

Executing applications from a remote sy tern 

Executing applications using the OZIX batch 

Accessing data that resides on an OZIX ystem 

Figure 3 shows a sample networked computing confi 
several examples of the methods for accessing ozrx ca 
ways users access OZIX. 
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Figure 3: Ways Users Access OZIX 
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2.2.1 Logging In to OZIX 

Most users access OZIX via the interactive interface, logging in to OZIX using character-cell terminals 
or bitmapped terminals/workstations (hereafter referred to simply as workstations). 

There are four major ways to log in to OZIX: 

1. Locally on a character-cell terminal connected to the system console terminal interface. 

The user initiates the access process in a hardware-specific manner, typically by pressing BREAK 
on the console terminal. 

2. Through a terminal connected to a terminal server on the network. 

The terminal server is typically a LAT server device such as a DECserver™. 

The user initiates the access process by using the LAT server CONNECT command, which 
logically connects the terminal to the OZIX login processing software. 

3. Remotely from a terminal on another system in the network. 

There are several possible remote login methods: 

The rlogin terminal protocol, which can be used from an OZIX, ULTRIX, OSF/1, or other 
UNIX-style system. 

The user initiates the access process by using the rlogin command, which logically connects 
the terminal to the OZIX login processing software. 

The telnet terminal protocol, which can be used from OZIX, ULTRIX, OSF/1, other UNIX
style systems, or from telnet terminal servers, known as "PADs". 

The user initiates the access process by using the telnet command, which logically connects 
the terminal to the OZIX login processing software. 

The CTERM terminal protocol, which can be used from an OZIX, ULTRIX, or VAXNMS 
systems. 
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4. 

The user initiates the access process b 
HOST (on VAXNMS) commands. 

From an Xll ™-based workstation connected to an OZ • 

There are several ways to initiate the acces pr 

• The user issues an rsh command (described in ·o 

• (on 0 

emulator running on OZIX (for example, xterm or 11Y''""m 
workstation. 

• The user issues an rsh command to in o 
nected to the user's workstation. 

The commands and utilities supplied with OZIX are d • 
for a few noted exceptions, all OZIX command and u "liti 
terminal interface. 

2.2.2 Executing Applications From a Remote System 

In addition to logging in, another primary interacti in 
capability-the rsh command. 

Users on remote OZIX, ULTRIX, UNIX, and 0 
applications, commands, and utilities on an OZIX 

The OZIX implementation ofrsh functionality (both incomin n 
with UNIX, ULTRIX, and OSF/1 systems. For incomin 
rsh protocol messages sent to the local OZIX s • tem from 
to execute the specified shell commands, and it perfonn 
local rsh daemon can communicate with the remote r 

2.2.3 Executing Appllcatlons Using the Batch System 

Users may also access OZIX by submitting job to h 
commands, as specified by X/OPE . These command 
may be executed on OZIX from a remote sy tern thro 

The at and batch commands buffer shell commands to 
on the command used to submit the batch job, proce ·n 

Batch jobs submitted using the at command are queu b 
is periodically examined by a daemon scheduled via an 
that is due to execute, the daemon forks and execute a ) to nn-◄H 
daemon performs pipefitting so that, unless redirec b 
stdin and std.out are saved and mailed to the submitter upon · 

Batch jobs submitted using the batch command are queu 
execution, batch jobs are processed in the same wa a job 
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2.2.4 Accessing Data on OZIX From a Remote System 

Users on remote systems can access data on OZIX by using: 

• Network File Services (NFS) support 

OZIX NFS support exports portions of the OZIX filesystem to NFS clients (for example, UNIX, 
ULTRIX, OZIX, OSF/1, Macintosh® and MS-DOS systems). To access OZIX data using NFS, the 
remote user merely references the desired filename (using cat, for example), using a path name 
local to their system; the access is largely transparent to the remote user and remote software 
making the access. 

• DECnet Data Access Protocol (DAP) support 

How remote users access OZIX data using DECnet support depends on the type of operating 
system running on the remote system. 

For users on remote VAX/VMS systems, the user can access OZIX files by using RMS-compatible 
file specifications that reference the OZIX system's DECnet node name and specify the file. As 
with NFS support, these file specifications are usable by most VAX/VMS software (for example, 
COPY) to access the OZIX file. 

For users on remote ULTRIX systems, the user can access OZIX files by using the DECnet 
support utilities (for example, dcp, dcat, and dls). These utilities allow the remote users to copy 
the OZIX files to their system for local processing. Unlike NFS support and DECnet support 
on VAXNMS, only these support utilities are able to access files on OZIX; all other commands, 
utilities, and applications are not capable of directly accessing OZIX data. 

• ISO File Transfer Access Method (FTAM) support 

How remote users access OZIX data using FTAM support depends on the type of operating 
system running on the remote system. 

For users on ULTRIX systems (V4.0 and later) and OZIX systems, the {tam or cp commands can 
be used to copy data from an OZIX system to the remote system for processing there. 

For users on remote VAX/VMS systems, the COPY command can be used to copy data from an 
OZIX system to the VAX/VMS system for processing there. 

• File Transfer Protocol support 

• 

Remote OZIX, OSF/1, ULTRIX, and UNIX users can copy files from OZIX to their remote system 
for local processing using the ftp command. 

Berkeley file transfer support 

Remote OZIX, OSF/1, ULTRIX, and UNIX users can copy files from OZIX to their remote system 
for local processing using the rep command. 

2.3 The OZIX End User Environment 

As shown in Figure 2, the end user environment is the "common groundn for all OZIX users. This 
common environment is based heavily on standardized software. 

The following sections describe the major aspects of the OZIX end user environment: 

• Section 2.3.1 describes the standard commands and utilities provided with OZIX that are typi
cally used by end users. 

• Section 2.3.2 describes the shells provided with OZIX. 
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Section 2.3.3 describes the major feature of h 

Section 2.3.4 describes the major feature 

Section 2.3.5 and Section 2.3.6 de cribe tbe 
enhanced security and internationalization 

2.3.1 Standard Commands and Utllltles 

OZIX provides a wealth of commands and utiliti . 
the following formal industry standards and de facto m 

• XIOPEN Portability Guide, XSI Command and "li i 

• POSIX 1003.2, Shell and Application Utility In 
ments (Draft 8) - an industry standard 

• OSF Operating System Component 10 C Fun ·on 
fication (Revision 1.0) - a de facto industry d 

In addition, other commands and utilities are pro "d 
from VAX/ULTRIX to OZIX. 

End users use a limited set of the total command 
following types of basic tasks on OZIX: 

• Maintaining files and directories 

Commands used for these types of ta includ : caJ, 
and so on. 

• Communicating with other users and tern 

Commands used for these types of tas include: 
• Document processing 

Commands used for these types of tasks include: vi, 
8 

/, 
• Printing documents 

Commands used for these types of tasks include: fpq, Ip , 
• Obtaining information 

Commands used for these types of tasks include: "'~n .1. 

"IU tiO, p ' 
For more information about standard commands and T • 
Standard Commands Functional Specification and the ;z.Jx 
Functional Specification. Together, these docu.men li 
utilities provided on OZIX. 

2.3.2 OZIX Shells 

Both character-cell terminal users and workstation USe shells: 

• Bourne Shell-a standard shell 

• C Shell-a de facto standard shell 
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These shells provide a simple, line-oriented command interface and function identically to other 
implementations as provided on UNIX, ULTRIX, and OSF/1 systems. The standardized look and feel 
of these shells reinforces to users that OZIX is based on standards. 

Like other OSF/1-compliant open systems, OZIX allows users to choose a default shell. This shell 
preference is stored as part of the per-user data managed by the system administration components. 
Users may also change shells dynamically, as is done on other OSF/1-compliant open systems. 

Workstation users may also use a window-based visual shell known as the ULTRIX User Executive. 
The ULTRIX User Executive provides an icon-based visual user interface to OZIX based on a paradigm 
of direct manipulation of files to achieve a particular task. The user interface to UUE is common 
between OZIX, ULTRIX, and VAX/VMS. UUE is not available on non-Digital platforms, such as 
generic UNIX systems; UUE is part of the added value Digital provides as part of DECwindows. 

Users invoke the ULTRIX User Executive in the same way they invoke other window-based appli
cations (see Section 2 .3.4.1). Through a customization menu provided by UUE, users can modify 
and extend various aspects of the function of UUE, including modifying functional defaults (such as 
default directory used by UUE) and cosmetic defaults (such as the size and color of the windows used 
by UUE). 

In terms of its implementation on OZIX, UUE is just another window-based application that makes 
calls to the DECwindows APL 

2.3.3 Character-Cell-Terminal User Interface 

Access to OZIX via the character-cell-terminal interface provides users with a command-line interface 
that is a superset of the standard command-line interfaces provided on OSF/1, ULTRIX, and UNIX 
systems. This interface is characterized by the use of a shell that presents a programmable interface 
to all OSF-specified standard commands and utilities, plus some additional Digital-standard and 
OZIX-specific commands and utilities. 

The character-cell-terminal interface to OZIX is implemented in various components, depending on 
the type of access involved: 

• Access via the console terminal 

The OZIX console port driver and terminal class driver provide the basic software support for 
this style of access. 

• Access via a LAT-based terminal 

The OZIX LAT port driver and terminal class driver coupled to other network software that 
provides the software support for this style of access. 

• Access via the rlogin, telnet, SET HOST, or dlogin commands 

The OZIX PrY port driver and terminal class driver coupled to other network software that 
provides the software support for this style of access. 

2.3.4 Workstation User Interface 

Using a character-cell-terminal emulator, workstation users can access OZIX via the character-cell
terminal interface. In addition, workstations users can run Xll, OSF/Motifl'M, and DECwindows 
applications on OZIX to present a window-style user interface back to their workstation. These 
applications are hereafter referred to simply as window-based applications. 
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• ·ded OZ A set of standard window-based applications is proVl 

• A character-cell-terminal emulator 

• A window-based login capability and session mana r 

0 F i tif OZIX adds value to the standard XU-based and . • 0 • 
supporting DECwindows. DECwindows added value includ 

• Additional Digital-supplied window-based application : 

DECwindows MAIL 

ULTRIX User Executive 

DECwindows 00TB applications, such 

Digital's DECchart, DECwrite, and DECdeci "on 

• Enhanced internationalization support: 

Enhanced support for bidirectional and multilin 
pound string technology. For more information 
tionalization chapter. 

Enhanced support for localization of interf: c , i 
language (UIL) technology. 

• Enhanced application support, implemented using Di • 
resulting in a higher degree of consistency in the I 

2.3.4.1 Invoking Window-based Appllcatlons 

Users can run window-based applications on OZIX t 
compatible workstation on the network. The user tar 
specifies the network address of the target wor talion. 

OZIX provides several ways to start up window-ha 
on UNIX, ULTRIX, and OSF/1 systems today. The 

• From a workstation, the user can log in to OZIX and i 
The user logs in using the mechanisms descri in on 
target workstation can be specified explicitly on the com 
DISPLAY environment variable. 

• From a local login session on a workstation, the r 
issue a command on OZIX to start up an application. 
station is often explicitly specified as part of the comm 

• On the OZIX system, the user can submit a batch job (via at 
application. Alternatively, a system administrator can pl c 
window-based application for the user. These techniq 
a shell script that periodically starts or stop the e utio 
network address of the target workstation is oft.en e r I 
specified via the at command, batch command, or the et in / 

These are just the most common techniques, others are 
on using either the standard interactive login support (a ~ 
support (as described in Section 2.2.2), or batch syste e 
some combination to invoke the application. m uppo 
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2.3.5 The End User View of OZIX Security 

Security on OZIX can be viewed as a continuum that ranges from systems with minimal security 
support enabled to systems with full security support enabled. As a result, the end user view of 
OZIX security varies from system to system, based on the security policy in effect on the system. 

On OZIX systems with minimal support enabled, most end users perceive the security aspects of 
running on OZIX as being largely indistinguishable from other OSF/1-compliant systems: 

• The OZIX login dialogue and authentication process (based on user name and password) is very 
similar to that provided on other OSF/1 systems. 

• The concepts of "processes" (on OZIX, executors) having a user identification, group identification, 
and other basic security information are the same on OZIX as on other OSF/1 systems. 

• File protection (rwx) and security characterizations (owner, group, and world) and the commands 
to manipulate protections are the same on OZIX as on other OSF/1 systems. For example, OZIX 
users can use the standard chown and chmod commands to modify file ownership and protection. 

Security support provided with OZIX gives system administrators a great deal of flexibility in tailoring 
the security profile of each individual OZIX system. They can implement their local security policy 
using the following types of controls: 

• Access Control Lists (ACLs) 

• Mandatory Access Control (MAC) 

• Integrity Access Control (IAC) 

• Level control of network access 

• Control over access to "raw" devices 

In addition, OZIX security support allows the security administrator to change the basic security 
model in effect on the system. For example, some OZIX systems may use a security model based on 
the Bell and LaPadula model; other systems may create their own customized security model. There 
are a variety of other tunable security features provided with OZIX. 

As more security features are enabled on OZIX systems, the end user is likely to perceive this change 
as the direct result of increasing access limitations -information access and exchange becomes subject 
to more control and restrictions. For many OZIX systems, the OZIX security system works quietly 
"behind the scenes" and is only visible to end users when an access attempt fails. The access error 
is reported to most end users via the standard OSF/1 interfaces, for example, via a standard error 
report of "permission denied' (EACCES) from a standard command or utility. 

At the highest level of security support, OZIX systems conform to the National Computer Security 
Center ( CSC) B2 level of security support. 

The following two sections describe two major user-visible aspects of OZIX security: access control 
lists and the Trusted Computing Base Shell (TCB Shell). 

For more information about the concepts and capabilities of the OZIX security system, see the Security 
chapter, the OZIX Security Support Component Functional Specification, and the OZIX Access 
Validation Component Functional Specification. 
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2.3.5.2 The End User View ot the Tee Shell 

End users also interact with the 'Iru.sted Computi 
Access Validation Subsystem (AVSS) and Securit 
these components of the OZIX security tem occ 

Users implicitly interact with the TCB hell wh n 
intercepts notification of the intention of the us to I 
the notification of the intention to log in i the ul 
terminal, it is the result of the user pre sing BREAK. 
a shell command is used to invoke the TCB hell. 

As part of login processing, the TCB Shell wor in 
The user is prompted for a login acces tyPe \ um 
accessl/secure-access2, etc."\. If the default acce ty 
access, the user is prompted for USer name and p o 
If any access type is selected other than the defaul 
perform a more sophisticated login Procedure. Eu.mp] 
involve the use of additional authentication mecham m 

Usena explicitly interact with the TCB Shell after th I 
BREAK on their temuna1. This usage of the TCB h II i to 
aspects of their login session (by creating a new executor · h 
thereby subjectively "changing their privilege level" · 
site security manager. An example of this would be to i-ttAnc,,. "TOP-SECRET" to "SECRET". 

After pressing BREAK on a logged in tern,;naJ, the i I 
session based on the executor in effect at the time. This .. r,...,.,,,. 
destroyed or resumed as the result of User input lo the TCB 
to the TCB Shell, which offen, a menu-hased interface ..;th 
• Show Access Class 

Selecting this menu choice causes the current va] 
(collectively refen-e<f lo as access class) lo bed; pla 

0 

Secrecy Level-for example, "TOP-SECRE 

Secrecy Compartments-for OXampie, "!JS.CIA, . . AT() 
Integrity Level-for example, "SYSTE. f" 

Integrity Compartments-for example · GE =n 4. 

, • •~.\l'\L PRoo 
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For more information on the meaning of these terms and an overview of the OZIX security 
system, see the Security chapter. 

• Set Access Class 

Selecting this menu choice causes the TCB Shell to present another sub-menu, allowing the user 
to specify values for the access class parameters listed above. Note that the secrecy and integrity 
labels are specified using a single-valued parameter, chosen from a list of values established by 
the site security officer. Secrecy and integrity compartment labels are specified as a list of one 
or more values established by the site security officer. The TCB Shell displays possible labels 
for each of the access class parameters; it only displays those labels that the user is authorized 
to use. 

• Exit the TCB Shell 

If menu choices made by the user modified the security access class of the executor, the old 
executor (the one that existed prior to invoking the TCB Shell) is destroyed1 and the new executor 
is created with the new access class, running the user's default shell. The user is logically 
connected to the new executor; the effect is as if the user logged in again. 

Otherwise, if no modification of the access class of the executor was requested (for example, if 
access class information was only displayed and not modified), the user is logically reconnected 
with the old executor and continues the interrupted session as if the interaction with the TCB 
Shell had not occurred. 

2.3.6 The End User View of OZIX Internationalization Facilities 

The enhanced internationalization support available in OZIX is visible as part of the end user envi
ronment in three ways: 

• Enhanced support for non-ASCII text and international data provided by the standard commands 
and utilities. 

• Enhanced support for non-ASCII terminals and locale-specific terminal input processing provided 
by the terminal class driver. 

• The mechanisms used to control these enhanced capabilities. 

The following sections discuss each of these topics in turn. 

2.3.6.1 lnternatlonallzatlon and Standard Commands and Utilities 

OZIX adds value to the standard commands and utilities mainly in the area of increased interna
tionalization support. With respect to internationalization support, there are three types of OZIX 
commands and utilities: 

• Commands and utilities that are functionally equivalent to the existing standard-compliant com
mands and utilities available on UNIX, ULTRIX, and OSF/1 systems. 

1 It is destroyed because it is not possible to change the security access class of an executor. Although this chapter talks 
loosely of changing or modifying the security access profile of an executor, and that is largely the effect the user sees when 
using the TCB Shell, the actual mechanism is to create a new executor and destroy the old one. It is undecided if the TCB 
Shell will also allow "parking" of the old executors instead of destroying them; this would allow users to have access to 
several executors, accessible one at a time. 
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• 

• 

d "liti perfo The OZIX versions of these commands an uti ~ 
11 • UNIX, ULTRIX, and OSF/1 tern . 0 

tations on . ..c~cn ·ronment d n 
execution in a non-English, non-~ envi orm 
• Ii t wi'th· X/OPE XPG3-compliant so 1s comp an , 
tionalization support. 

In general, these commands and utilities ma . not p 
not be able to support locale-specific proces mg of d 
text, multiple languages, and so on. 

OZIX versions of selected commands and utilitie 

The OZIX versions of these commands are modifi 
the high-order bit of each input byte they proce . 
commands and utilities to minimally proce non
commands and utilities mentioned in the previous ca 
limited in their support of processing internation 1 d 

OZIX versions of selected commands and utilitie th 

The OZIX versions of these commands and utilitie 
tal's extensions to X/OPE s atural Language up r . 
API support to support processing multibyte, mul "li 
commands and utilities also allow a user to pecif p1referenoc:~ 
dates, currency, collation order, bidirectional te , mul ip 

2.3.6.2 lnternatlonallzatlon and Terminal Driver Support 

OZIX also adds value to the OSF-specified character-c 1). 

port for character-cell terminals that use character cod 
tional Character Set (MCS). In addition to supporting 
supports the use of many non-ASCII/non-MCS termin l 
support Asian markets). 

The level of internationalized terminal support available on an 
system also depends on the level of hardware uppor for n i 
codes over that hardware. For example, the console tennin } ·n 
hardware platforms are often limited in terms of uppor ·ng no . 
Accordingly, internationalized terminal capabilitie are ypi 11 
the console terminal on these hardware platforms. 

The OZIX terminal class driver offers customizable locale- peci 
put preprocessing and output postprocessing. An example 

O 
inpu 

Japanese-language input preprocessing; this capabilit allo or 
using several, equivalent representations of a word. An examp 

0 in the conversion _of an ~nternal processing codeset repre n 
codeset. The termmal dnver allows for the dynamic in ertion 
ules. 

For more information about the OZIX terminal drive 
Terminal Subsystem Structural Overview. 
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2.3.6.3 How End Users Control lnternatlonallzatlon Support 

Most aspects ofOZIXinternationalization support are affected through the use of the setenv command. 
The setenv command is used to specify environment values used for modifying the behavior of the 
NLS and messaging components of OZIX. This method for controlling internationalization support is 
specified as part of the X/OPEN Portability Guide. 

To control the internationalization support provided by the OZIX terminal driver, a slightly different 
approach is used. A human user would typically be unaware of the mechanism used to specify the 
desired international terminal support, as it is most commonly set as part of the login process, based 
on the user's profile. Users can dynamically change the terminal class driver's processing behavior, 
for example to change input preprocessing, as in Japanese terminal support. 

2.4 The OZIX Application Development Environment 

The following sections describe the two halves of the OZIX application development environment: 

• Section 2.4.1 describes the OZIX program development environment: the application developer's 
view of OZIX. 

• Section 2.4.2 describes the OZIX run-time execution environment: the application's view of OZIX. 

2.4.1 OZIX Programming Tools 

OZIX programming tools are based cin the use of standard commands and utilities (described in 
Section 2.4.1.1) as specified by X/OPE , OSF, and POSIX. As such, the look and feel of OZIX pro
gramming tools are mostly identical to those provided on other UNIX, ULTRIX, and OSF/1 systems. 
Section 2.4.1.2 describes some of the Digital added value provided by the OZIX programming tools. 

2.4.1.1 Standard Commands and Utllltles 

OZIX application developers create and maintain applications using a variety of programming lan
guages such as: 

• AdaTM 

• BASIC 

• C 

• C++ 

• COBOL 

• FORTRAN 

• Pascal 

Application developers use all of the commands and utilities used by end users (see Section 2.3.1) 
plus additional commands and utilities to perform the following types of tasks on OZIX: 

• Create and compile source code 

Commands used for these types of tasks include: cc, cb, lint, lex, yacc, gencat, and so on. 

• Link and debug applications 

Commands used for these types of tasks include: ld, dbx, and so on. 

• Analyze application performance 
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Commands used for these types of tasks include: pixi 

• Manage the program development process 

Commands used for these types of tasks include: ma 

• Create utility programs and sophisticated hell 

Commands used for these types of tasks include: 

• Distribute applications using remote procedure call (R 

The null command is used to invoke the etwor In 
piler used to convert RPC entry point definition into 

2.4.1.2 Digital Added Value Commands and Utllltles 

For the most part, the presence of Digital added value in 
is the direct result of added value in the application run•tim n,,,ncinnr1 .. 

adds value to the standard program development environm t 

• Enhancing the linker (ld) to create shared librari 
added to support this. For more information, 

• Adding support for building and loading uh tern . 

• Adding support for building secure application . 

• Adding support for generating enhanced me ge ca 
of message text in compound string format. 

The look and feel of these additional command 
specified commands and utilities) is patterned 
specified by X/OPE , POSIX 1003.2, and OSF. 

For workstation users, DECwindows added value includ 

• The User Interface Language (UIL) Compiler 

The look and feel of the DECwindows tools is consi tent · h 

2.4.1.3 Third-Party Tools 

OZIX will support the execution of the INGREST 
Query Language (SQL) support. 

For more information about third-party tools on OZIX, 

2.4.2 The Appllcatlon Execution Environment 

Figure 4 shows a sample OZIX computing environment in 

26 User Environment and Appllcatlon Environment 

th OZ p 

D I Cont d ntlal 



OZIX Technical Summary 

Figure 4: Ways Appllcatlons Access OZIX 

Application Application 
Distributed Distributed 

Via Network Via 
Services RPG 

OZIX, OZIX, UL TRIX, 
UNIX, OSF/1 , OSF/1 , SUN, 

ULTRIX, MS-DOS, 
VAXNMS V/WvMS(UCX) 

r 
' 

Hosted Hosted 
RPG OZIX OZIX 

Application Application Support 

API API 
NFS (In OZIX (In Shared 

Server API 
Subsystem) Library) 

OZIX Capabilities 

The figure gives four examples of the three basic ways applications access OZIX capabilities: 

• Executing directly on OZIX 

The leftmost pair of applications shows the most common way applications access OZIX capabilities-
by executing directly on OZIX and invoking documented application program interfaces. OZIX 
supports all of the common mechanisms for packaging AP! components: source files (.h files), 
object files (.o files), object module archive files (.a files ), and so on. 

The leftmost two applications in Figure 4 also show two additional interface packaging techniques 
that OZIX adds to the list above. One application references an AP! implemented using an 
OZIX subsystem; the other application references an AP! implemented using a shared library. 
Section 2.4.2.4 describes the unique features of OZIX subsystems and shared libraries. 

• Accessing OZIX via a network server interface1 

The third example in Figure 4 shows an application that accesses OZIX via a network server 
interface. Examples of this type of application access supported on OZIX are etwork File 
System (NFS) server support and DECnet Data Access Protocol (DAP) support. 

• Invoking OZIX capabilities via RPC 

The fourth example in Figure 4 shows an application that accesses OZIX via a specialized form 
of network access support-remote procedure call. 

1 Tbe orientation of this chapter is on other systems accessing OZ.IX systems. It should not be overlooked that OZIX systems 
also originate many types of network requests. 
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OZIX includes support for Digital's DECrpc \:1.o. DETn 

puter's de facto industry standard RPC archit.ec . . mr:om-auX:1,.,...,.,,".,,, lh .. ,., ... ,..,n 
System (NCS). RPC support on OZIX allo appli u 
variety of systems that support the · CS protocol: 

OZIX systems 

ULTRIX (V4.0 and later) system 

VAXNMS (with VMS/ULTRIX Connection \ 1. 

Apollo Computer systems 

Sun Computer systems 

MS-DOS systems 

and others 

Briefly, to distribute a portion of an application th d_. ___ ,,,_ ci~u-:5 

dure interfaces in that portion of the application. Th 
procedure interface boundaries. The e pr ur in 
NIDL language. The NIDL interface description 
NIDL compiler supplied on OZIX. 2 

The resulting C source files are compiled and are 
cation program and also with the portion of the appli · o 
the interface to the RPC run-time support library. 'h n 
of the distributed procedures, it actually tran fer con I 
above. This stub routine invoke the RPC run-time lib 

the application on the network and to connect to th ub '""' ' " " '"• ..,..,,
11

.u.

1
," .. 

stub routines convert RPC protocol me sage into h c io 
procedure code and return any outputs back to the ori · 

For more information about RPC on OZIX, ee the . · e ~ or I 
and the OZIX Remote Procedure Call Functional ificat 

2.4.2.1 Standard Application Program Interfaces 

OZ.IX provides a set of standard entry points that are a upe 
following overlapping set of documents: 

• 
• OSF Operating System Component Functional Outline- Q 

OSF Application Environment Specification-Opera ·n 

• 
• 
• 
• 
• 

Outline, Revision 2.0 

X/OPEN Portability Guide, Issue 3, Volume 7, . re or 

ANSI X3Jll for Programming Language C 

POSIX 1003.1 Portable Operating System Interface for Comp 

XIOPE Portability Guide, Issue 3, Volume 2, System In,~r,,.r,,.., 

n i Federal Information ProcesSutg Standard (FiPSJ Publication 
151 

2 This example assumes that the RPC is originating on an OZIX ayste ~ 
the process of using RPC, see the OZIX &nu,~ P~dure CaJ.L Ftuict:,",t • 
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The binary code for these APis is provided on OZIX in two forms: as object module archive files and 
also as shared libraries. By default, users link to the shared library versions of these APis; to link 
the object module archive versions into an application, users must explicitly mention the archive file 
when linking. Header files (.h files) are also provided for those components that require them. File 
names of object module archive files and header files are as specified by standards. File names of 
shared library files will be specified as part of the detailed design. It is assumed that the file names 
of shared library files will differ from the object module archive files only in file type (for example, 
.sl). 

The following lists some of the standard routines provided on OZIX: 

• Standard ANSI C routines 

• FORTRAN routines 

• Other language run-time support routines 

• Math routines 

• Termcap routines 

• Plot routines 

• Curses and XU-based curses library routines 

• Primitive DBMS routines 

• BSD Socket and X/open Transport Interface (XTI) routines 

• GKS routines 

• PRIGS routines 

• Xll 'Toolkit and widget support routines 

• OSF/Motif support routines 

Even though the functional behavior of these routines is specified by standards, the OZIX implemen
tations of selected routines adds value by making these routines "8-bit clean" (see Section 2.3.6.1 for 
a description of the benefits of 8-bit clean code) or by making these selected routines safe for use in 
multithreaded applications ("thread safe"). 

For more information, including a full listing of the system calls and library routines supplied with 
OZIX, see the OZIX Standard C Libraries Functional Specification and the OZIX Miscellaneous 
ULTRIX Libraries Functional Specification. 

2.4.2.2 Digital Added-Value Application Program Interfaces 

OZIX adds value to the application program run-time environment by offering: 

• Improved functionality over other OSF/1 systems 

• Improved robustness, integrity, and security over other OSF/1 systems 

• Improved compatibility or interoperability with other systems 

The following lists examples of OZIX added value in the application run-time environment: 

• DECwindows Toolkit routines- more functional than Xll, OSF/Motif routines 

• Compound Document Architecture DDIF support routines - more functional than other OSF/1 
offerings 
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r tion This capability allows an app ica 

compound string format. 

For more information about compound 
see the Internationalization chapter. 

• 

• 

Security support technology 

OZIX enhanced security tec~ology i 
party application developers I 10 

Providing APis used for the d 

The application interface 
component routines. The 
nel control. See the OZ 
information. 

Allowing third-parties to in 
discretionary, trustedne s, or en 

Allowing third-parties to in 

Allowing third-parties to in 

Common language calling stand rd 

OZIX provides common interlangu 

Language interoperabili y 

Parallel multithread applica ·on~~ .. , ...... 

Reliable exception handling, inclu i 

2.5 OZIX System Administrator Env ron 

In addition to the commands and utili i 
cialized system administration tools to con 
the system administrator environment 
and utilities. Section 2.5.2 describe th 
environment. 

For more information about OZIX 
Overview and the System Administration 

2.5.1 Standard System Administration Tool 

The system administrator environment 
mands and utilities. These commands and 

... ~""''~ character-cell-terminal user interface. E mp 
moueuser, df, ps, and kill . 

Although these commands and utili tie a 
(described in Section 2.5.2), their func 'on 
specific extensions. 

t 

A complete list of the standard sy tern ad • 
the OZIX System Administration Functi.o 1 

Specification, and OZIX Compatibility Cornma-,,. ... "l•~~,wn 
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2.5.2 OZIX Added Value 

The heart of OZIX added value in the system administrator environment is the object-oriented tech
nology of OZIX system administration, which embodies Enterprise Management Architecture (EMA) 
concepts. 

OZIX system administration provides a conceptual framework in which system administration ac
tivities across a wide variety of tasks, including user access management, security management, 
storage management, network management, resource management, and configuration management 
can all be described in a consistent fashion. The OZIX system administration paradigm is based on a 
universe in which management applications use the management backplane to perform management 
operations on manageable objects. As a result of this simple paradigm, the OZIX system adminis
trator environment provides a single, unified management control center for all of the types of tasks 
listed above. 

The OZIX management backplane provides a common software interconnect allowing centralized 
system administration across a variety of networked systems, including OZIX and ULTRIX systems. 
As it is based on ISO/OSI standards, the OZIX management backplane can be extended to manage 
systems provided by other vendors. 

For more information about the OZIX management backplane, see the System Administration chapter 
and the OZIX Management Services Functional Specification. 

In addition to the standard system administration commands and utilities described in Section 2.5.1, 
OZIX provides three added value system management tools: 

• The Management Command Language (MCL) management tool 

• 

• 

This tool provides a character-cell-terminal user interface to manage any manageable object on 
OZIX in an object-independent fashion. MCL is an extension to the DECnet Network Control 
Language. MCL is invoked using the mcl command and is used for managing objects not man
aged by the standard commands and utilities and for use with command scripts. This tool is 
also used in a B2 secure environment to provide a certifiable, trusted path from the system 
administrator to the managed object. 

The generic object manager 

This tool provides a window-based workstation user interface to an object-independent general 
management tool. Invoked by the mcl -d command, this tool is functionally equivalent to the 
MCL tool described above. The only difference between the two tools is in the user interface. 

The storage manager 

This tool provides a window-based workstation user interface to a specialized tool used to config
ure and control aspects of OZIX relating to the Attribute Based Allocation (ABA) storage man
agement technology. This tool presents a sophisticated user interface to manipulate containers, 
devices, files, dataspaces and other ABA-related objects. 

The character-cell-terminal-style tools described above all employ a standard verb/subject-type of 
command line interface. The window-based tools use the visual paradigm of direct manipulation of 
objects that is common among window-based applications. 

Another added value tool provided in the OZIX system administration environment is the Online 
Diagnostic Monitor (ODM). ODM provides a character-cell-terminal interface used to control the 
execution of online diagnostic programs. ODM is also used to control the execution of the Online 
System Exerciser (OX). For more information about ODM and OX, see the Software Quality and 
Testing Strategy chapter, the Online Diagnostic Monitor Functional Specification, and the Online 
System Exerciser Functional Specification. 
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2.6 Summary 

OZIX ;s based on standards, user lllterface standards, <»mmand and utility program tandard , nd 
application program lllterface standards. W.t!un tlus framework of tandard , OZIX pro,rid ral 
Wtique enhancements, an llnproved user lllterfaee, fle,tibJe eourity support, improv d intern tion
alization support, llnproved system adntirustration eapab;lities, and bas,, technology improv m nt over other OSF/1 systems. 

This <»mb;nation of llldustry standards and rng;ta1 added value re ult in a truly flexible and pow rf ul system suitable for a wide spectrum of applications and users. 
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CHAPTER 3 

SYSTEM ADMINISTRATION 

OZIX Technical Summary 

3.1 Introduction 

This chapter describes the system adminstration of OZIX Version 1.0 . This chapter introduces the 
reader to the problems with system administration and the goals of OZIX system administration. 
This chapter explains the three major components of OZIX system administration: the manageable 
object, the management backplane, and the user presentation. Interoperability is discussed, followed 
by a list of system administration components and references to related documents. 

3.2 Problem Summary 

System administration historically has been developed in an as-needed fashion. When new functions 
have been invented, new methods and tools have also been invented to manage those functions, often 
as an afterthought. Any relationship that the new function has with the rest of the system is often 
left to the system administrator to resolve. An overall framework for system administration has 
never been defined. 

The state of system administration today is poor: 

• 
• 
• 

• 

Production systems are extremely complex and expensive to manage 

on-production systems are frequently severely limited in their management functionality 

Both production and non-production systems suffer from a preponderance of ad-hoc facilities and 
interfaces and lack support for distributed and network environments 

o two heterogeneous systems can be managed as a whole . 

Solving the system administration problem is a non-trivial task. It requires multiple generations 
of product offerings as stated in the OS/SB Enterprise Management Approach: An Overview. The 
solution also requires coordinated activity across a large number of groups both internal and external 
to Digital. This chapter describes the overall structure or framework for system administration in 
OZIX Version 1.0 . This structure is a foundation on which solutions can be built and is a first step 
in the evolution of system administration. 

3.3 Goals 
The goals of OZIX system administration Version 1.0 are as follows: 

• 

• 

Provide the first step to managing a network of systems. System administration is not limited 
to a single node. 

Reduce the cost of system administration of OZIX systems participating in a local area network 
(LAN). 
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• 
on Integrate management tasks. Management i performed 

of operating system feature. 

• Provide for consistent management. Both philosoph and int rli 
tent across all objects to manage. 

• Conform to the emerging Enterpri e Management Archit 
national Organisation for Standardisation' (I 0) Open . m. In 
inition of a framework for management of heterogeneo , mul · · n 
environments and the communications facilitie that lin th m to 
wide architecture. 

• Provide adherence and compatibility with Open Fo 
trical and Electronics Engineers, Inc.'s (IEEE Por 
for Computer Environments (PO IX), and the OPE. Comp n 
Guide. The OZIX Product and Market Requirement Document 
conflict resolution guidelines. 

• Provide management of a production-quality, ma 

• Provide administration of an OZIX system that mee 
rating. 

3.4 OZIX System Administration Structure 

mfoi 

The structure of system administration is based on object-oriented m 
block of system administration is the manageable object. Manageabl obj c r 
through a management backplane to each other and to user pr ntatu, . Thi illustrated in Figure 5. 

Figure 5: Basic System Administration Structure 

User 
Presentation 

Management Backplane 

The following sections describe each of these in more detail. 

3.4.1 Manageable Object 

in d 

co J • 

Object.oriented defilgn ;s a method lll wluch the defilgn ;s based mo,e on the obj , • 
Cons performed. The lllvocation of operations on objects ;s confilstent aero all obj c . The ; much 
text written on the subject of object.oriented defilgn and progranurung, and th read , ; a um to 
have a bafilc knowledge of tbe concepts. Because thece ;s no standard t · nology ; n th object 
oriented de,rign wodd, thls chapter defines the tenrunology used ;n OZIX sy tern admhU t,atfon. 

The fundamental buildfog block of OZIX system administration;, the manageable object. 
required by system administration are periormed us;ng tbe ba,;c structure call d a man 
object. Manageable objects are cegistered mth tbe management backplane. • ·ote that the term 
manageable object does not relate to the term object aa used by the OZIX base tem. n referring 
to manageable objects this chapter simply uses the term object. 
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For the sake of clarity, a file will be used as an example of an object through this discussion. An 
object consists of the following basic concepts: 

• Object class 

• 

• 

• 

Object class is the definition of the object. It is the abstract data structure or template for the 
object. The object class definition consist of attributes, operations, and events. The object class 
is analogous to a record or data structure definition in a programming language. An object class 
has a name which uniquely identifies it from all other object classes. 

A file object class is defined as follows: 

Class Name Attributes Operations Events 

File Name Create Modified 
Size Delete Access Failure 
Creation Date Set 
Owner Get 
Protection Backup 

Object instance 

The object instance refers to the actual object. It is sometimes referred to as the instantiation 
of the object class. The object instance is analogous to the actual record in a data file. An object 
instance has a name which uniquely identifies it from all other object instances within its object 
class. 

A file object instance might be as follows: 

Attribute Value 

Name myfile.dat 

Size 15 

Creation Date 26 October 1989 

Owner JohnDoe 

Protection MaryPublic-read 
JohnPrivate .. write 

Attributes 

Attributes are internal state variables of the object, which are made visible across the manage
ment interface. The object class defines these attributes. Examples of attributes are identifiers, 
status, counters, and characteristics. In an object instance, each attribute takes on a value and 
may be examined and modified by an operation on that object instance. In the file object example 
above, the object class defines the attributes for the file. The object instance of the file object 
then has values associated with those attributes. 

Operations 

Operations are performed on object instances. The object class defines the operations. An oper
ation is initiated outside of the object on which the operation is performed. For the purpose of 
system administration, operations are performed on object instances, including the create opera
tion (the create operation is sometimes considered an operation on the object class; however, for 
consistency, system administration considers it an operation on the instance. This is more of a 
theoretical difference, as some code somewhere creates an instance of an object). 
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• Events 

Objects report events. Events are a ynchrono 
within an object and are triggered by 8 ~ 
example, a possible event would be an acce · f. I 
tries to open files for which the program d no 
would the program be returned a fail~ tatu bu 
an event is also reported. The file obJec d no 
generate the event. In this case, a ecurity moni 

Management 

Management operations are performed on obj~ ·. Thi 
ation on an object. The requester of an operaoon J rtm:m:ti 
relationship between the object and the mana m 

Figure 6 illustrates a simple management applic 
application initiates an operation. The object r ·v 

Figure 6: Slmple Management Appllcatlon and Object R lat on 

ration Application r------.,., 

The roles of management application and object 
turn be a manageable object if the application 
complex set of relationships. 

Figure 7: Complex Management Appllcatlon and Object R lat o 
Management 
Application [01ion Mo ageable 

()qect 

• 
To demonstrate this model, the following obJect can 

Devices - These objects represent the device attach 

• 

• 

as on/off line that may be modified with the 
they have errors. 

Fault Manager - This is a management application 
devices. The fault manager decides, based on error 
is failing. It is also an object that is managed. Ith 
operation, for example, acceptable error thre hold . 

Resource Manager -This is a management applicat· ·bl fi • tin d · 
100 responSJ e or migra g eVJces in and out of had 

and has attributes that are modified with a set ope O ti 
dev;ee, and the number ofreplicated dev;,e, ""I~~~ u 
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System Administrator - The System Administrator uses a management application which is a 
user presentation. This management application allows the system administrator to communi
cate to the other objects on the system. 

Figure 8 illustrates the objects and management applications described above and some of the rela
tionships and operations that take place. Note that this example is not necessarily the specific model 
being used in the OZIX product for device fault management. 

Figure 8: Modeling Example 

Resource~---
Manager 

Fault 
Manager.,._ __ 

System 
Administrator 

0 The system administrator, using the system administrator user interface (management appli
cation), issues the set operation on the resource manager (manageable object) to establish the 
number of replicated devices in each shadow set and to create a list of spare devices. 

@ The system administrator, also using the system administrator user interface (management 
application), issues the set operation on the fault manager (manageable object) to establish error 
thresholds that the administrator feels his or her computing environment can tolerate. 

€) As a result of 0 , the resource manager establishes the system's resource configuration. This is 
done by the resource manager (management application) issuing the set operation on the device 
objects (manageable objects) to bring devices online. 

0 As the system runs, the device object (manageable object) reports errors as events. The device 
object is not concerned with who receives the events; this detail is handled by the management 
backplane (explained in Section 3.4.2, Management Backplane). In this example, the fault man
ager (management application) has requested that it receive all error events from the device 
objects. As the device object reports events, the fault manager receives them. 

0 Using the threshold parameters established by the system administrator in @, the fault man
ager determines that a device is passed the tolerable level of soft errors. The fault manager 
(manageable object) decides that a device should be removed and reports an event stating the 
decision. The fault manager is unaware of who receives the event. The receiver might be an 
automated resource manager (management application) that automatically replaces the device. 
Alternatively, the receiver might be an operator console (management application), in which case 
device replacement is a manual operation. The former is the case for this example. 

0 After being notified that a device should no longer be used, the resource manager makes a 
determination regarding whether the device should be replaced with one from the spare list. If 
so, the resource manager (management application) issues the set operation to the new device 
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(manageable object) to bring the device online 
from the old device to the new, and then remo e 

Modeling the system in this manner promote ~ modul r . 
and management applications can be repl~ced wtthoul m l111Au"""' 

applications on the system. For example, if a re our m 
replacement algorithm, the resource manager ca~ 
to the device, fault management, and even po . bl. 
to create a piece of code using modules, subroubn 
creating objects and management application • 

3.4.2 Management Backplane 

The management backplane provides the manag 
other and with management applications. me of 
tions. The management backplane provide the follo :in 

• Operation dispatching 

The primary function of the management b pl n 
ing. All management applications reque to ra ·o 
through the backplane. The backplane i th n po 
priate code that implements the operation on h 
to as the agent. 

• Event services 

Objects report events to the managemen b 
events through an euent dispatcher and foN 
order to receive events, management applica ion in,,.T,_..,1..,. 
appropriate event sink in the managemen bac pl n . 

• Class definitions repository 

The management backplane provide a repo 
definition includes those items de cribed in 
objects and management applications toque 
object class. Management application need no h 
but instead, can dynamically retrieve the defini • on 0 
to as the Management Information Repo itory . UR . 

The management backplane also provides he abo 
implies that a set of machines has a single, interconn 
through such architectures as EMA and the u of I Q 
the many benefits this provides is that a user pre 
objects on another machine. n 

A higher-level architecture for the managemen 
Management Approach: An Oueruiew. 
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3.4.3 User Presentation 

The user presentation is the system administrator's window to the management of the system. It is 
a type of management application, and therefore connects to the management backplane. 

The decision making that occurs at the user presentation application is not in the application itself, 
but in the system administrator using the interface. The intelligence that is built into the user 
presentation is only to make the interface more user-friendly and aid the system administrator in 
decision-making. 

In the user presentation, the system administrator is the decision maker or at least the observer. 
Compare this to other management applications such as a resource management application and a 
fault management application. In these cases, the decisions about management are made by the 
management application based on some rules and parameters. 

For OZIX system administration version 1.0 , the following user presentation management applica
tions are provided: 

• Standards-compliant command line user presentation 

• 

• 

In order to work in an open system environment, system administration provides a command line 
which adheres to industry standards. The standards adhered to and the priority order used to 
resolve conflicts are listed in the OZIX Product and Market Requirements Document. The exact 
commands are specified in the OZIX System Administration Functional Specification, OZIX OSF 
Commands , and OZIX BSD Commands. 

Management Command Language (MCL) user presentation 

The MCL user presentation is an extension of the DECnet Network Control Language (NCL) 
utility. MCL allows management access to any manageable object (assuming normal security 
checks). MCL has no object-dependent, built-in information or intelligence. It only has knowl
edge of the object class definition of each object: attributes, operations, and events. MCL is used 
for managing objects not managed by standards compliant command-line user presentations or 
the DECwindows user presentations described below. Additionally, MCL is used for debugging, 
maintenance purposes, or command script processing. 

For certification under B2, a trusted path must be provided from the system administrator to 
the object being administered when performing security-related management. For this reason, 
a trusted user presentation is provided, which is a subset of the MCL interface. 

DECwindows user presentations 

DECwindows user presentations are the key to added-value in system administration for the 
OZIX product. There are two DECwindows presentations provided with OZIX: a generic object 
manager and a specialized manager. 

The generic object manager is a DECwindows equivalent to MCL. This user presentation man
ages any object in a generic fashion. As with MCL, no object dependent knowledge is in this 
DECwindows user presentation. 

True added-value comes with providing specialized, task-based, DECwindows user presentation. 
The specialized DECwindows user presentation for OZIX Version 1.0 system administration 
highlights the emerging Attribute Based Allocation (ABA) storage management technology. 
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3.5 Interoperability ,. 
• • t ti creates the t If OZIX system adnnrus ra on li ti" on 

• • • h th stems and app ca ' operability wit O er sy d fi ed belo 
administration must interoperate as e n 

• Interoperability within the system, ~r ~ p l ' 
istrated as a system. Failure to achiev _in 

Intraoperability is achieved by cooperation 
specification and design of the system. 

• Interoperability with other systems ma n . 
systems, including ULTRIX and • · O F-comp 
operating systems. 

Interoperability with other systems i achi 
shows the OZIX strategy for achieving 
tools in achieving interoperability are Digi 1 

tocols, and adherence to other tandard 

Figure 9: Technical Interoperability 
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definition also allows for variance uch di 

• Interoperability with applications that build o 
third-party-supplied applications. Eas i llC.IJrnnm,ti 

framework allows the system admini trator to mall8'~e 
using the same methodology. 

Developers of these applications must ch 
work. As illustrated in Figure 9, third-par 
the Enterprise Management Architecture {E. 
the management backplane through ne wor 
and disadvantages. 

EMA provides added-value to the third
tion with Digital applications and a richer m.ein
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,
7
..,,.,., 

disadvantage is that the applications are 
is true if the third party chooses to connec 
and standards. 
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3.6 OZIX System Administration Component Overview 

This section provides the reader with a road map of OZIX system administration components and the 
specifications. The specifications describe details about each component. Figure 10 illustrates the 
components of system administration. The objects listed are only examples, unless otherwise stated. 

Figure 10: System Administration Components 

I 

User Presentation 

Character Cell 
Technology 

EJ 

Scripts 

DECwindows 
Technology 

EJ 

Management Backplane 

OZIX Core Services 
Management Backplane 

( 
Agent J 

-----•-· 
Event Dispatcher 

Event Sink 

Management Info 
Repository 

Network Interface 
Protocol Modules 

Management Services a,----.._ _________ _. 

Objects 
(examples) 

Fault Mgt. 

0 Standards-Compliant Command Line 

Command lines that are being provide to meet industry standards. Documented in the OZIX 
System Administration Functional Specification, OZIX OSF Commands, and OZIX BSD Com
mands. 

@ MCL Command Line 

Generic command line to manage any manageable object. Documented in the OZIX System 
Administration Functional Specification and Digital Network Architecture Network Control Lan
guage Specification, ¼rsion Tl.0.0. 

0 B2 Secure MCL Command Line 

Digital Confldentlal System Administration 43 



OZIX Technical Summary 

Ge · d line to manage any manageable object in a B2 ecure enVIronm nt. Docu-
nenc comman . d D • • l • k Ar h • 

mented in the OZIX System Administration Functional pecificatwn an rgzta • ttcor c L· 
tecture Network Control Language Specification, Version Tl.0.0. 

0 DECwindows Object Interface 

Generic object window manager DECwindows Interface. Documented in the OZIX • tem Ad
ministration Functional Specification. 

0 DECwindows Storage Manager 

Specialized ABA DECwindows manager. Documented in the OZIX stem Admin • tration Func
tional Specification. 

0 Management Backplane Agent 

Provides object operation dispatching. Documented m the OZIX Management 
Specification. 

0 Management Backplane Event Dispatcher 

nt Functional 

Provides event dispatching to event sinks. Events are po ted to the event di p tch r hich th n 
dispatches the event to the appropriate event sink. Documented in th OZ EL nt D patch r 
Functional Specification. 

Q Management Backplane Event Sink 

Provides a "buffer" for event messages. Management application intere ted in r 
subscribed to the event sink. Documented in the OZIX Euent Dispatcher Functional 

0 Management Backplane Management Information Repository 

Database of object class definitions. Documented in the OZIX stem Administration Functional 
Specification. 

~ Management Backplane etwork Interface Protocol odule 

Provides for the extension of the management backplane across multiple machin on th n t
work. This extension is know as distributwn services. This is tran par nt to the client of the 
management backplane. Documented in the OZIX Management Agent Functional p cification. 

CD Management Services 

Sum of the services provided by the management backplane. The e ervices hide the fact that 
there are different components of the management backplane. There are core ervice and e -
tended services. The core services are documented in the OZIX Management erutc FunctLonal 
Specification. Extended services are undefined in this version. 

~ User Object 

Represents the abstract of users and groups. Documented in the OZIX System Administration 
Functional Specification. 

® Device Object 

Represents devices and containers. Documented in the specifications for the l/0 subsystems 
which implement the objects. 

~ File System 

Represents the file system and data spaces. 

(0 Network Objects 
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Represents the manageable entities in the network. Documented in various network specifica
tions. Refer to the etwork Implementation Architecture chapter. 

~ Third-Party Applications 

Provides for applications that wish to connect to the management backplane. Documented in 
the OZIX Guide to Writing Manageable Objects. 

In addition, there are other OSG wide documents describing the overall strategy and architecture. 
Refer to the O I SB Enterprise Management Approach: An Overvi.ew. EMA is documented as part 
of the DECnet Phase V architecture. Refer to the Enterprise Management Architecture: General 
Description #EK-DEMAR-GD. 
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4.1 Introduction 

CHAPTER 4 

RESOURCE/FAULT MANAGEMENT 

OZIX Technical Summary 

The major goal of OZIX Resource/Fault Management is to achieve OZIX product's availability, relia
bility, configuration and erviceability goals. OZIX Resource/Fault Management addresses: 

• 
• 
• 
• 

Error Detection trategy 

Error Logging 

Fault Analysis 

Control the ystem Configuration 

OZIX Resource/Fault Management concerns both hardware and software. 

OZIX Resource/Fault Management is a single system strategy for error analysis and configuration; 
the strategy has been designed so that a higher level of management could be layered on top of the 
current single system strategy to manage a group of OZIX systems as a single system. OZIX support 
for management of multiple systems as a single system is not discussed in this paper, but may be 
addressed in a future version of OZIX. 

4.2 Goals 

OZIX product goals from "OZIX Product Features Document" for Resource/Fault Management are: 

• 
• 
• 
• 

4.3 

Availability - One crash requiring operator intervention per year 

Configuration - Remove, detect, configure and bring-on-line devices 

Reliability - One Hardware/Software induced crash shutdown per year 

Serviceability - Maximize ability to repair and minimize time to repair 

Overview 

There are many components of OZIX resource and fault management. 

OZIX resource management components are: 

• 
• 

Resource Manager 

User Interface 

OZIX fault management components are: 

• Error Monitor 
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• Error Log Writer 

• Error Report Generator 

• User Interface 

• Crash Dump Writer and Analyzer 

Manageable objects work with both the resource and fault management component to chi 0 goals. 

The following diagram depicts the components involved in resource and fault m n g m 
information flows between the components. OZIX System Adm:ini tration 1anag m nt B c p 
is a seclll'e channel over which the resolll'ce and fault management compon nt communic t . 
System Administration chapter describes the management backplane and i . impl i flow of information is: 

1. Error Information is sent from the Manageable Objec to the Error Lo Writ r nd Error Monitor 

2. The Error Log Writer writes the Error Log File on demand. 

3. The Error Report Generator reads the Error Log File and write the Error por 

4. Change Requests are sent from the Error Monitor and r Int rf to th Re Manager. 

5. Configuration Change Commands are sent from the Re ourc ana r to th Objects 
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Figure 11: Resource/Fault Management Overview 
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4.4 Manageable Objects 

Manageable objects are at the beginrung and . 
ageable objects detect problems and initiate . c on 
management backplane. Management oper on 
applications through the manage1:11ent ~ac pl 
error event is "a page of memory 1s getting o 
is "remove a disk from the configuration•. • ·ot 
event is not guaranteed to be the same man 
to correct the problem. Examples of mana bl 

• Processors 

• Memory 

• Buses 

• I/O Devices 

• OZIX Software Subsystems 

• Layered products 

Some manageable objects contain error r ·r J 
anisms. These manageable objects are buil hi 
actions are time-critical and can not tolerat 
components. An example of error recovery i 
objects cover functions "normally" done b ot r 'reJ!10m~.rta1u1 

presented here is still valid. It is, however, impo 

4.5 Error Detection 

The starting point for any fault and resour 
is stimulated the result is an error. The de 
between what is expected and what is act ) • o,riu•l""l,•,ot1 

both the hardware and the software mus be 
conditions. The next sections bnefly identi 
hardware and software. These are by no me 

4.5.1 Hardware Error Detection 

Even the best hardware has the property of b 
design mechanisms into the product to de 
these errors by having the subsystems which 

0 
and kernel nub), look for error information repo 
Acting on the information includes: 

• 
• 
• 

• 

Saving the error information . 

Recovering from the error if the software 

Reporting the error information and th 
logging and monitoring components. e 

Reporting the error status to the reque ter 

For the error monitor to work it is very 
101 have been handled. portan 

50 Resource/Fault Management 

Co 



.. 

OZIX Technical Summary 

4.5.1.1 Unreported Hardware Errors 

The strategy to detect hardware errors not reported by the hardware is: 

• Use global techniques such has timeouts to detect some additional error conditions. 

• Look for any additional detection mechanisms that may help improve the detection for a specific 
device. 

• Select the hardware that OZIX supports based on its hardware failure detection rate. 

4.5.1.2 Hardware Design Faults 

Besides breaking, hardware also has design faults. Some of these faults are detected by the same 
detection methods that detect broken hardware. For example, a signal integrity problem on a data 
bus might cause one bit to be misread which could be detected by the parity or error correction code 
(ECC) system on the bus. Design faults of this nature will be detected and handled as if they were 
broken hardware. Some design faults cannot be detected by operating system software and are the 
province of hardware Design Verification Testing (DVT). 

4.5.2 Software Error Detection 

The detection methods for software are very similar to those in hardware. For example, parity 
memory adds an additional bit to each byte of data, defines rules for accessing the data, and the 
values that indicate an error. In software, error detection is accomplished by having some redundant 
states and knowing which states are error states. 

In general, the detection of software errors is part of the design of each OZIX component. Some 
examples of the techniques that will be used are: 

• 
• 

• 
• 
• 
• 

Verify that routine arguments are reasonable . 

Have unknown parameters force execution through the "default" case of switch statements and 
to error handlers. 

Test for queue corruption by checking the type of data structure when it is removed from queue . 

Test for pool corruption by marking memory . 

Validate global variables . 

Monitor critical activities, so that critical resources are not being held indefinitely . 

It is very important for the error monitor to work, that all errors are reported, including errors which 
have been handled. 

There are a few "global" software detection mechanisms. In cases where errors are not detected the 
instant they occur, it is important to contain and isolate their effects. Within OZIX, the subsystem 
model forces containment of errors to the code that caused the error. This containment is forced in a 
much higher degree than in past operating systems. 
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4.6 Error Log Writer 
The error log writer records error information. OZIX is using a generalization of the e~ent di p~tcher 
from Phase 5 of DECnet for dispatching error information. Since the needs of error loggmg re hgh tly 
different from network event logging, a few additional features are needed: 

• Buffers for certain critical errors types must be locked in physical memory to be e il lo~table 
in the crash dump. When OZIX crashes the error information must be r overed nd wntten to 
the error log on the next reboot. 

• Since the normal case for logging errors will be on the local sy tern, ome optimization re 
needed to lower local error logging latency. These include treating the Local ink and th Error 
Log Writer as special cases and: 

• Pre-configuring them for quick start up. 

• Bypassing DECnet. 

• Bypassing the conversions to and from AS -1 

This error/event dispatching mechanism provides a system that works well in the local c . I l o 
allows the user to tailor a large complex of servers and workstations to use either c ntralized lo gmg, 
local logging, or some combination based on device and error code. Thi al o provide port for ny 
Field Service value-added service to monitor error information. 

On each node the local Error Log Writer writes the error and event information to a local rror l 
file. Source information includes the node so that a single file can contain data from m ny nod 

4.7 Error Report Generator 
The OZIX Error Report Generator is a support tool required for system fault anal i . It allo the 
system administrator or customer services engineer to obtain detailed information bout ev nt on 
the system and to create a report that is easy to read and interpret. 

The Error Report Generator provides the user with a powerful trouble hooting tool by Bowing the 
user to select and report related events. These events may be related by time range, e ent cla 
(CPU, memory, network, system messages, etc. ), device type, and logical or ph ical d vice name, 
as well as several other relations. It is possible for the user to correlate event that were fl ged 
as related when they were written to the log. For example, if a device error cause both an CP 
error and an error at the file subsystem level, and these errors were flagged as related in the log, 
the Error Report Generator would write both of these entries when either was reque . ( ith all 
current Digital report generators, any such correlation must be made manually by the u er.) Remote 
logging is an integral part of the error logging strategy and the log may contain event entrie from 
many different nodes. It is possible to create reports of events on specific nodes. 

The output format is also flexible. The user select entries to be written in several form , from raw 
hex data to full bit-to-text translation of the entire record. The default output mode elect the mo t 
useful information from an entry and reports it in a concise form. A summary report i also available, 
providing counts of events over the specified range of time. 

The Error Report Generator is a user application and reads the log file{s) written by the Error Log 
Writer. It selects specific entries from this file according to parameters supplied by the user. The 
selected entries are then formatted and a report written according to user specification. 

The main goals of the Error Report Generator include: 

• Accurate bit to text translations 
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Intuitive and user friendly interface 

Modular design for the easy integration of additional event classes 

Good Performance - the user should not experience excessive delays 
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Reliability - recovery and/or report of all errors incurred by the Error Report Generator such as 
error in input files, lack of resources, or user input. 

The Error Report Generator is written in a highly modular fashion. This makes it possible to separate 
the bit-to-text translations of individual events from the rest of the code, allowing additional devices 
to be added easily in the future. Today, a major coding effort is required to add devices to the error log. 
In OZIX it should be possible to add additional devices and events by entering their entry definitions 
at a higher level and not by modifying and recompiling the source code. 

4.8 Error Monitor 

The Error Monitor has responsibility for fault analysis in an OZIX system. It is both a management 
application and a manageable object. As a management application it receives error and state change 
events from the management backplane and reacts by issuing management operations to the resource 
manager to correct an error or react to a state change. 

As a manageable object it accepts management operations so that prediction algorithms, thresholds, 
and other decision making para.meters can be modified within the error monitor. 

The error monitor consists of a data base of errors and rule-based failure prediction algorithms. As 
errors are received, they are placed in the data base and the rules are tested to see if any conditions 
have been satisfied. Prediction algorithms in the rules can be simple thresholds like "a memory page 
is bad if 100 correctable read errors (CRD) memory occur in 1 hour in the page". Once a failure 
prediction is made, a request is sent to the resource manager to change the configuration to remove 
the component. 

The error data base in the error monitor has knowledge only of manageable object sending errors. 
The database does not describe the configuration; the database that describes the configuration is 
maintained by the re ource manager. 

The rules in the error monitor are not in code but are maintained as a data file. A set of rules are 
supplied as part of the OZIX system. This allows addition and changes without requiring the error 
monitor to be recompiled. The error monitor rules handle devices at the physical level and not at 
logical or virtual levels. 

Complex prediction algorithms can be built into the rules. These algorithms can correlate errors 
from different manageable objects to detect a fault which crosses manageable object boundaries. An 
example of such a correlation algorithm is determining a bus failure by looking at the errors of all the 
manageable objects connected to the bus. Multiple rules can be run on the same manageable object. 
For example, one rule could be thresholding on recovered errors on a given device and another rule 
could be thresholding on the total of all types of errors. 

A rule can take different actions. The simplest action would be to tell the resource manager to remove 
a component from the configuration. Examples of complex actions would be to initiate diagnostics 
and exercise programs to attempt to stimulate and determine a fault. Other actions could include 
writing error information to stable storage on a board (EE PROM) and generating a service alert. 

When the error monitor returns error information to the user interface, it does not return simple 
counts. Instead, the error values maintained by the rules may be displayed. 
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4.9 Resource Manager 
The Resource Manager is responsible for configuration nd . 
application and a manageable object. ~ a manag abl obJ 
some of which come from user presentations and othe 
figuration of the system. Additionally, the rule the R . u 
configuration are maintained through the mana~ abl obJ 
to the management backplane. 

As a management applications it issues manag ment o 
devices, in order to modify the configuration of th . 
Manager as a management application are based on rul 

The resource manager consists of a data ba ..., hlch d cri 
based recovery algorithms. As requests are received, th rul 
The management operations are sent to the mana b 
actions of the satisfied rules. The resource manager d 
at the logical or virtual levels. 

Resource manager rules are kept in a data file and not in 
of the OZIX system. This allows addition and chan 
resource manager to be recompiled. Layered produc 
rules to suit their environmental needs. Rule tran l 
the manageable objects. Resource manager rule · c n 1 
sure the change will keep the system above the minimum 
and software version compatibility. 

The resource manager database has information bou 
software configuration. Entries in the databa e con 
version numbers and other descriptive informatio . 
recent changes. This allows analysis to be done be 
configuration. 

The resource manager replies to the reques allo 
returned. When the error monitor generate 
service is required. 

~ impo~t duty of the resource manager i ve ion co 
mformat10n m the database and having rule which in 

4.1 O Recovery Mechanisms 

Each OZIX component uses different recovery • 
h . h mec ru 

mec arusms, s_uc as the transaction primitive . OZIX i 
subsystem design encourages isolation and all 
out the system going down. Each compon t ow I 
. 1 di en can a me u ng: 

• 
• 
• 
• 

Removing bad memory pages 

Disk shadowing 

ABA's movement of data from failing devic.e 

Fault recoverable based file systems 

OZIX's design includes quick system tart 
res andrecov 
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Again it is very important that the manageable objects report actions taken. 

4.11 User Interfaces for Resource/Fault Management 

The Resource/Fault Management provides no user interface, per se. Instead, the manageable object 
interfaces exported by the Resource Manager and Error Monitor are presented to the human through 
user presentations provided by system administration. These interfaces include both a generic man
ageable object interface and a specialized user presentation for configuration of an OZIX system. 
For more information on the user presentations provided, see the System Administration chapter. 
Through these user presentations, the system administrator will not only be able to modify the con
figuration of the system, but also the rules used by the the Error Monitor and Resource Manager to 
configure the system. 

In general , manageable objects, once taken off line by the resource manager, will only be placed back 
on line with intervention by the system administrator. This is done to track system configuration 
changes and the reasons for returning the manageable object to service. 

The OZIX internationalization guidelines are followed in the design of the user interface. 

4.12 Crash Dump Writer 
When the OZIX operating system detects an internal inconsistency from which it can not recover, such 
as a corrupted data structure or an unexpected exception, it activates the system crash mechanism. 
This mechanism writes predetermined state information to dump file(s) and shuts down the operating 
system in a controlled fashion. This mechanism is also responsible for saving error information, in a 
previously allocated location. This information is sent to the event dispatcher to be recorded in the 
error log file upon system reboot. 

The OZIX Crash Dump Writer does not rely on the failed operating system to perform any functions 
on its behalf. It is self contained and thus safe. To ensure that it has not been corrupted, the OZIX 
Crash Dump Writer code is checksummed prior to writing the crash. 

The OZIX Crash Dump mechanism follows a hierarchical or multiple level approach to ensure that 
enough state information is saved. The system administrator has control over what level of dump is 
to be performed. 

The OZIX Crash Dump mechanism writes the minimum amount of state information required to 
identify the failure to a small primary crash dump file that is located on the system disk. The 
primary file is not dilatable and is always present. All other selected levels will be written to a much 
larger secondary crash dump file. The secondary crash dump file size and location are variable and 
left up to the system administrator's discretion. The location can be any volume that is known to 
the OZIX operating system and is set by the system administrator. Management operations will be 
provided to manage the size and location of the secondary crash dump file. 

A path to an alternate crash dump file is provided. This redundant path is used when the Crash 
Dump Writer is unable to access the primary path. This could be due to the device being off-line or 
inaccessible to the writer. Failover to the secondary path occurs transparently and does not require 
operator intervention. The OZIX Crash Dump Writer writes as much information as the file size will 
allow. When the Writer detects size limits it notifies the system administrator. 

To avoid inconsistencies between the primary and the secondary crash dump files the Writer places a 
tag at the beginning of each file that is later matched by the analyzer. This will ensure that the files 
are synchronized. The Crash Dump Writer also places system image information, such as version 
number, into the crash dump file. The Crash Dump Analyzer then uses it for consistency checks with 
the image information it possesses. 
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4.13 Crash Dump Analyzer Description 
The crash dump analyzer is a special version of the OZIX System Debugger ~th modific tion that 
allow it to operate on the crash dump files and a running system m mo1?' in a . d-only f hion. 
Refer to the detailed description of the OZIX System Debugger for further information. 

The OZIX crash dump analyzer has an applicable sub et of the system debugg r' function lit 
with crash analysis specific commands. Included in this i : 

• At least ULTRIX MIPS™ dbx functionality 

• Compiled language source display, when available 

• Symbolic addresses 

• Help 

• History 

• Script and log files 

• Formatted data structures 

• Language switchable (eg. Machine language translation) 

• Format and display different stacks 

• Display the locations and contents of procedure call frame 

• Validation of the integrity of a queue by checking the pointers in the qu ue 

• Consistency checks 

long 

• Display information about the state of the system at the time of the failur . Thi ould includ 

Date and time of the crash 

ame and version of the O/S 

• Display subsystem specific information 

• Display executor specific information 

The OZIX Crash Dump Analyzer operates in a client server relation hip with the erv r portion 
residing in a specialized version of the system debugger nub. For communication the nub use 
the OZIX Debug Protocol. Analysis is performed from either a remote node or local} from the 
rebooted system. This enables the OZIX Crash Dump Analyzer to have full operating upport for 
reading source files, extracting symbols from system images, and displaying window For ource 
level debugging all source files and system images must be acce sible to the Cra h Dump Analyzer. 
This method of crash dump analysis supports OZIX distributed environment. 
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5.1 Scope 

This chapter addresses the security and int,egrity issues involved in the design and development of 
OZIX. It discusses the security and integrity goals of OZIX, defines the elements of OZIX security 
and integrity , and describes the design features which allow the implementation of a secure OZIX 
operating system. 

References are made throughout this chapter concerning B2 Certification. It is not expected that V 
1.0 of OZIX will be either certified or certifiable. A later release of OZIX will be certified. However, 
the entire development and design structure to support certification will be in V 1.0. The elements 
missing for certification will be primarily documentation, security testing, and some support tools. 

Throughout this chapter, new or unusual terms will be italicized on their first occurrence, and their 
definitions will be found in the glossary. 

5.2 OZIX Security Goals 

There are three broad sets of goals of the OZIX security design: basic security and integrity goals, 
extended security and integrity goals, and the global goals. 

The basic security and integrity goals of OZIX include: 

• 

• 

Produce a system with significantly enhanced security, integrity and robustness relative to ex
isting commercial systems. 

Be certifiable to the B2 level by the National Computer Security Cent.er (NCSC), as defined by 
Department of Defense (DoD) 5200.28.STD (the Orange Book). 

The extended security and integrity goals of OZIX include: 

• 

• 

• 

• 

Support multiple different security and integrity models that are selectable by the customer. This 
will allow the access controls enforced by OZIX to model, as closely as possible, the customer's 
policies of accessing data. 

Allow the customer, at his discretion, to reduce the level of enforcement to enhance usability and 
performance. 

Provide the features required to permit applications running on OZIX to define and enforce their 
own access controls and to be incrementally certified. 

Be compatible with various models of distributed security . 

The global security and integrity goals of OZIX include: 

• Produce a high performance secure system 
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• 

• 

_ _ ,,. , .,cnnrca1 ummary 

• Produce a highly usable secure system 
• 

5.3 
Produce a secure system whose security and integrity features are ea ily manageable 

Basic Security and Integrity Goals 

The security and integrity goals of a commercial operating syst.em are: 

Preserve the confidentialU,, of sensitive information. Confidentiality ; obtain d by pre nting 
sensitive information from reaching users who do not have a ckarnnce leoel that nn,t th m to 
handle such information. This tn,e of protection ;s known as Mandatory Ace Control (.'lfAC) 

• 

because it cannot be overridden by the owner of the information. 

Preserve the integrity of valuable information. Integrity fa obtained by pr v n ;ng v lu ble 
information from being altered or destroyed except by users at a reliabilit le, 1 th t 
them to do so. This type of protection is known as Integrity Acee Control (IAC) be 
designed to ensure the integrity of information. 

Allow the owner of data to restrict the distribution of his data, even from tho. e "th d uate 
clearance. This type of protection is known as D,scretwnary Access Control '1C) b cau thi control is applied at the discretion of the owner. 

• Prevent any user or users from den,,;ng access to the sy tem or ,t resoW-c b · authoriz d 
This tJpe of protection is known as Assurance of Resources (AOR). 

ot only must the system satisfy these requirements in normal usage, but ;1 must do 
one or more malidous USers are trying their worst to bYPass the ystem protection . 

MA.C, DAC, and !AC can be thought of as three layers of access filtering that occur on any cc . 
attempt. The algorithms used by these layers to make their access decisions are the curit mo~l. discretionary model, and integrity model, respectively. 

h n 

OZIX will be designed and developed to prov;de these features. In order to have an ;nd p nd nt 
assessment of the secur; ty and integn ty strengths of OZIX, and to prov;de our c tom er with a ur
ances of the security and integrity features of OZIX, OZIX will be cert,fied at the B2 level. 

The B2 level of certification is considered appropriate because ;1 prov;de a level of 
resistance to penetration that is adequate for all but sites involved in area of national 

The B2 level of certification;, not considered excessive in terms of costs or other ;mpac , b caus it 
is not extremely difficult to validate and it imposes no limitations on export ales. 

curity and 
curity. 

B2 Certification will assure that: 
• 

• 
A controlled development process and good software engineering techniques will be ed. The e 
factors are known to help create a more error-free system. 

A well known set of secur; ty related feature, as defined by the Orange Book will be implemented . 
These features will prov;de what is COnsidered a Dtinimum set wluch can as ure y tem ecurity. • 

• 
The strength of the system's security is quantifiable. A B2 system has a well defined strength, 
and can be compared to the strengths and assurances of other 'YStem,. 

expert independent evaluators. The system's strength and resistance to penetration has been tested and proven by a board of 

These assurances are independent of the Particular uses made of them. They can be used to imple
ment a pure B2 system using the DoD model, or they can be used to implement a commercial sy tern with the strength of a B2 system. 
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Most commercial customers would find a pure B2 system to be inappropriate for their needs. For 
this reason OZIX will implement an extended security and integrity model to meet the needs of our 
commercial customers, reserving the pure B2 model for those few applications where it is needed. 

5.3.1 Implementing the Basic Protections 

To state the requirements of a secure operating system more precisely: a secure operating system 
must control the access of subjects (things that perform actions) to objects (things upon which actions 
are performed) and resources (things used to perform actions). 

Th.is control is accomplished by: 

• 
• 
• 
• 
• 

• 

Identifying the fundamental subjects, objects, and resources 

I olating all subjects from automatic access to any objects 

Granting acce explicitly to appropriate objects 

Controlling usage of shared resources 

Trusting all code that implements isolation, access granting, or that deals with shared objects 
or resources 

Recording all accesses for later review to identify potential attacks on the system 

The identification of trusted code leads to an additional access control constraint: data that is critical 
to maintaining the basic security and integrity of the system must be accessible only to code that is 
trusted enough to have that access. This access control is known Trusted Access Control (TAC). 

5.3.1.1 Identifying the Fundamental Entitles 

The fundamental entities that are relevant in OZIX are: subjects, objects and resources. 

• 

• 

• 

Subjects include the following: 

• Executors--An executor is the OZIX generalization of a process encompassing all threads 
acting together in a single execution context. An executor has an identity and a clearance 
level that cannot be changed during its existence. 

Objects include the following: 

• Dataspaces-A daw.space is the OZIX conception oflong-term persistent data on the system 
and is potentially accessible to any executor. Dataspaces are one of the primary security 
objects to which access must be controlled. 

• Sharable Memory Segments-Memory segments that can be mapped to the execution con
texts of multiple executors are potential channels for data flow, and must have their access 
controlled. 

• Devices--Physical devices such as tapes, disks, printers and networks can act in some sense 
as a data repository. Access to these devices must, therefore, be controlled. 

Resources include the following: 

• CPU capacity-the compute power of the system 

• Memory space-physical memory pages 

• Disk space-file system, cache and paging space 

• 1/0 bandwidth-primarily the rate at which data can be moved to and from disk 
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• 
• 

Network bandwidth-the rate at which data can be moved over the networks 

Physical devices-disks, tapes, terminals and network connections 

• All other limited resources-anything shared and of fixed size or number 

5.3.1.1.1 Labellng of Subjects and Objects 

To implement access control, all subjects and objects must be labeled. The e_ l_abels contain the 
identity of the subject or object, and all information required to make access deo ions. The e lab ls 
are located in memory areas not accessible to untrnsted executors. 

The elements that make up a label are: 

• Unique Security Identity 

• Sensitivity Level Range and Compartments 

• Integrity Level Range and Compartments 

• Ring Brackets 

5.3.1.1.1.1 Unique Security Identity 

Each security subject and object is assigned a unique identity. This identity is unique over the life 
of the system, and unambiguously identifies the subjects and objects in the audit log. 

5.3.1.1.1.2 Sensitivity Levels 

The sensitivity level of an object is usually used to determine what ubject can acce n obj t, 
and in what manner. For example, a user cleared to the secret level would not b allow d to re d 
top-secret data. 

The sensitivity level is a hierarchical range, varying from highly sensitive (for example, top ec t ) 
to not sensitive (for example, unclassified). 

OZIX will support 256 sensitivity levels. The human-readable labels associated with each le el will 
be able to be set by the customer. 

5.3.1.1.1.3 Sensitivity Compartments 

Sensitivity compartments are usually used to control access to data on a "need-to-know" ba i . For 
example, a user cleared to access security data would not necessarily be allowed to acce payroll 
data. 

Sensitivity compartments are a non-hierarchical set of classes of information. An object may belong to 
one or more of these classes. OZIX. will support 1024 sensitivity compartments. The human-readable 
label associated with each compartment will be able to be set by the customer. 

5.3.1.1 .1.4 I ntegrlty Levels 

The Integrity level of an object is usually used to determine what subjects can access an object, and 
in what manner. For example, a user reliable at the malicious level would not be allowed to modify 
system-critical data. 

The integrity level is a hierarchical range varying from highly reliable to malicious for users and 
from precious to junk for data. 
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OZIX will support 256 levels of integrity. The human-readable label associated with each integrity 
level will be able to be set by the customer. 

5.3.1.1.1.5 Integrity Compartments 

Integrity compartments are usually used to control access to data on a "need-to-modify" basis. For 
example, a user cleared to modify security data would not necessarily be allowed to modify payroll 
data. 

Integrity compartments are a non-hierarchical set of classes of information. OZIX will support 1024 
sensitivity compartments. The human-readable label associated with each compartment will be able 
to be set by the customer. 

5.3.1.1.1.6 Security Rings 

Security rings are used to limit access to system critical data to code that is trusted to access the 
data. 

Security rings are a set of heirarchical levels ranging from O (completely trusted) to 255 (completely 
untru.sted). All security objects in the system are labeled with two ring numbers: a read ring and a 
write ring. Any executor whose current ring execution level is at or below the data's read ring level 
is permitted to read (or execute) the data. Any executor whose current ring execution level is at or 
below the data's write ring level is permitted to write the data. 

An executor's current ring execution level is determined by the ring brackets (read ring level and 
write ring level) of the code the executor is executing. Executing code may set its executor's current 
ring execution level to any value equal to or greater than that code's write ring level. 

For example, if an executor is executing at a current ring execution level of, say, 50, then that executor 
could only execute a ubsystem Procedure Call (SPC) to code whose read ring level was 50 or higher. 
If a call were made to code whose ring brackets were [50,20), that code could set the executors ring 
execution level as low as 20. Upon return from the called code, the executor's ring execution level 
would be returned to 50. 

Figure 12 illustrates how ring levels apply to OZIX subsystems, packages and data. For the sake of 
simplicity, this example will ignore the other access controls on the packages (MAC, DAC and IAC). 

Three subsystems are illustrated: A, B, and C. Subsystem A has ring brackets of [50:50). Subsystem 
B implements two packages: package 1, whose ring brackets are [20:20]; and package 2, whose ring 
brackets are (50:20). The body of the subsystem B code is at ring brackets [20:20]. Subsystem C has 
ring brackets of [20:10]. Also shown in Figure 12 is a data object with ring brackets [20:10]. 

An executor in subsystem A is running relatively untrusted code at ring level 50. No executor in this 
subsystem can access the data object. An executor in subsystem A may not call subsystem C directly 
at all. Package 1 of subsystem B also cannot be called, though package 2 can be called. 

Once an executor has entered subsystem B, the code in subsystem B can lower the ring execution 
level to as low as 20. At ring level 20, the data object can be read, but cannot be written. 

Once at ring execution level 20, a call can be made to subsystem C. Subsystem C can lower the ring 
execution level to 10. At level 10 the data object can be both written and read. 
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Figure 12: Security Ring Levels 

Subsystem A [50:50) 
""-!.,..!'-----r---------.... ,,,, 

••• ,,,,, No Acoes s : No SPC OK ,,, 
: SPC ,,,,,, 

Package 1 
[20: 20] Package 2 

[50:20] 

Subsystem B [20 :20) 

SPC OK 

Subsystem c [20: l 0J 

5.3.1 .2 Ensuring Isolation 

Read Only 

,,, ,,, ,,, 
,,, _____ - - "" 

Data 
[20:10] 

The actual ;solation ;n OZIX ;s provided by the hardware protection of memory. All other i olation 
mechanisms are built on top of tltis memory protection. The oftware i olation mechani m ar 
designed such that any executor attempting to violate the security or integrity mod I wm violate the hardware memory protections and be vectored to the ub. 

Executors are isolated from each other's data because each e ecutor executes in a eparate execution 
context. (Loosely, an execution context can be thought of as an addres pace). It i impo ihle for an 
executor to reference any memory that is not in its execution context. Any addre that an cut<,r 
can state is within his own virtual address range. If no phys,cal memory is at the pecifi d addre , or 
ff the access mode is not appropriate for the specified address, the hardware protection mechani m will trap the access attempt. 

This isolation by execution context extends to much more than the V>rtual addre that can be 
seen by appHcatfon level code. Many of the subsystems that implement OZIX USe vfrtual memory 
segments that are selected depending on the Particular executor running ,n the ub tem. Thus, 
even these subsystems cannot reference addresses that do not belong to the running executor. 
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5.3.1.3 Granting Access to Objects 

The access validation component is the mechanism whereby an executor is granted access to additional 
objects. A request, for example, to add a shared segment to an executor's execution context will result 
in a call to the access validation component. The access validation component will apply each of the 
defined access filters (security model, discretionary model, integrity model, trustedness model) to the 
request, and, if the access passes all the filters, permit the mapping to occur. 

5.3.1.4 Controlllng Usage of Resources 

The general goal of controlled resource usage is to prevent a user or group of users from denying 
service to other users. This statement of the goal, however, seems too simple for a system designed to 
run in a wide variety of environments. In some circumstances it may be acceptable (indeed, required) 
that a highly critical task be performed, even if it consumes the entire system. In the extreme cases, 
it may even be acceptable if other, less critical tasks are aborted. 

Thus OZIX implements a new executor attribute, priority, and restates the goal as: " o user is 
permitted to deny a user of higher priority access to system resources". 

In order to implement this goal, all usage of all limited system resources will be controlled. Some 
such resources are obvious: CPU cycles, memory, disk space. Others are not so obvious: bandwidths, 
fixed size sy tem tructures, locks. 

Any subsystem that controls a shared resource will prevent denial of resources attacks. This implies 
that usage records, quotas and a priority algorithm will be enforced for any such shared resources. 

5.3.1.5 Trusting Code 

Code must be trusted either because it must be correct or because it must be discreet: 

• 

• 

Correct code implements the pervasive security features that control isolation and access-such 
as the access checking mechanisms -such code must be correct or the pervasive security features 
would not work 

Discreet code, by the nature of its function, must access data from multiple levels or users-such 
as the dataspace cache that caches data for all users and levels-such code must be discreet 
since it could disclose information. 

Such portions of the system must be trusted to perform their functions correctly and not disclose 
data inappropriately. Trust is not earned easily. In a certified secure operating system trusted code 
must be developed using good design practices, and its design and code must be carefully reviewed. 
Trusted code must be subjected to extensive testing and documentation. 

Any portion of the system that is trusted becomes a member of the trusted computing base (TCB). 
Since considerable effort is involved in trusting a piece of code, a goal of OZIX is to minimize the 
amount of trusted code and, hence, the size of the TCB. 

5.3.1.6 Recording Access Events 

Various types of security relevant events must be able to be audited by the TCB. The intended function 
of the audit facility is to permit the security officer to detect and analyze break-in attempts. 

The types of events that will be audited include: 

• Use of authentication mechanisms 

• Addition or deletion of objects from a user's address space 
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• Actions taken by the operator or admini to 

• Production of printed output 

• Override of human readable output mar n 

• Change of designation of any commuru 

• Events that may exercise covert to 

Tools to analyze the recorded audit inform ·on II 

5.3.2 Obtaining Certification 

Obtaining a certification from the . C C w 

• Developing the system in accordan 

• Designing the system to include the . . 
• Producing security related documen ion 
• Verifying that the system meet the . 
• Performing security related te ting 

• Submitting the system to the. ·c C for 

• Passing CSC penetration te ting 

5.3.2.1 Development 

At the higher levels of certification, ecurit • 
start. Add-on security may be accep able for I 
B2 level and above. Indeed, the very 
assurances. 

5.3.2.1.1 Methodology 

Development of a certified system must foll 
generally interpreted to mean using he 
inspections and testing. 

These software engineering technologie 
more consistent implementation, and bet 
methods. 

The development methodologies used on OZ 
Procedures listed in [5] in Section 5.7. 

5.3.2.1 .2 Configuration Management 

The documents and code related to a certifi 
during the entire life cycle. This is inten ed 
and to prevent trojan horses, trap door , etc. f: 
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5.3.2.2 Required Security Features 

The Orange Book requires: 

• 
• 
• 
• 
• 
• 
• 
• 
• 
• 
• 
• 
• 

Identification, analysis, control, test and audit of covert channels • 

Formal and proven security policy model 

Good development practices including configuration management 

Detailed top level specification (DTLS) for the TCB 

Support for multi-level devices 

Mandatory access control for all subjects and objects 

Separate domain of execution for the TCB 

Modularized TCB 

Principle of least privilege 

Identification and documentation of all internal and external TCB interfaces 

Secure TCB generation 

Trusted path for login and some other security functions 

Auditing of security relevant events 

5.3.2.3 Documentation 

The following documents must be produced for evaluation by the NCSC: 

• 

• 

• 

• 

Security Features User Guide-A user document that describes the protection mechanisms pro
vided, guidelines on their use, and how they interact with one another. 

Trusted Facility Manual-A system administrator's manual that describes the administrator and 
operator actions related to security, guidelines on consistent and effective use of the protection 
features of the system, and procedures for secure generation of a new TCB from source after 
modification. 

Test Documentation-A document that describes the test plan, test procedures and results of the 
testing of the security mechanisms. It must include results of testing the effectiveness of the 
methods used to reduce covert channel bandwidths. 

Design Documentation . 

The following are required: 

• The TCB interface description. 

• 
• 

• 

A formal security policy model description . 

A descriptive top-level specification-A complete description of the TCB including exceptions, 
error messages, and effects. 

Miscellaneous documentation . 

• Description of the reference monitor implementation and an explanation of why it is 
tamper-resistant, cannot be bypassed, and is correctly implemented. 

• Description of how the TCB is structured to facilitate testing. 

• Description of how the TCB is structured to enforce least privilege. 
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• Results of covert channel anal) • 
nels. 

5.3.2.4 Verification 

The following techniques must be used to v 

• 
• 
• 

Analyze-the design documentation 

Prove-that the formal model of the 

Show-that the descriptive top-lev 1 
the TCB and provides an accurate d 

5.3.2.5 Testing 

The following security-specific testing i w 

• The security mechanisms must be 
tation. 

• Testing must demonstrate that he T 
level specification. 

• The effectiveness of the method u to 
prove to function correct! . 

5.3.2.6 NCSC Approval 

The overall system development, de • 
in order to obtain certification. The . • 
of evaluators during early ystem d i 
answering questions and reviewing de • 

5.3.2.6.1 NCSC Penetration Testing 

Armed with all system documentation (incl 
bypass the security features of the tern. 
experienced evaluators. 

Digital will be required to supply a 
theirs. 

5.4 Extended Security and Integrity 
Meeting the basic security and integri 
would indeed be a B2 secure ystem bu · 
and application developers. ozrx ~ppli l 
developer to tailor and extend the 
customer's needs. 
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5.4.1 Alternate Models 

For purposes of certification, OZIX will be equipped with a slightly modified version of the Bell and 
LaPadula Security Model. This model satisfies the requirements ofDoD security and its mathematical 
properties are well known within the security community. This model is not a desirable model for 
the majority of commercial customers because it excessively limits the capability to share data. 

OZIX will permit a customer to install alternative access control models to replace the standard 
models. These models can be tailored to fit the way that the customer views confidentiality and 
integrity of data. 

Section 5.6.2 describes an alternate set of access controls that might be used by a commercial cus
tomer. This simplified model is patterned on the way that Digital handles confidential data. 

5.4.2 Alternate Authenticators 

OZIX consolidates all authentication in one place, the Access Validation Subsystem, both for added 
security, and for ease of system management. Since this scheme prevents a customer from simply 
replacing or adding programs to perform custom authentication, OZIX provides the capability to add 
additional authentication mechanisms to the Access Validation Subsystem to meet bis sites require
ments. These mechanisms can be used at login, or for identity authentication from the application 
level. 

For example, if a customer wishes to use smart card authentication, a new authenticator which 
supported this type of identity validation could be added to the access control subsystem. 

5.4.3 Enforcement Levels 

There are a number of security checks and controls that taken together enforce system security 
and integrity. OZIX provides the capability to increase performance (at the cost of reduced security 
and integrity) by selectively disabling these controls. The following are the security and integrity 
enforcement switches that the customer can disable at his discretion. 

• Covert Channel Delays-A value that controls the amount of delay used to limit covert channel 
bandwidth 

• 
• 

TCB Stacks-Enable creation of a new stack when entering the TCB 

Auditing Control-Audit selections: 

• Levels-The level of significance an event must have to be audited 

• Events-Particular event types that are to be audited 

• Requested-Determines whether to honor ACL requested audit events 

• Isolate Address Spaces-Enables isolation of address spaces in separate subsystems 

• Device Sanitization-Enables complete reinitialization of devices and terminals when changing 
labels 

• Integrity Access Control-Enables checking of IAC labels upon access 

• Exact Quotas-Use mutexes when updating/checking quotas 

• Quota Checking-Quotas limits for individual resources may be separately selected or disabled 

• ID Stack-Enables id stack updates during gate crossings to allow context sensitive IAC 

• Discretionary Access-Enables DAC checking using access control lists 

Digital Confidential Security 67 



OZIX Technical Summary 

• 
• 

Mandatory Access-Enables MAC label checking upon 

Trustness Access-Enables TAC label checking upon 

5.4.4 Features to Support Secure Appllcat1ons 

A goal of OZIX is to supply the features requir~ ~ allo 
top of the operating system. Ideally, the e applicat1on co 
at or below B2. 

OZIX implements four features to aid in this goal: uri 
ulentity stacks. 

5.4.4.1 Security Classes 

OZIX permits the creation of security clas e . A ecurit 
controlled by a set of MAC, DAC, IAC, TAC and oth 
security class whose accesses are controlled by a di 

Subjects belong to a set of classes and may ace obj 

The capability of defining new security cla permi 
of access controls which will be enforced with the full 

For example, a database application might choo to imp m nt 
objects". These objects could co-exist with normal obj 
database users. The access controls enforced on he d 
from the access controls enforced on the normal obj 

5.4.4.2 Access Stacks 

As mentioned previously ( Section 5.3), the acce con rot ppli 
as a stack of access filters. OZIX permits the addition of n 
security class. 

This capability permits the creation of new and different c 
full strength of OZIX's B2 security. 

Some examples of uses of this feature would include: 

• License Access Control-accesses can be permit or deni d 
is permitted based on the installed license . 

• Timed Access Control-access to certain objec ma onl 
day, or on certain days 

• Extended Auditing-a null access filter (one which al 
performs additional or special auditing, such as aero 

5.4.4.3 Ring Brackets 

The ring bracket mechanism can be used by application to impl 
as the ring brackets allow OZIX to protect the file and true m n 
operation, applications can use ring brackets to protect heir 

O 
n fil 

except OZIX-and OZIX can be trusted not to corrupt them. 

This capability allows, for example, a database application to protec 
B2 level assurance that users cannot corrupt it. 
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5.4.4.4 Identity Stack 

OZIX supports the concept of an identity stack. This stack can be considered to be a list whose first 
element is the user's name, and each subsequent element is a component identity. At any instant, 
the identity stack shows the entire call history of the current execution. For example, if user JIM, 
running a Korn shell, calls a database application which in turn calls the API subsystem which calls 
the file name subsystem, during execution in the file name subsystem, the identity stack would be: 

JIM.KSH.RDB_STAR.OSF _API.FILE_NAME_SS 

DAC checks for object access can perform pattern matching operations on the identity stack. For 
example, an ACL might permit access to a file only if the user identity were "JIM", and the identity 
"RDB_STAR" were immediately preceding OSF _API on the identity stack. 

This capability allows applications to limit access to objects to only the code which is expected to 
manipulate them. 

5.4.5 Distributed Security 

OZIX will not initially support network distributed security. However, the mechanisms for adding 
this support are available. Alternate authenticators can be easily added to the access validation 
subsystem and used by applications and system services for distributed authentication. 

5.5 Global Goals 
Security and integrity enforcement cannot be free of performance impact. Additional computation is 
required in performing access checks, access to new databases must be performed, and inefficiencies 
may be introduced by the structuring of the system The challenge is to minimize the visible impacts 
of security and integrity enforcement. 

The design philosophy of OZIX is to "minimize the mainline". That is, not to add security relevant 
code to the normal execution paths. OZIX will rely heavily on cached access checking. Once a user 
has been given access to something, that access need not be checked again. OZIX will be designed 
to contain the majority of the access checking impacts to the initial access attempt, and to have a 
minimal impact for the duration of processing. 

Security and integrity enforcement cannot be free of usability impact. Additional constraints and 
limitations are imposed, and additional features are supplied which must be managed. The challenge 
is to minimize the visible impacts of security and integrity enforcement. 

The design philosophy of OZIX is to "minimize the additional actions required". That is, not to add 
security relevant actions to normal execution paths. OZIX will rely heavily on defaults to provide 
security and integrity information. Once a user has set up his security and integrity configuration, 
little additional will be required of him. 

Data sharing cannot be as unconstrained in a secure system as in an insecure system. The very 
nature of security and integrity enforcement is to add "cannots" to a system. This is not something 
that can be designed around. OZIX will minimize the impact of reduced data sharing by allowing 
the customer to specify what the sharing model is to be, and not force an overly restrictive model on 
the users. 

Security and integrity enforcement can not be free of syste~ man~geme~t impact. Additional fea
tures, attributes and controls are added as a result of secunty and mtegnty enforcement, and these 
must be managed. The challenge is to minimize the visible impacts of security and integrity enforce
ment. 
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OZIX will minimize the system management impa 
will use a consistent management approach acr 
Thus a system administrator will not ha e to 
system enforcement. OZIX will integrate man: 
objects with common interfaces in place of h ad 
present a unified interface to the ystem adrni ru to 

interfaces applied to many different feature . Final) , OZ 
enforcement configurations and models, hich ·11 
with very little tuning or modification. 

5.6 Examples of Security and Integrity Models 
The following sections will compare and contra · 
which OZIX could be equipped. The firs i a 
second a commercial security model. 

5.6.1 Department of Defense Security Model 

This section describes a security model usable b • 
be the basis of the certified OZIX product. 

Table 2 defines the security and integri ty label which 

Table 1: DoD Model Labels 
Levels 

Security Levels 

UNCLASSIFIED 

CONFIDENTIAL 

SECRET 

TOP_SECRET 

Integrity Levels 

none 

OZIX will be certified using a modified Bell and l..aPadu.I 
these labels. This model states: 8 mod 
• 

• 

A user cannot read data that is at a high 
tivity leveL er 

For example, a user classified at the secre 
1 1 kn h • eve cannot own as t e sunple security policy. It preven see. 

A user cannot write data that is not t th 
a e r' n 

For example, a user classified at the s-t 
1 1 Thi t • ti • kn - .. ., eve canno s res nc on 1s own as the *-property It 

placing data where it could be read by 
50 

• preven a 
meone not clea 
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• A user cannot read data unless he is cleared to access all of the compartments of the 
data. 

For example, a user classified at the secret level and belonging to the compartments NATO and 
CRYPI'O cannot read secret data belonging to the NATO and NUCLEAR compartments. This 
restriction is known as need to know. It prevents a user from seeing data that is not required to 
perform his assignment. 

• A user cannot write data that is not in all of the user's compartments . 

For example, a user belonging only to the compartments NATO and CRYPI'O cannot write a file 
belonging only to the ATO compartment. This restriction prevents a user from accidentally or 
intentionally placing data where it could be read by someone without the "need to know" that 
data. 

The Bell and LaPadula model contains no rules concerning integrity. In general, the models used for 
NCSC certification use no integrity models. 

5.6.2 Commercial Access Control Example 

This section describes a simple access control model which would be applicable in many commer
cial development environments, that can be implemented using the extended security and integrity 
features of OZIX. 

Table 2 defines the security and integrity labels that will be used by this access control model. 

Table 2: Commercial Model Labels 
Levels 

Security levels 

UNCLASSIFIED 

INTERNAL_ USE_ ONLY 

CONFIDENTIAL_and_ PROPRIETARY 

Integrity Levels 

UNKNOWN 

LOCAL 

VITAL 

Compartments 

Security Compartments 

GENERAL 

SYSTEM 

FINANCE 

PREPARED _by _ATTORNEY 

Integrity Compartments 

GENERAL 

PRODUCTION 

TEST 

DEVELOPMENT 

SYSTEM 

The security levels represent the levels of sensitivity common in a commercial corporation. 

The Security compartments represent classes of data that may be accessible on a "need-to-know" 
basis. 

The integrity levels represent levels of trust of code, and value of data. 

• VITAL code is code that is highly trusted. This usually consists ~f stable, co~mercially produced 
code that is installed by the system administrator. VITAL data 1s data of hig~ value, whose loss 
would have significant impact, such as system configuration databases or maJor work products. 
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• 

• 

LOCAL code is code that is somewhat tru.s · It • 
and that is believed to operate correct! · LOCAL d 
would have some impact, such as memo or 

UNKNOWN code is code that is poten i~ly m 
include code obtained from random out id -0 

is data of little or no value whose lo would 

The Integrity compartments represent clas e of d 
basis. 

Access between subjects and objects are ba ed on 
define allowable accesses are the security and in 

The security model rules are: 

• A user cannot read data that i 

For example, a user cleared at the INTER: ·AL_ 
and_PROPRIETARY data. This re tncbon p · n 
to see. 

• A user cannot read data unle the 
of the data. 

For example, a user belonging to the com par m n 
cannot read data belonging to the FIN • nd 
prevents a user from seeing data that i no 

• A user cannot write data that i not in all or th u 

For example, a user belonging to the compartmen 
belonging only to the GENERAL compartment. Thi 
or intentionally placing data where it could be r db 
data. 

• Low integrity code may not read high e itivi 

For example, a program of O 1 

not read CONFIDENTIAL_and_PROPRIA 
programs from reading and re-distributing 

The following are the integrity model rules: 

• A user cannot read data that i at a lower 
level. 

• 

• 

For example, a user at the LOCAL reliabilit le el 
bility program. This restriction prevent a program 
Trojan Horse and destroying valuable data. 

A user cannot write data that i at a higher in 
bility level. 

For exam~le, a ~er cl~ssified at the LOCAL integn 
at VITAL mtegn ty. This restriction preven a user of r · 
that must be highly trusted to be correct. ltnJ 

n 

A user cannot write data unle the USer i authori d to 
of the data. •~L;C11111 
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For example, a user belonging to the compartment TEST cannot write data belonging to the 
PRODUCTION and TEST compartments. This restriction prevents a user, who is performing 
testing, from modifying production data with possibly incorrect code. 

Table 3 compares the modified Bell and LaPadula access control model described in Section 5.6.1 and 
the simple commercial access control model defined here. 

Table 3: Comparison of DoD and simple Commercial Access Control Models 
DoD Model Simple Commercial Model 

Security Model (Modified Bell & LaPadula) 

Subject may not read higher level object 

Subject may not write any other level object 

Subject may not read objects in other compartments 

Subject may not write object with fewer compartments 

Only security officer may downgrade 

Integrity Model 

None 

Security Model 

Subject may not read higher level object 

Subject may not read objects in other compartments 

Object owner may downgrade 

Low integrity code may not read high security data 

Integrity Model (Simple Blba) 

Subject may not read lower level object 

Subject may not write higher level object 

Subject may not write objects in other compart
ments 

The view of security in a commercial environment is quite different that that in a DoD environment. 
In a DoD environment, users are not generally trusted not to disclose sensitive data. The whole DoD 
security structure is designed to prevent sensitive data disclosure, even by a malicious user. 

In a commercial environment, however, the view of security may be quite different. In a commer
cial development environment, such as the Digital environment for example, the users are generally 
trusted not to disclose sensitive data. The primary worry is the theft or destruction of data by a 
malicious penetration. Other types of commercial environments will have different security require
ments. 

The differences between the above two access control models clearly the more relaxed security controls 
of a commercial development environment. Two major access restrictions have been removed from 
the DoD model in creating the commercial model. Data sharing and ease of use are considerably 
enhanced using this model as compared to the more restrictive DoD model. 

The addition of an integrity model for access control reflects the fact that data is a valuable resource 
to a company, and must be protected from destruction or corruption, as well as being protected from 
disclosure. 
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6.1 Introduction 

CHAPTER 6 

INTERNATIONALIZATION 

0ZIX Technical Summary 

This chapter explains OZIX goals for internationalization and the design model used for OZIX soft
ware, and includes descriptions of individual OZIX international components. The purpose of this 
chapter is to provide a frame of reference from which to examine the design documentation of indi
vidual OZIX components. 

6.1.1 OZIX Description 

OZIX is an international product that provides a superior implementation of open systems software. 
The OZIX design talces into account requirements for compliance to open systems standards as well 
as requirements for localization and international capabilities. 

All OZIX components facilitate translation by structuring program user interfaces and message text 
separately from functional code and by using multilingual messaging and language switching fa
cilities. The OZIX base system software uses compound string technology to support multilingual 
software, and is code-set independent to the level of terminal services. Compound string technology 
is also incorporated into the OZIX file system, libraries and programming tools. 

6.1.2 Terminology Definition 

A definition of terminology is appropriate to begin this chapter. Internationalization is the process 
of developing an international product and delivering that product into worldwide markets. Interna
tionalization incorporates two concepts-localization and international capabiliti,es. 

Localization is the process of adapting an international product to suit the language, conventions, and 
market requirements of a particular locale or local environment. Locale-specific conventions include 
cultural data representations such as radix and currency symbols, and formats for date, time, and 
calendar. Also dependent on locale are conventions for collating and sorting, keyboard mappings, 
character sets and character code sets, and conversion functions. 'Iranslation, which is the rendering 
of information presented in one natural language into another, is part of localization. Localization 
does not change the functionality of the international product. 

International capabilities are those functions of an international product that support the languages 
and conventions of more than one locale. International products may be localizable or multilingual. 
Localizable software is software that can be modified to suit particular locales, while multilingual 
software has one version of software supporting multiple locales at the same time. 
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6.2 Goals 
In concert with Digital's goal of providing worldwide software produc • 0~ 

• · • li ti oals These goals may be cla if1ed clear and pervasive mternationa za on g • . 
or functional goals. The functional goals are the following: 

• 
• 
• 
• 
• 

Support for easily localizable applications 

Support for multilingual applications 

Good run-time performance 

Object level code compatibility with existing ULTRIX (RI C) application 

Language and culture neutral base system component 

The following are design goals in OZIX: 

1.0 i ngin 
ith rd 

• Straightforward requirements for packaging, installation, and 
to localized products 

tem m n m nt 

• Limiting locale-specific processing of internationalized data to the high t I r of 
sible, typically at the presentation and user interface layers 

• Logical decoupling of components such that localization can e plac on 
ponent basis to suit the local market requirements 

The OZIX base system itself does not need to be multilingual, but it i impo 
system not preclude support for the execution of multilingual application . In addition, no 
components must be localizable. For example, it may not be producti e or ibl t l 
console output produced during system crash recovery. 

6.3 Design Model 

t 

m • 

The OZIX design for international support is a superset of se era) prior ffo to olv the g n r l 
problem of creating international software. However, the requirement for OZIX to b 
strictly tempers its design for internationalization, because OZIX must proVlde 
ming interfaces for traditional UNIX applications and interoperate withe • tin t,;. 
following sections explore the problems for which OZIX supplies olution , and pr 
of OZIX internationalization with respect to previous and current de 1gn effo 

6.3.1 Problem Statement 

While American and European language versions of new soft.ware produc are gen rall delivered 
to the local markets in a timely fashion, current engineering practice and projec do no produce 
products that can be easily localized for Far Eastern and Middle Eastern market . In tead additional 
engineering is required to build a product suitable for localization. Thi reengine ring effor ma 
include redesign of the product to handle additional character sets and er en di pla • r quir men . 
Reengineering, normally performed by local engineering groups in Japan, Hong Kong, I rael, and by 
International Engineering Development (IED) in Reading, adds to the co t of the localiz d product 
and seriously delays introduction of the localized product into the mar etplace. 

Digital is aggressively working to solve the problem of producing not only translated component , but 
also multilingual systems. For instance, DEC STD 066-3 identifies the countrie currently con idered 
to be Digital strategic markets, and it is a corporate goal that new products be capable of imultaneous 
shipment to these strategic markets. 
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Digital is not alone in its effort to define solutions for internationalization problems. Various stan
dards bodies are also attacking the problem. The American National Standards Committee X3Jll 
standard for the C Programming Language (Draft ANSI X3.159) includes a number of library func
tions that modify their behavior according to locale. ANSI C also defines a number of multibyte 
functions and an additional function for manipulating monetary values. Open Soft.ware Founda
tion (OSF) members are in the process of specifying the internationalization requirements for OSF/1 
Operating System Component (OSC). The major thrust, however, has been in the X/OPEN Group. 

6.3.1.1 X/OPEN Internationalization 

The X/OPE ative Language System (NLS) was first published in the X/OPEN Portability Guide 
(XPG-2), was refined in XPG-3, and is being considered for revisions in XPG-4. NLS defines facili
ties for the development of internationalized applications that use 8-bit coded character sets. NLS 
provides the following facilities: 

• 

• 

• 
• 

• 

• 

Message catalogues, to allow program messages to be separated from the program logic, trans
lated into different native languages and retrieved by the program at the time of execution 

An announcement mechanism, whereby a locale appropriate to each user can be identified to 
applications at the time of execution 

Internationalized C library functions, to provide a facility for locale specific processing 

A set of library functions, to allow the program to dynamically determine data specific to a 
culture or language 

Regular expressions, to extend the standard provisions by providing for the specification oflocale 
classes, accented base characters, and multicharacter collating elements 

A set of standard commands, to provide 8-bit transparency for the processing of data and the 
name of file storage objects 

Under consideration for XPG-4 is the question of general multibyte character support. Proposals 
have been advanced to require full internationalization of the command set, including multibyte 
handling. Digital has advanced proposals for handling multidirectional text and for providing locale 
as an explicit argument to NLS operations. 

OZIX is XPG compliant. With regard to internationalization, OZIX contains message catalogues that 
are compatible with NLS, and provides the NLS facilities listed above. 

6.3.1.2 Multiple Octet Character Set 

The Multiple Octet Character Set (MOCS) is a proposed standard for a worldwide character set, and 
is currently under consideration in ISO-IEC JTC1/SC2 as ISO/IEC JTCl 10646 DP. MOCS proposes 
mapping the characters of all existing character sets into a single character space populated with 
four-octet characters (an octet consists of eight bits). Digital is actively supporting the MOCS effort, 
which is expected to become a published standard by 1992. 

MOCS is a character set definition that extends the concept of 1-byte character encoding arranged 
as a linear array to four-octet characters. MOCS solves the problems arising from mixed character 
sets by containing all characters in a single character set. MOCS proposes a 1,2,3 and 4-octet usage, 
with the possibility of setting the usage form via a self~announcement mech~~s~. The default is 
equivalent to the 8-bit ISO Latin-1 character set to provide backwards compatibility. 
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MOCS does not solve the problem of how to handle character strings that contain characters of differ
ent writing directions. For instance, right-to-left text m~~ con~n ~mbedded l~ft-to-nght element • 
When only MOCS is used for strings containing mixed wnting dire~~ons, _the wnbng must be denved 
implicitly from the characters themselves. Implicit derivation ofwnting direction, unfortunate} , doe 
not always lead to an unambiguous rendering of the text string. 

OZIX provides library routines to perform conversions between MOCS and ot~er character t : OZIX 
uses strings of fully expanded MOCS characters (four octets) to store identifiers for uch things_ a 
file names and device names. The identifier strings are not simple, but rather ar of compound tnng 
type. 

6.3.1.3 Compound String 

A compound string is an opaque string type used to represent both the character v lu 
data and the attribute information needed to correctly process the string data. Compound 
based on the Digital Data Interchange Format (DDIF) and Digital Data Interchang yn 
which are based on the ISO AS .1 notation. 

tring 
ar 

The attributes recorded in compound strings are mainly required to correctly render th ch racters 
of the string for human presentation. For example, attributes include specification of: 

• Character set 

• Language 

• Writing direction 

Compound strings also allow for string data of mixed character sets, language, and writing dir tion . 
These attributes are the minimum required for full internationalization upport of lan g uch 
as Hebrew, Chinese, Korean, Japanese, and so on. The compound string format i ea ily e n ible 
without change to the application program interface, allowing for the future addition of alternate 
representations of the string, including voice, graphics, and so on. 

A compound string is not a simple linear array of characters; rather, it is a ne ted hierarch of 
string segments and requires library support to be manipulated in all but the imple t manner. It 
is therefore potentially more costly to process compound strings (in term of proce or c cl and 
storage requirements) than either MOCS or most other simple character et-based tring . How ver, 
no model based on character sets alone provides the flexibility or future exten ibility offered by 
compound strings. 

Compound strings are supported in the DECwindows Toolkit as the sole interface to te tring 
arguments, and are used in the declarations of text string resources in UIL widget definition . They 
have been proposed to X/OPE I18 Working Group as the mechanism to handle mixed writing 
directions.1 

OZIX stores file storage object identifiers such as file names or directory names in compound strings 
containing four-octet MOCS characters. In addition, OZIX supplies a library of compound tring 
entry points to provide standard I/0 services plus additional library routines to manipulate compound 
strings or perform conversion between compound strings and simple strings. 

1 See the paper Proposal For Mixed Writing Direction.a Support by Mike Feldman, £ED (June 5, 1989). 
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6.3.1.4 Producing International Products (PIP) International Product Model 

Th~ OZ!X product m~el follows_ the guidelines for creating international software products as de
scnbed m the Producing International Products (PIP) Reference Set. The PIP divides its international 
product model mto four components: 

• Internation 1 Ba e Component (A Component) 

• 
• 
• 

U er Interl ce Compon nt (B Component) 

Mark t- pecific omponent (C Component) 

Country- p cific Information Component (D Component) 

The A Compon nt 1 the invariant part of OZIX, and can be sold worldwide without modification. 
Major elements of the Component in OZIX are the base system, the file system, the messaging 
facility, and part of th terminal ervices. 

The B Compon nt i the language and text processing component of OZIX, and must be localized to 
the languag and cultural requirements of a specific local market. Major elements of the B Com
ponent in OZIX include me age text, language specific processing in the terminal services, online 
help, documentation, and th u er interface to OZIX components such as system management or 
diagno tics. 

The C Compon nt i an lement added to the A Component to meet special requirements of a specific 
market, such a p cial1z d text processing software for Japanese text. The C component extends 
the A Compon nt without reqwring any changes to the A Component. 

The D Component i a t of mandatory documentation, packaging and labeling, warranty, support 
and product de cnption information added to meet all regulations required to sell OZIX in a specified 
country. The D component places no pecial requirements on the design of the other components. 

6.3.1.5 Unified Text Representation (UTA) 

The nified Text pre entation (UTR) architecture has been proposed by Ron Brender as an ap
proach to handling multiple character sets in Digi tal's software systems.2 The main assertions of the 
UTR architecture are: 

• MOCS i used as the primary character set throughout the system 

• 

• 

• 

For files that are simple text, a file attribute is used to specify the text representation used in 
each file 

A file proce sing attribute is used by a program when opening a file to specify the representation 
wanted for processing 

Text is automatically conver ted (in both directions) between the two representations when they 
are different 

OZIX extends UTR by using compound strings for system id~nt~fiers. ~he notio1: th~t pure text 
files can be tagged according to the character data contai~ed. within them _is recogruzed 1"? the O~IX. 
system design and utilized by OZIX libraries to perform limited, automatic text conversions durmg 
file access between compound string files and 8-bit character data files. 

2 See the pap r Unified 7ht &presentation (UTR): A System Overview by Ron Brender, ABSS, (August 18, 1989). 
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In addition to UTR, a number of engineers from Asian Base Systems So~ware (~ ) ai:1d I~D have 
been working on a model for internationalized software, and have published their findm~s. OZIX 
follows their recommended model, which is essentially UTR extended to use compound tnng , with 
MOCS as one of the supported character sets. 

6.4 OZIX International Components 
This section describes the technology present in OZIX components to support ex cution of both loc 1-
izable software and multilingual software. 

6.4.1 Commands 

An international command is a user level program that functions correctl regardle of th u r's 
natural language. At a minimum all OZIX commands provide 8-bit transparency for th pro mg of 
data and the names of file storage objects such as file names or directory name . In ddi ion, 11 OZIX 
commands use international message and language switching facilities, thus ccommodating a Y 
translation by local engineering groups. Some selected OZIX commands are full int rnationaliz d 
and have the capacity to process data and file storage objects presented in charact r oth r 
than the ISO 8859-1 character set (8-bit Latin-1). OZIX internationalized command th OZIX 
compound string library routines to achieve this language neutrality. 

\ The selection of commands to internationalize is incomplete at this time. election i join d ci ion 
process between marketing and engineering groups.\ 

6.4.2 Libraries 

Internationalization support in OZIX libraries is contained in standard C librarie , compound tring 
library extensions, and the compound string 1/0 library. 

OZIX supplies a set of standard C libraries to provide string handling routine to deal with tring 
parameters made up of 8-bit characters. Existing C applications link agains the OZIX standard C 
libraries and enjoy complete compatibility. 

OZIX extends the standard C library with an additional set of library routine that corre pond to 
standard C library routines dealing with system identifiers. The compound tring library e ten
sions are used by new international applications that wish to be language neutral in e pre ing file 
names, directory names, user names, etc. Compound string library exten ions depend on underlying 
operating system support for handling identifiers presented in compound strings. 

Finally, OZIX provides a library of compound string 1/0 and utility routines that are used by new 
international applications. Utility routines manipulate compound strings and do conve ion between 
compound strings and simple character strings. Compound string 1/0 routines parallel the tandard 
1/0 routines, except that the strings manipulated or processed through input and output are of 
compound string type rather than simple strings. The compound string 1/0 library is de igned o 
that its routines are available to all languages supported in OZIX. It is a long-term goal that the 
compound string 1/0 library can be ported to other open systems. 

Automatic conversion between compound string text and 8-bit text may occur in OZIX libraries. The 
key to library conversions is the concept of a data attribute to describe the character et contents 
of OZIX text files. For example, if an application uses the standard C library to access a text file 
that is tagged as compound string, the standard C library routines automatically convert compound 
string text data to eight-bit text data for delivery to the application. Likewise, if an application uses 

3 
See the paper Digital's Tert Model for the Future by Jurgen Bettela, Ron Brender, Tim Gre wood and Jim aunden, 
August 22, 1989. 
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the com~ound string I/O _library to access an 8-bit text file, the compound string library routines 
automatically convert 8-b1t text data to compound string text data for delivery to the application. 

Please note t?at no other typ~s of conversion take place other than these two examples. In addition, 
file data attnbutes that descnbe character set contents may be examined or modified through a set 
of existing utilities that have been extended to understand file data types. 

6.4.3 Terminal Services 

The OZIX terminal subsystem provides support for multiple character sets and languages. The termi
nal subsystem is tructured in accordance with the PIP A-B-C-D model, and allows for the inclusion 
of additional local - p cific character set handling without modification of the basic terminal subsys
tem code or data tructures. To facilitate easy exchange of character data, the terminal subsystem 
uses the four-octet OC format internally for some of its character data buffers. 

The primary int rface to the terminal subsystem for an existing application is the OZIX OSF APL The 
terminal uh ystem supports PO IX style functions such as read or write. In addition, the terminal 
subsystem supports communication of character data (as opposed to byte strings) through the OZIX 
compound tring library interface. 

6.4.4 Base System 

The OZIX ha e ystem component are designed to provide language-neutral support for applications. 
Base sy tern component are structured in accordance with the PIP A-B-C-D model by isolating 
message text to me age catalogs, etc. 

Base system component u e four-octet MOCS characters within compound strings as the format for 
storing file storage object names such as file names, directory names, or device names, and for other 
system identifiers uch a user names. 

6.4.5 Messaging 

The OZIX messaging facility is responsible for defining condition values and managing the association 
between a condition value and some short descriptive text (message). Condition values, system wide 
in scope, are as ociated with message text files that are created through the messaging facility. The 
data stored in message text files is retrieved at the time of execution through the use of message text 
routines furnished by the messaging facility. 

In concert with open system requirements, the OZIX messaging facility supports open system message 
catalogs as defined in X/OPE NLS. In addition, the messaging facility is multilingual; that is, it 
has the capability of handling multiple character sets and of supporting multiple concurrent locales. 
Pervasive use of the messaging facility throughout OZIX facilitates translation of components by 
separating message text from functional code. 

6.4.6 Programming Tools 

The OSG C compiler that is bundled for shipment. with OZ~ provides. su~port for the development 
of i_nternational applications. The C compiler pro:vi.des multibyte h~ndling i.n sour~e code comments, 
stnngs literals and character constants. In addition, the C compiler proVIdes wide character han
dling. It is th'e goal of the OSG C compiler to provide the support necessary for OZIX to be in 
compliance with the latest X/OPE branding requirements. 

Compound string support is provided in the OZIX run-time_libraries •. All devel.o~ment tools, such as 
the compiler, loader, and debugger, also have compound stnng handling capability. 
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6.4. 7 FIie System 

The OZIX file name subsystem is responsible for maintaining the hierarchical_ file namespace. The 
file name subsystem provides path traversal services and directory seI"VIces to its clients. 

The file name subsystem uses four-octet MOCS characters within compound strings as the format for 
storing file names, as well as other types of strings. As with other basic ~ZJ?C compon~n , the file 
name subsystem is designed to provide language-neutral support for applications, and 1 tructured 
in accordance with the PIP A-B-C-D model by isolating message text to message catalogs, 

A file attribute to describe the character set contents of a file is maintained for each file. Each system 
maintains a default to be used for creating new files, when none is explicitly specified for file creation. 

6.5 Additional Internationalization Support 

Technology alone cannot guarantee that OZIX will be a successful international product. Other 
support required for success in the international market is described in this ection. 

6.5.1 Documentation 

The OZIX documentation set is designed to complement the international OZIX product. In order to 
optimize translation to other languages, the entire information et is organized in accordance with 
the guidelines described in the PIP and in the Planning for Translatum document. In r cognition of 
the needs of different kinds of users, the information set is structured in a modular and hi rarchi
cal fashion lo allow maximum translation flexibility. Local Engineering Group may fran late only 
selected information and structure that information as required to meet the need of the local lan
guage and culture, without rewriting the orig;nal user information. Finally, tre ing commonaJ;ty 
of information across the entire ULTRIX family lessens redundancy in translation effort . 

Documentation tools also play a supporting role in the success of the in tema tional OZIX product. On
line documentation tools for OZIX support the creation and display of European, ian, and mi tic 
languages as well as mixed writing direction. Online documentation tools al o upport concurrent 
multiple languages, where the primary, secondary, and default language can be pecified. 

6.5.2 OZIX Release Strategy 

A key part of the OZIX international product sfrategy is the configuration and coordination effort 
involved in creating the OZIX release kit. Three tYPes of components create an OZIX y tem tailored to local market requirements: 

• 
A common core system developed by the OZIX Product team, -bined with international Dig;tal 

• 

• 

bundled and layered products and third party products. 

Country and language specific components, such as translated mes ages, language pecific collating sequences, or a localized spelling checker library. 

Country-specific added value, such as tools tailored lo a specific language or method of pre entation. 

At system installation, an OZIX kit localized for a specific market may be augmented by other country 
and language _speafic components. Thi_, augmentation allows a customer whose native language i 
Japanese, for mstance, lo produce applications suitable for other Far Eastern markets. 
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6.5.3 Training, Support and Service 

Thre oth r p • • mabonalization support to make OZIX a successful international prod-
. All three areas deal with the multilingual environment. The 
a vari ty of format types to best meet the learning and delivery 

hout th world. In order to support systems containing more than one local 
loping a strat gy for support of worldwide products and working to 

uct: trainin 
trrurun • 
ne dso 

en 
provid 
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nn 1 h v cc to appropriate resources. Finally, support personnel will 
lp th c tom r develop international products or applications. 
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CHAPTER 7 

BASE SYSTEM ARCHITECTURE 

7.1 Introduction 

The OZIX Ba e y tern Architecture defines the functional and conceptual primitives used to design 
the OZIX op rating system. 

Instead of defining a ystem consisting of a single, large, monolithic kernel, the architecture defines 
individual modul called subsystems, supported by a tiny "kernel" called the nub. Subsystems are 
the "building block " of the OZIX design. 

A subsystem is a body of instructions and read, or read/write, data that provides a set of functions 
~d data ab tractions. Each subsystem provides functions that can be invoked by other subsystems 
m the OZIX op rating ystem, which includes user applications. User applications themselves are 
implemented using sub y terns; although from the user's perspective, they behave exactly like POSIX 
user processe . 

7.2 OZIX Base System Architecture Goal 

The goal of the OZIX ba e ystem architecture is to foster a crisply defined modular system design 
that achieves the aggre sive security, integrity, and performance goals of the OZIX operating system. 

7.3 Base System Architecture Structure 
The OZIX base sy tem architecture defines two types of functional components: subsystems and the 
nub. Since an operating system cannot be defined by function alone, the virtual memory environment 
and execution of subsystem functions are defined by two models: the execution model and the virtual 
memory model. 

The two types of functional components and the two conceptual models that make up the architecture 
are briefly summarized below, then discussed in detail in the following sections. 

The two functional components of the architecture are: 

• Subsystems 

Subsystems are the modular functional units of the base system architecture. Each subsys
tem serves a specinc role, such as file syste~, m~mo~ managem~nt, or device ~river s~pport. 
Subsystems provide the basis for controlled isolation m the operating system design and imple
mentation. This separation of subsystems is in turn the basis for the integrity and protection of 
the entire system. 

Subsystems are also the basis for extending and evolving the OZIX operating system in the 
future. Whenever a new OZIX system capability is to be made available, a new subsystem can 
be incorporated, thus extending the operating system itself. 
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• The Nub 

As its name is meant to imply, the nub represents a very s~all part of th o erall . . 
The nub contains the primitive functions necessary to effioently ~ecute the cod contain d 10 

subsystems. AB a result, the nub contains most of the code that 1s dependent on th 
processor and hardware virtual memory architectures. 

The execution and virtual memory models define how subsystems and the nub r l to ph ic l 
memory and the processors to perform useful work. 

• Executor Model 

The executor model defines how user and system computational ta k are d cri d nd up-

ported by the OZIX subsystems. 

An executor consists of a family of threads executing code to perform compu 
may be implemented in one or more subsystems. In OZIX, the traditional "u 
an executor originating in an application subsystem. 

The security and accounting identity of an executor is established at the time of it 
executor's threads maintain this same security and accounting identity a th p 

er tion. 
through the 

various subsystems. 

• Virtual Memory Model 

The virtual memory resources used by executors are described by the virtual m mo 
The virtual memory model presents memory in terms of memory lf7TU!nt , which r 
subsystem code and executor data. 

The primary goal of the virtual memory model is to allow the preci pecification of an 
access to, and use of, virtual memory. The vir tual memory acce 1ble by an ex cutor 
executing code in a subsystem represents a unique view of memory. Tlu ub te 
specific view of memory is referred to as a subsystem executwn context, or EC. 

nt 

The virtual memory model isolates the hardware-dependent CP and memo 
details from the subsystem designer. This helps make the entire sy tern le 
specific CPU architectures. 

m n g ment 
d pend nt on 

7.4 OZIX Base System Architecture Functional Modules 

All of the code in the OZIX system is executed in either a subsystem or in the nub. The v t maJonty 
of code is executed in subsystems, as the nub contains only the rrurumum functions n ce sary to 
support the virtual memory environment and execution of code within a sub ystem. 

Common procedures used by many subsystems may be implemented by code libraries. en uch 
library procedures are called by an executor in a given subsystem, they execute in the me EC 
as the subsystem code that called them. For this reason, a library procedure is con idered part of a 
subsystem's code from the perspective of the architecture. 

Subsystems and the nub are described in Section 7.4.1 and Section 7.4.2, respectively. 
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7.4.1 OZIX Subsystems 

Each OZIX sub Y tern supports a documented interface through which specific functions and data 
structures can b acce d by executors from other subsystems. OZIX subsystems can be thought of 
as object oriented in the en e that they can export protected objects, as well as operations that can 
be perform d on tho e object . 

A subsystem can b describ d from two perspectives: 

• External P r p ctive - The subsystem as viewed by the caller 

• Internal Persp ctiv - The r sources used by the subsystem on behalf of the caller 

The external p rsp ctiv of a subsystem is nothing more than its procedural interface; that is, the 
function it can perform on behalf of executors. An executor in one subsystem can invoke a procedure 
in another ub tern by i uing a subsystem procedure call. Subsystem procedures are discussed in 
Section 7.4 .1.1. 

The internal p rspective of a ub ystem is the execution environment available to the executor while 
executing a ub y m's function . This view of memory is the subsystem execution context, which 
is explain din ction 7.4.1.2. 

7.4.1.1 Subsystem Procedures 

Access to a uh t m' procedures are controlled on a per-executor basis. The entry points to a 
subsystem's proc dur can be grouped into packages, which control access by a given executor to the 
group of sub y tern ntry points. By grouping subsystem entry points into packages, an executor, for 
example, may be granted access to all of the procedures in the "service" package of a subsystem, but 
denied acce to the procedures in the "management" package. 

Subsystem procedure are named hierarchically. Any subsystem procedure in OZIX has a name of 
the form ubsy tem_na.me.Package_name.Procedure_name. This way a common File_io package can 
be defined, even though many subsystems may implement that package. 
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Figure 13: A simple subsystem 
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A functional view of a subsystem is illustrated in Figure 13. Thi imple e mpl 
subsystem implementing three packages of two procedures each. The " td_io" p c g 
support for the standard OSF "Read" and "Write" functions. The • fgmt" packag impl m n 
standard OZIX system management "Get-attribute" and "Set-attnbute" pro dur . Th 
implements value-added "Page-read" and "Page-write" procedures for use b • tran 
database subsystems. 

7.4.1.1.1 Subsystem Procedure Calls {SPC) 

Subsystem procedure calls, or SPCs, are used by an executor in one uh tern to in o e pecific 
package entry point, or procedure, in another subsystem. From the per pecti e of the caller, a uh
system procedure call is identical to a normal procedure or system call . In order to better under tand 
an SPC, first consider the essential steps involved in a normal procedure call: 

1. Code in the caller assembles the call parameters, or argument hst, according to the calling 
standard. The calling standard typically specifies registers for some number of argumen , and 
stack local storage for the remainder. 

2. Some form of linked jump is performed, which saves return information and tran fer control to 
the call site, or called procedure. 

3. Code at the call site will typically save registers used by the called procedure, po ibl perform 
other bookkeeping or optimization operations, and then begin execution of the procedure body. 

4. Control is returned back to the caller through the saved jump linkage. 

An SPC is nearly identical. The basic steps are: 

1. Assemble call parameters in the caller in exactly the same manner as the normal procedure call 
above. 

2. Execute a protected transition to the called procedure while changing to the EC of that proce
dure's subsystem. 
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3. Execute the procedure code at the called site in the same manner as a normal procedure call. 

4. Execute a protected transition back to the caller, restoring the caller's SEC. 

7.4.1.1.2 Gates 

The differ nee b tween a normal procedure call and an SPC is the linkage mechanism used to transfer 
control from th~ caller to the called procedure, and back to the caller. This mechanism, used in Steps 
2 and 4 above, 1s r ferr d to as a gate. The protected transition implemented by a gate is referred to 
as a gate cro ing . 

The gate cro ing mechani mis designed to operate with as little overhead as possible. In particular, 
no access or ecurity checks are performed by the gate mechanism itself, which is only responsible 
for executing a protected transition from one SEC to another SEC. Any necessary access checks are 
made when an EC is constructed, or possibly deferred until the first reference is made to some 
memory object in the EC. 

Likewise, the gat do nothing with the procedure call argument list beyond making the arguments 
available in the call d procedure's SEC. In particular, the gate does not track down indirect references, 
such as thos r pr ented by pointers. This ensures that the gate is kept simple enough to provide 
maximum performance. 

7.4.1.1.3 lmpllclt and Explicit Subsystem Procedure Calls 

Subsystems are dynamically loaded into the OZIX system. As a consequence, calls to subsystem 
procedures are dynamically resolved when they are initially executed, much like calls to shareable 
library routines are resolved by autoloading code when first called. 

An SPC can be made either implicitly or explicitly. An implicit SPC is coded in the same manner as 
a call to an external routine. Compiler, linker, and autoload routines create the illusion of a normal 
procedure call using shared library mechanisms. 

An explicit SPC uses the symbolic subsystem procedure name resolution and gate crossing mecha
nisms directly when subsystem calls can only be resolved at runtime by the calling subsystem. It is 
comparable to calling a function through a pointer in traditional systems. Examples of subsystems 
that require this dynamic call resolution capability are: 

• 

• 

A subsystem which dynamically resolves references to file and device subsystems as part of 
pathname traversal 

etwork subsystems, which must dynamically resolve references to various transport and routing 
subsystems for a specified protocol stack 

7.4.1.2 Subsystem Execution Context 

A subsystem execution context is the set of memory segments accessible to an executor within a given 
subsystem. Figure 14 illustrates a number of key points about subsystem execution context. 

Both figures in the illustration show a subsystem with shared code an? executor-specific context. In 
the left hand figur the SEC for executor #1 is highlighted. In the nght hand figure, the SEC for 
executor #3 is sho;~. In both cases, the same shared code segment is accessible. The difference is 
simply which executor-specific segment is mapped. 
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Figure 14: Subsystem Execution Context 

SEC #1 3 

There are many design possibilities between the strictly executor- pecific m mory 
completely shared segments illustrated. The degree of shanng 1 detennin d b th 
designers and controlled by the access control associated with the logical memo 

7.4.2 OZIX Nub 

m 

The nub provides the primitive functions required to execute subsystem code. Th function pro ided 
by the nub are those that require execution of privileged hardware in truction , cc to ph ical 
memory, visibility across address spaces, or those functions that occur in pecial h rd te • 
Nub functions include thread scheduling and synchronization, CP man gem nt, ub 
crossing, interrupt dispatching, and fault detection primitives. 

The OZIX nub is a small piece of software, since most of the traditional kem 1-1 1 function are 
implemented by the subsystems. In order to simplify the task of migrating to diffi r nt h rdware 
platforms, the nub is structured as two subcomponents, one hardwar -dependent nd th other 
hardware-independent. 

The nub code executes in a hardware protected mode, such as kernel mode. The nub must cute 
in a protected execution context in order to have the capability to make the protected tran ition 
between subsystems, which execute in separate virtual contexts. 

The nub supports fault detection and recovery by detecting both hardware and ft.war faul and 
initiating global fault recovery through the fault recovery subsystem. 

7.5 OZIX Base System Architecture Conceptual Models 

As discussed earlier, subsystems and the nub operate within the framework of two basic architectural 
concepts: the executor model, the virtual memory model. Both of these model are discus d in detail 
in the following sections. 

7.5.1 Executor Model 

An ex~utor, loosely, is a f3:1111ly of threads working together on a common ta k. thread r presents 
a machine state, an execution stack, and a security and accounting identity. More preci ely, then, an 
executor is defined to be a set of threads that share the following attributes: 

• User Identity 

• Security and Integrity Labels 
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• Accounting ID 

• Set of Subsystem E ecution Contexts 

Figure 15 i;l'!8trates a single executor, identified as "#3", making an SPC from subsystem "A" to 
subsystem B , w~ch in turn m~es an SPC to subsystem "C", then returns. In this example, each 
subsystem cu~on conte contains executor-specific context, as shown by the "Executor #3 context" 
memory segment lil ch uh ystem. These executor-specific segments are private to each subsystem. 

o~e, however, th tit is the rune segment (and contents) whenever any thread of executor #3 is in 
a given ubsystem. 

An executor xec~t . "through" ubsystems with a set of related and persistent subsystem execution 
context~. ~e mdiVldual threads of a subsystem are scheduled for processor execution. The SPC gate 
mecharusm it If do not cause any scheduling decisions to be made. 

Figure 15: Executor SPC calls 

There are many active, but distinct, executors. Some executors may represent customer applications, 
W:hile others repre ent special system support functions. From an architectural standpoint, executors 
differ only in their ta k and one or more of the executor attributes listed above. 

7.5.2 Virtual Memory Model 
The OZIX virtual memory model builds an abstract virtual memory environment from the physical 
memory and virtual memory mapping features of the hardware. It is within this virtual memory 
environment that subsystem code executes. There are three layers of abstraction to the virtual 

memory model: 

• 
• 
• 

Physical Memory 

Logical Memory Segments 

Subsystem Execution Context 

The memory that is actually implemented by the hardware system is, of course, the phys~cal memory 
available to the OZIX operating system. Abstract vector_s of pag~s are known as ~ogical memory 
segments (LM segments). LM segments describe the mapping of logical pages to physical p~ges. The 
~ynamic reassignment of the limited number of physical pages to the much larger set oflogical pages 

is a function of physical memory management. 
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1 ·cal gments containing executable code, and A subsystem is composed of one or more ogi memory se . t d 
t tai • data The set of logical memo gm n mappe 

one or more logical memory segmen ~ con . rung • . a ub stem execution context, 
to a specific executor while executing m a given subsystem is known as s 
or SEC. 

Figure 16: OZIX Virtual Memory Model 

LM3 

Logical memory segments 

Figure 16 illustrates the layers of the virtual memory model. In this example, the bl ck pag in the 
logical segments denote pages backed by physical memory. Three logical egment are m pp d into 
two SECs. Logical segment "LM2" is mapped to both "SECl" and EC2". Thi would b typical of 
a shared code segment. 

7.5.2.1 Physical to Logical Memory Mapping 

The lowest-level, hardware-independent, abstract representation of memory in the "rtual memory 
model is the logical memory segment, or LM segment. An LM egment i a logical t of memory 
pages with access permission controlled by an ACL and label. 

The pages in an LM segment are themselves mapped to physical memory re ource in a hardware
dependent fashion. LM segments define one of the fundamental hardware dependen independent 
boundaries in the OZIX system architecture. LM segments insulate memory manager from the 
idiosyncrasies of the particular hardware implementation represented by the OZIX ph ical memory 
management software. For example, in a paged machine, an LM segment may contain the mapping 
information and a page table. 

7.5.2.2 Physical Memory Management 

OZIX physical memory management uses LM segments as the basis for physical memory re ource 
accounting and management. The OZIX physical memory management software maintain the state 
of the LM segment mapping information. In a way, physical memory can be viewed as a "cache" of 
LM segment content. In general, the physical memory management oftware attempts to remove 
physical memory mappings from inactive logical segments so the physical memory can be reassigned 
to active logical segment pages. 

The OZIX virtual memory model defines a very flexible and general mechanism. Simply tated, each 
LM segment has a segment memory man.ager associated with it. The segment manager for a given 
LM segment implements the "inpage" and "outpage" algorithms for the logical page in that egment. 
This allows paging algorithms to be precisely tuned for different uses of virtual memory. 
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Another i that gment me~ory managers negotiate with the physical memory 
dd and del te Ph!91cal memory for their LM segments. The segment 
u to th_e physical memory manager for physical pages to satisfy page 
d th phy 1cal memory manager makes requests to the segment memory 
ph 1cal pages for use by the actively faulting segments. 

memory 
faults for 
manager 

Figure 17: Logic I egm nt page fault resolution 
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0 

The directed . re in i 17 illustrate the simplified interaction of a segment memory manager 

and the phy 1cal memory man ger to satisfy a page fault in SECl. 

1· The faulting pag in ECl is traced to the appropiate page in logical memory segment LM2. 

Th re i no ph ical m mory mappi ng for the logical page in LM2, so a call is made to the 2. 

3. 

4. 

5. 

6. 

segment m mo man r for LM2. 
The egment m mory manager requests a physical page mapping for the faulting logical page. 

The phy ical m mory m nager maps a physical page to the desired logical page. 

Control r turn to th egment memory manager with a valid virtual mapping for the faulting 
page. The gm nt memory manager must now initialize the page appropriately. For example, 
the egment memory manager might read a page from a file if it is implementing a "mapped file" 

type of egm nt. 
After the egment memory manager has successfully initialized the page, it returns control to 
the virtual memory fault handler, which restarts the faulting instruction. 
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Figure 18: Physical memory page reclamation 
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Figure 18 illustrates a simplified example of 
logical memory segment. 

1. The physical memory manager ha d rmin 
pages from logical memory segment Ll . I 
requests it to free up two page . 

2. The segment memory manager decid hi 
physically mapped. These are no b th 
mass storage so they can be recovered I 

3. After successfully saving the two pag on 
control to the physical memory manag r. 

4. The physical memory manager brea 
the segment memory manager. 

The significant features of this memory m 

• There can be many different logical pa 
file paging. They can be tailored to ti 

• Physical to logical management is imple nd i 
it wants a page back from an Ll { egm n it 

.. .. •· .. .. 
.. .. .. .. .. .. • .. 

.. .. .. 
.. .. .. . . . . 

7.6 Summary of OZIX Base System Architectur 
The OZIX base system architecture define a 
an operating system. Key distinguishing fi t 

• 

• 

• 

Subsystems are used to implement e en · 
dent, protected execution contexts, which 
tern designers. This is in marked con tr to 
entire system operates in a very small ( t 

A memory model which allows different m 
for common physical memory reso 

An execution model, which separates 
tions, as well as defining the Pnmitive-uru·----.--
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The OZIX base system architecture creates a real modular framework upon which the OZIX system 
is built. AB such, it repre ents a significant step beyond the use of modular design techniques. It 
creates profound opportu.nitie for elegant and innovative design solutions to the perennial operating 
system problem of reliability, ecurity, integrity, extensibility, flexibility, and continuous operation. 
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CHAPTER 8 

1/0 SYSTEM 

OZIX Technical Summary 

OZIX 1/0 con i t of a mod rn file ystem on top of a highly structured mass storage system. Both 
the file ystem nd m torage y tern designs are based on the emerging Digital attribute-based 
allocation (ABA) architecture. 

Figure 19 illustr th O components discussed in this chapter. The top portion of the 1/0 system 
is implemen d by th fil tem, and the lower portion is implemented by the mass storage system. 
This chapter fir t introduc th ABA architecture, followed by separate discussions on the OZIX file 
system and ma torag t m. 
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Figure 19: Overview of OZIX VO System 
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8.1.1 Goals 
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The goals of the OZIX file system and mass storage designs are follo 

FIie System Goals 

The main goals of the OZIX file system design are to: 

OZIX 
FIie Sy t m 

OZIX 
Ma Storage 

Structure 

• Create a faster, more robust file system that is acce Bible through the PO tem 
interface. The file system design exploits transaction proce sing techniqu to guaran ven-
days-a-week/twenty-four-hours-a-day (7/24) reliability, minimize re po time, and optimize the 
updating of on-disk data structures. 

• Design the OZIX file storage architecture to handle very large disk farm . Thi cap bilit i made 
possible by developing the attribute-based allocation (ABA) concept into a wor ble architecture. 
The ABA architecture will initially be implemented on OZIX, and may be implemented on other operating systems in the future. 

• Ex.tend the POSIX interface by adding resource manager support ervice to upport data ha e 
systems in a transaction processing environment. 

• Support the OZIX B2 security design. Dataspaces are objects in the OZIX ecurity y tern, and as 
such have sensitivity and integrity labels, and are subject to mandatory acce and discretionary access controls. 
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• Support Hierarclucal torage M t (HS . anagemen M) for better utilization of storage devices. De-
orgaruz m hi rarchy of faster and slower devices, and HSM migrates files between 

• 

• 

Mass Storage Goal 
The maJor g l of th OZ m torage design are: 

• Provid th b i 
support high) v 
wh r it i mo t n 

for ry high 1/0 throughput at very low latency. A set of ABA mechanisms 
bl h rd ware topologies where available hardware capability can be applied 

d d . 

• 

• 

• 

• 

• 

8.2 

I devices. The design will also be able to support future storage 
and peripherals. 

Provid th to er ate storage abstractions, such as disk striping and shadowing, from 
th und rl hardwar configuration and interconnects. Such storage abstractions are 
impl m n b tractions on top of elemental devices. 

Support m n difii r nt type of mass storage devices-including solid state devices (SSD), mag
netic and optic di k , m gnetic tapes, and CDR0Ms - by implementing drivers for the various 

device t 
Provide for robu t 0 configuration management by implementing an 1/0 configuration man
ager ba d upon th Enterpri e Management Architecture. 

Provide th c p bilit of b ing extensible by designing the mass-storage components that takes 
full advantag of feature provided by the 0ZIX uh and other subsystems, like the memory 
manag m nt sub tem and the process subsystem. Mass-storage components will be designed to 
be adaptive o th t th components operate optimally, within the bounds of the system resources. 

Attribute-based Allocation Architecture 
The overall goal of the ABA architecture is to make the specifics of allocating and managing storage 
media transparent to the file ystem or application. The ABA architecture is designed to separate 
~e storage allocation from device location by presenting higher levels of software with an abstract 

Vlew of ma storage. 
AB~. effectively manage a multi-level hierarchy of differing storage devic~s, according. to a set of 
polices. Using ABA, it is possible for storage management sys~ems to ~rov_ide 7x24. sernce fo~ ve:Y 
large file and database systems with minimal impact on runrung a~pli~tions. Usmg ABA, it will 
be possible for storage systems to deliver average throughpu~ approXJ.mating that of the f~stest data 
storage device with average costs and capacity approximating that of the least expensive storage 

device. 
The ABA architecture is made up of a cfataspace layer and a container layer. Dataspaces are imple
mented by the file ystem; containers are used in the 0ZIX mass storage system. 
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Dataspaces . 
The ABA dataspace layer represents mass storage m clia 
dataspaces. A dataspace is a virtually addres ed torag s 
which data is retrieved. A dataspace ma repre nt part of 
dataspace is associated with specific attribute that defin 
characteristics, and so on. 

Containers 

The container layer of ABA presents all mass torage devic 
resentations of the devices. Containers representing ph 
Base containers may be partitioned into subcontainer. . Cont "n 
stractions required for such functions as striping and h do • ng 
Compound containers can also be partitioned into ubcon 

As dataspaces are associated with attributes, each contain r i 
example, a base container would have propertie that indica 
such as its speed, size, reliability, and so on. 

Dataspace Migration 

Instead of allocating a specific location on a specific cli , d 
having the properties best suited for the particular file. Data p 
changes a file's attributes, the system manager reque a mi tion or 
detects discrepancies between the storage resource de "red and th 

OZIX implements numerous migration strategies, uch a : 

• Migrate dataspaces to cheaper containers. 

• Migrate dataspaces to high performance containers at a p • cul r im of d 
is anticipated. nh u e 

• Migrate dataspaces within the same container when the 
them in contiguous container blocks. me •h con olid ting •• 

As illustrated in Figure 20 dataspaces migrate within a "fied mieratum · c 
may also be archived, in which case the dataspaces move ou of th ir n tiv mi into 
a dataspace archive. The dataspace archive is a repository for da pace that ar no d to 
be active for a long time. The entire storage domain of a system con · of on or mo tion 
domains and one or more dataspace archives. Upon reque t, the da p c from ad t p 
can move back to its original migration domain. 

8.3 File System 

The OZIX file system is designed to provide quick and reliable ace and da . • foch of 
the design places special emphasis on fulfilling the needs of transaction p ing (TP r o~e 
managers, such as database systems. The functions used to upport uch reso managers proVlde 
the foundation for a superior general-purpose file system design and implementation. 

The top portion of Figure 19 illustrates the OZIX file system. ote that only the o F API is b ing implemented for Vl of OZIX. 
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8-3.1 API Subsystems 

The top level of the OZIX file system design is composed of API subsystems. These subsystems present 
a specific file interface to an application, such as the POSIX 1003.1 interface. OZIX is designed so 
that multiple API can be written to interact with the OZIX file system. Examples of APis other 
than POSIX that could be developed are Apple AFP or MS-DOS SMB. 

8•3•2 FIie Name Subsystem 
The File ame Subsystem is the next layer of the OZIX file system. The file name subsystem presents 
a generic set of file and directory services that may be called by any API in OZIX. The File Name 
Subsystem provides directory and file services to the ABA-based files below the File Name Subsystem. 
Any API can, for example, open, read, write, and close an ABA-based file . 

The File ame Subsystem also provides services to create mount points to mount objects other than 
local ABA files in the local directory hierarchy. These services, for example, allow remote directory 
trees that are accessed via NFS client services to exist in the local directory structure, and provide 
create and lookup routines for pipes and special files in the local directory structure. 
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8.3.3 Fault-recoverable Dataspace Subsystem 

The Fault-recoverable Data.space Subsystem implements the ABA architecture data.space concept. 
This subsystem implements services to create and access dataspaces, to transfer data to and from 
dataspaces, and to manage data.spaces. This subsystem implements a buffer pool each to proVlde 
read caching and optimized write-back strategies; the Fa~t-recoverable D~ta pace ub Y tem sub
system also provides dataspace logging and recovery serv1ces, as discus ed m ection .3.4. 

8.3.4 Features Provided by the FIie System 

The subsystems making up the OZIX file system, combined, provide th following capabiliti . 

Hierarchical Storage Management 
Hierarchical storage management (HSM) uses the ABA architecture to organiz file d t in a device 
hierarchy made up of faster and slower storage devices. At the top of this bier rchy th . might ~e 
solid state disks, followed by on-line disks, high-density cartridge device , and final} off-hn m gnetic 
tape devices. HSM moves file data around in the device hierarchy o th t commonly cce d file 
data is stored on faster devices, and less frequently accessed file data i tor d on lower d vices. 

Logging and Recovery 
The Fault-recoverable Dataspace Subsystem provides system-wide logging and recov ry rvices. 
These services support the logging needs of multiple log users, utilizing either shar d common log 
or independent logs. Users of logging and recovery include the file y tem, hich lo upd tes to 
file metastructures, and select transaction processing applications, which log update to important 
transaction data. In the event of a system crash, the log files are used to recover the tern tate at 
the moment it crashed. 

Security 

The OZIX file system supports discretionary access control list (ACL) ecurity and non-discretionary 
secrecy and integrity controls on dataspaces. 

Secrecy and integrity controls allow users to be segregated into different curi y levels and provide 
controls for restricting the access between those levels. Such control are mandatory on B2 certified 
security systems. 

Secrecy controls prevent users at lower levels from reading files maintained by use at hlgher levels 
and users at higher levels from writing files to lower levels. 

Integrity controls keep a security breach that entered the system at a certain integrit level from 
moving to higher levels. Under these controls, users at lower levels are unable to write to higher 
levels, and users at higher levels are unable to read from lower levels. Such integrit controls 
represent significant added value for commercial systems. 

8.3.5 Backup Strategy 

OZIX provides two classes of backup technology to end-users. The first class consi ts of UNIX file 
backup utilities tar and cpio which provide standard mechanisms for file backup and data interchange 
among UNIX-based systems; there are not plans to support dump / restore . The main goal of this class 
is to provide compatibility with UNIX and UNIX standards such as X/OPE .. and POSIX. 

The s_econd c~ass_ ~rovides_ Digital value-added backup and recovery features, which are able to handle 
the high-availability reqwrements of the large commercial systems which OZIX is intended to support. 
~ince dataspac~s and containers are the fundamental storage elements in OZIX, thls class of backup 
1s concerned Wlth back up and recovery of data.spaces rather than files. Also, since the major goal 
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8.4 Mass Storage Subsystems 

The OZIX 
(TP) sy 
such lar 

The multitu 
cost, reli bili 
vides opport 
support uch 
plementation 
container 

user or 
Since m 
sensibvi 

ms designed to meet the requirements of transaction processing 
hundred to thousands of transactions per second. Systems that process 
cbons r quire a large number of mass-storage devices. 

VlC quired to handle multiple terabytes of data have a wide range of 
nd p rformance characteristics. The OZIX mass-storage strategy pro

for impl m nting a hierarchical storage management system that can efficiently 
ng of torage devices. The key element of OZIX 1/0 strategy is the im
B d Allocation (ABA) architecture. OZIX mass-storage implements the 

rchi cture. 
ch pter, all ystem components that might be used by an unauthorized 

to the y tern must be part of the trusted computing base (TCB). 
cc data belonging to multiple users, as well as data at multiple 

part of the TCB. 
n i tern administration interface that conforms to the emerging Enter-

prise Man m nt hi ctur (E ). Maas-storage devices are automatically managed by the 1/0 
configuration m n m nt (IOC ) application discussed in Section 8.4.3. 

OZIX sy tern ·n b b t d b wa of the code resident in a ROM or a console device, that is consistent 

aero all operating m using the hardware platform. 
In OZIX, 1/0 

0 
ration can be targeted to mass-storage devices through any of the following inter-

faces: 

• 
• 
• 
• 
• 

The Application Programming Interface (API} 

The Data p ce In rfac 

The Container Interfac 

The Character Device Interface 

The Block D Vlce Interface 
Fi . I/O . te.....r that are avai'lable through the mass-storage subsystems in 

gure 21 show vanous in naces 
OZIX. 
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Agure 21 : OZIX Mass-storage 1/0 Interfaces 

OZIX Mass-Storage Interfaces 

OZIX API 

Dataspace 
Interface Container OZIX 

FIie System Interface Blodc Device 
Interface 

Dataspace Subsystem 

Container Subsystems 

DEVICE DRIVERS 

HARDWARE 

The AP! and dataspace interfaces are discus ed in the th 
Functional Specification, and the Fault-recoverable Data 
As illustrated in Figure 21, the container sub tem , tog 
provide support for the ABA container interface and both bl 

8.4.1 Mass Storage Components 

Raw vce 

lntert ce 

ace 
tion. 

Supporting a system that processes large numbers of tran ac 'on impo trin n quire-
ments on the mass storage. The primary requiremeo ar : 

• Seven-days-a-week, twenty-four-hours-a-day (7x24 operation, hile h ndling of data 

• Very high I/O rates that facilitate transaction turnaround time of 2 cond or l 

• Very high data availability 

As illustrated in the bottom portion of Figure 19, OZIX ma torage consi of o major components: 

• Containers 

• Device drivers 

8.4.1.1 Structuring Containers 

As discussed in Section 8.2, the dataspace layer of ABA views mas storage in terms of contai~ers, 
which are ABA abstractions that represent physical devices. Each container is identifi b a uruque 
global name, a UID, and a set of properties. Container propertie repre ent tate information in the 
same manner as the EMA-defined attributes. 

A single physical unit is represented as a base container. In OZIX 1, ba containe only represent 
random access devices, such as magnetic disks; it is undetermined whether equential acce devices, 
such as magnetic tapes, are to be represented by containers in later rel 
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Containers can b co~bined to form compound containers , which present multiple base containers 
as a singl logi d vic :'° the dataspaces layer. For example, disk shadowing is implemented by 
~mbi~ng two b contain rs, which are logical representations of, say, two magnetic disk devices, 
into a s~ngle . hado ~ co1:1~und co~tainer. 'lb the dataspace layer, the shadowed container is viewed 
as offenng hi~h r vllll b1hty than e1ther of the two base containers from which it is built. The OZIX 
1/0 s~rategy 1s to offi r rang of fi atu.res based on compound containers. The following compound 
container xp c d to available at Vl FRS: 

• 

• 

• 

Shado 
replica 
hance 

·n 1"-ThiB container consists of two or more constituent containers. Data is 
ch of th constituents. Replication of data increases data availability and en-

h b1bt . 

Striping con in 1"-Thi container consists of two or more containers on which data is distributed 
in a mann r th t provid optimum throughput and low latency. Applications that need high 
data tran fi r ra thi container to meet their transfer rate requirements. 

Linear c n tion-Th.i consist of two or more containers to form a large virtual device. The 
addre s p c r impl catenated. This compound container is suitable for holding large files 

that do not requi high tran fer rates. 

The following compound container are expected after Vl FRS: 

Caching contain r-Thi i made up of two containers: one is a large, relatively slow backing 
store device (for mpl , a nine inch disk); the other is a relatively small, very fast device (for 
example, a olid ta d vice). The fast device is used as a cache. 

• 

• Logging contain r-Th.i consi ts of three containers: a store, a backup copy, and a log. Updates 
are directed to both the tore and the log. Reads are satisfied from the store. The store can be 

rebuilt from the log and the backup copy. 

It is sometime the ca e that all of the storage media represented by a container cannot be fully 
utilized by a single client, such as a file system or a database application. For this reason, ':°nt~~ers 
can be sub-divided into subcontainers. Subcontainers offer the advantage of better media utiliza
tion, while retairung the properties of the container. For example, two relatively_ s~~ file systems, 
both requiring high availability and reliability features can be created by sub-diVIding a shadowed 

compound container. 
From the above discus ion on base, compound and sub-divided containers, it ~s clear that con~ner 
abstractions can be realized in a general way. For example, several base containers can b~ combmed 
to form a compound container, which can then be sub-divided to form several subcontainers. The 
lower portion of Figure 19 illustrates a few ways containers could be structured. 

a.4.1.2 Device Drivers 
A devi·ce d · · ll • f ti' and data structures used by the OZIX system to process 

nver 1s a co ection o rou nee • an I/0 req t OZIX t rts access to DSA (both DSA-1 and DSA-2) devices, as well 
ues . mass s orage suppo B al b as SCSI de · 

0 
. ted to an industry standard bus, such as Future us, may so e 

Vlces. eVIces connec ha 'bl ~ 11 
accessible in the future. The types of mass storage devices t t are access1 e are as 10 ows: 

• Magnetic disks 

• 
• 
• 

Magnetic tapes 

Solid state devices 

Optical disks 
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• CDROM 

OZIX users can directly access mass storage device dnv 
or the character device interface. For block orien d , • 
interface is quite unstructured and is therefore som tim 

DSA storage devices are accessible via the Compu r Int r n 
Communication Architecture (SCA). SCA i divided into four i 

• Layer O is the Physical Interconnec layer 

• Layer 1 is the Port/Port Driver (PPD) la er 

• Layer 2 is the System Communication )I 

• Layer 3 is the System Application SY APJ la r 

DSA device drivers are SYSAPs that use CS to communi 
device controllers. Random access DSA devic ar 
(MSCP) class driver. Tape devices are acce ed through 
class driver. 

The system communication services ( C ) la er i 
communicating SYSAPs. SCS performs ome of th func ·on 
as some of the functions of the session layer ayer 5) of th 

The PPD layer is implemented as a combination of hard ar 
of the functions of the datalink layer ayer 2), the ne wor l 
of the transport layer (layer 4) of the O I refer nee model. 
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Figure 22: Device Driver Components 
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DSA 

MSCP 'IMSCP 

scs 

CI Port Drivers 

8,4.2 Security 

SCSI 
Disk 

SCSI 
Tape 

SCSI Port Driver 

SCSI 
CDRCM 

~fs ~torage components are required to handle data belonging to multiple users, as well as data 
t ongmg at m~tiple curity levels. Thus, mass storage components must be defined as part of the 
,;:sted computing base (TCB). Being a part of the TCB imposes stringent requirements on the code. 

e mass torage components must satisfy the following requirements: 

• 
• 
• 

Referring to objects-All objects must be accessed by way of the reference monitor 

Reusing objects- Any object that is reused must be (virtually or actually) zeroed 

Processing requests-All mass storage code must take the necessary precautions (for example, 
copy in a protected area) before processing a request 

8•4·3 Management 
OZIX 1/0 configuration manager (IOCM) provides the mechanisms to manage the hardware and 
software components of the OZIX mass storage system. The installed base of an OZIX system is 
expected to contain thousands of mass storage devices, all of which are to be monitored and controlled 

by the IOCM. The IOCM provides the following: 
• A management interface that conforms to OSG Enterprise Management Framework 

• 
• 

System startup functions 
Adaptive management of J/0 components on a running system 
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• System shutdown and restart function 

8.4.3.1 System Startup Functions 

At the time an OZIX system is booted, IO 

• Interacts with the software configuration ""', .... 6 .. , 

system 

• Automatically configures physical devi 

• Passes device and container information to 
storage subsystem 

It is obvious from the above list that the IO 
storage system. IOCM startup deals with m n • 
ration requirements. Further, in order to m t h 
configure the mass storage system within p ~-• • .,,'°"' 

8.4.3.2 Running System 

On a running system, the IOCM is reqwr top 
regular services to the running application : 

• Load and unload components of the m 

• 
• 

Configure or auto-configure ne ph_ 

Configure or re-configure container 
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CHAPTER 9 

TERMINAL SUBSYSTEMS 
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9.1 Introduction 
The OZIX terminal sub y tems are designed to meet the requirements of transaction processing (TP) 
systems, which proc ss hundreds to thousands of transactions per second. Systems that process such 
large volumes of tran action require tens of thousands of terminal sessions. 

As OZIX is an intemationaliz d product, the OZIX terminal strategy provides a method for supporting 
different character et and languages. Specifically, the OZIX terminal subsystem supports multi-byte 
characters ets, which are prevalent in Asia. 
Terminals are mo tly u d in Canonical mode. In this mode, input characters are echoed by the 
system as they are typed and are collected until a carriage return is received. In Non-Canonical 
mode, the terminal uh ystem does not process special characters, and passes all characters to the 

application program reading from the terminal. 

The following requirements have been identified for the terminal subsystem: 

• 
• 
• 
• 
• 

9.1.1 

Conformance to OSF and POSIX standards for interactions with terminals 

Support multiple character sets 

Support diverse terminal connection mechanism 

Conform to OZIX system management 

Conform to OZIX ecurity model 

Goals 

The terminal subsystem has the following goals: 

• Conform to OSF and POSIX standards for terminals. 

This al 
· alized b ti all of the terminal attributes defined by POSIX, including 

go 1s re y suppor ng 
those for process control and timed input • 

Internationalization support. 
Th • . in ut and output of multi-octet characters which are needed 

e tennmal subsystem will support P di . . di • dual character-set/language modules 
to su rt f th ld' languages In ad tion, in Vl ppo many o e wor s • F • tan e a method of converting phonetic 
~ay handle the needs of particular lan~ges. r:s c"dharacter-set specific" module that 
input into Japanese Kanji characters will be supp 

88 
a 

plugs into the OZIX terminal driver 

• 

• Support for different connection methods. 
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Terminals may be connected to an OZIX system in a number of di_ _ hould be 
possible to support a new connection method without having to re t th mun ub Y tem. 
The primary method of connecting terminals to an OZIX m 11 be throu h th e of 
terminal- servers which run network protocols such a LAT or TELl T. 

• Scalability. 

The terminal subsystem is designed to support tens of thousand of rmin 
this, there will be a method of creating terminal connection "on th fl " 
preconfigured terminal database. 

• Provide for a robust I/O configuration management. 

This goal is realized by conforming to the EMA specification . Th 
a management interface, as well as descriptions for all termin 1 ub 
attributes. 

• Provide support for the line disciplines specified in POSIX 

The following are non-goals for version 1.0 OZIX terminal sub tern: 

• Direct support for FORMS 

• Provide support for real time I/O 

• Support line disciplines other than that specified in POSIX 

• Support modems 

9.2 Terminal Components 

OZIX terminal subsystem is divided into two major modules: 

. To upport 
for a 

• Terminal Class Driver-This driver is responsible for providing user on a ell a functions 
for data presentation (thus representing the session layer and the pre entation la er of the O I 
reference model). In OZIX Vl, the terminal subsystem provides only the TTY cla driver, which 
follows presentation rules specified by POSIX standard 1003.1. 

Terminal Port Driver-This driver is responsible for moving uninterpre data betw n a hard-
ware interface or network software module and the terminal class driver. 

• 

Figure 23 shows various components of the terminal subsystem along with the network drivers. 

11 O Terminal Subsystems 
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Figure 23: Termlnal Sub y t m and Network Drivers 
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' 
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' 
·----------------------------· 

;1'enninal ma 
include: 

conn c 
to an OZIX ystem in a number of different ways. Connection methods 

• 

• 

Con ol termin 

LAT tenni nal 

etwork terminal (TELNET, rlogin, CTERM) 

ACo 1 nal nso e U!nninal por driver interacts with the hardware console subsystem to make console termi-
w;t: (hth through hkh a a tem manager, maintenance engineer, or system user can communicate 

e OZIX ystem. 
~~prov,de local area networks to facilitate high speed communicatfon• within a relatively short 
sin 

I 

ce (for ezample, a campus). OZIX local are• network uses a phys,cal mterconnect, which is a 
aa f b: E hared net"'.or channel. This physical interconnect is used by network interface drivers such 

themet dnver and the FDDI driver. 
:,e _LAT provide functions similar to the OSI reference model network layer, transport layer and 

ssion layer. The LAT use the network interface drivers to provide LAT terminal ports. 
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OZIX provides a pseudo terminal (P'I'Y) port dri e: U> ·mw 
PI'Y provides the initial support for TEL"'1ET, rlogm nd ,....,.:c-o·1..1 

A pseudo terminal consists of a pair of character d 
slave device appears to OZIX as a normal interacti 
application program to simulate a human typing on 
remote login (rlogin) daemon interacting with th • rio 
components. When a request for a remote login ·on i 
pseudo terminal and manipulates the file descripto o 
becomes the stdin, stdout, and stderr for a login p . Th 
device as input to the master half of the p udo 
carried to the remote host by way of the soc 
written on the master half of the pseudo tenni 

The network interface drivers provide da 
Phase V and TCP/IP components. 

9.3 Security 

OZIX terminal subsystem is designed so tha mo t 
multiple security levels. Thus, most of the tenni ) 
any code that deals with data from multi p e unt , ) 
In addition, the OZIX terminal subsystem will provid 
Computing Base in order to determine or chang hi 

9.4 Terminal Component Management 

The 1/0 configuration manager is a software appli • on ~IP0DB1 
system components. These management functions incl 

• Loading, unloading, or replacing port driver modul 

• Loading, unloading, or replacing character-

Defining special key maps for character

The terminal subs_ystem co-operates with the IO 
te • ~m sys m recovery time. 

• 
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CHAPTER 10 

NETWORK IMPLEMENTATION ARCHITECTURE 

10.1 Introduction 

Net_works and di tributed y terns technology is at the heart of Digita.l's open systems products. As 
an integral part of O G, the OZIX group is pioneering a distributed application platform for the 
19?0s. We exp ct that application developers, both internal and third party, will use this platform to 
bwld their application . 

The underlying d 1gn of the network will result in a powerful set of products upon which customers 
~ rel for high p rfonn nee and reliability. The network design is enhanced by features integrated 
mto the operating t m, uch as support for transaction processing, journaling and recoverability 
primitives in the file y tern, r mote procedure call, and authentication services. 

An important part of th OZIX architecture is reflected in our dependence on and adherence to OSF, 
POSIX, I 0 , Internet, and other standards. In some cases we will provide implementations that 
support multiple olutions, for instance, in the areas of authentication and name service. We look to 

aC to assist us in providing industry-leading solutions to these challenging integration problems. 

This chapter pre nt the goal and strategy for the OZIX network architecture and a description of 
the major compon nts. The e components form only part of the technology upon which distributed 
application are built. e the Base System Architecture and RPC Architecture documents for de
scriptions of additional OZIX features that are part of OZIX's distributed applications environment. 

10.2 Goals 

The goals of the O G network strategy are to: 

• Exploit distributed ystems and networks for Digital's advantage in the open systems market 

• 

• 

• 
• 

Support one family of open systems products in a network 

Provide a distributed computing environment using internet and OSI standards 

Provide DECnet/OSI distributed computing integration 

Lead the migration of open systems to OSI standards 

Propo e and drive open systems standards for distributed syStems 

Provide connectivity with VMS systems without being VMS-dependent 
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10.3 Strategy 

OSG products, which include workstations and ervers, hare a co~n:ion n 
systems architecture. In accordance with this ar~tecture, OZ 11 1mpl m 
ponents and distributed services for the server environment. 

• Digital's open systems products will implement th.i di 
TCP/IP-based extended local area network (LAl I ubn 1d 
provided through a DECnet/OSI backbone using the Intern t Po 

• OZIX systems will provide Phase V DECnet IO I end-nod 
Phase V-compliant systems anywhere on the extended Ph 

• Interoperation between VMS and internet protocols on th 
VMS / UL'I'RIX Connection, a VMS layered product. Comm uni 
the subnet will be available through a DECnet/O I backbon 

or nd di tributed 
nt th n t or com-

cc ible to 

• The network application programming interface (API) p · 

m not on 
1 product. 

• 

• 

• 

OZIX systems will provide a network management intern th t i in 
management. Network management of DECnet/O I and TCP.1P ·n b in 
interface. The network management programming interfac i common on 

Digital's open systems will adhere to OSF standards. er d fici nci 
will propose its distributed systems architecture component . 
integrating these services. 

across internet transport protocols, ISO transport, and DE io 
ULTRIX. It is not a goal of the API to hide emantic diffi t 

Workstation services include: 

common 
ZIXand 
rotocol . 

• tem 
user 

TRIX. 

Digital 
ket by 

• Name services using Distributed. ame Service D ) and B rkel Intern.et ame Domain Service ( BIND) 

• 

• 
• 
• 
• 

Time services using Digital nme Synchronization. Services (DTS and etwork Time Protocol (NTP) 

File services using Network File System (NFS) 

Wide area network access through DECnet/OSI routers and .25 gate a s 

Authentication services using Kerberos and Digital Authentication. ecunty eroice WASS) 
Remote procedure call services using DEC RPC 

Digital will accelerate the movement of the market toward o I by providing an o F reference 
implementation that is compliant with OSI standards. 

Digital will add value in ~he distributed systems area by providing solutions in naming, network 
man~gement, RPC, secunty, authentication, common application sub tern interface , and time services. 

Digital's o~en sys~ms will provide x.25 access and S A interoper ation through low-cost gate
ways, cons1~tent with the ~rporate strategy. If direct connection become important in certain 
markets, third-party solutions will provide this capability. 

Pt· C integration for Digital's open systems will be provided by DECnet/OSI and third-party solu-1ons. 
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co-d igned with the operating system in order to fully utilize the advanced 
OZIX. Th n twork will provide state-of-the-art performance by exploiting 
of tric multi-processing (SMP) through the use of the OZIX thread 

th cture requires that it be designed into the network imple-
th tructure of the internal network database, influences the choice of 

Joe ·ng nularity, and demands the studious avoidance of unnecessary 

c n i r lion , th OZIX network will enjoy a significant performance advantage 
when comp r imp) m nt lion th t do not employ threads as a fundamental design element. 

rform nc dv ntage gruned by the intrinsic parallelism of the OZIX network, 
careful attention ia gi n to th fund m ntal issues applicable to any good network design. These 
include, for mpl , th of bu.ft r management mechanisms that avoid data copying wherever 
possible, a w ll th of direct procedure calls between network layers. 

10.5 Architectural Overview 
The OZIX 8 de igned to support heterogeneous systems (workstations and 
server ) p nd wide area networks. The product is a combination of DEC-
neVO I P n nts. Wide area network access is provided by a DECnet/OSI 
backbon l. TCP/IP is the protocol used for ULTRIX interoperation o~ 
the local provides interoperability with ~S systems and other vendors 
OSI end ltimate goal is to encourage th~ 1~d~try to ~ove ~ow~rd O~I, 
thus a i ook to aC to provide leadership m mfluencmg this migrat10n 
to OSI. 

0ZIX triv t functionality matching or exceeding any other competitor; it will 
meet all rel v nt I d fin d at lea t 6 months prior to field test. 

Figure 24: N twor Archltectur Overview 

C<ay 

DECnet/OSI / Internet Subnetwork 

10
•6 Internet Components . 25) 1 ternet networks do not s· od ( ee Figure • n 
~ Protocol form th b for an internet network n _e sla ers 

Provide di tinct protocols at I O' sion and presentation y • 
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At the transport layer: 

• Transmissicn Control Protocol (TCP) 

• User Datagram Protocol (UDP) 

At the network layer: 

• Internet Protocol (IP) 

• Internet Control Message Protocol (ICMP) 

• Internet Group Management Protocol (IGMP) 

• Address Resoluticn Protocol (ARP) (include Rer.;er Addr, R 
Proxy ARP) 

The following sections detail each layer and its associa pro 

Figure 25: Internet Network Components 

application 
layer 

transport 
_layer 

network 
layer 

BIND 

rlog111, h 
TELNET/FTP 

·········-········ . 

ARP 

UIIO P, 

•• _ •• _._. ·..:..:· ·..:..:· ·:..:.· :..:· ·:..:· ··:· ·:· -~-~~E~::-:::-~::..:.:.:..:..:.::.:.:.:.::.:.::.::.:.; ....... ... . 
•• ••••••••••••••············ Network lntalCOMec:t 

116 Network Implementation Architecture 

l (RA.RP) and 

D confldentlal 



OZIX Technical Summary 

10.6.1 Appllcatlon Layer Code 

Application code accesses OZIX network services through the network API which includes both Berke
ley sockets and the XI OPE Transport Interface (XI'[). Portable application code using either of these 
interfaces can be moved to OZIX. 

The Berkeley Internet rune Domain (BIND) Service, an implementation of the Internet Domain 
ame Service, is ported from BSD4.3. BIND is a network service that allows client systems to obtain 

translations of host naine into internet addresses. 

It is expected that the Open Systems Components and Resources (OSCR) group will maintain the 
set of common application codes for both OZIX and ULTRIX/OSF. 

10.6.2 Transmission Control Protocol (TCP) Module 

At the transport la er, TCP provides a reliable, connection-oriented service that guarantees that 
messages are delivered to their destination in the order they were originally sent. It uses the network 
service of the Internet Protocol (IP) to communicate between peer TCP protocol layers. 

10.6.3 User Datagram Protocol (UDP) Module 

At the transport la er, UDP provides an unreliable, connectionless service commonly referred to as a 
datagram service. Applications using this service can send datagrams to any other UDP user, either 
local or remote. Becau it i an unreliable service, datagrams may be lost, delivered out of order, or 
may be duplicated. 

An outgoing datagram can be sent to a single UDP session on a distinct system, or it can be_ broad
cast to many sy terns. The emantics of broadcast transmission, reception, and propagation are 
implemented in the IP network layer. 

UDP datagrams can also b ent to and received from IP multicast ~oups. A mul~icast grou? i~ a 
special class of Internet addressing used by cooperating hosts to p~ovide broadcast-like transmission 
and reception without the co t normally associated with broadcasting. The members of group are the 
only hosts that incur the cost of processing the multicast datagram. 

10.6.4 Internet Protocol (IP}, Internet control Message Protocol (ICMP), and Internet Group 
Management Protocol (IGMP) Modules 

The Internet Protocol (IP) provides unreliable datagram services at thle netwotrk lakyelr. IP fragments 
d han th ?ported by ower ne wor ayers. 

an reassembles datagrams that are larger t ose su 
IP t • network interface and the IP address of the 

moves datagrams between nodes. The ou gomg Thi d tabase is updated by a combination 
next-ho r- d b 1 ki • IP' uting database. 8 a . . P are ,oun y oo ng in s ro . . m rogram (see the discussion of gated m 
~f l~MP redirect mes ages and an application ~ub~~s~an ~so forward datagrams not destined for 
ection 10.6.5). If a node resides on two networ s, b bl d to create a routing node. 

one of the local internet addresses. This feature can e ena e . 
TC . ti transport protocol (either TCP or UDP) 1s 

P and UDP are layered on top of IP. The deSti~a 0
; ently layered on any subnet-dependent 

~el~cted by a protocol ID in the IP datagram. ~pi~~ ;::locking. Device-dependent convergence 

1 
evice that can support IP's concepts of addressing t-d ndent device's addressing scheme. OZIX 
ayers provide the mapping ofIP addresses to the subne epde. Section 10 6 6) which is responsible 
support th Pr to 1 (ARP) (discusse m • • ' fi s e Address Resolution o co d IEEE 802.3 (physical) addresses. 
or mapping internet (logical) addresses to Ethernet an 
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IP is not designed to provide reliable delivery. ':he. Intern ~ Con rol 
used to provide feedback in the internet commurucation en riro~m. nt. 
for its communications, an ICMP datagram has all the charac n tic . 
example, it may not be delivered. ICMP is an integral part of IP nd mu t 

IP module. 

The Internet Group Management Protocol (IGMP) is 
group memberships to any immediately neighboring multic t r u 
is experimental in the Internet, but the protocol is requir for • 1 
their experimental classification, multicast router ar c ntl not 

10.6.5 Routing Database Maintenance 

The routing database management daemon, gated , i 
the network API and receives the External Gateway Protocol ( 
(RIP), Defense Communication etwork's HELLO routi ro 
Protocol (ICMP) messages that affect the routing databa It 
municates directly with IP to change the internal cop of 

A new internal routing protocol, Open Shortest Path Fi t (0 , i 
community. OZIX will track its use and, if appropriate, pro n 

10.6.6 Address Resolution Protocol (ARP) and Proxy ARP Modul 

At the network layer, Address Resolution Protocol (ARP) con 2-bi · 
Ethernet and IEEE 802.3 addresses. Reverse ARP tran 1 
internet addresses. 

Proxy ARP allows a gateway to answer ARP reque on h lf of d 
subnet. 

10.7 DECnet/OSI Components 

The components that make up DECnet/OSI on OZIX 
network model (see Figure 26). a.re p 

At the application layer: 

• File Transfer and Access Management (Fr. 

• Virtual Terminal Protocol (VTI>) 

• DECnet I OSI Copy Program (DCP) 

• 
• 
• 
• 

dlogin. 

Distributed Name Service (DNS) Clerk 

Digital Time Synchronization. Services WTSS . Client 
x.400 

At the session layer: 

• DNA Session 

• OSI Session 
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At the transport layer: 

• OSI Transport Protocol (TP4) 

Agure 26: DECne OSI Network Components 

FTAM VTP 
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10n 

n 
lays 

etwork API 

etwork End Node 

10•7•1 Appllcatlon Level Components 

OZIX Technical Summary 

~e -~pplication level components that OZIX provides are a mixture of DECnet•specified and OSI· 
;eo. ed components. DECnet•specified components will be ported from ULTRIX. OSI•specified com• 
pa~:~ts may not e t in a portable form and may have to be written or purchased from a third 

10•7·1-1 FIie Transfer and Access Management (FTAM) 

FTAM . th will b is e OSI method for file transfer and access over the network. The ULTRIX version of FTAM 

e ported to OZIX. 

10•7•1•2 Vlrtual Terminal Protocol (VTP) 
~ is the OSI virtual terminal protocol used to request outbound remote terminal sessions. VTP 

be ported from ULTRIX. 

10·7·1-3 DECnet/OSI Copy Program (DCP) and the FIie Access Listener (FAL) Daemon 

DC~ is the client portion of the DECnet/ULTRIX file transfer utility. The FAL daemon is the server 
PClrtion, and responds to DCP requests This facility is used to interchange files between OZIX 
system • s or systems running DECnet/OSI Phase V. 
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10.7.1.4 dlogln and the dloglnd daemon 

dlo •n is the DECnet virtual terminal program from DECnet/ULT~ It i . qu t _outbound 
,gr, • • Th di, 'nd daemon is used to accept inbound nmn I .. 10n from 

remote terminal sesSions. e ogi h DEC O I TE~ 1: virtual terminal 
remote DECnet/OSI systems. 'Together they implement t e n 
protocol. dlogin and dl,ogind will be ported from ULTRIX. 

10.7.1.5 Distributed Name Service (DNS) Clerk 

The DNS Clerk is the local interface to the Distributed - a.me rvice. It i w for DECnet/OSI 
Phase V. It will be provided for OZIX by Distributed Proce Engm rin& (OPE ). 

10.7.1.6 Dlgltal Time Synchronization Service (DTSS) Client 

The DTSS Client is the local interface to the DTSS erver. It i 
Server, which is itself required for DECnet/OSI Phase It will 

10.7.2 Session Layer Components 

10.7.2.1 DNA Session 

w d b th Di tribu d ame 
provid d .for OZ b OPE. 

DNA Session is the DECnet/OSI Phase V session control layer. I allo communic tion p bility to 
those applications that require the full D A protocol stack. 

10.7.2.2 OSI Association Control Service Element (ACSE), Presentation, nd Se Ion 

The upper layers of OSI (ACSE, presentation, and se sion) allo communication c p biht between 
applications that use the full OSI protocol stack. Together, the con titut th p fi rr d interface 
between DECnet/OSI Phase V systems and other OSI-compliant 

10.7.3 Transport Layer Component 

DECnet/OSI supports ISO's Transport Class 4 (TP4), which i the mo t robu t of th I 0- pecified 
transports. TP4 provides the capability to multiplex many concurrent n t or ions over an 
unreliable physical link. 

The ISO TPO and TP2 transport classes, which support non-multiple ed (T ) and multiple ed (TP2) 
communications on reliable, error-free physical links, will be conside for future rel e of OZIX. 

10.7.4 DNA Network Layer 

The network layer (end node routing) on OZIX conforms to the DECn O I Ph e net ork layer 
architecture and s~pports DECnet/OSI Phase V-style addre e . The OZIX implementation of th_e 
network layer provides end node support only. Support for multiple h cal h n Eth met (multi-
link) will be provided to improve throughput and availability. p n ° 

10.8 Management Components 

In OZIX, system and network management are integrated to t 
1 

h nt manage-• s d pre n a am e a, co ere ment picture. ystem an network components are man ed to h . th nagement 
backplane. Local and remote objects can be managed _ag thi gbet kerlusmg e me ma 

usmg a ac p ane. 
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The backpl n pr • 
to D A and In 
Information Pro 
(SNMP). 

Figure 27: twor 

10.8.1 Th B ckpl n 

In Figure 27 d" 
back l ' ir 
ob ' pane pro .d 

~ects. 

OZJX Technical Summary 

m_i 11 in Hable protocol to Uons. Curr ntly the protocoters for communication that conforms 
f OT ( . UP over TCP/IP) an: ;t_IPP:ted are Common Management ' imp Network Management Protocol 

nt Component 

th system and network objects via the backplane services. The 
I to the directors for directives, and a common API to the manageable 

10.a.2 Th Dir ctor 

'_l'he director t • 
~ io-aplucal . n pphc tion-1 vel prograJD that gen«ates management requests. The interface 

CL). CL'". natun,, tho b ;t derives from a textual-based system, Network Control Language 
'YStem d w,ll b x nd d and r named MCL (Manaaement Control Language) to incorporate both 
all be man n t or m n ment directives. Internet, DECne~ and system manageable objects will 

anageable by thi clir ctor. 

10.8 3 • Th Agent 
~e ~ent; th intenn ;ate recip;ent of all management directives. The agent locates and passes 

quest to th • • appropnate manageable obJect. 
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10.8.4 The Event Dispatcher 

The event dispatcher (EVD) is a system component that accep intern I 
from any manageable object in the system. It dispatch t~e v nt to I I . mote Y tern for 
further processing. The event dispatcher conforms to the D. A Ph \ VD function 
although its functionality is extended to encompass both sy tem nd n t or 

10.9 Network File System 

The Network File System (NFS) is a collection of componen th t pro "d tr n p 
located on remote systems. These components are based on the Int m I 
facto standards that originated from Sun Microsystems. Thi impl m n 
file protocol. 

NFS is based on the V4 release of the reference code from un. 
accommodate performance, B2 security, multithreading, and in 

10.9.1 Sun Remote Procedure Call 

The NFS components communicate with one another using the un 
mechanism. This allows programs to model remote communic lion 
RPC uses the External Data Representation IXDR) library to conv r OZ 
form so that any implementation can properly interpret the d 

Sun RPC and XDR are provided for use by NFS and are not 

10.9.2 NFS Client Subsystem 

The NFS client gives OZIX applications access to file that ar e 
application interface to the NFS client is identical to that of th n 
client converts OZIX file I/0 requests for remote files into networ u 
performs the actual file accesses on behalf of the requesting application. 

The NFS Client communicates with the User Datagram Protocol (UDP) u 
transport interface instead of using the network Application Programmin 

10.9.3 NFS Server Subsystem 

The NFS file server subsystem accepts client requests from remote nod 
file system requests. The server will implement the duplicat 
introduced with ULTRIX. e u 

'I\vo other _subsystems assist the ~e server. The port mapping erver lo 
the server, the filesystem mounting server distributes initial acce to expo 

10.9.4 NFS Locking Server Subsystem 

?1~ NFS locki~g subs!ste~ allows clients on remote nodes to loc fil 
oc ng _sbelrvfier 1s runru_ng. e locking server works with the stat 

respons1 e or connection management issues. 

r ·tten to 

tom r u 

erver 

• he network 
I). 

local 
first 

perly locate 
m. 

tem, 
here the 

hich is 

From a client's perspective, if a lock is requested on local fil ted tion 
directly. If the lock is on an NFS file be' ed a e, OZIX rform th requ ac to 
the locking server on the remote system.mg serv by a remote s tern, a loc • ng r que t i nt 
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10.9.5 NFS M nag m nt 

NFSmanag, 
of each oft 
attribute a 

d with the OZIX system management framework. Generic management 
com n n con i ts of starting the component, stopping the component, getting 

ttribu 

Manageme ccomplished through management of "filesystem objects." A filesys-
tem is a di vailable on a system through NFS. Mounting is the creation of a 
new S is the removal of an NFS filesystem. An NFS filesystem is 
managed b ttributes. 

Managem nt ccomplished through management of"exported filesystem objects." 
An exported fi local file ystem, directories, or a single file which is made available 
for acce b ported filesystem is managed by getting and setting its attributes. 

10.9.6 Technlqu u d for NFS Performance 

The following u d to increa e NFS performance. 

• Sun RPC rk transport interface to UDP which minimizes copying of data. 

th fil 

th fil 

m buffering mechanisms for read ahead and write behind. 

m caching mechanisms to avoid unnecessary disk accesses. 

• The 

The 

The multiple thre ds to increase concurrency. 

10.10 DEC Remote Procedure Call 
. EC RPC Vl o The ability to write applications 

A ~mote procedur call cap bi lit will be provided by~ di t 'b ted·a~plications by allowing programs 
using remote procedur call facilitate development O s n 1:1d rs of services or servers. Consumers 
on Various nod cro s a local area network to register as/rovi s:rver that ha's been registered as a 
of these ervices or clients can then make requeSts O any 

. ' ' proVlder of the desired rvice. . . 
S stem (NCS) version 1.5, is the first 

DEC RPC Vl.O, which is b ed on Apollo's Network C~r=rt~ and will be bundled with ULTRIX 
Product offering defin d by the joint DEC/Apollo RPC . (;CX) 
V4.0 as well as with 1.4 of the S/ULTRIX Connection • . f DEC RPC Vl 0 to OSF 
DE . . 0 an enhanced version o • , . 
. C and Apollo are jointly subIIllt~ng _RPC V:· ' t (DAE) Request for Technology <R:FT). It is 
Ul response to the Di tributed Application Environm; although because of time constramts, OSF 
~?ected that RPC 2.0 will be the RPC chosen by O ' 
WJ.ll likely include C Vl.5 in OSF/1. . h ULTRIX and Apollo systems. If 

By providing DEC RPC Vl.0, OZIX will be able to ~ot:erop:;~~i::~ly expected to do, OZIX's level of 
?SF accepts the Joint DEC/Apollo RPC V2.0 subIIllssion, 
tnteroperability will be greatly increased. 
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DEC RPC Vl.O uses the Berkeley socket interface to the UDP tran port la. r. It includ three major 
components: the Network Interface Definition Language ( TDL) Compil r, th RP runtim library, 
and the Location Broker. 

10.10.1 Network Interface Definition Language (NIOL) Compiler 

The NIDL Compiler is the stub generator for DEC RPC. An . :IDL in 
describes the interface to a remote procedure: it define the func ion , p 
the parameters that make up a remote interface. 

Given an interface definition written in the etwork Interface D finition 
piler produces C header files, and client and server stub with th ppropri 
calls. Figure 28 illustrates the role of client and server tub cod in a r mo 

Figure 28: Client and Server Stub Interaction 

Client 

some_J)foc (x, y, z) 

Client Stub 

procedure some _proc 
in: X, y 
Oli: z 

place X, y Ill pad<et 

send to remcte proc:ed1Xe 
and wait for reply 

obtain z from pacbt 
return 

10.10.2 The RPC Runtime Library 

S rv Stub 

1tion rigorou ly 
nd d types of 

The RP~ 1:111time library actually implements th RP . . . 
affect bindings, register and unregister r t . e C functions. I 1 compo of routines t~at 
formation, and access the network. Man;~~ ~hi:terface_s, marshall p ramete , provide rver in· 
servers, but are instead called from the stub tha se routmea a.re never dir ly called by clients or 

s t are generated by th ITDL Compiler. 
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10.10.3 The Loe tlon Broker 

. 1 m ' nta.in .db the DEC ~C Location Broker, allowing it to associate incoming 
th n ppropn t rver. This mechanism requires that servers register information 

It is exp c 
Service (D 

dd nd xported procedure definitions with the Location Broker. 

d th t . in fut~ .. r I _ s, ~EC. RPC will move towards using the Distributed Name 
), but m th 1mll I r I , 1t will use the Location Broker. 

10.11 Network Interconnects 

Initially 
with our 
and IP 
accomm 
them logi 

11 upp rt on! Eth m t and IEEE 802.3 as communications links. This is consistent 
to pro 'd wide area network access through Digital's OSI backbone gateways 

As fiber di tribu 
supported by z 
DECnet/O I. 

Z ' DECnet/OSI product will support only standard IEEE 802.3 and 
c ntroll r . Internet will use both IEEE 802.3 and Ethernet, but considers 
n t or interconnects. Internet will also support multiple controllers. 

d in 
DOI 

(FDDI) products are made available to the hardware platforms 
·11 b incorporated as a network interconnect for both Internet and 

n t ork in rconnects is provided via two interfaces: the Data Link Interface 
t Fil r. 

The DLI i pr di tinct address family in the BSD socket portion of the network APL 
DLI endpoint no ·1 ble through the XTI portion. The appropriate access controls are used 
to prev nt un uthoriz d u of th devices represented by the DLI. The functionality provided by an 
OZIX DLI ndpoint i 1d nti I to that of ULTRIX DLI. 

imil r in function to the DLI, but provides a richer filtering mechanism
1

• The 
Packet Filter Ho u to pecify multiple, non-contiguous fields in a pa~ket ~s the selection 
criteria. Thi is comp d to th DLI wherein only one field is used for de1?ultiple~~g. The P~cket 
Filter wa de 1gn d to How prototyping of network code in user mode while providing a relatively 
low overhead interfa to th network. 

10.12 IBM Interconnect Components 
The component of th OZIX IBM Interconnect will make use of the _pla~ned DECnet/OSI Phase V 
S A gate d Th t fall ·nto two categories· application components that can be 

way pro uc e componen s 1 ' API Lib • d th 
used generically over OZIX or ULTRIX, talong advantage of the common ranes; an ose 
that must be ported from ULTRIX- or VMS-based versions. 

10-12.1 Generic IBM Interconnect Components 
A l' • d via DECnet/OSI. Hence, the portable applica
r PP 1cattons interacting with the S A gateway O so t G p will be able to use the XTI and/or 
tonks ~d librarie already planned by th~ S A lnodifite~o~ec ;{::Se products include: 

soc et interfaces to DECnet/OSI/OZIX without m ca on. 
• DT • bet hosts on connected DECnet/OSI and SNA Net-

F File Transfer - Allows file transfer ween 
works. 

• . ul ti f IBM's 3270-style terminals on DEC ter-
DW 3270 Terminal Emulation - ProVJdes em a on ° 
minals and DECwindows. 

1 ~---------- k Cod • Jeffery C. Mogul Richard R. Rashid, and 
11 "Th · fi User-level Networ e ' • ' N b 1987 ee e Packet Filter: An Efficient Mechanism or . S stems Principals, Austin, Texas, ovem er , 
Micha.el H. Ace tta, • . II of the 11th Symp011ium on Operating y 
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• 3270 Data Stream_ Provides a programming interface for our _u to interact with - "A host-
based applications designed to be accessed via 3270 style temun 1 • 

• SNA Application Programming Interface - Provides a programming in rfi c for our u er to 
interact with SNA using LUO protocol. 

• ti •A 1·nte ct ·th APPC/LU6.2 - Provides a programming interface or our use ""' 
protocol. 

10.12.2 Ported IBM Interconnect Components 

Most components that may require some conversion effort include m n 
ucts. 

h 

using L 6.2 

y prod-

SNA gateway management consists of downline-loading an image for a v n ga hardware 
product, setting, reading, and changing its manageable objec once it i runmn , nd monitoring its 
operation. 

10.12.2.1 Booting the SNA Gateway 

An SNA gateway hardware product will be booted Vla the Maint.ena O ration Protocol (MOP), 
already planned as a part of the DECnet/OSI product for OZIX.. ·o addition I or will b reqwred. 

10.12.2.2 SNA Gateway Management 

The manageable entities within an S A gateway product will ha e to und tood b our network 
management utilities. Access to these manageable entitie will b a th . IP protocol, already 
planned for OZIX as part of the DECnet/OSI network managem nt imp) tion . D finitions of 
the manageable entities will have to be loaded, but the definition a ..... •"''"""'"' to ind p ndent of 
the operating system. 

10.12.2.3 SNA Gateway Monitoring 

Two monitoring applications are required and will have to be ported from 
O 

h 
These are the Common Trace Facility (CTF), which include the cap bili tot c 
activity, and SNAP, a gateway monitoring tool. 

10.12.3 Access to OZIX via SNA 

ting tems. 
gateway line 

Products planned by Digital to facilitate access to data and a li ti. fr th 
te • t · 1 PP ca on om ga way use exis mg protoco s already planned for inclusion in OZIX. Th 

ide of the 
and their 

associated protocols are: 

• Medusa (LAT) - Allows 3270 style terminals access to ·th 1B ~ 
DEC . E h e1 er . , r resources via t ernet. urc , or LAT acce to 

10.13 Application Programming Interface (API) 

Two application programming interfaces (APis) are provided to 11 0 rt la ers. 
The first form was developed at Berkeley for the BSD 4.x 

O 
~ ZIX- uppo1: d tran po ts y The 

second form was developed at AT&T for the S s per~tmg s tem an~ 1s called o e • rt 
Layer Interface (TLI). The TLI has been ad/ te~m Vr3 ~perating Y tem and 1 called the Trans17 d 
X/OPEN Transport Interface (XTI). p and slightly changed by OPE.~; it is now cal e 
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OZIX provid 
be a very thin v n 

• c as part of ~he OSF APL The socket/XTI API is designed to 

application . 1 0 
k t:8nsport interface so as to not impact performance of the 
r s implement the network transport interface, which is the 

union of 

While th 
be used i 
area for 

I cro DECnet/OSI and internet, the specification of the transport to 
th APL Th i ue of making this transparent to the caller is a potential 
dd d v lue. 

10.14 Network Security 

10.14.1 Philo ophy 

The goal for OZ 
time, there 
Therefore, OZ 

ur nd interoperable presents an interesting challenge since, at this 
d intravendor protocols that provide a reasonable level of security. 
d pproach to network security. In the first release, only a single 

network ope ting t urity label will be provided. 

Over a period of 
OZIX will pro id 

, and a ome of the expected security protocols become standardized, 
upport for multilevel network capabilities. 

10.14.2 Th Tru t d Computing Base (TCB) Boundary 
·11 not be tru ted in the first release of OZIX. However, subsequent re

th t m or II of the network software will be a part of the TCB. The network 
m of th tran port layer will be required to handle data from multiple layers 

t.ogr phic routines will have to be ~ruste~, as these routines will be moving 

The networ • n 
leases will r quir 
layer and at I t 
simultaneous! . 
data betw n two 1 J . me authentication routines will also have to be trusted. 

10.14.3 Performanc Options and TradeOffS 
Many options ·ail bl to the networking software to allow tradeoffs between security, perfor-

mance, and function lit . m of the e tradeoffs are listed below. 

• !ncluding mo c in th TCB will reduce the number of trusb ~~rt~:t!~::;:t::!~ 
mg in incr rformanc ot all network code needs to e m e ' • 
cod 'd . p • .. al th between two trusted portions of the network, then it 

e re I in a p rformance-cntic pa . 
may be included in th TCB to improve efficiency. 

• Th . . OZIX etworking are extremely restrictive. This is 
e peoficabon for the first release of n. t However not all customers require 

re · d rtifi ti n reqwremen s. , ~wre to p the government ce ca O 
. 1 t hich the network runs could become a 

this level of curit . an option, the secun~Y la;;/~ data going over the network is likely 
range of curity label , with the understandi~g a the receiving system. 
to lo e i e ct label, and have a new one assigned by 

• . . }axed for some customers, so that the user-
Addi tionally, authentication reqwrements could be _r~. protocols could be trusted, giving access 
name/pa word or soft pro information sent by ens ing 
to a wider range of target user accounts. 
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10.15 Services 

10.15.1 Authentication Services 

OZIX will implement kerberos as its authentication mechanism. Thi 
NFS to authenticate clients and servers using kerberos. 

chi • d b modifying 

Kerberos currently resides in public domain and is being imple~ ~ _ b both . 
also been presented to OSF. While kerberos will serve as th 1rutial uth nuc 
OZIX, NaC's Distributed System Security Architecture <D SA 111 n d to 
How this will be accomplished has not yet been deternuned. 

10.15.2 Name/Directory Services 

Several name services have been accepted, propo ed, or requi d to u - nd rvices 
which are part of the OZIX. strategy. These include the Internet Dom in • m • tributed 
Name Service (DNS), x.500, and the location broker for CS. 

OZIX and ULTRIX will support the integrated D S/heswd/BL 
Distributed Process Engineering(DPE). This name erver uppor D. m nti 
DECnet) and a BIND interface (as required by Internet), ther b • upportin 
developed by project Athena at MIT, is an enhanced u r interfac to I 
with the back end update characteristics of D S, will provid th 
name server will be presented to OSF by aC. 

10.15.3 Mall Services 

loped by 
wred by 
Heswd, 

o bination 
rv r. This 

Mail Services will be provided by Open Software Componen R), th common 
software group within OSG. They are developing an L400-ba _ produc th u D. • nd x.500 
directory se~ces. In addi~on, it will support Simple Mail 1ra port Protocol ( .\ITP) 
Router (MR) interfaces. This product will be common for both OZIX nd TR •. 

10.15.4 Boot Services 

Ozix will support Digital's Maintenance Operations Protocol ( 10P Th 
BOOTP, will be supported, although the method of uppo t • • • · · . . . r I a mar n 1 u to 
appropnate time. BOOTP 1s a proposed standard documented in R - 1 d l0 . BOOTP thus 
far has not been adopted by other major workstation competito uch pollo. 

An alte~ative strategy_ being investigated would be to upport th RA.RP developed 
by SUN. These extensions are commonly known as BOOTPARA..\f. 

10.16 Network Architecture Components for OZIX 
A comprehensive list of the OZIX. networkin clu 
mark those items that are still being studied ~ az: 

1
~tur~ componen 

or me US1on m OZIX. 

2 SUN is a trademark of Sun Microsystems Inc. 
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Communication Service 

• Transm1 ·on Control Protocol (TCP) 

• U er Data P) 

• Intern t Pro ) 

,:a.:u,ca11.c Protocol (ICMP) 

• Intern t m nt Protocol (IGMP) 

• Extern 1 l (EGP) 

• Routing Int rm 1 (RIP) 

• Add I (ARP) 

• TP4 ( rt) 

• ES-I 

• •Open ho th Fi t (0 PF) routing protocol 

Communication Link 

• Ethern t/I E 2.3 

IBM lnterconn ct Component 

Generic om n n : 

' DTF F1l Tran t r 

• DW 3270 Termin 1 Emul tion 

• 3270 Data tr am 

• S A Apphcation Programming Interface 

• APPC/LU6.2 

Ported Compon n : 

• Maintenanc O rations Protocol (MOP) 

Common Trace F cility (CTF) 
• 1 ( to 1 analysis tool for SNA) 

S AP · System etwork Architecture Protoco pro co 

Acee to OZIX via A; 

• Medusa (LAT) 

Appllcatlon Programming Interface (API) 

• XIOPE Transport Interface (XTI) 

• BSD socket 

Pr 
dure Call (NCS RPC) 

etwork Computer ystem Remote oce 
• S . interoperability only) 

un RPC (provid d for etwork File SyStero 
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• DNA Session, OSI Session 

File Store Services 

• 
• 
• 
• 
• 
• 

ftp (file transfer program) 

tftp (trivial file transfer program) 

rep (remote copy program) 

Network File System (NFS) 

File Transfer and Access Management (FTAM) 

DECnet/OSI Copy Program (dcp) 

Mall Services 

• Simple Mail Transfer Protocol (SMTP) 

• x.400 messaging 

Name/Directory Services 

• BIND/hesiod 

• Distributed Name Service (DNS) 

• x.500 

• location broker for DEC RPC 

Terminal Services 

• Local Area Transport (LAT) 

• TELNET 

• dlogin, rlogin (remote login), rsh (remote shell) 

• cterm 

• OSI Virtual Terminal Protocol (VTP)) 

Network Management 

• Common Management Information Protocol (CMIP), Common Management Information ervice 
(CMIS), Network Command Language CL) 

• Simple Network Management Protocol (SNMP) 

• Internet Engineering Task Force (IETF) CMIP as recommended 

Time Services 

• DTSS - Digital Time Synchronization Services (DTSS) 

• NTP - Network Time Protocol for internet 
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Boot Servlc 

0 r tion Protocol (MOP) - Digital-proprietary 

• BOOTP 

• BOOTP M 

Security Servlc 

• Kerbero 

• Digital Auth ntic ti n 

un 
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in roper bibty) 

I Plementatton Architecture 131 
Network m 





OZIX Technical Summary 

CHAPTER 11 

SYSTEM INSTALLATION AND SYSTEM DIRECTORY LAYOUT 

11.1 Introduction 

This chap 
installa • 
docume 
first int 
ture us 
installatio 
update . 

This r 
OZIX 
desi g 

Throughout th· 
installation, a 

11.2 Goals 

The goal of OZ 

• Mirumiz 

to OZIX er ion 1.0 system directory structure, system software 
lion ftware installation. These subjects are covered in the same 

in gr tion lo meet the goals of OZIX installations. This chapter 
l of OZ o w r installation and then covers the system directory struc-

1 . Th di us ion continues with a description of the system software 
dur and conclude with layered application software installations and 

d r i1 familar W1th OZIX System Administration as described in the 
· trotion O n~w (1). Additionally, familiarity with the OZIX device and storage 

ttnbu Allocation (ABA), aids the reader in understanding. 

t rm installation is used lo refer lo software installation. Hardware 

in this chapter. 

0 layout and installation are: 

in rruption when 
nware is installed or updated. 

m in · t during the installation period. 
· ted l f OZIX and layered applications because of version 

for coordina re eases o • Elimina 
depend n 

• s· l 'fy d bould not preclude customer installability. 
imp 1 th in tall tion procedure; the proce ure s . . 

Layered appli" . . . d should be non-proprietary, so that third parties and 
tion in tallabon proce ures . • • 

CUstome m th same procedures to install their applications. 

Installation of th b yatem hould take less than one hour. . . . 
• M . . h p l' inary OZIXVersion 1.0 Serviceability 

eet th prionty 1 quirements a outlined 10 t e re un 
Requirements Docum nt ( RD) (2). • 

• o.._ . . TTT TRIX third-party installation procedures • 
.. mvide comp tibility with existing Digital u.,., 

• o.._ . . tall ti lo and from oZIX • 
.. mvide r mo , l er d-applicabon ins 8 005 
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11.3 System Directory Layout 
OZIX system directory will follow the ULTRIX model as illustrated in Figure 29. 

Figure 29: OZIX System Directory Tree 

I To Be Provided During Design I 
Additionally, the directory layout will support compartmentalization of log files as requir d by the 
SRO. 

11.4 System Installation 
The primary goal of initial system software installation is the overall time to in tall. To accomplish 
this the following basic steps are used to perform an initial system installation: 

1. A minimal OZIX system is booted from the distribution media. 

2. All necessary questions are presented to the user. Questions include node name, addre , initial 
passwords, and system configuration data. On line help will be provided for all que tions and 
defaults will be applied where appropriate. 

3. Those parts of the system directory structure requiring read/write acce by the running ystem 
are created and populated. This represents less than 15% of the total data manipulation required 
for system installation. 

4. The remaining read-only data in the system directory structure reside on the di tribution media. 
This represents the remaining 85% of data manipulated by the system in tallation procedure. 

5. The minimal OZIX system used in steps 1 through 3 is terminated and the full OZIX system is 
started. The full system uses the read/write area created in step 3 above and the read-only data 
on the distribution media. 

6. At this point a full OZIX system is available for full functional use. Although performance may 
be temporarily limited by the access speed of the distribution media, the s tern operates in a 
normal fashion, obtaining read-only data from the distribution media and applying updates to 
the read/write area created in step 3 above. 

7. Since the distribution media may not have an acceptable I/0 rate, the data in the read-only 
areas on the distribution media is transferred to a "real• system directory. During this time, the 
system is still fully functional. 

8. After the data has been transferred, the distribution media is removed and sy tern operation 
continues from the real system directory. 

In general, system installation requires only one reboot of the system. Installation time is reduced to 
the amount of time it t_akes to build the read/write data on the system. The time it takes to transfer 
the read-only data, which accounts for about 85% of the data, is not included in the installation time 
since the system is fully usable while this transfer is taking place. 
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11.5 Appllc tlon In tall tlons 

In order no 
ULTRIX -
Apphcation 
inst 11 on 

In addition, 
Installation 

11 lion procedure with which applications must conform, the 
U> OZ Refer U> the ULTRIX documentation set for details. 

d1 tribution technology will not have to be modified to 

uppor t will be provided by porting the ULTRIX Remote 
TRIX documentation set for details. 

r full internationalized. If possible, some of the intemationaliza
m ti.in in the hardware. If not possible, the installation procedure 

li h, or th profil . 

. pplic tion installation is limited to that which is provided by setld 

in II lion procedure. 

11.7 Ralat d Documents 

(l ] 1. • Ditt I 

[2] T. B r, J. 
Serviceabil, R u 

Digital ConftdenUal 

nt 

.,\ dmin • tratwn Oueruiew, Version 1.0, September 27, 1989. 

t, Lie , D . . filler, T. Siebold, L. Stivers, Preliminary OZIX Version 1.0 

cu nt , Revi ion 0.9, August 4, 1989. 

I 
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CHAPTER 12 

PERFORMANCE ENGINEERING 
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. c I ov n,~ w of the instrumentation and performance analysis method
r P_rovid d to accurately characterize its performance and the per-

rfonnance instrumentation and modern analysis techniques in 
n o~ rlooked by developers. More commonly, designs are com
n 1 ob rved during their testing, steps are taken to identify 

u t.ion m market, however, a comprehensive performance strategy 
t.h gtnning of the oftware design, rather than after the fact. Produc-

uir comp h n ive instrumentation and performance analysis in order to 
n n ry lo n ble effective capacity planning, configuration management, 

rf orm nc ch racterization, and to support transaction processing in general. 

for integrating performance analysis into the earliest phases 
II ~ nd into OZIX specifically. This chapter provides some background 

hodologi , nd then describes OZIX instrumentation and data collection. 
rformance characterization tools for OZ!X, and the OZIX modeling 

12'3 OZIX Performance Engineering Goals 
~ Perfo cal i to en un, that OZIX exhibits leadership perlormance when 
tne/"'ed mparable functionality and robustness. Our role is to define the 
goatcs, d · and tools, and support the designers in the achievement of this 

· pe into the following set of goals: 

1• To 
pro · Independent Software Vendors (ISVs), and end users with the set 

of 1 ade u'.wnentation e,-vlces necessary to analyze and improve system and 

appbca 
2' E tabli h - clear and valid performance measurements that illuminatE: the differ-

~nc in b tw en OZiX-ba.sed systems and other systems whose ope,ating system 

of comp . 

3, To develo I d • • • t t P a er hip capacity pJanrung s ra egy. 
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12.4 OZIX Performance Methodologies 
OZIX rl ·11 be mea ured and ch ractenzed. This section provides an overview of how pe ormance Wl 

12.4.1 Workload Characterization 

In order to assess OZIX component performance we need to have on hand et of tandard w~~kloads 
with which we will study the contribution ratios of OZIX and OZIX compon nt , and th qwlibnum 
kinetics of OZIX-based systems. 

We propose, initially, to acquire the following workloads (and benchmar ): 

• The USAA, DuPont, Batelle, and Citibank workloads 

These workloads were chosen because of the detail in which the ar d cri d nd th ir com
mercial nature. These workloads are sufficiently different, peciall in th ir O ch racteri ticst 
as to constitute a broad suite of complementary workloads. 

• The Debit/Credit, Warehouse Inventory Control C), and GE 

These Benchmarks are of little design interest to engineering. The comm nd high level of 
interest to the corporation because, for better or wor e, custome mak buyin d ci ion ha ed 
on the results of these benchmarks. 

Using these workloads and benchmarks, we will apply the methodology d lop for th eatable 
weighted application test (SWAT) kernels to generate synthetic and param rizabl performance 
kernels. The SWAT kernels are composed of two sets of kernel : The fir t i a ui of ome 25+ 
synthetic routines, each of which is designed to exercise a specific attribute of computer' CPU 
and memory complex. The second is a set of computational kernels deri d from 5 diffi r nt user 
applications. By running each suite, data is produced that may then be analyz to d tennine those 
computer attributes that correlate most closely with application kernel performance. chnically, the 
methodology used to establish the sensitivity and correlation matrices, i g neral lin r 1 t qua res 
analysis using singular value decomposition. This approach will enable us to mo emulate 
a customer's computing environment; The load imposed by the customer' usage p on their 
systems. 

As OZIX evolves, this approach should allow us to spend more time characterizing the p rf ormance 
of OZIX and less time acquiring and running workloads. 

12.5 OZIX Instrumentation and Data Collection 
12.5.1 Overview 

The extent to which designers and users are able to critically evaluate the y tern p rformance of 
OZIX-based systems,_ and the extent to which such evaluations lead to meaningful and accurate 
meas~ement~, constitutes a powe~ incentive to prefer OZIX-ba ed tern over the competition. 
To achieve this, OZIX. needs a consistent, low-overhead, and comprehensive set of in trumentation 
and data collection services t~t applicatio":' and system software can employ to thi end. To ensure 
that OZIX meets these reqIDrements we will establish a consistent poli fi • t enting OZIX 

d · t · 1 . cy or m rum 
an its componen s, 1.e., an n.strumen.~tion. Archit,ecture. We will design a data collection faolity, 
a low-level software component, that will enable the s tem to coll t t d ystem-wide 
data! the data collection facility will conform to the entitY, manageme: a::r:c~:e ~. {A) to provide 
consistency of access. 

:j: Specifically, transfer size, request rate, physical locality, and file 
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Thde instrumli ntation arclutecture must support two data collection methodologies-Event detection 
an samp ng. 

12.5.2 Event Detection 

~ euent 1s ch n~ in n obj ct's state. Euent detection is the process of dispatching and recording 
information r rding v n .1. Thus, event detection is a technique to be used when it is necessary 
to know qu n of v n or the exact number of their occurrence over a given interval of time. 
Most capaot p} nning applications, for example, use event collection to produce performance and 
utilizabon tr c to driv mode} of the system in order to predict future requirements. 

OZIX will mplo oftware probes for event detection. A software probe is a recording routine dis-
patched upon th curr nc of an event. A hook is inserted into the code at a point such that when 
the event occ control is transferred to the probe. After recording the event, and possibly other 
information, control i r turn d. 

OZIX must h v v nt d t tion capability carefully integrated into its component designs. If event 
detection is not d judioously, or if the software probes are not placed with great care, system per-
formance can b t1 d grad d. oreover, OZIX system management will be employed to control 
selection of v nt coll ction. Tog ther these attributes ensure that event detection is implemented 
with th 1 t co t to p rfonn nee and access to event detection services is consistent. 

12.5.3 Sampling 

Sampling i tati ti } t hnique u able whenever the measurement of all the data characterizing a 
set of people, obj ct , rate , or events is impossible, impractical, or too expensive. At regular intervals 
system- and/or compon nt- pecific counters are read. Sampling is commonly used to observe rates 
and frequency of ven . It is also used to obtain a snapshot of the current state ~f _the system at 
some particular point in time (1.e. number of users, amount of free memory remrumng, etc)_. The 
process of d ta coll ction by mpling causes less disturbance to the sy~tem then even~ detection by 
software. It i 1 accurate then event detection, but can be made sufficiently accurate 1f the samples 

collected ar nably large. 
Sampling i u d to mea ure the fractions of a given time interval eac~ system com~onent spen~ in 
its various tate . The data collected during the measurement is subJect to analysis to det_ermme 
what happened during the interval, in what ratios the various events occurred, and how the different 

tYPes of activity were related to each other. 

12-5.4 OZJX Instrumentation Data Collectlon Faclllty 
Th ozrx C ll f F ·lity JDCF is responsible for collecting performance 

e In trumentat1on Data o ec 10n ao CF .11 •de data drawn from various levels of 
and utilization data maintained by OZIX. The ID ~ provi . 
the system. Data collected by the IDCF will be categonzed as follows. 

• Subsystem-speafic data 

• OZIX-specific data 

• 
• 

Digital-speofic data 1 

Distributed-system specific data 

1-::----------- . t The process of event detection is co=only referred 
Th · . . _ , __ kn wn as a trace poin • 

e POUlt at which an event 11 detected Ill au,u 
0 

to aa tra • I/0 tisti' 
1 . . ~ . . . . ·ta1 hardware or software. For example, Disk sta cs 

Digital ■pecific infomabon pertains to apeci1ic Digi 
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Th IDCF conforms to the common collection facility architecture being developed for all three of 
Di e·ta1• t· stems Tn "'RIX, VMS and OZIX. This will enable third-party vendors, IS s and gI s opera mg sy , u.u.1. , . 
other groups in Digital to provide tools for understanding ~stributed_ system perfo~ance, d~narruc 
load balancing, system configuration and distributed capaoty plan.rung. For more information see 
the OZIX Instrumentation Collector Functional Specification. 

12.5.5 OZIX Instrumentation Services 

As part of the instrumentation architecture OZIX will provide services for control of, and access 
to OZIX instrumentation. The instrumentation services will conform to and employ OZIX ystem 
m~agement. The instrumentation services will satisfy the DECxTP instrumentation requirements 
and will provide the foundation for the OZIX capacity planning strategy. 

An example of some of the instrumentation services provided by OZIX: 

• Access and control of counters for sampling (real-time) information 

• The registration of probes for event detection 

• Activation and deactivation of probes 

12.5.6 OZIX Instrumentation Architecture 

The following figure illustrates a conceptual, high-level overview of the OZIX instrumentation archi
tecture. 

The instrumentation architecture specifies the flow of data from the lowest levels of the OZIX system 
via manageable entities to the user. From a functional perspective the components are: 

• The Management entities are instrumented components whose instrumentation i pecified by 
their designer according to the OZIX Instrumentation Guide for Developers. 

• 

• 

• 

• 

• 

The EMA backbone (including the Event Dispatcher) provides access to the instrumentation 
provided by the manageable entities. 

The OZIX Integrated Data Collection Facility (aka Data Collector) is responsible for collecting 
the data from the manageable entities. 

The Common Collector is an abstraction that provides a uniform mechanism by which to ac
cess operating system instrumentation. The services will be uniform aero s multiple operating 
systems (e.g., VMS, OZIX, ULTRIX, and OSF/1). 

Various data analysis and resource utilization applications can make use of the information 
collected by the Common Collector. 

The Presentation Management layer provides a set of presentation services (e.g., graphical vi
sualization) to the user. 

The Performan_ce Group is ~ork:ing wi~h representatives from VMS, ULTRIX, and DECcp, among 
others, to proV1de a mechamsm by which performance and other data can be presented uniformly 
across a distributed, heterogeneous environment. Currently, the Common Collector will be supported 
by OZIX, ULTRIX, VMS, and OF/?. 
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Figure 30: Th OZJX Instrumentation Architecture 
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Figure 31: Th Common Collector Faclllty 
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The OZIX instrumentation collector and the common collector will be designed in accordance to the 
OZIX B2 security guidelines. 

12.6 OZIX Performance Characterization Tools 
Initially OZIX will have a set of traditional UNIX utilities and commands including profilers and 
timing utilities, as well as tools that capture and present resource utilization info1:13ation. Un~ke 
UNIX, however, OZIX will incorporate a data collection strategy denved from an instrumentation 
architecture. This will enable Digital, third-party vendors, and even end users to build much better 
performance tools than are enjoyed by users and managers of other UNIX-based systems. Using 
this approach, we will be in a much stronger position to encourage and motivate the development 
of more comprehensive resource utilization monitors, sophisticated system management tools, and 
more accurate capacity planning applications. These, among others, fulfill critical requirements for 
success in the commercial production markets targeted by Digital for OZIX-ba ed ystems. 

12.6.1 System Performance Characterization Tools 

UNIX and its derivative operating systems offer a minimalist approach to providing tools to obtain 
system characterization measures. While the first release of OZIX will provide an identical set of 
commands and utilities, over time OZIX developers and users will be able to exploit the extensive 
instrumentation inherent in its design to produce a rich set of capabilities with which to measure 
system performance. 

The problem with traditional approaches to measuring the system performance of -based sys
tems is that there is no underlying policy governing the gathering of performance statistics. The tools 
(e.g., vmstat, netstat, etc.,) developed to extract these statistics are inconsistent, often incomplete, 
and inadequately understood in terms of the extent to which they affect the measurements them
selves. They do not tell the user where the performance problem in the system is. It is left up to the 
user to run a collection of these tools and then make the determination as to where the performance 
problem exists. 

OZIX, by contrast, will have a designed-in instrumentation strategy. This will help to ensure that 
the tools developed by Digital, ISVs, and end-users are consistent and meaningful. In addition, we 
will work with DECxTP to develop reporting and analysis tools which use advanced visualization 
techniques that will enable the user to diagnose and correct performance problems. 'lb ensure com
patibility with UNIX and its derivatives we will also provide the standard UNIX system activity tools 
and other standard functionality (e.g., vmstat, netstat, fstat, sa• etc.,). 

In order to characterize a components contribution to system performance it must be instrumented. 
OZIX, and its components will be highly instrumented for this purpose. Moreover, the instrumen
tation will conform to an overall architecture that will make data collection consistent across OZIX
based systems and its components. In addition, and as indicated earlier the IDCF will be provided. 
The ins~rumentation architecture and the IDCF which uses it will enable' us to develop new and more 
appropnate tools for component performance characterization. Concurrent with the development of 
the instrumentation architecture and the design of the IDCF, we will produce a supporting document, 
OZIX Instrumentation Guide for develcpers. 

12.6.2 Component Performance Characterization Tools 
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n of a component under evaluation (CUE), only an analysis of 
..., ilh a detailed knowledge of its execution profile (see below) can 
nd yst m performance. For example, a CUE may execute in N 
p d time may be 10 times that, however, because it spends time 

oth r compon nts. One of the problems with "UNIX" PC sampling is 
not ob ·n in uch a way as to indicate to the developer what the system 
a wa1ti . OZIX will provide services that will help a software developer 

i p nding ita time, or what resources are being held, while a CUE is 
tion to d veloper wanting to enhance performance. 

12.6.2.2 Ex cutlon Proflllng 

An ,I i d "led time-ordered record of events detected during its execution. 
,ci nt ford ign optimization might contain: 

• In tru ti ~ n n h , fr qu ncies, basic blocks 

• El 

• 
• C 
• 

• Lock 
D vi 

Genera • 
overall 

Overt 
tation, 
provid 
velope 
to gene 

mp , acquired/released, etc. 

. Fr u ncy, ize, read or write, etc. 

. cessary step in determining its impact on 
rofil of a component is a ne 

• 'd such services and support (e.g., documen-
n ce s~:ra~:o;~led execution profiles. Accordingly we will 

pers to ge ~ OZIX designers and other OZIX software de
tools nece~sary or te performance. The services necessary 

component's impact on sys. m . 
d tho e which we will proVIde are. 

• Gen ral nt tion and collection 

In situ b ic bloc 

on-inv 1v I truction tracing 

In situ O tracing 
• Cycle counting 

12•6.2.3 Coverage 

Coverage anal i allo 
developer to identif d 
block coverag of both 
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12.6.3 lnltlal Pertormance Characterization Tools 

As previously stated OZIX will initially support the traditional UNIX _tools. These tools ~e. used by 
system administrators to determine how the OZIX system is perform.mg, by system admm1strators 
and software developers to determine a components contribution to syste~ performanc~ and by _soff
ware developers to characterize their components performance and to provide coverage information . 
OZIX will initially provide the following tools: 

• System characterization tools (these tools are also used in determining a components contribution 
to system performance) 

• SA* - System activity reporting tools 

• ipcs,pstat, vmstat,iostat,netstat - interprocess communication,system, virtual memory, I/O 
and network statistics 

• Instrumentation services - To provide control and access to OZIX instrumentation. (These 
are defined in the (OZIX Performance Architecture Guide) 

• Component characterization tools 

• Pixie, pixstats - Pixie instruments a component, pix.stats reports the results 

• Prof - PC sampling and coverage reporting tool 

• Time - timing information 

• ps - process status 

These, among others, constitute the basic services necessary to obtain overall system utilization 
and computational capacity information - so vital for system management and capacity planning 
functionality. The quality of these tools will depend heavily on the instrumentation services provided 
by OZIX which is precisely why they are being incorporated as a part of its basic design. As it 
is the integration of instrumentation services and system tools that are traditionally referred to as 
software monitors, a key part of the OZIX strategy will be to work with third-party vendors to develop 
such monitors; perhaps with advanced visualization techniques that will enable even non-experts to 
characterize and manage system performance. 

All the performance tools produced by the OZIX performance group will conform to the OZIX inter
nationalization guidelines. Any new tools that require a command line or shell interface will conform 
to the OZIX command & shell style guidelines. 

12.6.4 Capacity Plannlng 

Capacity planning is the process of predicting and planning computing resources to meet business 
growth requirements or anticipated needs. OZIX will have an industry leading capacity planning 
strategy. That strategy is based explicitly on providing a leadership operating system for capac
ity planning applications. Leadership means that the OZIX services provided to capacity planning 
applications meet all of their instrumentation requirements. Moreover, for OZIX to be considered 
leadership in this area the capacity planning applications that run on OZIX must produce more ac
curate and more useful results than applications running on other operating systems. The quality of 
these particular applications and the value OZIX customers place on them are the final measure of 
leadership in this area. 

1 A component is some executable code (i.e. a program, an OZIX subsystem or shared library). 
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in providing a capacity planning application, and how OZIX will meet 

h fir t,. and i~ some ways, the most important requirement in 
IDCF will proV1de capacity planning applications a comprehensive 
to conduct event detection and other relevant statistics . 

hm c p city planning application make little use of operating system 
, tho h, that the data collected via the operating system's instrumen-

to b tr cted into workloads that are meaningful (and valid) to the 

m 
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rd y", ~number of terminals supported", and so forth. 

n ated (usually employing a combination of simulation tech
ue for speed) and validated against the utilization data 
. The anticipated workload is then parameterized and 
ed to extrapolate to a new configuration. 

p city planner. The accuracy of the model is the principal 
t p city planning tools on the market today are accurate plus 

1 to be accurate to within 20%. 

'll ba d on transaction response time and/or system throughput 
nticipa d system load. For example, if the enterprise anticipates 
b 20 per year over the next five years what additional capacity 
• to purcha e in order to maintain existing levels of performance? 
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Simulators are particularly useful for component performance characterization. A simulator 
is simply an abstraction of the hardware architecture implemented in software. Its principal 
advantages are, but not limited to: 

• It can execute code in advance of the existence of real hardware.7 This allows critical 
component performance studies to be conducted early in advance of the design and test 
phase of OZIX. 

• Performance collection within a simulator is non-invasive. This means that a component un
der evaluation does not necessarily have to be instrumented in order to collect measurement 
data. Therefor the CUE runs as it would in a real environment. 

• A simulator may be designed to produce performance statistics not practical in a real en
vironment or without various types of hardware monitors (i.e., cache and/or bus monitors, 
instruction counts, cycle counts etc). 

We will provide simulator support for OZIX developers by extending and/or redesigning existing 
simulators (e.g., Sable). This will be particularly important to developers worlcing on early 
baselevel components. 

2. Process-oriented Simulation 

Simulations are useful to OZIX developers for characterizing system performance (throughput, 
response time, etc.,) as a function of operating system design. A process-oriented performance 
simulation is a software program in which processes are created which make requests of other 
processes (e.g., OZIX components) and/or hardware platform components (models of the CPU, 
memory subsystem, etc.) for resources, scheduling, and other services. 

We are prepared to provide and support process-oriented simulation programs, tools, or support 
that focuses explicitly on network and I/0 performance problems. 

12.7.1 OZIX Modeling Goals 

Our overall goal is to provide modeling tools, services, and support to OZIX component and system 
designers. This overall goal is our way of serving a shared overarching goal, i.e., to insure that OZIX 
achieves the very highest performance that technology, product constraints, and engineering skill is 
able to deliver. 

The goals of our modeling effort are: 

• 'lb enable the characterization of the performance of individual OZIX subsystems and the OZIX 
executive without the need for actual hardware. ' 

• 'lb enable the characterization of the performance of OZIX as a function of the underlying hard
ware architecture. 

12.7.2 OZIX Modeling Strategy 

For high level OZIX performance studies, we will design a simulation model of the OZIX executive. 
This model may be designed from existing models when one exists to do the job (i.e. a network model). 
Initially we will use this tool study such questions as: 

• 
• 

System performance prediction as a function of the layout of executive subsystems . 

System performance _Prediction as a function of I/0 software design and the underlying I/0 
component configuration. 

7 A compiler capable of generating target hardware instructions is of co"-A · d. 
• - °"'• reqUU'e 
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n p iction function of network interconnection and flow-control strate-

ritt n in C, will employ the CSIM run time library. 

tudi requiring the explicit execution of subsystem code, we pro
rchi lural simulator. The simulator will provide an execution 

tion of subsystem performance (as well as program develop
ry, nd portability). The simulator will provide the following 

t nd ch l oul 

ing 

t.ion 

irnin (vi c cl counting) 
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' 
nd other commonly used UNIX tools. 

c n true 
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CHAPTER 13 

SOFTWARE QUALITY AND TESTING STRATEGY 

13.1 Overvl w 

Thi ch p r 

• 

• 

• 

0 

T 
th 

13.1.1 Motivation 

The produc 
tand rda ( 

be ti 
desi in 

th qu lit ' and te ting strategies and the role the component plays in the 

m n , goals and nongoals behind the extensive and aggressive software 

n u w re building a quality product 
p biliti that must be delivered by various engineering groups to support 

tin trat gies 

ZIX d •mand that the system provide 7x24 availability, conform to industry 
F, fOPF.. ·, etc.), and be extremely reliable, secure, and robust in order to 
prod ct1on ystems marketplace. Quality, reliability, and security must be 

ddition to thorough testing of the completed system for the necessary 

leve 
In d finin ng tr for the system, we have attempted, where possible, to utilize com-
ponent t th t provide the greatest couerage for the lowest cost. This chapter defines a 
compo ite tra , p cifying a variety of testing techniques and tools to be employed to 

obtain th bl , robu t, error-free products required. 
A thorough, tern allows us to make corrections or enhancements to the system and 

sub equ ntly ystem against the updated software: 

• To en ure that no ex:i ting functions were broken as a result of the change 

• To permit d lopment of new tests to cover the changes for future development 

• a r ion te t to en ure that the same problem isn't reintroduced into the system in the 

future 

13· 1 ·2 Software Quality and Testing Strategy Requirements 

The quality and t ting strategy depends on: • oft d · d. 
1 

tati' which are high-quality, well-engineered and well-integrated 
ware e 1gns an imp emen ons 

With 

• 
11 

· d designs we waste precious resources tracking down 

1 out well-mtegrated we -engineere ' • d • d • lo · d • . ' . th t hould have been caught dunng the es1gn an 1mple-
gic, 1gn and integration errors a s 

mentation proces es. 
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• Testing methodologies and tools to: 

verify that the designs are implemented as specified 

verify where possible that all erroneous inputs and data, singly or in combination, are 
detected and handled properly 

exercise and load the system to determine the interactions of components and the effects on 
the system of depleting resources 

13.1.3 Software Quallty and Testing Strategy Goals 

The goals of the quality and testing strategy are to: 

• Identify methodologies and procedures to introduce quality, reliability, security, usability, and 
maintainability into the system before implementation and testing is begun 

• Define methodologies, tools and guidance for developers building and executing test sets 

• Build test systems which: 

Confirm that the system behaves correctly under specified and adverse circumstances 

Provide a structure into which unit test procedures, error verification procedures, and so on 
can be easily added 

Eliminate the reoccurrence of "fixed" problems through regression tests 

• Provide a measurement of the code coverage attained by the test system 

• Provide a method to track bugs and fixes, and to enhance the test suite to prevent the same bug 
from being reintroduced into the system 

System testing is an ongoing activity, not a point event. The testing strategy must provide plans for 
the life cycle of OZIX. 

13.2 Software Quality and Testing Strategy Components 

The components of the software quality and testing strategy are described in the following sections. 

13.2.1 System Specifications 

The design of OZIX is being done in a formalized manner, with the end result being a functional 
specification, an interface specification and a detailed design specification for each component of the 
system. 

The formats for all of these documents and the document review process is outlined in the OZIX 
Software Development Procedures. The following paragraphs summarize the documents and their 
review procedures. 

The functional specification is a high level summary of the component functionality. The functions 
it describes will map to the interface specification for details, to the detailed design specification for 
implementation, and to the code for function performance. 

After the functional specification for a component has been completed, it must pass two reviews. The 
area review (performed by a designated team of developers known as area reviewers) determines if 
the specification fits within the overall vision for the project, delivers the required capabilities, and 
is complete. 
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rf orm ?Y team ~embers, area members, and members from other areas. 
for I technical content, completeness, and quality of the interfaces 

primary review, it is put under change control and is made 

stem component describes all external interfaces to the compo
tructure are also documented. Using this information, developers 

bl lo sue fully write code that invokes this component. 

t p s one review which may be combined with the detailed design 
oj ct leader. 

ifi tion for component contains the logical module designs. This chapter 
m for d ign validity and completeness, and put under change control. 

proj ct am during the implementation phase to produce the code for the 
It i 1 o valuable during project maintenance, for training of new project 
r documentation, and for communicating the design to external groups. 

Producin t , in rt ce nd detailed design specifications is an enormous amount of work. 
Ho r, th thi ffort far exc ed the effort invested: 

• 

• 

• 

• 

• 
• 

Th com 
coh r n 

Th d 

Ov r tim 
form 1 d 

i n pecification and review process help ensure the quality, consistency, 

, nd thoroughness of the design 
u d to build white box tests for integration testing and base level 

mpon n 

b a
re brought into the software group, they are able to read a 

m mem r h d • b tedi 1 
cribing the system, rather than being forced to learnt e es1gn y ous y 

re ding t . 
Th doc n u d b layered product developers to gain a deeper understanding of the 

tem, r th n ed for interaction with members of the OZIX development team 

The docu n b u d to maintain the code and to aid in design of future releases of OZIX 

The docum n c n u d for the development of training materials for product support 

13,2.2 Code Revl ws • . t ensure that the code is of the highest quality, 
As the d elopm nt wor turn to coding, we_ mu~ h this will be accomplished is via code reviews. 
and i con • tent cro the product. One way _in w ~ details and pointers to other documents on 
The following p ra aph ummarize code review~ ~:pment Procedures. 
code r vi b found in the OZIX Software eue • . • hange among developers. It 1s also a good 
A code revi w i a good mechanism for informatio~ e~: close to the code to see. The earlier a bug 
~ethod to catch subtle bugs that a developer may e 
is caught, the le e p n ive it is to fix. 

The goals of a cod review are to check: 

• 
• 
• 

Adherence to coding standards 

Correct olution of the problem 

Correspondence of code to design 
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• Correct use of language features 

• Maintainability of the code 

• Understandability of the code 

• Efficiency of the code 

The coding standards for the code developed on this project are defined in the OZIX aming Stan
dards and C Coding Conventions document. 

Although it is ideal to have every line of new code reviewed, it is usually impossible to do so. All 
code which makes up the trusted computing base (TCB) for B2 security must be reviewed. Interface 
routines, asynchronous routines, frequently called routines, exception handlers, time critical routines, 
hardware error routines, and complex routines should be reviewed. It is up to the project leader to 
determine which code will be reviewed if all the code cannot be reviewed. Complex routines should 
be walked through line by line to detect logic or coding errors. 

Enhancements made to ported code should also be reviewed. The project leader and developer decide 
on the amount of code needed for the review to provide adequate context for the enhancements. 
Enhancements to ported code should follow the style of the original code unless a new module is 
created. In this case the code in the new module should follow the OZIX Naming Standards and. C 
Coding Conventions as much as possible. 

13.2.2.1 Benefits 

Effective code reviews done early in the development process promote a higher quality product by: 

• Pinpointing problematic code 

• Ensuring that all code is developed using the same coding style. This promotes more readable 
software, and over the long term, aids in reducing maintenance costs. 

• Providing a better understanding of effective coding constructs 

• Providing a review of the validity of the implementation and correspondence with the design 

• Familiarizing developers other than the author of the module with the code 

• Providing feedback to other developers, and potentially, the compiler group 

• Detecting algorithmic errors in complex modules at earlier stages of development, reducing time 
lost later in the project 

13.2.3 Unit and Integration Testing 

Developers are responsible for the unit testing of components and testing the integration of compo
nents. The purpose of this testing is to give the developer and project leader reasonable assurance 
that the implementation is error free. 

The Software Test Team develops templates for unit tests and routines to generate reusable test cases 
to assist the developers in writing comprehensive unit tests for their code. 

The test cases are developed using equiualence partitioning and boundary value analysis to ensure 
the greatest test coverage at the least overall cost. These test selection methods are described in 
detail in G. J. Meyers' The Art of Software 'Jesting. Test cases are structured to detect sensitivities 
in parameter presence, range of legality, and combinations of problems. 
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t m or : 
o th ium of building the test framework, allowing them to concen-

full llov.;ng more tests to be built 

n ibl tructured framework on which a complete unit test system can 

OZI E cutive code (nub and executive subsystems) by both the devel
m. Tool used for building unit tests are utilitized for building base 

Lion ts for the executive become part of the base level regression 

w I an iterative process that involves constructing the tests, evaluating 
bl m found, and enhancing the test suite for additional coverage. Tests 

1 ,. 1 to t t all new functionality added to the executive for that base 

Tim ia din ch 
m build to permit execution and verification of the base level test suite. 

13.2.4.1 B n fits 

The te ting o z utiv code: 
u · v code more thoroughly than can be done at a higher level 

• 
• 
• 

Ex rci 

Provid 
than tests executed at user mode 

r cov r 
rli r than normal in the development cycle of the system 

13·2·4,2 Nub Routines Test Suites Te t sui . d t h uh outines. System level hooks are used in combination 
with d b 

10 
d velope . orult e n to run these tests before application level functionality is 

e g and hardware m ators r 
availabl on the y tem. Te ta fo . . . 

9 
.,. developed using hoth wbite box and black box ap• 

r the ex ut1ve interface routine ·tte to cover as many code paths as possible. 
proache . The code i amined and the te5ts are ~ n • 
Boundary condition and error handling are stressed 

10 
particular. Si . dd d t each baselevel, the tests are also appropriately 

nee routin change and new ones are a e a 
modified by the developers and the Software TeS

t 
Team, 
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13.2.4.3 Executive Subsystem Tests 

Subsystem tests are written by the developers with assistance from the Softw~ Test Team. Th~se 
are developed using both white box and black box approaches. A method to simulate e~r which 
are not easily generated for testing is being investigated to assist in the thorough testing of error 
paths in the subsystem. 

All security testing, device-related error testing and any required fault insertion i performed by t~e 
developer. Where possible, tests are added to the regression test suite. The oftware Te t Team 1s 
working with the appropriate groups to develop a detailed strategy in this area. 

13.2.5 Appllcatlon Level Testing 

Application level testing involves testing oftheAPI and application subsystem including commands, 
utilities, system services, and library routines. Porting the ULTRIX Thst ExecutLue (UTE) to OZIX for 
this testing is being investigated. Test suites developed by UEG for ULTRIX ar modified for testing 
OZIX specific features as necessary. We are investigating the feasibility of modifying the PO IX 
conformance tests to run under UTE. 

13.2.5.1 Benefits 

The user mode test suites: 

• Promote building a maintainable, extensible highly-structured suite of test for runtime routines 

• Automatically test ported code, because the tests for this code will also be ported 

• Share testing code with the ULTRIX/OSF group 

13.2.5.2 Commands and Utilities Test Suite 

A test suite is being developed to test the commands and utilities available on OZIX. The te t uite is 
based on the UTE commands test suite with modifications and enhancements made for OZIX pecific 
features. 

13.2.5.3 API Subsystem and Library Test Suite 

Outside of the normal unit and integration testing done for these components, a te t suite is being 
developed to test the external interfaces to OZIX. This test suite is based on the UTE system ervices 
and functions test suites with modifications and enhancements made for OZIX-speofic features. 

13.2.5.4 DECwlndows/Xwlndows Test Suite 

Currently an Xlib validation suites exists for ULTRIX, but no automated procedures exist for captur
ing and comparing screen images. An OSF version of DEC / 'lest Manager (DTM) i planned for the 
same time frame as OZIX FRS, but it will not be available during most of the OZIX development. 
A method to record an~ playback user input on ~11 types of workstations is in the proce of being 
~eveloped ~y OSG. This tool (c~ntly named Xigor) depends on the Xtrap server extension being 
installed with the Xserver. The sen pt files generated by Xigor are planned to be in the same format as 
need~ by the OSF version ~f DTM making it a viable tool to use during OZIX development although 
we will have to add screen image capture and comparison to it. 
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13.2.5.5 AIA Routine Test Suite 

A w 

B 

for 11 OZ rted AlA • uppo routines is being developed to run under UTE. 

Lev I A gresslon Testing 

:db in 1 v I_ of the system immediately after it is built. These tests are a 
b 1 r tio~ t~ ts from ~arious components, user mode tests, and system 

1 bwld 18 not considered ready for general use until all tests complete 

r ~ only after an initial stable base level has been developed and tested 
t1on t for the OZIX executive. 

13.2.6.1 

The 

• 

B 

ting are: 

t m build 

• m integration problems 

• b 1 oft.ware 

13,2.7 Probl m Tr eking 
tarbng "th b ion testing and continuing throughout product development and de-

liv ry, all b r t c ed u ing a problem reporting system which is expected to be integrated 
with th proj n • rorunent, if at all possible. If the bug was not identified through testing, 

th n, if P ibl , t i dded to the test suite to ensure that the bug doesn't reoccur. The corre-
spond nc b tw n th bug report, the bug fix in the code, and the test are maintained. Changes 
to docum n tion d code (whether they result from bugs or not) must be done via that change 
propo l m ch ni m d cribed in the OZIX Software Development Procedures. 

13-2.7.1 Benefits 

Problem tracking: 

• Id ntifi hat problem have been fixed and which still exist 

• Builds a bet r r gre ion test suite 

• En ur that fi ed bugs do not reoccur 

13,2.8 Test System Coverage Analysis 
In order to venfy the effectiveness of the test system coverage, we must be able to determine the extent 
of the y tern code exercised by the test system. The profiling tools developed by the performance 

group will be used when possible. 
The oft.ware Test Team analyzes the coverage information obtained duri~g the execu~ion of the full 
~st y tern. They then develop a prioritized list of untested code paths which are candidates for fault 
insertion te ting, or determine what automatic test can be developed to cover the paths. 

The goal is to use the test system to exercise 80% of the code. 
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13.2.9 Full-time and Stand-alone Usage of the System 

As soon as the developing system is capable, software system builds, other test suites, and application 
suites are run frequently on in-house development systems in order to maximize system usage and 
to determine system behavior when running with little idle time. We anticipate that this load should 
exercise the system and provide beneficial feedback without affecting users very much. 

A moderate amount of testing is necessary on dedicated machines for areas such as power failure, 
hardware errors, system crashes, low-level system debugging, system and configuration management, 
etc. This testing is scheduled and users have access to stand-alone machines for this purpose in order 
not to impact users on development systems or be impacted by system activity. 

13.2.1 o OZJX System Installation Verification Procedure 

The OZIX system installation verification procedure (IVP) is a required component of the software 
kit. It is executed as part of the system installation procedure to ensure that the system has been 
properly installed and consists of the System Exerciser running under the On-line Diagnostic Monitor 
(see Section 13.2.21) and a selected subset of software tests. 

13.2.1 O .1 Benefits 

The software IVP: 

• Reduces support costs by ensuring that a correct installation was accomplished 

• Increases the probability that the installation will be trouble-free 

• Provides a product acceptance test 

13.2.11 Fleld Test 

Field test is the engineering development process by which the total hardware/software/support sys
tem is exercised. It provides a generally friendly environment in which the system is utilized heavily 
in a nonproduction mode to shake out problems not detected or impossible to shake out in the in
house environments. Field test sites are selected based on criteria specified by eng:meering, to fulfill 
specific needs such as applications used, hardware environment, and so on. 

Field test is an engineering activity. It is not intended for marketing or sales use. It is not a 
mechanism by which early systems can be placed into customer installations, unless this placement 
serves the needs of engineering. 

Preliminary field test requirements and plans will be issued as part of the Phase 1 documentation. 

The feedback loop, typically through a Quality Assurance Report (QAR) system, will be implemented 
such that there is no additional time or levels of bureaucracy introduced between the submission of 
the problem report and its receipt by engineering, permitting engineering to respond promptly to the 
reports. 

13.2.12 Software Documentation Testing 

We must ensure that the software documentation accurately and completely describes the soft
ware/hardware product that is shipped. This is done by extensive review of the documentation 
by the engineering group, by internal users, and by our field test sites. It is planned that several of 
the field test sites will be contacted during field test to determine the accuracy and usefulness of the 
documentation. 
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for ensuring that their manual • ngin rs Each ual h s have an effective review and 
con nt and techrtlcal sign~~ as a key developer responsible for the 

13.2.13 d ~ ting and Subsystem Interaction 

fining the operating 1 d r i d 1 enve opes_ an performance ranges of the sys-
~ to . oad the system m a controlled manner. Subs stem 

multiple copies of the same tests for various applications. Y 

13.2.14 Conflgur tlon ~ ting 

Th ft t ble for determining the minimwn hardware configuration for 
d on ome reasonable number of other configurations, some oz . 11 z 

of wh.ich 

13.2.15 

13.2.17 

The 

N twork ~ sting 

un 
th 

. ting i done in unit/integration testing and in testing applications 
It I expected that TCP and DECnet certification will be performed by 

Int rop r blllty Testing 
n OZIX nd other systems (Workstations, VMS, ULTRIX) will be tested by the 

in rop r bility test plan is being developed. 

Sy t m Management Testing 
of cone m for y tern fanagement testing. The first is testing the DECwindows 

m a a.Hable in the future for DECwindows testing (see Section 13.2.5.4). 
tern Management design involves managing multiple machines. There are 

ccomplish distributed testing. 

13,2.18 Conformance. Compllance Testing 
Conforman compli n te t uites are being run for POSIX 1003.1 and 1003.2, OSF, X/OPEN XPG3, 
AN I C, Motif, ib and ; F . All of these test suites are being provided by outside organizations. It is 
exp cted tha th developm nt groups for SCS, MSCP, and LA:T will o?tain any in_ternal conformance 
te t~ for th . The Soft.ware Test Team provides help m runrung of tests 1f needed. Network 

certification is discus ed in ection 13.2.15. 

13•2· 19 Usablllty Testing 
Usability te ting 

19 
performed on components which are p~viding a user ~nterface (System Manage-

ment, On-line Diagno tic Monitor System Exerciser, On-line Documentation, Messages). A separate 

usability plan is being developed.' 
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13.2.20 B2 Certification 

OZIX Vl.0 will not be B2 certified, but should not preclude certification. OZIX 2.0 or some release 
between Vl.O and V2.0 will be certified. Testing for OZIX Vl.0 takes security into account and is 
performed with the goal of having to duplicate as little as possible during B2 certification. The test 
plan may be refined as we obtain a better understanding of B2 certification. 

13.2.21 Hardware Testing Strategy 

The hardware testing strategy for systems running OZIX consists of several component , some of 
which are directly linked to the development of OZIX. 

13.2.21.1 Hardware Testing Overview 

It is expected that hardware systems on which OZIX runs are provided with a fairly e tensive et of 
ROM-based diagnostic programs, a minimal set of standalone loadable diagno tic programs to cover 
any parts of the system boot path not covered by ROM-based diagnostics, and a relatively large et 
of online diagnostic programs. 

The development of diagnostic programs is not a part of OZIX development. The followmg a pects of 
a hardware testing strategy are a part of the OZIX project: 

• Development of the Online Diagnostic Monitor. 

• Development of a system exerciser. 

• Development of a system error logger and an error log report generator. 

13.2.21.2 Onllne Diagnostic Monitor 

The Online Diagnostic Monitor (ODM) provides the user interface and the controlling mechani ms for 
running online diagnostic programs. Online diagnostic programs are used to test or exerose y tern 
hardware and/or software without taking the system offiine, thus causing a minimum amount of 
disruption to system availability. 

13.2.21.2.1 ODM Architecture 

The following are major highlights of ODM's architecture. 

• 
• 

• 

It is designed to be independent of the hardware platform on which it runs . 

It provides a single, consistent, internationalized user interface for all ODM-compliant online 
diagnostic programs. Two versions of this interface are provided. One version is a DECwindows 
implementation, and the other is a command-line implementation capable of running on any 
type of user terminal. 

It provides a wide variety of user options, such as the ability to: 

Run a single diagnostic program. 

Run multiple diagnostic programs, either serially or in parallel. 

Select the devices to be tested, the tests to be run on the devices the length of time the tests 
should run, and whether to stop or continue when errors are r~ported. 

Using default values for user options, simply select the devices to be tested and issue a 
"start" command. 

Execute "script" buffers of ODM commands. 
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• t of runtime rvices to diagnostic pro fi • • nd r prompting messa grams or creating internationalized error 
ges. 

• don n to kno di gno tic program filenames. 

• do n t n d to kno h rdware device addresses . 

13.2.21 .2.2 Online DI gno tic Program Architecture 

hi 

• 

• 

tu I hi hhght for online diagnostic programs that run with ODM: 

to 11 0 F-compliant environments since they perform 1/0 operations using 
m calls . 

f di gno tic functions provided within OZIX device drivers if non-portability 
I d diagno tics. ' 

• Th r rmin I UO via ODM services (which use underlying POSIX-defined system 

111). 

• Th rn tion lizabl 

13,2.21 .3 Sy t m Exercl er 
m ~ rci r (OX) is a system exerciser that applies software loads to the system 
h rd r o ware interface. This exerciser runs under the On-Line Diagnostic 

Th On-Li 
and rci 
Monitor ( . i provid tandard interface to all hardware diagnostics including OX. 

OX i utiliz 
th n t or , 0, nd file ystems groups to exercise their hardware/software interfaces • 

• 

• 

The 

• 
• 

• 

• 
• 

group to apply specific loads to the system while taking performance mea-

on 
c ptance te t for the system at customer installation 

E for di 1/0, file system, network I/0 , CPU, memory management, and tape I/0 

A m thod b hich the O, network, file system, and performance groups can load the system 

in a controllable manner for their own testing 
A wa to tr te t the OZIX system software and hardware during development to aid in 

di. covering ft errors 
A tool for manufacturing to use to perform Stage III checkout and burn-in testing 

A tool for Customer Services to use to verify the installation of new hardware or software at the 

customer ite and to troubleshoot system problems 
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13.3 Overall Quality and Testing Strategy 
When implemented, this strategy demonstrates that the software product reliability and quality goals 
have been met. The overall strategy is to: 

• Conduct design and code reviews 

• Define the test plan 

• Specify the component tests 

• Plan for resources, including manpower and hardware and software 

• Develop and document the tools and test suites needed to support the test plan 

• Execute the test plans 

• Feed back results as appropriate 

• Track bug reports and fixes, improving test suites as needed and as resources permit 

This strategy is a repetitive, adaptive process which continues over the life of the product et. 

Many of the results of the test plan execution are data that can be used for both engin ering and to 
form the basis for marketing documentation. 

13.4 Risks 

• Internationalization-The impact of internationalization and multi-language support on testing 
is unknown at this point. 

13.5 Associated Documents 

1. The OZIX Software Development Procedures which describes the process of developing compo
nents of OZIX. 

2. The OZIX Naming Standards and C Coding Conventions which describes the project coding 
standards. 

3. The OZIX Performance Engineering Overview which describes the performance engineering work 
for OZIX. 

4. The OZIX Security Certification Plan which describes the strategy to obtain a B2 security rating. 

5. The OZIX Usability Plan which describes the strategy for usability testing of OZIX. 

6. The Interoperability Thst Plan which describes the strategy for interoperability testing of OZIX 
with other systems. 
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GLOSSARY OF TERMS 

pro rt • th t high r clearance level subject may not write to a lower sensitivity 

7x24 Op ration : hi m n non- top operation through 7 days of a week, and 24 hours of a day. 

rithm , archit cture or hardware that control the access of subjects to objects. 

. u nli I t of modules that limit the access rights of subjects to objects. The 
lion m OZIX i compo ed of one or more access stacks. 

Acces validation component: Th OZIX component responsible for making access decisions. 

ACSE: ociation ontrol ruice Element. 

Active State: hrou h hich object are actively transitioning, i.e., arriving and departing 

Addra s R olutlon Protocol : Th Intemet protocol used to dynamically bind a high level Internet 

Ag nt: 

ddr lo 1 v 1 hardware address 

r tion dispatching services to manageable objects. At the core services layer, all 
pplicat.ion r quest operations to manageable objects via the agent. 

AIA: Appli 
Analytlc Modal: . re program that solves a series of explicit mathematical equations. Many 

qu u.ing mod 1 r fonnulated as mathematical equations which are then solved. Often termed 

tion Architecture 

Back-of-th . n ·elope calculations. 

API . e Application Programming Interface. 

Appllcatlon Programming Interface (APQ: A layer of software that provides a standard-conforming pro

gramming interface for use by applications. 

ARP: Addre s Re olution Protocol. 
Association c t 

1 5 1 
El t· That portion of the OSI Application Layer common to all OSI 

on ro arv ce amen . • • ) b t OSI li ti 
Applications. It controls extended connections (e.g., associations e ween app ca ons. 

Assuran f R An OZIX reature which assures that one or more users cannot prevent 
ce o asource.s (AOR): 1, 

users of higher prionty access to the resources of the system. 

Attrtbut .. ba ad allocatlon (ABA): A storage management architecture, which uses ...... 
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Authentication: The process of verifying the identity of a user. Authentication i~ especially imp~rtant 
in a network environment where a message must be shown to have been issued by a particular 
user. 

Authentication: A method of proving the identity of a user. 

Availability: The probability that a system will function correctly at an instantaneous point in time. 

Available: A level of service that withstands a single failure in each type of hardware component 
through redundancy, and restores service quickly in the event of software failures through fast 
reboot. 

B2 Certification.: A level of security defined by the Department of Defense DOD char cterized by 
structured protection 

Backbone network: The collection of subnetworks responsible for forwarding data between other 
interconnected subnetworks. 

Base containers: This is a container, whose physical configuration table enumerates only a single 
media in its entirety. 

Basic Block: A region of the CUE that can be entered only at the beginning and e ·ted only at the 
end 

Black box testing: A method of software testing in which the tester is unconcerned about the internal 
behavior and structure of the program. Test data are derived solely from the sp cifications. 

Block device: A random-access mass-storage device that conducts l/O operations using blocks or 
chunks of data. 

Block device Interface: Through this interface, data is transferred in multiple of ectors. Data 
transfer occurs between the media and the system buffer. Block device interface is acces ible 
directly through the appropriate device special files. 

BOOTP: A Internet protocol specified by RFC1084. This protocol is used by systems during their boot 
phase to obtain information about their environment. This protocol is not used by any vendors 
today and is currently inadequate for diskless workstations. 

Boundary value analysts: A method of selecting test input and output data based on using value at 
the edges of equivalence classes. 

Broadcast: A packet delivery system that delivers a copy of a given packet to all hosts attached to it. 

Character device: A device that provides either a character-stream oriented l/O interface or, alterna
tively, a raw interface. 

Character or Raw device Interface: Through this interface, data can be accessed directly from the 
device. Data transfer occurs directly between the media and the user buffer. This interface is 
typically used by applications that have intimate knowledge of the data structure on the disk 
or tape device. 

Clearance level: The part of a subject's label that determines what sensitivity levels of data he may 
access 
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CII nt: cl~r:~ a rv ~:od;l, !~e ~;t is the system that initiates communications and 
r for fit r. n / d system, the client is the component that accepts 

access an sen s those requests to a file server. See also server. 

CMIP: na ment Information Prowcol. 

CMOT 
In mt 

n:~~ for CMIP (Common Management Information Protocol) over TCP/IP. An 
upport the CMIP protocol over TCP/IP connections. 

Collector 
or oth 
pr 

11 ct nd filter data. A collector gathers the gauged data from a set of probes 
to • It m Y then filter/process/archive them and pass them to other collectors or 

Common Ma 
m nt. 

cond, 

nt Information Prot~co_l (CMIP): A protocol used for distributed network manage
r t o Aavora Wlthrn DECnet/OSI, the DNA version, based on a draft of the 

I nd rd for network management. (See also CMOT.) 

Common Managem nt Information Services (CMIS): The services needed to support CMIP. 

Compartm n : :\ uping of r lated data. 

Compon nt Contribution Ratio: A high level representation of the sensitivity of overall system perfor-

m n to mpon nt's cution 

Compoun 
aubc 

ontain r who e configuration table enumerates other compound containers, 
or b containers. All the elements in a compound container are included in 

th ir 
compou 

·thin the compound container. The components that are included to form the 

in r re called constituent containers. 

Confldentl llty: Pro cling data from unauthorized disclosure. 

Conn cted endpoint (for datagram services): An endpoint that has pre-specified its destination port 
nd add . One t, the address cannot be changed for the life of the endpoint. 

Container: Thi j a virtual storage device. It is uniquely named, persistent, and provides an array 
of d blocks for read and write operations. A container consists of container metadata and 

contain r data. 
Core Services: Th client/ erver orient services provided by the OZIX management backplane. Client 

application can u e the services provided by the agent, event dispatcher, event sink, and MIR 

ervers. 
Coverage analysis: A method of determining which lines of code were executed during a specific test. 

Covert storage channels: An unusual method of passing information that violates the system's security 

policy 

CTERM: A virtual terminal protocol specific to DECnet/OSI. 
CUE.· c d E 

1 
t· · the collection of software that has been instrumented for 

omponent Un er va ua 10n 1s 
performance characterization 

DAP: See Data Access Protocol. 

DASS: See Digital Authentication Security Service. 
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Data Access Protocol: The D A Access Protocol. It is a proprietary remote file access service within 
DECnet/OSI. 

Dataspace: A dataspace is a logical unit of storage used by higher levels of software, such as the file 
system or a data base application, to read or write data. Each dataspace has a unique, invariant 
name 

Dataspace archive: The storage management space used solely for the purpose of archiving dataspaces. 
Storage manager migrates inactive dataspaces from dataspace migration domain into dataspace 
archive. 

DCP: See DECnet Copy Program. 

DECnet Copy Program: The application on OZIX and ULTRIX that implements the client side of the 
DECnet/OSI DAP protocol. 

DECnet/OSI: That part of OSI embraced by the applicable D A standards, plus extensions specific to 
D A. 

Digital Network Architecture: The collection of standards and architectures that compri e the DECnet 
specification. 

Digital Tlme Synchronization Service (DTSS): A Digital product that provides distributed time ervices. 

Discretionary Access Control (DAC): Access control based on the identity of the accessing subject 

Discretionary model: The algorithm which defines DAC 

Distributed Authentication Security Service (DASS): A Digital product that provides distributed authen
tication services based on RSA public key encryption techniques. 

Distributed Name Service (DNS): A Digital product that provides distributed naming services. 

Distributed System Security Architecture (DSSA): An architecture under development within Digital to 
provide strong security within a distributed system. 

Distribution Services: The lowest layer of the management backplane. The distribution services 
insulate the high layers from the specifics of the management protocol and transport services 
used. 

dlogln: The application on OZIX and ULTRIX that implements the client side of the DECnet/OSI 
CTERM protocol. 

DNA: See Digital Network Archit,ecture. 

DNS: See Distributed Name Service. 

DSSA: See Distribut,ed Syst,em Security Archit.ecture. 

DTM: DECfI'est Manager 

DTSS: See Digital Time Synchronization Service. 

Elapsed time analysis: Analysis of a CUE that reflects the effects of the system (such as paging) on 
that particular run. 
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EMA: Enterpri management architecture This is the architecture th t d 'b te . . • a escn es sys m manage-
ment of nt rpn e enV1ronment. 

End node: nod within a DECnet/OSI network that does not involve itself with routing decisions. 

Enforcement: Compelling obedience 

Equlllbrlum Klnet~cs: ~e s~udy of state transition kinetics - A classical methodology designed to study 
th dyn m1 of distnbuted systems. Found commonly in network performance studies 

Equlvalence p rtltlonlng: A method of partitioning of test input data into classes such that a test using 
r pr nt tive value of a class is equivalent to a test using any other value in the class. 

Error: Occur wh n a portion of the system assumes an undesirable state. If the error is observed 
t th output of th system by the user, it is considered a failure. 

Event: r port th t de cribes an asynchronous state change. 

Event det ctlon: Th proces of detecting an event. This is commonly referred to as tracing 

Event Dispatcher: rver at the core services layer that provides manageable objects with a mech-
ani m to p t v nt. 

Event Flit r: d finition of the type of event to which the event subscriber listens. 

Event Sink: d pot of event to be read by subscribers of events. Each event sink receives the event 

typ d fin d by its event filter. 

Execution context: The logical address space which can be referenced by an executor 

Executor famil of threads WJth the same security and accounting identities sharing the same set 

of ECs 

Executor model: The architectural model that defines an executor. 

E d An t
. l al filesystem a directory tree, or a single file that has been exported 

xporte fll ystem: en ire oc • NFS Ii 
by file rver. An exported filesystem may be mounted by an c ent. 

Ext C ti th hi best layer of the management backplane architecture. These 
ended S rvlces: urren y e g 

ervice to be purely object-oriented and are TBD. 

Failure. Occu when the delivered service deviates form the specified service 

FAL: File Access Listener. 
. f not necessarily physically identified 

Fault: The underlying cause o an error, 
. . on OZIX and ULTRIX that implements the server size of 

FIie Access listener {FAL): The application 
the DECnet/OSI OAP protocol. 

• • · t t e of directories. A filesystem must be mounted 
Fllesystem· An implementation defined disJOJbn re sed See namespace This is different from file 

into the sy tem namespace before it can e acces • • 

system. 
• d s file services. 

File syst m: The software that proVl e 
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Ale Transfer and Access Management: The service and protocols defined by ISO for remote file acce s. 

Fragmentation: The technique used by IP to break an outbound transport data request i~to ~grne~t 
that can be handled by the subnet-dependent device used to transnut the data . An 1dent1fication 
number is placed in fragment for the destination to use in reassembling the datagram. 

FTAM: See File Transfer and Access Management. 

Gate: The linkage mechanism used to move from an SEC in one subsystem to an EC in another 
subsystem. 

Gateway: A computer that attaches to two OT more networks and route packe from one to the 
other. 

Hooks: Involves the insertion of a trap code, jump instruction or some other t of di patch mech-
anism. The process of enabling detection in this manner is commonly refi rred to a hooking 

Identity stacks: a structure which records the execution history of a thread 

Instrumentation: The process of adding additional code at various points in a C 
tion 

to r ord informa-

Instrumentation services: The infrastructure and interfaces available for obtaining instrument data 

Integrated Management: The same management framework for system, network, and application man
agement in a distributed environment. 

Integrity: The correctness of a program or of the state of the system; the protection again t de truction 
OT corruption of data 

Integrity Access Control {IAC): Controlling access based on the amount of trust placed on code. 

Integrity Level: A measure of how much faith one has in the correctnes of a piece of code, the value 
of a piece of data. 

lnternatlonal capabllltles: The functions of an international product that support the language and 
conventions of more than one locale. 

lnternatlonallzatlon: The process that includes the development of an international product and the 
localization of the international product for delivery into worldwide markets. 

Internet address: The 32-bit address assigned to hosts that want to participate in the Internet using 
TCP/IP. 

Internet Protocol: The Internet standard protocol that defines the Internet datagram a the unit of 
information passed across the Internet and provides the basis for the Internet connectionle s, 
best-effort packet delivery service. The Internet Protocol suite is often referred to as TCP/IP. 

IP: See Internet Protocol. 

IP datagram: The basic unit of info~ation pass_ed across the Internet. An IP datagram i to the 
Internet as a hardware packet 1s to a physical network. It contains a source and de tination 
address along with data. 

ISO: International Standards Organization. 
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Kerb ro : di tributed authentication service based on private key encrypti t h • pr ~ t thena. on ec ruques, from 

Label~on c~mbination of a security level, an integrity level, security categories and integrity cate-

LAN: Local Ar a etwork. 

LAT: Local Area Transport. 

L st prlvllege: Allowing an executor to have no capabilities beyond those required to perform his 
duti 

Level: om time u d as a synonym for label (see label). Also may refer to part of a label, either 
the urity l v l or integrity level. 

LM gm nt: An ab ·tract vector of memory pages 

local area network: A phy ical networking medium designed for use within a limited geographical 
r a. Thi term is frequently used to represent a class of high-bandwidth broadcast datagram 

n twork , uch a Ethernet. 

Local Ar a Transport (LAT): A transport service protocol based directly on top of Ethernet, commonly 
d for nmnal-ho t connections. 

Locale: Th local environment in which a product is used, including language, dialect, keyboard, 
data input and di play conventions, collating sequence, and other attributes that directly affect 

how us r interact with the product. 

Locallzable oftware: oftware that can be modified to suit particular locales. 

Locallzatlon: The process of adapting an international product to suit the language, conventions, and 

market reqwrements of a particular locale. 

Location Broker: A form of name service specific to RPC, used to locate a specific remote service. 

Loglcal memory segment: See LM segment 

M lntenance Operations Protocol (MOP): A special low-layer protocol within DNA used for maintenance 

operations such as booting and diagnostic services. 

M llclous: intending to cause harm 

Manageable Object: An object that registers its cl~ss de~tion with the management bac~pl~e. 
Management operations performed on the obJect are issued from a management application, 

through the management backplane, and to the object. 

Management Appllcatlon: Applications that_ request the services of the management backplane to 

monitor and/or control manageable obJects. 

Management attributes: Part of the Enterprise Management Architecture (EMA) model. A named 
characteristic of a management object that may be changed. 

Ma t B k I The CO
mponent of system administration that interconnects manageable 

nagemen ac p ane: 
objects and management applications. 
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Management Control Language: A semi-extension of CL. 

Management Information Repository (MIR): Contains class definitions of all manag abl obj c r gi -
tered with the management backplane. 

Management object: Part of the Enterprise Management Architecture (E fA) model. E ch man g bl 
entity defines what its objects are. An object is the target of the following op r tion : er te, 
get, set, action and delete. 

Management Service RTL: The run-time library (RTL) that management application u to cc th 
services of the management backplane. 

Management Services: The set of services provided by the management bac pl ne. Thi includ th 
services provided by the Extended, Core, and Distribution rvic . 

Mandatory Access Control (MAC): Controlling access based on the en itivi 1 v 1 of d la nd th 
clearance level of users 

MCL: See Management Control Language. 

Message: Short descriptive text associated with a condition value. 

Migration domain: This represents a set of containers. The storage manager 
active dataspaces, to enact storage management policies. 

to mi te 

Model: Any abstraction of the real world. With reference to computer . 
usually applied to a description of a computer system, component or o "ar 
descriptions are often codified into software programs that mimic, or othe 
which they describe. 

MOP: See Maintenance Operations Protocol. 

Mount point: An empty directory on which another filesystem i attached. 

mockl i 
uch 

. that 

Multlcast: A technique that allows copies of a single packet to be pas d to a 1 c d uh t of all 
possible destinations. Some hardware supports multicast by allo ·ng a n t or in 
belong to one or more multicast groups. Broadcast is a pecial form of multica t in 
subset of machines to receive a copy of a packet consist of the entire t . 

Multicast groups: A group of hosts that are logically grouped together. The har he am IP 
multicast address. Each host in the group receives a copy of a multicas datagram ddre d to 
the group. 

Multl-level devices: Devices which can contain data of more than one en itivi ty ) vel 

Multlllngual software: Software capable of supporting user interface in more than one natural lan
guage at a time. 

Mutexes: A type of lock which assures MUTual EXclusion 

Name service: A service that keeps track of names of objects known within a n t or well 
attributes associated with each name, such as location or addre . 

National Computer Security Center (NCSC): The organization responsible for certifying the curity of 
systems 
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NCL: ee etwork Control Language. 

Need to know: Th~ P_rinciple which states that a person should have access to only that data required 
to perform his Job 

Networ~ Cont~ol Language (NCL): The application and its interface specification used to implement the 
client 1de of the D A CMIP protocol on some Digital operating systems. 

Network Interface Definition Language (NIDL): The specification language for Digital's RPC interface 
compiler. 

Network layer: The third layer of the OSI Reference Model, responsible for relaying information 
between the ource and destination transport entities. 

NFS: etwork File System 

NIDL: e etwork Interfnce Definition Language. 

Node: A logical data origination or termination point within a network, usually associated with a 
ph ical computer system. 

Nub: The mo t basic portion of the OZIX system which provides subsystems with primitive functions. 

Object: Defined by its class definition (class name, attributes, operations, and events) and realized 
by creating new instances of its class. 

Object Class: Definition of the object, which includes the definition of attributes, operations, and 
events. 

Object Instance: The actual object itself. It is the instantiation of the object class. 

Octet: Eight bits. 

Open system: A system who's services and interfaces are known and available to outside parties. 

Open Systems Interconnection (OSQ: The term Open Systems Interconnection (OSI) qualifies standards 
for the exchange of information among systems that are open to one another for this purpose by 
virtue of their mutual use of the applicable standards. (ISO 7498) 

Orange Book: Department of Defense Standard DoD 5200.28.STD, Dec 1985: the DoD Trusted Com
puter System Evaluation Criteria-the document that defines the requirements of the certified 

classes. 

OSF: Open Systems Foundation 

OSG: Open Systems Group 

OSI: See Open Systems Interconnection. 

Package: A set of subsystem procedures 

P rtltl d odel· A model for replicating services to withstand failures. In this model some of the 
a one m • f h • d h • •1 bl esources act as primary providers o t e service, an ot ers act as passive secondaries. 

avai a er h • • h that th • The secondaries are synchronized with t e pnmanes sue ey can resume service after 

failure of a primary. 
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Phase V DECnet/OSI: D A has been designed in phases. Pha e V repr en th cu.n-ent rchit ctu 
in which OSI protocols have been embraced. 

Physical memory management: The system's management of i phy ical m mory r ourc 

Portal: A software mechanism providing a path of communication b t 
through a network based on incompatible protocols. 

n c mmuru ting p r 

Port number: The number used to represent an addres at the Intern 

POSIX: Portable Operating System Interface for Computer Environm n . A coll ion of I E n-
dards. 

Presentation: The sixth layer of the OSI reference model, re pon ible for n 
mation of syntax between cooperating application . 

Priority: An assigned measure of the relative importance of a ta 

Proflllng: The process of collecting and analyzing data that de cri th run• im 

Proxy ARP: The technique used to allow one machine, usually a gat wa ·, to n 
tended for another by supplying its own physical addre _ . B pre ndin to 
the gateway accepts responsibility for routing packet to it. 

Rainbow books: The set of DoD documents issued by the ational Compu r 
defines the requirements and interpretations of certified computer 
documents includes the Orange Book. 

RAAP: See Reuerse Address Resolution Protocol. 

Raw-device Interface : The character-device interface for block-orlen de"; 
tapes. Through this interface, data transfer occurs directly to and from 

tion nd t n for-

vi r of C 

in-

and 

Reliability: The probability that a system will function correctly over a "fied riod of time 

Reliability level: A measure of how much faith one has in the correc ne of a pi of code, he alue 
of a piece of data 

Remote Procedure Call (RPC): In general, a style of network communication hat i modeled r pro-
cedure calls. Clients make requests of servers that return replie . A p ·cu1 impl mentation 
of RPC called Sun RPC is used by NFS for its communication. 

Resources: Available source of supply or support that can be drawn on 

Reverse Address Resolutlon Protocol (RAAP): The Internet protocol tha machine u at 
startup to find its Internet address. The machine broadcas a ue contain i ph ical 
hardware address and a server responds by sending the machine i . Inteme addre . 

Ring brackets: A two element value which controls the level of trust required to read or write an 
object 

Ring levels: The level of trust of executable code 

Robustness: Insensitivity to incorrect operation, inputs or errors. 
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Routing: The forwarding of data from the source to the destination along a series of one or more 
intermediate paths. 

RPC: See Remote Procedure Call. 

Sampling: Sampling is the process of examining event counters at some defined interval 

SEC: The virtual memory accessible to an executor in a subsystem. 

Secure RPC: A version of Sun RPC that uses the Data Encryption Standard (DES) for authentication. 
See authentication. 

Security: Preventing the unauthorized disclosure of data 

Security classes: Sets of objects subject to particular access controls 

Security kernel: A relatively small set of code which implements a system's security 

Security model: The algorithm controlling access to data based on sensitivity levels 

Security policy: The rules defining how subjects may access data based on sensitivity levels 

Sensitivity Level: A measure of how important the confidentiality of a data item is 

Server: In a client-server model, the server is the component that receives requests from clients, 
executes the requests, and returns any results. In the NFS system, the server is the component 
that executes file requests on behalf of clients. See client. 

Session: The fifth OSI service layer, defined by the Basic Reference Model to provide a common 
means of synchronizing the transfer of data. 

Session control: A layer specific to DECnet/OSI that integrates the selection of protocols and use of 
underlying layers into the operating system on which it is running. 

Simple Network Management Protocol (SNMP}: An Internet-defined management protocol. 

Simple security policy: The property that a subject may not read data which is more sensitive than 
his own clearance level 

Simulation Model: A software program in which a computer system's hardware and software designs 
have been highly abstracted. Simulation models are used to answer performance questions that 
can not be answered with analytic techniques. 

Smart card: An extremely small, self-contained processor used for authentication 

SNA: See System Network Architecture. 

s ttware Probe: The code that gets control upon the detection of an event. Probe: meter/observe 
0 

events and status. By putting gauges in proper places and activating them allows the metering 

of events or status 

SPC: See Subsystem Procedure Call 

S E lllb I Two Or more active states are said to be in state equilibrium when they are at 
tate qu r um: . . . h 

steady state AND objects are actively trans1tiorung between t em 
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State Transition Rate: The change in the number of objects in a given late o er om arbitr ry in t rval 
of time 

Steady State: A steady state is achieved when an active state's late ran ition rat 

Subcontalners: This represents a partition of a container. 

Subjects: Active entities, generally in the form of a person, proce , or de\':ic th t ,_ ,,,.,.,a inform tion 
to flow among objects or changes the system state 

Subnetwork: A topologically connected set of network entitie harin a common dd in l ch-
nique. For example, an Ethernet or X.25 component of a larg r n twor . 

Subsystem: A specially designated body of code in the OZIX 
tem are protected from code and data in other subsy tern b m mory m n 
executors in the same subsystem are eparated from one another nd 

Subsystem Execution Context (SEC): See SEC 

Subsystem Procedure Call (SPC): A mecharusm for pa ing execution flo 
another in a controlled manner. SPCs pass through ecurity gal ( 

rom on uh 
at ). 

System Network Architecture (SNA): 1B f's collection of networking archi 

System State: System state information provides the late tran ition inform lion. 
might include waiting on IO completion, executing, waiting on a loc 

TCB: See Trusted Computing Base. 

TCP: See Transmission Control Protocol. 

Thread: A flow of execution 

m 

m to 

m pl s 

Time service: A service that provides accurate time and date information "thin a ubn wor . 

Timing Analysis: The process of providing timing information, elapsed and cpu for th duration of a n 
event. An event can be the execution of a particular command, program or a CUE. 

TP4: See Transport Protocol 4. 

Translation: The process of rendering information presented in one natural Ian ge into a nother 
natural language. 

Transmission Control Protocol (TCP): A protocol in the Internet protocol wte. Thi protocol provides 
a reliable, virtual-circuit transport service. 

Transport: The fourth OSI service layer, defined by the Basic Reference . :fodel a providing tran • 
pare?t transf~r of ~ata b~tween peer entities which relieve them from any cone m ith the 
detailed way m which reliable and cost effective transfer of data is achieved . 

Transport _Protocol 4: An ~m~lementation of ISO transport limited to operating at he four h clas of 
service as defined within the ISO Transport Service specification. An informal term. 

Trojan Horse: A program that surreptitiously performs some set of action while performing a n a lleged 
primary action. 
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Trusted Access Control (TAC): Access control based on the trustworthiness of code. In OZIX, this is 
based on ring brackets 

Trusted Computing Base (TCB): The portion of the system software that is trusted to properly handle 
data at multiple security levels at the same time. 

Unconnected endpoint (for datagram services): An endpoint that specifies its destination port and 
address for every transmitted datagram. 

Upper layers: The common term used to reference the OSI Session, Presentation, and Application 
service layers. 

User Presentation: A management application with user presentation services, which is visible to 
system administrators. 

UTE: ULTRIX Test Executive 

Vendor Assistance Program (VAP): A service provided by the National Computer Security Center to 
assist system developers in producing certifiable systems 

Vlrtual memory model: The model that defines the relationship of an SEC to physical memory 

Vlrtual Terminal Protocol (VTP): The service and protocols defined by ISO for remote terminal emulation. 

VTP: See Virtual Terminal Protocol. 

WAN: See Wide Area Network. 

White box testing: A method of software testing in which the tester derives test data from an exami
nation of the program's logic. 

Wide area network: One or more physical networking media designed for use over an extended geo
graphical area. This term is frequently used to represent communications over leased telephone 
lines or X.25 networks. 

X.25: A CCITT recommendation defining services and interfaces to public packet switching networks. 

X.400: A CCI'IT recommendation for services and interfaces between electronic mail transfer agents. 

X.500: A CCI'IT recommendation for interfaces and services to a directory service. 

X/Open Transport Interface (XTI): A transport service interface that is independent of any specific trans
port provider. It is defined by the X/Open Group. 

XTI: See XI Open Transport Interface. 
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1 Introducing the OZIX Program and its Products 

The OZIX 1 program delivers a series of a high-performance, reliable, open operating systems designed 
for production environments. The program provides the corporation with: 

• An industry-leading operating system technology for the future 

• 
• 
• 

Products that complete Digital's ULTRIX family of open, enterprise-wide computing systems 

Products that allow Digital to capture a large share of the growing open systems market 

Market leverage for Digital through introduction of technology into industry standards organi
zations 

The mission of the OZIX program is to provide systems that allow Digital to compete in the growing 
open systems market, particularly where production systems are required. This is in keeping with 
the mission of the Open Software Group (OSG) to supply a complete family ofopen software products 
(see Figure 1) and with Digital's corporate mission to supply enterprise-wide information systems. 

Figure 1: Typical 1990s ULTRIX Installation 
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OZIX systems provide solutions for a variety of customer needs in the UNIX marketplace. As open 
systems, they represent a superior implementation of open software standards. Targeted primarily 
at customers who require production systems for production environments, OZIX systems incorporate 
technologies that deliver maximum performance, fault tolerance, and reliability. They are optimized 
for superior availability and data integrity, providing a solid foundation for transaction processing 
(TP) and customized applications. In addition, OZIX systems serve as compute and file servers in 
environments that require enhanced security and reliability. As integral members of multivendor 
networks, OZIX systems interoperate with UNIX, IBM, VMS, and ULTRIX systems. 

1 OZIX is a code name for a program. For simplicity, the term OZIX is used in this document as a product name to refer to 
the series of products that complete the ULTRIX product family. Products produced by the OZIX program will ultimately 
be named consistently with ULTRIX products. 
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2 Why OZIX? 

OZIX is designed to respond to needs in the UNIX marketplace where specific weaknesses exist today. 
Weaknesses in current UNIX products include: 

• 
• 

• 
• 
• 
• 

Minimum level of system security 

Lack ofreliability and availability of applications and data (for example, in transaction processing 
systems) 

Restrictive file structure 

Inadequate software tools for the productivity of application developers 

Obscure user interface 

Unapproachable documentation that is incomplete 

These weaknesses have created a new market, a "non-traditional" UNIX market, in which the re
quirements for UNIX systems have grown substantially. 

3 The Non-Traditional UNIX Market 
Customers who purchase UNIX systems today fall into three categories: tradition-driven, technology
driven, and policy-driven. The non-traditional UNIX market encompasses technology- and policy
driven customers. 

• Tradition-driven-These customers are interested in public-domain source code and have little 
interest in a vendor's added value. These customers are typified by the education market; they 
want UNIX for the sake of UNIX. • 

• Technology-driven-These customers purchase solutions that happen to have UNIX-based soft
ware platforms. They seek access to new technology that offers leadership price/performance and 
third-party applications. Solutions purchased by these customers are used for many applications, 
including vector processing, ECAD, retail, and financial analysis. 

• Policy-driven-These customers are primarily concerned with protecting their investment in data 
and applications. They balance the need for a stable application environment against the desire 
for new technology and innovation. Governments and their contractors have traditionally driven 
this market, but now many firms interested in protecting their applications investments are 
seeking UNIX solutions. 

Dataquest projects the UNIX market will be 18%, or $48.5 billion ($24 billion for initial system 
sales), of the total electronic data processing (EDP) market by 1992. Of this market, technology- and 
policy-driven customers represent the largest share. While tradition-driven customers have built a 
substantial framework for UNIX by demanding standard application programming interfaces (APis) 
and utilities, their overall system requirements have not changed or expanded significantly over the 
years. Thus, they represent only a small segment of the projected UNIX market. 

Technology- and policy-driven customers demand much more than standard APis and utilities; they 
demand improvements such as: 

• Intrinsic reliability and availability of applications and data (for example, in transaction pro-
cessing systems) 

• Leadership performance 

• Stringent security 

• Lower operating costs with enterprise-wide management capability 
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• 
• 
• 
• 
• 

Software tools that improve the productivity of application developers 

Interoperability with multivendor, distributed systems 

A broad set of third-party applications 

Systems that can be used worldwide by users in their native language 

Approachable documentation that is easy to use 

OZIX Vision Document 

• Expanded service and maintenance facilities tailored for the production environment 

Many of these improvements point to the need for "production" systems in the open systems market
place. 

4 The Computing Environment: Production Systems 
OZIX systems are targeted at the technology- and policy-driven customers whose computers operate 
in a "production" environment. A production system is characterized by a mature, tested application 
running continuously to support an ongoing (often real-time) process. The system is constantly 
tuned to balance the workload for optimum performance and immediate response time. Because of 
the continuous nature of the process, shutdown of a production system is extremely costly-down 
time directly impacts the customer's profitability. In a production computing environment, cost, 
system throughput, and consistency of response time are key concerns. The three key resources-the 
application, the database, and the system itself-are all managed by a dedicated operations staff, not 
the end user. 

In contrast, in an end-user computing environment, applications are not critical, down time does not 
necessarily affect profitability, the system is not continuously tuned, and the end user is often able 
to manage the key resources. 

The market for production systems is illustrated in Figure 2. The figure indicates that the production 
systems market encompasses fault-tolerant systems, UNIX systems, and transaction processing sys
tems. Transaction processing systems are the dominant form of production computing today. These 
systems will continue to pervade the production systems market while UNIX and fault-tolerant sys
tems will become greater requirements for TP systems. 
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Figure 2: Production Computing Market 
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5 OZIX Development Strategy 

.. 

Development priorities for OZIX directly reflect what is known about the production systems market 
and the improvements that technology- and policy-driven customers want in UNIX systems. These 
priorities translate into product features, which are illustrated in Figure 3. 

Figure 3: Priority Star for OZIX Product Development 

Availability/Reliability 

Security 

Application Programmer 
Productivity 

High-end Systems 

Expanded Service 
and Maintenance 

Low-end Systems 

Expand Market 
Opportunities 

Third-Party Applications 

By incorporating these features into the base system of OZIX products, Digital is able to provide a 
solid solutions platform for a wide range of applications in open systems, production environments. 
Examples of such customer applications are listed below: 

• An aerospace company connecting its CAD workstations to a secure data repository for large 
government projects 
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• 

• 

• 

• 
• 
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A natural resources company reducing geological data that requires accurate answers and quick 
completion of a compute job that runs for several days 

A retail organization collecting data from point-of-sale terminals onto a highly available system 
to provide inventory analysis 

A telecommunications company running a high-performance transaction system for billing and 
network control applications 

An automotive company collecting work-in-progress information from a manufacturing system, 
then generating parts orders that are sent electronically to its vendor 

A financial company analyzing large amounts of data generated by financial markets 

An insurance company processing claims up-loaded from agents' systems or consulting an online 
actuarial system 

Currently, Digital is limited in its ability to provide solutions in these application areas. OZIX 
products enable Digital to compete effectively in the open systems production marketplace. 

6 OZIX Products Offer a Competitive Advantage 
Customers buy products that allow them to establish and maintain an edge over their competition. 
Likewise, Digital seeks to develop products that give us that same edge over our competitors. 

6.1 The Competitive Advantage-from the Customer's Perspective 

OZIX products contribute to the customer's competitive advantage in the following ways: 

• Low Cost of Operations 

By simplifying the tasks of managing systems, OZIX products allow a customer to reduce the 
size and expertise of their operational staff. From a central location, a staff of ten should be 
able to manage a system consisting of ten servers and 1000 workstations. Routine tasks such as 
printing, or mounting backup media, should be accomplished by non-technical personnel, further 
reducing management costs. 

• Application and Data Availability 

By providing uninterrupted service, 2 an application running on an OZIX product is ready and 
capable of returning the stored data whenever the data is requested. Failure of the operating 
system does not interrupt service to the customer's application, but instead provides transparent 
failover. In the rare event that a system shutdown does occur, the system degrades gracefully, 
keeping its data safe and, if required, provides a fast system boot and application restart. 

• Data Integrity 

OZIX products provide fast, flexible, and reliable access to data and ensure that data is safe from 
corruption. This is accomplished through the combination of available hardware, and reliable 
software that incorporates transaction processing features. Given these features, the transaction 
will either commit correctly and completely or will not commit at all. 

• Investment Protection 

2 OZIX products are required to be shut down no more than once per year. 
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By incorporating industry standards, OZIX products protect the customer's investment, allowing 
easier yet secure access to their data. Customers can write applications once and move them 
anywhere throughout the computing environment. Users need not be retrained since interfaces 
are consistent across all of their open systems platforms. For the same reason, application 
programmers need not be retrained whenever they move to a new project. Data is easily used 
within the open systems environment because all data is formatted in a consistent fashion. 

• Productivity of Application Programmers 

By integrating the best of Digital and third-party tools, OZIX products provide a CASE platform 
designed to reduce an application's time-to-market and produce applications that are easily main
tained. OZIX products leverage the ULTRIX CASE platform by providing additional tools for 
the production systems environment. Programmer productivity is the focus, helping end users 
reduce their three- to four-year backlog in application development and improving third-party 
software vendors' product delivery. 

• Application Portability 

By complying with X/Open's XPG4 3 and OSF's AES level A, applications written for OZIX prod
ucts can be easily ported to new hardware platforms. The added benefit is that these applications 
are highly portable within a robust environment. 

• Integration into Multivendor Computing Environments 

By using interfaces such as TCP/IP, NFS, OSI, and RPC, OZIX products are able to interoperate 
with other open systems. By incorporating AIA components and DECnet/OSI, OZIX products 
interoperate with VMS systems. Support for SNA, LU6.2, and Digital's VIDA products allows 
interoperation with IBM systems as well. In addition, OZIX products offer an integrated ANSI 
SQL, which provides an industry-accepted method for accessing data. 

• Security 

By complying with the National Computer Security Center's criteria for B2 level security, OZIX 
products demonstrate their strong resistance to intrusion and their protection of data from un
wanted disclosure. OZIX products allow customers to tailor the security features to meet their 
specific requirements, from full Department of Defense (DoD) policy, to policies and enforcement 
levels more suited to a commercial environment. 

• A Wide Range of Applications 

By building upon the applications currently available for the ULTRIX operating system, OZIX 
products expand the platform for open systems applications. For example, by employing complex 
system features such as concurrency and TP primitives, an automobile manufacturer is able to 
run a Material Requirements Planning (MRP) system. 

• High Performance 

Through efficient implementation and a focus on 1/0 and network performance, OZIX products 
enable applications to perform better than on any other comparable open systems platform. To 
ensure high run-time performance, OZIX products provide self-tuning mechanisms that maintain 
optimum operating system performance. 

• Systems That May be Used Worldwide 

3 It is expected that XPG4 (X!Open Portability Guide 4)will be available by FRS for OZIX. 
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By incorporating support for multilingual user interfaces and local cultural conventions, OZIX 
products allow multinational customers to place systems worldwide regardless of the end users' 
native language. OZIX products support multiple character sets, including those for major Asian 
languages. They are flexible, global software products that provide applications with the mech
anisms allowing users to interact with the system using their choice of native language and 
cultural conventions. 

6.2 The Competitive Advantage-from Dlgltal's Perspective 

OZIX products contribute to Digital's competitive advantage in the following ways: 

• Attract Third-Party Applications 

By incorporating high-performance TP technologies into the base system, OZIX products attract 
a new set of applications needed by Digital's ULTRIX customers. In addition, a rich set of 
application development tools attracts not only customers but also third-parties. Digital benefits 
by having more third-party applicatio1;1s on the market earlier than its competitors. 

• Capture a Large Share of the Open Systems Market 

By attracting a broad range of new applications, OZIX products enable Digital to capture the 
"newest" share of the open systems market, the policy-driven and technology-driven customers. 
OZIX products also provide the required open systems APis within a stable development and 
run-time environment, further leveraging Digital's ability to capture a large share of the open 
systems market. 

• Provide a Growth Path for our Customers 

By completing the high end of the ULTRIX product family, OZIX products allow Digital to offer 
customers a full range of open software systems. Customers want to store data and run the same 
applications across a wide range of platforms. As their applications grow, they want to rescale 
to larger systems. The ULTRIX product family leverages Digital's ability to provide customers 
a wide range of system performance without the need to modify their data or applications. 

• Provide a Better Open Systems Environment 

By providing a superior implementation of open software standards, OZIX products provide Dig
ital with product distinction. The OZIX product architecture incorporates transaction processing 
concepts, robustness, and security as core features. Existing UNIX implementations must be 
substantially reimplemented to incorporate these concepts into their existing architectures. 

• Be an Open Systems Technology Leader 

By developing technologies that can be selectively submitted to standards organizations, OZIX 
provides Digital an avenue to develop open systems technologies based on standards and al
lows for Digital added value. Traditionally, UNIX vendors create de facto standards and hence 
technology leadership by making strategic technologies widely available. Domination in key in
dustry technologies is leveraged through OZIX and other Digital technologies such as the Concert 
Multithread Architecture (CMA). 

7 Positioning OZIX as a Product 
Digital has two primary operating system families: VMS and ULTRIX. With the introduction of OZIX 
products, the ULTRIX family is expanded to meet emerging customer demands in non-traditional 
open systems markets. Because VMS and ULTRIX products target different markets and offer dis
tinct capabilities, both are critical to Digital's success. 
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7.1 OZIX Products Within the ULTRIX Famlly 

OZIX products are members of the ULTRIX family. They are aimed at markets where UNIX (and 
traditional ULTRIX) systems are not generally used today. OZIX products allow Digital to expand its 
opportunities in the open systems market by delivering high-performance, highly secure, distributed 
systems to an international marketplace. Because OZIX products are built with the latest design 
and engineering methodologies, these capabilities are fully integrated into the base system. 

Digital's ULTRIX family spans a broad range of functionality from a low-cost implementation of 
OSF/1 to the high-functionality implementation of OZIX products. 

7.2 OZIX Products vis-a-vis VMS 

The VMS operating system is the most complete, functional operating system on the market today. It 
successfully addresses the needs of customers across a broad range of markets. The VMS operating 
system's primary competition is IBM's MVS and AS/400 production systems. It is important to 
understand that VMS and open systems customers have similar needs. The difference is that the open 
systems customer's primary requirement is for an open systems interface; production environment 
features are a secondary requirement. In contrast, VMS customers require high functionality, and 
open systems interfaces are not necessarily a requirement. 

7.3 OZIX Products vis-a-vis Other Open Systems Offerings 

Current open systems offerings will have serious problems providing customer solutions for tomorrow. 
Below are two excerpts from "The Architecture of Future Operating Systems," by Richard W. Watson, 
Lawrence Livermore National Laboratory. 

• Bill Joy-"We see a lot of people having multiprocessors; we see a lot of people having distributed 
systems connecting lots of computers together, and that's not the kind of environment that there 
was when UNIX was first defined so we want to redefine what UNIX is so that it really works 
[italics added] ." 

• Professor Richard Rashid, Carnegie Mellon University-"UNIX no longer is easy to modify as it 
once was .... B.S.D. contains more than 100 system calls and hundreds of system call options .... the 
UNIX kernel has become a dumping ground for virtually every new feature or facility." 

Mr. Watson lists the following as known problems with current UNIX implementations: 

• Extension and customization requires kernel modification 

• Lack of features that support a robust computing environment, for example, availability 

• Known security holes 

• Distributed computing deficiencies 

• Modularity and implementation problems 

• Weak support for high-performance mass storage and large-capacity files 

OZIX products address each of these issues directly by providing a new modular implementation 
which permits the system, including the executive kernel, to be modified and extended by customers 
and third-party vendors to meet new and unique application requirements. 
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7.4 Competitive Environment 

Figures 4 and 5 are evolved from Michael Porter's "Competitive Forces Model".4 They depict the 
competitive environment in 1988 and project the competitive environment in 1992. 

7.4.1 The 1988 Environment 

The 1988 open production software environment is considered by many to be small and immature. 
This is due to the lack of transaction processing features in most current implementations of open 
systems. The model below suggests that the environment will change as vendors such as Hewlett
Packard, AT&T, UNISYS, and Pyramid invest their software engineering resources to protect and 
then expand their current base of open systems commercial customers. 

Figure 4: Competitive Environment for Production Systems In the Open Systems Market 
1988 Market 
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7 .4.2 The 1992 View 

AB vendors rush to deliver solutions to customers who require open, production systems, the open 
systems market will grow worldwide. Our view of the worldwide market must truly be worldwide-if 
our view is only on North America, the activities of non-North American competitors will not be 
measured. There is great concern over Japanese manufacturers entering the open systems market. 
Many believe the Japanese vendors will temporarily pass up the United States market to exploit the 
faster growing European and Asian markets. 

4 From "How competitive forces shape strategy" Michael E. Porter, Harvard Business Review March-April 1979 pgs. 137-145 
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Figure 5: Competitive Environment for Production Systems in the Open Systems Market 
1992 View 
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8 OZIX Product Description 
OZIX. is a simple, extensible, hardware-independent operating system. It integrates modern technolo
gies for distributed systems, fault tolerance, and data integrity, while adhering to a high-performance 
1/0 architecture. Its capabilities are implemented over a series of releases and are composed of sys
tem elements (such as database and transaction processing software, compilers, tools, and utilities) 
from other Digital groups, as well as selected elements from third-party vendors. 

Version 1 of the OZIX. product is a high-performance production system targeted at the open systems 
market. While transaction processing technologies are built into Version 1, these capabilities are not 
accessible to the application developer until Version 2. In the first release of the product, the system 
will utilize these transaction technologies to prove its high level of performance and reliability. Proof 
of these capabilities establishes a successful track record for Digital in the open systems marketplace 
with a high-performance production system. 

Version 1 of the OZIX. product is presented as a high-performance open system designed to function 
as a network server in a multivendor, distributed systems network (see Figure 6). Version 1 serves 
this network by providing file services (via NFS), compute services (user applications), workstation 
services (such as workstation system management, booting, and diskless services), and database 
services. 

Also included in Version 1 are integrated system and network management features, license man
agement, and CDROM distribution. Portability of applications is provided with Application Integra
tion Architecture (AIA) components such as DECwindows client, Compound Document Architecture 
(CDA), and Concert Multithread Architecture (CMA). 
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Establishing a successful track record with Version 1 of the OZIX. product allows Digital to address 
more demanding production system requirements with Version 2. The transaction processing tech
nologies built into Version 1 become available to the application developer in Version 2. The goal 
for this release is to be the highest performance TP system both in terms of transactions per second 
per MIP, and in terms of dollars per transactions per second. In addition, Version 2 will provide 
world-class distributed system administration via a graphical user interface. Support for new AIA 
component architectures will continue to be expanded. 

8.1 OZIX Product Features 

• Fault Tolerance, Reliability, and Availability 

A system-wide architecture for error logging, fault detection, and recovery is integrated into the 
base system of OZIX. products. This architecture works in conjunction with hardware such as 
fail-stop processors and Digital's Computer Interconnect (CI) to provide the highest degree of 
system and application availability. 

• Robust, Recoverable File System 

The OZIX. file system provides a high degree of availability and data integrity by exploiting 
transaction processing techniques to guarantee robustness and minimize recovery time. The file 
system also utilizes Attribute Based Allocation (ABA) to provide hierarchical storage manage
ment and storage migration. 

The OZIX. file system supports the POSIX. 1003.1 file system interface, with additional resource 
management services to support database systems in a production environment. 

• Superior Implementation of Open Software Standards 

The OZIX. program delivers a novel operating system in which the basic system concepts reflect 
the models of process management, file processing, and system calls defined in the OSF, X/Open, 
SVID, POSIX. and OSI standards. By taking these key concepts as the "native" mode, OZIX. 
products execute applications written to the standards more efficiently than conventional pro
prietary systems that are designed to different architectural models with standards interfaces 
as layers. OZIX. products are superior to existing UNIX implementations because their archi
tecture incorporates transaction processing concepts, such as robustness and security, as core 
features. Existing UNIX implementations must be substantially reimplemented to incorporate 
these concepts into their existing architectures. 

The combination of standard interfaces and integral production system features make OZIX. 
products a unique offering in the open systems marketplace. 
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• Foundation for Building Innovative Applications 

OZIX products enhance the standard application environment by providing the ability to dis
tribute applications in a local area network. Symmetric multiprocessing support, multithread
ing, and compiler-supported parallelism make it possible for applications to use multiprocessor 
concurrency. Remote procedure calls and a network file system support innovative distribution 
of applications across a local area network. These features also contribute to data integrity and 
high availability of applications. 

OZIX products provide an implementation of the Digital Distributed Transaction Architecture 
(DDTA), providing the basis for the development of highly reliable systems oriented for transac
tion processing applications. 

• I/O Performance and Connectivity 

OZIX products strive to offer the highest mass storage and network throughput per unit of 
computational power, as well as the lowest latency time in access. The overriding concern in this 
design, however, is to preserve the reliability and integrity of the customer's data. Disk striping, 
connectivity, and advanced storage management contribute to superior I/O performance. 

• Scalability 

The modular design of OZIX allows features and functions to be added without significantly 
increasing kernel size, and thus increasing system overhead. As ULTRIX workstation customers 
upgrade to larger systems, they are able to retain their operating system without incurring 
conversion costs. 

• Security Model 

Because of the worldwide trend toward more secure systems, OZIX products are designed and 
built for certification at DoD security level B2. Customers can tailor the security features of OZIX 
products to meet specific installation and application requirements. In addition, by providing a 
flexible security model that allows customers to tune the system to their needs, customers do 
not pay a performance penalty for unwanted security features. 

OZIX products also support extendible security models, providing flexible security of user data. 
Distributed user identification and authentication mechanisms such as Athena's Kerberos, and 
in the future, DASS, are provided for customers who must operate worldwide networks and need 
enhanced distributed system services. As new distributed security protocols and authentication 
mechanisms become available, they can be added to the modular security model for OZIX. 

• Integrity Model 

Recognizing that the protection of data from contamination and destruction is vitally important 
in the commercial environment, OZIX products provide pervasive integrity support and formal 
integrity models to control data access. Various integrity models can be supported, allowing the 
customer to match the integrity controls to their particular needs. 

Operating in conjunction with the OZIX security model, the integrity model protects the customer 
from inadvertent disclosure, modification, and destruction of valuable data. 

• Superior Network Implementation 

12 

The OZIX networking environment is designed to support systems from multiple vendors partici
pating in both local and wide area networks. OZIX products employ a combination of DECnet/OSI 
and TCP/IP components. TCP/IP is the protocol for the local area network subnet; a DECnet/OSI 
backbone gateway with a TCP/IP portal provides wide area network access. DECnet/OSI also 
provides VMS interoperability. IBM SNA interoperability is provided through network gateways. 
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• Internationalization 

OZIX products are designed to be sold in international markets and, therefore, may be described 
as language-neutral, culturally unbiased products. Critical components such as the file system, 
application programming interfaces, and terminal services, have the built-in capability to accom
modate worldwide character sets for textual representations. OZIX systems include an extended 
VO package that handles a variety of text formats to perform frequently used text operations. 
These features ensure that customers and third-party developers are able to create applications 
tailored for specific cultures and local languages. 

• Third-Party Applications 

Independent software vendors play a key role in the OZIX program. By offering a rich set of 
third-party software development tools and utilities, OZIX products reduce development time, 
thus providing a means for achieving and maintaining a leadership position in the open systems 
marketplace. The availability of a broad range of third-party application packages also increases 
Digital's opportunity to sell OZIX products by satisfying the customers' needs for complete solu
tions, not simply systems. 

• System and Network Management for Production Environments 

OZIX products provide an advanced system and network management interface for easy man
agement of a 24 hour/day, 7 days/week production environment. The goals are to maximize the 
system manager's productivity and lower the overall cost of system management. These goals are 
achieved by providing a window-based workstation user interface, an architecture that merges 
system and network management, and unified management of workstations and servers. This 
management environment is architecturally compatible with all other ULTRIX products and 
with Digital's Entity Management Architecture (EMA). 

• Documentation 

The OZIX product information set is structured specifically for online presentation in a hypertext 
information style. Although hardcopy documentation is available, the primary retrieval method 
will be online. 

The OZIX product information set is tailorable for the needs of different types of users and 
is designed for easy translation to other languages. In addition, publications tools are being 
developed to integrate training modules and documentation from other sources (for example, 
OSF, third-party vendors, or Digital) into the OZIX product information set. 

• Serviceability for Production Environments 

OZIX products are designed to provide uninterrupted service, 24 hours/day, 7 days/week. In 
no case should the system require more than one shutdown per year. Uninterrupted service 
is achieved through proactive, preventive methods of service based, in part, on comprehensive 
event monitoring, error handling, and automatic notification capabilities. In addition, software 
updates may be handled without system shutdown. 

• Commercial Computing Requirements 

Two important aspects of commercial computing that OZIX products address are distributed 
printing and distributed batch processing. OZIX products execute batch jobs on the appropriate 
hardware automatically without user or administrator intervention, and operators are able to 
examine and modify the status of a job executing at any location. OZIX products provide print 
server capabilities that allow print jobs to be scheduled, restarted, directed to special-purpose 
printers, divided between two or more printers, and so on. 

• Familiness 
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As an integral member of Digital's ULTRIX family, OZIX products share a common family her
itage with all ULTRIX products. Each member of the ULTRIX family shares: 

• 
• 
• 
• 
• 

A common set of application programming interfaces (APis) 

A common set of application development tools, utilities, and commands 

A single network and distributed systems architecture 

A single system and network management architecture 

A common core of documentation 

This compatible set of base systems provides customers and developers with network interoper
ability and a high degree of application portability across Digital hardware architectures. 

• Relational Database Technology 

OZIX products support third-party relational databases as well as Digital's high-performance 
RdbStar. RdbStar is designed for enterprise-wide systems participating in multivendor dis
tributed environments. RdbStar will capitalize on the designed-in data integrity of OZIX prod
ucts to ensure 100% data integrity in production and TP application environments. In addition, 
RdbStar will incorporate industry standards, placing Digital in a leadership position in the 
database market. 

9 OZIX Product Marketing Strategies 
Production environment customers will only risk critical corporate data processing resources on es
tablished products. For example, a recent survey 5 reported that the criteria most frequently cited by 
Management Information Systems (MIS) directors as the "most important factors" for the selection 
of open production systems are: 

• Backing of an established vendor 

• Functionality of the UNIX implementation 

In order to establish OZIX as a production system and to incorporate the correct functionality the 
OZIX program will make use of an advisory council and will carefully control early releases. The 
advisory council is made up of third-party developers and end users that need open production sys
tems. Throughout the development cycle the council reviews OZIX's functionality, prioritizing the 
delivery of the functionality. OZIX's product entry point is focused on a limited set of applications, 
shipping into environments where product marketing, the field, and engineering have established 
close customer relationships. From this, OZIX evolves as the customer's needs evolve and as Digital 
gains the experience supporting open production systems. With each release of OZIX, more of its 
underlying technology is exposed to more developers and customers. 

Below is a brief outline of the steps for bringing OZIX to market. 

5 Source: "MIS Considers UNIX: Opening Wallets and Opening Minds," IDC UNIX Service, May 1989 
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Table 1 : Marketing Activities 
Time Phase Activity Risks/Dependencies 

1989-J2 Pre-Release prioritize and identify key applications, 
identity key third-parties, identity key 
channels, establish an advisory coun-

Evolving product, Non-disclosure risks 

1992-93 Trial 

1993- Ramp-Up 

cil made up of developers and end 
users to communicate and check vi-
sion, start third-party porting activi-
ties, build "real-time" market data feed 

Help key third parties to port their ap
plications. Help seed accounts port 
applications, generate success sto
ries. Package hardware, software 
and service into turnkey solution to 
ease ordering. Generate cross-industry 
awareness 

Need Co-operation of many PBUs, 
PMGs 

Announce new third-party applications, Need field support facilities 
Work with industry specific System 
Integrators/accounts in telecommuni-
cation, manufacturing, departmental 
general ledger 

OZIX is targeted at the open systems medium-large commercial/rP market. Below is a table that 
profiles each open systems market segment. It describes the customer profile, the competition, the 
selling channels, summary product needs, communication media, and a summary pricing strategy. 

Table 2: Market/Strategy 

Customer 

Competition 

Channels 
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Small-Medium General Busi
ness 

Price sensitive, interested in low 
cost, turnkey solutions for retail, 
manufacturing, distribution. 

NCR, Unisys, H-P, l~M, Olivetti 

Value Added Resellers 

Technical Workgroup 

Sophisticated, interested in re
liable server; tools important, 
applications less so 

SUN, H-P 

Medium-Large 
Commercial/TP 

MIS organization wants 
highly available, open 
platform. Must ac-
cess existing data. 
Mandated UNIX op
erating system or 
investing in new low 
cost equipment. In
novator in a risk 
averse environment. 

IBM, Stratus, Tan
dem, Pyramid, AT&T, 
Unisys 

Value Added Resellers, Mailorder, Direct 
Channels, Direct 
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Table 2 (Cont.): Market/Strategy 

Product 

Communications 

Price 

16 

Small-Medium General Busi
ness 

Low cost, distribution solutions 
with bundled applications., com
plete solutions, price growth path 

"Dealerscope", "Merchandising", 
"ABA Journal" 

Low entry price, limited options 

Technical Workgroup 

Standards, interoperability, se
curity, price performance 

"Unix Review" 

Many options, configurations, 
industry standard busses 

Medium-Large 
Commercial/TP 

Standards, Vendor 
reputation, IBM in
teroperability, price 
performance 

"Datamation", "Com
puterworld" 

Trade-in allowances, 
free installation, etc. 
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10 Additional Information on OZIX Products 

This document has presented a brief introduction to the program and vision for OZIX products. More 
detailed information regarding OZIX architecture and design may be found in a variety of phase 
review documents, including: 

• OZIX Market and Product Requirements Document. This document defines and describes 
open systems, summarizes customer requirements for production systems in the open systems 
market, and provides an analysis of the market opportunity. OZIX product requirements are 
presented relative to these findings. 

• OZIX Product Features Document. Specific OZIX product features and their implementa
tions are described in this document. The eight major categories of features include versatility, 
standards compliance, commercial features, application environment, operations environment, 
system stability, performance, and distributed computing. 

• A Vision of the International OZIX Product. This document outlines the goals and strategy 
for the internationalization of OZIX products. OZIX products are engineered from their inception 
for use in all Digital markets worldwide and are designed for simultaneous worldwide product 
release. 

• OZIX Applications Plan. Third-party application support plays a major role in the OZIX 
program. This document examines the target markets for OZIX products and the types of appli
cations that are needed to ensure success in these markets. It addresses the issues of training, 
documentation, and internationalization for third-party applications, and the program for pro
curement of these packages is outlined in detail. 

• OZIX Base System Architecture. This paper describes the architecture of the OZIX operat
ing system. Its purpose is to provide a conceptual view of the OZIX system by illustrating the 
relationship between the various components of the system. The functional components (sub
systems and the nub) of the OZIX architecture are described in detail, together with the three 
basic architectural concepts: the memory object model, the executor model, and the security and 
integrity model. 

• OZIX Network Implementation Architecture. This document presents an overview of the 
network strategy and architecture, followed by detailed descriptions of OZIX's Internet, DECnet, 
and network management components. Support for Network File System (NFS), remote proce
dure calls (RPC), IBM interconnections, application programming interfaces (API), and network 
services are also examined in detail. 

• OZIX System Administration Architecture. The architecture for OZIX system administra
tion, based on the Enterprise Management Architecture (EMA), is outlined in this document. 

• OZIX User Environment. This document describes the architecture of the OZIX user envi
ronment and a strategy for its development. In the scope of the document, the OZIX user envi
ronment is defined by two of its key components: the OZIX run-time libraries, and the general 
purpose commands and tools available to all OZIX product users. 

• OZIX Security Overview. This document addresses the security issues involved in the design 
and development of OZIX products. It discusses the security goals for OZIX products, defines 
the aspects of OZIX product security, and outlines the approaches used to reach those goals. 
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1 Introduction 
This document examines the opportunity for DIGITAL to establish itself as a leading systems supplier 
in the production environment, open systems market. 

1.1 Executive Summary 

The production systems environment is divided into two (2) distinct segments, proprietary and open 
systems. DIGITAL must have products for both types of customers. Currently, VMS answers the 
need for proprietary production systems where the primary competition is IBM MVS large systems 
and AS/400's in the mid-range. However, in the open systems segment DIGITAL currently does not 
offer what customers perceive to be a commercially viable alternative to competition such as IBM's 
AIX, AT&T's System V, HP's UX, and Pyramid's OSx. 

DIGITAL now has a window of opportunity to establish itself as a major vendor in the production 
environment, open systems market by offering industry-leading open systems products. This doc
ument, as organized, describes the market requirements, the primary competition, and specifically 
what functionality is required to be an industry-leading product in this market. 

1.2 Open Systems Market Summary 

In commercial, technical, governmental, and educational institutions today there is a growing de
mand for open systems based on the UNIX1 operating system to support production applications. 
Production applications are usually characterized as "mission-critical" and include applications such 
as transaction processing (TP), decision support, laboratory monitoring and many others. 

The total worldwide market for UNIX-based systems is projected to grow at a compound annual rate 
of 20% through the year 1992. UNIX systems supporting commercial applications are expected to 
reach $12.8 billion in revenue worldwide by 1992 (Dataquest, November 1988, Initial System Sales). 

The lack of commercial features in UNIX has already changed and will contintue to change dramat
ically in the next few years. UNIX vendors that already provide, or have stated intent to provide, 
a commercial UNIX operating system product are Pyramid, IBM, Tandem, AT&T, Sun, Hewlett
Packard, UNISYS, the OSF, and NCR. 

Customers are attracted to open systems because of the following: 

• They can build portable applications to a standard set of application interfaces (investment 
protection) 

• They can avoid costly conversions and retraining when needs expand beyond their original system 
(scalability) 

• They can become less dependent on specific component vendors (source independent) 

• They can capitalize on innovative, cost-performance platforms 

Production environment functionality that customers expect from an open operating system include: 

• Production environment quality and reliability 

• Department of Defense rated consistent and configurable distributed security model 

• Compliance with standards, such as X/Open branding, the Open Software Foundation (OSF), 
POSIX, and so forth 

• Superior system and application availability, fault tolerance, and data integrity 

• Providing a high-performance platform for TP and database products 

1 UNIX is a registered trademark of AT&T 
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• Incorporation of elements from third-party sources 

• Integrated system and network administration for low cost of ownership and ease of management 

• High performance system and I/O components 

• Availability worldwide at FRS for multinational corporation deployment 

• Superior documentation 

• Centralized software distribution with distributed licensing capabilities 

• Superior interoperability and communications 
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2 Market Definition and Requirements for an Open Systems Production 
Environment 

Production systems are commonly found in business computing. This is the style traditionally dom
inated by IBM and other mainframe vendors. The production systems market encompasses several 
traditional styles, including multiuser systems, TP, fault tolerant computing, and software products 
for security and system management. 

Production systems must be highly available and reliable. In many cases, customers use production 
systems in the daily operations of their businesses. Most production system applications use very 
large databases. Thousands of users may be deployed on a variety of systems often requiring 24 
hours/day, 7 days/week, 365 days/year continuous operation. The systems, users, and databases may 
be distributed worldwide. • 

Production systems are characterized by several common attributes, listed as follows: 

• Applications that are critical to the profitability or service level of the customer 

• Typically large, mature applications involving large databases and supporting a large number of 
users 

• Specific requirements regarding availability, throughput, systems management, security, etc. In 
an era of global markets, 24-hour system availability is in increasing demand 

• Technically unsophisticated end-users 

Virtually all systems require some production environment attributes. There are, however, many 
attributes that distinguish production systems from non-production systems. These are outlined in 
Table 1. 

Table · 1 : Production Systems vs. Non-Production Systems 
Production Systems Non-Production .systems 

Availability critical (99%+)- downtime has immediate im- Availability desired, but limited downtime (< 1 hr.) toler-
pact on profits or results able 

Mature applications running continuously or on regularly Development environment or mature applications run on 
scheduled basis occasional basis 

Complex job scheduling requirements Ad-hoc scheduling 

Limited batch scheduling window; restart capabilities crit- Batch jobs can be easily postponed, restarted 
ical 

System monitored and tuned during the day to balance System tuned at installation 
workload, ensure consistent response time 

Centralized system management by dedicated opera- System management handled mostly by end user 
tions staff 

Large number of devices (tape, disk, printer) managed Typically fewer devices managed 
by system 

Examples of production environment applications include the following: accounting systems, payroll, 
accounts receivable, computer aided software engineering (CASE), computer aided design/manufacturing 
(CAD/CAM), automated teller machines (ATM) systems, office automation (electronic mail, basic word 
processing), lab monitoring, some academic applications, communications switching, high-end pub
lishing, modeling, defense command and control systems, decision support, and traditional transac
tion processing applications such as reservation systems, banking, trader workstations. 
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Note that a distinction is not made between commercial and technical applications. While most pro
duction systems today are used for commercial applications, there are many technical applications 
that require high levels of availability and throughput (CIM, patient monitoring systems, environ
mental control systems). 

2.1 Open Systems 

Customers have a large investment in solutions based on out-dated technology. Even though these 
systems are expensive to maintain (application maintenance, system management, power consump
tion, floor space, air conditioning), customers are hesitant to convert these applications to newer 
technology. They are faced with: 

• The cost of re-engineering without substantially increasing functionality, no added-value 

• The cost of retraining the user community, both application and cultural 

• The cost of running a parallel operation while they transition the systems 

They believe open systems allows them to convert only once, thus justifying the investment. Cus
tomers believe that open systems provide the vehicle for the easy incorporation of new technologies. 
Digital can exploit this opportunity by providing a complete open systems product. 

An open systems environment is a comprehensive, consistent set of international technology stan
dards and profiles, specifying interfaces and supporting formats for interoperability or portability of 
applications, data and people. The field of open systems is a continuum of systems, ranging from 
closed systems that implement no standards to open systems that implement a rich set of standards. 

Market demand for open systems is heavily influenced by many open software organizations such as 
X/Open, OSF, POSIX, OSI, and so forth. One of these organizations, the OSF, was founded in May 
1988 to develop, license, and distribute an open software environment that is based on an independent 
UNIX-derived operating system and related subsystems. OSF addresses three major issues in the 
open systems market: portability, interoperability, and scalability. Applications written to the OSF 
standards are portable from one architecture to another. Interoperability provides the ability to 
exchange data and run applications on computers from multiple vendors. Scalability provides the 
means to migrate software across different hardware classes. By specifying an environment built 
on standards that provides these capabilities, the OSF fulfills customers' demands to protect their 
long-term software investment. 

DIGITAL's commitment to the OSF is significant in scope and heavily impacts our long-term strategy 
in the open systems market. DIGITAL must show a commitment to the OSF by providing systems 
compliant with the open systems standards as set forth by the OSF's Application Environment Spec
ification (AES). DIGITAL must also originate innovative technologies that may be used by standards 
organizations or the OSF creating new standards where none currently exist. 

2.2 Customer Requirements for an Open Systems Production Environment 

Customers would like to have the following qualities in an open systems production environment: 

• Systems that interoperate in an environment with the following characteristics: 

Multivendor installations 

Multiple operating system installations 

Multivendor networks 

• Coordinated multivendor access to data with atomic transaction control 

• Distributed processing 

• Scalable high-performance 
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High availability, high reliability, and fault tolerance 

Fast, efficient, and high-quality service 

Well-defined Standards 

Tools, languages, and portable applications (from DIGITAL and third party suppliers) available 
at first revenue shipment (FRS) 

Enterprise-wide system and network ad.ministration 

High quality, easy-to-use documentation 

Secure systems 

Fully internationalized systems 

In addition, the vendor of choice must provide a business environment that is much like a part
nership. The vendor must be easy to deal and do business with by establishing trust and long term 
relationships with the customer. The vendor must also provide a suite of fully integrated applications, 
vendor and third party developed, which solve the customers business problems. 

2.2.1 Multlvendor Environment 

The operating environment of an open systems customer includes a variety of systems and networks 
from many different vendors. The variety of systems range from PC's to mainframes and everything ·· 
in between. The customer must also deal with a spectrum of proprietary and industry standard 
operating systems, networks, data formats, and so forth. 

The problem is in linking different systems, networks, and applications together to provide integrated 
management of, and to facilitate the transparent flow and exchange of data (records, files, messages, 
and so forth) between these different systems, networks, and applications. 

The problem is in providing integrated management capabilities of all these different systems, net
works, and applications and to facilitate the transparent flow and exchange of data (records, files, 
messages, and so forth). 

Customers are looking to the vendors and standards organizations for help in providing answers to 
this dilemma. 

2.2.2 Distributed Processing 

The trend is to place the compute power (systems) where the compute cycles are needed. By definition, 
the distribution of compute power requires remote deployment of data, hardware, operating system 
software, and applications software. Even though these systems are distributed (often provided 
by different vendors) they are expected to be managed or controlled and function as if they were 
centralized. They must communicate well with each other. 

The distributed computing philosophy puts an added burden upon the customer's human and network 
resources. The burden on the human resources is in providing system and network management by 
non-technical personnel. The burden on the network is in providing the bandwidth to effectively 
use all of the available compute power. In other words, to use idle compute cycles regardless of 
the physical location. Customers want easy and efficient access to all of their available compute 
resources, wherever the resources are located. 

Configurations vary widely within installations. Development and scientific or technical environ
ments tend to use back-end file and compute servers for workstation-based development. Transaction
based environments use a more conservative centralized approach with character cell terminals or 
PCs connected to a large minicomputer or mainframe holding the corporate databases. 
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Although the trend in both the TP and development environments is toward a workstation to server 
relationship, customers do not see the need for character cell terminals support to diminish until 
well into the 1990s. Character cell terminals are pervasive throughout the industry and, for many 
customers, replacing them with workstations is not economically feasible. 

Workstations are usually purchased based upon a specific applications availability. Workstation 
vendors include: Apollo, Sun, Silicon Graphics, DIGITAL, HP, IBM (PCs and compatibles), and so 
forth. Servers are, therefore, expected to support workstations from a variety of vendors. The server 
can provide a batch compute facility, a print facility, a file or database repository, or workstation 
installation and/or boot support. 

2.2.3 High Performance 

Customers are constantly needing more performance from their computer systems. They believe 
that price/performance will double every two years. Hardware performance from a uniprocessor or 
multiprocessor system, however, is not the only measurement. With hardware quickly becoming a 
commodity, software performance is emerging as the true measurement that differentiates systems. 
Customers want software features that improve performance for applications as well as the operating 
system. 

Performance is measured in many ways, one of which is by the system 1/0 bandwidth and through
put. This is both a function of the hardware and the cooperating 1/0 software. The 1/0 subsystem 
software includes network, terminal, and disk and tape operations. Systems supporting production 
applications, especially high transaction rates, need high bandwidth hardware and fast, efficient, and 
flexible supporting software together providing maximum throughput. 

Another means of improving performance may be realized through the use of parallelism and concur
rency in applications themselves. This type of improvement often requires hardware support for mul
tiprocessors and software support in compilers (decomposition) and the operating system (threads). 
However, from a price/performance perspective adding a processor and memory is much more cost 
effective than complete hardware replacement. 

Performance measurement software for predicting real and potential bottlenecks in the operating 
system, related subsystems, and application software is absolutely necessary for this environment. 
These tools are abundant for proprietary systems currently sold into the production system envi
ronments. Tools that support and can provide performance data on decomposed applications and 
multiple thread environments are not widely available as yet. 

2.2.4 Scalable Systems 

Needs vary widely between application and system location deployment. Systems need to be scalable 
from small systems providing limited functionality to large systems providing a broader spectrum 
of services without sacrificing performance or functionality. The need is really a function of growth 
potential. Customers need to be provided a means to grow from small to large without swapping 
hardware equipment and software and without having to go through costly conversions. 

Scalable systems provide the customer with investment protection for their most costly resources, 
application software and personnel. This translates directly to low cost of ownership for the systems. 

Scalability may be provided in the following ways: 

• Supporting more processors, memory, disk, and so forth on a single system 

• Coupling multiple systems together as a single system 

• Coupling multiple systems together in a distributed, wide area network 

• A combination of any or all of these methods 
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2.2.5 High Avallablllty, High Rellablllty, and Fault Tolerance 

Customers expect hardware and software failures to be automatically detected with speed and accu
racy. The failing component is expected to be isolated, taken out of service, and replaced with little 
or no impact on the users, applications, or system. While a failed component is replaced, customers 
expect a predictable, graceful degradation of their system rather than total interruption of service to 
their users. The maximum acceptable number of hardware or software service interruptions in this 
market is one or less per year. 

Software failures or crashes are not expected to interrupt service. In the rare case when a hard crash 
does occur, the operating system should provide a graceful shutdown, 100% file system integrity, and 
a fast reboot/restart. At the high end of the market, customers expect the vendor to provide a failover 
mechanism to prevent total service interruption. 

Application restart at the point offailure is usually provided by the applications themselves, especially 
in mission-critical situations. This is a timeconsuming and sometimes difficult task. Operating 
system supported (embedded) mechanisms providing this type of capability are gaining in popularity 
as the number of mission-critical applications grows. This is a feature found in few open systems 
today. 

A computing environment that provides for uninterrupted operation is rapidly becoming a require
ment in some of the upper mid-range configurations today. By the mid-1990's it is · expected that 
vendors competing in the upper mid-range to lower high-end production systems will be required to 
provide this feature. 

Commercial file systems are expected to be 100% safe from corruption. Due to the sensitivity of the 
data the file system is expected to provide flexible, quick, and reliable access to the data. Customers 
desire a powerful and flexible file system with high security, data integrity, and recovery capabilities. 
Access methods vary from application to application with expectations that the system provide stan
dard access methods such as flat, ISAM, and database management techniques. In addition, many 
customers feel that access to other types of file system interfaces, such as Apple, MS-DOS, System 
V RFS, and DIGITAL's ODS-II are very important as well. 

2.2.6 Fast and Efficient Service 

It is assumed that customers who purchase systems in the next 5-10 years for use in upper mid
range and high-end of the production environments expect the vendor to supply a zero downtime, 
fault tolerant, 100% reliable computing system. Systems acquired for use in low-end to mid-range 
production environments are somewhat less restrictive but still very strict compared to most other 
markets. When a problem with the hardware or software does arise, production-system customers 
expect a level of service greater than that currently supplied by vendors to the traditional UNIX 
customer. 

Initial installation of the software should be a trivial exercise, that is, it should be fast and efficient 
with little or no operator intervention required. Subsequent updates and upgrades of both operating 
system software, tools (layered products), and applications are expected to be accomplished with little 
or no interruption of service to the end-user. 

2.2. 7 Well-defined Standards 

Customers want standards that are well-defined, published, and accessible. Standards allow changes 
to be made in an orderly manner rather than at the vendor's discretion. They are considered essential 
to end users and third-party software vendors who build platform-independent applications. Gov
ernments, both foreign and domestic, require that certain standards be met before the vendor can 
respond to issued requests for proposals (RFPs). 
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2.2.8 Tools, Languages, and Portable Applications 

Tools, languages, and applications that help provide solutions for customers business problems must 
be available at first shipment. The solutions (software) must be state-of-the-art and fully support 
features of the hardware and operating system software. Development and performance monitoring 
tools must be available for tuning not only applications but also the operating system and networks. 
Customers require more production-oriented tools to improve productivity and efficiency. There is a 
great demand for tools that cover the following areas: CASE, code debug, profiling, application pro
totyping, optimization, configuration management, databases, 4GLs, integrated system and network 
management, languages (C, C++, COBOL, FORTRAN, Ada), editors, graphics and math libraries, and 
communications. In addition, many customers buy their hardware based on a particular application 
package needed to give them a competitive edge. 

2.2.8.1 Third Party Appllcatlon Software 

Application software sells systems. The initial system sale is contingent upon the spectrum of avail
able software for a given system. Quite often the software of interest to the customer already exists 
within the customers environment. As a stipulation of sale, the software must also be available on 
the new machine as well. A potential computer purchaser is interested in the breadth and quality of 
the software that is available for any given machine. This is often a measure of acceptance by the 
software development community as well as a sign of maturity of the product. 

2.2.9 Enterprise-wide Administration 

The system and network administration of a distributed computing environment is difficult to use and 
usually requires a large staff devoted exclusively to these tasks. Administration is a sizable invest
ment for customers. To lower the overall costs associated with system and network administration a 
universal, tailorable, and expandable tool, for both multivendor network and system administration, 
is needed. Customers would like a consistent single easy-to-use interface allowing them to manage 
systems and networks from a single location. This tool would let the system or network administrator 
manage servers (compute, file, database, TP, etc.), workstations (disk and diskless), and a variety of 
networks (LAN, WAN, OSI, SNA, TCP, X.25, and so forth) with a small staff, reducing training costs. 
Customers refer to this kind of administration as "lights out", "unattended operation", or "auto-pilot". 

Installation, updates, and upgrades of the system and layered application products are important 
aspects of system administration and should occur with as little disruption as possible to the operation 
of the system. UNIX systems have traditionally been known for their difficult installations. Sun 
Microsystems has clearly set a standard for UNIX systems with their 386i installation program, The 
Organizer. This product, aimed directly at the non-technical user, demonstrates the type of usable 
installation commercial customers would like to see for larger systems. 

Customers and third party software vendors are also very interested in centralized software distri
bution supporting a distributed software licensing mechanism. Benefits to the customer include the 
following: 

• All software for a particular system would be distributed to the customer on one distribution 
media 

• All software would be administered from one site eliminating tape and disk storage, multiple 
installations of the same product on many machines greatly reducing administration costs 

• Software updates and upgrades are simultaneous on all systems 

• Documentation can be distributed in a similar fashion 
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System performance management is very important as well, especially in TP environments where 
system loads can change dramatically in short periods of time. Systems in TP environments are 
expected to have consistent predictable performance that can be accurately measured. Tools that 
accurately and consistently predict peak load performance are needed. Customers in transaction 
environments often purchase their equipment based on such performance. 

Customers also want a mechanism for accurately dispensing system resources to particular jobs 
or users. Often, users or departments "fund" a percentage or portion of the system. The system 
administrator must be able to allocate the system resources proportionately to the appropriate users 
or applications. 

2.2.10 Commercial Environment Features: Print, Batch, and Media Management 

Efficient print and batch management is extremely important in production environments. Typical 
production environments have high volume batch requirements. In many such installations batch 
processing may account for the vast majority of computer usage. The batch processor must take 
advantage of lightly loaded machines in the network without manual intervention from an operator 
or user. Operators or users must have the ability to examine and modify the status of a job regardless 
of the location or execution of the job. Printing needs vary from low-speed, low-quality printing of 
reports on a PC (dot-matrix) to very high-speed (100+ pages/minute) jobs that require sophisticated 
laser printers. Production environments often have tightly controlled printing functions, such as 
the printing of payroll or accounts payable checks. Printing servers must be able to accomplish the 
following: 

• Channel specific jobs to specialized printers (for example: checks to an impact printer) 

• Schedule jobs 

• Examine and modify the printing parameters 

• Restart the job on a particular line or page, or on a different printer 

• Divide a print job between multiple printers 

• Print documents that contain both text and graphics 

• Balance the printing load 

• Provide accounting information 

Commercial installations typically have large media management problems that have often been 
automated either from acquisition of third party or internally developed software. A subset of the 
functions of the software include the following: 

• Migration of frequently used data to fast storage 

• Migration of less frequently used data to slower storage 

• Automatic archiving of infrequently used data 

• Automatic retrieval of archived data 

• Library management tools 
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2.2.11 Documentation 

Commercial customers have categorically stated that the current level of documentation is confusing, 
difficult to use, and does not meet their needs. It is not usable and has not improved as systems 
have become more sophisticated. Most end users are novice computer users and require explicit, 
easy-to-find, concise information with many examples. 

Many customers have expressed a great deal of interest in lowering their documentation costs. Cus
tomers want the following: 

• Lower overall documentation costs (reduced number of hardcopy documentation sets) 

• Updates in a more timely fashion and do not want to "replace pages" in current manuals 

• Reduced training costs 

• Ability to customize the documentation for specific needs 

2.2.12 Secure Systems 

With the proliferation of worldwide computer networks and the increasing number of security vio
lations, customers have realized that they need more secure systems. By 1992 the United States 
government will require a C2 rating for all computer systems purchased. Many commercial cus
tomers are already leading the government in security requirements. This trend toward increased 
security is expected to continue with both government and commercial customers; by the mid-1990s, 
users will require a B2 (or equivalent) rating. However, many customers also want the ability to 
configure the security parameters to meet their various needs. 

2.2.13 International Systems 

Customers who purchase large TP systems are primarily large multinational corporations, many 
with worldwide operations. Systems developed by these corporations are usually not just local to one 
district, region, geographic area, or country. The systems are developed to be deployed throughout 
the corporation as soon as possible. 

Typically, country-specific porting of the operating system, utilities, applications, tools, and so forth, 
requires an additional six months to a year of engineering effort after the initial release of the product. 
Supplying language-neutral support for immediate worldwide shipment at product introduction will 
give a vendor a distinct competitive advantage. Customers may develop applications that may be 
deployed worldwide at the customers discretion rather than the vendors. 

A second consideration is the growth of the worldwide computer systems market. It is increasingly 
important that customers from many different countries and cultures can use new systems without 
translation problems. Currently, greater than half of DIGITAL's income is derived from sales outside 
the United States. At present, the three largest computer markets (in order of ranking) are the 
United States, Japan, and France. DIGITAL's market share in Japan is approximately 1.5 percent. 
Without Asian and European language support DIGITAL will not be able to increase marketshare in 
Japan. 
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3 Open Systems Market Analysis 
The market for UNIX-based systems represents one of the best opportunities for selling production 
systems. Within the UNIX market, companies depending on commercial applications will be most 
attracted to the functionality offered by production systems. UNIX commercial application customers 
choose open systems for several reasons: 

• Hardware vendor independence 

• Applications portability 

• Data transparency 

• Strong distributed environment 

• Investment protection in hardware, software and training 

• Typically better price/performance than proprietary systems 

Additional production application requirements include high security, high availability, high through
put, and ease of management. A growing number of technical applications also require these features. 

The commercial UNIX sector is a substantial market. UNIX systems running commercial applications 
exceed those running technical applications on a worldwide basis with revenues reaching $12.8 billion 
in 1992. The compound annual growth rate of commercial UNIX systems sales is projected to be 16.8% 
between 1987 and 1992, which is more than twice the growth rate of the overall computer systems 
market. 

Figure 1: Worldwide UNIX System Sales by Application Segment $8 (If-sold value) 
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Source: Dataquest, November 1988 

The above forecast was made prior to the availability of a production quality UNIX system, a factor 
which would accelerate UNIX demand. 
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Government sectors (both domestic and foreign) represents another opportunity for UNIX production 
systems. Many requests for proposals issued by the government now require systems to support 
the definition of open systems and standard interfaces. An estimated 70% of government RFPs now 
specify UNIX in some form. The government sector using UNIX systems represents approximately 
one-third of the UNIX-based systems sold today and will maintain that share of the market into the 
1990s. 

Figure 2: Worldwide UNIX System Sales by User Environment $B (If-sold value) 
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3.1 UNIX-based Appllcatlons 
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The potential size of the UNIX commercial market is highly dependent upon the availability and qual
ity of applications that meet the requirements of commercial computing. Availability of applications, 
however, is in turn dependent upon the availability of high-quality commercial CASE tools. 

Although market information on this topic is scant, International Data Corporation (!DC) performed 
surveys to identify the key applications running in both commercial and technical markets. The 
results of the commercial application survey are summarized below. The System Software Marketing 
(SSM) group is continuing this analysis with an end-user survey of open systems applications, to be 
completed by the end of FY89. SSM's analysis will be included in future revisions of this document. 
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Table 2: UNIX Applications at U.S. Commercial Sites, 1987 (Sample= 165 sites) 
Primary Number of Per- Leading DIGITAL's 
Application Responses Centage Vendor Position 

Text Processing 189 13.2% AT&T 3 
DBMS 185 12.9% AT&T 3 
Accounting 150 10.4% Altos NA 
Spreadsheet 148 10.3% AT&T NA 
Communications 123 8.6% Altos 4 
Software Development 108 7.5% Alto's 3 
Integrated Office System 80 5.5% Altos NA 
Payroll/Personnel 80 5.5% 

4GL's 77 5.4% AT&T NA 
Sales/Distribution 64 4.5% 

Graphics 49 3.4% 

Other 184 12.8% 

Total 1437 100.0% 

Source: !DC, March 1988 (some sites include multiple responses) 

Although production systems have the greatest opportunity in commercial applications, there are 
a growing number of "technical" applications requiring production systems features, such as high 
availability, archiving, and systems administration. Examples of these application areas are commu
nications switching, lab monitoring systems, and process control. 

3.2 Production Systems Market 

The production systems market spans several traditional market boundaries, all of which are shift
ing. 

Table 3: Production Systems Market Sizing 
1988 1992 CAGR 

Segment ($M) ($M) ('88-'92) Source 

All Multiuser Systems 58,848 73,966 5.9% Dataquest 7/88 

All OL TP Systems 31,415 50,858 12.7% lnfocorp 4/88 

All Fault Tolerant Systems 3,113 6,907 22.0% Frost & Sullivan 12/88 

All UNIX General Purpose Systems 9,549 16,633 14.9% Dataquest 7/88 

Data Center Automation Software 2,562 5,800 22.0% Input 12/87 

Note: Segment data given shows relative size and growth of each segment. Because of differences 
in definitions across sources, segment numbers are not directly comparable. SSM is in the process 
of sizing the production environment open systems market based on applications market data and 
assumptions about its penetration. 

An analysis of mainframe class computers (value of $1 million and above) running commercial appli
cations indicates that the vast majority require production attributes. 
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RANK 

LEADING APPLICATIONS ON BUSINESS MAINFRAMES 

APPLICATION 
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Source: Dataquest 12/88 

Accounting* 
Payroll/Personnel* 
Order Processing/Inventory Control* 
Sales/Distribution* 
Purchasing* 
Other 
Manufacturing* 
Mathematics & Statistics 
Engineering 
Banking* 
Insurance* 
Education 
(* typically production applications) 

TP is growing as a percentage of all production systems. The Yankee Group estimates that by 1991, 
85% of mainframes, 65% of minicomputers, and 5% of microcomputers shipped will be used for OLTP. 
Much of the growth in OLTP is coming from improvements in hardware price/performance, making 
OLTP affordable for new applications such as manufacturing process control and retail point-of-sale 
systems. 

Fault tolerant systems is the fastest growing segment of the production systems market. As hardware 
becomes more reliable, competition is shifting toward software and network error detection and 
recovery. While fault tolerance is often thought of as a TP feature, the fastest growing markets 
for fault tolerance are telecommunications ·and office automation. DIGITAL can clearly differentiate 
itself by providing a low cost, fault tolerant file server for office environments. 
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Figure 3: Fault Tolerant Systems Market 1988-1993 

9 
$8.5 

8 

7 $6.9 

m 
!! 6 
(/) 
w 
:::, 
z 5 w 
> w 
a: 4 ti) 
::::& w 
I- 3 ti) 
> 
(/) 

2 

0 
1988 1989 1990 1991 1992 1993 

m OLTP - PROCESSCONTROL - TELECOMM □ OFFICEAUTO 

Source: Frost and Sullivan 

Fault tolerance is also critical to penetrating the largest production systems industry markets. By 
1993, the largest markets for fault tolerant systems will be banking (33% of sales), other financial . 
(16%), manufacturing (13%), and communications (11 %). 

UNIX penetration of the production systems market has been limited. According to Infocorp, the 
UNIX share of OLTP units shipped in 1987 was 18% for systems in the $50K-and-under price band, 
and 10% for the $50-350K price band. UNIX penetration in this market to date is due to underlying 
hardware price/performance or mandated UNIX purchases, not UNIX capabilities in production sys
tems. For UNIX to appeal to a broader production system market, it must overcome several technical 
limitations of UNIX. These limitations are as follows: 

• . Performance degradation due to fragmentation of large data files 

• Performance degradation due to frequent context switching 

• Limited security features 

• Lack of tuning and diagnostic tools 

In addition, UNIX suffers from several perceptual problems in MIS shops, including its image as a 
technical "hacker's" environment, its general lack of commercial applications, and a lack of system 
management tools for large data centers. 

To date, vendors have employed several strategies to overcome these limitations in production envi
ronments. These strategies include: 

• Modify the UNIX kernel to support production applications (Pyramid, UNISYS) 

• Add a layered TP monitor to UNIX to provide production support (AT&T's Tu.xedo/T) 
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• 

• 

3.3 

Enlist support of relational database (RDBMS) vendors who have added data integrity and TP 
extensions to their products 

Focus on making proprietary environments more "open" through POSIX operating system inter
faces 

Production System Market Segmentation by Industry 

Open systems will appeal to different production environment industries based on industry require
ments, such as the number of transactions per second, the level of system availability, and open 
systems policies. Figure 3 shows prioritized industry groups DIGITAL should pursue. This infor
mation is based on interviews with DIGITAL's Industry Marketing Groups as documented in the 
Strategy Integration Project from System Software Marketing, April 1988. 

Based on our definition of the production environment, open systems market, the top five (5) indus
tries for potential penetration and acceptance are the federal government, transportation, telecom
munications, medical and financial services. 

Figure 4: Production Environment Open Systems Market Segmentation by Industry 
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Industry Marketing Group Key 
ED = Education 
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FED = Federal Government 
TAN = Transportation 
TEL = Telecommunications 
MED=Mecia 

F&B = Food and Beverage 
ELE = Electronics 

FIN = Financial Services 
AUT = Automotive 
HEA=Health 

AE = Aerospace 
O&G = Oil and Gas 
CHM = Chemical 

DIGITAL will initially have to target growth markets where the likelihood of new, standalone ap
plications development is higher. The risk aversion of MIS managers, and existing investment in 
corporate databases, applications, and personnel training, make it unlikely that they will switch 
large mission-critical applications to a UNIX platform in the short term. Purchase decisions will be 
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based upon expectations of a high quality, low cost (to maintain), fully functional system that is very 
low risk. 

Figure 5: Transaction Processing Market Segments by Growth Rate 

1988 -1992 CAGR 
40% 

36.0% 

35% 

30% 

25% 

CAGR 20% 
1988 - 1992 

15% 13.8% 
12.8% 12 30¼ 12 Q0¼ • 0 • 0 11 .5% 

10% 

5% 

FINANCE GOVT COMMUN 

INDUSTRY SEGMENT 

Source: DIGITAL OLTP Market Definition Taskforce, Sept. 1988 

Table 4: Transaction Processing Market Size by Industry Segment 
System Revenues ($8) CAGR 

1988 1992 1996 '88-'92 '92-'96 

Retail 1.9 6.5 22.5 36.0% 36.4% 

Banking 7.4 12.4 20.8 13.8% 13.8% 

Manufacturing 6.0 9.7 15.4 12.8% 12.3% 

Finance 3.4 5.4 8.8 12.3% 13.0% 

Transportation 0.7 1.1 1.6 12.0% 9.8% 

Government 1.1 1.7 2.7 11.5% 12.3% 

Education/Other 1.6 2.4 3.6 10.7% 10.7% 

Communications 2.9 4.3 6.5 10.3% 10.9% 

Medical 2.0 2.8 4.1 8.8% 10.0% 

Service 2.3 3.1 3.9 7.7% 5.9% 

Utilities 1.4 1.8 2.2 6.5% 5.1% 

Source: OLTP Market Definition Taskforce 
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As indicated in Figure 5 and Table 4, the retail, manufacturing, and financial service sectors offer 
substantial opportunities for selling platforms for new applications. In addition, these industries lend 
themselves to distributed solutions, where DIGITAL has established strong technical leadership. (The 
manufacturing growth rate may actually be understated above; Gartner Group estimates the growth 
rate for OLTP in manufacturing at almost 25%.) Of the three, manufacturing is likely to move most 
rapidly towards UNIX. 

3.4 Competitor Analysis 

The window of opportunity for DIGITAL is between 1989 and 1992. A number of vendors will have 
upgraded their UNIX offerings to support production systems. However, it is important to examine 
the competitive position of some commercial UNIX vendors today to predict who will present the 
strongest challenge to OS/SB and DIGITAL in the future. 

The competitive landscape for commercial UNIX systems in the high-end is radically different from 
that for technical UNIX systems. While the market for UNIX systems running commercial business 
applications is larger overall than the technical market, most of the commercial market growth has 
been in low-end systems. Infocorp estimates that UNIX penetration of commercial systems valued 
at $350K and greater was only 2% in 1988. 

Figure 6: U.S. Commercial UNIX Market 1988 
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An examination of the U.S. commercial UNIX systems market ($350K and above), a likely DIGITAL 
target segment, shows a fairly volatile and fragmented market. IBM's market share is misleading, 
since it is based on revenues from only a. half-dozen large systems running IX/370, a third party 
product. (Shipments of AIX/370 have been delayed until late 1989). AT&T is also in a strong position, 
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as it is the developer of System V, the preferred UNIX version for commercial and government 
accounts. While IBM's sales between 1987 and 1988 were fairly flat, AT&T sales to this segment 
more than tripled from $19M in 1987 to $60M in 1988. This may be due in part to the availability 
of a CICS-like TP monitor called Tuxedo for AT&T System V. DIGITAL's share was limited to 4% 
in 1988, in part because only 20% of its UNIX systems were estimated to be used for commercial 
applications. 

More significant, however, is the emergence of Sequent, Pyramid and Sequoia into the number five, 
six, and nine positions respectfully, after only two years of sal.es into this segment. All three have 
grown rapidly by offering strong price/performance, an enhanced UNIX kernel, and fault tolerance 
to beat general purpose vendors in industries such as finance and telecommunications. 

Pyramid is the most direct threat to DIGITAL's entrance into the production environment open 
systems market, offering a RISC-based multiprocessor server (the MIServer extension of the 9000 
series) with a modified UNIX kernel running at a maximum of 140 MIPS and 1000 users. Pyramid 
dominated the mid-range ($200-3501{) commercial UNIX systems market, and held 12.9% of the 
overall mid-range market in 1988-more than double DIGITAL's share of 6.1 %. Infocorp estimates 
Pyramid controls 50% of the commercial system sales in this priceband. 

Because Infocorp tracks only manufacturer revenues, UNISYS does not appear in the market share 
figures. However, UNISYS is a serious threat in this market, and is already advertising itself as 
the #1 supplier of commercial UNIX systems. It is working with AT&T to enhance System V for 
commercial environments and is pushing for UNIX standards for TP. UNISYS claims its total UNIX 
business in 1988 was about $800 million. 

IBM, DIGITAL, UNISYS, and Tandem have targeted most segments. IBM dominates most segments 
with its proprietary platforms. NCR has been successful in targeting two vertical markets: retail 
and financial services. AT&T has developed a strong presence (26% share) in the communications 
market. 

Arix, Sequent, and Pyramid all have less than one percent share in any one TP vertical market 
in 1988, International Resource Development, Inc. (IRD). The top vertical market for each are as 
follows: 

• Arix 

Communications 

Transportation 

• Sequent 

Banking 

Communications 

Service 

• Pyramid 

Banking 

Communications 

Service 
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Figure 7: Competitor U.S. OLTP Share by Industry - 1988 
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Four groups of competitors will compete with DIGITAL in the open production systems market, each 
with a different strategy. The four competitive groups are as follows: 

Hot Box Vendors (Pyramid, Sequent, Tolerant, Sequoia, Convex): These vendors, early entrants 
into this market, are highly focused on providing high performance UNIX platforms with some fault 
tolerant features based on standard or RISC multiprocessing technologies. These vendors are likely 
to compete on price/performance in certain applications where availability and UNIX are critical (for 
example, government and telecommunications). 
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Fault Tolerant Vendors (Tandem, Stratus): Both Tandem and Stratus, recognizing that the fault
tolerant segment is really a speciality segment (5-10% of TP), are trying to broaden their appeal 
as general purpose TP providers. UNIX TP is an obvious growth path. Tandem now offers UNIX 
on a non-fault tolerant platform (LXN) targeted at smaller businesses. Stratus is developing (with 
Olivetti) a native fault-tolerant UNIX based on System V R3, with planned availability in late 1989. 
It also offers a UNIX command set (UFS) running under its proprietary VOS operating system. These 
vendors are likely to leverage their experience selling high-availability, high-performance proprietary 
systems into the UNIX production systems market. 

General Purpose Vendors (DIGITAL, IBM, UNISYS, NCR, H-P, AT&T, Convex): Each vendor is 
likely to introduce a RISC/UNIX platform capable of handling production systems throughput over 
the next five years. These vendors are likely to be somewhat conservative, waiting for standards to 
emerge for UNIX TP. AT&T and UNISYS are in a strong position to bring a production systems UNIX 
quickly to market by virtue of their cooperation on System V development. While most vendors are 
likely to accelerate UNIX development for this market, some (like DIGITAL) may hedge their bets 
by making their proprietary environments POSIX-compliant. Such an environment would appeal 
to MIS/DP managers who want open standards but also want a stable, mature production systems 
architecture with a large selection of packaged software. Honeywell Bull is an example of a vendor 
which seems to be focusing its efforts on POSIX rather than UNIX. 

RDBMS Vendors (Oracle, Sybase, INGRES, Informix): DBMS vendors are not hardware vendors 
but are positioning their products today as a means of getting around the shortcomings of UNIX in 
production environments. Embedded features in the DBMS handle disk allocation, data integrity, 
journaling and task management independently of the operating system. Sybase has an embedded 
transaction server which appears to UNIX as a single process, reducing context switching. Ora
cle improves throughput by managing data blocks directly, reducing fragmentation. Many RDBMS 
products run on multiple platforms, so these vendors are likely to position themselves as points of 
integration between proprietary and open systems. They also stand to become de facto standards in 
this market as users develop RDBMS applications. 

3.4.2 Substitutes 

While a large number of commercial users will mandate UNIX for their production systems, others 
are more interested in vendor independence and price/performance than in UNIX. DIGITAL will 
compete against several potential substitutes. They are as follows: 

• POSIX-compliant proprietary operating systems 

• Mach (a UNIX derivative being rewritten by Carnegie-Mellon to support TP) 

• • Pick 

3.4.3 Competitor Profiles (Preliminary) 

AT&T: 

• Offers proprietary TP monitor (Tuxedotr) running on System V to handle production application 
tuning, security, and task management encouraging DBMS vendors to support Tuxedo as TP 
front end. 

• Release 4 of System V to support: 

Improved system administration. 

Convergence of BSD, System V, and Xenix. 

Two-phase commit. 

Internationalization. 
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• 

Real-time extensions. 

Cl security rating (B2 expected in release 4.1). 

Release 4 will not support: 

Disk shadowing. 

Multiprocessing. 

• UNIX International founder. 

BUN: 

• Joint venture between Siemens and Intel. 

• Offers selectable fault tolerance, where processors can be switched from standby to normal mode. 

• TP services embedded in the hardware, reducing overhead. 

• Limited throughput (12-18 TPS). 

• Likely to appeal to government accounts for the following reasons: 

Operating system written in Ada. 

"Biin reconstituted UNIX into a robust operating system with the security and integrity of 
a proprietary operating system ... " (Gartner Group, November 1988). 

• Primary initial target markets (Gartner): 

Federal government. 

Manufacturing. 

Healthcare. 

Other mission-critical applications. 

CONVEX: 

• Traditional superminicomputer manufacturer whose customers say: "Why do I need fault toler-
ance? I have a Convex and it never breaks." 

• Offers high performance storage subsystem (IBIS disks) with disk striping and shadowing. 

• Supports large memory configurations (up to 2GB). 

• Interoperates well in DIGITAL environment with Convue Shell and DECnet end-node look-a-like. 

• Very good price/performance. 

• Management are smart businessmen that have brought Convex along steadily. A competitor to 
watch out for in both technical and commercial markets. 

HEWLETT-PACKARD: 

• HP9000-8:X:X file server, based on RISC Precision Architecture and running HP-UX, is closely 
positioned against DIGITAL. 

• Montgomery Securities claims "strong acceptance" of HP9000-8:X:X in commercial UNIX market 
in 1988. 

• Active in enhancing UNIX with real-time extensions, NewWave GUI. 

• Now owns Apollo, a high performance workstation vendor. 

• OSF member. 
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IBM: 

• 
• 
• 
• 
• 
• 

AIX/370 due out late 1989 . 

TP subsystems (such as CICS) are not expected until 1993-1994 . 

Multiprocessor RISC platform (RT family) expected late 1989 . 

Controlled 45% of total U.S. business computer revenues (proprietary and UNIX) in 1987 . 

Will leverage OSF selection of AIX kernel in sales situations . 

OSF member . 

NCR 

• Tower series running Tower OS (UNIX) has been successful in retail and financial applications. 

• Good low-end scalability. 

• Rumored candidate for takeover. 

• UNIX International member. 

PYRAMID: 

• Closest direct competitor to DIGITAL (high end commercial UNIX/RISC servers). 

• Dual BSD and System V UNIX (OSx 4.4). 

Cache subsystem to improve throughput. 

Disk mirroring option. 

Disk striping. 

Virtual disk capability. 

Supports up to 4GB virtual memory per process. 

RPC facility. 

• Pyrnet networking products include: 

SNA/3270 gateway. 

Cray channel interconnect. 

• 85% of its systems used for commercial applications. 

• 50% of its sales are to telecommunications industry. 

• Installed base of over 1600 systems. 

• Over 50% of sales are outside of the United States. 

- Nixdorf accounted for 20% of all 1988 sales. 

• UNIX International member. 

SEQUENT: 

• 80% of its systems used for commercial applications. 

• Offers dual BSD 4.2 and System V R2 UNIX (Dynix) running on an Intel 80386-based multipro
cessor platform. 

• Signed original equipment manufacturer (OEM) agreement with UNISYS in January 1989. 

• Joint venture with Matsushita to enter Japanese commercial market. 
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• OSF member. 

SEQUOIA: 

• Fault tolerant multiprocessor platform (Motorola 68030-based) . 

• 
• 

Offers SVID issued compliant UNIX called Transaction Optimized Processing with UNIX (TOPIX) . 

Operating system provides fault detection (error detection, self-checking, and protocol monitor
ing), fault isolation, and fault recovery. 

• 
• 
• 

Applications designed for System V or BSD can run concurrently . 

Proprietary flat file system called Sequoia Transaction Oriented Record Manager (STORM) . 

Turned first profit in seven year history during the fourth quarter of 1988 . 

STRATUS: 

• Native fault tolerant UNIX expected late 1989; to be both POSIX and SVID compliant. 

• Broadening scope from fault tolerance to "minicomputer based critical on-line application solu-
tions" (1988 annual report). 

• OEM sales about 40% of revenue (IBM 32%, Olivetti 8%). IBM resells XA/2000 as System/88. 

• Member of both OSF and UNIX International (hedging strategy). 

SUN: 

• Offers workstations and (currently) low-end servers with wide range of applications that span 
technical and commercial (trader workstations). 

• Joint project with AT&T (owns 20%) to improve System V. 

• SPARC server strategy under review. Just announced a new line of powerful workstations and 
rumored to be working on multiprocessor SPARC servers. 

• UNIX International member. 

TANDEM: 

• Also broadening scope to general OLTP. 

• Offers UNIX running on non-fault tolerant LXN, targeted at small businesses-a new market. 

• Working with :MIPS to include RISC in future products. Gartner Group expects Tandem will 
first offer RISC with its Guardian OS. 

• Key acquisitions strengthens production systems offering: 

Atalla Corp.: secured transactions. 

Integrated Technology: telecomm industry products. 

Ungermann-Bass: networking. 

TOLERANT: 

TBS 

UNISYS: 

• Has targeted commercial UNIX market as source of future growth, as its proprietary systems 
sales decline. Claimed in recent Wall Street Journal ad to be "#1 supplier of commercial UNIX." 
Recently acquired Convergent, one of its OEMs. 
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• Has added extensions to System V R3 to make it more attractive to commercial users: 

Menu system. 

Encryption. 

Virtual address support. 

File system tuning options (allocation of contiguous disk space, direct I/O support). 

Real-time extensions (preemptible scheduling, asynch I/O). 

• In strong position to influence System V TP standards. 

• Actively pushing for a IEEE (POSIX) TP standards working group. 

• Has moved quickly into market by reselling systems by NCR, Arix, Convergent, Computer Con
soles. 

• UNIX International member. 
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4 Opportunity Analysis 
4.1 Open Systems Market Today 

The open systems production environment today is portrayed by the industry forecasters as small 
and immature. While this is inaccurate, it is true that most of the current UNIX implemenations do 
not provide many of the capabilities necessary to support this environment. By exapmle: 

• AT&T has been shipping production systems based on UNIX and Tuxedo!I'P1 for many years 
mostly into the telecom industry for applications such as 1-800 number conversation, telephone 
billing systems, and network maintenance. 

• UNISYS, a provider of production systems, has just reported over $1 Billion in revenue derived 
from open system sales. 

• NCR is incorporating UNIX systems into their retail solutions. 

Other competitors such as IBM, Hewlett Packard, and Pyramid are heavily investing in open pro
duction systems. They bring new technologies such as multiprocessing, databases, and transaction 
monitors as well as marketing prowess and complete customer support. Unfortunately, DIGITAL's 
share of this market is neglibable. 

4.2 Open Systems Market in 1992 

By 1992 the total UNIX market is forecasted to reach $24 billion ISS (Initial System Sales). The 
open systems production market will be $13.6 billion, ISS. This is a conservative sizing measured at 
a point where the technology is not mature. Vendor interest is high with the focus driven by a group 
of customers led by governments, aerospace, education and telecomm. Those and a cross section of 
other industries are dictating that future purchases meet standards. With this comes a demand for 
the features found in production environments. 

As open system vendors respond to the demand for production oriented customers, the market for 
open systems will grow. Some competitors are introducing technology, such as Tandem and Stratus, 
with continuous-operation computing, or Convex with high performance and availability. Others 
such as IBM, AT&T/Sun, HP/Apollo are investing heavily in software technology targeted for the 
commercial markets. And others such as Olivetti, NCR, and UNISYS are integrating production 
solutions for targeted markets such as banking and retail. Software vendors such as Oracle and 
Sybase are providing high performance databases. Open system solutions will drive even more 
demand, increasing the rate of growth. 

Digital can exploit this opportunity by providing a new and complete production oriented open system 
rather than retrofitting new functionality into existing products. The window of opportunity exists 
between now and 1992. 

4.3 How Does DIGITAL Win with OZIX 

For Digital to win in the open systems production environment it must differentiate itself on how 
it delivers the solution. Delivery is a combination of third-party application integration, sales, field 
support and training. The following outlines basic programs for a successful introduction of OZIX. 

• Marketing must properly position OZIX versus ULTRIX value, VMS, and open systems. 

• The System Engineering groups should adapt the third-party solutions to Digital's system plat
forms such that Digital provides the best price/performance per application in the industry. 

1 Tuxedo/I'P is a registered trademark of AT&T 
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• Sales needs the tools that correctly configure complete solutions. This involves good configuration 
tools and access to information on the applications available. This information should focus on 
the open systems production environment, the source comes from both transaction processing 
and open systems. 

• Software Services must have the expertise to support sales providing technical depth on Digital 
and third-party products. To generate revenue they should also develop service packages for 
the open system production environment such as application integration, capacity planning, and 
customized applications. 

• Field Service should be able to first service all of the Digital's open systems equipment without 
using VMS. The service tools need to be upgraded to provide diagnostic tools that match the 
production or mission-critical environment. New service offerings should be designed that match 
the production environment's need for 100% availability. An example would be a diagnostic tool 
that monitors the system against a pre-set error tolerance level that when reached automatically 
dials a service center and asks that diagnostics be run. This is done while the application is 
running. 

• User oriented training should ship with the system. Comprehensive application development 
training that focuses on programming techniques, coding efficiencies, and programmer produc
tivity should be available at FRS. The course should make full use of OS/SB's CASE environment, 
providing the customer the understanding of how our tools do improve efficiency. These courses 
should be tailored so they can be delivered either at a Digital facility or at a customer site. 
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5 Product Requirements 
The following product requirements, based on market requirements, are essential for DIGITAL to be 
successful in the production environment open systems market. This section addresses the require
ments for a project, code named OZIX, which is one product in a family of open systems products, 
called ULTRIX, produced by OS/SB engineering. 

These requirements are targeted at the TP computing style, which is not the first release of the 
product but is a long term product goal. OZIX will be introduced (first release) into the compute and 
file server market where enhanced security and reliability are attractive features. The initial product 
release is designed to gain experience in the production system market and establish a verifiable track 
record for reliability and availability. 

5.1 Standards 

Industry standards (programming, user, and system interfaces, communication protocols, etc.) are 
what define systems as open systems. The standards appear below in priority order. Conflicts are 
resolved in favor of the higher ranking standard. 

1. X/Open XPG4 branding 

2. OSF AES (See Appendix B for complete list) 

3. POSIX 

4. ANSI 

5. FIPS 151-1 (additions to POSIX) 

6. ISO 

7. SVID 

8. UNIX defacto 

NOTE: Details of exact standards conformance is to-be-supplied in a later revision of this document. 

The following list details additional functionality either required or highly desired at OZIX first 
release: 

• Required: additional OSF functionality as the specifications become available from the OSF 

• Required: industry standard distributed name and time services 

• Required: OZIX development language must enable DIGITAL to submit technologies to the OSF 
and to the various standards organizations. Therefore, the development language must be ANSI 
C or C++ 

• Required: Support for industry standard hardware interfaces, specifically SCSI and VME 

5.2 Security and Authentication 

OZIX is intended for use in both government and commercially secure sites. The worldwide trend 
toward more secure systems requires that OZIX be certified at DoD security level B2. 

OZIX security must be designed to allow customers to modify or customize the security features to 
meet their specific installation and application requirements. OZIX security must also be designed to 
support various security models providing flexible security to user data. In addition, a distributed user 
identification and authorization mechanism is required for customers who must operate worldwide 
networks. 
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There is a direct relationship between system performance and security rating. The more stringent 
the security requirements the greater the penalty on system performance. By providing a scalable, 
modular security model customers do not pay a performance penalty for unwanted security features. 

5.3 lnteroperablllty 

Open systems installations have equipment which span the range of size and processing power from 
small personal computers to large mainframes. Vendors providing systems into this environment 
must interoperate with systems from IBM, UNISYS, Sun, AT&T, Pyramid, Sequent, Tandem, Stratus, 
Convex, HP, NCR, DIGITAL, and others. These systems run a variety of operating systems, both 
proprietary and open. Operating systems include: MS-DOS, OS/2, MVS, A.IX, VM, VMS, ULTRIX, 
System V, HP/UX, Sun/OS, A/UX, OSF/1, and other UNIX-based operating systems. 

5.3.1 ULTRIX Interoperability 

OZIX, as a member of the OS/SB ULTRIX product family enables customers to create portable applica
tions that span DIGITAL's open systems implementations. It allows these applications to interoperate 
freely regardless of the underlying hardware architecture. 

To provide a high level of compatibility and interoperability with other OS/SB open system products 
OZIX must provide: 

• A common calling standard 

• A common object file format 

• Support for user-written UNIX-style device drivers 

5.3.2 VMS Interoperability 

The following list details functionality either required or highly desired for OZIX to maintain a high 
degree of interoperability with DIGITAL's VMS operating system. 

• Required: DECnet Phase V (OSI) 

• Required: Application Integration Architecture (AIA) components. The list of AIA components 
include: CDA, DECwindows, DECforms, GKS, PHIGS, SQL, DECprint, language RTL's, CMA, 
authentication services, D'ITM, and math RTL's 

• Highly desired: DIGITAL's distributed system services (DSS) which include distributed name 
services (DNS), distributed time services (DTS), distributed queue services (DQS) 

5.3.3 Industry Interoperability 

OZIX must be able to connect to and exchange data with DIGITAL-supplied operating systems (such 
as ULTRIX and VMS), other UNIX-style open systems, and with non-DIGITAL proprietary operat
ing systems (such as IBM's MVS). A suite of communication protocols and access methods must be 
provided which allow information exchange in these various environments. The following lists the 
various protocols and access methods that must be supported for leadership interoperability capabil
ities in transaction processing: 

• TCP/IP-required to interoperate in an open system environment 

• NFS-required to interoperate in an open system environment 

• X.25-European standard and is also gaining domestic popularity 

• X.400--electronic mail interchange 

• RFC-efficient protocol independent messaging mechanism 
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• 
• 
• 

• 

5.4 

ANSI SQL and Extended SQL-- required for database interoperability 

LAT-required for support of character cell and 3270-like terminals and LAT-based printers 

OSI (GOSIP compliant}-it will eventually become the industry standard networking protocol. 
DIGITAL will gain credibility for innovation by leading the industry with an OSI implementation 

SNA, LU6.2, data stream, and 3270 gateways and host-based access routines - required for 
interoperability with IBM mainframes and large customer networks in a transaction processing 
environment 

Performance 

Performance can be a clear differentiator in the area of open systems. OZIX must perform at a level 
higher than that of any other OSF-compliant operating system, at the same security level, executing 
on identical hardware. Performance characterization and optimization tools must accurately predict 
peak load and performance bottlenecks. OZIX must also provide an effective self-tuning mechanism 
for maintaining optimum operating system and application performance. Self-tuning is vital when 
hardware failure occurs and the system must continue to perform, although in a degraded capacity. 
OZIX must have the ability to quickly and efficiently adjust itself when such a situation occurs. 

Application performance analysis, optimization, and characterization tools are also important. End
users will see system performance as a function of their application. Application characterization 
tools are needed for estimating or predicting potential bottlenecks in the applications themselves. 

OZIX market opportunities require support for a high-speed database and transaction monitor that 
supports the full range of DIGITAL's desktop strategy. 

OZIX must support DECwindows on workstations, PC's and MAC's, character-cell terminals for data 
entry via local area transport (LAT), and 3270 terminals for data entry and interoperability with 
IBM systems. 

OZIX must support standard debit/credit transaction rates that range from a minimum of 30 trans
actions per second (TPS) to a maximum of 400 TPS. I/0 performance optimization features such as 
disk striping and shadowing are essential since TP-based applications are very I/0 intensive. 

NOTE: I IO rates to support transaction requirements are being studied and will be supplied with the 
next release of this document. 

OZIX must support I/0 connectivity for tasks required by the customer base. For the first release of 
OZIX, the requirements are in the 200-300 gigabyte range. By the mid-1990s, one Terabyte will be 
required to support the transaction services and databases. Other devices such as high-speed tape 
drives and extended memory or electronic storage devices must also be supported. 

As the processing power of systems increases, network bandwidth increases as well. Demand for 
high-speed network connections must be satisfied by supporting leading-edge technologies such as 
FDDI. It is also important to support current technology connections such as Ethernet. Multiple path 
connections to both these networks is essential to assure high bandwidth as well as redundancy. 

The peripheral connection strategy also requires that the hardware provides high-bandwidth connec
tions to disks, tapes, and networks. Multiple paths to each must be maintained to support failover 
in case a single path is lost. 

Application software that provides management of data on a system-wide basis is very important in 
the TP environment. Data management software must provide for automatic migration of frequently 
used files for quick access of media (electronic storage, solid state disk, etc.) while less frequently 
used files are moved to slower media or are archived for later retrieval. It is extremely important that 
individual files are automatically optimized for maximum performance without service interruption. 
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Backup and restore mechanisms must be improved over current technology. New and faster methods 
must be devised so that service to the end-user is not interrupted. Backup of user data must be 
possible in one shift (8 hours). 

Memory requirements for the first release are in the range of 256MB as a mini.mum. For transaction 
services, l-2GB are required. 

5.5 Internationalization 

OZIX must support a multioctet character set (MOCS) environment, available worldwide at first 
release. Base systems, utilities, and commands must support multibyte (1 to 4) characters, including 
data representation of dates, times, currency, numbers, and sequences collated in any language. OZIX 
must also support display of multilanguage characters within a single string. System informational 
messages must be isolated to enable easy local translation. System and user documentation must 
also be easily translatable. 

5.6 Languages, CASE Tools, and Applications 

At first release, OZIX must provide a suite of CASE tools and applications (developed by both DIG
ITAL and third parties) that address the needs of the target market. The quality and quantity of 
products available for OZIX must be expanded as quickly as possible to cover identified areas (TP) 
and unidentified areas of opportunity. Applications must be available in a very broad price range in 
the OZIX target areas. 

CASE tools must be made available as soon as possible, preferably during field test. A strong CASE 
environment will attract both software developers and end-user development. 

The proper CASE architecture includes tools that span the life cycle of the application from devel
opment concept to retirement. The CASE environment should be open to allow third party software 
developers to integrate their tools and flexible in methodology to allow the environment to adapt to 
the application developers work style. This will create an atmosphere that will encourage application 
developers to use OZIX as a development platform to develop new applications and to port existing ··· 
applications. 

First release target areas for applications and tools include business computing, servers, and CASE 
(both commercial and technical). Business computing systems require applications for decision sup
port, screen management, database, and commercial CASE tools. Server products require database, 
communications, file services, and graphic libraries for workstation support. 

In addition to these short-term areas, products must be developed for application and database 
prototyping, performance characterization for the operating system, networks, and applications and 
a complete set of traditional and 4th-generation languages. All languages and tools should adhere 
to the current standards if they exist (for example, C must be ANSI X3Jll, Ada must be ANSI/MIL 
1815A-1983 and FIPS 021-2, and so forth). 

For a complete list of CASE tools and applications that are required for OZIX please refer to the 
OZIX Third-Party Applications Plan. 

5.7 Third Party Support 

A third party application software program is critical to the success of of DIGITAL's open software 
effort. OZIX will not be successful without the availability of third party application software at FRS. 
Customers want solutions today. This means application software and is an extremely important 
aspect of doing business in the 1990s in the open systems market. 
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As experienced recently by the shipments of our RISC-based workstation products versus original 
projections, it is not enough to just have hot hardware. As hardware becomes more of a commodity, 
interest in software becomes more acute. In many cases the application software decision has already 
been made, it is just a matter of the customer finding the best system available to run the application. 

To ensure that applications are available, not just announce as intent, many milestones must be met 
in the near future. The following list outlines these steps: 

• The first step is to identify and prioritize the products 

• Second, establish the type of relationship with the vendor. This is a critical step in the process 
since it may dictate the level of DIGITAL supplied support that a third party software vendor 
will receive 

• The last step is the actual acquisition of the software 

Porting aids (documentation or software or both) must be developed to assist third party developers 
who do not qualify for the higher levels of DIGITAL support (aid from Product Marketing Groups) to 
port applications to OZIX-based platforms. In some cases porting aids alone will not suffice. In cases 
such as these perhaps some level of remedial support, through engineering or software services to be 
reviewed on a case-by-case basis, should be established. 

5.8 System and Network Administration 

Integrated system and network management/administration provides the foundation for many ele
ments of the system. The following critical areas must be addressed: 

• Ability to manage many machines or users with the fewest resources (low cost) 

• Management of nonstop systems 

• Resource scheduling ( class scheduling) 

• Print and batch queue management 

• Asset (software) management 

• Security management (system and network) 

At a minimum, OZIX must provide an integrated system and network management/administration 
for all OS/SB-supplied operating systems and networks from the client (that is, workstation) or server. 
Systems and networks include ULTRIX/OSF, OZIX, OSI, and TCP/IP at first shipment. 

As OZIX matures, it must provide a platform for management of other operating systems and net
works that comprise the customers environment. OZIX system and network administration software 
must be designed in such a way that management of foreign systems is possible. Examples of op
erating systems that OZIX system administration should support include VMS, MVS, VM, OS/2, 
and other UNIX offerings. Examples of networks that OZIX network administration should support 
include OSI, TCP/IP, SNA, and X.25. 

OZIX must also provide a distributed batch and print mechanism. Print and batch jobs must be 
accessible to both the user and administrator. Batch jobs should be executed on appropriate hardware 
automatically without user or operator intervention. The batch processor may need to understand 
job requirements which relate to memory requirements, number of processors needed (decomposed 
application), disk or file resource constraints, or hardware failures. Customers should be able to place 
their print jobs on any available printer. 

Centralized software and online documentation distribution on a single distribution medium (CDROM) 
is essential. OZIX must provide a mechanism for management of the software in a distributed envi
ronment. Software licenses should not be tied to a single machine but should allow the software to 
be executed on any compatible system. 
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Software installation, updates and upgrades must allow for selective upgrades, be easy, and straight
forward to perform and cannot interrupt operation of the running system. A highly desirable feature 
of OZIX is support for multiple concurrent versions of layered products or applications running si
multaneously on a given system. 

Today the time needed for installation of a DEC operating system can range from several hours 
to several days based on the operating system and the distribution device. Typically, this has not 
been a serious concern for customers in the technical and scientific markets. In the commercial 
market, however, customers will not accept long installation times. Installation must be as easy and 
transparent as possible. 

To achieve short installation times and to make the installation as transparent as possible, OZIX 
must be shipped preinstalled to the customer. The preinstalled version of OZIX must be shipped in a 
standard configuration that will fit most customers. Therefore the predefined, standard OZIX system 
will be usable by the customer immediately after booting. 

In addition to the standard, prebuilt installation, the customer should be given three options: 

• Customization at the time of installation, adapted to the unique customer environment and 
provided by DIGITAL either on site or remotely 

• Custom-built, turnkey installation loaded on the customer's system disk prior to shipment. This 
would be based on the customer's input, prior to system shipment (as is done with the VAX 8974 
today) 

• Customer performs any needed customization without DIGITAL's assistance 

5.9 Availability and Reliability 

A customer's perception of availability and reliability is based on the effective functioning of the entire 
system, which includes applications, layered products, hardware, and the operating system. Avail
ability and reliability of OZIX will depend on a number of different aspects. Actual availability and 
reliability numbers are heavily dependent upon the specific hardware configuration. Expectations, 
however, for the production system market require a minimum of 99.5% availability. Applications 
requiring a higher availability require additional hardware. 

A critical concern of open system, production environment customers is the reliability of the file 
system. OZIX must provide a robust, fault-tolerant, high-performance and recoverable file system. 

To provide high availability, complete and thorough testing of the hardware and software is essential 
to ensure high reliability. OZIX must also provide fault detection and recovery mechanisms to prevent 
catastrophic system conditions or crashes. Fault management must be built into the base system. 
Hardware and software failures must be contained to the smallest unit possible and must not affect 
other systems in the network. In the event of a system crash (hardware or software) it is essential 
that the system provide a fast recovery mechanism. Full system recovery must take no longer than 
five minutes. OZIX must maintain an average of less than one crash per year. In addition, OZIX 
must be able to automatically detect, configure, and bring new devices on line, as well as remove 
devices from service if and when they reach a specified threshold. All of this must happen without 
service interruption. 

Please refer to the OZIX Serviceability Requirements Documents for specific serviceability require
ments. 
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5.1 0 Scalability 

OZIX must provide near-linear performance (scalability) within a single (multiprocessor) system and 
across the supported range of hardware. Scalability across a distributed network of OZIX systems 
should be limited only by the bandwidth of the communications link. 

OZIX must be able to support more reliable and higher speed hardware architectures with as little 
porting effort as possible. Although time-to-market is not the overriding consideration, technologies 
are changing at a rapid pace. OZIX must keep pace with technology to be competitive. 

5.11 Usability 

Customers desire systems which are usable. Interfaces such as those used for system and network 
management, and online documentation must be designed to fit the needs of the appropriate users. 
In addition, the interfaces must be tested to determine how usable they are. 

Please refer to the OZIX Usability Plan for additional information. 

5.12 Services 

Services are essential to the success of products in the production systems market. Customers want 
and need to feel comfortable with their vendors and confident that all their service needs can be met 
by the vendor. 

Please refer to the OZIX Customer Services Requirements Document for specific service requirements. 

5.13 Documentation 

Customers expect a high quality information set that is geared to both users and administrators. The 
information set must be concise and easy to use with emphasis on online presentation and delivery. 
It must be optimized for easy translation to other languages. 

Please refer to the OZIX Master Documentation Plan for specific details. 

5.14 Quality 

The quality of the OZIX product must be maintained and proven to the customer through all com
ponents and subcomponents of the system. Quality and robustness of the product will not ensure 
success but must be maintained for OZIX to be successful. OZIX must be rigorously and fully tested 
at subcomponent, component, workstation, and network levels. 

5.15 OZIX Positioning 

DIGITAL has two primary operating system families. With the introduction of OZIX the ULTRIX 
family will be expanded to meet new customer demands in non-traditional open systems markets. 
ULTRIX and VMS target different markets, answer different customer needs, and offer the customer 
different capabilities. Both operating systems are critical to DIGITAL's success. 

34 

OZIX vis-a-vis ULTRIX 

OZIX is complementary to the ULTRIX family. While ULTRIX is targeted at traditional UNIX 
markets, OZIX is aimed at markets where UNIX systems are not generally used today. OZIX 
is the product that allows DIGITAL to expand its opportunities in the open systems market 
by delivering high-performance, highly-secure, distributed systems to an international market
place. Because OZIX is being built with the latest design and engineering methodologies, these 
capabilities can be fully integrated into the base system. 
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ULTRIX is DIGITAL's traditional UNIX product offering and will continue to better answer the 
needs of customers in these markets while remaining a low-cost solution. Those customers who 
required the added capability that OZIX offers will pay a higher price for OZIX than for ULTRIX. 

OZIX vis-a-vis VMS 

The VMS operating system is the most complete, functional operating system on the market 
today. It successfully addresses the needs of customers across a broad range of markets with its 
primary competition being IBM's MVS and AS/400 systems. The greatest distinction between 
OZIX and VMS is that OZIX meets the complete set of criteria for an open system. While VMS 
will implement POSIX, OZIX is a UNIX system and competes directly with other UNIX and open 
software production systems. 

OZIX vis-a-vis Other Open System Offerings 

Current open system offerings will have serious problems providing customer solutions for to
morrow. For example1: 

• Bill Joy - "We see a lot of people having multiprocessors; we see a lot of people having 
distributed systems connecting lots of computers together, and, that's not the kind of envi
ronment that there was when UNIX was first defined so we want to redefine what UNIX is 
so that it really works." 

• Professor Richard Rashid, Carnegie Mellon University - "UNIX no longer is easy to modify 
as it once was ... B.S.D. contains more than 100 system calls and hundreds of system call 
options ... the UNIX kernel has become a dumping ground for virtually every new feature or 
facility." 

Known problems with current implementations include: 

• Extensions require kernel modification 

• Known security holes 

• Distributed computing deficiencies 

• Modularity and implementation problems 

OZIX addresses each of these issues directly by providing a new modular implementation de
signed to be extensible and expandable to meet future operating system demands. 

1 Excerpts from "The Architecture of Future Operating Systems, by Richard W. Watson, Lawrence Livermore National 
Laboratory, Nov 1, 1988. 
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APPENDIX A 

OZIX PRODUCT SUMMARY 

A.1 Product Summary 
The OZIX product is a member of the ULTRIX product family with significant enhancements for 
applications environments with enhanced security and reliability requirements in an open system 
are required. The OZIX design center is networked servers and platforms for high-performance 
transaction processing used in production environments. The product capabilities are developed 
over a series of releases and are composed of system elements from other DIGITAL groups (OS/SB 
engineering, SDT, TP software, database manager, compilers, tools, utilities), as well as selected 
elements from third party software suppliers. 

The capability of the base system in both function and performance will extend significantly beyond 
that provided by other open systems implementations (for example, the OSF reference code). The level 
and quality of integration provided in this distributed computing environment will also differentiate 
DIGITAL's products from that of its competitors. 

OZIX is an integral part of a complete family of OS/SB supplied distributed open software systems 
which includes worksystems, departmental timesharing systems, and servers. OS/SB supplied sys
tems are carefully integrated into the total DIGITAL distributed computing environment which can 
include VAXNMS systems and personal computers and connections to industry-wide systems. Other 
elements from DIGITAL's desktop strategy will be incorporated, as application focus dictates. 

In order to successfully compete in the continuous-operation production environment, software and 
hardware together must have a proven track record, from an application perspective, of stability 
and reliability. To establish this record, the initial version of OZIX will be released in application 
areas less demanding than TP. The first TP capabilities will emerge in the second major release. The 
long-term goal of OZIX is to compete successfully for major TP business and attain clear leadership 
in the distributed production environment open systems market. 

A.2 Major Development Areas 
Development of OZIX emphasizes the following major areas: 

• MIPSco- and EVAX-based processors 

• Vl.0 expected to ship on LASER/R4000 (Q4FY91) 

• V2.0 expected to ship in Kestrel timeframe 

• Production environment quality and reliability 

• Pervasive, consistent, and configurable distributed security model, certified at DoD B2 level 

• Meet all OS/SB familiness requirements 

• Compliance with standards specified or required by our potential customer base, such as the 
Open Software Foundation (OSF), X/Open branding, POSIX, and so forth 
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• Superior system and application availability, fault tolerance, and data integrity 

• Provide a high-performance platform for DIGITAL's TP and database products (DECxTP, DDTA, 
and QUARTZ) 

• Incorporation of elements from third-party sources as a way of achieving and maintaining lead
ership 

• Integrated system and network administration as a recognized product strength (ease of man
agement) 

• Leadership computing and 1/0 performance through innovation of base system technologies 

• Available worldwide at FRS, developed to satisfy the requirements of the international business 
community 

• Superior documentation 

Tailored for online presentation 

Structured to recognize the needs of different kinds of users 

Optimized for easy translation to other languages 

• Licensing and distribution consistent with DIGITAL business requirements and industry direc
tion 

• Interoperability within the DIGITAL computing environment (VMS & AJA) 

• Superior interoperability with IBM systems, especially for commercial applications 
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APPENDIX B 

OSF AES SPECIFICATION (LEVEL A) 

The following lists the qualifications to meet the OSF AES Specification (level A) guidelines. 

• Operating system 

IEEE POSIX standards (1003.1 - 1003.5) 

NBS Federal Information Processing Standards (FIPS) 

X/Open Common Application Environment (CAE) 

• Languages 

C: ANSI X3Jll 

FORTRAN: ANSI X3.9, ISO 1539-1980(E), FIPS 069-1 

Pascal: ANSI X3J9, ISO 7185-1983, FIPS 109 

Ada: ANSI/MIL 1815A-1983, FIPS 021-2 

BASIC: 

Minimum Basic: ANSI X3.60-1978, FIPS 068-1 
Full Basic: ANSI X3.113-1987, FIPS 068-2 

COBOL: ANSI X3.23-1985 High Level, FIPS 021-2 

LISP: Common LISP, ANSI X3Jl3 

• User Interface/Window Manager 

X Window System Version 11, ANSI X3H3 

Libraries: X Language Bindings, ANSI X3H3 

Motif 

• Graphics Libraries 

- GKS: ANSI X3.124-1985, FIPS 120 

- PHIGS: ANSI X3H3.l 

• Networking Services 

Selected ARPA/BSD services 

TCP (MIL-STD-1778), IP (MIL-STD-1777), SMTP (MIL-STD-1781), TELNET (MIK-STD-
1782), FTP (MIL-STD-1780) 

Selected OSI protocols 

Digital Confidential OSF AES Specification (Level A) 39 



OZIX Market and Product Requirements Document 

• Database Management 

SQL: ANSI X3.135-1986 (with 10/87 addendum), levels 1 & 2, FIPS 127 
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1 PURPOSE OF THE PLAN 

The Internationalization Plan (118N Plan) fonns the commitment from International Engineering Development 
(IED) to: 

Provide the Corporate Product Team with consulting services 

Work with the Corporate Product Team when applicable, to provide the development for, and delivery of, 
Product Variants 

Coordinate localization work at area and country levels for Europe and General International Area (GIA). 

The Il8N Plan: 

Identifies those dependencies that IED and the countries have, on the Corporate Product Team, to meet these 
commitments 

Provides the method for measuring progress of the internationalization effort. 

The Il8N Plan has four main sections, Overview, International Requirements, Specifications and Project Plan. 
These should be seen as supplementing the following Corporate Phase Review Process docwnents: 

The OZIX Business Plan 

The OZIX Market and Product Requirements Document 

The OZIX Product Specification(s) 

The OZIX Development Plan(s) 

Each section within the Internationalization Plan aims to add value to these Corporate Phase Review docu
ments from an international perspective. 

2 OVERVIEW 

OZIX is DIGITAL's planned new Open Systems operating environment for reliable, high~perfonnance pro
duction systems. OZIX is in Phase 0/1 at this time, with combined Phase 0/1 closure scheduled for 15th No
vember 1989. 

The specific purpose of this Internationalization Plan for OZIX is to fonn a repository for: 

1. International functionality requirements 

2. Translatability requirements 

3. Translation Plans (as appropriate) 

This plan will be updated prior to OZIX Phase 0/ 1 closure. 

The primary requirements on OZIX with its bundled and other related components are: 

• Multilingual international functionality, including support for Asian and Semitic languages and culture 

• Translatability: separation of text from code, and use of a facility capable of handling multilingual 
messaging 

Decisions to translate individual components (or parts of components) are business decisions that must be 
made between the Product Business Unit (PBU), Area Marketing and Country Marketing. Those decisions and 
an overall localization plan (if applicable) will be docwnented here. Individual country Localization Plans tbat 
are associated with the overall Plan will be produced when appropriate and included in Appendix A of this 
Plan. 

2.1 BUSINESS PLANNING 

This Internationalization Plan in its current Rev 1.0 fonn , provides the infonnation to Area and Country mar
keting to enable a first-pass translation decision to be made. Translation decisions made at this stage are a 
commitment to apply the required resources that are needed to investigate further the business justifications 
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and the translation workloads involved. 

OZIX Product Variant Business Planning data is required in support of translation decisions, and will be 
added to this document as appropriate for OZIX Phase 1 closure. 

2.2 PRODUCT DESCRIPTION 

OZIX is the code name for a project within OS/SB to develop a high-performance, secure, high-availability, 
production system for the Open Systems market. OZIX is a UNIX1-compatible system aimed at high-end 
server platforms. As such, it competes against other vendors' UNIX-based production systems. OZIX is com
plementary to UL TRIX, which is aimed at the workstation and low-end server platforms. OZIX is differenti
ated from VMS by its support of the Open Systems operating environment. 

OZIX is a strategic product for DIGITAL. Over time, it will encompass many other DIGITAL and Third Party 
applications and services. The design centre for OZIX is networked servers and platforms for the class of high
performance transaction processing typically used in production environments. Therefore, product capabilities 
will be developed over a series of releases to achieve clear leadership in this particular environment.. 

In order to establish a track record of reliability and stability, Version 1.0 of OZIX will be released in applica
tion areas less demanding than transaction processing. 

A largely unexploited market opportunity for DIGITAL exists in the Asian marketplace. OZIX is therefore 
placing particular emphasis on targetting this market, and will therefore be required to support Asian language 
translations , and Asian cultural conventions in addition to its European and Semitic capabilities. 

The end-users for OZIX Vl.0 systems as delivered will be primarily technical - including for example, MIS 
departments in multinational companies. OZIX must therefore allow for concurrent multilingual and multicul
tural application development and deployment. 

The OZIX vision is to evolve toward a goal of reducing the current dependence on highly-trained system man
agers and in-house MIS departments for purposes of system management and application deployment. To 
achieve this goal in a multinational environment will require an increasing depth of local-language translation, 
in addition to incorporating the ease-of-use facilities envisioned post-V 1.0 by the OZIX product team. 

2.3 FINANCIAL SUMMARY 

IED has made provision in the FY90 Long Range Plans for consultancy, planning and architectural activities 
connected with OS/SB products. OZIX has the highest priority for these activities. It is somewhat premature to 
estimate the specific investment required by IED in OZIX until Phase l closure. However, at a first approxi
mation, $ l30k has been reserved out of IED/R funding for OZIX consultancy and planning activity. Coordina
tion of any European language translation activities would be incremental to this approximate figure . 

ABSS (JRD) have estimated and allocated two engineers for OZIX localization work for all Asian languages. 

The return on this investment will occur in terms of: 

• Increased maiket opportunity - particularly in the Asian markets 

• Reduced development costs in terms of international functionality for OZIX layered applications (both 
DIGITAL and Third Party) 

3 INTERNATIONAL REQUIREMENTS 

This section supplements the Corporate Product Requirements document for OZIX. 

Essential background information about the design of hardware, software and user infonnation for products 
selling worldwide can be found in the International Engineering Reference Set "Producing International Prod
ucts" Rev. B (also known as the PIP Handbook; refer to Appendix A). It provides much essential, relevant 
infonnation in an easy-to-read format. 

UNIX is a trademark of AT &.T. 
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This Internationalization Plan aims NOT to duplicate information contained in the PIP Handbook. The goal of 
the Plan is to highlight any additional requirements and suggestions that are specific to OZIX, in order to malce 
OZIX compliant with DEC STD. 066-3 (Policy for Designing Products for All Countries Designated as Strate
gic Markets), and to enable it to support the language and cultural requirements necessary for it to be viable in 
the Asian marketplace. 

3.1 REQUIREMENTS FOR AN INTERNATIONAL PRODUCT 

An International Product is one that allows international and multi-national customers to interact with the sys
tem using an individual user choice of local language and cultural conventions. A truly International Product 
can be localized easily. It will have been designed for the international market according to the standards and 
guidelines laid down in the International Product Model. 

International functionality at the base-system level is a key requirement for the success of the OZIX operating 
environment. OZIX will form the basis of distributed systems, thus the concept of "International Systemness" 
is important. "International Systemness" refers to multiple products, each with multiple-language user
interfaces, and capable of working together on multiple systems in a network. 

If OZIX base-system support for multilingual capabilities, for language switching and cultural preferences and 
for the code-set requirements of European, Asian and Semitic languages are built in from inception, it will be 
straightforward to provide applications with the mechanisms to allow users to interact with OZIX systems us
ing their choice of native language and cultural conventions. OZIX will therefore be attractive both to mono
lingual and multilingual/multinational customers. 

By building the highest possible level of international functionality into OZIX from the beginning, it is in
tended that application development and deployment for multi-national markets will be both easier and 
cheaper. OZIX will therefore provide an attractive platform for DIGIT AL, Third Party and Customer applica
tions development. 

3.1.1 Software 

The primary requirements for the OZIX Vl.0 system are discussed on a component-by-component basis later 
in this Plan. The overall International Functionality and Translatability requirements for the OZIX system and 
its components are to: 

1. Be code-set independent/neutral. 

- Initially, OZIX will have to support a number of code sets, some of which are not yet fully defined. 
The OZIX system and components must therefore have the potential to support arry code-set (in
cluding MOCS) whilst retaining the appropriate writing directions. 

- · Code-set independence is required in the Base System right up to the level of terminal services and 
some other external communications components, where device-specific code-set transformations 
will be required 

Note : Refer to the doc1tment "Digital' s Text Model for the Future - What Should It Be?" (Contact 
Jiirgen Bettels, GPSDCC::JBEITELS) for the approach recommended by /ED to achieve 
code-set neutrality (Compound String). 

2. Separate all program, user interface material and message text from functional code, and utilize a 
multilingual-messaging capability and language-switching facility. 

- For components with a DECwindows/UWS user interface, this means the use of UIL and XNLS. 

- For non-DECwindows components, X/Open (XPG4) NLS-compliant messaging must be used. 

3. Conform to, or supercede existing Open Systems Internationalization standards. 

- X/Open XPG4 "NLS" (Natural Language System) will be under review during the development of 
OZIX, and will include standards for Asian language internationalization. 

- XNLS Vl.0 will be avaiable throughout OZIX development timescales for DECwindows-based ap
plications. XNLS V2.0 is planned to be available in time for OZIX and this will extend support of 
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language switching and cultural preference switching to meet the needs of Asian and Semitic lan
guages. 

4. Follow the International Product Model (ABCD model) for packaging the product. 

- See the PIP Reference Set for a description of the ABCD model, and later in this document for de
tailed additional requirements regarding on OZIX components. 

S. Ensure that all on-line documentation and Help components are capable of supporting multiple, 
concurrent languages on the same system, and are structured in such a way as to allow for partial 
translation. 

- OZIX must support Asian and Semitic languages and provide for the mixed writing directions 
associated with these languages. 

- OZIX must provide a language-switching mechanism for on-line documentation and online Help, 
in order to support the needs of a multilingual and multinational/multilingual user community. 

- Design of the documentation must take into account the need to separate and identify documenta
tion modules by reference to the target end-user, to allow for partial translations throughout the life 
of the product. 

6. Third-party buy-ins and DIGIT AL layered products bundled with OZIX systems also need to 
conform to these overall requirements. 

Note: Attention is drawn to the Digital APA Message Text Services. These sen1ices will support 
MOCS with Compound Strings and may therefore be helpful in meeting requirements 1 & 
2 , above. 

Note: XNLS V2.0 will provide language- and cultural-preference databases. DIGITAL layered 
products and Third Party buy-ins will be required (or at least strongly urged) to utilize 
XNLS services and profiles. 

The OZIX components are discussed in more detail below. 

3.1.1.1 Commands and Libraries 

C run-time library (C RTL) 

The emerging ANSI C Standard defines functions for wide character and special locale support. The C 
RTL should meet these standards. 

Other Libraries 

Whilst there is no requirement for translation of languages and compilers, code-set manipulation libraries 
are required for all programming languages. Wide character and mixed-direction string-handling is re
quired in compiler RTL.5. 

Note: ABSS programming language datatype-compatibility requirements with existing products 
should be addressed in an ABSS-specific "C" component. 

Note: TED is producing a Compound String manipulation librarv (CSlibJ v.·hich is i111e11ded ro 

provide the code-set manipulation libraries in OZIX referred to a bore. Contact Cliff El'c111s 

on VOGON::EVANSfor details. 

Commands and Utllltles (OSF and BSD) 

The command'> and utilities form a user interface for command-line driven operations and for character
cell devices, and as such must be translatable and able to interoperate with the international functionality of 
the OZIX base system. 

©Digital Equipment Corp -DIGITAL CONFIDENTIAL- Page 9 



Commands and utilities shipped with OZIX must be structured for translatability. (Implement XPG
compliant messaging on all commands and utilities included with OZIX.) 

Commands and utilities shipped with OZIX must also be code-set independent to allow for interfacing with 
the base system and for the handling of named objects that are named independently of the code set 
(for example, file names that are named in Japanese, and so on.) 

Implementation-Independent Kernel Interface (IIKI) 

No special requirements. 

Printing (DECprlnt) 1 

Basic minimum fonts for all code-sets able to be created within OZIX should be provided within the A
component. As a minimum, it should be possible to read the content of a printed document even if the re
quired typestyle/size of font is not available. Additional sizes and styles of fonts for non-Latin languages 
may be provided separately from the A component. 

The printing function clearly needs to be able to support multi-byte character sets, to interpret the code-set 
neutrality of the base system and to convert this into a device-specific series of glyphs. The use of a non
readable fallback character (for instance, a reversed question marlc, or block character) should be avoided 
wherever possible . 

Mall Servtces2 

The mail transport systems need to be able to transport multiple-language documents without loss of con
tent and/or specific right-to-left or left-to-right directionality. It is suggested that this requirement be met 
by allowing the mailing of compound documents. 

In addition to this specific requirement on the transport system, the Mail User Agents need to comply with 
all the overall OZIX internationalization requirements listed in 3 .1.1. 

Accounting 

Whilst it is understood that accounting will be limited in OZIX Vl.0, this component is nevertheless re
quired to be code-set independent, and must utilize a language-selectable messaging facility to allow for 
translatability (including Asian and Semitic language translatability) . 

3.1.1.2 Development Environment 

Linker (Id) 

No special requirements. 

Librarian (ar) 

The librarian should be code-set neutral except where it collides with current standards. It is understood 
that library names are restricted by convention (and the need to interoperate) to 15 ASCII characters. Li
brarian messaging should be separated from code to enable possible future translation. 

DEC print is effectivdy a layered product, however it is a bundled OZIX component. 

2 Mail Sen•ices is effectively a layered product. however it is a bundled OZIX component. 
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Linker Related Utilities (ldutlls) 

No special requirements 

Message Text/Status Value (msgval) 

Titis links message status with the messaging mechanism. The messaging mechanism needs to comply with 
XPG4, and also to support Asian language translations and mixed directionality of text strings in messages 
(for Hebrew and Arabic mixed right-to-left messages). 

3.1.1.3 Diagnostic Monitor 

The diagnostic monitor is the controlling software for hardware diagnostic tests, and also controls the system 
exercisers, disk formatters, and so on. Whilst DIGIT AL Field Service is the primary user of the diagnostic 
monitor, it may also be used by third-party personnel responsible for maintainance, or by customers. Develop
ers of the diagnostic monitor are following the same philosophy as for system management, that is, eventual 
migration away from the sophisticated user and toward the naive user. The user interface is being designed for 
flexibility , allowing different levels of interaction. It is believed that there ultimately there will be a potential 
translation requirement for the diagnostic monitor. Therefore all of the overall OZIX internationalization re
quirements apply to the design of the monitor. 

3.1.1.4 System Exerciser 

In addition to the overall OZIX international product requirements, the system exerciser must be designed to 
allow for its use on any localized OZIX components. SQM are requiring regression tests both on base and 
translated Product Variants. At a minimwn, this means allowing for easy translation of any test scripts so that 
they may correspond with translated messages/displays. Ideally, the system exerciser should be entirely 
language-independent, making translation of test scripts for use on translated variants of OZIX components 
unnecessary. 

3.1.1.5 OZIX Executive 

Just as it must be possible to use local-language file names, with the appropriate code set(s) and writing direc
tion(s), creation and use of local-language system identifiers must also be provided for, in order to cover 
such items as device names, process names, memory segment names and so on. 

Boot/Recovery 

No special requirements. 

Subsystem Debug Server 

No special requirements. 

Virtual Nub 

No special requirements. 

Process 

No special requirements . 
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Memory Management 

No special requirements . 

OSF Application Program Interface (API) 

The interface must allow for multiple entry-point access to code-set independent mechanisms. (in particu
lar, Compound String with MOCS and conventional 8-bit ISO-Latini APis). 

FIFO subsystem 

No special requirements. 

Security Support, Audit, and Access Valldatlon Subsystem 

The security model breaks the normal international system model because there is a need to access !rusted 
messages (these are most likely to be written in English, to avoid dependencies on translation activities) . It 
should be possible, however, for the audit file to also fetch an untrusted or "claimed" message part from 
local-language files that are outside the trusted computing base. 

Likewise, file headers on printer output should be capable of containing a trusted header (for example, 
"TOP SECRET"), along with a "claimed" header in the local language. 

It is not clear how a member of personnel who is responsible for security will interact with the OZIX secu
rity system (it is understood that some secure systems rigidly specify ASCII terminals). However, mecha
nisms should be provided to allow less rigidly-specified application(s) for use by security personnel to sup
port input and display of text in the user's own language (including Asian and Semitic languages). 

3.1.1 .6 FIie System 

FIie Name System 

Any name that is visible to the user should be expressible in the local language (including Asian and He
brew languages). Local-language support may require a format which allows for a mix of different charac
ter sets, as well as providing for different writing directions. 

It is interesting to note that the Apple Corporation are apparently planning the use of graphics and voice for 
use as file identifiers. The use of Compound Siring in the file naming system would eventually allow this 
functionality to be a part of OZIX in addition to providing character-set independence and identification of 
the appropriate writing direction. 

Storage Management Services 

These services have no user interface of their own, rather the interface operations are achieved through the 
use of commands and utilities, and by means of system management. These services do however need to be 
able to interface with multi-lingual file names. 

Networking 

There are potential collisions between the existing standards and the goal of complete international func
tionality in the network area. Where these collisions occur, the standards must be adhered to until they 
r;;hange. However, documented workarounds (or alternative transports) must be provided to allow the trans
mission of multi-language data without loss of information. 
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Internet 

Internet development must adhere to current standards, and must also recognize and document weaknesses 
in international functionality (for example, where 7 /8-bit transmission is mandated). 

Socket and XTI 

No special requirements at this time. 

NFS 

NFS interprets file and directory names and must therefore be aware of code-sets in order to work compat
ibly with non-OZIX based systems. 

Kerberos Authentication Server 

It is planned for the server to be taken from the Athena development. This component must support all the 
the overall OZIX international functionality requirements listed in section 3 .1.1. 

Kerberos incorporates DES Encryption which has been restricted to sale within the U.S . by the U.S. De
partment of Commerce. However, it is understood that UL TRIX has permission to ship Kerberos world
wide. 

3.1.1.7 Terminals, 1/0 Configurations, Network Devices and PIPE 

2 

Terminal Support 

It is in the area of terminal support that code-set independence must, most obviously, be transformed into 
device dependence, with associated loss of information. The terminal-support software must be able to 
carry out the selection of character-set-specific modules in order to provide a selection that is appropriate 
to the connected device. 

There is a requirement for a fallback mechanism to handle coded information that cannot be displayed by 
the connected device. This mechanism may display an appropriate (unusual) character from the device's 
repertoire (reverse question marks and block characters have been used in the past). 

Whilst it is not required to support conversions to or from 7-bit National Replacement Oiaracter sets 
(NRCs), terminal-driver support should be provided in the A Component of the product for existing DEC 
7-bit NRCs, the ISO 8859 family of character sets, plus the Asian1, DEC7bit-Hebrew2 and ASMO-449 (7-
bit), ASMO-663 (8-bit), and ASMO-708 (8-bit Latin/Arabic) arabic3 terminals. 

(If existing UNIX application support is required to be maintained, other or new application use of NRCs 
should be actively discouraged.) 
Any natural-language text messages must be separated from the code, and a multilingual messaging-utility 
must be utilired to allow for the potential translation of LAT. 

The OZIX implementation of LAT needs to be code-set independent, must separate text from code in mul
tilingual messaging catalogues, and must conform to current standards. 

Refu to Prodr,cing lnternational Prodr,cts Software Handbook. Appendix A.1 .2 [<'r details<'[ existing Digiral Asian lerminals and 

code-sets. More information is available from ABSS. Contact Tim Greenwood ABSZK::GREENWOOD 

TSO 8859 includes ISO 8859-8 Hebrew. For more information on Digital Hebrew terminals and character sets contacl Aharon Gold

man (TAVENG: :GOLDMAN) 

J For more detail on Digital Arabic terminals contact Andy Vowles (VOGON::VOWLES) 
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Note: For Asian languages, tire following workaro11nds are planned: 

One problem occurs during on-line font loading. The OZlX implementation of the terminal 
server plans to use a different class of terminal to workaround the xonlxojf problem . 

The second problem ocrnrs with tire use of tire a11toforward feature between sessions. The 
basic workaround is to disable this feature when m11ltibyte character-sets are being used. 

1/0 Configuration 

See File System requirements for naming requirements. Any user-interface-to-I/O configuration is likely to 
be part of the system-management function , but the configuration must in any case be translatable and use 
a multilingual messaging facility . 

PIPE 

As object names are the province of the file system, there are no special requirements for PIPE. 

CSMA/CD 

No special requirements. 

3.1.1.8 Mass Storage 

There are no special requirements on the mass-storage structure, container, shadowing, striping, T/MSCP, CI, 
or the SCSI port and disk, other than the need to deal with code-set-independent object names and to conform 
with the standards and guidelines laid down in the Producing International Products Reference Set, Rev B. 

3.1.1.9 RPC 

RPC marshals string-argument<; and therefore needs to support multiple character-sets and all appropriate writ
ing directions. Any messages should be separated from code and must utilize a multilingual-messaging facil
ity. 

3.1.1.10 System Admlnlnlstratlon and Network Management 

Of all the components of the OZIX system, this is the most likely potential candidate for eventual translation. 

The OZIX vision incorporates the strategy of reducing the skill-level required to undertake system manage
ment and system-related administrative functions . Over time, if this approach is successful, naive users will 
undertake an increasing number of system-management responsibilities with the aid of easy-to-use tools. 
Translation of the user interface is therefore an obvious key to success in non-English speaking markets. 

System administration and network management must therefore closely conform to all the overall OZIX inter
national functionality requirements, where this does not conflict with specific ISO standard<; (for example. 
those relating to OSI/DECnet). 

Additionally, because the migration from the technically-knowledgeable system-manager to the naive user 
will occur over a period of time rather than immediately , there needs to be a method of profiling users and user 
information. Tilis profiling should be related to the configuration of system-management tasks by individual 
users . Tilis will enable translation decisions that relate to material that falls within system management activi
ties to be selective in relation to the spectrum of user-types (expert-to-naive). It will also allow consistent pres
entation of the appropriate local language to the user (by means of the appropriate user-configuration in tenns 
of restricted access to the more technical and/or untranslated activities) . 
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3.1 .1.11 System lnstallatlon 

There is a requirement for the installation mechanisms to install multiple language versions of the same 
product on the same system. 

There is also a need for a mechanism to recognize the installed languages of products on a system, and this 
will require updating at system installation and also at additional language installation. 

Installation dialogues should be translatable, be capable of containing multiple-language dialogues and should 
utilize a language-selection mechanism for selection of the presentation language. 

3.1.1.12 Performance 

The performance components consist of: 

- PIXIE performance monitor 

- Systems activity reporting tools 

- PROF and GPROF perfom1ance displays 

- Instrumentation 

Whilst it is currently unlikely that these components will be considered as candidates for tramlntion, they nev
ertheless should be code-set independent, and their design must separate messages from code in a multilingual 
messaging facility , in order to allow for any future requirements. 

3.1.1.13 Layered Products Associated with OZIX 

To be a fully International Product, OZIX has special requirements that must be satisfied by its bundled lay
ered products. Where these products will be following the OZIX Phase Review Process, or are key to the suc
cess of OZIX, they are referenced in this document. 

LMF 

LMF on OZIX needs to recognize tltat there will be multiple (language) UJs for application products and 
that there may be marketing or business requirements for these UJs to be licensed separately. 

DECwlndows/UWS 

DECwindows will provide the mechanism for the separation of form and function within the OZIX operat
ing environment, and DECwindows should be the choice of user interface for applications requiring multi
ple local-language presentation. 

DECwindows witlt XNLS will provide considerable support for multilingual user-interfaces and for 
culturally-sensitive interfaces. 

There is also an additional requirement for DECwindows to support non-ISO-Latin 1 code-sets. 

The key to meeting this latter requirement is the availability and acceptance of a text-handling model. A 
proposal for the use of Compound String is discussed in the document "Digital ·s Text Mode I for the Future 
- What should it be?" by IED and ABSS (see Appendix A of this Plan). 

OZIX has a requirement on DECwindows, UWS, and OSF/Motif next versions for support of multilingual. 
multiple character-set, and multi-direction text processing, as well as support for right-to-left UI geometry 
accross the whole widget set, and support of associated applications. 

CASE Tools 

Although CASE tools are limited for Vl.0 of OZIX, they include the programming languages ANSI-C and 
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C++. However, with.in the languages, there is a need to support datatypes for MOCS and to access Com
pound String services . 

All compilers bundled for shipment with OZIX must provide support for the development of International 
applications. This meam support for multibyte wide character handling in source code comments. strings, 
literals and character constants. OZIX programming languages must provide access to the use of compound 
string within user programs. All development tools (compilers, loaders and debuggers) must have com
pound string handling capability. 

Other OZIX Layered Products 

Programmer Productivity Tools 

Japan has in the past produced product-variants of portions of programmer productivity tools (such as 
LSE). Generally, programmer productivity tools need to be capable of supporting development of non
English software . Asian markets may also have some requirement for Asian language user-interface 
and documentation. Contact Tim Greenwood on ABSZK: :GREENWOOD for details. 

Today, programmers in Europe typically prefer to work in English because technical terms are more 
consistent and more readily understood in English. 

Data Dictionary, RdbStar, DECforms 

These products need to evolve to support MOCS by means of Compound String (refer to individual 
product Internationalization Plans - these are referenced in Appendix A of th.is Plan). 

Office Products. 

Today, most of the translation effort and most of the additional business has been gained with local
language variants of office products. Any DIGIT AL-developed office product will have its own Inter
nationalization Plan. (Contact IED on VOGON::118N_PLANS for copies of existing Internationaliza
tion Plans that cover specific products.) 

Third-party Buylns 

Third-party buyins should conform to the overall international requirements for OZIX as stated in para
graph 3 .1.1. 

As many international issues can arise at the pre-contractual stage with lbird Parties, it is generally 
beneficial to involve JED at an early stage. 

3.1.2 Documentation 

3.1.2.1 History 

In the past, translation of documentation into different languages has been done on a selective basis. the extent 
of the translation differing according to the needs of the marketplace. This has typically involved production of 
local-language, naive end-user documentation, whilst the more technical documentation is left in English. 

Problems have been experienced with th.is approach in the areas of packaging, getting the translated documen
tation to the end-user, and meeting the customer's requirement that they should be able to customize documen
tation to meet their individual needs. 

Country engineering and marketing groups are now proposing to address these problems by NOT translating 
Corporate documentation, on the grounds that it is too expensive in terms of both translation effort and to the 
customer. It is argued that currently translated Corporate documentation does not reach the hands of the naive 
end-user,. It also leaves the system manager to cope with a mixed-language documentation set, when the re-
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quirements for this role is a knowledge of the English language. Keeping translated documentation in step with 
releases of new versions also involves the Local Engineering Groups (LEGs) with continued expense after the 
production of the original documentation set. 

For documentation other than that connected with Corporate products, the Country Engineering groups have 
taken the initiative to write separate books locally. These books are largely version-independent, and they are 
packaged and sold separately. The French Language Group (France, Belgium, Canada and Switzerland) have 
already followed this approach. (However, the needs of the broad range of customers for some degree of cus
tomization of documentation is only partly resolved by this approach). 

The OZIX documentation strategy addresses the need for partial tram;lation as shown below. There will be no 
need for locally-written books to be produced for the OZIX system products. 

3.1 .2.2 OZIX Documentation 

The proposed focus for OZIX documentation is ON-LINE documentation, envisioned as the source of data for 
an on-line "Book Reader", for hardcopy documentation, for task-oriented Help and also for context-sensitive 
Help. Whilst this approach has clear advantages in terms of distribution, it raises some challenges in a multil
ingual environment where only naive end-user documentation is wanted in the local language, and where there 
is a need to minimize all translation costs. 

In order for OZIX to be a fully-international product, OZIX documentation must address these challenges. 

Specific requirements are: 

• The tools used for on-line documentation must allow for creation and display of European, Asian and 
Semitic languages and must make provision for the appropriate writing directions. 

• Multiple-language versions of on-line documentation must be installable on the same system. A mecha
nism must be provided for the user to select a primary and secondary 'preferred language' for the pres
entation of on-line documentation. lbis could be the same mechanism that the user would employ to 
select and set the preferred language for the user-interface. In the case of the preferred language not 
being available, either the default language (US-English) or a choice of the languages that ARE avail
able on the system should be offered. 

• In order to allow for partial translations (translation of naive end-user documentation only) to minimize 
translation costs and to retain an appearance of uniform documentation, documentation should be de
signed and written in a modular form by category(ies) of expected end-user(s). 

• When a positive translation decision is made, tools to separate, edit, (retranslate) and re-combine docu
mentation for translation from or with the documentation source-database must be provided, at least for 
DIGITAL Local Engineering/Translation Groups 

• When a positive translation decision is made. tools to produce hardcopy documentation from the docu
mentation source-database must be capable of producing translated, hardcopy documentation in Euro
pean, Asian and Semitic languages. These tools must be available to the DIGIT AL Local Engineering 
Groups 

• System-manager configured user-profiling should be considered, in order to facilitate presentation of 
appropriate levels of technical detail on a user-by-user basis. lbis would also help to maintain the ap
pearance for naive end-users of a consistent language for the documentation . 

• Hardcopy documentation packaging should allow for separate. clear. concise and ( ideally l versi0n
independent, naive end-user documentation. 

• The English OZIX documentation should be written for people who have English as their sec0nd lan
guage. (See The Producing International Products Reference Set, Rev B, for details.) 

Note: Although it is not a requirement of lnternationali;;atio, feedback from the Co1111try Prod11ct 
Managers indicates that it would be very beneficial if these same tools were made amil
able to the customer to allow the customer to make modification and additions to OZIX 
documentation. 
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3.1.3 Help 

OZIX system-based task-oriented help and context-sensitive help is envisioned as coming from the same 
source database as the on-line documentation. The same internationalization requirements apply to on-line 
help as for on-line documentation. 

3.1.4 CBI 

IED is not currently aware of any plans to produce a CBI (Computer-Based Instruction) module for the OZIX 
system. 

3.1.5 Hardware 

Not applicable. 

3.1.6 Packaging 

OZIX and bundled components must follow the International Product Model (Refer to the Producing Interna
tional Products Reference Set, Rev B, for details). OZIX packaging should allow for simplicity in ordering 
multi-lingual systems and must allow for user interfaces in additional language to be added post-FCS of the 
OZIX base product. International functionality components such as XNLS, with its multitude of built-in cul
tural databases and a minimum subset of fonts, need to be packaged with the base product for shipment world
wide. Translated "B Components" such as DECwindows and/or more complete local-language font sets may 
be packaged separately if required. 

3.1.7 Testing 

The test plan should include internal subsidiary testing of the international functionality as a minimum (for 
example, JRD of Japan, Israel and selected European sites). Due to the newness of some of the international 
functionality and the need to have applications to use it, it is recognized that it may be difficult to obtain effec
tive external field test sites. 

External multinational sites outside the US are however strongly encouraged. 

3.1.8 Licensing 

OZIX licensing should allow for simplicity in ordering multilingual systems and should allow for additional 
language user-interfaces to be added, and possibly separately licensed. This last decision is dependent on mar
keting requirements . 

3.1.9 SPD/SSA 

To be determined 

3.2 REQUIREMENTS FOR PRODUCT VARI ANTS 

A table is given overleaf showing countries on the top axis and components on the side ax.is. Initial country 
translation decisions are shown against these axes as explained in the key. 
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Fig 1. OZIX Component Translation Decisions Table 

Key: T 
p 

D 

? 

= 
Translation of UI & DOC component required for Vl.0 
Partial translation of UI & DOC component required for Vl.0 
Defer translation decision until a later release 
No translation required 
No translation decision available 

IED's *TRANSLATION* recommendation for Europe is similarly shown in the column 
marked "IE" 

Language Groups: 

UK British English GY German FR French 
SP Spanish IT Italian SW Swedish 
NO Norwegian FN Finnish DK Danish / Icelandic 
PO Portuguese NL Dutch/Flemish IS Hebrew 
AR Arabic JA Japanese SC Simplified Chinese 
TC Traditional Chinese KR Korean TH Thai 

+-------+--+----------+--+--+--+--+Language Group+--+--+--+--+--+--+--+--+--+ 
!Class IIEIComponent IUKIGYIFRISPIITISWINOIDKIFNIPOINLIISIARIJAISCITCIKRITHI 
+-------+--+----------+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+ 

Crnnds I . IC RTL I ? I ? I ? I ? I . I ? I ? I ? I ? I ? I . I . I ? I P I DI P I DI D I 
& Libs+--+----------+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+ 

I . I 0th. Libs I ? I ? I ? I ? I . I ? I ? I ? I ? I ? I . I . I ? I DI DI DI DI DI 
+--+-- - -------+- -+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+ 
ID ICds & Utill ?I ?I ?I ?I . I ?I ?I ?I ?I ?I ,ID I ?I Tl DI Pl Pl DI 
+--+----------+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+ 
I . I IIKI I ? I ? I ? I ? I . I ? I ? I ? I ? I ? I . I . I ? I ? I DI DI DI DI 
+--+----------+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+ 
ID I DECprint I ? I ? I ? I ? I . I ? I ? I ? I ? I ? I . ID I ? I PI DI DI DI DI 
+--+----------+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+ 
ID I Mail Svcs I ? I ? I ? I ? I . I ? I ? I ? I ? I ? I . ID I ? I TI D I P I P I D I 
+--+----------+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+ 
ID I Accounting I ? I ? I ? I ? I . I ? I ? I ? I ? I ? I . I . I ? I PI DI DI DI DI 

+-------+--+----------+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+ 
I Dev' t I . I Linker ( ld) I ? I ? I ? I ? I . I ? I ? I ? I ? I ? I . I . I ? I DI DI DI DI DI 
IEnv'm't+--+----------+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+ 
I I . I Lib' n (ar) I ? I ? I ? I ? I . I ? I ? I ? I ? I ? I . I . I ? I DI DI DI DI DI 
I +--+----------+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+ 
I I . I ldutils I ? I ? I ? I ? I . I ? I ? I ? I ? I ? I . I . I ? I DI DI DI DI DI 
I +--+----------+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+ 
I I . I msgval I ? I ? I ? I ? I . I ? I ? I ? I ? I ? I . I . I ? I TI DI P I P I D I 
+-------+--+----------+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+ 
IDiagnos I . I Monitor I ? I ? I ? I ? I . I ? I ? I ? I ? I ? I . I . I ? I DI DI DI DI DI 
+-------+--+----------+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+ 
!Test I. ISys Excisrl ?I ?I ?I ?I . I ?I ?I ?I ?I ?I .1. I ?I DI DI DI DI DI 
+-------+--+----------+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+ 
IOZIX I. IBoot/Recovl ?I ?I ?I ?I . I ?I ?I ?I ?I ? I .1. I ?I DI DI DI DI DI 
I Exec. 

I 
I 
I 
I 
I 
I 
I 
I 

+--+----------+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+ 
I . I Debug Svr I ? I ? I ? I ? I . I ? I ? I ? I ? I ? I . I . I ? I D I D I DI DI D I 
+--+----------+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+ 
I . IV-Nub I ? I ? I ? I ? I . I ? I ? I ? I ? I ? I . I . I ? I DI DI DI DI DI 
+--+----------+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+ 
I. !Process I ?I ?I ?I ?I .I ?I ?I ?I ?I ?I .1. I ?I DI DI DI DI DI 
I . I Mem. Mgmt I ? I ? I ? I ? I . I ? I ? I ? I ? I ? I . I . I ? I D I D I D I D I D I 
+--+----------+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+ 
I . I OSF AP I I ? I ? I ? I ? I . I ? I ? I ? I ? I ? I . I . I ? I TI DI P I PI DI 

+-------+--+----------+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+ 
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OZIX component translation decisions table (cont'd) 

+-------+--+----------+--+--+--+--+Language Group+--+--+--+--+--+--+--+--+--+ 
!Class IIEIComponent IUKIGYIFRISPIITISWINOIDKIFNIPOINLIISIARIJAISCITCIKRITHI 
+-------+--+----------+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+ 
I OZIX I . I FIFOsubsys I ? I ? I ? I ? I . I ? I ? I ? I ? I ? I . I . I ? I ? I DI DI DI DI 
I Exec +--+----------+--+--+--+--+--+--+--+-- +--+--+--+--+--+--+--+--+--+--+ 
I Cont'd ID I Security I ? I ? I ? I ? I . I ? I ? I ? I ? I ? I . I . I ? I DI DI DI DI DI 
+-------+--+----------+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+ 
!File 1- !Name Systml ?I ?I ?I ?I , I ?I ?I ?I ?I ?I .1. I ?I Tl DI Pl Pl DI 
!System+--+----------+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+ 
I ID I Log/ Recvr I ? I ? I ? I ? I . I ? I ? I ? I ? I ? I . I . I ? I DI DI DI DI DI 
+-------+--+----------+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+ 
I Netwrkg I . I Internet I ? I ? I ? I ? I . I ? I ? I ? I ? I ? I . I . I ? I ? I DI DI DI DI 
I +--+----------+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+ 
I I . I Skt & XTI I ? I ? I ? I ? I . I ? I ? I ? I ? I ? I . I . I ? I . I . I . I . I . I 
I +--+----------+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+ 
I I . I NFS I ? I ? I ? I ? I . I ? I ? I ? I ? I ? I . I . I ? I T I D I P I P I D I 
I +--+----------+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+ 
I ID I Kerberos I ? I ? I ? I ? I . I ? I ? I ? I ? I ? I . I . I ? I ? I DI DI DI DI 
+-------+--+----------+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+ 
!Terms, I - !Term Supptl ?I ?I ?I ?I -1 ?I ?I ?I ?I ?I .1. I ?I Tl DI Pl Pl DI 
II/0 +--+----------+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+ 
I I . I LAT I ? I ? I ? I ? I . I ? I ? I ? I ? I ? I . I . I ? I . I . I . I . I . I 
I +--+----------+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+ 
I I . I I / 0 Config I ? I ? I ? I ? I . I ? I ? I ? I ? I ? I . I . I ? I . I . I . I . I . I 
I +--+----------+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+ 
I 1- !PIPE I ?I ?I ?I ?I -1 ?I ?I ?I ?I ?I , I. I ?I .I .I -1 -1 ,I 
I +--+----------+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+ 
I I . I CSMA/ CD I ? I ? I ? I ? I . I ? I ? I ? I ? I ? I . I . I ? I . I . I . I . I . I 
+-------+--+----------+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+ 
I Mass I . I Storage I ? I ? I ? I ? I . I ? I ? I ? I ? I ? I . I . I ? I . I . I . I . I . I 
+-------+--+----------+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+ 
I RP C I . I RP C I ? I ? I ? I ? I . I ? I ? I ? I ? I ? I . I . I ? I ? I D I D I D I D I 
+-------+--+------ - ---+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+ 
I Sys / Net ID I Sys Admin I ? I ? I ? I ? I . I ? I ? I ? I ? I ? I . I . I ? I DI DI DI DI DI 
I Mgmt +--+----------+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+ 
I ID I Sys Instln I ? I ? I ? I ? I . I ? I ? I ? I ? I ? I . I . I ? I DI DI DI DI DI 
+-------+--+----------+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+ 
I Perfmce I . I Monitor I ? I ? I ? I ? I . I ? I ? I ? I ? I ? I . I . I ? I ? I DI DI DI DI 
I +--+----------+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+ 
I ID I Act. Reptg I ? I ? I ? I ? I . I ? I ? I ? I ? I ? I . I . I ? I ? I DI DI DI DI 
I +--+----------+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+ 
I ID IPROF/GPROFI ?I ?I ?I ?I -1 ?I ?I ?I ?I ?I .I. I ?I ?I DI DI DI DI 
I +--+----------+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+ 
I I . I Inst rumntn I ? I ? I ? I ? I . I ? I ? I ? I ? I ? I . I . I ? I ? I D I D I DI DI 
+-------+--+----------+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+ 
I Layered ID I LMF I ? I ? I ? I ? I . I ? I ? I ? I ? I ? I . I . I ? I DI DI DI DI DI 
!Prods. 
I 
I 
I 
I 
I 

+--+----------+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+ 
IT IDECwindowsl ?I ?I ?I ?I DI ?I ?I ?I ?I ?I TIT I ?I Tl DI Pl Pl DI 
+--+----------+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+ 
I . I CASE tools I ? I ? I ? I ? I . I ? I ? I ? I ? I ? I . I . I ? I PI DI DI DI DI 
+--+----------+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+ 
I . IP rog. Tools I ? I ? I ? I ? I . I ? I ? I ? I ? I ? I . I . I ? I P I DI DI DI DI 

+~------+--+----------+--+--+--+--+--+--+--+--+--+--+--+--+--+--+-- +--+--+--+ 
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3.2.1 Notes on the Translation Decision Table 

Inputs from multilingual countries is shown in the table against Language Group. Special requirements are 
noted below. 

1. Belgium: No requirement for localized versions (FR/NL) 

2. South Pacific Region:No resources to give any feedback. 

The following additional notes should be read in conjunction with the Asian Language groups decisions in the 
table. 

1. For Asian languages there other language specific engineering components in to be added that are not 
covered under the general title "translation." The most important of these is the input methods. These 
are not covered adequately in the PIP descriptions, but if they were to be forcefit into the model they 
would go in the B components. 

2. The Japanese computer market is very similar in complexity and sophistication to the US. It is therefore 
assumed that the entries marked D or P under Japan will become T in later versions. 

3. The translation decision for Simplified Chinese can be deferred to later versions because the unrest in 
PRC has put their technology program on hold. 

4. The translation decision for Thailand can be deferred because the computer market is immature; there is 
not a significant market in the areas being targeted by OZIX--commercial applications, production sys
tems, etc. 

5. There is a small but growing market for these features in Taiwan and Korea. As this market becomes 
more important, the entries marked D and T in these columns should be updated. 

3.3 REQUIREMENTS FOR LOCALIZATION KIT 

ABSS (JRD) will submit any localization kit requirements separately and later to the OZIX group. 

4 SPECIFICATIONS 

This section supplements the Corporate Product Specification for OZIX, and in particular forms the specifica
tion for product variants. 

ABSS (JRD) will be producing specifications for Asian language versions of OZIX separately from this docu
ment. 

4.1 VARIANT SPECIFICATIONS 

4.1.1 Malntalnablllty 

Refer to the CSSE Servicability Requirements Document. That document should address the requirements for 
Worldwide support of multilingual and multinational companies. 

4.1.2 Compatlblllty 

OZIX requires compatibility at various levels with other Open Systems operating environments . Whilst 
multilingual-capable products have no additional compatibility requirements. multilingual capability itself is 
likely to ma.Ice compatibility more difficult to implement. 

Note: ABSS input is required on arry specific I-ULTRIX compatibility requirements . It is how
ever anticipated that where such a requirement is different ji·om the generic requirements 
expressed in this plan, ABSS will need to address the differences in a market specific "C" 
component. 
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4.1.3 Evolvablllty 

As the OZIX product evolves towards commercial , transaction-processing systems usage, it can be expected 
that translation requirements will increase and greater benefit will be gained from the International functional
ity provided in the base system. 

5 PROJECT PLAN 

To be supplied for any product variants required as a result of translation decisions. 

5.1 PHASE PLANNER 

Corporate Phase 0/ 1 close - 17th November 1989 

Corporate Phase 2 close - to be supplied. 

5.2 PROTOTYPE TRANSLATION PLAN 

To be supplied if Prototype Translation required. 

©Dlgltal Equipment Corp -DIGITAL CONFIDENTIAL- Page 22 



APPENDIX A 

PROJECT DOCUMENTS 

The following documents have been referenced within this Internationalisation Plan, or are included here: 

• lntematjonal Engineering "Producing International Products Reference Set" (also known as the P[P 
Handbook). A-MN-ELSM498-00-0 Rev B. 

• DEC STD. 066-3 Policy for Designing Products for All Countries Designated as Strategic Markets. EL-
00066-03. 

• Terry Morris, OS/SB - "OZIX product and Market Requirements Document" Rev 1.0 

• X/Open Portability Guide (XPGn) Versions 3 (issued) and 4 (under determination) 

• ISO 10646 Multiple-octet Coded Character Set. 

• IED/ABSS "Digital's Text Model for the Future - What Should It Be?" 20th June, 1989. 

• Claire Cockcroft, OS/SB - "A Vision of the International OZIX Product" 

• Functional Specification for XNLS. Contact VOGON: :LANDLES. 

• Catherine L. Richardson, OS/SB - "Preliminary OZIX Applications Plan" 

• Omur Tasar, "OS/SB Enterprise Management Approach - an Overview" 12th July , 1989. 

• Internationalization Plan for DECfonns V2.0 - Contact VOGON::I18N_PLANS 

• Internationalization Plan for CDD+ V5.0 - Contact VOGON::ll8N_PLANS 

• Internationalization Plan for RdbStar V 1.0 - Contact VOGON: :I l 8N_PLANS 
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Colin Walters of CUP/ITG I18N has produced the following outline of a proposed documentation strategy for 
OZIX documentation: 

From: VAXUUM::WALTERS "ZK01/3j03 DTN 381-1955 04-Aug-1989 0826" 

VOGON::KEE,SWEEZEY,VOGON::OUGHTON To: 
CC: WALTERS 
Subj: Comments on the OZIX Internationalisation Plan 

CC Martyn Kee, IED UI Manager 
Marcia Sweezey, CUP/ITG Il8N 

PROPOSED STRATEGY: 

I strongly support the application of modular techniques in 
this project. It is essential that UI engineering is involved 
early in the writing process for this to succeed. 

1. Perform an analysis of anticipated users and write a user-profile 
for each. 

2. Perform an analysis of OZIX commands and subsystems. Structure the 
UI on the basis of: 

o Which users use which commands and systems. 
o Logical relationships between commands and subsystems. 

3. Develop a single text-library or database which documents the 
system. This will have two-dimensional modularity: 

MODULARITY 
BY 
COMPLEXITY 

Subject 

overview 
application 
reference 
programming 

Subject Subject 

+-------------------------------------> 
MODULARITY BY SUBJECT 

4. Use conditional bookbuilds to extract text from the database and 
build into Online books, help and documentation. It will be easy 
for any Local Engineering group to extract and translate only the 
text that they require, but the integrity of the Corporate 
documentation will be maintained. 

Other advantages: 

o Customisable for the customer 
o Easier updates 
o Easier support 
o Eliminate redundancy 

©Dlgltal Equipment Corp -DIGITAL CONFIDENTIAL- Page 24 



At the end of August four companies doing business in Japan sent representatives to four days of ad-hoc meet
ings to flush out their il8n requirements for OSF/1 OSC. 

Participants represented YHP, IBM-J, Hitachi, and DEC-J. OSF/PO folks attended the introduction and wrap
up sessions. The requirements list that resulted from these meetings will be reviewed al the OSF Il8n SIG 
meetingto be held in Cambridge, September 22-23 . It is inserted here in support of the OZIX Internationaliza
tion Plan. 

Internationalization/Localization Requirements to OSF/ 1 OSC 

1989-08-24 
Internationalization Ad Hoc Group 
in OSF/PO 

This requirements list has been elaborated by the Internationalization Ad-hoc Group composed of DEC Japan, 
Hitachi, IBM Japan and YHP. This is concentrated on OSF/1 OSC. This list is intended to be a contribution lo 
OSF Internationalization SIG. The meaning of the priority levels are as follows. 

Priority Level l : To be included in OSC release LO (Minimum Requirements) 

- Based on XPG3 , 

Extended to be able to handle multibyte characters. Functions included 
in this level are expected to have no deviations from the anticipated 
XPG4 functions . 

Priority Level 2 : To be included in OSC release 1.1 

- XPG4 minus Minimum Requirements 

Priority Level 3 : To be included in the subsequent releases of OSC release l . l 

- Beyond Level 2 functions . 

Internationalization 

[General] 

1. OSF/ l Internationlization specification should be independent from coded character-sets. (pr = 1) 

2. Single source-code for all of OSF/1. #ifdef should not be used in Internationalization functions . 
(pr= 1) 

3. Conformance to Internationalization functions specified in X/Open XPG3, ISO DIS 9945 (POSIX 
1003.1 Draft 8). (pr= l) 

4. OSF/1 should handle a multibyte character as a character, not as a byte. (pr= l) 

5. ERA/emperor year should be supported. The date/time fonnat should support multibyte characters. 
(pr = 2) 

[Kernel] 

l. Erase operation in tty module should be performed on a character basis instead of on a byte basis. 
(pr= 1) 

[Command and Utility] 

l. Multibyte characters should be supported in filenames and directory names. ( pr = I ) 
(note) Characters which have special meaning in directory name may be limited to ASCII . 

2. All commands supported by OSC release 1.0 should handle multibyte-character filenan1es and mes
sages. The commands/libraries listed in Table l should support the local environment. ( pr = I) 

3. Regular expression pattern-matching should be performed on the basis of characters . (pr= 1) 
(note) Meta-characters may be limited to ASCII for the time being. Range expression and character 

class are to be defined. 
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[Language and Library] 

l. C compiler must satisfy and include the multi-byte handling functions specified in ANSI C {X3J 11). {pr 
= 1) 

Localization for Japan 

l. Japanese characters should be supported in commands/libraries listed in Internationalization 8. (pr= l) 

2. There should be support for coded character-sets currently used in Japan, for example; EUC/UJIS and 
Shift ns. (pr= l) 

3. OSF needs to have code-conversion libraries/filters, for example; EUC/UflS to/from Shift-flS. (pr= 2) 

4. Formalling for writing direction (vertical writing). (pr= 3) 

Others 

l. Support for the Asian languages. (pr = ) 

2. Translation of messages and on-line manuals into the local language. (pr= ) 

+----------------------------------+ 
adb diff3 nroff I 
admin dirname od 
at echo page 
awk ed pg 
basename 
batch 
bdiff 
calendar 
cat 
cb 
cc 
cdc 
cflow 
col 
comm 
cp 
cpio 
cpp 
csh 
cu 
c:x:ref 
date 
delta 

edit 
egrep 
ex 
e:x:pr 
fgrep 
find 
fold 
gencat 
get 
grep 
join 
ksh 
lint 
ln 
ls 
mailx 
make 
man 
mor.e 

pr 
ps 
red 
rm 
rmdir 
sdb 
sed 
sh 
sort 
tabs 
tar 
tbl 
tee 
test 
tr 
tsort 
uniq 
vi 
view 

deroff mv we 
diff news what 

+----------------------------------+ 
Table 1 
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APPENDIX B 

OUTSTANDING ISSUES 

A minimum subset of fonts required to ship worldwide with the base product needs to be identified in conjunc
tion with the group producing the Font Access Facility (FAF). 

©Dlgltal Equipment Corp -DIGITAL CONFIDENTIAL- Page 27 



October 1989 

OZIX Version 1.0 
System Product Description 

Revision Information: 

Version 1.0 

Written By: 

Kathy Appellof,OZ/X Product Management 

Contributors: 

Terry Morris, OZIX Product Management 
Members of the OZIX Project Team 

Dlgltal Contidentlal Dlgltal Equipment Corporation 



Digital Equipment Corporation 
Confidential and Proprietary 

This is an unpublished work and is the property of Digital Equipmerit Corporation. This work is 
confidential and is maintained as a trade secret. In the event of inadvertent or deliberate publication, 
Digital Equipment Corporation will enforce its rights in this work under the copyright laws as a 
published work. This work, and the information contained in it may not be used, copied, or disclosed 
without the express written consent of Digital Equipment Corporation. 

© 1989 Digital Equipment Corporation 
All Rights Reserved 

Digital Equipment Corporation Digital Confidential 



Trademarks of Dlgltal Equipment Corporation 
Concert Multithread DECwindows VAXcluster 
DEC RdbNMS VAX DOCUMENT 
DECnet Rainbow VMS 

g:g~:!r ~TRIX !D!DD!DN 

Other Trademarks 
386 is a trademark of Intel Corporation 
Ada is a trademark of the Department of Defense 
AIX is a trademark of International Business Machines Corporation 
Apollo is a registered trademark of Apollo Computer, Inc. 
Apple is a trademark of Apple Computer, Inc. 
IBM is a registered trademark of International Business Machines Corporation 
INGRES is a trademark of Relational Technology Inc. 
Macintosh is a registered trademark of Apple Computer, Inc 
Microsoft is a registered trademark of Microsoft Corporation 
MIPS is a trademark of MIPS Computer Systems Inc. 
Motif is a trademark of Open Software Foundation, Inc. 
MS-DOS is a registered trademark of Microsoft Corporation 
MVS is a trademark of International Business Machines Corporation 
Network Computing Kernel is a trademark of Apollo Computer, Inc. 
Network Computing Software is a trademark of Apollo Computer, Inc. 
NFS is a trademark of Sun Microsystems Inc. 
Open Software Foundation is a trademark of Open Software Foundation, Inc. 
OSF is a trademark of Open Software Foundation, Inc. 
OSF/1 is a trademark of Open Software Foundation, Inc. 
OSF/Motif is a trademark of Open Software Foundation, Inc. 
POSIX is a trademark of the Institute of Electrical and Electronic Engineers Inc. 
PostScript is a registered trademark of Adobe Systems Inc. 
SUN is a trademark of Sun Microsystems Inc. 
UNISYS is a trademark of UNISYS Corporation 
UNIX is a registered trademark of American Telephone and Telegraph Corporation 
Xll is a trademark of the Massachusetts Institute of Technology 
X/Open is a trademark of the X/Open Group 
X Window System is a trademark of the Massachusetts Institute of Technology 

Dlgltal Confidential Dlgltal Equipment Corporation 



TABLE OF CONTENTS 

Preface . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . vii 

OZIX SYSTEM DESCRIPTION . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1 

OZIX USER ENVIRONMENT . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 2 

1 Commands and Utilities. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 2 

2 OZIX Shells . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .. ... ~ . . . . . . . . . . . . . . . . . 2 

OZIX PROGRAM DEVELOPMENT ENVIRONMENT . . . . . . . . . . . . . . . . . . . . . . . . . 3 

3 OZIX Program Development Tools . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 3 

4 The OZIX C Compiler . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 3 

5 Application Programming Interfaces . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 3 
5.1 Standards-compliant Application Programming Interfaces . . . . . . . . . . . . . . . . . . . . 3 
5.2 Digital Added-value Application Programming Interfaces . . . . . . . . . . . . . . . . . . . . . 4 

OZIX SYSTEM ADMINISTRATION.. .... .. .. . ... . ...... ... .. . .. .. . ... .... . . 5 

6 System Administration . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 5 
6.1 Management Applications . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 5 

6.1.1 User Presentations . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 5 
6.1.1.1 DECwindow Storage Manager. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 5 
6.1.1.2 Management Command Language (MCL) . . . . . . . . . . . . . . . . . . . . . . . . . . 5 
6.1.1.3 Standards-Compliant Commands. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 6 

OPERATING SYSTEM ENVIRONMENT . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 

7 General Executive Features . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 
7.1 Process and Process Environment . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 
7.2 Memory Management . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7 
7.3 Transaction Processing Services . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 8 
7.4 Multithreading . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 8 
7.5 Symmetric Multiprocessing . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 8 

8 Input/Output System . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 8 
8.1 Mass Storage . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 8 
8.2 Storage Model . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 9 
8.3 File System . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 9 
8.4 Terminals . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 9 

9 Distributed Processing . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 9 
9.1 Services .. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 9 
9.2 Remote Procedure Calls - DECrpc . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 10 
9.3 Network Management . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 10 

10 Resource Management . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 10 

Digital Confidential Ill 



.-

11 Performance and Instrumentation . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 11 

12 Security . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 11 

13 Internationalization . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 11 

14 Standards . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 12 

15 Documentation . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 12 

Iv Digital Confidential 



Preface 
This document is a description of the OZIX Version 1.0 Product. It is intended to be a high-level 
overview. 

Change History 
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October 1 989 0 .2 

October 1989 1 .0 

Date of Printing: 
27-OCT-1989 10:36:25.66 
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OZIX SYSTEM DESCRIPTION 

OZIX SYSTEM DESCRIPTION 

OZIX is an extensible, hardware-independent operating system that integrates modem technologies 
for distributed systems, fault tolerance and data integrity, while adhering to a high-performance 
1/0 implementation. Its capabilities will evolve over a series of releases and are composed of system 
elements from other Digital groups, (such as database and transaction processing software, compilers, 
tools, and utilities) as well as selected elements from third-party vendors. OZIX is a reliable, high
performance production system that is targeted at the open systems market. While transaction 
processing technologies are built into Version 1, these capabilities will not be realized until a release 
after Version 1. In the first release of this product the system utilizes these transaction technologies 
in demonstrating its high level of performance and reliability. 

OZIX functions as a network server in a multivendor, distributed systems network. It serves this 
network by providing: 

• File services via NFS 

• Compute services for user applications 

• Workstation services such as workstation booting and diskless services. 

• Database services 

The OZIX system is designed with the methodology required to obtain a B2 level security rating from 
the National Computer Security Center (NCSC), thus ensuring strong resistance to intrusion and the 
protection of data from unwanted disclosure. 

The OZIX product also provides an internationalized computing environment capable of support
ing applications that span national, linguistic, and cultural boundaries. This support is apparent 
throughout the system - in libraries, terminal services, the file system, the base system, and the 
m~ssage facility. 

OZIX is a modem operating system platform that integrates existing and emerging open system stan
dards defined by POSIX, X/Open, OSF and ISO/OSI. Support for standards - such as those defining 
user interface, data exchange, networking, file access, multi-processing, transaction processing, se
curity, system administration, and internationalization - are built into every component of the OZIX 
system. 

Also included in OZIX Version 1 are integrated system and network management features, license 
management, and CDROM distribution. 

OZIX application interfaces provide a development platform for production applications. Portability 
of applications within a Digital environment is provided with Application Integration Architecture 
(AIA) components such as DECwindows client libraries, Compound Document Architecture (CDA), 
and Concert Multithread Architecture (CMA). 

Digital Confidential 1 



.-

OZIX USER ENVIRONMENT 

OZIX USER ENVIRONMENT 

Users access OZIX through an interactive interface, by logging into the system using either character
cell terminals or bitmapped terminals and workstations. The type of interactive interface the user 
sees is determined by the method used to access OZIX. The OZIX command line interface is charac
terized by use of a command interpreter called a shell. This shell presents a programmable interface 
to all OSF-specified standard commands and utilities, plus additional Digital-standard and OZIX
specific commands and utilities. 

The OZIX bitmapped terminal interface is provided to users through the DECwindows client inter
face. DECwindows support is a combination of 'X", Motif, and Digital value-added. Client access is 
executed by OZIX connections to ULTRIX, UNTI{1 , and VMS. 

1 Commands and Utilities 

A number of commands and utilities for general users are provided with the system. These commands 
and utilities comply with the following industry and de facto standards: 

• X/Open Portability Guide, XSI Commands and Utilities (Issue 3) 

• POSIX 1003.2, Shell and Application Utility Interface for Computer Operating System Environ
ments (draft 8) 

• OSF Operating System Component (OSC) Functional Outline: Application Environment Speci-
fication (Revision 1.0) 

End-users will most commonly use these commands and utilities to perform such tasks as maintaining 
files and directories, communicating with other users and systems, processing of documents, printing 
of documents, and obtaining system information. 

2 OZIX Shells 
There are two shells provided with the OZIX system - the Bourne Shell and the C Shell. These shells 
provide a line-oriented command interface and functionality that is identical to other implementations 
provided on UNTI{, ULTRIX, and OSF systems. Users may select a default shell or change shells 
dynamically. The shell preference is stored as part of the per-user data managed by the system 
administration components. 

1 UNIX is a registered trademark of American Telephone and Telegraph 
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OZIX Program Development Environment 

3 OZIX Program Development Tools 

OZIX Program Develop 

The OZIX CASE environment is based on the use of standard programming tool 
X/Open, OSF, and POSIX. 

Application developers can use all of the commands and utilities used by end user: 
commands and utilities to perform tasks on OZIX. These tasks include: 

• 
• 
• 
• 
• 

4 

Creation and compilation of source code 

Link and debug of applications 

Application performance analysis 

Creation of utility programs and sophisticated shell scripts 

Distribution of applications using remote procedure call technology 

The OZIX C Compiler 

The features of the OZIX C compiler include: 

• Compliance with X3Jll ANSI C definition 

• Conformance with X/Open, and POSIX standards 

• Support for traditional C and VAX C features 

• Support for internationalization capabilities 

• Support of mixed language interoperability 

• Code portability with other existing Digital C implementations 

This compiler employs advanced local and global optimizations including scalar opt 
procedural analysis, procedural inlining, pipeline scheduling and register allocatior 

5 Application Programming Interfaces 

5.1 Standards-compllant Appllcatlon Programming Interfaces 

OZIX provides a set of application programming interfaces that are compliant witb 
standards: 

• X/Open XPG-3 

• OSF AES 

• POSIX 1003.1 

• ANSI C 

Binary code for these APis is provided with the system in two forms : as objec 
files and also as shared libraries. Users normally prefer to link with shared libra 
standard library routines provided with OZIX include: 

• Standard ANSI C 

• Language runtime support 

• Math 

• Standard UNIX routines 

Digital Confidential 



OZIX Program Development Environment 

• 
• 
• 
• 

5.2 

Primitive DBMS routines 

GKS and PHIGS 

Xll toolkit and widget support 

OSF/Motif support 

Dlgltal Added-value Appllcatlon Programming Interfaces 

Also included is a set of Digital added value APis, including: 

• DECwindows Toolkit routines 

.-

• Compound Document Architecture (CDA) DDIF (Digital Data Interchange Format) routines 

• Compound Document Architecture DDIF Viewer routines 

• Concert Multithread Architecture routines 

• DECprint interface 

• Application Portability Architecture routines 

• DECnet programming routines 

• Compound string support 

• Online Diagnostic Monitor (ODM) interface routines 

• OZIX extensions to messaging 

• OZIX Security Support Component routines 

• Logging and error recovery system routines 
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6 System Administration 

OZIX System Administration 

The OZIX system administration design addresses the requirements of both production systems and 
management of B2 security policies. The OZIX. system administration structure is designed into each 
component of the system in an integrated fashion . 

The OZIX system administration structure is based on an object-oriented methodology in conformance 
with Digital's Enterprise Management Architecture (EMA). All tasks performed by system adminis
tration are performed on manageable objects, that represent users, devices, processes, networks, and 
so on. AB objects, these components are identified by their specific attributes, operations, and events . 

A management backplane is used to interconnect manageable objects to each other and to manage
ment applications. The same EMA-compliant management backplane is used by both OZIX system 
administration and network administration providing a common set of services across interconnected 
systems. 

6.1 Management Applications 

Management applications request management operations to be performed. The request for an op
eration is made by the management application, through the management backplane, to the object, 
Objects interact indirectly with management applications and have no knowledge of the management 
applications. 

The types of management applications are unlimited. Some management applications are simple 
user interfaces using command line and/or DECwindows technology. Other management applications 
may be more complex decision making applications that issue management operations based on a 
set of rules. AB for the object being requested to perform some operation, the type of management 
application is immaterial. 

OZIX provides a set of user presentations and a limited number of decision making applications for 
resource and fault management. 

6.1.1 User Presentations 

A user presentation is a management application providing an interface that system and network 
managers use to manipulate manageable objects. A set of user presentations are implemented to 
provide a variety of interfaces for use through character-cell terminals, shell command scripts and 
DECwindows terminals. 

6.1.1.1 DECwlndow Storage Manager 

The DECwindow Storage Manager allows monitoring and control of manageable objects in OZIX 
Storage Management that is based on the Attribute Based Allocation (ABA). 

6.1.1.2 Management Command Language (MCL) 

MCL is a user presentation management application providing a command line style interlace and a 
generic DECwindows style interface to all management objects on OZIX. A subset of MCL satisfies 
B2 security requirements of a trusted path for the security administrator. 
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6.1.1.3 Standards-Compllant Commands 

Some OZIX. system administration functions are available through a standards-compliant interface. 
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OPERATING SYSTEM ENVIRONMENT 

The OZIX base system is designed to deliver maximum performance, reliability, and security. By 
incorporating state-of-the-art technologies that deliver superior availability and integrity of data 
across a large number of storage devices, the base system provides a solid foundation for transaction 
processing and customized applications. It consists of an executive and a small hardware-dependent 
portion of code that is called the nub . 

7 General Executive Features 

Most of the base system support that is in the operating system is provided by the executive. This 
includes process management, memory management, and the file system. Internal features that 
support these functions are: 

• Fine-grained locking improves concurrency in multiprocessor environments. 
\ 

• Multithreading facilitates high performance. 

• Isolation between subsystems provides security and integrity. 

• Level checking in locking assures deadlock prevention. 

• Preemptable executive allows for fast response. 

• Scalability of system resource limits 

• Pageable executive code and data provides better physical memory utilization. 

• Flexible and extensible memory allocation and management. 

• Stack-based exception handling in the operating system for increased reliability. 

• OZIX is designed for multiprocessor systems with large amounts of memory, VO devices, and 
users. 

• Integrated transaction processing technologies 

7.1 Process and Process Environment 

OZIX provides a number of standard UNIX features in the executive. This includes standard UNIX 
process management system services, UNIX signal interfaces, and UNIX environment interfaces. 
Concert Multithread Architecture core services, shared libraries, scheduling features, and interpro
cess communication (IPC) calls are Digital added-value features that are also included in the OZIX 
executive. 

7.2 Memory Management 

The OZIX executive supports the OSF API memory management interface. Mapped files and data 
in the file system are automatically kept constant, which means that if an application opens with 
read/write access while another application owns the mapped file then they will recognize each others 
changes . Other memory management features include: 

• Unlimited number of virtual address spaces, subject to amount of physical memory 

• Efficient management of sparse virtual address space 

• Multiple page files 

• Maximize size of user virtual address space 

• Alternative backing store managers and page replacement algorithms 
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• 
• 

7.3 

Maximize use of physical memory 

Physical memory sharing 

Transaction Processing Services 

The OZIX executive provides services which support transaction processing. Executive components, 
such as the file system, use these transaction processing services. 

7.4 Multlthreadlng 

OZIX provides multithreading capabilities as specified by the CMA. This architecture defines portable 
services for creating and controlling multiple threads of execution within the address space provided 
by a single process. 

Multithreading brings numerous advantages to application programs. On a system which provides 
hardware and software support for parallel execution, the use of threads can speed up execution of 
an application program by providing it with the ability to utilize all the processors simultaneously. 

7.5 Symmetric Multlprocesslng 

OZIX provides symmetric multiprocessing (SMP) support, which is a form of tightly coupled multi
processing in which all processors perform operations simultaneously. SMP configurations consist of 
multiple CPUs executing code from a single shared physical memory. Users and processes share a 
single copy of the OZIX system. Operating system code can be executed on any processor. Different 
threads accessing the same data structures, can be executing simultaneously on multiple processors. 
This is accomplished safely by means of locks, which are used to control the concurrent access of 
shared data structures. 

8 Input/Output System 

OZIX mass-storage and terminal subsystems are designed to meet the requirements of transaction 
processing systems, which process hundreds of user transactions per second. These systems often 
process large volumes of transactions which require a large number of mass-storage devices and 
terminal sessions. 

8.1 Mass Storage 

The OZIX mass storage structure provides the basis for high 1/0 throughput by minimizing latency. It 
supports DSA (both DSA-1 and DSA-2) devices. DSA storage devices are accessible via the Computer 
Interconnect (CI). Different types of mass storage devices are supported, including all DSA devices 
and CDROMs. 

The OZIX 1/0 resource manager provides the mechanisms to manage the hardware and software 
components of the OZIX mass storage system. The management interface to the 1/0 resource manager 
provides capabilities that: 

• Automatically configure physical devices at system startup 

• Configure/autoconfigure new physical devices on a running system 

• Cooperate with other system software in providing warm restart capabilities 
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8.2 Storage Model 

OZIX is designed to efficiently manage tens of terabytes of data on hundreds of storage devices. The 
task of managing such massive storage resources is made possible by integrating Digitals Attribute
Based Allocation (ABA) architecture into the design of the I/O and file subsystems. This architecture 
allows data to be dynamically mapped to storage devices. This dynamic allocation of data provides 
the foundation for features, such as advanced storage management and dynamic reconfiguration of 
storage devices. 

8.3 FIie System 

The OZIX file system provides reliable access to files and data through the POSIX 1003.1 file system 
interface. This POSIX interface is extended by the addition ofresource management support services, 
which allow support of database systems in a transaction processing environment. On disk data 
structure updating is optimized through the use of buffer management and logging techniques. The 
underlying file system is based on the attribute-based allocation (ABA) architecture, which provides 
support for a large number of disks and advanced storage management techniques. OZIX provides 
better utilization of storage devices through migration of files between devices in a hierarchy of 
devices. The OZIX file system also provides mandatory and discretionary access controls for files. 

8.4 Termlnals 

The OZIX terminal subsystem provides a means for configuring and operating a very large number 
of terminal sessions. It utilizes the Multioctet Character Set (MOCS) in the support of many of the 
worlds languages . OZIX provides inherent support for multiple kinds of input methods with at least 
U.S. and Japanese Kanji input for Vl. 

The terminal subsystem consists of a terminal class driver and a terminal port driver. The termi
nal class driver provides user sessions as well as functions for data presentation. The class driver 
follows presentation rules as specified by POSIX standard 1003.1. The terminal port driver moves 
uninterpreted data between a hardware interface or network software module and the terminal class 
driver. 

Terminals can be connected to an OZIX system in a number of ways. OZIX supplies drivers to support 
the connection of the system console terminal, Local Area Transport (LAT) terminals, and network 
terminals. For network terminals, OZIX supports the TELNET, rlogin, and CTERM protocols. 

9 Distributed Processing 

OZIX provides native implementations of TCP/IP and of DECnet/OSI. TCP/IP provides Internet access 
for interoperability with ULTRIX and other UNIX systems. DECnet/OSI provides interoperability 
with VMS and ULTRIX as well as other vendor OSI implementations. The interface to both networks 
includes BSD sockets and the X/Open Transport Interface. 

A native implementation of NFS (Network File System) based on the Sun V2.0 protocol is provided 
on OZIX for transparent file access across ULTRIX, OZIX, VMS and other UNIX vendor systems. 
This implementation provides server failover in support of OZIX availability goals. 

9.1 Services 

Services available with the OZIX system include: 

• Authentication support for clients and servers by use of Kerberos and DASS 

• Distributed name services are provided through DNS (distributed name services) and BIND. An 
integrated DNS/BIND/Hesiod name server is a preferred configuration. 
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• X.400 mail services 

• Distributed time services via DTSS and NTP 

9.2 Remote Procedure Calls - DECrpc 

OZIX provides DECrpc as a remote procedure call (RPC) mechanism for developing distributed ap
plications. DECrpc consists of three major components: 

• Stub Generator: Compiles interface definitions and produces client stubs and server stubs. These 
stubs are then compiled with the service consumer and service provider parts of the application, 
respectively. Much of the communication and data packaging is handled within the code produced 
by the stub generator, and therefore hidden from the user. 

• Name Server: DECrpc utilizes the location broker for naming services. These naming services 
manage a database of servers and interfaces so that clients requesting a particular service can 
locate a server with which to bind. 

• RPC Runtime: These routines are linked with the client and server applications. They provide 
services to look up interfaces, establish and break client/server bindings, and register/deregister 
interfaces. Some of these routines are included in the code produced by the stub generator and 
are never actually referenced by the user-written part of the applications. 

9.3 Network Management 

The components of OZIX network management are designed to provide support for local and remote 
management of both DECnet/OSI and TCP/IP network components. Supported components of OZIX 
network management are: 

• The Maintenance Operations Protocol (MOP) is used to downline load software to Digital systems. 

• The Network Management Director is the user interface to network management. 

• The Event Dispatcher is the component of network management that receives notification of state 
changes from the various network entities and routes them to logging and reporting systems. 

• The Entity Interface portion of network management provides network entities with a standard
ized interface to network management. 

• The Carrier Sense Multiple Access with Collision Detection (CSMA/CD) implements the entity 
management functions of the CSMA/CD service in a device-independent manner. 

1 O Resource Management 

The OZIX design provides a resource and fault management strategy for a wide range of error detec
tion, correction, and isolation. This incorporates rule-based failure prediction, error detection, error 
logging, fault analyeis, and system configuration control to predict, detect, and when possible correct 
hardware and software errors. 

OZIX features that enhance system reliability include a data logging mechanism, disk shadowing, 
and the ability to dynamically reconfigure storage devices. 
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11 Performance and Instrumentation 

The OZIX system is heavily instrumented and provides a rich set of instrumentation services. In 
addition, OZIX has a data collection facility, a low-level software component, that enables the system 
to collect component and system-wide data. The Instrumentation Data Collection Facility (IDCF) col
lects performance and utilization data maintained by OZIX. This facility supports two data collection 
methodologies - event detection and sampling. 

• Event detection is used when it is necessary to know a sequence of events or the exact number of 
their occurrence over a given interval of time. OZIX employs software probes for event detection, 
which are used for the recording of an event. 

• Event sampling is used to observe rates and frequencies of events . 

OZIX provides performance characterization tools which enables OZIX-based systems and their con
stituent components to be characterized with a high degree of accuracy. Traditional utiii ties and 
commands are also provided. 

12 Security 

OZIX is designed with National Computer Security Center (NCSC) B2 methodology. It provides 
high levels of system security and integrity. OZIX supports multiple security and integrity policies 
to satisfy the needs of both government and commercial environments. Each of these security and 
integrity policies are enforced with the full strengths of a B2 system. 

Security supported provided by OZIX gives system administrators flexibility in tailoring the security 
profile of each individual OZIX system. Local security policy can be implemented using the following 
types of controls: 

• Access Control Lists (ACLs) 

• Mandatory Access Control (MAC) 

• Integrity Access Control (!AC) 

• Level control of network access 

• Control over access to "raw" devices 

In addition, OZIX security support allows the security administrator to change the basic security 
model in effect on the system. For example, some OZIX systems may use a security model based on 
the Bell and LaPadula model, or may allow the use of a customized security model. 

13 Internationalization 

OZIX supports characters for most every language through the implementation of MOCS. In MOCS, 
up to four octets (8-bits) can be used to define a single character for languages such as Japanese, 
Chinese, and Korean. 

OZIX commands use multilingual messaging and language switching facilities, thus accommodating 
easy translation by local engineering groups. Selected OZIX commands are fully internationalized 
and have the capacity to process data and file storage objects presented in character sets other than 
the ISO 8859-1 character set (8-bit Latin-1). 

OZIX supplies a set of standard C libraries to provide string handling routines to deal with string 
parameters made up of 8-bit characters. Existing C applications can link against the OZIX standard 
C libraries for compatibility. OZIX extends the standard C library to provide support for compound 
string technology, allowing development of new international applications that are language neutral. 
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The OZIX terminal subsystem provides support for multiple character sets and languages . The 
terminal subsystem allows for the inclusion of additional locale-specific character set handling without 
modification of the basic subsystem code or data strnctures . Existing applications may access the 
terminal subsystem through the OZIX OSF API. 

14 Standards 
The basic system concepts of OZIX reflect the models of process management, file processing, and 
system calls defined by X/Open, OSF, POSIX, OSI, and ANSI standards. 

15 Documentation 
The OZIX information set is strnctured specifically for online presentation in a hypertext information 
style. Primary documentation retrieval method for OZIX is online. Hardcopy documentation is also 
available. 

The OZIX information set is tailorable for the needs of different types of users and is designed for 
easy translation to other languages. Publication tools are provided to allow for integration of training 
modules and documentation from other sources such as third-party vendors. 
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1 Introduction 

The UNIX ™ operating system is being used extensively as the technology base for recent system 
introductions into the production systems market, encompassing transaction processing (TP), batch, 
and timesharing systems. This trend is expected to continue well into the next decade as major 
vendors rush to gain the competitive edge in this market. 

Vendors considered to be active contenders in this market invest heavily in the addition of features 
to the UNIX operating system in overcoming the weaknesses of the base operating system. 

This docwnent explores the reasons why the UNIX system is gaining the attention of the commercial 
market, the evolvement of this into the open systems market, and an overview of its major strengths 
and weaknesses. 

The OZIX product family strategy is then discussed as Digital's entry in this market. 

1.1 UNIX System Summary 

The UNIX operating system first appeared around 1970 at Bell Labs. UNIX was primarily used 
by AT&T as a base for text processing applications and remained an internal product at Bell Labs 
until the mid-1970s . The UNIX system was written in macro and the C language. It was eventually 
released worldwide to the academic community, thus facilitating its emergence as a popular operating 
system in the business community. 

For AT&T, the UNIX system provided the extensibility required by their in-house production systems. 
These systems were not considered to be transaction processing oriented, as transaction processing 
requirements of production systems were not a major concern. 

Independent software manufacturers quickly realized that they could take the best of the UNIX 
system and easily develop variations of it for their new systems, thus greatly reducing development 
time. This reduction in development time is believed to have been an influence in the introduction 
of new technologies such as RISC (Reduced Instruction Set Computing). 

1.2 Open Systems Summary 

An open systems environment is a comprehensive, consistent set of international technology stan
dards and profiles, specifying interfaces and supporting formats for interoperability or portability of 
applications and people. 

Market demand for open systems is heavily influenced by many open software organizations such as 
X/Open, OSF, POSIX, and OSI. One of these organizations, the Open Software Foundation (OSF), 
was founded in May 1988 to develop, license, and distribute an open software environment that is 
based on an independent UNIX-derived operating system and related subsystems. OSF addresses 
three major issues in the open systems market: portability, interoperability, and scalability. Appli
cations written to the OSF standards are portable from one architecture to another. Interoperability 
provides the ability to exchange data and run applications on computers from multiple vendors. Scal
ability provides the means to migrate software across different hardware classes. By specifying an 
environment built on standards that provides these capabilities, the OSF fulfills customers· demands 
to protect their long-term software investment. 

™ UNIX is a registered trademark of American Thlephone and Telegraph 
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1.3 Onllne Transaction Processing Summary 

Traditionally, transaction processing has been regarded as a method of computing for large, corporate 
IBM mainframe systems. Some of the first online transaction processing systems designed were the 
airline reservations systems. These systems tended to be highly complex in nature requiring large 
mainframe systems. They are are now approaching twenty-five years in age, yet are still considered 
to be highly effective. Other traditional transaction processing examples include telecommunications 
(area code dialing, 911), automatic teller machines, and bank debit cards . 

Major companies also realized the major cost savings realized by integrating OLTP features into 
corporate databases. Applications such as inventory management in the Computer Integrated Man
ufacturing (CIM) market proved that transaction processing systems could completely manage order 
processing and reduce inventory, resulting in greater company profits. 

Applications such as the above have lent themselves to the definition of certain characteristics of TP 
systems. TP demands high system availability, the ability to process large volumes of data against 
large databases, strong data integrity, and most importantly, fast l/0 throughput. TP applications 
require optimized disk, memory, process, and data management to meet these demands. 

Computer manufacturers quickly realized the competitive advantage gained by the merger of transac
tion processing functionality with UNIX-based systems. Tandem and Stratus are excellent examples 
of companies who currently own the competitive advantage in the fault-tolerant transaction process
ing arena; other active contenders include SUN, Hewlett-Packard, Pyramid, and NCR. 

TP systems have emerged during the late-1980s as strategic computing platforms. On a worldwide 
revenue basis, the TP market is estimated to be growing at a compound annual growth rate of 13.5 
percent 1. Along with this growth, UNIX systems are also emerging as "standard" operating systems. 
This is evident in recent hardware/software vendor announcements linking these two technologies. 

2 Why Database Vendors are Drawn to the UNIX System 

Even though it has identifiable weaknesses in the open systems market, there are reasons why 
database vendors turn to the UNIX system in this non-traditional UNIX market. 

2.1 Vendor Profile 

Primary attributes of the UNIX system that draw third-party DBMS vendors and end-users include: 

• Portability. Application software written for the UNIX system on one computer is easily ported 
to other computers that also run UNIX. This results in lower development cost to the vendor 
when providing application software across multiple platforms. 

• Open systems. UNIX has become an industry standard for minicomputers, multiuser micro
computers, and workstations. Information on how it works and where it is headed is widely 
available. This protects developers and users from being tied to a single vendor's hardware 
product. 

• The accessibility of developer tools. AB UNIX evolves, more programming aids are added to it. 

• Ease of use for program development. In UNIX, devices are treated like files being written t.o or 
read from. Input/output are stream oriented. Pipes, filters, and redirection enable programmers 
to build large programs from smaller ones. 

1 Source: TP Market Sizing Task Force, September 1989 
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3 UNIX System Weaknesses in the Transaction Processing Market 
Even though UNIX systems are highly desired as operating system platforms, they are still used as 
a basis by many competitors for their TP offerings in spite of its weaknesses. Most competitors have 
taken advantage of the ease of customization of the UNIX operating system to bypass the problem 
areas. Areas of weakness include file/disk management, process management/scheduling, buffer VO 
management, data/records management, and lack of applications tuning. 1 

3.1 FIie/Disk Management 

The TP market requires that applications have the ability to work with a small number of very large 
files. UNIX system optimization handles large numbers of very small files. Because of the methods 
the UNIX system uses for storing files in non-contiguous areas, portions of files are located widely 
across a disk, causing poor file access performance. It would be more advantageous for parts of 
data files to be stored contiguously, or at least close to each other since database file access is often 
sequential. 

Oracle, Sybase, Informix, and AT&T give developers the option of using "raw devices", bypassing 
the regular UNIX system file management facilities, to directly write to or read from the secondary 
storage device. Jerry Baker of Oracle explains that "Typically you can get anywhere from 15 to 
20% performance improvement by writing directly to disk and letting Oracle manage the data blocks 
instead of letting the UNIX system do it" . 

3.2 Process Management/Scheduling 

The UNIX system is not well suited for TP Process Management. By design, the UNIX process sched
uler follows a "round robin with multilevel feedback" algorithm. The UNIX time sharing algorithm 
generates many machine instructions per transaction, thus resulting in lower performance. 

To optimize performance, an operating system should strive to minimize the number of context 
switches, take advice from the application regarding preemption and process scheduling, minimize 
the number of processes competing for CPU time, and avoid locking up system resources while pro
cesses are swapped in and out of the CPU. Database updates and queries should, ideally, complete all 
of their transaction processes before being swapped out, regardless of time quantum limits. To accom
plish this, DBMS vendors must provide their own means of task scheduling to replace or complement 
UNIX's process scheduler. 

3.3 Buffer 1/0 Management 

The UNIX system is weak in buffer management. The provided algorithm for cache management 
is inappropriate for database applications. The UNIX prefetch mechanism detects when a file is 
accessed sequentially and brings extra blocks of data from that file into memory with each VO. 
However, prefetch is better done at the database level. The database should be smart enough to 
understand what data is needed, before it is needed, and what data can be removed from memory. 

3.4 Data/record Management 

The UNIX system does not support record management as other operating systems do . It is limited 
to some file management functions. All record retrieval, locking, and file management functions must 
be handled by the database. Most vendors understand this and offer data management through their 
databases. 

1 "Shaping UNIX for Transaction Processing", Ron Carnahan, Database Programming & Design , March 1989 
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3.5 Tuning of Applications 

The UNIX system does not provide tuning capabilities for TP applications . To optimize performance 
on specific applications, database vendors have been able to provide some degree of end-user tuning. 
Self-tuning mechanisms for maintaining good operating system and application performance are es
sential in the UNIX TP market. Application performance analysis , optimization, and characterization 
tools are also important. 

4 Essential Criteria for Transaction Processing Systems 

The Gartner Group has defined 10 essential requirements that system vendors must fulfill to become 
a major player in this market. These are used by Gartner as a measurement of an effective TP 
system. They expect that no single vendor will be superior in all of these categories. Vendors who 
are strong in most of these areas are expected to be far superior in this market . These requirements 
are not listed in any specific priority order. 

• Availability. Users need to understand the economic impact of downtime and resulting losses 
should be quantified. This segment will be demanding highly-available systems, that may also 
tend to be fault-tolerant systems. 

• Scalability. Systems must be expandable over wide performance ranges without requiring the 
swap out of system boxes. Microprocessor-based mid-range systems will supplant older mini
computer architectures because of the scalability of microprocessor systems. 

• Distributability. Vendors must be able to offer distributed, end-user oriented systems closer to 
the point of contact with customers . These systems may have links to the corporate databases. 

• Integrity. When systems are distributed, vendors must be able to provide facilities that ensure 
that transactions are not lost and are updated in near real time without causing inconsistencies 
in related databases . 

• Recoverability. When system errors or failures occur, the system must be able to recover without 
loss of data or work in progress. 

• Security. The system must ensure the security of corporate data, both at the desktop and at the 
corporate level. 

• Flexibility. Systems must be reconfigurable according to evolving corporate needs. Network 
topologies must be independent of, and allow for such reconfigurations. 

• Productivity. New desktop TP systems must offer improved application development tools such 
as 4GLs and CASE, that will allow applications to be distributed to both the desktop and the 
server system. 

• Operability. System/network management must be extended to the desktop and must allow even 
unskilled personnel to monitor and administer networks of workstations. 

• Connectivity. Systems must be integrated into both the corporate backbone enterprise network 
and the user sub-networks. 

4 Digital Confidential 



!D!DD!DNoZIX Version 2.0 Working Paper 

5 Other Significant Market Trends 
As the UNIX market is evolving towards the open production systems market, it is equally important 
to examine other trends being seen in the market. 

5.1 Open Systems 

Many of the applications in use today run on old-technology systems that are expensive to UBe and 
maintain. Customers are hesitant to move these applications to newer technology because they fear 
the difficulties and costs of conversion, retraining, and parallel operation. However, customers see 
open systems, both hardware and software, as a way to use the new technology and to pay the cost 
of conversion once. 

Open systems comply with comprehensive suites of formal standards, providing high levels of inter
operability and portability. 

Digital's System Software Marketing group has defined open systems as: 

• A [vendor neutral] applications environment, compliant with international standards. 

• Open system implementations must include interoperability with installed computing environ
ments, and provide predictable functionality. 

• Open Systems provide interfaces for interoperability or portability of applications, data, infor
mation or people. 

5.2 Mid-Range Systems 

As hardware technologies (VLSI, RISC, and so forth) evolve, the price/performance curve has swung 
to the advantage for mid-range system vendors, primarily in the low-end. Over the next three years, 
it is expected that price/performance changes will affect the high-end of the mid-range as well, due 
to the RISC technology strategies currently in formulation. 

Companies are responding to fast changing market conditions such as international competition, 
deregulation and currency swings. Operations are being decentralized and moved closer to where 
the business is being conducted. If distributed computing continues to escalate, there is a greater 
chance of the mid-range market growing rapidly. 

The Gartner Group believes that mid-range systems will be key delivery platforms in the future for 
client/server and end-user computing. Gartner also believes that, technologically, mid-range systems 
are in an excellent position to deliver the most effective PC Integration and client/server facilities . 

5.2.1 Distributed/Decentralized Computing 

The current trend is to distribute more of the compute power (systems) to where the computes are 
needed. Coupled with mid-range system compute power, client systems can supplement compute 
resow-ces to the server system. These client systems benefit by the advantages mid-range systems 
offer, such as remote restarts, booting, backups, online documentation, and application management. 

Decentralization of systems is becoming a corporate strategy for many large customers . Th.is trend 
is expected to grow over the next several years. These large corporations are distributing computing 
responsibilities closer to where the transaction occurs. The large corporate database then tracks 
corporate data. Mid-range server systems are preferred as data collectors and distributors for the 
bi-directional data collection and distribution. 
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6 THE OZIX VISION - Dlgltal's Response to this Market 
6.1 The OZIX Vision 

OZIX delivers a series of system software products that address a variety of needs in the open systems 
marketplace. In addition to providing a superior implementation of open software standards, OZIX 
addresses the need for compute and file servers in environments that require enhanced security and 
reliability. OZIX products will evolve into systems that meet the demanding requirements of pro
duction and transaction processing environments, delivering maximum performance, fault tolerance, 
and reliability. They will be optimized for superior availability and data integrity, providing a solid 
foundation for online transaction processing and other customized applications. 

Over the next ten years, the OZIX provides the corporation with: 

• products that complete Digital's family of open, enterprise-wide computing systems 

• products that allow Digital to expand the open systems market 

• an industry-leading operating system technology for the 1990s 

• market leverage for Digital through introduction of technology into industry standards organi
zation 

The mission of the OZIX is to provide systems that will allow Digital to compete in non-traditional 
UNIX markets, particularly those that require production systems and Online transaction processing. 
This mission is in keeping with the mission of the Open Systems Group (OSG) group to supply a 
complete family of open software products, and with Digital's corporate mission to supply enterprise
wide information systems. 

6.2 Customer profile • the non-tradltlonal UNIX market 

Customers who purchase UNIX systems today tend to fall into three major categories: tradition
driven, technology-driven, and policy-driven. Tradition-driven customers are interested in public
domain source code and have no interest in a vendor's added value. These customers are typified by 
the education market - they want Unix just for the sake of UNIX. The non-traditional UNIX market 
encompasses technology- and policy-driven customers described as follows: 

• Technology-Driven. These customers purchase solutions that happen to have UNIX-based soft
ware platforms. They seek access to new technology that offers leadership price/performance and 
third-party applications. Solutions purchased by these customers are used for many applications, 
for example, vector processing, ECAD, retail, and financial analysis tools. 

• Policy-Driven. These customers are primarily concerned with protecting their investment in 
data and applications. They balance the need for a stable application environment against the 
desire for new technology and innovation. Governments and their contractors have traditionally 
driven this market, but now many firms interested in protecting their applications investments 
are seeking UNIX solutions. 

7 OZIX V2.0 Strategy 
OZIX is being built as Digital's response to the demands of the open production systems market. 
The transaction processing computing style is of utmost importance to the success of this product, 
and many of the required features will be phased in over several releases of the product. Therefore, 
integral transaction services and database technology will be embedded in the operating system 
as part of the OZIX solution, part of Digital's complete solution in the Open System Commercial 
Marketplace. 
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The key to the OZIX success is the value-added functionality offered as part of the base operating 
system. DECwindows/MOTIF will be used extensively in areas of human interaction Ruch as editing, 
mail and utilities. There will be a powerful, easy-to-use system management interface that will make 
the largest of system configurations (and environment) easy to manage. 

Performance analysis will be used frequently and extensively to "fine-tune" the operating system as 
it is being built to determine where best to make major performance improvements. It is important 
to Digital's future to deliver industry-leading TP performance on an open systems platform. 

7 .0.1 Transaction Services (DECxTP) 

Digital's DECxTP program includes an extensible framework that addresses open-ended application 
sets requiring TP technology. DECxTP provides an infrastructure of building blocks, rules, and 
workbenches that allow the integration of hardware and software products into a system that meets 
the dynamic requirements of the customer. 

Increased availability and reliability requirements of products are met by the cooperative processing 
technology change DECxTP provides. Cooperative processing is an integrated and automated work
to-do list for an organization or function. Flexibility of modeling the business process flow allows 
user productivity to increase regardless of platform size, from desktop to mainframe. 

DECxTP allows users to conduct their work in a cooperative fashion. The cooperative process work 
flow is achieved through a set of requests that are issued by several processes to a coordination point. 
These processes are filtered and scheduled to another coordination point until the job is done. 

The DECxTP Business Transaction Model provides a framework for long-lived activities to be executed 
in order without the locking of resources. As a result, the level of consistency is maintained without 
any decrease in system performance. The new employee hiring process, as a transaction processing 
application, is an example of how the Business Transaction Model works - writing the job description, 
the signature cycle, recruiting, the job offer, acceptance of offer, and employee start date. These steps 
are all controlled by the framework of the Business Transaction Model. 

DECxTP conforms to existing standards and promotes open systems and new TP standards as they 
are developed. The first implementation of DECxTP is targeted for the OZIX system. 

7.0.2 Database Technology 

Digital's Database Systems (DBS) group product development goals include the delivery of relational 
database systems and tools for TP, production and end-user applications in Digital's distributed com
puting environment. A secondary emphasis is to extend Digital's relational database systems with 
features and interfaces for scientific and engineering markets. 

The Database Systems group expects to significantly expand access to the TP and commercial end
user computing markets by delivering database systems that have high performance and scalability. 

Additional DBS product development goals include: 

• Provide the underlying database architecture and technology for distributed information man
agement systems. Just as network architecture and technology are the foundations of Digital's 
distributf;!d computing systems of the 1980s, distributed database architecture and technology 
will be the foundation to Digital's success in distributed information management in the 1990s. 

• Integrate Digital's heterogeneous environment and provide interoperability with competing ven
dors, notably IBM, through the use of an integrated database architecture. In Digital's hetero
geneous environment, VMS and UNIX (ULTRIX and OSF) are of equal strategic importance. 
Deliver equivalent and compatible database systems for both VMS and UNIX environments on 
all Digital platforms. 
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• 

• 
• 

• 

Achieve technical parity with the TP industry leaders (IBM and Tandem) in the areas of availabil
ity, data integrity, and reliability; gain market advantage by being a complete systems solution 
vendor. 

Implement secure databases that conform to Department of Defense (DoD) security standards . 

Deliver tools for the database administrator in the areas of database design and analysis, capacity 
planning, performance tuning, and maintenance. 

Initiate product development efforts for an object oriented database system, image database 
system, and knowledge-base database system. 

The strategy for database runtime systems is to develop one base technology for Digital's multiple 
operating system and hardware platforms. The first application of this technology is RdbStar on 
the VAX/VMS platform. RdbStar will then be ported to other Digital supported UNIX platforms, 
including ULTRIX/OSF, OZIX, and various PC environments as expeditiously as possible. Digital's 
relational database environment will then consist of homogeneous, distributed software on heteroge
neous operating system/hardware environments. 

8 OZIX - Operating System Overview 

For OZIX to be successful in the open production systems market, and ultimately the transaction 
processing segment of this market it is essential that at a minimum the system provide the following 
functionality: 

8.1 Industry Standards 

It is a primary requirement that OZIX systems be compliant with .most industry standards including 
OSF, X/OPEN, POSIX, ANSI, and others. The OZIX will comply with most of the industry standards 
used that define systems as open systems. 

8.2 Security 

OZIX systems will be secure systems. With the proliferation of worldwide computer networks and the 
increasing number of security violations, customer have realized that they need more secure systems. 
By 1992 the United States government will require a C2 rating for all computer systems purchased. 
The worldwide trend is towards DoD certification at the B2 security level. By the mid-1990s both 
government and commercial users will require B2 (or equivalent) rating. For OZIX systems to be 
competitive in this market Digital must provide this basic feature . 

8.3 Internationalization 

Customers who purchase large TP systems are primarily large multinational corporations. Many 
of these corporations have worldwide operations. The growth of the worldwide computer systems 
market is increasing. The largest computer markets are the United States, Japan. and France. It is 
important to the OZIX to be marketed worldwide as an internationalized product. OZIX systems are 
built as fully international products by support of a multioctet character set (MOCS) environment. 
that is expected to be available at the first release. 

8 Dlgltal Confidential 



.. 

!DfflDD!D~oz1x Version 2.0 Working Paper 

8.4 lnteroperablllty 

Customers in the open production systems market expect that regardless of hardware or software 
vendor, all of their systems will have the capability of connections and exchange of data with Digital
supplied systems. The OZIX system will be built as an interoperable operating system. It is one 
member of the OSG open system products . These systems enable customers to create portable ap
plications spanning Digital's open systems implementations. Applications are able to interoperate 
amongst hardware architectures. The OZIX system provides interoperability by offering function
ality through the use of a common calling standard, a common object file format, and support of 
user-written UNIX-style device drivers. 

The OZIX system provides a high degree of interoperability with VMS, ULTRIX, and other vendor op
erating systems. Functionality required to accomplish this includes DECnet, Application Integration 
Architecture components, and Digital's distributed system services . 

8.5 Performance 

The open production systems market dictates specific performance requirements in order to be a 
recognized player. Opportunities for the OZIX system dictates support for a high-speed database 
and transaction monitor that will support configurations of character-cell terminals, workstations, or 
both. • 

The following table shows performance test results for Tandem and IBM who are both considered 
competitors for the OZIX system in the database/transaction processing market. 

Table 1: Tandem and IBM DebltCredlt Benchmarks 
Vendor CPU-type Database Software TPS 

TANDEM VLX Guardian Nonstop SOL V1 208 TPS 

Nonstop SOL V2 208+TPS 

904E - "Cyclone" Nonstop SOL V2 ??? 

IBM 3090-GO0S 082 130 TPS 

IMS 257 TPS 

FASTPATH 386 TPS 

1 ET-1 benchmark tests for 90% of transaction completion within 2 seconds. 

Comments 

Tandem's ET-1 Benchmark 1 

Estimated TPS 

Standard DebitCredit benchmark 2 

2The DebitCredit workload tests for 96% transaction completion within 2 seconds. This benchmark is widely accepted as a 
starting point for tests by many companies. 

The Gartner Group predicts that by 1993 some vendors in the transaction processing market will 
offer complete systems capable of greater than 1000 TPS. Currently, general purpose TP systems 
deliver 1.2 to 2.5 TPS/MIP. The efficiency of future systems is expected to be around 5 TPS/MIP. 
OZIX will meet or exceed performance requirements expected in this market. 

8.6 Avallablllty 

The OZIX system (hardware and software) must be highly available and reliable . File system relia
bility is of utmost importance in this environment. The OZIX system provides a robust file system 
that is fault-tolerant, high-performance, and recoverable. Catastrophic system failures are detected 
and recovery mechanisms ensure system and file integrity. This OZIX operating system is built with 
a constraint that there of less than one system crash per year. System reconfiguration and software 
installation occurs without service interruption to the customer. 
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The OZIX system requires a hardware platform that provides the high availability and fault-tolerant 
features expected in this market. Although software provides much of these requirements, robustness 
and marketability can only be achieved through a combination hardware/software solution. 

9 OZIX - The Applications Requirements 

The mission of the OZIX is to provide systems the allow Digital to offer customer solutions in non
traditional UNIX markets, particularly those that require production systems and Online transaction
processing capability. Layered products and end-user applications are integral elements of this solu
tion. 

There are many functions to a transaction processing system. Many of these functions need to be 
developed by Digital in order to have a fully integrated, high-performance transaction processing 
system, but, some third-party embedded products are required. Key functions are: application and 
transaction shells, resource managers, DECforms (front ends), development environment (DECtp 
workbench), system management environment, and DECintact/ACMS. 

A variety of application packages are required for the TP market. For banking applications the 
following is needed: ATMs, 'Thuch'Thne 1 phones, Videotex systems, and credit-debit cards . For insur
ance applications, application-processing, policy insurance, underwriting, life-insurance proposals, 
and claims-processing packages are needed. For broker and investment applications, stock trading, 
trade-processing, and client accounting packages are important. Videotex applications are also a 
high-growth applications area. 

Network management, control, and reconfiguration applications are required for the TP market . 
Communication control software is also equally important to this market. 

The following shows typical application profiles for the insurance, banking, and manufacturing envi
ronment. Potential applications areas for OZIX are identified with an asterisk. 

1 Touch'Tone is a registered trademark of AT&T 
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10 THE DIGITAL "WIN" 
Digital has an excellent opportunity to have a leadership position in the 1990s in the open systems 
market. The goal of OZIX is to meet and surpass the essential requirements in gaining a significant 
leadership role in this market. OZIX will accomplish this goal by: 

• Meeting all of the major requirements expected by customers in this market. This is measurable 
by using the Gartner Group ten essential requirements model. 

• Offering a rich suite of applications available over all of the major market segments and plat
forms . This includes Digital-developed products, third-party products, and CASE tools. 

• Providing the solutions where UNIX fails in the TP market in the areas of disk management, 
process management, memory management, data management, and fine tuning. 

• Tight integration of transaction processing and database technologies. 

• A hardware platform offering the latest in technological advancement that complements and 
adds value to the system. 

• Compliance with industry standards. 

• Meeting government and commercial security requirements. 

• Announcing a suite of third-party and Digital applications ready to run on the OZIX platform. 
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1 Executive Summary 
The production systems environment is divided into two distinct segments, proprietary and open 
systems. Digital must have products for both types of customers. Currently, VMS answers the need 
for proprietary production systems where the primary competition is IBM MVS large systems and 
the AS/400 in the mid-range. However, in the open systems segment Digital currently does not offer 
what customers perceive to be a commercially focused system which can compete with IBM's AIX, 
AT&T's System V, HP's UX, and Pyramid's OSx. 

Digital has a window of opportunity to establish itself as a major vendor in the open systems pro
duction market by offering industry-leading open systems products. This document defines a plan to 
build an industry-leading product targeted toward the open systems production environment. 

OZIX is a project to design and deliver a simple, extensible, hardware-independent operating system, 
adding a commercial, high-end system platform to the ULTRIX family. OZIX integrates modem 
technologies for distributed systems, fault tolerance, and data integrity, in conjunction with a high
performance I/0 design. Its capabilities are implemented over a series of releases and are composed 
of system elements from other Digital groups (such as database and transaction processing software, 
compilers, tools, and utilities), in addition to selected elements from third-party vendors. 

The OZIX Version 1 product is a high-performance production system targeted at the open systems 
market. Transaction processing technologies are built into Version 1 and utilized by system com
ponents to obtain a high level of performance and reliability. OZIX Version 2 delivers a robust, 
distributed transaction processing system with a complete set of transaction functions and advanced 
database technologies available to application developers. 

This plan defines the goals, strategies, tactics, and deliverables of the first release of the product. 

2 Product Goals 
The OZIX project provides an operating system for the open systems production environment that 
embodies the following goals: 

• Superior implementation of open systems standards 

Many customers developing their 1990s computing environments are demanding system solu
tions based on open systems standards. Customers perceive that open systems provide them 
with a wider application base. Customers are also looking for ways to become more independent 
from the hardware vendor; customer and third-party applications built to open systems standard 
interfaces are believed to provide such independence. 

The OZIX product delivers an operating system and environment in which the basic system con
cepts embody the models of process management, file access, and system calls defined in the open 
systems standards bodies, such as POSIX, X/Open, and OSF AES. Because these key concepts 
are the "native" mode of the system, OZIX delivers higher performance to standards-conforming 
applications than conventional operating systems with layered open systems interfaces. 

OZIX is superior to existing UNIX implementations due to the integration of transaction pro
cessing technologies into the basic system design for increased robustness and recoverability. 
The OZIX system design provides a high level of system security (National Computer Security 
Center (NCSC) B2 rating) and robustness with open systems interfaces. Existing UNIX imple
mentations must be substantially redesigned and reimplemented to incorporate these concepts 
into their existing architectures. 
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• High level of security 

There is a world-wide trend toward requiring more secure systems. It is expected that by the 
rnid-1990s, the U.S. government will require B2 security, with similar requirements following in 
commercial sectors. 

OZIX is designed and implemented to deliver a product that can be certified at the NCSC B2 
security level. The B2 level of certification assures that a controlled development process and 
good software engineering techniques are used, helping to create a stronger, more error-free 
system. 

OZIX Version 1 delivers the fundamental system architecture and methodology required for 
eventual certification. Subsequent releases will complete the implementation of the required 
functions to support full certification. The security capabilities of the system may be customized 
to suit the particular security requirements of individual customer needs, such as those of com
mercial installations. 

• Robust, high-performance, recoverable file system 

In the production systems market, data integrity must never be compromised. Loss of data can 
be fatal to the business. Should the system fail, for whatever reason, the time to recover the file 
system to a consistent, stable state, containing all previous updates, must be minimal, to ensure 
the highest level of application availability. 

The OZIX file system provides a high degree of availability and data integrity by utilizing trans
action processing techniques to ensure robustness and minimize recovery time. The same tech
niques greatly reduce the number of disk writes necessary to reliably commit storage updates 
• as compared to careful writing methods. This greatly improves (reduces) the latency of storage 
updates for applications. 

The OZlX file system supports the POSIX 1003.1 file system interface, with additional resource 
management services to efficiently support database systems in a production environment. 

• 1/0 performance and connectivity 

One of the most critical components of a high-performance transaction processing system is the 
1/0 subsystem, which must address requirements of connectivity, throughput, and low latency. 

OZIX is designed to deliver the highest mass storage and network throughput per unit of com
putational power, as well as minimizing data access latency. Disk striping, advanced storage 
management, and high 1/0 connectivity are implemented to contribute to superior 1/0 perfor
mance. The 1/0 system is designed in such a way as to take advantage of newer 1/0 configuration 
tactics, such as XOR stripe sets, as they become commercially viable. Special attention is paid 
to thorough design and testing, to ensure that the reliability and integrity of the user's data is 
preserved. 

The Attribute Based Allocation (ABA) architecture couples the file system and mass storage 1/0 
system in an elegant and innovative way. ABA is the basis for dynamic storage system tuning by 
providing online storage migration primitives. These primitives are used to continually balance 
the use of mass storage system components for maximum system performance. 

• Fault tolerance, reliability, and availability 

2 

Production systems applications are mission critical. System down time can be incredibly costly. 
The ability to remove failing elements from active system use, while keeping the system and 
applications available, is critical. 
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A system-wide architecture for fault detection, fault recovery, and error logging is a key feature 
of the OZIX system. These components work in conjunction with the hardware capabilities to 
provide a high degree of system and application availability. 

• Internationalization 

Many corporations today have world-wide operations. A necessary component of consistent 
enterprise-wide data processing for these concerns is a system that supports world-wide localiza
tion, and tailorability to various language-specific input and data manipulation requirements. 

OZIX products are designed to be sold in international markets. Critical components, such 
as the file system, application programming interfaces (APis), and the terminal services, are 
designed and implemented to accommodate compound strings and multi-octet characters (MOCS) 
for textual representations. These features, which are integrated into OZIX from the outset 
during design, ensure that Digital, customers, and third-party developers are able to develop 
applications for world-wide delivery or tailored for specific cultures and local languages. 

• Reduced cost of ownership through advanced system and network management 

One of the significant costs of ownership of large production systems is the staff required for 
system administration. Customers are looking for ways to significantly reduce their operations 
cost while increasing the overall effectiveness of the applied resources. 

OZIX management capabilities are designed and implemented with the goal of maximizing the 
operations staff productivity and lowering the overall cost of system management. 

• Scalability 

OZIX is designed to efficiently support large physical memory configurations, a large number of 
processors, terabytes of data on hundreds of disk drives, large numbers of processes, and very 
large network configurations. 

The modular design of OZIX allows system capabilities to be tailored to the configuration on 
which the system is rnnning, so that valuable physical memory is not consumed by system 
code supporting hardware not in the configuration. Dynamic system data structure allocation 
facilitates adding additional hardware to the configuration without rebuilding the system. 

• ULTRIX Familiness 

The compatible set of ULTRIX base systems provides customers and developers with distributed 
interoperability and a high degree of application portability. 

OZIX is an integral member of Digital's ULTRIX family, and shares a family of capabilities with 
all ULTRIX products: 

A common set of application programming interfaces (OSF AES, POSIX 1003.1, XPG) 

A common set of application development tools, utilities, and commands (POSIX 1003.2, 
XPG) 

A common software architecture on like processor architectures (calling standard, object file 
formats, and so on) 

A unified network and distributed systems architecture 

A unified system and network management architecture 

A common core of documentation 

• Portability 
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It will be necessary to move the OZIX system to various hardware platforms, as Digital's business 
requirements change. The system is constructed in such a way as to provide high performance 
on target hardware platforms, yet it is designed and implemented in such a way as to be readily 
portable. 

OZIX is designed to readily identify and localize the hardware-dependent aspects of the system 
to facilitate portability. 

3 Product Description 

The OZIX project delivers a robust, secure, high-performance operating system which is positioned 
as a member of Digital's ULTRIX family of systems. It is expected that the product name will reflect 
the ULTRIX familiness; however, the specific external product name will not be determined nntil 
Phase 2. 

3.1 Deliverable Functions 

The primary deliverable components of the OZIX project are discussed in the following sections. 

3.1.1 Open Systems Appllcatlon Programming Interfaces 

The application programming interfaces (API) implement the standard programming interfaces to 
the operating system, including OSF AES, POSIX 1003.1, and X/Open XPG. These APis provide the 
programming interface between user applications and the OZIX executive. 

Additional APis provide management interfaces to the various subsystems, support for fully inter
nationalized applications, and other unique OZIX added-value capabilities. 

3.1.2 OZIX Executive 

The OZIX executive is comprised of a set of modular units, or subsystems. These subsystems im
plement the functionality required to support the application programming interfaces, as well as the 
memory management support, security check and security auditing, I/0 drivers and support routines, 
and fault management and recovery. The OZIX design places each subsystem in a unique address 
space to ensure robustness, modularity, and fully address the security and integrity requirements of 
the B2 level of security. 

The executive subsystems are supported by a small nub, which provides the primitive functions nec
essary such that the remainder of the executive can be efficiently implemented in subsystems. These 
functions, which are not user-visible, consist of low-level thread scheduling and synchronization, 
CPU management, fault detection, interrupt dispatch and control, and cross-subsystem procedure 
call support. 

Throughout the executive, including the file system directory structures, the text for all objects that 
can be named is stored as compound strings. Componnd strings provide support for multi-octet 
characters as well as other character information, such as writing direction. 

The executive is being designed in close collaboration with the HPS/DECxTP engineering group 
to ensure that the design addresses the critical requirements of a high-performance transaction 
processing system. 
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3.1.3 Robust, Recoverable FIie System 

The file system consists of a set of subsystems that implement the emerging Attribute Based Al
location (ABA) storage architecture. In this architecture, the file system may be viewed as being 
implemented in three layers: 

• File name subsystem 

The file name subsystem implements a generic set of file and directory services, such as open, 
read, write and close, which may be called by other OZIX APis. The file name subsystem also 
provides: 

Mount point services 

Mount point services are utilized to mount objects other than local ABA files (remote direc
tory trees via NFS, for example) in the local directory hierarchy. 

Create and lookup routines for pipes and special files 

• Dataspace subsystem 

The dataspace subsystem implements a virtual interface from file name subsystems with a map
ping onto mass storage media. Each dataspace has specific associated attributes, such as size 
and access characteristics. The dataspace subsystem provides a generic read/write service in
terface which is used by the file name system and database systems, as well as a management 
interface for use by OZIX resource management. 

• Container subsystem 

The container subsystem presents mass storage devices to the dataspace subsystem as a logical 
representation of a device, or container. Several types of containers are implemented: 

Base containers 

Base containers represent physical mass storage devices, such as disk drives. 

Subcontainers 

Base containers may be partitioned into multiple subcontainers, with each subcontainer 
representing a portion of the entire container. 

Compound containers 

Compound containers represent more complex virtual abstractions, such as disk striping and 
shadowing. Additional compound container types wi1l be developed over various releases of 
OZIX to address future customer requirements and take advantage of future mass storage 
capabilities to provide enhanced performance, robustness, and reliability. 

3.1.4 Networking Components 

The OZIX networking components are designed and implemented in conjunction with the executive 
architecture, and take full advantage of the performance and security capabilities. The fundamental 
components of the OZIX networking system include: 

• Internet network subsystem 

The Internet network subsystem implements the full suite of Internet protocols, including: 

At the application layer: 

Routing database management daemon 

Berkeley Internet Name Domain service (BIND) 
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X/Open Transport Interface (XTI) 

Socket interface 

The r* utilities (rV1•hod, rsh, rep, and so on) 

Network time protocol (NTP) 

The internet remote terminal and file transfer services 

At the network layer: 

Internet Protocol (IP) 

Internet Control Message Protocol (ICMP) 

Internet Group Management Protocol (IGMP) 

Address Resolution Protocol (ARP) (includes Reverse Address Resolution Protocol (RARP) 
and Proxy ARP) 

At the transport layer: 

Transmission Control Protocol (TCP) 

User Datagram Protocol (UDP) 

• DECnet/OSI network subsystem 

OZIX DECnet/OSI is an end-node implementation of DECnet/OSI Phase V, with support for 
multiple physical links on Ethernet (multilink) for improved throughput and availability. The 
DECnet/OSI components include: 

At the application layer: 

File Transfer and Access Management (FTAM) 

Virtual Terminal Protocol (VTP) 

DECnet/OSI Copy Program (DCP) 

The d* utilities (dlogin, dcp, and so on) 

Distributed Name Service (DNS) clerk 

Digital Time Synchronization Services (DTSS) client 

At the session layer: 

DNA Session 

OSI Session 

At the transport layer: 

- OSI Transport Protocol (TP4) 

• Remote Procedure Calls (RPC) 

Remote Procedure Call capability is provided by an implementation of DECrpc Vl. 

• NFS 

6 

OZIX provides a high-availability, high-performance implementation of Sun Microsystems' NFS 
V2.0, that provides remote file client and server services, as well as remote lock and status 
managers. 
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3.1.5 OZIX 1/0 

OZIX I/0 is designed and implemented in conjunction with the executive, and takes full advantage of 
the advanced performance capabilities. OZIX I/0 provides state-of-the-art performance by exploiting 
the parallelism of symmetric multiprocessing and multithreading. • 

Areas addressed within the design of OZIX I/0 include: 

• Minimal lock contention 

• Buffer management techniques that avoid or minimize data copying 

• High levels of I/0 connectivity for maximum parallel operation 

• Well-designed management of I/0 components eases management requirements in large config-
urations 

• Modular design facilitates the addition of support for new peripheral and adapter technologies 

OZIX terminal services support LAT terminals in addition to the various network terminal services. 
The terminal services are designed to ultimately be implemented independently by various supporting 
engineering groups, and, when delivered, support multiple character sets concurrently on a single 
system. Engineers at the Japan Research and Development Center in 'Tokyo are participating in the 
initial design of the terminal services and the implementation of the Japanese input methods and 
character set support. 

Devices supported by OZIX I/0 at FRS include Ethernet, Computer Interconnect (CI) for access to 
high-performance mass storage on DSA disks, magnetic tape, and CDROM. 

3.1.6 System and Network Administration 

The OZIX system administration design addresses the requirements of both production systems and 
management of B2 security policies. The OZIX system administration structure is designed into each 
component of the system in an integrated fashion. 

The OZIX system administration structure is based on an object-oriented methodology in conformance 
with Digital's Enterprise Management Architecture (EMA). All tasks performed by system adminis
tration are performed on manageable objects that represent users, devices, processes, networks, and 
so on. As objects, these components are identified by their specific attributes, operations, and events. 

A management backplane is used to interconnect manageable objects to each other and to manage
ment applications. The same EMA-compliant management backplane is used by both OZIX system 
administration and network administration providing a common set of services across interconnected 
systems. 

3.1.6.1 Management Appllcatlons 

Management applications request management operations to be performed. The request for an op
eration is made by the management application, through the management backplane, to the object. 
Objects interact indirectly with management applications and have no knowledge of the management 
applications. 

The types of management applications are unlimited. Some management applications are simple 
user interfaces using command line and/or DECwindows technology. Other management applications 
may be more complex decision-making applications that issue management operations based on a 
set of rules. As for the object being requested to perform some operation, the type of management 
application is immaterial. 
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OZIX provides a set of user presentations and a limited number of decision-making applications for 
resource and fault management. 

3.1.6.2 User Presentations 

A user presentation is a management application providing an interface that system and network 
managers use to manipulate manageable objects. A set of user presentations is implemented to 
provide a variety of interfaces for use through character-cell terminals, shell command scripts and 
DECwindows terminals. 

3.1.7 Performance Tools 

Low-overhead event detection and sampling services are key requirements for systems targeted to
ward computer center and mainframe-oriented facilities where system tuning, resource allocation, 
and capacity planning are paramount considerations in delivering enterprise-wide services. 

OZIX provides a full set of performance measurement and application characterization tools. More 
significantly, OZIX incorporates an instrumentation strategy that allows higher levels of software to 
obtain performance data in a well-structured, consistent, and low-overhead manner. 

The OZIX instrumentation strategy is implemented in an Integrated Data Collection Facility (IDCF). 
The IDCF collects performance data from the various manageable objects via the management back
plane. The performance data is made available to higher levels of software via a robust and well
defined set of data collection services. 

By making these services consistent with emerging standard interfaces, or in the absence of standards 
making them available to third parties and other application developers, OZIX will evolve into an 
operating system with one of the broadest ranges of high-quality performance measurement, analysis, 
and resource management tools in the industry. 

3.1.8 Commands, Utllltles, and Libraries 

The basic command set provided with OZIX consists of the commands included in the OSF/1, X/Open, 
and POSIX 1003.2 standards. This set of commands includes a subset of the SVID commands because 
a portion of these were used in producing these standards. In addition, a subset of the BSD commands 
available with ULTRIX are provided where these commands are the easiest, most reasonable, most 
efficient, or possibly the only way to accomplish the required function. 

The OZIX libraries include the components that give the application designer a known programming 
environment that complies with available open system standards, as well as the richness expected of 
a modem operating system. These include: 

• Standard C Libraries 
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These are compliant with: 

OSF/1 

X/Open (XPG.3) 

POSIX 1003 .1 

ANSI C 

These libraries include the Concert Multi thread™ Architecture (CMA) application level functions 
and are thread safe. 
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• Compound String Libraries 

The Compound String Libraries provide the application interface for internationalization pro
gramming support. These libraries implement compound string manipulation and conversion 
functions and the compound string interfaces to input/output routines. 

• ULTRIX Libraries 

It is a major goal of OZIX to maintain interoperability and portability of applications with the 
ULTRIX family of systems. This set of libraries is a subset of the supported libraries commonly 
found on ULTRIX that are used in modern applications. The exact content of this set can be 
found in the OZIX Libraries Functional Specification. 

3.1.9 Diagnostic Monitor 

The Online Diagnostic Monitor (ODM) provides the user interface and the controlling mechanisms for 
running online diagnostic programs. Online diagnostic programs are used to test or exercise system 
hardware and/or software without taking the system offline, thus causing a minimum amount of 
disruption to system availability. ODM provides: 

• Value to customers as a sanity check and verification of the system configuration validity, and 
as a component of the overall customer acceptance testing 

• A common operating environment and user interface for all online diagnostic programs, including 
the Online System Exerciser ( OX) 

• The ability to run multiple diagnostics, sequentially or concurrently 

• Scheduling tests within each diagnostic 

• A common set of services for the diagnostics tests 

• A common user interface for all diagnostics, from a character-cell terminal and a DECwindows 
environment 

• Internationalization of diagnostics 

The Online System Exerciser is an integral part of ODM. It applies software loads to the system, 
exercising it through the hardware/software interface. The use of OX provides: 

• 
• 

• 

• 
• 

Exercisers for disk 1/0, file system, network 1/0, CPU, memory management, and tape 1/0 

A method by which the 1/0, network, file system, and performance groups can load the system 
in a controllable manner for their own testing 

A way to stress test the OZIX system software and hardware during development to aid in 
discovering software errors 

A tool for use by manufacturing to perform Stage III checkout and burn-in testing 

A tool for use by Customer Services to verify the installation of new hardware or software at the 
customer site and to troubleshoot system problems 
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4 Design Strategy and Tactics 

The overall design strategy for OZIX is to utilize contemporary computing concepts, such as an 
innovative base system architecture and mass storage model, and develop detailed designs which 
incorporate these concepts. 

Detailed functional and design specifications, along with thorough design reviews, ensure that the 
specifications meet the product goals, as well as: 

• Provide a solid basis for the development of technical and user documentation 

• Provide a set of technical documentation for future OZIX engineers 

• Ensure the proper methodology used to address NCSC B2 security requirements 

The OZIX design is driven by a vision of computing focused several years in the future and incor
porates many contemporary design concepts. The initial products resulting from the OZIX project 
are delivered as single computing elements in a network, interoperating via "traditional" distributed 
techniques. 

However, the fundamental system designs incorporate structures that ease the task of extending the 
system in the direction of the long-term computing vision. These extensible design concepts can be 
seen in the memory management and file system designs, two fundamental components of the future 
distributed computing environment. 

4.1 Design Methodology 

The overall design methodology addresses the areas offwictional specification, interface specification, 
detailed design, implementation, and testing: 

• Functional Specification 

Fwictional specifications are a high-level summary of what a component does. The functions 
described map to the interface specification for details, to the detailed design for implementation, 
and to the code that actually performs the functions. These specifications are taken through a 
rigorous review process that includes a high-level broad review, and a detailed review by the 
primary consumers of the functions . 

Comments and discussions from the interface specification review, as well as interface and de
tailed design reviews, are captured online for future reference, and to satisfy the requirements 
for NCSC B2 certification. 

• Interface Specification 

The interface specification provides the details of how a component is used. It contains sufficient 
information to allow others to write code that uses the component. Because of the extensive 
dependencies typical of this level of specification, changes to the interface specification are rela
tively widely reviewed. 

• Detailed Design 

The detailed design specification is a description of how the component petforms the functions 
defined in the fwictional specification. The purpose of the detailed design is to allow others to 
understand the internal design and workings of a component. 

• Implementation 
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During the implementation phase, rigorous code reviews ensure the quality of the code under 
development. The project leader and developer are responsible for ensuring satisfactory code 
review coverage, except that all code belonging to elements of the trusted computing base (TCB) 
is reviewed. 

• Testing 

Quality and testing are an integral part of the OZIX development. Testing is conducted during 
development even before the operating system can run on hardware by use of a simulator. It 
continues though field test, and beyond the product FRS. It is conducted by all levels of develop
ment from unit test of a module or component, up through system integration, to layered product 
and third-party software testing. 

The product goal is to test at least 80% of all code in each component of the operating system. 
The NCSC B2 security classification requires that components in the TCB have test coverage 
close to 100%. 

For an overview of testing refer to the OZIX Software Quality and Testing Strategy, and for a 
more detailed understanding, see the OZIX Software Test Plan. 

4.2 Performance Measurement and Reporting 

The performance of all OZIX-based systems is reported in terms of transaction response time, system 
throughput, or both. The specific tests from which the metrics are derived include various de facto 
standard performance tests and internally-developed customer-environment workload tests. Where 
appropriate, these metrics are obtained under a variety of conditions (e.g., varying system parame
ters) so that the ability of OZIX-based systems to deliver performance under different conditions can 
be properly assessed. 

'lb date, five representative customer workloads have been selected to apply to OZIX. They were 
selected principally on the basis of their 1/0 profile, and secondarily on the application mix. The 
customers from whom the workloads were derived are: 

• Citibank 

• Du.Pont 

• USAA 

• Batelle 

• Digital 

'lb apply these to OZIX, we abstract the workloads and emulate them using a commercial Remote 
Terminal Emulator (RTE) package such as Benchmaster. 

Since vendor performance claims are viewed with great skepticism, for each release of OZIX we will 
produce a set of performance reports obtained from organizations external to Digital or, where that's 
not practical, Digital will conduct these tests audited by an external agency. These tests include, but 
are not necessarily limited to the following: 

• An audited DebitCredit Benchmarkt. 

• Results obtained from The Neal Nelson Commercial Benchmark Suite. To be conducted by Neal 
Nelson and Assoc., Chicago, Ill . 

t As described in Wright L., et al, Digital'11 DebitCredit Benchmark: Methodology and Reimltll, Digital Equipment 
Corporation, Marlboro, MA, May 1989 
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• The AIM UNIX benchmark suite results (Suite Ill). To be conducted by AIM Inc., Palo Alto, Ca. 

Finally, a broad set of market-specific system performance tests are conducted and reported by the 
various PBU and PMG system engineering groups for each release. More information on these 
market-specific plans is being developed and is detailed in the forthcoming OZIX Performance Testing 
Plan. 

5 Development Strategy 

Interlace specifications, design specifications, and implementation are accomplished following the 
procedures detailed in the document OZIX Sofrware Development Procedures, which describes the 
detailed procedures that must be followed to ensure the delivery of a high-quality product meeting 
the NCSC B2 certification requirements. These procedures can only be compromised at the risk of 
endangering B2 certification. 

OZIX is designed to be as independent of its hardware platform as is technologically reasonable. The 
benefits of this approach are twofold: 

• OZIX can be easily retargeted to other hardware platforms 

• The OZIX development schedule is less perturbed by fluctuation in hardware schedules or com-
mitments 

The second benefit is realized by integrating advanced simulator technology with the use of con
ventional hardware platforms. Initially, OZIX is developed using a 32-bit hardware simulatort and 
an ISIS-based (dual R3000 CALYPSO/XMI) hardware platform. DECstation 3100 workstations pro
vide the computational power required for reasonable response times when utilizing the simulator 
for debugging, testing, and performance measurements. The DECstation 3100 workstations utilize 
ULTRIX timesharing systems for remote file services and as the repository for OZIX sources. 

Since the FRS target hardware platfol'.IIl, a MIPS R4000/XMI2-based system, is not be available 
until relatively late in the development cycle of OZIX Version 1, OZIX is retargeted to this platform 
initially by using a customized software simulator. The simulator provides a full multiprocessor 
R4000 execution environment. 

This strategy minimizes the risk to the OZIX schedule imposed by the target hardware platform 
deliverables. It also shortens the OZIX development cycle since the ISP, cache manipulation routines, 
locking, and other architecture-specific portions of OZIX can be thoroughly tested and debugged in 
advance of hardware availability. 

5.1 Development Training Requirements 

During OZIX Vl development, training is required for: 

• 

• 

NCSC reviewers-As the NCSC security review process is started, we are required to provide 
training for the reviewers. 

Field test support training-We are required to train the personnel that support OZIX field test 
sites. 

Because of the timing of these training requirements, the development of the training material is 
done by OZIX. engineering, utilizing the engineering functional and design specifications. 

t MIPS' Sable that we have customized for software performance end quality testing 

12 Dlgltal Confldentlal 



OZIX Version 1.0 Development Plan 

5.2 Fleld Test Strategy 

Fie]d test is the engineering deveJopment process by which the total hardware, software, and support 
system is exercised. It provides a generally friendly environment in which the system is utilized 
heavily in non-mission critical situations to shake out problems not detected or impossible to stimulate 
in the in-house environments. 

Field test sites are selected based on criteria specified by engineering, to fulfill specific needs such as 
applications used, hardware environment, and so on. We expect to have field test sites in the U.S., 
Europe, and GIA, to ensure that OZIX receives testing appropriate to ensure the product goals and 
quality. Logistics problems with non-U.S. field test sites require extensive help and cooperation from 
groups within the company to facilitate a successful and timely field test. 

The feedback loop, typically through a Quality Assurance Report (QAR) system, is implemented such 
that there is no additional time or levels of bureaucracy introduced between the submission of the 
problem report and its receipt by engineering, permitting engineering to respond promptly to the 
reports. 

6 Product Configurations 

'lb ensure the highest FRS product quality and performance, the FRS product concentrates support 
on a single processor type, consisting of 1 to N processors. OZIX supports up to 32 processors in a 
symmetric multiprocessing system. The configuration supported at FRS is likely smaller, gated by 
the hardware configurations available, and Digital's ability to test and verify OZIX performance on 
Jarge-scale configurations. 

OZIX supports a variety of memory and mass storage configurations on this system platform. Once 
the FRS hardware platform details have been resolved, additional information will be available on 
supported product configurations. 

Subsequent versions of OZIX will support additional hardware platforms and 1/0 devices, based on 
product requirements. 

7 Schedule of Product Deliverables 
OZIX is developed through a series of carefully planned and orchestrated base]eve]s. System builds 
are done on a regular basis throughout the development of the system, and the baselevels provide 
integration points for development, and project progress checkpoints for project management. As the 
Vl system approaches maturity, the baselevels provide information for cooperating and dependent 
engineering groups as to the OZIX schedule and content. 

The schedule is evaluated at each baselevel to determine overall progress toward the Vl product. 
This is especially critical due to the potential schedule impact resulting from the B2 development 
methodology. 

The following tables describe the major content of the baselevel schedule which is followed to develop 
OZIX. These baselevels were defined using a methodology which primarily focused on the OZIX 
development requirements, such that underlying required functions are in place prior to being utilized 
by higher-level functions. 

Application items which must run on OZIX are flagged with "#". Note that most of these are first 
built on ULTRIX. 
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Table 1: BASELEVEL 1 • Core Functlonallty 
Deliverable Comments 

Memory Allocation (physical) 

Create/exit threads 

Nub Services 

Subsystem Services subset 

Exception/condition Handling 

Primitive Debug Server 

Extended Initialization entry point 

Common 10 support 

Linked lists, byte copy, compare, and zero 

Bitmap 

Argument list encoding/decoding 

Executive 

Quota-related and virtual to physical translation routines stubbed. al
locate, deallocate, and aligned allocation needed. 

Events - init, set/clear, read {synchronize and notification events) 

Mutex - init, init shared, set, release 

Wait services - single and multiple 

Queue - init, insert head, insert tail, remove head, remove tail, read 

Timers - init, set, read 

Interrupt services 

Memory interlock mechanism 

Packages and gate crossing without address spaces support 

Includes Message and Status Value support 

Testing hook 

10 synchronization and completion 

Create, delete, clear all bits, clear/set bit position, find free, check bit 

Item list/TLV substitute 

Application 

ladebug In support of nub debug 

Table 2: BASELEVEL 2 • Basic 1/0 lncludlng Console 
Deliverable Comments 

basic Ethernet driver 

Basic base Container services (MSCP, SCS, 
Cl subsets) 

Basic Console tty port driver 

Primitive tty class driver 

Primitive Event Dispatcher 

14 

Executive 

Transmit and receive 

Data transfer 

Local console logging 

Application 

No new application code 
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Table 3: BASELEVEL 3 - Basic executive including network services, process, and read-only file 
s stem 

Deliverable Comments 

OSF API skeleton 

Subsystem support complete 

enhanced Debug server 

Nub complete 

Memory Management (MM) subset 

Process subset 

Dataspaces subset A 

compound Container services subset 

basic LAT services 

basic Network services 

Data Collection Facility subset 

Sun RPC 

System Mgmt Agent subset 

DB for system management 

ODM Subset A 

OX Subset A 

Ladebug 

Executive 

Only the system traps 

Includes gates, trumps, subsystem load/unload. Interdependent with 
MM 

Supports subsystem debug 

MM dependency. Also include cross address space copy support. 

TLB fills and image file page-in support (includes primitive segment 
manager) 

Image file load and mapping 

Read-only dataspaces with file system support 

Striping, shadow, etc. 

Data transfer on virtual circuit and slot 

Virtual circuit creation/teardown, datagram creation, data transfer 
without error detection and recovery, all without API support 

Used by NFS 

Includes object interface used by subsystems to register objects and 
action routine handlers, and agent interface for protocol engines. 

Application 

May be INGRES for V1 .0 

Enough to run OX Subset A 

OX manager(subset), OX interface, disk exerciser (raw file interface 
only) 

Supports subsystem debug 

Table 4: BASELEVEL 4 - Primitive appllcatton environment lncludlng systems mgmt, read/write 
file system, remote file access 

Deliverable Comments 

Queue Management 

MM complete 

OSF API subset A 

basic Security w/o event logging 

basic TIY services 

Ethernet subsystem complete 

Event Dispatcher B 
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Executive 

Trusted queue mechanism 

Full paging 

1/0 subset (open, close. read, write) and basic network services 

local file posting 
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Table 4 (Cont.): BASELEVEL 4 - Primitive appllcatton environment Including systems mgmt, 
read/write file system, remote file access 

Deliverable Comments 

Dataspaces subset B 

NFS subset A 

I18N program library 

C library 

Implementation Independent Kernel Inter
face {IIKI) 

DB for system management 

Non-network management services 

Management Information Repository {MIR) 

Basic USER manageable object 

DECwindows storage manager interface 

ODM Subset B 

OX Subset B 

#C library 

DECrpc 

Executive 

Create and extend files, non-recoverable write-thru writes, ACL sup
port 

Client side 

Application 

20% 

Full w/OZIX routines on PMAX 
On PMAX 

Primitive subset 

Requires DB, single-threaded 

Requires DB, only SPC protocol handled, single-threaded 

Basic 

File exerciser, memory exerciser 

Full library on OZIX - built on skeleton API 

Table 5: BASELEVEL 5 - OZIX Boot and mlnlmal shell, recoverable file system 
Deliverable Comments 

OSF API subset B 

Process complete 

OZIX Boot 

base Container services complete {MSCP, 
SCS, Cl complete) 

Dataspaces subset C 

Device special file support 

Logging and recovery subsystem 

Storage mgmt subset A 

LAT complete 

Bus Scan subsystem 

generic TTY complete 

NFS subset B 
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Executive 

Child process creation {fork/exec) 

Recoverable dataspace with F.S. support 

Needed for 1/0 Configuration Mgr 

Includes MOCS 

Server side 
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Table 5 (Cont.): BASELEVEL 5 - OZIX Boot and minimal shell, recoverable file system 
Deliverable Comments 

I1 BN program library 

Port standard commands 

OZIX specific commands 

DB for system management Subset A 

Management Command Language (MCL) 

DOMAIN manageable object 

DECwindows storage manager interface to 
DOMAIN 

Resource/fault management Subset A 

#Minimal shell 

#Error logging 

#Pixie Subset A 

#Prof Subset A 

Application 

40% 

40% on PMAX 

ps, etc. on PMAX 

"kernel mode" coverage 

Process pixie subset A data 

Table 6: BASELEVEL 6 - Manageable system lncludlng IPC, tape, Japanese TTY 
Deliverable Comments 

TTY complete 

1/0 Configuration Mgr 

TMSCP subsystem 

special file interface to TMSCP and MSCP 

compound Container complete 

Dataspace migration 

Storage mgmt subset B 

Network complete 

UNIX Domain sockets 

Pipes 

Event Dispatcher complete 

NFS complete 
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Executive 

Includes pseudo ttys and JTTY (japanese) 

Complete API support 

Socket based IPC 
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Table 6 (Cont.): BASELEVEL 6 - Manageable system Including IPC, tape, Japanese TTY 
Deliverable Comments 

I18N program library 

Port standard commands 

Pixie Subset B 

Prof Subset B 

#Port standard commands 

#DB for system management Subset B 

#MCL 

#MIR 

#DECwindows storage manager Subset A 

#Error log report generator 

#Resource/fault management Subset B 

#Instrumentation Collector Subset A 

Table 7: BASELEVEL 7-API level 

Application 

60% 

60% on PMAX 

"user mode" coverage 

Anything extra needed for pixie Subset B 

-20% on OZIX 

Handles variable syntax 

Handles standard management protocols 

Also port to OZIX 

Deliverable Comments 

OSF API complete 

Crash dump writer 

Data Collection Facility complete 

Storage mgmt subset C 

I18N program library 

Port standard commands 

#Port standard commands 

#Ladebug 

#Crash dump analyzer 

#Full USER manageable object 

#Full GROUP manageable object 

#Special file support for /etc files 

#OECwindows storage manager Subset B 

#Full resource/fault management 

#Full instrumentation collector 

#Full QOM 

#Full OX 
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Executive 

For system Dump analyzer 

Application 

80% 

80% on PMAX 

-40% on OZIX 

On OZIX, also remote from ULTRIX 

Need crash dump writer 

Also port to OZIX 

Full manager, network, tape, CPU exercisers, disk exerciser with con
tainer interface 
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Table 8: BASELEVEL 8 - OZIX V1 .0 Fleldtest System 
Deliverable Comments 

#I1 BN program library 

#Port standard commands 

#C Library 

#Miscellaneous Libraries 

#Shared library support 

#Linker 

#Librarian 

#Linker utilities 

#Accounting 

#Mail 

#DEC print 

#IIKI 

#Full DB for system management 

#Standard System Administration Commands 

#Full Management services 

#Full system install 

#Full DECwindows storage manager 

#Full pixie 

#Full prof 

#sa* 

7.1 OZIX V1 Schedule 

Executive 

No new components 

Application 

100% on OZIX 

100% on OZIX including C shell and Sys V Bourne shell 

Full, thread safe, CMA 

Id 

ar 

ldutils 

Ala UNIX 

INGRES?? 

adduser, removeuser, etc. 

Network support 

setld, RIS 

The OZIX baselevels are developed on the following schedule: 

• BLl: 29-June-1990 

• BL2: 17-August-1990 

• BL3: 5-October-1990 

• BL4: 3-December-1990 

• BL5: 18-January-1991 

• BL6: 8-March-1991 

• BL7: 18-April-1991 

• BL8: 7-June-1991 

• OZIX Vl fieldtest 1 start: 1-July-1991 

• OZIX Vl fieldtest 2 start: 1-October-1991 
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• OZIX Vl to SDC: 20-December-1991 

The overall OZIX Vl development schedule is presented in the following diagram. The distinction 
between "critical" and "non-critical" functional and design specifications is made based on the relative 
position in the overall system development of the component. Components that comprise the funda
mental lowest layers of the operating system, and are therefore required for subsequent development, 
are "critical". 

Figure 1: OZIX V1 Development Schedule 
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The OZIX project has many risks and dependencies. This section discusses those risks and depen
dencies where there is believed to be a significant uncertainty as to their timely resolution . 

The following project risks and dependencies have been identified: 

• RISK: Design and Implementation of New Technology to a Schedule 
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The OZIX. product incorporates new technology in several dimensions: 

• B2 security 

• Base system architecture 

• Mass Storage architecture (ABA) 

• Internationalization pervasive in the operating system 

• Advanced system management 

• Acceptably fast system and application restart/recovery 

The technology in many of these areas is new and unproven; delivery of the sum of these ca
pabilities results in an industry-leadership product. However, there is some inherent risk in 
developing new technology to a schedule. 

• RISK: Impact of B2 Security Requirements on Development Schedule 

Although most of the requirements on the development methodology are simply good engineering 
practices, many projects tend to ease off on the methodology during development when schedule 
pressure is encountered. That strategy is unacceptable for OZIX, as it compromises the OZIX. 
B2 certifiability. 

CONTINGENCY PLANS: We will slip the schedule to practice the development methodology to 
ensure B2 certifiability. 

• WSK: Hardware Platform Configuration and Schedules 

There are no formally committed schedules and plans for hardware platforms based on the 
R4000 and/or EVAX. Until schedules (including specifications and prototypes) firm up, there is 
uncertainty in the OZIX. schedule. 

Significant change in the platform I/O strategy may impact the schedule due to the changes 
required in I/O drivers. 

In order to minimize kit testing, increase reliability, and meet the security requirements for 
read-only distribution media, OZIX. requires that the hardware platform include an on-board 
CDROM reader. (This is consistent with Digital's software business strategy). 

OZIX. instrumentation requires either a high resolution clock or a cycle counter for effective and 
efficient instrumentation. 

OZIX. hardware platforms must provide the following: 

Booting methodology consistent with OZIX. on-disk format (e.g., must not require a particular 
on-disk format) 

Internationalized console terminal support in "program I/O" mode (e.g., avoiding inappropri
ate interpretation of characters sent to the console terminal in console program I/O mode.) 

PROVIDER: Decision: Product Marketing based on Hardware and Software Engineering inputs 

Prototypes: Hardware Engineering 

Specifications: Hardware Engineering 

REQUIRED COMPLETION DATE: Decision: March, 1990 

Prototypes: October, 1990 

Specifications: March, 1990 
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CONTINGENCY PLANS: Delays in hardware specifications, prototypes, and/or product hard
ware will have an impact on the OZIX Vl schedule. 

Without CDROM reader support, OZIX will ship on traditional distribution media, such as mag
tape. However, this may compromise the schedule (increased testing requirements), security (no 
read-only distribution media), as well as corporate software business plans. 

There is no reasonable contingency which will accommodate a booting methodology that requires 
a particular on-disk format. 

Lack of internationalized console terminal support will result in the shipment of an "almost
internationalized" system. That is, the system will not present a consistent internationalized 
interface to all system users. 

• DEPENDENCY: 64-bit C Compiler 

A plan is required for the 64-bit C compiler so that our development plans for migration to a full 
64-bit environment can be set. 

PROVIDER: Lu Anne Van de Pas, Dick Wilson 

REQUIRED COMPLETION DATE: 1-Jan-1990 

CONTINGENCY PLANS: Continue with 32-bit development and simulation 

• DEPENDENCY: Internationalized Commands and Utilities 

There are no plans in place for OSG-OS/CR to do the work for the commands and utilities to 
utilize compound strings in support of a fully internationalized system. 

PROVIDER: Pete Smith (OS/CR) 

REQUIRED COMPLETION DATE: Committed Strategy: 15-Dec-1989 

Internationalized Commands and Utilities delivered: 15-Jan-1991 

CONTINGENCY PLANS: We will evaluate the possibility of having the internationalization 
work contracted out, or done by DECwest, with possible Vl schedule impact. 

9 Critical International Concerns 

OZIX must allow international and multinational customers to interact with the system using indi
vidual user choice of local language and cultural conventions. 

OZIX meets this requirement in a number of ways: 

• All OZIX components facilitate translation by separating program user interfaces and message 
text from functional code, and by using multilingual messaging and language switching facilities. 

• Major OZIX components such as the base system, file system, messaging facility, and part of 
the terminal services are culturally neutral. That is, there is no assumption made about any 
particular character set or sets and data may be encoded in any one of a variety of sets . 

• OZIX online help and documentation is structured modularly and hierarchically to facilitate 
translation. 

• OZIX terminal subsystem provides support for multiple character sets and languages , and allows 
for the inclusion of additional locale-specific character set handling without modification of the 
basic terminal subsystem code or data structures. 
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• Compound string technology is used throughout OZIX to provide multibyte character handling, 
to support mixed writing directions, and to provide a data announcement mechanism within a 
distributed system environment. Through the use of compound string technology, all file names, 
directory names, user names, etc., may be expressed in native language character sets without 
loss of writing direction information. 

10 Issues Without a Clear Resolution Process 

The most critical issue to the project schedule is a clear definition of the FRS hardware platform and 
its schedule. We are currently assuming the MIPS R4000 on the Xl\.H-2 platform. 

11 Budget Requests/Project Tasks and Estimates 

The OZIX budget is based on an FY90 headcount of 72 engineers, at $100,000 per engineer. With 
an anticipated growth in the engineering staff of 10%/year and 10% cost/engineer, the engineering 
development cost of OZIX Vl is $44M. 

Additional anticipated costs beyond headcount include: 

• Security consultant (TIS) 

We are negotiating a contract with TIS (a security consultant firm) to help us with the details 
of NCSC certification. Several of the firm's employees were formerly employed by the NCSC. 
It is anticipated that their expertise will facilitate the B2 certification of OZIX. We expect this 
contract to run $250K this fiscal year and $250K next fiscal year. 

• Outside contractors 

There are several functional components of OZIX that we are looking for a software contractor 
to implement. These components are primarily application-level, and none impact the Trusted 
Computing Base. We anticipate writing contracts totaling $600K over the Vl project cycle to 
outside contractors. 

11.1 Responslbllltles 

The OZIX team is currently comprised of the following members: 

• Executive and File System 

John Penney-Supervisor 

Jay Bruce-Booting; System Debugger 

Tom Cockcroft-Transaction Processing 

Debbie Girdler-File System Project Leader; File Name system 

Jeff Havens-Nub; General base system 

Charles Olivier-Base System Project Leader; Process subsystem 

Dave Orbits-Hardware engineering liason 

Jim Schirmer-Security 

Michael Schmitz-Covert channel analysis 

Chris Saether-Base System and ABA development 

Pete Stoppani-Media management utilities 
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- Jim Walker-Memory management 

• Networks 

• 1/0 

Marilyn Fries-Supervisor; DECnet/OSI network layer 

Doug Barlow-DECnet/OSI session; Network security 

Wim Colgate-Event dispatcher; Entity Database 

Kevin Dunlap-Network transport interface; ARP 

Kelly Green-DECnet/OSI Project Leader; DECnet/OSI transport 

Steve Jenness-TCP; Network Architect 

Will Lees-NFS 

Oscar Newkerk-Network Management Project Leader; Node entity, protocol development 

Miriam Nihart-System Administration agent; Entity support library 

Charlie Wickham-TCP Project Leader; IP; UDP 

Bill Watson-Supervisor 

Carl Appellof-Terminal Services 

Terry Carruthers-SCS; CI 

Sumanta Chatterjee-Mass Storage Project Leader 

Min-Chih Lu Earl-Miscellaneous 1/0 Project Leader; LAT; NI 

Dilip Hardas-Shadowing 

Paul Saxon-T/MSCP; SCSI 

Kathy Sestrap-1/0 Configuration Management 

• System Administration and RPC 

Mark Oz1l.l'-8upervisor 

Mark Ditto-System Administration Project Leader; Installation 

David Fleskes-Contributing engineer 

David Lawlor-Management Applications 

Jim Teague-RPC 

Thomas Teng-Management Applications; Enabling technologies 

• Performance 

Mike Peterson-Supervisor 

Pete Benoit-Performance Project Leader 

George Moberly-Performance tools; Performance projects/support 

Dave Swanson-Performance tools 

• Utilities, RTLs, and Internationalization 

- Dick Funk-Supervisor 
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Myles Connors-Messaging; Commercialization 

Claire Cockcroft-Internationalization Program Manager 

Dennis Doherty-Utilities/commands Project Leader 

Dan Smith-Libraries/utilities/commands 

Mike Thomas-Libraries/utilities/commands 

Krishna Varikooty-Libraries/utilities/commands 

• Testing, Diagnostics, Development Environment 

Dave Snow-Supervisor 

Tina Anderson-Development Environment 

Richard Brown-ODM Project Leader 

Mike Cattolico-Development Environment 

Jan D'Addamio-Testing Project Leader 

Jeff Lane-OX 

Kim Peterson-CASE; Development Environment 

Alan Roskey-Testing 

Dave Walp-Resource and Fault Management 

• Project Management 

John Gilbert-Development Manager 

Benn Schreiber-Project Manager 

Patricia Trytten-Project Manager 

11.2 Development Resources 

11.2.1 Software Requirements 

OZIX Version 1.0 Development Plan 

OZIX engineering utilizes many software tools for development. Many of these are standard Digital 
tools, such as editors, VAX Notes and mail. The project uses the following tools which are either 
non-standard, or have an impact on hardware resources and/or budget: 

• VAX DOCUMENT 

The OZIX project technical documentation is developed using VAX DOCUMENT. VAX DOCU
MENT is known for its characteristic of requiring substantial compute power for time-efficient 
processing. 

• OSG C compiler 

OZIX is planning to use the OSG C compiler for its development. This compiler is currently 
Phase 0, with Phase 1 planned for early next year. 

• PROCASE/Atherton 
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We are currently evaluating PROCASE for use as an integrated program development environ
ment, and Atherton for software configuration management. One of the aspects of these tools 
that we are looking carefully at is whether these tools can be integrated effectively to provide 
an enhanced environment for ~>Ur development. PROCASE is very CPU intensive, and requires 
a DECstation 3100 for reasonable performance. 

• Hardware simulators 

The Sable and R4000 architectural simulators provide an execution environment necessary to 
test and debug OZIX software components having architectural dependencies. 

11.2.2 Hardware Resources 

OZIX engineering requires the following hardware resources: 

• ULTRIX Timesharing Systems 

Until OZIX is capable of supporting a development environment, we are using ULTRIX for our 
software development. We estimate that three VAX 8800-class machines are required to support 
the level of editing, compiling, and applications testing expected during development. 

In addition, we require one VAX 8800 to be rwming the most current ULTRIX baselevel, for 
evaluation and testing, and also as an internal field test site for the ULTRIX engineering group. 
Because these baselevels are internal and have not necessarily had much load testing, we can 
not consider this machine to provide the same level of availability and reliable service as the 
timeshare systems running released software. 

• VMS Timesharing System 

A large-scale VMS timesharing system is required for the development and storage of project 
documents, and access to VMS-based software tools such as VAX Notes. Disk storage of about 
100,000 disk blocks per engineer is required. Processor requirements are quite significant for 
support of VAX DOCUMENT and DECwindows-based tools; we estimate 3 VAX 8800 systems and 
an VAX 8650 provide adequate timesharing response for the OZIX developers, documentation 
group, and OZIX support groups. 

• DECstation 3100 workstations 

The PROCASE tools are extremely CPU intensive, and are only supported on ULTRIX/DECstation 
3100 workstations. Each developer actively involved in program development requires a DEC
station 3100 workstation. 

• ISIS-based Development Systems 

The current development strategy is to use ISIS (R3000 in an CALYPSO/X.MI cabinet) as the 
development platform. We have one CALYPSO/X.MI system awaiting an ISIS board set, one ISIS 
system installed, and two additional ISIS systems in the capital plan for FY90. 

11.3 Staffing 

Table 9: OZIX Staffing Requirements 
FY90 FY91 FY92 

72 79 87 
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11.4 Design Reviews 

OZIX design reviews fo11ow a detailed methodology structured to satisfy the requirements of the NCSC 
B2 certification. The design reviewers consist of the rest of the component project team, engineers 
utilizing the component, and other subject-knowledgeable engineers throughout the corporation. 

Design review discussions and conclusions are captured in VAX Notes conferences for proper project 
tracking and to satisfy the NCSC B2 certification requirements. 

11.5 Project Security 

OZIX development is done on timesharing systems located at OSG/DECwest, in Bellevue, Washing
ton. The DECwest Computer Operations Group maintains a reliable computing environment for this 
project, including: 

• Full system backups done on a weekly basis and taken off-site to secure storage 

• Nightly incremental backups also retained off-site 

• In conjunction with the corporate security organizations, ensures that appropriate precautions 
are taken against service interruptions due to physical and/or electronic intrusion 

Project and design documents are retained over the life of the project in CMS libraries. Design 
discussions are maintained in VAX Notes conferences, which are retained over the life of the project. 
Thie is required for the NCSC certification review, and also provides a history for engineers joining 
the project. 

11.6 Document Retention/Change Control 

All OZIX Phase documents are retained in a CMS library on the OZIX timesharing systems. 
Copies of these documents are available by contacting OZIX Product Management (Beverly Cotton, 
DECWET::CO'ITON). 

12 Related Documents 

• OZIX Vision 

• OZIX Vl.0 Product Description 

• OZIX Support Plan 

• OZIX Business Plan 

• OZIX Market and Product Requirements 

• OZIX Technical Summary 

• OZIX Internationalization Plan 

• OZIX Master Documentation Plan 

• OZIX Teet Plan 

• OZIX Usability Plan 

• OZIX Market Plan 

• OZIX Salee Plan 

• OZIX Manufacturing Plan 
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• OZIX Customer Services Plan 

• OZIX Application Requirements 

• OZIX Functional Specifications 
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APPENDIX A 

PHASE REVIEW PLANNER 

Table 10: OZIX Phase Review Planner 
Activity DRI Target Actual 

PHASE 0/1 

Business Plan Terry Morris 17-Nov-1989 17-Nov-1989 

Engineering Specifications Benn Schreiber 17-Nov-1989 17-Nov-1989 

Engineering Development Plan Benn Schreiber 17-Nov-1989 17-Nov-1989 

Customer Services Plan LeeAnn Stivers 17-Nov-1989 17-Nov-1989 

Internationalization Plan Mike Oughton 17-Nov-1989 17-Nov-1989 

OZIX Technical Summary Benn Schreiber 17-Nov-1989 17-Nov-1989 

Master Documentation Plan Jim Jackson 17-Nov-1989 17-Nov-1989 

OZIX Test Plan Jan D'Addamio 17-Nov-1989 17-Nov-1989 

OZIX Usability Plan Cheryl Snyder 1 7-Nov-1989 17-Nov-1989 

OZIX Market Plan Kevin Breunig 17-Nov-1989 17-Nov-1989 

OZIX Sales Plan Joel Berman 17-Nov-1989 17-Nov-1989 

OZIX Manufacturing Plan Rick Seed 17-Nov-1989 17-Nov-1989 

OZIX Application Requirements Cathie Richardson 17-Nov-1989 17-Nov-1989 

PHASE 2 

Field Test Plan Terry Morris O3FY91 

Draft Documentation Review Jim Jackson O4FY91 

SPD Draft written Terry Morris O4FY91 

Field Test Documentation Jim Jackson O4FY91 

Field Test Kits Prepared Benn Schreiber O4FY91 

Phase 2 Review Terry Morris O4FY91 

Phase 2 Closure Terry Morris O4FY91 

PHASE 3 

Start Field Test Benn Schreiber O1FY92 

Field Test Update Benn Schreiber O2FY92 

Final Documentation Review Jim Jackson Q2FY92 

SPD Submission Terry Morris O2FY92 
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Table 10 (Cont.): OZIX Phase Review Planner 
Activity ORI 

SPO Approval Terry Morris 

PAC Proposal Submission 

PAC Approval 

Product Announcement 

Start 30-day Minimum Ship 

Phase 3 Review 

Phase 3 Closure 

SOC Submission 

PHASE 4 

Phase 4 Review 

30 Phase Review Planner 

Terry Morris 

Terry Morris 

Terry Morris 

Benn Schreiber 

Terry Morris 

Terry Morris 

Benn Schreiber 

Target Actual 

O2FY92 

O2FY92 

02FY92 

O2FY92 

O2FY92 

O2FY92 

02FY92 

A2FY92 
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At Exit from Phase 1 
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Issued by: 

OSP/DECwest Publications Manager-Jim Jackson 

OZIX Programming Documentation Project Leader-Liz Hunt 

OZIX System Administration Documentation Project Leader-Marcia Aguero 

OZIX Support Documentation Project Leader-Bill Talcott 

Approved by: Date 

OSP Publications Manager-Paul Hammerstrom 

OSP/DECwest Production Manager-Craig Kosak 

OZIX Engineering Manager-John Gilbert 
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OZIX Master Documentation Plan 

Preface 

This document describes the software documentation plans for OZIX1 as currently defined. The 
contents of this document are subject to change as the software definition changes. 

Individual documentation module plans for each OZIX module are available when completed in the 
following public directory: decwet::guest1$:[ozix.vl.docplans]. Each documentation module plan in
cludes the writing schedule for the module, production information, and a detailed outline of the 
module. 

Related Documents 

• Internationalization Implementation Plan for OSP I DECwest Documentation 

This plan is available from Eric Getsinger (decwet::getsinger). 

• OZIX Usability Plan 

This plan is available from Cheryl Snyder (decwet::snyder). 

• Online Documentation System Functional Description 

This functional description is available from Rob Shuster (decwet::shuster). 

• Master Documentation Plan for OSG C 

This plan is available from Liz Hunt (decwet::hunt). 

• OZIX Documentation Packaging Plan 

This plan will be produced after Phase 1 exit. 

Revision History 
Date 

August 1989 

September 1989 

October 1 989 

November 1989 

Issue Number 

0.1 

0.2 

0.5 

1.0 

Description/Summary of Changes 

Preliminary internal review copy 

Preliminary external review copy 

Draft of Phase 1 exit plan 

Phase 1 exit plan 

1 OZIX is a code name for a program. For simplicity, the term OZIX is used in this document as a product name to refer to 
the series of products that complete the ULTRIX product family. Products produced by the OZIX program will ultimately 
be named consistently with ULTRIX products. 
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1 OZIX Program Overview 

This section provides an overview of the OZIX program to deliver a series of high-performance, 
reliable, open operating systems designed for production environments. These products address the 
needs of the open systems marketplace and are designed to provide Digital with a leadership role in 
the production computing market of the 1990s. 

1.1 OZIX Program Mission 

The mission of the OZIX program is to provide systems that allow Digital to compete in the growing 
open systems market, particularly where production systems are required. This mission is in keeping 
with the mission of the Open Software Group (OSG) to supply a complete family of open software 
products, and with Digital's corporate mission to supply enterprise-wide information systems. 

OZIX systems provide solutions for a variety of customer needs in the UNIX marketplace. As open 
systems, they represent a superior implementation of open software standards, incorporating basic 
system concepts that reflect the models of process management, file processing, and system calls 
defined in the OSF, X/Open, SVID, PO SIX, and OSI standards. 

Targeted primarily at customers who require production systems for production environments, OZIX 
systems incorporate technologies that deliver maximum performance, fault tolerance, and reliability. 
They are optimized for superior availability and data integrity, providing a solid foundation for trans
action processing (TP) and customized applications. In addition, OZIX systems serve as compute and 
file servers in environments that require enhanced security and reliability. 

By using interfaces such as TCP/IP, NFS, OSI, and RPC, OZIX systems are able to interoperate with 
other open systems. As integral members of multivendor networks, OZIX systems interoperate with 
UNIX, IBM, VMS, and ULTRIX systems. 

By complying with X/Open's XPG3 and OSF's AES level A, applications written for OZIX systems can 
be easily ported to new hardware platforms. Portability of Digital applications is provided with Appli
cation Integration Architecture (AIA) components such as DECwindows client, Compound Document 
Architecture (CDA), and Concert Multithread Architecture (CMA). 

1.2 ULTRIX Famlllness 

Digital's ULTRIX family spans a broad range of functionality from a low-cost implementation of OSF/1 
to the high-functionality implementation of OZIX products. As an integral member of the ULTRIX 
family, OZIX products share a common family heritage with all ULTRIX products: 

• A common set of application programming interfaces (APis) 

• A common set of application development tools, utilities, and commands 

• A single network and distributed systems architecture 

• A single system and network management architecture 

• A common core of documentation 

OZIX products are targeted at markets where UNIX (and traditional ULTRIX) systems are not gen
erally used today. They are specifically designed to satisfy needs in the UNIX marketplace where 
weaknesses exist today. These areas include system security, reliability, availability, file and data 
integrity, software tools, and documentation. These weaknesses have created a new market, a non
traditional UNIX market, in which the requirements for UNIX systems have grown substantially. 
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1.3 OZIX Product Description 

OZIX is a simple, extensible, hardware-independent operating system. It integrates modern technolo
gies for distributed systems, fault tolerance, and data integrity, while adhering to a high-performance 
VO architecture. Its capabilities are implemented over a series of releases and are composed of sys
tem elements (such as database and transaction processing software, compilers, tools, and utilities) 
from other Digital groups, in addition to selected elements from third-party vendors. 

The OZIX Version 1 product is a high-performance production system targeted at the open systems 
market. While transaction processing technologies are built into Version 1, these capabilities are not 
accessible to the application developer until Version 2. Version 1 is designed to function as a network 
server in a multivendor, distributed systems network, as shown in Figure 1. 

Figure 1: Digltal's Computing Environment In the 1990s 
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Version 1 of the OZIX product serves this network by providing file services (via NFS), compute 
services (user applications), workstation services (such as workstation system management, booting, 
and disk.less services), and database services. Version 1 also includes integrated system and network 
management features, license management, and CDROM distribution. 

Establishing a successful track record with Version 1 of the OZIX product allows Digital to address 
more demanding production system requirements with Version 2. The transaction processing tech
nologies built into Version 1 become available to the application developer in Version 2. The goal 
for this release is to be the highest performance TP system both in terms of transactions per second 
per MIP, and in terms of dollars per transactions per second. In addition, Version 2 provides world
class distributed system administration via a graphical user interface, while continuing to expand 
its support for new AIA component architectures. 

1.4 OZIX Product Documentation 

ULTRIX family products share a common core of information, supplemented by system-specific infor
mation for each unique product in the ULTRIX family. The OZIX product information set is structured 
specifically for online presentation in a hypertext information style. OZIX products will incorporate 
this presentation style at first revenue ship, although hardcopy documentation is also provided. 

The OZIX product information set is tailorable for the needs of different types of users and is designed 
for easy translation to other languages. In addition, publications tools are being developed to help 
integrate training modules and documentation from other sources (for example, OSF, third-party 
vendors, or Digital) into the OZIX product information set. 
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2 OZIX Documentation Strategy 
This section provides an overview of the OZIX documentation strategy, including the overall docu
mentation objective, the relationship to other Open Software Publications (OSP) documentation, the 
relationship to the Open Software Foundation (OSF), the relationship to third-party vendors, and 
the relationship to training. 

2.1 Documentation Objective 

The overall objective for the OSP/DECwest publications group is to provide a state-of-the-art infor
mation set for OZIX products that, in itself, provides significant added value to the OZIX products. 
We intend to accomplish this objective through a strategy based on the following innovative ideas: 

• Develop a core of common information for all ULTRIX family products; extend and supplement 
this core with system-specific information in a consistent manner. 

• Tailor the information for online presentation; continue to make documentation available in 
hardcopy form. 

• Structure the information to recognize the needs of different kinds of users: 

Use online technology to facilitate quick access to information. 

Use progressive disclosure techniques for hardcopy information. 

• Optimize the information for easy translation to other languages. 

• Meet the requirements for documentation produced in conformance with Digital's AIA informa
tion architecture. 

• Use the most-sophisticated delivery methods (online information, CDROM distribution, Digital's 
Demand Printing program). 

• Develop publishing tools that allow easy integration of other Digital, OSF, and third-party doc
umentation into the information set. 

• Test the usability of the user information set against an accurate, well-defined user model. 

• Test the quality of the user information set against a predefined "quality plan" (technical review, 
editorial review, internationalization review, quality assurance review). 

• Coordinate the online information set with ESDP course development. 

2.2 Relatlonshlp to Other CSP Documentation 

The focus of the OZIX documentation produced by OSP/DECwest is on the OZIX added value and 
uniqueness implemented in the system administration, application programming, and software sup
port environments. The "general user" environment for OZIX is primarily composed of ULTRIX 
family components implemented by other OSG engineering groups, and therefore, is documented by 
OSP groups located in Nashua, NH, Palo Alto, CA, and Reading, England, as part of the common 
core of information shared by all ULTRIX family products. This core of common general information 
is supplemented by OZIX-specific information. 

The goal is to provide documentation for the entire family of open software products that is consistent 
across all platforms. In order to meet this goal, the documentation for all open software products 
must be planned, developed, and coordinated across all OSP groups. 

Dlgltal Confidential OZIX Documentation Strategy 3 



OZIX Master Documentation Plan 

2.2.1 OSP Group Responsibilities 

OSP/Spitbrook (Nashua, NH) provides documentation for ULTRIX/OSF products that address tradi
tional UNIX markets-products based on a low-cost implementation of OSF/1. OSP/Spitbrook pro
vides documentation for common ULTRIX family components, such as traditional UNIX commands 
and utilities. 

OSP/DECwest (Bellevue, WA) provides documentation for OZIX products that address non-traditional 
UNIX markets. In these markets, the customers have problems that cannot be satisfactorily ad
dressed by implementations based on the OSF reference code. OZIX products are compliant with the 
OSF interface specifications where appropriate. By building a platform that is not gated by the OSF 
reference code, Digital is able to capture market share outside of the traditional UNIX space. 

OSP/Palo Alto provides workstation and graphical interface components for both ULTRIX/OSF and 
OZIX products. 

CSP/Reading provides bundled layered products such as the License Management Facility (LMF) 
and DECprint, and mail services for both ULTRIX/OSF and OZIX products. 

In addition, the Open Software Publications Tools Group (OSPTG) supports the publishing tools needs 
of all OSP publications groups. OSPTG (Bellevue, WA) is a service organization chartered to address 
the specific needs of groups that produce documentation for an open systems environment. OSPTG 
is working with the OSF publishing community to arrive at an industry-standard online publishing 
solution. 

2.3 Relationship to the OSF 

The Open Software Foundation (OSF) acts as a clearing house and integrator for OSF software and 
documentation. Integration of OSF documentation into the OZIX information set will occur where 
applicable to meet our goals. In addition, we will document OSF-compliant functionality and delineate 
extensions to OSF functionality or behavior. 

OSP in general and OSPI'G in particular intends to influence, support, and adopt standards for 
documentation production tools and online documentation access tools specified by the OSF. 

2.4 Relationship to Third-Party Vendors 

Third-party vendors play a key role in the OZIX program. By offering a rich set of third-party 
software development tools and utilities, OZIX products reduce development time, thus providing a 
means for achieving and maintaining a leadership position in the open systems marketplace. The 
availability of a broad range of third-party application packages also increases Digital's opportunity 
to sell OZIX products by satisfying the customers' needs for complete solutions, not simply systems. 

OSP has an overall goal to integrate third-party documentation into Digital documentation and into 
the Software Business Technologies (SBT) Consolidated Distribution (ConDist) and Online Documen
tation (OLD) programs. Integration is contingent upon acceptance criteria based upon Digital's AIA 
information architecture. OSPTG is developing publishing tools to help integrate third-party doc
umentation and documentation from other sources (OSF and other Digital groups) into the OZIX 
product information set. 
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2.5 Relationship to Training 

The DECwest Educational Services Development and Publishing (ESDP) group has expressed interest 
in using an online approach for OZIX training, complementary to the online focus for documentation. 
ESDP may provide training in a variety of formats, with varying degrees of integration with the 
documentation. 

OSP/DECwest and ESDP are working together to ensure our deliverables are presented to the user 
in an integrated and consistent fashion. The training deliverables that integrate closest with docu
mentation are being developed such that they leverage off the documentation, minimizing duplication 
of effort. 

3 OZIX Documentation Production Strategy 

This section provides an overview of the production strategy for the OZIX information set. It describes 
the production tools and techniques used for OZIX documentation to be delivered in online and hard
copy forms. Complete production and packaging details will be included in the OZIX Documentation 
Packaging Plan, to be produced after Phase 1 exit. 

3.1 Common Tools and Techniques 

A common set of tools is used to create documentation for all forms of delivery. Document formatting 
is done using VAX DOCUMENT on VMS and ditroff on ULTRIX. All illustrations and graphics are 
created online using VAX RAGS, MOPS, and UtoX. 

It is a goal to produce hardcopy documentation from the same source files used to produce online 
documentation modules. The source files may require conditionalized text that provides introductory 
and transitional text for hardcopy presentations. 

3.2 Online Documentation 

OSPTG has added ULTRIX support to the DECwindows Bookreader Version 2.0. The ULTRIX 
DECwindows Bookreader is an integral part of the corporate online documentation strategy. Making 
a commitment to online documentation now lets us use the ULTRIX DECwindows Bookreader as 
a foundation for building the kind of advanced online documentation system required to meet the 
objective to provide a state-of-the-art information set for OZIX products. 

The OSP/DECwest publications group has published a design proposal for a hypertext-style online 
documentation system that provides a modular presentation of information for OZIX products. This 
online documentation system addresses the requirements of the publications industry for fast and 
efficient online documentation, meets the internationalization requirements specified for OZIX prod
ucts, and meets the OZIX product requirement to be state of the art. The Online Documentation 
System Functional Description is available from Rob Shuster (decwet::shuster). 

OSPTG is working closely with the CUP Information Technology Group to ensure that the features 
described in the Online Documentation System Functional Description are implemented in an open 
systems environment, in line with the corporate strategy for online information creation and delivery. 
The thrust of this strategy is to integrate DECwindows Bookreader, DECwindows Help, MEMEX 
hyperinformation services, and Motif with a common authoring tool, such as DECwrite. 

It is unknown at this time whether a full implementation of the proposed online documentation 
system will be available in the OZIX Version 1 timeframe. 
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As a contingency plan, OZIX information can be delivered online in three formats-ULTRIX DECwin
dows Bookreader, ULTRIX DECwindows Help, and UNIX-style reference pages-using tools as they 
exist today. Note, however, that this plan does not allow us to meet the overall objective to provide 
a state-of-the-art information set for OZIX in the Version 1 timeframe. 

• Documentation -is processed for the ULTRIX DECwindows Bookreader using both VAX DOC
UMENT and ditroff (ditroff functionality is being provided by OSPTG in 1990). UNIX-style 
reference pages are provided in ULTRIX DECwindows Bookreader format in addition to the 
traditional nroff format. 

• ULTRIX DECwindows Help files are generated with either the SDMLHELP utility or as hand-
coded ASCII files. 

• All reference pages are coded using the ditroff -man macros and formatted using nroff. 

The online documentation for OZIX is distributed on CDROM in accordance with the SBT ConDist 
and OLD programs. CDROM production adheres to DEC STD 073. 

3.3 Hardcopy Documentation 

All hardcopy documents are processed as compound PostScript files. The PostScript files are Elec
tronic Documentation Master Standard (EDMS) compliant and acceptable for use in Digital's Demand 
Printing program. 

Draft and field test documentation is produced on LPS40 laser printers. Final masters are printed 
on 600 dot-per-inch plain paper typesetters and delivered to the U.S. Area Software Supply Business 
(SSB) for printing, stocking, and distributing. 

4 OZIX Documentation Development Environment Strategy 

This section provides an overview of the development environment strategy to be followed by 
OSP/DECwest to produce the OZIX information set. The goal is to establish a productive, dependable, 
and sophisticated documentation development environment. 

OSP/DECwest intends to use VAX DOCUMENT and ditroff for our documentation work, with a 
long-term goal to use a common authoring tool, such as DECwrite or an SGML-based document 
processor when it becomes available. We are currently submitting our requirements for a cross
platform authoring system to the CUP Authoring Tools Task Force. 

4.1 Documentation Tools Needs 

The OZIX information set includes documentation written for ULTRIX, ULTRIX/OSF, and OZIX 
platforms. In addition, there may be a small amount of sharing at some level with documentation 
for VMS platforms. Therefore, documentation migration needs include: 

• Some sharing with VMS platforms, such as AIA documentation 

• The ability to exchange documentation with the OSF 

• Interoperability between VAX DOCUMENT and ditroff 

Table 1 describes the minimum requirements for the OSP/DECwest documentation development 
environment, and whether or not these components exist today. 
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Table 1: Minimum Documentation Development Environment Requirements 
Component 

Text editor with DOCUMENT 
support 

Text editor with ditroff support 

Spell program 

Online graphics 

Document processors 

Source file control 

Indexing capabilities 

Preview mechanisms 

Description 

Key bindings, etc., for gener
ating tags, templates, etc. 

Generate macros, etc. 

Spell checker 

RAGS, and other non-DEC 
Postscript file generators 

VAX DOCUMENT and ditroff 

secs, make; 
CMS 

ULTRIX Doc Tools (UDT) has 
some; VAX DOCUMENT has 
it 

Postscript previewer 
Help widget sample app'n 
Bookreader 

1The component exists, but does not completely meet our requirements. 

4.2 Document Processing Needs 

OSP/DECwest has a need to process three kinds of input: 

• VAX DOCUMENT source 

Exists today 

No on ULTRIX; 
Yes on VMS 

No 

Yes 

Yes 

Some 

Comments 

Not high priority. 
LSE; LSEVE (internal only). 

Not high priority. 

See detail below. 

Yes1 on ULTRIX; But secs doesn't have classes. 
Yes on VMS 

Yes1 

Yes 
Yes 
Yes1 

But we need to be able to cre
ate master indexes across de
liverables written with different 
formatters. 

Internal-only. 
But needs enhancements to 
meet online documentation sys
tem requirements. 

• ditroff source coded in -man and -mu macros (ULTRIX documentation format) 

• ditroff source coded in -man and -mm macros (OSF format) 

The matrix in Table 2 lists the kinds of input formats we need to be able to handle, and the kinds 
of output we need to be able to generate. Although we already have the tools to do much of the 
processing, we still lack some of the tools. 

We assume that we do not need to handle any other ditroffmacro packages besides those being used 
by other OSP groups (-man, -mu) and those being used by the OSF (-man, -mm). For example, we 
do not currently anticipate a need to handle -me macros or third-party macro packages. 

Digital Confidential OZIX Documentation Development Environment Strategy 7 



OZIX Master Documentation Plan 

Table 2: Document Processing Input/Output Requirements 
Input 

ditroff (ULTRIX) ditroff (OSF) 
Output DOCUMENT source man, mu man, mm 

PostScript Have Have Have 

Bookreader files Have Need Need; unless create mm-to-mu 
converter 

ditroff source Need; for submit to OSF Need; for submit to OSF 
man, mm 

ditroff source Not needed Need 
man, mu 

DOCUMENT source Need; for I18N Not needed; use mm-to-mu, then 
mu-to-DOCUMENT 

Note that we do not currently have any dependencies on DECwrite for document processing in
put/output requirements. This could change, however, once the corporate strategy for online infor
mation creation and delivery is finalized. If DECwrite is selected as the common authoring tool, we 
may need to process DECwrite source in addition to DOCUMENT and ditroff source. 

4.3 Summary of Requirements 

The following summarizes the requirements for the OZIX documentation development environment, 
ordered from high to low priority: 

1. Enhanced Bookreader functionality to meet hypertext-style online documentation system re
quirements . 

2. A way to create master indexes across deliverables written with different formatters. 

3. A way to process DOCUMENT files from ULTRIX. This can be satisfied by porting DOCUMENT 
to ULTRIX, or by creating a way to submit files from ULTRIX to be processed on a VMS system 
(maybe employing the ULTRIX Connection (UCX) product). 

4. A ditroff (man, mu)-to-DOCUMENT converter. (For internationalization: multinational font 
capabilities, and translation groups are currently focused around DOCUMENT.) 

5. Create Bookreader files from ditroff (man, mu) source. (To put ULTRIX books online.) 

6. A ditroff (man, mm)-to-ditroff (man, mu) converter. (To integrate files from the OSF.) 

7. Create Bookreader files from ditroff (man, mm). This can be satisfied with an mm-to-mu con-
verter [6], plus a way to create Bookreader files from mu source [5]. 

8. Additional features in secs, such as classes. 

9. A DOCUMENT-to-ditroff (man, mm) converter. (For submissions to the OSF.) 

1 O. A ditroff (man, mu)-to-ditroff (man, mm) converter. (For submissions to the OSF.) 

11. A way to generate DOCUMENT tags from an ULTRIX text editor. 

12. A way to generate ditroff coding macros from a text editor. 
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5 OZIX Internationalization Strategy 
This section provides an overview of the internationalization strategy for the OZIX information set, 
including an internationalization overview, internationalization goals for documentation, and a de
scription of the functions of the International Engineering Development (IED) user interface engineer 
and the OSP/DECwest translation coordinator. 

5.1 lnternationallzatlon Overview 

An international product is one that meets the requirements of international and multinational 
customers to allow them to interact with the system using local language and cultural conventions. 
An international product can be easily localized and is designed for the international market. 

OZIX products are designed to be sold in international markets and therefore may be described as 
language-neutral, culturally unbiased software products. Internationalization is built directly into 
the products, including the capability to accommodate worldwide character sets for textual repre
sentations. Such features ensure that customers and third-party software developers can create 
applications tailored for specific cultures and local languages. 

OZIX products are designed for simultaneous worldwide release. A single OZIX system can sup
port multiple localized user environments, and contains components that provide multiple language
specific interfaces. Text is isolated to facilitate quick and easy translation, and documentation and 
online help are provided in a form that can be presented in the language of the user, using local 
cultural conventions. 

The Internationalization Implementation Plan for OSP I DECwest Documentation describes in detail 
the OSP/DECwest plan to support Digital's goal of producing international products. This plan is 
available from Eric Getsinger (decwet::getsinger), the OSP/DECwest Internationalization DRI. 

5.2 lnternatlonallzatlon Goals 

Internationalization goals for the OZIX information set are to: 

• Optimize the information set for easy translation to other languages. 

• Structure the information set to recognize the needs of different kinds of users. 

• Design and write the information set in modular form to allow for partial translation. 

• Ensure the development of online documentation tools that support the creation and display of 
European, Asian, and Semitic languages and appropriate writing directions. 

• Support multiple-language versions of the online information set concurrently, with the capability 
to select primary, secondary, and default language preferences. 

The OZIX information set is designed to optimize translation to other languages by adhering to the 
guidelines described in the Producing International Products Reference Set, or PIP, and the Planning 
for Translation document. Translation is facilitated by following the concepts of core text and modular 
design, as described in the PIP 

It is a goal to maximize the commonality across the ULTRIX family of open software products. This 
common information forms a set of core text that remains the same across the family of products, 
minimizing redundancy and thereby, facilitating translation. 
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OZIX documentation is written in a modular style. Information is separated into discrete modules 
by audience, and then by task. This modularity provides maximum translation flexibility, allowing 
Digital Local Engineering Groups (LEGs) to translate selected information only and to structure that 
information as required to meet the needs of the local language and culture-without rewriting the 
original user information. 

OSP/DECwest and OSPI'G intend to work closely with the CUP Information Technology Group 
(CUP/ITG) to ensure that the corporate strategy for online information creation and delivery meets 
the internationalization requirements specified by IED for all OZIX products. Online documentation 
tools must support the creation and display of European, Asian, and Semitic languages and asso
ciated mixed writing directions. They must also support concurrent multiple-language versions of 
the online information set, with the capability to select primary, secondary, and default language 
preferences. In addition, all tools must be available to IED and the Digital LEGs. 

5.3 IED User Information Engineer 

IED assigns a user information (UI) engineer to a project before the close of Phase 1. Timely assign
ment of this individual ensures that the UI engineer has an opportunity to review all user information, 
including documentation, screen interfaces, and course materials. Kate Latchem is the UI engineer 
in !ED/Reading responsible for the local-language versions of OZIX documentation in Europe and in 
the General International Area (GIA) countries, excluding Asia. 

The UI engineer manages the transfer of user information into the translation process. This work 
involves participating in the efforts of the OZIX documentation team, helping the Digital LEGs 
produce translation plans, receiving source text files for translation, preparing files and information 
for use in the translation effort, and helping to plan for the production of translated documentation. 
The UI engineer uses the product under development, and may also provide training to the translators 
in the use of the product, documentation and graphics tools, and so on. 

The UI engineer works closely with the OSP/DECwest translation coordinator to ensure the success
ful transfer of information into the translation process. The UI engineer provides feedback to the 
translation coordinator on the documentation plans and designs, the documentation source text files, 
and the document drafts (both text and graphics), pointing out potential problems to European and 
GIA customers. 

5.4 GIA Translation Group Representatives 

In addition to the UI Engineer assigned by IED, OSP/DECwest expects to work directly with GIA 
translation group representatives in Asia. The GIA translation group representatives have simi
lar responsibilities to those of the UI engineer, managing the transfer of user information into the 
translation process, and working closely with the OSP/DECwest translation coordinator to ensure 
the successful transfer of this information. 

Note that the GIA translation group representatives for Asia are not yet assigned. 

5.5 OSP/DECwest Translatlon Coordinator 

OSP/DECwest assigns a translation coordinator to a project before the close of Phase 1. Eric Getsinger 
is the OSP/DECwest translation coordinator for OZIX documentation. 

The translation coordinator reviews documentation plans and document drafts for compliance with 
internationalization policy and standards, reviews and distributes comments on the documentation 
plans and document drafts received from the UI engineer and GIA translation group representatives, 
and ensures that translatable source files are made available to the UI engineer and GIA translation 
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group representatives, as appropriate. In addition, the translation coordinator keeps the UI engineer 
and GIA translation group representatives informed of the status of the documentation, changes to 
plans, documentation schedules, and so on. 

OZIX products are particularly targeted to the Asian marketplace. In fact, initial translation re
quirements are concentrated in Japan, Taiwan, and Korea. For this reason, it is critical that the 
OSP/DECwest translation coordinator begin working now through the UI engineer or directly with 
GIA translation group representatives in Asia to ensure the success of the translation effort. 

6 OZIX Usability Strategy 

This section describes the usability strategy for the OZIX information set, including a usability 
overview and the usability engineering plans for the information set. 

6.1 Usability Overview 

Usability engineering is the design, testing, and evaluation of the user, or human interfaces of a 
computer system, in partnership with the intended users. Usability engineering for the OZIX product 
enables the DECwest documentation group to observe, poll, and test users at customer sites and in 
the usability lab. 

For the documentation interface, because documentation is primarily focused on online delivery, 
usability design and testing for online documentation focuses on evaluating online interfaces and 
the usability of online access methods. In addition, usability tests whether levels of information 
documented are appropriate for online task and reference information. 

Evaluation of usability relies on finding and using the most accurate, well-defined user pool possible. 
Methods of evaluation include both contextual and quantitative: 

• Contextual evaluation involves gathering information through visiting, observing, and polling 
users in their own environment. 

• Quantitative evaluation involves using more structured settings, such as the usability lab, and 
more precise methods and metrics to measure user response to specific, carefully defined tasks. 

Because OZIX is an international product, we are concerned about international usability and are 
working with international groups within Digital for input from international user groups to deter
mine if the criteria for usability in the U.S. is acceptable to international users in Asian and European 
markets. 

The OZIX Usability Plan defines the overall user model and describes in detail the usability 
plan for the entire OZIX project. This plan is available from Cheryl Snyder (decwet::snyder), the 
OSP/DECwest Usability DRI. 

6.2 Usablllty Plans 

Usability engineering plans for the OZIX information set are to test the design and implementation of 
system administration documentation in particular, in keeping with usability plans for engineering. 
Interfaces are: online documentation for the configuration application, the DECwindows Storage 
Manager, and online and hardcopy documentation for the installation and startup process. This 
involves: 

1. Testing with internal users of system administration interfaces on early prototype testing. 

2. Facilitating observation and polling of users at appropriate customer sites by writers. 
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3. Evaluating and transmitting results back to documentation, to CUP/ITG, and to product man
agement as market and product requirements. 

4. Testing the interfaces before and during field test, as research results are incorporated into 
prototypical and product interfaces: 

Testing online system administration documentation 

Testing hardcopy installation documentation 

The following questions comprise the basis for the test plan for documentation: 

• Do navigation and presentation methods of the online documentation system work for various 
user groups? 

• Are user tasks grouped appropriately for ease of use by target users? 

• What level of information is necessary in order to perform a task adequately? 

• Is the level of documentation appropriate for the access point? 

• How long does it take the administrator to find the location in the documentation? 

• Is hardcopy installation documentation well-organized? 

• Where do users have problems? 

• Is terminology familiar to users? 

• How does the interface work for international users when compared to the results of testing with 
American users? 

7 OZIX Review Strategy 

This section provides an overview of the review strategy for the OZIX information set, including 
technical review, editorial review, internationalization review, and quality assurance review. 

7.1 Technical Review 

The OSP/DECwest writing group relies on timely and thorough technical reviews in order to ensure 
high-quality documentation. The review strategy for the OZIX information set is to include both 
internal (to DECwest) and external reviews of the information. 

At a minimum, the information set will undergo formal first draft and field test reviews. In most cases, 
information to be reviewed is available to reviewers online and can be reviewed in an online format. 
For graphical interfaces, in addition to reading the text, reviewers need to invoke the appropriate 
applications and "click" on input fields and HELP buttons to review the information. Feedback may 
be provided via an online text file or via hardcopy markup, as appropriate. 

DECwest software engineers review the information at all stages of the project for technical accuracy 
and completeness. DECwest Customer Services personnel review drafts of the support information 
through each stage of development. 

Non-DECwest software engineers, writers, Customer Services personnel, ESDP personnel, and other 
interested parties within Digital, in addition to all field test sites, review field test drafts of the 
information. Feedback on field test drafts may be provided via a notes conference, online text files, 
hardcopy markup, or other means, as appropriate to the reviewer. 
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7.2 Editorial Review 

Thorough editorial reviews are also required to ensure high-quality documentation. To meet this 
requirement, the OSP/DECwest production group performs two editing functions: one for text and 
one for graphics. Text editors check for spelling, grammar, and adherence to the Corporate Docu
mentation Handbook style guidelines. Graphic editors check for illustration placement, consistency 
of nomenclature between text and graphics, and correct online and hardcopy formatting. 

In addition, the writing group supervisors and project leaders review the information set for overall 
consistency and style. 

OSP is developing a requirements document for importing documentation into OSP information sets. 
Documentation that is to be imported from third parties will be reviewed against these requirements 
and against the Corporate Documentation Handbook style guidelines as part of the overall editorial 
and quality assurance reviews. 

7.3 Internationalization Review 

The OZIX information set is written with the international market in mind. OSP/DECwest style 
guidelines call for modular organization, clear writing, and an extensive glossary. All modules are 
prepared in conformance with the PIP and, when a document is scheduled for translation, a standard 
translation pack (STP) is created and submitted with the online and paper copies. 

The translation coordinator reviews documentation plans and document drafts for compliance with 
internationalization policy and standards. In addition, the translation coordinator reviews and dis
tributes comments on the documentation plans, documentation source text files, and document drafts 
received from the UI engineer or GIA translation group representative, who has an opportunity to 
review all user information. 

7.4 Quality Assurance Review 

Quality assurance is critical to the successful completion and delivery of a state-of-the-art infor
mation set for OZIX products. Every effort will be made to ensure that quality is integral to the 
documentation development, production, and distribution. 

The quality assurance requirements for hardcopy and online manuals are similar: 

• For hardcopy manuals, a quick visual inspection enables a tester to make sure that all pages, 
figures, and tables are in the book, that page numbers and running headings are accurate, and 
that an index and a table of contents are included. Verifying the accuracy of code examples 
requires the greatest amount of time. 

• Online manuals require more vigorous, and thus time-consuming, testing of ALL document 
attributes. Verifying the accuracy of code examples requires the same high level of effort as it 
does for hardcopy manuals. 

8 OZIX Information Set Overview 

This section provides an overview of the OZIX information set. It addresses topics common to all areas 
of the information set, including the purpose and scope of the information set, common objectives, 
and sources of information, followed by a summary of the information set. 
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8.1 Purpose 

The purpose of the OZIX information set is to provide users with complete, concise, and accurate 
information that is easily accessible and easy to comprehend. This enables users to accomplish 
their tasks more efficiently, which in turn, reduces costs and increases revenues. AB a result, OZIX 
documentation can be used as a way of achieving competitive advantage. 

8.2 Scope 

The OZIX information set provides all conceptual, reference, and procedural information needed by 
general users, system administrators, programmers, and software support personnel. The informa
tion set ensures complete information is available for OZIX, yet maximizes the commonality with 
other ULTRIX family platforms. 

8.3 Objectives 

The following objectives are common to all areas of the OZIX information set, ordered from high to 
low priority: 

1. Add value to the OZIX product by providing a quality, state-of-the-art information set. 

2. Maximize the commonality with ULTRIX family products and provide a consistent information 
set across all levels of related documentation. 

3. Tailor the information for online presentation, allowing customers and support personnel to 
access all information online. 

4. Optimize the information set for easy translation to other languages. 

5. Structure the information to recognize the needs of different kinds of users. 

6. Design and write the information set in modular form, using progressive disclosure techniques 
for hardcopy information. 

7. Meet the requirements for documentation produced in conformance with Digital's AIA informa
tion architecture. 

8. Meet production requirements, including editing, illustration development, and final production 
requirements. 

9. Use the most-sophisticated delivery methods (online information, CDROM distribution, Digital's 
Demand Printing program). 

10. Maximize the usability of the information set by customers and support personnel through us
ability design, testing, and evaluation. 

11. Provide Customer Services personnel with easy access to Digital-internal and customer-visible 
information, as determined by license management. 

12. Provide documentation to Customer Services personnel that enables quick, efficient, and accurate 
customer support. 

13. Support changes to the documentation that originate from either customers or Customer Services 
personnel through a streamlined method, allowing changes to be provided to the originator and 
all other users in a minimum period of time. 

14. Provide online documentation that provides linking capabilities for computer-based instruction 
(CBI) applications and minimizes duplication between training courses and documentation. 
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8.4 Sources of Information 

Information for the OZIX information set comes from the following sources: 

• Discussions with OZIX engineers 

• •• Engineering specifications, including technical overviews, functional specifications, interface 
specifications, and detailed design specifications 

• Project-related information, including phase review documentation, slide presentations, meeting 
summaries and minutes, white papers, trip reports, and miscellaneous documents and articles 

• Hands-on testing 

• ULTRIX family documentation 

• VMS documentation 

• Open Software Foundation 

• Application Portability Architecture (APA) group 

• Software Development Technologies (SDT) group 

• Networks and Communications (NaC) group 

• OSP personnel 

• Usability personnel 

• Customer Services personnel 

• Training personnel 

8.5 OZIX Information Set Summary 

Table 3 summarizes the primary topics to be included in the OZIX information set. 

Table 3: OZIX Information Set 

General User Environment 

OZIX Reader's Guide 

OZIX Release Notes 

OZIX Master Glossary 

OZIX Master Index 

Common user information 

DECwindows/Motif user information 

OZIX-specific user information 

Common man pages 

OZIX-specific man pages 
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Table 3 (Cont.): OZIX Information Set 

System Administration Environment 

OZIX System Administration Overview 

System Programming 

Network Administration 

Account Administration 

Security Administration 

Trusted Facility Manual 

Security Facility Users' Guide 

Routine Operations 

Man pages 

Management Control Language (MCL) reference material 

Application Programming Environment 

Introduction to the OZIX Application Programming Environment 

Building Applications 

Writing Applications for OZIX 

Writing Portable Applications 

Writing Application Interfaces 

Writing Distributed Applications 

Writing Mult1thread Applications 

Writing Secure Applications 

Writing International Applications 

Writing Graphics Applications 

Writing CDA Applications 

Using INGRES, SQL 

Porting Applications to OZIX 

Improving Application Performance 

Other reference material 

Using C 

Software Support Environment 

OZIX Installation 

OZIX System Messages 

OZIX Troubleshooting Tree 

OZIX Troubleshooting Guide 

OZIX Internals 

Section 9, Section 10, Section 11, and Section 12 describe in detail the general information, system 
administration, application programming, and software support information sets, respectively. 
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9 OZIX General Information Set 

This section describes the general information set that is provided for all OZIX users. Because 
the focus of the OZIX documentation produced by OSP/DECwest is on the OZIX added value and 
uniqueness implemented in the system administration, application programming, and software sup
port environments, most "general user" information is documented by other OSP groups as part of 
the common core of information shared by all ULTRIX family products. This core of common user 
information is supplemented by OZIX-specific user information. 

Table 4 lists the topics in the OZIX general information set, together with their estimated page 
counts. 

Table 4: OZIX General Information Set 
OSP/DECwest 

Topic Page Count1 Writers Other Writers 

OZIX Reader's Guide 10 tbd 

OZIX Release Notes 50 tbd 

OZIX Master Glossary 100 tbd 

OZIX Master Index 400 tbd 

Common user information tbd OSP/Spitbrook 

DECwindows/Motif user information tbd OSP/Palo Alto 

OZIX-specific user information tbd tbd 

Common man pages tbd OSP/Spitbrook 

OZIX-specific man pages tbd tbd 

1The page-count definition may require redefinition to present a more accurate appraisal of the online documentation devel
opment. These page-count estimates are based upon traditional, hardcopy algorithms. 

The general information set for OZIX is not fully addressed in this version of the documentation plan. 
A later version will describe in detail the common general user information that must be planned, de
veloped, and coordinated across all OSP groups, in addition to the OZIX-specific information required 
to supplement this core of common user information. 

10 OZIX System Administration Information Set 

This section describes the information set that is provided for OZIX system administration. It includes 
an overview of the OZIX system administration environment, an audience definition, the added 
value that the system administration information set specifically provides, the online and hardcopy 
documentation strategy, and a summary of the system administration information set. 

Hereafter in this section, the term "system administration" refers to both system and network ad
ministration. 

10.1 System Administration Environment Overview 

The system administration component of OZIX products is designed to provide system administration 
services in a multivendor, production environment. The OZIX system administration component is 
compatible with Digital's Entity Management Architecture (EMA). 
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It is a goal of the OZIX program to simplify the overall task of system administration as much as 
possible. By making system administration easier, OZIX products allow customers to reduce the size 
and expertise of their operational staff, thus reducing the overall cost of system administration. 

There are four essential aspects of OZIX system administration that affect how we document system 
administration tasks. These aspects are: 

• Centralized, distributed system administration 

This means that, from a central location, system administration personnel will use OZIX to 
manage all nodes in the configuration. 

• Various user interfaces to system adminstration tasks 

There are four types of user interfaces that OZIX. provides for system administration. They are: 

The Management Control Language (MCL) command-line interface 

AB a way to more fully integrate system and network administration, including the admin
istration of DECnet-OZIX, OZIX. provides the Management Control Language (MCL). MCL 
is a set of commands and qualifiers that consists of the DECnet Phase V Network Control 
Language (NCL) (used for managing DECnet-OZIX), as well as additional commands for all 
other OZIX. system administration tasks. These additional commands adhere to the look
and-feel of Phase V NCL. MCL allows a system administrator to manage any manageable 
object registered with the OZIX. management backplane. 

Graphical interfaces 

Graphical interfaces are provided for system administration tasks, based on OSF/Motif style 
guidelines. For OZIX. Version 1, there are two types of graphical interfaces being provided. 
The first type is an easy-to-use point-and-click browser/editor for managing any object reg
istered with the management backplane. This interface is an OSF/Motif-based counterpart 
to the command-line based MCL. 

The second type is an OSF/Motif-based file system/IO resource manager. This interface is a 
specialized management application that brings out the superior file system/IO architecture 
design and implementation within OZIX.. The interface allows a mix of NFS, ABA, and IO 
resource management. Other graphical, system administration interfaces as robust as the 
file system/IO resource manager will be provided for OZIX. Version 2. 

A complete, OSF-compliant command-line interface 

In addition to MCL, there is another set of commands and utilities, along with their options 
and arguments, that system administrators can use to manage the configuration. This set 
of commands and utilities comes primarily from the Open Software Foundation, although 
new commands and utilities are created for OZIX.-specific functions. In some cases, existing 
ULTRIX utilities are ported to OZIX. products. 

B2-level security certification 

One of the B2 security requirements for OZIX. products is that system administration func
tions be engineered according to defined administrative roles. Examples of administrative 
roles are operators, account administrators, and security administrators. Developing the 
system administration software according to these roles means that specific types of admin
istrators (such as operators) can only perform a certain subset of tasks; that is, only a subset 
of system administration commands and utilities is available to them. 

18 OZIX System Administration Information Set Digital Confidential 



OZIX Master Documentation Plan 

10.2 Audience 

The audience for the OZIX system administration information set encompasses six groups (called 
administrative roles), as defined by the National Computer Security Center (NCSC). A user might 
perform from one to five of these roles, depending on how the customer site is set up. These roles 
and their definitions are: 

• Account Administrator-An administrative role or user assigned to maintain accounting files, 
tools, user accounts, and system statistics. 

• Auditor-An authorized individual, or role, with administrative duties, which include selecting 
the events to be audited on the system, setting up the audit flags which enable the recording of 
those events, and analyzing the trail of audit events. 

• Operator-An administrative role or user assigned to perform routine maintenance operations 
and to respond to routine user requests. 

• Security Administrator-An administrative role or user responsible for the security of the oper
ating system and having the authority to enforce the security safeguards on all others who have 
access to the operating system (with the possible exception of the auditor). 

• System Programmer-An administrative role or user responsible for the trusted system distri
bution, configuration, installation, and non-routine maintenance. 

• Network Administrator-An administrative role or user responsible for setting up and maintain-
ing communications among nodes in the OZIX configuration. 

There are five main reasons why the system administration information set is targeted to the above 
administrative roles: 

• OZIX commands and utilities are being designed according to these audience groups. (This is a B2 
requirement.) For example, only an account adminstrator is allowed to execute the commands 
for assigning user accounts. Given this situation, documenting system administration tasks 
according to these groups is the most reasonable approach. 

• Customers are likely to need information for performing some of the more routine, simplified 
tasks, in an effort to reduce their overall system administration costs. Thus, it is necessary to 
provide information specifically for those responsible for performing routine operations. 

• Commerical environments, especially traditional management information services (MIS) shops, 
are already accustomed to having at least two of these audience groups manage their systems
system programmers and operators. Thus, a customer's existing environment might already be 
set up this way to manage an OZIX system. 

• Because of enhanced security concerns in commercial industries such as banking, having opera
tors that routinely perform specific, simple tasks may be required. This is to prevent a user from 
intentionally or unintentionally altering something in the system. Typical examples of functions 
that users may not be allowed to do (and thus require an operator) are deleting a job or a process, 
and mounting a tape. 

• For the Trusted Facility Manual, one of two books required for B2 certification, the National 
Computer Security Center (NCSC) recommends that the security information be documented 
according to the above adminsitrative roles, rather than according to straight functionality. 

Regarding the level of technical expertise required by an administrator, the information set assumes 
that administrators have no previous experience managing a UNIX-based system. 
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10.3 Added Value 

The OZIX system administration information set adds value in the following ways: 

• The information set describes how to manage an OZIX server and its clients from a centralized 
location. 

• The information set supports the OZIX engineering goal of fully integrating system and network 
administration tasks. Thus, the information focuses on describing how to manage both the 
system and the network (including DECnet-OZIX) from within the same user interface. 

• For any graphical interfaces that OZIX provides for system administration, the system admin
istration information set is highly integrated into those system administration interfaces. For 
example, system administration information is immediately accessible from any window of a 
graphical system administration interface (this is known as context-sensitive help). 

• Information provided for command-line interfaces is described in a clear, concise, and straight
forward manner, providing ample examples and illustrations where appropriate. In this case, 
additional information beyond the traditional OSF man pages is provided, allowing the man 
pages to function primarily as reference material. 

• The system administration information set is highly task-oriented, allowing system adminis
tration personnel to manage an OZIX configuration in a simple, staightforward manner. The 
information set enables some system administration functions to be performed by less techni
cally sophisticated personnel, thus reducing the overall cost of system administration. 

• The system administration information set enables the customer to maintain a B2 security level, 
which is particulary important for production environments. It also allows the administration 
team to maintain strict security controls by providing security administration information to all 
types of OZIX administrators. 

10.4 Strategy 

The strategy for the OZIX system administration information set encompasses several areas: online 
presentation strategy, hardcopy strategy, and the relationship to other documentation. The following 
subsections describe these areas. 

10.4.1 Onllne Presentation Strategy 

It is assumed that the entire OZIX system administration information set is available online. In
formation that must be provided in hardcopy form, such as OZIX installation information, is also 
available online. 

The system administration information is closely integrated into any graphical interfaces that are 
available for system administration. For example, if an operator is using an OSF/Motif interface to 
perform a backup, the operator can "click" on any input field of an interface window to obtain informa
tion. More general help for the system administrator is also available within a system administration 
application, by clicking on the window's HELP button. Presenting information in a context-sensitive 
fashion is the primary way that system administration information is implemented online, wherever 
possible. 

For any system administration task, the administrator is always able to traverse a link to obtain 
related concepts or reference information. 

Information is categorized according to major functions, which correspond to administrative roles. 
Within each function, information is divided into several topics or modules. 
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10.4.2 Hardcopy Strategy 

It is a goal to minimize hardcopy output of system administration information as much as possi
ble. Types of information that are likely to be available to customers in hardcopy form are OZIX 
installation information, and information on handling system problems (troubleshooting). 

As with the rest of the OZIX information set, hardcopy documentation will be produced from the 
same source files used for online information. Producing the system administration information 
set in hardcopy form will provide a unique challenge because so much of the online information is 
implemented in a context-sensitive way. 

Like the online information, hardcopy information is categorized according to administrative func
tions. It is likely that information for each of these major functions will represent a separate book. 

10.4.3 Relationship to Other Documentation 

The OZIX system administration information set has the following relationships to other documen
tation: 

• Parts of the information set will be used by field support personnel in some instances, in which 
case those parts function as a supplement to the support information set. 

• Most of the man pages that are part of the system administration information set will come 
from the Open Software Foundation. We will add, delete, and modify these man pages where 
appropriate to accommodate unique features of OZIX. 

• We will use existing ULTRIX source files where appropriate. 

10.5 System Administration Information Set Summary 

The OZIX system administration information set consists of any information that a system admin
istrator (including a network administrator) needs to perform system administration tasks. At the 
highest level, most of the information is categorized according to adminstrative functions (listed and 
defined in Section 10.2.) Table 5 lists the topics in the OZIX system administration information set, 
together with their estimated page counts. 

Table 5: OZIX System Administration Information Set 
Topic 

OZIX System Administration Overview 

System Programming 

Network Administration 

Account Administration 

Security Administration 

Trusted Facility Manual 

Security Facility Users' Guide 

Routine Operations 

Man pages 

Management Control Language (MCL) reference ma
terial 

Page Count1 

100 

250 

300 

100 

300 

250 

100 

200 

OSP/DECwest Writers 

tbd 

tbd 

Debbie Walkowski, tbd 

tbd 

tbd 

Marcia Aguero 

Marcia Aguero, Debbie Walkowski 

tbd 

1The page-count definition may require redefinition to present a more accurate appraisal of the online documentation devel
opment. These page-count estimates are based upon traditional, hardcopy algorithms. 
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The information for each administrative role consists of modules, or topics, corresponding to specific 
tasks performed by that role. Each administrative role represents an item on the top-most system 
administration menu within the online documentation system. 

The following list shows the highest-level information categories and the tasks to be documented for 
them. Note that three of the categories do not directly correspond to a particular administrative role; 
the reasons for this are explained within the list. 

• OZIX System Administration Overview 

Audience: All types of administrators 

Because most of the information set corresponds to administrative roles, we need a set of in
formation that provides a high-level overview of OZIX system administration-what tasks are 
required, who should perform them, when the tasks must be performed, and so on. This infor
mation is addressed from a conceptual perspective only; task-oriented information, along with 
conceptual information pertinent to each task, is documented in other topics such as System 
Programming and Network Administration. 

• System Programming 

Audience: System programmers 

This topic consists of any information that the system programmer needs to perform his or her 
job. Typically, the system programmer handles any non-routine and technically sophisticated 
tasks outside of network management (for example, software installation and creating device 
special files). 

• Network Administration 

Audience: Network administrators 

This topic includes any information related to managing the network. The two main components 
documented in this topic are TCP/IP and DECnet-OZIX. Management of other services, such as 
Bind, Kerberos, and NFS is also described. 

The OZIX system administration information provides DECnet information in such as way as 
to enable smooth integration between DECnet administration and other OZIX network admin
istration tasks. 

Any descriptions of OZIX implementations of networking protocols (such as TCP, IP, ICMP, UDP, 
and ARP) are documented as part of the OZIX operating system internals information, and not 
as part of the system administration information set. 

• Account Administration 

Audience: Account administators 

The account administration topic describes how to manage two specific areas of the system-user 
accounts and system accounting. 

• Security Administration 

Audience: All types of administrators, Programmers 

The security administration information falls into two categories: 

- The Trusted Facility Manual (B2 requirement) 
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Required for B2 certification, the Trusted Facility Manual (TFM) contains all information 
needed to implement, maintain, and monitor B2-level security on an OZIX system. The 
information is directed toward all types of administrators, namely system programmers, 
network administrators, auditors, security administrators, account administrators, and op
erators. The TFM contains a se_ction_ for each type of administrator, describing his or her 
responsibilities with respect to system security. The TFM is especially important to the 
security administrator. 

It is assumed that implementing the TFM online satisfies the B2 requirement for this doc
ument. 

Security Facility Users' Guide (B2 requirement) 

Audience: System Administrators, Programmers 

The primary purpose of the Security Facility Users' Guide (SFUG) is to document any secu
rity information that a non-administrative user might need, such as how to set file protection 
and choose a secure password. This information also functions as prerequisite reading for 
the system administration staff. 

This information is required for B2 certification. 

• Routine Operations 

Audience: Operators 

This information is directed to those administrators assigned to perform routine operations on 
the OZIX system. Examples of topics documented in this part of the information set are: printer 
setup and management, job control, and backup and restore. 

Many of the tasks normally performed by a general user, such as deleting a print job, are 
performed by the operator instead, at the user's request. This is a necessary effect of B2 security 
certification and is in line with traditional commerical environments. 

• Manpages 

Audience: All types of administrators 

The man pages related to system administration will come from the Open Software Foundation. 
We plan to modify those man pages wherever appropriate due to OZIX-specific requirements. 
The man pages serve as the documentation for any UNIX-style commands. 

• Management Control Language (MCL) reference material 

This information contains the syntax and descriptions of the MCL commands that are used to 
manage any objects registered with the management backplane (including DECnet objects). 

11 OZIX Application Programming Information Set 

This section describes the information set that is provided for OZIX application programming. It 
includes an overview of the OZIX application programming environment, an audience definition, the 
added value that the programming information set specifically provides, the online and hardcopy 
documentation strategy, and a summary of the application programming information set. 
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11.1 Application Programming Environment Overview 

OZIX products are designed to provide an application programming environment that increases pro
grammer productivity and decreases application time-to-market. The environment provides a full 
set of standard programming interfaces, to further application portability and interoperability. OZIX 
provides a robust operating environment for applications, with superior price/performance among 
open systems platforms. 

The programming environment provided by the base OZIX system can be summarized as follows: 

• Standard application development utilities and commands, for example, ld, dbx, prof, secs, make, 
lex, grep, and awk 

• Added-value application development commands and utilities, including support for enhanced 
message catalogs, and support for building and loading subsystems 

• Standard application programming interfaces (APis) as specified by the OSF AES, X/Open XPG3, 
POSIX 1003.1 and the ANSI C standard: 

General purpose routines 
Math routines 
Curses screen handling routines 
Primitive database management routines 
Socket/X.TI interface routines 
OSF/Motif support routines 
Xll Toolkit and widget support routines 
GKS and PHIGS routines 

• Added-value routines: 

DECnet routines 
DECwindows Toolkit routines 
Compound Document Architecture DDIF routines (support, viewer) 
RPC routines 
Security support routines 
Compound string support routines 
Bundled application interfaces to INGRES and for SQL support (third-party) 
Concert Multithread Architecture (CMA) routines 
Online Diagnostic Monitor (ODM) routines 
Logging and error recovery routines 
DECprint routines 

• Bundled programming languages (ANSI C) 

In addition to the environment provided by the base system, other features are provided by Digital 
layered products and by third-party products (for example, COBOL, FORTRAN, and CASE tools). 

11.2 Audience 

The primary audience for the OZIX application programming information set is programmers de
veloping commercial applications for the open systems production market. A secondary audience is 
programmers developing technical applications, who are using OZIX because it is better than the 
other open systems platforms. 
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As with traditional UNIX systems, programmers on OZIX require standard application programming 
interfaces (APis) and utilities. Beyond standard functionality, however, they also require leadership 
performance, increased application and data availability, stringent security, and increased maintain
ability and extensibility. 

Commercial programmers 
Commercial programmers can be divided into two categories: those who deal only with the tools 
layered on top of the system (CASE environment, database tools, forms managers, etc.), and those who 
also interact with the operating system features. The documentation on the development environment 
is applicable to both types. The rest of the OZIX programming information set addresses the second 
category of programmers. Programmers who deal mostly with the layered tools are addressed by the 
tools documentation. 

The commercial programming audience that interacts with the operating system features is charac
terized as follows: 

• Applications-Commercial programmers on OZIX Version 1 are developing applications such as 
telecommunications systems and non-mission-critical accounting packages. 

• Software experience-They are experienced in application development, and are most familiar 
with MVS and its related components (such as JCL, TSO, VM, and CMS). They may have used 
some flavor of the UNIX operating system. Their primary programming language is COBOL, 
with some use of C in the telecommunications field, and some use of FORTRAN for financial 
modeling. 

• Customer category-Commercial programmers on OZIX work for end-user companies and for 
Digital third-party software vendors. Some are Digital engineers developing commercial layered 
products. 

• New versus old code-The majority of our commercial customers for OZIX Version 1 will be 
writing new applications for this platform, rather than porting over old code. 

• Standards-OZIX programmers are very concerned with adherence to standards. A small per
centage of the time they may take advantage of added-value features, but they isolate non
standard code into separate modules. 

• Interoperability-OZIX commercial applications need to interoperate with the following environ-
ments, from most prevalent to least: 

MVS 
Other UNIX environments (System V, XENIX, and SunOS) 
VMS 
Small systems (MS-DOS, Macintosh, OS/2) 

• Development environment--We don't yet have the complete picture, but we believe that com
mercial programmers require an integrated edit, compile, debug, and test environment, plus 
sophisticated configuration management. These programmers will accept a more structured 
CASE environment than will traditional technical UNIX programmers. They are interested in 
reducing application time-to-market and creating applications that are easy to maintain. 

• Individual hardware-Commercial programmers are often using character-cell terminals (CCTs) 
and personal computers (PCs). A percentage of them are moving toward workstations for the 
future. 
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Technical programmers 
The secondary audience of technical programmers on OZIX can be characterized as follows: 

• Applications-Technical programmers are developing applications such as lab monitoring sytems, 
process control, and scientific modeling. 

• Software experience-They are experienced in application development, and have used some fla
vor of the UNIX operating system. Their primary programming languages are C and FORTRAN. 

• Customer category-Technical programmers on OZIX work for end-user companies, for Digital 
third-party software vendors, and also include Digital engineers developing layered components 
and products. 

• New versus old code-A smaller percentage of programming involves writing new code, either 
entire new applications or new portions of existing applications. The larger percentage of the 
programming involves migrating existing code from other platforms. 

• Standards-OZIX programmers are very concerned with adherence to standards. A small per
centage of the time they may take advantage of added-value features, but they isolate non
standard code into separate modules. 

• Interoperability-OZIX technical applications need to interoperate with the following environ-
ments, from most prevalent to least: 

ULTRIX/OSF 
UNIX systems from other vendors (mostly BSD) 
VAXNMS 
Small systems (MS-DOS, Macintosh, OS/2) 

• Development environment-Technical programmers require an integrated edit, compile, debug, 
and test environment, plus sophisticated configuration management. They are interested in 
reducing application time-to-market and creating applications that are easy to maintain. These 
programmers prefer a CASE environment that is not too rigidly structured. 

• Individual hardware-Technical programmers are using a variety of hardware, including character
cell terminals (CCTs), personal computers (PCs), and bitmapped screens (either workstations or 
windowing terminals). 

11.3 Added Value 

The OZIX application programming information set adds value in the following ways: 

• The programming information set provides easy and direct online access to the information. 

All of the information is available online. The online documentation system provides immedi
ate access to necessary information, often in a context-sensitive fashion from the programming 
environment. 

• The information set is integrated with the programming environment. 

Documentation is directly tied to any aspects of the programming environment that have a 
windowing interface. 

• OZIX documentation provides a comprehensive set of task-oriented information. 

A wealth of task-oriented information is provided, giving the programmer information that is 
directed at the specific tasks they are performing. 

• The information set documents added-value features of the software. 
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The information set describes such added-value features as enhanced application performance 
tools, multithreading, and industry-leading compilers. 

11 .4 Strategy 

The strategy for the OZIX application programming information set encompasses several areas: on
line presentation strategy, hardcopy strategy, and the relationship to other documentation. The 
following subsections describe these areas. 

11.4.1 Online Presentation Strategy 

Our long-term strategy is aimed at programmers using bitmapped screens (workstations or window
ing terminals), but in the short term, it is also important to address character-cell terminals. 

The online documentation is organized according to programming tasks. Within each topic, the 
information is divided into several subtopics or modules. 

Bltmapped screens 
All of the OZIX application programming documentation is available online from bitmapped screens. 
There are multiple ways to enter the online documentation system, but once a programmer accesses 
any portion of the programming documentation online, they can use the online documentation system 
to navigate to any other portion of the documentation. 

The online programming information is accessed in the following ways: 

• If a component of the programming environment has a windowing interface, the documentation 
is tightly integrated with the application and is accessed in a context-sensitive fashion. 

• Language and routine syntax reference information is accessed in a context-sensitive fashion 
from the text editor(s) that support this feature. 

• All the programming information is accessible through the main interface to the documentation 
system. From the main interface the programmer can perform a search, browse a topics list, 
and so on. 

The "main interface" refers to the non-context-sensitive way to enter the online documentation 
system. The actual interface is TBD. The user might select an entry such as "documentation" 
from an applications menu, or click on a documentation or help icon, or issue a command. 

Character-cell terminals 
Programmers using character-cell terminals will not be able to access the complete programming 
information set in an online fashion. Reference information will be available in traditional reference 
page (man page) format. They will need to use hardcopy documentation or a bitmapped screen to 
access the conceptual and task-oriented material online. 

11.4.2 Hardcopy Strategy 

The hardcopy strategy for the OZIX application programming documentation is the same as that for 
the overall OZIX information set. As with the rest of the information set, hardcopy documentation 
will be produced from the same source files used for online information. 

Like the online information, the hardcopy information is organized according to programming tasks. 
It is likely that the information for each of the tasks will represent a separate volume or book. 
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11.4.3 Relatlonshlp to Other Documentation 

The OZIX application programming information set has the following relationships to other docu
mentation: 

• Many of the OZIX programming environment features are in common with the ULTRIX envi
ronment. There is an attempt to share documentation with ULTRIX wherever possible. 

• Programmers use system features that are common to many types of users, and not just specifi
cally provided for programmers. Programmers need access, therefore, to general user information 
(for example, overall security concepts, and file manipulation commands such as Zs). 

• Programmers also need access to information in the system and network administration infor
mation set, such as networking concepts. The online documentation software permits easy and 
direct access to this complementary information, regardless of the fact that it resides in another 
portion of the OZIX information set. 

• To support customers, this information set is used by field support personnel, and therefore, 
complements the support information set. 

• Many of the references pages (man pages) document features that are specified by the OSF. It is 
likely that we will use the OSF reference pages as a basis, and modify them where appropriate 
to meet the needs of OZIX. 

• Information on writing AIA-compliant applications is common with VAXNMS and ULTRIX. This 
information overlaps with those documentation sets. 

11.5 Application Programming Information Set Summary 

The OZIX application programming information set provides conceptual, procedural, and reference 
information to programmers writing applications on OZIX. 

The programming information set is a combination of common and unique documentation. To rein
force the message of a programming environment that adheres to standards and is consistent across 
Digital open systems platforms, every effort is made to provide common documentation with ULTRIX 
wherever possible. Where OZIX provides added value beyond other open systems platforms, we pro
vide unique documentation. 

Approximately 90% of the programming documentation is common and is written at OSP/DECwest, 
OSP/Spitbook, or OSP/Palo Alto. Approximately 10% of the programming documentation is unique 
to OZIX and is written at OSP/DECwest. Note that these percentages are strongly dependent on 
engineering adhering to common functionality, and on the implementation of a successful common 
documentation strategy. 

The programming information set is organized into broad topics which relate to the tasks performed 
by programmers. These topics form the overall structure of the online documentation modules for 
programming. Table 6 lists the topics in the OZIX application programming information set, together 
with their estimated page counts. 

Each topic can include conceptual, procedural, and reference information. Many of the traditional 
routine reference pages (man pages), therefore, are included in a particular topic in the table, rather 
than being a line item of their own. (The exceptions are the miscellaneous routines that are not part 
of another topic at this point.) The static structure of the table, though, does not reflect the flexibility 
available to the programmer with the online documentation system. When reading information 
online, the programmer can access reference material either through cross-references in procedural 
or conceptual modules, or in a more component-oriented fashion with the index. 
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Table 6: OZIX Application Programming Information Set 

Topic 

Introduction to the OZIX Application Programming 
Environment 

Building Applications 

Writing Applications for OZIX 

Writing Portable Applications 

Writing Application Interfaces 

Writing Distributed Applications 

Writing Multithread Applications 

Writing Secure Applications 

Writing International Applications 

Writing Graphics Applications 

Writing CDA Applications 

Using INGRES, SOL 

Porting Applications to OZIX 

Improving Application Performance 

Other reference material 

Using C 

Page Count1 

50 

345 

50 

30 + tbd2 

940 

250 

100 

70 

500 

800 

300 

200 

60 

500 

630 

OZIX Master Documentation Plan 

OSP/DECwest 
Writers 

tbd 

Bill Muse 

Bill Muse 

tbd 

tbd (put online) 

Liz Hunt 

tbd 

tbd (put online) 

tbd (put online) 

tbd (put online) 

tbd (put online) 

Bill Muse 

Liz Hunt 

tbd 

Steve Johnson 

Other Writers 

OSP/Spitbrook 

OSP/Palo Alto 

OSP/Spitbrook 

CMA writer 

OSP/Spitbrook 

OSP/Spitbrook 

OSP/Spitbrook 

Third party 

OSP/Spitbrook 

OSP/Spitbrook 

1The page-count definition may require redefinition to present a more accurate appraisal of the online documentation devel
opment. These page-count estimates are based upon traditional, hardcopy algorithms. 

2The page count of DECwindows, OSF/Motif, and X documentation is TBD. 

The following list provides a brief description of the documentation for each topic. For more detailed 
information, see the individual documentation module plans. 

• Introduction to the OZIX Application Programming Environment 

This module describes the system from a programmer's point of view. It provides an overview of 
the utilities, tools, and programming interfaces that are available. It highlights the features and 
benefits of the system that make it particularly suited to application design and development. 

This module includes summaries and overviews, rather than straight procedural or reference 
information. 

• Building Applications 

This topic is really a collection of modules that describe the mechanics of putting together an 
application. (Note that writing application code is covered in another module.) These modules 
include the following topics: 

Managing source code 

Debugging applications 

Using the message facility 

Preparing software for distribution 

Building large applications 
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This set of modules includes procedural information on the tasks, reference information on the 
tools and utilities, and some conceptual information. 

Of the 345 pages, 225 pages are common with ULTRIX and are written at OSP/Spitbrook, and 
120 pages are new pages written at OSP/DECwest. A minimum amount of effort is required to 
modify the 225 common pages to be used with the online documentation system. 

• Writing Applications for OZIX 

This is a large topic, so it is divided into the following modules: 

Writing Portable Applications 

This module describes how to write applications that are portable across multiple platforms. 
This module addresses various levels of portability, such as X/Open compliance, OSF com
pliance, and AJA compliance. 

This module is related to the module on porting applications to OZIX, but this module 
addresses writing portable applications from scratch, as opposed to porting existing appli
cations. 

This module includes guidelines on portable application design and reference information 
indicating which features are supported on which platforms. 

Writing Application Interfaces 

This module describes how to create user interfaces for applications on OZIX. DECwindows, 
OSF/Motif, Xll, and curses are included. The text for this documentation module is shared 
with ULTRIX. The majority of the documentation is written at OSP/Spitbrook and OSP/Palo 
Alto, and the page count is TBD. A small section on adding online documenation to an 
application is written at OSP/DECwest (approximately 30 pages). 

This module includes task-oriented material on creating user interfaces, reference informa
tion on the user interface tools and routines, and style guide information. 

Writing Distributed Applications 

This module describes how to write applications for the distributed environment, including 
how to use DECrpc, the X/Open Transport Interface (XTI), the Berkeley Socket Interface, 
Packet filters, and DECnet-OZIX. 

The current thinking is that the text for this documentation module can be shared with 
ULTRIX because the product functionality is equivalent. The estimate of 940 pages is the 
current page count for these topics in ULTRIX. The documentation effort required on this 
module for OZIX is to modify the information so it can be displayed online. 

This module includes procedural information on distributed applications and reference in
formation on the routine interfaces. 

Writing Multithread Applications 

This module describes how to write applications on OZIX that employ multiple threads of 
execution within a single address space. Multithread applications are written using the 
portable services provided by the Concert Multithread Architecture (CMA). Examples of 
topics in this module include creating and terminating threads, scheduling threads, using 
handles, and thread synchronization. 

This module includes conceptual information on such topics as objects and handles, proce
dural information on using multiple threads of execution, and reference information on the 
CMA routines. 
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The reference material is shared with the ULTRIX documentation set, and potentially any 
other platform that implements CMA (approximately 150 pages). The OZIX documentation 
group will need to apply a minimum amount of effort to these pages to enable them to be 
displayed online. The conceptual and procedural information should also be shared, but may 
be written at OSP/DECwest if it is not first available on another platform (approximately 
100 pages). 

Writing Secure Applications 

This module describes how to design applications that must execute in a secure environment. 
This module outlines the security considerations that must be addressed, and describes 
how to use the application interface to the security subsystem to perform auditing, quota 
management, and convert channel control. This module also describes how to install new 
access control models, new access control classes, and new security authenticators. 

This module has cross-references to the general user and system administration information 
sets for information on general security concepts and user-level security functions. 

This module includes secure application design considerations, procedural information on 
using the security subsystem interfaces, and reference information on the security routines. 

This documentation module is unique to OZIX and is written at OSP/DECwest. 

Writing International Applications 

This module describes how to write or adapt applications to meet international requirements, 
such as those of multiple local languages and the specific character sets associated with 
them. This module describes the tools and functions that enable the internationalization of 
programs and the environment in which they operate. 

This module consists primarily of conceptual and procedural information, with pointers to 
the associated reference pages. 

The text for this documentation can be shared with ULTRIX. The documentation effort 
required on this module for OZIX is to modify the information so it can be displayed online. 

Writing Graphics Applications 

This module describes how to use GKS and PRIGS. This module is common to ULTRIX and 
OZIX, and is written at OSP/Spitbrook. A minimum amount of effort is required to modify 
the common documentation for online use. 

This module includes procedural and reference information. 

Writing Compound Document Architecture Applications 

This module describes how to use the DDIF support and DDIF viewer routines. This module 
is common to ULTRIX and OZIX, and is written at OSP/Spitbrook. A minimum amount of 
effort is required to modify the common documentation for online use. 

This module includes procedural and reference information. 

• Using INGRES, SQL 

This module describes how to use INGRES and SQL support in OZIX applications. This module 
is common with ULTRIX, and is written by a third-party vendor. 
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• Porting Applications to OZIX 

This module describes the nuts and bolts of porting an existing application to OZIX. It helps a 
programmer identify the usually small portions of an existing application that are not portable 
to OZIX, and instructs them how to adjust the code for OZIX. This module contains language
independent and language-dependent information, and addresses migrating from a variety of 
platforms. 

This module primarily consists of procedural information on how to move an application to OZIX. 

The estimated page count of 200 pages may be high. For comparison, though, the well-received 
PMAX Migration Guide written by ESG was over 300 pages. This module is unique to OZIX and 
is written at OSP/DECwest. 

• Improving Application Performance 

This module describes how to analyze the performance of an application using the OZIX perfor
mance tools. It also provides methods for using the performance analysis data to identify and 
eliminate performance bottlenecks in an application. 

This module includes procedural information on analyzing and improving performance, and ref
erence information on the application performance tools. This module is mostly common with 
ULTRIX and is written at OSP/DECwest. 

• Other reference material 

Some routine reference material is not included in the above topics, and for now, is collected 
here. These topics include system calls, general purpose routines, math routines, and primitive 
dbm routines. 

This module consists of reference material, and is common with ULTRIX. 

• Using C 

This module provides complete reference information for the C language on OZIX, as well as 
task-oriented information on using the C language and compiler. This module is common with 
ULTRIX, and is written at OSP/DECwest. 

12 OZIX Software Support Information Set 

This section describes the information set that is provided for OZIX software support. It includes an 
overview of the OZIX software support environment, an audience definition, the added value that the 
support information set specifically provides, the online and hardcopy documentation strategy, and a 
summary of the software support information set. 

The software support information set is intended for use by both customers and support personnel. 
License management determines which modules of the software support information set are able to 
be viewed by customers. 

12.1 Software Support Environment Overview 

The software support environment provides support personnel with information to install, maintain, 
and troubleshoot the OZIX operating system and related applications. Comprised of information that 
emphasizes a functional approach, support documentation allows support personnel to install the 
OZIX operating system easily, or restore a malfunctioning operating system quickly. 
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To perm.it easy installation, a functional approach provides complete steps for the installation of 
the OZIX operating system and applications. These functional steps range from a delineation of 
prerequisites to verification that the installation is complete. 

To perm.it prompt restoration, a functional approach provides specific steps that identify the problem 
and return the software to · a normal operating condition. Where a functional approach does not 
apply, as in problems at the internals level, conceptual information provides the necessary detail for 
support personnel to understand the normal operation of each component of the operating system. 
Conceptual information provides the foundation for functional information, and is linked or cross
referenced extensively to specific, known problems. 

The structure of the software support environment consists of information for installation and four 
levels of maintenance. This structure reflects the activities of support personnel at various support 
levels, such as at the customer site or the Customer Support Center. Additionally, because of a 
modular format, this structure allows for use of support information by customers, as determined by 
the License Management Facility (LMF). 

Installation addresses a normal sequence of events, leading to a complete, successful installation 
of the OZIX operating system. Troubleshooting, however, addresses abnormal occurrences within 
a normal sequence of events. To correct malfunctions quickly, the software support environment 
approaches simplistic problems at a high level (level 1) and complex problems at a low level (level 4). 
Figure 2 shows the troubleshooting structure of the software support environment. 

Figure 2: OZIX Software Support Environment Troubleshooting Structure 

• Level-1 Troubleshooting 

System 
Messages 

Troubleshooting 
Tree 

Troubleshooting 
Guide 

Internals 

Level-1 Troubleshooting 

Level-2 Troubleshooting 

Level-3 Troubleshooting 

Level-4 Troubleshooting 

Level-1 troubleshooting includes top-level information to quickly identify and define specific, 
known problems. OZIX System Messages provides this information, with cross-references to 
level-2 information as needed. OZIX System Messages includes all error messages generated by 
the operating system, in addition to symptoms for known problems. 

• Level-2 Troubleshooting 

Level-2 troubleshooting includes procedural information to quickly resolve specific, known prob
lems. The OZIX Troubleshooting Tree provides this quick-reference information, with cross
references to level-1 and level-3 information as needed. The OZIX Troubleshooting Tree includes 
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procedures for each system message defined within OZIX System Messages, in addition to pro
cedures for known problems. 

• Level-3 Troubleshooting 

Level-3 troubleshooting includes detailed, conceptual information that directly supports the level-
2 procedural information, allowing abstract resolutions to be developed, as needed. The OZIX 
Troubleshooting Guide provides this information, with cross-references to level-2 and level-4 
information. 

• Level-4 Troubleshooting 

Level-4 troubleshooting includes the internals information needed to resolve problems that can
not be corrected by higher levels of troubleshooting. The internals information is primarily 
conceptual, providing the foundation for a general understanding of the system. OZIX Internals 
provides this detailed information, with appropriate cross-references to higher levels of docu
mentation. Source code also may be available to complement OZIX Internals, depending upon 
LMF and the needs of support personnel. 

12.2 Audience 

The following Digital personnel use the OZIX software support environment information set: 

• Field Service Engineers, first- and second-level support 

• Customer Services support staff 

• Customer Support Center staff 

• Software Services personnel 

• Design engineers 

• Support engineers 

• Manufacturing personnel 

12.3 Added Value 

The OZIX software support environment information set adds value in the following ways: 

• The support information set provides quick and accurate documentation to support personnel, 
minimizing computer down time. 

• The online documentation system provides immediate access to needed information, eliminating 
time spent accessing information through hard copy. 

By linking OZIX engineering applications such as OZIX installation or the Online Diagnostic 
Monitor (ODM) to the documentation, it is possible to access needed information as problems 
occur during the execution of each application. 

12.4 Strategy 

The strategy for the OZIX software support information set encompasses several areas: online pre
sentation strategy, hardcopy strategy, the relationship to other documentation, and the relationship 
to training. The following subsections describe these areas. 
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12.4.1 Online Presentation Strategy 

The OZIX software support environment information set will be developed for an online presentation, 
linked to two OZIX engineering applications: OZIX installation and ODM. This online presentation 
includes the use of context-sensitive help and DECwindows-style help to access information directly 
related to a specific part ·of the engineering applications. 

The content of the documentation is modular in structure, enabling easy, quick referencing. 

Engineering development will provide a command-line interface for OZIX installation and ODM, as 
opposed to a graphical interface, for Version 1. A graphical online documentation presentation with 
linking to OZIX engineering applications will be implemented in Version 2. 

Online access to the OZIX software support environment information set is determined by the License 
Management Facility (LMF). Through a facility to be provided subsequent to Phase 1 exit, LMF 
will isolate Digital-internal information from unlicensed customers. OZIX internals information is 
available only to Digital support personnel. 

12.4.2 Hardcopy Strategy 

The hardcopy strategy for the OZIX software support environment information set is the same as that 
for the overall OZIX information set. As with the rest of the information set, hardcopy documentation 
will be produced from the same source files used for online information. 

Although support documentation emphasizes an online approach, quality will not be sacrificed for 
hardcopy development to accomplish online development. When hard copy is the primary deliverable, 
a modular approach will still be taken for consistency with the online approach. 

12.4.3 Relatlonshlp to Other Documentation 

The relationships among the OZIX software support environment information set, the OZIX system 
management environment information set, and the OZIX application programming environment in
formation set are integrated and interdependent. In addressing issues and problems that customers 
encounter, support personnel may use the entire OZIX software information set; however, correcting 
OZIX internals issues and problems requires a narrower definition, which is accomplished through 
support documentation. 

Because a functional approach often crosses task definition boundaries, a distinct separation is diffi
cult. One virtue of online documentation is that these interdependencies become transparent to the 
user, making a functional approach feasible. 

12.4.4 Relatlonshlp to Training 

The relationship between the OZIX software support environment information set development and 
training addresses a number of areas: online documentation, review strategy, and feedback from 
training personnel. One basic premise in the development of the OZIX software support environment 
information set is that it should minimize the development of training documentation. 

The relationship between online documentation and training merges with computer-based instruction 
(CBI). The OZIX software support environment information set provides linking capabilities for a CBI 
application. 

The relationship to training includes a review of the OZIX software support environment information 
set during all phases of development, to ensure compatibility with CBI and to ensure an appropriate 
level of content. This coordination is important to minimize the repetition of information between 
training courses and the documentation. 
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The relationship to training includes training personnel providing feedback to writers on both the 
online interface and the content of the OZIX software support environment information set. Through 
this interaction with training personnel, writers can gather initial comments for corrections and 
improvements to usability and content. 

12.5 Software Support Information Set Summary 

The OZIX software support environment information set includes information specifically for support 
personnel. Table 7 lists the topics in the OZIX software support environment information set, together 
with their estimated page counts. 

Table 7: OZIX Software Support Environment Information Set 
Topic 

OZIX Installation 

OZIX System Messages 

OZIX Troubleshooting Tree 

OZIX Troubleshooting Guide 

OZIX Internals 

Page Count1 

50 

200 

200 

350 

600 

OSP/DECwest Writers 

Bill Talcott 

Bill Talcott 

Rob Shuster 

Rob Shuster 

Gordon Furbush 

1The page-count definition may require redefinition to present a more accurate appraisal of the online documentation devel
opment. These page-count estimates are based upon traditional, hardcopy algorithms. 

• OZIX Installation 

OZIX Installation includes information and procedures for the installation of the OZIX operating 
system. Installation includes the following elements: 

Prerequisites 

OZIX operating system installation 

Installation verification 

Default responses during installation 

Installation-to-system-management interface 

• OZIX System Messages 

OZIX System Messages includes information needed to understand each system message, and 
necessary cross-referencing information to the OZIX Troubleshooting '.lree. Additionally, OZIX 
System Messages provides other information related to specific, known problems defined within 
the OZIX Troubleshooting Tree. This topic is the first level of four in the troubleshooting se
ries, preceding the OZIX Troubleshooting Tree. OZIX System Messages includes the following 
elements: 

Structure of information modules for system messages 

System messages 

File names for system messages 

Other symptoms 
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• OZIX Troubleshooting Tree 

The OZIX Troubleshooting Tree includes text and graphical information for troubleshooting spe
cific malfunctions in the OZIX operating system. Through a troubleshooting tree format, users 
are able to address a specific problem and follow a predefined series of steps for correction of the 
problem. This topic will evolve as problems with the operating system are understood; however, 
the initial set of information is based on problems found during analysis of the ULTRIX-32 Cus
tomer Support Center (CSC) database, during usability testing, and during field test. Subsequent 
information will be a product of information gathered by the Customer Services organizations 
on the OZIX operating system. Steps to resolve system messages will be included within this 
topic also. 

The structure of the topic is preliminary, but should include information that introduces the 
troubleshooting method, describes use of the topic, provides any necessary cross-referencing to 
OZIX System Messages, and provides any supporting information required to fully understand 
the troubleshooting scenario. This topic is the second level of four in the troubleshooting series, 
preceding the OZIX Troubleshooting Guide. 

• OZIX Troubleshooting Guide 

The OZIX Troubleshooting Guide is a reference guide that provides an in-depth, detailed descrip
tion of the OZIX Troubleshooting Tree. This topic is the third level of four in the troubleshooting 
series, following the OZIX Troubleshooting Tree and OZIX System Messages. 

The structure of this topic is preliminary, but should closely follow the structure of the OZIX 
Troubleshooting Tree. This topic should provide cross-reference capability to OZIX System Mes
sages as well. When this topic fails to resolve a specific problem, it should permit an easy 
transition to OZIX Internals. 

• OZIX Internals 

OZIX Internals includes detailed information on OZIX internals from both a functional and a 
component point of view. This topic provides users with a detailed description of the components 
of the OZIX operating system and the way in which these components function together. This 
topic is the fourth level of four in the troubleshooting series, following the OZIX Troubleshooting 
Guide. Elements described by this topic include the following: 

OZIX operating system overview 

Base System Architecture 

Application programming interfaces (APis) 

Executive subsystems 

Nub 

Networking protocols 

13 OZIX Schedule 

This section summarizes the project schedule, the documentation milestones, and the production 
schedule for completing all phases of the OZIX project by FRS. Specific schedules for each documen
tation module are available in the corresponding documentation module plan. 
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13.1 Project Schedule 

Table 8 shows the project schedule for OZIX Version 1. 

Table 8: OZIX Version 1 Project Schedule 
Phase Date 

Phase 1 Exit 

Begin external field test 

FAS 

13.2 Documentation MIiestones 

November 17, 1989 

July 1, 1991 

December 31, 1991 

Table 9 shows the schedule for OZIX documentation, based on the OZIX Version 1 project schedule. 

Table 9: OZIX Documentation MIiestones 
MIiestone Date 

Preliminary master documentation plan available 

Phase 1 Exit 

Preliminary individual documentation module plans available 

Begin writing documentation modules 

Customer site visits and polling 

Final master documentation plan approved (signoff) 

Final individual documentation module plans approved (signoff) 

Usability lab testing 

Begin field test production 

Field test draft distribution 

Begin external field test 

Begin final production 

Field test site visits and polling . 

Begin submission to SSB and translation 

Complete submission of modules to production 

Complete final production 

Complete submission to SSB and translation 

Complete field test 

Documentation released for distribution 

FAS 

August 1989 

November 1989 

December 1989 

January 1990 

February 1990 

March 1990 

March 1990 

April 1991 

April 1991 

No later than June 1991 

July 1991 

July 1991 

August 1991 

September 1991 

September 1991 

October 1991 

November 1991 

December 1991 

December 1991 

December 1991 

The following subsections describe the OZIX documentation work to be completed for each of the 
major project milestones. 

13.2.1 Phase 1 Exit 

The OZIX Master Documentation Plan is available for the Phase 1 exit review. Individual docu
mentation module plans for each OZIX module are available when completed in the following public 
directory: decwet::guest1$:[ozix.vl.docplans]. Each documentation module plan includes the writing 
schedule for the module, production information, and a detailed outline of the module. 
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13.2.2 External Field Test 

Prior to final production, field test copies of each OZIX module are available for distribution to 
external field test sites. Field test documents are delivered online as well as in hardcopy form. Field 
test release notes are also produced. 

During the period between field test and SSB submission, the OSP/DECwest production group pro
duces the final masters for each hardcopy manual. Because this period is short, and because of the 
time required for final production, field test comments may not be incorporated into the Version 1 
final masters. If this is the case, and it is determined from field test comments that information 
critical to the understanding of the system is missing or incorrect, this information is included in the 
appropriate release notes; otherwise, field test comments are incorporated into the next release of 
the documentation. 

13.2.3 Final Production and SSB Submission 

All final documents are delivered in both hardcopy and online formats. 

The OSP/DECwest production group produces final masters for all OZIX manuals, including all illus
trations, in camera ready format for SSB submission. Manual submission is staggered to complete 
the submission eight weeks prior to FRS, except for release notes, the master glossary, and the master 
index, which are submitted to the SSB at the time of the software submission. 

The SSB is responsible for printing, stocking, and distributing the OZIX information set by FRS. In 
addition, the SSB provides production and distribution of the OZIX information set on CDROM in 
accordance with DEC STD 073. 

13.3 Production Schedule 

Figure 3 shows time lines representing the OZIX production schedule. It is important to note the 
following points: 

• EFT freeze and Vl.0 freeze dates indicate the last day changes may be entered into a book. 

• A pages-per-week count is included with the copy-editing and proofing, production-editing, and 
quality-assurance phases. It is important that work is submitted to the production group in 
approximately these volumes. 

• The volume of work submitted to the production group multiplied by the number of weeks shown 
on the schedule often totals more than the total number of pages in the information set. This is 
due to some tasks requiring repetition. 
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Figure 3: OZIX Production Schedule 
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This section summarizes the technical writing resources needed by OSP/DECwest to produce the 
OZIX Version 1 information set, including workload estimates, staffing requirements, and current 
resources. 

14.1 Workload Estimates 

The number of pages currently estimated to be written at OSP/DECwest for the general information 
set is 560. This figure includes only the OZIX-specific user information produced to supplement 
the common core of user information to be developed by other OSP groups. Note that common 
user information written elsewhere may require modification for online use, which will increase the 
OSP/DECwest workload estimate. 

The number of pages currently estimated for the system administration information set is 1600. This 
figure includes all OZIX network administration information, but does not include the descriptions 
of any implementations of networking protocols (this is OZIX internals information). 
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The number of pages currently estimated to be written at OSP/DECwest for the application pro
gramming information set is 1340. Another 3485 pages of common programming information written 
elsewhere may require modification for online use. Note that these numbers are heavily dependent 
on a high percentage of documentation being shared with other ULTRIX family products. If some of 
the common pages become unique to OZIX, the number of new pages to be written at OSP/DECwest 
increases considerably. 

The number of pages currently estimated for the software support information set is 1400. 

Therefore, based on current estimated page counts, the total page count for OZIX documentation to 
be written at OSP/DECwest is 4900: 

560 pages+ 1600 pages+ 1340 pages+ 1400 pages= 4900 pages 

14.2 Staffing Requirements 

OSP/DECwest staffing requirements are based on the assumption that one writer can produce 30 
finished pages of documentation per month. This reflects the total time commitment over the course of 
the writing project, including researching, outlining, drafting, reviewing, editing, revising, indexing, 
and submitting the final module to production. 

The introduction of online documentation development redefines this assumption; however, 
scheduling data for writing online documentation is presently unavailable, limiting the current 
estimate to a hardcopy estimate. As the online documentation development is better understood, 
that redefinition will be provided here. 

Assuming that all OZIX manuals must be in stock at FRS, scheduled for December 31, 1991, and 
allowing eight weeks for printing and stocking, the effective date of submission to the SSB is October 
31, 1991. Therefore, all manuals must be signed off and in production by September 30, 1991, the 
Version 1 production freeze date (see Figure 3). 

Although writers can begin writing documentation modules in January 1990, they will continue 
to spend approximately one-third of their time finalizing individual documentation module plans 
and one-third of their time reviewing and editing engineering specifications through March 1990. 
Writers can begin full-time writing in April 1990. Therefore, the OSP/DECwest writing team has 19 
months to complete the writing effort: one-third of the period from January 1990 through March 1990 
(effectively 1 writing month) plus the period from April 1990 through September 1991 (18 writing 
months). 

Using the assumption that one writer can produce 30 finished pages of new documentation per 
month, and using the average effective writing time per writer of 19 months, one writer can produce, 
on average, 570 finished pages of documentation over the course of the project. 

Therefore, 8.6 writers are needed to plan, write, and produce the OZIX Version 1 documentaion to 
be written at OSP/DECwest: 

4900 pages/ 570 pages per writer= 8.6 writers 

In addition, for the 3485 pages of common programming information that may require modification 
for online use, the assumption is that one writer can modify 100 pages of documentation per month. 
Using the average effective writing time per writer of 19 months, one writer can modify, on average, 
1900 pages of common documentation over the course of the project. 

Therefore, 1.8 writers are needed to modify the common programming information for online use: 

3485 pages/ 1900 pages per writer= 1.8 writers 
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The total number of writing resources needed to plan, write, and produce the OZIX Version 1 
information set, therefore, is 10.4 writers: 

8.6 writers+ 1.8 writers= 10.4 writers 

As the online documentation development is better understood, resource estimates may require 
modification, depending upon the accuracy of current estimates. It is anticipated that online 
documentation development may require additional resources, but not fewer. Any redefinition of 
effort will be based upon updated algorithms. 

14.3 Current Resources 

There are currently 10 people in the OSP/DECwest writing group. Jim Jackson manages the 
publications group and has full-time management responsibilities. Marcia Aguero, Liz Hunt, and 
Bill Talcott have half-time project leading and supervisory responsibilities. Cheryl Snyder has 
full-time usability testing/engineering responsibilities. Therefore, the number of available resources 
is effectively 6.5 writers. 

Because 10.4 writers are needed to plan, write, and produce the OZIX Version 1 information set, 
OSP/DECwest needs to hire four additional writers to cover all current commitments. 

15 OSP/DECwest Production Resources 

This section summarizes the graphics, editing, and publishing system support resources needed by 
OSP/DECwest to produce the OZIX Version 1 information set, including workload estimates, staffing 
requirements, and current resources. 

15.1 Workload Estimates 

For production purposes the OZIX information set is divided into two sets: 

1. The first set consists of new information created by OSP/DECwest writers. The page count for 
this set is estimated at 4900. 

2. The second set consists of common programming documentation written by other OSP groups. 
Because the primary focus for delivery of the OZIX information set is online, and many of the 
books in this set may not be produced for online delivery, production resources must be dedicated 
to work on these books. The page count for this set is estimated at 3485. 

Many production tasks need to be repeated as books change (such as text editing, proofing, and 
production editing). Therefore, to allow for a second pass on approximately 30% of the information, 
the production page count for the first set is increased to 6370. Because some books in the second 
set may already be written for online, the page count for that set remains at 3485. 

15.2 Staffing Requirements 

Table 10 shows the different tasks performed by the production group and the hours required to 
complete each task for an average 100-page book containing 15 illustrations. Note that for the 
second set of online books, only the scheduling, quality assurance, Printspec coordination, production 
editing, and CD tape backup tasks are performed. 
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Table 10: Production Task nme Factors 

Task 

Scheduling and coordination 

I18N and translation coordination 

Copy editing and proofing 

Quality assurance 

Printspec and SSB coordination 

Production editing 

Illustration 

Graphics 

Final master printing 

CD tape backup 

Total 

Hours per Book 
(set 1) 

16 

7 

30 

12 

7 

24 

30 

5 

Hours per Book 
(set 2) 

5 

6 

3 

12 
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Total for Oocset 

1194 

448 

1920 

972 

550 

1944 

1920 

320 

64 

98 

9430 

The production phase of the OZIX information set, including copy editing and proofing, production 
editing, quality assurance, and Printspec support, covers a 9-month period (see Figure 3). This 
equates to approximately 1440 hours per person: 

9 months* 4 weeks per month* 40 hours per week= 1440 hours 

Therefore, 6.5 people (illustrators and editors) are needed to complete the production work for the 
OZIX Version 1 information set: 

9430 hours total/ 1440 hours per person= 6.5 people 

Tasks are generally divided equally between editors and illustrators; therefore, three editors and 
three illustrators are required. 

In addition to editors and illustrators, the production group requires support from dedicated 
publishing system administrators. Because the OSP/DECwest publications group is using two 
distinctly different document processing systems (VAX DOCUMENT and ditrof{), two system 
administrators are needed. 

15.3 Current Resources 

There are currently two illustrators, one editor, and one system administrator in the OSP/DECwest 
production group. Craig Kosak supervises the production group, and is available as a backup for many 
tasks, but normally is dedicated to full-time administrative responsibilities (Craig also supervises 
OSPTG). 

Because three illustrators, three editors, and two system administrators are needed to complete 
the production work for the OZIX Version 1 information set, and to provide dedicated publishing 
system support, OSP/DECwest needs to hire one additional illustrator, two additional editors, and 
one additional system administrator to cover all current commitments. 

16 Risks and Dependencies 

This section summarizes the risks and dependencies associated with producing the OZIX information 
set. 
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16.1 Risks 

The development of the OZIX information set includes the following risks, which require monitoring 
throughout the development process for necessary alternative action: 

• A single database provision for both hardcopy and online documentation may not be feasible, 
requiring two sources for documentation. 

• Development of the online documentation system defined by the OZIX writing group may not 
be feasible in the OZIX Version 1 timeframe, limiting the functionality of the documentation 
relative to the operating system, resulting in limited usability of the OZIX information set. 

• If engineering does not adhere to current plans for common functionality with other ULTRIX 
family products, OSP/DECwest resource estimates may increase considerably. 

• Resource estimates may require either additional resources or a reduction of effort, depending 
upon the accuracy of present estimates. 

16.2 Dependencies 

The development of the OZIX information set includes the following dependencies: 

• Writing development is dependent upon the availability and reliability of hardware, software, 
and documentation tools that provide a productive, dependable, and sophisticated documentation 
development environment. 

• Writing development is dependent upon training in the following areas: modular writing 
techniques, authoring tools, usability testing, and indexing for online documentation. 

• Information set accuracy is dependent upon timely development of project source documentation, 
the availability of consultation time with developers as required, and writer participation in 
meetings affecting functionality or product description. 

• Information set completeness and the quality and availability of publications tools is dependent 
upon adequate staffing. 

• Information set timeliness is dependent upon adherence to schedules by engineering 
development, documentation, and production. 

• Information set usability is dependent upon the successful sourcing and testing of an accurate 
and extensive group of users and the availability of an online documentation sytem throughout 
development. 

• Information set quality is dependent upon a successful review strategy. 

• Information set translation is dependent upon the decision of the Digital LEGs to translate OZIX 
information, together with a successful implementation plan, including the timely assignment 
of a UI engineer by IED and at least one GIA translation group representative in Asia, timely 
feedback on the documentation plans and drafts, and the timely transfer of information into the 
translation process. 

• Online information retrieval is dependent upon engineering development to provide the necessary 
hooks to integrate context-sensitive help or DECwindows Help files with graphical interfaces to 
OZIX applications such as configuration management, diagnostic monitor, and installation. 

• Documenting system administration tasks in terms of a windowing interface is dependent upon 
the availability of the OSF/Motif-based manageable object browser/editor in the OZIX Version 1 
timeframe. 
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• Information set production is dependent upon the use of ditroff. Currently, ditroff does not offer 
functionality that allows production of compound and EDMS-compliant PostScript files, nor does 
it support output in the Bookreader file format. The OSP/DECwest production group must either 
find a way to build compound document and EDMS functionality into ditroff or rely on another 
group to do the work. In addition, ditroff needs to be audited to ensure that it supports all 
internationalization requirements. 

• The OSP/DECwest production group is dependent upon OSPTG to provide Bookreader output 
functionality for ditroff. 

• The OSP/DECwest production group is dependent upon SSB to handle printing, stocking, and 
distribution of the information set on CDROM and in hardcopy format. 

• Software support documentation is dependent upon license management to provide a facility 
that isolates Digital-internal information from unlicensed customers. 

• Software support documentation is dependent upon a clear, quick, and efficient method for 
including changes and providing them to support personnel. This effort must be coordinated 
with iterative releases of documentation on CD ROM. 

• The OZIX software support environment must be coordinated with hardware documentation 
development and with all OSP documentation development to ensure the best possible service 
support from Digital. 
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