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Stu Card will present Dealer on Tuesday, June 3 -at 1:30. He'1ll tell us

about some predictions he made concerning the results of an editing
experiment done by RAND.

2—JUN-75 16:24:43-PDT,187,;000000000000
Date: 2 JUN 1975 1624-PDT

From: ADAMS
Subject: 0CG Meeting
To: 0CG:

There will be a meeting on Tuesday morning, June 3, 10:30.
See you in the caterpillar room.

e

3-JUN-75 10:01:23-PDT,204;000000000000
Date: 3 JUN 1875 1001-PDT

From: ADAMS

Subject: ocg meeting

To: 0CG:

Due to circumstances beyond our contral, the ocg meeting will
be postponed until 11:45 a.m. today.
Thank you! '
Syl
3-JUN-75 15:02:05-PDT,482;000000000000
Date: 3 JUN 1975 1502-PDT

“ From: ADAMS

Subject: Seminar - Stanford Design Students
To: 0CG:, MCS:, CSL:, MCS:, LRG:

In connection with a class project this year, three design students
at Stanford University have developed a split keyboard and joystick
for cursor control. This is now running a test program on an Alto.
The students will present the project and demonstrate their system
at 4:00 p.m. on Wednesday, June 4 in the Commons, second floor.

- »o - N
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4-JUN-75 03:39:53-PDT,4678;000000000000 %~
Date: 4 JUN 1975 0339-POT
From: TAFT :
Subject: protocol changes and additions
To: METCALFE, BOGGS

I've been doing some more thinking about higher-level Pup-based
protocols, and it occurred to me that there are an awful lot of
things which aren't written down and which at least I have been
carrying around in my head. It's as easy to send you a message as
it is to write these things on a piece of paper, so here goes:

1) Changes to Pup at the raw packet level



a) The checksum is a ones-complement add-and-cycle, with the value
177777 being taken as meaning "unchecksummed Pup” (rather than 0)

b) Encapsulation on MCA consists of setting the sign bit of the
Pup Length field and sending the whole Pup (with no other header words)
as a single packet (actually, some integral number of physical packets,
using the time-tested techniques of the old MCA protocol}).

¢) Encapsulation of Arpanet packets consists of prefixing the
packet with a standard Imp-Host protocol leader (32 bits), with
1ink number 152 (decimal) and message type 0 (= Regular message)

d) Encapsulation on Ethernet consists of prefixing the
physical destination/source and type words, with the Ethernet Type
of a Pup being 1000 (octal)

e) While the definition of Pup pérmits packets with lengths in the
range 22 to 2t16-1 bytes, 1in practice some limit must be adopted.
The 1imit that has been arrived at is 512 data bytes (i.e. Pup Length

no greater than 534). 1In the ordinary course of events, no host

should be required to handle Pups longer than this, and no host should
generate Pups longer than this if it expects most other hosts to be
able to handle them. Of course, this does not prohibit hosts from
communication using larger Pups by prior agreement amongst themselves.
Nor 1is it necessarily the case that all hosts or all networks will

be able to handle 512-byte Pups [for example, if we ever start using
the Arpanet "uncontrolled packet” mechanism, we will be limited

to Pups of no greater than 1007 bits or 125 bytes].

2) Changes to BSP

a) The "End" sequence 1is broken out from BSP and made into a separate
protocol (the "End Protocol"). The only change is that "End" and
"end Reply" packets use the Connection ID rather than the ID of the
most recently transmitted byte.

b) I think we need some sort of protocol (probably part of BSP)
for resynchronizing the twg ends of the connection, in case of partial
loss of memory at one end. The case I *have in mind is that of the
DLS Alto. I would envision being able to preserve the Connection ID
and the local and foreign port numbé&rs:acréss most Alto crashes
(by writing them on the disk or into a carefully-checksummed region
of memory), but losing track of the current Byte ID's, Interrupt ID's,
etc., since they change too rapidly to be maintained in a safe place.
My first thought is to have a "Resync" packet containing the following
information: the Connection ID in the Packet ID field, and the
sender's opinion of the current Byte ID and Interrupt ID for the
stream he is sending. The receiver of a Resync packet would respond
with a Resync packet containing the complementary information.
I haven't thought out the details, but I think such a mechanism should
work ok. Comments? :
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3) Thoughts for other protocols-

a) I think we need some sort of "Error Protocol” that allows the
sender of a packet to be notified of the cause of the demise of that
packet along the route from source to destination. This will be
particularly important if the source process is to correctly deduce
and correct problems such as Pups being too big to send through
some intermediate network. In the simplest case, all we need is
an "error" packet, constructed (by the process generating the error)
as follows: Pup type set to "error”, source and destination ports
reversed, Pup ID the same as the original packet, and Pup Contents
including some indication of who 1is generating the Error and
a code (with possible arguments) signifying the cause of the error.

b) We need to work out a protocol by means of which hosts can
find out what other hosts are gateways and what other networks are
accessible.

¢) Applications such as shipping encapsulated Arpanet Host-Host
protocol packets and raw magtape records via Pup (even though
such packets are bigger than the maximum-length Pup) will require
some sort of "Multi-packet message” protocol, perhaps analogous
to the way in which Arpanet messages get split apart and reassembled
by the Imps. Such a protocol must be more efficient than BSP.

Core dump completed.
Ed
4-JUN-75 11:21:32-PDT,684;000000000000
Date: 4 JUN 1975 1121-PDT

From: HUNT
Subject: OS
To: “Altousers:

There are new versions of 0S.BOOT, 0S.BM, and
INITALTOIO.BR on <ALTO>.

The new 0S has bugs associated with positioning files fixed;
clarity.al is the default font; stredm-operations are slightly faster;
the new autil is incorporated. There is a new 0S function, SetFilePos,
which is the inverse of FilePos; SetfFilePosfs,v) where s is a
stream and v is a vector. This functioi Teplaces READNEXTPAGE
in the initialization file INITALTOIO. If your program calls
READNEXTPAGE explicitly, it will not work with the new QS!!!

Prebtems should be taken to Bulter or Willie Sue.

5-JUN-75 09:42:51-PDT,486;000000000000
Date: 5 JUN 1975 0942-PDT
From: DEUTSCH
Subject: MITSmobile at Rickey's
To: CSL:, 0CG:, LRG:, MCS:



XEROX PARC CSL INTERNAL MEMORANDUM

TO: Boggs,Baudelaire,Deutsch,Duvall,Fiala,Lampson,Liddle,McCrelght,Melvin
Rider,Shoch,Simonyl,Sproutl,Sturgls,Swinehart,Taft,Thacker,Zelinsky
and others who may wish to find themselves involved

FROM: Bob Metcaife

SUBJECT: Pup Revisited -- Toward a Parc Unlversal Packet

DATE: April 14, 1974

This memo is written and should be read 1 3 pur ) promote an

internetworking packet standard for Par splendiferosity aside, Pup
Revisited Is still only a document's latest vei mstructed inside.
An earlier version entitled 4 Proposed Pup al Packet was distributed on
March 19. And before it, a directly relate 1 Experimental Ethernet File
Transfer Protocol/ was distributed on Februa memo comes with (debated
- and debatable) revisions and further deve ig the two previous memos
obsolete. Deutsch's Tenex A Ini " April 8th is also relevant.
The list of the packet nef arc ....uuss wwicrnets, lLocainets, Arpanets,

MCAnets, and ElAnets. All h, nsidered, more or less, in the personal turmoil
leading to our current pup pri . .

Successful implementation of tworking packet standard will benefit from an
early multi-lateral agreement among the czar(esse)s of Parc's various existing and
planned packet networks (sic). With an early agreed-upon internetworking. standard in
hand, the many network-based systems yet to be built can be done right the first time
-~ bulilt for the internetworking environment. The instrument of this proposed agreement
ts to be an object which we affectionately call a pup, a Parc Universal Packet.

A brobiem barks for our attention: How should we lnterconnect these packet networks '
and the computers to which they are attached? »

- We propose that a standard packet 'protocol be adopted to allow processes living on
‘any of our Interconnected computers to send packets among themselves through any
- of our Interconnected networks. Adoption of such a standard would give us a general
interprocess communication system. Not all host-host or process-process
~communications need use the general pup system, of course; keeping this in mind will
help us prevent our pup from becoming a real dog ("Disgustingly Over General"). Those
that use pups won't care which of our Interconnected networks and computers are’
involved. And this can be a good deal.

Imagine the economies of being able to access the following resources from any
process in the known interconnected world: Rider's "Ears" Slot printing server, Boggs's
magtape-controlling Altos, terminals coming in from the DLS Altos, the Arpanet through
Deutsch's Polos NCP, Polos editors and formatters, the Parc flle system (Maxc now,
distributed later), and a host of others; the net result is important, no matter how you
packet



Pup Revisted/Metcalfe ' 1974 April 14 12:14

1.0 InterNetworking Principles
Here are some higher-level concepts.

1.1 Heterogeneily. We recognize that Parc has its varlous networks, not principally
because of any lingering attachment to obsolete capital equipment, but presumably
because each network seems more suited to certaln applications than the others.
Therefore, in Interconnecting these networks and their computers, we must not simply
wash out the differences with emasculating standards, but breed the benefits of
underlying variety. :

This is to say that we do not intend the proposed pup standard to be all thlngs to alI
people; many will and should avoid Internetwork standards to get at the partlcular
capabilities offered by their favorite network. :

1.2 Encapsulation. Because we are to retain the advantages of our . differing
networks, pups must be in general a subset of the packets carried by each network.
Thus, a pup is to be encapsulated as it passes through any one network so as to be a
recoqgnized type of packet in that network. As only one of many types, the general
pup standard will invoke internetwork processlng overhead only on those packets
requiring it. . .

1.3 Gateways. The active components in the system to be built according to the
standard protocol are (to use internetworking jargon) its "gatewayS". processes which
take packets from one network, diddle them, and hand them to another. From our point
of view, the processes which we often call Network Control Programs (NCPs) are
already gateways; they transmit packets from the software networks of processes
inside computers to the hardware networks outside. With internetwork connections we
. Introduce additional gateways; processes which actually sit at the Junction of two (or
. more) hardware networks. :

- Note: Gateways can be viewed as store-and-forward
packet-switching nodes al the Internetwork level; they
are meta-Imps.

Note: In a host connected to several networks, it Is
likely there would be several NCPs, one for each
network, and a gateway pulling them aII together for
Internetwork sw:tchlng :

1.4 Besl Efforls. We belleve that when a packet is given to a raw process-process
packet system, the system should promise to give only its best efforts to deliverence;
the sender of the packet should expect its successful delivery only with some stated
high probability (say 9/10, or 98/100, or 999/1000) conditional on the destination being
ready and waiting. Higher quality communication, say with generalized process
rendezvous, additional error control, and some fiow control, should be provided with
algorithms Implemented at the application-process level. : ‘

1.5 Thin-Wire Defensiveness. If we bulld our systems so that theilr constituent
processes communicate through thin wires with packets (pups hopefully), then we will
have achieved a high degree of isolation -- modularity by any other name ,smeils as-

sweet. Because thin-wire interprocess. communication is expiicit and requires the
active participation of the sending and receiving parties, processes can be arbitrarily
scrutinizing of their communications; they can be defensive.
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' Along these lines, Ed Taft suggests that one good test of a process is to send it a
random pattern of randomly generated packets to see if it can keep its feet. A
process whlch goes off the deep end on a garbage packet needs flxlng

Perhaps we are approaching something of a methodology for building reliable systems
-= best-efforts thin-wire communication among constituent processes. See thesis.

2.0 The Parc Universal Packet

A pup Is a collectlon of 8-bit bytes: 18 bytes of header and a variablie number of
bytes of contents. The first 2 bytes of a pup header carry its (encoded) /ength. Then
i byte of transport-control bits. Then 1 byte of pup type. Then 2 bytes of sequence
number. Then come two port addresses, each 6 bytes. That's the header. And then
come the pup's (few) content bytes, about which the pup definition has nothing to say.
When a process hands a pup to its local gateway, it expects that the packet wiil be
delivered to the walting destination only with some high, yet to be specified (say -
899/100), probabllity. That's it. .

Note: Yes, the pup header has grown larger (not
. smaller) since last time; it may already be a dog; but
let's be palient.

A pup is a virtual packet; virtuai to the source and destination processes Involved. On
the wires or in the memory of some specific network or computer it may iook different,
encapsuiated, with fields rearranged, with extra flelds containing network-specific
data. You'll see what we mean in the example of how a pup mlght be transported
through an Ethernet, below.

2.1 Length. We propose that the length of a pup be carried as the number. of 8-bit
bytes in the pup, inciuding the length itself, the transport-control byte, the type byte, -
the sequence number, the addresses, and the contents. We further propose, after

Duvall's suggestions below, that this length be encoded. T o '

The purpose of this length is to faciiitate transport of the pup without disrupting Its
contents through the inadvertent adding or subtracting of bits. In fact, as a pup winds
‘its’ way through various networks, it is likely that it wlll acquire a tal/l, extraneous

trailing bits ("padding"), but these are OK; they can be routinely lgnored. ‘

Bill Duvail's comments. on the last version of this proposai call for a redundant, -
constant, "this is a pup" fleld in the pup header and error-checks In the length. The
~intention Is to make it easy to detect a non-pup and to help keep a gateway from
going off the deep end on garbage. Our suggestion is to combine these desirable
features in an encoded length, say the length with parity bits and constant 'patte_rn bits.
Someone should suggest a simple algorithm, weli-suited to "nova" code, which will
encode and decode the length with checking.

2.2 Transport Control. it Is anticipated that the gateway system wiill need to be able
to carry certain information in pups for debugging and control. Two examples come
immediately to mind. The first is that of flushing pups which have been around too
long, say by using a gateway hop count in the transport-control fieid of the pup
header; we mentioned this in our last go-round. The second (suggested by Simonyi) is
that of tracing; with a trace bit in certain pups, their passage through the gateway
network can be followed and reported during debugging and times of malfunction.

We suggest that other transport-control functions will come up and that 8 bits Is
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enough. Say let's have 3 bits of hop count and a trace bit, leaving 4 bits for other :
functions. Bow-wow? v

2.3 Pup Type. The type byte indicates how a pup's contents shouid be Interp(eted.
The Byte Stream Protocol sketched below defines several of these types.

The pup type byte will be useful in identifying a packet, as discussed below for the
sequence number bytes. Ali packets will carry types In one form or another and so
moving a type indicator into the pup header wili not increase our overhead (as a
practical matter), but will aiiow gateways to process pups more intelligentiy..

A reglstry of types should be kept as part of the pup standard. And there should be a
pup type which indicates a non-standard pup. The type byte Is generated by the
source process. : : .

2.4 Sequence ‘Number.

Simonyl suggests that gateways will have several reasons for wanting to identify
packets; tracing Is one. It also appears (we observe) that pups wiil carry sequence
numbers for error and flow control, whether or not their presence is indicated in the
pup standard itself. Therefore, the sequence number {s made a part of the pup
standard so it can be used by gateways (say, In tracing); no overhead is added
because pups wouid have sequence numbers anyway.

It is the responsibility of the source process to assign a pup its 18-bit sequence
number and, therefore, a process's pups are uniquely identifled by gateways only to
the extent that the process keeps the sequence numbers unique.

in the Byte Stream Protocol be|ow. pup sequence numbers are used for retransmlsslon
control, dupiicate suppression, reassembly, and fiow control.

2.5 Addresses. A pup has two addresses. The first is that of the dest!nation port,
the second is that of the source port. A port address is 6 bytes (48 bits) long and
identifies an area/network, a host computer, and a socket in that host. We use the first
8 bits to identify the area/network of a port. We use the second 8 bits to identify
' the port's host computer in the identifled area/network. We use the remalining 32 blts
to Identify the port's socket within the identified host. This addressing scheme is bred
for generality and compatibiiity from those of the Localnet, the WNCAnet, and the
Arpanet.

Note: It seems that no harm Is done to pups If a host
on more than one nelwork Is known by several names,
one for each of those networks. :

The destination port address should be specified by the source process, of course.
The source port address, however, should be specified as it becomes defined. The
source socket number is dropped into the pup as it passes from source process to
local NCP. The source host number should be dropped in as the pup leaves the source
host. And the source area/network shouid be dropped in if and when the pup leaves
the source area/network. This way, Taft points out, a process need not know its
location to operate. The assignment of source indicators in this way also provides the
basic primitive of network access control, Incrementally-trustable source I|dentification.
Such prevents rampant impersonation.

Simonyl and Fiala both suggest that 32 bits Is much too much for socket numbers.
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They argue that no host will ever have that many acllve ports; and they are rlght They
further suggest that 8 bits would be better.

Duvall, Taft, and we, on the other hand, think 32 bits Is better. In Tenex, for analogy,
many more files can be named than will ever exist. Many fewer files can be JFNed
than can be named. Our question is roughly whether the socket number is a port name
or a port JFN. -

To make B bit socket numbers work, a distributed directory servlce (like Tenex's GTJFN
or AT&T's 411 information operator) would be needed. We suggest that, in any event, it
would be nice to have directory processes which map ascli strings Into port addresses
~ an demand. With such directory processes, a service running on some machine in some
network on one particular day could grab a socket from Its host, bundie it up, and send
it with the service's name to the several directory service processes. Like listing a
_phone number in the yellow pages._' This would give us location independence.

The argument for shortening socket numbers is based on the desire to shorten socket
tables and to reduce pup overhead. The arguments against changing from 32 bits are
based on the desirability of our not depending on the existence of directory processes
and on compatibility with Noxlos, Tenex MCA code, and the Arpanet.

" Note: We suggest that Bill Duvall's use of sockel
numbers Is nol qulte the same as that Intended for
- pups. In particular, pup sockets are host-relative; a
pup sockel number helps to speclfy a locatlon, not a
movable prccess name.

Taft polnts out that having large socket numbers reduces the probability of random
garbage or "half~closed connections" messing up somebody's communication.

2.6 Contents. . The definition of a pup Is silent about the contents of a pup. So-called
higher-level protocols, like the Byte Stream Protocol (BSP) to foliow below, go further
by putting meaning on certain pup contents. :
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Figure 1. Pup Format
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2.7 Pup- Problems. There are some problems which need further study One is that .
of the largest pup to be permitted. And another is that of finding appropriate time-
outs.

The Localnet carries a small fixed-length packet of 512 bits, some of which are used
for control information. First, it may be we need to adopt a maximum size for pups so
they'll fit in a Localnet's packets; this would spell doom for raw packet efficiency,
especlally in the lower~performance networks where it counts. (512-(80+144+32))/612
is 50%, right off the top. Or second, we could leave it to the Localnet (and others) to
come up with its own schemes for fragmenting large pups so long as the pups are put
together so as to appear untouched to the destination process. Or third, and this
seems the most attractive right now, we could stick those communicating processes
looking for high bandwidth with the job of deducing the largest pups they can use. with
brute-force trial-and-error. Suggestions?

-8~
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-

Time-outs are central to our brand of reliable communication. If time-outs are chosen
too small, our networks become cluttered with duplicate, successfully delivered
packets. If time-outs are chosen too large, our networks sit idle, with everyone
twiddling their thumbs. Choosing good values for time-outs Is complicated somewhat
when the transporting mechanisms are unknown, as for pups. A pup may just take a
hop through one 50 Mbps circuit in a directly-connected Localnet, or through an earth-
orbiting satellite in the Arpanet, to use the extremes.

We suggest that our programs, to the extent they want to improve the efficlency of
their use of the pup system, attempt to zero in on optimal time-outs (with round-trip
time measurement and time-out adjustment) In the course of their wvarious

communications; a mild form of the trlal-and-error approach, again. : L

2.8 Pup Galeway Rouling. A process instructs its operating system to transmit a pup.
The pup is bundled up in the local gateway, often called the NCP, and its destination
address examined. |If the area/network fleld of the destination port is seen to match
that of a locally connected network, then the pup is appropriately encapsulated ‘and
sent to the indicated destination host. if the area/network field of the destination
- port does not match that of a locally connected network, the gateway must consult its
own routing table to discover how to get the pup on toward its destination, to discover -
which host on a directly connected network is in a position to take the pup into another
area/network cioser to the destination. Gateway routing tables need only contain a
number of entries equal to the number of existing lnterconnected networks, not one for
each host or (ugh!) process.

A gateway could route a pup Into that great bit-bucket in the sky. There are several
reasons why a packet might be discarded and lost at a gateway: (1) nobody here by
that name, (2) pup too big to fit in transporting packet, (3) congestion too high right
now, (4) can't get there from here, or (8) unrecoverable transmission error. A source
process can't, no, shouldn't care which of these strikes his packet down; the recovery
procedure is the same, just time-out and-retransmit. It is possible, of course, that we
might choose to define some pup types for sending by a gateway to a source process
- tor reporting the cause of a pup's demise, but this wouid be a somewhat complicating
choice to be made reluctantly later.

3.0 »Pup Transport through an Ethernet
By way of example, here Is how we propose to carry a pup in the Ethernet.

First will come the required 16 bits of Ethernet addressing data. A destination and
source must be specified in each Ethernet packet, 8 bits for each. The source fleld is
fixed by the gateway's host address on the transporting Ethernet. The destination
fleld is to be derived from the pup's 48 bits of destination address; it might be the
specified host number if the area/network matches that of the current transporting
Ethernet, or it might be the Ethernet address of a host willing to forward the pup
onward to its intended destination elsewhere.

Next comes the Ethernet's own standard type word with the specific type "pup". This
type Is used by the receiving Ethernet's host's NCP to recognize the packet as a pup
and to glve it the gateway handling it deserves.

Note: Such handling might be (1) nothing more than
handing it off lo the addressed porl’s process, or (2)
perhaps routlng and reformatling for injection Into an
MCAnet, or Localnet, or Arpanet, or (3) perhaps
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immedlate discard for any one of a number of
reasons.

And next would come the pup Itself in its entirety, transported In the required number
of 16-bit words. v

Figure 2. Ethernet-Encapsulated Pup

Destination 2 - Source
Host f Host

Ethernet type Is "pup”

Pup Header

Pup Contents

4.0 Byte Stream Protocol

And now, as an example, we offer a 2-page protocol with which two processes would
transfer an error-free, flow-controlled byte-stream at the maximum rate possible, using
pups.

We define the use of the following pup types. A registry of such types should! be
kept. They are: RTS, STR, Data, End, Abort, Cack, Sack, and Nak,

We propose. that each of these types carry as pup."contents" a trailing (optional) 2-
byte software checksum word. If the trailing 2 bytes are non-zero, then they contain
an add-and-cycie checksum over the pup contents minus checksum. .

4.1 Connecting Up. First, some distinctions. (1) Each pup has a source and a
destination. (2) Each byte-stream connection has a user and a server, often called an
initlator and a listener. (3) Each byte-stream has a sender and a recelver. These are
orthogonal descriptors; a process may be one or the other out of the above palis,
independently,

We are given two processes wishing to transmit a byte-stream from one to the oth!er
A process port Into one of these processes, the server or listener;, Is known to the
other, the user or Initiator.
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The first actlon taken is by the server who registers with his local gateway that he
wishes to be given pups addressed to a specified publically-known port.

Note: This port might, of course, be registered under
the server's name at some direclory processes.

The next action Is taken by the user who registers 1 or 2 ports of his own with his
local gateway (NCP). He sends a request for connection (RFC) in a pup from his
connection port to the known server connection port.

Note: He may, of course, have relrieved thls server
port name from some direclory service. -

The RFC is either an STR (sender to receiver) or RTS (receiver to sender), depending
on whether the user wants the byte stream to move to or from him. The RFC carries in
it the user's byte-stream port (possibly not the RFC's source) and a byte-stream name.

Note: The byte-stream name might be used as a fils
name by a file lransfer server. ‘

Upon getting the user's RFC, the server decides to serve the byte-stream transfer,
establishes a (possibly) new port for the transfer, and sends a matching RFC (STR for
RTS or RTS for STR, with copied sequence number and server-assigned name) to the
user's RFC's source port. When the answering RFC Is received by the user, the byte-
stream connection has been initiated and all exchanges afterward happen between the
user and server byte-stream ports.

Note: This simple exchange is a packet verslbn of the
Arpanel's lumbering connection-version Initial
Connection Protocol (ICP).

4.2 Data Packels. Bytes In the byte-stream are carried from stream sender to
stream recelver in pups of type "Data". The pup sequence number indicates, starting
‘at zero, the position.of the data pup's first byte in the byte stream (with wrap-around
- on 16 bits). Al but the last 2 of the pup's content bytes are the data bytes
themselves. Then comes the (optional) 2-byte checksum. That's it. )
Note: Maybe the checksum should be In the pup
header? '

4.3 End Packetl. The End packet is launched by the sender to indicate where the end
of stream is. The 16-bit byte sequence number in the End packet Is that of the first
byte after the end of stream. And then, the End's checksum. The checksum is the
only information carrled in the contents of a pup BSP End packet; It should always be
zero. Hmmmmmm,

4.4 Abort Packet. An Abort packet can be sent by either the stream sender or

stream receiver at any time. Abort messages can be completely Ignored, but

everything will work more smoothly If they cause the stream transfer to stop

immediately. Each Abort packet will carry a 16-bit code (from a registry of codes) for

program processing and a text string suitable for huperson consumpt!on (Remember
1e Arapanet FTP?) And then would come the chec....m, as usual.

4.6 Cack Packet. A Cack Is a "cumulative ack". It travels from the stream's recelver
to the sender indicating that, since the beginning of the stream, all bytes through the
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indicated sequence number were recelved correctly. Also, as for the followlng Sack
and Nak, the Cack carries an allocation for flow control. And a checksum.

An allocation is a 3~tuple recommending (1) the number of bytes per Data pup which the
recelver Is prepared to receive, (2) the number of Data pups which the receiver is
prepared to receive, and (3) the number of stream bytes the receiver is prepared to .
recelve, all as of the time of departure of the Cack. And then the standard checksum.

The purpose of the allocations carried from recelver to sender Is to allow the sender
to participate in the optimization of byte transfer. It should be remembered that the
network itself may Iimpose further restrictions (say maximum transportable pup slze).
not to mention thosa from the sender. .

Ed Flala suggests that this allocation scheme be augmentéd to include provision fdr
rate-controlled data flow, like that used on the MCA now. Further discussion is
required. ' ' - ‘ '

4.6 Sack Packel. A Sack is a "specific ack”. It reports the successful arrival of the
specified number of bytes at the indicated position in the byte stream. The Sack Is a
completely redundant message which can he sent by a helpful receiver to indicate the
arrival of a Data packet carrying data past a hole In the stream; its purpose Is to cut
down on retransmissions. A sender who gats ahead on his transmissions -- has several
packets outstanding at a time -- can use Sacks to avoid retransmitting certain
sections of stream. Completely redundant; but maybe helps performance.

4.7 Nak Packel. Nak Is a "negative acknowledgement". The Nak Is a completely
redundant packet which can be sent by a helpful receiver to indicate the known loss of
a specified number of bytes at the indicated position In the byte stream; its purpose is
to hasten the retransmission of data lost at the recelver due to congestlon, lack of
spacae, or the like.

Contributions?

-10-
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The Format of a Pup

Pup Length
Transport Pup
Control Type
A Pup Identifier —
Destination Destination §
/ Network . Host f
Pup Header  _ }Destination Port
(20 bytes) ™~ . 5
~—--——----«—-——-Destinatfion'.Sockett—————————‘}
Source | Source
Network j " Host
. Source Port
\""”"‘"‘“ Source Socket “—"‘""j
Pup Contents
(0 to 512 bytes) \ '
Content Bytes
\ //////{4/Pfossible Garbage Byte
Pup Checksum

€ 2 8-bit bytes ————mrmo——)
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Tiie Pup
The Pup Length is the number of 8-bit bytes in the Pup, including header,

contents, and checksum. There may be from 0 to 512 content bytes in
Pup so that the length will range between 22 and 534 bytes. A Pup i

always carried in an integral n 16-bit words. The number of 16-bi
words 1is calculated by adding h my bix ¢
number of content bytes is c: by subtracting %2 from the length

When there are an odd number of content bytes in a Pup, the extra garbag
byte required to fill the Pup out to an integral number of 16-hit word
precedes the checksum word.

The Transport Control byte is for use by gateways; it should normally b.
zeroed at the Pup's source. Setting bit 0, the most significant bit, indicates
that the Pup should be traced for debugging. Tracing might involve a
gateway's recording a packet's passage or perhaps even a trace message sent
“to some monitoring process, perhaps the originating process itself. Bits 1-3
are used to count the number of gateways encountered during the Pup's
transport. A Pup which reaches its 8th gateway will be discarded. Bits 4-7
currently have no use and should be zero. _

The Pup Type is assigned by the source process fer interpretation by the
destination process; it is carried in the header for possible use by gateways.
A type of 0 is illegal. Types of 128 and higher (through 255) are
unregistered and indicate that gateways can't know anything about what's
inside. Types 1 through 127 are registered types, such as the ones defined
below, and they may get optional type-specific gateway handling. One
example of type-specific gateway handling might be the virtual fragmentation
of certain large Pups entering a network with a small maximum packet size.
Another might be the generation of gateway trace reports on a packet of a
type chosen for that purpose.

The 32 bits of the Pup Identifier are assigned by the source process for
interpretation, relative to the Pup type, by the destination process. Pup IDs
identify Pups and their contents to distinguish them .from others, for
purposes such as duplicate suppression and ordering.

All Pups originate at a Source Port and are routed to a Destination Port.
Pup ports extend the addressing normally found in networks both for
communication with distinct processes in a single host and for
"communication with hosis on networks other than the local one. A Port
identifies one of 255 possible networks, one of 255 hosts in that network,
and one of 2 to the 32nd minus 1 sockets in that host. No legal port has a
0 network, 0 host, or 0 socket.

The Destination Port is specified by the source process.
A network of 0 indicates that the Pup is addressed to a host in the current

network;  this i1s for use by processes which know that they want to
communicate with a known host on their own network, but can't find out
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which network they're on. We wish to avoid the situation in which
processes on the same network can't communicate with one another because
there is not an operating gateway at the moment. If the destination host is
also 0, the process intends the Pup to be broadcast in the current network;
this is for finding gateways. These conventions permit convenient
communication among machines known to be on the same unidéntified
network and provide a mechanism for finding gateways. Processes will not
be allowed to send Pups outside of their local network unless they know its
identity. A process must be able to find out the identity of its local
network from its local network control program which in turn must {ind out
from a directly connected gateway. See Taft's Naming and Addressing
Conventions for Pup.

The Source Port is verified enroute. The source socket is provided and/or
verified by the source host's process interface. The source host and source
network bytes are specified and/or verified by the first authority. Careful
enroute assignment and verification of Pup source ports is the basis for
(inter)network access control.

. There can be from 0 to 512 Content Bytes in a Pup. Content bytes are
carried in an integral number of 16-bit words. If the number of content
bytes is odd, the last word is filled out w1th a garbage byte, not counted in
the Pup's lencth

If non-zero, the Pup Checksum is a 16-bit, 1's complement, add-and-cycle
checksum computed over the 16-bit words in the Pup's header and contents.
The sum 1is initialized to 0 and computed by repeated 1's complement
addition and left cycle, starting with the Pup's Length word and ending with
the last content word. Note that the checksum includes the garhbage data
byte if there is one. Checksumming is a likely candidate for implementation
in microcode.

The Pup's checksum is carried with it from source to destination. If ar
when a Pup is altered enroute, say when the gateway hop count in tl
transport control field is incremented, its checksum must be recompute
Our choice of the 1's complement add-and-cycle is intended to perm
incremental checksum updating. '

It can be assumed that the packet transport system will give its best efforts
to the delivery of a Pup. 1t must be assumed, however, that Pups will be
lost. If a Pup's checksum is checked enroute and found to be in error, the
Pup may be thrown away without even so much as a trouble report. Pups
. may also be discarded in the event of a buffer shortage at any of the places
it may pass. Many precautions will be taken to improve the chances of a
Pup in getting to its destination, but no ameunt of machinery can assure
trouble-free transport.
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Ethernet Encapsulation

Pups are to be encapsulated to conform to the formats of a transporting
network. It is unlikely but in the spirit of Pup encapsulation to rearrange
various portions of a Pup for convenient handling; however, Pups must be
seen by user processes and gateways as defined here. In the Ethernet, we
will take the Pup as it is given to us, derive the local destination address as
a function of the Pup's destination port, and carry it intact as shown.

The Format of An Ethernet-Encapsulated Pup

ki

?Immediate Ethernet Immediate Ethernet

. Destination Host . Source Host
] -
Ethernet Type = "PUP"
’/
Pup Header
(20 byies)
Pup ,,.) ’
Pup Contenlts
(0 to 512 bytes)
\\\_ Pup Checksum

| - |
{ (Ethernet CRC on the Ether) '

Negw e OYEMT Weum eSee wbat SRR Nied  wiasta meaw WoZey SNAGK GuOe  ired

The Immediate Ethernet Destination Host byte is derived from the destination
port; it will be either the destination host itself, or a gateway host through
which the destination can be reached.
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The Immedicte Ethernet Source Hosi byte is the serial number of the host
transmitting the encapsulated Pup through the Ethernet. '

The Ethernet Type word identifies the packet as being a Pup so that it can
be given Pup processing when it arrives at the immediate destination host.

The Ethernet CRC (Cyclic Redundancy Check) is shown to distinguish it
from  the Pup's checksum. Pups will get the Ethernet's kind of error
checking while exposed to the Ethernet's kind of errors. The CRC is
computed and checked totally in the bit-serial portion of the local source
and destination Ethernet interfaces.

Echo Protocol

‘For test and diagnosis, a process receiving an EchoMe Pup may echo it.
Before doing so, the receiving process -should check the packet's checksum
and the validity of the source port. If the packet checks out, it should be
returned to its source as an ImAnEcho Pup with recomputed checksum. If it
fails to check out, but there is evidence that its sourcée 1is correctly
identified, then the packet should be returned as an ImABadEcho Pup. Note
that the source and destination ports must be switched, the gateway hop
count zeroed, and the type changed; thus, the checksum must be recomputed.
The process behind any port may choose to respond to EchoMe Pups
according to the Echo protocol; it is expected that most hosts will have a
process prepared to echo and that perhaps a certain socket on each host will
be reserved for this purpose.

The Format of Echo Pups

Pup Header
(Type is EchoMe, ImAnEcho, ImABadEcho)

Arbitrary Content Bytes

Pup Checksum
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Rendezvous Protoccl

Some terminolog Packets (including Pups) have a source and destination.
A Rendezvous has a listener and iniitator. Services have a server and user.
Data, specifically byte streams, have a sender and receiver. These are
independent descriptors. Usually the listener is also the server. The server
may be either the sender or the receiver of a byte stream depending on the
service being offered.

A Rendezvous is accomplished with an exchange of packets, each called an
RFC, 2 Request For Connection.

RFC Pup Packet Formati

" Pup Header
(Type is RFC)

Connection Port ~ 1

s

—— —

Pup Checksum

RFCs may be exchanged to establish a connection between a user process and
a server process. The ports between which RFCs are sent we call Rendezvous
Ports. = A user initiates by transmitting an RFC to a listening {server
rendezvous port. 'The listener confirms by returning an RFC with matching
Pup ID. In addition to the rendezvous ports carried in the Pup header, each
RFC carries the address of a port through which its source intends to
maintain the newly established connection.

The Connection Port is separately specified so that, for example, a server can
handle requests for service at a widely advertised rendezvous port and
provide the service concurrently to a number of users via a number of
connection ports. The connection port can be the same as the rendezvous
port and we expect this will be the case for using processes.

The Pup ID on the initiating RFC should be chosen to reduce t
probability of confusion among connections established near in time; t
identifier in the complementing and confirming RFC must match.

connection IDs were to be generated from an appropriate real-time clock,
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example, the probability of Pups from an extinct connection being mistaken
for Pups in a new connection could be made vanishingly small.

If an initiator's R¥FC is lost, it will be reiransmitted by the initiator after
enough time has passed for a normal answer, say something like 1 or §
seconds. Duplicate RFC's can, at best, be discarded on the basis of state
information kept in the normal course of providing service; at worst,
multiple servers will be generated to which no packets will be sent -- they
will time out and destroy themselves. '

The Abort Pup should be used to terminate a connection in the event of a
detected catastrophe. A listener wishing to reject a rendezvous should try to
send an Abort Pup with an explanation (e.g., "disk full" or "paper jam" or
"tape busy"). Either end of a connection in progress, with its back against
the wall, should try to send an Abort before self destructing, though its
demise will .eventually be detected anyway.

The Abort Pup -carries a program interpretable code and a human readable
explanation of some abnormal condition. An Abort can be sent to reject an
RFC or to terminate a connection in the event of a catastrophe, say storage
overflow or continuing checksum errors. An Abort must carry as its Pup ID
the ID of the connection being aborted -- the ID of the connection's
initiating RFC. Abort Pups need not be acknowledged because it is
presumed that there would be nobody to receive the acknowledgment. Of
course, receiving an Abort is something of a catastroplie and an Abort might
be sent in seeming answer, just for completeness -- it would most likely
arrive at an inactive port and be discarded.

BSP Abhort Packet Format

Pup Header
(Type is Abort)

Abort Code

"~ Abort Text

Pup Checksum

The Abort code is for program interpretation and the Abort text is for
human consumption. The codes should be registered and the text printable.
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Byte Stream Protocol

The error- and flow-controlled transfer of bytes between two processes is
accomplished using a bi-directional byte stream maintained using the BSP.
A byte-stream connection between two ports 1is established using the
rendezvous protoco)] described above. The Pup ID used for the rendezvous
will serve (1) as a connection ID for use in various connection-specific
signals including Aborts (above), (2) an initial Interrupt Pup 1D, and (3) an
initial byte ID. To carry a byte stream from onc port to another, data Pups
carrying bytes identified with the increasing byte ID are transmitted from
stream sender to stream receiver In return f{or acknowledgment packets with
matching identifiers (though not neccessarily 1-to-1) which verify correct
receipt and control flow. The streams of data flowing in each direction,
while starting with the same initial byte ID, are independent.

Data packets should not be sent unless space has been allocated at the
stream recetver. The sender is informed about receiver allocations in
acknowledgment Pups returned by the stream receiver. These allocations are
not additive; each one reflects the current state of the receiver's space
allocation at the time of departure of its transporting acknowledgment. Acks
and therefore allocations travel in both directions, independently for each
direction of data flow.

In sending data Pups (below), the sender should comply with the allocation
information in the most recently received Ack Pup.

The most recent allocation block indicates the maximum number of bytes per
Pup that the receiver 1s willing to accept. Similarly, the number of Pups
and number of bytes total which can safely be sent are limited. The
maximum number of bytes per Pup and the number of bytes total are both
expressed in terms of the number of data bytes, exclusive of the fixed-length
Pup headers involved,

! BSP Data Packet Format

Pup Header
(Type is Data or AData)

Data Bytes .

Pup Checksum
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There are two kinds of data Pup under the BSP, one which demands an
immediate acknowledgment, called the AData Pup, and one which doesn't,
celled the Data Pup. All data must be positively acknowledged, but not on a
strict packet-for-packet basis. It is intended that data will be transmitted
in a number of Data Pups {ollowed by an AData Pup asking for
acknowledgment of receipt of all. The Pup ldentifier of a BSP data packet
is taken to be the ID of its first data byte.

We expect that null AData Pups (containing no data bytes) will be used to
probe a receiver for an update of the allocation block and receiver byte ID.
This will probably happen when a byte stream is first established and the
sender has no allocation information or when the sender has been held up
for some time with a zero allocation and wants to verify that the receiver is
still alive.

The Ack Pup indicates to the sender that all bytes previous to that
identified by its Pup ID have been received correctly. Also, it carries a 3-
word allocation.block indicating ~the receiver's state as of the time the Ack
was sent. The allocation should be interpreted relative to the Ack's ID, the
byte ID of the first byte yet to be acknowledged. An allocation taken with
the ID of its Ack specifies the ID of the last byte in the stream which the
receiver is prepared to accept; this byte ID implied in Acks must be
monotonically increasing so that stream senders need not take existing data
Pups and brealk them apart. For the same reason, the maximum number of
bytes per Pup cannot be decreased during the life of a BSP connection.

Data’ which have been transmitted but mnot acknowledged must be
retransmitted after some timeout. If there are too many retransmissions, a
stream connection may be aborted.

Optionally, an Ack Pup can carry up to 85 PosAck/NegAck Blocks. Each is
a 3-word item indicating that a specified interval of bytes in the
unacknowledged part of the byte stream is known by the receiver to be
either received or lost. The purpose of these indications is to hasten the
retransmissions of bytes known to be missing and to avoid the
retransmission of bytes already received. Once a receiver indicates with a
PosAck Block that an interval of bytes has been received, the sender may
discard” the packets which contain them knowing that they will not require
retransmission. The transfer of bytes from stream sender to stream receiver
should not depend on these PosAck/NeghAck Blocks being used by either end,
except that bytes might flow with less efficiency. A receiver may choose not
to include PosAck/NegAck Blocks in its Ack Pups and a sender may choose
to ignore them if present.

Each 3-word PosAck/NegAck Block begins with a bit indicating whether the
interval is known to be missing or received -- a 1 indicates that the bytes
in the interval have been received. The next 15 bits hold the number of
bytes in the interval. And the next 2 words hold the byte ID of the first
byte in the interval.

-10-
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BSP Acknowledgment Packet Format

Pup Header
(Type is Ack}

S RS EH TR S

Maximum Bytes Per Pup

g N it

Number of Pups -

Number of Bytes

r
. T IR AT

PosAck/NegAck Blocks

Pup Checksum

The Mark is a distinguished byte in the byte stream. It is analogous to the
file mark found on magnetic tapes. The length of a Mark Pup is always 23.
it carries one conient byte which indicates which of a possible 256 types of
mark is being signalled.

Mark Pup Format

Pup Header
(Type is Mark)

Mark Byte ; Garbage Byte

¥

Pup Checksum

While reading the data from a stream, a user reads up to a Mark and is
then signalled in much the same way as when reading up to an end-of-file.
The type of Mark should then be accessible. After clearing mark status, the
user should be able to read on in the stream. Marks are acknowledged as
any other byte in the stream.

-11-
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An Interrupt Pup is used to signal some asynchronous event requiring
immediate action by the other end of a stream. 'The Interrupt Pup is not
subject to BSP flow control allocations and jumps over any and all buffered
data. Interrupt IDs are pgenerated from the stream's Interrupt ID which is
initially the connection's ID. Successive interrupis advance the Interrupt 1ID.
We envision using the Interrupt Pup in conjunction with the Mark Pup for
flushing buffered data {rom a stream in response to some abnormal
condition. An Interrupt Pup should not be sent until the previous Interrupt
Pup has been acknowledged with an InterruptReply Pup. When receiving an
Interrupt Pup, it should be acknowledged with an InterruptReply Pup only if
its ID is equal to or 1 less than the current Interrupt ID. If its ID matches
the current Interrupt ID, the using process should be interrupted and the
Interrupt ID advanced.

BSP Interrupt Packet Format

Pup Header A
(Type is Interrupt or InterruptReply)

Interrupt Code

Interrupt Text

Pup Checksum

The end of a BSP connection can he initiated from either of its ports. when
the last of that port's outgoing data bytes has been flushed (i.e., transmitted
and acknowledged). An End Pup with an ID matching that of the first byte
beyond the end of the stream is. sent. The End Pup must be retransmitted
until an EndReply Pup is returned. The receiver of an End Pup responds,
roughly, (1) by flushing any remaining outgoing data, (2) by returning an
EndReply Pup, and (3) by dallying- up to some time-out to re-respond to a
-retransmitted End Pup should its EndReply be lost. Upcn receiving an
EndReply Pup, the end initiator should send its own EndReply and promptly
self destruct. If and when the dallying end of the stream connection
receives its EndReply, it can immediately self destruct.

Upon receiving an End Pup, the using process should be mnotified, any
remaining data flushed, and an EndReply sent. When notified that an End
Pup has been received, the using process may elect to abort the connection
as an expression of its dissatisfaction or proceed promptly (1) to send
remaining data, (2) to retransmit data if neccessary while waiting for

-12-
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acknowledgments thereof, (3) to send an EndReply in response to the initial
and any subsequent End Pup, and (4) to dally until it receives an EndReply
itself or times out. '

Both the End Pup and the EndReply Pups carry the ID of that byte just
past the end of the stream going in their respective directions. If an End
or EndReply is received whose ID is not that of the next expected byte, the
byte stream protocol has been violated. You will note that, in general, the
ID of an EndReply Pup will not be the same as that of the End or
EndReply Pup which it matches because each carries the current byte ID of
the stream in its direction; this ID will not be the same except in the
unlikely case that exactly the same number of bytes has been transmitted in
each direction.

BSP End Paclket Format

-Pup Header
{(Type is End or EndReply)

Pup Chechsum

In the normal case, an End Pup and two EndReply Pups will be required to
promptly close a connection. The receiver of an End Pup must dally after
sending its EndReply just in case the EndReply 'is lost and the End is
retransmitted. The longer the dallying period, the higher the probability
that both ends of a stream connection will be able to agree on its normal
termination. The purpose of the second EndReply, the one sent by the end
initiator, 1s to attempt to notify the dallying end that it need not dally
longer. "Thus, in the normal case, three Pups and it's over; in a slightly less
normal case, the dallying end will dally for its timeout wasting resources; in
the arbitrarily unlikely case that the dallying end self destructs before an
EndReply has been successfully received by the end-initiating port, the
initiator will feel that the stream was terminated abnormally while the
dallying end will feel everything went AQK. Stream connections can be
normally terminated with certain agreement if, by convention, the ends agree
to mark the stiream in each direction immediately before closing it. In this
case the Marks form the basis for agreement on clean termination and the
end sequence is just a formality.

It may happen that both ends choose to send End Pups concurrently. Upon
receiving an End Pup in seeming answer to an End Pup of its own, a port
should (1) commit to dallying, (2) send an EndReply, (3) persist in
retransmitting its End Pup until an EndReply is received in answer, and (4)
then promptly self destruct.

-13-
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For the record, here are the Pup type assignments: EchoMe=1, ImAnEcho=2,
ImABadEcho=3, RFC=10, Abort=11, Data=20, AData=21, Ack=22, Mark=23,
Interrupt=24, InterruptReply=25, End=26, and EndReply=27.

-14-
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; . Transport .

¢ ¥ Control { Type !

: :
— Pup Identifier —
Destination Destination ;

Network - Host

Pup Header j

* Destination Port
(20 bytes) ( '

} ~ Source Port

g | 7/%///1%15511)1(3 Garbage Byte
i

Pup Checksum

Destination Socket

Source Source

Network " Host
f— Source Socket T

N

Pup Contents

(0 to 512 bytes) _
Content Bytes

¢—————— 2 8-bit bytes ———



Inter-Office Memorandum

o Distributed Computing Date 15 January 1973
From Bob Metcalfe Location Covote Hill
Subject Pup Format Organization Parc CSL

Here is an update on the format of a Pup. The only change

since my memo of July 16. 1974 is that the Pup Identifier is now 32
bits, up from 16. Pup overhead is now 22 bytes per packet,
including the Pup Checksum. Sce Ed Taft's memo of January 9,

1975 for claboration on Pup address fields. At present. we are
intending that the Pup Checksum (if non-zero) be a 1's complement
add-and-cycle over the entire Pup. I have started a registry of

Pup types in <metcalfedpupsyms.be. A Pup's Length should be
between 22 and 534 bytes.

Pup Format

| Length
I Control Tyvpe

Dst Net | Dst Host
Dst SockO

Src Net | Src Host
______ Sre_SockO

Src Sockl

Content Bytes

[ Checksum ]

|——16 Bits ———




4R YW PALO ALTO RESEARCH CENTER
XER@A

Learning Research Group

June 15, 1975
To: Distributed Computing
From: John Shoch
Subject: A File Transfer Protocol Using the BSP

This document represents an attempt to define a simple protocol for the
movement of files among the many different computers currently connected
to the PARC communications networks.

We expect that the ideas described in this pre-implementation draft will
evolve in the light of experience gained when the protocol is implemented
in several different environments (for MAXC, Alto/BCPL, Alto/Smalltalk,
and Nova). The current version has benefited greatly from comments and
ideas provided by Bob Metcalfe, Ed Taft, David Boggs, Bill Duvall, Bob
Sproull, and others. ¥urther comments and criticisms are welcome.

Assumptions and Basic Principles

---If you are reading this document, it is assumed that you are familiar
with the contents of Bob Metcalfe's memo PUP Again, dated February 2,
1975, and Ed Taft's memo Implementation of Pup in Tenex, dated January
19, 1975.

---We are talking about files transmitted from one logical process to
another logical process, and not necessarily from one file system to another
file system. It is possible, for example, to generate a file 'on the fly' with
one process and then have it consumed by another process, withiout it ever
residing on a physical disk.

---We are not discussing particular programs which might chose to use the
File Transfer Protocol, nor are we concerned here with implementation
questions. Programs such as a File Traunsfer Program, a BCPL remote-
stream facility, mail systems, or an automatic disk update program will, in
all probability, conform to the TFile Transfer Protocol; but that is a matter
of convention.

---It should be possible to construct a simple file tranfer protocol as a thin
veneer placed over the Byte Stream Protocol (BSP). (Other, more
sophist ted, features may emerge as part of the Distributed File System.)

---While the mix of machines and networks is very heterogeneous, these
differences are subsumed by the definition of PUPs and the Byte Stream
Protocol. The BSP is designed to provide "...error- and flow-controlled byte
streams between cooperating processes." Thus, the only parts of the 'outside
world' which the FTP will ever see -- or use -- are the facilities provided
by the BSP.

--~-The File Transfer Protoco! only comes into play after a BSP stream has
been established. That is, actual programs will use the Rendevous Protocol
"(or some other means) to establish a connection between two ports. The
FTP does not define this mechanism.
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---One BSP connection should be sufficient for transmitting a file. Unlike
the Arpanet protocol, both command information and data will pass through
the same bi-directional BSP stream.

On the Nature of Files

It is common to say that a file is merely a collection of bits, but that is,
or course, over simplified. A file is a collection of bits viewed in a
particular way within a specified context. Much of the work involved in
transferring files from one machine to another over some number of
different networks 1is the result of attempting to resolve conflicting
contextual representations of a file: 7, 8, or 36 bit, ASCII or binary,
naming conventions, CR or EOL, ad infinitum.

In addition, such contextual differences make it hard to add a new machine
or different network to a multi-network system without redoing the
resolution matrix; and it is also important to avoid reformatting data to
conform to local conventions at every step through a collection of networks.

To simplify the situation, this contextual information may be viewed as an
adjunct part of a file, which might migrate with the file, as necessary.
This information, or file property list, may be used to describe different
kinds of "files", including those:

--residing on a physical disk;

--in transit, on a BSP connection;
--being sought by a particular user; or,
--being generated by a server.

The properties of a file are, in general, contained either explicitly or
implicitly within an operating system on a particular machine. An actual
property list may contain information provided by the user, from the file
system, or from specialized information about the environment. Consider a
typical scenario: moving a text file from MAXC to an Alto for editing with
Bravo:

1. MAXC can generate a property list including the file name, date last
written, author, protection, byte size, etc.

2. This information, along with the file, is transmitted to the Alto.

3. The Alto process does its best to map the property list into its
environment: the file name is used, perhaps without the version number;
protection information is discarded; the end of line indication may be
changed, if necessary; etc.

There is no guarantee that a receiving process will be able to properly
encode all properties.

A file could, however, attempt to preserve some of its original context by
including as one of its properties an extraordinary request to maintain the
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property list. For example, an Alto might be willing to save a property list
on an auxiliary file, and use some of that information to regencrate a
property list when the file is returned to MAXC. Thus, it is possible to
preserve the protection information of a MAXC file which is temporarily
used on an Alto.

A property list may be generated by any process which desires to transmit
a file. Similarly, any process receiving a file and its property list can use
that information to interpret the coutents of the file. (Remember that all
data moved under the BSP are sent as 8 bit bytes, and the property list
will indicate any unusual packing of data.)

The property list might also be used to merely provide information about
one or more files (where they are, when last written, etc.). In addition, a
file property list can provide a partial description for a file which you are
trying to find, or which you would like to create.

Typical Properties of a File - Typical Values

The minimal set of file properties

Name
Bytesize 7, 8, 16, 36
Format Packed, Right-justified

Other potentially useful properties
Size |
Original-author

Current-owner

Username {for interacting with MAXC, etc.>
Userpassword

Useraccount

Protection read-only, password-access

Type ASCII-text, binary, Press-format
End-of-line-convention CR, CRLF, EOL

Date-first-created
Date-first-written-here {if created elsewhere>
Date-last-modified-here

Date-last-read-here
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Date-last-copied-from-here

Location-of-original-source (Ethernet)Palo, (ARPANET)Maxc
Location-where-copied-from {(Ethernet)Archive-machine
Location-history

Last-writer

Last-reader

Last-copier

Starting-position {for partial read/write of a file>

Number-of-bytes

Partial-write-mode replace, insert, append
Data-compression-used {data compression technique used>
Data-encryption-used Lucifer, yes

Disposition

Save-the-property-list
etc.
Syntax of a File Property List

A file property list consists of a string of printing ASCII characters,
beginning with a left parenthesis and ending with a matching right
parenthesis. Within that list, each property is represented similarly as a
parenthesized list. For example:

( (Name TESTFILE.7) (Bytesize 36) (Format Right-justified) ...)

This scheme has the advantage of being human readable, although it will
require some form of scanner or interpreter.

[See Appendix I for a complete description of the property lists.]
The Protocol

In every FTP connection, one party is the User and the other party is the
Server: the User initiates commands, while the Server provides replies. In
general, there will be some form of reply generated In answer to every
command.

Every transaction in the FTP will consist of a BSP Mark Byte, followed by
a piece of data, and terminated at the next BSP Mark Byte encountered.
The data thus enclosed might be one or more file property lists, a text
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string, or a file. A command might simply be terminated by the arrival of
the next Mark DByte command, or by an End-of-Command Mark Byte
(essentially a no-op). All of the Mark Byte codes used in the FTP are
listed at the end of this document.

For example, a simple retrieval of a file would include:

1. User sends the Server a command requesting the rvetrieval, with a file
property list describing the desired file.

2. Server responds with an appropriate message.

3. If the Server said Yes, then the file is placed into the byte stream.

If a process replies with a "No" the first byte of the following data is a
numeric code for possible maclhine processing, and the remaining bytes are
a comment for the user.

This initial version of the protocol requires that while the file property
list nced not be complete, it must be sufficient to uniguely name a file
(there is currently one exception: the Directory command). In a later
version, it should be possible to view a property list sent with any
command as a template, specifing a whole set of files to be transferred.

As a matter of convention, a user wlio wants to begin an FTP transaction
will send a command indicating the version of the protocol which is
implemented. The text string which follows might include the version of
the program being used, for display to the user.

FTP Command Messages ( [...] represents a Mark Byte)

The basic set of commands

[Retreive] <file property list> [End-of-command]

[Store] <file property list> [EQC]

[Yes] <reply code byted> <text string> [EOC]

[No] <reply code byte> <text string> [EOQC]

[Here-is-file] <file data> [EQC]

[Reset] <text string> [EOC]

[Reset-reply] <text string> [EOC]

[Quit] <text string> [EOC]

[Comment] <text string> [EOC]

[T-am-version-n-who-are-you] <version byte> <text string> [EOC]

[T-am-version-n] <version byte> <{text string> [EQC]
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Additional commands

[Directory] <file property list> [EOC]
[Here-comes-the-full-property-list{s)]<file property list>...[EOC]

[Username] <text string> [EOC]

[Userpassword] <{text string> [EOC]

[Useraccount] <text string> [EOC]

[Connect-to-directory] <text string> [EOC]

[Connection-password] {text string> [EOC]

Commands to another file system (these are not technically part of the protocol,
but will probably be very useful, and thus are defined here)

[Create] <file property list> [EOC]

[Delete] <file property list> [EOC]

[Append] <file property list> <file property list> [EOC]

[Reset-properties] {file property list> <{file property list> [EOC]

[Copy] <file property list> <file property list> [EOC]

File formats and conversion

When a file property list is sent to a server as part of an FIP command, it
describes the file as the user would like to have it moved. The user may
be willing to do some subsequent conversions, or may ask the server to
perform the conversion. Ior example, if an Alto wants to retreive a text
file from MAXC, but have MAXC do the conversion of CRLY to CR, then
the Alto process might send the command:

[Retreive]( (Name FOO.SR)(Bytesize 8){End-of-line-convention CR) )

Maxc might respond with a [Yes], indicating willingness to provide the file
in that form; or Maxc might refuse to do the conversion.

It is expected that all implementations of the FTP should at least ke able
to store and retreive ASCII text files according to one standard convention:

(...(Bytesize 8)(End-of-line-convention CR)(Type ASCII)..)
(This convention is subject to further dissent......)
Interrupts, Restarts, and Aborts

Either process may, if necessary, use the BSP convention for interrupting a
byte stream: place a [Reset] Mark Byte in the stream at the current
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position, and then signal a BSP Interrupt. This will clear out all pending
data, and re-establish control at the top level of the protocol.

A process receiving an interrupt can then look for the corresponding Mark
Byte in the incoming byte stream, but must also indicate the reset position
in its outgoing byte stream, so that the two may regain synchronization.
Thus, upon receiving a BSP Interrupt a process must signal a corresponding
BSP Interrupt-reply, and drop a [Reset-reply] Mark Byte into the stream.

The protocol relies upon the BSP for establishing, terminating, or aborting
all connections.

Other Remarks

1. Note that most implementations of the BSP provide buffering of the
outgoing bytes, so it may be necessary to poke the Byte Stream in an
appropriate manner in order to send a complete command.

2. All BSP connections are full-duplex, and it may be important for a
process to monitor its input stream even while transmitting.

3. With the FTP, a user process may request a transfer of only part of a
file: ( (Name BACKUP.1) (Starting-position 2000) (Number-of-bytes 512) ...
). The [first byte of a file is always byte 0. Issues such as positioning
backwards, leaving files open for efficiency, etc. are left to the program.

4. In general, third party transfers are not supported. There are several
situations which we believe can be handled adequately within the current
protocol:

a. A User asks a Server for a file, but the Server knows that the
file is actually backed up on an archive facility. The Server can then 1)
invisibly fetch the file from the archive, and then transmit it to the User;
or, 2) the Server can send a [No] to the user indicating that the file lives
elsewhere, allowing the User to ask for the full property list (including the
file's actual location) and then establish a new connection to the archive.
In either case, the Server will not try to magically force a connection
between the User and the archive.

b. A User wants to take a file from the Server and print it on a
different printing facility. The User can then 1) fetch the file from the
Server, and then send it to the printer; or, 2) ask the Server to send the
file to the printer in an appropriate way (this is especially simple on
MAXC, where it need only be copied to another directory).

Ideas not implemented in this version of the protocol

1. An inquiry command might be wuseful, which would allow a process to
ask another about its current capabilites, what's implemented, ete. The
version number command in the current protocol is a small step in this
direction.

2. "Parsing the property lists may be a burden on small machines, and it
may require a significant amount of functionally identical code in different
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machines and programs. Perhaps we should consider having a server
somewhere whichh would parse a property list, and translate it into a
machine-oriented form. Then a system not wishing to incur the parsing
overhead could simply send off the property list to a server to be parsed,
and receive a ready-to-use translation in return."” (WSD)
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Appendix I: Syntax of Iile Property Lists

A file property list consists of a string of printing ASCII characters,
beginning with a left parenthesis and ending with a matching right
parenthesis. Within that list, each property is represented similarly as a
parenthesized list. For example:

( (Name TESTFILE.7) (Bytesize 36) (Format Right-justified) ...)

This scheme has the advantage of being human readable, although it will
require some form of scanner or interpreter.

When finally resolved, this section will define formats for:
delimiters

multiple attribute values [...(Owner Bob Hymie Icabod)...]
standard dates and time

numbers, decimal and otherwise

etc.
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Appendix II: Registry of FTP Mark Byte Commands
Command Value
[Retreive]

[Store]

[Yes]

[No]

[Here-is-the-file]

[Reset]

[Reset-reply]

[Quit]

[End-of-Command]

[Comment]

[I-am-version-n-who-are-you]

[I-am-version-n]

[Directory]
[Here-comes-the-full-property-list(s)]
[Username]

[Userpassword]

[Useraccount]

[Connect-to-directory]

[Connection-password]

[Create]

[Delete]

[Append]

[Reset-properties]

[Copyl

Appendix III: Registry of FTP Interrupt Codes

Interrupt and Interrupt-reply

Page 10
June 15, 1975
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Appendix IV: Commands, Replies, & Error Codes

Command Replies expected
[Retreive] [Yes]....[Here~is-the-filel....[]

[No].....[]
[Store] [Yes]....[]

[No].....[]
[Here-is-the-file] <{no reply expected>
[Reset] [Reset-reply]
[Reset-reply] <{no reply expected>
[Quit] [Yes]...[1 or no reply
[End-of-command] <no reply expected>
[Comment] <{no reply expected>
[I-am-version-n-who-are-you] [I-am-version-n]
[I-am-version-n] <{no reply expected>
[Directory] [Here-is-the-full-property-list]....[]
[Username] [Yes]...[] or [Nol....[]
[Userpassword] [Yes]...[1] or [No]....[]
[Useracount] ' [Yes]...[1] or [Nol..[]
[Connect-to-directory] [Yes]...[1] or [Nol..[]
[Connection-password] [Yes]...[] or [No]l..[]
[Create] : [Yes]...[] or [Nol..[]
[Delete] [Yes]...[1 or [Nol..[]
[Append] [Yes]....[1 or [Nol...[]
[Reset-properties] [Yes]...[1 or [No]..[]
[Copy] [Yes]...[1 or [Nol...[]

Reply codes within [Yes] and [No]
[No]< >No such file[]

[No]JX<  >Protection violation[]
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[NoIK
[NoIK
[NoIK
[NoIK
[NoIK
[NoIK
[NoIK
[NoIK
[NoIK
[NoIK

>Read access not allowed[]
>Write access not allowed[]
>Bad format of file name[]
>Invalid Username[]
>Invalid Useraccount[]
>Invalid Userpassword[]

>Invalid Directory Namel[]

> (]
> (]
> [l

Page 12
June 15, 1975

(The full set of error codes will evolve with- the first implementations of
the FTP)
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To: Distributed Computing
From: Ed Taft
Subject: Implementation of Pup in Tenex

This memo is a first attempt at a specification for implementation of Pup
in Tenex. For now, we will limit ourselves to covering the implementation
at a fairly cursory level and defer low-level specifications such as bit
assignments and error codes to a later revision of this document.

Familiarity with Pup itself is assumed. Your feedback is welcome.

User Program Interface

Tenex user programs deal with Pup transmissions through the standard file
system interface, in a manner similar to the Tenex Arpanet interface. That
is, GTJFN 1is used to establish association between a JFN and a "network
filename" (which evaluates to thie local and f{foreign ports to be used).
OPENTF causes the local port to be created and (optionally) communication
to be established with the foreign port. Data transfer operations come in
two flavors: ‘"raw packet” (DUMPI, DUMPO), and "byte stream" (BIN,
BOUT, SIN, SOUT, etc). CLOSF causes the port to be released. And
MTOPR is used for the remaining special device-dependent functions that
don't seem to fit in anywhere else.

Network Filenames
A network filename (for GTJFN) is in the form:
PUP: [<local port> [#]] . [{foreign port>] [;T]
where "{" and ">" are meta-brackets and "[ ... ]" denotes optional presence.

The local and foreign port specifications are as described in the recent
memo "Naming and Addressing Conventions for Pup”. They each evaluate
to an 8-bit network number, an 8-bit host number, and a 32-bit socket
number. Any or all of these elements may be zero or unspecified, which
causes the port to be wildcard and subject to special handling as described
below.

The local port specification must evaluate to a <network #, host #,
socket #> triple that satisfies the following conditions:

1). The network and host numbers, if both specified, must correspond to an
actual Maxc connection to some network. Ordinarily, user programs will
leave these elements unspecified.
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2) The socket number musi be one accessible to the executing process.

Tenex divides the set of all possible 32-bit local socket numbers into three
ranges, distinguished by the high-order 17 bits of the socket number, in a
manner almost identical to the way in which Arpanet socket numbers are
partitioned.

Sockets whose high-order 17 hits are zero are designated system sockets, and
are accessible only to processes with wheel or operator capability enabled.
These are i1ntended for use by system server processes that listen on known,
advertised sockets.

Sockets whose high-order 17 bits are in the range 1 to 99999 (decimal) are
designated user-relative sockets. These are accessible to processes whose
connected directory number is equal to those high-order 17 bits.

Sockets whose high-order 17 bits are 100000 (decimal) or greater are
designated job-relative sockets. These are accessible to processes whose job
number is equal to those high-order 17 bits minus 100000 (decimal).

The socket number in the local port specification, in conjunction with the
"#" and ";T" attributes (if present), determine the actual local socket
number to be used, in the following manner:

1) If the "#" attribute is present, the 32-bit socket number is completely
determined by the socket number field of the local port specification. The
use of "#" is required to refer to a system socket, and may also be used to
refer directly to other sockets that are accessible to the executing process.

2) If the "#" attribute is not present, Tenex ignores the high-order 17 bits
of the socket number given in the local port specification, and instead sets
these bits as follows:

a) If the ";T" attribute is not present, the high-order 17 bits are set
equal to the process's connected directory number, hence making a user-
relative socket.

b) If the ";T" attribute is present, the high-order 17 bits are set equal to
the process's job number plus 100000 (decimal), hence making a job-relative
socket.

3) If the socket number in the local port specification 1is zero or
unspecified, the low-order 15 bits are set to 8 times the JFN being assigned
by GTJFN.

GTJFN, OPENF

The function of GTJFN for a network filename (as is the case for all other
filenames) is simply to establish an association between that filename and a
JFN. GTJFN therefore checks only to see that the network filename is
well-formed. Operations such as verifying access to the local socket,
creating the local port, and exchanging messages with foreign hosts are
performed by OPENF.

At OPENF time, the following operations are performed:
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1) Tenex checks that the specified local socket number is legally accessible
by the executing process, and also ensures that it is currently unused. An
error will result if the local socket number is equal to any other port's
local socket number and the two ports have matching local network and
host numbers. By "matching”, we mean either that they are equal or that
one or both of them are wildcard.

2) If the foreign port specification evaluates to more than one possible
foreign port address (see the memo "Naming and Addressing Conventions
for Pup"), a choice is made at this time by Tenex. Such a choice will he
made on the basis of relevant parameters such as fewest number of
intervening gateways between the local and foreign hosts.

A network file may be opeéned in two modes: raw packet mode (17 octal)
and byte stream mode (0 or 6). We shall describe raw packet mode first
since 1t is simpler.

Raw Packet Mode

In raw packet mode, entire Pups are transferred to and from the user
address space, including Pup headers. Except for a small amount of
checking and defaulting of fields in the Pup header, Tenex does no
processing of the Pup. Acknowledgments, timeouts, duplicate message
detection, flow control, and similar functions are left entirely up to the
user program to perform. Tenex will discard both incoming and outgoing
Pups that exceed resource constraints or produce other anomalies, with no
error indication to the user process.

Executing OPENF in raw packet mode merely causes the specified local port
to be created. No messages are transmitted by OPENF.

The DUMPI operation takes a command list (see JSYS Manual). For each
command In the list, it waits (if necessary) for a Pup to be received whose
"destination port" record matches the local port, and whose "source port”
record matches the foreign port specification for this network file (with
fields corresponding to wildcard elements ignored). The Pup is then simply
dropped into the block specified by the user. (An error will occur if the
Pup is too big to fit in the block).

Similarly, for each command in the list passed to DUMPO, a Pup is
transmitted (after possibly waiting for Tenex to find some buffer space).
In the case of DUMPO, Tenex first performs some minimal processing of
the Pup header, as follows: First, the "Pup length" is checked for
consistency with the actual size of the block given in the DUMPO
command. Next, for any fields in the "source port" and "destination port"
that are zero, Tenex substitutes the corresponding elements from the local
and foreign port specifications. Nonzero fields of the "source port" and
"destination port” are not touched. An error will occur if the resulting
"source port" or "destination port” records still contain any zero elements or
are inconsistent with the local and foreign port specifications.

Both DUMPI and DUMPO treat the "Pup checksum” as data. The user
program is responsible for generating and/or checking the "Pup checksum”
if desired.
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Finally, CLOSF first waits for any buffered outgoing messages to actually
be transmitted, then merely deletes the local port. Buffered incoming
messages are lost, and any further messages received by Tenex for that port
will be discarded without error indication.

This exhausts the primitives required for raw packet mode communication.
Now we come to the interesting part.

Byte Stream Mode

Byte stream mode operates in accordance with the Byte Stream Protocol
(BSP) described in Bob Metcalfe's most recent Pup specification, as
amended by various unrecorded conversations Bob and I have had. Recent
indications are that BSP is likely to change a lot in the near future.

The general idea of byte stream mode is that the user program simply
reads and writes streams of pure data bytes, treating the network file as an
ordinary sequential I/0 medium. All BSP-specific operations (such as
acknowledgments and flow control) are performed entirely by Tenex.

[Note: The question of whether BSP connections should be simplex or
duplex has not yet been decided. In the following descriptions, we assume
that a. BSP connection supports only a single byte stream (one direction).
A point to be considered is that Tenex supports only one sequential input
or output stream per JFN.]

The operations performed by OPENF depend on two factors: (1) whether or
not the foreign port is fully specified, and (2) whether the mode is 0O
{(normal) or 6 (immediate return).

If the foreign port is fully specified (i.e. contains no wildcard elements)
and the mode is 0 (normal), OPENF first creates the local port (as for raw
packet mode), then sends the appropriate RFC (Request For Connection) and
waits for the answering RFC (if an Abort is received, OPENF gives an
error return). Depending on whether the OPENF specifies reading or
writing, the request sent is RTS or STR. The state of the port is then set
to "Open" and control returns to the user program. If the local network
and host numbers are unspecified by the network filename, Tenex assigns
appropriate values (based on the destination port) before sending the first
RFC.

In "immediate return” mode (6), the same operations are performed up
through sending the RFC. At that point, the state of the port is set to
"RFC outstanding” and control returns immediately to the user program
without further waiting. Receipt of the answering RFC or Abort causes the
port state to be changed to "Open" or "Abort" respectively. The wuser
program may determine that this has happened by either polling the port
state or arming the state-change interrupt.

Note that "normal"” and "immediate return" modes differ only in whether or
not the executing process waits while the protocol exchanges are taking
place. In terms of internal events and messages exchanged with the foreign
host, there is no difference between the two modes. Tenex takes care of
properly acknowledging all messages received whether or not the user
process is waiting for such acknowledgments.
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If the foreign port is not fully specified but rather contains one or more
wildcard elements, executing OPENF in either normal or immediate return
mode does not send an RFC but rather puts the socket in a "Listening”
state. When an RFC is received whose "source port” and "destination port"
records match the foreign and local port specifications for this listening
socket (with wildcard elements ignored), Tenex substitutes the actual values
of all address fields in the Pup (both source and destination) for
corresponding wildcard fields in the foreign and local port specifications,
sends the answering RFC, and proceeds as in the normal case.

To summarize OPENF, there are four cases:
1) Normal mode, no wildcard: Send RFC, wait for reply.
2) Immediate return mode, no wildcard: Send RFC, return immediately.

3) Normal mode, wildcard: Put port in "Listening" state, wait for RFC,
send answering RFC.

4) Immediate return mode, wildcard: Put port in "Listening" state, return
immediately.

Once a port has been successfully opened, all sequential 1/O operations are
possible (BIN, BOUT, SIN, SOUT, etc).

Sequential output operations will wait only if necessary to obey flow
control and buffering considerations. Normally, output will be buffered and
blocked into maximum-length Pups where possible, but MTOPR function 21
may be used to force buffered data to be transmitted immediately (see
JSYS Manual).

Sequential input operations will wait if necessary for data to arrive. An
end-of-file condition will be signalled (generating an EOF pseudo-interrupt
if it is enabled) upon attempting to read past a "Mark" or "End" packet.
In the former case, SDSTS may be used to clear the end-of-file condition so
as to allow reading the next logical file in the byte stream.

CLOSF for an output port will cause any buffered data to be transmitted,
followed by a BSP End packet. It then waits for the acknowledging End,
deletes the port, and returns. For an input port, if no End has been
received an Abort will be sent; otherwise, the connection is just flushed
with no messages sent.

Miscellaneous JSYSes

CVHST 1is extended to deal with PARC network addresses. CVHST takes a
network number in LH 2, a host number in RH 2, and a socket number in
3, and produces a string of the form "(network)host-socket”, with names
substituted for numbers wherever possible. If the host number is zero, the
output is "network”, and if the socket number is zero, the output is
"(network)host". If BO of 2 is set, Tenex attempts to eliminate fields from
the output wherever possible, by using identifiers that specify the values of
more than one field.



Implementation of Pup in Tenex Page. 6
Ed Taft January 19, 1975

MTOPR function 3 {write end-of-file), given for a port open for output in
byte stream mode, will cause any buffered data to be transmitted
immediately, followed by a "Mark" packet. DBy this means, one may
separate multiple logical files transmitted sequentially over a single byte
stream.

MTOPR functions 21 (force out all buffered data), 22 (send INS/INR), and
24 (assign interrupt channels) are implemented precisely as described in the
JSYS Manual for Pup ports opened in byte stream mode.

MTOPR function 23 causes Tenex thereafter to discard occasional packets
for the specified port (both incoming and outgoing) at random intervals.
This facility is provided for the purpose of testing lost-message-detection
and flow control algorithms.

GDSTS may be used to obtain certain device-dependent information about
Pup ports. The port state and various status flags are returned in 2,
including the "Mark"” and "End" flags, which are set when the respective
Pup types are encountered. The foreign network number is returned in LH
3, the foreign host number in RH 3, and the foreign socket number in 4.

Selected status bits may be changed by use of SDSTS. For example, the
"Mark" flag may be turned off to clear an end-of-file condition and allow
further input.

SIBE, SOBE, SOBF, DIBE, and DOBE are all implemented as described in
the JSYS Manual. SIBE and SOBE return the number of bhuffered bytes
for input and output respectively. SOBE skips and DOBE wakes up only
when all data previously output has been successfully transmitted and
acknowledged.

Port States

In the process of being opened and closed, ports go through several states.
State changes are triggered by various events such as the issuing of JSYSes
or the receipt of control Pups. A background Tenex process implements a
finite state machine, by means of which all state changes take place.

User programs may monitor the state of a port either by polling it (via
GDSTS) or by arming the state-change interrupt. Note that state changes
triggered by events other than the execution of JSYSes may occur
asynchronously with respect to operations performed by the user process.
The states currently defined are as follows:

Closed: No connection exists.

RFC Out: An RFC has been sent and a reply is awaited.

Listening: The port is listening for an RFC.

Open: RFCs have been exchanged and the connection is open.

Abort: An Abort has been received and the connection has been flushed
abnormally.
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End Out: An End has been sent but not yet acknowledged (send
connections only).

End In: An End has been received and acknowledged, but the byte stream
has not been completely read by the user process (receive connections only).

Sequential I/0 is possible only when the state is "Open” or "End In".
Attempts at sequential 1/0 at other times will result in an /0 data error
pseudo-interrupt.

Telnet Protocol

Telnet is a higher-level protocol, entirely based upon the Byte Stream
Protocol. We discuss it in this document only bhecause server Telnet
(network terminal) handling must be performed inside Tenex.

A Telnet connection is ordinarily established when a user process performs
an ICP to the Telnet server on Maxc, which listens to socket 1 on all
networks. After byte streams have been opened in both directions [possibly
requiring two connections]. they are "attached" to a network terminal by
means of the ATPTY JSYS, described in the JSYS Manual. Thereafter,
handling of both byte streams is performed entirely by Tenex.

When either byte stream is terminated, Tenex closes both streams, destroys
the assigned port, releases the network terminal, and detaches the controlled
job (if any).

For want of better suggestions, we adopt a subset of the Arpanet Telnet
protocol for control of terminal connections, omitting most of its provisions
(particularly the more complicated ones) for which there is no forseeable
need within the PARC environment.

All Telnet control commands appear as data in the byte stream, preceded by
the escape character IAC ("Interpret As Command", octal 377). All bytes
that are not part of such a control sequence are treated as ordinary data
bytes. Typically, Telnet data will consist only of ASCII characters in the
range 0-177 (octal), but we leave the door open to the possibility of B8-bit
binary communication with terminals, or to extended character sets. The
data byte 377 is represented by two IACs in a row.

The byte following an IAC determines the control function to be performed.
Arguments, if any, are given in succeeding bytes. The control functions to
be implemented initially are as follows:

1) Data Mark (DM), in conjunction with the BSP "Interrupt" signal
(INS/INR), is used to perform the "Synch" operation. A Telnet sender
(user or-‘server) desiring to generate a "Synch" signal inserts a DM in the
byte stream and simultaneously transmits an INS. The INS, not being
subject to BSP flow control, reaches the receiver even if the byte stream 1is
. otherwise clogged up due to allocation or buffering considerations. Upon
receipt of the INS, the receiver immediately discards already processed data
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as appropriate (e.g. clearing terminal buffers), and then reads the byte
stream until the DM 1is encountered. While doing so, the receiver discards
all data except Telnet control commands and any other "interesting" signals
it may choose to act upon.

In Telnet terminal communication, the "Synch" signal is used for two
similar purposes. First, it may be generated by the Telnet server when it
is called upon the "clear the terminal output buffer”. For example, the
Tenex CFOBF JSYS, when executed for a network terminal, generates a
"Synch" and thereby causes the user's terminal output buffer to he cleared
and all data already in the byte stream to be flushed. Second, it may be
generated by the Telnet user upon discovering a “terminal input buffer
full” condition that is even preventing "abort" signals (e.g. control-C) from
reaching the server because the byte stream 1is blocked due to lack of
allocation.

2) Terminal Characteristics (TC) is sent by the user to inform the server
of interesting characteristics of the user's terminal. Such characteristics
might include page length, line width, and video or hard-copy. Upon
receiving a TC control command, the Tenex server Telnet sets the
corresponding local parameters for that network terminal. [More detailed
design needed here.] :

Arpanet Telnet functions not to be implemented (at least initially) include
the following:

1) Network standard representations for common operations, such as EL
(Erase Line), IP (Interrupt Process), etc. The justification for this is that
within the PARC environment, we do not mind adopting the conventions of
whatever server host we happen to be connected to. If users turn out to be
unhappy about this, these functions are easy to add.

2) Negotiation about server or user echoing. Since we don't have any half-
duplex terminals and always operate over short distances, it seems
reasonable to adopt server echoing as the PARC standard.

3) The negotiation mechanism itself. The Arpanet Telnet "option
negotiation" protocol is quite involved, and experience has shown it to be
very difficult to implement correctly. When we find something to negotiate
about, we should perhaps try to design something simpler.

4) More elaborate interactions such as the Telnet Reconnection protocol and

the Remote-Controlled Echoing and Transmission protocol (again, due to
lack of any forseeable need for these mechanisms).

Implementation

This section of the document is only an overview of the proposed
implementation. More detail will be included in future revisions.
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Pup Encapsulation

Pups are encapsulated in the Ethernet as described in Bob Metcalfe's memo.
That is, the Ethernet destinaticn and source hosis are in the first word
(required by hardware): the second word contains 1000 (octal) as a signal
that this message contains a Pup, and the remainder of the message is the
Pup itself. (The Ethernet's hardware CRC word at the end is not part of
the Pup). .

In the MCA, Pups are preceded by a single word which is 100000 (octal)
plus the length of the Pup in words. This convention allows messages
containing Pups to be distinguished from messages conforming to the old
MCA protocol. Pups may be split across physical messages in the same
manner as is done currently for "logical” MCA messages. Refer to 10S-13
for relevant information.

In the Arpanet, Pups are encapsulated in standard IMP-Host protocol data
messages on experimental links whose numbers are yet to be assigned. The
32-bit leader is immediately followed by the Pup.

The maximum length Pup that Tenex will send or receive on any network
contains 512 data bytes.

Tenex/NVIO Communication

Tenex performs I/0 to all networks through NVIO, We propose a protocol
for Tenex/NVIO communication that minimizes the amount of development
and maintenance that must be done for NVIO. This is for two reasons:

1) NVIO is already difficult to maintain. It is written in Nova assembly
language, and its debugging and monitoring facilities are inferior to those
available for Tenex development.

2) The Nova is eventually to be replaced by an Alto (in Maxc-II or
possibly sooner), and whatever is added now will have to be recoded for the
Alto.

This protocol requires no knowledge of Pup format on the part of NVIO.
NVIO's role is limited to passing packets between Maxc and the various
networks, and providing a moderate amount of buffering. Even forwarding
of packets to other hosts (Maxc's gateway function) will be performed by
Tenex.

For Pup input, Tenex passes NVIO the address of a maximum-length buffer
in Maxc main memory. Upon receipt of a packet from any network (except
the Arpanet), NVIO transfers that packet from its own buffers to the Maxc
buffer. It then stores data in an overhead word in the buffer informing
Tenex of (1) the number of 16-bit words in the packet, and (2) the
physical source address of the packet (network and host). Finally, NVIO
generates 'a Maxc interrupt, and it is done with this packet.

For Pup output, Tenex passes NVIO the address of a buffer containing a
packet to be transmitted (with overhead word already set up). If NVIO has
sufficient room to buffer the packet, it copies it and notifies Tenex that it
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1s prepared to accept further packets. Later, when NVIO has actually
transmitted the packet or otherwise disposed of it, it passes the address of
the Maxc buffer back to Tenex and generates a completion interrupt, after
setting a field in the overhead word to indicate completion or error. NVIO
will discard any packets that it cannot transmit within a short timeout
(e.g. due to repeated collisions on the Ethernet or an unresponsive
destination host on the MCA).

Pups to be sent over the Arpanet are encapsulated by Tenex and given to
the Arpanet driver in Tenex for transmission over the existing Tenex/NVIO
Arpanet interface. This is done to spare NVIO the necessity of
multiplexing Pup and non-Pup Arpanet communication.

Maxc's Role as a Gateway

[Yet to be written.]

Backward Compatibility for MCA

It is expected that there will be a transition period during which Maxc will
support Pup but Pogos (specifically Squid) will not. For the sake of
making this transition as smooth as possible, a module will temporarily be
included in Tenex supporting the old MCA protocol. This program will
intercept non-Pup packets received from the MCA, and will provide a user
interface to the MCA compatible with the existing one.

Specifically, the following will be supported:
1) Terminal connections to the MCA, as used by Squid and NEWMCA.

2) Sequential I/0 to device MCA: as used by Minx and the Pogos file
server.

The present "Ether-MCA" protocol for the Ethernet will not be supported.
This should not cause any inconvenience, however, since it is expected that
Altos will support Pup before Maxc does.
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Inter-Office Memorandum , ' . * The Format of a Pup
To: Distributed Computing Dale: July 18, 1974
From; Bob Metcalfe | Location: Coyote Hill .o : . : Pup Length
Subjects Pup Converglng Organization: Parc CSL [
. . Transport Pup
Lo * Control Type

X E R O /\'j\ _ . . ' : pup /dcnll]ﬂcr

The purpose of ihis memo Is to speclfy a standard with which to Interconnect Parc's , Destination Destination
various packet-switching networks. The standard has been discussed and.revised among N Network Host
a number of CSL and SSL people who have (1) a general interest In computer : .
communlcation and/or (2) & pressing nced for a satisfaclory Interconnoction strategy for , Pup Header : ) Desintation Port
distributed systems now undoer construction. We hope that our assorted understandings of (18 bytes) .
the so-calicd Parc Unlversal Packet (i.c., ' atost, ) ) ) A Destination Sockel e
streamlined verslon of the specification is al crlous ’
fleshing out ond debugging are about to b i, and
sugqestions arc welcomoe.
- Source Source
A mare discursive verslon of this memao, Pug 1. Iis ' Network Host
prodecuessor, A firoposed Pup, was distribute B memo,
Exgperimental Ethornet File Transfer Protocol, was distributed on February 6, These - : Source Port
earbier memos, though possibly useful in understanding pup's evolutlon, are hereby
obsolate. . ) S Source Sockel ez}
in short, we propos= that a standard packet protocol, bosed or -
processes on nhy of cur Interconnocted computers to exchan
our interconnected networks, Of course, not all communicat “
imaaine beoing able 1o access the {foliowing resources from any
interconnected  distrlbuted  computing  system: personal
communicatior, lhe XGP? machines and FEars for printing, low-speed terminals coming in from
the PT&T network for remote access, the Arpanct through various NCPs for very remc Pup Contents
access, a Parc (distributed) file system, the magnetic tape machines for backup, Po o Content Bytes

editors and formatters, ond so on.

The standard packet protocol bring preposed consists of (1) the format of a stand:
{interinetwork packet, the pup, and (2) the principle that, when a pup is handed to the r
process-io-process packet transport system, it can be expected to arrive undamaged . Pup Checksum
its destination only with high probability, say 99 out of 100 times. Also included in thls
memo arz- {3) how a pup should be encapsulated for transport through an Ethernet, for
example, (4) a pup Echc Protocol for testing purposes, and (5) a pup Byte Streem Protocol
for carrying error- and flow-controlled byte streams between cooperating processes,

€ commracearmmse 2 8=bil DyloS ————rmaaman )
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The Pup <

The Pup tength |s the number of bytes In the pup, Including header, contents, and

checksum. The length must therefore be greater than 19 and loss than 65,536, ‘The

number of 16-bit words occupled by a pup Is calcutated by adding 1 to the length and
dividing by 2. The number of content bytes is calculeted by subtracting 20 from tha
length.

The Transporl Control byte is for use by gateways. Setting bit 0, the most significaat blt,
Indicates that the pup should be traced for debugging. Tracing might Invoive a gateway's
recording o packet's passage or perhaps even a trace message sent to some monitoring

process, perhaps the originating process itself. Bits 1-3 are used to count the number of

guteways encountered during the pup's transport. A pup which reaches its 8th gateway is
to be discarded. Bits 4-7 currently have no use. '

The Pup Type Is assigned by the source process for Interpretation by the destination
process; it Is carried in the header for possible use by gateways. A type of O i& lllegal, 1

means gatewnys can't know anything about what's inside, and the rest are registered .

types as, for example, the 13 types defined below,

The Pup Identifier is asslghad by the source process for integpretation, relative to the pup
type, by the destination process, In crror and flow control. It Identiftes thé packet to
distingulsh It from others, for duplicate suppression and ordering., say. It Is anticipated
that gateways will use pup ldentifiers, for example, in tracing and trouble reporting.

All pups originnte at a Scurce Porl and are routed to a Deslination Porl. A porl ldentifles
one of 250 possible networks, one of 266 hosts in that network, and then a socket in that
host. There Is no network O; 1 is the Upstairs MCA; 2 is the Downstairs MCA; 3 Is the
Coynote Hill Ethernet; 4 is the Arpanet; and the others will be defined as built. No legal port
has a O network, O host, or O socket.

The Destinalion Port is specified by the source process.

The Scurce Port Is verified enroute. The source socket I5 provided by the source host's
process interface. The sourca host and source network bytes are speclfied (verified) by
the first authority. Careful cnroute assignment and verification of pup source ports Is tha
basis for (interdnctwork access control,

There can be from O to 65,515
inteqgral number of 18-bit words,
with a zero byte.

Content Byles In a pup. These bytes are carrled In an
If the number of bytos is odd, the last word Is fliled out

%,

Not all, If any, nntworks will carry pups anywhere near as long as 65,515 hytas. We
suqnest that 512 bytes will be a useful maximum. The problem of fragmenting large pups
for trensport through networks which can only handle small ones Is not well understood; [t
may be that processes desiring to use large pupg will have to deduco the maximum size
for thelr transmisssions at transfer time.

If non-zero, the Pup Checksum Is a 16-bit add-and-cycle checksum computed over the
pup's header aned contents. We propose that this add-and-cycle checksum be microcoded
for the standard Alto. It wlil provae useful for reliable software in general, pup in particular.
A Nova can compute the add-and-cycle checksum in software &t about 7 memory
references per word. An Alto, in microcode, can do it in about 1, perhaps nearly 1/2.

-3-
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The Format of An Ethernet-Encapsulated. Pup

Immedliate Ethernet
Destination Host

Immediate Ethernat
Source Host

Ethernet Type = *PUP*®
(TypePupx=#1000)

Pup Header
(18 bytes)

Pup Contents
(0 to 512 bytes)

Pup Checksum

Ethornet Encapsulation

The /mmedliate Ethernet Deslinolion Host byte Is derlved from the destination port; it wilt

be elther the destination host Itself, or a gateway host through which the destination can
be reached.

The !mmediate Elhernel Source Hosl byte is tha serlal number of the host transmitting the
pup through the Ethernat.

. The Ethernet Type word Identifics the packet as being a pup so that It can be given

gateway procassing when it arrlves at the immedlate destination host.

. o
The Ethernet, until further noticd, will compute the add-and-cycle checksum on alt packets,
Including pups, as a part of standard operating procedure. This checksum will serve to
detect problems in the othorwise unchecked parallel portions of transmisslon hardware and
to measure the error control provided by the Ethernet's hardware CRC.

-4-
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The Format of Echo Pups

Pup Header.
(Type Is EchoMe, ImAnEcho, Im/ABadEcha)

Arbitrary Content Bytes

Pup Checksum

Echo Protocol

For test purposes, a process receiving an EchoMe (l.e., Pup Type 2) may ccho it. To do so
it should chrck the packet completely. |f the pocke! checks out, it should be returned to
Its source as an ImAnEcho (l.e., Pup Type 3) with recomputed checksum. If it fells to
check out, but there Is evidence that Its source Is correctly ldentified, then the pecket
should be returned with recomputed checksum as an imABadEcho (i.e., Pup Type 4).

Byte Stream Protocol
Some terminolorns. Packets {nclurling pups) have o source and dest/nation. Rendczvous
havae a listennr and initiolor.  Scrvices have a sorver and user. Byle streams have a
sender ond receiver, These are independent dezceriplors. Usually the listener is also the
server. The server may be either the sender or the recreiver of a byte stream depending

on the flavor of the fnitisting RFC and the service being offered. R

To carry a byte stream from one process to another, pups sequentlally identifled from O -

are troansmitted from stream sender to recclver In return for packets with matching
Identifiers (though not 1-to-1) which acknowledge receipt and control flow.

5a
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BSP STR/RTS Packet Format

Pup Header
(Typo is STR or RTS)

B8SP Port

11

e

BéP Rendezvous Name

Pup Checksum

.RFCs (Requests For Connection), an RTS (Recciver-To-Sender, Pup Type &) and en STR

(Sender-To-Receiver, Pup Typo G), must be exchanged to establish o byte stream under
the BSP. A process Initiates by transmitting either an STR or RTS to a lIstening port. The
lIstener coafirms by returning the complementlary RFC. Each RFC Identifics a port through
which the byte stream is to flow end an optional (prvinlab!c) rendezvous name,

The BSP Porl Is specified so that, for example, a server can handic requests for sarvice
at a widely advertised port and provide the service concurrently to a number of users via
utility ports.

Tha BSP Rendezvous Name can be usad, for example, as a fila or device name.

The Pup Identifer on the initinting RFC can be chosen at random; the identifler in the
complomenting and confirming RFC must match.

A polite listener wishing to reJcc't"un RFC should send an Abort (see below) with, perhaps,

an explanation (e.g., "disk full" or "paper jem" or “tape busy"). Its pup Identlfier should
match that of the RFC It's rejecting.

-6-
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BSP Start Packet Format

Pup Header

(Type s Start) -

BSP Stream Name

Pup Checksum

The BSP Start (Pup Type 7) is the first packet to be transmitted from either of the BSP
ports connoctaed through the 8SP rendezvous. (U serves to establlsh a name for that part -

of the byte stream to follow and to get the recelver to return an acknowledgment with its
ellocation tlock.

The BSP Stream Name might be used as a file name In a BSP file server, say.

tMany Starts can be sent over the life of o byte stream; each starts a new plece of the
byte stream, glves it a name, and couses the recelver to reestablish its allocation block.

A recelver may send a BSP Start In response to o BSP End so as to extend the byte
stream. A Start from the siream rcceiver must be matched by a Start; from the stream

sender, it must be Cacked.

The first Start to be sent must have a Pup Identifler of 0. All subsoquent packets from the
sender must have sequentially Incroasing identifiers.

Ce7-
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BSP Alocation Block Format

Maximum byles/pup

Number of pups

Number of bytes

Expected byles/second

Data packets should not be sent unless space has heen aflocated at the stream recelver.
The sonder Is Informed about receiver allocations In acknowledgment pups sourced at tha
stream recelver. These allocallons aro not additive; each ono reflects the current state
of tho recelver's allocation at the time of departure of its transporting acknowladgment.

All three kinds of BSP acknowledgment (see below) carry an Allocation Block,

Each time a data pup Is sent, the sender should satisfy and update the allocation
constraints carrled In the most recent acknowledgment of any type.

Tho most recent allocation block lidicates the maximum number of bytes per pup that tha
recelver is wllling to accept. Slmitarly, the number of pups and number of hytes totai which

can safely be sent are limited. These must be adjusted on the basls of pups thought to ba
in transit. .

Tho allocation block may also contaln tha rccelver's estimate of how qulckly It s
processing the byte stream so that the sender can project the current allocation from tha

most recent. A zcro in the rate entry tells the sender that It must walt for allocatlons and
not project allocations over time.

BSP Data Packet Format

Pup Header
(Type is Data or AData)

Dala Byles

Pup Checksum

T'here are two kinds of data pup under the BSP, one which demands an acknowledgment‘

. (Le.; AData, Pup Type 8) and one which doosn't (l.e., Data, Pup Type 0).

“B-
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BSP Cumulative Acknowledgment Packet Format "BSP End Packot Format

1 Pup Hender

Pup Header
{Typo Is Cack)

(Type is End)

_Allocatlon Block Pup Checksum

Pup Checksum The BSP End (Pup Type 13) calis for a normal termination of the byte stream. It Is

transmitted by the sender when there Is no more data to send. The receiver can respond
with a matching End which terminates the stream or with a Start which continues it (and
must be answered with a Start which must be acknowledged).

The Cack (Cumulative Acknowledgment, Pup Type 10) Indicates to the sender that all 3.
packets, starting from the beginning of the stream, have been recclved correctly. The
Cack's Identifler is the identifter of the last packet of the received set. This Includes
Starts, ADatas, Datas, and Ends.

e

BSP Abort Packot Format

BSP Spaclal Acknowledgments Packet Format . - »

] . Pup Header

P I~ . ) (Typa is Abort)
up Header :

(Type Is Sack or Nack)

Abor! Code

. Abort Text
Altocation Block

Pup Checksum i b
n )

Pup Checksum

.

The Sack (Speclfic Ack, Pup Type 11) indicates that the packet (dentified In the pup
hcader was received correctly; its purpose Is to climinate the nced to retrensmit the

Tha Abort (Pup Type 14) carrics & program interpretable code and a human readabla
indicated pack: t when an earlier one Is lost.

explanation of some abnormal conditlon. An abort can bo sent to reject an RFC or to
terminate a byte stream In tho event of a catastrophe, say storage overflow or contlnuing

The Nack (Negative Ack, Pup Type 12) indicates that tho packet identlfled In Its pup checksum errors.

header has been discarded by the roceiver ond needs to bo retransmitted; Its purpose Is
to hasten the retransmission of a packet known hy the receiver to be lost, say because
there was insufilcient buffer space when It arrived. '

" Comments?
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XERDX PARC CSL MEMORANDUM

January 9, 1975

To: Distributed Computing
From: Ed Taft
Subject: Naming and Addressing Conventions for Pup

This memo started out as a section in a forthcoming document describing a
proposed implementation of Pup in Tenex. In reviewing the design, Bob
Metcalfe and I came up with some unresolved internetworking protocol
problems that are independent of any particular implementation.

The guestions to be touched in this memo are:

1) How are networks, hosts, and processes to be named? That is, what form
of identification is to be used by someone attempting to establish contact
with some service or resource? It is desirable that the naming convention
we adopt require little or no user knowledge of host or process numbering
conventions or (inter)network topology.

2) How are hosts and processes to be addressed? At the lowest level, a port
address is merely a <network #, host #, socket #> triple (a 48-bit number).
However, a single host may be connected to more than one network or to
the same network more than once, and a single process (or multiple
identical instances of a process) may be associated with multiple ports on
the same or different networks, possibly even on different hosts.

3) How does a host discover what network it is on and what hosts are
gateways? How do we handle the degenerate cases in which a host does not
know what network it is on and/or there are no accessible gateways?
(These questions are of particular importance in the PARC environment
because it is impractical to attempt to store the necessary information
permanently in each host).

This memo attempts to discuss these issues in some detail and come up
with a rough design. Your suggestions and comments are solicited.

Host Names

Most internetworking protocols, if they discuss naming conventions at all,
specify a simple hierarchical scheme in which each network has its own
name space, independent of the name spaces of other networks. In order to
reference an internetwork process address, it is necessary to specify (1) the
network name, (2) the target host name (whatever it is called on that
network), and (3) the name (or number) of the process, port, or whatever
on that host. For example, the internetwork name of the FTP server socket
on Maxc might be "(Arpanet)Parc-Maxc-3".

In the case of the PARC networks, it seems desirable to adopt a somewhat
different approach: that a single name space encompasses all networks. This
really says two things:
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1) A given host or process name refers to one and only one host or process
(or possibly to a set of identical instances of a host or process).

2) For any given host or process that has more than one network address,
all such addresses are associated with a single name.

Such a scheme has several benefits. First, the single name space allows
users to specify a target host or process by means of a simple identifier
rather than by a full pathname that assumes wuser knowledge of
(inter)network topology. For example, to refer to the Ears printing service,
it 1s necessary to specify only a single name (e.g. "Ears") rather than a full
pathname such as "(Ethernet)Palo-1234".

Second, even if a host resides on more than one network, or a process
listens on several ports on the same or different networks, it is unnecessary
for the user to make a decision (specified though a full pathname)
distinguishing between these choices. Since this i1s nothing more than a
special case of message routing decisions that hosts and gateways must make
anyway, it seems quite reasonable to leave such a choice completely in the
hands of host and gateway software (unless there is a special reason the
user wants to specify a full pathname).

Finally, in the case where there exist more than one identical instance of a
particular host or process, it might be advantageous to give all such
instances the same name. For example, if several hosts provide a "telephone
directory”" service, or several hosts are prepared to accept error statistics
from Alto memory diagnostics, there is no reason not to give all instances
of such a service the same name. One must take care in application of the
"identicalness” criterion, however; e.g. it would be poor form if Ears output
for a resident of Building 34 were actually sent to an "Ears" server in
Building 31.

With these considerations in mind, we propose the following naming
convention. The most complete possible port specification is in the form

( <network> ) <host> - <socket>

where network, host, and socket may be either octal numbers or identifiers
that evaluate to the appropriate guantities. Elements may be omitted if
their values are implicitly determined by the identifiers given for the other
element(s), as will be described shortly.

Association between names and addresses is performed by means of a network
directory. This directory is maintained on Maxc and on other hosts that
may wish to provide a directory lookup service.

Three types of names may appear in the network directory:

1) Network names, which each have a single value which is the
corresponding network number. For example, the value of "Ethernet" is 3.

2) Host names, which each have a list of values consisting of <network #,
host #> pairs. For example, the value of "Maxc" is the list ( <1,1)>, <2,1>,
<3,200>, <4,40> ) because Maxc's address on the upstairs MCA is 1, on the
downstairs MCA 1, on the Ethernet 200, and on the Arpanet 40.
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3) Process names, which each have a list of values consisting of <network #,
host #, socket #> triples. For example, if an information service were
implemented by processes listening to socket 1234 of Ethernet host 33 and
socket 2345 of Ethernet host 55, the value of "Info" would be ( <3,33,1234),
(3,55,2345> ).

Additional information about each name and/or value might also be
maintained in the network directory. Such attributes should be organized
in the form of a property list, and might contain information such as the
name of the owner of an Alto, or the physical location of a server such as
Ears.

To illustrate, let us assume that the network directory contains the
following entries:

Upstairs-MCA 1

Downstairs-MCA 2

Ethernet 3

Arpanet 4

Maxc ( <1,1>, <2,1>, <£3,200>, <4,40> )
Dingleberry ( <38,33> )

XGP ( 1,55, £3,2> )

Info ( <3,33,1234>, <3,55,2345> )

The following examples demonstrate how some typical port names might be
handled:

(Ethernet)XGP-1234
Evaluates to (3)2-1234, since the foreign port is completely specified.

XGP-1234
In this case, there is a choice between (1)5-1234 (the upstairs MCA address
of XGP) and (3)2-1234 (the Ethernet address). Both addresses are returned
by the network directory lookup server, and it is up to local software (e.g.
the NCP) to make an intelligent choice on the basis of criteria such as
fewest number of intervening gateways.

(Arpanet)XGP-1234
Causes an error since XGP has no Arpanet address.

Info
Evaluates to a choice between (3)33-1234 and (3)55-2345. The choice could
be made arbitrarily or on the basis of some relevant attribute returned by
the network directory lookup service.

Dingleberry-Info or (Ethernet)Dingleberry-Info
Forces evaluation to (3)33-1234.

Port Addresses and Packet Destinations

Given a naming convention such as that just described, one might argue
that a Pup should be allowed to have a name as a destination, or (an
‘equivalent and more practical alternative) a list of addresses rather than a
single address. Hosts and gateways would be free to route packets to any
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one of the listed destinations, with the choice being made dynamically as
network load or topology changed over time.

Such a scheme is unfortunately too cumbersome to be practical. Among
other things, it would require the already over-long Pup header to be
further extended. Furthermore, anomalies could arise in the case where a
name referred, not to multiple addresses for the same process, but rather to
multiple instances of a process.

It is the intent of this proposal, therefore, that the choice between
alternative addresses be made at the time of the initial connection or
rendezvous and remain fixed for the life of a "connection" (whatever we
mean by that; e.g. as characterized by the Byte Stream Protocol). All
packets are marked as arising from a single, specified source port and are
delivered to a single, specified destination port.

Of course, the foregoing statement does not prohibit hosts from
implementing ports (process connections) that will accept Pups from any of
several sources or directed to any of several destinations. In fact, it is our
intention to implement such a "wildcard”" capability in Tenex.

Nor do we restrict the manner in which Pups may be routed between hosts
and gateways. For example, if two hosts are connected to each other by
multiple paths (as are Maxc and XGP), it is perfectly reasonable for XGP
to actually transmit over the MCA a Pup whose destination address is
(Ethernet)Maxc. In such circumstances, Maxc will simply invoke a special
case of its gateway capabilities, namely to "route" the Pup from the MCA
to its destination Ethernet port. The fact that the gateway and destination
hosts are one and the same means that such routing takes place internal to
the host, but in all other respects there is no difference between this and
ordinary vrouting functions. This capability permits communications to
continue without interruption should one of the networks go down.

Degenerate Cases

An important consideration in the PARC environment is that no hosts
besides gateways should need initially to know what network they are on.
Given the portability of Nova and Alto disk packs and even of entire
machines, there is no practical way to permanently build into each host the
network number(s) of the connected network(s).

This consideration leads to two requirements:

1) Intra-network communication should be possible without any of the hosts
involved knowing what network they are connected to (though they must
somehow know that they are connected to the same network). Such a
situation might arise if the network were in fact not connected to any
other network, or if all available gateways were down.

2) For the purposes of initiating inter-network communication, it should be
possible for a host to (a) discover what network it is on and (b) discover
what hosts on that network are gateways, and to what other networks.

To meet these requirements, we first set down the convention that no
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network may have a network number of zero. A zero value in the source
network number field of a Pup header is defined to mean that the sending
host does not know what network it is connected to.

A user or wuser process desiring to initiate intra-network communication
may transmit Pups to a specific host on that network, setting both host
and destination network number fields to zero. In this case, the
assumption is that somehow the initiator of this communication knows that
the two hosts are on the same network. Such "knowledge" might be
obtained in various ways. For example, the (human) user might simply
direct his Alto user process to establish contact with Ethernet host 123,
which is a specific machine which he knows is on the same Ethernet as his
own machine.

Note that the network directory described earlier is (strictly speaking) not
usable by a host that does not know what network it is on, even if it is
able to access that data base. That 1is, having looked up "XGP" and
discovered that its possible addresses are (1)5 and (3)2, we cannot do
anything with this information since we don't know whether we are
connected to network 1 or network 3 (or neither), and hence have no way
of deciding whether to transmit to host 5 or host 2 on our "own" network,
or even whether we can get there from here at all.

While this problem cannot be solved in general, there are various ways in
which we can contrive to make life easier. For example, a host might
maintain a local data base of names of hosts on its own network. (This
local data base, in the case of Alto, could be saved from one session to the
next by being written on a disk pack, and would also be useful in case the
network directory lookup service is not accessible). Such a data base might
be manually entered by the user, or might be automatically compiled by the
host software from the network directory at times when the host does know
what network it is on. Of course, this data base could be rendered invalid
by changes in network topology, or by the user shoving his Alto disk pack
into another machine on a different Ethernet.

All these problems go away if the host somehow discovers what network(s)
it is connected to. Additionally, to perform inter-network communication,
it is necessary for a host to know both what network it is on and what
hosts on that network are gateways.

To this end, we first observe that all gateways must know what networks
they are connected to. We then provide each gateway host with an inquiry
service on a standard socket. A host desiring to find out its local network
number and gateways then broadcasts an "Are you a gateway?" message to
this socket at all (or a selected subset of) the hosts on its network. All
the operating gateways on that network then reply with an "I am a
gateway" message that includes the correct source host and network numbers
in the Pup header. The body of the message might include routing
information such as what other networks are accessible via that gateway,
and by how many hops. With this information, the host now knows its
own network number and may perform both intra- and inter-network
communication in its full generality.
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Tser Program Interface

user programs dzal with Pup transmissions through the standard filo
n interface, in a manaer similar to the Tenex Arpanet interface. That
iz used to establish association betwern a JFN and a "network

ich evaluates to the local and fereign ports to be used).
he lecal port to be ecrested and (optionally) communicatien
ith the forei port. Data transfer operations come in
rackat” (nrv J81Ses called PUPI and PUPO), and "byte
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nd MTOPR is usu.d for the remaining special device-dependent

functions that den't seem to fit in anywhere else.

Netwark Filenamnie

A nzmtwork iile

¢ G'I'JFN) is in the form:
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The local port specification must evaluate to a <network #, host #,
sockat #> triple that satisfies the following conditions:

1) The network and host numbers, if both specified, must correspend to an
actual Maxc connection to some neiwork. Ordinarily, user programs will
leave these elements unspecified.

2) The socket number must be one accessible to the executing process.

Tenex divides the set of all possible 32-bit local socket numbers into three
ranges, distinguished by the high-order 17 bits of the socket number, in =z
manner almost identical to the way in which Arpanet socket numbers are
partitioned.

Sockets whose high-order 17 bits are zero are designated system sockets, znd
are accessible only to processes with wheel or operator capability enabled.
These are intended for use by system server processes that listen on known,
advertised sockets.

Sockets whose high—ordcr 17 bits are in the range 1 to 49999 (decimal) are
designated wuser-relative sockets.  ‘These are uccessible to processes whose
cumwcted directory numlwr is cqual to those high-order 17 bits.

Sock(-ls whose high-order 17 bits are in the range 53000 to 99999 (decimal)
are available on a first-come-first-served basis to all processes.

Sockets whose high-order 17 bits are 100000 (decimal) or grester are
designated job-relative sockets. Tlese are accessible to processes whose job
number is equal to those high-order 17 bits minus 100000 (decimal).

The socket number in the local port specification, in con]uncnon with the
“#" and ";T" attributes (if present), determine the actuel local socket
number to be used, in the following manner:

1) If the "#" ultribute is present, the 32-bit socket number is completely
determined by the socket number field of the local port specification. The
use of "#" is required to refer to a system socket, and may also be used to
refer directly to other sockets that are accessible to the exccuting process.

2) If the "#" attribute is not present, Tenex ignores the high-order 17 bits
of the socket number given in the local port specification, and instead sets
these bits as follows:

a) If the ";T" attribute is not present, the high-order 17 bits are set
equal to the process’s connected directory number, hence making a user
relative socket.

b) If the ";T" attribute is present, the high-order 17 bits are set equal to
the process's job number plus 100000 (decimal}, hence making a job-relative
socket.

3) If the socket number in the loeal port specification is zero or

unspecified, the low-order 15 bits are set to 8 times the JFN being assigned
by GTJFN.
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The foreign port specification evaluates to 8 {network #, host #, socket #>
triple in which any or all elements (including socket number) may be zero
(wildcard). Tenex's handling of local socket numbers is not performed on
foraign socket numbers; i.e. all 32 bits of the foreign socket number are
always determined by the user’s foreign port specification,

GTJFN, OPENF

The function of GTJFN for a network filename (as is the case for all other
filanames) is simply to establish an association between that filename and a
JF! GTJFN therefore checks only to see thav the network filename is
well-formed. Operations such as verifying access to the local socket,
crezting the local port, and exchanging messages with foreign hosts are
‘performed by OPENF.

At OPENF time, the following operations are performed for all data modes:

1) Tenex checks that the specified local socket number is legally accessible
to lhe executing process (error: OPNX13, "Illlegal access™), and also’ensures
that it is currently unused. An error (OPNXY9, "File busy”) will result if
the local socket number is equal to any other port's local socket number
and the two ports have matching local network and host numbers. By
"matching”, we mean cither that they are equal or that one or both of
them are wildcard.

2) If the foreign port specification evaluates to more than one possible
foreign port address (see the memo "Naming and Addressing Conventions
for Pup"), a choice is made at this time by Tenex, Such a choice will be
made on the busis of relevant parameters such as fewest number of
intervening gateways between the local and foreign hosts.

A natwork file may he.opened in either of two principal modes: raw packet

meda (17 octal) and byte stream mode (0 through 4). We shall describe raw
packet mode [irst since it is simpler.

Raw Packet Mode

In raw packet rmode, entire Pups are transferred to and from the user
address space, including DPup headers. Except for a small amount of
checking and defaulting of fields in the Pup header, Tenex does no
processing of the Pup.  Acknowledginents, timeouts, duplicate message
detection, flow control, and siwmilar functions ave left entirely up to the
user pregram to perforra.  Tenex will discard both incoming and outgoing
Pups that exceed rescurce constraints or produce other anomalies, with no
error indication to the user process.

Exzcuting OPENF in raw packet mode  merely causes the specified local port
to be creuted. No o ges are transmitted by OPENF, The OPENF may
specify reading, writing, or both; typically, programs will open ports for
both reading and writing.

Data transfers te and from the user address space are performed by means
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of new JSYSes called PUPI and PUP0.1 which transfer one complete Pup
per command. Packets are stored in user memory in standard PDP-10 form,
which is to say two 16-bit bytes (or four 8-bit bytes) per word, left
justified, Unused bits in PDP-10 words are unspecified on input and
ignored on output,

Both PUPI and PUPO treat the "Pup Checksum” as data. The user program
is responsible for generating and/or checking the "Pup Checksum" if
desired.- :

The calling sequence for PUPI and PUPO is as follows:

Accepts in  1: BO: Never dismiss for 1/0, give error return instead.
RI: JFN
2: LH: Length of Pup in 36-bit words, ~
RIH: Address of first word of Pup.

PUPI or PUPO
Returns +1:  Unsuccessful, error # in 1.
+2:  Successful

The PUPI operation first waits for a Pup to be received whose "Destination
Port" matches the local port, and whose "Source Port" matches the foreign
port specification for this network file (with fields corresponding to
wildcard elements ignored). The Pup is then simply dropped into the block
specified by the user. If the Pup is too big to fit in the block, an error
(PUPX1, "PUPI/O size error”) will be generated and the Pup will not be
lost. :

Similarly, PUPO first waits for Tenex to find some buffer space, then
transmits the Pup. In the case of PUPO, Tenex first performs some
minimal processing of the Pup header, as follows: First, the "Pup Lenglh” is
choecked for consistency with the actual size of the block given in the
PUPO command (error: PUPX1, "PUPL/O size error"). Next, for any fields
in the "Source Port” and "Destination Port” that are zero, Tenex substitutes
the corresponding elements from the local and foreign port specifications.
Nonzero [ields of the "Source Port” and "Destination Port” are not touched.
An error will occur (PUPX:, "Pup address error”) if the resulting "Source
Port” or "Destination Port” sull contain any zero clements or are
inconsistent with the local and foreign port specifications.

The substitutions just described are performed as the Pup is copied from
the user block to internal buffers; i.e. PUPO does not modify user
memory. It should also be noted that these substitutions will invalidate a
nonzero "Pup Checksum”. A program supplying a nonzero "Pup Checksum”
must therefore fully specify the "Source Port” and “Destination Port”
(thereby preventing any substitution by 'Tenex), and use these in computing
the checksum.

IAt one time we coniemplaled using DUMPI and DUMPO for raw packet
170, but those J5YSes were found to be unsuitable for this operation due
to excessive overhead and non-interruptability.
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For either PUPI or PUPD, if BO of 1 is get, an immediate corror return will
be given i attempting the operation would cause the process to block for
1/0 (errer; PUPKJ, "PUPI/O not possible now”). Fur PUPI, this can be
duce to there bring no buffered input Pups to read, while for PUPO it is
due to there already being too many Pups buffered for output but not yet
transmitted by Tenex.

Finally, CLOSF first waits for any buffered outgoing packets to actually be
transmitted, then merely deletes the local port. Buffered incoming packets
are lost, and any further Pups received by Tenex for that port will be
discarded without error indication.

"his exhausts the primitives required for raw packet mode communication.
Now we come to the interesting part.

Byte Stream Mode

Byte stream mode operates in accordance with the Byte Stream Protocol
(BSP) deseribed in Bob Metcalle's Pup specification, "Pup Again” (also
released today).

The general idea of byte stream mode is that the user program simply
reads and writes streams of pure data bytes, treating the network file as an
,ordinary sequential /0 medium.  All BSP-specific operations (such as
acknowledgments and flow contrel) are performed entirely by Tenex.

The byte stream primitives provided by Tenex are as follows:

1) OPENF causes the establishment and initialization of a byte stream
connection, and optionally performs a rendezvous. .

2) BIN, EOUT, and higher-ievel sequential 170 operations cause pure, error- -

free byte streams to be read and written,
2) CLOSF ciuses the connection to be terminated in an orderly manner.

4) A collection of MTOPR functions are implemented for performing special
operations peculiar to Pup and BSP.

Ar important property of BSP conncctions is that they are bidirectional.
Unfortunately, T is not capable of performing both sequential input
and output independently over a single JFN. A program desiring to do
bidirectional sequential 170 through a single port must obtain two JFNs for
that port and open one for reading and the other for writing. The first
OPENF performs the functions described below with respect to performing
the rendezvous (if any) and establishing the connection, and the second
OPENF is effectively a4 no-op (but is nevertheless rtequired helfore the
second JFN may be used for I/0 operations). Similarly, two CLOSFs are
reqaired to di ciate Lhe two JFNs from the port; the first performs all
the operations neccessary to close the connection, while the sccond does
nothing.

The byte size specified by OPENF must be either 7 or 8 (error: SFBSXZ,
“Illegal byte size”). The 7-bit byte size is provided for convenience in

Implementation of Pup in Tenex Page 6
Ed Taft ) February 2, 1975

dealing with the usual Tenex 7-bit ASCII files; conversion between 7-bit
characters and 8-bit Pup bytes is performed simply by adding a zero high-
order bit on output and stripping off the high-order bit on input.

The OPENF used to establish the byte stream connection may specify any
of five modes, numbered 0 through 4. These modes determine the
operations to be performed by the OPENF and are indistinguishable
thereafter. Of these five modes, four (modes 0 through 3) automaiically
implement special cases of the Rendezvous Protocol, while the fifth (mode
4) does not. In more detail, the various modes of OPENF operate as
follows,

Executing OPENF in mode 0 or 1 performs a rendezvous in which the local
port takes on the role of initiator. That is, alter creating the local port (as
for raw packet mode), OPENF transmits a Request for Connection (RFC) ‘to
the foreign port, designating the same local port (the rendezvous port) as
being the connection port as well. In mode 0 ("normal”), OPENF then waits -
until the answering RFC arrives, changes the foreign port address for this
connection Yo be the “Connection Port" designated by the answering RFC,
sets the connection state to “Open”, and returns control to the user
program. In mode 1 ("inunediate return”), the same operations are
performed by Tenex as for mode 0. but control returns to the user program
immediately after the initiating RFC is transmitted. The connection state
is "RFC Outstanding” until the answering RFC is rcceived, at which point
the connection becomes "Open”. The user program may determine that this
has happened by either polling the connection state or arming the state-
change interrupt.

In modes 2 and 3, the local port takes on the role of listener. Exccuting
OPENF does not send an RFC but rather puts the local port into a
"Listening" state. In mode 2 {"normal”), OPENF then waits, while in mode
3 ("immediate return”), it returns immediately to the user program. When
an RFC is received whose "Source Port” and "Destination Port” match the
foreign and local port specifications for this listening port (which may have
wildeard elements), Tenex substitutes the actual values of the "Destination
Port" and “Connection Port" ficlds (in the RFC) for the local and foreign
port specifications of this port (respectively), sends the answering RFC to
the foreign rendezvous port (from which the incomming RFC arose), and sets
the state to "Open” as in the normal case.

Note that "normal" and “immediate return” modes differ only in whether or
not the executing process waits while the protocol exchanges are taking
place. In terms of internal events and messages exchanged with the foreign
host, there is no difference between the two modes. Tenex takes care of
properly acknowledging all Pups received whether or not the user process is
waiting for such acknowledgments.

Wildcard clements in the foreign port specification are permitted only when
“Listening” (modes 2 and 3); their presence in other modes will resull in an
error (PUPX2, "Pup address error"). On the other hand, the local prort
specification may (and usually will) have wildcard network end host
elements. For modes 0, 1, aud 4, OPENF automatically sets these elements
to appropriate values (msually based on the foreign port specificaiion). In
modes 2 and 3, these fields are set from the "Destinatien Port" of the
incoming RFC, as explained above. In any event, no port is permitted to
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reach the "Open” state unless the local and foreign port addresses are
completely determined.

For 211 four modes just described, the rendezvous performed is a special
case of the Rendezvous Protoeol in which the local rendezvous port and BSP
connection port are the same. To permit other forms of rendezvous, OPENF
mode 4 is provided which creates a BSP connection port without performing
any rendezvous. When this option is used, the user program must supply
the 32-bit Connecction Identifier, right-justified in AC3. The local port is at
once set to the "Open” stite, and OPENF returns immediately,

When using mode 4, it is the responsibility of the user program to perform
the rendezvous itself. It is intended that this be done hy server programs
(such as Telnat and FTP servers) that listen on a single, widely-advertised
rendezvous port, and pass each separate request for service off to a different
connection port. This is most easily done in the following manner:

1)} Open the rendezvous port for 170 in raw packet mode, with the foreign
port specified as completely wildcard.

2) When an RFC arrives, open a new BSP connection port {(using OPENF
moda 4), with the following parameters:

a) Local network and host equal to the "Destination Network"™ and
"Destination Host™ fields from the RFC;

b). Local socket sclected to be unique;
¢) Foreign port equal to the "Connection Port” in the RFG;
d) Connection Identifier equal to the "Pup Identificr” of the RFC.

2) Transmit (over the rendezvous port) an answering RFC containing the
address of the B3P connection port just created.

Once a prrt has hren opened successfully, all sequential 170 operations are
pessible (BIN, BOUT, SIN, SOUT, ete).

Scquential cutput operations will wait only il necessary to obey flow
cenirol and bulfering considerations. Normally, outpul will be buffered and
biocked into maximum-length Pups where possible, but MTOPR function 21
may be used to force buffered data to be transmitted immediately (see
JSYS Manual).

Senuentinl input operations will wait if necessary for data to arrive. An
end-of-file condition will ba signalled (generating an EOF pscudo-interrupt
if it is enabled) upon attempting to read past a Mark or End packet. In
the former cass, SDSTS inay be used to clear the end-of-file condition so as
1o allow reading the next logical file 'in the byte stream.

CLOSF will [lirst wait for any buffered output data to he completely
transmitted und acknowledged. It then transmits an End (or an End Reply
if 2n End has already been received) and waits until the 3-way "End"
handshake hzs completed before returning to the user program. The port's
state becomes "Closed” (meaning that the port itsell has ceased to exist).
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If at any time an Abort is received, the connection will be terminated
abnormally, If the user program is executing an OPENF or CLOSF at the
time, the port is simply placed in the "Closed” state and the JSYS error
return is taken (error: OPNX21, "Rejected by foreign host™). At any other
time, the port is placed in the "Abort" state, which is signalled to the user
process by a state-change interrupt (if armed)., or by an 1/0 Data. Error
interrupt upon the next attempt to perform sequential 1/0. A subsequent
CLOSF will reset the state to "Closed” without further network activity.

II, while a BSP conneclion is "Open”, the user process is dismissed for 1/0
over that port and no activity occurs for 15 scconds, Tenex will probe the
foreign port (by means of nn AData, which demands an acknowledgment) to
make sure it is still alive. This will be repeated every 15 seconds if
necessary.  If no response is received after 5 minutes -of inactivity, the
"Timeout” flag will be set in the port status word, generating an 170 Data
Error interrupt. The user process may choose to ignore this condition by
enabling the interrupt and clearing the "Timeout" flag (using SDSTS)
during the interrupt routine. .Ordinarily, however, a timcout will cause the
process to terminate, since 1/0 Data Error is a "panic" interrupt.

A CLOSF executed while the "Timeout” flag is set will cause an Abort to
be sent rather than an End, and will return immediately.

Operations initiated by CLOSF are also subject to being timed out. If the
port remains in the same (rnon-"Closed") state for more than 30 seconds, an
Abort will be sent and the error return will be taken (PUPNY, “Timeout
during End handshake"). -

Ports in the "RFC Out” and "Listening” states are not timed out.

Miscellaneous JSYSes

CVIIST is extended to deal with PARC neciwork addresses. CVIIST takes a
network number in LI 2, a host number in RIl 2, and a socket number in
3, and produces a string of the form "(network)host-socket”, with names
substituted for numbers wherever possible. If the host number is zero, the
output is "network”, and if the socket number is zero, the output is
"(network)host". 1I BO of 2 is set, Tenex attemipts to climinate fields from
the oulput wherever possible, by using identifiers that specify the values of
more than one field.

CVSKT is similarly extended to take a Pup JFN in 1 and return the local
port parameters {(network number in LII 2, host number in RII 2, and
socket number in 3). The asction of CVSKT depends on whether or not the
port is open. I not, CVSKT merely parses Lhe network filename string to
yield a local port address. If the port is open, however, CVSKT returns the
actual uddress of the local port, which may have some formerly wildcard
ficlds (network or host) replaced by specific values.

MTOPR function 3 (write end-of-file), given for a port open for output in
byte stream mode, will cause any buffered data to be transmitted
immediately, followed -by a Mark packet. The value of the Mark byte
should be supplied right-justified in AC3. By this means, one meoy separate
multiple logical files transmitted sequentially over a single byte stream.
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MTOPR function 21 causes any partially filled output Pup to be
trensmitted immediately, rather than being retained until enough sequential
oulput has accumulated to occupy the largest possible Pup (consistent with
BSP zllocation), as is done normally. This MTOPR does not, however, wait
for all previous output to be acknowledged; that function is performed by
DOBE (see below).

MTOPR function 22 causes an Interrupt packet to be generated.

MTOPR function 23 causés Tenex thereafter to discard occasional packets
for the specified port (both incoming and outgoing) at random intervals,
This facility is provided for the purpose of testing lost-message-detection
and flow control algorithms.

‘MTOPR function 24 is used to arm or disarm various interrupt-causing
conditions and to assign I’SI channels to them. The interrupt channel
assignments are passed in AC3, with a value of 0 to 35 (decimal) causing
the condition.to be assigned to the specified channel, and 36 or greater
causing the condition 1o be disarmed.

B0-5 PSI channel for inlerrupt generated upon receipt of an Interrupt
' Pup (biyte stream mode only).

B6-11 PS8! caannel for interrupt generated upon receipt of any packet
for a port opened in raw packet mode. (This is handy for use
in server processes that listen on several rendezvous ports at
once.)

B12-17 State change PSI channel (byte stream mode only).

Ncte that the indicated channel and the rest of the PSI system must also
be initialized and enabled and activated in the usual manner (sce JSYS
Menual).  All conditions are initially disarmed when a port is created.

A

MTOPR function 25 generales an Abort and causes the port to be placed in
the "Abort” state. If AC3 is nonzero, its contenis are used as the "Abort
Code” znd ACY4 is used as a string pointer to supply the "Abort Text".

AMTOPR function 26 (legal only for a port in the “Aborl" state) returns the
"Abort Code" in AC3 and uses ACA4 as a string pointer té store the "Abort
Text". '

GDSTS may be used to obtain certain device-dependent information about
Pup ports. The port state and various status flags are returned in 2 (sce
below)., The foreign network number is returned in LH 3, the foreign host
nuwaker in RH 3, and the foreign socket number in 4.

Selzcted status bits may oe changed by use of SDSTS. For example, the
“Mar flag may be turned off to clear an end-of-file condition and allow
further input. ’

The port status word (defined only for ports open in byte stream mode) has
the following format:

B0-3  Port state (see nexi section).

B4 Mark encountered. Generates EOF interrupt (if armed). Must
be cleared by SDSTS Lo permit further input,
BS End encountered. Generates EOF interrupt (if armed).
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B6 Timeout (no activity for 5 minutes). Generates I/0 Data Error
interrupt. May be cleared by SDSTS.

B7 If set, generation and checking of Pup Checksums is suppressed.

Initially clear, this bit may be set or cleared by SDSTS.
B10-17 Content byte of most rccently encountered Mark.

SIBE, SOBE, SOBF, DIBE, and DOBE are all implemented as described in
the JSYS Manual. SIBE and SOBE return the number of buffered bytes
for input and output respectively. The number of "buffered input bytes”™
(for SIDE and DIBE) is defined to be the number of bytes that can be read
without causing the process to block. Hence, it does not include bytes
contained in any later Pups that may have arrived out of sequence. The
number of "buffered output bytes” (for SOBE and DOBE) is similarly
defined to be the number of bytes that have been 1iransmitted (or are
potentially transmittable) but not yet cumulatively acknowiedged. Bytes
contained in packets that have been specifically acknowledged out of
sequence are therefore not considered to have been transmitted when
making this count. Note also that the count does not include bytes
contained in the packet currently being assembled; hence, MTOPR 21 (or
perhaps MTOPR 3) should be exccuted before issuing a DOBE, if it is
desired to dismiss until all bytes output up to that point have been
successfully received and acknowledged.

Port States

In the process of being opered and closed, ports go throvgh several states.
State changes are triggered by various events such as the issuing of JSYSes
or the receipt of control Pups. A background Tenex process implements a
finite state machine, by means of which al!l state changes take place.

User programs may monitor the state of n port either by polling it (via
GDSTS) or by arming the state-change interrupt. Note that state changes
triggered by events other than the execution of JSYSes may occur
asynchronously with respect to operations performed by the user process.

The following table shows all the delined states and their associated events,
actions, and transitions, The "Timeout” event mentioned is a long-term
error timeout. Most states also have a short-term timeout for the purpose
of retransmitting possibly lost packets; such timeouts never give rise to
state changes or other actions.

State Event Action Successor
Closed (0) OPENF (0,1) Send RFC RFCOut
OPENF (2,3) Listening
OPENF (4) Open
RFCOut (1) RFC rec'd Open
Abort rec'd Abort
CLOSF Send Abort Clased
Listening (2) RFC rec'd Send RFC Open
CLOSF Closed
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Open (3) Timeout Timeout
End rec'd EndIn
CLOSF Send End EndQut
Abort rec'd Abort
Timeout (4) Any activity Open
CLOSF Send Abort Closed
EndIn (5) CLOSF . Send EndReply Dally
Abort rec'd Abort
Dally (6) EndReply rec'd Closed
End rec'd Send EndReply Dally
Abort rec'd Closed
Timeout Closed
EndOut (7) EndReply rec'd Send EndReply Closed
' Ead rec'd Send EndReply’ FEndOutDally
Abort vec’d Closed
Tireout Send Abort Closed
EndQutDally (10) EndReply rec'd Send EndReply Closed
End rec'd Send EndReply EndOutDally
Abort rec'd Closed -
Timecout Send Abort Closed
Abort (11) CLOSF Closcd

Sequential 1/0 is possible only when the state is "Open” or "End In".
Attempts at sequential 1/0 at other times will result in an I70 Data Error
pseudo-interrupt, :

Telnet Protocol

Telnet is a higher-level protocol, entirely based upon the Byte Stream
Protocol. We discuss it in this document only because server Telnet
(retwork terminal) handling must be performed inside Tenex.

A Telnet connection is ordinarily established when a user process perlorms
& rendezvous to the Telnet server on Maxe, which listens to socket 1 on nll
naiworks. After a BSP connection has been opened, it may be "attached" to
a newwork terminal by means of the ATPTY JSYS, described in the JSYS
AManyal,  Thereafter, handling of both byte streams is performed entirely

by Tenex.

Whan the connection is terminated {either normally or ubnormally), Tenex
destroys the assigned port, releases the network terminal, and detaches the
controlled job (if any).

For want of better suggestions, we adopt conventions somewhat like the
Arpanet Telnet protocol for control of terminal connections, omitting most
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of its provisions (particularly the more complicated ones) for which there is
no forseeable need within the PARC environment.

All Telnet control commands consist of a BSP Mark byte (of which there
are 256 possible types) followed by zero or more arguments given in data
bytes immediately following the Mark.

All bytes that are not part of such a control secquence are treated as
ordinary data bytes. Typically, Telnet data will consist anly of ASCil
characters in the range 0-177 (octal), but we leave the door open to the
possibility of 8-bit binary terminal I/0 for such purposes as extended
character sets or graphics.

The control lunctions to be implemented initially are as follows:

1) Data Mark (DM, Mark type 1), in conjunction with the BSP Interrupt
signal, is used to perform the "Synch” operation. A Telnet sender (user-or
server) desiring to generate a -"Synch” signal inserts a DM in the byte
stream and simultaneously transmits an Interrupt. The Interrupt, not being
subject to BSP flow control, reaches the receiver even if the byte stream is
otherwise clogged up due to allocation or bulfering considerations. Upon
receipt of the Interrupt, the receiver immediately discards already processed
data as appropriate (e.g. clearing terminal bullers), and then reads the byte
stream until the DM is encountered. While doing so, the receiver discards
all data except Telnet control commands and any other "interesting” signals
it may choose to act upon.

In Telnet terminal communication, the "Synch" signal is used for two
similar purposes. First, it may be generated by the Telnet server when it
is called upon to "clear the terminal output buffer”. For example, the
Tenex CFOBF JSYS, when executed for a network terminal, generates.a
"Synch" und thereby causes the user's terminal output bulfer to be cleared
and all data already in the byte strecam to be flushed. Second, it may be
generated by the Telnet user upon discovering a "terminal input buffer
full” condition that is even preventing panic signals (e.g. control-C} from
reaching the server because the byte stream is blocked due to lack of
allocation.

2) Terminal parameters, such as Line Widtl: (Mark type 2), Page Length
(Mark type 3), and Terminal Type (Mark type 4). Each cof these is
followed by an argument byte specifying the value of the parameier. For
Line Width and Page Length, this value is simply the maximum number of
characters per line and lines per page, with the value zero defined to mean
"unknown" or "inapplicable” (e.g. due to variable width characiers). . For
Terminal Type, the argument is a Tenex terminal type number,’ which at
present may be any one of the following:

111. is conceded that this aspect of our Telnet protoeol is rather strongly
oricnted toward Tenex conventions. The Arpanet Telnet experience has
demonstrated that it ‘is impractical to attempt to do Telnet terminal
handling in a "completely general” fashion. We propose simply putting off
designing a more general-purpose terminal type specification protocol until
such time as we require the added generality.
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0 Model 33 TTY (no Tab, Formfeed, or lower case).

1 Model 35 TTY (Tab and Formfeed, no lower case).

2 Model 37 TTY (Tab, Formfeed, lower case).

3 TI (lower case, funny padding, no Tab or Formfeed).

7 NVT (Tab, Formfeed, lower case, no padding whatsoever).
10 LA20, GE Terminet-300 (special padding).

11 TI-7233 (slower CR than normal TI).

12 Scope (pause at end of page).

20 PARC NVT (lower case, no Tab or Formfeed, no padding).

Upon receiving a terminal parameter command, the Tenex server Telnet sets
the corresponding local paramcter for that network terminal,

Arpenet Telnet functions not to be implemented {at least initially) include
“the following:

1) Network standard representations for common operations, such as EL
(Erase Line), TP (Interrupt Process), etc. The justification for this is that
within the PARC environmnent, we do not mind adopting the conventions of
whatever server host we huappen to be connected to. If users turn out to be
unhappy about this, these functions are easy to add.

2} Negotiation about scrver or user echoing. Since we don't have any half-
duplex terminals and always operate over short distances, -it seems
reasonable to adopt server echoing as the PARC standard.

3) The negotiation mechanism  itself. The Arpanct Telnet “option
negotiation” protocol is quite involved, and experience has shown it to be
very difficult to impleinent correctly. \thn we find something to ncgotlate
about, we should perhaps try to design somcthing simpler.

A
“
the dcn‘.ote—ConLrollt-d.'I'ransmission and Echoing protoccl (again, due to
lack of any forsecable neced for these mechanisms).

Backward Compatibility for MCA

It is expected thut there will be a transition period during which Maxc will
support Pup but Pogos (specifically Squid) will not. For the sake of
making this transition as smooth as possible, a module will temporarily be
included in Tenex supporting the old MCA protocol. This program will
intarcept man-Pup packets reccived from the MCA, and will provide a user
interface to the MCA computible with the existing one.

Specifically, the following will be supported:
1) Terminal connections to the MCA, as used by Squid and NEWMCA.

2) Sequential I/0 to device MCA: as used by Minx and the Pogos file

BETVer.

) More elzborate interactions such as the Telnet Huconnection protocol and”
h
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The present "Ether-MCA™ protocol for the Ethernet will also be supported
for as long as is necessary to allow Alto users to obtain the new Pup-based
successors to the current EtherMCA and Maxc programs,

This compatibility will be provided in a manrer intended to minimize the
programming time required. The current MCA driver will be modified to
interface with the new Tenex/NVIO communication protocol at the lowest
level. No attempt will be made to achieve efficient sharing of code or data
structures, since we intend to entirely remove this module as soon as
possible.

Implementation

Processmﬂ of Pups is performed by Tenex at three major levels. At the
lowest levol (input and output interrupt level), Pups received from NVIO are
merely placed on the input queues for the appropriate ports, and Pups te be
output are removed from the port output queues and passed to NVIO.

At the second level lies the byte stream processor, which performs the work
required to transform a queuc of raw input Pups into a queue of buffers
containing a purc byte stream, and the reverse on output. The byte stream
processor is implemented by an independent background Tenex process
which runs on demand and which also performs various other tasks such as
executing the Rendezvous Protocol and handling 170 for nctwork terminals.

The highest level consists of the user program interface and related routines
that are scquentially executed in response to JSYS calls. For ports open in
byte stream mode, this level communicates with the byte siream processor,
whereas for ports open in raw packet mode, communication is directly with
the interrupt-level Pup driver.

Pup Encapsulation

Pups are encapsulated in the Ethernct as described in Bob Metcalfe's memo.
That is, the Ethernet destination and source hosts are in the first word
(required by hardware); the second word contains 1000 (octal) as 2 signal
that this message contains a Pup, and the remainder of the message is the
Pup itself.

In the MCA, Pups are preceded by a single word which is 100000 (octal)
plus the length of the Pup in words. This convention allows messages
containing Pups to be distinguished from messages conforming to the old
MCA protocol. Pups may be split across physical messages in the same
manner as is done currently for "logical” MCA messages. Refer to 10S-13
for relevant information.

In the Arpanet, Pups are zncapsulated in standard IMP-Host protocol data
messages on experimental links whose numbers are yet to be assigned. The
32-bit leader is immediately followed Ly the Pup.
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The maximum length Pup that Tenex will send or receive on any network
contains 512 data bytes.

Tenex/NVIO Communication

Tenzx performs 1I/0 to all networks through NVIO. We propose a protocol
for Tenex/MNVIO communication ‘that minimizes the amount of development
and maintenance that must be done for NVIO. This is for two reasons:

1) NVIO is already difficult to maintain. It is written in Nova assembly
age, and its debugging and monitoring facilities are inferior to those
tlable for Tenex development,

2) The Nova is eventunlly to be replaced by an Alto- (in Maxe-II or
possibly sooner), and whatever is added now will have to be recoded for the
Alto. :

This protocol requires no knowledge of Pup format on the part of NVIO.
NVIO's role is limited to passing packets between Maxc and the various
networks, and providing a moderrate amount of buffering. Even forwarding
ef packets tc other hosts (Maxc's gateway function) will be performed by
Tenax.

For Pup input, Tenex passes NVIO the address of a maximum-length buffer
in Maxe main mewmory, Upon receipt of a packet from any network, NVIO
fers that packet from its own buffers to the Maxc buffer.. It then
“stores data in an overheud word in the buffer informning Tenex of (1) the
number of 16-bit words in the packet, and (2) the physical source address
of the packet (network and host).  Finally, NVIO generates a Maxc
interrupt, and it is done with this packet.

For Pup output, Tenex passes NVIO the address of a buffer containing a
racket to be iransmitted (with averhead word already set up). If NVIO has
sufficient room to bulfer the parket, it copirs it and notifies Tenex that it
is prepared to accept [Turther packeis.  Later, when NVIO has actually
transmitterd the packet or otherwise disposed of i, it passes the address of
the Maxc bufier barck to Tenex and generates a completion interrupt, after
serting a field in the overbead word to indicate completion ar error, NVIO
will discard any packets that it cannol transmil within a short timeout
(e.g. due to repeated collisions on tha Ithernet or an unresponsive
destination host on the MCA).

With the introduction of Pup and packet-nt-a-time transfers between Tenex
and NVIO, we will take the opportunity to do away with the current word-
at-a-time protncol used Tor Arpanct communication. NVIO can distingnish
between Pup, Host-ITost Protocol, and other lypes of packers by looking at
the iink number of both incoming and outgeing Arpanct spessages.  In tha

czse of Host-llost Protocol messages, NVIO can also tzke advantage of the
: iahle  byle size capability of the Naova-Imp interface to  porlorm
veformatting that is now done at intervupt level by Tenex.

One unresolved question:  Should we arrange for Pup storage buffers in
Tenzx to be shared with non-Pup Arpanct storage, or should we hava
independent storage regions? The former seems cleaner, but may require
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some care to ensure that Pup and Arpanet buffer management strategies are
compatible, and we would like to minimize changes to be made in the
present Tenex Arpanet driver. If we choose independent storage regions,
then we need cither to provide a separate communication path between
Tenex and NVIO for non-Pup Arpanet messages, or clse to block-transfer
data between Pup storage and Arpanet storage in Maxe.

Interrupt-Level Pup Processor

Pup input is initially enabled by the Pup background process, which
allocates and locks into core a queue of free, maximum-length Pup input
buifers, and is responsible for maintaining a sufficient number of input
buffers in this queue so th#it it never becomes empty (unless an excessive
number of input Pups have been buffered but not yer taken by user
processes). The address of the first buffer is passed to NVIO to be filled
with a Pup.

When a Pup has been received and NVIO has triggered the Pup input
completion interrupt in Maxe, the following operations are perfofmed:

1) If the packet is not an encapsulated Pup (as determined by the format
of the euclosing packet, which is specific to the nelwork on which the
packet was received), special routines are invoked to dispose of the packet.
These will not be described here.

2) If the Pup Destination is not Maxc, the Pup is passed to the gateway
processor* (to be described later) for immediate forwarding to another
network/host. :

3) The Destination Socket number f{only) is used to compute a hash probe
into the local sochet table. The correct port is found by comparing the
Pup Destination with the local port specification and the Pup Source with
the foreign port specification of each port checked, ignoring wildcard
elements. If no match is found, the Pup is discarded. -

4) If too many unprocessed Pups are already quencd for the input port, the
Pup is discarded. Otherwise, the buflfer is linked to the end of the input
buffer queue for that port, and is unlocked f{rom core.

5) If the "Pup Received" intervupt is enabled [or that port, a PST request is
generated for the owning process.

6) The next free input bulfer (if any) is taken from the [ree input buffer
queue and passed to NVIGO, and the interrupt is dismissed.

Output Pups generaled either from wuser level or by the byte stream
processor aro locked into core and linked to the end of the port's output
buffer queue. 15 Pup ouiput is idle, an outpul interrupt is then manually
imtiated to start things moving.

When the outiput interrupt routine is called, it first disposes of the buffer
just completed (if any), as will be described shortly. It then sequences
through the oulput port table in round-robin fashion until it finds a port
with a non-empty output buffer queue. A buffer is removed from the front
of the queue, its address is passed to NVIO, and the interrupt is dismissed,
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Note that NVIO will generate an output interrupt for either (or both) of
two reasons: (a) it has buffered an output packet in Nova memory and is
prepared to take more, or (b) it has disposed of an output packet (either
transmitfed it or declared it untransmittable). In the latter case, NVIO
stores a completion or error code in the buffer header and passes the
address of the buffer back to Tenex.

Pups generated by the byte stream processor may also be on a second queue
callzd the BSP output quewe (threaded through a separate cell in the buffer
k r). When 'fenex rcceives an interrupt signalling that NVIO has
i d +:ith such a packet, the interrupt routine does nothing with that

Lufizr, but rather leaves it for disposal or possible retransmission by the
byte siream processor. [However, if the bulfer is not on the B3P output
gueve, it is immediately unlocked and placed on a qucue to be deallocated
oy the Pup background process. (The interrupt routine cannot perform the
deeliccation itself because the storage allocation routines may reference
nonresident storage). .

Pup Background Process

A number of tasks are performed by the Pup background process, which is
an asynchrensus, indepzndent Tenex process running as a fork under job
zero.- Included in these tasks are the [ollowing:

1) Global storage management, such as allocating and locking free input
buffers, deallocating used output buffers, and occasionally garbage-collecting
“the socket number hash table.

2) Netwerk terminal handling.  AIl network terminals are periodically
scanned for service, Input data is retrieved via byte stream processor
subroutines and packed into terminal input buffers, and terminal output is
unpacked and given to the byte stream processor to transmit,

3) Byte Stream and Rendezvous Protocol processing.  Each port open in
byte stream mode (including network terminal ports) has associated with it
sufficiznt state to permit the (single) Pup background process to scan
through all ports and parform any nceded services for each one. Hence we
may cribe these operations as if there were a separate process handling
cach byle stream,

Input processing is performed whenever the port’s input buffer queue is
found to be non-empty. The byte stream processor dispatches on the Pup
Type field of each Pup, disposes of it as appropriate, and continues until
the input buffer queuc is empty.

When Data {and AData) Pups are processed, they are placed on a quecue
callad the BSP input quene, ordered by the value of .the Pup ID. Duplicate
packets are disearded during this step,  The BSP input queue is' divided
inte two segments: a “complete” segment at the front and an "incomplete”
segmnent at the back. The “"complete” portion constitutes an uninterrupted
Lyte stream, which may immediately be read hy a JSYS call or transferred
to terminzl input bhuffers. The "incomplete” portion (which, by definition,
begins at the first gap in the byte slream) consists of all Iater packets that
may have been received out of sequence. :
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The byte stream processor maintains a pointer to the boundary between the
"complete” and “incomplete” portions of the BSP input queue, and updates
it as gaps are filled in by newly-arriving data. It also maintains a "left
window edge” which is the byte ID of the first packet in the queue, and a
"right window edge" which is equal to the left window edge plus a constant
determining the maximum number of bytes that may be buffered for a
single port. The byte strecam processor will discard received data packets
whose Pup IDs lie outside this window.

After processing all packets in the input buffer queune, the byte stream
processor decides whether or not to send an acknowledgment. If an AData
was encountered, an acknowledgment iIs always sent; otherwise, the decision
is a function of (a) the number of bytes in the "complete” portion of the
BSP input queue, and (b) the time elapsed since the last acknowledgment
was sent.

The acknowledgment packet is gencrated as follows: The Pup ID is set
equal to the byte sequence number corresponding to the first gap (i.e. the
beginning of the "incomplete” segment of the BSP input qugue), hence
cumulatively acknowledging cll the "complete” data. The Number of Bytes
field is set to the difference between that and the right window edge. All
Pups in the “incomplete” portion of the qucue are then specifically
acknowledged in the PosAck/NegAck DBlocks field of the Ack packet.

Output is handled in a similar fashion. Data generated by the outputting
process is delivered to the bhyte stream processor as a queue of Pups which
we call the BSP output queue. This queue is threaded through a different
cell in the buffer header than is used for the output buffer gqueue
referenced at interrupt level,

The byte stream processor also maintains a "window” of Pup IDs that may
be transmitted, based on information in received Ack packets.

To transmit a packet, the byte stream processor stamps it with the current
time and places it in the output buffer queue, but without removing it from
the BSP output queue. Each time the byte stream processor services an
outputting port, it (re)queues for output all packets lving within the
window that have (a) nat been transmitled previously, (b) timed out, or
(c) had negative acknowledgmments received for them.

When an Ack packet is received, all packets being positively acknowledged
(either cumulatively or specifically) are removed from the BSP output
queue, and also from the output buffer queue if they are already queued
for retransmission. Buffers for which negative acknowledgments are
received are marked for immediate reiransmission. The window parameters
are then updated with the new information in the Ack, possibly permitting
the user process to generate further output.

Received Pups other than Data, AData, and Ack are passed to a subroutine
implementing the finite state machine whose transition table was given'in a
previous section of this memo.
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JSYS Call Processor

The JSYSes for the most part are very straightforward and may be
impl: ted by an uncomgplicated mapping from the user program interface
specifications given carlier.

The PUPI and PUPO operations for raw packet I/0 simply remove packets
from the input buffer queuc znd append packels to the output buffer
queuz, respectively. No action by the Pup background process is required.

For sequential input and output, packing and unpacking of the data is
performed @t JSYS level, The sequential input routine sets up a byte
pointzr to the first buffer in the BSP input queue and a byte count equal
to the number of bytes ia the Pup. The duta thereefter is removed by the
de independent  handlers for BIN, SIN, ete.  When the packet is
the byts stream processor is gwoken to do any necessary
servicing (such vpdating the window parameters and sending a new Ack),
and the sequential input routine immediately proceeds to the next packet in
the BSP input quewe. 1f the “complete” portion of the queue becomes
exhausted, the process blocks until it again becomes non-empty.

The sequential output routine allocates a buffer capable of holding a
maKinus :th Pup, then siraply sets up the appropriate byte pointer and
count. wcking of the duta is done by the device-independent BOUT
and 50 ..  When the buffer is full or must be forced out (by
CLOSZF, 1 21, ete.), it is pluced on the end of the ISP output queue
.and the byte stream processor is awoken. The process then blocks if the
current byte sequence nuraber is beyond the right window edge by more
than a certain amount.

It might he advantagrous (for reasons of reduced process switching overhead
and possibly increased bandwidth) to allow some of the byte stream
processor code to be executed at JSYS level at those points where we
specifiad "waking up the byte stream processor” in the above descriptions.
This requircs fairly strict interloching, however, to prevent anomalies due
io race conditions. 1t is probably sulficicut to provide one lock per port,
serving as a global interlock for BSP-related processing for that port.

. Gateway Processor

In order to minimize the overhead required to perform forwarding of
packets from one nectwork to another, the gateway processor is immediately
called at input interrupt level upon receipt of a packet whose destination is
not Mexc. Forwarding is accomplished by the following scquence of
operations: M

1) The hop count in the Transport Control [icld is incremented, and the
Pup is discarded if it reaches the value 8.

2} If the Pup Checksum is nonzero, it is updated to account for the
Transport Control field's having been changed. This change is made
incrementally, so the updated checksum will be correct only if the original
checksom wes correct.  The gateway processor neither generates nor checks
Pup Checksums.
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3) The Destination Networl is used to index into a routing table that
determines the network/host address to which the packet is to be
forwarded. Special entries in the table denote networks to which Maxc is
connected directly, and other networks which are known to be urnreachable.
In the former case, the Pup is transmitted directly to the network/host
address given in the Pup header, while in the latter case the Pup is
discarded.

4) The Pup is linked to the end of a special output gqueue that is
periodically checked by the output interrupt routine.

It is anticipated that the routing table will be fixed in the initial
implementation. In later implementations, it might be periodically updated
by the Pup background process on the basis of dynamic determination of
network lead and/or connectivity.

Remaining Topics

The following subjects are among those that remain to be considered in
future documents:

1) Structure and contents of network directory (for name/address
translation). Protocol for making the dircctory lookup function available as
a service for other hosts.

2) Standard "NCP Port" {by means of which host operating systems may
communicate information such as host status, which is not related to
individual user ports).

3) Inquiry service to be implemented by gateway hosts {see the memo
"Naming and Addressing Conventions for Pup").

4) File Transfer Protocol (FTP).
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A Few Notes on the 8080 compatible version of z80asm.
W. S. Duvall
Dec 31, 1981

In order to run the z80 assembler in the 8080 compatibility mode (which

allows you to assemble 8080 assembler files with minimal modification),

you need to retrieve the files "[IVY]<DUVALL>Z80ASM>80800PS" and
"[IVY]<DUVALL>Z80OASM>ASMB080". Copy 80800ps to the file named "z800ops" on
your disk, and run "z80asm/b", which will produce an initialized boot file -
"Z80.BOOT"” for the 8080 mnemonics. You can rename this file to be

"8080.baot"” or something if you wish to keep hoth a z80 and 8080 assembler
around. ’

To Prepare Your Source File:

(1) Place the statement "GET ASM8080" as the first line in the 8080
assembler source file.

(2) Comment out any ORG statements (these will be done in the load
control file)

(3) The following constructs are illegal, and must be removed:

3a. IF
3b. ENDIF
3c. SET
3d. §

(4) Reserved words may not be re-used as program symbols.

(5) Hexidecimal numbers must end with the letter "H", but neet NOT
begin with a number. This means that "FAH" is a legitimate number.

(6) The string delimiter is double quote.
The string escape character is =, which may be Combined with:

==: literal *

*": literal "

*t: literal +

*N: Return (0DH)

*L: Linefeed (OAH)

*T: TAB (09H)

*B: Backspace (08H)

*NNN: A character with the octal value NNN

The character 't produces a CR LF sequence.

(7) Character constants are preceded by a single quote,e.g.”’
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Ts Distributed Computing _ Date 15 January 1975
Fron Bob Metcalfe - Location Coyote Hill
Subject Pu janization Pare CSL

XEROX .

Here is an update on the format of a Pup. The only change

since my memo of July 16, 1974 is that the Pup Identifier is now 32
bits. up from 16. Pup overhead is now 22 bytes per packet,
including the Pup Checksum., See LEd Taft's memo of January 9,

1975 for elaboration on Pup address fields. At present, we are
intending that the Pup Checksum (if non-zero) be a 1's complement
add-and-cycle over the entire Pup. I have started a registry of

Pup types in <mectcalfedpupsyms.be. A Pup's Leungth should be
between 22 and 534 bytes.

Pup Format

[ Length ]
| Control [[ Type |

Dst Net | Dst Host
Dst SockO

Dst Sockl

Src Net | Src Host
______ Src_SockO .

Src Sockl

Content Bytes

| Checksum |

———16 Bits ———




asm8080.txt ' 31-Dec-81 10:09:57

; ASMB080 -- DEFS FILE FOR ASSEMBLING 8080 CODE
; MUST USE 80800PS AS OPCODE FILE

DEFINE PSW = AF #
DEFINE M = @HL #
DEFINE DB = BYTE#
DEFINE DW = XWORD #
DEFINE DS = BLOCK #
DEFINEEQU = = #
DEFINE END = #
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80800ops.txt

, 8080 COMPATIBLE MNEMONICS -- USING FILE MUST GET "ASM8080"
; W. S. DUVALL Dec 31, 1981 9:02 AM

OPCODE MOV

; Store Reqister 8-bit

ABCDEHL
@HL:77707172737475

; Load Register 8-bit
ABCDEHL @HL
A:7F78797A7B7C7D7E
B:474041424344 4546
C:4F 4849 4A 4B 4C 4D 4E
D: 5750515253 54 5556
E: 5F 58 59 5A 5B 5C 5D 5E
H: 67 60 61 62 63 64 65 66
L: 6F 68 69 6A 6B 6C 6D 6E

OPCODE LDAX

B: 02
D:12

OPCODE STAX

B: 0A
D: 1A

OPCODE LHLD
m: 2A[1.R][1.L]

OPCODE SHLD
m: 22[1.R][1.]

OPCODE LDA

m: 3A[1.R]{1.L]

OPCODE STA
m: 32[1.R][1.L]

OPCODE MV!
; Load Register 8-bit Immediate

@HL: 36{1.R]

OPCODE LXI
; Load Register 16-bit Immediate

m
B:01[1.R][1.L]
D: 11[1.R]{1.L]
H: 21[1R][1.L]
SP: 31[1.R[1.L]

31-Dec-81 10:.09:57

OPCODE PUSH ; Push operand: (SP) « REG PAIR, (SP) « (SP) + 2
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@HL: 8E

OPCODE SBJ;
m: DE[1.R];

OPCODE ANA; A = A&

A A7
B. AO
C: A1
D: A2
E: A3
H: A4
L: AS
@HL: A6

OPCODE ANI;
m: E6[1.R];

OPCODE XRA; A = A Xor

A: AF
B: A9
C: A9
D: AA
E: AB
H: AC
L: AD
@HL: AE

OPCODE XR};
m: EE[1.R];

OPCODE ORA; A = Aor

A.B7

B: BO

C. B1 - - -
D: B2

E: B3

H: B4

L:B5

@HL: B6

OPCODE ORI;
m: FB[1.R];

OPCODE CMP; A - op, no load (set flags)

A:BF
B: B8
C:.Bg
D:BA
E: BB
H: BC
L:BD
@HL: BE

OPCQDE CP;
m: FEf1.R];

OPCODE DAA 27; DECIMAL ADJUST ACCUMULATOR
OPCODE CMA 2F; COMPLEMENT ACCUMULATOR
OPCODE STC 37; SET CARRY

OPCODE CMC 3F; COMPLEMENT CARRY

OPCODE INR; REG = REG +1

A:3C
B: 04
c.oC
D: 14
E:1C
H: 24
L.2C
@HL: 34
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OPCODE INX; REG = REG + 1
; 16 BIT GROUP

B: 03
D: 13
H: 23
SP: 33

OPCODE DCR; REG = REG +1

A:3D
B: 05
C: 0D
D: 15
E:1D
H: 25
L: 2D
@HL: 35

OPCODE DCX; 18 BIT GROUP

B:0B
D:1B
H: 2B
SP: 3B

OPCODE RLC 07; Rotate Left Circular
OPCODE RRC OF; Rotate Right Circular
OPCODE RAL 17; Rotate Left (includes carry)
OPCODE RAR 1F; Rotate Right (includes carry)
; Jumps
; Jumps to Absolute Addresses
OPCODE JMP; Jump Unconditional
m: C3[1.R])[1.L)

OPCODE JC

m: DA[1.R][1.L); Jump on Carry
OPCODE JNC

m: D2[1.R][1.L); Jump on not Carry
OPCODE JZ

m: CA[1.R][1.L]; Jump on Zero
OPCODE JUNZ

m: C2[1.R][1.L); Jump on not Zero
OPCODE JPE
+ m: EA[1.R][1.L}; Jump on Parity Even
OPCODE JPO

m: E2[1.R][1.L); Jump on Parity odd
OPCODE JM

m: FA[1.R][1.L]); Jump on Neg
OPCODE P

m: F2[1.R][1.L]; Jump on Pos

; Call to subroutine push pc + 3 on stack

OPCODE CALL

m: CD[1.R][1.L); Unconditional
OPCODE CC

m: DC[1.R][1.L); Cali on Carry
OPCODE CNC

m: D4[1.R][1.L]; Call on not Carry
OPCODE CZ

m: CC[1.R][1.L); Call on Zero
OPCODE CNZ

m: C4[1.R][1.L]; Call on not Zero
OPCODE CPE

m: EC[1.R][1.L]); Call on Parity Even
OPCODE CPO

80800ps.txt
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m: E4[1.R][1.L]; Call on Parity odd
OPCODE CM

m: FC[1.R][1.L]; Cali on Neg
OPCODE CP

m: F4[1.R][1.L]; Cali on Pos

; Return from subroutine

OPCQDE RET C8; return from subroutine
OPCODE RC D8; return on Carry
OPCODE RNC DQ; return on not Carry
OPCODE RZ C8; return on Zero
OPCODE RNZ C0; return on not Zero
OPCQODE RPE EB8; return on Parity Even
OPCODE RPQ EQ; return on Parity odd
OPCODE RM F8; return on Neg

OPCODE RP FQ; return on positive

; Input/Qutput
OPCODE IN ; input from 1O port
m: DB[1.R]; iInput HL = memaddr, B = byte count, A«char
OPCODE OUT ; Output to 10 port
m: D3[1.R]; Qutput HL = memaddr, B = byte count, A= byte
OPCODE NOP 00
OPCODE HLT 76 ; Wait for interrupt

OPCODE DI F3; Disable interrupts
OPCODE EI FB ; Disable interrupts
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OPCODE = MOV
MOV @HL,A ;77 Lit=77
MOV @HL,B ;70 Lit=70

MOV @HL,C ;71 Lit =71
MOV @HL,D ;72 Lit=

MOV @HL,E ;73 Lit =73
MOV @HL,H ;74 Lit=74
MOV @HL,L ;75 Lit=75

MOVL, A ;6F Lit = 6F
MOVL,B ;68 Lit = 68
MOVL,C ;69 Lit = 69
MOVL,D ;6A  Lit = 6A
MOV L, E ;6B Lit = 6B
MOV L, H ;6C  Lit = 6C
MOVL,L ;6D Lit = 6D
MOVL, @HL ;BE Lit = 6E
MOV H, A ;67 Lit = 67
MOV H, B ;60 Lit = 60
MOVH, C ;61 Lit = 61
MOV H, D ;62 Lit = 62
MOVH, E ;63 Lit = 63
MOV H, H ;64 Lit = 64
MOV H, L ;65 Lit = 65
MOVH, @HL ;66 Lit = 66
MOVE, A ; 8F  Lit = 5F
MOV E, B ;58 Lit = 58
MOVE, C ;89  Lit = 59
MOVE, D ;5A  Lit = BA
MOVE, E ;5B Lit = 5B
MOV E, H ;5C  Lit = 8C
MOVE, L ;5D Lit = 6D
MOVE, @HL ;5E Lit = 5E
MOVD, A ;57 Lit = 57
MOV D, B ;80 Lit = 50
MOV D, C ;51 Lit = 51
MOV D, D ;52 Lit = 52
MOV D, E ;83 Lit = 53
MOV D, H ;54 Lit = 54
MOV D, L ;55 Lit = 56
MOVD, @HL ;56 Lit =256
MOV C, A ;4F  Lit = 4F
MOVC, B ;48 Lit = 48
MOVC,C ;49 Lit = 49
MOV C,D ;4A  Lit = 4A
MOVC, E ;4B Lit = 4B
MOV C, H ;4G Lit = 4C
MOV C, L ;4D Lit = 4D
MOVC, @HL ;4E Lit = 4E
MOV B, A ;47 Lit = 47
MOVB, B ;40 Lit = 40
MOVB, C ;41 Lit = 41
MOV B, D ;42 Lit = 42
MOV B, E ;43  Lit = 43
MOV B, H ;44 Lit = 44
MOVB, L ;45 Lit = 45
MOVB, @HL ;46 Lit =46
MOV A, A ;7F Lit = 7F
MOV A, B ;78 Lit=78
MOVA,C ;79 Lit=79
MOV A,D ;7A Lit = 7A
MOV A, E ;7B Lit=7B
MOV A, H ;7C Lit=7C
MOVA, L ;7D Lit = 7D

MOVA @HL ;7E Lit=7E

OPCODE = LDAX

LDAXD ;12 Lit =12

LDAXB ;02 Lit = 02
OPCODE = STAX

STAXD ;1A Lit = 1A

STAXB ;0A  Lit = DA

OPCODE = LHLD

31-Dec-81 10:09:57
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LHLD m ; 2Axx  Lit = 2A,Field = 1.R, Field = 1.L

OPCODE = SHLD

SHLD m ;22xx  Lit = 22, Field = 1.R, Field = 1.L
OPCODE = LDA

LDAm ; 3Axx  Lit = 3A,Field = 1.R, Field = 1.L
OPCODE = STA

STAm ;32xx Lit = 32, Field = 1.R, Field = 1.L
OPCODE = MVI

MVI@HL,m ;36x Lit = 36,Field = 1.R

MVIL, m ;2Ex  Lit = 2E, Field = 1.R

MVIH, m ;26x  Lit = 26, Field = 1.R

MVIE, m ;1Ex  Lit = 1E, Field = 1.R

MVID, m ;16x  Lit = 16, Field = 1.R

MVIC, m ;0Ex Lit = OE, Field = 1.R

MVIB, m ;06x  Lit = 06,Field = 1.R

MVIA, m ;3Ex  Lit = 3E,Field = 1.R
OPCODE = LXI

LXI SP, m ;31xx  Lit = 31, Field = 1.R, Field = 1.

LXIH, m ;21xx Lit = 21, Field = 1.R, Field = 1.L

LXID, m ;11xx Lit = 11, Field = 1.R, Field = 1.L

LXIB,m ;01xx  Lit = 01, Field = 1.R, Field = 1.L

OPCODE = PUSH
PUSH AF ;F5  Lit = F5
PUSHH ;E6  Lit = ES
PUSH D ;D5 Lit = D5
PUSH B ;C5 Lit=Cs

OPCODE = POP
POPAF  ;F1 Lit = F1

POP H ;E1 Lit = E1
POP D ;D1 Lit = D1
POP B ;€1 Lit=C1

OPCODE = XCHG
XCHG ;EB  Lit = EB

OPCODE = XTHL

XTHL ;E3  Lit = E3
OPCODE = PCHL

PCHL yE9 Lit = E9
OPCODE = SPHL

SPHL ;F9 Lit = F9

OPCODE = ADD
ADD @HL ;86 Lit = 86
ABD L ;85 Lit = 85
ADDH ;84 Lit = 84

ADDE ;83 Lit = 83
ADDD ;82 Lit = 82
ADDC ;81 Lit = 81
ADDB .,80 Lit =80
ADD A ;87  Lit = 87

OPCODE = DAD
DAD SP ;39 Lit = 39

DADH ;29 Lit=29

DADD ;19 Lit =18

DADB ;09 Lit = 09
OPCODE = ADI

ADIm ;C6x  Lit = C6,Field = 1.R
OPCODE = ADC

ADC @HL ;8E  Lit = 8E
ADCL ;8D Lit = 8D
ADCH ;8C Lit = 8C
ADCE ;88 Lit =8B
ADCD ;8A  Lit = 8A

foo
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ADCC ;89 Lit =89
ADCB ;88 Lit = 88
ADC A ;8F Lit = 8F
OPCODE = ACI
AClm ;CEx Lit = CE,Field = 1.R

OPCODE = SUB
SUB @HL ;96 Lit = 96

SuB L ;95  Lit = 85
SUBH ;94 Lit = 94
SUBE ;93 Lit = 93
suBD ;92 Lit = 92
SuBC ;91 Lit = 91
SUB B ;90 Lit = 90
SUB A ;97 Lit =97
OPCODE = SUlI
SUl m ;D6x Lit = D6, Field = 1.R

OPCODE = SBB
SBB @HL ;9E  Lit = 9E
SBB L ;9D Lit = 9D

SBBH ;9C  Lit = 9C
SBBE ;9B Lit = 9B
SBBD ;9A  Lit = A
SBBC ;89 Lit = 99

SBB B ;98  Lit = 98
SBB A ;OF  Lit = OF

OPCODE = SBI
SBI'm ; DEx Lit = DE, Fieid = 1.R

OPCODE = ANA
ANA @HL ;A6 Lit = AB

ANAL ;A5 Lit= A5
ANAH ;A4 Lit = A4
ANAE ;A3 Lit = A3 S - o
ANAD A2 Lit= A2
ANAC ;A1 Lit= A1
ANAB ;A0 Lit = AD
ANAA ;A7 Lit= A7
OPCODE = ANI
ANIm  :EBx Lit = E6, Field = 1.R

OPCODE = XRA .
XRA @HL  ;AE Lit = AE

XRAL  ;AD Lit= AD
XRAH  ;AC Lit= AC
XRAE  ;AB Lit= AB
XRAD  ;AA Lit = AA
XRAC ;A9 Lit= A9
XRAB ;A9 Lit= A9
XRAA  ;AF Lit = AF
OPCODE = XRl
XRim  ;EEx Lit = EE, Field = 1.R

OPCODE = ORA
ORA@HL ;B6 Lit=B6

ORAL ;B5 Lit =BS5S
ORAH ;B4 Lit = B4
ORAE ;B3 Lit = B3
ORAD ;B2 Lit = B2
ORAC ;B1 Lit = B1
ORAB ;B0 Lit =BO
ORA A ;B7  Lit=B7
OPCODE = ORI

ORI'm ;F6x Lit = F6, Field = 1.R

OPCODE = CMP
CMP @HL  ;BE Lit = BE
CMPL  ;BD Lit=BD
CMPH  ;BC Lit=BC
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CMP E :BB Lit = BB
CMP D :BA Lit = BA
CMP C ;B9 Lit = B9
CMP B ;B8 Lit = B8
CMP A :BF Lit = BF

OPCODE = CPI
CPIm :FEx Lit = FE,Field = 1.R

OPCODE = DAA
DAA 127 Lit = 27

OPCODE = CMA
CMA :2F Lit = 2F

OPCODE = STC
STC .37 Lit = 37

OPCODE = CMC
CMC :3F Lit = 3F

OPCODE = INR
INR @HL ;34 Lit=34
INR L :2C  Lit = 2C
INR H 124 Lit = 24
INR E ;1C  Lit = 1C
INR D (14 Lit = 14
INR C :0C Lit = OC
INR B 104 Lit = 04
INR A :3C Lit = 3C

OPCODE = INX
INX SP ;33 Lit = 33
INX H 123 Lit = 23
INX D 113 Lit = 13
INX B :03 Lit = 03

OPCODE = DCR

DCR @HL ;35 Lit =35

DCRL ;2D Lit = 2D

DCRH 125 Lit = 25

DCRE ;1D Lit = 1D

DCRD ;15 Lit = 15

DCRC ;0D Lit = 0D

DCRB ;05 Lit = 05

DCR A ;3D Lit = 3D
OPCODE = DCX

DCX SP ;3B Lit = 3B

DCXH ;2B Lit = 2B

DCXD ;1B Lit = 1B

DCX B ;0B Lit = 0B
OPCODE = RLC

RLC ;07 Lit =07
OPCODE = RRC

RRC ;OF Lit = OF
OPCODE = RAL

RAL ;17 Lit = 17
OPCODE = RAR

RAR :1F  Lit = 1F
OPCODE = JMP

JMP m ;C3xx Lit = C3,Field = 1.R, Field = 1.L
OPCODE = JC

JCm :DAxx Lit = DA, Field = 1.R, Field = 1.L
OPCODE = JNC

JNC m ;D2xx Lit = D2, Field = 1.R, Field = 1.L
OPCODE = JZ

JZm ; CAXX

Lit = CA, Field = 1.R, Field = 1.L

foo
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OPCODE
JNZ m

OPCODE
JPE m

OPCODE
JPOm

OPCODE =
JMm

OPCODE =
JPm

OPCODE =
CALL m

OPCODE
CCm

OPCODE =
CNCm

OPCODE =
CZm

OPCODE =
CNZm

OPCODE =
CPEm

OPCODE =
CPOm

OPCODE
CMm

OPCODE
CPm

OPCODE
RET

OPCODE =
RC

OPCODE =
RNC

OPCODE =
RZ

OPCODE =
RNZ

OPCODE =
RPE

OPCODE =
RPO

OPCODE =
RM

OPCODE =
RP

OPCODE =
INm

OPCODE =
OUTm

31-Dec-81 10:09:57

JNZ
;C2xx  Lit = C2, Field = 1.R, Field = 1.L

JPE _
;EAxx Lit = EA, Field = 1.R, Field = 1.L

JPO
;E2xx  Lit = E2,Field = 1.R, Field = 1.L

JM
;FAxx  Lit = FA, Field = 1.R,Field = 1.L

JP
;F2xx  Lit = F2, Field = 1.R, Field = 1.L

CALL
;CDxx Lit = CD, Field = 1.R,Field = 1.L

CC
;DCxx  Lit = DC, Field = 1.R, Field = 1.L

CNC
;Ddxx Lit = D4, Field = 1.R, Field

1.L

cz
;CCxx Lit = CC, Field = 1.R, Field = 1.L

CNZ

; C4xx  Lit = C4, Field = 1.R, Field = 1.L

CPE
;ECxx  Lit = EC, Field = 1.R, Field

1.L

CPO
;Ed4xx  Lit = E4, Field = 1.R, Field = 1.L

CM
;FCxx  Lit = FC, Field = 1.R, Field = 1.L

CcP
;Faxx  Lit = F4, Field = 1.R, Field = 1.L

RET
;C9  Lit = C8

RC
;D8 Lit = D8

RNC
D0 Lit = DO

RZ
;C8 Lit=C8

RNZ
;CO Lit = CO

RPE

yE8 Lit = E8

RPO
;E0 Lit = EO

RM
;F8 Lit = F8

RP

;FO Lit = FO

IN
;DBx Lit =.DB, Field = 1.R

out
;D3x  Lit = D3, Field = 1.R
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OPCODE = NOP
OPCODE = HLT

HLT ;76 Lit = 76
OPCODE = D!

D! ;F3  Lit = F3
OPCODE = EI

El ;FB Lit=FB
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