
Stu Card will present Dealer on Tuesday, June 3 at 1:30 . He'll tell us 
about some predictions he made concerning the results of an editing 
ex periment done by RAND . 

2-JUN - 75 16:24:43-PDT,187;000000000000 
Date: 2 JUN 1975 1624-PDT 
From : ADAMS 
Subject: OCG Meeting 
To: OCG: 

There will be a meeting on Tuesday morning, June 3, 10:30. 
See you in the caterpillar room. 

Syl 

3-JUN-75 10:01:23-PDT,204;000000000000 
Date : 3 JUN 1975 1001-PDT 
From: ADAMS 
Subject: ocg meeting 
To: OCG: 

Due to circumstances beyond our control, the ocg meeting will 
be postponed until 11:45 a.m. today. 
Thank you! 
Syl 

3-JUN-75 15:02:05-PDT,482 ; 000000000000 
Date: 3 JUN 1975 1502-PDT 

• From: ADAMS 
Subject: Seminar - Stanford Design Students 
To: OCG :, MCS: , CSL : , MCS:, LRG: 

In connection with a class project this year , three design students 
at Stanford University have developed a split keyboard and joystick 
for cursor control. This is now running a test program on an Alto. 
The students will present the project and demonstrate their system 
at 4:00 p .m. on Wednesday, June 4 in the Commons , second floor. 

Syl 

4-JUN-75 03:39:53-PDT,4678;000DOOnooooa ,~ 
Date: 4 JUN 1975 0339-PDT 
From: TAFT 
Subject : protocol changes and additions 
To: METCALFE , BOGGS 

I ' ve been doing some more thinkin~ about higher- l evel Pup-based 
protocols, and it occurred to me that there are an awful lot of 
things which aren't written down and which at least I have been 
carrying around in my head . It's as easy to send you a message as 
it is to write these things on a piece of paper, so here goes: 

1) Changes to Pup at the raw packet level 



a) The thecksum is a ones-complement add-and-cycle, with the value 
1 77 77 7 b e i n g t a k e n a s me an i n g " u n c h e c k s u mm e d P u p " ( r a t h e r t h a n O ) 

b) Encapsulation on MCA consists of setting the sign bit of the 
Pup Length field and sending the whole Pup (with no other header words) 
as a single packet (actually, some integral number of physical packets, 
using the time-tested techniques of the old MCA protocol). 

c} Encapsulation of Arpanet packets consists of prefixing the 
packet with a standard Imp-Host protocol leader (32 bits), with 
link number 152 (decimal) and message type O (= Regular message) 

d) Encapsulation on Ethernet consists of prefixing the 
physical destination/source and iype words, with the Ethernet Type 
of a Pup being 1000 (octal) 

e) While the definition of Pup permits packets with lengths in the 
range 22 to 2~16-1 bytes, in practice some limit must be adopted. 
The limit that has been arrived at is 512 data bytes (i.e. Pup Length 
no greater than 534). In the ordinary course of events, no host 
should be required to handle Pups longer than this, and no host should 
generate Pups longer than this if it expects most other hosts to be 
able to handle them. Of course, this does not prohibit hosts from 
communication using larger Pups by prior agreement amongst themselves. 
Nor is it necessarily the case that all hosts or all networks will 
be able to handle 512-byte Pups [for example, if we ever start using 
the Arpanet "uncontrolled packet" mechanism,- we will be limited 
to Pups of no greater than 1007 bits or 125 bytes]. 

2) Changes to BSP 

a) The "End'' sequence is broken out from BSP and made into a separate 
pro to.col ( the "End Proto co 1 " ) . The on l y ch an g e i s that "End" and 
"end Reply'' packets use the Connection ID rather than the ID of the 
,nost recently transmitted byte. 

b) I think we need some sort of protocol (probably part of BSP) 
for resynchronizing th.e two_,,_ ~nds of J-h~ connection, in case of partial 
loss of memory at one end. The case I,have in mind is that of the 
DLS Alto. I would envision being able to preserve the Connection IO 
and the local and foreign port numbi:!rs ·,~c]'ctss_ most Alto crashes 
{by writing them on the disk or into a carefully-checksummed region 
of memory), but losing track of the current Byte ID's, Interrupt !D's, 
etc., since they change too rapidly to be maintained in a safe place. 
My first thought is to have a "Resync" packet containing the following 
information: the Connection ID in the Packet ID field, and the 
sender's opinion of the current Byte ID and Interrupt ID for the 
stream he is sending. The receiver of a Resync packet would respond 
with a Resync packet containing the complementary information. 
I haven't thought out the details, but I think such a mechanism should 
work ok. Comments? 
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3) Thoughts for other protocols · 

a) I think we need som~ sort of ''Eiror Protocol" that allows the 
sender of a packet to be notified of the cause of the demise of that 
packet along the route from source to destination. This will be 
particularly important if the source process is to correctly deduce 
and correct problems such as Pups being too big to send through 
some intermediate network. In the simplest case, all we need is 
an "error" packet, constructed (by the process generating the error) 
as follows: Pup type set to "error", source and destination ports 
reversed, Pup ID the same as the original packet, and Pup Contents 
including some indication of who is generating the Error and 
a code (with possible arguments) signifying the cause of the error. 

b) We need to work out a protocol by means of which hosts can 
find out what other hosts are gateways and what other networks are 
accessible. 

c) Applications such as shipping encapsulated Arpanet Host-Host 
protocol packets and raw magtape records via Pup (even though 
such packets are bigger than the maximum-length Pup) will require 
some sort of "Multi-packet message" protocol, perhaps analogous 
to the way in which Arpanet messages get split apart and reassembled 
by the Imps. Such a protocol must be more efficient than BSP. 

Core dump completed. 
Ed 

4-JUN-75 11:21:32-PDT,684;000000000000 
Date: 4 JUN 1975 1121-PDT 
From: HUNT 
Subject: OS 
To: · Altousers: 

There are new versions of OS.BOOT, OS.BM, and 
INITALTOIO.BR on <ALTO>. 

The new OS has bugs associated with positioning files fixed; 
clarity.al is the default f'Orlt; stream ·;operations are slightly faster; 
the new autil is incorporated. There is a new OS function, SetFilePos, 
which is the inverse of FilePos; Set~il~Po~ts,v) wheres is a 
stream and v is a vector. This functioA l~places READNEXTPAGE 
in the initialization file INITALTOIO. If your program calls 
READNEXTPAGE explicitly, it will not work with the new OS!!! 
Preb½ems should be taken to Bulter or Willie Sue. 

5-JUN-75 09:42:51-PDT,486;000000000000 
Date: 5 JUN 1975 0942-PDT 
From: DEUTSCH 
Subject: MITSmobile at Rickey's 
To: CSL:, OCG:, LRG:, MCS: 



XEROX PARC CSL INTERNAL MEMORANDUM 

TO: Boggs,Baudelalre,Deutsch,Duvall,Flala,Lampson,llddle,McCrelght,Melvln 
Rider ,Shoe h,Slmonyl,Sproull ,S turgls ,Swinehart, Taft, Thacker ,Zelinsky 
and others who may wish to find themselves Involved 

FROM: Bob Metcalfe 

SUBJECT: Pup Revisited -- Toward a Pare Universal Packet 

DATE: April 141 .1974 

This memo Is written and should be read wit cautlo ; Its purpose to promote an 
lnternetworklng packet standard for Pare ont splendlferoslty aside, Pup 
Revisited Is still only a document's latest ver Ion, cru , ely constructed Inside. 

An earlier version entitled A Proposed Pup -- P re Unlver al Packet was distributed on 
March 19. And before It, a directly related me o entltted Experimental Ethernet File 
Transfer Protocol was distributed on February 5. J"hls hdre memo comes with (debated 
and debatable) revisions and further developmen s, m king the two previous memos 
obsolete. Deutsch's Tenex MCAIE(Tmr-.. et Interface emo of April 8th Is also relevant. 

. . / . . 

The 11st of the packet net'4,,orks at arc Includes Ethernets, Localnets, Arpanets, 
MCAnets, and EIAnets. All hat,e been onsldered, more or less, In the personal turmoil 
leading to our current pup pro~osal. 

Successful Implementation of o\ ernetworklng packet standard will benefit from an 
early multi-lateral agreement among the czar(esse)s of Parc's various existing and · 
planned packet networks (sic). With an early agreed-upon lnternetworklng standard In 
hand, the many network-based systems yet to be built can be done right the first time 
-- built for the tnternetworklng environment. The Instrument of this proposed agreement 
ts to be an object which we affectionately can a pup, a Pare Universal Pa~ket. 

A problem barks for our attention: How should we Interconnect these packet networks 
and the computers to which they are attached? 

• We propose that a standard packet protocol be adopted to allow processes living on 
• any of our Interconnected computers to send packets among themselves through any 
of our Interconnected networks. Adoption of such a standard would give us a general 
Interprocess communication system. Not all host-host or process-process 

. communications need use the general pup system, of course; keeping this In mind will 
help us prevent our pup from becoming a real dog ("Dlsgustlngly Over General"). Those 

• that use pups won't care which of our Interconnected networks and computers are • 
Involved. And this can be a good deal. 

Imagine the economies of being able to access the f ollowlng resources from any · 
process In tho known Interconnected world: Rider's "Ears" Slot printing server, Boggs's 
magtape-controlllng Altos, terminals coming In from the DLS Altos, the Arpanet through 
Deutsch's Polos NCP, Polos editors and formatters, the Pare flle system (Maxc now, 
distributed later), and a host of others; the net result Is Important, no matter how you 
pacl<et. 

·-1-
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Pup Revlsted/Metcalfe 

1.0 lnterNetworking Principles 

Here are some higher-level concepts. 

1974 Aprll 14 12:14 

1 .1 Heterogeneity. We recognize that Pare has Its various networks, not prlnclpally 
because of any fingering attachment to obsolete capita! equipment, but presumably 
because each network seems more suited to certain appllcatlons than the others. 
Therefore, In Interconnecting these networks and their computers, we must not simply 
wash out the differences with emasculating standards, but breed the benefits of 
underlying variety. • 

This Is to say that we do not Intend the proposed pup standard to be all things to all 
people; many will and should avoid Internetwork standards to get at the particular 
capabilities offered by their favorite network. 

1.2 Encapsulation. Because we are to retain the advantages of our . differing 
networks, pups must be In general a subset of the packets carried by each network. 
Thus, a pup Is to be encapsulated as It passes through any one network so as to be a 
recognized type of packet In that network. As only one of many types, the general 
pup standard will Invoke Internetwork processing overhead only on those packets 
requiring It. 

1 .3 Gateways. The active components In the system to be built · according to the 
standard protocol are (to use lnternetworklng jargon) Its "gateways", processes which • 
take packets from one network, diddle them, and hand them to another. From our point · 
of view, the processes which we often call Network Control Programs (NCPs) are 
already gateways; they transmit packets from the software networks of proqesses 
Inside computers to the hardware ne.tworks outside. With Internetwork connections we 
Introduce additional gateways; processes which actually sit at the junction of two (or 
more) hardware networks. 

- Note, Gateways can be viewed as store-and-( orward 
packet-switching nodes at the lnternetworl< /eve/1 they 
ere meta-Imps. 

Note, In a host connected to several networks, It Is 
likely there would be several NCPs, one for each · 
network, · and a gateway putting them all together for 
Internetwork switching. 

1.4 Best Efforts. We believe that when a packet Is given to a raw process-process 
packet system, the system should promise to give only Its best efforts to dellverence; 
the sender of the packet should expect Its successful delivery only with some stated 
high probablllty (say 9/10, or 99/100, or 999/1000) conditional on the destination being 
ready and waiting. Higher quality communication, say with generalized process 
rendezvous, additional error control, and some flow control, should be provided with 
algorithms implemented at the appllcatlon-process level. 

. , . ' .- • . 

1.5 Thin-Wire Defensiveness. If we bulld our systems so that theJr constituent 
processes communicate through thin wires with packets (pups hopefully), then we will 
have achieved a high degree of isolation -- modularity by any other name .smells as • 
sweet. Because thin-wire interprocess . communication Is explicit and requires the 
active participation of the sending and receiving parties, processes can be arbltrarlly 
scrutinizing of their communications; they can be defensive. 
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Along these llnes, Ed Taft suggests that one good test of a process Is to send It a 
random pattern of randomly generated packets to see If It can keep Its feet. A 
process which goes off the deep end on a garbage packet needs fixing. 

Perhaps we are approaching something of a methodology for building reliable systems 
-- best-efforts thin-wire communication among constituent processes. See thesis. 

2.0 The Pare Universal Packet 

A pup Is a collection of 8-blt bytes: 18 bytes of header and a variable number of 
bytes of contents. The first 2 bytes of a pup header carry Its (encoded) length. Then 
1 byte of transport-control bits. Then 1 byte of pup type. Then 2 bytes of sequence 
number. Then come two port addresses, each 6 bytes. That's the header. And then 
come the pup's (few) content bytes, about which the pup definition has nothing to say. 
When a process hands a pup to its local gateway, it expects that the packet wlll be 
delivered to the waiting destination only with some high, yet . to be specified (say 
99/100), probability. That's It. 

Note, Yes, the pup header has grown larger ( not 
smaller) since last time; It may already be a dog; but 
let's be patient. 

A pup Is a virtual packet; virtual to the source and destination processes Involved. On 
the wires or In the memory of some specific network or computer It may look different, 
encapsulated, with fields rearranged, with extra fields containing network-specific 
data. You'll see what we mean In the example of how a pup might be transported 
through an Ethernet, below. 

2.1 length. We propose that the length of a pup be carried as the number of 8-blt 
bytes In the pup, including the length Itself, the transport-control byte, the type byte, 
the sequence number, the addresses, and the contents. We further propose, after 
Duvall's suggestions below, that this length be encoded. 

The purpose of this length Is to facilitate transport of the pup without disrupting Its 
contents through the Inadvertent adding or subtracting of bits. In fact, as a pup winds 

·Its way through various networks, It Is likely that It will acquire a tall, extraneous 
tralllng bits ("padding"), but these are OK; they can be routinely Ignored. 

BIii 0uvall's ·comments . on the last -version of this - proposal call for a redundant, 
constant, "this Is a pup" field In the pup header and error-checks In the length. The 
Intention Is to make It easy to detect a non-pup and to help keep a gateway from 
going off the deep end on garbage. Our suggestion Is to comb.Ina these desirable 

. features In an encoded length, say the length with parity bits and constant pattern bits. 
Someone should suggest a simple algorithm, well-suited to "nova" code, which will 
encode and decode the length with checking. · 

2.2 Transport Control. It Is anticipated that the gateway system will need to be able 
to carry certain Information In pups for debugging and control. Two examples come 
Immediately to mind. The first Is that of flushing pups which have been around too 
long, say by using a gateway hop count In the transport-control field of the pup 
header; we mentioned this In our last go-round. The second (suggested by Simony!) Is 
that of tracing; with a trace bit In certain pups, their passage through the gateway 
network can be followed and reported during debugging and times of malfunction. 

' . 

We suggest that other transport-control functions wlll _ come up and that 8 bits Is 
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enough. Say let's have 3 bits of hop count and a trace bit, leavlng 4 bits for other ' 
functions. Bow-wow? 

2.3 Pup Type. The type byte Indicates how a pup's contents should be Interpreted. 
The Byte Stream Protocol sketched below defines several of these types. 

The pup type byte wlll be useful In Identifying a packet, as discussed below for the 
sequence number bytes. All packets will carry types In one form or another and so 
moving a type Indicator Into the pup header will not Increase our overhead (as a 
practical matter), but will allow gateways to process pups more lntelllgently. . • 

A registry of types should be kept as part of the pup standard. And there should be a • 
pup type which Indicates ~ non-standard pup. The type byte Is generated by the 
source process. 

2.4 Sequence ·Number. 

Simony! suggests that gateways wlll have several reasons for wanting to Identify 
packets; tracing Is one. It also appears (we observe) that pups will carry sequence 
numbers for error and flow control, whether or not their presence Is Indicated In the 
pup standard Itself. Therefore, the sequence number Is made a part of the pup 
standard so It can be used by gateways (say, In tracing); no overhead Is added 
because pups would have sequence numbers anyway. 

It · ts· the responsibility · of the source process to assign a pup Its 16-blt sequehce 
number and, therefore, a process's pups are uniquely Identified by gateways only to 
the ex-tent that the process keeps the sequence numbers unique. 

In the Byte Stream Protocol below, pup sequence numbers are used for retransmission 
control, dupUcate suppression, reassembly, and flow control. 

2.5 Addresses. A pup has two · addresses. The first ·1s that of the destination port; 
the second Is that of the source port. A port address Is 6 bytes (48 bits) long and 
Identifies an area/network, a host computer, and a socket In that host. We use the first 
8 bits to Identify the area/network of a port. We use the second 8 bits to Identify 
the port's host computer In the Identified· area/network. We use the remaining 32 bits 
to Identify the port's socket within the Identified host. This addressing · scheme Is bred 
for generality and compatibility from those of the Localnet, the MCAnet, and the 
Arpanet. • 

Note, It seems that no harm Is done to pups If a host 
on more than one network Is known by several names, 
one for each of those networks. 

The destination port address should be specified by the source process, of course. 
The source port address, however, should be specified as It becomes defined. The 
source socket number Is dropped into the pup as It passes from source process to 
local NCP. The source host number should be dropped In as the pup leaves the source 
host. And the source area/network should be dropped In If and when the pup leaves 
the source area/network. This way, Taft points out, a process need not know Its 
location to operate. The assignment of source Indicators In this way also provides the 
basic primitive of network access control, lncrementally-trustable source Identification. 
Such prevents rampant Impersonation. 

Simony! and Fla la both suggest that 32 bits Is much too much for socket numbers. 

-4-
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They argue that no host wlll ever have that many t1ctlve ports; and they are right. They 
further suggest that 8 bits would be better. 

Duvall, Taft, and we, on the other hand, think 32 bits Is better. In Tenex, for analogy, 
many more files can be named than will ever exist. Many fewer flies can be JFNed 
than can be named. Our question Is roughly whether the socket number Is a port name 
or a port JFN. 

To make 8-blt socket numbers work, a distributed directory service (llke Tenex's GT JFN 
or AT&T's 411 Information operator) would be needed. We suggest that, In any event, It 
would be nice to have directory processes which map ascll strings Into port addresses 
on demand. With such directory processes, a service running on some machine In some 
network on one particular day could grab a socket from Its host, bundle It up, and send 
It with the service's .name to the several directory service processes. Like listing a 

. phone number In the yellow pages .. • This would give us location Independence. 

The argument for shortening socket numbers Is based on the desire to shorten socket 
tables and to reduce pup overhead. The arguments against changing from 32 bits are 
based on the desirability of our not depending on the existence of directory processes 
and on compatlbillty with Noxlos, Tenex MCA code, and the Arpanet. 

• Note, We suggest that am Duva/l's use of sopket 
numbers Is not quite the same as that Intended for 
pups. In · particular, pup sockets are host-relative: B 

pup socket number helps to specify a location~ not a 
movable process name. 

Taft points out that having large socket numbers reduces the probablllty of random 
garbage or "half-closed connections" messing up somebody's communication. 

2.6 Contents. The definition of a pup Is silent about the contents of a pup. So-called 
higher-level protocols, like the Byte Stream Protocol (BSP) to follow below, go further 
by putting meaning on certain pup contents. 
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Figure l. Pup Format 

' 
Encoded Length 

Transport Pup Type 
Control 

Sequence Number 

Destination Destination 
Area/ Network Host 

Destination Socket 

Source Source 
Areal Nelworl< Host 

Source Socket 

- Pup Contents --
2..7 Pup Problems. There are some problems which need further study. . One Is that 
of the largest pup to be permitted. And another Is that of finding appropriate time­
outs. 

The Localnet carries a small fixed-length packet of 512 bits, some of which are used 
for control Information. First, It may be we need to adopt a maximum size for pups so 
they'll flt In a Localnet's packets; this would spell doom for raw packet efficiency, 
especially In the lower-performance networks where It counts . (512-(80+144+32))/612 
Is 50%, right off the top. Or second, we could leave It to the Localnet (and others) to 
come up with Its own schemes for fragmenting large pups so long as the pups are put 
together so as to appear untouched to the destination process. · Or third, and this 
seems the most attractive right now, we could stick those commuriJcatlng processes 
looking for high bandwidth with the Job of deducing the largest pups they can use, with 
brute-force trial-and-error. Suggestions? 

-6-
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Time-outs are central to our brand of reliable communication. If time-outs are chosen 
too small, our networks become cluttered with duplicate, successfully delivered 
packets. If time-outs are . chosen too large, our networks sit Idle, with everyone 
twiddling their thumbs. Choosing good values for time-outs Is complicated somewhat 
when the transporting mechanisms are unknown, as for pups. A pup may just take a 
hop through one 60 Mbps circuit In a directly-connected Localnet, or through an earth­
orbiting satellite In the Arpanet, to use the extremes. 

We suggest that our programs, to · the extent they want to Improve the efficiency of 
their use of the pup system, attempt to zero In on optimal time-outs (with round-trip 
time measurement and time-out adjustment) In the course of their various 
communications; a mild form of the trlal-and-error approach, again. 

2.8 Pup Gateway Routing. A process Instructs Its operating system to transmit a pup. 
The pup Is bundled up In the local gateway, often called the NCP, and Its destination 
address examined. If the area/network field of the destination port Is seen to match 
that of a locally connected network, then the pup Is appropriately encapsulated ·and 
sent to the Indicated destination host. If the area/network field of the destination 
port does not match that of a locally connected network, the gateway must consult Its 
own routing table to discover how to get the pup on toward Its destination, to discover 
wh_lch host on a directly connected network Is In a position to take the pup Into another 
area/network closer to the destination. Gateway routing tables need only contain a 
number of entries equal to the number of existing Interconnected networks, not one for 
each host or (ugh/) process. 

A gateway could route a pup Into that great bit-bucket In the sky. There are several 
reasons why a packet might be discarded and lost at a gateway: (1) nobody here by 
that name, (2) pup too big · to flt in transporting packet, (3) congestion too hlgb right 
now, (4) can't get there from here, or (5) unrecoverable transml~slon error. A source 
process can't, no, shouldn't care which of these strikes his packet down; the recovery 
procedure Is the same, just time-out and · retransmit. It Is possible, of course, that we 
might choose to define some pup types for sending by a gateway to a source process 
for reporting the cause of a pup's demise, but this would be a somewhat compllcatlng 
choice to be made reluctantly later. 

• 3.0 Pup Transport through an Ethernet 

By way of example, here Is how we propose to carry a pup In the Ethernet. 

First will come the required 16 bits of Ethernet addressing data. A destination and 
source must be specified in each Ethernet packet, 8 bits for each. The source field Is 
fixed by the gateway's host address on the transporting Ethernet. The destination 
field Is to be derived from the pup's 48 bits of destination address; It might be the 
specified host number if the area/network matches that of the current transporting 
Ethernet, or It might be the Ethernet address of a host willing to forward the pup 
onward to Its Intended destination elsewhere. 

Ne-xt comes the Ethernet's own standard type word with the specific type 11pup". This 
type Is used by the receiving Ethernet's host's NCP to recognize the packet as a pup 
and to give It the gateway handling It deserves. 

Note, . Such handling might be (1) nothing more than 
handing It off to the addressed port's. process, or ( 2) 
perhaps routing and reformatting for Injection Into an 
MCAnet. or Localnet, or Arpanet, or . (3) perhaps 
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Immediate discard for any one of a number of 
reasons. 

And next would come the pup Itself, In Its entirety, transported In the required number 
of 16-blt words. 

Figure 2. Ethernet-Encapsulated Pup 

Destination Source 
Host Host 

Ethernet type Is •pup• 

Pup Header 
C 

. 

Pup Contents 

4.0 Byte Stream Protocol . 

And now, as an example, we offer a 2-page protocol with which two processes would 
transfer an error-free, flow-controlled byte-stream at the maximum rate possible, using 
pups. 

We define the use of the following pup types. A registry of such types should ! b.e 
kept. They are: ATS, STA, Data, End, Abort, Cack, Sack, and Nak. 

We propose that each of these types carry as pup ."contents" a trailing (optional) 2-
byte software checksum word. If the trailing 2 bytes are non-zero, then they contain 
an add-and-cycle checksum over the pup contents minus checksum. 

4.T Connecting Up. First, some distinctions. (1) Each pup has a source and
1 

a 
destination. (2) Each byte-stream connection has a user and a server, of ten called an 
Initiator and a listener. (3) Each byte-stream has a sender and a receiver. These are 
orthogonal descriptors; a process may be one or the other out of the above pai~s, 
Independently. 

; 
I 

We are given two processes wishing to transmit a byte-stream from one to the other. 
A process port Into one of these processes, the server or llsteneri Is known to the 
other, the user or Initiator. 
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The f lrst action taken Is by the server who registers with his local gateway that he 
wishes to be given pups addressed to a specified publlcally-known port. 

Note, This port might, of course, be registered under 
the server's name at some directory processes. 

The next action Is taken by the· user who registers 1 or 2 ports of his own with his 
local gateway . (NCP). He sends a request for connection (RFC) In a pup from his 
connection port to the known server connection port. 

Nole, He may, of course, have retrieved this server 
port name from some directory service. 

The RFC Is either an STA (sender to receiver) or ATS (receiver to sender), depending 
on whether the user wants the byte stream to move to or from him. The · AFC carries In 
It the user's byte-stream port (possibly not the RFC's source) and a byte-stream name. 

Note, The byte-stream name might be used as a file 
name by a file transfer server. 

Upon getting the user's RFC, the server decides to serve the byte-stream transfer, 
establishes a (possibly) new port for the transfer, and sends a matching RFC (STA for 
RTS or ATS for STA, with ·copied sequence number and server-assigned name) to the 
user's RFC's source port. When the answering RFC Is received by the user, the byte­
stream conmfotlon has been Initiated and all exchanges afterward happen between the 
user and server byte-stream ports. 

Note, This simple exchange Is a packet version of the 
Arpanet's lumbering connection-version Initial 
Connection Protocol (/GP). 

4.2 Data Packets. Bytes In the byte-stream are carried from stream sender to 
stream receiver In pups of type "Data". The pup sequence number Indicates, starting 
"'at zero, the position . of the data pup's first byte In the byte stream (with wrap-around 
on 16 bits). ~II but the last 2 of the pup's content bytes are the data bytes 
themselves. Then comes the (optional) 2-byte checksum. That's It. 

Note, Maybe the checksum should be In the pup 
header? 

4.3 End Packet. The End packet Is launched by the sender to Indicate where the end 
of stream Is. The 16-blt byte sequence number In the End packet Is that of the first 
byte after the end of stream. And then, the End's checksum. The checksum Is the 
only Information carried In the contents of a pup BSP End packet; It should always be 
zero. Hmmmmmm. 

4.4 Abort Packet. An Abort packet can be sent by either the stream sender or 
stream receiver at any time. Abort messages can be completely Ignored, but 
everything will work more smoothly If they cause the stream transfer to stop 
Immediately. Each Abort packet will carry a 16-blt code (from a registry of codes) for 
program processing and a text string suitable for huperson consumption. (Remember 
the Arapanet FTP?) And then would come the checksum, as usual. 

4.5 Cac/f. Pac/f.et. A Cack Is a "cumulative ack". It travels from the · stream's receiver 
to lhe sender Indicating that, since the beginning of the stream, all bytes through the 
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Indicated sequence number were received correctly. Also, as for the following Sack 
and Nak, the Cack carries an allocation for flow control. And a checksum. 

An allocation Is a 3-tuple recommending (1) the number of bytes per Data pup which the 
receiver Is prepared to receive, (2) the number of Data pups which the receiver Is 
prepared to receive, and (3) the number of stream bytes the receiver Is prepared to . 
receive, all as of the time of departure of the Cack. And then the standard checksum. 

The purpose of the allocations carried from receiver to sender Is to allow the sender 
to participate In the optimization of byte transfer. It should be remembered that the 
network Itself may Impose further restrictions (say maximum transportable pup size), 
not to mention those from the sender. 

Ed Flala suggests that this allocation scheme be augmented to Include provision for 
rate-controlled data flow, llke that used on the MCA now. Further discussion Is 
required. 

4.6 Sack Packet. A Sack Is a "specific ack". It reports the successful arrival of the 
specified number of bytes at the Indicated position In the byte stream. The Sack Is a 
completely redundant message which can ~e sent by a helpful receiver to Indicate the 
arrival of a Data packet carrying data past a hole In the stream; Its purpose Is to cut 
down on retransmissions. A sender who gets ahead on his transmissions -- has several 
packets outstanding at a time -- can use Sacks to avoid retransmitting certain 
sections of stream. Completely redundant; but maybe helps performance. 

4.7 Nal<. Packet. Nak Is a "negative acknowledgement". The Nak Is a completely 
redundant packet which can be sent by a helpful receiver to Indicate the known loss of 
a specified number of bytes at the Indicated position In the byte stream; Its purpose Is 
to hasten the retransmission of data lost at the receiver due to congestion, lack of 
space, or the llke. 

Contributions? 
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The purpose of this memo is to specify a standard with which to 
interconnect Pa re's various packet-switching networks. Ed Taft, John Shoch, 
and I are discussing Pup and building Pup-based software for Maxc, 
Smalltalk, and Alto, respectively.· 

This memo updates Pup Converging of July 16, 1974. An earlier and more 
• discursive version, Pup Revisited, was distributed on April 14. Both earlier 

memos are hereby obsolete. 

Taft's Naming and Addressing Conventions for Pup of January 9 and today's 
Implemeniation of Pup in Tenex should be read. 

We propose a protocol, based on Pups (Pare Universal Packets), to allow 
processes on any of our interconnected computers to exchange packets 
through any of our interconnected. networks. U! course, not a.li. 
communications need use Pups. But, imagine being able to access the 
following resources from any process in Parc's diversely interconnected 
distributed computing system: Maxc and Maxell for heavy computing, 
personal Altos for office communication, the XGP servers and Slot 3100 and 
Ears for printing, low-speed terminals coming in from the PT&T network for 
remote access, the Arpanet. through various NCPs for very remote access, the 
distributed file system, the magnetic tape ma.chines for backup, Polos editors 
and formatters, and so on. 

The packet protocol being proposed consists of (1) the format of a standard 
(inter)network packet, the Pup, and (2) the principle that when a Pup is 
handed to the naked process-to-process packet transport system it can be 
expected to arrive undamaged at its destination only with high probability. 

• Also included in this memo are (3) how a . Pup should be encapsuJated for 
transport through an Ethernet, ( 4) a Pup Echo Protocol for test and 
diagnosis, (5) a Rendezvous Protocol, and (6) a ·Pup Byte Stream Protocol for 
carrying error- and flow-controlled byte streams between cooperating 
processes. 
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Pup Header 
(20 bytes) 

Pup Contents 

The Format of a P up 

Source Socket 

February 2, 1975 17:32 

Port 

Source Port 

(O to 512 bytes) ) 
Content Bytes 

I 1 

l &-1.· ______ _,,_J/_½_1/_ ._>_~,_,,,_~7,.,p~~s1ble Garbage Byte 

I~ ~p ?_!:.e~~sum , . ~- _ _I 

<------ 2 8-bit bytes -----
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The Pup Length is the number of 8-bit bytes in the Pup, including header, 
contents, and checksum. There may b e from O to 512 content bytes in a 
Pup so that the length will range between 22 and 534 bytes. A Pup is 
always carried in an in tegral nu~ of 16-bit words. The number of 16-bit -1 words is ca lcu 1 a ted by adding 1 t h e- 1 en g th- a-ntl-di-v-i-cl.-i-ng- b-y~ 'Fh.,._,,___ ~ 
number of content bytes is calcu ated by subtracting 22 from the length. 
When there are an odd number of content bytes in a Pup, the ex tra garbage 
byte required to fill the Pup out to an integral number of 16-bit words 
precedes the checksum word. 

The Transporl Control byte is for use by gateways; it should normally be 
zeroed at the Pup's source. Setting bit 0, the most significant bit, indicates 
that the Pup should be traced for debugging. Tracing might involve a 
gateway's recording a packet's passage or perhaps even a trace message sent 
to some monitoring process, perhaps the originating process itself. Bits 1-3 
are used to count the number of gateways encountered during the Pup's 
transport. A Pup which reaches its 8th gateway will be discarded. Bits 4-7 
currently have no use and should be zero,. 

The Pup Type is assigned by the source process for interpretation by the 
destination process; it is carried in the header for possible use by gateways. 
A type of O is illegal. Types of 128 and hi gher (through 255) are 
unregistered and indicate t hat gateways can't know anything about what's 
inside. Types 1 through 127 are registel'ed types, such as the ones defined 
below, and they may ge t. optional type-specific gateway handling. One 
example of type-specific gateway handling mi ght be the virtual fragmentation 
of certain lal'ge Pups entering a network with a small maximum packet size. 
Another might be the generation of gateway trace reports on a packet of a 
type chosen for that purpose. 

The 32 bits of the Pup Identifier are assigned by the source process for 
interpretation, relative to the Pup type, by the destination process. Pup IDs 
identify Pups and their contents to distinguish them • from others, for 
purposes such as duplicate suppression and ordering. 

All Pups originate at a Source Port and are routed to a Destination Port. 
Pup ports extend the addressing normally found in networks both for 
communication with distinct processes in a single host and for 

• communication with hosts on networks other than the local one. A Port 
identifies one of 255 possible networks, one o.f 255 hosts· in that network, 
and one of 2 to the 32nd minus 1 sockets in that host. No legal port has a 
0 network, 0 host, or O socket. 

The Destination Port is specified by the source process. 

A network of O indicates that the Pup is addressed to a host in the current 
network; · this is for use by processes which know that they want to 
communicate with a known host on their own network, but can't find out 
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which network they're on. We wish to avoid the situation m which 
processes on the same network can't communicate with one another because ~ 
there is not an operating gat ews.y at the moment. If the destination host is 
also 0, the process intends the Pup to be broadcast in the current network; 
this is for finding gateways. These conventions permit convenient 
communication among machines known to be on the same unidentified 
network and provide a mechanism for finding g·ateways. Processes will not 
be allowed to send Pups outside of their local network unless they know its 
identity. A process must be able to find out the identity of its local 
network from its local network control program which in turn must find out 
from a directly connected gateway. See Taft's Naming and Addressing 
Conventions for Pup. 

The Source Port is verified enroute. The source socket is provided and/or ~ 
verified by the source host's· process interface. The source host and source 
network bytes arc specified and/or verified by the first authority. Careful t9 

enroute assignment and verification of Pup source ports is the basis for 
(inter)network access control. 

There can be from O to 512 Content Bytes in a Pup. Content bytes are 
carried in an integral number of 16-bit words. If the number of content 
bytes is odd, the last word is filled out with a garbage byte, not counted in 
the Pup's length. 

If non-zero, the Pup Checksum is a 16-bi t, 1 's cmpplement, add-and-cycle 
checksum computed over the 16-bit words in _the Pup's header and contents. 
The sum is initialized to O and computed by repeated l's complement 
addition and left cycle, starting with the Pup's Length word and ending with 
the last content word. Note that the checksum includes the garbage data 
byte if there 1s one. Checksumming is a likely candidate for implementation 
in microcode. 

The Pup's checksum is carried with it from source to destination. If and 
when a Pup is altered E:nroute, say when the gateway hop count in the 
transport control field is incremented, its checksum must be recomputed. 
Our choice of the 1 's complement add-and-cycle is intended to permit 
incremental checksum updating. 

It can be assumed that the packet transport system will give its best efforts 
to the delivery of a Pup. It must be assumed, however, that Pups will be 
lost. If a Pup's checksum is checked enroute and found to be in error, the 
Pup may be thrown away without even so much as a trouble report. Pups 
may also be discarded in the event of a buffer shortage at any of the places 
it may pass. Many precautions will be taken to improve the chances of a 
Pup in getting to its destination, but no amount of machinery can assure 
trouble-free transport. 
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Ethernet Encapsulat ion 

Pups are to be encapsuiated to conform to the formats of a transporting 
network. It is unlikely but in the spirit of Pup encapsulation to rearrange 
various portions of a Pup for convenien t h andling; however, Pups must be 
seen by user processes and gateways as defin ed here. In the Ethernet, we 
will take the Pup as it is given to us, derive the local destination address as 
a function of the Pup's destina t ion port, and carry it intact as shown. 

Pup 

The Format of An Ethernet-Encapsulated P up 

~ ,.t::lt lt-QF':ILtif&!!l,,O( 

Pup Contents 
{O to 512 bytes) 

\, I Pup .Checksum 
~-,•- ·•Lu:..o. ec:....: uc w~·..r.n.w----------~-----

(Ethernet CRC on the Ether) 
. j 

The Immediate Ethernet Destination Host byte is derived from the destination 
port; it will be either the destination host itself, or a gateway host through 
which the destination can be reached. 
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The Immediate Ethernet Source H osl byte is the serial number of the host 
transmitting the encapsulated Pup through the Ethernet. 

The Ethernet Type word identifies the packet as being a Pup so that it can 
be given Pup processing when it arrives at the immediate destination host. 

The Ethernet CRC (Cyclic Redundancy Check) is shown to distinguish it 
from . the Pup's checksum. Pups will get the Ethernet's kind of error 
checking while exposed to the Ethernet's kincl of errors. The CRC is 
computed and checked totally in the bit-serial portion of the local source 
and destination Ethernet interfaces. 

Echo Protocol 

For test and diagnosis, a process rece1vmg_ an EchoMe Pup may echo it. 
Before doing so, the receiving process should check the packet's checksum 
and the validity of the source port. If ,the packet checks out, it should be 
returned to its source as an ImAnEcho Pup with re com pu tecl checksum. If it 
fails to check out, •• but there is evidence that its source is correctly 
identified, then the packet should be returned as an IrnABadEcho Pup. Note 
that the source and destination ports must be switched, the gatewc:.y hop 
count zeroed, and the type changed; thus, the checksum must be recomputed. 
The process behind any port may choose to respond to EchoMe Pups 
according to the Echo protocol; it is expected that most hosts will have a 
process prepared to echo and that perhaps a certain socket on each host will 
be reserved for this purpose. 

The Format of Echo Pups 

Arbitrary Content Byt~s 
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Rendezvous Protocol 

Some terminologyi Packets (including Pups) hav.e a source and destination. 
A Rendezvous has a listener and iniliator. Services have a server and user. 
Data , specifically byte streams, have a sender and receiver. These are 
independen t descriptors. Usually the listener is also the server. The server 
may be ei t h er the sender or the receiver of a byte stream depending on the 
service being offered. 

A Rendezvous is accomplished with an exchange of packets, each called an 
RFC, a Request For Connection. 

RFC Pup Packet Format 

- ~~----, 

I • Pup I-leader 
(Type is RFC) 

'l'l".RP;'--...-ic-~ '::~ --~ 

I I 
Connection Port l 

•-. - ~ 
,~ 

Pup Chechsum 

RFCs may be exchanged to establish a connection between a user process and 
a server process. The ports between which RFCs are sent we call Rendezvous 
Ports. , A user initiates by transmitting an RFC to a listening (server)/ 
rendezvous port. The listener confirms by returning an RFC with matching 
Pup ]D. In addition to the rendezvous ports carried in the Pup header, each 
RFC carries the address of a port through which its source intends to 
maintain the newly established connection. 

The Connection Port is separately specified so that, for example, a server can 
handle requests for service at a widely advertised rendezvous port and 
provide the service concurrently to a number of users via a number of 
connection ports. The connection port can be the same as the rendezvous 
port and we expect this will be the case for using processes. 

i 
I 

The Pup ID on the initiating RFC should be chosen to reduce 
probability of confusion among connections established near in time; 
identifier in the complementing and confirming RFC must match. 
connection IDs were to be generated from an appropriate real-time clock, 

~~~: i 
If 

fo 
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exainple, the probability of Pups from an extinct connection being mistaken 
for Pups in a new connection could be made vanishingly small. 

If an initiator's RFC is lost, it. ❖.rill be retransmitted by the initiator after 
enough time has passed for a normal answer, say something like 1 or 5 
seconds. Duplicate RFC's can, at best, be discarded on the basis of state 
information kept in the normal course of providing service; at worst, 
multiple servers will be generated to which no packets will be sent -- they 
will time out and destroy themselves. 

The Abort Pup should be used to terminate a connection in the event of a 
detected catastrophe. A listener wishing to reject a rendezvous should try to 
send an Abort Pup with an explanation (e.g., "disk full'' or "paper jam" or 
"tape busy"). Either end of a connection in progress, with its back against 
the wall, should try to send an Abort before self destructing, though its 
demise will .eventually be detected anyway. 

The Abort Pup carries a program interpretable code and a human readable 
explanation of some abnormal condition. An Abort can be sent to reject an 
RFC or to t~rminate a connection in the event of a catastrophe, say storage 
overflow or continuing checksum errors. An Abort must. carry as its Pup ID 
the ID of the connection being aborted -- the ID of the connection's 
initiating RFC. Abort Pups need not be acknowledged because it is 
presumed that there would be nobody to receive the acknowledgment. Of 
course, receiving an Abort is something of a catastrophe and an Abort might 
be sent in seeming answer, just for completeness -- it would most likely 
arrive at an inactive port and be discarded. 

BSP Abort Packet Format 

Abort Text 

I ! _______ , ___ -
; Pup Checksum 

The Abort code is for program interpretation and the Abort text is for 
human consumption. The codes should be registered and the text printable. 
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Byte Stream Protocol 

The error- and flow-controlled transfer of bytes between two processes is 
accomplished using a bi-directional byte stream maintained using the BSP. 
A byte-stream connection bet.ween two ports is established using the 
rendezvous protocol described above. The Pup ID used for the rendezvous 
will serve (1) as a connection ID for use in various connection-specific 
signals including Aborts (above), (2) an initial Interrupt Pup ID, and (3) an 
initial byte ID. To carry a byte stream from one port to another, data Pups 
carrying bytes identified with the increasing byte ID are transmitted from 
stream sender to stream receiver in return for acknowledgment packets with 
matchin·g identifiers (though not neccessarily l-to-1) which verify correct 
receipt and control flow. The streams of data flowing in each direction, 
while starting with the same initial byte ID, are independent. 

Data packets should not be sent unless space has been allocated at the 
stream recei·ver. The sender is informed about receiver allocations in 
acknowledgment Pups returned by the stream receiver. These allocations are 
not additive; each one reflects the current state of the receiver's space 
allocation at the time of departure of its transporting acknowledgment. Acks 
and therefore allocations travel in both directions, independently for each 
direction of data flow. 

In sending data Pups (below), the sender should comply with the alloca.tion 
information in the most recently received Ack Pup. 

The most recent allocation block indicates the maximum number of bytes per 
Pup that the receiver is willing to accept. Similarly, the number of Pups 
and number of bytes total which can safely be . sent are limited. The 
maximum number of bytes per Pup and the number of bytes total are both 
expressed in terms of the number of data bytes, exclusive of the fixed-length 
Pup headers involved. 

BSP Data Packet Format 

Pup Checksum 
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There are two kinds of data Pup under · the BSP, one which demands an 
immediate acknowledgment, called the AData Pup, and one which doesn't, 
called the Data Pup. All data must be positively acknowledged, but not on a 
strict packet-for-packet basis. It is intended that data will be transmitted 
in a number of Data Pups followed by an AData Pup asking for 
acknowledgment of receipt of all. The Pup Identifier of a BSP data packet 
is taken to be the ID of its first data byte. 

We expect that null A.Data Pups (containing no data bytes) will be used to 
probe a receiver for an update of the allocation block and receiver byte ID. 
This will probably happen when a byte stream is first established and the 
sender has no allocation information or when the sender has been held up 
for some time with a zero allocation and wants to verify that the receiver is 
still alive. 

The Ack :Pup indicates to the sender that all bytes previous to that 
identified by its Pup ID have been received correctly. Also, it carries a 3-
word allocation . block indicating the receiver's state as of the time the Ack 
was sent. The allocation should be interpreted relative to the Ack's ID, the 
byte ID -of the first byte yet to be acknowledged. An allocation taken with 
the ID of its A.ck specifies the ID of the last byte in the stream which the 
receiver is prepared to accept; this byte ID implied in Aclcs must be 
monotonically increasing so that stream senders need not take existing data 
Pups and break them apart. For the same reason, the maximum number of 
bytes per Pup cannot be decreased during the life of a BSP connection. 

Data which have been transmitted but not acknowledged must be 
retransmitted after some timeout. If there are too many retransmissions, a 
stream connection may be aborted. 

Optionally, an Ack Pup can carry up to 85 PosAck/NegAck Blocks. Each is 
a 3-word item indicating that a specified interval of bytes in the 
unacknowledged part of the byte stream is known by the receiver to be 
either received or lost. The purpose of these indications is to hasten the 
retransmissions of bytes known to be missing and to avoid the 
retransmission of bytes already received. Once a receiver indicates with a 
PosAck Block that an interval of bytes has been received, the sender may 
discard·· the packets which contain them knowing that they will not require 
retransmission. The transfer of bytes from stream sender to stream receiver 
should not depend on these PosAck/NegAck Blocks being used by either end, 
except that bytes might flow with less efficiency. A receiver may choose not 
to include PosAck/NegAck Blocks in its Ack Pups and a sender may choose 
to ignore them if present. 

Each 3-word PosAck/NegAck Block begins with a bit indicating whether the 
interval is known to be missing or received -- a 1 indicates that the bytes 
in the interval have been received. The next 15 bits hold the number of 
bytes in the interval. And the next 2 words hold the byte ID of the first 
byte in the interval. 
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BSP Acknowle<l6ment Packet Form.at 

r~;;;&~er -~~~,~-

1 i (Type is Ack) ij 

i,,,...-~----=-~~=--·-~~~--~ I Af aximum Bytes Per Pup i 
l~~;,;;;;7r-p;~~7$----i 
l--~~~-·-·•-~----- rl ~ • ------~~-~.,...,..---....~! 

fl Number of Bytes tt 
~'---·-=-=----7ij 

. I 

Pas Ack/ N egAck Blocks j 
' . i 
1---;:i;~,;;;;;;;~-~==~1 
~~-----~.i,.1!!..li, 'I C -=:,11n:a_.._.,,...._:o 

The Mark is a distinguished byte in the byte stream. It is _ analogous to the 
file mark found on ma gnetic tapes. The length of a Mark Pup is always 23. 
It carries one content byte which indicates which of a possible 256 types of 
mark is being signalled. 

Mark Pup Format 

While reading the data from a stream, a user reads up to a Mark and is 
then signalled in much the same way as when reading up to an end-of-file. 
The type of Mark should then be accessible. After clearing mark status, the 
user should be able to read on in the stream. Marks are acknowledged as 
any other byte in the stream. 
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An Interrupt Pup is used to sir-nal some asynchronous event requiring 
immediate action by the other end of a stream. The Interrupt Pup is not 
subject to BSP flow control allocations and jumps over any and all buffered 
data. Interrupt IDs are generated from the stream's Interrupt ID which is 
initially the connection's ID. Successive interrupts advance the Interrupt ID. 
We envision using the Interrupt Pup in conjunction with the Mark :f>up for 
flushing buffered data from a stream in response to some abnormal 
condition. An Interrupt Pup should not be sent until the previous Interrupt 
Pup has been acknowledged with an InterruptReply Pup. When receiving an 
Interrupt Pup, it should be acknowledged with an InterruptReply Pup only if 
its ID is equal to or 1 less than the current Interrupt ID. If its ID matches 
the current Interrupt ID, the using process should be interrupted and the 
Interrupt ID advanced. 

BSP Interrupt Packet Format 

The end of a BSP connection can be initiated from either of its ports when 
the last of that port's outgoing data bytes has been flushe~ (i.e., transmitted 
and acknowledged). An End Pup with an ID matching that of the first byte 
beyond the end of the stream is . sent. The End Pup must be retransmitted 
until an EndReply Pup is returned. The receiver of an End Pup responds, 
roughly, (1) by flushing any remaining outgoing data, (2) by returning an 
Endfleply Pup, and (3) by dallying up to some time-out to re-respond to a 

· retransmitted End Pup should its EndReply be lost. Upon receiving an 
EndReply Pup, the end initiator should send its own End Reply and promptly 
self destruct. If and when the dallying en·d of the stream connection 
receives its EndReply, it can immediately self destruct. 

Upon receiving an End Pup, the using process should be notified, any 
remaining data flushed, and an EndReply sent. When notified that an End 
Pup has been received, the usi11g process may elect to abort the connection 
as an expression of its dissatisfaction or proceed promptly (1) to send 
remaining data, (2) to retransmit data if neccessary while waiting for 
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acknowledgments thereof, (3) to send an EndReply in response to the initial 
and any subsequent End Pup, and ( 4) to dally until it receives an EndReply 
itself or t1mes out. 

Both the End Pup and the EndReply Pups carry the ID of that byte just 
past the end of the stream going in their respective directions. If a:n End 
or EndReply is received whose ID is not that of the next expected byte, the 
byte stream pro toco l h<1s been violated. You will note that, in general, the 
ID of an EndReply Pup will not be the same as that of the End or 
EndReply Pup which it matches because each carries the current byte ID of 
the stream in its direction; this ID will not be the same except in the 
unlikely case that exactly the same number of bytes has been transmitted in 
each direction. 

BSP End Packet Format 

· Pup Header 
(Type is End or EndReply) 

~----- - ...... Q:::~~~'l.lt>,·Jt.e 

--~--~J2...f!J:~f!!.~---~ 

In the normal case, an End Pup and two EndReply Pups will be required to 
promptly close a connection. The receiver of an Encl Pup must dally after 
sending its EndReply just in case the EndReply is lost and the End is 
retransmitted. The longer the dallying period, the higher the probability 
that both ends of a stream connection will be able to agree on its normal 
termination. The purpose of the second EndReply, the one sent by the end 
initiator, is to attempt to notify the dallying end that it need not dally 
longer. • Thus, in the normal case, three Pups and it's over; in a slightly less 
normal case, the dallying end will dally for its timeout wasting resources; in 
the arbitrarily unlikely case that the dallying end self destructs before an 
EndReply has been successfully received by the end-initiating port, the 
initiator will feel that the stream was terminated abnormally while the 
dallying end will feel everything went AOK. Stream connections can be 
normally terminated with certain agreement if, by convention, the ends agree 
to mark the stream in each direction immediately before closing it. In this 
case the Marks form the basis for agreement on clean termination and the 
end sequence is just a formality. • 

It may happen that both ends choose to send End Pups concurrently. Upon 
receiving an End Pup in seeming answer to an End Pup of its own, a port 
should (1) c·ommit to dallying, (2) send an EndReply, (3) persist m 
retransmitting its End Pup until an EndReply is received in answer, and (4) 
then promptly self destruct. 
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For the record, here are the Pup type assignments: EchoMe=l, ImA'1Echo=2, 
lmABadEcho=3, RFC=lO, Abort=ll, Data='.W, AData==21, Ack=22, Mark=23, 
Interrupt=24, InterruptReply=25, End=26, ancl EndReply=27. 
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Pup Header 
(20 bytes) 

Pup Contents 
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The Format of a Pup 

Transport 
Control 

Pup Identifier 

Pup 
Type 

f--------v----------;) 
Destination Destination (f 

Network Host \ 

r---------'- ,-------~ ( . Destination 

-----Destination · Socket----~ 

Port 

..--------4) 
I Source 'I 
i Network 

Source Socket 

Source 
• Host 

(------~) 

Content Bytes 

Source Port 

lo/.///,,p~~si ble Garbage Byte -------------------
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Here is an update on the format of a Pup. The only change 
since my memo of July 16. 197-'1 is that the Pup Identifier is now 32 
bi ts. up from 16. Pup OYerhead is now 22 bytes per packet, 
including the Pup Checksum. See Ed Taft's memo of ,January 9, 
lD, ,3 for elaboration on Pup address fields. .-\t present , we are 
int ending that the Pup Checksum (if non-zero) be a l's complement 
add-and-cycle over the entire Pup . I ha...-c started a registry of 
Pup types in <metcalfe>pupsyms.bc. A Pup's Length should be 
between 22 and ,3:3.1 bytes. 
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This document represents an attempt to define a simple protocol for the 
movement of files among the many different computers currently connected 
to the PARC communications networks. 

We expect that the ideas described in this pre-implementation draft will 
evolve in the lig·ht of experience gained wh en the protocol is implemented 
in several different environments (for MAXC, Alto/BCPL, Alto/Smalltalk, 
and Nova). The current version has benefited greatly from comments and 
ideas provided by Bob Metcalfe, Ed Taft, David Boggs, Bill Duvall, Bob 
Sproull, and others. Further comments and criticisms are welcome. 

Assumptions and Basic Principles 

---If you are reading this document, it is assumed that you are familiar 
with the contents of Bob lVIetcalfe's memo PUP Again, dated February 2, 
1975, and Eel Taft's memo Imple1nentation of Pup in Tenex, dated January 
19, 1975. 

---We are talking about files transmitted from one logical process to 
another logical process, and not necessarily from one file system to another 
file system. It is possible, for example, to generate a file 'on the fly' with 
one process and then have it consumed by another process, without it ever 
residing on a physical disk. 

---\Ve are not discussing particular programs which might chose to use the 
File Transfer Protocol, nor are we concerned here with implementation 
questions. Programs such as a File Transfer Program, a BCPL remote­
stream facility, mail systems, or an automatic disk update program will, in 
all probability, conform to the File Transfer Protocol; but that is a matter 
of convention. 

---It should be possible to construct a simple file tranfer protocol as a thin 
veneer placed over the Byte Stream Protocol (BSP). (Other, more 
sophisticmted, features may emerge as part of the Distributed File System.) 

---While the mix of machines and networks is veiy heterogeneous, these 
differences are subsumed by the definition of PUPs and the Byte Stream 
Protocol. The BSP is designed to provide " ... error- and flow-controlled byte 
streams between cooperating processes." Thus, the only parts of the 'outside 
world' which the FTP will ever see -- or use -- are the facilities provided 
by the ESP. 

---The File Transfer Protocol only comes into play after a BSP stream has 
been established. That is, actual programs will use the Rendevous Protocol 

• (or some other means) to establish a connection between two ports. The 
FTP does not define this mechanism. 
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---One BSP connection should be sufficient for transmitting a file. Unlike 
the Arpanet protocol, both command information and data will pass through 
the same bi-directional BSP stream. 

On the Nature of Files 

It is common to say that a file is merely a collection of bits, but that is, 
or course, over simplified. A file is a collection of bits viewed in a 
particular way within a specified context. Much of the work involved in 
transferring files from one machine to another over some number of 
different networks is the result of attempting to resolve conflicting 
contextual representations of a file: 7, 8, or 36 bit, ASCII or binary, 
naming conventions, CR or EOL, ad infinitum. 

In addition, such contextual differences make it hard to add a new machine 
or different network to a multi-network system without redoing the 
resolution matrix; and it is also important to avoid reformatting data to 
conform to local conventions at every step throug·h a collection of networks. 

To simplify the situation, this contextual information may be viewed as an 
adjunct part of a file, which might migrate with the file, as necessary. 
This information, or file property list, may be used to describe different 
kinds of "files", including those: 

--residing on a physical disk; 

--in transit, on a BSP connection; 

--being sought by a particular user; or, 

--being generated by a server. 

The properties of a file are, in general, contained either explicitly or 
implicitly within an operating system on a particular machine. An actual 
property list may contain information provided by the user, from the file 
system, or from specialized information about the environment. Consider a 
typical scenario: moving a text file from MAXC to an Alto for editing with 
Bravo: 

1. MAXC can generate a property list including the file name, date last 
written, author, protection, byte size, etc. 

2. This information, along with the file, is transmitted to the Alto. 

3. The Alto process does its best to map the property list into its 
environment: the file name is used, perhaps without the version number; 
protection information is discarded; the end of line indication may be 
changed, if necessary; etc. 

There is no guarantee that a receiving process will be able to properly 
encode all properties. 

A file could, however, attempt to preserve some of its original context by 
including as one of its properties an extraordinary request to maintain the 
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property list. For example, an Alto might be willing to save a property list 
on an auxiliary file, and use some of that information to regenerate a 
property list when the file is returned to MAXC. Thus, it is possible to 
preserve the protection information of a MAXC file which is temporarily 
used on an Alto. 

A property list may be generated by any process which desires to transmit 
a file. Similarly, any process receiving a file and its property list can use 
that information to interpret the contents of the file. (Remember that all 
data moved under the ESP are sent as 8 bit bytes, and the property list 
will indicate any unusual packing of data.) 

The property list might also be used to merely provicle information about 
one or more files (where they are, when last written, etc .). In addition, a 
file property list can provide a partial description for a file which you are 
trying to find, or which you would like to create. 

Typical Properties of a File 

The minimal set of file properties 

Name 

Bytesize 

Format 

Other potentially useful properties 

Size 

Original-author 

Current-owner 

Username 

Userpassword 

Useraccount 

Protection 

Type 

Encl-of-line-convention 

Date-first-created 

Date-first-written-here 

Date-last-modified-here 

Date-last-read-here 

Typical Values 

7, 8, 16, 36 

Packed, Right-justified 

(for interacting with MAXC, etc.) 

read-only, password-access 

ASCII-text, binary, Press-format 

CR, CRLF, EOL 

<if created elsewhere) 
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Da te-last-copi ed-f rom-here 

Location-of-original-source 

Location-where-copied-from 

Location-history 

Last-writer 

Last-reader 

Last-copier 

Starting-position 

Number-of-bytes 

Partial-write-mode 

Data-compression-used 

Data-encryption-used 

Disposition 

Save-the-property-list 

etc. 

Syn tax of a File Property List 

(Ethernet)Palo, (ARPANET)Maxc 

(Ethernet )Archive-machine 

<for partial read/write of a file) 

replace, insert, append 

<data compression technique used) 

Lucifer, yes 

A file property list consists of a string of printing ASCII characters, 
beginning with a left parenthesis and ending with a matching right 
parenthesis. Within that list, each property is represented similarly as a 
parenthesized list. For example: 

( (Name TESTFILE.7) (Bytesize 36) (Format Right-justified) ... ) 

This scheme has the advantage of being human readable, although it will 
require some form of scanner or interpreter. 

[See Appendix I for a complete description of the property lists.] 

The Protocol 

In every FTP connection, one party is the User and the other party is the 
Server: the User initiates commands, while the Server provides replies. In 
general, there will be some form of reply generated in answer to every 
command. 

Every transaction in the FTP will consist of a BSP Mark Byte, followed by 
a piece of data, and terminated at the next BSP Mark Byte encountered. 
The data thus enclosed might be one or more file property lists, a text 
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string, or a file. A command might simply be terminated by the arrival of 
the next Mark Byte command, or by an End-of-Command Mark Byte 
(essentially a no-op). All of the Mark Byte codes used in the FTP are 
listed at the end of this document. 

For example, a simple retrieval of a file would include: 

1. User sends the Server a command requesting the retrieval, with a file 
property list describing the desired file. 

2. Server responds with an appropriate message. 

3. If the Server said Yes, then the file is placed into the byte stream. 

If a process replies with a "Noll the first byte of the following data is a 
numeric code for possible machine processing, and the remaining bytes are 
a comment for the user. 

This initial version of the protocol requires that while the file property 
list need not be complete, it must be sufficient to uniquely name a file 
(there is currently one exception: the Directory command). In a later 
version, it should be possible to view a property list sent with any 
command as a template, specifing a whole set of files to be transferred. 

As a matter of convention, a user who wants to begin an FTP transaction 
will send a command indicating the version of the protocol which is 
implemented. The text string which follows might include the version of 
the program being used, for display to the user. 

FTP Command Messages 

The basic set of commands 

( [ ... ] represents a Mark Byte) 

[Retreive] (file property list> [End-of-command] 

[Store] <file property list> [EOC] 

[Yes] <reply code byte> < text string) [EOC] 

[No] <reply code byte> <text string) [EOC] 

[Here-is-file] <file data> [EOC] 

[Reset] <text string) [EOC] 

[Reset-reply] < text string) [EOC] 

[Quit] < text string) [EOC] 

[Comment] < text string) [EOC] 

[I-am-version-n-who-are-you] <version byte) <text string) [EOC] 

[I-am-version-n] <version byte) <text string) [EOC] 
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Additional commands 

[Directory] <file property list> [EOC] 

[Here-comes-the-full-property-list(s)] <file property list> .. . [EOC] 

[Username] <text string> [EOC] 

[Userpassword] <text string> [EOC] 

[Useraccount] <text string> [EOC] 

[Connect-to-directory] < text string) [EOC] 

[Connection-password] <text string> [EOC] 
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Commands to another file system { these are not technically part of the protocol, 
but will probably be very useful, and thus are defined here) 

[Create] <file property list> [EOC] 

[Delete] <file property list> [EOC] 

[Append] <file property list> <file property list> [EOC] 

[Reset-properties] (file property list> <file property list> [EOC] 

[Copy] <file property list> <file property list> [EOC] 

File formats and conversion 

When a file property list is sent to a server as part of an FTP command, it 
describes the file as the user would like to have it moved. The user may 
be willing to do some subsequent conversions, or may ask the server to 
perform the conversion. For example, if an Alto wants to retreive a text 
file from MAXC, but have MAXC do the conversion of CRLF to CR, then 
the Alto process might send the command: 

[Retreive]( (Name FOO.SR)(Bytesize 8)(End-of-line-convention CR) ) 

Maxc might respond with a [Yes], indicating willingness to provide the file 
in that form; or Maxc might refuse to do the conversion. 

It is expected that all implementations of the FTP should at least be able 
to store and retreivc ASCII text files according to one standard convention: 

( ... (Bytesize 8)(End-of-line-convention CR)(Type ASCII) .. ) 

(This convention is subject to further dissent .. .... ) 

Interrupts, Restarts, and Aborts 

Either process may, if necessary, use the BSP convention for interrupting a 
byte stream: place a [Reset] Mark Byte in the stream at the current 
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position, and then signal a BSP Interrupt. This will clear out all pending 
data, and re-establish control at the top level of the protocol. 

A process receiving an interrupt can then look for the corresponding Mark 
Byte in the incoming byte stream, but must also indicate the reset position 
in its outgoing byte stream, so that the two may regain synchronization. 
Thus, upon receiving a BSP Interrupt a process must signal a corresponding 
BSP Interrupt-reply, and drop a [Reset-reply] Mark Byte into the stream. 

The protocol relies upon the BSP for establishing, terminating, or aborting 
all connections. 

Other Remarks 

1. Note that most implementations of the BSP provide buffering of the 
outgoing bytes, so it may be necessary to poke the Byte Stream in an 
appropriate manner in order to send a complete command. 

2. All BSP connections are full-duplex, and it may be important for a 
process to monitor its input stream even while transmitting. 

3. ·with the FTP, a user process may request a transfer of only part of a 
file: ( (Name BACKUP.l) (Starting-position 2000) (Number-of-bytes 512) ... 
). The first byte of a file is always byte 0. Issues such as positioning 
backwards, leaving files open for efficiency, etc. are left to the program. 

4. In general, third party transfers are not supported. There are several 
situations which we believe can be handled adequately within the current 
protocol: 

a. A User asks a Server for a file, but the Server knows that the 
file is actually backed up on an archive facility. The Server can then 1) 
invisibly fetch the file from the archive, and then transmit it to the User; 
or, 2) the Server can send a [No] to the user indicating that the file lives 
elsewhere, allowing the User to ask for the full property list (including the 
file's actual location) and then establish a new connection to the archive. 
In either case, the Server will not try to magically force a connection 
between the User and the archive. 

b. A User wants to take a file from the Server and print it on a 
different printing facility. The User can then 1) fetch the file from the 
Server, and then send it to the printer; or, 2) ask the Server to send the 
file to the printer in an appropriate way (this is especially simple on 
MAXC, where it need only be copied to another directory). 

Ideas not implemented in this version of the protocol 

1. An inquiry command might be useful, which would allow a process to 
ask another about its current capabilites, what's implemented, etc. The 
version number command in the current protocol is a small step in this 
direction. 

2. "Parsing the property lists may be a burden on small machines, and it 
may require a significant amount of functionally identical code in different 
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machines and programs. Perhaps we should consider having a server 
somewhere which would parse a property list, and translate it into a 
machine-oriented form. Then a system not wishing to incur the parsing 
overhead could simply send off the property list to a server to be parsed, 
and receive a ready-to-use translation in return." (WSD) 
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A file property list consists of a string of printing ASCII characters, 
beginning with a left parenthesis and ending with a matching right 
parenthesis. Within that list, each property is represented similarly as a 
parenthesized list. For example: 

( (Name TESTFILE.7) (Bytesize 36) (Format Right-justified) ... ) 

This scheme has the advantage of being human readable, although it will 
require some form of scanner or interpreter. 

When finally resolved, this section will define formats for: 

delimiters 

multiple attribute values [ ... (Owner Bob Hymie Icabod) ... ] 

standard dates and time 

numbers, decimal and otherwise 

etc. 
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Command 

[Retreive] 

[Store] 

[Yes] 

[No] 

[Here-is-the-file] 

[Reset] 

[Reset-reply] 

[Quit] 

[End-of-Corn rnand] 

[Comment] 

[I-arn-versi on-n-w ho-are-you] 

[I-arn-versi on-n] 

[Directory] 

[Here-cornes-the-full-property-list( s )] 

[Usernarne] 

[U serpassword] 

[Useraccount] 

[Connect-to-directory J 

[Connection-password] 

[Create] 

[Delete] 

[Append] 

[Reset-properties] 

[Copy] 

Value 

Appendix III: Registry of FTP Interrupt Codes 

Interrupt and Interrupt-reply 
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Appendix IV: Commands, Replies, & Error Codes 

Command 

[Retreive] 

[Store] 

[Here-is-the-file] 

[Reset] 

[Reset-reply] 

[Quit] 

[End-of-command] 

[Comment] 

[I-am-versi on-n-w ho-are-you] 

[I-arn-version-n] 

[Directory] 

[Username] 

[U serpassword] 

[U seracoun t] 

[Connect-to-directory] 

[Connection-password] 

[Create] 

[Delete] 

[Append] 

[Reset-properties] 

[Copy] 

Reply codes within [Yes] and [No] 

[No]( >No such file[] 

[No]( >Protection violation[] 

Replies expected 

[Yes]. ... [Here-is-the-file] .... [] 

[No]. .... [] 

[Yes] .... [] 

[No] ..... [] 

(no reply expected> 

[Reset-reply] 

(no reply expected> 

[Yes]. ... [] or no reply 

(no reply expected) 

(no reply expected> 

[I-am -versi on-n] 

(no reply expected) 

[Here-is-the-£ u 11-property-list] .... [] 

[Yes]. ... [] or [No] .... [] 

[Yes] .... [] or [No]. ... [] 

[Yes]. ... [] or [No]. ... [] 

[Yes]. ... [] or [N o]. ... [J 

[Yes]. ... [] or [No]. .. .[] 

[Yes]. ... [] or [No]. ... [] 

[Yes] .... [] or [No]. ... [] 

[Yes]. ... [] or [No] .... [] 

[Yes]. ... [] or [No]. .. .[] 

[Yes]. ... [] or [No]. ... [] 
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[No]< >Read access not allowed[] 

[No]< >Write access not allowed[] 

[No]< )Bad format of file name[] 

[No]< )Invalid Username[J 

[No]< )Invalid U seraccoun t[J 

[No]< )Invalid U serpassworcl[] 

[No]< >Invalid Directory N ame[J 

[No]< > [] 

[No]< > [] 

[No]< > [] 
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(The full set of error codes will evolve with the first implementations of 
the FTP) 
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This memo is a first attempt at a specification for implementation of Pup 
in Tenex. For now, we will limit ourseh·es to covering the impl emen tation 
at a fairly cursory leve l and defer low-l eve l specifications such as bit 
assignments and error codes to a later revision of this document. 

Familiarity with Pup itself is assumed. Your feedback is welcome. 

User Program Interface 

Tenex user programs deal with Pup transmissions through the standard file 
system interface , in a manner similar to the Tenex Arpanet interface. That 
is , GTJFN is used to establish association between a JFN and a "network 
filename" (which evaluates to the local and for eign ports to be used). 
OPENF causes the local port to be created and (optionally) communication 
to be established with the foreign port. Data transfer operations come in 
two flavors: "raw packet" (DUMPI, DUl\1PO), and "byte stream" (BIN, 
BOUT, SIN, SOUT, etc). CLOSF causes the port to be released. And 
MTOPR is used for the remaining special device-dependent functions that 
don't seem to fit in anywhere else. 

Network Filenames· 

A network filename (for GTJFN) is m the form: 

PUP: [ <local port> [#]] . [<foreign port>] [;T] 

where "(" and ")" are meta-brackets and "[ ... ]" denotes optional presence. 

The local and foreign port specifications are as described in the recent 
memo "Naming and Addressing Conventions for Pup". They each evaluate 
to an 8-bit network number, an 8-bit host number, and a 32-bit socket 
number. Any or all of these elements may be zero or unspecified, which 
causes the port to be wildcard and subject to special handling as described 
below. 

The local port specification must evaluate to a <network #, host #, 
socket #> triple that satisfies the following conditions: 

1) The network and host numbers, if both specified, must correspond to an 
actual Maxc connection to some network. Ordinarily, user programs will 
leave these elements unspecified. 
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2) The socket number must be one accessibl e to the executing process. 

Tenex divides the se t of all possible 32-bit local socket numbers into three 
ran ges , di s tingui she d by the high-order 17 bi t s of the sock et number, in a 
manner alm os t identical to the way in which Arpanet socket numbers are 
partiti oned . 

Socket s whose hi gh-order 17 bits are z.ero ar e designated system sockets, and 
are access ible onl y to processes with wh ee l or oper ator capability en abled. 
These ar e intended for u se by sys tem server processes that li s ten on known, 
ad verti sed sockets. 

Socket s whose high-order 17 bits are in the r ange 1 to 99999 (decimal) are 
designated user-relat ive sachets. These are accessible to processes whose 
connected directory number is equal to those hi gh-order 17 bits. 

Sockets whose hi gh-order 17 bits are 100000 (decimal) or greater are 
designated job-relative soche.ts . These are access ible to processes whose job 
number is equal to those high-order 17 bits minus 100000 (decimal) . 

The socket number in the loca l port specifi cation, in conjunction with the 
"#" and ";T" attributes (if present) , determine the actual local socket 
number to be used, in the following manner : 

1) If the "#" attribute is present , the 32-bi t socket numbe r is completely 
determined by the socket number fi eld of the local port specification . The 
use of "# " is required to refer to a system socket, and may also be used to 
ref er directly to other sockets that are accessible to the executing process. 

2) If the "#" attribute is not present, Tenex ignores the high-order 17 bits 
of the socket number given in the local port specification, and instead sets 
these bi ts as follows : 

a) If the ";T!' attribute is not present, the high-order 17 bits are set 
equal to the process's connected directory number, hence making a user­
relative socket. 

b) If the ";T" attribute is present, the high-order 17 bits are set equal io 
the process's job number plus 100000 (decimal), hence making a job-relative 
socket. 

3) If the socket number in the local port specification is zero or 
unspecified, the low-order 15 bits are set to 8 times the JFN being assigned 
by GTJFN. 

GTJFN, OPENF 

The function of GTJFN for a network filename (as is the case for all other 
filenames) is simply to establish an association between that filename and a 
JFN. GTJFN therefore checks only to see that the network filename is 
well-formed. Operations such as verifying access to the local socket, 
creating the local port, and exchanging messages with foreign hosts are 
performed by OPENF. 

At OPENF time, the following operations- are performed: 



Implementation of Pup in Tenex 
Ed Taft 

Page 3 
January 19, 1975 

1) Tenex checks that the specified local socket number is legally accessible 
by the executing process, and also ensures that it is currently unused. An 
error ,\-ill result if the local socket number is equal to any other port's 
local socket number and the two ports have matching local network and 
host numbers. By "matching", we mean either that they are equal or that 
one or both of them are wildcard. 

2) If the foreign port specification evaluates to more than one possible 
foreign port address (see the memo "Naming and Addressing Conventions 
for Pup"), a choice is made at this time by Tenex. Such a choice will be 
made on the basis of r e levant parameters such as fewest number of 
intenening gateways between the local and foreign hosts. 

A network file may be opened in two modes: raw pachet mode (17 octal) 
and byte stream mode (O or 6). We shall describe raw packet mode first 
since it is simpler. 

Raw Packet Mode 

In raw packet mode, entire Pups are transferred to and from the user 
address space, including Pup headers. Except for a small amount of 
checking and defaulting of fields 111 the Pup header, Tenex does no 
processing of the Pup. Acknowledgments, timeouts, duplicate message 
detection, flow control, and similar functions are left entirely up to the 
user program to perform. Tenex will discard both incoming and outgoing 
Pups that exceed resource constraints or produce other anomalies, with no 
error indication to the user process. 

Executing OPENF in raw packet mode merely causes the specified local port 
to be created. No messages are transmitted by OPENF. 

The DUMP! operation takes a command list (see JSYS Manual). For each 
command in the list, it waits (if necessary) for a Pup to be received whose 
"destination port" record matches the local port, and whose "source port" 
record matches the foreign port specification for this network file (with 
fields corresponding to wildcard elements ignored). The Pup is then simply 
dropped into the block specified by the user. (An error will occur if the 
Pup is too big to fit in the block). 

Similarly, . for each command in the list passed to DUMPO, a Pup is 
transmitted (after possibly waiting for Tenex to find some buffer space). 
In the case of DUMPO, Tenex first performs some minimal processing of 
the Pup header, as follows: First, the "Pup length" is checked for 
consistency with the actual size of the block given m the DUMPO 
command. Next, for any fields in the "source port" and "destination port" 
that are zero, Tenex substitutes the corresponding elements from the local 
and foreign port specifications. Nonzero fields of the "source port" and 
"destination port" are not touched. An error will occur if the resulting 
"source port" or "destination port" records still contain any zero elements or 
are inconsistent with the local and foreign port specifications. 

Both DUMP! and DUMPO treat the "Pup checksum" as data. The user 
program 1s responsible for generating and/or checking the "Pup checksum" 
if desired. 
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Finally , CLOSF first waits for any buffered outg·oing messages to actually 
be transmitted, then merely deletes the local port. Buffered incoming 
messages are lost, and any further messages received by Tenex for that port 
will be discarded without error indication. 

This exhausts the primitiYes required for raw packet mode communication. 
Now we come to the interesting part. 

Byte Stream Mode 

Byte stream mode operates in accordance with the Byte Stream Protocol 
(BSP) described in Bob Metcalfe's most recent Pup specification, as 
amended by various unrecorded conversations Bob and I ha\·e had. Recent 
indications are that BSP is likely to change a lot in the near future. 

The general idea of byte stream mode is that the user program simply 
reads and writes streams of pure data bytes, treating the network file as an 
ordinary sequential I/O medium. All BSP-specifi c operations (such as 
acknowledgments and flow control) are performed entirely by Tenex. 

[Note: The question of whether ESP connections should be simplex or 
duplex has not yet been decided. In the following descriptions, we assume 
that a ESP connection supports only a single byte stream (one direction). 
A point to be considered is that Tenex supports only one sequential input 
or output stream per ,JFN.] 

The operations performed by OPENF depend on two factors: (1) whether or 
not the foreign port is fully specified, and (2) whether the mode is 0 
(normal) or 6 (immediate return). 

If the foreign port is fully specified (i.e. contains no wildcard elements) 
and the mode is O (normal), OPENF first creates the local port (as for raw 
packet mode), then sends the appropriate RFC (Request For Connection) and 
waits for the answering RFC (if an Abort is received, OPENF gives an 
error return). Depending on whether the OPENF specifies reading or 
writing, the request sent is RTS or STR. The state of the port is then set 
to "Open" and control returns to the user program. If the local network 
and host numbers are unspecified by the network filename, Tenex assigns 
appropriate values (based on the destination port) before sending the first 
RFC. -

In "immediate return" mode (6), the same operations are performed up 
through sending the RFC. At that point, the state of the port is set to 
"RFC outstanding" and control returns immediately to the user program 
without further waiting. Receipt of the answering RFC or Abort causes the 
port state to be changed to "Open" or "Abort" respectively. The user 
program may determine that this has happened by either polling the port 
state or arming the state-change interrupt. 

Note that "normal" and "immediate return" modes differ only in whether or 
not the executing process waits while_ the protocol exchanges are taking 
place. In terms of internal events and messages exchanged with the foreign 
host, there is no difference between the two modes. Tenex takes care of 
properly acknowledging all messages received whether or not the user 
process is waiting for such acknowledgments. 
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If the foreign port is not full y spec ified but rather contains one or more 
wildcard elements, executing OPENF in either normal or immediate return 
mode does not send an RFC but rather puts the socket in a "Listening" 
state. \Vhen an RFC is r ece ive d whose "source port" and "destination port" 
re co rds match the foreign and local port specifications for this listening 
socket (with wildcarcl elements ignored) , Tenex substitutes the actual Yalues 
of all address fields in the Pup (both source and destination) for 
corresponding wildcard fields in the foreign and local port specifications, 
sends the ans\\·ering RFC, and proceeds as in the normal case. 

To summarize OPENF, there are four cases: 

1) Normal mode , no wildcard: Send RFC, wait for reply. 

2) Immediate return mode, no wildcard: Send RFC, return immediately. 

3) Normal mode, wildcard: Put port in "Listening" state, wait for RFC, 
send answering RFC. 

4) Immediate return mode, wildcard: Put port in "Listening" state, return 
immediately. 

Once a port has been successfully opened, all sequential I/O operations are 
possible (BIN, BOUT, SIN, SOUT, etc). 

Sequential output operations will wait only if necessary to obey flow 
control and buffering considerations. Normally, output will be buffered and 
blocked into maximum-length Pups where possible , but MTOPR function 21 
may be used to force buffered data to be transmitted immediately (see 
JSYS Manual). 

Sequential input operations will ,vai t if necessary for data to arrive. An 
end-of-file condition will be signalled (generating an EOF pseudo- interrupt 
if it is enabled) upon attempting to read past a "Mark" or "End" packet. 
In the former case, SDSTS may be used to clear the end-of-file condition so 
as to allow reading the next logical file in the byte stream. 

CLOSF for an output port will 
followed by a BSP End packet. 
deletes the port, and returns. 
received an Abort will be sent; 
with no messages sent. 

Miscellaneous JSYSes 

cause any buffered data to be transmitted, 
It then waits for the acknowledging End, 
For an input port, if no End has been 
otherwise, the connection is just flushed 

CVHST is extended to deal with PARC network addresses. CVHST takes a 
network number in LR 2, a host number in RH 2, and a socket number in 
3, and produces a string of the form "(network)host-socket", with names 
substituted for numbers wherever possible. If the host number is zero, the 
output is "network", and if the socket number is zero, the output is 
"(network)host". If BO of 2 is set, Tenex attempts to eliminate fields from 
the output wherever possible, by using identifiers that specify the values of 
more than one field. 
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MTOPR function 3 (write end-of-fil e) , given for a port open for output in 
byte stream mode, will cause any buffered data to be transmitted 
immediately, followed by a "Mark" packet. By this means, one may 
separate multiple logical files transmitted sequentially over a single byte 
stream. 

IvlTOPR functions 21 (force out all buffered data), 22 (send INS/INR), and 
24 (assi gn int errupt channels) are implem ented preci sely as described in the 
JSYS 1vlanu al for Pup ports opened in byte s tream mode. 

MTOPR function 23 causes Tenex thereafter to discard occasional packets 
for the specified port (both incoming and outgoing) at random intervals. 
This facility is provided for the purpose of testing lost-message-detection 
and flow control algorithms. 

GDSTS may be used to obtain certain device-dependent information about 
Pup ports. The port state and various status flags are returned in 2, 
including the "1\fark" and "End" fla gs, which are set when the respective 
Pup types are encountered. The foreign network number is returned in LH 
3, the foreign host number in RH 3, and the foreign socket number in 4. 

Selected status bits may be changed by use of SDSTS. For example, the 
"Mark" flag may be turned off to clear an end-of-file condition and allow 
further input. 

SIBE, SOBE, SOBF, DIBE, and DOBE are all implemented as described in 
the JSYS Manual. SIBE and SOBE return the number of buffered bytes 
for input and output respectively. SOBE skips and DOBE wakes up only 
when all data previously output has been successfully transmitted and 
acknowledged. 

Port States 

In the process of being opened and closed, ports go through several states. 
State changes are triggered by various events such as the issuing of JSYSes 
or the receipt of control Pups. A background Tenex process implements a 
finite state machine, by means of which all state changes take place. 

User programs may monitor the state of a port either by polling it (via 
GDSTS) or by arming the state-change interrupt. Note that state changes 
triggered by events other than the execution of JSYSes may occur 
asynchronously with respect to operations performed by the user process. 

The states currently defined are as follows: 

Closed: No connection exists. 

RFC Out: An RFC has been sent and a reply 1s awaited. 

Listening: The port is listening for an RFC. 

Open: RFCs have been exchanged and the connection is open. 

Abort: An Abort has been received and the connection has been flushed 
abnormally. 
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End Out: An End has been sent but not yet acknowledged (send 
connections only). 

End In: An End has been received and acknowledged, but the byte stream 
has not been completely read by the user process (receive connections only). 

Sequential I/O is possible only when the state is "Open" or "End In". 
Attempts at sequential I/O at other times will result in an I/O data error 
pseudo-interrupt. 

Telnet Protocol 

Telnet is a higher-level protocol, entirely based upon the Byte Stream 
Protocol. \Ve discuss it in this document only because server Telnet 
(network terminal) handling must be performed inside Tenex. 

A Telnet connection is ordinarily established when a user process performs 
an ICP to the Telnet server on Maxc, which listens to socket 1 on all 
networks. After byte streams have been opened in both directions [possibly 
requiring two connections], they are "attached" to a network terminal by 
means of the ATPTY JSYS, described in the JSYS Manual. Thereafter, 
handling of both byte streams is performed entirely by Tenex. 

When either byte stream is terminated, Tenex closes both streams, destroys 
the assigned port, releases the network terminal, and detaches the controlled 
job (if any). 

For want of better suggestions, we adopt a subset of the Arpanet Telnet 
protocol for control of terminal connections, omitting most of its prov1s1ons 
(particularly the more complicated ones) for which there is no forseeable 
need within the PARC environment. 

All Telnet control commands appear as data in the byte stream, preceded by 
the escape character IAC ("Interpret As Command", octal 377). All bytes 
that are not part of such a control sequence are treated as ordinary data 
bytes. Typically, Telnet data will consist only of ASCII characters in the 
range 0-177 (octal), but we leave the door open to the possibility of 8-bit 
binary communication with terminals, or to extended character sets. The 
data byte 377 is represented by two IACs in a row. 

The byte following an IAC determines the control function to be performed. 
Arguments, if any , are given in succeeding bytes. The control functions to 
be implemented initially are as follows: 

1) Data Mark (DM), m conjunction with the BSP "Interrupt" signal 
(INS/INR), is used to perform the "Synch" operation. A Telnet sender 
(user or ·server) desiring to generate a "Synch" signal inserts a DM in the 
byte stream and simultaneously transmits an INS. The INS, not being 
subject to BSP flow control, reaches the receiver even if the byte stream is 
otherwise clogged up due to allocation or buffering considerations. Upon 
receipt of the INS, the receiver immediately discards already processed data 
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as appropriate (e.g. cl ea ring t erm inal buffers), and then reads the byte 
stream until the DM is encountered. 'While doing so, the receiver discards 
all data except Telnet control commands and any other "interesting" signals 
it may choose to act upon. 

In Telnet terminal communication , the "Synch" signal is used for two 
similar purposes. First, it may be gen erated by the Telnet server when it 
is called u pon th e "clear the terminal output buffer". For example, the 
Tenex CFOBF JSYS, when execut ed for a nel\\·ork terminal , generates a 
"Synch" and thereby causes the user 's terminal output buffer to he cleared 
and all data already in the byte stream to be flu shed . Second, it may be 
generated by the Telnet user upon discovering a "terminal input buffer 
full" condition that is even preventing "abort" signals (e .g. control-C) from 
reaching the server because the byte stream is blocked due to lack of 
allocation . 

2) Terminal Characteristics (TC) · is sent by the user to inform the server 
of interest ing characteristics of the user's terminal. Such characteristics 
might include page length, line width, and video or hard-copy. Upon 
receiving a TC control command, the Tenex server Telnet sets the 
corresponding local parameters for that network terminal. [More detailed 
design needed here.] 

Arpanet Telnet functions not to be implemented (at least initially) include 
the following: 

1) Network standard representations for common operations, such as EL 
(Erase Line) , IP (Interrupt Process), etc. The justification for this is that 
within the PARC environment, we do not mind adopting the conventions of 
whatever server host we happen to be connected to. If users turn out to be 
unhappy about this , these functions are easy to add. 

2) Negotiation about server or user echoing. Since we don't have any half­
duplex terminals and always operate over short distances, it seem.s 
reasonable to adopt server echoing as the PARC standard. 

3) The negotiatio11 mechanism itself. The Arpanet Telnet "option 
negotiation" protocol is quite involved, and experience has shown it to be 
very difficult to implement correctly. When we find something to negotiate 
about, we should perhaps try to design something simpler. 

4) More elaborate interactions such as the Telnet Reconnection protocol and 
the Remote-Controlled Echoing and Transmission protocol (again, due to 
lack of any forseeable need for these mechanisms). 

Implementation 

This section of the document 1s only an overview of the proposed 
implementation. More detail will be included in future revisions. 
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Pups are encapsulated in the Ethernet as described in Bob Metcalfe's memo. 
That is. the Ethernet destination and source hosts are in the first word 
(require.cl by hardware): the second ,rnrd contains 1000 (octal) as a signal 
that this message contains a Pup, and the remainder of the message is the 
Pup itself. (The Ethernet's hardware CRC word at the end 1s not part of 
the Pup). 

In the MCA, Pups are preceded by a single word which is 100000 (octal) 
plus the length of the Pup in words. This convention allo,\·s messages 
containing Pups to be distinguished from mess ages conforming to the old 
MCA protocol. Pups may be split across physical messages in the same 
manner as is done currently for "logical" MCA messages. Refer to IOS-13 
for relevant information. 

In the Arpanet, Pups are encapsulated in standard IMP-Host protocol data 
messages on experimental links whose numbers are yet to be assigned. The 
32-bit leader is immediately followed by the Pup. 

The maximum length Pup that Tenex will send or receive on any network 
contains 512 data bytes. 

Tenex/NVIO Communication. 

Tenex performs I/0 to all networks through NVIO. We propose a protocol 
for Tenex/NVIO communication that minimizes the amount of development 
and maintenance that must be done for NVIO. This is for two reasons: 

1) NVIO is already difficult to maintain. It is written in Nova assembly 
language, and its debugging and monitoring facilities are inferior to those 
available for Tenex development. 

2) The Nova is eventually to be replaced by an Alto (in Maxc-II or 
possibly sooner), and whatever is added now will have to be recoded for the 
Alto. 

This protocol requires no knowledge of Pup format on the part of NVIO. 
NVIO's role is limited to passing packets between Maxc and the various 
networks, and providing a moderate amount of buffering. Even forwarding 
of packets to other hosts (Maxc's gateway function) will be performed by 
Tenex. 

For Pup input, Tenex passes NVIO the address of a maximum-length buffer 
in Maxc main memory. Upon receipt of a packet from any network (except 
the Arpanet), NVIO transfe r s that packet from its own buffers to the I\1axc 
buffer. It then stores data in an overhead word in the buffer informing 
Tenex of (1) the number of 16-bit words in the packet, and (2) the 
physical source address of the packet (network and host). Finally, NVIO 
generates a Maxc interrupt, and it is done with this packet. 

For Pup output, Tenex passes NVIO the address of a buffer containing a 
packet to be transmitted (with overhead word already set up). If NVIO has 
sufficient room to buffer the packet, it copies it and notifies Tenex that it 
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1s prepared to accept further packets. Later, wh en NVIO has actually 
transmitted the packet or otherwise disposed of it, it passes the address of 
the Maxc buffer back to Tenex and generates a completion interrupt, after 
setting a field in the overhead word to indicate completion or error. NVIO 
will discard any packets that it cannot tran smit within a sl1ort timeout 
(e.g. due to repeated collisions on the Ethernet or an unresponsive 
destination host on the l\1CA). 

Pups to be sent over the Arpanet are encapsulated by Tenex and given to 
the Arpanet driver in Tenex for transmission o\·er the exi sting Tenex/NVIO 
Arpanet interface . This is done to spare NVIO the necessity of 
multiplexing Pup and non-Pup Arpanet communication. 

Maxc's Role as a Gateway 

[Yet to be written.] 

Backward Compatibility for MCA 

It is expected that there will be a transition period during which Maxc will 
support Pup but Pogos (specifically Squid) will not. For the sake of 
making this transition as smooth as possible, a module will temporarily be 
included in Tenex supporting the old MCA protocol. This program will 
intercept non-Pup packets received from the MCA, and will provide a user 
interface to the MCA compatible with the existing one. 

Specifically, the following will be supported: 

1) Terminal connections to the MCA, as used by Squid and NEWMCA. 

2) Sequential I/O to device MCA:, as used by Minx and the Pogos file 
server. 

The present "Ether-MCA" protocol for the Ethernet will not be supported. 
This should not cause any inconvenience, however, since it is expected that 
Altos will support Pup before Maxc does. 
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The purpose or thl!i memo Is to specify a stondnrd with which to Interconnect Pare•~ 
vnrious rnckc:t-:-:\.11itchinq 11ctwork5. The r.tandord hn!> he en discussed and.revised among 
o numlH! r of CSL nnd SSL pcc:.,ple who have ( 1) a ncncrnl Interest In computer 
communlcution ond/or (2) o pres:.in9 need for o sotisfoclory lntcrcon11uctiol) strategy for 
distribut~d sys t r?m:-; now under construction. We hope that our ns::;ortcd understandings of 
tho so-cnllcd Pore Universal rocket (i.e ., pup) nr e converging and that this latest, 
stre!tmlinecl vcrc.lon or th'! sp,,clficntlon Is almost If not □ su ltnhle for use. Serious 
f!eshinn out nnd t!ullug9ing ore about to bee-µ:), sub5cri lions being solicited, and 
Sll"g(JCS lions arc wrdcomo. 

A morr.:? ciiscur:.ivc version of thl.'i memo, Pup Hc'.lisUc 
p rr, c!ece35or, /l f>ropo:;ed {'up, wos cll .str lbutccl on Mnrch 1 . 11·11d a directly related memo, 
E xp0rimr:ntn l Elh0rnr:t File Trnnsf er Prolncol, wn~ cHstrlbulf'!d on February 5 . These 
e;ir:1c r m::-mos, thou9h poss ib ly useful In unclcrstoncling pup's evolution, are hereb_y 
obsolete. 

In short , we p ropos=::? that a :.tnndn rd pocket protocol, bo:;ccl on PHP.:- be ado ted to Id; 
proce~sf:.s on OI\Y o f our lntnrconn~ctr.cl comptilnrs to exchnno(\ pn~ ugl ny of 
ou:-- interconrH.•cl0.cJ nr.tv ... ork$. Of course, not nll co111mt1nlcol/011~eed uso ps. But, 
i;:inninc br:in~ .:iblr! 1::> access the {o llowing resourr.cs from any proc ... sin Parc 1s dlver;5 ely 
interc:onnectcd dis trlh11tcd computinq sys t em: personal comp t c rs for office 
cornrnunicot!or· , the XGP mnchines nnd Ears ror prinlin~J. low-:.pr.oc..l tcrmlnols coming in from 
tliJ""? PTf,..T network for r omotc ncccss, the Arpor,ct throuuh vorlous NCPs for very remote 
access, o Pore (t.H~trlbutr.ci) filn sy.-;trim, tho magnetic topc machines for backup, Polos~ 
erlitors ond formnttcrs, 011d so on. \ • 

Tho stonc! .or ~ pnckc! rrotocol i,r,ing propose d consists of ( 1) the format of s stands rd~ - . 
(inlor)network rrn ckct . tho rup, n11d (2) lhe principle that, wh e n a pup is hand ed to the raw . . 
proce5s-to-rroccss pocket transr,ort sys!em, It can be expected to arrive undamaged at 
Its cles tino tion only with hi[1h probobili\y, soy 99 out of 100 times. /llso included In this 
memo om• (3) haw a pup should bo enca;,suloted for transport through an Ethernet, for 
exomp!o, (4) o rup Echo Protocol for tostlng purposes, nnd (5) a pup ayte Stream Protocol 
for carrying error- ~nd flow-controlled byte streams between cooperating processes. 
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Pup length 

Pup ldcnllfler 

Pup 
Type 
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Network 

Desi/notion 
Host 
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Source 
Network 

Source Socket 

Content Byles 

Pup Checksum 

Source 
Hosl 

< ----- Z 8-bll bylos -----> 
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Deslntatlon Port -

Source Port 
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The Pup 

Thr. Pup length Is the number of hy tcs In the pup, Including hcnder, contents. and 
checksum. The length must therefore be greater than 19 ond less thon 65,536. ·The· 
number of 1 G-blt words occupied by n pup Is cal cu lot ed by adding 1 to the length• ond 
dividing by 2. The number of content bytes Is cnlculr.ted by subtracting 20 from the 
length. 

The Tronsporf Conlrol byte is for use by g ate.ways. Setting bit 0, the most slgnlflcoAt bit, 
lndicotc-s tlrnt the pup should be trocc d for c.Jchu~_mino. Trnclng migl1t Involve a gateway's 
rccordlnn o pock.~t•s possoge or pcrlrnps cvnn a trocc mcssoac sent to some monitoring 
process, perhnps the origlnntirHJ process Itself. Bits 1-3 nrc used to count the number of. 
gutewoys encountered durinu the pup's tran spor t. A pup which reaches Its 8th gateway Is. 
to be discarded. Bils 4-7 currently hove no use . 

The Pup Tvoc Is assigned by the source process for Interpretation by the destination , 
p rocess; it Is carrl<,d in the hencler for possible use by goteways. A type of 0 Jg Illegal, 1 
meons gotcwnys con't know onythlng about what's Inside , and the rest are registered 
types os, for exn mple, the 13 types defined below. 

The Pup ldenlificr is osslgnnd hy the source procr,ss for lntocpretallon, rclollve to tho pup 
type, by the dt'stinotion process, In error ond flow control. II Identifies t hjl packet to 
distingu is h ll from others, for cluplicote suppression oncl orclerin[t, soy. It Is anticipated 
tl10t gotewnys will use P\IP lclcntlflers, for example, In tracing and trouble reporting. 

/di purs oriqirrntr.? ot ri Scurce Port cmcl ore routed ton 0,Js!inntion Port. A port Identifies 
one of 2[,Q pos~ible networks, one of 2fJG ho:;ts In that network, Oncl then- a socket In that 
hos t. Th ere Is no network 0; l ic. the Upstairs MC/\; 2 Is tho Downstnlrs MCA; 3 Is the 
Coyote Hill Ethernet; i\ is the Arpnnet; and the others will be doflned as built. No legal port 
h,i's a 0 n e twork, 0 host, or 0 ~ockct. 

The Oesl/nnlicn F'orl is specified by llw source process. 

Th e Source: Porl Is verified cnroute. The source socket Is provided hy tho source host's 
r,rcce ss lnt c rfoce. The source host and sourco network bytes are speclfieq (verified) by 
the first o ull1ori1y. Careful enroute ass ignment and verification of pup source ports Is 'the 
ba ::: is f o r (inter)ne twork nccc5s control. 

Tlrnre con be from 0 to 65,515 Contr,nt Bytes In a pup . These bytes are carried In an 
intr. <Jral ')\Imber of 10-bit words. II the n\lmbcr of bytes Is odd, the la~ t word Is fllled out 
with n ze ro hytc. 

Not nil, If any, n-,tworks will cnrry pups nnywhore neor os long ns 65:515 i)ytos . We 
su(lnost that 512 bytos will be a us eful maximum. The problem of lrotJmenllng large pups 
for tron:;port throu ~1h networks which con ·only honrllc small ones Is not well uncJersto0di It 
moy he thot proc~ . .,,ses dc :.; iri11q to u:; c lnroc pup5 will have to dccluco tho maximum size 
ior their tran:;ml s s5ions nt tronsrer time. 

If non-zero. the P11p Chccksu::, Is a 1 G-bit add-anrl-cycle checksum computed over the 
pup' s heoc!r.r nnrl contents . Vie propose thot thi s odcl-nrui-cyclc checksum be microcoded 
for th e stondo rc.J Alto. It wlll prove use ful ror rcli oh le software in general , pup In particular. 
A Nova con compute tlrn add-and-cycle checksum In software at about 7 memory 
references 1>er word. An Alto , in microcode, con do it In about 1, porhaps nearly 1 /2. 
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The Format of An Ethernet-Encapsulated Pup 

/mmed/afe Ethernet l lmmed/.1/e Ethernet 
Oesllnallon Host Source Host 

Elhernet Typo ~ •pup• 
(TypePup•# /000) 

Pup Hender 
(18 byres) 

Pup Conlenls 
(0 lo 512 bytes) 

Pup Checksum 

Ethernet Encapsulation 

The /mmed/nfe Elhernol Destination Hosl byte Is derived from tho destination port; It wm 
bo either tho desllnntion host Itself, or a gotewoy host through which the destination can 
be reached. 

The lmmedl<1ie Elhernei Source /lost byte Is tho serial number of the host transmitting the 
P,UJ> through the E tlrnrnet. 

The Et/Jerncl .Type word ldentilies the packet os being o pup so !hot It can be given 
gateway procos,;lng when ii nrrlvos at tho lmmedlote destinollon host . 

The Ethernet, ~ntll lurthor noticJ:' will compute the add-and-cycle checksum on all packets, 
Including pups, ns a part ol standard operating procerlure. This checksum will serve to 
dotect problems In the cithorwise unchecked parallel portions of transmission hardware and 
to moasuro the error control provided by the Ethernet's hardware CRC . 

-4-
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Tho Format of Echo Pups 

Pup Header. 
(Typa Is EchoMe, lmAnEcho, /mllBadEcho) 

llrbllrary Content Bytes J 
.------------------11 • 

Pup Checksum 

Echo Protocol 

For tnst purposes, o proce ss rec civ lnq on EchoMc (1.o .. Pup Typo 2) moy ocho It. To do so 
It shmild check the rnckot completely. If the pocket checks out, it should be returned to 
Its source ns an lmflnEcho (I.e ., flup Type 3) with recomputed checksum . If It fells · to 
check out, but l11ere Is evlclenco tho\ Its source I" correctly Identified, then tho packet 
sh~uld be returned with recomputed checksum os nn lmflBoclEcho (I.e ., Pup Type 4). 

Byte Stream Protocol 

Som~ termlnolor: ·,. Poc" ... !\5 (lnclurlino pup:;) hove o sourc~ oncJ dcsl/nntion. ncnc!czvous 
hovn a lislr.nnr ond initiotor. Scrvicc-s hnvc n s•Yl'Ct ond user. Byt e streams have a 
sender onct rccC!ivcr . 1 hP:;c ore i11dcpr.!11clcnt de~criplors. U~ually tho li stener is also the 
server. Thn server mny he either tile sencl0. r or t11c rc c r1 ivcr of a l>ytc stream dep ending 
on lhe !Inver of tl1c lnitloling RFC ond the service beln,t of I creel . 

To cnrry a byte stream from one process to onotlicr, pups sequentlolly Identified from 0 
are transmitted from strenm sender to receiver In return for packets with matching 
Identifiers (tho.ugh not 1-to-1) which acknowledge receipt and control flow. 

-5-

Pup Convor11lng 1 974 -July 16 4:26 ' 

BSP STR/RTS Packet Format 

Pup /lender 
(Typo Is STR or RTS) 

I - BSP Port -- -
BSP Rendezvous Name 

Pup Checksum 

RFCs (Hcqucsls For Connection), an RTS (Receiver-To-Sender, Pur Typo 5) and an STR 
(Soncl e r-To-Hr.coiver, Pup Typn G) , must ho exchnngecl to estohll sh o byto stteam under 
the Bsr. A process Initiates by tronsmlltlng either an STII or RTS to a listening port. The 
listener confirms by return inn the comrlr.ni<?11lory llFC. Eoch nr-c Ident i fies a port through 
which the byto stream Is to flow end on optional (pr_intablc) rendezvous name. 

The BSP Port Is specified so that, for exomplr., a server con handle requests for service 
at n widely ndvertlsed port ond provide tho service concurrently to a number of users via 
utlllly ports. 

Tho BSP nondezvous Nnme cnn bo usocl, for example, os a lllo or device name. 

The Pup ldcnrifor on tlm lnitlntlng RFC cnn be chosen nt random; the Identifier In the 
complomcntlng and confirmln(I RFC must match. 

A polite listener wishing to rejecf'"on RFC should send on Abort (soc below) with, perhnp,i, 
on explanation (e.g., "disk lull" or "poper Jam" or "lope busy"). Its pup Identifier should 
matcl1 th',lt of tho RFC It's roj'octlng. • 
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BSP Start Pocket Forrnat 

Pup Header 

(Typo Is Start) ; 

Th<> BSP Start (Pup Type 7) is tho first pocket lo be transmitted from either of the BSP 
ports connoctnd tl1rou~1h tho BSP .rP.ndczvow~. It scrvns lo eslohllsh n name for that pari: 
of the byte 5lrcom to follow ond to got tho rocolvnr tn rnturn on acknowledgment with Its 
n!locn tion block. 

Tho BSP Strcnm Nnme minht he used ns o filo nnmo In o BSP fllo sl}rvcr, soy. 

Many Storts con be sent over the life of a byte strcnm: cnch starls a new piece of the 
byte stream, \Jives It a name, end causes the recei ver to ruestabllsh Its ollocotlon block. 

A receiver moy send a BSP Sta rt In rcsronse to .o OSP End so as to extend the byte 
strcom. A Stort from the stream roc elvr.r mu5t be matched by a Storti from the stream 
soncler, it mu;;t lie Cocked. 

The first Stort to be :;ent must hove a Pup ldcntlllcr of o. All subsequent packets from the 
sender must have sequentially Increasing Identifiers, 
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s·sp Allocnlion Block Format 

Max/mum bytes/pup 

Number of pups 

Number of bytes 

Expected bytes/second 

Dato pockets should not bo son! unless spncc hos hcon nllocntocl ot tho stream receiver. 
The sander Is Informed obout receiver nllocnllons In ocknowlcdgmcnt pups sourced at tha 
streom receiver. These allocations tHo not additive; cnch ono reflects tho current state 
of tho receiver's allocation at the limo of dor>nrturo of Its transporting acknowledgment. 

All three kinds of BSP ncknowleclgmonl (see below) carry on Allocation Bloc!<..' 

Each tlmo a clotn pup Is sent. tho sender should satisfy and update the allocation 
constraints carried In the most recent ocknowleclgment of any type . 

The mos t recent nllocotlon block lndicales the maximum number of bytes per pup that tha 
recelvm Is willing lo accept. Slmllorly, the number of pups and number of bytes total which 
can safely be sent ore limited. These must be adjusted on the basis of pups thought to be 
In transit. 

The allocation block moy al so contain the receiver's estimate of how quickly It Is 
processing the byte stream so that the sender con project the current allocation rrom the 
most recent. A zero In the rate entry tells the sr.ndcr that II must wait for aflocnllons and 
not project allocations over limo . 

BSP Data Packet Format 

,. 

Pup Het1der 
(Type Is Dora or llData) 

;,,:~ 
Dalo Bytes ] 

Pup Chec~sum 

There ore two kinds of data pup under the BSP, one which demands an acknowledgment" 
• (I .e.; AData, Pup Type 8) and ono which doosn't (I.e ., Dato, Pup Type 9). 
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BSP Cumulative Acknowledgment Packet Format 

Pup //ender Q 
(Typo Is Cock) ! 

"' A/local/on Block • J 
. - . 

• Tho Cock (Cuniulatlve Acknowledgment, PuI, Type 10) Indicates to the sender that all 
pockets, s.to rtinq from the bcriinninq of tho stream, hove been received correctly. The 
Cock's Ide ntifier Is the identifier of the iost pocket of the received set. This Includes 
Starts, ADatas, Datos, and Ends. 

BSP Spacial Acknowledgments Packot Format 

The Sock (Srcctric flck, Pup Type 11) indicates that tho pocket lnentlfled In tho pup 
header was received correctly; its purpose Is to ellmlnoto the need to retransmit 'the 
lndi co tP.cl rock• t when an cn rlier one Is lost. 

The Nock (rlegntlve Ack , Pup Typo 12) indicates tl10t tho pocket Identified In Its pup 
header hos been discorded by the receiver ond need~ to bo retransmitted; Its purpose Is 
to hoston the rc,transmission of n pocket known by the receiver to be lost, so.y becau!le 
there was Insufficient buffer spnce when It orrlvod. '· • 

.g. 

Pup Converging 

• BSP End Packot Format 

Pup Hender 
(Type Is End) 

Pup Chccks11m 

1974 July 16 4:26 

Tho BSP End (Pup Typo 13) coils for a normal termination or the byte stream. It Is 
• transmitted by tho sender when there Is no more doto to send. Tho receiver can respond 
with a matching End which tcrminntr.s the stream or with a Start which continues It (and 
must be answered with a Start which must be ncknowlodgod). 

BSP Abort Packet Format 

Pup Hender 
(Typo is Abort) 

1---llbo-rl Te-xi -i] 
Pup Checksum 

Tho Abort (Pup Type 14) cn;rles ri program lntr.rpreloblo code and a human readable 
explnnotlon of some abnormal condition. An abort con bo sent to reject an RFC or to 
terminate o byte stream In tho event of a catastrophe, say storage overflow or continuing 
checksum errors. 

Comments? 

D!Sl'RinUTION / D!STRinUTEn co:-1I:urw(i 
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LAWS, Ben 
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OSTROM, Eric 
P/\RISII, Vicki• 
RUl. I FSON, Jeff 
Sl!Olll', Oick 
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XEROX PARC C S L MEMORANDUM 
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Subject: 

Distributed Computing 

Ed Taft 

Naming and Addressing Conventions for Pup 

January 9, 1975 

This memo started out as a section in a forthcoming document describing a 
proposed implementation of Pup in Tenex. In revie\,·ing the design, Bob 
Metcalfe and I came up with some unresolved internetworking protocol 
problems that are independent of any particular implementation. 

The questions to be touched in this memo are: 

1) How are networks, hosts, and processes to be named? That is, what form 
of identification is to be used by someone attempting to establish contact 
with some service or resource? It is desirable that the naming convention 
we adopt require little or no user knowledge of host or process numbering 
conventions or (inter)network topology. 

2) How are hosts and processes to be addressed? At the lowest level, a port 
address is merely a <network #, host #, socket #) triple (a 48-bit number). 
However, a single host may be connected to more than one network or to 
the same network more than once , and a single process (or multiple 
i den ti cal instances of a process) may be associated with multiple ports on 
the same or different networks, possibly even on different hosts. 

3) How does a host discover what network it is on and what hosts are 
gateways? How do we handle the degenerate cases in which a host does not 
know what network it is on and/or there are no accessible gateways? 
(These questions are of particular importance in the PARC environment 
because it is impractical to attempt to store the necessary information 
permanently in each host). 

This memo attempts to discuss these issues i.n some detail and come up 
with a rough design. Your suggestions and comments are solicited. 

Host Names 

Most internetworking protocols, if they discuss naming conventions at all, 
specify a simple hierarchical scheme in which each network has its own 
name space, independent of the name spaces of other networks. In order to 
reference an internetwork process address, it is necessary to specify (1) the 
network name, (2) the target host name (whatever it is called on that 
network), and (3) the name (or number) of the process, port, or whatever 
on that host. For example, the internetwork name of the FTP server socket 
on Maxc might be "(Arpanet)Parc-Maxc-3". 

In the case of the PARC networks, it seems desirable to adopt a somewhat 
different approach: that a single name space encompasses all networks. This 
really says two things: 
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1) A given host or process name refers to one and only one host or process 
(or possibly to a set of identical instances of a host or process). 

2) For any given host or process that has more than one network address, 
all such addresses are associated with a single name. 

Such a scheme has several benefits. First, the single name space allows 
users to specify a target host or process by means of a simple identifier 
rather than by a full pathname that assumes user knowledge of 
(inter)network topology. For example, to refer to the Ears printing service, 
it is necessary to specify only a single name (e.g. "Ears") rather than a full 
pathname such as "(Ethernet)Palo-1234". 

Second, even if a host resides on more than one network, or a process 
listens on several ports on the same or different networks, it is unnecessary 
for the user to make a decision (specified though a full pathname) 
distinguishing between these choices. Since this is nothing more than a 
special case of message routing decisions that hosts and gateways must make 
anyway, it seems quite reasonable to leave such a choice completely in the 
hands of host and gateway software ( unless there is a special reason the 
user wants to specify a full pathname). 

Finally, in the case where there exist more than one identical instance of a 
particular host or process, it might be advantageous to give all such 
instances the same name. For example, if several hosts provide a "telephone 
directory" service, or several hosts are prepared to accept error statistics 
from Alto memory diagnostics, there is no reason not to give all instances 
of such a service the same name. One must take care in application of the 
"identicalness" criterion, however; e.g. it would be poor form if Ears output 
for a resident of Building 34 were actually sent to an "Ears" server in 
Building 31. 

With these considerations in mind, we propose the following naming 
convention. The most complete possible port specification is in the form 

( <network) ) <host> - <socket) 

where network, host , and socket may be either octal numbers or identifiers 
that evaluate to the appropriate quantities. Elements may be omitted if 
their values are implicitly determined by the identifiers given for the other 
element(s), as will be described shortly. 

Association between names and addresses is performed by means of a network 
directory. This directory is maintained on Maxc and on other hosts that 
may wish to provide a directory lookup service. 

Three types of names may appear in the network directory: 

1) Network names, which each have a single value which is the 
corresponding network number. For example, the value of "Ethernet" is 3. 

2) Host names, which each have a list of values consisting of <network #, 
host #) pairs. For example, the value of "Maxc" is the list ( (1,1>, (2,1>, 
(3,200), (4,40) ) because · Maxc's address on the upstairs MCA is 1, on the 
downstairs MCA 1, on the Ethernet 200, and on the Arpanet 40. 
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3) Process names, which each have a list of values consisting of <network #, 
host #, socket #) triples. For example, if an information service were 
implemented by processes listening to socket 1234 of Ethernet host 33 and 
socket 2345 of Ethernet host 55, the value of "Info" would be ( (3,33,1234), 
(3,55,2345) ). 

Additional information about each name and/or value might also be 
maintained in the ne hrnrk directory. Such attributes should be organized 
in the form of a property list, and might contain information such as the 
name of the owner of an Al to, or the physical location of a server such as 
Ears. 

To illustrate, let us assume that the network directory contains the 
following entries: 

Upstairs-MCA 
Downstairs-MCA 
Ethernet 
Arpanet 
Maxc 
Dingle berry 
XGP 
Info 

1 
2 
3 
4 
( <1,1>, <2,1), (3,200), <4,40) ) 
( <3,33) ) 
( <1,5>, (3,2) ) 
( <3,33,1234), (3,55,2345) ) 

The following examples demonstrate how some typical port names might be 
handled: 

(Ethernet)XGP-1234 
Evaluates to (3)2-1234, since the foreign port is completely specified. 

XGP-1234 
In this case, there is a choice between (1)5-1234 (the upstairs MCA address 
of XGP) and (3)2-1234 (the Ethernet address). Both addresses are returned 
by the network directory lookup server, and it is up to local software (e.g. 
the NCP) to make · an intelligent choice on the basis of criteria such as 
fewest number of intervening gateways. 

(Arpanet)XGP-1234 
Causes an error since XGP has no Arpanet address. 

Info 
Evaluates to a choice between (3)33-1234 and (3)55-2345. The choice could 
be made arbitrarily or on the basis of some relevant attribute returned by 
the network directory lookup service. 

Dingleberry-Info or (Ethernet)Dingleberry-Info 
Forces evaluation to (3)33-1234. 

Port Addresses and Packet Destinations 

Given a naming convention such as that just described, one might argue 
that a Pup should be allowed to have a name as a destination, or (an 
equivalent and more practical alternative) a list of addresses rather than · a 
single address. Hosts and gateways would be free to route packets to any 



Naming and Addressing Conventions for Pup 
Ed Taft 

Page 4 
January 9, 1975 

one of the listed destinations , with the choice being made dynamically as 
network load or topology changed over time. 

Such a scheme is unfortunately too cumbersome to be practical. Among 
other things , it would require the already over-long Pup header to be 
further extended. Furthermore, anomalies could arise in the case where a 
name r eferred, not to multiple addresses for the same process, but rather to 
multiple instances of a process. 

It is the intent of this proposal, therefore, that the choice beh1,·een 
alternative addresses be made at the time of the initial connection or 
rendezvous and remain fix ed for the life of a "connection" (whatever we 
mean by that; e.g. as characterized by the Byte Stream Protocol). All 
packets are marked as arising from a single, specified source port and are 
delivered to a single, specified destination port. 

Of course, the foregoing statement does not prohibit hosts from 
implementing ports (process connections) that will accept Pups from any of 
several sources or directed to any of several destinations. In fact, it is our 
intention to implement such a "wildcard" capability in Tenex. 

Nor do we restrict the manner in which Pups may be routed between hosts 
and gateways. For example, if two hosts are connected to each other by 
multiple paths (as are Maxc and XGP), it is perfectly reasonable for XGP 
to actually transmit over the MCA a Pup whose destination address is 
(Ethernet)Maxc. In such circumstances, Maxc will simply invoke a special 
case of its gateway capabilities, namely to "route" the Pup from the MCA 
to its destination Ethernet port. The fact that the gateway and destination 
hosts are one and the same means that such routing takes place internal to 
the host, but in all other respects there is no difference between this and 
ordinary routing functions. This capability permits communications to 
continue without interruption should one of the networks go down. 

Degenerate Cases 

An important consideration in the PARC environment is that no hosts 
besides gateways should need initially to know what network they are on. 
Given the portability of Nova and Alto disk packs and even of entire 
machines, there is no practical way to permanently build into each host the 
network number(s) of the connected network(s). 

This consideration leads to two requirements: 

1) Intra-network communication should be possible without any of the hosts 
involved knowing what network they are connected to ( though they must 
somehow know that they are connected to the same network). Such a 
situation might arise if the network were in fact not connected to any 
other network, or if all available gateways were down. 

• 2) For the purposes of initiating inter-network communication, it should be 
possible for a host to (a) discover what network it is on and (b) discover 
what hosts on that network are gateways, and to what other networks. 

To meet these requirements, we first set down the convention that no 
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network mav have a network number of zero. A zero value in the source 
network nu~ber field of a Pup header is defined to mean that the sending 
host does not know what network it is connected to. 

A user or user process desiring to initiate intra-network communication 
may transmit Pups to a specific host on that network, setting both host 
and destination network number fields to zero. In this case, the 
assumption is that somehow the initiator of this communication knows that 
the two hosts are on the same network: Such "knowledge" might be 
obtained in various ways. For example, the (human) user might simply 
direct his Alto user process to establish contact with Ethernet host 123, 
which is a specific machine which he !mows is on the same Ethernet as his 
own machine. 

Note that the network directory described earlier is (strictly speaking) not 
usable by a host that does not know what network it is on, even if it is 
able to access that data base. That is, having looked up "XGP" and 
discovered that its possible addresses are (1)5 and (3)2, we cannot do 
anything with this information since we don't know whether we are 
connected to network 1 or network 3 (or neither), and hence have no way 
of deciding whether to transmit to host 5 or host 2 on our "own" network, 
or even whether we can get there from here at all. 

While this problem cannot be solved in general, there are various ways in 
which we can contrive to make life easier. For example, a host might 
maintain a local data base of names of hosts on its own network. (This 
local data base, in the case of Al to, could be saved from one session to the 
next by being written on a disk pack, and would also be useful in case the 
network directory lookup service is not accessible). Such a data base might 
be manually entered by the user, or might be automatically compiled by the 
host software from the network directory at times when the host does know 
what network it is on. Of course, this data base could be rendered invalid 
by changes in network topology, or by the user shoving his Alto disk pack 
into another machine on a different Ethernet. 

All these problems go away if the host somehow discovers what network(s) 
it is connected to. Additionally, to perform inter-network communication, 
it is necessary for a host to know both what network it is on and what 
hosts on that network are gateways. 

To this end, we first observe that all gateways must know what networks 
they are connected to. We then provide each gateway host with an inquiry 
service on a standard socket. A host desiring to find out its local network 
number and gateways then broadcasts an "Are you a gateway?" message to 
this socket at all (or a selected subset of) the hosts on its network. All 
the operating gateways on that network then reply with an "I am a 
gateway" message that includes the correct source host and net.work numbers 
in the Pup header. The body of the message might include routing 
information such as what other networks are accessible via that gateway, 
and by how many hops. With this information, the host now knows its 
own network number and may perform both intra- and inter-network 
communication in its full generality. 
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Thi s is the promi ~.ed rev! SiOil oi a mcrr:o -.•:ith the same ti Lle dated January 
19, 1975. Ch :1n g- c:; h<!'-' t' h,: r.n mndr to br ing the proposed implementation in 
line with th e re vised Uy tc Strcnrn Protocol, anti both the user interface and 
ti'.€- implemen ta tion a rc covered in :11uch greater d(!tail than before. 

T!l i 'i m<? mo ass umes fnmii! arit.y with the following clocumcnts which have 
b t .::n di:;L:-iUutc:d by Bob l\1.::tcalfo r: nd myself in the pa~t month: 

"?up Ag.: ;n"1 ?t.·br~ilry '.! 1 1975. 
"!.J :1 rnin g .i r~d li<l<lressing Cor:ven~ions for Pup" , January 9, 197'5. 

Si nr. e I ~TT. ~bo ut t o beg in implementation, I would ::ippreciatc receiving any 
comr.h? nts or &ugg•~s ti ons you care to make as · soon :is possible. 

Use r Prag-ram Int<.=r(ace 

·T1: n e;,;: user prog rams d-~a. l •,•,: i lb Pup tra:1s ini ss io ns through the standard · file 
.-;:i l t-"~:n !!·1l r•r f:i c~ , ! 11 .:. m ;i nnnr sim ila: !o tfle T ;, rw x Ar-p ii 1u~t int<'rfacc. That 
is, GT,JF N i :-. u~l' d Lo es1 ab!i s. h assoc ia t ion between a JfN and a "network 
f:i ,...r~:1 m~" (· .. :hich c vt-.11: ak;, to th e: local (! ll cl foreign port.s lo he used) . 
Of'E ;\"F ct? ;1sns th ,; la;:a l po n lo iw cre ntecl nntl (optionally) communicalicn 
1.o l; c es~..:i bi ii;/, .:, cl ·,•.- i t h t he- fo n:ir; n ron. Da ta t ransfer operations come in 
•.·.-:0 fla ·, . :s: ··,·o ·,,.- packe t" (nr•,•: JSYScs ca il,, d l'Ui'l and PUPO), and "byte 
!..t>c:a m" ( BIK , BUU T, S it~, SOUT, e tc). CLOS £•' cau ses the port to be 
?" t~ l,"! osad. And !\l'l'O PH is us.-:rl for th e remaining special cle'-'.ice-dependcnt 
:" :...: nc tiuns th:.i.t dc 11·~ ~c cr.1 to fit in .. any•,vherc el se. 

A Ji e~work fi !e;1 amc (fc .- GTJ FN) is in t. hc form : 

PU P: [< locn l por : > [ii }] . [. <forci~n port) ] [;T] 

v,; h r: re .. < .. a n<l ''}" are md a-l.:rackcts _ end ''( . .. ]" c.lcnoles optional preseni:c. 

T he lc:c-:il .J nd f or ei f.: n p ort speci fic a ti ons :ire ns t.lcsc rihed in the memo 
":'ia :-:,i~;; a ::<l .-\ddrr.-ss ing Conventions for Pup". They each evn.l11atc to an 
a -bi~ nc~worh num }n!r, nn 8-bit host rwmbi!r, and a 32-!.Jit sachet number. Any 
0..- ;,jl o i t hc!--.1;! t:!e :u t riLs m,1 y ht'! 1.ero or unspecified. which cu.uses ihc port 
:o he 1;_1ildcurd ar~,i s uhji:d tu special handling as <lcscdhed below, 
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Thr. local port specification must cvnluat<? to n (network #, host II, 
socket /1) triple that satisfies the following conditions: 

1) The network and host numbers, if both specified, must corrrspond to an 
actu2l :rvtaxc connec tion to some ne t work . Ord inarily, user programs will 
leave these elements unspcci fie<l. 

2) The socket number must be one accessible to the executing process. 

Tenex divides the set of all possible 3:!-bit loc;:11 socket numbers into three 
ranges, distinguished by th,? high-ord\"' r 17 bit s of the ::; ockct numbi."'r, in a 
manner nlmost ic.lcuticol to the way in which Arpanc-t socket numbers arc 
partitioned. 

Sockets whose high-order 17 bits arc zero arc rlcsii;natcd • .-.yster:, sockets, ·::.nd 
are accessible only to proc,?sscs with wheel or cpr:·;itor c:~p:-d)-ility en:1blcd . 
These arc intended for use by system server proccsst~s that listen on knvwn; 
advertised., sockets. 

Sockets whose hi~h-orrlcr 1'7 bi ts arc in the range I to ,19999 (decim~l) are 
designated IJ.S l!r-refoli ;.;e sodu.>ls. Thc~e nre llCCl'S s ihlc 10 p:·occsscs whose 
connected ,lirectory number i:; t'qual to those hi;h-ordr.r 17 bits. 

Sockds whose high-order l'I hit s ore in the range 5()000 to 99999 (decim~l) 
are availabl e on a firsl-cotne-fir~t-scrvcd basis to all processes. 

Sockets whose high-order 17 hits are 100000 (clccin1:,l) or grea ter are 
designated joh-rcla1i1:c sachets . Thesl! arc acr,•~~ :hle to proct.'S!-oCS whose job 
number is equal lo those hi!;l_1-or<lcr 17 bi[s min\!s 100000 (decimal). 

The socket number in the local port sprcification, in conjunction with t.he 
"//" and ";T" allribules (if present), det ermine the uclu~I local socket 
number to be us1!d, in the following- manner: 

1) If the "It" uttributc is prC'scnt, th i.. ... 3!! -bit socket numb<.'"r is compl etc,ly 
:.letc·tmincd hy th e socket numbrr fieltl of the local port .specification. The 
use of ''//" is requircU to n)for to a sy~km socket, an d may :.tl so bl.! u .scc.l to 
refer direclly lo other sockets that arc accessible to the executing pro.::l!ss. 

2) If the "//" attribute is not present, Tenex ignores the hi!;h-order li bits 
of tht? socket number given in t.he local port specification, and inst(!ad scls 
these bi ls as follows: 

a) If the ";T" attribu te is not present, the high-order 17 bits are set 
equal to thl! process 's conn cc led Ui rectory number, h~nce m~1.k ing a user­
relative sockt~t . 

b) Ii the ";1'" attribute is present, the high-order 17 bits are set equal to 
the process's job number plus 100000 (decimal) , hence making a job-relative 
socket. 

3) If the socket number in the local port Sl-Jecifica t ion is :ero or 
unspecified, the low-order 1.5 bits are set to 6 times the JFN being assigned 
by GTJFN. 
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The foreign port specification evaluates to a (network #, host #, socket #) 
triple in which a ny or all clements (including socket number) may be zero 
(wildcard). Tenex's handling of local socket numbers is not performed on 
foreign socket numbers; i .e . all 32 bits of the foreign socket number are 
always determined by the u se r 's foreign port specification. 

GTJFN, OPENF 

The function of GTJFN fat a ne twork fil ename (as is the case for all other 
fil ~names) is simply to establish an nssociation between that filename and a 
JFN. GTJFN tlu:rcfore clu~cks only Lo ~r:c that the network filcnnmc is 
,•,e ll-formCd. Operations such as verifyin~ access to the local socket, 
crc·ating the loc al port, and exchanging messages with foreign hosts nre 

'performed by Ol'ENF. 

At OPENF time, the following operations nre performed for all data modes: 

1) Tenex checks that the spccifi,·d local socket number is lega lly accessible 
to th 1;: c:-:ccutir.g process (error: OPNX10, ''ll ll'ga l acce;=;s"), and also· ensures 
tha~ it !s curr .:: ntly unu!'--c<l. An error (OPNX9, "File busy") will result if 
the local socket number is equa l to any other port's local socke t number 
and th e two ports have matching lac,!! network and host numbers. By 
"matching'" , •,Ne mean either that they nre equal or that one o~ both of 
them are wildc2rd. 

2) I ( the foreign port specification evaluates to more ihan one possihle 
for -? ign po:-t acldr0ss (sP.c the m~rno "NJ.ming- and J\ddrcssing Conventions 
for Pup"), a choice is m~ulc at Lhi s time by 'fcncx. Such a choice will be 
i:n ade on the bas is of r cl i:vant pnramc tcrs such as fewest number of 
int.:!r·,en ing gateways hctv .. ·cen the local and for e ign hosts. 

A na twork fil'! may be .op,m~cl in r.i thcr of two principal modes: raw packet. 
rn0,l e (17 octal) anti by,~ stream mode (0 through ~)- We shall describe raw 
p.J.cket mode first since it is simpler . 

Raw P achct ~1o<le 

rn raw packet rr.otlc, entire Pups nre tr:,nsfo rrcd to and from the user 
add r c-s:; .space , including Pup hc~clcrs. E:-:ccpt for a small amo unt of 
checking and dr~inulting of fields in the Pup header, Tenex docs no 
proces!-ling cf th ~ Pup. Acknowlr.tl~rncnt.'-, timeouts, duplicate message 
dc t .::c.: tion, flow control, :1nt! .:-- i111ilar functiou.s a re left entirely up Lo the 
w;,,:.- r pr cgram lo perform. T enex will discard both incoming anc.l outgoing 
Pup,,; that e:<ce(:d n:s our cc con;-;tr,1,ints or pruc.lucc: other anomalies, with no 
e rror i:-i<lication lo the user process. 

Ex ~cu tin g OPE!-JF in raw packet mo<lc · mere ly cau5cs the specified local port 
to be created. No rne,,:e< ge:: a re ~ransrnitt;,cl by OPENF. The · Ol'ENf may 
spcciiy reading, ""-·riting, or both; typically, programs wi ll open ports for 
both reading and wri ling. 

Data transfers to and frc,m the user oddress space are performed by means 
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of new JSYSes called PUPJ and PUPO, 1 which transfer one complete Pup 
prr command. Pnckets nrc stored in user memory in slnndard PDP-10 form 1 

which is lo say two 16-bit bytes (or four S-bit bytes) per word, left 
justified. Unused bits in PDP-10 words arc unspecified on input and 
ignored on output. 

Both PUPJ and PUPO treat the "Pup Checksum" ns d,ta. The user program 
is responsible for generating ancl/or checking the "Pup Checksum" if 
desired.· 

The calling sequence for PUP! and PUPO is as follows: 

Accepts in 1: 

2: 

BO: Never dismiss for l/0, give error 
RII: JFN 
LH: Length of Pup in 36-bit words. 
Rll: Address of first word of Pup. 

PUP! or PUPO 

Returns +l; Unsucc1~ssful, error # in 1. 
+2: Successful 

return instead. 

The PUPI operation tirst wails for a Pup to be rcc~ivcd ,,,:hose "Dc-stination 
Port" matches the local port, and whose ''Source Port" m:1tchcs the foreign 
port spr.cification for thi s network fil e (with fields corr<'sponding to 
wildcard clements ignored). The Pup is then s imply dropped into the block 
specified by the user. Ir the l'u_p is too big to fit in the bl ock, an error 
(PUPXI, "PUPl/0 size error") will be generated and th e Pup will not be 
los t. 

Similarly, PUPO first wa its for Tenex· to find some buffer space, then 
transmits the Pup. In the case of PUPO, Tenex fir.-.t pL~rforms so·me 
minimal processing of the Pup h eo1cle r, .1s follows: First, the- "Pup LC' ngth'" is 
checked for consistency with th e nclua l s ize of th e block E;'i\·cn in the 
PUPO command (error: PUl'Xl, "PU Pl/0 sicc error"). Next, for any fi elds 
in the "Source Port" nnd "De~tination Port" that nre u•ro . Ten~x substi tutes 
the corrcs.ponrling elc-mc,lt s from the local a n rl forcipl port ~pc-cificat!ons. 
Nonzero fields of th e "Source Port" and "D1•sti11ation Port" arc not touched. 
An error will occur (PUPX::, "Pup address error") if the ri~sulting "Source 
Port" or "Dcs tinntion Port'' st.ill contain rl i-1\· :::.era clements or a.re 
inconsistent with the loca l and for~ign port spcci(ica..tions. 

The suhstitulions jus t clcscribcd arc perform ed as the Pup is copied fro!TI 
the user block to int ernal buffers; i.e. PUPO does not mociify user 
memory . It should also b e noted that these substitutions will in\'alidJ.tc u 
nonzero "Pup Checksum". A program ~upplyini; a nonzero "Pup Ch~ck5um" 
must th crl!fore fully specify the "Source Port" and "Dcslina tion Port" 
{thereby preventing any substitution by Tenex), and use th('SC in computing 
the checksum. 

1 Al one time we contemplated using DUMP! and DUMPO for raw pncket 
1/0, but those JSYScs were found to be unsuitable for tl\is operation due 
to excessive overhead and non-interruptabilily. 
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For ei ther PUPI or PUPO, if TIO ~f 1 i.r. tr.t, rm immr.dialr. error return will 
be gi\'t:-n ii attempting the operation would cause the process lo block for 
J/O (erro,: PUl'X3, "PUPI/0 not possible now"). For PUP!, this can be 
due: to there br:ing no buffcrr.d input Pups to read, while for PUPO it is 
due lo there O:lrccdy being too many Pups buffered for output but not yet 
t:-ansmi ttcd by Tenex. 

Finally, CLOSF first waits for any buffered outgoing packets to actually be 
trans:nitted , thc·n merely ddr.tr?s the local porl. Buffered incoming packets 
ar c lost, and any fu.th cr 1'ups received by Tenex for that port will be 
discarded ,,:ithout erro!" indication. 

This c:-:hausts the primitives required for raw packet mode communication. 
J-::ow we come to the interesting part. 

Byte Stream Mode 

Byte st ream mode operates in accorda nce with the Byte Stream Protocol 
(BSP) rl c.scr iherl in Bob l\letcalfe's Pup speci fication, "'Pup Again' (also 
r~lc osed tod ay ). 

Th e genera l id ea of byte stream mode is thnt the user program simply 
r c:a<ls und writes streams or pu;e d11ta bytrs, lrcntin~ the r.etwork file as an 
ordin ary sequ ential 1/0 mr.c.lit!rn. .11..11 TISP-spccific operations (such ns 
ackno:,dedgrncnts ::rn<l flo ·.v control) nre performed entirely by Tenex. 

Th e byte stream primitive~ providc<l by Tl?nex are as follows: 

1) ·OPF:NF causes the cstablish:nent nrn l initializa tion of a byte stream 
c:onn".!:ction, an d optionally p1~rrorn: .s a rencl czvous. 

2) E!?I, BOUT, and high~=r-l,!vel ~equr:n ti a l 1/0 operations cause pure, error­
f::-cr; byte streams to he= r c ;Hl and writlt:n. 

2) CLOSF c:-•.Jscs the connec tion lo be tc:rminatcd in an orderly manner. 

4) A collec ti on of !•Jl'TOPR function s ,1re irnµlcmcnted for performing special 
op.::r~!ians p2cu liar lo Pup and BSP. • 

An i:n pc rtant property of BSP conni..~c tions is that they are bidirecti onal. 
Unio;-tun~t,:: ly, 'l'i•;-i~x is nrJt c:ipa blr: of p,._.rforrning hn1h s~quc nt.ial inpu t 
t!ntl output independently ove r a s in g le JFN. A Jjrogram tlcsirin t; to tlo 
bi d i:-~ cli un;! ] .i.,!•qui:!ntia! 1/0 Llirou~:h a .c;l11~\r: port must oht;iin two ,JFNs for 
that po rt arid Opr! I l onr. for readin g and th C'.' olbf!r for ,vriting. The first 
OPE:--~F [H?rforrns the functions dr~sr rili•!d be low with r·P.spect to performing 
the- r 1:n<l c= z. •.• c,u s (if uny ) and (•!-,; laL!i shin;.~ the connection, and the second 
OPF:!',;'J·' i.~ i:!ffec:t ivC!ly a no-op (hut i~ r11~ve rlhr.lP.!--S rr.quircd b(~fore the 
second JF'N may be U:icd for I/O opc1:a lio ns) . Similarly, two CLOSFs are 
r (;q;Jjrcd to cJi:.':.i:.!;m: i<1tc.- ll 1,: two JFN:; from the port; the fin; l p~rforrns a ll 
t he op~ratior.s necessary to clo.sc th e connection, while the second docs 
nolhing. 

The byte size speciiied by Ol'ENF must be ei ther 7 or 8 (error: SFBSX2, 
"l!legal byte size'"). The 1-bit byte siie is provided for convenience in 
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dealing with the usunl Tenex 7-bit ASCII files; conversion between 7-bit 
characters and 8-bit Pup bytes is per formed simply by a<l<ling a iero high­
order bit on output nnd stripping off the high-order bit on input. 

The OPENF used to establish the byte stream connection ma y specify any 
of five modes, numbered 0 lhrough •1. Thcst:' mod ('s di:-termine the 
operations to be performed by lhe OPENF and ilr<' incii ~ting-uish;lble 
~hereafter. Of _ these five modes, four (modes O through 3) automatically 
implement special cases of the Rendcn·ous l'rolocol, whil,, the fifth (mode 
4) docs not. In more detail, the various mode~ of OPENF operate as 
follows. 

Executing- OPENF in mode O or I performs a rencleivous in which the local 
port lakes on the role of i11 iciotor. That is, aft..:-r crt:',1ting _the loc.11 port (as 
for raw packet mode), OPENF transmit s a Request for Connection ( HFC) ·to 
th~ foreign port,_ dcsign;,.ting the same local porl (the rr11d1•l110 11s port) as 
being the conr1cc t1011 port as well. In mode O ( "normal""), OP£NF then wai ts 
until the answering HFC arriv(~;i, chang-cs the foreign port :1ddrc-ss for this 
connection '\o be the "Connection Port" <l~sip1nte,l by the answering RFC, 
sets the connec tion s t a. tr to "Oprn", and return s control to the user 
program . In rno,lc 1 ( "im111L"Jia te return"), thL' sa111t• 011l·ratio11s ure 
per form ed hy Tcnr.x as for mo d C' 0. hut control r,~lurns to thr • nsC'r prog-ram 
imm ec.liatcly after the initiating H.FC is transm ille<l. The cot1r:cction ~tale 
is "IlFC Oulstnnding-" until t.he answering llFC is rccci vc-d, at which point 
the connection b0comcs "Open". The USl'l" program may (h•trrmlne th::it this 
hns hnppcned by either polling the connection stale or arrnins t he state­
change interrupt. 

In modes 2 and 3, the locnl port tnkes on the role of lislcncr. Executin~ 
OPENF docs not send an llFC but rather puts the loca l port into ; 
"Listening" state. In mode 2 ("normal"'). OPENF th ('n \\";lits. while in mode 
J ( "i11w1 elliatc r et urn") , it r e turns in1111cdiatdy to t he user pro.rram. \VhCn 
an RFC is rcccivl'd whose "Sourrc Port" and "Df'stinn1ion Port" m:1tc h the 
foreign and local port ~1wcifl cations for thi s li:-trning- port (which may have 
wil<lcar<l clements), Tenex substi tutes th e a.clu,1I values o f th e "'Drstina t ion 
Port'' ant~ '.'Co~l11ection P?.rl" fi cl(ls (in thl• RFC) for thL• l oc:1} arnl for('ign 
port spcc1f1c:1t1011s or this port (rcs p,~ctin~ly), 5ends the answc rin; RFC to 
the foreign rend ezvous port (from which the incoming RFC aros~) and sets 
the state lo "Open" as in th ~ normnl case . 

1 

Note that "normal" and "imrnc<liate rclurn" modes differ only in whether or 
not the cxccuLing rro cess waits while the protocol cxch:in!:<'s nrc tnki ng 
place. In te_rms of ~11t cr11nl f'\'l~nts nnd llH:'SS;\hl.'S cxchangl.'d with the foreign 
host, there is no chffC"re11ce brlWl'Cn thr two mod e~. Trnl"'X t akes c:ire of 
properly acknowledging all Pups received whether or not the user process is 
waiting for such acknowledgments. 

\Vildcard clements in the foreign part specific:ition arc pC'rmittC"d only when 
"Listening-" (modes 2 nnci 3); their prl!scnc~ in other modes will result in an 
error (PUPX2, ''Pup ndclrf'ss f'rror''). On thr othf'r haTut, th<.' locnl Port 
specification may (and usually will) have w:ltlcard network end host 
clemen ts. For modes 0, l, au d -1, OPENF nutomatic;.1llv s~ ts thC'se i? le mc nts 
to appropriate values (usually based on the forei~n p~rt spccifiraiion). In 
modes 2 and. 3, these fields are set from th~ "'Destina ti on Port" of the 
incoming RFC, as explained above. In any event, no port· is pcrrnitted to 
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reach the "Op,;a.. 6lnte unl<!ss the loc:il and foreign port addresses arc 
completely determined. 

For all four modes just described, the rendetvous performed is a special 
case of the ·Renc..l.czvous Prolocol in which the loca l rendezvous port and BSP 
conn~ct ion port :ire the snmt?. To permit other foi-ms of rendezvous, OPENF 
mode •1 is provided whi ch creates a DSP connection port without pcrfC?rming 
any rendcz\'ou s . \Vh c: n this option is u sc> cl, the user program must supply 
the 32-bit Connr.clim, lderilijicr, ri ght-ju s tified in AC3. The local port is at 
once · se t to the "Open" s t;itc, anJ OPE NF returns immediately. 

\Vhcn using- rn ode •1, it is th e n~ sponsihility of the user program to perform 
the rendezvous ils~lf. It is int C' ndrc1 that lhi s be don e by server programs 
{3uch as Tc!n~t and FTP s~r·,crs) that l isten on .a sing le, widely-advertised 
rendezvous par!, .?nd p:tss e.:.ch separa te request for service off to a different 
connection port. This is mo s t eas ily tlont? in the following manner: 

l) Open the ccnrlez\'ous port for 1/0 in raw packet mode, with the foreign 
por t spec ified as com pletely wildca rd . 

2) When an HFC arrives, open a new BSP connection port (using OPENF 
mod e 4), with the follo·.i,ing parame ters: 

a) Loca l net· . .,.ork anrl host equal to the "Destination Network" and 
"Destination Host" fields fro m the HFC; 

b) Local socket selected to be unique; 

c) Forei;:n port equal lo th e "Conn ection Port" in the RFC; 

d) Connection Identifier equal to th e "Pup Identifier'.' of the RFC. 

2) T:-a nsmit (ove r tOti r-enrl CZ\'OUS port) a n answering RFC containing the 
~~tldr css oi t he BSP con necti o n po r t jus t created. 

O:,cc a p~r t h a.s b,·cn op,~n cd success fully, all sequential I/0 operations are 
pGssih!o [ lJ l :-1, iJOU T, SIN, SOUT, e tc) . 

s ~qu cntial ollt put ope rations wil l wuit only if nccc.~sa ry to obey flow 
con tr ol and b uff~r i ng co nsid crotions. Normall y, output will be buffered and 
bi o~ke d into rri.:.ximum-length Pu ps where poss ib1 r. , hut rv1TOPR funct ion 21 
may ba u,;e<l to force buffered data to be transmitted immediately (see 
JSYS Manu al). 

S,;qtH:n li a l input op,:ral ions will wait if ncc ,:.ssa r y fo r data to arrive . An 
cn ci -of-fi }~ condi ti o n will h.-~ s ir:n.:dl,~d ( gr~n eratin ~ an F.OF pseudo-interrupt 
if it is en:1bl cci ) upon attempting to rcacl pas t a J\1ark or End packet. In 
th,; formr~r cas r: , !--:DSTS may b1: 11sc•d to clear the e1H.l-of- file condi lion so as 
to aHow reading the n c:-.: L logica l file •in the byte stream. 

CLOSF will first wait for any buffered output data to be completely 
tran smitter! and acknuv;lcdgr:c1. It Lhcn transmits an End (or an End Reply 
if an End has already bee11 r ece ived ) and waits until the 3-way "End" 
har. <l5hak~ h as completed befo re return i ng to the user program. The port's 
state becomes "Closecl" (meaninr; that the port itself has ceased to exist). 
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If at nny time an Abort is received, the connection will be tcrr.1inated 
abnormally. If the user program is executing an OPENF or CLOSF at the 
time, the port is simply placed in the "Closed" state and the JSYS error 
return is tilk~n (error: OPNX~t. "fi,~j('c ll•tl Ly fon· ihn h o.s t") . At •my other 
time, the port is pl:1ccd in the "Abort " s tatr, which i s sig-na ll c.-d to the user 
process by a state-change interrupt (if armed). or by an J/ 0 Da ta • Error 
interrupt upon the next attempt to pl•rform Sl'CJUCntia1 1/0. A subsequent 
CLOSF will reset the state to "Closed" without further network acth·ity. 

If, while a DSP connection is "Open'\ the user proc rs:- is dismissed for I / O 
over that port and no activity occurs for JS seconds, Tenex will probe the 
fo1·cign port {by m i"!i\tls of nn AData, which de mands nn ark,1owl~dgment) to 
make sure i t is s till al i\.''t' . This will be r rpea ted C'\'erv 15 S('conds if 
necessa ry. If no re sponse is r ecci ve,l nrter- 5 minut e?- -o f in:tcti Yi ty , th~ 
"Timeout" fl.:! g will be se t in the port s tatus ,1,orcl 1 RC!ll'rating an l / 0 Oata 
Error intr.rrupt. The u.scr process m3y choose to ign orr thi s ·condition by 
enabling th e interrup t and clcarin~ the "Timeout" fh ;: (u si ng SDSTS) 
during the. interrupt routine .. Onlinarily , howcv~ r , a tim ro ut wi11 cause the 
process lo terminate, si nce 1/0 Data Error is n "panic" in te rrupt. 

A CLOSF executed while the "Timeout" flag is set will cause an Abort to 
be sent rather than nn End, and will r etu rn immediately. 

Opera t ions initiated by CLOSF are also subject to being tin:ed out. If the 
port remains in Lhe same (r.on-''Closed") sl.!.te for more than 30 sCccnds an 
Abort will be sent and the error return will be taken (PUPX·l, "Tim~out 
during End handshake"). 

Ports in the "RFC Out" and ".Listening" states are not timed out. 

Miscellaneous JSYScs 

CVHST is extended to deal wi th PARC network addresses. C\'l!ST takes a 
netw ork number in LB 2, a hos t num be r in HJ! 2 , :ind n soc ke t number in 
3, arid prOlluces a s lring of the form "{nr.twork)ho:,:t•:-.orkC't", with names 
subs t i tuted for numbers wh e re ver possible . If the host numh~r i s ZC'rv, the 
output is "network". and :r the ~ock<~t numli L"r is 7.c-ro , the ou tput is 
"(network)hos t". lf BO of 2 is set, Teuex att em pts to eliminale fields from 
the oulput whercveJ· possible, by using identifiers that specify the values of 
more than one field. 

CVSKT is simi la rl y ext ended to take n Pup JFN in J and ret urn the local 
por t par:1nw tcrs (1wt wo rk num hC'r in LIi :! , h os t numht•r in RH 2, nnd 
socket number in 3). The .1ction o f C\'SKT tl t"· ]k' lHis on wht .. l h t• r or r.ot. l he 
J>?rl is open. lf not , CVSKT nwrPly pan:.c•:- tlll? lh'lwork fil1-- 11 :1mc string to 
yield a local port address. If the port is open, howe\'er, CVS i(T returns the 
uctunl udd1·css of the local poi·t, which m,1y have son;.c form~rly wildcard 
fi elds (network or hos t) replaced by specific va lues. 

MTOPR function 3 (write encl -of-file), [:iven for • port open for outnut in 
byte slrenm mode, will cause nnv bu ffer ed data to be transinitted 
immediately, followed · by a Mark p·acltet. The ,·alue of the Mark byte 
should be supplied r ight-j ustified in AC:!. By this means, one may separate 
multiple logical files transmitted sequentially over a single byte stream. 
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2\1TOPR function 21 causes any partially filled output Pup to be 
transmitted immediately, ralher than being retained until enough_ sequent_ial 
output has accumulated to occupy the largest possible Pup (consistent with 

• BSP al !or.a tio:1), as is done normally. This MTOPR does not, however, wait 
for a ll pr!:vicus oi~tpul to be acknowledged; that function is performed by 
DODE (see below). 

MTOPR function 22 causes an Interrupt packet lo be generated. 

MTOPR fur.ct:on 23 causes Tenex thereafter to di.scard occasional packets 
icr ti-1c sp~cificd port (both incoming nncl outgoing) at random intervals. 
Thi s facility is p1-o·,i<l r: <l for th e purpose of tes ting losl-mcss.1gc-dctcction 
and flo\'-" cont:-oi algorithms. 

' :?\1TOPR function 2·1 is usNl to arm or disarm var ious interrupt-ca.using 
con di t!ons 2.nd to assign PS! channels :.o them. The interrupt channel 
asri..:::nmc:its are p;1_;sed in AC3, with a va lue of O Lo 35 (decimal} causing 
t he ...,condition . to be assigned to the specified channel, and 36 or greater 
causing the concl: lion to be disarmed. 

B0-5 

B5-ll 

B!2-17 

PS! ·ch:wncl fur inlcr rupl gencralcd upon receipt of an Interrupt 
Pup ( by te ::;t ream moclc only). _ 
PS! c hc.1 11111:- l for interrupt generated upon receipt of any packet 
for a pv :- t opt:nc<l in raw pack(!L mod'? . (This is hanr!y for use 
in s(:rvcr processes Lhat listen on s~ vcral rendezvous ports at 
or.ce.) 
S ta te change PSI channel .(byle stream mod e only). 

Note that the i11dic:ilcd channel ai,d the rest of the PSI system must also 
b e: ini t ia!iz.(:(1 a1;cl cn:iUlc<l ancl activnled in tl1c usual manner (sec JSYS 
~1 ~r.u ,.1l ). All c::rn<litions arc in ilittlly disnrme<l when a .por t is created. 

!v1TOPR. function 25 generates an Abort and cnu!-es the port to be placed in 
thr: "/d)r1rt '" stn t~. If AC:J is nu11zr.ro, its conlcnls arc usr.cl as lhc "Abor t 
Code" 2nd AC-I is usct! as a string pointer to supply lhe "Abort Text". 

!\1TOPH f~1rn:tion 2fi (!,·gal on ly ro:- a port in the "Ahorl" slate) returns the 
"A bo :-t Code" i!l AC3 and uses AC1 as a string pointer t0 store the "Abort 
Text". 

GDSTS may be used lo obta in certain device-dependent information about 
Pup ports. The port s tate and v:i.rio:i_s status fl.1~s arc rcturne? ii; 2 (see 
b elow) . The forei gn nr!twork numlwr 1s r e turned 1n LH 3, the 1ore1gn host 
number in RH 3 1 ancl lhe foreign socke t number in 4. 

Se! ectcc! stal::s hi ts may oe chan ~c•d by use of SDSTS. For e;.ample, the 
"!', ;a,k" fla 6 may be turned off to clear an end-of-file condition and allow 
furth,.!r input. 

T he port slatus wort! (defined only for ports open in byte stream mot!e) has 
the fo!Iowing format: 

B0-3 
B'. 

BS 

Port ~tale (see nexi. section). 
Mark encount,,rcd. Gen erates EOF' interrupt (ii armed). Must 
be c!ea,·ed by SDSTS to pcrmi t further input. 
End encountered. Generates EOF interrupt (if armed). 
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BS Timeout (no activity for 5 minutes). Generates l/O Data Error 
interrupt. May b,, cleared by SDSTS. 

B7 Ii set, generation and checking of Pup Checksums is suppressed. 
Initi ally clear, this bil may he set or cl,,an,rl by SDSTS. 

Bl0-l7 Content byte of most recen tly encountered Mark. 

SIDE, SODE, SOBF, DinE, nnc! DOTIE nre nil impl ement ed ns described in 
the JSYS Manunl. SJIH: and SOUE return the number of buffered bytes 
for inpUt and output· r espec'tivcly . The nurnlJcr of "buffcr1."'d input bytes" 
(for Sil)E and DIBE) is defined to be the number of bytes that can be read 
without causing the process to block . Hcnc\~, it does nol incll!cie bytes 
contained in any later Pups thal may ha ve arrived out of s~quencc. The 
number of "buffered output bytes" (for SOBE and DO13E) is similarly 
defined to be the number of bytes that have bcC'n tra.nsm illt."'d (or are 
potentia lly transmittable) but not yet cumulati,·e ly acknowiedi;ed. Bytes 
contained in packets thal h:1,·c been specifically acknowkdged out of 
sequence arc therefore no t considcrNl to have bf't'tl tr:u;~mittcd when 
making th~s count. Note al so that the count does not 1nducle bytes 
contained in lhe packet currently being assemb led; hence, l\lTOPR 21 (or 
perhaps IIITOPR 3) should be cxecutccl before issuinr, a DO13E, if it is 
desired to dismiss until all bylcs output up lo thal point have been 
successfully received and acknowledged. 

Port States 

In the process of being opCJsed and closed, ports go through severa l sta les. 
Slate changes are trig~l'rcd by various events surh :is the issuin~ of JSYSes 
or the rcceipl of control Pup~. A backgTound Tcn t•x prOCC'.!-S impl ements a 
finite slnle machine, by means of which all state chnngcs takt? pl ace. 

User programs may mon itor the state of a port either by polling it (via 
GDSTS) or by arming the sta tc-chan!;'c interrupt. Note- th:lt s tate changes 
trig:gcretl by cv~nts other lhan the l'XCcution of JSYScs may occur 
asynchronously with respect to operations pcrfo1·m~d by the us~r process. 

The following tnhlc s hows nl\ th e definl',I stah•s and th1.,ir as~oc int c-d events, 
actions and transitions. The "Timeout"' e"cnt mcntionC'd is a long-term 
error t

1

imcout. !\1ost st.ates also have a short-term timeoul for the purpose 
of retransmitting possibly lost packets; such timeouls never give rise to 
state changes or other aclions. 

State 

Closed (0) 

RFCOut (l) 

Listening (2) 

Event 

Ol'ENF (0,1} 
OPENF (2,3) 
OPENF (4) 

RFC rec'd 
Abort rec'd 
CLOSF 

RFC rec'd 
CLOSF 

Action 

Send RFC 

Send Abort 

Send RFC 

Successor 

HFCOut 
Listening 
Open 

Open 
Abort 
Closed 

Open 
Closed 
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Open (3) 

Timeout (4) 

E,-,din (5) 

Dally (6) 

Timeout · 
End rec'd 
CLOSF 
Abort rec'd 

Any activity 
CLOSF 

CLOSF 
Abort rec'd 

F.nr!!lop!y rec'd 
End rec'd 
Abort rec'd 
Timeout 

EndOut (7) EndReply rec'd 
End cec'd 
Abo:-t rec'd 
Tirn~out. 

E ndOutDally (10) EndReply rec'd 
End re c'd 

Abort (11) 

A h ort rec'd 
Timeout 

CLOSF 

Send End 

Send Abort 

Send EndReply 

Send EndReply 

Send EndReply 
Send EndHcply · 

Send Abort 

Send F.ndReply 
Send EndHeply 

Send Abort 
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Timeout 
Endln 
EndOut 
Abort 

Open 
Closed 

Dally 
Abort 

Closed 
Dally 
Closed 
Closed 

Closed 
F.ndOulDally 
Closed 
Closed 

Closed 
EnrlOutDally 
Closed 
Closed 

Closed 

S<!auenlia1 I/O is pos:.ibl c only when the state is "Open" or "End In". 
Attempts at sequentia l 1/0 al other times will result in an I/0 Data Error 
ps~udo-interrupt. 

Tc"lnel Protocol 

T e!nct is a h: g1:c r-! cvcl protocol, enti r ely basc<l upon the Byte Stream 
P:-otocol. \Ve d isc u!-s it 1n this document only because server Telnet 
(P.. o::two:-k termi n a l) h an <lling must he per formed insi<lc Tenex. 

A T eln et connect ion is ordir~arily establi s hed when a user process performs 
a r c ndt"!z·:ou.:.. to Lli•: Tr! lnr: t ~•: r\'£:r on 1\1.ixc, which li slcns to sockc l I on all 
n~!works. Af lc r ,, US P connection h:-is IH•c n opened, it . m:-i y be "attached" to 
a nr.:twork l<: rm ina l b:,• 11 1t: an:; of th e ATPTY ,JSYS, Ucscribc<l in the JSYS 
!\·!a:-n~a l. Thereafte r, handling of both byte s treams is performed en tirely 
by Tenex. 

\Vhen th e connect ion is termina tct.l (either normally or abr;ormally), Tenex 
des tro ys the as i,; ig-n cd port, r c lcase:s the network terminal, ar:icl detaches tho 
con t roll ed job (if any). 

For wan t of bctt':r suggc:s ti ons, we aclopt conventions somewhat like the 
J;_rpanet Telnet protocol for control of term inal connections, omitting most 
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of its provisions (particularly the more complicated ones) for which there is 
no forseeable need within the PAHC environment. 

All Telnet control commands consis t of a BSP Mark byte (of which there 
are 256 possible types) followed by z.ero or more arguments given in data 
bytes immediately following the Mnrk. 

All bytes that are not part. of such a control sequence arc treated as 
ordinary data bytes. Typically, Telnet dala will consist only of ASCH 
characters in the range 0-177 (octal), but we leave !he door open to the 
possibility of 6-bit binary terminal l/0 for such purposes as extended 
character sets or graphics. 

The control funct ions lo be implemented ini tinily arc as follows: 

l) Data Mark (DM, Mark type 1), in conj,:nclion with the I3SP Interrupt 
sign:11 1 is used to perform tl1t! "Synch" oper~tion. A Tt'lnet sender (user · or 
scn·cr) dcf_;i.:- inrr to gencr:lte a ·"Syn ch" signal inse rt s a D~1 in the byte 
s trea m an<l simu ltaneous ly trnnsmit s nn lnt t?rrupt. The Intcr:-u pt, no t being 
suhjecl to BSP flow contro l, rPadws the rc•c-f'iv1'r f' \ ' 1'n if t h<> hytt' str<>;im is 
otherwise cloi;gcd up due lo a llocation or bufferin g: cor~~ideration~. Upon 
receipt of the In terrupt, the rece i\' CI' irnmcdiatrly di scards nlrC' ,ui y prOc<'sscd 
data as approp riat e (e.g. clearing termin al buffers ), and th en reads the byte 
stream until th e Dl\-1 is cncon11t ..:- r cU. \Vhilc Uoi11r, so, the rc.•cciv,~r Uisc nrds. 
all clilta except Telnet control comm;inds and any othc:- "interesting" s ignals 
it may choose lo act upon. 

In Telnet terminal .commun!cation, the "Synch" si~nal is used for two 
s imilar purposes. Firs t, it may he scn(' r:nc,I by the T£'lnt:-l SL' n,1er when i t 
is called upon to "clear th t te rmin al ou tput huffcr" . For l'xamplc, the 
Tenex CFOIJF ,)SYS, when cxccuk(l for a nc>lw ork t (' rminnl, · i;~n ..:- r nles. a 
"Synch" and there by causes the user 's t£'rmina1 output buffer to be cl ea:-cd 
and all Un.ta alrcaJy in the byte s trl' i.lm to bC' flu sh -:- d. Second , it may be 
~en era led by the Tel net usc- r upon ti isco\'eri ng a "t crrn in al input b u fier 
full" condition that is even preventing panic sig-nals ( e. g. control -C) from 
reaching the server because the byte st ream is blocked due to l3ck of 
allocation. 

2) T ccminal parameters, such ns Linc Width (!\lark type ~), J'3.;e Length 
(Mark type 3), and T erminal Type (M ark type -1). r:ach cf these is 
followe,l by an nr~um ent byte spec ifying the va lue of th e parameter. For 
Linc \Vic1th and Pn[~e Leng-th, thi s value is simply th e maximum num be r of 
characters per line antl lines per par,c, with the value 1.ero ckfined to mean 
"unknown" or "inappl icable" (e.g . clue-· to ,·~rlahll~ wid th ch;n.tctcrs) . . For 
Terminal Type, the argument. is a Tenex tc:-minal type number , '- which at 
present may be nny on!? of the following: 

11t is concc,led that this aspect of our Telnrt protocol is rather stroni;-ly 
oriented townrtl Tenex conventions. The Arpanet Telnet cxpt'ri C' nce has 
demonstrated that it · is impractical to attempt lo do Telnet terminal 
hand.ling in a "completely general" fa shion. \Ve propos~ s imply put.ting ofi 
desii;-ning a more general-purpose terminal type specification protocol until 
such time as we require the added generality. 
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0 2Vlodel 33 TTY ( no Tab, Formfcecl, or lower case) . 
l Model 35 TTY (Tab and Forrnfe.ed, no lower case). 
2 Mod.el 37 TTY (Tab, Formfced, lower case) . 
3 Tl (low,,r case , iunny paddi ng, no Tab or Formfeed). 
7 NVT {'fob, Formfeecl, lower case, no padding wha tsoever). 
10 L!\30, GE T•,rminct-300 (special padding). 
1! Tl-733 (slower CH than normal Tl). 
12 Scope (pause at end of page). 
20 PARC NVT (lower case, no Tab or Formfced, no padding). 

Upnn receiving 3 tcr~inal paramete r command, lhe T enex server Telnet sets 
thr; corresponding loca l parameter for that n etwork terminal. 

Arp2:1et Telnet functions not to he implemented (at leas t initially) include 
• t he following: 

1) Ni?twork standard represent a tions for common operations1 such as EL 
(Erase Linc), IP (Inter rupt Process), etc. The justification for this is that 
v:ithin the PAHC environment, we <lo not mind adopting the conventions of 
whn.tevcr server hos t we h.ipp t:n to be con nected to . If users turn o\ll to be 
l;nhap;,y about ·thi s , th r.se functions are easy to add. 

2) N egot iation about sr.rv -~ r or us~r echoi ng. Since we don't have any half­
du pl ex te:min:ils and always operate over short distances, 1 it seems 
rea.!;o:,able to adopt s(.'rve r echoing as the PAHC standard. 

3) The negotiation mechanism itself. The Arpanet Telnet "option 
nego t?a t!on" protocol is qu 1 te 1nvo lvrtl, ou,<l cxpcncncc has shown it to be 
very difficult to irnplr:ment correctly. 'A'hcn we fin<l something to negotiate 
3bot: t , ,i..·e should p~rha ps try to design something simpler. 

-n ?-.tore c:laborate int(•r;ictions such as the Telnet Reconnection protocol and · 
,he Hemote-Contro ll ecl. Transm ission an d Echoins protocol (agai n, clue to 
lack of any forsecaUle- nce<l for these rnt:chanisms). 

Ba ckward Compatibility for MCA 

It i~ t::<7)ectctl thut th e re •,vill he a tr t\n s.ition period during ·.vl1ich Maxc will 
su ppo rt Pup but Pogos {sp,,ci fically Sc1uid) will not. For the sake of 
m;1king- th is transiti on as smooth as poss ible. a module will temporarily be 
i nclu<led in T <!nex r, upportiflg lhc old !VlCA protocol. This progra m will 
int~rrr:p t no n-P,;p pack,! l .:. rc:r· r:ivc:rl fr om the !vlCA, afld will provide a user 
interL!ce to th e Iv1CA cvmpatiblc with th e existing one. 

Specifica lly, the following will be supported: 

l} T r: rmiu;,l i:.:onnec:tioni; tu the 1\''!CA, as u:.c: tl by Squid a;nd NEWMCA. 

2) Sequential I/0 to c!evice MCA:, as used by Minx and the Pogos file 
server. 
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The present "Ether-MCA" protocol for the Ethernet will also be supported 
for as long as is necessa ry to allow Alto users to obt ai n the new Pup-based 
successors to the current EtherMCA and Maxc programs, 

This compatibility will be provided in a manner intendc:>d to m1nHn11.e the 
programming time required. The current l\1CA driver will be modified to 
interface with the new Tcncx/NVlO communication protocol a t the lowes t 
level. No attempt will be maclc to achieve efficient sh aring oi code or data 
structu·rcs, since we intend to entirely remove this module as soon as 
possible. 

Implementation 

Processing of Pups is perforll)ed by Tenex at three majo r le vels. At the 
lowes t levCl (input and output i11tcrrupt let1d), Pups recri\'rd from NVIO are 
merely placed on the input queues for the appropr iate ports, and Pups to be 
output arc removed from the port output qu euc5 and p asse d to N VIO. 

At the second leve·) lies the byle slrcr:.m proccsso:-, wh ich pc:-forms the work 
requ ired to transform a queue of ?"aw input Pups into a cp1cuc of buffers 
containing !l pure byte stream, anti the r..:\' C'r.sc on output. Th0 hytr. s tr~:i.m 
processor is impl emented by an itHIC'pC'nd C'n t background T rnex process 
which run5 on d emand and whic.h also pe:-formfi " arious other ta sk~ such os 
executing the Rcnd~•.vous Protocol and handlins !/0 for network terminals. 

The highes t level consists of' the ascr pr:ogram inl crfa c!' and r elated routi nes 
th a t are sequentially executed in respo nse to JSYS calls. For ports oper:i in 
byte str enm mode, thi s lcvt!l cor:imunic~1tcs '"·ith th e byte stn•am prccC'ssor, 
whereas for ports open in raw packet mode, communication is directly with 
the interrupt-level Pup driver. 

Pup Encapsulation 

Pups arc cncnpsnlated in the Ethernet as described in Dob ~1etcalf~'s memo. 
That is, the Ethernet desti nat ion and sou rce hosts are' in the first word 
(required by han1wn r ("); the second word cont:1ins 1000 (oct:1!) ns ::?. signal 
that thi s message contains a Pup, and the rcmai:n.lc-r of the m:.:-ss~g~ is the 
Pup itself. 

In the MCA, Pups are preceded b)· a s in,le word which is 100000 ·coct~ l) 
plus th~ lrn1ph of thC' Pup in word:-.. This c-Oll\'l' ntion nllows mess ::,gcs 
cont::iining Pups to be tli st. i11guishc-cl from nh•:-s;ig:es conforming to th ~ old 
!\-lCA protocol. Pups may be split ncros::; phy.sicc.1 m C"ss.Jg-cs in the same 
manner as is done currently for "logical" MCA messages. Il.cfor to IOS-13 
for relevant inform:ition. 

In the Arpanet, Pups arc encapsulated in standard IMP-Host protocol data 
messages on experimental links whose numbers are yet to be assigned. The 
32-bit leader is immediately followed by the Pup. 
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The maximum length Pup that Tenex will send or receive on any network 
contains 512 data bytes. 

Tenex/!',;VIO Communication 

Tenex performs 1/0 to all networks through NVIO. We propose a protocol 
ior T t-:1c.-:/NVI O cornmunic~1~ion ·Lhat minimizes the amount of clcvclopment 
and maintena nce t hat mu st be done for NVIO. This is for two reasons: 

1) NViO ;; already difficult to maintain. It is written in Nova assembly 
!::?nguahe, and i ts dcbugiin1,~ and monitoring facilities arc inferior to those 
av~! la hlc for T t: ne ~: <l~velop111cnt. 

2) T h~ Nova is eventu,dly to be repl aced by an Alto · (in Maxc-II or 
pos5iLiy sooner), and whatever is ac!dc<l now will have to be recoclcd for the 
Alto. 

Thi s protocol· requires no kno wlcdg~ of Pup format on the part of N".'1O. 
NV iO' s rolr~ is liinit ccl to pa ri :; ing packets b~t,1.·ccn Ma:cc aacl the various 
net·,,:o rks, and proviclin~ D. moci rra le amount of buffering. Even forward ing 
cf par;k ~ts to o Uw r hos ts (~.1 a xc's gateway funct ion) will be performed by 
T cnr:x . 

For Pup in pu t, T e nex passes NVIO the ndJress of a maximum-length b~ffcr 
i!'l ;'.1;!xC ma in n:~mory. Upon re:ceipt of a packcl from any network, NVIO 
tran s fors th a t pa cket f r om its o,,...n Uuffrrs to th e' Maxc buffer .· It Lhcn 

• sto:1:s dJ.t ;..i ln an o·:~rh i::- l,<l wonl in t!:e buff1!r inforining- T enex of (1) the 
nun1b~r rJ f J6-bit word :-. in th e p;1ck c~ t , an cl (2) the phys ic:al source address 
oi tht? packet (nc twc rk <incl ho:. t). Finally, NVIO generates a Ivlaxc 
interrupt, antl it is done wi th th is packet. 

For Pup outp11t, 'TL"nc :,: pas ses NVIO the adclrcss of a buffer containing a 
p2.(:kct. to b(· 1r;1nsrnitteci ( .. ,.-it !) avc•1·h~ac.l word ;ilreacly set up). If NVIO has 
suffi r: ir=nl r oo rn to irnf f.-r tiH'! packet, it co pies il and JHJtifiC'S Tcn c:< tlrnt it 
j:; p :-t.~p;1 1c:<l t o accr:pl fu rth ~r p:irkcts. L::t cr , whe n NVIO has actually 
tran ~rnitt r:rl th e pocke t ur otli c rw i:.; ,~ di .c;; po .sed of il, it passes lhc acldrc)'; ."i of 
th e ~11:l:-.:c bufinr har.k to 'l\:1w., an d g1 i nr.r.1(,!s n c: 0111pl r. tion interrupt., ofter 
setting: a fi d e.I in the: onnh1:a1l word to indicalc completion or error, NVIO 
will di &c:1rd any p;1ckc l!i lliat it Ci11111o t tra11s111il. within a short timeout 
(e.f':. clue to r epea ted co lli sions on th o Ethernot or an umesponsivo 
d e:s Lir. ,1ti o n host o n tlic t-,H;A). 

'\Vi th th e i n u uduc ti o n of P up and packe t- a l-a-time trans fers between TC?nex 
anc.l !-;VJO, we ;,:ill take th e opportunit y to clu away with llw curr~nt worrJ .. 
at-.1-rirn r: protoco l us,:- rl for J\rpn11 P. t com innni C'a ti o n. NVTO can di st ingui nh 
bL'tW l.: i:n l't:p, Jlos t-lfo s t l'rutrJ col. ond other t.yp~s or packL! lS l.iy looki11g- nt 
th e lin k numlH=r of holh i1H:<n r1i11r~ ,rnd o ul goi11 1:{ Arpa,u·L in css:1~c!l. ln tho 
case o f Hos t-H os t Protor.ol m,~s.-.,1gcs, NVIO can also t~ko advantage! of the 
·/nricifJ!f: bylc ;; iz. i: c;1 pab il ily ur Llw Nova -Imp interface to porform 
-reiorm ;1tting- th a t i~ n ow Qo;,e al intl!rrnpi lcvol by 'feJH!X, 

One unresolved qu es tion: Should we arrange for Pup storage buffors in 
T 1::t1t:: X to be shared with nou·P up Arpanet storage, or should we havo 
ii1d2pcndent storage rc1:;ions? 'fha former seems cleaner, but may l'equire 
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some care to ensure that Pup and Arpanet buffer management strategics are 
compntiblc, and we wou]d ]ike lo minimize changes to bl' m3dc in the 
present Tenex Arp:::inet driver. If we choose independent storage regions, 
then we need either to provide a separate communic:t tion path behveen 
Tenex and NVIO for non-Pup Arpanet messages, or else lo block-transfer 
data between Pup storage and Arpanet stor.1ge in Maxc. 

Interrupt-Level Pup Proce:;sor 

Pup input is initially enabled by the Pup background process, which 
allocates and locks into core a riueue of free, maximum-length Pup input 
buffers, .111<l is responsible for maintc.ining a sufiicient numbc:-- of input 
buffers in thi s queu e so thrit it nc.,,.cr bccoml's empty (unl ess an excessive 
number of input Pups have been buffered but not yet taken by ·user 
processes) . The addr.ess of the first buffer is passed to NVIO to be filled 
with a Pup. 

When a Pup has been received and NVIO has triggered the Pup input 
completion interrupt in !\1axc 1 the following opera tions nre pcrfoi"ml!d: 

1) If the packet is not an encapsulated Pup (as determined by the form at 
of the cnclosin~ pnckc i, which is sp..:-ci fic to th.:! network on whi.:h the 
packet was rece ived), special routines are invoked to di s pose of the packet. 
These will not be described here. 

2) If the Pup Destination is not Maxc, the Pup is passed to the i;ateway 
processor · (to be described 1atcr) for immediate forwarding to another 
network/host. 

3) The Destination Socket number (only) is used lo co mpu te a hash probe 
into th e locnl socke t tab]e. The corr~c-t por t is fo ~1nd by comp;ning the 
Pup Des tination with th e lo ca l port specification an d the Pup Source with 
the foreign port specification of e:ic h port checked, ibnoring wil<lcarC. 
elements. If no match is found, the Pup is · discarded. 

4) If too mauy unprocessed Pups are alread y queuecl for the input port, the 
Pup is cliscard ctl. Otherwise, the burfor is linked to the end of the ir.put 
buffer queue for that port, and is unlockec\ from coro. 

5) If tho "Pup Recei ved" intr-rrupt is en abled for that port, a PSI r equ es t ii; 
gcncrntcd for the owning process. 

6) The next free input buffer (if any) is taken fro:n the free input buffer 
queue and passed to NVIO, and the inte r rupt is di smi ssed. 

Output Pups generated either from user level or by the byte streant 
processor nro lucked into core nnd linkccl ta thr end of thl~ port's output 
buifcr queue. If Pup output is idle, an output interrupt is then manually 
init iated lo s tart thin~s mov;ng. 

When the output interrupt routine is called, it first di sposes of the buffer 
just completed (if any), as will be desc ribed shortly . It then sequences 
through the output port ta\ilo in round-robin fa shion until it find s a port 
with a non-empty output buffer queue. A buffer is remover! from the front 
of the queue, its address is passed to NV!O, and the inlerrupt is dismissed, 
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Note that NVJO will generate an output interrupt _for ei_ther (or both) '?C 
two re ,,sons: (a) iL has buffered an outp'-lt packet 10 Nova memory a1;d 1s 

prepared to take more, or (_b) it ha s disposed of an output packet (either 
tr2:-,smit!ed it or declared 1L untransm1ttablc). In th e latter case, NVIO 
sto!'"cs a cc,:np let ion or error code in the buffer header and passes the 
add ress of the buffer back to Tenex. 

Pups generated by the - byte strea m processor may also be on a _second que_ue 
ca!l,,ii tho DSP output qu ru i, (thre,:dcd throu;:h a separate ce ll 10 the buf,cr 
r:~ ~d ~r). \Vhcn Tcne: :-: receives an in t,'! r rupt _signalling th ~l N~ IO has 
fi;-ii :.hr:d ·:i th such a pilr.kct, tht: interrupt routine: does no t hing with that 
tuif:: r, bu t r atht_•r ka•: r.-s it for <li S j lO!,; il or JH'..is~ihli'! retransm iss ion by the 
byte stream processor. fio·wc \·cr, if the buffer is not on the BSP output 
' iLH;:t:i!, it i~ imm e:dia tt:ly unlockl·d nnd placed on a queue to be dcnllocated 
by th ~ Pup h..i.ckg-round process. (The interrupt_ routine _cannot perform the 
d~aliocation itsf!lf because the storage allocal1on routines may reference 
nonres id ent ::.toragc). 

Pep Background Process 

A m.!mb~r of t;:}sk5 a!"c pcrform <'!d by the Pup background process, which is 
an ns:1nc hron'J ur. , i:1d ~1;:~ 11tl cnt Tenc;.; process running as a fork under job 
zero.· Includ c<l in these t~sks arc the following: 

I) G! oba l stornr,e mana,.;r.mcnt, such as allocating and locking fr:ce in~ut 
buffers, dea!loc;Hir.b used output buffers, and occasi'onally garbage·collecltng 

• th e socket numbc!" hash table. 

2) !~ce.1:crk te rminal hantl l in~. All netwo rk termin.?.1 s are periodically 
sc:i.nncd for- se r vice. Input d;11n is rclrirvcll via byte slr~nm process<?r 
s uU :- oU tin es and packl:'d int o lf.'rrn inal inpu t huffers , and tcrnuna] output 1s 
unpa cked .111<.! given to the byte s trc-am procc!i!)O r lo transmit. 

3) Byte Stream .!ml Hcndc:zvous Protocol processing. Each i:ort op~n i_n 
byte str'?arn mode (including 1wtwork terminal ports) hns assoclate<l with 1t 

sufiici cnl s t ale to pr :-mit the (sir:~~le) Pup background process lo scan 
throug h ..il ! p !:u·t.<; .?.IHI pt!rfonn nny need t? r] Sf'rviccs for c:1ch one. Hence _we 
m~.\' <l -::scri bc these operations as if there were a separate process handling 
eac~h h:,·te st ream. 

Input procc.ssing is p•:- rfor rncd whenever th e port's ir~1n1t buffer queue is 
found to iF! :rnn-pmpty. Th e hyt~ ~t.rc•am processor di spatch es ~n the Pup 
T yp~ fir:!t! of each Pup, di sposes of it a!. appropriate, and continues until 
th11 int1ut buffer que ue: is e mpty. 

\ Vh,:,n Data (and ADatn) Pups r1rc proc+~ssed, th ey arc p1acctl on a queue 
cal!d the BSP i11 p11! 'I""""• ordered by th e value of. the Pup ID. Duplicate 
p2ci--.r:ts arc di!:r:a rd ,!d durin~! this step. The DSP input qucu~ .. i s · divide~ 
into t· . ..,.o ?i <::f{rt,r: n!.s: a "co:npleteH s1• ;.:-r11cn l at the front an<l nn 1ncomplclc 
5<[:-t!!n ,:r.l nt Lht1 b.1.ck. ThL" "cornpletct portion constitutes an uninterrupted 
byte s tr1: r1rn, whir:h mny immrdiat r- ly he read by a JSYS ~all or tran_sf~r:rcd 
to te:min:1 I innul bu f fe rs. The "incomplete" portion (which, by clcf1n1tton, 
begi ns at th e first ;;ap in the byte slream) consis ts of all later packets that 
may have been received out oi scqu,"?nce. 
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The byte stream procc-$sor maintains n pointer lo the bo undary bct,,·cen th!? 
"complete" and "i ncompl ete" portions of the llSP input queue, a:-id updates 
it as gaps are filled in by new ly-arriving data. It also maintains a "left 
window edge" which is the byte ID of the first packet i n the queue, and a 
"righl window edge" which is equa l lo the left window edge plus a constant 
determining the maximum number of bytes that may be buffer~d for a 
single port. The byte s tream processor will discard received data packets 
whose Pup IDs lie outside this window. 

After processing all packets in the input buffer qu eue, the byte stream 
procr.s~or decides whe t he r or nol to sc-nd an acknowlrd~ment. If :1n AData 
was encountered, an aclu1owlf-d~mcn l is always st?nt, oth~rw1sc , the decis ion 
is a function of (a) the nun1ber of bytes in the '"complete"' porti on of the 
BSP ;nput queue, and (b) the time elapsed since the lust acknowledgment 
was sent. 

The acknowledgment packet is generated as follows: The Pup ID is set 
equal to the hyte s~quencc number corrcsponclinr, to the- fir .s t gap (i.e. the 
beginning of the "incomplete" segment of tli c BSP input qu~ur), h~nce 
cumulati"ely acknowlcrlging dl the "comple te" d.1t:i. The Numh ~r of Bytes 
i ic l<l is set to the· difforc nce betwee n that and th e ri gh t window edge. All 
Pups in the "incomplrte" port ion of the C]U eue arc th,~n specifically 
acknowledged in the PosAck/N cgAck Dlocks field of the Ack packet. 

Output is handled in a similar fa shion . Data generated by the outputting 
pi-ocess is dclivcrecl to the byte strc:.im processor as a qu euC" of Pups which 
we call the DSP output queue. This qu eue is threaded through a different 
cell in "the buffer header t.han is used for th e output buffer queue 
referenced at interrupt level. 

The byte slrc:1m processor also maintains a "window" of Pup IDs that may 
be transmittcJ , based on information in received Ack packets. 

To transmit n packet, the byte stream processor stnmps it with the current 
time and places it in the output buffer quc\le, but u:ithoul remo\'ing it from 
the DSP outjrnt queue. Each time the byte strc.•:un procc>ssor 5C'rv iccs an 
outputt ing port, it (re)qncncs for 01itput all packets lying within the 
wirntow that have (a) not LC' Cll transm it ted previousl y, (b) timl!t.l out, or 
(c) had negative? acknow lcdbments received for them. 

When an Ack p:icket is rcceivt'd, a1l pac:kds being- posit iv c-ly acknowledged 
( either cumnlatively or specifically) are remov ed fr om the BS!' output 
queue1 and also from the output lrnffc.r queur if th ey nre aln•:i.dy queued 
for retrans mi1:.s ion. Iluffcrs for which nc.;ath·c nck 11owled;;ments are 
received are ma r k~<l for im rr.cdiatc n•transmission. The window parame ters 
are then up<l att'd wi th the new info rmation in the Ack, pos.sibly permitting 
th e user process to generate iurther output. 

Received Pups other than Data, ADala , nntl Ack ore pnsscd to a subroutine 
imple menting the finit e slntc mo.chine whose transiti on table was given . in e. 
previous section of this memo. 
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Ti-.e ,JSYSe, for the most part are very straightforward and may be 
impl•~n~ €.: nt cd b:y ;1n uncomplicated rr.apping from the u::;er program interface 
spc~ifications given c-:-:rlier. 

The PUP! a:-id PUPO ·opcralions for raw packet l/O simply remove packets 
f: om tht: inp1..;t bufic-r qu eue: .ind appe=nrl p;->.ckcls to the output buffer 
queue, respectively. No action by the Pup background process is required. 

For sequen tial input and output, packing and unpack ing of the data is 
p<: :-formC'.d o. t ,JS YS 1r.ve l. Th e: st_•rpwn tial inp11t routine sets up a byte 
point':!r to th e fir s t h uf fcr in thr: BSP input queue and a byte count equal 
to t he· riurnbC'.r of byt e:, in tl1 e Pup. '!'h t: d.ita th cren. fL cr i~ remov ec.l by the 
clr:\·ic:r:-i n cl r:pr.: n dC'. :1l ho!n<l: e rs for BIN, SIN, i;tc. \Vhcn the packet is 
e:-:h1rn;;tr:r:i, th~ by t•: str,~am pror. e~sor is <iwoken to do any necessary 
!;ervi cip g ( :. uch :i!i- cpd:1tirig the ,vinc!ow p:,rarneters and sc1u.ling a new Ack), 
an d th r~ ~a;q u r: nlial input roulint! irnmecliat r:ly proceeds to Lhc next packet in 
the BSP inp1..t ri,u r: ue. If th e "complete" portion of the queue becomes 
exhausted, th e process blocks until it □ ga in becomes non-empty. 

Th·e ~i:qur::nti,d ou .tput rouline nllor.att:s fl llUffer c;ipahlc of holding a 
m c.x i~.n t.:rn-l c-n; ~h Puri, ·then s imply sets up the_ arpropriale byte pointer and 
coun t. :\.-: u 1:.d packi ng of t:H! rl;d a is clone by the: clcvice-ind,~pcnrlcnt BOUT 
a:-:.cl .SO UT !:;i,ndl~n-.. Vlh r·r. th e buif c.• r is full or must he forced out (by 
CLOS F, ~.JTO:'H 21, e tc.), it i s pLi ce <l on th e end of the IJSI' outpi1t queue 

.and thr: ·b:.-;l c s tream pror-c 5s0:- i s awok~n. The pror.css then blocks if the 
curren t b·,: te s r.• ciu r: ncc nurn b~ r is beyond the right window edge by more 
than a c•.: ;tai n a~nounl. 

It might he 11r}·.·, :11 t ;11-;~oln (for r c:1soas of reduced procc:-s.c; switching overhead 
.!n:f poss ibly i11::::r easr.d haritlw.idth) to allo\'/ some of the byte stream 
p-:-o.:es~.or c<)(!C to he: <:;.:1:: c 11t.!d 3t ,JSYS l('v1~l al those points where we 
spi:: cifi::ri ···sr1:-;:i!1g up thi~ by te strf!am processo r" in the above descriptions. 
This reqt.:.ir<.:s :"t!irl:; s t.rict iill r: rl oc hinf~. how eve r, to prcvc:nt anomalies due 
to ro1c P.. cor:diticJn.'. . It is prob,·ih ly su iiici cut to provide one lock per port, 
servi r. g as a global interlock fur IJSP-rclatcc.l processing for thal porl. 

G.-iteway Processor 

In ~rd 0r to minimi ze the ove rh ead required to perform forwarding of 
p:?ckeL5 from OJ1e ::-11:tv:o rk to :1 nother 1 th e g;Hi.:- ,,..·ay processo r is immediately 
c.::tl l ec.l at inp u t i:1t -: rrupt leve l 1!pr1 n r P.cP. ipt of· a packe t i.•; hose tleslination is 
not i'-.lc:. :{c . For·.,.,,uding is accom p ~ishc<l by the follo wing sequence of 
op~rations: 

1) T he hop cour.t . in the Tran.sport Control field is incremented, ~nd the 
Pup i.s cli scarc.l c: c.l if it reach,~~; the vnlue 8. 

2 ) If the Pup Ch ccksnr:, is non zero , it is updated to account for the 
Tri! nsport Control fi eld's having hecn changed. This change is made 
incremc!lta lly, so th~ uprl.i.te <l checksum will be correct only if the original 
checks um •1:.is cor:-ect. The gat<!way processor neither generates nor checks 
Pu;, Ch ecksums_. 
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3) The Destination Net,vork is used to index into a routing table that 
determines the network/host address to which the packet is to be 
forwarded. Special entries in the table denote networks to which Maxc is 
conn ected directly, and other networks which are known to be ur:reachable. 
In the former case, the Pup is transm i tled directly to the network/host 
nddr-ess given in the Pup header-, while in the latter case the Pup is 
discarded. 

4) The Pup is linked to the end of a special output queue that is 
periodically checked by the output interrupt routine. 

It is anticipated that the routing table will be fixed in the initial 
implementation, In later iJJ1plementations, it mi~ht be periodicall)' updated 
by the Pup background proces s on the basis of dynamic determination of 
network load and/or connectivity. 

Remaining Topics 

The following- subjects arc among- those that remain to be considered in 
fu lure documents: 

i) Structure and conlcnti; of nel\vork directory (for n::ime/address 
translation). Protocol for making the directory lookup function available as 
a servicl! for other hosts. 

2) Standard .. NCP Port" (by means of which host operating- systems may 
communicate information such ns host st.1tus, which is not related to 
individual user ports) , 

3) Inquiry service to be implemented by gateway hosts (see the memo 
"Naming nn(~ Addressing Conventions for PUp"). 

4) File Transfer Protocol (FTP). 
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'8080notes.txt ·31-Dec-81 10:28:27 

A Few Notes on the 8080 compatible version of z80asm. 
W. S. Duvall 
Dec 31, 1981 

In order to run the z80 assembler in the 8080 compatibility mode (which 
allows you to assemble 8080 assembler files with minimal modification), 
you need to retrieve the files "[IVY)<DUVALL>Z80ASM)8080OPS" and 
"[IVY]<DUVALL> Z80ASM>ASM8080" . Copy 8080ops to the file named "z80ops" on 
your disk, and run "z80asm/b", which will produce an initialized boot file · 
"280.BOOT" for the 8080 mnemonics. You can rename this file to be 
"8080.boot" or something if you wish to keep both a z80 and 8080 assembler 
around . 

To Prepare Your Source File: 

(1) Place the statement "GET ASM8080" as the first line in the 8080 
assembler source file . 

(2) Comment out any ORG statements (these will be done in the load 
control file) 

(3) The following constructs are illegal, and must be removed : 

3a. IF 
3b. ENDIF 
3c. SET 
3d . $ 

(4) Reserved words may not be re-used as program symbols. 

(5) Hexidecimal numbers must end with the letter "H", but neet NOT 
begin with a number. This means that " FAH" is a legitimate number. 

(6) The string delimiter is double quote. 

The string escape character is ·, which may be Combined with : 

··:literal • 
•" : literal" 
•t : literal t 
"N: Return (OOH) 
"L: Linefeed (0AH) 
"T: TAB (09H) 
•B:Backspace(0SH) 
"NNN: A character with the octal value NNN 

The character 't ' produces a CR LF sequence. 

(7) Character constants are preceded by a single quote, e.g . ' 
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Inter-Office ~lemorandum 

To Distributed Computing Date 15 January 1975 

Fron Bob ~Ietcalfe Location Coyote Hill 

SubjE:ct rgariization Pare CSL 

XEROX 

Herc is an update on the format of a Pup. The only change 
since my memo of July 16. 1974 is that the Pup Identifier is now 32 
bits . up from 16. Pup overhead is now 22 bytes per packet, 
including the Pup Checksum. See Eel Taft's memo of January 9, 
Hl7i3 for elaboration on Pup address fields. At present, we are 
intending that the Pup Checksum (if non-zero) be a l's complement 
add-and-cycle over the entire Pup. I haYe started a registry of 
Pup types in <metcalfe)pupsyms.bc. A Pup's Length should be 
between 22 and 534 bytes. 

Pup Format 

I Length I 
I Control 1 1 Type I 

I- - - - - - - - -~ ~-~- - - - - - - - - I 

Dst :\"et I Dst Host 
Dst Sock0 

- - - - - -nit- sock i- - - - - -

Src l\" et I Src Host 
Src Sock0 

- - - - - _S_r_c - Sock i - - - - - -

Content Bytes 

Checksum 

1------16 Bits 
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; ASM8080 •• DEFS FILE FOR ASSEMBLING 8080 CODE 

; MUST USE 80800PS AS OPCODE FILE 

DEFINE PSW = AF# 
DEFINE M = @HL# 
DEFINE DB = BYTE# 
DEFINE OW= XWORD# 
DEFINE OS = BLOCK# 
DEFINE EQU = = # 
DEFINE END = # 
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; 8080 COMPATIBLE MNEMONICS -- USING FILE MUST GET "ASM8080" 
; W. S. DUVALL Dec 31, 1981 9:02 AM 

OPCODEMOV 

; Store Register 8-bit 

ABCDEHL 
@HL: 77 70 71 72 73 74 75 

; Load Register 8-bit 

AB CD EHL @HL 

A: 7F 78 79 7 A 78 7C 70 7E 
B: 4740414243444546 
C: 4F 48 49 4A 48 4C 40 4E 
D: 57 50 5152 53 54 55 56 
E: SF 58 59 5A 58 5C SD SE 
H: 67 60 61 62 63 64 65 66 
L: 6F 68 69 6A 68 6C 60 6E 

OPCODELDAX 

8:02 
D: 12 

OPCODESTAX 

B:0A 
D: 1A 

OPCODELHLD 

m: 2A[1 .Rl[1.L] 

OPCODESHLD 

m: 22[1.Rl[1 .L] 

OPCODE LOA 

m: 3A[1 .R][1.L] 

OPCODE STA 

m: 32[1.Rl[1.L] 

OPCODEMVI 
; Load Register 8-bit Immediate 

m 
A: 3E[1.R] 
8 : 06[1.R] 
C: 0E[1 .R] 
D: 16[1 .R] 
E: 1E[1.R] 
H: 26[1 .R] 
L: 2E[1 .R] 
@HL: 36(1 .R] 

OPCODE LXI 
; Load Register 16-bit Immediate 

m 
8 : 01 [1.Rl[1 .L] 
D: 11 [1 .Rl[1.L] 
H: 21 [1 .Rl[1 .L] 
SP: 31 [1 .Rl[1.L] 

OPCODE PUSH; Push operand : (SP)<- REG PAIR, (SP)<- (SP) + 2 
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@HL: 9E 

OPCODE SBI; 
m: DE[1.R); 

OPCODE ANA; A = A & 

A:A7 
B: AO 
C: A1 
D: A2 
E: A3 
H: A4 
L: A5 
@HL: A6 

OPCODE ANI ; 
m: E6[1 .R); 

OPCODE XRA; A = A Xor 

A: AF 
B: A9 
C: A9 
D: AA 
E: AB 
H:AC 
l:AD 
@HL: AE 

OPCODE XRI ; 
m: EE[1.R); 

OPCODE ORA; A = A or 

A:87 
8:80 
C: 81 
D:82 
E:83 
H: 84 
L: 85 
@HL: 86 

OPCODE ORI ; 
m: F6[1 .R); 

OPCODE CMP; A - op, no load (set flags) 

A: BF 
8 : 88 
C: 89 
D: BA 
E: BB 
H:BC 
L: BD 
@HL: BE 

OPCODE CPI ; 
m: FE[1.R); 

31-Dec-81 10:09:57 

OPCODE DAA 27; DECIMAL ADJUST ACCUMULATOR 
OPCODE CMA 2F; COMPLEMENT ACCUMULATOR 
OPCODE STC 37; SET CARRY 
OPCODE CMC 3F; COMPLEMENT CARRY 

OPCODE INR; REG = REG+ 1 

A: 3C 
8:04 
C: 0C 
D: 14 
E: 1C 
H: 24 
L: 2C 
@HL: 34 

Page ::i 



Page 4 

OPCODE INX; REG = REG+ 1 
; 16 BIT GROUP 

B:03 
D: 13 
H: 23 
SP: 33 

OPCODE OCR; REG = REG+ 1 

A: 3D 
B: 05 
C: 0D 
D: 15 
E: 1D 
H: 25 
L: 2b 
@HL: 35 

OPCODE DCX; 16 BIT GROUP 

B: 0B 
D: 18 
H: 28 
SP: 3B 

OPCODE RLC 07; Rotate Left Circular 

OPCODE RRC OF; Rotate Right Circular 

OPCODE RAL 17; Rotate Left (includes carry) 

OPCODE RAR 1F; Rotate Right (includes carry) 

; Jumps 

; Jumps to Absolute Addresses 

OPCODE JMP; Jump Unconditional 

m: C3[1 .Rl[1 .L) 

OPCODEJC 
m: DA[1 .Rl[1.L) ; Jump on Carry 

OPCODEJNC 
m: D2[1 .Rl[1 .L) ; Jump on not Carry 

OPCODEJZ 
m: CA[1.R)[1 .L) ; Jump on Zero 

OPCODEJNZ 
m: C2(1.R)[1 .L) ; Jump on not Zero 

OPCODEJPE 
• m: EA[1.Rl[1 .L) ; Jump on Parity Even 
OPCODEJPO 

m: E2(1.R)[1 .L) ; Jump on Parity odd 
OPCODE JM 

m: FA[1.R)[1 .L) ; Jump on Neg 
OPCODE.JP 

m: F2[1 .Rl[1 .L) ; Jump on Pos 

; Call to subroutine push pc + 3 on stack 

OPCODE CALL 
m: CD[1.Rl[1.L); Unconditional 

OPCODE CC 
m: DC[1.Rl[1.L); Call on Carry 

OPCODECNC 
m: D4(1 .R)[1 .L) ; Call on not Carry 

OPCODE CZ 
m: CC[1.R](1 .L) ; Call on Zero 

OPCODE CNZ 
m: C4[1 .R)[1 .L] ; Call on not Zero 

OPCODECPE 
m: EC(1.R][1.L] ; Call on Parity Even 

OPCODE CPO 

·31-Dec-81 10:09:57 B0B0ops.txt 



B0B0ops.txt 

m: E4[1.Rl[1 .L]; Call on Parity odd 
OPCODE CM 

m: FC[1.Rl[1.L] ; Call on Neg 
OPCODECP 

m: F4[1 .Rl[1.L] ; Call on Pos 

; Return from subroutine 

OPCODE RET C9; return from subroutine 
OPCODE RC DB; return on Carry 
OPCODE RNC DO; return on not Carry 
OPCODE RZ CB; return on Zero 
OPCODE RNZ CO; return on not Zero 
OPCODE RPE EB; return on Parity Even 
OPCODE RPO E0; return on Parity odd 
OPCODE RM FB; return on Neg 
OPCODE RP F0; return on positive 

; Input/Output 

OPCODE IN ; input from 10 port 

31-Dec-B1 10:09:57 

m: DB[1 .R] ; Input HL = memaddr, B = byte count, A+-char 

OPCODE OUT ; Output to 10 port 

m: D3[1 .R] ; Output HL = memaddr, B = byte count, A= byte 

OPCODE NOP 00 
OPCODE HL T 76 ; Wait for interrupt 
OPCODE DI F3 ; Disable interrupts 
OPCODE El FB ; Disable interrupts 
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OPCODE= MOV 
MOV @HL, A ; 77 Lit = 77 
MOV @HL, 8 ; 70 Lit = 70 
MOV @HL, C ; 71 Lit ;. 71 
MOV @HL, D ; 72 Lit = 72 
MOV @HL, E ; 73 Lit = 73 
MOV @HL, H ; 74 Lit = 74 
MOV @HL, L ; 75 Lit = 75 
MOV L, A ; 6F Lit = 6F 
MOV L, 8 ; 68 Lit = 68 
MOV L, C ; 69 Lit = 69 
MOV L, D ; 6A Lit = 6A 
MOV L, E ; 68 Lit = 68 
MOV L, H ; 6C Lit = 6C 
MOV L, L ; 6D Lit = 6D 
MOV L, @HL ; 6E Lit = 6E 
MOV H, A ; 67 Lit = 67 
MOV H, 8 ; 60 Lit = 60 
MOV H, C ; 61 Lit = 61 
MOV H, D ; 62 Lit = 62 
MOV H, E ; 63 Lit = 63 
MOV H, H ; 64 Lit = 64 
MOV H, L ; 65 Lit = 65 
MOV H, @HL ; 66 Lit = 66 
MOV E, A ; SF Lit = SF 
MOV E, 8 ; 58 Lit = 58 
MOV E, C ; 59 Lit = 59 
MOV E, D ; SA Lit = SA 
MOV E, E ; 58 Lil = 58 
MOV E, H ; SC Lil = SC 
MOV E, L ; SD Lit = SD 
MOVE, @HL ; SE Lit = SE 
MOV D, A ; 57 Lit = 57 
MOV D, 8 ; 50 Lit = 50 
MOV D, C ; 51 Lit = 51 
MOV D, D - ; 52 Lit = 52 
MOV D, E ; 53 Lit = 53 
MOV D, H ; 54 Lit = 54 
MOV D, L ; 55 Lit = 55 
MOV D, @HL ; 56 Lit= 56 
MOV C, A ; 4F Lit = 4F 
MOV C, 8 ; 48 Lit = 48 
MOV C, C ; 49 Lit = 49 
MOV C, D ; 4A Lit = 4A 
MOV C, E ; 48 Lit = 48 
MOV C, H ; 4C Lit = 4C • 
MOV C, L ; 4D Lit = 4D 
MOV C, @HL ; 4E Lit = 4E 
MOV B, A ; 47 Lit = 47 
MOV 8, 8 ; 40 Lit = 40 
MOV B, C ; 41 Lit = 41 
MOV B, D ; 42 Lit = 42 
MOV B, E ; 43 Lit = 43 
MOV 8, H ; 44 Lit = 44 
MOV 8 , L ; 45 Lit = 45 
MOV B, @HL ; 46 Lit = 46 
MOV A, A ; 7F Lit = 7F 
MOV A, 8 ; 78 Lit = 78 
MOV A, C ; 79 Lit = 79 
MOVA, D ; 7A Lit= 7A 
MOVA, E ; 78 Lit = 78 
MOVA, H ; 7C Lit = 7C 
MOVA, L ; 7D Lit = 7D 
MOVA, @HL ; 7E Lit = 7E 

OPCODE = LDAX 
LDAX D ; 12 Lit = 12 
LDAX 8 ; 02 Lit = 02 

OPCODE = ST AX 
ST AX D ; 1 A Lit = 1 A 
ST AX 8 ; 0A Lit = 0A 

OPCODE = LHLD 
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LHLD m ; 2Axx Lit = 2A, Field = 1.R, Field = 1.L 

OPCODE = SHLD 
SHLD m ; 22xx Lit = 22, Field = 1.R, Field = 1.L 

OPCODE= LOA 
LDA m ; 3Axx Lit = 3A, Field = 1.R, Field = 1.L 

OPCODE= STA 
ST A m ; 32xx Lit = 32, Field = 1.R, Field = 1.L 

OPCODE= MVI 
MVI @HL, m ; 36x Lit = 36, Field = 1.R 

Lil = 2E, Field = 1.R MVI L, m ; 2Ex 
MVI H, m ; 26x 
MVI E, m ; 1Ex 
MVI D, m ; 16x 

Lit = 26, Field = 1.R 
Lit= 1E, Field = 1.R 
Lit= 16, Field= 1.R 

MVI C, m ; 0Ex Lit = OE, Field = 1.R 
Lit = 06, Field = 1.R MVIB, m ;06x 

MVI A, m ; 3Ex Lit = 3E, Field = 1.R 

OPCODE= LXI 
LXI SP, m 
LXIH,m 
LXID,m 
LXIB,m 

; 31xx 
; 21xx 
;11xx 

Lit = 31, Field = 1.R, Field = 1.L 
Lit = 21, Field = 1 .R, Field = 1.L 
Lit = 11, Field = 1 .R, Field = 1.L 
Lit = 01, Field = 1.R, Field = 1.L ; 01xx 

OPCODE = PUSH 
PUSH AF ; FS 
PUSH H ; ES 
PUSH D ; D5 
PUSH B ; CS 

OPCODE= POP 
POP AF ; F1 
POP H ; E1 
POP D ; D1 
POP B ; C1 

OPCODE = XCHG 
XCHG ;EB 

OPCODE = XTHL 

Lit = FS 
Lit = ES 
Lit = D5 
Lit = cs 

Lit = F1 
Lit = E1 
Lit = D1 
Lit = C1 

Lit = EB 

XTHL ; E3 Lil = E3 

OPCODE = PCHL 
PCHL ; E9 Lit = E9 

OPCODE = SPHL 
SPHL ; F9 Lit = F9 

OPCODE= ADD 
ADD @HL ; 86 Lit = 86 
ADD L ;85 Lit= 85 
ADDH ;84 Lit=84 
ADD E ; 83 Lit = 83 
ADD D ; 82 Lit = 82 
ADD C ; 81 Lit = 81 
ADD B .; 80 Lit = 80 
ADD A ; 87 Lit = 87 

OPCODE= DAD 
DAD SP ; 39 Lit = 39 
DAD H ; 29 Lit = 29 
DADD ; 19 Lit = 19 
DAD B ; 09 Lit = 09 

OPCODE= ADI 
ADI m ; C6x Lit = C6, Field = 1.R 

OPCODE= ADC 
ADC @HL ; 8E Lit = 8E 
ADC L ; 8D Lit = 8D 
ADC H ; 8C Lit = 8C 
ADC E ; 8B Lit = 8B 
ADC D ; 8A Lit = 8A 

too 



ADCC 
ADC B 
ADCA 

; 89 Lit = 89 
; 88 Lit= 88 
; BF Lit= BF 

OPCODE= ACI 
ACI m ; CEx Lit = CE, Field = 1.R 

OPCODE= SUB 
SUB @HL ; 96 Lit = 96 
SUB L ; 95 Lit = 95 
SUB H ; 94 Lit = 94 
SUB E ; 93 Lit = 93 
SUB D ; 92 Lit = 92 
SUB C ; 91 Lit = 91 
SUB B ; 90 Lit = 90 
SUB A ; 97 Lit = 97 

OPCODE= SUI 
SUI m ; D6x Lit = 06, Field = 1.R 

OPCODE= SBB 
SBB @HL ; 9E Lit = 9E 
SBB L ; 90 Lit = 90 
SBB H ; 9C Lit = 9C 
SBB E ; 98 Lit = 98 
SBB D ; 9A Lit = 9A 
SBB C ; 99 Lit = 99 
SBB B ; 98 Lit = 98 
SBB A ; 9F Lit = 9F 

OPCODE= SBI 
SBI m ; DEx Lit = DE, Field = 1.R 

OPCODE= ANA 
ANA @HL ; A6 Lit = A6 
ANA L ; AS Lit = AS 
ANA H ; A4 Lit = A4 
ANA E ; A3 Lit = A3 
ANA D ; A2 Lit = A2 
ANA C ; A 1 Lit = A 1 
ANA B ; AO Lit = AO 
ANA A ; A7 Lit = A7 

OPCODE= ANI 
ANI m ; E6x Lit = E6, Field = 1.R 

OPCODE= XRA 
XRA @HL ; AE Lit = AE • 
XRA L ; AD Lit = AD 
XRA H ; AC Lit = AC 
XRA E ; AB Lit = AB 
XRA D ; AA Lit = AA 
XRA C ; A9 Lit = A9 
XRA B ; A9 Lit = A9 
XRA A ; AF Lit = AF 

OPCODE= XRI 
XRI m ; EEx Lit = EE, Field = 1.R 

OPCODE= ORA 
ORA @HL ; 86 Lit = 86 
ORA L ; BS Lit = BS 
ORA H ; 84 Lit = 84 
ORA E ; 83 Lit = 83 
ORA D ; 82 Lit = 82 
ORA C ; 81 Lit = 81 
ORA B ; BO Lit = BO 
ORA A ; 87 Lit = 87 

OPCODE= ORI 
ORI m ; F6x Lit = F6, Field = 1.R 

OPCODE= CMP 
CMP @HL ; BE Lit = BE 
CMP L ; BO Lit = BO 
CMP H ; BC Lit = BC 
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CMPE 
CMPD 
CMPC 
CMPB 
CMPA 

; BB Lit= BB 
; BA Lit= BA 
; 89 Lit= 89 
; 88 Lit= 88 
; BF Lit= BF 

OPCODE= CPI 
CPI m ; FEx Lit = FE, Field = 1.R 

OPCODE= DAA 
DAA ; 27 Lit = 27 

OPCODE= CMA 
CMA ; 2F Lit = 2F 

OPCODE= STC 
STC ; 37 Lit = 37 

OPCODE= CMC 
CMC ; 3F Lit = 3F 

OPCODE= INR 
INR @HL ; 34 Lit = 34 
INR L ; 2C Lit = 2C 
INR H ; 24 Lit = 24 
INR E ; 1 C Lit = 1 C 
INRD ;14 Lit=14 
INR C ; 0C Lit = OC 
INR B ; 04 Lit = 04 
INR A ; 3C Lit = 3C 

OPCODE= INX 
INX SP ; 33 Lit = 33 
INX H ; 23 Lit = 23 
INXD ;13 Lit=13 
INX B ; 03 Lit = 03 

OPCODE= DCR 
OCR @HL ; 35 Lit = 35 
OCR L ; 2D Lit = 2D 
OCR H ; 25 Lit = 25 
OCR E ; 1 D Lit = 1 D 
OCR D ; 15 Lit = 15 
OCR C ; OD Lit = OD 
OCR B ; 05 Lit = 05 
DCR A ; 3D Lit = 3D 

OPCODE= DCX 
DCX SP ; 38 Lit = 38 
DCX H ; 28 Lit = 28 
DCX D ; 1 B Lit = 1 B 
DCX B ; OB Lit = OB 

OPCODE= RLC 
RLC ; 07 Lit = 07 

OPCODE= RRC 
RRC ; OF Lit = OF 

OPCODE= RAL 
RAL ; 17 Lit = 17 

OPCODE= RAR 
RAR ; 1 F Lit = 1 F 

OPCODE= JMP 
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JMP m ; C3xx Lit = C3, Field = 1.R, Field = 1.L 

OPCODE= JC 
JC m ; DAxx Lit = DA, Field = 1.R, Field = 1.L 

OPCODE= JNC 
JNC m ; D2xx Lit = D2, Field = 1.R, Field = 1.L 

OPCODE= JZ 
JZ m ; CAxx Lit = CA, Field = 1.R, Field = 1.L 

too 
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OPCODE= JNZ 
JNZ m ; C2xx Lit = C2, Field = 1.R, Field = 1.L 

OPCODE= JPE 
JPE m ; EAxx Lil = EA, Field = 1.R, Field = 1.L 

OPCODE= JPO 
JPO m ; E2xx Lit = E2, Field = 1.R, Field = 1.L 

OPCODE= JM 
JM m ; FAxx Lit= FA, Field = 1.R, Field = 1.L 

OPCODE= JP 
JP m ; F2xx Lit = F2, Field = 1.R, Field = 1.L 

OPCODE = CALL 
CALL m ; CDxx Lit = CD, Field = 1.R, Field = 1.L 

OPCODE= CC 
CC m ; DCxx Lit = DC, Field = 1.R, Field = 1.L 

OPCODE= CNC 
CNC m ; D4xx Lit = D4, Field = 1.R, Field = 1.L 

OPCODE= CZ 
CZ m ; CCxx Lit = CC, Field = 1.R, Field = 1.L 

OPCODE= CNZ 
CNZ m ; C4xx Lit = C4, Field = 1.R, Field = 1.L 

OPCODE= CPE 
CPE m ; ECxx Lit = EC, Field = 1.R, Field = 1.L 

OPCODE= CPO 
CPO m ; E4xx Lit = E4, Field = 1.R, Field = 1.L 

OPCODE= CM 
CM m ; FCxx Lit = FC, Field = 1.R, Field = 1.L 

OPCODE= CP 
CP m ; F4xx Lit = F4, Field = 1.R, Field = 1.L 

OPCODE= RET 
RET ; C9 Lit= C9 

OPCODE= RC 
RC ; DB Lit = DB 

OPCODE= RNC 
RNC ; DO Lit = DO 

OPCODE= RZ 
RZ ; CB Lit = CB 

OPCODE= RNZ 
RNZ ; co Lit = co 

OPCODE= RPE 
RPE ; EB Lit = EB 

OPCODE= RPO 
RPO ; ED Lit = ED 

OPCODE= RM 
RM ; Fa Lit = FB 

OPCODE= RP 
RP ; FD Lit = FD 

OPCODE= IN 
IN m ; DBx Lit = -DB, Field = 1.R 

OPCODE= OUT 
OUT m ; D3x Lit = D3, Field = 1.R 
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OPCODE= NOP 

OPCODE= HLT 
HL T ; 76 Lit = 76 

OPCODE= DI 
DI ; F3 Lit = F3 

OPCODE= El 
El ; FB Lit = FB 
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