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Introduction

The software for the ARPA Network exists partly in the TiPs and partly in
the respective HOSTs. BB&N has specifiled the software of the IMPs and
it is the responsibility of the HOST groups to agree on HOST software.

During the summer of 1968, representatlives from the initilal four sites
met several times to discuss the HOST software and initlal experiments
on the network. There emerged from these meetings a working group of
three, Steve Carr from Utah, Jeff Rulifson from SRI, and Steve Crocker
of UCLA, who met during the fall and winter. The most recent meeting was
in the last week of March in Utah. Also present was Bill Duvall of SRI
who has recently started working with Jeff Rulifson.

Somewhat independently, Gerard DeLoche of UCLA has been working on the
HOST=-IMP interface.

I present here some of the tentative agreements reached and some of the
open questions encountered., Very little of what is here 1s firm and reactions
are expected.

I, A Summary of the IMP Software

Mess%s

Information 1s transmitted from HOST to HOST in bundles called messages,
A message is any stream of not more than 8080 bits, together with its
header, The header 1s 16 bits and contalns the following information:

Destination 5 blts
Link 8 bits
Trace 1 bit
Spare 2 bits

The destination is the numerlcal code for the HOST to whilch the message
should be sent. The trace bit signals the IMPs to record status information
about the message and send the information back to the NMC (Network
Measurement Center, l.e., UCLA), The spare bits are unused.

Links

The link field is a speclal device used by the IMPs to limit certain kinds
of congestion. They functlon as follows. Between every palr of HOSIs
there are 32 loglcal full=duplex connections over which messages may be
passed in either direction. The IMPs place the restriction on these

links that no HOST can send two successilve messages over the same link
before the IMP at the destination has sent back a speclal message called
an RFNM (Request for Next Message). This arrangement limits the congestion
one HOST can cause ancother if the sending HOST 1s attempting to send too
much over one link. We note, however, that since the IMP at the destination
does not have enough capacity to handle all 32 links simultaneously, the
links serve their purpose only if the overload is coming from one or two
links. It 1s necessary for the HOSTs to cooperate in this respect.
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The links have the following primitive characteristics. They are always
functioning and there are always 32 of them.

By "always functiloning," we mean that the IMPs are always prepared to transmit
another message over them. No notion of beginning or ending a conversation
is contained in the IMP software. It is thus not possible to query an IMP
about the state of a link (although it might be possible to query an IMP
about the recent history of a link -- quite a different matter!).

The other primitive characteristic of the links 1s that there are always
32 of them, whether they are in use or not, Thils means that each 1P
must maintain 18 tables, each with 32 entries, regardless of the actual
traffic.

The objections to the link structure notwithstanding, the links are
easily programmed within the IMPs and are probably a better alternative to
more complex arrangements Just because of thelr simplicity.

IMP Transmission and Krror Checking

After recelving a message from a HOST, an IMP partitions the message into
one or more packets. Packets are not more than 1010 bits long and are
the unit of data transmission from IMP to IMP, A 24 bit cycllc checksum
1s computed by the transmission hardware and 1s appended to an outgoing
packet. The checksum 1s recomputed by the recelving hardware and is
checked apainst the transmlitted checksum, Packets are reassembled into
messages at the destination IMP.

Open Questions on the IMP Software

1. An 8 bit field 1s provided for 1link specification, but only 32 links
are provided, why?

2. 'The HOST is supposed to be able to send messages to its IMP, How does
it do this?

3. Can a HOST, as opposed to 1ts IMP, control RFNMs?
4 Will the IMPs perform code converslon? How 1s 1t to be controlled?

II. Some Requirements Upon the Host-to-Host Software

Simple Use

As with any new facility, there will be a period of very light usage until
the community of users experiments with the network and begins to depend
upon it. One of our goals must be to stimulate the immedlate and easy

use by a wide class of users. With this goal, 1t seems natural to provide
the abllity to use any remote HOST as 1f 1t had been dlaled up from a

TTY (teletype) terminal., Additionally, we would like some abllity to
transmit a flle in a somewhat different manner perhaps than simulating a
teletype.

Deep Use
One of the inherent problems In the network 1s the fact that all responses
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from a remote HOST wlll require on the order of a half-second or so, no
matter how simple. For teletype use, we could shlft to a half-duplex
local=echo arrangement, but this would destroy some of the usefulness
of the network., The 940 Systems, for example, have a very speclalized
echo.

Vhen we consider using graphics stations or other sophisticated terminals
under the control of a remote HOSL, the problem becomes more severe, e
must look for some method which allows us to use our most sophlstlcated
equipment as much as possible as 1f we were connected directly to the
remote computer.

Error Checking

The point 1s made by Jeflf Rulifson at SRI that error checking at major
software interfaces 1s always a good thing. He points to some experience
at SRI where 1t has saved much dispute and wasted effort. On these grounds,
we would llke to see some HOST to HOST checking. Besldes checking the
software Interface, 1t would also check the HOST-IMP transmission hardware.
(BB&N clalms the HOST-IMP hardware will be as rellable as the internal
reglsters of the HOST. We belleve them, but we still want the error
checking, )

IIL. The lHost Software

Lstablishment of a Connection

The simplest commection we can imagine 1s where the local HOST acts as 1f
it is a TTY and has dialed up the remote HOST., After some conslderation
of the provlems of initlating and terminating such a connection, 1t has
been declded to reserve link O for communication between HOST operating
systems. The remaining 31 links are thus to be used as dlal-up lines,

Fach HOST operating system must provide to 1ts user level programs a primitive
to establish a connection with a remote HOST and a primitive to break the
connection. When these primitives are invoked, the operating system must
select a free link and send a message over link O to the remote HOST requesting
a connection on the selected link. The operating system in the remote

HOST must agree and send back an accepting message over link O, In the

event both HOSTs select the same link to Initlate a connection and both

send request messages at essentlally the same time, a simple priority

scheme wlll be invoked in which the HOST of lower priority glves way and
selects another free link. One usable priority scheme 1s simply the ranking
of HOSTS by their identification numbers., Note that both HOSIs are aware
that simultaneous requests have been made, but they take complementary
actions: The higher priority HOST disregards the request while the lower
priority HOST sends both an acceptance and another request.

The connection so established 1s a TTY=like comnection in the pre-log-in state.
This means the remote HOST operating system will initially treat the link as
i1f a TTY had just called up. The remote HOST will generate the same echos,
expect the same log-in sequence and look for the same interrupt characters.
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High Volume Transmisslon

Teletypes acting as terminals have two speclal drawbacks when we conslder
the transmission of a large flle. The first 1s that some characters are
special Interrupt characters. The second is that speclal buffering
techniques are often employed, and these are appropriate only for low-
speed character at time transmigsion.

We therefore define another class of connectlon to be used for the
transmission of filles or other large volumes of data., To inltlate this

class of link, user level programs at both ends of an established TIY=-like
link must request the establishment of a file-like comnection parallel to
the TIY=like link. Again the prlority scheme comes into play, for the
higher priorlty HOST sends a message over link O while the lower priority
HOST walts for 1t. The user level programs are, of course, not concerned
with this. Selectlon of the free link is done by the higher priority

HGST.

File-like links are distingulshed by the fact that no searching for interrupt

characters takes place and buffering technlques appropriate for the higher
data rates takes place.

A Summary of Primitives

Each HOST' operating system must provide at least the following primitives
to 1ts ugers. This 1ist knows not to be necessary but not sufficient,

a) Initiate TTY-1like connection with HOST x,

b) Terminate comnection.

¢) Send/Recelve character(s) over TTY-1like connection,

d) Initlate file=llke connection parallel to TIY-llke connectlon.
e) Terminate flle-llke connection.

) Send/Recelve over flle-like connection.

Error Checking

We propose that each message carry a message number, bit count, and a
checksum in its body, that 1s transparent to the IMP. Ior a checksum we
suggest a 16-bit end-around-carry sum computed on 1152 bits and then
circularly shifted right one bit. The right circular shift every 1152
bits 1s designed to catch errors 1n message reassembly by the IMPs,

Closer Interaction

The above described primitives suggest how a user can make simple use of a
remote facility. They shed no light on how much more intricate use of the
network 1s to be carrled out. OSpecifically, we are concerned with the
fact that at some sites a great deal of work has gone into making the
computer highly responsive to a sophisticated console. Culler's consoles
at UCSB and Lnglebart's at SRI are at least two examples. It 1s clear
that delays of a half=second or so for trivial echo=llke responses degrade
the interaction to the point of making the sophlsticatlon of the console
irrelevant,
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We belleve that most console interactlion can be dlvided Into two parts,
an essentially local, immedlate and trivial part and a remote, more lengthy
and significant part. As a simple example, consider a user at a console
consisting of a keyboard and refreshing display screen, The program the
user 1s talking typing into accumulates a string of characters until a
carrlage return is encountered and then 1t processes the string. While
characters are belng typed, 1t displays the characters on the screen.
When a rubout character is typed, it deletes the previous non-rubout
character, If the user types HE L L O + « P CR)where + 1s rubout and

ls carriage-return, he has made nine keystrokes, If each of these
keystrokes causes a message to be sent which in return invokes instructions
to our display station we wlll quickly become bored.

A better solution would be to have the front-end of the remote program —-
that is the part scanning for <+ and @ -= be resldent in our computer.

In that case, only one five character message would be sent, 1l.e.,

HEL PCB, and the screen would be managed locally.

We propose to lmplement this solutlon by creating a language for console
control. Thils language, current named DEL, would be used by subsystem
deslgners to speclfy what components are needed in a terminal and how the
terminal 1s to respond to inputs from its keyboard, Lincoln Wand, ete.
Then, as a part of the initial protocol, the remote HOST would send to
the local HOST, the source language text of the program which controls
the console, 'This program would have been by the subsystem deslgner

in DEL, but will be complled locally.

The specifications of DEL are under dlscussion. The following dlagrams
show the sequence of actlons.

A, Before Link Establishment

UCLA

Request connection
+ over link 25

[
(HOST:  SRI |
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B, After Link Establishment and Log-in

"Please send
front end ccntrolj'/ﬂfl
-
- ooy M8

DEL prog.
+

]

C. After Receipt and Compllation of the DEL program

Hosrs sgr L
Open Questions

1. If the IMPs do code converslon, the checksum will not be correct.
2. The procedure for requesting the DEL front end 1s not yet specified.

IV, Initial Experiments
Lxperiment One

SRI is currently modifying thelr on-=line retrieval system whilch will be
the major software component of the Network Documentation Center so that
i1t can be operated with model 35 teletypes. The control of the teletypes
will be written in DEL, All sites will write DEL compllers and use NLS
through the DEL program.
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Experiment Two

SR will write a DEL front end for full NLS, graphiecs ineluded., UCLA
and UTAI wlll use NLS with graphles.
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L [NKS

le

Control Lirks

lal Logical link 0 will pe a control link betuweer any two HB%1s on
the nelb work

lala Only ome controel link may exist betweer any two HOSTs on
the networks Thus, if there are n HOSTs on thte nectworks, Lhere
are n-| control links from each HOST,

la2 It will b2 primarily used for communication between HOSTs for
the purposes of =

la2a Establishing user links
laZb Breaking user Llinks

la2c Passing: interrupts regarding Lthe status of links and/or
programs using the Llinks

laZ2d VMonitor) communication

lad Imps in the network may automatically trace all messages sent
on link C.

Pr imary Lirks

lod A user at 3 given HOST may nhave exactly | primary Link Lo each
of the othe 405Ts on the netuwork.

Ibla The primary link must Dbe the first link established
Detween a ADST user and another HOST .

Iblb Prima=y: links are global to a users ls@a a user progranm
may open a primary link, and that link remains open until it is
specifically c loseada.

Iblc Theerimary Link is treated like a teletype connected over
a normal datia=phone or direct line by Lhe remote FUS%Ts L.e. Lhe
remote HOST considers a primary link Lo be a nocrmal Leletype
us er .

Ibld iTre primary link is used for passing (user) control
inforwatioy £to the remote HOST, €. 9. it will oe wused for
logging in to the remote host (using the remote hosts standard
login procedure).

Auxilliary Livks

lcd A user program may establish any number of auxilliary links
between itself and a user program in a connected HOST.






lcla Trese links may be used for either binary or charactlLer
transmissioni.

lclb Awilliary links are local to the sub-system wWhich
establishes | themy and therefore are closed wwkFen Lhaet suosystem
is left.
2 MANIPULAT ION DF LINKS
Za Control Lirks
2al The control link is established at system load bLime.

2al The status ofr a control link may be active or inactive

2al2a The status of the control Ink should reflect the
relationship between the HUOSTs.

2b Primary L inks

20l Primary links are established ny a user or execulive cald to
Lhe monitor

2bla The net work identification number of the HOST Lo pDe linked
to must be included in the call

2blb An attempt to establish more Lhan one prirmary link Lo a
part icular HOSIT wi ll be regarded as an error, and Lhe request
will be defaul'ted

2blec Standard Transmission Character Set

2plcl There will ba a st andard character sel for
transmission of data over the primary links and control
lLinks.

2blcla This will be full (4 bit) ASCII.

2bld (get link) The protocal for establishing a 1link to HOST B
from HOST A lis as follows

2bldl A selects a currently unused link te HOSI B8 from its
allocation tabl es

2bld2 A transmits a link connect message te B over link 0.
Zbld3 A then waits for:
2bld3a A communication regarding that link fram B
2pld3b A certain amount of time to elapse

2bld4 IF a communication regarding the link is recieved from






B

it is examined Lo see if It iss
2bldéa A verification of the link from BE.

2rldéal This results in a successful return from Lhe
monit or Lt o the requestors. The link rumber is returned
Lo ithe requestores and the link is established.

2bldéb A request from B to establish the link. this
means that B is trying to establish the same Llink as A
independently of A.

221d4 bl I[f the network [D number of A(Nad) 1is gredalLer
than that of B(Nb)s then A ignores the «equest, and
cont inues to await confirmat ion of 'tre Llink from 8.

231d4n?2 Ify on the other hand, Nac<Nb, A:

2bld4b2a Honors the request from B Lo establish
the link,

2bla4b2b Sends verification 45 requireds,

2bldéblc Aborts its own request, and «epeats Lhe
al leccation process.

2bldéc S ome other communication from B regarding the
link.

221 décl This is an error conditione meaning thnat
eit her:

2bld4cla A has faulted by sSelecting & previously
al located link for allocation.

2bldéc lb B is transmitting infermation over an
unm—allocated link,

2bldéc lc Or a message regarding allocation from B
Lo A has been garbled in transmission.

291déc2 In this cases A's action is to:z

Zbld4éc?2a Send a link disconnect message to B
concerning the attemeted connectian

2bldéc b Consider the state of HOST B to be in
error and initiate entry to a panic rowine(error).

2bld5 If no communication regarding Lhe link is recieved
from 8 in the prescribed amount of time. HOST B is
coniside~e:d to be In an error stale.






2bld5a A link disconnect message is sent to B8 from A.
2bld5b A panic rout ine is called( error).
2¢ Auxilliary Livks

2cl Auxillisery .links are estaplished by a call tc the monitor from
a user progam.:

2cla The request must specify pertinent data about Lthe desired
link Lo the monitor

2clal Tae number of the primary link to B.

2clb The request for an auxilliary link must be made Ly a wuser
program in eacih of the HUSTs (A and B).

2clc IFf Na p 'Nby then HOST A proceeds to estabplish a link to
HUST B in thie manner outlined above (getlink).

2cld I f Na<Nb. then A waitss

2cld|l Ffor HOST B Lo establish the link (afler looking to
see If B has already established the corresponding link)l.

2cldZ For; a specified amount of time to e lapse.

2cld?2a Thnis means that HOST B did not respond to the
request of HOST A.

2cld2b The program in HOST A and 8 should e anle to
specif iy the amount of time to wail for Lhe Limeoul.

3 ERROR CHECKING

Ja All messages sent over the network wWill be error checked initally
50 as to help is>lijatie software and hardware bugs.

3b A checksum willi be associated uwith each messages which is osrder
dependen L.

301 The folloding algorithm is one which might be useds=






Jbla A checksum of length | may be formed by adding successive
fields in the string to Dbe checked seriallyes amt adding the
carry bit into the lowest bit position of the sum.

LonsElELD §oms
|
L Y

B B e ———

. 5 .
AD D ]\---c ARIRY-==-==7 |

i i
- == RE SULT =—==~-

3blal Thiis process is known as folding.

3bla2 Sevewral fields may be added and Ffolded 4in parallel,
if trey are folded appropiately after the sdditioen.
i + —¥
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3bla2a Using this scheme, il is assumed that, if there
are 1 fields, the carries from the first n-l fields are
aut onait ircally added into the lowm order position of the
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next higher fields so that in folding, one need only add
the 7 result: fields to the carry from the nth fields and
then add in an appropiately sized carry from i@ihat
addit ivony (and repeat the desired number of Limesd to
achizvie 'the result.

3bla3 A checksum computed in this manner has the advantage
thate Lhie word lengths of different machines may each be
used optima lly.

3bla3a- I f a string of suitable length dis chosen for
compating the checksum, and @ suitable checksum field
Lengthi is selectedy, the checksum technique for each of
ithe nachiines wWwill be relatively optimal.

3>laldal Field l engtn:z 288 bits (lawest cammon
dzmomenatior of (24,32,36)

Jolalal Checksum lengths 8 bits (caonvenient field size
for; all machines)

Jblb If a message is divided into groups of Ffieldss and each
group  is checksummed in this manner s an order dependent
checksum may be got by shifting the checksum for each groaup.

and adding it in (successively) to the checksum of Lthe mext
group
ac jlity will be provided where two HOSTs may enter a4 mode which

requires positive verification of all messages. This verification 1is
sent over the cowtrol 1ink.

4 MONITOR FUNCTIONS

4a Net

Lal

work [/0 drivewrs

I np ut

bala Input message from [MP.

4alb Do error 'checking on message.
4albl Ver if y checksum

balb2 Send + "message recieved®™ aknowledgement over coniktrol
link if @akinow l:edge mode is in effect.

4a lc (transdcharacter translation.

éalcl There: is a strong possibility Lthat the character
translatiion may be done in the IMP.

4alc?2 Tnis needs to be explored further with BBN.






4alcd There are Lwo main considerations

talc3a Should the tramsltaion pe doene oy tadble or
algo~ithm?

4allc3al Initially it seems as Lhough Lthe Dbest way to
g0 |is table.

4alc3b- How should we decide which messages should be
trans latleds - i.e. is it desirable ta not translate
everyt.hi ng (YES!1) and by what me ans can we use to
differentiat e?

4ald Decodz | header, and pass message to correct recipient as
identified by source, and link.

4al Output
4ala Build header
4al2b Charazter! translation

4albl S2e remarks under tLhe section on outlput
translatiwon (trans).

4alZc Creatz checksum
bald Chek status of link

4a’ldl If dthere has not been a RFNM since the last message
transmictted out the link. wait for it.

4al2e Tramsmit mess age to IMP
4alf If akhow liedge mode is in effect, wait for
4al2fl RENM Ifrom destination IMP.
4alf2 Response from destination HOST over control line 0.
4b Nebwork status
4bl Maintain statius of other HOSTs on network
4bla [f an IMPl is downs then his HOST is considered to be down.
4b2 Maintain status of control lines.
403 Answuer statlus queries from other HOSTs.

4b4% Inform other: HOSTs as to status of wprimary and auxilliary
lanks on ar interrupt basis..






45 Informother HOSTs as to status of programs using primary and
secondary links

5 EXECUTIVE PRIMITIVES

5a

5b

Pramary L inks

5al These require the HOST number as a parameler.
5ala Establish primary link
5alb CTomezt controlling teletype to primary link
5alc 1INPUT/0WUTPUT over primary link
Sald Interrogate status of primary link

Saldl dom't know what, exactlys. this should dos Dut it seems
as thoughl it might be useful.

5ale UDiscoynect controlling teletype from primary link
Salf Kill srdimary link

Auxil liary Links.

Sbil Establish auxiilliiary link.
S5bla requi~es the HOST number as a parameter
Sbilb It returns a logical link number which is similear to a
file incex. It is this number Wwhich is passec to all of the
otther Auxillunary routines as a parameter.

5p I NPUT/0UTPUIT over auxilliary link

Su3 Interrogate status auxilliary link.

Sb3a don'"t know what, exactly, this should dce but il seems as
thowgh it niight be useful.

Sbé Kill awmilliary 1ink.
Special exeutiwve functions
5¢l Transparent. INPUT /OUTPUT over link
Scla This nay be used to do block 1/0 transfers over a link

ScIb The function of the monitor im Lthis inslance 1s to
transfer a buffer directly to its IMP

Sclc At do2s' not modify it in any way






Sclcl This means Lthat the header and other control
informatilon must be in the buffer.

5cld The irtiended use of this is for net work debuguing.
6 INITIAL CHECKOUT

ba The network will be initially checked out using the 1inks im a
simudaterd data-phone mode.

bal All nessages will pbe one character in lengtha

6asd Links wWwill be transparent to the monitor. and controlled by
user ‘program vima la special executive primitive..

6al2a The ivit ial test Wwill be run from two wuser programs in
di fferent. H0S5Tsy e.g. DDT to DDT.

bal2b It willi be paralleled by a telephone link or similara.
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DOCUMENTATION CONVENTIONS

The Network Working Croup seems to consist of Steve Carr of Utah, Jeff
Rulifson and Bill Duvall at SRI, and Steve Crocker and Gerard Deloche
at UCLA. Membership is not closed.

The Network Working Group (NWG) is concerned with the HOST software, the
strategies for using the network, and initial experiments with the network.

Documentation of the NWG's effort is through notes such as this. Notes
may be produced at any site by anybody and included in this series.

CONTENT

The content of a NWG note may be any thought, suggestion, etc. related to
the HOST software or other aspect of the network. Notes are encouraged to
be timely rather than polished. Philosophical positions without examples
or other specifics, specific suggestions or implementation techniques
without introductory or background explication, and explicit questions
without any attempted answers are all acceptable. The minimum length for
a NWG note is one sentence.

These standards (or lack of them) are stated explicitly for two reasons.
First, there is a tendency to view a written statement as ipso facto
authoritative, and we hope to promote the exchange and discussion of
considerably less than authoritative ideas. Second, there is a natural

hesitancy to publish something unpolished, and we hope to ease this
inhibition.
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where x is a serial number.
Serial numbers are assigned by Bill Duvall at SRI
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1. Bob Kahn, BB&N
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4. Jeff Rulifson, UTAH
5. Ron Stoughton, UCSB
6. Steve Crocker, UCLA

Reproduction if desired may be handled locally.
OTHER NOTES

Two notes (1 & 2) have been written so far. These are both titled HOST
Software and are by Steve Crocker and Bill Duvall, separately.

Other notes planned are on

Network Timetable

The Philosophy of NIL

Specifications for NIL

Deeper Documentation of HOST Software.
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INIO. 03/24/69 1342042 EBS

2

(nl0) netuwor k cha2c kout
Installation of ommunication gear 8/1 /69

Za From AT&T anid/.or BBN need dimensionalsy power and cabling
specifications

2b Need to es.awvlish SRI desired alternate locations so as to
determine ma ximum te lco cable lengths

2c Need to establlish location and drops on voice coordinatlon
circuits

2d Need circuit information on voice drops for tie to intercom
system

Ze Need Lo orie~ and instal a.c. power (coordinate with 4b)
2f See |6
Design and const~uwcti host-Imp interface 9/1/69
3a Need specifizacions from BGBN
3b UVevelop trial design
3¢ Review with syistem programmers
Jd Ekstablish fivad design
3e Biuld and desilan' harduware
3f Debug Lrial solfftware wWwith hardware loop test
Imp installation 97/ 15/69
4a From BBN 9t dimensionals, power and cabling specificalions
4b SRI orders aidt installs a.c. pouwer (coordinate with Ze)
Debug host -l mp ivterface 10/1/769
5a Get debugspac if icat'ions and procedures from BSN
5b MWrite progans: t o debug wWwith BBN
5bi Transfers Bf) test messages
502 Test prozedures for crash and recovery

Shi Check messlagle fi l and st ripping procedures
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dual transmission?

ABSTRACT

The Decode-Encode Language (DEL) is a machine independent language
tailored to two specific computer network tasks:

accepting input codes from interactive consoles, giving immediate
feedback, and packing the resulting information into message
packets for network transmissin.

and accepting message packets from another computer, unpacking
them, building trees of display information, and sending other
information to the user at his interactive station.

This is a working document for the evolution of the DEL language.
Comments should be made through Jeff Rulifson at SRI.

FORWARD

The initial ARPA network working group met at SRI on October 25-26,
1968.

It was generally agreed beforehand that the runmning of interactive
programs across the network was the first problem that would be
faced.

This group, already in agreement about the underlaying notions of
a DEL-like approach, set down some terminology, expectations for
DEL programs, and lists of proposed semantic capability.

At the meeting were Andrews, Baray, Carr, Crocker, Rulifson, and
Stoughton.

A second round of meetings was then held in a piecemeal way.

Crocker meet with Rulifson at SRI on November 18, 1968. This
resulted in the incorporation of formal co-routines.

and Stoughton meet with Rulifson at SRI on Decembeer 12, 1968. It
was decided to meet again, as a group, probably at UTAH, in late
January 1969.

The first public release of this paper was at the BBN NET meeting in
Cambridge on February 13, 1969.

NET STANDARD TRANSLATORS

NST The NST library is the set of programs necessary to mesh






efficiently with the code compiled at the user sites from the DEL
programs it receives. The NST-DEL approach to NET interactive system
communication is intended to operate over a broad spectrum.

The lowest level of NST-DEL usage is direct transmission to the
server-host, information in the same format that user programs
would receive at the user-host.

In this mode, the NST defaults to inaction. The DEL program
does not receive universal hardware representation input but
input in the normal fashion for the user-host.

And the DEL 1 program becomes merely a message builder and
sender.

A more intermediate use of NST-DEL is to have echo tables for a
TTY at the user-host.

In this mode, the DEL program would run a full duplex TTY for
the user.

It would echo characters, translate them to the character set
of the server-host, pack the translated characters in messages,
and on appropriate break characters send the messages.

When messages come from the server-host, the DEL program would
translate them to the user-host character set and print them on
his TTY.

A more ambitious task for DEL is the operation of large,
display-oriented systems from remote consoles over the NET.

Large interactive systems usually offer a lot of feedback to
the user. The unusual nature of the feedback make it
impossible to model with echo table, and thus a user program
must be activated in a TSS each time a button state is changed.

This puts an unnecessarily large load on a TSS, and if the
system is being run through the NET it could easily load two
systems.

To avoid this double overloading of TSS, a DEL program will
run on the user-host. It will handle all the immediate
feedback, much like a complicated echo table. At appropriate
button pushes, message will be sent to the server-host and
display updates received in return.

One of the more difficult, and often neglected, problems is the
effective simulation of one nonstandard console on another non-
standard console.

We attempt to offer a means of solving this problem through
the co-routine structure of DEL programs. For the
complicated interactive systems, part of the DEL programs
will be constructed by the server-host programmers.

Inter faces between this program and the input stream may
easily be inserted by programmers at the user-host site.

UNIVERSAL HARDWARE REPRESENTATION






To minimize the number of translators needed to map any facility's
user codes to any other facility, there is a universal hardware
representation.

This is simply a way of talking, in general terms, about all the
hardware devices at all the interactive display stations in the initial
network.

For example, a display is thought of as being a square, the
mid-point has coordinates (0.0), the range is -1 to 1 on both
axes. A point may now be specified to any accuracy, regardless of
the particular number of density of rastor points on a display.

The representation is discussed in the semantic explanations
accompanying the formal description of DEL.

INTRODUCTION TO THE NETWORK STANDARD TRANSLATOR (NST)

Suppose that a user at a remote site, say Utah, is entered in the
AHI system and wants to run NLS.

The first step is to enter NLS in the normal way. At that time
the Utah system will request a symbolic program from NLS.

REP This program is written in DEL. It is called the NLS
Remote Encode Program (REP).

The program accepts input in the Universal Hardware
Representation and translates it to a form usable by NLS.

It may pack characters in a buffer, also do some local
feedback.

When the program is first received at Utah it is compiled and
loaded to be run in conjunction with a standard library.

All input from the Utah console first goes to the NLS NEP. It is
processed, parsed, blocked, translated, etc. When NEP receives a
character appropriate to its state it may finally initiate
transfers to the 940. The bits transferred are in a form
acceptable to the 940, and maybe in a standard form so that the
NLSW need not differentiate between Utah and other NET users.

ADVANTAGES OF NST

After each node has implemented the library part of the NST, it
need only write one program for each subsystem, namely the
symbolic file it sends to each user that maps the NET hardware
representation into its own special bit formats.

This is the minimum programming that can be expected if
console is used to its fullest extent.

Since the NST which runs the encode translation is coded at the
user site, it can take advantage of hardware at its consoles to
the fullest extent. It can also add or remove hardware
features without requiring new or different translation tables
from the host.






Local users are also kept up to date on any changes in the system
offered at the host site. As new features are added,

the host programmers change the symbolic encode program. When
this new program is compiled and used at the user site, the new
features are automatically included.

The advantages of having the encode translation programs
transferred symbolically should be obvious.

Each site can translate any way it sees fit. Thus machine code
for each site can be produced to fit that site; faster run
times and greater code density will be the result.

Moreover, extra symbolic programs, coded at the user site, may
be easily interfaced between the user's monitor system and the
DEL program from the host machine. This should ease the

problem of console extension (e.g. accommodating unusual keys and
buttons) without loss of the flexibility needed for man-machine
interaction.

It is expected that when there is matching hardware, the symbolic
programs will take this into account and avoid any unnecessary
computing. This is immediately possible through the code
translation constructs of DEL. It may someday be possible through
program composition (when Crocker tells us how??)

AHI NLS - USER CONSOLE COMMUNICATION - AN EXAMPLE

BLOCK DIAGRAM

The right side of the picture represents functions done at the
user's main computer; the left side represents those done at the
host computer.

Each label in the picture corresponds to a statement with the
same name.

There are four trails associated with this picture. The first
links (in a forward direction) the labels which are concerned
only with network information. The second links the total
information flow (again in a forward direction). The last two
are equivalent to the first two but in a backward direction.
They may be set with pointers tl through t4 respectively.

[">tif:] OR I" >nif"]; ["<tif:] OR ["<nif"];
USER-TO-HOST TRANSMISSION

Keyboard is the set of input devices at the user's console.

Input bits from stations, after drifting through levels of monitor
and interrupt handlers, eventually come to the encode translator.
[>nif (encode) ]

Encode maps the semi-raw input bits into an input stream in a
form suited to the serving-host subsystem which will process the
input. [>nif (hrt)<nif (keyboard)]






The Encode program was supplied by the server-host subsystem
when the subsystem was first requested. It is sent to the user
machine in symbolic form and is compiled at the user machine
into code particularly suited to that machine.

It may pack to break characters, map multiple characters to
single characters and vice versa, do character translation, and
give immediate feedback to the user.

1 dm Immediate feedback from the encode translator first goes to
local display management, where it is mapped from the NET standard
to the local display hardware.

A wide range of echo output may come from the encode
translator. Simple character echoes would be a minimum, while
command and machine-state feedback will be common.

It is reasonable to expect control and feedback functions not
even done at the server-host user stations to be done in local
display control. For example, people with high-speed displays
may want to selectively clear curves on a Culler display, a
function which is impossible on a storage tube.

Output from the encode translator for the server-host goes to the
invisible IMP, is broken into appropriate sizes and labeled by the
encode translator, and then goes to the NET-to-host translator.

Output from the user may be more than on-line input. It may be
larger items such as computer-generated data, or files
generated and used exclusively at the server-host site but
stored at the user-host site.

Information of this kind may avoid translation, if it is already in
server-host format, or it may undergo yet another kind of translation
if it is a block of data.

hrp It finally gets to the host, and must then go through the
host reception program. This maps and reorders the standard
transmission-style packets of bits sent by the encode programs
into messages acceptable to the host. This program may well be
part of the monitor of the host machine. [>tif(net mode)<nif (code)]

HOST-TO-USER TRANSMISSION

decode Output from the server-host initially goes through decode,
a translation map similar to, and perhaps more complicated than,
the encode map. [>nif(urt)>tif(imp ctrl)<tif(net mode)]

This map at least formats display output into a simplified
logical-entity output stream, of which meaningful pieces may be
dealt with in various ways at the user site.

The Decode program was sent to the host machine at the same
time that the Encode program was sent to the user machine.
The program is initially in symbolic form and is compiled
for efficient running at the host machine.

Lines of charaters should be logically identified so that
different line widths can be handled at the user site.






Some form of logical line identification must also be made.
For example, if a straight line is to be drawn across the
display this fact should be transmitted, rather than a
series of 500 short vectors.

As things firm up, more and more complicated structural
display information (in the manner of LEAP) should be sent
and accommodated at user sites so that the responsibility for
real-time display manipulation may shift closer to the user.

imp ctrl The server-host may also want to send control
information to IMPs. Formatting of this information is done by
the host decoder. [>tif(urt) <tif(decode)]

The other control information supplied by the host decoder is
message break up and identification so that proper assembly and
sorting can be done at the user site.

From the host decoder, information does to the invisible IMP, and
directly to the NET-to-user translator. The only operation done
on the messages is that they may be shuffled.

urt The user reception translator accepts messages from the
user-site IMP 1 and fixes them up for user-site display.
[>nif(d ctrl)>tif(prgm ctrl)<tif(imp ctrl)<nif (decode)]

The minimal action is a reordering of the message pieces.

dctrl For display output, however, more needs to be done. The
NET logical display information must be put in the format of
the user site. Display control does this job. Since it
coordinates between (encode) and (decode) it is able to offer
features of display management local to the user site.

[>nif (display)<nif (urt)]

prgmctrl Another action may be the selective translation and
routing of information to particular user-site subsystems.
[>tif (dctrl)<tif(urt)]

For example, blocks of floating-point information may be
converted to user-style words and sent, in block form, to a
subsystem for processing or storage.

The styles and translation of this information may well be a
compact binary format suitable for quick translation, rather
than a print-image-oriented format.

(display) is the output to the user. [<nif(d ctrl)]

USER-TO-HOST INDIRECT TRANSMISSION
(net mode) This is the mode where a remote user can link to a node
indirectly through another node. [<nif (decode) <tif (hrt)]
DEL SYNTAX
NOTES FOR NLS USERS






All statements in this branch which are not part of the compiler
must end with a period.

To compile the DEL compiler:

Set this pattern for the content analyzer ( (symbol for up arrow)Pl
SE (P1) <-"-;). The pointer "del" is on the first character of pattern.

Jump to the first statement of the compiler. The pointer "c"
is on this statement.

And output the compiler to file ( '/A-DEL' ). The pointer "f"
is on the name of the file for the compiler output -

PROGRAMS
SYNTAX
-meta file (k=100.m=300,n=20,s=900)
file = mesdecl $declaration $procedure "FINISH";
procedure =
procname (
(
type "FUNCTION" /
"PROCEDURE" ) .id (type .id / -empty)) /
"CO-ROUTINE") ' /
$§declaration labeledst §(labeledst ';) "endp.";
labeledst = ((left arrow symbol).id ': / .empty) statement;
type = "INTEGER" / "REAL" ;
procname = .id;

Functions are differentiated from procedures to aid compilers in
better code production and run time checks.

Functions return values.
Procedures do not return values.

Co-routines do not have names or arguments. Their initial
envocation points are given the pipe declaration.

It is not clear just how global declarations are to be??
DECLARATIONS
SYNTAX

declaration = numbertype / structuredtype / label / lcl2uhr /






uhr2rmt / pipetype;

numbertype = : ("REAL" / "INTEGER") ("CONSTANT" conlist /
varlist);

conlist =
.id '(left arrow symbol)constant
8('. .id '(left arrow symbol)constant) ;
varlist =
.id ('(left arrow symbol)constant / .empty)
8('. .id('(left arrow symbol)constant / .empty)):
idlist = .id §('. .id);
structuredtype = (tree" / "pointer" / "buffer" ) idlist;
label = "LABEL1" idlist;
pipetype = PIPE" pairedids §(', pairedids);
pairedids = .id .id;
procname = .id;
integerv = .id;
pipename = .id;
labelv = .id;

Variables which are declared to be constant, may be put in
read-only memory at run time.

The label declaration is to declare cells which may contain the
machine addresses of labels in the program as their values. This
is not the B5500 label declaration.

In the pipe declaration the first .ID of each pair is the name of
the pipe, the second is thke initial starting point for the pipe.

ARITHMETIC
SYNTAX

exp = "IF" conjunct "THEN" exp "ELSE" exp;
sum = term (

'+ sum /

'- sum /

-empty) ;

term = factor (






'* term /

'/ term /

'(up arrow symbol) term /

.empty) ;
factor = '- factor / bitop:
bitop = compliment (

17" bitop /

'/'\ bitop /

'& bitop / (

.empty) ;

compliment =

--" primary / primary;

(symbol for up arrow) means mod. and /\ means exclusive or.

Notice that the uniary minus is allowable, and parsed so you can

write x*-y.

Since there is no standard convention with bitwise operators, they
all have the same precedence, and parentheses must be used for

grouping.
Compliment is the l's compliment.

It is assumed that all arithmetic and bit operations take place in
the mode and style of the machine running the code.
takes advantage of word lengths, two's compliment arithmetic, etc.

will eventually have problems.
PRIMARY
SYNTAX
primary =
constant /
builtin /
variable / (
block /
"(exp ');
variable = .id (

Anyone who

' (symbol for left arrow) exp /

'( block ') /






.empty) ;
constant = integer / real / string:;
builtin =

mesinfo /

cortnin /

("MIN" / "MAX") exp $('. exp) '/ ;

parenthesized expressions may be a series of expressions. The
value of a series is the value of the last one executed at run time.

Subroutines may have one call by name argument.

Expressions may be mixed. Strings are a big problem? Rulifson
also wants to get rid of real numbers!!

CONJUNCTIVE EXPRESSION

SYNTAX

conjunct = disjunct ("AND" conjunct / .empty);
disjunct = negation ("OR" negation / .empty);

negation = "NOT" relation / relation;

relation
'( conjunct ') /
sum (
"<=|l sum /
ll>=" sum /
'< sum /
'> sum /
'= sum /
sum /
.empty) ;
The conjunct construct is rigged in such a way that a conjunct
which is not a sum need not have a value, and may be evaluated
using jumps in the code. Reference to the conjunct is made only
in places where a logical decision is called for (e.g. if and
while statements).
We hope that most compilers will be smart enough to skip

unnecessary evaluations at run time. I.e a conjunct in which the
left part is false or a disjunct with the left part true need not






have the corresponding right part evaluated.
ARITHMETIC EXPRESSION
SYNTAX
statement = conditional / unconditional;

unconditional = loopst / cases / cibtrikst / uist / treest /
block / null / exp;

conditional = "IF" conjunct "THEN" unconditional (
"ELSE" conditional /
.empty) ;
block = "begin" exp $('; exp) "end";
An expressions may be a statement. 1In conditional statements the
else part is optional while in expressions it is mandatory. This
is a side effect of the way the left part of the syntax rules are
ordered.
SEMI-TREE MANIPULATION AND TESTING
SYNTAX
treest = setpntr / insertpntr / deletepntr;

setpntr = "set" "pointer" pntrname "to" pntrexp;

pntrexp = direction pntrexp / pntrname;

insertpntr = "insert" pntrexp "as"

(("left" / "right") "brother") /

(("first" / "last: ) "daughter") "of" pntrexp:
direction =

"up" /

"down" /

"forward" /

"backward: /

"head" /

"tall";
plantree = "replace" pntrname "with" pntrexp;
deletepntr = "delete: pntrname;

tree = '( treel ') ;



-



treel = nodename $nodename ;
nodename = terminal / '( treel ');

terminal = treename / buffername / point ername;

|

id;

treename

"pointer" .id / "tree" .id;

treedecl

Extra parentheses in tree building results in linear subcategorization,
just as in LISP.

FLOW AND CONTROL
controlst = gost / subst / loopstr / casest;
GO TO STATEMENTS
gost = "GO" "TO" (labelv / .id);
assignlabel = "ASSIGN" .id "TO" labelv;
SUBROUTINES
subst = callst / returnst / cortnout;
callst = "CALL" procname (exp / .emptyu);
returnst = "RETURN" (exp / .empty):;
cortnout = "STUFE" exp "IN" pipename;
cortnin = "FETCH" pipename;

FETCH is a builtin function whose value is computed by envoking
the named co-routine.

LOOP STATEMENTS
SYNTAX

loopst = whilest / untilst / forst;

whilest "WHILE" conjunct "DO" statement;

untilst = "UNTIL" conjunct "DO" statement;
forst = "FOR" integerv '- exp ("BY" exp / .empty) "TO" exp
"DO" statements;

The value of while and until statements is defined to be false
and true (or O and non-zero) respectively.

For statements evaluate their initial exp, by part, and to part
once, at initialization time. The running index of for
statements is not available for change within the loop, it may
only be read. If, some compilers can take advantage of this
(say put it in a register) all the better. The increment and






the to bound will both be rounded to integers during the
initialization.

CASE STATEMENTS
SYNTAX

casest = ithcasest / condcasest;

ithcasest = "ITHCASE" exp "OF" "BEGIN" statement $(';
statement) "END";

condcasest = "CASE" exp "OF" "BEGIN" condcs $('; condcs)
"OTHERWISE" statement "END";

condcs = conjunct ': statement;
The value of a case statement is the value of the last case executed.
EXTRA STATEMENTS
null = "NULL";
I1/0 STATEMENTS
iost = messagest / dspyst ;
MESSAGES
SYNTAX
messagest = buildmes / demand;
buildmest = startmes / appendmes / sendmes;
startmes = "start" "message";
appendmes = "append" "message" "byute" exp:

sendmes = "send" "message";

demandmes = "demand" "Message";
mesinfo =
"get" "message" '"byte"
"messagel" "length" /
"message" empty: '?;
mesdecl = "message" "bytes" "are" ,byn "bits" long" '..
DISPLAY BUFFERS

SYNTAX
dspyst = startbuffer / bufappend / estab;






startbuffer - "start" "buffer";
bufappend = "append" bufstuff ('& bufstuff) ;
bufstuff = :
"parameters" dspyparm §('. dspyparm) /
"character" exp /
"string"l strilng /
"vector" ("from" exp ':exp / .empty) "to" exp '. exp /
"position" (onoff / .empty) "beam" "to" exp '= exp/
curve" ;
dspyparm F
"intensity" "to" exp /
"character" "width" "to" exp /
"blink" onoff /
"italics" onff;
onoff = "on" YareY;

estab = "establish" buffername;

LOGICAL SCREEN

The screen is taken to be a square. The coordinates are
normalized from -1 to +1 on both axes.

Associated with the screen is a position register, called
PREG. The register is a triple <x.y.r> where x and y
specify a point on the screen and r is a rotation in
radians, counter clockwise, from the x-axis.

The intensity, called INTENSITY, is a real number in the
range from O to 1. O is black, 1 is as light as your
display can go, and numbers in between specify the relative
log of the intensity difference.

Character frame size.

Blink bit.

BUFFER BUILDING

The terminal nodes of semi-trees are either semi-tree names
or display buffers. A display buffer is a series of logical
entities, called bufstuff.

When the buffer is initilized, it is empty. If no
parameters are initially appended, those in effect at the






end of the display of the last node in the semi-tree will be in
effect for the display of this node.

As the buffer is built, the logical entities are added to it.
When it is established as a buffername, the buffer is
closed, and further appends are prohibited. It is only a
buffername has been established that it may be used in a tree
building statement.

LOGICAL INPUT DEVICES
Wand
Joy Stick
Keyboard
Buttons
Light Pens
Mice

AUDIO OUTPUT DEVICES

.end

SAMPLE PROGRAMS
Program to run display and keyboard as tty.
to run NLS
input part
display part
DEMAND MESSAGE;
While LENGTH " O DO
ITHCASE GETBYTE OF Begin
ITHCASE GETBYTE OF 9%file area uipdatey BEGIN
%literal area)
Ymessage areap,
“name areay
7ougy
%sequence specsy
%filter specsy

%format specsy






%command feedback line¥

%filer areay
%date timey
%echo registery
BEGIN %DEL control¥%
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Network Working Note Steve Crocker, UCLA
REC-6 10 April 1969

CONVERSATION WITH BOB KAHN

I talked with Bob Kahn at BB&N yesterday. We talked about code conversion
in the IMP's, IMP-HOST communication, and HOST software.

BB&N is prepared to convert 6, 7, 8, or 9 bit character codes into 8-bit
ASCII for transmission and convert again upon assembly at the destination
IMP. BB&N plans a one for one conversion scheme with tables unique to the
HOST. I suggested that places with 6-bit codes may also want case shifting.
Bob said this may result in overflow if too many case shifts are necessary.
I suggested that this is rare and we could probably live with an overflow
indication instead of a guarantee.

With respect to HOST-IMP communication, we now have a five bit link field
and a bit to indicate conversion. Also possible is a 2-bit conversion
indicator, one for converting before sending and one for converting after.
This would allow another handle for checking or controlling the system.

The HOST can send messages or portions of a message to its IMP specifying

Tracing

Conversion

Whether message is for destination IMP or HOST
Send RENM

HOST up or down

Synchronization

Format Error Messages

Master Link Clear

Status Requested

VOO bW

The IMP can send to its HOST information on

Conversion

REFNM Arrived

IMP up or down
Synchornization

Called HOST not Responding
Format Error

Status in IMP

NOUbhwNn

I also summarized for Bob the contents of Network Notes 1, 2, and 3.
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HOST=IMP INTERFACE (NWG/ERFC 7)

ARPA Network: Specification Outlines of the HOST=IMP (HI) Interface
Programs

Ge Deloche
May 1969; UCLA

outline

I.

I. Introduction .
II. Scope of the software organization
JI=1 NMetwork progran,
II=2 hanaler progran
III. wuestions
Introduction

This paper is concerned with the preliminary software design of

waotpe HOST-IMP interface, Its main purpose is on the one hand to
""define functions that ‘will ve “thplemented; - ant on tvhe:other hand- -

to provide a base for discussions and . « «(unreadavle).

This study is based upon a study of the BBN Report No. 763,

II. Scope of the software organization.

LRI ST N TL T LS

The gystenm 1ls pased upon two main proerams: tne Handler
prograln that drives tne channel nardware unit, and the Network
program whicn carriess out tne user's transmission requests,

AS the communication is full duplexX, each of tnese programs
can be viewed as aivided into twe parts: one is concerned witn
the output data, the otner with the input., (See fig. 1)

These two programs8 exchange data through a npool of buffers,
and logical information through an dinterface taple,

In the following we only focus on the output part of each
program (see fig. 2). The input part would be very similar.

II=-1 Network Programn

II=-1~1 Multiplex function

aistributes the incoming messages) = The multiplexine
consists in stacking up all ther user's (or caller, or

\)I

o X

ans'prcgrrm?multipiexeauzhe outgoing -messages. (and ... . .






party) « « «{unreadaodle) and £filling up the pool of buffers
80 as to Keep the handler busy emitting

Mulviplexing (and aistripution) is based on tne link
identification numbers. (Link = logical connection between
two users). The multiplexing proolem is closely related to
the interface between a user's program and the network
program, that 18 in fact . « «(Unreadable) operatine systen
(see below: GQuestions)

II=-1=2 Output messare procesgsine

when a user's program wants to send out text it snould
indicate the following information (through a macro, or as
call p parameters): text location, text length in bytes,
and destination=

Using these data the Network prozrah:

# prepares a 16 bit Host Leading (1 bit: trace, 2 bits:
spares, 8 bits: link identification no., 5 bits:
destination nost)

# inserts a 16 pit markineg between the header and the
text so as to Sstart the text at a word boundary. This
markine consists of a one preceding tne first bit of the
text and, in turn, preceded by fifteen zeros to £ill up

il ol o "‘""“"““t'nc"‘ztap"rl-‘*'é P TR B B L e i N S R 1 A e P ) SRR B e o 07
* cnecks he length of tne user's text = if it exceeds
1006 bytes [ .%xXXX. ] the program breaks down the text
s into a sequence of messages whose maximum length is 1006
b bytes = racn of these messages is preceded by a headine
as explained above,

Remark: in that case one of the neading spares could
be used for indicating that several messages belong to
the sane text,

# transcodes the EXCDK characters constituting the
messages into ASCII characters,

# £fi111ls the buffers of the pool with the contents of the
messages,

% updates tne content of the interface table and moves
the f£illing pointer (see bpelow)

II=2 Handler Program

This program 18 initiated either by the network program, or by
the I/0 interrupt






This program will be very sport, It will be coded in master
mode (privileged instructions) and should be integrated in the
I/0 supervisor of the operating systenm. '

This program:

# controls tne channel hardware unit. It initiates the
emission * controla the channel hardware unit, It
initiates thne emission, eventually provides data chaining
between the ouffers, tests the different device status upon
receiving an interrupt

enpries the buffers tnatu are filled up by tne network
Program. -

* exnlores and updates the interface table (see below)

* can eventually insure a control transmission procedure
with the IMP (See Questions)

II-3 Buffers ana Interface Table.
II-3:1 Buffers.

They should be large enough for containing the maximum host
message textu + neading and marking (1006 + L = 1010 bytes)

R ga st s e sl Gondequently - the: buf fer- sive--could. be.chosen-equal~10.256: . .
woras (102L) bytes). As for the buffer number it will
devermine vy tne link utilization frequency =

e 31-3-2 Interface Table

It 18 through this table tnat the network program informs
the handler with the location and length of tne emitting
data.

This tahle could pbe a ring table with two pointers: one
for 1illine, tne other for extracting, They are
respectively upadated oy tne newwork and the handler
Programns.

¥* W N
III. Questions
III=1 Why is there not a simple control procedure between the
host and the IMP? what happens if a nessage, l1ssued from the
HOST, reacnes the IMP with an error due to tne transmission?

From the BBN specifications it appears that tnis error will
be transmitted as far as the receiving HOST.






o WAL RN L B LT T L S AR e e L SN Y e

In that case must an HOST=HOST contreol procedure be provided?

III~2 Where will the special channel nardware unit be connected
(MIOP/SIOP)?

HoWw Will tnis device be notified of an outzoing message end in
order to start the padding?

(The program will provide to the MIOP/SIOP the number of bytes
of the outgoing message, ana will receive back an interrupt
when the last byte is sent out. Is it that signal which will
be al3o sent, L0 the special device?)

Vice versa how does the Handler Know whe length of the
incoming message? From the contents of the previous one or
ghould this program always be ready to receive a message of
maximum length? (then an. interrupt should be trlzgered when the
real end is detected by the hardware),

III=-3 When does the Gordo documentation will be availaple in
order to0 design the user=-network program interface, Wkhat are the
mechanisms for program initiations, transferring parameters from
one program to anotnern etc.

Fig. 1
Fig. 2
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I. Transmission Features

I=1

Transmission cnecking
There exists two Kinds of transmission checking:
# IMP to IMP

It 18 a cyclic checksum computed and checked by tne BBN
naraware

# HOST to HousT

It i8 a special 16 bit checksum computed and checked by the
HOST programns.

For this purpose a HOST message 18 broken down into 1152
bits pieces A, B, C o « « (1152 = 224 sup 2 # pocket , .
. (unreadable)

For each of pieces, we calculate an end=around carrying sum
and form the checksum as follows:

Checksum = Sum of A + 2% Sum of B + u*» Sum of C etCe +» =«

This 16 pits checksum is located just after the marking of



ad




the HOST heading, that is at the peginning of a message text
(see Fie. 1)

This checking procedure allows the verification of the
right IMP to IMP procedure., It also protects azainst HOST
to IMP (or 1IMP to HOST) bad transmission and against IMP

packet number inversion,

Remark: Example of an end=around carry sum

I=2 HOST(A) to HOST(B) links

32 links are possible pbetween two HOSTS., Kach of those links
are viewed as full duplex., Link O 18 considered as a control
link (request connection, status of any kinds « <o)« The 31
others are usea either for "teletype like" connections or for
file transmission connections, A "TTY like" connection is one

where:

= ASCII characters are sent or received,

= rpchos are generated by the remote HOST

= 1he remote HOST looks for specific character (preak or
interrupt control characters).,

= The transmission is slow,.

Il. Functional Software Svecifications (See Fig, 2)

II=1 User Program = DEL language

Tt's an application program that exists within a HOST. For
example tne NLS program at Skl. For network purposes this
prograrn should be viewed as parted in twoi: The local part and

the hard part (the body).

= The hara part represents the user application.

= The local control part is the user interface, It exerts
inmediate control of the terminal and provides specific
responses t¢ the man's inputs.

In oraer to ifacilitate and speed up remote interaction the
'local control' program can pe transmitted to another Host,
Thanks to that capability an UCLA user, for example, will use
its terminal exactly like the SRl user uses 1ts own. Also only
the program data are transmitted over the 1link (versus the

user~ terminal dialofue) See fig., 7

NDEL languare. (Decode Encode Language)






The "local control" program snhould be written in the DEL
language= when it is transmitted over to a remote HOST .« «
. {Uunreadable line),
II=2 Network Progran
This program snhould provide:

= The outgoing messares multiphasing (and incoming message
daistribution)

= The link initiation procedure: see below
= The HOST message Heading.
= The "HOST=HOST" checksum computation/checkinge.
= Yhe receivineg of the RFNM control messages,
= The supervisory control of the dandler progran,
II=-3 Transmission Handler Progranm
This program 1s initiated either by the network program, or oy
the I1/0 interrupt. 1Its purpose 18 to control the channel

hardware unit.

This program is very short and slosely related to the Network
Prografis

Remark= AS the communication is full duplex, the Network and
Handler progframs can be viewed as divided into 2 parts: one is
concerned is the outgoine messages, the other with the incoming
messages,

III. Link Establishment PFrocedure
III=-1 General Procedure

# Establish link to HOST(X). A "TTY like" connection is
established to HOST(X). The connection is in a oree=log=in
state, Standard TTY « « «(unreadable %7codes) . . .are
expected, The remote HOST provides tnhe echo.

# Send/Receive characters over "TTY like" link.

# EKstablish file transmission link parallel to existing "TTY
like" link. Tnis nust pe executed by both HOST user programs.

# Send/receive over "file ligke" l1link

IlI=2 Example






Suppcse that we, at UCLA, want to use NLS at SRI
A., local arrangements

# Log=in on local TTY to Sigma f. wWe are now talking
to the command level of the Sigma operatine system,

# Select an user program to put in executive on the
Siema f. We SLart up a program we previously wrote, It
Will cont?2?? our TI1Y and the transmission with SRI

* Or select the standard UCLA communication proegram,
Tnis is the standard option for simple control of a
remote HOUST.

Be Connection to SRI

# Initiate link to remote HOST. The previously
selected program asks the UCLA Network program to
initiate a link to SRI, The Network program:

= Selects an open link e.g. 25

= Sends a message to SRI over l1link 0 . .
. (Unreadavle) connection on link 25,

= Waits for an acceptance from the SRI network
program. This acceptance is in the form of another
message over link O,

= If 1t should happen that both SRI and UCLA try to
initiate a connection over 25, the one with the higher
priority would prevail. (This is extremely rare). Wwe
suggest that the priority be exactly the HOST
identification number.

= This connection is teletype=like connection only a
standard subset of ASCII characters is expected or
accepted.

= Tne connection is a "pre=log=in" connection, The
remote HOST expects its standard log=in sequence,

# Lor=in at SRI

This may be done either by the ucla user program, if
it knows now, or by the man at UCLA by typing the
redquired seauence, wWwe are now talking to the command
level of the SRI operating system,

(in margin): Get user program at 3RI into
execution.






C. FRequest 'local control' program from SRI,

# The LUCLA selected program sends a message over the
link to the SRI user program. The message requests that
SkI tranamit to UCLA the 'local control' program whiech is
written in tne DL language

# We compile this program through our . « »(unreadable
7local) compiler

# We turn control of the TTY link . .(unreadable), . .
terminal over the just compiled DEL progranm,.

Fig. 2
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2. FO oS Drotacol

2.1 Logieal Links (Figure 2)

Any IMP can be viewed as an interface between a local center and the
trunk network. Locally, an IMP may 'serve up to four HOSTs; for each
of then 1t provides 256 logical links to any remote HOST.

However, between an IMP and all the cther IMPs no more than 64 links
may be in use simultaneously. In other words, a HOST dlalogulng
with a remote HOST can consider its local IMP as a switching center
offering 256 lines to -the remote HOST,but only 64 can be activated
at a time, (If a local center includes n HOSTs, 64 should be shared
amount the n HOSTs).

The 256 logical links connecting two HOSTs can be distingulshed as
follows:

Link 0 has a special status. It is the control link (connection
requests, status report of any kind...).

The 255 others can be used elther as primary links, i,e,, "teletype
like" connections, or as auxiliarv links for flle transmisslon,

2.,1.1 Primary Links Features

A primary link
# is the first link established for a HOSTSHOST transmission.

# 1s a "1Y-1like" cornection that is:
= ASCII characters are transmitted.
- Echos are generated by the renote HOST,
~ The remote HOST scan: for break character,
- The transmission 1s slow (less than 20 characters per second).
# is mainly used for transmitting control cormands, i.e., for
log=in to the remote H)ST operating system.
¥ provides speclal buffering technlgues for slow, short
. transmission,

2.1.2 Auxiliary Links Features

An auxiliary link
# 1s used for transmission of large volum=s of data,
% 13 established in parallel to the primary link

¥ can be established only if the following conditlons are
fulfilled:
user progxams, at the two extremlties, must both require
its opening.

¥ 1s used for elther binary or character transmission.






1. Introductiocn
This paper concentrates upon the HOST-HOST dialogue procedure.

Chapter 2 describes the logical links connecting the HOST, and the way data
are exchanged over these links.

The emphasis of Chapters 3, 4, and 5 is on software organization and data
structure,

Figure 1 highlights the different programs involved in a HOST.
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2.2 Link Establistinent
2.2.1 General Procedures

Each HOST(X) user will respect the following procedure for
communicating with HOST(Y).

(a) . Establish a primarv link to HOST(Y).
A primary link is established to HOST(Y) through the
control link 0, The connection is then in a pre-log=-in
state, i.e., the remote HOST expects its standard log=-in
procedures.

(b) Log~1ln Sequence
Standard ASCII characters are sent/received over the
primary link. In that way, the HOST(X) user signs in
to remote HOSYT(Y) by using its standard log=-in procedures.

(e) Establish an auxiliarv link to IIOST(Y)
This esteblishment must be executed by both extremities.
As in (a), this is done by using the control link 0.

(d) Send/Receive Text over Auxiliary link

2.2,2 Example
Figure 3 focuses on the data exchanged over the links during
a HOS’I'(,()-ITOSE(Y) dialogue.
T(X) has the network identification 8.
HOST(Y) has the network identifilcation 5.

Notations Used:
# Circled stuffs represent characters, e. g.@
. ® Parentheslsed numhers are used for cross relerencing wlth
further explanaticns, e.g. (2)

Pl -

Explanaticns
.% (1) and (2) comtitute the primary link establi stment
-HO“' (/K e 11wj.nc- message over link 0:
' (ENG *’RI_‘ ” OPT "

Enquiry for link establishment (ASCII character)
Link type: primary (Special Character)
¢ Logiecal link identificaticn number in decimal
(3 ASCII characters) :
©PD) ; Options: it 1s an alphanumerical character, e.p;.@ i
Possible options could be: Full Echo, data type...

-IIQ"ST(Y_L ar".:mﬁ ledses oy sending back:
CK‘EA\IO U. [ O7ll?a{)f’1' L

(&Ci@ po*-Live aclmowlcdzement (ASCIT character)-Link 12
15 now c.aLu;J_mhe'i.

(\Eh' G l "h.h ;:): The previcus niessage 1s returned to

“ e the requestor for security purpose.







*¥ (3) and (4) COI"‘atltU.t" a trivial example of a log-in
procedure -Sec remark 2 below-

®(5): HOST(XL), talking to the operating system of HOST(Y),
requests for URSA, URSA 1s supposed to be a user application
program in HOST(Y).

¥(6) and (7) constitute the auxiliary link establishment.
After (5),an auxiliary link should be established. This
is done by HO3T(X) since it has the hiuher' identification
nurber in network., e.g., 8 against 5. .

The procedure is very much like (1) and (2)

#(8): HOST(X) transmits a "file" to URSA, The transmission
is done over link 25 which has Just been established,

#(9): HO3T(Y) answers back with a "file" over link 25.
And the dialogue goes on...

HOST(X) frees the links he has established
End of transmission (ASCII character).

Jumber of links wanted to be closed (3 ASCII character)
072i5): Link identification number (ASCII characters)

#(11) HDoT(Y) acknowledges back as in (2), (7).

Remark 1l: The figure 3 decesn't show the heading of each
message which are of course transmitted over these links,
The characters represented on each line should be viewed
inserted in the text zone of a message.

Remark 2: These characters -see (3) and’(4)- can elther
be transmitted one abt a tine over the line (each character
constitutes the text of a messare) or be packed before
transmission oy the user corrmwwcation program,

In elther case, the remote HOSI' can consider the link as
a normal teletype (Searchs breaking characters, provides
echoS,s4 )

Remark 3: In (2), (7), or (11), HOST(Y) can answer bﬁfk a
negative asknowledrement character (IAK)instead of (ACK).

This, for many various reasons such as bad transmissSion, HOST(X)
wents to cpen a linl alrezdy establighed, and so forth, The
messegge could be @, where @'% is a character
indicating why the Previous block has been refused., Upon
recelving tack such negative acknowledgements, HOST(X) will
repeat its messare until HOST(Y) accepts it. An emergency
procedure will taie place if too many successive NAK occur.

i W
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Hetwork Service Calls

A user program cccesses the network facilitles (link establishment, data
transmission...) through service calls, Under execution, a service call
traps to a menitor service routine that interprets and executes the ser-

vice. Control is then routed back to the user progran,

3.1 List of service calls at user's disposal.
(a) Open Primary Link
OPEXPRLI(PRIMID,IINGIID, BUFFADDR , INTRPI-CODE,(OPT])

PRIMID: User identification of the primary link,

HOSTID: Remote HOSY ldentilication,

BUFTADDR: Buffer addresz for the incoming messazes.

INTRPT-CODE: Codz that tne network program should glve to the
user program when he 1s interrupted because a messaze
has came back,

OPT: Options such as "full ecnho" (for testing purpcse), message

required after successful link establishment, etec....

Remark: [ J]: not required,

(b) Open.auxiliarv link _

OPENAUX (AUXID, PRIMID,BUTFADDR,, TITRPI-CODE, [OFT])

AURID; User identiflcatlion of the auxiliary link.

PRIMID: User identificaticn cf a primary link. Refers to an
already established rrimary link, ’

BUFFADDR, LIRFT-COL., OFT save meuning as above,

(¢) Transriszion cver link
TRANSLINK (ID, BUFFADDR, ¥, [OPT])

ID: User link identificatlon. Depending on which type of links
~we want to trunamit, this identification number will be equal
to a previously define d AUXID/PRITAID,
BUFFADDR: Data loecation addruss for transmission,
N: Data bytes numer Tor transnizsion.
OPT: Options such a3 data type (character vs, binary),
ackmowledzenents required (utilization of the auxiliary
links in a half duplex mzde), trace bit, etc....

(d) Modify link vareneters

MODIFLINK (ID, OFT)

ID: User link identificatiocn (Equal to either AUXID/PRIMID)
(e) Close linlk

CLOSE LINK (ID, [OPT'])

ID: Same meaning as above,.
OFT': Can be used to close all the links in use by the user.
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Data Structure

The allocation and the management of the links are carried out by means
of three tables:

A Table Sorted By HOST.

A Table Sorted By LIVK,

‘A Table Sorted by UIER.

4,1 HOST Table (See Figure 4)

It is a bit-tavle indlcatlng, for a given remcte HOST, which links
are free, (bit-0 means free link)

This table should provide 256 bits per HOST (256 logleal links
possible). At a given time no more than 64 bits can be set to
1 in the whole table.

4,2 LINK Table (See Figures 4 and 5)

This table contains as many sections as links in use,Figure 5
describes the structure of a section.

Starting and retrieval are carried out dynamically upon using
a hashing technlque based on the network link' identifications,

4,3 USER Table (See Figure U4)

The table structure is given on Iigure 4., These are as many

sections as active users, Each section contains the user
ldentification (glven by the operating system) and the identifications
of the links in use by this user, Notice that a link has two
identifications: that of the user (glven as a parameter in the

OPEN service call) and that of the network (that is attrilbuted by

the networik program).

This table 1s hashed by users. e






—_,

5

Network Program

The emission functions of the network programs are fulfilled by monitor
service routines. In that sense, this program can be viewed as belonging

to the operating systen.

These functions are concerned with the link establishments and data
transmission; they are started by the service calls previously described.

Let's explain how these routines allocate and manage the links by
descrivingthe operations involved during the executlon of the OPENPRIM

routine,
Suppose that the value of the parameter IHOSTID is equal to J.

(a) Jj is used as an index for the "HOSI" table to reach the "HOST j"
(b) In "ii OS%‘ Jj" section, we select the first i‘ree link (First tit=0)
ene_,o F] bit L]

(¢) § and i determine respectively the HOSP~-IP destination and the
network link number, :

(d) This j=-i value is used as a hashing code to open a new section in
the link table, e.g. section @. "

(e) In this sectlon E, the link ID zone is filled up with j-1, the
"link cpened by us" and "primory" bits are set to 1. (See Figure 5.)

(Remark: It is only when we receive back the aclknovledzement
message fronm the remote HOS! —See Mlgure 3: (2)~thnt the link is
consldered conwletely establisned, Then we set to 1 the bilt
"link established".). Also in this section P, we store the pura-
meter BUFF'ADD Value in the "buffer address zone", and the user
identification nurber, implicitly glven, in "the user ID zone®.

(f) Using the user identificatlion nwiber, we hash the USER Table to
open (or find) the right m section.
We update this m section by storing the user link ID number (PRIVMID)
and the network link ID number (i).

(g) e prepare. the mesgage text:

o Cantohint

(h) ' We prepare a heading according to BBY specifications (in order to
send the message over link 0).

(1) We calculate the HOSI checksur.

(J) We put to,_,ether' the heading, checksum, text by providing marking.

(k) We queue up this message for the handler.

The receiving “uncticns will use these tables in a very similar way,
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