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Among Debuts at Show

Netwo rk Facility Has DI?, WI?, Electronic Mail
By JeffryJkyler

CW West Coast Bureau

CHICAGO - A networking facility
that reportedly combines DR elec-
tronic mail and word processing (WP)
highlighted the parade of system- and
terminal-related products introduced
last week at the seventh annual Inter-

face data communications conference

and exposition.
Aimed at multisite businesses whose

annual revenues range from $500,000
to $25 million, the Basi,/Four Corp.
offering is said to em9'NYM -

7 proaches to distributed processing - a
business information network and

host communications support.
In the business information network,

two or more BasiBFour Model 200 or
410 processors serve as stand-alone
nodes built around a Basic/Four Model

730 host processor, a company spokes-
man explained.
The business information network

also incorporates an electronic mail
system which in turn consists of two

„

modules, a quick message facility
and a WP capability. The quick mes-
sage facility permits memos to be en-
tered at a remote CRT terminal and

transmitted later during routine poll-
ing, while the word processing feature
lets users generate, send and receive
correspondence.

In the host communication support
lapproach, the three Basic/Four minis
use IBM 2780 and 3780 protocols to
communicate bisynchronously with
foreign host processors at 2,400 bit/-
sec.

Both approaches reportedly include a
 forms entry svstem th;, 011,·iw.: r„,In,p
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used last week's show as an occasion to

announce several product enhance-
ments, including the addition of a
foreground and background partition
to its 21/20 data entry and 21/40
transaction procesing systems.

Memory Price Cut

At the same show, MDS also cut by
50% the price of 16K- and 32K-byte
add-on memory modules for the 21/20
and 21/40 as well as for the 21/50

multiapplication processing system.
With the price cuts, each 16K- or

32K-byte memory increment to a basic
48K-byte 21/20 or 21/40 will cost
$525 and $1,175, respectively. Pre-
viously, a 16K-byte addition cost

$1,100 compared with $2,350 for a
32K-byte increment, an MDS spokes-
man explained.
The same price cuts also apply to

each 16K- or 32K-byte memory en-

CW at

Interface '79
hancement to a basic 96K-byte 21/50,
he added.

Elsewhere at Interface '79, Teleray,
Inc. announced the Model 10 desktop
CRT terminal and a repackaged ver-
sion of its Digital Equipment Corp.

)UNCI
>DEFY
FEAD

UT-52 terminal replacement.

Although functionally equivalent to
its predecessors, Teleray's latest UT-52
replacement has undergone some mi-
nor cosmetic changes that allow it to
harmonize with typical business office
decor. At $1,240, the latest UT-52 sub-
stitute costs $100 more than its prede-
cessor, a Teleray source noted.

The Model 10 provides five field
modifiers and 32 programmable func-
tions with 16 programmable tabs and
six transmission levels. Suited primar-
ily for OEMs, the terminal costs
$1,290 and will become available in
May from Teleray at Box 24064, Min-
neapolis, Minn. 55424.
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In the host communication support
tapproach, the three Basic/Four minis
use IBM 2780 and 3780 protocols to
communicate bisynchronously with
foreign host processors at 2,400 bit/-
sec.

Both approaches reportedly include a
| forms entry system that allows remote

users to send source data to a host site

through an automatic information
transfer facility and then generate a li-
brary of business forms.
Users can buy the networking facil-

ity, which consists of existing Basic/-
Four hardware and is controlled by
previously unavailable software, as a
complete system, or they can acquire
the facility's software packages sepa-
rately and add modules to systems al-
ready in the field.

As a complete system, the network-
ing facility ranges in price from
$25,000 to $150,000, depending on the
configuration. As separate modules,
the * electronic mail capability costs
$1,500; the forms entry system,
$1,500; and the WP feature, $12,500.

They will be available in 62 from
Basic/Four at Box C-11921, Santa
Ana, Calif. 92711.

Minimate Announced

In other Interface '79 product an-
nouncements, Western Telematic, Inc.
introduced a minifloppy disk-based
external storage unit that reportedly
attaches to smart CRT terminals and

replaces paper tape, cassette or mag-
netic card systems.
Minimate stores more than 71,000

characters with a capacity of 560 ad-
dressable records and transmits at 110-

to 9,600 bit/sec, according to a West-
ern Telematic spokesman.
Designed primarily for store-and-

forward applications, the RS232-
compatible unit costs $1,295 and will
become available in June from Western
Telematic at 2435 S. Anne St., Santa
Ana, Calif. 92704.

Mohawk Data Sciences, Inc. (MDS)
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If you've been waiting, waiting, waiting for
DEC's VT 100, you know what a heavy burden that
places on your operations. Now there's hope, because
Datamedia just beat DEC to the punch with its new
DT 80/1 terminal.

The DT 80/1 not only matches the VT 100
feature for feature, but also takes a big step ahead,
by adding full printer control.

Here's another jab: The DT 80/1 gives you
the freedom to key in a split screen, double-size 
characters, and even limited graphics.
In white-on-black or black-on-white. I

The CRT screen has other special moves, too, 1
like underline, blink, protect and dual intensity. 1

The DT 80/1 carries all these features in a I

very compact frame. It measures just 14" x 14" x 14,
so it fits anywhere the VT 100 would fit. And the I
space flexibility of a detached keyboard is standard. 

Like all Datamedia terminals, the DT 80/1 is
engineered to run cooler and last longer, without the 

need for a noisy fan. In fact, we're so confident of
its reliability, we've even given the DT 80/1 a full
one-year warranty. Just what you'd expect from the
company whose products have been Datapro-rated
#lforperformanceforthepasttwoconsecutiveyears,

Lighten up the burden of waiting. Get the
DT 80/1 now. The coupon below will help
you get started.

Please send me more information on your new DEC-compatible DT 80/1.

Namp

Cnmp"i Phone

A,1,1.-p«

City qi,tp lip

Datamedia Corporation
7300 N. Crescent Blvd., Pennsauken, N.J. 08110

Tel: (609) 665-2382 TWX: 710-892-1693



future, but deteloping workable sys-
tems and getting personnel to use them
properly presents a stumbling block.
That is the intermediate result of a

multiclient-sponsored study made by
Battelle Laboratories here into the fu-

ture of electronic mail.

"It's a slow process," according to
Richard J. Bengston, a researcher at
Battelle. "In the case of electronic mail,

probably nothing very important will
be in use in the next five years.
"By 10 years from now, we expect

there will be some pretty darn good
systems operating, internally at least.
Whether they will be operating among
companies, I don't know."

The biggest developmental problem
facing corporations today is a lack of
compatibility among communications
products.
"In order to take advantage of elec-

tronic mail or other electronic office

stuff, you're going to have to go to a
common system for the whole com-
pany, rather than letting the finance
people use one thing and somebody
else use something else, Bengston said
in a recent interview.

"In the past there's been a functional
outlook, whereby each department
went its merry way.
Companies that have a hod*epodge

of CPUs and communications equip-
ment should worry, Bengston said.
"Some of them are afraid to do any-
thing about electronic mail for this
very problem. Next year something
else comes out that doesn't fit what we

have. It's a real problem, and it's recog-
nized by users.

"In the case of electronic mail," Beng-
ston said, "most of the stuff is proto-
type or experimental anyway.

Sophisticated Storage, Retrieval

Electronic mail includes sophisticated
storage and retrieval methods along
with multiple routing, according to
Bengston.

"It's a series of things required to dif-
ferentiate it from facsimile or the tele-

phone. It's like data communications

U. --

/7and motivating people. rower bandwidths, Bengston said.
The controversy over analog vs. digi- "The cost of transmission for a given

tal transmission will also be an issue in time or bandwidth combination is ex-

electronic mail. pected to come down quite radically as
"The way it is now, it's generally one more satellites are sent up. It looks like

or the other. Facsimile is generally ana- a cheaper method of transmitting over
log and teleprinter is digital. You're long distances.
probably going to want to switch from "However, this doesn't solve the

one to the other in a good electronic problem of local distribution. You're
mail system because you may have di- still going to use the telephone lines in
agrams that are better analog than di- the city. So if you have one plant here
gital. and another across town, you're prob-
"So the software and interfacing ably going through the local telephone

mechanisms, in addition to compatibil- lines," according to Bengston,
ity, are the major technical problems. Getting the technical bugs out of an
"It's not the development of new electronic mailing system will be a step

technology or new equipment - it's re- in the right direction, but it won't be
ally putting a system together that's the final step. Bengston said getting
usable" that is the problem, according managers to use the systems properly
to Bengston. will also be a problem.
Telephone service costs for data "In order for an electronic mail sys-

-9 Scientist to Develop EMS L
By Jeffryuiseler the EMS field.

CW West Coast Bureau Work on the projf
PALO ALTO, Calif. - A French scientist who gained the $41,700 grant e

modest fame for his computer-aided studies of uniden- Vallee, who heads

tified flying objects (UFO) recently turned his attention ,
to a more down-to-earth DP frontier.

Dr. Jacques Vallee, a computer scientist and UFO ex-
pert who was portrayed by director-actor Francois To date, the discip
Truffaut in the popular film "Close Encounters of the computer industry
Third Kind," has won a National Science Foundation have found thems
grant to develop the first formal representation encom- their work to each c
passing all types of electronic message systems (EMS). been speaking in a

Vallee and his colleagues at Infomedia Corp. here hope Users haven't be

their efforts will result in a common set of standards needs to suppliers,
and definitions that for the first time will allow users able to accurately d
and designers to describe precisely the behavior of word result, confusion h
processing systems, electronic mail networks and tele- velopment has lagg
conferencing systems. Vallee proposes to

Although Infomedia will shoulder most of the project technology transfer
burden itself, Vallee and his research director, Richard languages with a s
Miller, will rely heavily on the advice of a panel of out- suited to express <

 side experts, including some of the leading figures in processes.

• 1 TM

n el 86, Bly•hrly Nnvg

developed by his data communicatioi
ferencing firm will serve as a technical 1
the disparate elements of the EMS field

II

without the use of a secretary.
"Easy-to-use equipment is essential.

Keyboards for some people are not the
answer. There's been talk about key-
boards with whole phrases or words
for some of the buttons.

'Or maybe you'll read handwriting.
Ultimately you'll probably be able to
transmit voice into visual. But that's a

long way off, according to Bengston.
When an electronic mail system is

fully operative, Bengston said, mes-
sages will come into the manager's of-
fice where they will be stored until he
checks his terminal.

The system could also be made to sig-
nal the manager when an emergency
message is being transmitted.

The problem with the system comes
in getting the manager to check his
mail.

.anguage

ct began April 15 and will end when
<pires on May 31, 1980.
[nfomedia, hopes the representation

ns and telecon-

ingua franca for

ine has been splintered by a kind of
Babel. Groups interested in EMS
1ves unable to effectively describe
ther because each party in effect has
lifferent technical language.
in able to precisely explain their
and suppliers in turn haven't been
scribe their offerings to users. As a
s reigned and the pace of EMS de-
?d badly.
end the chaos and speed the rate of
by replacing the mishmash of EMS
ngle, common "tongue" peculiarly
ata communications concepts and

1,-

--r.
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at __ow User

By IVANk-KEY
The Aero·5pace Corp.

Three design examples show
that large space systems
easily outstrip ground
alternatives in supplying
inexpensive personal wrist-
radiotelephone com-
munications to millions,
electronic business and

government mail delivery,
and educational TV to

schools throughout the
country

7-.*=47=4977 IVAN BEKEY (AF) directed advanced space** ·4". ] system studies at Aerospace Corp., until
1 recently becoming head of advanced

c,oncepts at NASA Hq. For 18 years he led
long-range civilian und military space

 program planning studies and new·£ technology investigations. With Harris
i .1 M.·.yer he contributed a landmark study of

space application concepts to NASA (see
'4.*,  M/,•0' "-''  Jul/Aug 1976 A/A). Bekey is widely recog-

· 7< nized as having originated the space cin·
1 cepts for a 20th Centiny tealization of Ihe

Dick Tracy wrist radio and the use of three
dimensional holographic images for tele-
conferencing. In previous positions he has

been responsible tor technical advice and support to the U.S. Air
Force on advanced space surveillance, communications, and bal
listic-missile defense. Early in his career he was emplo,ed at
Douglas Aircraft and RCA in design and development of missiles,
radar, and electronic countermeasuies. He holds an kISEE from
UCLA andis a member of the AIAA Space Systems TC.

42

The advent of the Space Shuttle plus new
technology in the 1980-90 period \vii! allow the
routine construction, assembly, checkout, and
servicing of very large satellites in orbit. Such space
systems wi!! make practical a host of new services
simply either not possible or economically attractive
with smaller Mitellites.

Over the next decade we should, indeed, see a
"complexity inversion" compared to past practice,
particularly in communications satellites. That is,
whereas it has been past practice to make the
satellites as small and inexpensive as possible,
paying the pi ice in very large and expensive ground
stations to communicale through the satellite, the
current trends are increasing satellite antenna size
and power. 1-his in turn is reducing the power and
anteiina size required in the ground terminals, thus
reducing their cost, and allowing more to be used.
Already experiments have run color TV through
ground antennas ai vnall as 0.6 m.

In the next de:.ide, this trend could produce
satellites so large :ind powerful that the two-way
user terminals shrink to desk-top or even wrist-
Vatch sIZe. This shrinking of terminals on the
ground will make them very inexpensive, widely
available, and extensively used-·thus reducing
communications via satellite to a votitine matter for
inillions of people. Space operations will then
acquire a highly visible importance in the lives of
Americans, in contrast to the little-recognized use
of a few large ground terminals by a few large
cornpanies now.

Very attractive system concepts have been
identified by the author and other workers linder
contract to NASA in the past several years by
applying this complexity-inversion technique (e.g.,
see t he .ful/Aug 1976 A /A, p. 34). The concepts run
the gamut from personal radiotelephone terminals
the size of a wristwatch, and costing no more, to
holographic (3D) image transmission for

teleconferencing through rooftop small antennas.
Rather than leading to "wired cities," these
developments could create "wireless cities" and
thus allow de,doping nations to leapfrog 100 years
offechnology,

To give better insight into what is possible with

C op>·,Whi © 3 9:O bvihe Anierian Ingitule of Ae,onautic, /nd A·drOBJU,IC'
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large satellites, this article presents three examples
drawn from work done wilder contract to the

Director of Advanced Programs, Office of Space

Transportation Systems, at NASA Headquarters.
The work was clone by {he author while at the
Aerospace Corp. and there supported by its
technical specialisls. The examples explore design
concepts and their costs, and compare them to
alternative grotind-based concepts. They illustrate
the extraordinary potential services space systeins
can give us, but should not be construed as planned
NASA communications programs.

The first example concerns personal com-
munications using wrist radiotelephones, the
second, electronic transmission of mail; and the

February 1979

third, wide dissemination of educational TV. T-1

outlines the "requirements" imposed by the author
on the space systems as an attempt to anticipate
national needs for each application.

The personal communications satellite system
aims at interconnecting about 10070 of the ]990 U.S.
population--about 25 million users anywhere in the
country--direct from user to user through wrist-
sized radiotelephones. The users can be mobile or
stationary, and can also communicate with anyone
through the fixed telephone networks via a ground-
lei minal entry point.

The educational television satellite system would
interconnect all 65,000 U.S. schools and their
16,000 district headquarters (or at] 4000 universities

43
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T-1 INITIATIVES DEFINITION AND EVALUATION SYSTEM REQUIREMENT SPECIFICATIONS

Requirements

Numberofusers

Location of users

Mobilityof users
Information

User's antenna size

Access time

Use time

Terminal life

Terminal„Cost goals

Safety considerations

Personal
communications

(wrist radio)

25 million

(10% of 1990 population)

2/3 urban, 1/3 rural

Mobile
Voice

Wrist set

< 1 min in non-peak hours
< 5 min in peak hours

> 5 uses per day,
1·inin minimum peruse

16 hrbefore recharging
< $30

Power density:
< 10 - 4 w/cm 2 al 10 cm

Educational TV

f 65,000 schools
(16,000 districts

4,000 univ. and colleges
orl 250,000 learning sites

f 50 studios
or (500 5tations

Fixed/transportable
ColorTV/2-wayvoice

3 ft for schools

10 ft for districts

1 hr/day/district
(avg. shared channel)

24 hrjday

N/a

< $300 plus TV

N/a

Electronic mail

544.000 terminals at

174,000businessoffices
370,000 government offices

Corporation headquarters
and major field offices,
allgov't office buildings

Fixed

Letters, data, and graphics
3 N

1 hrtypical
10 hrmaximum

10 hr/day
260 days/year

N/a

< $1000-small users
<310,000-large users

N/a

and colleges with 250,000 remote learning sites)
with color TV and interactive audio. It would use
small antennas on each school and district building
to disseminate program material and share

programs between poor and rich districts across the
country.

The electronic mail system would exchange first-
class "mail" between business and government
buildings (not homes) directly via satellites-in
effect "delivering" about 15 billion pieces of mail
per year (about 15% of the estimated ]990 total
mail flow) among 54·4,000 small terminals, each on
a separate office building.

Introducing such large-scale satellite services
might have .some transient adverse social and in-
stitution:11 impacts. The author did not attempt to
assess potential impacts but believe.s they should be
considered now. This article is limited to providing
factual cost and performance data to such
arguments.

Personal Communications: The following page
depicts the personal··communications system con-
cept (F- 1 to F-7). It uses a single large communica-
tions satellite to link the 25 million users outfitted
with wrist-mounted radiotelephones. Dile to the
very small power and antenna size possible in such a
radio-zelephone, the satellite antenna must be large,
and all channels demodulated to the audio base-
band in the satellite to yield an adequate signal-to-
noise ratio. A radiated power of 0.25 w I]trough
omnidirectional stub antennas was considered rea-
sonable, with enough battery energy to support at
least five 1-min transmissions per day without re-
charging the wrist-radio batteries.

This defined a satellite antenna at least 220 ft in
diameter. Although the reciprocity of links allows
44

tile satellite's downlink transmitter power ! o be as
low as 0.5 w per channel, the total satellite power
will be large due to the large number of simultane-
ous users. Analysis showed that up to 108 users
could time-share a channel (given certain condi-
tions, described in a moment). Thus the 25 million
users could share 230,000 voice channels. Given the
average-to-peak pou'er factors for voice the satellite
needs a radiated power of 46 kw. Furthermore,
since the direct interconnection of users dispenses
with ground networks (to insure lower user cost),
the satellite must contain the equivalent of a tele-
phone switching center for 230,000 trunks-a large
orderindeed.

This number of voice channels would occupy a
minimum of 2.3 GHz of RF spectrum if the sate}lite
antenna bearn covered the whole U.S. From
geostationary orbit, however, the 220-ft antenna
radiating at 5 GHz has a footprint of about 30 mi.
diam, forcing i-eplication of the beams to cover the
entire U.S. It takes some 6084 beanis (footprints) to
cover the rural areas in tile contiguous 48 states and
846 to cover urban areas with 25,000 people or
niore eac]1. F-2 summarizes the coverage.

The large number of beams creates a complex
satellite antenna, but it automatically solves the
spectrum problem. Since non-adjacent beams can
be on the same frequency, almog 7000 beams take
no niore spectrum than the three most heavily
loaded ones. At 694 channels per beam maximum,
and allowing for different uplink and downlink
frequencies the system uses a spectrum of only 60
MHz. Lightly loaded bands at 4.7 and 4.9 Ghz
could be used, or almost any bands from about 1.5
to 7 GHz.

1-he satellite (see F-3 diagram) has a fransponder

Astronautics & Aeronautics
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F-2 COVERAGE AND BEAM REQUIREMENTS FOR

PEASONAL COMMUNICATIONS
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F.1 For personal communications wrist radiolelephones linked by satellite
would serve many personal needs. Radiotelephone, shown here as mockup,
should cost less than $10.00 inmassproduction.
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F·5 COMPLETE PROCESSOR

AND SWITCH

Design scaled No. 4 ESS, 1987
projected technology: uses

wafer-scale integration:
integral thermal-control
system: all modular space
plug·in assemblies. Functions
performed 230,000 by 230,000
voice-line exchange Switching;
master processor for order
wires and system discipline;
controller for switch, system
"health" monitor, and user-

charge processor. Overall
characteristics· Weight, 8000
lb; size, 15·ft diam by 8-ft

height, power, 50 kw
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for each beam, each transponder demodulating the

signals to baseband and providing separate voice-

channel outputs to the switch. An on-board

processor recognizes the addressee code of each
message, and switches the signal to the proper
channel to be remodulated and downlinked through
the proper transmitter and beam to reach the in-
tended user. Although the system has 6930 tran-
sponders, none need have more than 380 w of out-
put power, and most only a few watts. All-solid-
state transponders are envisioned in 1990.

The operation of the system requires a "central
discipline" to avoid the chaotic interference so
typical on Citizens Band radio aiid to allow use of
such very low-power user sets. A satellite-based

discipline has been designed that maintains positive
control of who has access to which channel and for

how long by enabling (and disabling) and tuning the
user-set voice transmitters and receiver by com-

m:ind (F-4). The user can activate a very-narrow-

band request link at any time. The satellite places
his call request in a queue, "connects" the user's
voice transmitter and tunes i! to the proper channel
when his turn comes zip, and disconnects it after a

fixed tirne. The "discipline" imposes 3 call duration
of 1 min. Requests for longer calls receive a lower
priority (during peak periods) in the qtleue and are

charged at a progressively higher rate. Emergency

calls receive immediate assignment.
The onboard switch would need twice tile

capacity of the Bell System ESS-4, the largest

electronic telephone switchboard today. Scaling of

the ESS-4 using 1987 technology wafer-scale iii-
tegrated circuits wou]d produce the relatively
compact device illustrated in F-5, requiring only
one-tenth the weight and power of the ground-
based ESS-4. '.--

The antenna design resulted in a bootlace lens in
the form of a set of stretched thin films with three

planes-two of dipoles and one of phase delays.

-1'lie lens would be illuminated by tile array of 6084
feed horns illustrated: The country-wide coverage

gives it the nlirror-image shape of the mainland
United States.

The antenna could be deployed in space using a

clever scheme suggested by Grumman Aerospace.

The lens deploys from a stowed cylinder, the
supporting strtits elongate much as an Astromast,

and guy wires support the whole against a com-
pression-rim st'ructure. Although the antenna could
be space-assembled, it need not be.

The satellite and system characteristics may be
outlined as follows:

Ouerall:

Number of voice channels............ 230,000

February 1979

Number of users ................ 25,000,000

Number of beams .................... 6930

Coverage. ... All U.S. except Hawaii and Alaska

Access time ...5 min average during peak hours,
but immediate for emergencies
Satellite:

Antenna diameter .............. 220 ft (67 in)

Number of dipoles/phase
shiftersin lens ................,.....46,347

Number of RF channels..,.............6930

Number of baseband channels ......., 230,000

Baseband switching .......(230,000 x 230,000
trunks, non-blocking)

RF power perchannel, kw ...............O.5

Largest RF power/beam ................ 380

FotaiRFpower, w .,...................46

Total prime power, kw .................280
Satellite weight,lb ..................54,000

Users:

Antenna . .-. hemispheric/omni pattern with slot,
stubs, or lens

RF power, w ........................0.25

D.c. power, w 0.6

Modulation .............VSDM at 14.1 kbps

Weight, oz ............................3

Use. ......... five 1-min transmissions per day

Battery recharge.................. overnight
The satellite (see this month's A/A cover and F-

6) would weigh 54,000 It,, have a 280-kw solar-cell

power system, and transfer itself to geostationary
orbit (GEO) following assembly and checkout em-
ploying three Shuttle flights to low Earth orbit. The
satellite electronics would be all modular to allow

unmanned repair in the operating orbit, as well as
manned checkout in the Shuttle orbit before trans-

fer. The large electrical power source on board

needed for communications would power ion en-
gines to make the transfer. In final orbit, these ion

engines would be rotated to serve for on-orbit atti-

tude and stationkeeping translational control. The
solar cells are oversized by some 35070 to allow for
degradation during transfer.

The wrist radiotelephone (inockup, see F-1)
would contain a micro-electronic chip, a battery
measuring at*,ut 0.25 in. on a side, a stub--crossed
dipole or self-contained cavity-backed slot antenna,
LED displays, and a number of controls. It should
weigh no more than a large wristwatch, and be able

to communicate at least five ] -min messages during
any 16-hr day before recharging overnight. Such
radios, mass-produced, should sell for about $10
(using current prices for electronic digital wrist-
watches as a model). Each would have a unique
digital 64ner's coc;e (phone number) built in.

\Vhen could this personal communication system
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begin serving the American public? Started in 1980,
a program of tw'o technology-demonstration steps
could readily permit commercial operations in
1990-earlier if the program ran concurrent
demonstrations and associated engineering.

To make system costs meaningful, they were
conipared against viable ground-based alternatives
designed to the same requirements. F-7 illustrates
these.

The preferred one chosen for comparative
analysis comprises a large number of radio relay
towers connecting the wristradio users to tile fixed
telephone networks, which in turn provide the
interconnection and switching for system opera-
tions. 7 he towers would cover most of the contigu-
ous U.S., even though telephone-line connections
to the towers would not normally be available in
wilderness and unpopulated areas.

Thus, the coverage expected would be less than
that of the space system, although the population
served would be essentially the same. The switched

system, they include research, development, test
and evaluation (RDTLE) of two demonstration and

one operational systems, all investments in the
operational satellites, all user and ground equip-
ment, and operations and maintenance of the final
satellite system, the ground system, and terminals
for a ]0-year period, including one Space Shuttle
and JUS flight per year to service the satellite in
GEC). These costs also cover operating and revising
the demonstration and test satellites through 1991,
the RDT&E for the wrist-radio sets, and the
wholesale price of 25 million wrist radiotelepliones.

It was assumed that a 5ingle agency or entity
would undertake all phases and cover all of the
costs, including ground and space segments. This
was done so that the total cost of operating the
system could be weighed against expected income.
It should not be construed as a recommendation for

any financial, institutional or government/industry
art-angemenr.

The whole space .system would cost $2.3 billion,

T.2 COST

COMPARISON FOR

PERSONAUEMERGENCY

COMMUNICATIONS

Net annual profit
Total w loss from opeia

20·yrcosts, Call Costs,C lions charged at
System alternative Coverage $ t;illions b cents/minute 13.3cents/minute

Space Complete 2.29 0.5 Profit of
al[ USA a 31.6 billion

Ground Incomplete 20.76 5.4 Loss of

in rural/wild areas, $0.4 billion

underpriced, or

both

Current telephones Fixed point 13.8 3.6 0

(not mobile orportable) coverageonly (serviceonly)

aNot including Hawaii and Alaska. b 10·yr RDT&E; 10-yt operations and m,Hntenance; all user equipment.
c Assumes 37% avenage channel loading.

telephone networks expected to exist in 1990 will
probably be able to siipport the required volume of
messages w'ith but ininor augumentation. The
maximum range expected between wristradios and
towers would be about 5 mi, thus requiring about
60,000 relay towers 150 ft high, or on high
buildings, with an average of 15 w in each to\ver
transponder.

For pricing purposes, 90% of calls made by a
user were assumed to stay within his local exchange
zoiie, with service cliarged at a flat rate permonth.
Ten percent of the calls were assumed to go outside
the local zone, with service charged at current long-
distancetol] rates.

The same ratio of calls was used for the space
system; but, it niust be remembered that it is in-
sensitive to local/distant call ratios. The system
costs were determined as well as the per-call user
costs.

T-2 outlines the total costs of the space and
ground options over a 20-year period. For the space

48

while the ground alternative (computed in the sanie
way) would cost $20.7 billion. By way of com-
parison, for the same number of channels, mix of
local and long-distance calls, and ]0 years of
operation, the telephone system today charges
about $13.8 billion. That is, more than half of the
cost of tlie ground alternative arises from
telephone-network service charges. Note, too, that
the satellite system would have somewhat wider
coverage than the ground alternative.

The fourth column iii T-2 shows the call costs to

the user (computed by dividing the total 20-yr cost
by the number of minutes during the 10-yr I)criod
that the system is expected to be operating, reduced
by a factor of 37070 t O account for the average
loading expected in the system channels). Using
these assumptions, the total RAD, inrestment, and

operation costs in the satellite approach could be
recouped in a 10-yr period by charging Ute user only
half a cent per minute of conversation. The

alternative ground systein would have to charge 5.4

Astronautics & Aeronautics
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F-8 ELECTRONIC MAIL TRANSMISSION
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cents per minute. (Today's telephone networks
woitld charge 3.6 cents per minute. This number
goes up with an increasing ratio of long distance to
local calls. hi contrast, the space system charge of
0.5 cents per minute would be independent of that
ratio.)

These costs to the user represent the breakeven
charges (entire RDT&E, invegment, and 10 years
of operation and maintenance paid off at the end of
the ]0->'r period). They assume no profit and no
costofcapital.

What might reasonably be the profit or loss in
these systems to private industry if it charged u s ers
at a rate competitive with today's regulated
telephone system? The last column in T-2 gives the
answer. Under the assumption that the users are
charged an average of 3.6 cents per minute of
conver%ation, the ground system shows a loss of
SO.4 billion a year, while the space system would
generate a iici profit of S].6 billion a year. The
space system would have an income of $16 billion
over the 10-yr operations period-a net return of
70% on the investment in the first year of operation
and for every year thereafter. These numbers
become even more iinpressive with more long-
distance calls, the likely trend once the users
discover that long-distance calls do not cost extra.
Will industry pass up such an opportunity?

Electronic Mail: F-8 depicts the system for direct
exchange of electronic mail among business and
government users. Tile T- 1 goals result in 540,000
user terminals-one each in every building complex
of corporations with assets greater than a million
dollars (the study cutoff) and government office
buildings \vith more than five permanent people.
Most of these terminals would be situated within a

50-mi. radius of the 846 cities having populations
greater than 25,000 (F-9). By 1990 the business-
government sector of the mail stream should total
15 billion mail pieces per year.

Reading and reconstructing a piece of mail takes

February 1979
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about 405,000 bits on the average. The data rate
required to make a total mail exchange once per day

would be suprisingly low: 452,000 terminals would
require only a 0.5-kbps terminal and facsimile
machine. In addition to facsimile, many larger
offices might install optical character readers and
direct typewriter/magnetic-tape inputs, and operate
through their computer center. This study does not
assume so advanced a practice,

This %ystern also employs a multibeam antenna,
but with "only" 846 beams. All users within tile
footprint of a 50 mi.-diam beam would contact
each other directly through a tratisponder for that
beam in the satellite, using a time-slot TDMA
scheme, while users in different beams would make

contact during appropriate time slots through a
buffering processor iii the satellite. F-]0 describes
the typical time sequence. Al] messages would be
digital and all would include an addressor·addressee
code. The basic frame tinle during which all users
would be sampled was chosen as 10 minutes. The
largest users would send or receive at least one
letter. Each terniinal would have 10 min of buffer
storage.

F-] ] shows the satellite block diagram. Each of
the 846 transponders would have an output power
of 3 w and a modulator and demodulator to

baseband. The sateI]ite would have an antenna

similar to the one for the writ,t-radiotelephone
system, except for the number of feeds; it would
operate at 20 and 30 GHz. This frequency selection
was based on ready allocations and mail delivery
not haring to go in real time in the face of outages
due to rainfall attenuation. The satellite and ter-

minal buffers would be sized to accommodate the

expected outages.
The antenna would measure 9.5 m in diam at 20

GHz and have a 30··GHz inner section of 6.4.-m

diam with dual-sized elements. Each of the 846

F-9 SATELLITE CONCEPT FOR ELECTRONIC MAIL

um-*t-flilig • GOV't AND BUSiMSS BUILDINGS SERVICED

. Att PUILDI'KS COMMUNTCATE WRECTLY

,/1 1 f? A SINGLE SA·ELLITE

-199.  \39---DE.»3
1 1 All BUILON,GS SERVICED 

HAVE SMAU\FIXED -

5*).40 BUILDI'.6501AL SERVID

UP 10 1 L=-0- !icEJ,•- -848 COVERAGE APEAS, 50 i 100 mi lapticu,
ENTERED ON U.1. CITIES WITH8700 BUILDINGS
POPULATION > 25, 10IN [Allt AREA---

SERVICED
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F.10 ELECTRONIC MAIL COLLECTION AND DISTRIBUTION
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beams would cover an area about 50 by 150 mi. The
most heavily loaded beam would occupy 12 MHz of
bandwidth. Again, due to extensive frequency
reuse, the total spectrum requirements are less than
75 MHz.

The satellite processor, essentially an 846-bin
buffer, would receive "letters" into each bin from
users in other beams, to be downlinked through
each respective transmitter. No permenent storage
would be needed, since the average input and
output rates are equal.

F-12 illustrates possible ground terminals. They
would come in four sizes, all operating through a 3-
ft fixed antenna on the roof. Facsimile machines

would be lised for the input and output devices at

-Antenna: 9.6-m; 846 beams; footprint, 50-by-
100-mi. each.

--Solid-state transponders: 846 independent, 3 w
each.

-Frequencies: downlinks, 20.0-20.1 Ghz; up-
links, 29.5-29.6 GHz.

-Bandwidth: 12-NIHz maximum per beam; 75-
Al!-Iz total up and down.

-Solar-cell power: 13 kw.

-Switch: all-digital 846-channel store and
forward; 400 lb.

-Propulsion: self-powered ascent to CIEO using
ion engines.
User segment:

-Fixed antenna: 3-ft diam.

F-13 ELECTRONIC MAIL SATELLITE \ .-LEK.£22,LeeM•
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every terminal-very similar to today's com-
Tnercially available uuits which operate over a
phone line and trans ferone page every 2-6 min. One
facsitnile unit capable of sequential reading and
printing operations would be required in each
terminal. Units would send and receive "mail"

once every 10 min, reading and printing :111 daily
letters at least every 10 hr. Both graphics and type
would be handled. The capacity of the term inals
would vary from 31 to 2620 letters per day.
The system major characteristics may be outlined as
follows:

Salellite segment

-Single: 5300-Ib satellite in GEO.

February 1979

-Transceiver: 6.3-w transmilteri uncooled

receiver.

-Bandwidth: 12 MHz maximum.

---All users sampled evety 10 min.
-Buffer store for 10-min mail volume.

-Smallest terminals: 452,000 4-Inin/page fax
machines delivering 31 letters per dayeach.

-Largest terminals: 5360 4-page/min fax
machines delivering 2620 letters per day each.

-Total capacity: 15 billion letters per year.
The satellite (F-13) would weigh 53001b with its

13-kw solar cell power supply. Launched into LEO
in a single Shuttle, it would transfer itself to GEO
with ion engines. (Solar cells would be oversized by

5l
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F-14 MAJOR SYSTEM OPTIONS FOR ELECTRONIC MAIL
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35% to compensate for degradation during slow
ascent to GEO.

This satellite could be readily launched in 1988

from a 1980 start, with only one technology-

dernonstrator precursor. 11 would be checked Out in

orbit before transfer, then serviced in GEO by

teleoperator.

Alternatives to this space system (see F-14) in-

clude conventional physical pick-up and delivery of

letters by mail carrier, with physical transport

between post offices; a hybrid system iii which a
number of collection and distribution centers

process the mail for electronic exchange, but still

depend on physical pickup and delivery, and an all-

electronic system operating through wire building
connections and the normal telephone switchin.?

and transmission system. The last makes the m o st

revealing comparison. But the USPS recently

analyzed hybrids, :ind its results will be also used

forcomparison.
To some extent {he current postal service and the

T-3 USER COST COMPARISON FOR ELECTRONIC MAIL

Expressed in 1977 dollars, and including all RAD, investment, ten
years of operations, and user equipment. Equipment costs
prorated over ten years Assulnes 15 billion mail pieces per year
for the space and ground alternatives, 22 billion for the USPS
hybrid, and about 7Obillion forcurrent USPS.

Total

20·year Costs

costs, per·letter,

System S billions Ce,lts

Space initiative 3.96 2.6

540,000 terminals

Ground Elternative 38.5 25.3

540,000 terminals

USPS space/ground hybrid 5.8 c€nter-center 2.9 center-center
360 distribution cen- 15.4 mail carriers 7.0 mail carriers

ters with mail carrier, 21.2 Tota/ 9.9 Total

P/U-deliv. plus 6220

publicterminals
Current USPS - 15.0
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hybrid option are "apples," whereas the space and

ground alternatives defined in this study are

"oranges." That is, this study treats only the
government and business first-class mail and did

not treat the home segment. On the other hand, all

the options and the current USPS exchange 15-20

billion pieces of mail per year, and this fact makes

the comparison reasonably fair. (The inail costs to

the government are assumed chargeable on a per-

letter basis rather than on an average o f each agency
or department use. Since patterns of mail usage

develop rapidly and .stay very stable, there is no
significant error from such assumption.)

Thus we have the figure in T-3. The second

column gives the total, 20-yr cost o f each option. As

before, this cost includes all user equipment, tile 10
years of RDT&E and investments plus 10 years of

operations and maintenance for space and ground
segments. It covers one maintenance tlight every
three years 'for the space alternative plus pur-
chasing, operating, and maintaining the 540,000

terminals The whole space system thus costs just
under $4 billion.

For the ground alternative the same assumptions
have been made, except that costs charged by the
telephone networks are included as part of the

operating costs, rather than satellites. These costs

are charged to the system at half the amount

required by the regulatory agencies to remove the
current regulatory overburden and make the most
favorable comparison for ground concepts. These
costs were taken to be $12 per month flat rate for
local mail and 17 cents per min for long-distance
"mail" transmission per terminal. Even then, the

total costs are a whopping $38.5 billion.
The Postal Service's hybrid was chosen from

among several studied. it includes 360 regional
collection and distribution centers interconnected

via commercial communications satellites, an
annual volume of 22 billion mail pieces, 6220 public
terminals, and mail-carrier delivery. h would cost
$5.8 billion for 10 years of operation, including all
development, test, and evaluation of the equipment
to transfer mail from center to center. In addition,
the cost of the mail carriers for 22-billion mail

pieces per year, at an average of 7 cents a letter,
would total about 515.4 billion over 10 years. The
grand total: $21.2 billion.

The third column of T-3 shows the equivalent
costs per letter (total costs in the previous column
divided by the number of mail pieces carried ill 10
years). The space system amortizes all of the costs
over this period and breaks even at only 2.6 cents
per letter. The all-electronic ground alternative
would cost almost an order of magnitude higher at
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25.3 cents per letter. The Postal Service hybrid

shows almost equal costs to the space system for the
center-to-center (electronic/satellite) portion at 2.9
cents per letter, but the cost of the mail carriers for
the bulk of the mail must be added. Since this

averages about 7 cents per letter, the hybrid totals
9.9 cents per letter. Today the Postal Service
charges, of course, 15 cents per letter. It is clear that
electronic mail using either pure space concepts or
space/ground hybrids, offers less expensive service
than physical handling. The pure ground alternative
drops from the competition, however, primarily
due to the charges of the telephone network Ovhich
would be approximately double if the currently
iegulated charges had been used).

The charge of 9.9 vs. 2.6 cents per letter for tile
hybrid and pure·-space options respectively, needs
further explanation, as the two do not represent
quite the same class of service. The hybrid would
handle all classes of mail including hollie delivery,
but would not collect or deliver mail with the

timeliness of the space approach, which would
collect and deliver mail every ]0 min. Tile space

system also would offer the convenience of being
able to send mail directly to and from the user's
office building rather than requiring delivery

F-16 BLOCK DIAGRAM OF EDUCATIONAL TV SATELLITE
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to/from post offices as in tlle hybrid approach.
On a strict dollars-and .cents basis, then, the pure

space system appears to be by far the most at-
tractive choice. Institutional and social questions
regarding job displacements and the like]y attitudes
of the labor unions to the subsequent retraining of
the work force, initial phasing for gradual service
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F·17 EDUCATIONAL TV
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introduction, all-inclusive vs. limited business/

government service; and how to handle packages

and other classes of mail, go beyond the scope

of this study. It seems evident, however, that this

type of service will come eventually, and that space

offers the key to the lowest user costs coupled with
best service.

Educational TV: An advanced educational TV

concept with large-scale distribution of program
material to all U.S. schools, and with the aims given
in T-1, would require the sate]lite to transmit almost

1500 TV channels simultaneously through 600
beams, each covering an area of 50 by 100 mi. on
the ground, centered on populated areas within the
contiguous U.S. In addition, it would require 634
simultaneous uplink TV channels from the districts
for program origination. Complete freedom of
connection must be established by onboard switch-

ing so any district could broadcast programs to its
schools, to other district schools, to al] schools

nationwide or other, in-between options. In ad-
dition, any 10% of the 16,000 districts must be able
to interchange or share 10% of their program
libraries in real time through the satellite to rnake
the best material available to all districts regardless
of their financial resources.

The system concept evolved (see F-15) in many
ways resembles the other two systems described in
this article. Schools would be outfitted with receive-

only TV and two-way voice for interactive instruc-
tion. Districts would have two-way TV and voice. ,

54

F-16 shows a block diagram of the satellite. It
consists of a 600-·horn multibeam antenna and 600

transponders demodulating to baseband. All TV

channels would be switched by a crosspoint diode

matrix on the satellite. Its connection flexibility

would vary all the way from a one-channel
nationwide broadcast from one district source,

through three different channels sent over each

beam by 160 districts with recipient schools located
anywhere, 10 634 districts originating different
programs simultaneously, which are shared by no
more than three down channels each. These and

other, in-between combinations allow highly
flexible program sharing and distribution in
response to commands for on-board switching ftom

a ground-control center.

The system was designed to operate at 20 and 30

GHz, in this case to accommodate the extreme

bandwidth required: 1620 MHz, even with the large

frequency-reuse factors attained with the multi-
beam antenna. (The bandwidth required would be

80 GHz without frequency reuse and could not he
available at frequencies much below 800 GHz.) The

necessary satellite transmitter power was found to

be 10 w per channel, ora total of 15-kw RF. The an-
lenna diameter measures 9.6 in at 20 GHz, as in the

electronic-mail satellite.

This satellite could transmit programs to 3-ft

fixed ar,tennas at the schools, and receive them

from 10-ft tracking antennas on district buildings

with 6-w transmitters (see F-17). The terminals
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would dir,tribute TV to half of the classrooms in tile

U.S.-about ten c]assrooms per school. The
schools would send the two-way audio through a
50-mw transmitter.

The major system characteristics may be :um-
marized as follows:

Satellitesegnlent

-Sing]e 9800-lb satellite in GEO.

-Antenna: 9.6-m diam; 600 beams; footprint of
50 by ]00 mi. for each hearn.

-Solid-state transponders: 600 independent;
15 weach.

-Frequencies: downlink, 19.7-21.0 Gliz,

uplinks, 29.5-30.8 GHz.

-Bandwidth: 540 MHz per beam; 1620 MHz
total.

-Solar-cell power: 65 kw

-Switch: 634 x 1491 crosspoint PIN-diode
type.

-Propulsion: self-powered ascent to GEO using
ion engines.

User segment

At 16,000 district headquarters-
-Antenna: 10-ft autotrack.

-Transmitter: 6 w.

-3-12 channel TV receiver

-Video cassette recorder and player

-Microphone and loudspeaker.

-Total capacity: 1491 TV channels.
At 65,000 schools-

--Antenna: 3-ft fixed.

-Receive only TV.

-Receive and transmit audio.

-1-12 channels.

--Distribution panel.

-Average of 10 TV monitors:ind microphones
per school.

The satellite would weigh about 10,000 lb. It

would require a 65-k:v solar-cell power source, also
oversized to allow ion-thruster ascent to GEO. A

single Shuttle flight could deliver the satellite to

L.EO. The satellite, as the others, would be designed

for niodular servicing in GEO,

F-]8 shows the major system alternatives for the

educational service cited in T-1. They include

options for district-to-school distribution via
coaxial cable or trucking of video cassettes; and
district interconnect via commercial coinsat, fiber

optics, or trucking of video cassettes.
The distribution of TV programs from districts to

schools via an average of four coaxial cables per

district, and program sharing between districts

using fiber-·optic cables with 150-TV-channel

capacity seems the most attractive of the ground
options. (Commercial comsats for the 150 TV

February 1979

F·18 MAJOR SYSTEM OPTIONS FOR EDUCATIONAL TV

DISTRIBUTION

EW INITIATIVE COMLAT

C.0,·W'£.R

COA'.5

lt-r-3 [SEMANO
DISTRIC! H.

2 -- 611(·-il.YAVE RELA·r 7 f 0-
G4*· ' '-s.

COAKIAI CABIE- / / CABLE-,
*Ell ¥ /

SCI

CASS[TTES ,---- VIDEO CASSITTES

channels proved more expensive, as did trucking of
video cassettes. In addition, cassettes do not allow

real-!ime broadcasts or program sharing.) All

switching would be done at the district terminals by
a narrowband order wire, thus avoiding optical
switching. By design, both ground and space

alternatives would have equal performance.

What.would the user pay in terms of total system

cost per school per year, cost per classroom hour,
or cost per pupil hour? These costs were computed
assuming 6 hr a day for instructional programming,
five days a week, for nine months out of [he year,

with 30 pupils per class and half Ihe classrooms
outfitted (or about ]0 rooms per school) in each of
the 65,000 schools in the U.S.

T-4 gives the resulling cost comparison. The
space approach proves i he least expensive by any

one of the three measures. To provide a frame of

reference for the order of magnitude of the costs,

both are compared against the average cost for an

T-4 USER COST COMPARISON FOR EDUCATIONAL TV

Cost para Cost per Cost per
school per chissroon, ptipil· Total b

year, hour, hour, 20·yrcosts,

System dollars dollars cents S billions

Space initiative 4,200 0.36 1.2 2.73

Groundalternative 20,800 1.78 5.9 13.53

Teachers =116,000 = 10.00 =33.3 =75.4

aAverageof: 10(lassfooins perschool equipped for ETV: 6 hr/day,
5 days/week, 9 mo/yr, 30 pupils/classroom.
10 yr RDT&E: 10 yr operations and maintenance; all user
equipment.

T-5 OVERALL COST COMPARISON

Personal

Electronic Educational and emewency
Alternative mail TV communications

Space 2.6¢/letter 5.36/class hr 0.5¢/minute
Ground 9.9-25.3 ¢/letter $1.78#class hr 5.4e/minute

Current 15¢/lelter -5,10/class hr 36¢/minute

services (stamps) (teachers) (telephones)
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average teacher, which is probably in the order of
$10 per hour without administrative burden. For
the 10 classrooms having simultaneous instruction,
the equivalent cost of teachers per school per year
would be at least $ 116,000 as compared to $4200 for
the space and $20,000 for the ground alternative.

T-4 also lists total costs of the space and ground
systems over a 20-yr period. As before, these in-
clude all RDT&E and investments in satellite, user
equipment, and TV monitors, and 10 years of
operations and maintenance with a maintenance
flight every two years. The space alternative is the
leav expensive, costing $2.7 billion compared to
$13.5 billion for the ground alternative, and a
whopping $75.4 billion for equivalent teachers.

None of the costs in T-4 covers preparing and
updating a video tape library, in which most of the
educational TV material would be vested. The pro-
g Tamming figures assume that producing an aver-
age educational TV hour will cost about $]0,000. It
was also assumed that an initial library of tapes will
be prepared that will be good for ten years and be
extensive enough to allow a different program for
every hour of a 6-hr day, 5 days per week, 9 months
per year, for each of the 10 classrooms in a school,
with 1000 school districts in the U.S. sharing each
program. Furthermore, it was assumed that all
schools iii any given district would share programs
that would permit 16 different courses to run
simultaneously in the U.S. every hour of the day in
a 9-month year for ]0 years. Such an intital library
would therefore cost S] .86 billion-or a one-time
cost o f only S28,600 per school.

While these costs indicate that TV education via

space costs much less than by ground transmissions
they do not necessarily imply a preference for TV
over live teachers. In fact, since the space TV
concept would cost a school less than 5% of a
teacher's salary the teachers could use TV ex-
tensively as an aid at little addilional expense.

Conclusions: Space systems could provide major
improvements and wholly new communications
services at much lower costs to the user (see the
summary in T-5) than either terrestrial alternatives
or current services. This is the direct result of
making satellites deliberately ]arge and complex in
order to make the user terminals small and cheap. It
is also the result of tackling big jobs which can take
advantage of small, inexpensive terminals.

In an inflating economy it is important to
compare the options using inflated dollars and
present-value discounted dollars. Both comparisons
show the space approaches way ahead of either
terrestrial alternatives or current services.

This study could only address three out of several
36

dozen concepts for satellite services, many o f which
could be as attractive as the three selected, or even
more so. Further studies should exarnine these and
other system concerns in at least equivalent depth.

A corporation or consortium should be able to
turn the space Mystems described in this article to
handsome profit. Thus, funding and development
by the private sector might be expected. The roles of
governinent and private sector in funding the
demon.tration of the needed technology needs to be
addressed.

With properly funded programs, these systems
could be operating iii less than a decade. Thus, it is
extremely important to examine social and in-
stitutional questions, which will undoubtedly be
raised before the systems can be approved
-questions concerning job dislocation and
retraining of people displaced by the introduction
of the new services, how to start services sO that
they become extensions, rather than replacements,
of current work and thereby avoid great opposition;
the roles of government and industry in the needed
R&D: the roles of various agencies in R&D and
regulation. Indeed, we need to set long-range goals
for our society so that proper priority can be given
such programs.

None of the designs, costs, characteristics,
performance, or any other attributes of the three
system concepts in this study should be considered
final or optimum in any sense of the vord. They
represent preliminary design concepts that seem
reasonable; but they have not benefitted from deep
tradeoff analyses. Doubtless, many other con-
figurations are possible, and sonie might be con-
siderably better in a number of attributes than the
configurations discussed here.

Furthermore, the requirements given in T-1 were
self-imposed after some discussion with the using
comrnunity, but without opportunity for much
feedback. Quite possibly the best requirements have
not been chosen for tile first development item, or
the likely time period in which it is to operate.
Follow-on studies should examine such questions.

Above all, it is hoped that the communities and
agencies that would be involved with such satellite
services will benefit from this work, and cause the
relevant social and institutional questions to be
aired thoroughly in public forums.
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I Telecommunications .

How to write your comrade electronically
By Mark D.IBerniker
Journ,1 of Comme'

Electronic mail is lifting superpower
relations to a new level.

In the spirit of improved U.S.-Soviet
relations. a California firm has estab-
liched a dedicated electronic mail link
that is enlarging information exchange
between Americans and Soviets.

San Francisco/Moscow Teleport Inc.
has created an electronic mail system
with the Institute for Automated Systems
of the Soviet Union.

This paves the way for electronic com-
rhunication between business people, sci-
entists, educators, journalists and others
on a daily basis.

The electronic mail system will "in·-
prove tile communication between repre-
sentatives of different joint ventures and
non-governmental organizations," Oleg
Smirnov, director of the Institute of Ap-
plied Automatic Systems, said in the

3 -21 Steve Kaufman

. ....is on uacation.

A San Francisco firm has set up a dedicated electronic mail link that is
enlarging the exchange of information between Americans and Soviets.
Users have access to information previously unavailable in the West.

newspaper Sovietskaya Rossia.
Electronic mail uses electronic signals

among interconnected computers in
place of paper correspondence.

The system operates off any personal
computer with a modem.

That is a device that allows computers
to send digital, computer-comprehensible
information over conventional, voice-on-
ented telephone lines.

U.S. commercial users of the service
are charged a flat fee of $200 a month
and 25 cents for each minute they are on
line with the Soviet Union.

The connect-time charge from the So-
viet Union to the United States is 42 cents
a minute and 74 cents for each thousand
characters.

The monthly service fee for messages
being sent out of the Soviet Union is 10
rubles-about $16 -to be paid inhard
currency to the Institute for Automated
Systems.

Joel Schatz, president of San Francis-
co/Moscow Teleport, said users of the
electronic mail system will have access

to Soviet data bases with extensive infor-
mation previously unavailable in the
West.

In virtually all cases, electronic mail
service is far less expensive than telex
transmissions. Most of the time it also is

less expensive than facsimile transmis-
sion.

Any two computers equipped with a
modem and appropriate software can
send and receive copy in both Roman and
Cyrillic alphabets.

Last year, the Soviet Union began a
program targeted at implementing elee-
tronic data interchange. EDI is comput-
erized communication using strictly stan-
dardized digital versions of common busi-
ness documents.

The Soviet EDI project is called Edi-
not Reportedly, 70 computer program-
mers have been assigned to the effort.
EDI messages can be transmitted over a
network such as Teleport's.

Computers are more sensitive to bad
phone lines than are people. Many users

say the Soviet phone system is not condu-
cive to computer transmission.

They say facsimile transmission, which
operates at relatively high speed, is often
difficult to achieve. Even Telex connec-
tions, which are relatively slow, are fre-
quently difficult to get

Phone service from the Soviet Union

can also be expensive. A connection from
Moscow to America can run $10 a min-
ute.

To avoid difficulties that have crippled
past data transmission services, Teleport
is using special error-correcting modems,
Schatz said.

nj:4/5,122 9*:Mier'#Qe:,564/941/
poor phone connections occur

All users have to do is dial their local

telecommunications company and con-
nect directly with IDB Communications
Group Inc. of Lks Angeles at its Staten
Island, N.Y., facility.

There the signals are picked up and
sent by Globeret Inc. of Alexandria, Va.,

to San Francisco/Moscow Teleport's
electronic mail system through fiber op-
tic lines.

Once they are connected with the main
station in San Francisco, users then type
in identification codes and passwords,

Electronic mail users are given digital
mail boxes when they sign up for the
service. When they sign on, they can
check their electronic mail just as a
homeowner would pull letters out of a
mailbox.

Response is simple, even when the re-
cipient is in Siberia.

Loading messages from user eomput-
ers into their electronic mailboxes to be
sent takes only a matter of seconds Mes-
sages are then dumped into the recipi-
ent's electronic mail box.

The agreement between San Francis-
co/Moscow Teleport and the Institute for
Automated Systems is for five J·ears.

Participants on the American side in-
clude Combustion Engineering Inc. of
Stamford, Conn.; Ben & Jerry's Ice
Cream Co. of Waterbury, Vt., McGraw-
Hill Inc. of New York; and Addison Wes-
ley Inc. of Reading, Mass.

A direct link has already been estab·
lished between the fusion scientists at the
Stanford Linear Accelerator Center and
the Institute for Nuclear Physics in Novo-
sibirsk.

1
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1. OVERVIEW

This document specifies the Transmission Control Protocol (TCP), a reliable
connection-oriented transport protocol for use in packet-switched communica-
tion networks and interconnected sets of such networks. The document is

organized into seven sections plus a bibliography and a glossary of terms.
This, the first section, establishes TCP's role in the DoD protocol architec-
ture and introduces TCP's major services and mechanisms. The second and third
sections more formally specify the services TCP offers to upper layer proto-
cols and the interface through which those services are accessed. Similarly,
the next two sections specify the services required of the lower layer proto-
col and the lower interface. The sixth section specifies the mechanisms sup-
porting the TCP services. The seventh section outlines the functionality
required of the execution environment for successful TCP operation. The

reader is assumed to be familiar with the DoD protocol architecture which
defines a layered model of network communications systems[1].

This document incorporates the organization and specification techniques
presented in the Protocol Specification Guidelines[2]. One goal of the guide-
lines is to avoid assuming a particular system configuration. As a practical

matter, the distribution of protocol layers to specific hardware configura-
tions will vary. For example, many computer systems are connected to networks
via front-end computers which house TCP and lower layer protocol software.
Although appearing to focus on TCP implementations which are co-resident with
the upper and lower layer protocols, this specification can apply to any con-
figuration given appropriate intra-layer protocols to bridge hardware boun-
daries.

TCP is designed to provide communication between pairs of processes in logi-
cally distinct hosts on networks and sets of interconnected networks. Thus,

TCP serves as the basis for Doj-wide inter-process communication in communica-
tion systems. TCP will operate successfully in an environment where the loss,
damage, duplication, or misordering of data, and network congestion can occur.
This robustness in spite of unreliable communications media makes TCP well
suited to support military, governmental, and commercial applications.

TCP appears in the DoD protocol hierarchy at the transport layer. Here, TCP

provides connection-oriented data transfer that is reliable, ordered, full-
duplex, and flow controlled. TCP is designed to support a wide range of upper
layer protocols (ULPs) including those in the session layer, the presentation
layer, and the application layer. The ULPs can channel continuous streams of

data through TCP for delivery to peer ULPs. TCP breaks the streams into por-
tions which are encapsulated together with appropriate addressing and control
information to form a segment. A segment is the unit of exchange between peer
TCPs. In turn, TCP passes the segments to the network layer for transmission
through the network to the peer TCP.
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1. Example Host Protocol Hierarchy

The network layer provides for data transfer between hosts in a communication
system. Such systems may range from a single network to interconnected sets
of networks forming an internetwork. The minimum required data transfer ser-
vice is limited; data may be lost, duplicated, misordered, or damaged in tran-
sit. As part the transfer service though, the network layer must provide glo-
bal addressing, handle routing, and hide network-specific characteristics. As
a result, upper layer protocols using the network layer may operate above a
wide spectrum of subnetwork systems ranging from hard-wire connections to
packet-switched or circuit-switched subnets. Additional services the network

layer may provide include selectable levels of transmission quality such as
precedence, reliability, transmission mode, and speed. The network layer also

allows data labelling, needed in secure environments, to associate security
and compartmentation information with data.

TCP is specifically designed to operate above the Internet Protocol (IP) which
supports the interconnection of networks[3]. IP's internet datagram service
and virtual network service provide the functionality described above. Origi-
nally, TCP and IP were developed as a single protocol providing resource shar-
ing across different packet networks[4]. The need for other transport proto-
cols to use IP's services led to their specification as two distinct proto-
cols[3,51·

TCP builds its services on top of the network layer's potentially unreliable
ones with mechanisms such as error detection, positive acknowledgments,
sequence numbers, and flow control. These mechanism require certain address-
ing and control information to be initialized and maintained during data
transfer. This collection of information is called a TCP connection. The

following paragraphs describe the purpose and operation of the major TCP
mechanisms.
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TCP uses a positive acknowledgement with retransmissjon (PAR) mechanism to
recover from the loss of a segment by the lower layers. The basic strategy

with PAR is for a sending TCP to retransmit a segment at timed intervals until
a positive acknowledgement is returned. The choice of retransmissi.on timeouts

impacts efficiency. Too long a timeout reduces data throughput while too
short a timeout floods the transmission media with superfluous data. In TCP,

the timeout is dynamically adjusted to approximate the segment round-trip time
plus a fudge factor for internal processing.

TCP uses a simple checksum to detect segments damaged in transit. Such seg-

ments are discarded without being acknowledged. Hence, damaged segments are

treated identically to lost segments and are compensated for by the PAR
mechanism.

TCP assigns sequence numbers to identify each octet (an eight bit byte) of the
data stream. These enable a receiving TCP to detect duplicate and out-of-
order segments. Sequence numbers are also used to extend the PAR mechanism by
allowing a single acknowledgment to cover many segments worth of data. Thus,
a sending TCP can still send new data although previous data has not been ack-
nowledged.

TCP's flow control mechanism enables a receiving TCP to govern the amount of
data dispatched by a sending TCP. The mechanism is based on a "window" which

defines a contiguous interval of acceptable sequence numbered data. As data

is accepted, the window slides upward in the sequence number space. The flow
control window is carried in every segment to enable peer TCPs maintain
current window status.

TCP employs a multiplexing mechanism to allow many ULPs within a single host
to use TCP simultaneously. This mechanism associates identifiers, called

ports, to ULPs accessing TCP sarvices to A ULP is uniquely identified with a
socket, the concatenation of a port and an internet address. Each pommunicat-
ing ULP-pair, or connection, is uniquely named with a socket pair. This nam-

ing scheme allows a single ULP to support connections to multiple remote ULPs.
ULPs which provide popular resources are assigned permanent sockets, called
well-known sockets. Some well-known sockets currently used in DoD networks

are published in in [6] and [7].

When two ULPs wish to communicate, they instruct their TCP's to initialize and
synchronize the mechanism information on each side to open the connection.
However, the potentially unreliable network layer can complicate the process
of synchronization. Delayed or duplicate segments from previous connection
attempts might be mistaken for new ones. A handshake procedure with clock

based sequence numbers is used in connection opening to reduce the possibility
of such false connections. In the simplest handshake, the TCP pair synchron-
izes sequence numbers by exchanging three segments, thus the name three-way
handshake. The scenario following the overview depicts this exchange. The

procedure will be discussed more fully in the mechanism section. A comprehen-

sive study of connection establishment and related connection management
issues can be found in [6].
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A ULP can open a connection in one of two modes, passive or active. Wi th a

passive open, a ULP instructs its TCP to be "recepti.ve" to connections with
other ULPs. With an active open a ULP instructs its TCP to actively initiate
a three-way handshake to connect to another ULP. Usually, an active open is

targeted to a passive open. This active/passive model supports server-
oriented applications where a permanent resource, such as a data-base manage-
ment process, can always be accessed by remote users. However, the three-way

handshake also coordinates two simultaneous active opens to establish a con-
nection.

Over an open connection, the ULP-pair can exchange a continuous stream of data
in both directions. Normally, TCP transparently groups the data into TCP seg-
ments for transmission at its own convenience. However, a ULP can exercise an

"end-of-letter" (also called EOL) mechanism to force TCP to package and send
data passed up to that point without waiting for additional data. This

mechanism is intended to prevent possible deadlock situations where a ULP
waits for data internally buffered by TCP. For example, an interactive editor
might wait forever for a single input line from a terminal. An EOL pushes

data through the TCPs to the awaiting process. TCP also provides a means for

a sending ULP to signal a receiving ULP that "urgent" data appears in the
upcoming data stream. This signalling mechanism is intended for use as an
interrupt or break.

When data exchange is complete the connection can be closed by either ULP to
free TCP resources for other connections. Connection closing can happen in

two ways. The first, called a graceful close, is based on the three-way
handshake procedure to complete data exchange and coordinate closure between
the TCPs. The second, called an abort, does not allow coordination and may
result in loss of unacknowledged data.

1.1 Scenario

The following scenario provides a walk-through of a connection opening, data
exchange, and a connection closing as might occur between the data base
management process and user mentioned above. The scenario glosses over many

details to focus on the three-way handshake mechanism in connection opening
and closing, and the positive acknowledgement with retransmission mechanism
supporting reliable data transfer. Although not pictured, the network layer
transfers the information between the TCPs. For the purposes of this scenario,
the network layer is assumed not to damage, lose, duplicate, or re-order data
unless explicitly noted.

The scenario is organized into three parts:

a. A simple connection opening in steps 1-7.

b. Two-way data transfer in steps 8-18.

c. A graceful connection close in steps 19-27.

The following notation is used in the diagrams:
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< < < SEQ# 200 <<< depicts information exchange

> > > ACK# 201 >>> between peer TCPs

A

: depicts information passing
SEND DATA : across the interface between

: DELIVER DATA a ULP and its TCP

V

| ULPA 1  ULP B

2.ACTIVE OPEN 1.PASSIVE OPEN

TO B :

-V---- ----V-

|> >>>3.SYN SEQ#200> >>>>>
TCP A | 1 TCP B

1. ULP B (the DB manager) issues a PASSIVE OPEN to TCP B to prepare for con-
nection attempts from other ULPs in the internetwork.

2. ULP A (the user) issues an ACTIVE OPEN to open a connection to ULP B.

3. TCP A sends a segment to TCP B with an OPEN control flag, called a SYN,
carrying the first sequence number (shown as SEQ#200) it will use on its
half, the "A" half, of the full-duplex connection.

| ULPA 1 | ULP B 1

6.CONNECTION OPEN 7.CONNECTION OPEN

TO B TO A

< < < <4.ACK#201;SYN SEQ#550< < < <|
TCP A 1 ; TCP B

|> >>>>>5.ACK#551>>>>>>>>6

4. TCP B responds to the SYN by sending a positive acknowledgement, or ACK,
marked with TCP A's next sequence number. In the same segment, TCP B

sends its own SYN with the first sequence number for the .B" half of the

full-duplex connection (SEQ#550).

5. TCP A responds to TCP B's SYN with an ACK showing the next sequence
number expected from B.
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6. TCP A now informs ULP A that a connection js open to ULP B.

7. Upon receiving the ACK, TCP B may inform ULP B that a connection has been
opened to ULP A.

---------

1 ULPA | 1 ULP B J

8.SEND DATA 10.DELIVER DATA

-V-

1> >>> >9.DATA SEQ#201 >>>>>>J
TCP A 9 1 TCP B

t< <<< 11. ACK SEQ#221 <<<<<<j

8. ULP A passes 20 octets of data to TCP A for transfer across the open
connection to ULP B.

9. TCP A packages the data in a segment marked with current
number.

sequence

10. After validating the sequence number, TCP B accepts the data and delivers
it to ULP B.

11. TCP B sends an ACK of the accepted data marked with the sequence number
of the next data octet expected.

| ULPA | | ULP B 

14·DELIVER DATA 12.SEND DATA

1< <<< 13.DATA SEQ#551 <<<<<<|

1> >>> 15. ACK #726
TCP A 1 1 TCP B

< <<< 16.DATA SEQ#551 <<<<<<|

|> >>>17.ACK#726>>>>>>>>1

12. ULP B passes 125 octets of data to TCP B for transfer to ULP A.

13· TCP B packages the data in a segment marked with the "B" sequence number.

14· TCP A accepts the segment and delivers the data to ULP A.

j
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15· TCP A returns an ACK of the received data marked with the sequence number

of the next expected data octet. However, the segment is lost by the
network and never arrives at TCP B.

16. TCP B times out while waiting for the ACK and retransmits the segment.
TCP A receives the retransmitted segment, but discards it because the
data from the original segment has already been accepted. However, TCP A
re-sends the ACK.

17· TCP B gets the second ACK.

| ULPAt 1 ULP B
A

18.CLOSE CONNECTION 20.ULP A CLOSING

TO B :

-V-

>>>> 19. FIN SEQ#221 >>>>>>
TCP A I 1 TCP B

|< <<<11. ACK#222<<<<<<<<I

18. ULP A closes its half of the connection by issuing a CLOSE to TCP A.

19. TCP A sends a segment marked with a CLOSE control flag, called a FIN, to
inform TCP B that ULP A will send no more data.

20. TCP B gets the FIN and informs ULP B that ULP A is closing.

21. TCP B returns an ACK of the FIN.

| ULP A | ULP B

25·CONNECTION 22.CLOSE CONNECTION

CLOSED TO A

----V-

<<<< 23. FIN SEQ#576 <<<<<<1
TCP A | 1 TCP B

> >>>24. ACK#577>>>>>>>>

22. ULP B completes its data transfer and closes its half of the connection.

23- TCP B sends a FIN to TCP A to show ULP B's closing.

24· TCP A gets the FIN and responds with a ACK to TCP B.
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25· TCP A informs ULP A that the connection is closed.

26. (Not pictured) TCP B receives the FIN ACK from TCP A and informs ULP B
that the connection is closed.
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2. UPPER LEVEL SERVICE DESCRIPTION

This section describes the services offered by the Transmission Control Proto-
col to upper layer protocols (ULPs). The goals of this section are to provide
the motivation for protocol mechanisms and to provide ULPs with a definition
of the functions provided by this protocol.

The services provided by TCP can be organized as follows:

o multi-user support service

o connection management services

o data transport service

o error reporting service

A description of each service follows.

2.1 Multi-user Support Service

TCP shall provide services to multiple pairs of upper layer protocols within
the internetwork environment. A ULP using TCP services shall be identified
with a "port". A port, when concatenated with an internet address, forms a
socket which uniquely names a ULP throughout the internet. TCP shall use the
pair of sockets corresponding to a ULP-pair to differentiate between multiple
users.

2.2 Connection Management Service

TCP shall provide data transfer capabilities, called connections, between
pairs of upper layer protocols. A connection provides a private communication
channel between two ULPs. Characteristics of data transfer are specified in
the data transfer service description. Connection management can be broken

into three phases: connection establishment, connection maintenance, and con-
nection termination.

2.2.1 Connection Establishment

TCP shall provide a means to open connections between ULP-pairs. Connections

are endowed with certain properties that apply for the lifetime of the connec-
tion. These properties, including security and precedence levels, are speci-
fied by the ULPs at connection opening. Connections can be opened in one of

two modes: active or passive.

TCP shall provide a means for a ULP to actively initiate a connection to
another ULP uniquely named with a socket. TCP shall establish a connection to

the named ULP if:

1. no connection between the two named ULPs already exists,

7

.
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2. internal TCP resources are sufficient,

3. the other ULP exjsts, and has

a. simultaneously executed a matching active open to this ULP,

b. or, previously executed a matching passive open.

TCP shall provide a means for a ULP to listen for and respond to active opens
from correspondent ULPs. Correspondent ULPs are named in one of two ways:

1. fully specified : A ULP is uniquely named by a socket. A connection is

established when a matching active open is executed (as described above)
by the named ULP.

2. unspecified : No socket is provided. A connection is established with

any ULP executing an matching active open naming this ULP.

2.2.2 Connection Maintenance

TCP shall maintain established connections supporting the data transfer ser-
vice described in Section 2.3. And, TCP shall provide a means for a ULP to
acquire current connection status with regard to connection name, data
transfer progress, and connection qualities.

2.2.3 Connection Termination

TCP shall provide a means to terminate established connections and nullify
connection attempts. Established connections can be terminated in two ways:

1. Graceful Close : Both ULPs close their side of the duplex connection,
ej ther simultaneously or sequentially, when data transfer is complete.
TCP shall coordinate connection termination and prevent loss of data in
transit as promised by the data transfer service.

2. Abort : One ULP independently forces closure of the connection. TCP

shall not coordinate connection termination. Any data in transit may be

lost.

TCP shall allow a ULP to nullify either passive and active opens any time
before connection opening completes.

2.3 Data Transport Service

TCP shall provide data transport over established connections between ULP-
pairs. The data transport j.s full-duplex, error-free, guaranteed, ordered,
labelled with security and precedence levels, and flow controlled. A more

detailed description of each of the data transport characteristics follows.

- full-duplex : TCP shall support simultaneous bi-directional data flow
between the correspondent ULPs.
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- error free : TCP shall deliver data that is free of errors within the

probabilities supported by a simple checksum.

- guaranteed : TCP shall promise data delivery within a ULP specified time
limit barring host, network, or internetwork failure. When system condi-

tions prevent timely delivery, TCP shall notify the ULP-pair of service
failure and subsequently terminate the connection.

- ordered : TCP shall deliver data to a destination ULP in the same

sequence as it was provided by the source ULP.

- labelled : TCP shall associate with each connection with the security and
precedence levels supplied by the ULPs during connection establishment.
When this information is not provided by the ULP-pair, TCP shall assume
default levels. TCP shall establish a connection between a ULP-pair only
if the security/compartment information exactly matches. If the pre-

cedence levels do not match, the higher precedence level is associated
with the connection.

- flow controlled : TCP shall regulate the flow of data across the connec-

tion to prevent internal TCP congestion leading to service degradation
and failure.

TCP shall provide two capabilities to ULPs concerning data transfer over an
established connection: data stream partitioning and urgent data signalling.

- data stream partitioning : TCP shall allow a sending ULP to mark places
 in the data stream as "end-of-letter". These markings s ignify that the
data should be delivered to the correspondent ULP without delay. TCP

shall transmit data preceding and including the end-of-letter mark to the
receiving TCP without wa£ting for additional data. The receiving TCP

shall deliver the data to the receiving ULP in the same manner.

- urgent data signalling : TCP shall provide a means for a sending ULP to
inform a receiving ULP of the presence and location of significant data
in the upcoming data stream.

2.4 Error Reporting Service

TCP shall report service failure stemming from catastrophic conditions in the
internetwork environment for which TCP cannot compensate. Such catastrophic

conditions include host failure, internetwork partitioning, subnetwork

failure, and internetwork failure.

3. UPPER LAYER SERVICE/INTERFACE SPECIFICATION

Although omitted from this draft, this section is intended to specify the TCP

services provided to upper layer protocols and the interface through which
these services are accessed. The first part will define the interaction prim-
itives and their interface parameters. The second part will contain the
abstract machine specification of the services offered to the upper layer.
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4. DESCRIPTION OF LOWER LAYER SERVICE REQUIREMENTS

This section describes the minimum set of services required of the network
layer protocol by TCP.
The services required are:

o data transfer service

o virtual network service

o error reporting service

A description of each service follows.

4.1 Data Transfer Service

The network layer protocol must provide data transfer between TCP modules in a
communication system. Such a system may consist of a single network or a set
of interconnected networks forming an internet. Data must arrive at a desti-

nation with non-zero probability; some data loss may occur. The data transfer
service is not required to preserve the order in which portions of data are
supplied by the source upon delivery at the destination. Data delivered is

not necessarily error-free.

The network layer protocol must provide transparent data transfer throughout
the system. TCP need only supply global addressing and control information
with each portion of data to be delivered. Routing and network specific

characteristics are handled by the network layer protocol. For example, TCP

need not be aware of current topology or packet size restrictions to transmit
segments through a network.

4.2 Virtual Network Service

The network layer protocol must provide a means for TCP to select from the
transmission service qualities provided by the communication system for each
portion of data delivered. The transmission quality parameters must include
precedence. Also, the network layer protocol must provide a means of label-
ling each portion of data with security level and compartmentation informa-
tion.

4.3 Error Reporting Service

The network layer protocol must provide error reports to TCP indicating
discontinuation of the above services caused by catastrophic conditions in
this or lower layer protocols.
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5. LOWER LAYER SERVICE/INTERFACE SPECIFICATION

Although omitted from this draft, this section is intended to specify the
minimal network layer services required by TCP and the interface through which
those services are accessed. The first part of this section will define the
interaction pri.mitives and their parameters for the lower interface. The

second part will contain the abstract machine specification of the lower layer
services and interaction discipline.

6. MECHANISM SPECIFICATION

Although omitted from this draft, this section is intended to define the
mechanisms supporting the services offered by TCP. The first subsection will
motivate the specific mechanisms chosen and discuss the underlying philosophy
of those choices. The second subsection will define the format and use of the

TCP header fields. The last subsection will specify the local protocol opera-
tion with an extended state machine model.

7. EXECUTION ENVIRONMENT REQUIREMENTS

Although omitted from this draft, this section is intended to describe the
services required from the execution environment for the proper implementation
and operation of TCP.
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8. GLOSSARY

Acknowledgement Number
A 32-bit field of the TCP header containing the next sequence number expected
by the sender of the segment.

ACK

Acknowledgement flag: a control bi t in the TCP header indicating that the ack-
nowledgement number field is significant for this segment.

Checksum

A 16-bit field o f the TCP header carrying the one' s complement based checksum
of both the header and data in the segment.

datagram
A self-contained package of data carrying enough information to be routed from
source to destination without reliance on earlier exchanges between source or
destination and the transporting network.

datagram service
A datagram, defined above, delivered in such a way that the receiver can
determine the boundaries of the datagram as it was entered by the source. A
datagram is delivered with high probability to the desired destination, but it
may possibly be lost. The sequence in which datagrams are entered into the
network by a source is not necessarily preserved upon delivery at the destina-
tion.

Data Offset

1-TCP header field containing the number of 32-bit words in the TCP header.

Destination Port

The TCP header-field containing a 2-octet value identifying the destination of
a segment's data.

EOL

A control bit of the TCP header indicating that a segment contains a data
boundary.

FIN

A control bit of the TCP header indicating that no more data will be sent by
the sender.

gateway

A device, or pair of devices, which interconnect two or more data networks
enabling the passage of data from one network to another. In this architec-

ture, a gateway contains at least an IP module and a subnetwork protocol(SNP)
for each connected network.

header

Collection of control information transmitted with data between peer entities.

host

-
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A computer, particularly a source or destination of messages from the point of
view of the communication network.

IMP

Inte rface Message Processor: the packet switch of the ARPANET.

internetwork

A set of interconnected subnetworks.

internet address

A four octet (32 bit) source or destination address composed of a Network
field and a Local Address field.

internet datagram

The package exchanged between a pair of IP modules. It is made up of an
internet header and a data portion.

local address

The address of a host within a network. The actual mapping of an internet

local address onto the host addresses is quite general, allowing for many to

one mappings.

local network

The network directly attached to host or gateway-

module

An implementation, usually in software, of a protocol or other procedure.

octet

An eight bit byte.

Options

The optional set of fields at the end of the TCP header used to carry buffer
size information.

packet

The unit of data transmitted by a packet-switched network. A packet usually
contains nested control information and data from the higher layer protocols
using the network.

packet network

A network based on packet-switching technology. Messages are split into small
units (packets) to be routed independently on a store and forward basis. This
packetizing pipelines packet transmission to effectively use circuit

bandwidth.

Padding
A header field inserted after option fields to ensure that the data portion
begins on a 32-bit word boundary. The padding field value is zero.

protocol

A discipline between peer components for the exchange of data.
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Precedence

One of the service quality parameters in the Internet Protocol's type of ser-
vj.ce mechanism. Precedence is a measure of datagram importance. This parame-

ter can be set to routine, priority, immediate, flash, or flash override.

reliability
A quality of data transmission defined as guaranteed, ordered delivery.

Reserved

A 6-bit field of the TCP header that is not currently used but must be zero.

RST

A-control bit of the TCP header indicating that the connection associated with
this segment is to be reset.

segment
The unit of data exchanged by TCP modules. This term may also be used to
describe the unit of exchange between any transport protocol modules.

Sequence Number
A 32-bit field of the TCP header containing the sequence number of the first
byte of data carried in the segment.

Source Port

The TCP header field containing a 2-octet value identifying the source of a
segment's data.

stream delivery service
The special handling required for a class of volatile periodic traffic typi-
fied by voice. The class requires the maximum acceptable delay to be only
slightly larger than the minimum propagation time, or requires the allowable
variance in packet interarrival time to be small.

TCP segment
The unit of data exchanged between TCP modules (including the TCP header).

ULP

Upper Level Protocol: any protocol above TCP in the layered protocol hierarchy
that uses TCP. This term includes presentation layer protocols, session layer
protocols, and user applications.

Urgent Pointer
A TCP header field containing aa positive offset to the sequence number of
the segment indicating the position of urgent data in the connection's data
stream. This field is valid only when the URG flag is on.

URG

A control bit of the TCP header indicating that the urgent field contains a
valid pointer to urgent information in the connection's data stream.

user

generic term identifying a process or person employing the Transmission
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Control Protocol. This term may describe a session layer protocol, a presenta-
tion layer protocol, or an application program.

Window

A 2-octet field of the TCP header indicating the number of data octets (rela-
tive to the acknowledgement number in the header) that the segment sender is
currently willing to accept.

7
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FTP AND NETWORK MAIL SYSTEM

This paper describes my understanding of tne results of the

Network Mail System meeting SPI-ARC on February 23, 1973, and tae
implications for FTP (File Transfer Protocol). There was general

agreement at the meeting that network mail function should be within
FTP.

FTP currently provides two commands for handling mail. The LAIL
command allows a user to send Mall via the TELNET conection (the server
collects the mail ang determines its erd by searchinE for Lhe cnaracter
sequence "CELF.CRLF"). The MLFL (mail file) command allows a user to
send mlil via the data ·connection (requires a user-FTP to hancile tne
Command but transfer is more efficient as server need not searcn for J
special character sequene). These connanas are belng Osed to provide
network mailing facilities. Local mail ana SNDMSG programs nave Deen
modlfied at many sites to incluae network mailing (e.g, USER.EMOST at
BBN-TENEX ana MAIL host user at MIT-DMCG).

The network nail system should provide a facility whereby users can
conveniently sena messdees to other network users who nave "mallooxes 4
at one or more hosts. It is not required that the messages or mail oe
delivered in real-time. Tne network mail system is not an interactive
inter-console communication facility, but it may be possible for 607.2
Sites to deliver "urgent" Mail Lo users in real-time (e.g., Print mall
at user console if user is currently logged-in). The mail sYstein also
does not provide a general inter-process comMunication facility, tneugh
it may be possible to deliver messages to programs whicn have r.ail:ex
addresses. Inter-process and inter-entity communlcation facilities Gre
very desirable but are beyond the scope of the network mail system.

The concepts of "mailbox" and "mailbox addresses" are central to
this discussion of network mail system. A mailbox is a place Where the
the mail is stored before a user Dicks it up. It may be a file ln tile
userls directory or it may be a bin for hare.-copy. The mailbox

address is the address required by tne sender in order to bend tne Mail
to its destination mailbox. For users who have an "on-line" networx
mailbox, the mailbox address contains the Host address and the user's
mailbox identification at that Host. The mailbox iaentification is
that which is requireu by an FTP-server in order that it may puL the
mail in the desired nallbox. The terms mailbox address and aduress
Will be used to refer to the on-line network mallocx aadress.

NETWORK MAIL SYSTEM FUNCTIONS

1



The network mail system should provide Lhe following
six functions:

1. CREATING: This refers to the manner in which the user creates or
composes his message. The FTP servers do not explicitly proviae any
message euiting capability (server's eaiting conventions may be
applicable in the case of MAIL command). Editing conventions sue A

as tnose for character delete and line cancel vary wiaely over tne
network. The user is nost familiar with his local Host conventions
and these should be usea for network Mail ealting. ine user also nas

access to local editing systems which can be used for conposing nessage
files. The message file may then ce transmitted via the MAIL or AL+L
commanas (MLYL being freferable). Tne present ETP approach of assurline
the creation of messages to be senaerls responsibility seems adequa.e.
TIP Users if they desire editing facilities should use intermeulate
Hosts for creatine and sending messages.

2. LOCATING: How senier determines receivers aacress. FTP a3Sures

that the sender knows the receivers correct address. There is ke

Publisned or "on-line" lisL of mailbox addresses. There is, however,

a list of netwcrk participants maintained (on-line) and Dublished uj
the Network Information Center (NIC) at SkI-ARC. The networK users

have been assigned a unique "NIC Ident" and host site by the Nic.It was therefore specified in FTP that FTP-servers maintlin a taole
that maps NIC Idents to mail-box iaentifications. The WIC Wlll Idaltltaln

on-line and putlish the local Mailcox address infornation for networK
Participants. It would be possible iOr Users to look Up a publllnea
list, or querry the VIC on-line to locate destination addresses.
The WIC will also provide an on-line facility (similar to FTP) that can

be Used by programs for retrieving the address information. Ihis latter

approach of the WIC's maintaininz addresses has several advantages.
The User can obtain a number of addresses for a group, and use these
to transmit nail. The.FTP servers need not maintain NIC Ident Tarles,
and the NIC can provide a Zood facility for locating addresses iron
last names, NIC idents, or even sketchy information. It may still De

desirable tnat FTP servers accept NIC 1dents, last names, and other
Standard forms as mailbox identifiers.

3. SENDING: How message is sent to the destination mailbox. The

messages may be sent directly to tne destination mailbox (via TELNET'
or Data connections) or via an intermediate host such as the NIC.
FTP does not explicitly provide for mail forwarding by intermealate
Hosts but FTP servers may be aole to recognize aadresses as not oeing
local, and forward nall. In the event mail ls to be forwardea, a
desirable facility is to have the intermediate site return an
acknowledgment (by request) upon delivery of mail or if delivery falls
Within a snecified tine. The current FTP specifications recommenci
that FTP-servers accent multiple addresses but co not require this.

2



4. STORING: Where mail is stored before reading and if information
is available for later reference or retrieval. · Tne }TP does nat
reauire that sender store mail or keep duplicate copies. It 13

the receiver's responsibility to store the information for reading,
reference,f or retrieval. The receiver need not store the mail
as a aata file but can directly print it out on a user console or
line printer. FTP does not speclfy the procedures for storage nanaling
by intermediate sites. If intermediate site is used for forwaralne
the mail then it should be the responsibility of that site to store
mail until it is delivered to its final destination. If the mail

is undeliverable then the intermediate site should return the
undelivered information to the sen,ler. A similar situation arises
When sending of nail is deferred by the sending site (destination
host may be down). The sending site then acts as an intermediate
forwcirder insofar as the user is concerned.

5. RECORDING: Should the mail be catalogued and recorced for later
reference and retrieval. FTP currently aoes not provide an
explicit mechanism for the receiver to record nail. lf an

intermediate site (the NIC) is used for mail districution then
a function of such a site could be to record mall, if so request,ed.
NIC ls iaeal fcr recording mail, but other sites may also wish
to record mail. If the mail is recorded, then lt is not necessary
to send the entire contents of the mail. Insteaa only a citation
for the document can he sent and the receiver can retrieve tne
mail only if he wants to. This is particularly useful for larce
documents such as NWG/RFC which are distributed to a group. The

citation may contain author, title, retrieval pathname, and
pernaps an abstract.

6. READING: How the mail is finally presentea to and read by the
user. FTP currently assumes that mail reaaing is entirely tne
receiving site's function. However, there are ways in which tne
senaer can aid tne receiver in providing improved Mail reading
facilities. F-or example, tne receiving system, if it, Knows a
message to be Urgent can aeliver it immediately at a user console.
Long messages may be out in separate files with notification 111
user's regular Mail. Alternately, mail could De a citation tnat the
reading program can retrieve upon user reauest. Selective

hanaling of different classes of mail is important for an improved
network mail system.

MODELS FOR MAIL SYSTEM USE

The user of a mail system can use intermediate site for locating
addresses, recording and/or distriouting mail, and for creating
and readinK mail. We therefore have the following models for nail
system use:

3



1. The user connects directly to the destinaticn FTP server and senus
majll using the MAIL command. Local editing functions are limited to
character delete and line cancel (assuming User is in line-a-time
mode) and server conventions Play also apply. The user only needs a
User-TELNET program at his site but needs to know the destination
address. This model is specially applicable to flP and other mini-
Host users whe do not have a user-FTP or user-Mail programs.

2. The user composes tne mail using a local euitor (or mail system)
and then requests his user-FTP or mail program to send the mail
directly to the destination via the.FTP MAIL or MLFL commands. fne user

neeas to know the destination address. The mail can be deferrea by Lne
sending program if the aestination Host is cown. TIP users can use
this model by using tne facilities of a "home-base" Host.

3. The user uses an intermediate site such as NIC (other sites Mly
provide forwarding services too) for mail distribution. The user

need not know the destination addresses but can use NIC idents for
individuals and groups of individuals. The mail can be recorced on
request and its sending can be deferred (the destination Host may
be aown, or it may be more economical to defer nall). Tne messate Lo
be mailed may he created at the local site Using local editing
facilities, or it may be created directly at the intermediate
site.

11. The user may send a citation of the mail instead of the compiete
mail item. The citation refers to an existing document which
can be retrieved cn-line (sucn as the NIC nurilber of a NIC journal
communication).

MAILING TO TIP USERS
The TIP dces not currently Drovide an FTP server or mailbox

facilities. While it is possible to send mail to TIP terminals
(such as line printers) it seeks undesirable to do so because of
the Possibility of losing mail, the lack of privacy, and the
fact that user may he several (or several hunared) miles away
from the location of the TIP. The TIP users normally have a

"hone-oase" computer where they do their computing work most of
the time. The TIP user problem is best solved Dy requiring
that TIP users rent mailboxes at their "home-base" Host. Such

a Host can provide good mall reading and querry facilities. A
TIP user can request his "home" Host to send him notification
of mail on a TIP terminal. If RDML conmand (NWG/RPC 458)
is accepted in FTP, TIP users could use such a commana. More

important, if the user has a number of mailboxes on different
Hosts, the RDML (or RDMF) command can be used to read his mail
at all the sites where he has mailboxes.

4



ACCESS CONTROL IN MAIL SYSTEMIt has teen suggesteu that i·TP specification should require
that mail f.uncticn (for receiving mail) should De "free", i.e.,FTP servers should not require the user to "login" (sena the USLR, PAS
and ACCT commands). in the absence of the access control commanas
the FTP server should charge the cast of receiving mall to an
Overhead or brawsing account. It should be noted that this "free"
mail function Using default "USER" account I,lay not allow non
mail-related commands without reinitiallzing. This requirement hill

improve communication amone the network users.

Some systems, such as Multics, nave meenanlsms for access
control in the receint of mail. That is a user can speclfy who
is eligible to send him mail (normally users give tne access
" , 1.e., any one can send nail). The access centrol

4

commands would be requirea to hain privilegea access. The USEL

Command does net seem the best way to identify the sender of
mail. Consider users logged in as GUEST, 10(C, NETWORK, MIT-LAGG,
and NETWORK-USER. A separate FROM command seems desiraole. blten

a ommand can De used to identlfy the senoer as well as to send
acknowledgments ana replies. Tnt receiving Site can tag the mall
as: FROM AKB at MIT-DMCG, logged in as GUEST. Tne receiver cail

then send reply to the mailbox address AKF. at. Host 70 (SUDMSG
AKBi€DMCG or MAIL DECG AKe).

NETWORK INFORMATION CENTER FUNCTIONS
The NIC is a very special facility for hanaling mail. It

provides facilities for recoraing and distributing mail to
individuals ana groups of individuals, and for locating users'
addresses. The NIC will also unaertake to provide distribution
Of unrecorded rail. Currently the NIC requires that users log
into the NIC and use NLS to create and distribute mall. Using

NLS for creating mail has oeen a frustrating experience for many
Who are used to different editing systems. Lecent,ly tnere has
been a problem that NIC is overloaded at most times of the day
and even if one can get a "network terminal" and log in, the
interaction is quite slow. As WIC (or NLS) is designed for
Character-at-a-time interaction with remote echo, the use is
inefficient. Using NlC ia particularly unbearaole when the user
falls behind in his echo by as mucn as an entlre line.

An alternative to direct use of NIC is to use the NIC via FTP
and programs at the user's site. The user can create journal
docurients using his own local editing system and then transfer
it to NIC Via FTP. Tne user may have to specify such information
as author, title, where the acknowleugment should be sent, ana Journal
number if the item is to De recorded. It should also be possible
for users to send sequential files to NIC and have them restructureainto NLS form Without havine to do an "input sequential" (a sut:gestion
is to "NLS" the file if its name is suffixed with a .NLS). Alternabely

r.
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it should be possible for user's to retrieve journal documents antl
other sequential files without having to do a prevlous "output
sequential".

The MIC curently delivers rtail via hardcopy and/or on-line.
On-line currently means tnat user must log into NIC to see if he
has a message and read it by "print Dranch". The messages are not see

by the destination users for several lays and many users get their
hara copy before they have had a chance to examine their on-line N10
mail. If the NIC were to deliver mail via FTP to networK users, tnen
the nail turn-around time will be greatly speeded ana the users wlli
not have to loe into tne NIC. Lgree documents need not De malled

to the user in their entirety but, only a citation neea he sent.
The NIC will have to collect the inforration on the mailbox addresses
of Network participants for delivering mail, especially since lt
appears that many FTP servers are not "respecting" WIC idents.
It is recognized that a user may have more than one valid mailbox
address, but the NIC needs to nave only one (tne most used) of tnese
addresses.

The NIC identification subsystem (currently accessable via NES
only) contains information on users (such as affiliation, US Mall
address, telephone numoers, etc.) and groups (members, etc.). Tne

on-line mailbox address infornation can be addea here. The NIC

Will undertake to provide a facility wnereoy the identification
subsystem can toe querriea by procrams, allowing mailing programs to
retrieve the addresses automatically. This facility will be seperace
from FTP.

FTP MODIFICATIONS

The FTP currently does not provide explicit facilitiies for
recording mail., communicatine sender's address, sendlng program
readable citations, specifying author and title for aocuments,
requesting acknowled:ments, and indicating message type (urgent,
ordinary, and long). To overcome these deficiencies, we can taKe
any of the following approtcnes:

1. Kludge the desired features in the pathname syntax of the MAIL
and MLyL commands, justifying the kludge on the grounds that
most of the functions are to be used only by the MIC.

2. Add new commands for the desired functions and alter the
MAIL and hLYL commands somewhat to recognlze the existence
of the new commands.

3. Define a new mail command which incorporates the missing
functions (in the process defining new commands for the uesired
functions). The MAIL and MLFL commands can be used in their

6



present form but may be gradually phased out.

The first approach seems undesirable to me as many of the
missing functions can De used by other sites as well. In aodition

it will De easier to write programs to deal Witn commands ratner
than a complex syntax. The second and the in:ira approaches
are not very oifferent from each other. The third approach seems
Preferable as it will allow existing wail programs to function in
their present form. Using the third approach consider the following
new FTP commands:

1. MLTO (mail to) : The argument is one or more mailbox identifiers
Separated ty "," (commas). It is suggested that if there 18 no
argument., the mail should be sent to some responslble user or
printed on a printer. This comnand starts the sequence of opdional
FTP mail related commands aescribed below. The sequence enas

With the TEXT, FILE, or GITA (citation) commands.

2. FROM: The argument is the acaress of the sender or senders. it

is in a standard form that can be interpreted by programs as well
as human users. The information is to be useu for identifying
the sender<b), for sendinK replies, and for senaing acknowleugrce,los
if the receiver is an intermediate forwarding site.

3. MTYP (mail type): This identifies the type of mail as U (urgent),
0 (ordinary), and L Clone). The receiving system can take I,Ile
appropriate actions from this knowledge. The default assumption

is ordinary mail.

11. RECO (record the mail) : The argument if present is the identifying
information for recoraing (such as NIC Journal numoer). If no

argument is present tne server will assign the recordinir information
and send an appropriate reply (real-time or aeferred).

5. AUTM (author): Identifies the author of the docunent in a form
acceptable to the server (NIC iuent may be requirea by MIC).

6. TITL (title): Identifies the title of the document. The argument

is an ASCII string ending with the sequence "CkLF.CRLF".

7. ACKN (acknowledge): Relevant for intermediate forwarding sites.
Asks the server to send acknowledgment on delivery or if delivery
fails within a specified time.

...

7

1,



8.·TEXT: No arguments. Starts the transfer of mall over TELNET
connection in an identical manner as MAIL.

9. FILE: No arguments. Starts transfer of mail over the data connection
in an identical manner as MLFL.

10. GITA (citation): Argument is the pathname of a retrievaule flle.

We also need to define new renly codes for nandling nail.
bone

Sites have expressed the need for rerlies sucn as "Send only X oytes
Of Ilail". Other replies could specifically request acalticnal conmanas
such as USER/PASS/ACCT for Drivilifed mailing, FROM/ACKN for mall
forwarding, and AUTH/TiTL for recorded mail. Another suggestion tnet

may be given consideration is allowing TYPE/BY'Th other than A/0 for
FILE comnana. Mailing larve files between like machines sucn
as PDP-los is more efficient in I/36. The *DML ana RDMF commands

proposea by Bressler and Thomas (N.G/RFC 458) plso merit considerationas they would aid the handling of mail for users who have mailboxes
at different Hosts.

8
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PEVISION OP THE MAIL BOX PHOTOCUL 11

Tne file transfer committee met and discussed tne Mail box
Protocol R}C 221, NIC 7612. The potential utility for the
mechanism was confirmed and a couple of changes Suggested. We

flrst give the changes and then restate the Protocol. 12

CHANGES 13
1) The Mail Box Protocol is only to allow ASCII strings of
text formatted for a network standard line printer ratner than
•llowing otner aata types. 13a

2) A new command is to be added to the bile Transfer Protocol
calleu "Append wlth Create" which appends to a file if the

file exists, and creates a file if it uoes not exist. 13b

3) The stanaara path name for the mailoox is to oe, using
conventional metalanguage symbols, 13c

"MAIL" <Ber>arator> ("PRINTER"/<ident>) 13cl

<separator> is the ASCII GS, octal 035. Tne semantics of
the above are tne following: 13c2

<iuent> is a NIC IDEVT. 13c 3

"MAIL" iseparator> "PRINTER" would oe Interpreted by the
recelvinE site as meaning Apnend witn Create tne
transmitted file to a bulk mail file to be printed or
directly output it to a printer. 13c 4

"MAIL" < separator> <ldent> would oe interpreted to mean
either 13c>
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1) The sarne as "MAIL" <separator> "PRINTER" i.e., ignore
<iaent> or 13cBa

2) append with Create the following file to a file
specifically for the person deslinated by <ident> for

either online access or printing or botn. 13C5O

The problem of delivering mail to TIPs was discussed. 13d

At the moment Tips support only tne Telnet Protocol, but it la
planned to support the Data Transfer Protocol. TIPs will have

an ASCII line printer available as an optional device. people

desirlng to sena a mail item to a TIP with a Printer can open

a standaru puolished socket and transmit to it witn Telnet
Protocol now, later also with the Data Transfer Protocol. The

NIC's plans with regard to TIPs is not to ao automatlc network
delivery to them. Messages to people using TIPs can be sent

to them throuih the NIC and will be dellvered as with everyone
else airectly to tne person's initial file at the NIC. The TIP

user can read the item online or obtain a hardcopy at his
terminal with the Output uevlce Teletype commana of NLS. 13e

MAIL BOX PROTOCOL lit'

The Mail Hox Protocol will use established network 
conventions, specifically the Network Control Program, Initial
Connection Protocol, Data Transfer Protocol, ano File Transfer
Protocol (as described in Current Network Protocols, NIC
7104). 14a

The transmission ls to be Network AbCII. The standard

receiving mail printer is assumed to have a prlnt line 72

characters wiae, and a page of 66 lines. The new line

convention will De carriage return (Hex 'OD'), Coctal '015')

followed oy line feed (Hex 'OA') COctal 012') as per the
Telnet Protocol, *FC 158, NIC 6768. The standara printer will
accept form feed character (Hex'OC') (Octal'Olit') as meaninE
move paper to the top of a new page. lilb

11 is tue sender's responsibility to control the length of the
print line and rage. If more than 72 characters per line are

sent, of if more than 66 lines are sent without a form feed,
then tne receiving site can handle these situations as

aopropriate for tnem. These conventlons can be enanged oy
control codes as describea below. At the head oi the message

or document sent tnere is to oe two copies of an initial
address srlng: eacn terminated by a form feed. inls address

string is to contain the sender's name and adaress, and the

1
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receiver's name ana address formatted in some reasonable,
eas>-to-reaa form for a clerk to read and distribute. Comments
could also be included in the address string. The requirements
for two copies are to maKe one readA.ble from a fan fold paper
stack without effort. 142

Initial Connection 15

initial Connection will be as per the Official Initial
Connection Protocol, Document #2, NIC '/101, to tne standara
File Transfer socKet •3. 15A

File Transfer
16

l'he mail Item (file) to be transferred would be tranferrea
according to the kile Transfer Protocol. 16a

As per the bile Transfer Protocol, a file (mall item) can De
sent in more titan one data transaction as deflned in the Data
Transfer Protocol. End of file is indicatea Dy the file 
separator (as deflned in Data Transfer Protocol) or by closing.
the connection.

16b

Oraer of Transactions 171

The only basic operation required is an Appena witn Create. 17a'

Appena with Create Request 17b

(Maller) user --------------------> Server (Mail Box) 17C'

<File - data> 170

-> 19' e I

End of File indication 17f

-> 172
ACKnoWledge 17n

171

The data type aefault is networK ASCII. The Standard 1lne

printer default is as defined above. other control

transactions can be used. 17j

CONTROL TRANSACTIONS TO BE USED 18

k.

2
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OP CODE 19

Hex octal 20

09 011 Error or unsuccessful terminate 21

OA 012 Acknowledge or successful terminate 22

05 005 Append with create request (add to 
existing file or create file if
none exists) 23

SA 132 Change printer control settings 24

bkROR CODES 25

All error coles defined in the File Transfer Protocol could be
returned. 25a

PRINTER CONTROL CODES 26

Hex Octal 27

Dl 321 Meaning: Set line widtn to 72 cnaracters 28

D2 322 Meaning: Use the full wiath of your
printer 291

03 323 Meaning: Set page size to 66 lines 30

04 324 Meaning: Set page size to Infinite 31

Other virtual printer control codes can be adaea in the
future. 31a

Other classes of control codes can be added as ine need
arises. 31n

¥,
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Standardizing Network Mail Headers

1

One of the deficiences of the current FTP mail protocol is that
it makes no provision for the explicit specification of such
header information as author, title, and date. Many systems

send that information, but each in a different format. One

fairly serious result of this lack of standardization is that
itts next to impossible for a system or user program to
intelligently process incoming mail. 2

Although the long-term solution to the problem is probably to
add commands for specifying such informauion to the mail
protocol command space (as suggested in RFC 524 -- 17140,), we
hereby propose a more quickly implemented solution for the
interim.

We suggest that the text of network mail, whether transmitted
over the FTP telnet connection (via the MAIL command) or over a
separate data connection (with the MLFL command), be governed by
the syntax below: 4

Example: 48
From: White at SRI-ARC
Date: 24 JUL 1973 1527-PDT
Subject: Multi-Site Journal Meeting Announcement
NIC: 17996

At 10 AM Wednesday 25-JULY there will be a meeting
to discuss a Multi-Site Journal in the context of
the Utility. Y'all be here. 4•1

Formal Syntax: Ab

<mailtext> :1= <header> <CRLF> <message> libl

<header> ::• <headeritem> 1 <headeritem> <header> kb2

<headeritern> ::= <item> <CRLF> 1,b3
<item> ::• <authoriten> 1 <dateitem> 1

<subjectitem> 1 <miscitem> 4bk

5,

4
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<authoritem> ::= FROM: <SP> <user> <SP> AT <SP> <host> ab5
<dateitem> ::= DATE: <SP> <date> <SP> <time> - <zone> kb6

<subjectitem> ::, SUBJECT: <SP> <line> kb7

<miscitem> :: m <keyword> : <SP> <line> I,ba
<date> ::= <vdate> 1 <tdate> 11.b9

<vdate> ::= <dayofmonth> <SP> <vmonth> <SP> <vyear> bb10

<tdate> ::= <tmonth> / <dayofmonth> / <tyear> 4,bll

<dayofmonth> ::= one or two decimal digits 4.bl2

<vmonth> ::• JAN 1 FEB 1 MAR I APR 1 MAY 1 JUN 1
JUL 1 AUG 1 SEP 1 OCT 1 NOV 1 DEC 4b13

<tmonth> ::= one or two decimal digits bblk

<vyear> ::= four decimal digits 4b15

<tyear> :1¤ two decimal digits .4,b16

<zone> :1, EST 1 EDT 1 CST 1 CDT 1 MST 1 MDT 1
PST 1 PDT 1 GMT i GDT 11.b17

<time> ::• four decimal digits 4bl8

<user> 1:• <word> 4.b19
<host> ::m a standard host name 4b20
<message> ::= <line> <CRLF> 1 <line> <CRLF> <message> 4b21

<keyword> ::• <word> 4b22

<line> ::• a string containing any of the 128 ASCII
characters except CR and LF 4b23

<word> ::= a string containing any of the 128 ASCII
characters except CR, LF, and SP kb211.

<CRLF> ::• CR LF .4.b25
<SP> 1:• space 4.b26

Please note the following: 1,c

(1) <authoritem>, <dateitem>, and <subjectitem> may each
appear at most once in <header>; <miscitem> may occur any
number of times. The order of <authoritem>, <dateitem>,
and <subjectitem> is insignificant, but they must proceed
all occurrences of <miscitem>. 1:cl

(2) The case (upper or lower) of keywords -- specifically,
'FROMI, IDATE!, ISUBJECT' .'AT, <host>, <zone>, <vmonth>
and <keyword> -- is insignificant. Although IFROMI, for
example, appears in upper-case in the formal syntax above,
in the header of an actual message it may appear as IFromt
(as in the example), or 'fromi, or IFromt, etc. 11,C 2
(3) No attempt has been made to legislate the format of
<user>, except to exclude spaces from it. 14(3

(4) The time has no internal punctuation. 11.clt

(5) No provision is made for multiple authors. 4¢5

We recommend that mail-sending subsystems which prefix header
information to the text of the useris message be modified
appropriately, and that other hosts recommend the above
conventions to their users. 5

2
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1. Introduction

 A growinu variety 01 message systems are presently ueing designed
and implomente:. 4 brollew which is reaching major Vroportions is the

1

interwolia.Ii; Detbeen these Jitletent Systemz>. 19 order to make

interworKin J LOSS].cle, the services :roviaed ty the difierent systems

must be con'rardble. .ven if the, are not eguel, certain eoaptations

may be devised for transtorming one service into another. In any

case, lt is 1[n,soltdnt to have a brecise specification 01 the

service(s) pro.fic,3 uk each message system.

As long as tne messaae sistetu consists oi ore Lrotocol layer with a

well dellnea transmission servicp for the excrange ct protocol data

units bet.teen tne Jillerent wessale system modules, the specification

oi the service te be Lroviceo to the Lser 01 tte message system may te

left relatively vagu, although the user may rave difficulty adapting

to tnis vagueness. te situation at Fresent is siailar to that ot tte

case 01 the EDLE 113 layer protccol, 6.hich Aes originally developed

wltnout J ,reclse 04:citication ot the link le;fr service. When the

modules that UjeC tnis service had te re celinea precisely (tor

example the net.ork .ayer over HCLC) then the provided ser,ice had to

be known irecioely.

he note that west existing message systems rave essentially one

layer oI "sessag€ Drotoccla" whicn are resionsitle for delivering

1

See [73 tor tivic,al tunctions within such systems
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messages to the correct destination. Cansiuering more acvanced

message ysteni architectures [5, 21 1.hich may include modules for
handling NUDE-to-acurass tincing, database Serkers, media

transfornation servers, etc., de have d situation dhere the basic

message trarstort crotoccl is relatec to a number of adaitional systerr

modules that are involvec in these different services. lt is

theretore iklortant thit the service provided ty tne ditterent modules

be specitiecurecisely, anc Lt rLltiple levels ot abstraction, so that

the operation of other .rodules can rely on this service.

The object messige syster, of this ettort is that of tne Draft

Internet Vessave Protocol celined b DAIMPA [b, 9]. This protocol

leaves certain aspects 01 the provided message service Oven. This

leads to sone vittlculties, as argued in secticn 3 01 this paper. he

tnen give in section 4 all outline of a possible service specification

Consistent ..ltil the :rotocol, drul in section t a torralizea

specitication 31 thiG pretccol. In sectic:i o ke make a 106 comments

on the 3[alt Internet 'essage Protocol cn points that came to our

attention Curing our work on its tcrnal specitication.

The emenasis oi this vaper is on the specilication technique, and

the 111.)Itar:Cd 01 i.recise service specitications. he feel that the

approaches rekortec lit this paper may be applied to other message

system deslins as well as tne design ot other retwork based

distrituted systemb.

2



2. Approach

 Our specltlccition dpgroact, proceeds in the sfirlt Of tne evolving
specilication appicaches ot the ISO Acrking Grculs on Formal

Descriction fechnigues L 4 J . Cur specificatior, therefore, includes a

descrittion ct tre message systen "Focel", tolloked Ly the service

specification afic then by the protocol specitlcation• An interface

speclilcutlor. can al.0 be qi van, thow: h we have not done so, but we

recommeno 11 lur comlieteness.

Thls afproacn aifters trol the ISC approach prialarily ln adopting a

hierarchical austract mactine view rather than 2 layered frotocol

Jled. Further study ili sho, the dilierences to be more a Fatter 01

degree tnan substance.

For spacitiing the behavior of the orodules wittlin such an advanced

message s,steiti, .e huve Icind the {rodel of hierprchical trotocol

layering to Le oi li.„itec utilitj. Rather, a nodel using abstract

macnines anc ilet-nise refinement--leading to the specltication ot

machines inside et given nachines--t:as seemec Hore applicable and

tlexlblr. 'Ihis Jocel has been applied in this paper.

For the specification ct a given abstract nacrine, we consider two

parts: (a) the aelirlition or the abstract interfaces over which the

machine inteiacts .itn other machines. Each aLstract interface is

derined LY the list of different interactlon events that may occur at

the 1ntertace, an] pussibly Jome (local) coLstraints on the order in

which they Ray OCCLP, anc (b) constraints (gictel to the khole

machlne) deteritilring the possible order and parameter values of the

3



interactions tilat occur at the dinerer:t interfaces ot tne machine.

P For tne aetialtion ot the interaction events and the copain of tneir

parameter values, Ae Iounc the data type Getinitional facilities of

Pascal and similar languages very useful. For t:te examples in this

paper we have accpteJ the notation of ACA [1]. For the specification

oi tne global constr:ints (there are ro local constraints in the

example considered), .e use in this paper some "fortralized Fnglish".

This part 01 tile ixamples could De specitied rrcre tormally uslng

either a stite-oriented specification language, or a Iormalism based

on execution SeCLences, Fossibly including terigeral logic [6, 10, 33

or otner apgroact,·s :1 i J.

4



3. Model oi the Message System

 The Aessage system consists of two basic abstract machines, the User
Interiace machine (01), ana the Message rransucrt machine (VT). The

basic sequence 01 operations is as follcks: A user interacts kith his

local Ul to create a message. The user then irstructs the UI to send

the message. fhe UI, in tlrn, preser,ts the iressage to the MT for

routing alid ce tivery. Eventually the Al presents the message to the

destination LI ar,u acknoiledges this to tte soirce Ul.

The 22 (which is internally distributed over different hosts,

networks, anc gatekays) interacts witt: the 'ITs (.hicti may resice in

dilierent nostb) as shol.n ln the dlagram belok.

###R##in ;I I. 1 i -Ugh ###########h#####N

8 " # a

#'1 3 4 UI #
##

#98##44hnd"Lhugh' 111,#il#Nt,#ight####116##

/

\.1' rail \ ,]aliver / /

\. rote i ack / /

d -re qu.\ prooe-resitonse / /
\carce! \ cancel-restonse i /

p -recu.\ v /

#####1- linii#i, in'aihing:, i: ·.u :i}AAAHANIi,L-';'9###16#6,4#11######hit#N#######it#
#

# MT #

0 11

#####„ ###6###Ah#h#######h#########

The snecltication ot tLe Kessage trensport systew ls given in tbo

steps 01 successive retinements:

- Global specilication ot the message trans[Jort machine (MT).

fhis leads to the "servlce specilication" ct the "message
transcort layer". (Ae note that only part of this
specllication L irl plied by the docuaent [8, 91.)

5



- Specllicaticn of a .message transport monule (ATF), .hich is
an integral subcoridcnent of the Iressage transport machine.
this leads directly to the "protocol specltication" cl the
"nessage transgort layer".

The User Interface martine way also be specified in successive

refinerients, revealing the I]IN as the integral subcompolient. he

choose to locus on ble message transport machine, nowever. Note that

our ter.pillology citters trom the reference [83 in that ke use UIN/MTM

rather than LIe/42 " Note also that richer decoi.positions are

posslble toi alternate acvancec nessace systelrs such as LD, LJ.

For each 01 these specitications we try to give onu so much detail

as ls recuired lor tije locical compaticility Ci the UlMS ana the MTvs.

Thereiore onlj tne logical interaction primitives beti.een the UIMs and

the >UPMS are SLeciligu. Conventions concerning Lossiole grouring of

several messages into "bags", encryi-tion and the format and coding oi

the exchanjec messages are indepencent issue.3. They are discussec in

a separate =ection. similarly, the question ct CIM-to-MTM and

Mi»-to-41'M cc:,dunicition (whether through shared memory in a local

host or throigh sorre communication subsystem) is an independent issue.

it is not ipeCiiled hail.

The specilicition ot the >1 is an overall cescription of the way ln

which the Sy Stair int 9 racts with UIs at the V 1-ll interface. It

corresponds to tL, service specification of [43, if the U I/PT

relationshlt were modelec as a layered protoccl hierarchy. This

specificdtior 16 distinct tron' the >'TR specilication given in section

3. The latter, 6,hicti is E refinement of tne VT specification,

6



describes Lotn tne interaction betbeen the PTY ana toe local UIPs anc

,the interaction Det.,-en MT,s for the forwarding of wessages.

The MT -slecification coes not explicitly irclude tne "end-to-end"

properties 01 the VT specitication. It is assumed tnat these

properties can te cerivec troir th:e VTP specification. Such a

derivation ccristitutas a cesign verification of the MTM specification

(it may alsc Le cal].tu a verification of the "message transport

protocol").

## ### 4 h fi it :, ####UNED##########

4 11 #

Ulp # U IM
8 . # #

# # d r 7 h ir ri q i €- ft ,; t, ' ·. ####04#######17####
/

I \uail  , ueliver /

get- 1 \Crobe , aCK / / I
new-t:il 1 -reli•\ Lrobe-response / / 1

1 Cancel \ cancel-response / / I
v v -recu.\ v / v

#####44 6 .4 0-:tert tifirth#L  : 411#11#####ft##hij ##i#######

# tn- 4 n ---2 ... ----># # # tn- #

a distr•. ti '4:4 £ lorwara il MTI' 4 # distr.h

4%####JI· h R ####H####
forward ARN#11########P8 *f iN - ft ,+

2

One tn-distributor exists per host

he note tret tte Voculliert [8, 91 concentrates on tne ZTE

speciticutlor. no.ever, tfie following points incicate the importance

2

The izteraction 0-L

from What is specitiod

the trl-distritutor kith tre UIM is ditterent

in [p, 93; see section 4)

.I



precise and logical NT specitication.

Certain deS196 queStions can be

the rressage forwarding irotccol
tne iaertity 01 a message tc be
dcknowledlefent 01 a lorwarded
UIN obtain error status and MT?u

receive.6 an acknowledgement?

answerec inaependently of
: i.ow does tre UIY ilidicate

cancelec? .hen is an

nessage generated? toes the

trace intcrnation when it

inter.orKing between aifierent message systems seems to
imply an deneen:nt or: sore rrinirr 21 Message service to te
provided uy all sybtews. This Hinimal service may Le

defined witr,out speaking about message forwarding. 11 is

clear, ho.ever, that this service will hape an impact on the
message for•arling grotocol.

.lthin the context ct a layered system structure including
several :protocol layers the service specification of a given
layer is the basis fer the operation of tte layer above,
•hich Lzes the bervlce. It represents alic tne requirements

that must he SatislieC by the protocol layer below, which
should brovide this service.

The 21 speclfication is required for a verlrication cl the
message for.ardir.1 protocol.

8

1

1

0,



4. MT Service Specification

 'rae MT speciLicatioh 'given below
protocol dellilitl OIl 01 CH, 91, but

made herta in oraer to clarity the U

particul:r:

is strongly influenced by the

certain design decisions have been

I-&'T intertece. We mention in

- Most iniorwctlon fielas 01 lorkarded messages are also

exchansed alto the UIs.

- Ir. particular, the "tid" field (Iressage icentifier) is

exc£,ansed Let.een the Ml and the UI. As incicated in the

ti:lure above, the UI obtains unique identifiers from the
tn-distriluto£ module 01 the host and assigns these

identitiefs tu tne nessages subwittee to tr€ MT. this

slmplilles suBsequent interaction tetweer tile PT and the UI

concerning tte same messages, such as delivering
acknowledgeuents 0£ indicating krobe or cancel resporses.

in orcer to hincerstand" these responses tre Ul needs to
kno. tte identiliers associated kith the original requests.

We nave structured tie svecitication cf tte VT ir.to tile following

)three parts:

- Specl-lcation 0: acita types (correspontirg to tae "objects"
ot Cb, 93) 6.hich characterize the irformetion exchanged

bet.'den the dessage transport system (MT) and its users
(III 3) ,

- specltication of the service prinitives trat may De invoked
for tne exchange of information between the MT and one of
its Users, h.ul

- global constraiuts on the execution of service primitives
with different users (end-to-end properties).

4.1 Data types

The tolloking lS 3 1,2..eciflcation, ir APP, ct the structure of

messages that dre eassed tetween tne UI and FT. This structure is

also utilizec inturnal to the T.

4



TYPE message iS
RECORD

tla : trin.JactiOI:-id ;

uestlnation : mailbox ;

trace : 2-list ;

coll'!TaliC ; (deliver, acknowleage, probe, response,
cancel, canceled) ;

CASE comn and uF

4, .1" deliver >

cptions : delivery-options ;
cocu./tent : RE.CORD

header : header-type ;
boay : LIST OF tecy-portion

ELD RECORD ;

{EN ac<nowleage =>
ackqowledged-tid : transaction-ic ;
trail : 2'.-Llst ;

answ di : toolear. ;

i „i u c. answer OF

AHE„ true =>

deliverea-address : IrailLOX ;

celivery-moae : (regular, jendel)
LF,b false =>

reason : why-riot-celivered i

ELL uASE ;

to.-uelivered : delivery-opticrs ;
status : error-list ;

.HEA prole => NULL ;

whEN response =>

request-tid : transaction-id ;

traii : FT-list ;
answeI : bcolean i

CASE ansber UF
r'.., true =>

aadress : maillcx ;

,·i:EN false =>

reason : why-not-delivered ;
r„„ ., 3 F ;C,u U•'

status ; error-list ;

*hiN cancel =>

to-D--canceled :transaction-id ;
•PIN cancelec =>

canceled-tid : transaction-ld ;
triil : rT-list ;
answ,.1 : boolean ;

status : error-list ;
END CASE

END PECLED ;

1C



hTYPE PT-list iS ... 7
'TYPE delivefy-ortionu I
TYPE wh-not-uelivered 16

no-Such-11-91•lort:

mullbo>-full,
TYPE error-list la

SET OF (regular, forkers, genuei);

(no-such-Lser, ro-such-host,

, address-amticuous, mailbox-does-not-exist,
... 1

R is L 'Jr Li

.ALLCL-class ; (success, partial-results-returnea,
rasource-unavailaule, user-errol, 41-recoverable-errol,
12-tatel-errcr, user-abort-requested) i

Error-st,ing : text ;
END AECCi·D ;

TYPE text Id ... ;

4.2 Servlce Primitives Executed at the UI-MT Interface

3

[Snowpakel
poSt Cit : Nesia'

deliver (m : Mes.

dc K (a : message

probe-request (2
proDe-response (i
canctl-request (c

cancel-res:onse 4

e (com Inand => celiveI) )

,c,je (command => deliver) )
(coarrand => acknokledge) )
: Tessage (comwana => prcle) )

: iressage (con'alana => response) )
: : a:eisage (commanc => cancel) )
Ic : Iressage (contranc => carceleu) )

We assume that thez.e Friditives are executee Jointly ty the two

modules involved in the interface. The prlmitives post,

probe-requeat, and Cal:cel-request are initiatec by the Ul, the other

Primltivas are initicted bi the PT. The Value 01 the parameter is

deterfrined ht tite initiating modble. Fcr the former, tne trace fiela

has tne value emuty; for the latter, the cestinatlon field has as its

value the wailoox of the IJI involved in the execution 01 the

3

This line reacs: There is 3 14ost" primitive which requires a
parametei Cl tye "message" (defined in sectier 2.1) tor which the
"command" liell ris the value "dellver".

11



primitive.

'4.3 Global Constraints

The tollobirli rule, sfecity constraints on the order of execution

and on tne Icsslisle £.arametei values of the irivitives executed at

different Flacis viti.13 tre message system ("erc-to-end" properties).

The tirst rule states that every message sent .111 he eventually

de live re.3, bal Le the second states ttat each celivery bill be

acknowleugec. -imilar lules must alsc te giver ior the Drobe and

cancel priritives. as they stand, these rules are inconilete, since

the hancling Of Exclitiocal cases is not specified.

1. After the execution ot the pria'itive post(m) by some WI and
the MT, .her e ., .destination = solr e value x, there . ill
eventually be =Ii execution of a trinitive u elive r (ti ') by

the Ul kith the. aduress x and the MT, wtere m'=m except for

the trace ti 91 1 the first eler, ellt ot n - .trace = the ihn
(internet rost number) of the host where tre post(n) was
executed. This is the only case in whict a delivei
I r 1 i 1 1 tive w i l l b e executed.

2. After the execution ot deliver(F') priwitive by ione BI and

the :· 1, wher € the 11 rst element o i n '.trace ls the ihn y,
tnere jill eventually be an execution ot an ac.<(a) dith the
nost ihn = r, .·Chere a.acknowleaged-tid = Ir'.tid, a.trail =
1. '. trace, anc '. ansker = true. It.is execution kill De

relatec to the Hailtox 01 the 91 ..hich ted previously
executed the post(#) prim.itive bith m.tid =
9.acknowiecged-tic. This is the cnly cue in which an ack

prlmltlve kill Le executed.

4.4 Addressing

TYPE mailbox IS

LIST OF KFCCHE

eroferty : (ic, net, host, user, city, ... , phone) ;
CAbk prope£ t v .]P

„,863 13 => internet-address : integer ;

h :1 E., net => network-Lane : tevt ;

*Kinh host => host-name : text ;

...

$ CALL ; END RECCRD ;

12



5. Specification oi the MTV-level Protocol

 We use in the lollowing the sane speciticatlcn approach and
subsection:, 60 in the case 01 the PT siecification above. The

interactions oL 26 ATE mocule ar€ 1naicated ir the second diagraw

above.

5.1 MTM Interaction Primitives

The follol•110 £rilitives are executec by tre Mir:

- Prisitivej, executed in relation kith VIs (see section 4.2)

- torward 01 : message) This lorward Frinitive is usec by ti.e
NTRu to for•ard messages towards the destination Mlp. The

"Message" ti'De is defined in section 4.1.

5.2 Constraints

The tolloking specifies constraints on the €,ecution order and on

the possible parameter values of the interacticr primitives executed

by a given f 'i'':

1. toi e€ch incoming nessage n kith ccnmant = deliver (comlng
in through 9 post primitive iron a local UI, or through a
forwaic crititive trom a remote MTM) dc the 10110:ing:

li is-local(ii.destination)

litin .:xecute celiver(,1') with the corresponding UI where
it'=n, except ttat Ir'.trace = :1'.trace appended with tte

host ihn (int·,Inet host nun'uer) of the kTM ;

cut an acKnowleclement message a into the handling queue
C 1.0 r the same MT") 1.here

3.icknckleaged-tic = m.tld,
a.trail = ir.trace, and
3.answer = true ;

nL,R flas-roLte(,1 .destination, nevt-YTM) 9
execute 2 torard(rr') primitive witn toe next-MTY

6.here K' = ro , except ttat

:1 '. trace = A.trace appented with the ihri of the MTM

For each lr.ce wing acknowlecgenert ....

13



Note: Th areve specification is incompletA, because it does not

consider tne cases witere ti:e nessage cannot Le celiverec.

5.3 MTM-to-MTM and UIM-to-•TM Co,munication

Severallocitional layers ot protocols nust te specified for the

MTV-to-ol .' and UI'<-to- . F coginunication. This includes a

specltic3tion 01 the underlying transport service, as well as

protocols tor message tagging, data corrpressier, and enctyption. Also

the tormut and cccl:to of tre message type structure (see section 4.1)

must be 32ecifiec.

For tha ?· i to-071 col:nunication these Frotccols must be

standardizee for all systens involved, bhile tte protocols to be used

between 3 jlvell DIN und ito ?'TAA tidy fe agreed cron by the two parties

Cotten tols .ill be conventions kithin cne sirdle computer operatlng

system). The chosen protocols, however, must rreet the requirements ot

the Service Elecification.

5.4 Message Bagging

Instead ot initiating an interaction with a peer MTM for each

message to be i.ort·.aided, several messages may te con'Dined by an MTM

into a bag, End E Anole c€g ot messages may be forwarded tetween two

MTkS (ut an approprizte time) in a sincle interaction.

The sule bagging strategy way elso te usea ter the exchange oi

messages bet,Jeen a UTM and an MT?/, although this li a question of

14
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implementaticn 01 the UIP->Tk interface, 1.hicr has no impact on the

UIF'-to-014 cort-;atii Lit (i.0. 3 air ci 'It· s are compatitle even if
one does not Su y Fort L 765 ing).

The hagging strategy cescrited in document [8, 9] may te

characterizec by the tollching rile: *Lenever 2 given data structure,

say "sotte-Catd", 13 cossibly to be shared between several messages the

field "soi,te-fldta" is rat'laced by a cata structire of the form

Shared-Oatd ; -.(CORD

sharing : too lean ;
CASE starirg OF

• HEN true =>

tic-to-share-frcm : transaction-id;
'•HEN false =>

son'e-data : ... 6

RECOAC ;

The cott.Flete siecitication which includes tagging way be found in

[12J.
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6. Comments on the Internet Message Protocol

 The 101106.lilt, issue. have arlien iroit our etforts to specify and
evaluate the messige transfort systeD. he feel that the wore lormal

anu concise specification las helped to facilitate the detection oi

problem areas.

- The daring - adufessing scheme ci the protocol is host and
net.or·. or'leate#, .Mich corresponds to the addresslng scheme

oI an irtercroccus transport crotocol. Alternate namlng
SCheii es, such 35 urgerizationa] I':ierarchi, can be ext.ected

to Le processel by both the UI and the 401.

- inele 12 in genfral no information on te€ source 01 a

message available to the receiving UIA ant its AIA, except

thit t!·e .tiessage heacer may Include son'ie sOLrce
identlfication *hich, however, has only er intormal meaning.
Thi.3 1.as the following consequences:

1. The tinal "'r'· receiving an acknowlecgement has some
broblerr delivering it to the right LTM (unless it
keees a list relating the trensacticr numbers cl the

sent mess.<,es to the identity of tte sending GIF's).

. 0 3 It l? n· odul e of user x may Hascuerece as user y (as

seen ty the receiver hho reads the nessage haacer ),
urless the posting PTM checks the ir,formation inside
tte nessace heacer (wrich is usually not looked at by
an #,Tw).

- i'ne Ihearin(g
"eni-to-eIic"
generates tr

message serv

network), cr
travels. ," e

may tiot jet
ackno•ted

ot an acknokledgement is not clear as tar as its
Sithificalice is concerned. It is not clear who

9 ackno:ledgement, the receiving UIM, the

er Nolule 01 the l,IN (which way be on a local
the last interilet &1'N ttrouct hich tne message
ass,me the latter. In this case the message

have reached the destination LIM .hen the

is eneratec.genent

- lt seems thet tor certain applications mere flexible sharing

arangements within Rags of messages woild te useful, and
shoulc te icreseen. An exarrple 1.oult be a structurec

iressau€ boay consistic,g 01 several ccmforents 6.here not all
oi these components are to be shared.

- 7 .Le 11 I b neecs to kr ck the "tic" icentifiers associuteu kith

lt



17

tue re€Lests lt Fasses to tLe >1. lizis is necessark for
interpreting Ec„nobleclements, and probe anc cancel

. resionses returned Gy the MT. it ls alsc necessary 11 the

UIr suticits bagijed nessages.

- Ihe dialogue uetween YTvs is simple, ant probably should be
expanaec. Two exaccles of neeaed inter-kTM dialogues which

go Deych] tre i.jaic "Iorbard" prinitive irclude
change-of-address and flow-control. Change-of-audress

3110,0 a Messale to re Lerolted tefore trarsmission of the
elitire touy, an important eiticiency consioeration.
Flow-control fray oe needed in craer tor an individual NTF to

restrict the Ilbsdg€ traffic flouing in cr out 01. a specific
patti .

.



7. Conclusions

 In tnis Lat:er .e nave ciscussec a nethodology for precisely
specilying a message system. ke have argued thet such a specification

must inclune not only the ,rotocol(s) used by the ditterent components

ot tne systen, tut also tte specitication 01 tte overall service

providea to the users 01 the system.

In the cortext oi advarcec message systems itt nost-incependent

naming , boucialized media etc. , the SpecifiCEtion Of each of the

different system components Hust be given. Tre "model" of the message

system wnict. we use iz> uct necessarily structlrec into a number of

protocol laiers; t·Lt rather a More tlexible structuring brincirle is

usea where a given systerr loaules may be subciviced into a number ot

submodults. Tne message transport hstem, for example, is considered

as an abitract machine, the opecitication of kklch is tne

specltication ot the message service trevided to its useis.

Subsequent subdivisions lealing to more and rore detail are then

considered. One such divlsion leads to the consideration ot the MPM,

the speclilcation of •hict: defines the message transport protocol.

The message servico svecitication is given ir terms of service

primitives, Lic! gre alic reterrea to ty the Trotocol specification.

Other advanced lunctions could be specified separately, defining

additional :,caules.

Finalli, *c nave louna that our efforts in trakiny the service and

protocol speci£ications irore preclse have led LS to a better

understancing ot tl it systen, and to the cisccvery (or ouservation )

lb

.
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Rochmann, Gecsei 1

ABSTRACT

Videotex is a generic name for a class of information services based
on a modified home TV set with a keypad for user feedback. While present

system designs center around a page-oriented database for information

retrieval of interest to the general public, future videdtex systems will

probably evolve towards a generalized information utility with innumerable
applications. In order to enable orderly growth of videotex technology, a
framework of standards and conventions is needed. This paper attempts to

identify the functions in videotex systems, for which standard communication
protocols will be needed. These functions are discussed on the background of
the ISO reference model for open systems interworking.

1 - INTRonUCTION

Videotex is the generic name for a class

on a modified borne TV set with a keypad for user
connected through various transmission media

necessary processing and database services. The
channels in todays systems are telephone lines a

of information services based

feedback. This terminal is

to a computer providing the
most often used transmission

nd the TV transmission.

Two broad categories of systems can be recognized:

<a) One-way systems, where interaction exists only between the user (keypad)
and the terminal., and

(b) two-way systems with full interaction between th e user and service

computer. Except for the limitation of the usual keypad (which can be easily
overcome), there is little difference between the potential of such

interactive videotex systems and any general purpose computer system. The
actual difference is that videotex is intended to cater to the general public;
therefore its initial cost and complexity should be acceptable to the non-
expert users. As a result, the initial application chosen in practically all
systems is retrieval of information of general interest from public, page

oriented databases. However, it should he kent in mind that in the future

videotex will probably evolve towards a generalized information utility with
innumerable and sometimes unforseeable applications.

Functional and technical descriptions of many present systems are
available in the, literature [l], [2].

It can be seen that videotex technology involves a large number of
interworking components su ch aS terminals, TV sets, telephone networks,
national anrl international data networks, computers and databases. These

components are designed, manufactured and operated hy many organizations. In
order to enable orderly growth of videotex technology, a framework of

standards and conventions must be provided. Some recent proposals in this
direction are e.g. for a terminal-independent scheme of information coding

.
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[1], and for layered terminal capabilities [3].

The present paper is an attempt to identify the functions of a

videntex system, for which standard protocols will he eventually desirable.

Some of these protocols should be standardized soon, while other functions are
not yet well understood at the present. We take the ISO model for Open Systems
[4] as a reference for our discussion.

2 - THE ISO REFERENCE MODEL FOR OPEN SYSTEMS

The subcommittee SC 16 of ISO TC97 has defined a standard reference

model [4] for the architecture of systems that are "open" for interworking
wit h other systems in a distributed environment. The model distinguishes
several layers of communication protocols. The functions provided hy the
different layers may be characterized as follows:

(1) Physical layer: transmission of unstructured hit sequences.
(2) Link layer: control of logical links between systems components, data
transmission with error recovery.
(3) Network layer: routing through networks, circuit switching, virtual

packet-switched circuits.
(4) TranBport layer: logical connections between processes in different

computers, uniform data transport service independent of the underlying
physical transmisslon medium.
(5) Session layer: control of sessions over logical connections.
(6) Presentation layer: representation and coding of data structures, such as
characters, display formats, etc.

(7) Application layer: "applications" using the services provided by lower
layers, distributed system management such as collecting statistics On

traffic, reporting of failures, etc.

While the lower layers of the architecture are relativelv well

understood and eremplified by existing communication protocol standards, the
higher levels are presently under study for the development of international

protocol standards. Among these standards being developed, the Virtual

Terminal protocol [s closely related to the videotex terminal functions

discussed below.

3 - PR(1TOCOL FUNCTIONS FOR VII)EnTEX APPLICATIONS

We give in this section a preliminary list of functions that must be
handled bv the database system through interaction with the terminals, other

database systems, and possibly administrative entities. These interactions are
governed by appropriate communication protocols. We give an explication of
each function, and indicite in which layer of the ISO reference model it would
probably reside. If appropriate we also mention existing protocols that may be
used for these functions in the virieotex framework. It is clearly very
important, in adopting standards for the present simple videotex applications,
to avoid the dangers of early standardization [3], and ensure upward
compatibility with future more sophisticated applications.
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Plost of the protocol functions mentioned helow involve the database

system and the user's terminal. It is iinportant to note that, depending on the
intelligence of the terminal, many of these protocols may operate between the
database on one side and the terminal or the user OIl the other side, or

between the terminal and user.

As an example, consider browsing through classified car ads in order
to find a used Datiun car. With a simple terminal, the user will sequentially
read through the ads, giving signals to proceed through the data. A terminal
with plus-in intelligence might perform a "Datstin" keyword search for the

user, searching automatically through the car ads data segment and displaying
only the relevant ads. Alternatively, the same intelligence may be down-line
loaded from the database to the terminal, if the latter has telesoftware

capability. Apart from the telesoftware protocol, the database system executes
a simple browsing protocol interacting with the user or terminal. In tile case
of intelligent terminals, the user executes a keyword search protocol (defined
as a sequence of user commands and system responses) which will be specific to
the plug-in intelligence or telesoftware. Such a keyword search protocol may
also be executed directly between a user and database if the latter supports
such a facility. Only a simple terminal with character feedhack would be
needed.

3.1 - Data transmission and session control

The functions described below must he supported by an apnropriate data
transport service and session control between the database and other

components, especially the terminals. These functions are provided by the
session layer and the layers below it in the ISO model. Tle do not disctiss

these functions here.

3.2 - Protocols for terminal operation

The following functions are part of what might be called a videotex
virttial terminal, and belong mostly into the presentation layer of the ISO

model.

3.2.1 - Display control

There are two aspects of data display that must be controlled: (a) the
structure of displayed data, and (h) the temporal order in which parts of an
information segment are displayed (in simple systems this order is page hy
page).

For transmission, the data to be displayed must be coded. Compactness
and independence from terminal display characteristics are important

objectives for the choice of appropriate coding schemes. Depending on the type
of information, different schemes may be used, such as the following:
For textual information:

- standard ASCII character set

- ISO code extentions (e.g. for alpha-mosaic drawings)
- display format controls (e.g. for tables, annotation of diagrams)
For graphical information with gray scale and colors:
- Telidon PDI [1]
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- ACM graphics standard [6].

For photographic information:
- Telidon PDI

- facsimile

For voice information:

PCM

- compressed voice

For video imagery (moving images):
- analog storage and/or transmission may be used, which lead to a hybrid
system (analog for video and digital for data and control).

All these coding schemes would belong to the presentation layer of the
ISO model.

Another aspect is the temporal order in which different parts of an
information segment may be displayed. LIe distinguish the following cases:
(a) Simultaneous display of the whole segment as a whole page.
(b) Sequential display if the segment contains several pages. Roll mode
(suitable for general text information) and page mode (for information

organized as a sequence of display pages) are available.
(c) Incremental display, where elements are added to an evolving picture.
(d) Interactive selection of complex display sequences, such as in the case of
interactive manuals, courses, etc.

3.2.2 - Telesoftware [71

This function provides the possibility of loading programs and data
into the terminal and initiating the execution.

3.2.3 - User feedback

Retrieval applications usually involve at least numerical and special
function information feedback from a simple keynad. More sophisticated

applications may involve text and possibly some graphic interaction, such as

joystick or mouse.

3.2.4 - Option negotiation

Option negotiation is the process of selecting the facilities and

protocols that are to be uned during a subsequent communication session. The
negotiated facilities and protocols will depend on the application to be
performed and on the capabilities of the involved terminal and database. This

may include different display types, telesoftware options and feedback options

to be used, particular selection functions (see below) to be provided hy the
database, and the physical limits of the terminal such as screen size,

graphical capabilities, memory size for telesoftware, etc. A possible protocol
scheme for negotiation is described in [8].

3.3 - Information retrieval

The database structure determines the procedures by which a user may
retrieve information on the terminal (part of the ISO presentation layer).
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Retrieval involves user feedback and different selection functions available

1. Il the database. Present videotex clatahases usually have a tree-like

structtire, where each node of the tree contains an information segment which

itself may consist of a number of displayahle pages. Th e so far implemented

selection functions include the following:
<a) Direct selection of a data segment or page hy a tiger-given identifier.
<b) Multiple choice procedures, where the user responds to a displayed "menu"
by choosing from a fixed set of alternatives.

These functions involve only segment and page identifiers, but not the
information content of pages. More powerful selection procedures are desirable
for future applications, such as:
(c) Keyword searches (a possible protocol is described in [91).
(d) General queries in formatted files and databases (a screen oriented query
language is described in [10]; different approaches to the use of natural
language are discussed in [111).

These selection procedures involve the content of data segments, and

usually require more processing in the database computer. A more detailed
discussion of possible database structures and selection procedures for

vident ex nwy be found in [12].

3.4 - Cooperation between databases

Future videotek systems will probably include several different

databases cooperating in a varying degree. In one extrene, they may he

separate independent databases; in the other extreme, they logically represent
a single database. tie assume here that several dat.abases cooperate to present
to the tiser a data structure which makes largely abstraction fron the

distribution of the data into different databases. The latter may contain each

specialized information, as well as multiple copies of the same data.

Figure 1 shows as an example a global directory, as seen by the user,
involving data in different databases. The upper part of the directory
information may be replicated in several local videotex service computers,

while the provincial and corporate information may only exist in one copy. The
example also shows how different views of the data may be obtained depending
on user's viewpoints. Through the "public DB" access point, the only
accessible data about "NT" is the "NT overview" and its subtree, while other

information, sitch as "personnel" is visible through the "NT corporate Dr\"
access point.

Cooperation, as in this example, clearly requires certain similarities
and communication standards between the databases involved. At the present it

is not clear, what kind and how much cooperation would he useful and feasible
for videotex applications. Nevertheless, we may identify the following

functions, which may be allocated to the ISO application layer.

3.4.1 - Cooperation for retrieval

Database cooperation may include the following functions for making

information retrieval more efficient and/or simpler for the user:
(a) Forwarding: a segment or Page requested by the user mav not exist in the
local service computer; it may be forwarded on demand from another database.
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(b) Local copies: It is advantageous for efficiency to keep local copies of
frequently accessed pages.

(c) Superdirectory: A directory of all available databases and other services
may help to transfer the user directly to the chosen service computer.
(d) Global directory: As shown in the example of fig. 1, cooperation of
different databases may lead to a single global directory, as seen hy th e

user.

Ce) Multiple views: As in the example, different access points may give the
user different (partial) views of the stored data.

3.4.2 - Updates

Database updates involve the following two phases: (a) the creation or
update of a segment, and (b) its incorporation or deletion into (from) the

database, with a corresponding Simultaneous update of the directory. Phase (a)
will usually be executed by an editor (terminal) which may obtain an existine
segment through a forwarding protocol. Phase (b) presents the problem of
keeping the database directory consistent with the .available infor,nation

segments. Directory structures such As in fig. 1 are certainly not easy to
keep consistent because of the many possible relations between segments. These
consistency problems become even larger if global directories for several
databases are involved.

An important function of the update protocol in cooperating databases
is thus to keep the directories consistent with one another. The protocol will
depend on tile database structures used and their cooperation, and on the
degree of consistency required.

3.5 - Distributed systeia management

Here we consider protocols for the following functions, which might be
allocated to the ISO application layer:
<a; User identification: This function is needed to verify access rights

(except for public databases), and for charginn.
(b) Verification of access rights: (not needed for public databases).
(c) Charging: We can identify the following groups, conpanies or

administrations involved in the operation of videotex svstems: the user, the

terminal provider, the transmission provider, the database administration and
the information provider.

Usually the user, and sometimes the information provider (e.q. in

advertizing) will par for the services provideri for him hy others. Simple
protocols must be provided to automatically execute the appropriate financial
transactions. Third party billing schemes are essential, see e.:. [13].
(d) Data distribution: Th is involves operating, monitoring and controlling
updates in distributed databases and the management of global rlirectories.

3.6 - User support ancl help facilities

A friendly user interface is important for the acceptance by casual
users of videotex services. The procedures for getting information about how
to use the services offered, should, as far as possible, be the same for all

services [9] . Such procedures should include
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(a) a general HELP command,
(b) getting a list of available commands and their meaning,
(C) getting an explanation of each command, its function, and event,ially

examples of its use,

(d) interactive choice of parameter values with prompting the name of the next
parameter, etc.

As an example, many of the above functions are implemented in the UNIX
operating system [14].
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Postmaster General replies

4 I have read the editorial you sent to
me that appeared iii the September
ISSUe 01 INFOSYSTEMS On President

Carter's decision to allow a role for

the Postal .Service in the electronic

mail field.

It brought to mind the "Lawyer's
Rule," which says: "When the law is
against you, argue the facts. When
the facts are against you, argue the
law. When both are against you, call
the other guy names."

While you have a right to your
opinion, your use of such terms as
"past record of ineptitude" and "mui-
tibillion dollar boondoggle" is not
only inaccurate and unfair, but does
nothing to advance a rational
dialogue on this subject.

Your contention that the Postal

Service N not equipped to move into
tile electronic field ignores the tact
that we successfully have offered
"MAILC,RAM". our first electronic ser-

vice, since 1970. A joint venture with
Western Union, ''MAILGRAM''

volume ariel revenue have grown at
ati annual rate of 20 percent over the
past five years. The fact that it N a
joint USPS-private inclustry venture
underscores President Carter's con-

cern (and our long-hold position) tliat
electronic mail sliould be offered

jointly by tile Postal Service anci pri-
vate firms.

I macie this point abundantly clear
in my statement at the time 01 the
President's policy statement on Po<,tai
Service involvement in electronic

niail. Iii addition to saying "the I·'resi-
dent has given us the opportunity to
provide an improved level oi mail ser-
vice at lower costs to the public, l
went on to observe: "Anc] in stating
that thi· Postal Service should use tile
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transmissi()n services of tile private
carriers, lie has insured that thi, in-

terests of the private sector will not
be infringed."

I have repeated this position in
Ii-tally foruins and say cigain that our
purpose and dec lared role iii electron-
ic mail has been and will continue to

be to link the Postal Service's "hard

copy' dilivery c,11)abilities with the
telecommunic ation capabilities of pri-
vate firms.

KEY/MA
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£22£Sol

Instant Da

No programming, no hi
Get your data entry ap
burner. Get cooking wil

turnk€,
50 Washington Street
Norwalk, Connecticut 06854

A Division of

11-,1....1 r€:c: [203] 853-2884

Our limited monopoly over Fii-st-
CIa» and other leuer mall would not
extend to the electronic transmission

of niessages, only to the delivery ot
the "hard copy" messages at the re-
ceiving und.

Your editorial contaills the con-

tradictory i riticisms that the Postal
Service bholl|d be excluded from the
electronic area because it is ineffi-

i ient, but in the nert breath you as-
sert that our new wrvices like Express
Mail are actually too competitive tor
your tate. You attribute tlieir success

to being subidized.
Yet, the facts are that each class of

ASTER

UP111

ta Entry.
gssle, no delays.
plications off the back
th KEY/MASTER.®

iv svstems inc.

mail mubt pay its own attributable
costs and a portion ot the Postal Ser·
vices fixed costs. There is no c r ) s >i
subsidization and the use of thne

services hy the public and business
firms is bised on their good seivice
performance, competitive price and
convenience.

While I.he Postal Service does re-

ceive Congressional funds, the le,/(,1
of that Sl,pport has declined sharply
from 24 percent in 1971 to nine per·
cent in 1 979. A large portion of the
subsidv goes to support lower rates
for certain classes of mail as decided

by Congress and this is not a subsidy
to the Postal Service. I-he rest is a

public service subsidy that helps sup-
port Ilic, cosIs ot all of our activitio·L
Incidentally, if the entire subsidy wa';
eliminated it could only mean an In-
crease of one cent on the letter rate.

Yoii r critic.isms of the Postal St,r-

vice's periormance hark back to the
postal system ot the past that [-,1,4
been transformed into a modern, re-

sponsible government service sinc e
postal reorganization took effect it-i
1971.

Througi mechanization and nic,d-
ern management, we have reduced
our payroll through attriticin by
80,000 enii)loyees in 1978 over 1971,
while volume increased during that
period bv almost 12 billion pieces.

Our basic bread-and-butter Firit-

Class service has not been given a
back seat to new services like Express
Mail and "MAILGRAM," as you
charge. \Ve regularly deliver over-
night 95 percent of stamped, First-
Class Mail that qualifies for next day
delivery.

All thise unprovenients are most
clearly reilected in the annual net in-
come the Postal Service will have for

the fisc.at year ending September 30,
the first such annual net income in 34

years. This performance should allow
its to go 2 1/2 years between rate in-
ireases, a record few firms in the pri-
vate sector can match in these infla-

tionary titnes.
The Postal Service involvement in

electronic mail is well within our

historic tradition of marching to the
beat of advancing times. We have
progressed from stagecoach and
steamboat to railroads, trucks a·id

airplanes to move the mail. We see
the use of electronic mail in that tradi-

tion, with the promise of benefits to
the public, the private sector and the
Postal Service. It will sharply reduce
the haiidling costs and help stabilize
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