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ABSTRACT 

   

A network of over eighty UNIXt computer systems has been established 
using the telephone system .as its primary communication medium. The net-
work was designed to meet the growing demands for software distribution and 
exchange. Some advantages of our design are: 

The startup cost is low. A system needs only a dial-up port, but systems 
with automatic calling units have much more flexibility. 

- No operating system changes are required to install or use the system. 
- The communication is basically over dial-up lines, however, hardwired 

communication lines can be used to increase speed. 
- The command for sending/receiving files is simple to use. 
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1.Purpose 

The widespread use of the UNIxt systems within Bell Laboratories has produced problems 
of software distribution and maintenance. A conventional mechanism was set up to distribute 
the operating system and associated programs from a central site to the various users. However 
this mechanism alone does not meet all software distribution needs. Remote sites generate 
much software and must transmit it to other sites. Some UNIX systems are themselves central 
sites for redistribution of a particular specialized utility, such as the Switching Control Center 
System. Other sites have particular, often long-distance needs for software exchange; switching 
research, for example, is carried on in New Jersey, Illinois, Ohio, and Colorado. In addition, 
general purpose utility programs are written at all UNIX system sites. The UNIX system is 
modified and enhanced by many people in many places and it would be very constricting to 
deliver new software in a one-way stream without any alternative for the user sites to respond 
with changes of their own. 

Straightforward software distribution is only part of the problem. A large project may 
exceed the capacity of a single computer and several machines may be used by the one group of 
people. It then becomes necessary for them to pass messages, data and other information back 
an forth between computers. 

Several groups with similar problems, both inside and outside of Bell Laboratories, have 
constructed networks built of hardwired connections only.2.3 Our network, however, uses both 
dial-up and hardwired connections so that service can be provided to as many sites as possible. 

2. Design Goals 

Although some of our machines are connected directly, others can only communicate 
over low-speed dial-up lines. Since the dial-up lines are often unavailable and file transfers may 
take considerable time, we spool all work and transmit in the background. We also had to 
adapt to a community of systems which are independently operated and resistant to suggestions 
that they should all buy particular hardware or install particular operating system modifications. 
Therefore, we make minimal demands on the local sites in the network. Our implementation 
requires no operating system changes; in fact, the transfer programs look like any other user 
entering the system through the nQrmal dial-up login ports, and obeying all local protection 
rules. 

 

We distinguish " active" and "passive" systems on the network. Active systems have an 
automatic calling unit or a hardwired line to another system, and can initiate a connection. Pas-
sive systems do not have the hardware to initiate a connection. However, an active system can 
be assigned the job of calling passive systems and executing work found there; this makes a 
passive system the functional equivalent of an active system, except for an additional delay 
while it waits to be polled. Also, people frequently log into active systems and request copying 
from one passive system to another. This requires two telephone calls, but even so, it is faster 
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than mailing tapes. 

Where convenient, we use hardwired communication lines. These permit much Faster 
transmission and multiplexing of the communications link. Dial-up connections are made at 
either 300 or 1200 •baud; hardwired connections are asynchronous up to 9600 baud and might 
run even faster on special-purpose communications hardware.4.5 Thus, systems typically join 
our network first as passive systems and when they find the service more important, they 
acquire automatic calling units and become active systems; eventually, they may install high-
speed links to particular machines with which they handle a great deal of traffic. At no point, 
however, must users change their programs or procedures. 

The basic operation of the network is very simple. Each participating system has a spool 
directory, in which work to be done (files to, be moved, or commands to be executed remotely) 
is stored. A standard program, trucico, performs all transfers. This program starts by identify-
ing aparticular communication channel to a remote system with which it will hold a conversa-
tion. Uucico then selects a device and establishes the connection, logs onto the remote machine 
and starts the uc~cico program on the remote machine. Once two of these programs are con-
nected, they first agree on a line protocol, and then start exchanging work. Each program in 
turn, beginning with the calling (active system) program, transmits everything it needs, and 
then asks the other what it wants done. Eventually neither has any more work, and both exit. 

In this way, all services are available from all sites; passive sites, however, must wait until 
called. A variety of protocols may be used; this conforms to the real, non-standard world. As 
long as the caller and called programs have a protocol in common, they can communicate. 
Furthermore, each caller knows the hours when each destination system should be called. If a 
destination is unavailable, the data intended for it remain in the spool directory until the desti-
nation machine can be reached. 

The implementation of this Bell Laboratories network between independent sites, all of 
which store proprietary programs and data, illusiratives the pervasive need for security and 
administrative controls over file access. Each site, in configuring its programs and system files, 
limits and monitors transmission. In order to access a file a user needs access permission for 
the machine that contains the file and access permission for the file itself. This is achieved by 
first requiring the user to use his password to log into his local machine and then his local 
machine logs into the remote machine whose files are to be accessed. In addition, records are 
kept identifying all files that are moved into and out of the local system, and how the requester 
of such accesses identified himself. Some sites may arrange to permit users only to call up and 
request work to be done; the calling users are then called back before the work is actually done. 
It is then possible to verify that the request is legitimate from the standpoint of the target sys-
tem, as well as the originating system. Furthermore, because of the call-back, no site can 
masquerade as another even if it knows all the necessary passwords. 

Each machine can optionally maintain a sequence count for conversations with other 
machines and require a verification of the count at the start of each conversation. Thus, even 
if call back is not in use, a successful masquerade requires the calling party to present the 
correct sequence number. A would-be impersonator must not just steal the correct phone 
number, user name, and password, but also the sequence count, and must call in sufficiently 
promptly to precede the next legitimate request from either side. Even a successful 
masquerade will be detected on the next correct conversation. 

3. Processing 

The user has two commands which set up communications, uircp to set up file copying, 
and uux to set up command execution where some of the required resources (system and/or 
files) are not on the local machine. Each of these commands wilt put work and data files into 
the spool directory for execution by t~i~cp daemons. Figure 1 shows the major blocks of the file 
transfer process. 
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- Scan the spool directory for work. 

- Place a call -to a remote system. 
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File Copy . 

 

The micico program is used to perfatm all communications between the two systems. It 
performs the following functions: 

- Negotiate a line protocol to be used. 

- Start program uucico on the remote system. 

- Execute all requests from both systems. 

- Log work requests and work completions. 

Uucico may be started in several ways; 

a) - by a system daemon, 

b) by one of the uticp or mix  programs, 

c) by a remote system. 

Scan For Work 

The file names in the spool directory are constructed to allow the daemon programs 
(uucico, tuixgd to determine the files they should look at, the remote machines they should call 
and the order in which the files for a particular remote machine should be processed. 

Call Remote System 

The call is made using information from several files which reside in the uucp program 
directory. At the start of the call process, a lock is set on the system being called so that 
another call will not be attempted at the same time. 

The system name is found in a "systems" file. The information contained for each sys-
tem is: 

 

[11 system name, 

[21 times to call the system (days-of-week and times-of-day), 

[31 device or device type to be used for call, 

[41 line speed, 

(51 phone number, 

[61 login information (multiple fields). 

The time field is checked against the present time to see if the call should be made. The 
phone number may contain abbreviations (e.g. "nyc", "boston") which get translated into dial 
sequences using a "dial-codes" file. This permits the same "phone number" to be stored at 
every site, despite local variations in telephone services and dialing conventions. 

A "devices" file is scanned using fields [31 and [41 from the "systems" file to find an 
available device for the connection.. The program will try all devices which satisfy [31 and [41 
until a connection is made, or no more devices can be tried. If a non-multiplexable device is 
successfully opened, a lock file is created so that another copy of t1ttcico will not try to use it. If 
the connection is complete, the login information is used to log into the remote system. Then a 
command is sent to the remote system to start the uucico program. The conversation between 
the two uucico programs begins with a handshake started by the called, SLA VE, system. The 
SLA VE sends a message to let the MASTER know it is ready to receive the system 
identification and conversation sequence number. The response from the MASTER is verified, 
by the SLA VE and if acceptable, protocol selection begins. 
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Line Protocol Selection 

The remote system sends a message 

P proto-list 

where proto-fist  is a string of characters, each representing a line protocol. The calling program 
checks the proto-list for a letter corresponding to an available line protocol and returns a use-
protocol message. The use-protocol message is 

U code 

where code is either a one character protocol letter or a N which means there is no common 
protocol. 

Greg Chesson designed and implemented the standard line protocol used by the uucp 
transmission program. Other protocols maybe added by individual installations. 

Work Processing 

During processing, one program is the MASTER and the other is SLA VE. Initially, the 
calling program is the MASTER. These roles may switch one or more times during the conver-
sation. 

There are four messages used during the work processing, each specified by the first char-
acter of the message. They are 

S send a file, 
R receive a file, 
C copy complete, 
H hangup. 

 

The MASTER will send R or S messages until all - work from the spool directory is complete, at 
which point an H message will be sent. The SLA VE will reply with SY, SN, R Y, RN, HY, HN, 
corresponding to yes or no for each request. 

The send and receive replies are based on permission to access the requested 
file/directory. After each file is copied into the spool directory of the receiving system, a copy-
complete message is sent by the receiver of the file. The message CY will be sent if the UNIX 

cp command, used to copy from the spool directory, is successful. Otherwise, a CN message is 
sent. The requests and results are logged on both systems, and, if requested, mail is sent to the 
user reporting completion (or the user can request status information from the log program at 
any time). 

The hangup response is determined by the SLA VE program by a work scan of the spool 
directory. If work for the remote system exists in the SLA VE's spool directory, a HN message 
is sent and the programs switch roles. If no work exists, an HY response is sent. 

A sample conversation is shown in Figure 2. 

Conversation Termination 

When a HY message is received by the MASTER it is echoed back to the SLA VE and the 
protocols are turned off. Each program sends a final "00" message to the other. 

4. Present Uses 

One application of this software is remote mail. Normally, a UNIX system user writes 
"mail dan" to send mail to user "dan". By writing " mail usg!dan" the mail is sent to user 
"dan" on system "usg". 

The primary uses of our network to date have been in software maintenance. Relatively 
few of the bytes passed between systems are intended for people to read. Instead, new pro-
grams (or new versions of programs) are sent to users, and potential bugs are returned to 
authors. Aaron Cohen has implemented a "stockroom" which allows remote users to call in 
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and request software. He keeps a " stock list" of available programs, and new bug fixes and 
utilities are added regularly. In this way, users can always obtain the latest version of anything 
without bothering the authors of the programs. Although the stock list is maintained on a par-
ticular system, the items in the stockroom may be warehoused in many places; typically each 
program is distributed from the home site of its author. Where necessary, uucp does remote-
to-remote copies. 

We also routinely retrieve test• cases from' other systems to determine whether errors on 
remote systems are caused by. local .misconfigurations or old versions of software, or whether 
they are bugs that must be fixed ~at the home site. This helps identify errors rapidly. For one 
set of test programs maintained by us, over 70% of the bugs reported from remote sites were 
due to old software, and were fixed merely by distributing the current version. 

Another application of the ~ network for software maintenance is to compare files on two 
different machines. Avery useful utility on one machine has been Doug McIlroy's "dill' pro-
gram which compares two text files and indicates the differences, line by line, between them.6 
Only lines which are not identical are printed. Similarly, the program " uudiff ' compares files 
(or directories) on two machines. One of these directories may be on a passive system. The 
"uudiff ' program is set up to work similarly to the inter-system mail, but it is slightly more 
complicated. 

To avoid moving large numbers of usually identical files, crcrdj,~''computes file checksums 
on each side, and only moves files that are different for detailed comparison. For large files, 
this process can be iterated; checksums can be computed for each line, and only those lines that 
are different actually moved. 

The "uux" command has been useful for providing remote output. There are some 
machines which do not have hard-copy devices, but which are connected over 9600 baud com-
munication lines to machines with printers. The crcrx command allows the formatting of the 
printout on the local machine and printing on the remote machine using standard utvtx  com-
mand programs. 

5. Performance 

 

Throughput, of course, is primarily dependent on transmission speed. The table below 
shows the real throughput of characters on communication links of different speeds. These 
numbers represent actual data transferred; they do not include bytes used by the line protocol 
for data validation such as checksums and messages. At the higher speeds, contention for the 
processors on both ends prevents the network from driving the line full speed. The range of 
speeds represents the difference between light and heavy loads on the two systems. If desired, 
operating system modifications can be installed that permit full use of even very fast links. 

  

Nominal speed Characters/sec. 
300 baud 27 
1200 baud 100-110 
9600 baud 200-850 

  

::In addition to the transfer time, there is some overhead for making the connection and logging 
~~ in ranging from 15 seconds to 1 minute. Even at 300 baud, however, a typical 5,000 byte 

," ,~~ source• program can be transferred in four minutes instead of the 2 days that might be required 
. to mail a. tape. 
'.' Traffic between systems is variable. Between two closely related systems, we observed 20 
files moved and 5 remote commands executed in a typical day. Amore normal traffic out of a 
single system would be around a dozen files per day. 

The total number of sites at present in the main network is 82, which includes most of 
the Bell Laboratories full-size machines which run the utvtx operating system. Geographically, 

• the machines range from Andover, Massachusetts to Denver, Colorado. 
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Uucp has also been used to set up another network which connects a group of systems in 
operational sites with the home site. The two networks touch at one Bell Labs computer. 

 

6. Further Goals 

Eventually, we would like to develop a full system of remote software maintenance. Con-
ventional maintenance (a support group which mails tapes) has many well-known  disadvan-
tages.7 There are distribution errors and delays, resulting in old software running at remote 
sites and old bugs continually reappearing. These difficulties are aggravated when there are 100 
different small systems, instead of a few large ones. 

The availability of file transfer on a network of compatible operating systems makes it 
possible just to send programs directly to the end user who wants them. This avoids the 
bottleneck of negotiation and packaging in the central support group. The "stockroom" serves 
this function for new utilities and fixes to old utilities. However, it is still likely that distribu-
tions will not be sent and installed as often as needed. Users are justifiably suspicious of the 
"latest version" that has just arrived; all too often it features the "latest bug." What is needed 
is to address both problems simultaneously: 

1. Send distributions whenever programs change. 

2. Have sufficient quality control so that users will install them. 

To do this, we recommend systematic regression testing both on the distributing and receiving 
systems. Acceptance testing on the receiving systems can be automated and permits the local 
system to ensure that its essential work can continue despite the constant installation of changes 
sent from elsewhere. The work of writing the test sequences should be recovered in lower 
counseling and distribution costs. 

Some slow-speed network services are also being implemented. We now have inter-
system " mail" and "diff," plus the many implied commands represented by "uux." However, 
we still need inter-system "write" (real-time inter-user communication) and "who" (list of 
people logged in on different systems). A slow-speed network of this sort may be very useful 
for speeding up counseling and education, even if not fast enough for the distributed data base 
applications that attract many users to networks. Effective use of remote execution over slow-
speed lines, however, must await the general installation of multiplexable channels so that long 
file transfers do not lock out short inquiries. 

7. Lessons 
The following is a summary of the lessons we learned in building these programs. 

1. By starting your network in a way that requires no hardware or major operating system 
changes, you can get going quickly. 

2. Support will follow use. Since the network existed and was being used, system main-
tainers were easily persuaded to help keep it operating, including purchasing additional 
hardware to speed traffic. 

3. Make the network commands look like local commands. Our users have a resistance to 
learning anything new: all the inter-system commands look very similar to standard UNIX 
system commands so that little training cost is involved. 

4. An initial error was not coordinating enough with existing communications projects: thus, 
the first version of this network was restricted to dial-up, since it did not support the vari-
ous hardware links between systems. This has been fixed in the current system. 
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Uta~p Impie®eatarion D~srription 

 

1}ell Laboratories 
lylurray Z~iII, I~e~ar Je~ey 07974 

 

ABS'Pi~.4C°T 

Uucp is a series of programs desi3rted to pormit constmuaicadon between .~	 
L1FtiXt systems using either dial-up or hardwired cot~uaticatiaa lutes. Phis 
docuffieat gives a detafled iatpierneatation description of the current  impieraen-
tatioa of Uucp. Is is designed for ttss by an administrator/installer of the sys-
tem.. It is not maser as a user's guide. 

 

Introduction 
Uucp is a series of programs designed to permit cotamunication between UNDC systems using . 
either dial-up or hardwired cotamunicacion lines. It can be used for file transfers and remote 
command execution. The •first version 'of the system was designed and implemented by yi. E. 
Lesk. t This paper describes the current (second) itnptemeatatioa of the system. 
Uucp is a batch operaeion. Wiles are created in, a spool directory for processing by the Uucp 
demons. There are three types of files used for the execution of work. Dena furs contain data 
for transfer to remote systems. VYork hJes eontain directions for file tt~asfets beta+een systems. 
Execute frles are scripts for LJrtIX cotnataads that involve the resources of one or more systems. 
There are four primary prograta~s: 

uucp	 builds eaark files sad gathers data files in the spool directory for data  traasmis-
sioa. 

uux	 creates wo.k~les, execute frles, and gathers data files for the remote execution 
of Ltl1IX cotaraaads. 

uucico exeetttes the v~ork ffies for data trattsraissioa. 
ttuxgt exectttes rate scripts for L1PtIX cotamaad etecution. 

there are a couple of etlts~ittistrative programs: 
uulog gathers temporary log files that ntay accus due to lockout of the uucp iog file 

sad reports sotae iafotmatiou such as copy requesu and cotapletioa status. 

uuclean removes old files froth the spool directory. 
The remainder of this paper will describe the operation of each program, the installation of the 
system, the security aspects of the systeart, tote files required for execution, sad ttte  administra-
tion of the system. 

• * LT'JIX is a Trademark of ~Il laboratories. 
1. M. E. Leak and A. S. ~o>:ea. UA~DC SoJt+a~nrr D;s~ihi;.~o9 by Carrw►rtrraano~r Link arivate coffirnuaicsrion. 
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1. Uut-V-UNL l:X to LN; IX Fie Copy 
The wmp coed is the user's primary interfarx with the system. The command is designed 
to look lake cp to the user. The syntax is 

Unep [ option 1 ... scum...  - destination 
where the source and destination may contain the prefix syste n-name! . which indicates the  sys-
tem where the file or !Iles reside or where they will be copied. 
Uucp bna suveral options: 

-d Make directories when necessary for copying the file. 
-C Don' t copy source Sles to the spool directory, but use the specified source 

when the actual transfer tapes place. 

 

- eSY3 Sand this job to sym= sys to execute. (Nate that this will only work when 
the system Vs allows =&qt to execute a uucp command. See the "Uuxgt" 
UA "Swtlrity" sermons.) 

- Slew Put laRw in as the grade in the name of the work file. (This can be used to 
change the order of work for a particular machine.) 

- m Send mail to the requester on completion of the vor!c. 
-- eraser Notify user on the remote machine that a file has been seat. 
There are several options available for debugging: 
- r Queue the job but do not start zwdco program. 
- xmim Nunn is a level number betsseenT and 9: higher cumbers give more debugging 

output. 
The destination may be a directory name, in which case the file name is taken from the last part 
of the source's name. If the directory exists, it must be writable by everybody. (Note that if 
the destination is a dke=ory name and the "- d" option is specified to create the directory, the 
dirwwry =me- must be follower by ••/•'.) The source name may contain special shell charac-
ters sash as " ?0[]" These will be expanded on the appropriate system,. 
The command 

 

uncp '.c - use!/usr/dzn 
will set up the transfer of all files whose names end with ".c" to the. "/usr/dan" directory on 
the"Us6" Machin& 
The source and/or destination names may also contain a -user prefix. This translates to the 
low directory  of user on the speed system. File uses  beginning with /" trandate into 
the public directory (usually /usr/spaah/uucppubUc) on the remote system- For names with 
partial path-aa_wes, the c:arrent directory is prep*nded to the file ame. File names with ../ are 
cot permitted for security reasons. 
The cottmaad 

uucp ass!-dan/.•.h -dan 
will a.*t up the transfer of files whose names and with ".h" in den's login directory on system, 
•.tag" to den's local lo8n directory. 
For cant source file, the pros= will clerk the source and destination file-yes, the system-
part of each argem and the options to ciasaify the work into several types: 

Ell Copy sea= to desuna_don on local system 
[21 deceive files from other systean. 
[31 Send files to a remote system. 
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(41 Send files from remote systems to another remote system. 
(51 Receive files from remote systems when the source contains special shell characters 

as mentioned above. 
(61 Request Wt the wxp command be executed by a remote system. 

After the work has been set up in the spool directory, the uucico program is started to try to 
contact the other machine and execute the work (unless the - r option was specified). 

 

Typo 1 - local copy 
The copy is done locally. The vm and -n options are not honored in this case. 

 

Type 2 - t ive ~s 
A work file is created or appended with a one line entry for each request The upper limit to 
the number of files per work fide is set in uucp.h. (The default setting is 20.) After the limit has 
b€an reached, a new work fide is created. (All work As and eweute files use a blank as the 
field separator.) The fields for then entries are given below. 

Ill R 

 

(21 The full path-name of the source or a 'something/path-name. The 'something part 
will be expanded on the remote system. . 

(3) The full path-name of the destination file. If the 'something notation is-used, it will 
be immediately expanded. 

[41 The user's login name. 
(5) A "- " followed by an option list. The options - in and - d may appear. 

Type 3 - send files 
Each source file. is copied into a data fik in the spool directory. (A "- c" option on the uucp 
command will prevent the data fik from being made. In this case, the file will be transmitted 
from the indicated source.) The fields for these entries are given below. i 

Ill S 
(2l The full-path name of the source file. 
[3) The full-path name of the destination or 'something/Sle-name. 
[41 The user's login time. 
[S). A "- " followed by an option list. The options - d, - m, and - n may appear. 
[61 The. name of the data fik in the spool directory. A dummy name, " D.0" is used 

when the - c option is specified. 
(7) The file mode bits of the source file in octal print format (e.g., 0666). 
(8l The user on the remote system to be notified upon completion of the file copy when 

the "- n" option is specified. 

Type 4 and Type S - remote amcp retied 
Uucp generates- a uucp command and sends it to the remote machine; the remote uucico  exe-
cutes the uucp command. 

 

Type 6 - remote execution 

This occurs when the "- e" option is used. In this case, the uuu facility is used to create and 
send the request. This requires that the remote w=qt program allots the uucp command. 
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s UUCP Implemen=tioe 

 

:. Uta4'U~tiX To UNIX Execution 
Tbz  uya command is used to set up the execution of a UM command where the execution 

pine and/of some of the files are remote. The syntax of the uux command is 
asp ( ! l Option l ... command-string 

where the coram nd-iteing is made up of one or more arguments. All special shell characters 
such as "<>l"' must be quoted either by quoting the entire command-string or quoting the 
character as a separate arguznent Within the command-string, the command and file names 
may contain a system-Nam! preft All arguments that do not contain a "!" will not be treated 
as ale& (They will dot be copied to the execution machine.) An argument that contains a "!" 

but is mot to be treated as a file at the present time, can be escaped by using "0" around the 
argument. (Note that the "0" symbols must usually be escaped Frith a "\" symbol.) The 
"- " is u ed to indicate that the standard input for cotiimand-string should be inherited from 
:he standard input of the u= command. The following options are available for debugging: 

_r Don't start tiucka or war after queuing the job. 
- xnum Am is a level number between 1 and 9; higher numbers give more debugging 

output. 

   

)1 

 

The command 

 

pr abc l uux - usg! lpr 
will set up the output of " pr abe" as standard input to an lpr command to be executed on sys-

 

Cem "usg". 

 

ux generates an execute file that contains the names of the files required for execution 
(including standard input). the user's login name, the destination of the standard output, and 
the command to be executed. This file is either put in the spool directory for local execution or 
sent to the remote system using a send command (type 3 above). 
For required files that are not on the execution machine, uux will generate receive command 
files (type 2 above). These command-files gill be put on the execution machine for execution 
by the uuciev program 
n, e execitte file contains a script that win be processed by the uuxgr program. It is made up of 
several lutes. each of which contains an ideaddcation character and one or more arguments. 
The lines are described below. 

    

L sGr Line 

  

 
U user system   

 

where the us& and systems are the requester's login name and system. 

 

Raquired Me Line 
F file-dame real-ntazate 

where the file-name is a unique name used for file transmission and Peal-Rage is the last 
part of the actual file name (contains no path information). Zero or more of these tines 
may be present. The uuxgt program will chi for the existence of all these files before 
the command is executed. 

5ewdard Inipttt Line 
I filemrae 

The standud input is either s ifted by a "<" in the command-string or inherited from 
the swid~rd input of the utax commv=d if the "- " option is used. If a standard input is 
not sus=ifled. " /dev/amtil" is u&-A (Now that if there is a standard input specified, it will 
also apps in an "F' line.) 
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a) 

b) 

c) 

d) 

by a system demos specified is a crontab entry, 

by one of the artiep, teto.~ ~qt or uucico programs, 
duectly by the user (this is usually for testing), 
by a remote system. (The uucico program should be specified as the "shell" field is 

 

Strom Output Ialae 
O file-name system-name 

The sta~d~rd output is specified by a ">" within the command-string. If a standard out• 
put is not specified, •`/clev/null" is used. (Nou that the use of "> >" is not imple-
mented.) 

C command t arguments 1 ... 
The arguments are those specified in the command-string. The standard input sad stan-
dard output Brill not app~.ar ®a this line. All required f+les will be moved to the execution 
directory (t3staally /usr/lib/uucp/.Xt~'1'DIR) sad the UIdDC command is executed using the 
shell specified in the uucp. h h~.der tile. Ia addition, a shell "PATH" statement is 
prepended to the coaamand iiae as specified is the er~gr program. (Note that a check is 
faade to sae tl3at the comastand is allos~ed as specified in the uuxgr program.) After execu-
tion, the standard output is copied or seat to the proper place. 

3. Uu~eo~- CopT Ig. C.mpy but 
The uucico program will perform several major functions: 

- Scan the spool directory for work. 
- Place a call to a reffiote system. 
- Negotiate a tine protocol to be used. 
- Execute all requests from both systems. 
- Log work requests and work completions. 

llucico may be started is several ways: 

the " /etc/pad" file for the logics ttsed by reffiote systems to mess uucp.) 

~ttea started by method a, b or c, the program is considered to be is M~tST~R mode. In this 
mode, a connection will be made to a remote system. If sitstted by a remote system (method 
d), the.p~ogram is considered to be is ~ZA 3~ mode. 
The AT.4ST~ mode v+ill operate is one of two gays. If no system name is specified (- s 
option not specified) the program .+ill scan the spool directory for systetzis to call. If a system 
ttasme is specified, that.systeat will be called, attd work will only be done for that system. 

.Uueico is generally started by another program. There ire several options used foe exectttioa: 

- rl Start the program in 1~IAS'7'~ taode. This is used when uucico is started by a 
program or " eron" shell. 

- ssys Do work Daly for system sys. If -'s is specified, a call to the specified system 
will be made even if there is no work for system rys is the spool directory. 
This is useful for po(litag systems that do .not have the hardware to initiate a 
connection. 

The following options are used primarily for debugging: 
- ddir Use duectory dir for the spool directory. 

- xrpr~m Nurr is a level somber betv~een 1. laid 9; higher aumt>gn give more debugging 
output. 
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6 UUCP lneple~tntedon 

The next paYt of 'this sec°.ion will des~ibe the major steps within the uuc:co pto$ram. 

5rx~ Foe 9l+vra 

 

The notes of the work related files ie the spool directory have format 
ty~ . systestt-naffie grade number 

where• 
rye is an u~r ~ letter ( C - copy command file,. D - data file. X - execate file), 

rysze~ra-narsra is the remote system, 
made is a eh~acter, 
~us~baP is a four digit, zero padded sequence nusaber. ' 

 

The ale 

      

C.r~Sa0031 
would be a Mork ftlQ far a file transfer between the local machine and the "res~5" ttiachine. 

The scan for warts is done by looking through the spool directory for work fries (files with prefix 
"C."). ~ list is made of all systems to be called. Uucico will rhea call each system and  pro-
cesa all work fides . 

   

Card Aeatote System 
T;te sail is made using information from several ales that reside in the uucp program directory 
(usually /usr/lib/uttcp). At the start of the call process, a lock is set to forbid multiple coavet• 
cations beewegn the same two systems. 
T'.te L.sys 8le cancains inforu-tacion required to make the ;emote connection: 

(ll system rasAte, 

(el tiraies to call the system (days-of--week and ti.-aes-of-day) and the minimum tiros 
delay before retry. 

(3] devise oc devise type to be used far call. 
(a] line des (this is the rise speed on almost all systems). 

(5] phone nartiber if fie!d (3] is ACU ar the device if not CCU, 
(6] logics infocmasion (zero or mare fie!ds). . 

 

The tiers field is chesited ag:~inst the presser tiring to see if the call should be made. The phony 
fin. bvr tnaq cos~taita aislsreviatio$s (e.g.. rah. py, bostoII) that get translated into dial sequeac.: s 
using the L-di[31c~s file. 
The L•Ar~ie~s file is s~staned using fields (31 and (4] from the L.sy+s file to find an available 
devise for the old. TTse program gill try e~h devisee that satisfy (3] and I~1 until a call is 
madam. oe no more devices can be tried. If a deviesis successfully opened, a Iock file is crested. 
If :he cal is couapleted, the fogirt ►njorreariore Geld (b] of L. sys) is used to login. 
The conve:~ation between the two uresita peogramts begins Frith a ltaadshake started by the 
called, Ski YE, system. Ilse SI~I VE seeds a merge to lee the .1LlS7~R know it is ready to 
recoive the systeffi ideatificatian and eonversation sequence number. The cespoase from the 
.l~iS7'°r.,R is verified try the SI.A ~E' and if a~eptable, protosot selection begins. The SLA ~E 
~ also eepiy with a "call-back requires" c~s~e is whisbt case, the cureeat conversation is 
terrsiaated. 

L,itae Protoead ~les3i®n 
The rerttiote system send a message 
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Ppom-Gsr 
where pnoto4bt is a string of characters, each representing a line protocol. 
The calling prop=* checks proao-last for a letter corresponding to an available fine protocol and 
returns a use protocol message. The use protocol message is 

• 

   

Ucbde 

 

where code is either a one character protocol letter or "N". which means there is no common 
protocol. - 

 

Mork Processing 

The MASTER program does a work search similar to the one u-ed in the " Scan For Work" 
section. (The MASTER has been specified by the "- rl" uucico option.) Each message used 
during the work processing is specified by the feast character of the me: 

S send a file, 
R receive a file, 
C copy complete, 
X execute a uucp command, 
H hangup. 

The MASTER  will send R , S or X messages until all work for the remote system is complete, 
at which point an H message will be sent. The SLA V,E will reply with SY, SN, R Y, AN, HY, 
HN, XY, or X.N, corresponding to yes or no for each request. 
The send and receive replies are based on permission to access the requested file/directory 
using the USERFILE and read/write permissions of the file/directory. After each file is copied 
into the spool directory of the receiving system, a copy-complete message is sent by the 
receiver of the file. The message CY will be sent if the file has successfully been moved from 
the spool directory to the destination. Otherwise, a C1V message is sent. (In this case, the file 
is put in the public directory, usually /usr/spool/uucppublic, and the requester is notified by 
mail.) The requests and results are logged on both systems. 
The hangup response is determined by a work sate of the SLA VE's spool directory. If work 
for the remote system exists an HN merge is sent and the programs switch roles. If no work 
exists, an HY response is sent. 

  

Conversation Termination 
When a HY Message is received by the MASTER it is echoed back to the SLAVE and the pro-
tocols are turned off. Each program sends a final "00" message to the other. The original 
SLA VE progamm will clean up and terminate. The MASTER will proceed to call other systems 
unless a s" option was specified. 

 

4. Uvxgt- Uucp Command Execution 
The uuMt program is used to execute scripts generated by u= The uuxgt. program may be 
started by either the mucico or unx programs or a demon specified by a crontob entry. The pro-
gram scans the spool directory for execute files  (prefix "X."). Each one is checked to see if all 
the required files are available and if so, the command line is verified and executed. 
The execute f le is described in the " Uux" section above. 
The execution is accomplished by executing a "sh . - c" of the command line after appropriate 
standard input and standard output have been opened. If a standard output is specified, the 
pro3ram will create a send command or copy the output file as appropriate. 

    

• 
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S. Uuloq-Utt. p Log Inquiry 
When a ump prograrn can, not make a log entry directly into the LOGRZE an individual log 
file is created: a file with prefix LOG. This will sometimes occur when more than one uucp 
procem is running. Pedodicaliy, uulog may be executed to append these files to the LOGFIZZ. 
The urslog program may also be used to request the output of L0GFTLE entries. The request is 
specified by the use of the options: 

ssys Print entries Vihere sys is the remote system name, 
- umer Print entries for user user. 

The intersection of lanes satisfying the two options is output. A null sys or user means all sys-

 

tem-names or users respectively. 

6. Umviesn-Uucp Spwl Directory Cleanup 

 

This program is typic-- lly started by the uucp daily demon. Its function is to remove files from 
the' spool directory that are more than 3 days old. Thee are usually files for work that can not 
be completed. 1-he requester of this work is notified that the files have been deleted. 

There are several options: 
- ddi► The directory to be scanned is dir. 

In Send mail to the owner of each file being removed. (Note that most files put 
into the spool directory will be owned by the owner of the uucp programs since 
the setuid bit will be set on these programs. This mail is sometimes useful for 
administration.) 

- ahours Change the aging time from 77 hours to hours hours. 
- ppre Examine files with prefix pte for deletion. (Up to 10 of these options may be 

specified.) 
- xram This is the level of debugging output desired. 

7. a:;z-urity 
MP The uucp system. !eft unrestricted, will let any outside user execure any commands and copy 

outlin any /ile that is  readiabldwrirable by a wisp login user. It is up to the individual sires to be 
aware of Mus and apply the protections drat dW feel are necrs?Asry. 

There.  are several security features available aside from the notes file made protections. 
These .rntm be set up by the adrsiinistrator of the ~ucp system. 
- The login for umcp loan not get a standard shell. Ittstied, the uucica prog= is started so 

that rAl worts is done through Mucico. 
- The o%-u@r of the uucp pro•3raws should W an artinsistrative login,. It should not be one of 

the belts meat for remote system accem to umcp. 
A path check is done on file names that are to be sent or received. The USFURARLE supplies 
the infot ruation for these checks. The USEARIE can also be set up to require call-back for 
certain login-ids. (See the " Files Requimd For Execution" section for the file description.) 

- A convefsad= scquev= count can be set tip so that the called *vicem can be more 
confident of the caller's identity. - t 

-• The umyM pfogm comes with a list of condo that it will execute. A "PATH" shell 
statement is peepended to the command line as sped in the umsgr program. The 
iamleEr tt1.3y anodfy the list or remove the r sictioas as desired. 

- The L.rys file should ba owned by the aw adognistrative loge and have mode 0400 to 
Protect the phone numban and login infb=,tion for Mmate sites. 
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- The programs wo, uucico, &=, u=qt, uukg, and uuclean should be ovmed by the uucp 
administrative login, have the setaid bit se4 and have only execute permissions. 

8. UUCP Installation 
It is assumed that the login name used by a remote computer to call into a local computer is not 
the see as the login name of a normal user or the uucp administrative login. However, 
several remote computers may use the same login name. 
Each computer should be given a unique system name that is transmitted at the start of each 
call. This name identifies the calling machine to the called machine. The login/system names 
are used for security as described later in the USERRLE section. 
There are several source modifications t%t may be required before the system programs are 
compiled. These relate to the directories, local system name, and attributes of the local 
environment. 
There are several directories used by the uucp system: 

lib (/usr/src/cmd/uucp) - This directory contains the uucp system source files. 
program (/usr/lib/uucp) - This is the directory used for some of the executable sys-

tem programs and the system files. Some of the programs reside in 
" /usr/bin". 

spool Uusr/spool/uucp) - This is the uucp system spool directory. 
xqtdir (/usr/lib/uucp/.XQTDIR) - This directory is used during execution of the 

uux scripts. 
The names in parentheses above are the default values for the directories. The italicized names 
lib, program• xgtdir, and spool will be used in the following text to represent the appropriate 
directory names. 
There are two files that may require modification, the makejile file and the uucp. h file. (On 
some systems, the makefile is named uucp.mk.) In addition, the "uuxgt.c" program may be 
modified as indicated in the " Security" section above. The following paragraphs describe the 
modifications. 

• 

    

• 

 

aitep-h rood fication 
Several manifests in "uucp.h" may need modification for the local system environment: 

UNAME should be defined if the " uname" function is available. 
MYNAME should be modified to the n=e of the local system if UNAME is 

notdefined. 
ACULAST is the character required by the ACU as the last character. For most  sys-

tems, it is a "- ". 

DATAKIT should be defined if the system is on a datakit network. 
DIALOUT should be defined if the "C" library routine "dialout" is available. 

 

makefile modification 

 

There are several make variable definitions that may need modification: 
1NSDIR is the program directory (e.g., INSDIR- /usr/lib/uucp). This parameter is 

used if "make cp" or "make install" is used. 
IOCTL is required to be set if the "ioctl" routine is not available in the standard "C" 

library; the statement "IOCTLO iocti.o" is required in this case. 
PUBDIR is a public directory for remote access. This is also the login directory for 

remote uucp users. It should be the same as that defined in "uucp.h". 

'1 

0 



   

where 
type line call-unit speed 
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SPOOL is the uucp spool directory. This 'should be the s=e as that defined in 

XQTDIR- is the directory for uuxgt to use'for command execution. It is also defined in 

 

OWNER is the administrative login for uucp. 

Cdtupile the system 
The C.0m ,"d 

make install 
will make the required directories, compile all programs, set the proper file modes, and copy 
tho prog=s to the proper directories. This command should be run as root. The command 

make 

 

will compile the entire system. 
The programs uucp. uux, and uulog should be put in "/usr/bin". The progrants uuxgt. uucico, 
and,  uuclean should be put in the program directory. 

riles Required For Execution 

 

There are four files that are required for execution. They should reside in the program direc-
tory. The field separator for all files is a space. 

        

L-devims 

     

This file contains call-unit device and hardwired connection information. The special device 
files are mesumed to be in the Idev directory. The format for each entry is 

  

type is a device type such as ACU or DIR. The field can also be used to specify 
particular ACUs for some calls by using a suit on the ACU dead, e.g.. 
ACU3. This names should be used in L.sys. 

line is the device for the liana (e.g.. cu10). 
call-cant is the automatic call unit 'associated with line (e.g., cua0). Hardwired lines 

have a number "0" in this field. 
speed is the line speed. 

The line 

 

ACU cJI0 etta0 300 
would be set up for a system that has device ' /dev/cul0" wired to a call-unit /dev/cua0" for 
use at 300 baud. 

   

This dle contains the dialcode abbreviations used in the L.sys file (e.g.. py. mh. bolton). The 
entry format is 

abb dtsi-seq 
where 

abb is the abbreviation, 
dial-seq is the dial sequence to vA that lotion. 

The line 
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py 165-

    

would be set up so that entry py7777 would send 165- 7777 to the dial-unit. 

.'This file contains user accessibility information. It, specifies four typos of constraint: 

[1] which files can be accessed by a normal user of the local machine, 
(21 which files can be accessed from a remote computer, 

131 which login name is used by a particular remote computer, 
(41 whether a remote computer should be called back in order to confirm its identity. 

Each line in the file has the fotrraat 
login.sys I c 1 path-name 1 path-name 1 ... 

where 
login is the login name for a user or the remote computer, 
Sys is the system name for a remote computer, 
c is the optional call back required flag, 
path-name is a path-name prey that is acceptable-for sys. 

The constraints are implemented as follows. 

  

(11 When the program is obeying a command stored on the local machine, MASTER 
mode. the path-names allowed are those given on the first line in the USERFILE 
that has the login name of the user who entered the command. U no such line is 
found, the first line with a null login name is used. 

(21 When the program is responding to a command from a remote machine, SLA VE 
mode, the path-names allowed are those given on the first line in the file that has 
the system name that matches the remote machine. If no such line is found, the 
first one with a hull system name is used. 

(31 When a remote computer logs in, the login name that it uses ,oust appear in the 
USERFILE. There may be several lines with the same login name but one of them 
rust either have the iaante of the remote system or mast contain a null system 
name. 

 

(41 If the line thatched in ((31) contains a "c", the remote machine is called back 
before any transactions takz plisse. 

The line 
u,m /usr/xyz 

allows machine m to login with name u and request the transfer of files whose names start with 
"/usr/xyz" 
The line 

dan, /usr/dan 
allows the ordinary user dan to issue commands for files whose name starts with "/usr/dan". 
(Note that this type restriction is seldom rased.) 
The lines 

u.tn /usr/xyz /usr/spool 
U, /usr/spool 

allows any remote machine to login with name u. If its system name is not m, it can only ask 
to traosfer files whose names start with "/usr/spool°'. If it is system m, it can send files from 
paths " /usr/xyz" as well as "/usr/spool". 
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root, / 
/usr 

allow any user to transfer files begiiining with "/usr" but the user with login root can transfer 
any file. (Note that any file that is to be transferred crust be readable by anybody.) 

 

L.sys 

Emh entry in this file represents one system that can be called by the local uucp programs. 
.More than one line may be present for a particular system. In this case, the additional lines 
represent alternative communication paths that will be tried in sequential order. The fields are 
described below. 

    

system name 

 

The name of the remote system. 

 

time 
This is a string that indicates the days-of-week and times-of-day when the system should 
be called (e.g.. MoTuTiz0800--1730). 
The day portion may be.a list containing some of 

Su Mo Tu We Th Fr Sa 

 

or it my be Mk for any week4ay or Any for any day. 
The time should be a range of times (e.g.. 0800- 1230). If no time portion is specified. 
any time of day is assumed to be okay for the call. ' tote that ' a time mnge that spans 
0000 is permitted, for example. 0800-0600 means all tines are ok other than times 
between 6 and 8 am. 
An optional subfield is available to indicate the minimum time (minutes) before a retry 
following a failed attempt. The subdeld separator is a "," (e.g., Any,9 means call any 
time but wait at least 9 minutes after a failure has occurred.) 

     

devica 

 

Ibis is either ACU or the hardwired device to be used for the call. For the hardwired 
can. the last pant of the special file name is used (e.g.. tty0). 

    

      
 cites  

      

This is usually the line spec-d for the call (e.g., 300). The exception is when the ••C•• 
libruy routine "dia_lout" is available in which case this is the dialout clasa. 

phone 

 

The phone number is made up of an optional alphabetic abbreviation and a numeric part. 
The abbreviation should be one that appears in the L•dlalcodes file (e.g.. mh5900, bos-
=9950 9980). For the hardwired devices, this field contains the same string as used for 
the device field. 

 

low 
The login information is given as a series of delOs and subfields in the for=  

[ expw send 1 .. . 
vstw8e expect is the sting expected to be read and send is the string to be sent when the 
wqat string is received. 
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The expect field may be made up of subfields of the form 
expect- send- exp=1 ... 

where the und..  is sent if the prior expect is not successfully read and the expecr following 
the send is the next expected string. (e.g., login- login will expect login; if it gets it, the 
program will go on to the next field; if it does not get login, it will send nud followed by a 
new line, than expect login again.) 
There are two special names available to be sent during the login sequence. The string 
EOT will send an EOT character and the string BREAK will try to send a BREAK charac-
ter. (The BREAK character is simulated using line speed changes and null characters and 
may not work on all devices and/or systems.) A number from 1 to 9 may follow the 
BREAK for example. BREAKI will send 1 null character instead of the default of 3. 
Note that BREAKI usually works best for 300/1200 baud lines. 

A typical entry in the L.sys file would be 
sys Any ACU 300 mh7654 login uucp ssword. word 

The expect algorithm snatch all or part of the input string as illustrated in the password field 
above. 

9. Administration 

 

This section indicates some events and files that must be administered for the uucp system. 
Some administration can be accomplished by shell files initiated by crontab entries. Others will 
require manual intervention. Some sample shell files are given toward the end of this section. 

 

SQFILE - sequence check file 
This file is set up in the program directory and contains an entry for each remote system with 
which you agree to perform conversation sequence checks. The initial entry is just the system 
name of the remote system. The first conversation will add the conversation count and the 
date/ time of the most resent conversation. These items will be updated with each conversa-
tion. If a sequence check fails. the entry will have to be adjusted manually. 

TM - temporary data fibs 
These files are created in the spool directory while a file is being copied from a remote machine. 
Their names have the form 

TM. pid.ddd 
where pid is a process-id and ddd is a sequential three digit number starting at zero. After the 
entire file is received, the TM file is moved/copied to the requested destination. If processing 
is abnormally terminated the file will remain in the spool directory. The leftover files should be 
periodically removed; the unclean program is useful in this regard. The command 

program /uuclean - pTM 

 

will remove all 7M files older than three days. 

LOG - log entry files 
During execution, log information is appended to the LOGFILE. If this file is locked by 
another process, the log information is placed in individual log files which will have prefix 
LOG. These files should be combined into the LOGFILE by using the uulog program. This 
program will append the LOGFILE with the individual log files. The command 

 

uulog 
will accomplish the merge. Options are available to print some or all the log entries after the 
files are merged. The LOGFILE should be removed periodically. 
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The LOG. files are ~+eated initially with made 02ZZ. If ~ the program that c: cares the file ter-
minates normally, it changes the mode to 0666. Aborted rugs may live the Bles with mode 
0222 and the utrlo~ ptogtaan will not read or remove them. To remove them. either use rm, 
ur~sLgrr; or c}~aage the mode to 0666 and let uutog merge them into the LOGFILE. 

STST - system stag Sles • 
These files are created is the spool directory by the uucrco pcogtara. They conwia information 
such as Iogin, dialup or sequence check failures cr will caataia a lAL~CL'vG status when two 
machines are canversittg. The Form of the file name is 

5TST.sys 
where rys is the re:aou system came. 
For ordinary failures. such as dialup or logic, the file will prevent repeated tries for about 55 
rainut~s. This is the default time; it can be changed on as individual system basis by a subfleld 
of the time field is the L.sys file. For sequence check failures. the file must be removed 
before any future attempts to coavers2 with than remote system. 

LCD - lack files 
Lock files arc r. eared for each devices in ass (e.g.. automatic calling unit) cad each system 
conversing. 'This prevents duplicate conversations and multiple attempts to use the same dev-
ice. Ttte forrrz of the lock file carne is 

LCB»ssr 

 

where su i3 either a device or system name. The files may be left is the spoo! directory if taus 
abort (usually only oa system crashes). They will be ignored (reused) after 1.5 hour. When 
runs abort cad calls are desired before the brae limit, the lock files should be removed. 

  

ERRLOG - uucp system erzo~ file 
This file is created is the sy~aol directory to retard uucp system errors. F,.atries is this file 
should be rage. Ths mrssages come from the ASSERT statements in the various programs. 
Wrong modes on files or direstoriq, missing files, cad read/wtite sys:em call failures on the 
traasmissiaa chaaael cagy cause carries is the F_R.RLOG file. 

 

Shen F"ili=s 

  

~1 
•~~ 

 

The ur~cp• program vriil spool e+ork cad atteffipt to start the ur~crco program. but uucico will nest 
always be able to execute the request iaaraediacely. Therefore, the uucico• program should be 
pesiodioally started. The corxuaand to start urrc:co caa be put is a "shell" file with a command 
to mete LOG. files and started by a aontab entry oa as hourly basis. The file could coataia 
the coam,►aads • 

/usr/bia/uulog 
progr~rluurica - rl - slater 
program/uucco - rl 

The "- rl" option is required to start the ucrcico program is MASTER mode. The "- s" 
opaon can be used for polling as illustrated is the second lice where ma~shiae iRrer is being 
polled. The third line will process all other spooled work. • 
Aaotlter shell file may be set up oa a daily bails to remove TN. ST cad LCK fill cad C. or 
D. films for work tisat can not be accomplished for reasons like bad phone number. logic 
chznges etc. A shell file cantaiaiag commands like 

pro~r~/uusle~n - pT'~t - pC. - pD. 
Arose/uuclestt - pS? - pLCR - n12 

    

can be used. dote that the '•- n12"~ option cases the ST amd LCR files older thaw 12 hours 
to be deleted. The a~nce of the "- a" option will use a three day titan limit. 
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A daily or weekly shell should also be created to remove or save old LOGFILEs. A shell like 

 

cp spool/LOGFILE spool/o.LOGFILE 
tin spool/LOGFILE 

can be used. 

 

Login Entry 

Two or more logins should be set up for imcp. One should be an administrative login: the 
owner of all the uucp programs, directories and files. All others are used by remote systems to 
access the uucp system. Each of the "/etc/passwd" entries for the access Ibgins should have 
"pra,¢rai,r/uucico" as the shell to be executed. The login directory should be the public direc-
tory (usually /usr/spool/uucppublic). The various access login names are used in the USER-
FILE  to restrict file access. 

File blades 

The programs uucp, uea, uuc,co. uuh,.e. ouch-an and uu.vgt should be owned by the uucp 
administrative login with the "setuid" bit set and only execute permissions (e.g.. mode 04111). 
The L.sas. SQF/LE and the USERF/LE. which. are put in the prneram directory should be 
owned by the uuep administrative login and set with mode 0400. The mode of spool should be 
"0755". The mode of .ryrdtr should be "0?77". The L-thalcodes and the L-deuces files should 
have mode 0444. 
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ABSTRACT 

Computer program input generally has some structure; in fact, every com-
puter program that does input can be thought of as defining an "input 
language" which it accepts. An input language may be as complex as a  pro-
gramming language, or as simple as a sequence of numbers. Unfortunately, 
usual input facilities are limited, difficult to use, and often are lax about check-
ing their inputs for validity. 

Yacc provides a general tool for describing the input to a computer pro-
gram. The Yacc user specifies the structures of his input, together with code to 
be invoked as each such structure is recognized. Yacc turns such a specification 
into a subroutine that handles the input process; frequently, it is convenient 
and appropriate to have most of the flow of control in the user's application 
handled by this subroutine. 

The input subroutine produced by Yacc calls a user-supplied routine to 
return the next basic input item. Thus, the user can specify his input in terms 
of individual input characters, or in terms of higher level constructs such as 
names and numbers. The user-supplied routine may also handle idiomatic 
features such as comment and continuation conventions, which typically defy 
easy grammatical specification. 

Yacc is written in portable C. The class of specifications accepted is a 
very general one: LALR(1) grammars with disambiguating rules. 

In addition to compilers for C, APL, Pascal, RATFOR, etc., Yacc has also 
been used for less conventional languages, including a phototypesetter 
language, several desk calculator languages, a document retrieval system, and a 
Fortran debugging system. 

July 31, 1978 
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0: Introduction 

Yacc provides a general tool for imposing structure on the input to a computer program. 
The Yacc user prepares a specification of the input process; this includes rules describing the 
input structure, code to be invoked when these rules are recognized, and aloes-level routine to 
do the basic input. Yacc then generates a function to control the input process. This function, 
called a parser, calls the. user-supplied low-level input routine (the lexica! analyzer) to pick up 
the basic items (called tokens) from the input stream. These tokens are organized according to 
the input structure rules, called grammar rules; when one of these rules has been recognized, 
then user code supplied for this rule, an action, is invoked; actions have the ability to return 
values and make use of the values of other actions. 

Yacc is written in a portable dialect of C1 and the actions, and output subroutine, are in C 
as well. Moreover, many of the syntactic conventions of Yacc follow C. 

The heart of the input specification is a collection of grammar rules. Each rule describes 
an allowable structure and gives it a name. For example, one grammar rule might be 

date month_name day '," year ; 

Here, date, month name, day, and year represent structures of interest in the input process; 
presumably, month name, day, and year are defined elsewhere. The comma "," is enclosed in 
single quotes; this implies that the comma is to appear literally in the input. The colon and 
semicolon merely serve as punctuation in the rule, and have no significance in controlling the 
input. Thus, with proper definitions, the input 

July 4, 1776 

might be matched by the above rule. 
An important part of the input process is carried out by the lexical analyzer. This user 

routine reads the input stream, recognizing the lower level structures, and communicates these 
tokens to the parser. For historical reasons, a structure recognized by the lexical analyzer is 
called a terminal symbol, while the structure recognized by the parser is called a nontermina!  sym-
bol. To avoid confusion, terminal symbols will usually be referred to as tokens. 

There is considerable leeway in deciding whether to~ recognize structures using the lexical 
analyzer or grammar rules. For example, the rules 

month name J a n' ; 
month_name 'F' "e' "b" ; 

 

month_name 'D' "e" "c" ; 

might be used in the above example. The lexical analyzer would only need to recognize indivi-. 
dual letters, and month name would be a nonterminal symbol. Such low-level rules tend to 
waste time and space, and may complicate the specification beyond Yacc's ability to deal with it. 
Usually, the lexical analyzer would recognize the month names, and return an indication that a 
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month name was seen; in this case, month name would be a token. 

Literal characters such as "," must also be passed through the lexical analyzer, and are 
also considered tokens. 

Specification files are very flexible. It is realively easy to add to the above example the 
rule 

 

date : month T day T year ; 

allowing 

7/4/  1776 

  

as a synonym for 

• 

 

July 4, 1776 

In most cases, this new rule could be " slipped in" to a working system with minimal effort, 
and little danger of disrupting existing input. 

The input being read may not conform to the specifications. These input errors are 
detected as early as is theoretically possible with a left-to-right scan; thus, not only is the 
chance of reading and computing with bad input data substantially reduced, but the bad data 
can usually be quickly found. Error handling, provided as part of the input specifications, per-
mits the reentry of bad data, or the continuation of the input process after skipping over the 
bad data. 

In some cases, Yacc fails to produce a parser when given a set of specifications. For 
example, the specifications may be self contradictory, or they may require a more powerful 
recognition mechanism than that available to Yacc. The former cases represent design errors; 
the latter cases can often be corrected by making the lexical analyzer more powerful, or by 
rewriting some of the grammar rules. While Yacc cannot handle all possible specifications, its 
power compares favorably with similar systems; moreover, the constructions which are difficult 
for Yacc to handle are also frequently difficult for human beings to handle. Some users have 
reported that the discipline of formulating valid Yacc specifications for their input revealed 
errors.of conception or design early in the program development. 

The theory underlying Yacc has been described elsewhere.2, 3, 4 Yacc has been extensively 
used in numerous practical applications, including lint,5 the Portable C Compiler,6 and a system 
for typesetting mathematics. 7 

The next several sections describe the basic process of preparing a Yacc specification; Sec-
tion 1 describes the preparation of grammar rules, Section 2 the preparation of the user sup-
plied actions associated with these rules, and Section 3 the preparation of lexical analyzers. Sec-
tion 4 describes the operation of the parser. Section 5 discusses various reasons why Yacc may 
be unable to produce a parser from a specification, and what to do about it. Section 6 describes 
a simple mechanism for handling operator precedences in arithmetic expressions. Section 7 
discusses error detection and recovery. Section 8 discusses the operating environment and spe-
cial features of the parsers Yacc produces. Section 9 gives some suggestions which should 
improve the style and efficiency of the specifications. Section 10 discusses. some advanced 
topics, and Section 11 gives acknowledgements. Appendix A has a brief example, and Appen-
dix B gives a summary of the Yacc input syntax. Appendix C gives an example using some of 
the more advanced features of Yacc, and, finally, Appendix D describes mechanisms and syntax 
no longer actively supported, but provided for historical continuity with older versions of Yacc. 

1: Basic Specifications 

 

Names refer to either tokens or nonterminal symbols. Yacc requires token names to be 
declared as such. In addition, for reasons discussed in Section 3, it is often desirable to include 
the lexical analyzer as part of the specification file; it may be useful to include other programs 
as well. Thus, every specification file consists of three sections: the declarations, (grammar) 
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rules, and programs The sections are separated by double percent "%%" marks. (The percent 
"%" is generally used in Yacc specifications as an escape character.) 

In other words, a full specification file looks like 

declarations' 
%% 
rules 
%% 
programs 

The declaration section may be empty. Moreover, if the programs section is omitted, the 
second %% mark may be omitted also; thus,.the smallest legal Yacc specification is 

%% 
rules 

 

Blanks, tabs, and newlines are ignored except that they may not appear in names or 
multi-character reserved symbols. Comments may appear wherever a name is legal; they °are 
enclosed in /+ ... +/, as in C and PL/I. 

The rules section is made up of one or more grammar rules. A grammar rule has the 
form: 

   

A BODY ; 

 

A represents a nonterminal name, and BODY represents a sequence of zero or more names and 
literals. The colon and the semicolon are Yacc punctuation. 

Names may be of arbitrary length, and may be made up of letters, dot ".", underscore 
" ", and non-initial digits. Upper and lower case letters are distinct. The names used in the 
body of a grammar rule may represent tokens or nonterminal symbols. 

A literal consists of a character enclosed in single quotes """. As in C, the backslash "\" 
is an escape character within literals, and all the C escapes are recognized. Thus 

" \n" newline 
' \r' return 
'\" single quote 
'\\" backslash "\" 
' \t' tab 
'\b' backspace 
"\f form feed 
'\xxx" "xxx" in octal 

For a number of technical reasons, the xuL character ("\0" or 0) should never be used in gram-
mar rules. 

If there are several grammar rules with the same left hand side, the vertical bar "I" can 
be used to avoid rewriting the left hand side. In addition, the semicolon at the end of a rule 
can be dropped before a vertical bar. Thus the grammar rules 

A BCD ; 
A E F ; 
A G ; 

can be given to Yacc as 

 

A B C D 
I E F 
I G 
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It is not necessary that all grammar rules with the same left side appear together in the gram-
mar rules section, although it makes the input much more readable, and easier to change. 

ff a nonterminal symbol matches the empty string, this can be indicated in the obvious 
way: 

empty . ; 

Names representing tokens must be declared; this is most simply done by writing 

%token namel name2... 

in the declarations section. (See Sections 3 , 5, and 6 for much more discussion). Every name 
not defined in the declarations section is assumed to represent a nonterminal symbol. Every 
nonterminal symbol must appear on the left side of at least one rule. 

Of all the nonterminal symbols, one, called the start symbol, has particular importance. 
The parser is designed to recognize the start symbol; thus, this symbol represents the largest, 
most general structure described by the grammar rules. By default, the start symbol is taken to 
be the left hand side of the first grammar rule in the rules section. It is possible, and in fact 
desirable, to declare the start symbol explicitly in the declarations section using the %start key-
word: 

%start symbol 

The end of the input to the parser is signaled by a special token, called the endmarker. If 
the tokens up to, but not including, the endmarker form a structure which matches the start 
symbol, the parser function returns to its caller after the endmarker is seen; it.accepts the input. 
If the endmarker is seen in any other context, it is an error. 

It is the job of the user-supplied lexical analyzer to return the endmarker when appropri-
ate; see section 3, below. Usually the endmarker represents some reasonably obvious I/O 
status, such as " end-of-file" or " end-of-record". 

2: Actions 

 

With each grammar rule, the user may associate actions to be performed each time the 
rule is recognized in the input process. These actions may return values, and may obtain the 
values returned by previous actions. Moreover, the lexical analyzer can return values for 
tokens, if desired. 

An action is an arbitrary C statement, and as such can do input and output, call subpro-
grams, and alter external vectors and variables. An action is specified by one or more state-
ments, enclosed in curly braces "{" and "}". For example, 
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A 

 

(, li .). 
{ hello( 1, "abc" ); } 

and 

XXX YYY ZZZ 
{ printf("a message\n"); 

flag = 25; } 

 

are grammar rules with actions. 

To facilitate easy communication between the actions and the parser, the action state-
ments are altered slightly. The symbol " dollar sign" "$" is used as a signal to Yacc in this 
context. . 

To return a value, the action normally sets the pseudo-variable "$$" to some value. For 

• 

example, an action that does nothing but return the value 1 is 



 

expr 

 

5 

 

• ( $$ = 1; ) 

To obtain the values returned by previous actions and the lexical analyzer, the action may 
use the pseudo-variables $1, $2, ..., which refer to the values returned by the components of 
the right side of a rule, reading from left to right. Thus, if the rule is 

A B C D ; 

for example, then $2 has the value returned by C, and $3 the value returned by D. 
As a more concrete example, consider the rule 

expr T expr T  ; 

The value returned by this rule is usually the value of the expr in parentheses. This can be 

  

indicated by 

 

' ('  expr ')' (* $$ = $2 ; ) 

By default, the value of a rule is the value of the first element in it ($1). Thus, grammar 
rules of the form 

A B ; 

frequently need not have an explicit action. 
In the examples above, all the actions came at the end of their rules. Sometimes, it is 

desirable to get control before a rule is fully parsed. Yacc permits an action to be written in the 
middle of a rule as well as at the end. This rule is assumed to return a value, accessible 
through the usual mechanism by the actions to the right of it. In turn, it may access the values 
returned by the symbols to its left. Thus, in the rule 

{ $$ = 1; ) 

{ x=$2; y=$3; ) 

 

the effect is to set x to 1, and y to the value returned by C. 
Actions that do not terminate a rule are actually handled by Yacc by manufacturing a new 

nonterminal symbol name, and a new rule matching this name to the empty string. The inte-
rior action is the action triggered off by recognizing this added rule. Yacc actually treats the 
above example as if it had been written: 

$ACT /* empty */ 
($$ =1;) 

 

A B $ACT C 
{ x=$2; y=$3; ) 

  

In many applications, output is not done directly by the actions; rather, a data structure, 
such as a parse tree, is constructed in memory, and transformations are applied to it before out-
put is generated. Parse trees are particularly easy to construct, given routines to build and 
maintain the tree structure desired. For example, suppose there is a C function node, written 
so that the call 

node( L, nl, n2 ) 

creates a node with label L, and descendants nl and n2, and returns the index of the newly 
created node. Then parse tree can be built by supplying actions such as: 
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B 

C 
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expr expr "+' expr 
( $$ = node( '+', $1, $3 ); ) 

in the specification. 
The user may define other variables to be used by the actions. Declarations and 

definitions - can appear in the declarations section, enclosed in the marks 'V" and "%)". 
These declarations and definitions have global scope, so they are known to the action state-
ments and the lexical analyzer. For example, 

%( int variable = 0; %) 

could be placed in the declarations section, making variable accessible to all of the actions. The 
Yacc parser uses only names beginning in "yy"; the user should avoid such names. 

In these examples, all the values are integers: a discussion of values of other types will be 
found in Section 10. 

3: Lexical Analysis 
The user must supply a lexical analyzer to read the input stream and communicate tokens 

(with values, if desired) to the parser. The lexical analyzer is an integer-valued function called 
yylex. The function returns an integer, the token number, representing the kind of token read. 
If there is a value associated with that token, it should be assigned to the external variable yyl-
val. 

The parser and the lexical analyzer must agree on these token numbers in order for com-
munication between them to take place. The numbers may be chosen by Yacc, or chosen by 
the user. In either case, the "# define" mechanism of C is used to allow the lexical analyzer 
to return these numbers symbolically. For example, suppose that the token name DIGIT has 
been defined in the declarations section of the Yacc specification file. The relevant portion of 
the lexical analyzer might look like: 

yylex 0 ( 
extern int yylval; 
int c; 

c = getchar0; 

switch( c ) { 

 

case "0': 
case "1": 

case '9": 
yylval = c- "0'; 
return ( DIGIT ); 

} 

 

The intent is to return a token number of DIGIT, and a value equal to the numerical 
value of the digit. Provided that the lexical analyzer code is placed in the programs section of 
the specification file, the identifier DIGIT will be defined as the token number associated with 
the token DIGIT. 

This mechanism leads to clear, easily modified lexical analyzers; the only pitfall is the 
need to avoid using any token names in the grammar that are reserved or significant in C or the 
parser; for example, the use of token names if  or while will almost certainly cause severe 
difficulties when the lexical analyzer is compiled. The token name error is reserved for error 
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handling, and should not be used naively (see Section 7). 

As mentioned above, the token numbers may be chosen by Yacc or by the user. In the 
default situation, the numbers are chosen by Yacc. The default token number for a literal char-
acter is the numerical value of the character in the local character set. Other names are 
assigned token numbers starting at 257. 

To assign a token number to a token (including literals), the first appearance of the token 
name or literal in the declarations section can be immediately followed by a nonnegative integer. 
This integer is taken to be the token number of the name or literal. Names and literals not 
defined by this mechanism retain their default definition. It is important that all token numbers 
be distinct. 

For historical reasons, the endmarker must have token number 0 or negative. This token 
number cannot be redefined by the user; thus, all lexical analyzers should be prepared to return 
0 or negative as a token number upon reaching the end of their input. 

A very useful tool for constructing lexical analyzers is the Lex program developed by 
Mike Lesk.8 These lexical analyzers are designed to work in close harmony with Yacc parsers. 
The specifications for these lexical analyzers use regular expressions instead of grammar rules. 
Lex can be easily used to produce quite complicated lexical analyzers, but there remain some 
languages (such as FORTRAN) which do not fit any theoretical framework, and whose lexical 
analyzers must be crafted by hand. 

4: How the Parser Works 

Yacc turns the specification file into a C program, which parses the input according to the 
specification given. The algorithm used to go from the specification to the parser is complex, 
and will not be discussed here (see the references for more information). The parser itself, 
however, is relatively simple, and understanding how it works, while not strictly necessary, will 
nevertheless make treatment of error recovery and ambiguities much more comprehensible. 

The parser produced by Yacc consists of a finite state machine with a stack. The parser is 
also capable of reading and remembering the next input token (called the lookahead token). 
The current state is always the one on the top of the stack. The states of the finite state 
machine are given small integer labels; initially, the machine is in state 0, the stack contains 
only state 0, and no lookahead token has been read. 

The machine has only four actions available to it, called shift, reduce, accept, and error. A 
move of the parser is done as follows: 

1. Based on its current state, the parser decides whether it needs a lookahead token to decide 
what action should be done; if it needs one, and does not have one, it calls yylex to obtain 
the next token. 

2. Using the current state, and the lookahead token if needed, the parser decides on its next 
action, and carries it out. This may result in states being pushed onto the stack, or 
popped off of the stack, and in the lookahead token being processed or left alone. 

The shift action is the most common action the parser takes. Whenever a shift action is 
taken, there is always a lookahead token. For example, in state 56 there may be an action: 

IF shift 34 

which says, in state 56, if the lookahead token is IF, the current state (56) is pushed down on 
the stack, and state 34 becomes the current state (on the top of the stack). The lookahead 
token is cleared. 

The reduce action keeps the stack from growing without bounds. Reduce actions are 
appropriate when the parser has seen the right hand side of a grammar rule, and is prepared to 
announce that it has seen an instance of the rule, replacing the right hand side by the left hand 
side. It may be necessary to consult the lookahead token to decide whether to reduce, but usu-
ally it is not; in fact, the default action (represented by a ".") is often a reduce action. 
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Reduce actions are associated with individual grammar rules. Grammar rules are also 
given small integer numbers, leading to some confusion. The action 

reduce 18 

refers to grammar rule 1.8, while the action 

 

IF shift 34 

refers to state 34. 

'Suppose the rule being reduced is 

A x y z ; 

0  

 

The--reduce action depends on the left hand symbol (A in this case), and the number of sym-
bols on the right hand side (three in this case). To reduce, first pop off the top three states 
from the stack (In general, the number of states popped equals the number of symbols on the 
right side of the rule). In effect, these states were the ones put on the stack while recognizing 
x, y, and z, and no longer serve any useful purpose. After popping these states, a state is 
uncovered which was the state the parser was in before beginning to process the rule. Using 
this uncovered state, and the symbol on the left side of the rule, perform what is in effect a 
shift of A. A new-state is obtained, pushed onto the stack, and parsing continues. There are 
significant differences between the processing of the left hand symbol and an ordinary shift of a 
token, however, so this action is called a goto action. In particular, the lookahead token is 
cleared by a shift, and is not affected by a goto. In any case, the uncovered state contains an 
entry such as: 

 

A goto 20 

causing state 20 to be pushed onto the stack, and become the current state. 

In effect, the reduce action " turns back the clock" in the parse, popping the states off the 
stack to go back to the state where the right hand side of the rule was first seen. The parser 
then behaves as if it had seen the left side at that time. If the right hand side of the rule is 
empty, no states are popped off of the stack: the uncovered state is in fact the current state. 

The reduce action is also important in the treatment of user-supplied actions and values. 
When a rule is reduced, the code supplied with the rule is executed before the stack is adjusted. 
In addition to the stack holding the states, another stack, running in parallel with it, holds the 
values returned from the lexical analyzer and the actions. When a shift takes place, the exter-
nal variable yylval is copied onto the value stack. After the return from the user code, the 
reduction is carried out. When the goto action is done, the external variable yyval is copied 
onto the value stack. The pseudo-variables $1, $2, etc., refer to the value stack. 

The other-two parser actions are conceptually much simpler. The accept action indicates 
that the entire input has been seen and that it matches the specification. This action appears 
only when the lookahead token is the endmarker, and indicates that the parser has successfully 
done its job. The error action, on the other hand, represents a place where the parser can no 
longer continue parsing according to the specification. The input tokens it has seen, together 
with the lookahead token, cannot be followed by anything that would result in a legal input. 
The parser reports an error, and attempts to recover the situation and resume parsing: the error 
recovery (as opposed to the detection of error) will be covered in Section 7. 

It is time for an example! Consider the specification 
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%token DING DONG DELL 
%% 
rhyme sound place 

sound DING DONG 

 

place DELL 

 

When Yacc is invoked with the -v option, a file called y.output is produced, with a 
human-readable description of the parser. The y.output file corresponding to the above gram-
mar (with some statistics stripped off the end) is: 
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state 0 

$accept : _rhyme $end 

 

DING shift 3 
- . error 

  

rhyme goto 1 
sound goto 2 

state 1 
$accept : rhyme_$end 

$end accept 
. error 

  

state 2 

 

   

 

 
rhyme : sound-Place 

 

    

 

 

   

DELL shift 5 
error 

     

   

 

 

place goto 4 

     

    

state 3 
sound : DING DONG 

     
     DONG shift 6 

. error 

   

 

 

  

 

   

 

   

 

   

state 4 

state 5 

rhyme : sound place_ (1) 

. reduce 1 

place : DELL_ (3) 
 

 

 

 

state 6 

reduce 3 

   

sound : DING DONG (2) 

. reduce 2 

Notice that, in addition to the actions for each state, there is a description of the parsing rules 
being processed in each state. The _ character is used to indicate what has been seen, and what 
is yet to come, in each rule. Suppose the input is 

DING DONG DELL 

It is instructive to follow the steps of the parser while processing this input. 
Initially, the current state is state 0. The parser needs to refer to the input in order to 

decide between the actions available in state 0, so the first token, DING, is read, becoming the 
lookahead token. The action in state 0 on DING is is "shift 3", so state 3 is pushed onto the 
stack, and the lookahead token is cleared. State 3 becomes the current state. The next token, 
DONG, is read, becoming the lookahead token. The action in state 3 on the token DONG is 

 

• 
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"shift 6", so state 6 is pushed onto the stack, and the lookahead is cleared. The stack now 
contains 0, 3, and 6. In state 6, without even consulting the lookahead, the parser reduces by 
rule 2. 

sound : DING DONG 

 

This rule has two symbols on the right hand side, so two states,*6 and 3, are popped off of the 
stack, uncovering state 0. Consulting the description of state 0, looking for a goto on sound, 

sound goto 2 

is obtained; thus state 2 is pushed onto the stack, becoming the current state. 

In state 2, the next token, DELL, must be read. The action is "shift 5", so state 5 is 
pushed onto the stack, which now has 0, 2, and 5 on it, and the lookahead token is cleared. In 
state 5, the only action is to reduce by rule 3. This has one symbol on the right hand side, so 
one state, 5, is popped off, and state 2 is uncovered. The goto in state 2 on place, the left side 
of rule 3, is state 4. Now, the stack contains 0, 2, and 4. In state 4, the only action is to 
reduce by rule 1. There are two symbols on the right, so the top two states are popped off, 
uncovering state 0 again. In state 0, there is a goto on rhyme causing the parser to enter state 
1. In state 1, the input is read; the endmarker is obtained, indicated by "$end" in the y.output 
file. The action in state 1 when the endmarker is seen is to accept, successfully ending the 
parse. 

 

The reader is urged to consider how the parser works when confronted with such incorrect 
strings as DING DONG DONG, DING DONG, DING DONG DELL DELL, etc. A few minutes 
spend with this and other simple examples will probably be repaid when problems arise in more 
complicated contexts. 

5: Ambiguity and Conflicts 

 

A set of grammar rules is ambiguous if there is some input string that can be structured in 
two or more different ways. For example, the grammar rule 

 

expr expr expr 

is a natural way of expressing the fact that one way of forming an arithmetic expression is to 
put two other expressions together with a minus sign between them. Unfortunately, this gram-
mar rule does not completely specify the way that all complex inputs should be structured. For 
example, if the input is 

expr. - expr - expr 

the rule allows this input to be structured as either 

  

( expr - expr ) - expr 

or as 

expr - ( expr - expr ) 

(The first is called left association, the second right association). 

Yacc detects such ambiguities when it is attempting to build the parser. It is instructive to 
consider the problem that confronts the parser when it is given an input such as 

expr - expr - expr 

When the parser has read the second expr, the input that it has seen: 

expr - expr 

matches the right side of the grammar rule above. The parser could reduce the input by apply-
ing this rule; after applying the rule; the input is reduced to expr(the left side of the rule). The 
parser would then read the final part of the input: 

   

• 



 

• 
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• - expr 

and again reduce. The effect of this is to take the left associative interpretation. 
Alternatively, when the parser has seen 

expr - expr 

  

it could defer the immediate application of the rule, and continue reading the input until it had 
seen 

expr - expr - expr 

It could then apply the rule to the rightmost three symbols, reducing them to expr and leaving 

expr - expr 

 

Now the rule can be reduced once more; the effect is to take the right associative interpreta-
lion. Thus, having read 

 

expr - expr 

the parser can do two legal things, a shift or a reduction, and has no way of deciding between 
them. This is called a shy /reduce conflict. It may also happen that the parser has a choice of 
two legal reductions; this is called areduce / reduce conflict. Note that there are never any 
"Shift/shift" conflicts. 

When there are shift/reduce or reduce/reduce conflicts, Yacc still produces a parser. It 
does this by selecting one of the valid steps wherever it has a choice. A rule describing which 
choice to make in a given situation is called a disambiguating rule. 

Yacc invokes two disambiguating rules by default: 
1. In a shift/reduce confect, the default is to do the shift. 
2. In a reduce/reduce confect, the default is to reduce by the earlier grammar rule (in the 

input sequence). 
Rule I implies that reductions are deferred whenever there is a choice, in favor of shifts. 

Rule 2 gives the user rather crude control over the behavior of the parser in this situation, but 
reduce/reduce conflicts should be avoided whenever possible. 

Confects may arise because of mistakes in input or logic, or because the grammar rules, 
while consistent, require a more complex parser than Yacc can construct. The use of actions 
within rules can also cause conflicts, if the action must be done before the parser can be sure 
which rule is being recognized. In these cases, the application of disambiguating rules is inap-
propriate, and leads to an incorrect parser. For this reason, Yacc always reports the number of 
shift/reduce and reduce/reduce conflicts resolved by Rule I and Rule 2. 

In general, whenever it is possible to apply disambiguating rules to produce a correct 
parser, it is also possible to rewrite the grammar rules so that the same inputs are read but 
there are no conflicts. For this reason, most previous parser generators have considered 
conflicts to be fatal errors. Our experience has suggested that this rewriting is somewhat unna-
tural, and produces slower parsers; thus, Yacc will produce parsers even in the presence of 
conflicts. 

As an example of the power of disambiguating rules, consider a fragment from a program-
ming language involving an "if-then-else" construction: 

slat IF ' (' cond ')' slat 
- I IF ' (' cond ')' slat ELSE slat 

 

In these rules, IF and ELSE are tokens, cond is a nonterminal symbol describing conditional 
(logical) expressions, and slat is a nonterminal symbol describing statements. The first rule will 
be called the simple-if rule, and the second the if--else rule. 
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These two rules form an ambiguous construction, since input of the form 

IF ( Cl ) IF ( C2 ) S1 ELSE S2 

can be structured according to these rules in two ways: 

IF (. C1 ) .1 
IF ( C2 ) S1 
} 

ELSE S2 

or 

 

• 

   

IF ( C1 ) 1 
IF(C2)S1 
ELSE S2 
} 

The second interpretation is the one given in most programming languages having this con-
struct. Each ELSE is associated with the last preceding "un-ELSE'd" IF. In this example, con-
sider the situation where the parser has seen 

IF ( C1 ) IF ( C2 ) S1 

and is looking at the ELSE. It can immediately reduce by the simple-if rule to get 

IF ( C1 ) stat 

and then read the remaining input, 

ELSE S2 

and reduce 

IF ( Cl ) stat ELSE S2 

by the if-else rule. This leads to the first of the above groupings of the input. 

On the other hand, the ELSE may be shifted, S2 read, and then the right hand portion of 

IF ( Cl ) IF ( C2 ) S1 ELSE S2 

can be reduced by the if-else rule to get 

IF ( Cl ) stat 

 

which can be reduced by the simple-if rule. This leads to the second of the above groupings of 
the input, which is usually desired. 

Once again the parser can do two valid things - there is a shift/reduce conflict. The 
application of disambiguating rule 1 tells the parser to shift in this case, which leads to the 
desired grouping. 

This shift/reduce conflict arises only when there is a particular current input symbol, 
ELSE, and particular inputs already seen, such as 

 

IF ( C1 ) IF ( C2 ) S1 

In general, there may be many conflicts, and each one will be associated with an input symbol 
and a set of previously read inputs. The previously read inputs are characterized by the state of 
the parser. 

The conflict messages of Yacc are best understood by examining the verbose (- v) option 
output file. For example, the output corresponding to the above confect state might be: 

    

0  
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23: shift/reduce conflict (shift 45, reduce 18) on ELSE 

 

state 23 

stat : IF ( cond ) stat- (18) 
scat : IF' ( cond ) stat ELSE stat 

ELSE shift 45 
reduce 18 

The first line describes the conflict, giving the state and the input symbol. The ordinary state 
description follows, giving the grammar rules active in the state, and the parser actions. Recall 
that the underline marks the portion of the grammar rules which has been seen. Thus in the 
example, in state 23 the parser has seen input corresponding to 

IF ( cond ) stat 

and the two grammar rules shown are active at this time. The parser can do two possible 
things. If the input symbol is ELSE, it is possible to shift into state 45. State 45 will have, as 
part of its description, the line 

stat : IF ( cond ) stat ELSE stat 

since the ELSE will have been shifted in this state. Back in state 23, the alternative action, 
described by ".", is to be done if the input symbol is not mentioned explicitly.in the above 
actions; thus, in this case, if the input symbol is not ELSE, the parser reduces by grammar rule 
18: 

 

stat : IF T cond ')' stat 

Once again, notice that the numbers following " shift" commands refer to other states, while 
the numbers following "reduce" commands refer to grammar rule numbers. In the y.output 
file, the rule numbers are printed after those rules which can be reduced. In most one states, 
there will be at most reduce action possible in the state, and this will be the default command. 
The user who encounters unexpected shift/reduce conflicts will probably want to look at the 
verbose output to decide whether the default actions are appropriate. In really tough cases, the 
user might need to know more about the behavior and construction of the parser than can be 
covered here. In this case, one of the theoretical references2, 3, 4 might be consulted; the ser-
vices of a local guru might also be appropriate. 

 

6: Precedence 

There is one common situation where the rules given above for resolving conflicts are not 
sufficient; this is in the parsing of arithmetic expressions. Most of the commonly used con-
structions for arithmetic expressions can be naturally described by the notion of precedence lev-
els for operators, together with information about left or right associativity. It turns out that 
ambiguous grammars with appropriate disambiguating rules can be used to create parsers that 
are faster and easier to write than parsers constructed from unambiguous grammars. The basic 
notion is to write grammar rules of the form 

expr : expr OP expr 

 

and 

expr : UNARY_ expr 

for all binary and unary operators desired. This creates a very ambiguous grammar, with many 
parsing conflicts. As disambiguating rules, the user specifies the precedence, or binding 
strength, of all the operators, and the associativity of the binary operators. This information is 
sufficient to allow Yacc to resolve the parsing conflicts in accordance with these rules, and 

• 

  

• 
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construct a parser that realizes the desired precedences and associativities. 

The precedences and associativities are attached to tokens in the declarations section. 
This is done by a series of lines beginning with a Yacc keyword: %left, %right, or %nonassoc, 
followed by a list of tokens. All of the tokens on the same line are assumed to have the same 
precedence level and associativity; the lines are listed in order of increasing precedence or bind-
ing strength. Thus, 

%left ' +' - 
%left '•' '/' 

describes the precedence and associativity of the four arithmetic operators. Plus and minus are 
left associative, and have lower precedence than star and slash, which are also left associative. 
The keyword %right is used to describe right associative operators, and the keyword %nonassoc 
is used to describe operators, like the operator .LT. in Fortran, that may not associate with 
themselves; thus, 

A .LT. B .LT. C 

is illegal in Fortran, and such an operator would be described with the keyword %nonassoc in 
Yacc. As an example of the behavior of these declarations, the description 

%right  
%left -

 

%left '•' "/' 

 

expr expr 
expr '+' expr 
expr "-' expr 
expr "•' expr 
expr "/' expr 
NAME 

might be used to structure the input 

a = b = c•d - e - f•g 

as follows: 

a = ( b.= ( ((c•d)- e) - (f+g) ) ) 

 

When this mechanism is used, unary operators must, in general, be given a precedence. Some-
times a unary operator and a binary operator have the same symbolic representation, but 
different precedences. An example is unary and binary ' -'; unary minus may be given the 
same strength as multiplication, or even higher, while binary minus has a lower strength than 
multiplication. The keyword, %prec, changes the precedence level associated with a particular 
grammar rule. %prec appears immediately after the body of the grammar rule, before the 
action or closing semicolon, and is followed by a token name or literal. It causes the pre-
cedence of the grammar rule to become that of the following token name or literal. For exam-
ple, to make unary minus have the same precedence as multiplication the rules might resemble: 

  

is  

   

0  



expr '+' expr 
expr '-' expr 
expr '*' expr 
expr '/' expr 
-" expr %prec 
NAME 

 

 expr 
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%left '+'  '-
%left '*' '/' 

%% 

• 

 

A token declared by %left, %right, and %nonassoc need not be, but may be, declared by 
%token as well. 

The precedences and associativities are used by Yacc to resolve parsing conflicts; they give 
rise to disambiguating rules. Formally, the rules work as follows: 
1. The precedences and associativities are recorded for those tokens and literals that have 

them. 

2. A precedence and associativity is associated with each grammar rule; it is the precedence 
and associativity of the last token or literal in the body of the rule. If the °'aprec  construc-
tion is used, it overrides this default. Some grammar rules may have no precedence and 
associativity associated with them. 

3. When there is a reduce/reduce confect, or there is a shift/reduce conflict and either the 
. input symbol or the grammar rule has no precedence and associativity, then the two 

disambiguating rules given at the beginning of the section are used, and the conflicts are 
reported. 

4. If there is a shift/reduce conflict, and both the grammar rule and the input character have 
precedence and associativity associated with them, then the confect is resolved in favor of 
the action (shift or reduce) associated with the higher precedence. If the precedences are 
the same, then the associativity is used; left associative implies reduce, right associative 
implies shift, and nonassociating implies error. 

Conflicts resolved by precedence are not counted in the number of shift/reduce and 
reduce/reduce conflicts reported by Yacc. This means that mistakes in the specification of pre-
cedences may disguise errors in the input grammar; it is a good idea to be sparing with pre-
cedences, and use them in an essentially " cookbook" fashion, until some experience has been 
gained. The y.output file is very useful in deciding whether the parser is actually doing what was 
intended. 

7: Error Handling 
Error handling is an extremely diflicult area, and many of the problems are semantic ones. 

When an error is found, for example, it may be necessary to reclaim parse tree storage, delete 
or alter symbol table entries, and, typically, set switches to avoid generating any further output. 

It is seldom acceptable to stop all processing when an error is found; it is more useful to 
continue scanning the input to find further syntax errors. This leads to the problem of getting 
the parser " restarted" after an error. A general class of algorithms to do this involves discard-
ing anumber of tokens from the input string, and attempting to adjust the parser so that input 
can continue. 

To allow the user some control over this process, Yacc provides a simple, but reasonably 
general, feature. The token name " error" is reserved for error handling. This name can be 
used in grammar rules; in effect, it suggests places where errors are expected, and recovery 
might take place. The parser pops its stack until it enters a state where, the token " error" is 

 

a 

• 
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legal. It then behaves as if the token " error" were the current lookahead token, and performs 
the action encountered. The lookahead token is then reset to the token that caused the error. 
If no special error rules have been specified, the processing halts when an error is detected. 

In order to prevent a cascade of error messages, the parser, after detecting an error, 
remains in error. state until three tokens have been successfully read and shifted. If an. error is 
detected when the parser is already in error state, no message is given, and the input token is 
quietly deleted.- . 

As .an .example, ' a• rule of the form 

 

stat error 

would, in effect, mean that on a syntax error the parser would attempt to skip over the state-
ment in which the error was seen. More precisely, the parser will scan ahead, looking for three 
tokens that might legally follow a statement, and start processing at the first of these; if the 
beginnings of statements are not sufficiently distinctive, it may make a false start in the middle 
of a statement, and end up reporting a second error where there is in fact no error. 

Actions may be used with these special error rules. These actions might attempt to reini-
tialize tables, reclaim symbol table space, etc. 

Error rules such as the above are very general, but difficult to control. Somewhat easier 
are rules such as 

stat error ';' 

Here, when there is an error, the parser attempts to skip over the statement, but will do so by 
skipping to the next ';'. All tokens after the error and before the next ';' cannot be shifted, and 
are discarded. When the ';' is seen, this rule will be reduced, and any " cleanup" action associ-
ated with it performed. 

Another form of error rule arises in interactive applications, where it may be desirable to 
permit a line to be reentered after an error. A possible error rule might be 

input . error '\n' { printf( "Reenter last line: " ); ) input 
{ $$ _ $4; ) 

There is one potential difficulty with this approach; the parser must correctly process three 
input tokens before it admits that it has correctly resynchronized after the error. If the reen-
tered line contains an error in the first two tokens, the parser deletes the offending tokens, and 
gives no message; this is clearly unacceptable. For this reason, there is a mechanism that can 
be used to force the parser to believe that an error has been fully recovered from. The state-

 

ment 

 

yyerrok ; 

in an action resets the parser to its normal mode. The last example is better written 

 

input . error '\n' 
{ yyerrok; 

printf( "Reenter last line: " ); } 
input 

{ $$ = $4; } 

  

 
As mentioned above, the token seen immediately after the " error" symbol is the input 

token at which the error was discovered. Sometimes, this is inappropriate; for example, an 
error recovery action might take upon itself the job of finding the correct place to resume input. 
In this case, the previous lookahead token must be cleared. The statement 

  

yyclearin ; 

in an action will have this effect. For example, suppose the action after error were to call some 
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sophisticated resynchronization routine, supplied by the user, that attempted to advance the 
input to the beginning of the next valid statement. After this routine was called, the next 
token returned by yylex- would presumably be the first token in a legal statement; the old, ille-
gal token must be discarded, and the error state reset. This could be done by a rule like 

stat 

 

error 
{ resynch 0; 

yyerrok ; 
yyclearin ; ) 

 

These mechanisms are admittedly crude, but do allow for a simple, fairly effective 
recovery of the parser from many errors; moreover, the user can get control to deal with the 
error actions required by other portions of the program. 

8: The Yacc Environment 

When the user inputs a specification to Yacc, the output is a file of C programs, called 
y.tab.c on most systems (due to local file system conventions, the names may differ from instal-
lation to installation). The function produced by Yacc is called yyparse; it is an integer valued 
function. When it is called, it in turn repeatedly calls yyiex, the lexical analyzer supplied by the 
user (see Section 3) to obtain input tokens. Eventually, either an error is detected, in which 
case (if no error recovery is possible) yyparse returns the value 1, or the lexical analyzer returns 
the endmarker token and the parser accepts. In this case, yyparse returns the value 0. 

The user must provide a certain amount of environment for this parser in order to obtain 
a working program. For example, as with every C program, a program called main must be 
defined, that eventually calls yyparse. In addition, a routine called yyerror prints a message 
when a syntax error is detected. 

These two routines must be supplied in one form or another by the user. To ease the ini-
tial effort of using Yacc, a library has been provided with default versions of main and yyerror. 
The name of this library is system dependent; on many systems the library is accessed by a -ly 
argument to the loader. To show the triviality of these default programs, the source is given 
below: 

main () { 
return(  yyparse() ); 

and 

# include <stdio.h> 

yyerror(s) char *s; { 
fprintf( stderr, "%s\n", s ); 
} 

The argument to yyerror is a string containing an error message, usually the string " syntax 
error". The average application will want to do better than this. Ordinarily, the program 
should keep track of the input line number, and print it along with the message when a syntax 
error is detected. The external integer variable yychar contains the lookahead token number at 
the time the error was detected; this may be of some interest in giving better diagnostics. Since 
the main program is probably supplied by the user (to read arguments, etc.) the Yacc library is 
useful only in small projects, or in the earliest stages of larger ones. 

The external integer variable yydebug is normally set to 0. If it is set to a nonzero value, 
the parser will output a verbose description of its actions, including a discussion of which input 
symbols have been read, and what the parser actions are. Depending on the operating environ-
ment, it may be possible to set this variable by using a debugging system. 

0 

 

0 
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9: Hints for Preparing Specifications 
This section contains miscellaneous hints on preparing efficient, easy to change, and clear 

specifications. The individual subsections are more or less independent. 

Input Style . 
It is difficult to provide rules with substantial actions and still have a readable specification 

file. The following style hints owe much to Brian Kernighan. 
a. Use all capital letters for token names, all lower case letters for nonterminal names. This 

rule comes under the heading of " knowing who to blame when things go wrong." 
b. Put grammar rules and actions on separate lines. This allows either to be changed without 

an automatic need to change the other. 

c. Put all rules with the same left hand side together. Put the left hand side in only once, 
and let all following rules begin with a vertical bar. 

d. Put a semicolon only after the last rule with a given left hand side, and put the semicolon 
on a separate tine. This allows new rules to be easily added. 

e. Indent rule bodies by two tab stops, and action bodies by three tab stops. 
The example in Appendix A is written following this style, as are the examples in the text 

of this paper (where space permits). The user must make up his own mind about these stylistic 
questions; the central problem, however, is to make the rules visible through the morass of 
action code. 

 

Left Recursion 

The algorithm used by the Yacc parser encourages so called " left recursive" grammar 
rules: rules of the form 

name name rest_of rule ; 

These rules frequently arise when writing specifications of sequences and lists: 

 

list item 
I list ',' item 

and  

 

seq item 
I seq item 

 

In each of these cases, the first rule will be reduced for the first item only, and the second rule 
will be reduced for the second and all succeeding items. 

With right recursive rules, such as 

seq item 
I item seq 

 

the parser would be a bit bigger, and the items would be seen, and reduced, from right to left. 
More seriously, an internal stack in the parser would be in danger of overflowing if a very long 
sequence were read. Thus, the user should use left recursion wherever reasonable. 

It is worth considering whether a sequence with zero elements has any meaning, and if so, 
consider writing the sequence specification with an empty rule: 

     

• 
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seq. /* empty •/ 
I seq item 

 

0 

Once again,-the first rule would always be reduced exactly once, before the first item was read, 
and then the second rule would be reduced once for each item read. Permitting empty 
sequences often leads to increased generality. However, conflicts might arise if Yacc is asked to 
decide which empty sequence it has seen, when it hasn't seen enough to know! 

 

Lexical Tie-ins 
Some lexical decisions depend on context. For example, the lexical analyzer might want 

to delete blanks normally, but not within quoted strings. Or names might be entered into a 
symbol table in declarations, but not in expressions. 

 

One way of handling this situation is to create a global flag that is examined by the lexical 
analyzer, and set by actions. For example, suppose a program consists of 0 or more declara-
tions, followed by 0 or more statements. Consider: 

int dflag; 

 

... other declarations ... 

 

grog decls stats 
; 

decls /* empty */ 
{ dflag = 1; } 

I decls declaration 

 

stats /* empty */ 
{ dflag = 0; ) 

I stats statement 
; 

... other rules ... 

The flag dflag is now 0 when reading statements, and 1 when reading declarations, except for the 
first token in the first statement. This token must be seen by the parser before it can tell that the 
declaration section has ended and the statements have begun. In many cases, this single token 
exception does not affect the lexical scan. 

This kind of "backdoor" approach can be elaborated to a noxious degree. Nevertheless, 
it represents a way of doing some things that are difficult, if not impossible, to do otherwise. 

Reserved Words 

Some programming languages permit the user to use words like "if", which are normally 
reserved, as label or variable names, provided that such use does not conflict with the legal use 
of these names in the programming language. This. is extremely hard to do in the framework 
of Yacc; it is difficult to pass information to the lexical analyzer telling it "this instance of 'if' is 
a keyword, and that instance is a variable". The user can make a stab at it, using the mechan-
ism described in the last subsection, but it is difficult. 

A number of ways of making this easier are under advisement. Until then, it is better 
that the keywords be reserved; that is, be forbidden for use as variable names. There are 
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powerful stylistic reasons for preferring this, anyway. 

 

10: Advanced Topics 
This section discusses a number of advanced features of Yacc. 

Simulating Error and Accept in Actions 

 

The parsing actions of error and accept can be simulated in an action by use of macros 
YYACCEPT and YYERROR. YYACCEPT causes yyparse to return the value 0; YYERROR 
causes the parser to behave as if the current input symbol had been a syntax error; yyerror is 
called, and error recovery takes place. These mechanisms can be used to simulate parsers with 
multiple endmarkers or context-sensitive syntax checking. 

Accessing Values in Enclosing Rules. 

An action may refer to values returned by actions to the left of the current rule. The 
mechanism is simply the same as with ordinary actions, a dollar sign followed by a digit, but in 
this case the digit may be 0 or negative. Consider 

sent adj noun verb adj noun 
{ look at the sentence ... } 

adj THE ( $$ = THE; } 
I YOUNG ( $$ = YOUNG; } 

 

noun DOG 
{ $$ = DOG; } 

I CRONE 
{ if ( $0 == YOUNG ) 

printf( "what ?\n" ); 
} 

$$ = CRONE; 
} 

      

• 

 

In the action following the word CRONE, a check is made that the preceding token shifted was 
not YOUNG. Obviously, this is only possible when a great deal is known about what might 
precede the symbol noun in the input. There is also a distinctly unstructured flavor about this. 
Nevertheless, at times this mechanism will save a great deal of trouble, especially when a few 
combinations are to be excluded from an otherwise regular structure. 

Support for Arbitrary Value Types 

By default, the values returned by actions and the lexical analyzer are integers. Yacc can 
also support values of other types, including structures. In addition, Yacc keeps track of the 
types, and inserts appropriate union member names so that the resulting parser will be strictly 
type checked. The Yacc value stack (see Section 4) is declared to be a union of the various 
types of values desired. The user declares the union, and associates union member names to 
each token and nonierminal symbol having a value. When the value is referenced through a $$ 
or $n construction, Yacc will automatically insert the appropriate union name, so that no 
unwanted conversions will take place. In addition, type checking commands such as Lints will 
be far more silent. 

   

0  
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There are three mechanisms used to provide for this typing. First, there is a way of 
defining the union; this must be done by the user since. other programs, notably the lexical 
analyzer, must know about the union member names. Second, there is a way of associating a 
union member name with tokens and nonterminals. Finally, there is a mechanism for describ-
ing the type of those few values where Yacc can not easily determine the type. 

To declare the union, the user includes in the declaration section: 

%union { 
body of union ... 
} 

 

This declares the Yacc value stack, and the external variables yylva/ and yyva/, to have type 
equal to this union. If Yacc was invoked with the -d option, the union declaration is copied 
onto the y.tab.h file. Alternatively, the union may be declared in a header file, and a typedef 
used to define the variable YYSTYPE to represent this union. Thus, the header file might also 
have said: 

typedef union 
body of union ... 
} YYSTYPE; 

The header file must be included in the declarations section, by use of %{ and %}. 
Once YYSTYPE is defined, the union member names must be associated with the various 

terminal and nonterminal names. The construction 

< name > 

is used to indicate a union member name. If this follows one of the keywords %token, %left, 
%right, and %nonassoc, the union member name is associated with the tokens listed. Thus, 
saying 

%left <optype> '+" '-

 

will cause any reference to values returned by these two tokens to be tagged with the union 
member name optype. Another keyword, %type, is used similarly to associate union member 
names with nonterminals. Thus, one might say 

%type <nodetype> expr stat 

There remain a couple of cases where these mechanisms are insufficient. If there is an 
action within a rule, the value returned by this action has no a priori type. Similarly, reference 
to left context values (such as $0 - see the previous subsection ) leaves Yacc with no easy way 
of knowing the •type. In this case, a type can be imposed on the- reference by inserting a union 
member name, between < and >, immediately after the first $. An example of this usage is 

aaa ( $<intval> $ = 3; } bbb 
{~ fun( $<intval>2, $<other>0 ); ) 

This syntax has little to recommend it, but the situation arises rarely. 
A sample specification is given in Appendix C. The facilities in this subsection are not 

triggered until they are used: in particular, the use of %type will turn on these mechanisms. 
When they are used, there is a fairly strict level of checking. For example, use of $n or $$ to 
refer to something with no defined type is diagnosed. If these facilities are not triggered, the 
Yacc value stack is used to hold int's, as was true historically. 

  

• 
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Appendix A: A Simple Example 

This example gives the complete Yacc specification for a small desk calculator; the desk 
calculator has 26 registers, labeled " a" through " z", and accepts arithmetic expressions made 
up of the operators +, -, *, /, % (mod operator), & (bitwise and), I (bitwise or), and assign-
ment. If an. expression at the top level is an assignment; the value is not printed; otherwise it 
is. As in C, an integer that begins with 0 (zero) is assumed to be octal; otherwise, it is 
assumed to be decimal. 

As an example of a Yacc specification, the desk calculator does a reasonable job of show-
ing how precedences and ambiguities are used, and demonstrating simple error recovery. The 
major oversimplifications are that the lexical analysis phase is much simpler than for most appli-
cations, and the output is produced immediately, line by line. Note the way that decimal and 
octal integers are read in by the grammar rules; This job is probably better done by the lexical 
analyzer. 

 

o~ { 

 

# include <stdio.h> 
# include <ctype.h> 

int regs [26]; 
int base; 

 

• 

   

%start list 

%token DIGIT LETTER 

%left T 
%left '&' 
%left '+" - 
%left '*' '/' W 
%left UMINUS /* supplies precedence for unary minus */ 

%% /* beginning of rules section */ 

list /* empty */ 
I 'list stat '\n' 
I list error ' \n' 

{ yyerrok; } 

  

stat expr 
( printf( "%d\n", $1 ); } 

I LETTER '='  expr 
{ regs[$1] = $3; } 

 

expr ' (" expr ")" 
{ $$ _ $2; } 

I expr "+' expr 
( $$ _ $1 + $3; ) 

I expr '-" expr 
( $$ _ $1 - $3; } 

 

• 

    

•  
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expr "•" expr 

expr "/' expr 

expr '%' expr 

expr '&' expr 

expr ' I' expr 

-' expr %prec UMINUS . 

LETTER 

number 

number : DIGIT 
. ( $$ _ $1; base = ($1= =0) ? 8 10; } 

I number DIGIT 
{ $$ = base * $1 + $2; } 

  

o~o~ /. start of programs */ 

 

yylex() ( /* lexical analysis routine */ 
/* returns LETTER . for a lower case letter, yylval = 0 through 25 •/ 
/* return DIGIT for a digit, yylval = 0 through 9 */ 
/* all other characters are returned immediately */ 

 

int c; 

 

while( (c=getchar0) _ _ ' ' ) (/* skip blanks */ } 

/*cis now nonblank */ 

if( islower(c ) ) ( 
yylval = c - 'a ; 
return ( LETTER ); 
} 

if( isdigit(c ) ) 
yylval = c - '0'; 
return ( DIGIT ); 
} 

 

return ( c ); 
~} 

 

• 

      

• 



 

defs MARK rules tail 

MARK { In this action, eat up the rest of the frle } 

%% 

spec 

tail 
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Appendix B: Yacc Input Syntax 

This Appendix has a description of the Yacc input syntax, as a Yacc specification. Con-
text dependencies, etc., are not considered. Ironically, the Yacc input specification language is 
most naturally specified as an LR(2) grammar; the sticky part comes when an identifier is seen 
in a rule, immediately following an action. If this identifier is followed by a colon, it is the start 
of the next yule; otherwise it is a continuation of the current rule, which just happens to have 
an action embedded in it. As implemented, the lexical analyzer looks ahead after seeing an 
identifier, and decide whether the next token (skipping blanks, newlines, comments, etc.) is a 
colon. If so, it returns the token C_IDENTIFIER. Otherwise, it returns IDENTIFIER. 
Literals (quoted strings) are also returned as IDENTIFIERS, but never as part of 
C IDENTIFIERs. 

 

/* grammar for the input to Yacc */ 

  

/* basic entities */ 
%token IDENTIFIER /* includes identifiers and literals */ 
%token C IDENTIFIER /*~ identifier (but not literal) followed by colon ./ 

%token NUMBER /* (0-9]+ */ 

/* reserved words: %type => TYPE, %left => LEFT, etc. */ 

%token LEFT RIGHT NONASSOC TOKEN PREC TYPE START UNION 

  

%token MARK /* the %% mark */ 
%token LCURL /* the %{ mark */ 
%token RCURL /* the %} mark */ 

/* ascii character literals stand for themselves */ 

 

%start spec 

• 

I ~ /* empty: the second MARK is optional */ 

 

defs /* empty */ 
I defs def 

  

def • - START IDENTIFIER 
I ;= ~ UNION ( Copy union definition to output } 
I ~ LCURL { Copy C code to output file } RCURL 
I ndefs rword tag nlist 

   

rword TOKEN 
I - LEFT, 
I RIGHT 

    

• 



act 

prec 
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NONASSOC 
TYPE 

 

tag %* empty: union tag is optional */ 
<' IDENTIFIER '>"  - 

 

nlist mmno 
nlist mmno 
nlist ',' mmno 

mmno IDENTIFIER /* NOTE: literal illegal with %type */ 
IDENTIFIER NUMBER /* NOTE: illegal with %type */ 

/* rules section */ 

rules C IDENTIFIER rbody prec 
rules rule 

 

rule C_IDENTIFIER rbody prec 
'1' rbody prec . 

 

rbody /* empty ' */ 
I rbody IDENTIFIER 
I rbody act 

'(' ( Copy action, translate $$, etc. ) ')' 

/* empty */ 
PREC IDENTIFIER 
PREC IDENTIFIER act 
prec 

   

0  

• 
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Appendix C: An Advanced Example 

This Appendix gives an example of a grammar using some of the advanced features dis-
cussed in Section 10. The desk calculator example in Appendix A is modified to provide a desk 
calculator that does floating point interval arithmetic. The calculator understands floating point 
constants, the arithmetic operations +, -, •, /, unary - , and = (assignment), and has 26 
floating point variables, "a" through " z". Moreover, it also understands intervals, written 

(x,Y) 

where x is less than or equal to y. There are 26 interval valued variables " A" through "Z" 
that may also be used. The usage is similar to that in Appendix A; assignments return no 
value, and print nothing, while expressions print the (floating or interval) value. 

This example explores a number of interesting features of Yacc and C. Intervals are 
represented by a structure, consisting of the left and right endpoint values, stored as double's. 
This structure is given a type name, INTERVAL, by using typedej. The Yacc value stack can 
also contain floating point scalars, and integers (used to index into the arrays holding the vari-
able values). Notice that this entire strategy depends strongly on being able to assign structures 
and unions in C. In fact, many of the actions call functions that return structures as well. 

It is also worth noting the use of YYERROR to handle error conditions: division by an 
interval containing 0, and an interval presented in the wrong order. In effect, the error 
recovery mechanism of Yacc is used to throw away the rest of the offending line. 

In addition to the mixing of types on the value stack, this grammar also demonstrates an 
interesting use of syntax to keep track of the type (e.g. scalar or interval) of intermediate 

expressions. Note that a scalar can be automatically promoted to an interval if the context 
demands an interval value. This causes a large number of conflicts when the grammar is run 
through Yacc: 18 Shift/Reduce and 26 Reduce/Reduce. The problem can be seen by looking at 
the two input lines: 

 

and 

2.5+(3.5,4.) 

Notice that the 2.5 is to be used in an interval valued expression in the second example, but 
this fact is not known until the "," is read; by this time, 2.5 is finished, and the parser cannot 
go back and change its mind. More generally, it might be necessary to look ahead an arbitrary 
number of tokens to decide whether to convert a scalar to an interval. This problem is evaded 
by having two rules for each binary interval valued operator: one when the left operand is a 
scalar, and one when the left operand is an interval. In the second case, the right operand must 
be an interval, so the conversion will be applied automatically. Despite this evasion, there are 
still many cases where the conversion may be applied or not, leading to the above conflicts. 
They are resolved by listing the rules that yield scalars first iri the specification file; in this way, 
the conflicts will be resolved in the direction of keeping scalar valued expressions scalar valued 
until they are forced to become intervals. 

This way of handling multiple types is very instructive, but not very general. If there 
were many kinds of expression types, instead of just two, the number of rules needed would 
increase dramatically, and the conflicts even more dramatically. Thus, while this example is 
instructive, it is better practice in a more normal programming language environment to keep 
the type information as part of the value, and not as part of the grammar. 

Finally, a word about the lexical analysis. The only unusual feature is the treatment of 
floating point constants. The C library routine atojis used to do the actual conversion from a 
character string to a double precision value. If the lexical analyzer detects an error, it respond's 
by returning a token that is illegal in the grammar, provoking a syntax error in the parser, and 
thence error recovery. 

• 
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/• precedence information about the operators =/ 

UMINUS /• precedence for unary minus •/ 

 

/• empty •/ 
lines line 

line 

  

dreg($II _ $3; ) { 
VREG  = vexp  ' \n' 

0  
%( . 

 

# include <stdio.h> 
# include <ctype.h> 

 

typedef struct interval { 
double lo, hi, 
) INTERVAL; 

 

INTERVAL vmul(), vdiv(); 

double atof(); 

double dreg[ 26 ]; 
INTERVAL vreg [ 26 l; 

 

%start lines 

%union ( 
int ival; 
double dval; 
INTERVAL vval; 
} 

%token <ival> DREG VREG /• indices into dreg, vreg arrays 

 

• 
%token• <dval> CONST 

%type <dval> dexp 

%type <vval> vexp 

%left 
%left 
%left 

lines  

/• floating point constant •/ 

/• expression •/ 

/• interval expression •/ 

 

dexp '\n' 
{ printf( "%15.8f\n", $1 ); } 

vexp "\ri 
{ printf( "(%15.8f , %15.8f )\n", $1.10, $1.hi ); } 

DREG "_" dexp '\ri 

 

• 



     

vexp 

• 

  

dexp 

(' dexp '," dexp ')' 
{ 
$$.lo = $2; 
$$.hi = $4; 

printf ( "interval , out of order\n" ); 
YYERROR; 
} 

 

I error "\n" 
. { 
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• 

dexp CONST - ~.. ~ ~ ,. 
DREG: ~ - ~, . ~ . - 

dexp :.+....dexp...::: ~..::~.~ 

- dezp "~="• dexp : 
a. 

~clexp '*' dexp 

dexp '/" dexp 

-': dexp %prec UMINUS 

. " (" dexp ")' 
{ $$ _ $2; } 

         

$$.lo = $l.lo + $3.10; } 
-~ .~.:I~:.~ dexp "+' vexp -

 

- $$.lo = $1 + $3.10; ) 
• • I~ .- vexp "-' vexp •. ~ - 

.. : ~ .~ I . ~ ~ dexp "-' vexp 
.~ ... ( $$.hi = $1 - $3.10; 

, 

. 
.... 

. ,..~ f ~ ~ . - -.vexp '*" vexp 
. ~. ~ .. - ~ { $$ vmul ( $l.lo, $l.hi, $3 ); } 

~.. I :.~ ~ ~. - dexp "*" vexp 

$$ = vdiv( $l.lo, $l.hi, $3 ); } 

    

- I~~ - ~ ~.: •vexp "/" vexp 

 

. . ~ .. ~ ~ ~ , { if ( dcheck ( $3 ) ) YYERROR; 

      

• 

                 

. 
1 

} 

- VREG 

vexp "+" vexp 

    



 

• 
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I dexp "/" vexp 
( if(  dclieck ( $3 ) ) YYERROR; 

$$ = vdiv( $1, $1, $3 ); } 
I -' vexp %prec UMINUS 

( $$.hi = -$2.1o; $$.lo = -$2.hi; } 
I " (' vexp ")" 

( $$ = $2; } 

    

# define BSZ 50 /• buffer size for floating point numbers =/ 

/• lexical analysis 

  

yylex 0 ( 
register c; 

       

while( (c=getchar0) ' 
• 

)( /• skip over blanks =/ ) 

if(  isupper ( c ) )( ( 
yylval.ival = c - "A"; 
return( VREG ); 
} 

if(  islower ( c ) ) ( 
yylval.ival = c - "a"; 
return ( DREG ); 

 

if( isdigit( c ) II c= )j 
/• gobble up digits, points, exponents 

char buf [BSZ+ 1 ], •cp = buf; 
int dot = 0, exp = 0; 

  

for( ; (cp-buf)<BSZ ; ++cp,c=getchar0 )j 

 

+cp = c; 
if( isdigit( c ) ) continue; 
if(c == )( - 

if( dot++ II exp ) return( ); /■ will cause syntax error 
continue; 
} 

if( c = _ 'e" )I 
if(  exp + + ) return( "e' ); /• will cause syntax error •/ 
continue; 
} 

/* end of number •/ 
break; 

if( (cp- buf) >=  BSZ ) printf( "constant too long: truncated\n" ); 

 

'0 

     



 

• 

 

• 

 

else ungetc( c, stdin ); /* push back last char read 
yylval.dval = atof( buf ); 
return( CONST ); 
} 

return ( c ); 

        

./ 

                                 

./ 

   

{ 

            

0.\n" ) ~.... 
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INTERVAL hilo( a, b; c, d ) double a, b, c, d; 
/* returns the smallest interval containing a, b, c, and d 
/* used by •, / routines */ 
INTERVAL v; 

if ( a> b ) { v.hi = a; v.lo = ;} 
else { v.hi = b; v.lo = a; } 

 

if( c>d ) { 

if( d<v.lo ) v.lo = d; 
} 

else { 
if( d > v.hi ) v.hi = d; 

} 
return ( v ); 
} 

INTERVAL vmui( a, b, v ) double a, b; INTERVAL v; 
return( hilo( a*v.hi, a*v.lo, b*v.hi, b*v.lo ) ); 
} 

       

dcheck(v ) INTERVAL v; 

printf( "divisor interval contains 
return ( 1 ); 
} 

return( 0 ); 
} 

  

INTERVAL vdiv( a, b, v ) double a, b; INTERVAL : v; ~{ 
return( hilo( a/v.hi, a/v.lo, b/v.hi, b/v.lo• ~)~..); • ,° 
} .. • 

                

• 
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Appendix D: Old Features Supported but not Encouraged 
This Appendix mentions synonyms and features which are supported for historical con-

tinuity, but, for various reasons, are not encouraged. 
1. Literals may also be delimited by double quotes """. 
2. Literals may be more than one character long. If all the characters are alphabetic, 

numeric, or _, the type number of the literal is defined, just as if the literal did not have 
the quotes around it. Otherwise, it is difficult to find the value for such literals. 
The use of multi-character literals is likely to mislead those unfamiliar with Yacc, since it 
suggests that Yacc is doing a job which must be actually done by the lexical analyzer. 

3. Most places where % is legal, backslash "\" may be used. In particular, \\ is the same as 
%, \left the same as %left, etc. 

4. There are a number of other synonyms: 

%< is the same as %left 
%> is the same as %right 
%binary and %2 are the same as %nonassoc 
%0 and %term are the same as %token 
%= is the same as %prec 

5. Actions may also have the form 

 

an

 

d the curly braces can be dropped if the action is a single C statement. 
6. C code between %{ and %} used to be permitted at the head of the rules section, as well 

as in the declaration section. 

         

0  
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Plexus Release 1.0 of the UNIX Virtual Protocol Machine 

This document draws heavily from the memorandum on VPM supplied in the 
Proarammer's Manual for UNIX System M, Volume ,2J_3 (October 1981). 

Changes have been made to reflect the Plexus implementation of VPM. 

ABSTRACT 

 

This document describes the initial release of the Virtual 
Protocol. Machine (VPM), a UNIX's synchronous communication 
subsystem, as.implemented on a Plexus computer system. The Plexus 
release of VPM is built around the Intelligent Communications 
Processor (ICP), a Z8000 based microcomputer that connects to the 
MULTIBUS of a Plexus computer. The VPM is a software construct 
for implementing link protocols on the ICP. in a high-level 
language. 

A compiler, vDme, is provided to translate a high-level 
description of a protocol (protocol script) into the instruction 
set of the virtual machine. VDmc supports C-like control-flow 
constructs, a modest subset of C-like statements and expressions, 
and a set of communication primitives that permit implementation 
of byte-oriented protocols such as BISYNC. (Primitives that 
support bit-oriented protocols such as HDLC have been defined and 
will be available in a later release of VPM.) An interpreter is 
provided that runs in the ICP and interprets the virtual machine 
instruction set. A UNIX driver provides the interface between the 
user process's open, close,  read, and write calls and the 
protocol script being executed by the interpreter. Besides 
providing the benefits of a high-level language implementaton of 
protocols, the VPM approach permits portable protocol 
implementations. 

 

The VPM software consists of five components: 

1. vDmc: a UNIX compiler for the protocol description 
language. 

 

2. VPM interpreter: the ICP program that controls the overall 
operation of the ICP and interprets the protocol script. 

 

• 
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the UNIX driver that provides the interface to the 
VPM. This source is not available for distribution. 

 4. vpmstart: a UNIX command that copies a load module into the 

 

ICP and starts it. 

5. vpmtrace: a•UNIX command that prints an event trace for 
debugging while the protocol is running. 

The procedures for installation and use of the VPM commands and 
the VPM driver are described; the pertinent manual entries are 
attached. 

• 

   

INTRODUCTION 

The Virtual Protocol Machine (VPM) is a UNIX synchronous communications 
subsystem built around the ICP microcomputer. 

 

The VPM is a software construct for implementing link protocols on the ICP 
using a high-level language. A compiler, vpmc, is provided to translate a 
high-level description of a protocol (protocol script) into the instruction 
set of the virtual machine. VDmc uses a variant of Ratforl as a front end 
to provide control-flow constructs such as if-else, for, while, switch, and 
repeat-until, as well as other benefits. VDmc supports a modest subset of 
C-like statements and expressions, plus a set of communications primitives 
that permit succinct and easily-understood implementations of byte-oriented 
protocols such as BISYNC. These primitives allow the protocol scripts to 
reflect the essential structure of the protocol, while hiding details that 
arise from a particular hardware-software environment. (Primitives that 
support bit-oriented protocols such as HDLC have been defined and will be 
available in a later release of VPM.) An interpreter is provided that runs 
in the ICP and interprets the virtual machine instruction set. This program 
also controls the communications line(s) and provides the interface to the 
UNIX host machine. The compiled protocol script is loaded with the 
interpreter into the ICP. A UNIX driver provides the interface between the 
user process's open, close,  read, and write calls and the protocol script 
executed by the interpreter in the ICP. 

Besides providing the benefits of a high-level language implementations of 
protocols, such as ease of programming and maintainability, the VPM 
approach permits portable protocol implementations. Portability can be 
achieved in several ways. First, because the interpreter and the compiled 
protocol script execute in the ICP, they are the same regardless of the 

  

1. B. W. Kernighan, RATFOR - g Preprocessor for .& Rational Fortran, Bell 
Laboratories. 
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software running in the main CPU or, for that matter, regardless of the CPU 
itself. More general forms of portability are also possible. The 
instruction set of the virtual machine can be translated into almost any 
assembly language using one of the UNIX macro processors, such as ~2. 

This does not require that the assembler For the target machine have a 
macro expansion capability. Another possibility for portability because 
Ratfor is used as a front-end: by limiting a protocol script to a statement 
and expression syntax acceptable to a Fortran compiler, the protocol is 
portable to machines that support Fortran in a suitable real-time 
environment. Finally, minor changes to a protocol script will yield a C 
implementation of the protocol. With any of these methods, the Functions 
provided by the primitives (including the interfacing with communication 
devices and the execution environment) must be supplied by suitable library 
routines or system calls. 

PLEXIIS RELEASE 1.0 

Plexus release 1.0 of VPM is restricted to byte-oriented half-duplex 
protocols such as BISYNC. 

This release of the VPri software is intended for use with UNIX Sys3. 
Operation with other versions of UNIX has not been tested. The VPM software 
consists of five components: 

1. vpmc: a UNIX compiler for the protocol description language. 

2. VPM interpreter: the ICP program that controls the overall operation 
of the ICP and interprets the protocol script. 

 

3. si.c: the UNIX driver that provides the interface to the VPM. This 
source is not available for distribution. 

 

4. v~mstart: a UNIX command that copies a load module into the' ICP. and 
starts it. 

  

5. vpmtrace: a UNIX command that prints an event trace for debugging 
while the protocol is running. 

A release tape containing the VPM software is available from Plexus 
Computers. Installation procedures are described in the appendix to this 
document. 

 

2. B. W. Kernighan,  The  ~, Macro Processor, Bell Laboratories. 
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APPENDIX 

  

This appendix has two parts: the first gives configuration guidelines for 
VPM and• the TTY ICPs and tells how to •install and boot VPM; the second 
gives procedures for compiling and link-loading protocol scripts. 

  

1. Installing and Booting VPM 

Each TTY ICP can support up to eight users. If VPM is also installed, an 
additional dedicated ICP is required For the VPM. Therefore, a P/CFO with 32 
users and a VPM requires FIVE ICPs. A P/25 with 8 users and a VPM requires 
TWO ICPs. 

 

For both P/~40s and P/25s, the lowest numbered ICP must be the VPM. Thus 
while VPM is operating, ports 0-7 may not be used as TTY ports; users' TTY 
ports must•be numbered beginning with 8. For example, on a P/40 with 16 
users and'• VPM, the VPM uses ports 0-7 and users' TTYs are numbered 8-23. 
The port assignments are changed by modifying the file /etc/inittab for use 
with VPM. • 

If you want VPM in operation only intermittently, the VPM ICP can do double 
duty as a TTY ICP. Seven out of eight devices remain available on the VPM 
ICP even when VPM is not operating. The one exception is the wirewrapped 
port (item 4 in section 1.1 below). You can switch back and forth by 
alternating between versions of /etc/re that call different versions of 
/etc/inittab. 

 

The VPM software is part of Sys3 Release 1.1 and is loaded onto your system 
during the ordinary installation of Release 1.1. See the Plexus Svs~ 1.1 
Release Notice, for more information about loading Sys3 Release 1.1. After 
1.1 is installed, five basic steps are required to bring up VPM. The 
following sections describe. each step. 

1. Perform several small hardware changes. 

2. Create the VPM devices. 

     

3. Change the modes of /dev/ic files. 

4. Modify /etc/inittab. 

5. Boot Sys3 with a new VPM kernel. 

      

• 
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1.1 Hardware Installation 

 

The ICP(s) that are to be~the VPM(s) require the following special hardware 
features: •'• 

1. The lines) that are to be synchronous require the Carrier Detect•••:•'. • 
signal and Clear to Send signal to be strapped on the ICP.•.•.• .(•See••; ; : • • . • 
Plexus, J~Q User ~ s Manual . ) ~ • . ~ .• • • 

 

2. The pin-pairs 3 and ~ must be jumpered for synchronous transmission.~~•~ 
Set up the 10-pin jumper network to look like the diagram below. 

 

Sx Sx Sx Cx Cx 
+ + 

j O O O O O j 
I i 1 

j O O O O O j 
i 
+ + 

 

3. If necessary, update the VPhi ICP to hardware level W. 

4. Each port using synchronous transmission must be configured for 
external clock. This is accomplished via a pair of three-pin jumper 
networks for each port on that ICP. The jumper networks are 

. designated Tx and Xx, where 'x' means the port number. 

 

All Tx and Xx jumper networks look like this: 

          

• 

 

+ + 

0 0 0 
i B A C 
+ + 

or this: 
+ '+ 

0 0 0~ 
C A B .• ~'. . 

+ ~ . +.' 

 

 

   

Normally, the center pin (A) is jumpered to either outer pin (B or C)• 
using a two-pin female jumper block. However;•.•configuring a port for 
external clocking requires wirewrapping pin B to pin C on both jumper 
networks for the port. (Wirewrapping is necessary because pin B and 
pin C are never contiguous. ) ~ •• . ' 

For example, to strap port 0 for external•~.clook,:•do -the following: 

a. Remove the two-pin jumper blocks from TO and •from X0. 

b. Using a wirewrap tool, connect TO-B•• to .TO-C: ~ •': • 

e. Using a wirewrap tool, connect XO-B~•to XO-.C. • 

5. The connection cable between the VPM ICP••porn• and• the• synchronous 
modem is a specially strapped Plexus . •RS232C • • modem.••: ;cable. The 
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following RS232C modem cable leads must be strapped: 

VPM ICP Port Modem Cable 
RS232 Leads to RS232 Leads 

2 3 
3 2 
4 5 
5 4 
6 20 
7 7 
8 8 
15 15 
17 17 
20 6 

  

1.2 Create the VPM Devices 

   

Login as root and bring your system to init state 1. Then use mknod(1M) to 
create a node for each VPM line and each ICP: 

/etc/mknod /dev/vpm? c <major> <minor> 

where major and minor are both octal numbers. Major is determined by v mIs 
position in the cdevsw table. Minor is defined as follows: the two most 
significant bits denote the physical ICP number (0-3), the next two bits 
denote the VPM protocol number (0-3), and the four least significant bits 
denote the physical line number on the ICP. For example, if ICPs 0 and 1 
are to be used for VPM using protocol number 1 and line number 3, then the 
minor device numbers should be 023 and 0123, respectively. 

The default major device number for VPM in Plexus Sys3 Release 1.1 is 18. 
Therefore, the mknod step might proceed as follows: 

 

mknod /dev/vpm0 c 18 0 
mknod /dev/vpml c 18 1 
mknod /dev/vpm2 c 18 2 
mknod /dev/vpm3 a 18 3 

1.3 Change Modes of /dev/ic Files 

Add read and wrote modes to the /dev/ic files as follows 

ehmod +rw /dev/ic/e 

    

•  
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1.4 Modify /etc/inittab 

Change the logical device assignments in /etc/inittab so that only.VPM 
devices (/dev/vpm0 - /dev/vpm7) are assigned ports 0-7 on ICPO. TTY 
devices formerly assigned these ports should receive port assignments on 
different ICPs. 

1.5 Boot the VPM Kernel 

  

Four copies of VPM kernels are included in Sys3 Release 1.1. They are as 
follows: 

  

• 
  

 Kernel 
i 

Disk Controller Number of Users; 

   

   

  

 

/sys3vim.16 IMSC 8 or 16 ; 
/sys3vim.32 Ir1sc 32 
/sys3vis.16 iSBC 8 or 16 
/sys3vis.32 iSBC 32 

         

  

  

 

 

 

 
    

  

•r 

Login as root and bring your system to init state 1. Before booting tkie 
VPM kernel, back up the regular kernel, /sys3, and copy the appropriate VPM= 
kernel to the file /sys3 as follows: - ..~:.'.. . 

 

cp /sys3 /oLDsys3 
ep <VPM kernel from list above> /sys3 

This is necessary for the ps(1) command to work properly. 

Then shutdown and reboot normally, following the procedures in the .Plexus, 
Users Manual. 

2. Compiling and Loading VPM Scripts 

This section gives the steps to compile and load VPM scripts. 

 

1. You must be in the directory /usr/src/cmd/vpm, so issue the command 

 

ed /usr/src/cmd/vpm 

 

2. Then move your protocol script into this directory, renaming it 
vpmscript.r. 

my <your protocol script name> vpmscript.r 

3. Execute the following command 

   

• 

      

• 



                              

make -f vpmscript.mk 

      

(1) vpme -m -x -o vpmscript <source script> 

 

(2)fgrep define sas tempo > sas define 

(3)cat /usr/include/icp/opdef.h sas tempo ` /lib/cpp > tf 

(4)/usr/lib/vpm/vratfor < tf > tg 

(5)op tg /usr/src/uts/z8000/icp/vpmicp/proto?code.s 

(6)cat sas define proto?.s > th 

(7)cp th /usr/src/uts/z8000/icp/vpmicp/proto?.s 
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This compiles, the script in vpmscript.r and link-loads this compiled 
script with the rest of the VPM ICP kernel. The object file created 
An th s,step:°is called vpm0; it is down-loadable into.the VPM ICP. 

A..-.-To.-download vpm0, use either of the programs dnld(1) or vpmstart(1). 

  

•5.:•'You••may combine up to four scripts in one download module. Scripts 
:-'to :be combined in this way must be called proto?eode.s, where  

       

• 

   

represents a number from 0 to 3. To combine scripts, you must modify 
the file vpmscript.mk. inserting instructions for each script 
(proto?code.s) to be compiled into a proto?.s file, where  
represents a number from 0 to 3. The following lines accomplish this 
:compilation; note that this whole series of steps must be done for 
each script. Therefore, you must copy these lines into the file 
vpmscript.mk once for each script, making sure you make the 
appropriate substitution of a number for the " ? ". 
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ABSTRACT 

This memorandum describes the second release of the UNIX* Virtual Protocol Machine 
(VPM). VPM is a general-purpose synchronous UNIX communications interface that allows 
link-level protocols such as BiSYNC and HDLC to be implemented on the KMCI l-B (a DEC 
microcomputer) in a high-level language. The VPM software consists of a protocol compiler, a 
UNIX driver, an interpreter that executes in the KMC, and several utility programs. 

The first release of VPM supports a class of byte-oriented half-duplex protocols collectively 
known as BISYNC. The present release adds support for bit-oriented, full-duplex protocols 
such as the international standard High-Level Data Link Control (HDLC). Other features of 
Release 2.0 include: 

1.an increase in the number of buffers which the interpreter can accept at one time; 

2.additional debugging facilities; 

3. provisions for interprocess communication between the protocol script and a UNIX driver or 
a user process; and 

 

4. a cleaner separation of functions in the UNIX driver to facilitate tailoring of VPM to 
particular applications. 

The procedures for adding VPM Release 2.0 to a UNIX 3.0 system and testing it to ensure 
proper operation are given. Manual entries for VPM are attached. 
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Introduction ... 
t 

This memorandum describes the second release of the .UNIX' Virtual Protocol :Machine 
(VPM). The first release was described in a previous memorandum [1], which should be read 
as background for this memorandum. See also the attached manual entry for vpm(4). 

VPM is ageneral-purpose L;`:TX interface for synchronous communications lines. VP'vl allows 
link-level protocols such as BISYNC and HDLC to be implemented on the DEC KMC11-B 
°microcomputer in a high-level language. The hardware required to support VPM is a  PDP-
ll /70, /45, or ,/34, or a V.4X-11/780 host computer, a KMC11-B microcomputer, and a 
DMC11-DA, -FA, or -FD synchronous communications interface. All of the above items are 
manufactured by DEC. 'fhe use of the KMC microcomputer allows the VPM to perform 
direct-memory•access (D1~[A) transfers to and from main memory. The link-level 
communications protocol is executed by the VPM interpreter running in the KMC 
microcomputer. This implementation technique leads to a portable protocoi representation and 
efficient protocol execution. 

The VPM software consists of a protocol compiler, a UNIX driver, an interpreter that executes 
in the KMC. and several utility programs. The compiler, which executes in the host computer. 
translates a protocol described in a high-level language into a load module for the KWIC. The 
load module contains the VP'.~I interpreter and a compiled representation of the protocol. The 
interpreter executes the protocol, communicates with the L'NIX driver in the host computer, 
and controls the communications line interface. 

The first release of VPM supported a large class of protocols collectively known as BISY\C. 
These protocols are distinguished by the use of control characters to provide framing and 
transparency. At the frame level, these protocols operate in ahalf-duplex manner; although 
they sometimes use full-duplex communications facilities to reduce the time required to reverse 
the direction of transmission. 

Release ?.0 of Vp'~I adds support for bit-oriented, full-duplex protocols. This class of protocols 
includes IBM' s Synchronous Data Link Control (SDLC) and the international standard High-
Level Data Link Control (HDLC). LAPB, a subset of HDLC which is the link-level protocol 
specified in the BX.?5 Bell System Standard. has been implemented using VPM( and is available 
with this release [2,3]. The interpreter used for bit-oriented protocols is different from that 
used for character-oriented (BISYNC) protocols. The appropriate interpreter is selected by 
means of a compiler option. 

Other features of Release '.0 include: 

1. an increase in the number of transmit and receive buffers which the interpreter can accept 
at one time, 

2. additional debugging Facilities, 

3. provisions for interprocess communication between the protocol script and a L'~IIX driver 
or a user process, and 

4. a cleaner separation of functions in the Uti1X driver to facilitate tailoring of VP~•1 to 
particular appiications. 

• l:\IX is a trademark of Bell laboratories. 
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Support for Bit-Oriented Protocols 

The capability to use bit-oriented protocols such as HDLC is provided by a new set of 
communications primitives. These primitives are frame-oriented and non-blocking, whereas 
the BISYNC primitives are character-oriented and blocking. The new primitives are fully 
described in the attached manual entry for vpmc(IC). An overview of these primitives foilo%%s. 

The VPM interpreter maintains a set of queues for transmit buffers and another set of queues 
for receive buffers. When a transmit buffer is passed to the KMC by the UNIX driver, the 
buffer is appended to the unopened-transmit-buffer queue. The protocol script in the KMC 
obtains a transmit buffer from the unopened-transmit-buffer queue by means of the ger.Yfrnt 
primitive, the buffer is then said to be open. In order to get (open) a transmit buffer. the script 
must provide a transmit-sequence number. This sequence number must be in the range 0-7 
and must be distinct from the sequence number currently assigned to every other currentl•-
open transmit buffer. This sequence number is used to identify the buffer for subsequent calls 
to the xmtfrm and rtnxfrm primitives. The xmtfrm primitive initiates transmission of the 
specified buffer, using the control information specified by a previous sera! primitive. 
Transmission proceeds asynchronously. The script can test for completion of an output transfer 
by means of the xmtbusy primitive. Open transmit buffers can be transmitted any number of 
times. When the script decides that a buffer has successfully been received at the destination. 
it notifies the interpreter by means of the rtnxfrm primitive. This causes the buffer to be placed 
on the transmit-buffer-return queue; the buffer is then no longer considered to be open and the 
sequence number can be reused. The driver is notified as soon as possible that the buffer has 
been closed. The buffer is then removed from the transmit-buffer-return queue. 

When a receive buffer is passed to the KMC by the driver, the buffer is placed on the empty-
receive-buffer queue. When the first byte of a new frame arrives, an empty receive buffer is 
obtained from the empty-receive-buffer queue and the incoming characters are placed into the 
buffer as they arrive. An incoming frame will be discarded if the frame is too short (less than 
four bytes including CRC), if the frame is too long to fit in the receive buffer. or if the CRC is 
incorrect. If a frame is received successfully, the buffer is placed on the completed-receive-
frame queue, otherwise the buffer is returned to the empty- receive-buffer queue. When the 
script executes a rcvfrm primitive, the buffer at the head of the completed-receive-frame queue 
is removed from that queue and becomes the current receive buffer. If the script subsequently 
executes a rtnrfr►n primitive before executing another rcvfrm primitive, the current receive 
buffer is placed on the receive-buffer-return queue. If the script executes a rclfrm primitive 
before executing a rrnrfr?n primitive, the current receive buffer, if any, is returned to the 
empty-receive-frame queue. Buffers on the receive-buffer-return queue are returned to the 
driver at the first opportunity. 

If the empty-receive-buffer queue is empty when the first byte of a new frame is received, the 
first five bytes of the frame are retained in a staging area and the remainder of the frame is 
discarded. This allows a protocol script to receive a control frame (up to seven bytes including 
CRC) when no data buffer is available. When the next rcvfrm primitive is executed. the script 
will receive the information in the staging area along with an indication that the remainder of 
the frame has been discarded. If another frame arrives while the staging area is thus occupied. 
the new frame is discarded entirely. 

A count is kept of the number of frames discarded for each reason. These counters may be 
read and reset from the host computer. 

The VPM Split Driver 

Since the VPM interpreter and a protocol script generally use most of the memory of the KMC. 
any higher levels of protocol that are required must be executed by the host CPL'. The purpose 
of the VPNI split driver is to provide a framework in which higher-level protocols can be 
implemented conveniently using low-level routines in the VPM driver to communicate with the 
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interpreter in the KMC. 

A set of functions has been written which provides ageneral-purpose interface to the link-level 
protocol being executed by the interpreter in the KMC. Their capabilities include a means to 
queue transmit and empty receive buffers for use by the protocol script in the KMC. to start 
and stop the script, and to send commands to and receive reports from the script. A means of 
getting a copy of and resetting the VPM interpreter's error counters is also provided. These 
functions will be referred to as interface functions or collectively as the interface module. 
Appendix 1 contains a description of each of these routines. 

To implement higher Icvels of a protocol as a LRdIX device driver, a set of routines must be 
written to implement the standard UNIX system calls: open. close, recd. tvrire, and iocr! as well as 
the required protocol. These routines will be referred to as protocol functions or collectively as 
a protocol module. The standard VPM driver does not implement ahigher-level protocol but 
instead provides a transparent user interface that can be used by applications that supply their 
own higher levels of protocol. This driver can be used as an example for those interested in 
writing a different protocol module. Appendix 2 contains a description of these routines. 

At least two other protocol modules have been written thus far. They are the Synchronous 
Terminal Interface (4,sr(4)], and the IDANCS THP Interface. 

Release 2.0 of VPM allows up to four different VPM protocol modules to be executing 
simultaneously. One KMC and one interface-module minor device' is required for each 
protocol being executed. Any number of protocol modules may be implemented. but no more 
than four can be in use at any one time since no more than four KMCs are supported. In 
general, each protocol module can have up to 2~6 minor devices. The VPM Release 2.0 
protocol module. however, can have at most 16 minor devices; this restriction is due to the fact 
that the minor device number of the VPM protocol module is used not only to specify the 
VPM minor device but also to specify the interface-module minor device and the KMC minor 
device. The low-order four bits of the protocol-module minor device number determine the 
protocol-module minor device; the next two bits determine the interface-module minor device; 
the next two bits determine the KMC minor device. 

Transmit buffers and receive buffers are passed between the VPM interpreter, the interface 
'module. and the protocol module by means of pointers to data structures known as bu,(/"er 
descrrprors. The buffer-descriptor structure is defined as follows: 

struct vpmbd 
-short c_ct; %° Buffer size •/ 
short d_adres; /• Low-order 16 bits of buffer address'/ 
char d_hbits; /• High-order 2 bits of buffer address •/ 
char d_type; ~ /• Protocol-dependent •/ 
char d_sta; /• Protocol-dependent •/ 

• char d_dev; /• Protocol-dependent °/ 
struct buf •d buf; /° Pointer to system buffer descriptor •/ 

. int d_bos; /• Index of next byte in buffer •/ 
int d_vpmtdev; /• Minor device number •/ 

} 
For empty receive buffers, c ct must be equal to the buffer size in bytes; for transmit buffers, 
c ct must be equal to the number of bytes to be transmitted. When a receive buffer is returned 

• Strictly speaking, the interface module is not a driver and therefore does not have minor devices: however, the 
minor device number in this case selects an element of the data-structure array associated with the interface module 
in the same way that the minor device number associated ~sith a driver selects an element of adata-structure array. 
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to the protocol module. c_ct is equal to the number of data bytes in the buffer. D adres and 
d hbits must contain an Ili-bit UNIBUS-mapped buffer address; the low-order 16 bits must be 
in d_adres and the high-order two bits must be in the low-order two bits of d_hbits. D rite.' 
d sta. and d dev are protocol-dependent; when using the BISYNC interpreter these three bytes 
may be read and modified by the protocol script. See the discussion of getxbuf. getrbuf, rtn:Tbuf. 
and rrnrbuf in the attached manual entry for vpmc(1C). D_buf contains a pointer to a system 
buffer descriptor; this is used to return the buffer to the system buffer pool. D_bos is the index 
of the first byte in the buffer not yet returned to the user. D yprndev is the minor device 
number of the protocol-module minor device to which the buffer is allocated. 

The Trace Driver 

The trace driver provides a means by which a user program can receive trace information 
generated by the VPM driver and the protocol script to aid in debugging new protocol modules 
and protocol scripts. It may also be used to debug other drivers or system code not related to 
the VPM driver. This driver can be configured to have a number of minor devices. Each 
minor device provides a means by which a user program can read data generated by functions 
within the operating system. This data is recorded by calls to trsave as described in Appendix 3. 
Each call to trsave generates a unit of data known as an event record which consists of a channel 
number (one byte), a count (one byte) and count bytes of data. The channel number can be 
used to multiplex up to 16 data streams on each minor device. 

Associated with each minor device of the trace driver is a clist queue which is used to save 
event records provided a user program has that minor device open and has enabled the channel 
to which the event records were written. Channels may be enabled in any combination. using 
the ioctl command VPMTRCO. See the attached manual entry for trace(4). While a minor 
device read queue is full, event records for that minor device are discarded. Appendix 3 
contains a description of each trace-driver routine. 

Minor device 0 of the trace driver is used by the VPM driver to record a variety of debugging 
information generated within the VPM driver and also to record the data generated by the trace 
primitive in a protocol script. Minor device 1 of the trace driver is used to record the 
information generated by the snap primitive in a protocol script. The vpmtrace and vpmsnap 
commands are available for reading and formatting the data passed via these two minor devices. 
These two commands are described in the attached manual entry for vpmsrart(1 C). Appendix 3 
contains a description of the VPM driver event trace. 

Miscellaneous Improvements 

Two new primitives have been added to the protocol language to allow communication between 
the link-level protocol script in the K,MC and a higher-level protocol implemented in a user 
program or a VPM protocol module. The getcnid primitive allows the script to receive a four-
byte command from a user program or a protocol module. The standard VPM protocol module 
allows a user program to pass a command to the script via an iocd system call. Other VPM 
protocol modules can pass a command to the script by calling the vpmcmd routine in the VPM 
interface module. The rtnrpt primitive allows the script in the KMC to send a four-byte report 
to a protocol module or to a user program. The standard VPM protocol module allows a user 
program to receive a script report by means of an ioctl system call. A protocol module can 
receive reports from the interface module by calling the vpmrpt routine of the VPM interface 
module. 

The trace primitive of the protocol language has been augmented to allow two arguments. The 
form with one argument is still supported; if only one argument is given. the second argument 
is assumed to be zero. A snap primitive has been added. This primitive causes four bytes of 
data from the script followed by a four-byte time stamp to be placed on the read queue for trace 
driver minor device 1. 
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The rimeout primitive provided in Release 1.0 has been supplemented by a new rimer primitive 
that allows a script to initialize a timer or test its current value. If the argument to rimer is 
non-zero, the timer is initialized with the value of the argument. The timer is decremented ten 
times a second until the timer reaches zero. if the timer primitive is called with an argument of 
zero, it returns the current value of the timer. This value is zero if the timer has expired. 
otherwise non-zero. ' 

 

In release 1.0 of VPM, the interpreter would accept at~most one transmit buffer and one receive 
buffer at~any given time. In Release 2.0 the interpreter will accept up to four transmit buffers 
and four receive buffers at a time. This applies to both the character-oriented (BISYVC) 
interpreter and the bit-oriented (HDLG) interpreter. 

For applications with requirements for monitoring the integrity of the computer hardware and 
software. a form of cross-checking between the UNIX driver and the K~1C has been 
implemented. Every three seconds the VPM interpreter in the KMC sends an "I'm-OK" 
report to the host; the host responds by sending an "i'm-OK" command to the K~iC. If either 
the host or the KviC does not receive the "I'm-OK" signal within a reasonable time period. an 
error termination occurs. 

Appendix 5 contains detailed instructions for adding VP'.~l Release 2.0 to a UNIX 3.0 system. 
Appendix 6 describes a number of test programs and procedures that may be used to check the 
VPM hardware and software and to gain familiarity with the system. 
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Appendix l 

-The VPM Interface Moduk 

The VPM interface functions provide a general-purpose interface between a higher-level 
protocol implemented in a VPM protocol module and the link-level protocol script executed by 
the VPM interpreter in the KMC. The KMC driver is used by the interface functions to pass 
commands to and receive reports from the VPM interpreter. When reports are received by the 
interface module that must be passed on to the protocol module, the protocol module's 
receive-interrupt routine (vpmtrint in the case of the standard VPM protocol module) is called. 

This appendix describes each interface function. Dev is an argument to many of the interface 
functions and has the same meaning for all but two of them: the low-order four bits of the 
argument are not used by the interface functions; the next two bits determine the interface 
module minor device number; the next two bits determine the KMC minor device. Although 
dev is declared as an int, only the low-order eight bits are meaningful at this time. In calls to 
the vpmtrace and vpmsnap routines, dev need not be a minor device number since it is just saved 
as part of the event record. The definition of dev will not be repeated for each function. 

 

v,pmcmd (der, crud) 
int der; 
char °cmd. 

This function passes a command to the script. Cmd is the address of a four-byte array. The 
four bytes are passed to the VPM interpreter, which saves them until the protocol script 
executes a gercmd primitive. Only the most recent four bytes passed by a vpmcmd call are saved 
by the VPM interpreter. 

struct vpmbd °vpmdeq (clp) 
struct clist •clp; 

 

This function removes the buffer-descriptor pointer at the head of the queue pointed to by clp 
and returns it to the caller. If the queue is empty, a null pointer is returned. 

vpmemptq (der, bdp) 
int der; 

struct vpmbd *bdp; 

 

This function is used to pass an empty receive buffer for use by the interpreter in the KMC. 
Bdp is a pointer to a buffer descriptor or null. If bdp is not a null pointer, the buffer descriptor 
is appended to the empty-receive-buffer queue for the interface module specified by dev. If the 
VPM interpreter currently has room for another empty receive buffer, the buffer at the head of 
the queue is removed and passed to the KMC. The sum of the number of buffers on the 
empty-receive buffer queue and the number of receive buffers the VPM interpreter has` in its 
queues is returned to the caller. If bdp is a null pointer, the above sum is returned and nothing 
else is done. 

vpmenq (bdp, clp) 
struct vpmbd *bdp; 
struct clist •clp; 

If  bdp is a null pointer, the number of buffer-descriptor pointers on the clist queue pointed to by 
clp is returned. If bdp is not a null pointer, the buffer descriptor pointed to by bdp is appended 
to the cast queue pointed to by clp and the number of pointers currently on that queue, is passed 
as the return value. 

 

char 'v pmerrs (dev, n) 
int dev, n; 

 

This function is used to read and reset the error counters in the VPM interpreter. The function 
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passes "a GETECMD command to the VPM interpreter and blocks until the interpreter 
responds; this command causes the interpreter to copy its error counters to an array in the 
interface module and send a completion report to the driver. After the copy operation is 
completed, a pointer to the error-count array is passed to the caller as the return value. The 
second argument is not currently used. ' 

[liar •rpmrpt {der) 
int dev; 

 

This function is used to receive a script report from the KMC. When the protocol script 
executes a rrnrpr primitive, four bytes of data are passed to the interface module. If a rtnrpt has 
been executed by the protocol script since the last call to vpnzrpr, a pointer to the four bytes 
passed by the most recent rrnrpt primitive is returned; otherwise zero is returned. 

 

vpmsave (type, der, word], rrord2) 
char type, dev; 
short rvordl, word2; 

This function creates an event record with the following structure: 

struct { 
short c seen; /° Sequence number'/ 
char [_type; /• Argument type •/ 
char [_dev; /• Argument dev •/ 
short [_word]; /' Argument word] •/ 
short c word2; /• Argument word2 •/ 

} 

This event record is passed to the trace driver using trsave. 

vpmsnap (type. dev, word], wordZ) 
char type, dev; 
abort word], word2; 

This function is similar to vpmsave. The only difference is that a time stamp (long s_lboltl is 
added to the even[ record after word2. A protocol script may generate atime-stamped event 
record by executing the snap primitive. 

rpmstart (dev, type, rint) 
iat der, type; 
iAt (•rieat)(); 

This function must be called on the first open of the protocol-module minor device associated 
with the interface-module minor device and KMC identified by dev. Type is a number that 
identifies the program running in the KMC and must agree with the value specified when the 
KVIC load module was loaded into the KMC. For VPM interpreters. type is conventionally 6. 
Rine is the name of aprotocol-module routine to be called by the interface module when it 
needs to return a transmit buffer, a receive buffer, a script report, or an error-termination code. 
See the description of vpr►urint in appendix 2 for an example of such a routine. Vpntstart sends 
a Rt;N command to the VPM interpreter which causes it to begin execution of the protocol 
script. If the interface module identified by dev is not configured, ENXIO is returned: If the 
module is already running, i.e., vpmrtarr has been rolled and vpmstop has not been called, or if 
the KMC is not running or was loaded using a different magic number, EACCESS is returned. 
A return value of zero indicates a normal completion. ' 

 

rpmstop (dev) 
int der; 

This routine is called to halt the execution of the protocol script by the interpreter. The routine 
waits until the last transmit buffer has boon returned by the protocol scrip. or until five seconds 
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have elapsed, and then sends a HALT command to the VPM interpreter which causes the 
interpreter to stop executing the protocol script. When the interpreter acknowledges the HALT 
command, or after five seconds, any transmit or receive buffers still enqueued on the interface 
module's transmit- and empty-buffer queues are returned to the protocol module. This does 
not include buffers contained in the interpreter's queues. Generally, when the protocol script is 
halted normally, the interpreter will have one or more empty receive buffers. If the interpreter 
or protocol script terminates in error, some transmit buffers may also remain unaccounted for. 
The upshot of this is that a protocol module must keep a record of all buffers in use for each 
particular minor device, so that these buffers can be returned to the pool of available buffers 
when that minor device is closed. 

 

• 

        

0  

  



  

- 10-

 

.0 

      

Appendix 2 

The VPM Protocol Module 

vpmopsn (dev, Slag) 
lot dev, flag; 

  

• 
1 

 

This appendix gives a detailed description of the functions that make up the standard VPM 
protocol module. The description may be useful as a guide in writing other VPM protocol 
modules. The dev argument to the following routines is declared as an int: however, only the 
low-order eight bits are meaningful at this time. The low-order four bits are used to determine 
the minor device of the protocol module; the next two bits determine the minor device of the 
interface module; the next two bits determine the KMC minor device. 

This function opens the protocol-module minor device specified by the low-order four bits of 
dev. Flag contains the option bits specified on the open system call. Exclusive or non-exclusive 
opens are permitted. If the driver is opened for both reading-and-writing. the open is exclusive, 
i.e., no further opens are permitted. If the device is opened for reading only or for writing only, 
the open is non-exclusive and subsequent opens for reading only or writing only are permitted. 
If this device is not open when this function is called, it obtains a number of non-addressable 
system buffers to be used as receive buffers and passes them to the VPM interpreter using the 
interface routine vpmemptq. Vpmopen also calls the interface routine vpmstan if the minor 
device was not already open. 

vpmclose (dev) 
int dev; 

This function closes the minor device specified by the low-order four bits of dev. It calls the 
interface routine vpmstop, flushes the receive queue for the specified minor device, releases its 
buffers, and reinitializes its data structure. 

vpmwrite (dev) 
int dev; 

This function implements the write system call. If the transmit queue is not full, the function 
obtains a non-addressable system buffer, copies up to 512 bytes of the user's write data into it. 
and enqueues the buffer on the level 2 transmit queue using the interface function vpmxmtq. 
These steps are repeated until all of the user's write data has been copied. If the transmit queue 
is full when this function is called or if it becomes full while the function is executing, the 
calling process is blocked until there is room in the queue for more transmit buffers. 

vpmread (dev) 
int der; 

 

This function implements the read system call. When it is called, the calling process is blocked 
until-the receive queue is non-empty. As data is received by the VPM interpreter, it is placed 
into an empty receive buffer. When the protocol script decides that the data contained in a 
particular buffer is valid,' it executes a rinrbuf (BISYNC) or rtnrfrm (HDLG) primitive which 
causes the buffer descriptor pointer to be passed to the interface modules interrupt routine. 
The interface module then passes the buffer descriptor. pointer to the protocol module by 
calling the protocol module' s interrupt routine. The protocol module enqueues the buffer 
descriptor pointer on the receive queue and wakes up (unblocks) the reader(s). The number of 
bytes requested, or the data in one buffer, whichever is less, is copied to the user process; the 
number of bytes copied is passed as the return value. Any bytes remaining in a buffer are used 
to satisfy subsequent read requests. 
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vpmioctl (der, cmd, ar$, mode) 
int dev, cntd, mode; 
cbar 'arg; 

This function implements the ioal system call. Cmd determines the function to be performed 
as follows: 

 

VPMCMD - Pass a command to the protocol script. The first four bytes of the array 
pointed to by arg are passed to the VPM interpreter which saves them and passes them to 
the protocol script the next time it executes a ~ercntd primitive. 

VPb1ERRS - Get and reset the VPM interpreter's error counters. The eight-byte array 
containing the VPM interpreter's error counters is copied to the user array pointed to by 
arg. The interpreter's copy of the etYor counters is then set to zero. 

VPMRPT - Get a report from the protocol script. If the protocol script has executed a nnrpt 
primitive since the .last time this foal command was issued, the script report (four bytes) is 
copied to the user array pointed to by arg and one is passed as the return value; otherwise, 
zero is passed as the returned value. 

The node argument is not used. The values for VPMCMD, VPMERRS, and VPMRPT are 
defined in file /usr/include/sys/vp►n.h. 

aptntrint (der, cone, hdp) 
ins dev, code; 
struct rptabd °bdp; 

The address of this function is passed to the protocol module using the vpnstarr function 
described in Appendix 1. This routine is called frort~tite interface module to return transmit 
buffers, receive buffers. script reports, or error termination codes. It is usually called at 
interrupt priority and therefore must not sleep or do unnecessary work. Code identifies the 
purpose of the call and determines the meaning of bdp as follows: 

RRTiVXBUF - Bdp is a pointer to the buffer descriptor for a transmit buffer. This call is 
made when the protocol script executes a rtnxbuj(BISYNC) or a rtnxjrns (HDLG). 

RRTi~'RBUF - Bdp is a pointer to the buffer descriptor for a receive buffer. This call is 
made when the protocol script executes a nnrbuj(BLSYNC) or a rtnrjrm (HDLG). 

RRT►E~IJF - Bdp is a pointer to the buffer descriptor for an empty receive buffer. This 
call is used to return empty receive buffers when the interface module is stopped by calling 
vpmstop. 

ERRTERM - Bdp is the error-termination code passed to the interface module by the VPM 
interpreter when it halts the protocol script because of an error condition. The meaning of 
these error codes is given in the attached manual entry for vpm(4). 

The values for RRTVXBUF, RRTNRBUF, RRTNEBUF, and ERRTERM are defined in file 
/usr/include/sys/vpm. h . 
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Appendix 3 

The Trace Driver 

 

The trace driver provides a means by which a user program can receive trace information 
generated by the VPM driver, a protocol script, or some other driver. See the attached manual 
entry for trace(4). 

A description of each routine of the trace driver follows. 

tropen (dev) 

int dev; 

This function opens the minor device specified by dev exclusively. 

trelose (dev) 
int dev; 

This function closes the minor device specified by dev. It discards any data on the.read queue 
and initializes the data structure associated with the minor device. 

trread (dev) 
int dev; 

This function implements the read system call; it sleeps until at least one event record is 
available on the read queue associated with dev. It then copies records to the user until the 
user's read count is less than the number of bytes in the next event record or until the read 
queue is empty. The number of bytes copied is passed as the return value. 

 

trioctl (dev, cmd, arg, mode) 
int dev, cmd, arg, mode; 

This function implements the ioctl system call. Crud indicates the operation to be performed. 
The driver has one command: 

 

VPMTRCO - Enable a trace channel. In order for data to be saved on the read queue for 
minor device dev, the device must be open and the channel to which it is written must be 
enabled. This command enables channel arg, which must be in the range 0 -to 15. Any 
combination of channels may be enabled by repeatedly calling this function with different 
values of arg. All channels are disabled when the minor device is closed. 

trsave (dev, chno, buf, ct) 
char dev, chno, °but, ct; 

 

If minor device dev of the trace driver is open and channel chno of that minor device is 
currently enabled then chno and ct, followed by ct bytes starting at address buf, are copied onto 
the read queue associated with dev, provided the read queue for that device has room for the 
complete event record. If there is not room for the complete event record, the record is 
discarded. 
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Appendix 4 

The VPM Event Trace 

Calls to the interface routine vpmsave have been placed strategically throughout the standard 
VPM protocol module (vpmt.c) and the VPM 'interface module (vpmb.c) to provide an event 
trace for debugging new protocol modules and/or protocol scripts. A protocol script may 
generate an event record by executing a trace primitive. All such event records are discarded 
unless some user program has opened minor device 0 of the trace driver and enabled channel 0 
of that minor device. The command vpmtrace(1C) opens this device and enables channel 0. 
then reads event records and prints them on the standard output as they are received. Each 
kind of event record that is generated by the VPNi driver will be described by giving the 
vpmsave function call as it appears in vprnt.c or vpmb.c. followed by an example of the line 
printed by vpmtrace as a result of this call. Following this, the context of the vpmsave call and 
the definition of the parameters passed will be given. The definition of a parameter that 
appears in more than one call will not be repeated. The first five calls to vpmsave occur in the 
source file vpmt.c; the remaining calls occur in vpmb.c. 

vpmsave ('p', dew, ec, 01 

  

243 p 100 15 0 

   

Called if vpmstan returns an error code. The first field of the printed record contain .a sequence 
number assigned by vpmsave. The remaining four fields contain the four remaining arguments 
to vpmsave in the same order as they appear in the call to vpmsave. The first argument to 
vpmsave, in this case a 'p', identifies the record type. Dev is the minor device number as 
defined earlier; ec is the value returned by vpmstart. 

 

vpmsave ('o', dew, vp->vt_state, 0) 

244o 100 1 0 

Called just before the normal return point of vpmopen. The variable, vp->vt_state. contains 
the state bits for the protocol module. Refer to the source file, vpmt.c, for the definitions of the . 
state bits. 

 

vpmsave ('c', dew, vp->vt_state, 0) 

  

245 c 100 13 0 

Called from vpmclose just before the state bits are initialized. 

vpmsave ('w', dew, ct. dp) 

 

246 w 100 1000 

Called just before putting a buffer-descriptor pointer on the transmit queue in vpmwrrte. Ct is 
the number of bytes in the buffer. When executing on a PDPI 1 . dp is the pointer to the buffer 
descriptor; dp is not meaningful when executing on a VAX because pointers are four bytes on a 
VAX and the argument corresponding to dp is declared as a short. 

 

vpmsave Or', dew, cnt, dp->d_bos) 

 

247 r 100 500 500 

 

Called from vpmread just after cnt bytes have been moved to the user's read buffer. The 
parameter dp->d bos is the number of bytes remaining in the current receive buffer. 

vpmsave ('s', dew, vp->vb state. 0) 

 

_43 s 100 401 0 

Called just before the normal return from vpmstart. The parameter vp->vb_state contains the 
state bits for the interface module. For the definitions of the state bits, refer to the source file 
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vpmb.c. ~ . 

vptnsnve ( t̀', dev, vp-> vb_state, vp -> vb_xbktac) 

 

... ~. 
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vpmsave ('IP', der, se14, se16) 

254 P 100 2105 1055 

 

:. 
`'~ 

• 

249 t 100 0 0 ~"~ 

Called just before the normal return from vpmstop. The parameter vp->vb_xbkmc is the 
number of transmit buffers currently held by the VPM interpreter. It can be non-zero if the 
protocol script or interpreter terminates in error 

 

rpntsave (`X', dxv, vp->vb xbltttec, 0) 

250 X 100 1 0 

 

Called from vpmbrint, the interface module's receive-interrupt routine, each time the Vp1~1 
interpreter returns a transmit buffer. 

vpansave (`R', der, vp->rb_vrltmc, 0) 

251 8 100 1 0 

 

Called from vpmbrint each time the VPM interpreter returns a receive buffer. The parameter 
vp->vb_rbkmc contains the number of receive buffers currently held by the interpreter. 

vpmsave (`T', der, se14; se16) 

252 T 100 370 21 34 

Called from vpnrbrint when a trace report is received from the interpreter. This occurs when the 
protocol script executes a trace primitive. Selo contains the value of the script location counter 
(plus two) at the time the trace primitive was executed. 13y referring to the assembly-language 
listing of the protocol script generated by the - ! option of vpmc, the point in the protocol script 
at which the trace was executed can be determined. The value of the location counter is two 
greater than the location of the trace instruction as shown in the assembly-language listing. Sel6 
contains the byte or bytes passed by the trace primitive. Vpmtrace prints these two bytes in 
separate 5elds. 

vpmsave ('E', dev, sei4, sel6) 

253E 244 21 

 

Called from vpmbrint when an error-termination report is received from the interpreter.~rSel4 
contains the script location counter at the 'time execution of the script was terminated. Sel6 
contains the termination code. For an explanation of these codes see the attached manual miry 
for vpm(4). 
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Called from vpmbrint when a script report is received from the interpreter. This occurs when 
the protocol script executes a rtnrpt primitive. Selo and sel6 contain the four bytes transferred 
by this primitive. 

 

vpmsave ('F', dev, se14, selb) 

255 F 100 3 0 

 

Called from vpmbrint when an error-count report is received from the interpreter. Se/4 and sel6 
do not contain any meaningful data for this event type. 

vpmsave ('S', dev, se14. selb~ 

256 S 100 ~b01 0 

Called from vp~►rLr~nt when astart-up .report is received from the interpreter. The low-order 
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eight bits of se14 contain a parameter defining the maximum number of transmit buffers the 
interpreter can accept; the high-order eight bits contain a parameter defining the maximum 
number of receive buffers. Se16 contains the options supported by the. interpreter. 

vpmsave (`C', dev, vp->vb state, bp->vb_xbkmc) 

 

257C10010 

Called from vpmclean just before the data structure associated with dev is initialized. 

vptnsave ('O', dev, vp->vb_state, 0) 

2580 100 1 0 

 

Called from vpmok if the interpreter should fail to indicate its sanity by issuing an "I'm-OK" 
report within the prescribed time limit. . 
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vpm 0 37 206 vpm 0 0 15 16 5 
trace 0 35 206 tr 0 0 16 4 1 

  

For VPMs: 
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Adding VPM to a UNIX Release 3.0 System 

The UNIX Release 3.0 distribution tapes contain VPM Release 2.0. This includes the compiler, 
drivers, interpreters, utility commands, protocol scripts, and test programs. 

The makefide vpm.rnk found in /usr/srr/cmd/vpm may be used to make and install all VPM 
commands. 

To add the VPM and trace drivers to a UNIX 3.0 system, do the following: 

1. Make sure that the following two lines appear in the file /etc/master 

  

2. Add the following line to the file /usr/src/ws/'/c#cfigpa (or its equivalent): 

vpm 0 0 0 n 

where n is the number of minor devices required. - The' represents either pdpl l or vax. 

 

3. To the same file add the following line for each trace minor device: 

trace 0 0 0 . n 

   

where n is the number of minor devices required. Minor device 0 is used by the vpmtrace 
command and minor device 1 is used by vpmsnap. 

4. If KMCs are being added to the system, add the following line to the. same file for each 
KMC: 

kmclI vector address priority 

where vector is the interrupt vector location (octal), address is the device address (octal). 
and priority is the bus request level (normally 5). 

A special file must be created in /dev for each KMC, VPM, and trace device. To make these 
special files, use mknod (1 M) as follows: 

For KMCs: 

/etc/mknod /dev/kmc? e X ? 

where X is-the major device number of the KMC driver as printed by conftg -t (see the manual 
entry for confrg(IM)(4]) and ? is the minor device number which must be in the range 0 to 3. 

 

• 

  

where vpm is a unique device name; Y is the major device number of the VPM driver; and Z is 
a decimal or octal number whose binary representation is defined as follows: the low-order four 
bits specify one of up to 16 minor devices of the standard VPM protocol module; the next two 
bits specify one of up to four VPM interface-module minor devices; the next two bits specifv 
the minor device number of the KMC to be used for this special file. 

For trace devices: 

/etc/mknod /dev/trace c Y 0 
/etc/mknod /dev/snap c Y 1 

  

where Y is the major device number of the trace driver. 
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Hardware Installation and Switch Settings 

The KMC11-B microprocessor and DMC11-DA, -FA, or -FD line unit must be instilled in 
adjacent slots of a PDP-11 or VAX-11/780 backplane. Care should be taken not to exceed the 
DC power capacity of the cabinet in which the items are installed. The microprocessor and line 
unit are interconnected by a one-foot ribbon cable. The line unit is connected to a suitable 
synchronous modem by a 25-foot modem cable. If the HDLC interpreter is used, the modem 
must be optioned for full-duplex (four-wire) operation: at speeds above 1200 bits per second 
this will normally require a private line. The device address and interrupt vector address 
switches on the KMC should be set for the selected addresses. The KMC should also be wired 
for the -selected bus priority (normally 5). All switches and jumpers on the DMC line unit 
should be in the normal configuration prescribed by the relevant DEC maintenance manual 
with one exception: the NO CRC switch (switch S2 in switch pack number 1) should be in the 
ON position.* The purpose of this switch setting is to inhibit hardware .CRC generation. 
Hardware CRC generation is not used with the VPM software for this device. 

If the KMC is a Revision E, a DEC field change is required before it can be used with VPM. 
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Appendix 6 

Testing YPM 

During the couese of developing and testing VPM, a number of programs and test procedures 
have evolved which may prove useful to those adding VpM to a system or using VPM for the 
fiat time. These programs and procedures will help to check the correct installation and 
operation of the hardware and software as well as help a new user of VPM to gain familiarity 
with the package. These programs may be found in %usr/s~%md/vpm/demo and 
/usr/sr%md/v pm/scripts. 

®actin 

Decbitr is a simple KMC program that exercises enough of the KMC memory and instruction 
set so that a correct result provides reasonable assurance that the KMC is functioning properly. 
!t does not exercise the interface between the KMC'and the DMC11 line unit. 

To run this test, you must compile file decbiw.k in directory /usr/sr%md/vpm/demo. This can be 

   

} 

   

done as follows: 

 

/lib/cpp /usr/src/cmd/vpm/demo/decbin.k I kasb 

 

You must then load and run the resulting a.out and then dump the KMC and its registers. The 
. following sequence of commands will accomplish this: 

kasb - d /dev/kmc? 
°.reset 

.load 

.run 
.reset 

.dump 

.regs 

    

i 

.~~_ 

 

The .re~►s command to kasb will produce a register dump similar to the following: 

csr: 377 0 0 0 0 0 0 20 
lur: 0 20 0 101 0 377 377 53 
reg: 0 326 42 64 0 276 0 46 
reg: 142 73 321 71 156 61 116 356 
io: 377 377 377 377 377 371 377 377 
npr: 0 20 0 brg: 356 0 mem: 61 

If the value of r5 (the sixth number in line three of the register dump) is not 276, something is 

 

r 

 

 

 

 

  

 

  

wrong with the KMC hardware or the software used to load and execute programs in it. 

 

Tset 

Tset is a C program that opens a particular vpm device (/dev/vpm0) and writes a string of 
characters to it. It then reads the same device and compares the string of characters received to 
the string sent. If ehe two strings match. the program prints the string followed by the message 
'It worked~~~~~~" This program will work only when a loopback script such as loops has been 
loaded into the KMC. To run this test: 

1. Compile tset.c: 

cc -o tset tset.c 

 

2. Compile ~loop.r: 

vpmc -o loop.o loops 

3. Load loop.o into the KMC: 
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/etc/vpmstart  /dev/k'mc? 6 loop.o 

4. If testing the VPM event-tracing capability. execute vpmtruce. 

/etc/vpmtmce > t& 

5. Execute tset: 

tset 

6. Print t: 

cat t 

Sr 

Sr opens /dev/vpFm0 and forks to create a send process and a receive process. The send process 
reads up to 512 bytes from its standard input and writes them to /dev/vpm0. The receive process 
reads /dev/vpm0 and writes the received data to its standard output. This program may be used 
with the protocol script /ovp.r. The procedure for running sr is similar to that used with rset. 
Steps 2, 3, and 4 need not be repeated if the interpreter and vpmtruce are still running. 

To execute sr.-

 

sr

 

 < infile > outfile 

The serd process exits after it has read and transmitted the last data block of the file. The 
receive process goes into a loop that sets an alarm and reads /dev/vpm0. If the alarm goes off 
before the reed completes, the process exits. 

Tcmd 

Tcmd.c when used 'with the protocol script tcmd.r tests several new features of Release 2.0 of 
VPM: communications between a user program or a protocol module and the protocol script, 
reading and resetting the interpreter's error counters, and the time-stamped tracing capability. 
To execute tcmd, follow the procedures given for the first test using ttmd.c and tcmd.r in place 
of tset.c and loops. Execute vpmsnap instead of or in addition to vpmtroce. 

Lapb.r 

Lapb.r is the protocol script for BX.25 Level 2. To install this script in a particular K.MC, 
proceed as follows: 

cp /usr/src/cmd/vpm/scripts/lapb.r . 
cp /usr/src/cmd/vpm/scripts/const ., 
cp /usr/src/cmd/vpm/scripts/tconst . 
vpmc -mi hdlc - o lapb.o lapb.r 
/etc/vpmstart  /dev/kmc? 6 lapb.o 

 

Testing this script requires two KMCs, which may be on different host computers. The KMCs 
must be connected by a pair of full-duplex synchronous modems or by a full-duplex 
synchronous null modem.* Sr should be executed simultaneously on both machines to read 
and write the VPM device associated with each KMC. If both KMCs are on the same host 
machine, it will be necessary to edit and compile a copy of sr.c so that it opens /dev/vpml instead 
of /dev/vpm0. The original and modified versions of sr can then be executed simultaneously to 
exercise the two KMCs. 

• .4 suitable null modem is the Avanti 300, which is manufactured by Avanti Communications Corporation. 
Newport. RI. 
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To obtain mazjmum efi5ciency from this script. it may be necessary to modify the values of 
:some of the parameters in the coast file. The appropriate values for these parameters depend 

• • 'on the link speed and maximum frame size. Guidelines for adjusting these parameters are 
given in [3]. 

 

• ' I:apbt.r 

  

This script is identical to lapb.r except for some additional trace statements. It may be tested in 
• ' ' the same manner as lapb.r. Vpmtrace may be used to display the trace information. 

Itr.r 

  

''.x, 
-~ 

~ 

  

Itr.r is a simplified version of lapb.r. Unlike lapb.r and lapbt.r, this script can be exercised in a 
loop-back mode. To run sloop-back test. attach a DEC H-325 test connector to the end of the 
modem cable for the DMC11-DA line unit that is connected to the KhiCl l-B to be used for 
the test. Then compile ltr.r and load the resulting a.out into the KMC using the procedure 
described above for lapb.r, substituting itr for lapb. A loop-back test can then be run using tset 
or sr. 
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.Setting Up UNix 

  

1. INTRODUCTION 

1.1 Prerequisites 

Before attempting to generate a UNIXt system, you should understand that a considerable 
knowledge of the related documentation is required and assumed. In particular, you should be 
very familiar with the following documents: 

 

e The UNIX Time-Sharing System 
o UNIX User's Manual 
• C Reference Manual 
o Administrative Advice for UNIX 
e UNIX Operations Manual 

 

A complete set of pertinent documentation is contained in Documents for UNIX. Throughout 
this document, each reference of the form name(N), where N is a number, refers to entry 
name in Section N of the UNIX User's Manual. 

You must have a basic understanding of the operation 'of the hardware. This includes the 
console panel, the tape drives, and the disk drives, all of which are assumed to have standard 
UNIX addresses and interrupt vectors. It is. also assumed that the hardware works and has been 
completely installed. All appropriate DECs diagnostics * should have been run to test the 
configuration, and you must have a detailed description of the hardware, including device 
addresses, interrupt vectors, and bus levels. This information is necessary to generate a UNIX 
system. 

See Attachment 1 for a list of supported CPUs and devices. 

1.2 Procedure 

UNIX is distributed on two magnetic tapes, recorded in 9-track format at 800 bpi. Distribution 
tapes will be marked either "PDP-11" or "VAX"; be sure you have the correct tape for your 
machine. 

Tate initial load program (on Tape 1) will copy a file system from tape (VAX: TE16; PDP-11: 
either a TWO or a TU16) to disk (VAX: RP06; PDP-11: either an RP03, an RK05, an RL01, or 
an RPO6). In this document, we consider RP04 and RPOS drives to be equivalent to RP06 
drives; any differences will be noted explicitly. Once the root file system has been successfully 
loaded to disk, UNIX may be booted and the available utility programs may then be used to 
complete the installation. 

In order for any of the update procedures to work correctly, you must be running UNIX/TS or 
PWB/UNIX Release 2.0. Older versions of UNIX cannot be correctly updated with a UNIX 
system. The cpio(1) program will not replace any file if its replacement has a modification time 
that is less than (i.e., earlier than) the modification time of the original file. This can be due to 
local modifications. Furthermore, certain administrative files (e.g., /etc/passwd, lusrlliblcrontab) 

I UNIX is a Trademark of Bell Laboratories. 
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are sent evith a modification time of Danuary 1, 1970 to ensure that they do not replace their 
counterparts during updates. Any file not copied will cause cpio to print a message to that 
effect. These messages should always be investigated to ensure that any files not copied were 
of that type. ~Dowever, mote that, depending on respective modification times,  alocally-
modified ftle'tnay get updated, thus destroying the local modifications. 

There are several difficulties that can arise when installing a UNIX system. One of the most 
common problems is running out of disk space when performing an update. Should this occur, 
the original contents of the file system should be reseored from a backup copy and the contents 
of the update tape should be read into a spare file system using the cpio program. Unwanted 
material can then be removed and the original file system can be updated from this new file 
system using the op option of cpio. t~lodification times of files should also be preserved using 
the Rv m option of cpio. 

1. 1.Or~lJ PR(3CFDU~~S 

 

2.1 YDlstributson Tapr ~'or~aeat 

Tape l contains seven files: a loader, a physical copy of the root file system, the cpio program, a 
cpio structured copy of the root file system, and three files (cpio format) that represent 
selectable items. Root refers to the directory "/", which is the root of all the directory trees. 
The format of this tape is as follows: 

 

record 0: Tape boot loader- 512-bytes; 
record 1: Tape boot loader- 512-bytes; 
remainder of file 1: Initial load program- several 512-byte records; 

end-of-jrle 

     

file 2: 
end-ojfile 

file 3: 
end-of-frle 

root file system (physical)- 5,120-byte records (blocking factor 10); 

cpio program (latest version)- several 512-byte records; 
~-r 

file 4: root file system (structured in cpio format)- several 5,120-byte records 
(to be used only for updating an earlier UNIX); 

end-oj-file 
file S: on-line documentation (same format as file 4); 

end-of-frle 
file 6: tje software (same format as file 4); 

end-of-f ►le 
file 7: - graphics software (same format as file g). 

end-oj-file 

The root (/) file system contains the following directories: 

 

bck: Directory used to mount a backup file system for file restoring. 
bin: Public commands; most of what is described in Section 1 of the UNIX 

User's Manual. 
dev: Special files, all the devices on the system. 
etc: Administrative programs and tables. . 
lib: Public libraries, parts of the assembler, C compiler. 
mnt: Directory used to mount a file system. 
lost found: Directory used by~ jsck(IIbI) for disconnected files. ~ -

 

stand: Stand-alone programs. 
trnp: Directory used for temporary files; should be cleaned at reboot. 
usr: Directory used to mount the /usr file system. 
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Mount Tape 1 on •drive 0 and position it at the load point. 

2.1.1 PDP-Il 
Bootstrap the tape by reading either record 0 or record 1 into memory starting at address 0 and 
start execution at address 0. This may be accomplished by using a standard DEC ROM 
bootsteap loader, a special ROM, or some manual procedure; see ron~boor(8), topeboor(8), and 
70boot(8). 

 

2.2.2 VAX 

  

See °`Installation Boot Procedures" under vaxops(8). This U~'IX User's Manua! entry describes 
initial tape booting, and modification of the console floppy disk to simplify L'~IX 
administration. 

2.3 C®meson to PDP-11 and vaK 

The tape boot loader will then type "UN1X tape boot loader" on the console terminal and read 
in and execute the initial load program. The program will then type detailed instructions about 
the operation of the program on the console terminal. The program will ask what type of disk 
drive you have and which drive you plan to u.se for the copy. The disk controller used must be 
at the standard DEC address indicated by the program. However, other disk controllers on your 
system may be at non-standard addresses. You must mount a formatted, ECC flag-tree pack on 
the drive you have indicated. If necessary, use the appropriate DEC diagnostic program to 
format the pack. Note that the pack will be written on. Next, the program will ask what type 
of tape drive you have and which drive contains the tape. Normally, this will be drive 0, but 
the program will work with other drives. Note that the tape is currently positioned correctly •	 after the end-of-file between the initial lead program and the roor file system. d✓hen everything 
is ready. the program will copy the file system .trom the tape to disk and give instructions for 
booting UNIX. After the eopy is complete and you have booted the basic version of UNIX, 
check (using jsck(1M)) the roor file system and browse through it. 

2.3.1 PDP-11/70 Only 

 

The file /srandlm►nresr is a stand-alone memory mapping diagnostic program for the PDP-11/70. 
if you are not absolureh• sure that DEC FCO (field change order) M8140-1;002 has been applied 
to your PDP-11/70 CPU, Brand/m~resr should be booted and allowed to run at least 20 minutes. 
To boot this program, go through the boot procedure, but specify: 

 

0~ stand/mmtest 

UNIX Release 3.0 comes with optional power-fail recovery. This feature requires that the 
power-up and po►ve►-doxn interrupt vectors be 024. 

2.A U®bate of root 

It is very important that the system be running in single-user mode during the update phase. 
To update an already existing roor file system, files three and• tour on Tape 1 will be used. It is 
necessary to first make a copy of your root file system using vofcop~~(IM) and then update this 
copy. The copy should be made on a separate disk pack using the same section number as your 
roor file system (always section 0). Also, after the update is completed, check if and of your 
local administrative flies in the directory /etc need modification. Most of these are mentioned 
in Section 4 below. 

Mount Tape l on drive 0 and position it at the load point. We assume that disk drive 1 is 
available for making the copy, and that the roor file system is on /dev/rp0. This shell procedure 
wilt be different for RKOS and RLO1 disk drives. The following procedure will first make a copy 
of the roor file system, and then update this copy. Note that /dev/mr4 refers to tape drive 0 but 
has the side etTect of spacing forward to the next end-of-file (no rewind option ). The -B 
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option of cpio specifies that input is in 5,120-byte records: 

volcopy root /dev/rrp0 pknamel /dev/rrp10 pkname2 
mount /dev/rp10 /bck 

# The 2 echoes will move the tape to file 3 
echo </dev/mt4 
echo < /dev/mt4 
cp /dev/mt4 /bck/bin/cpio 
chmod 755 /bck/bin/cpio 
chown bin /bck/bin/cpio 
cd /bck 
/bck/bin/cpio - idmB </dev/rmt0 
cd / 
umount /dev/rp10 

 

Pknaitel and pkname2 are the volume names of the source and destination disk packs, 
respectively. If the new copy is satisfactory, shut down and halt the system, change disk packs, 
and reboot the system using the new root. 

2.9 Tape 2 Uusr) Format 

  

adrn: Miscellaneous administrative command and data files, including the 
connect-time accounting file wimp and the process accounting file pacct. 

bin: Public commands; an overflow for /bin. 
dict: Dictionaries for word processing programs. 
games: Various demonstration and instructional programs. 
include: Public C language #include files. 
lib: Archive libraries, including the text processing macros; also contains data 

files for various programs, such as spell(1) and cron(1M). 
mail: Mail directory. 
man: Source for the UNIX User's Manual, see man(1). 
lost+ found: Directory used by jsck0M) for disconnected files. 
news: Place for all the various system news. 
pub: Handy public information, e.g., table of ASCII characters. 
spool: Spool directory for daemons. 
src: Source for commands, libraries, the system, etc. 
imp: Directory for temporary files; should be cleaned at reboot. 

A table of contents of this tape may be obtained by using the cpio options -ItB. Also, after 
installation, files and directories deemed useless-by the local administrator may be easily 
removed. Alternately, only parts of the tape may be extracted using the pattern matching capa-
bilities of cpio. 

2.6 Initial Load of /usr 

Mount Tape 2 on drive 0 and position it at the load point: Mount a file system (device) as /usr. 
The ultimate size and location of this file system on a device is an administrative decision; 
initially, the following procedure will suffice: 
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mode. The tape contains the following directories: 

Tape 2 contains the /usr file system in cpio format (5,120-byte records). The /usr file system 
contains commands and files that must be available (mounted) when the system is in multi-user 
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mkfs /dev/rrpl 50000 7 418 
labelit /dev/rrpl usr pkname 
mount /dev/rpl /usr 
chmod 775 /usr 
cd /usr 
cpio -idmB </dev/rmt0 

Aname is the volume name of the pack (e.g., "p0001"). 

Because /usr must be mounted when the system is in multi-user mode, the file /etchc must be 
changed to include the command lines to mount and unmount the file systems in single-user 
and multi-user mode. These lines must be inserted at the appropriate places in /etc/rc, as 
indicated by comments in the prototype file. Next the file /erclcheckhst should be changed to 
include ldev/rrpl. /dev/nil, or /dev/rrkl; see also  jsck(1M), laDelit(1FA), nikf IM). mountOM), 
and checklist(S). 

2.7 Update of fusr 

 

It is advisable that the system be running in single-user mode during the update phase. At is 
also wise to first make a copy of your /usr file system for backup purposes. Next, mount 
'Pape 2 on drive 0 and position it at the load point. The lusr file system must also be mounted. 
The following procedure will perform the update: 

cd /usr 
cpio -idmB  </dev/rmt0 

2.8 Initial Lcad or Update of Selectable Items 

The initial load and update procedures are essentially the same; the only exception being the 
creation of the selectable item directory on the initial load. 

Mount Tape 1 on drive 0 and position it at the load point. Make sure that the /usr file system is 
mounted. The following procedure will read in the source for each of the selectable 
subsystems. If a particular subsystem is. not desired, simply skip that file on the tape by 
executing the following command: 

echo < /dev/mt4 

The tape can be rewound after any subsystem by specifying /devlrmr0 instead of /devlrmt4. 

echo < /dev/mt4 
echo </dev/mt4 
echo < /dev/mt4 
echo < /dev/mi4 
cd /usr 
mkdir man; chown bin man; chgrp bin man; chmod 775 man 
cd man 
cpio - idmB </dev/tmt4 

cd /usr/src/cmd 
mkdir de; chown bin de; chgrp bin rje; chmod 77S de 
cd rje 
cpio - idmB < /dev/rmt4 

 

cd /usr/src/cmd 
mkdir graf; chown bin graf; chgrp bin graf; chmod 775 graf 
cd graf 
cpio - idmB </dev/rmt0 

0  
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After installing the source for the rje and graphics subsystems, the software must be built and 
installed. (Only ettecute the. following commands for the subsystems that you have elected to 
take.) 

 

To build and install graphics: 

cd /uSr/3rC 
./:mkcmd graf 

To build and install rje. select the appropriate ./.•rnkrratd lines: 

  

cd /usr/src 
ARGS~ "dgsge hasp" 
Al2GS~ "dgsrje hasp2" 
ARGSg "dgsrje hasp3" 
ARGS~ "dgsrje uvac" 
A.RGS~ "dgsrje. uvac2" 
ARGS~ "dgsrje uvac3" 
ARGS~ "kmcrje rjel" 
ARGS~ "kmcrje rje2" 
.'~RGSffi "kmcrje rje3" 
ARGS= "kmcrje rje4" 

./:mkcmd rje 

./:mkcmd rje 

./:mkcmd sje 

./:mkcmd rje 

./:mkcmd rje 

./:mkcmd rje 

./:mkcmd rje 

./:mkcmd rje 

./:mkcmd rje 

./:mkcmd rje  

(makes a single DQS11-based hasp system) 
(makes hasp and hasp2) 
(makes hasp, hasp2, and hasp3) 
(makes a single DQS11-based uvac system) 
(makes uvac and uvac2) 
(makes uvac, uvac2, and uvac3) 
(makes a single ICMClI-based 1BM system) 
G'nake rjel, and rje2) 
(makes rjel, rje2, and rje3) 
(makes rjel, rje2, rje3, and rje4) 

  

2.8.1 U1VIVAC Remote Job Entry 

° UNIVAC ije requires an additional tape to be used on the UNIVAC side of the system. The 
UNIVAC rje program is duplicated in the first and second files of its release tape in @COPY,G 
format. One should be read into a file called RJEFJL. The documentation on the configuration 
skeleton cart be obtained by executing: 

 

@DOC RJEFILE.DOCELM 

Examples of rje configurations are in the file elements CONFIGRTN (for level 35 or higher), and 
CONFIGRTN/L3? and CONFIGRTN/L39 (for levels 32 and 33 respectively). A start stream that 
will build the rje program, and cull it, is in START/RJEMAK (the account and project fields 
should be modified). A sample rje start stream where the absolute is placed in 
RJE•RJE.RJECTL/PDP • is in START/RJECTL. Other sample runstreams using the file 
SYSf•ABS.RlECTLIPDP are in RJEUJ. RJEU2, and RJEU3 for using the first, second, or third 
configured line. 

The LINEDATA cards in CO,'VFIGRTN assume the EXEC is configured with 3 lines to a UNIX 
system whose CTM and LINE cards specify GB17, GBIg, and GA0I respectively, and whose 
STATION cards specify a LOCAL station of UNIX0I, UN1X02, and UNIX03 respectively. The 
LINEDATA cards in CONFIGRTA'/L3? and CONFIGRTNlL39 assume the EXEC is configured with 
one line to a UNIX system whose LTG ID is 'UNXRJE" and whose REMOTE TERMINAL card 
specifies BPDP0I. 

 

3. COtiFIGURATION PLANNING 

3.1 UNIX Conflguratton 

The basic UNIX operating system supplied supports only the console, a disk controller (disk 
drive 0), and a tape controller (tape drive 0). The actual configuration of your system must be 
described by you. All of the UNIX operating system source code and object libraries are in 
/usr/srF/uts. All of the configuration information is kRpt in the directory /usr/src/uts/b/~, the "•" 
represents either pdp11 or vax. There are only two files that must be changed to reflect your 
system configuration, lows (univec.c on the vAX) and cor►j'.c; the program co►tj►g(1M) should 
be used to make these changes. 
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PAP-ll /34, /23 
Value Size 

PDP-11/45, /70 lrAX-11/780 
Value Size 

Item 
-. Value Si~e 

 

2st 
538 
74 
8 
8 
4 
4 
6 
30 
l2 
28 

 

nswap 
buffers 
sabufs 
inodes 
files 
mounts 
coremap 
swapmap 
calls 
procs 
texts 
clists 
maxproc 

1000 
15-20 
4-6 

30-SO 
30.50 

3-S 
SO-100 
SO-100 
15-30 
30-SO 
10-1 S 
10-20 

15 

3000 
25-60 
10-15 

i00-250 
100-250 

8-16 
SO-100 

• SO-100 
30-60 

SO-200 
25-SO 

100-300 
1S 

- 9000 
26. SO-1201 
338 .- . 
74 100-250 

8 100-250 . 
8 ' 8-16' 
4 ~ ._. 
4. SO-100 
6 30-60 
30 SO-200 
12 25-SO 
28 100-300 
- 25 

  

560 

76 
l2 
16 

4 
12 
S2 
l6 
32 
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Cor~ig requires a system description jile and produces the two needed files. T9•.e first part of the 
system description fits lists ell of the hardware devices on your system. Rlext, various system 
inforntatio~ is listed. A brief explanation of this information follows; for more details of syntax 
and structure, see cortJrg(I M) and the associated masrer(S); TABLE I lists the values and• sizes 
of the various parameters for the different CPUs. 

 

TARLI~ I. UhiIX Configuration Parameters 

t Plus 512 bytes outside system spats. 
127 buffers is the system maximum. 

 

~ root- •Specifies the device wheys the too► file system is to be found. The device must be a 
block device with read/write capability because this device will be mounted read/write as 
"/". Thus, a tape can not be mounted as the root, but can be mounted as some read-only 
hie system. a~ormally, root is disk drive 0, section 0. 

~ pipe- Specifies where pipes are to be allocated (must be a mounted file system- the root file 
system is normally used). 

e durnp- Specifies the device to be used to dump memory after a system crash. Currently 
anly the TU10 and TUl6/TE16 cape drives are supported for this purpose. 

~ s~•ap- Specifies the device and blocks that will be used for s~~►•apping. Se+ylo is the first block 
number used and »swap indicates ho~~ many blocks, starting at swplo, to use. Care must be 
taken that the swap area specified does not overlap any file system. For example, if 
section 0 is 8,000 blocks long, the root file system could occupy the first 6,000 blocks and 
sx•ap the remaining 2,000 by specifying: 

 

root rp06 0 
s~•ap rp06 0 6000 2000 

e bu,8'ers- Specifies how many rysrem by$'ers to allocate. Rea] time response improves as more 
buffers are allocated. UNIX butlers forma "data cache". Improvement in the hit rate of 
this cache tends to fall as the number of buffers is increased. 

e sobujs- PDP•11 only: specifies how many rysrem addressable buffers to allocate. One butler 
is needed for every mounted file system. Certain 1/O drivers need such butlers. 

e inodes- Specifies how many inode table entries to allocate. Each entry represents a unique 
open inode. When the table overflows, the warning message " inode table overflow" will be 
printed on the console. The table size should be increased if this happens regularly. The 
number of entries used depends on the number of active processes, texts, and mounts. 

e f+les- Specifies hov►• many open-jrle table entries to allocate. Each entry represents an open 
file. When the table overflows, the warning message " no file" will be printed on the 
console. The table size should be increased if this happens regularly. 

s rrtounrs- Specifies how many mourn table entries to allocate. Each entry represents a 
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mounted file system. The root (/) will always be the first entry. When full, the mount(2) 
system call will return the error EBUSY. 

n coremap- PDP-11 only: specifies how many entries to allocate to the list of free memory. 
Each entry represents a contiguous group of 64-byte blocks of free memory. When the list 
overflows, due to excessive fragmentation, the system will undoubtedly crash in an 
unpredictable manner. The number. -of entries used depends on the number of 'processes 
active, their sizes, and the amount of memory available. 

o stvapmap- Specifies how many entries to allocate to the list of free swap blocks. Exactly like 
the coremap, except it represents free blocks in the swap area, in 512-byte units. 

* calls- Specifies how many call-out table entries to allocate. Each entry represents a function 
to be invoked at a later time by the clock handler. The time unit is 1/60 of a second. The 
call-out table is used by the terminal handlers to provide terminal delays and by various 
other 1/0 handlers. When the table overflows, the system will crash and print the panic 
message " Timeout table overflow" on the console. 

o procs- Specifies how many process table entries to allocate. Each entry represents an active 
process. The scheduler is always the first entry and init(8) is always the second entry. The 
number of entries depends on the number of terminal lines available and the number of 
processes spawned by each user. The average number of processes per user is in the range 
of 2-5. When full, the fork (2)  system call will return the error EAGAIN. 

© texts Specifies how many text table entries to allocate. Each entry represents an active 
read-only text segment. Such programs are created by using the -1 or -n option of the 
loader ld(1). The -n option is implicit on the VAX. When the table overflows, the 
warning message "out of text" is printed on the console. 

o clists- Specifies how many character list buffers to allocate. Each buffer contains up to 24 
bytes. The buffers are dynamically linked together to form input and output queues for the 
terminal lines and various other slow-speed devices. The average number of butlers. needed 
per terminal line is in the range of 5-10. When full, input characters from terminals will be 
lost and not echoed. 

o maxproc- Specifies how many concurrent processes a non-super-user is allowed to run. 
. power- Specifies whether to attempt restart after a power failure. * A value 0 (default) 

indicates no restart, a value of 1 attempts power-fail restart. On restart, device drivers are 
called and process 1 (i.e., init) is sent a hangup signal; see init(8). VAX power-fail is 
provided for experimental use only in UNIX 3.0. 

3.2 UNIX Generation 

Before generating your first UNIX system, you must modify the file called Makefele in the 
/us►/src/utsh/cfdirectory. This file contains four symbols that are used for system identification; 
it is used to initialize the internal utsname structure (see uname(1), uname(2), and 
utsname(5)). The four symbols (which are 8 characters maximum) are as follows: 

SYS your system name (e.g., pwba); 
NODE the name by which your system is known on the uucp(1) network (e.g., p►.•ba); 
REL the operating system release (e.g., UNIX.1.0); 
VER the current version of the system; this is usually four characters indicating when 

the system was made (e.g., 0620 for June 20). 

Generally, only the first two symbols need local modification; the REL symbol is a constant for 
the duration of this release, while the VER symbol will be defined when you make(1) the 
system. The name of the executable file produced by the generation procedure will be the 
concatenation of the SYS and VER symbols (e.g., pwba0620). 

To generate a new UNIX operating system, follow the procedure below: 

     

0  



  

seiting'Llp UNIX 9 

ed  /usr/src/uts/•/cf 
ed O  l 
a 

kformadon as described above] 
o 
W 
4 
config djile 
make V)312= ver 

The PDP-11 system has a relatively small address space, so that if table sizes or the number of 
device types are too large, various error messages will result and the above procedure will only 
create an a.out file. In -particular, the maximum available data space is 49,152 bytes (57,344 
bytes on the PDP-11/23 and the /34). The actual data space requested can be found by using 
sh,e(1) on a.out and adding the data, bss, and, .for PDP-11/23 and /34, text segment sizes. 
One then reduces the specified values for the various system entries until it all fits. The 
amount of space in the bss segment used for each entry is indicated in Section 3.1 above. 

When you are satisfied with the new system, you can test it by the following procedure: 

cp /usr/src/uts/•/sysver / # sysver as above 
cd / 
rrn /unix 
In /sysver /unix 
sync 

Halt the processor and reboot the system. Note that this procedure results in two names for 
the operating system object, the generic hinix, and the •actual name, say lutsa0S01. An old 
system may be booted by referring to the actual name, but remember that many programs use 
the generic name /unix to obtain the name-list of the system. 

If the new system does not work, verify that the correct device addresses and interrupt vectors 
have been specified. If the wrong interrupt vector and the correct device address have been 
specified for a device,, the operating system will print the error message "stray interrupt at 
XXX" when the device is accessed, where XXX is the correct interrupt vector. If the wrong 
device address ̀ is 'specified, the system will crash with a panic trap of type 0 (indicating a 
timeout) when the device is accessed. 

3.3 Special Files 

A special file must be made for every device on your system. Normally, all special files are 
located in the directory /dev. Initially, this directory will contain: 
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console 
error 
mem, kmem, null 
tty 
rp(0-71, rrp[0-71 
rl(0-11, rrl[0-11 
rk[0-11, rrk[0-11 
mt0, rmt0 
mt4, rmt4 

console terminal 
see err(4) 
see mein (4) 
see tty(4) 
disk drive 0, sections 0-7 
disk drives 0 and 1 
disk drives 0 and I 
tape drive 0 (800 bpi) 
tape drive 0 (800 bpi, no rewind). 

     

These special files are of two types, block and character. This is indicated by the character b or 
c in the listing produced by Is(1) with the - 1 option. 

In addition, each special file has a major device number and a minor device number. The 
major device number refers to the device type and is used as an index into either the bde►•sw  or 
cdevsw table in the configuration file conic. The miner device number refers to a particular 
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cd' /dev 
rnknod console c 0 0 
rnknod error c 20 0 
rnknod mem c 2 0; rnknod kmem c 2 1; rnknod null c 2 2 
rnknod tty c 13 0 
rnknod rp0 b 0 0; rnknod rrp0 c 7 0 
rnknod mt0 b 1 0; rnknod rmt0 c 6 0 
rnknod mt4 b l 4; rnknod rtrtt4 c 6 4 
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foilor~•ing fotar bits: 

select drive Om 800-bpi 
1= 1600-bpi 

0~ eewind. 
1~ no remind 

 

_...~ • 
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unit of the device type and is used only by the driver for that type. The coy9g program with 
the ~t option will list major device numbers. 

The program rnknod(] M) creates special files. For example, the following would create part of 
ehe initially-supplied •/dev dirdctory (on the PDP-11): 

After the special files have been made, their access modes should be changed to appropriate 
values by c/imod(1). For example: 

cd /dev 
chmod 622 eonsole 
chmod 444 error 
chmod 440 mem kmem 
chmod 666 null 
chmod 666 tty 
ehmod 400 rp0 erp0 
chmod 666 mt0 rnnt0 
chmod 666 mt4 rmt4 

I`linor device numbers for tape are a bit peculiar; the minor device number consists of the 

 

Therefore, the special file for tape drive 1, for operation at 1600-bpi, with no rewind on close 
would have a minor device number of l3. 

Ydote that Tile names have no meaning to the ope~o~ing system itself; only the major and minor 
device numbers are important. However, many p~og~ams expect that a particular file is a certain 
device. Thus, by convention, special files are named as follows: 

 

block device conjc /dev 
RP03 disk rp rp•. 
RP04/5/6 disk hp rp• 
RS03/4 fixed head disk hs rs• 
RKOS disk rk ~ rk• 
RLO1 disk rl rl• 
TU 10 tape ~ tm mt• 
TE/TU 16 tape ht mt• 
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Character device cogj c /dev 
DLII &synch. line kl tty•, console 
DHII asynch. fine mux dh tty 
DMC11 sync. unit ' dmc dmc• 
DZll .asynch. line mux dz tty 
DN11 auto call unit do dn• 
DU11 synch. line du due 
KMCII micro kmc kmc• 
DZIl /KMC11 assist dza,dzb tty• 
LPII tine printer lp lp• 
RP03 disk rp rrpe 
RP04/5/6 disk hp rep• 
RS03/4 fixed ;read disk hs rrs• 
TU10 tape tm rrnt• 
TE/TUI6 tape ht rmt• 
error err error' 
memory mm mem, kmem, null 
terminal sy tty 

For those devices with a /der• name ending in "•", this character is replaced by a string of digits 
representing the minor device number. For example: 

mknod /dev/mtl b 1 1 
mknod /dev/rp24 b 0 024 
mknod /dev/tty03 c 1 3 

 

Note that for disks, an octal number scheme is maintained because each drive is split eight 
ways. Thus, /dev/rpl4 refers to section 4 of physical drive 2. There is also a special file, 
/dev/swap, that is used by the program ps(1). This file must reflect what device is used for 
swapping and must be readable. For example: 

rm /dev/swap 
mknod /dev/swap b 0 0 
chmod 440 /dev/swap 
dhowtt sys /dev/swap; chgry sys /dev/swap 

3.4

 

 Ftle Systems 

  

Each physical pack is split into tight logical sections. This split is defined in the operating 
system by a table w

 

ith eight entries. Each table entry is two words long. The first speci

 

f

 

ies how 
many blocks are in-the section, the second specifies the starting cylinder; see hp(4) (RP04/S/6) 
and rp(4) (RP03) for default cylinder and block assignments. These values are described to the 
system in the header file hsr/include/ryslio.h. 

A file system starts at block 0 of a section of the disk and may be as large as the size of that 
section; if it is smaller than the size of a section, the remainder of that section is unused. Note 
that the sections themselves may overlap physical areas of the pack, but the file systems must 
never overlap. 

 

The program m

 

k

 

fs(1M) is used to initialize a section of the disk to be a file system. Next, the 
. program labelir(1M) is used to label the file system with its name and the name of the pack. 

Finally, the file system may be checked for consistency by using jsck(1M). The file system 
may then be mounted using mounr(1M). 

3.5 DZl1 software

 

with

 

 KMCl1 assist 

KMC microprocessors may be used to control D211 asynchronous multiplexers, thus off-loading 
terminal-oriented functions from the main CPU. The software is distributed in two forms. The 
i

 

(

 

MCll-A version does DMA output of data, character translations, tab expansions, etc. The 

     

I 
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MMCI1-B version does these output functions in addition to doing DMA input of data. Each 
KMC11 can control up to four DZ11 multiplexers for a total of thirty-two asynchronous lines. 
Each system can support up to four KMC11 microprocessors. Up to sixty-four DZII lines can 
be controlled by KMC11 microprocessors. , 

.~. S.1 Installation 

 

1. Generate a system (see Section 3.2 above) by including each DZ11 to be controlled by a 
KMC11 in the configuration file. For example: 

 

d# For the KMC11-A 
dzaXYZ 

# For the KMC11-B 
dzbXYZ 

where X is the vector address, Y is the UTd1BUS address, and Z is the bus request level. 
Also include the KMC11 microprocessors in the configuration file: 

kmcXYZ 

2. Install the KMC11 microcode in /lib: 

~ For the KMC11-A 
cd /usr/src/uts/•/up/dza 
/lib/cpp dza.s ~ kas - o /lib/dzkmc.o 

~# For the KMC11-B 
cd /usr/src/uts/•/up/dzb 
/lib/cpp mains ~ kasb - o /lib/dzkmc.o 

3. Copy dzkload into /erc: 

~ For the KMC11-A 
cp /usr/src/uts/•/up/dza/dzkload /etc 

~ For the KMC11-B 
cp /usr/src/uts/•/up/dzb/dzkload /etc 

4. Update /erc/vc to execute dzkload for multi-user and power-fail init states. Each KMC11 
used to control a DZ11 must be loaded with microcode. For each KMC11 used to control 
a DZ11 include: 

 

/etc/dzkload /dev/kmc? 

 

v~here ? is the minor device number of that KMC11. 

S. Special files (see Section 3.3 above) must be created for each KMCI l and DZ11 line: 

/etc/mknod /dev/kmc? c X ? 
/etc/mknod /dev/tty?? c Y Z 

X is the major device number of the KMCI1 and '! is the minor device number of the 
KMC11 controlling the DZ11 multiplexers, i.e., the KMC11 loaded with microcode in 
step 4. Y is the major device number of the dza/dzb device as is supplied by coNig(1M). 
Z is the minor device number for a particular line on a DZll. This number is composed 
of three fields. The low-order three bits are the line number relative to a DZ11. The next 
three bits contain the minor device number of the DZ11 controlling these lines. Note that 
this number is the absolute DZ11 number, not the number relative to the KMC11. The 

-	 high-order tvro bits are the minor device number of the KMC11 controlling this DZI1. 
Foe example: 
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niknod /dev/tty?? c Y 0241 

 

specifies the second line (0 through 7) on the fifth DZI1 to be controlled by the KMC11 
with minor device-number 2. The DZl l number is specified by the order of appearance in 
the configuration file. The first four DZII multiplexers must be associated with one 
KMCI l and the next four must, be associated with another KMC11. The order in which 
the KMCl1 microprocessors are specified is not significant. 

4. ADMINISTRATIVE FILES 

4.1 /retc/motd 

This file contains the r ressage-of-the-day. It is printed by /erc/profile after every successful login. 

4.3 Mc/rc 

On the transition between init states, /erclinir invokes /binlsh to run /etclrc (must have 
executable modes). So that /etclrc can properly handle the removal of temporary files and the 
mounting and unmounting of file systems, it is invoked with three arguments: new state, 
number of times this state has been entered, previous state. When the system is initially 
booted, /etclrc is invoked with arguments " 1 0 0"; when state two (multi-user) is subsequently 
entered, the arguments are "2 0 1". 

When state 2 is entered more than once (via another /etc/lnlt 2), no action will be taken by 
this file. This enables the system administrator to add or delete login processes while the 
system is in multi-user mode (see /erc/inirrab below). 

Daemons may be invoked either by /etc/rc or by including lines -for them in /etchnirtob. 

The /etc/rc file is also used to initialize KMCfl microprocessors '(see  /erc/dzklood below). 

This file must be edited to suit local conditions; see init(8). 

 

..3 /etc/ioittab 

This file indicates to /etchnii which processes to create in each init state. By convention, state 1 
is single-user and state 2 is muhi-user. For example, the following line creates a sample single-
user environment: 

 

i:co:c: /bin/sh </dev/console > /dev/console 2 >&l 

This indicates that for state 1, a process with the arbitrary unique identifier co should be 
created. The program invoked for this process should be the shell and when it exits it should 
be reinvoked (c flag). 

To attach a login process to the console in the multi-user state, add the line: 

2:co:c:/etc/getty console 4 

and for line /devlrry00 for use by 300/150/110 baud terminals, add the following line: 

 

2:00:c:/etc/getty tty00 0 3600 

The arguments to getry  are the device, speed table, and number of seconds to allow before 
hanging up the line. 

Again, this file must be edited for local conditions; see gerry(8), init(8), and inirtab(5). 

4.4 /etc/dzkload  

This file is invoked as a command by /etclrc. It contains instructions for initializing a KMC11 
microprocessor that is to function as a controller for one or more DZI L, commtinications 
multiplexers (see Section 3.5 above). This file must be edited to suit the configuration: 

• 
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4.5 /etc/passwd 

This file is used to describe each user to the system. You must add a new line for each new 
user. Each line has seven fields separated by colons: 

1. Login name:. normally 1-6 characters, first character alphabetic, the remainder 
alphanumeric, no upper-case characters. 

2. Encrypted password: initially null, filled in by passwd(1). The encrypted password 
contains 13 bytes, while the actual password is limited to a maximum of 8 bytes. The 
encrypted password may be followed by a comma and up to 4 more bytes of password 
"age" information. 

3. User ID: a number between 0 and 65,535; 0 indicates the super-user. User IDs 0-99 are 
reserved. 

4. Group ID: the default is group 1 (one). Group IDs 0-99 are reserved. 
S. Accounting information: this eleld is used by various accounting programs. It usually 

contains the user name, department number, and account number. 
6. Login directory: full path-name (keep them reasonably short). 
7. Program name: if null, /bin/sh is invoked after a successful login. 'If present, the named 

program is invoked in place of /bin/sh. 

For example: 

ghh::138:1:6824-G.H.Hurtz(4351):/usr/glih: 
grk::244:1:6510-S.P.LeName (4466) :/usr/grk:/bin/rsh 

See also passwd (5), login (1), passwd(1). 

    

4.4 /etc/group 

  

This file is used to describe each group to the system. You must add a new line for each new 
group. Each line has four fields separated by colons: 

1. Group name: normally 1-6 characters, first character alphabetic, rest alphanumeric, no 
upper-case characters. 

2. Encrypted password: contains 13 bytes, while the actual password is limited to a maximum 
of 8 bytes. 

3. Group ID: a number between 0 and 65,535. Group IDs 0-99 are reserved. 
4. Login names: list of all login names in the group, separated by commas: 

We strongly discourage group passwords. See also group(5). 

4.7 /etc/praflle 

When the shell is executed and is, the leader of a process group, as is the case when it is 
invoked by login, it will read and execute the commands in /etc/profile before executing 
commands in the user's .profile file. This allows the system administrator to set up a standard 
environment for all users (e.g., executing umask, setting shell variables, etc.) and take care of 
other housekeeping details (such as news -n). 

4.1; /etc/checklist 

This file contains a list of default devices to be checked for consistency by the Jsck(1M) 
program. The devices normally correspond to those mounted when the system is in multi-user 
mode. For example, a sample checklist would be: 

/dev/rp0 
/dev/rrpl 

Note that the root device is specified as a block device, while all others are specified as character 
devices. Character devices can be checked faster than block devices. The root device is 
specified as a block device in order for the Jsck program to detect when the root is being 
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checked, so that any modifications to this file- system will result in an immediate reboot request. 

4.9 /ate/shutdown ' 

This file contains procedures to gracefully shut down the system in preparation for file-save or 
scheduled down-tune. 

4.10 /etc/Bieseve.T 

This file contains the detailed procedures for the local file-save. 

4.11 /usr/adm/pacet 

This file contains the process accounting information; see acct(1M). 

4.12 /usr/edm/wtmp 
This file is the log of login processes. 

3. REGENERATING SYSTEM SOFTWARE 

System source is issued under the directory /usrlsrc. The sub-directories are named cmd 
(commands), lib (libraries), uts (the operating system), head (header files), and stand (stand-
alone programs); see mk(8) for details on how to remake system software. 

A couple of anomalies: the accounting routine that deals with holidays and the prime/non-
prime time split must be recompiled at the end of each year ( it is currently correct for BTL-
Murray Hill in 1980). The file is lusrlsrclcmdlaccilliblpnpsplir.c. A reminder is sent to 
lusr/admloccilnitellog, the standard place for such messages, starting a week before year-end and 
continuing until pnpsplit.c is recompiled. 

 

6. FILE SYSTEM CONVERSION TO UNIX (VAX) 

Procedures have been developed for converting UNIX file systems from PDP-11/UNIX 
(including UNIX/TS, PWB/UNIX Release 2.0, and Research Version 7) to VAX UNIX. Direct 
conversion from other systems (i.e., Version 6-based or UNIX/RT) is also possible, but the 
administrator should get help. 

The following UNIX commands are referenced in this section: cpio(l), frnd(1), fsck(1M). 
fIMIM), mkdir(1), mlfs(1M), mounr(1M), and umount(1M). The reader is assumed to be 
familiar with them. 

Unless you have repealed Murphy's Law, you should allow plenty of time for the conversion. 
As a lower bound, it takes about two hours to convert each 65K of file system space. 

6.1 ,Preliminaries - 
Obviously, the new system should be generated and decently tested before conversion is 
attempted. Source for local commands and libraries should be moved to the VAX and compiled 
and tested. Your users may also reasonably require time to develop conversion programs for 
data files that contain binary information. 

 

6.1.1 The Old System 

The file systems should be pruned of marginal files. The following shell sequence will get rid 
of all executables: 

0  

     



                           

#, For each user file system: 
find %:usr file-system -type f - print xargs file \ 

se6: - n - e 's/\([-:]-\):--executable/\ I /p' >/usr/tmp/exiles 
You- may want to look this file over before the next step. 

xargs~ rm .- f <%usr/tmp/exfrles 
rm I.itsi/Urtp/exfrles 

for several days, and to make backup tapes as well. 

6.2 Converting the Hard Way 

-Do.'riot convert without spare packs- that is courting disaster. It is best to keep the old packs 
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6.1.2 ' Spare Packs 

            

ib 

              

~t 
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Using find and cpio takes much longer, but you will have optimized converted user file systems 
when you are finished (compacted inodes and directories, file and free-list blocks arranged for 

 

fastest access). 

 

6.2.1 Copying from the Old System 

 

The following steps should be executed by the super-user on an idle, stand-alone (old) system: 

 

# For each user rile system: 
cd /file-system-name 
rind . -cpio  /dev/rmtl 

The -cpio option of find produces ten-block records on physical tape in cpio format. Unless 
there are a great many linked files, a 1,600-bpi, 2,400-foot reel should hold about 651{ file 
system blocks. If you have larger file. systems, the easiest (fastest, safest) thing to do is to use 
a raw disk pack in place of the tape (i.e., /dev/rrp?? in place of the /dev/mil above). In our 
tests, multi-reel find/cpio tapes have worked. Find can also be used to pick up parts of file 
systems that can be combined later as described below. 

6.2.2 Under the New System 

Re-create each file system as follows: 

mkdir /file-system-name 
mkfs /dev/rrp? blocks:inodes 7 418 
labelit /dev/rrp? file-system-name pkname 
mount /dev/rp? /file-system-name 

  

cd /file-system-name 
$# Mount tape created during step 3 
cpio - idmB </dev/rmtl 
# if you are combining the smaller rile systems, 
# you may copy-in more than one tape per new rile system 
# (but make sure that first-level directory names are unique) 

After the tapes have been copied in, the new file systems should be unmounted and checked 
(using fsck0MD. 

6.3 Converting the Easy Way 

The fscv(1M) command has been provided for fast conversion between PDP-11 and VAX file 
systems. 

Note that fscv will notconvert "special files" (user file systems only). Fscv source will compile 
and run on either system. It was designed primarily for use in computer labs where there are a 
mixture of PDP-11 and VAX systems. 
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Example 1: 

  

Converting PDP-11 to VAX: 
Make sure that file system cylinder boundaries agree! 

fscv - v /dev/rrp21a/dev/trp31 

Example 2: 

    

4 Converting " in place" to the PDP-11: 
# Anyone who does this without making a copy first deserves 
# whatever bad (plenty) that can happen! 
fscv - p /dev/rrp12 /dev/rrp12 

6.4 A Fiscal Precaution 

  

It is only sensible to do another complete file system backup under the new operating system 
(using another set of tapes or packs). 
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- 
- 
- 

- 

Fixed-head disks: 
RF11 
RS03,4 

 

'tape drives: 
YU 10 
TU 16 
7'E 16 
TU45 

 

Line printer: 
LPllt 

 

Asynch. interfaces: 
DLVII 
DL1IE 
DZ11 
KMC11B/DZI I$ • 
DH 11 

 

S 
- 
- 
- 
- 

 

Synch. interfaces: 
KMC11B/DMC line unit 
DMC11 
DUI I 
DQS 11 B/ A 
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A7TACHMENT I 

Processors and Peripherals Supported by UNIX 

 

PDP-11/23 PDP-11/34 PDP-11/45 PDP-11/70 VAX-11/780 Processor 

 

Memory 256KB . ' 256KB * , . . 256KB 0.5-1MB 1-4MB 
ECC MOS ECC MOS ECC MOS ECC MOS ECC MOS 

or core or core 
Disk drives: 

RLO1 (2 required) 
RK05 (2 required) 
13P03 
RP04 

RP06 

 

F 
O 
O 
O 

(UNIBUS) 
S . 

(UNIBUS) 

 

I N 
O - -

 

O -

 

O O 
(UNIBUS) (MASSBUS) 

F F F 
(UNIBUS) (MASSBUS) (MASSBUS) 

       

O -

 

N N 
(UNIBUS) (MASSBUS) 

 

- 

  

- 
- 
- 
- 

O O -

 

O O O 
F F F F 
- - S S 

 

- N N N N 

S S S 
S S S S 
F F F F 

 

O O .O 

 

S S S S 
S S S S 
O O O -

 

- O O - 

- 
- 
- 

   

Auto-call unit: 
DN11AA/DA 

Parallel interface: 
DRV11 
DRIIC/B . 
DAIIB (use DMCs) 
PCL11B 

Key: F - First choice. 
S Supported: 
O Driver provided, but device is obsolete. 
N Driver provided, but device is not recommended. 
- No support. ' 

t Use a printer on an RS232 interface: 
$ 4 DZl is (32 lines) per KMC. 

S S S S 

 

S S S 
S S S 
S S S 

 



 

• 

 

.: 

a. 
a; 

a3~ 
a 5;~ 

. r,,, 
~ ~, 

_rt 
<~ 

    

• 

  



      

1 

  

• 

 

• 

r" dminittrative Advice for UNIX/TS 

R. C height 
lhall Laboratories 

Murray Dili, New Jersey 07974 

The material presented here is based on the author's experiences and opinions. Nevertheless, 
it may prove useful. The material on phototypesetting was contributed by D. W. Smith. 

1. ADMINISTRATOR'S ROAD MAP 

Getting started as a UNIXtM system administrator . is hard work. There are no real shortcuts 
to a working knowledge of the system. You will need time for reading, study and hands-on 
experimenting. Don't commit yourself to ",going live" with your system utitil you have had 
t% o weeks to teach yourself your job, and get the initial hardware quirks ironed-out. 

Don't consign the S-ating  Up UNIT document to oblivion after your initial system " gen". In 
addition to neadinS it again whenever you add/change equipment. you will find that it contains 
valuable material about system tuning (buffers, efists, etc.) that appears nowhere else. 

Is ar. administrator, you should be familiar with a lot of the distributed documentation: The 
Internals, Operations. and Administration  papers from Documents for UNI= should all be stu-
died. as well as the Introduction, How to Get ..Starred, and most of the entries of the UNIX17 
User's Manual. In that manual, you should pay special attention to: acct IIMI , chmod (1) , 
chown(1), cor fig(1M). cpio(D. daie(1), df(l), du(1), ed(1). env(D. Jrnd(1), fsck(IM), kill(1). 
mail(1), mkdir(D. mkjs(1M). ncheck(1M). ps(1), rm(D. rmdir(1), shutdown(1M), say(1), 
s11(1), sync(1M). tirne(1), ago/copy(1M), wall(1M),  who(1), and write(1) in Section 1; all of Sec-
tion 4; acct(5) in .anion S. and crash(8) and vaxops(8) in Section S. 

 

2. SYSTEM CAPACITY 

The figures below are approximations based on our experience over several years: 

 

Harducre Configuration 

 

Number of 
Simultaneous 

Users 

   

PDP-11/23; 256K-byte memory; 2 RLOI disks' 4 
PDP-11/34; 256:0-byte memory with cache; 
- 2 RLOI disks' 8 
PDP-11/45; 248K-byte memory; RP03 disk' 16 
Above with RP06 (RP04, RP05) disk* 20 
Above with memory cache 25 
PDP-11/70; 512K-byte memory; 

RP06 (RP04, RPOS) disks' 
(2 or more drives) 32 

Above with 768K-byte memory and 
a disk drive (or fixed-head disk) 
set aside for the root file system 40 

VAX-11/780; 1M-byte memory, 
at least 3 RP06 disks° 48 

' Or eqaivalent. 

See Setting Up UNIX/TS for the last of supported  hardwat}e options. 

t UNIX is a Trrdernpia of U11 La arawrirs. 
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3. IjI affi yl~E SP A~ 

~a~g files is easy under U , brut if ~e free iaode count fails below 100. the system 
spLn~ taaost of its time rebuilding the free iaode stray. IF a file system rues out of space (and 
the ca~ras~le switches asp note-pro), rite system prints °"no-space,• ttgessa~ges sad does little else. 
'i; o avoid pmbtett~, tlt2 foUooving smart-of-clay free coasts should be ~iataiined: 

a the IIle sy~tetat contaiaairag /rr~y (tt~ia~tasjr files): 
® ifi-u~ syseean:1,S00 free bloslcs. 

~0-+s~ syste:as: 3,040 free bloei~. 
e °t~-;e file systeraL containing /arsr: 

® 3,t~0 ~ 6.000 fry btoclcs, drepdttdiaa oat load. 
m Ca#t~~ user file sya2e~ 

dr3 to 1035 fry, dept-~telittg oat u.~ babit~ (3,Ot90 block n~inianur~. 

'1 gal, brings up as a~c~iated probl~: how bid should i31e syytetns ba? Cur preferE~se is to set 
asiJ.e sp~~ orx eAa~h drive For a copy of eoot/sv~tp and ~ the rat of the 1~ foe a sine file 
sy~dtca~a. However, if yol3 halve user gtpups that fight Over disk Spi1Se, it may be better to split 
ther^fl t2p atttitrarily (i.e.. divide a peck taro ffiore rhea cne file sys°tem). Warning: if you set up 
dil`~'a3t clerk drives with differ cyiiader pr~titioras ~tweert file systems, it will probably lead 
co as op~ratious goof soan~y. 

 

~ A Y ~ ~DI~ A~~$~'P S7iSTE~ TLTI'IIFdQa 

~ r~3 sl~ap~d, tJ'i+ZX! -[S bas rfs programs with the text-bit made set (see cgmarl(1)). The top 
ccor!tn'taders foe the r-bit sae n%~aad rro,Q''folleved (geaeraUy) by the larger phases of the C 
~ilse' (iacludiag the assetnbic-t sad loa~r). The t-bit is only meaatingf'ul with pure tent 
pro~raan~ (Id(1) options ~i or --a). Don t overdo iL 

o File systefa reorgaairatioa (described belovr) rut help throughput, but at the expense of 
clown airrte. If you do it a+hen your users are all asleep, it can help. 

a If you u~ normal shdrdoe~ sad ,irt~v~ ar procedures, the file system check program 
(~ssfr(14A), mS option) will help keep the disc Ergs list in re~oaable order. 

s Try m kip disk drive u b~aaced. If you have aver 20 users, the rear file system (/rrxp, 
lrmp, /era, and swap) deserves a drive of its own. 

o- If you have a noisy aacxleat (peony executed Bait-yourself null-modem) or a disconnected 
traodK-srn cable, UMX/TS will spend a lot of time trying to get it logged in. A eandortt c:teck 
of sytras u~vers a tot of this going ors. 

3. ~`,+'~I YDC E7~5T L~yE A SPA DISC Dl+2IYE 

~ 1~rth~L?t a space disk drive, t1Le sysamtt will be dog when a drive is doww. 
e Witiloltt a spy drive. it is digit to reor~,ai~e file syste€ns and to restore u~~r files. 

6. DISK ~A~,S 

0 guy only fully ECC coerectable Oslo sad test tttgrn. 
~ if a p develop uasorreb'tabte errors, eecoaditiort it, or get rid of it 

disk pa,~ss used with iJNiX/Z5 seed not br totally error-t't~e. but must bye " 4ag-free". 
TYte terTYt t~-free mesas that there should be ao 4uare~vefabie ECC (Error Caerecting Code) 
errors. Techaicaily, proper ECC handling can t~esover from 11-bit erroe bursts. Hov►ever, we 
hie that the length of buts ~a grow as a pac9t We ree&;oraaa~ad that no p~asit that has 
m®re than g-bit error but,rs be accepted. DEC h~ promised to c'evise their fortztatter to print 
this infort~cion itt re~tble form. I'a the mr~Birlae, tree following escplanaaiott may help  (para-

 

ptit'a~ from a DEC sow). 

Ixt r+~~asg the focr,~atter pr-iato~t. 1~ ~greera.,ble e~"rass xs-e ideati@ed by the h~ding3 '•DATA 
i".~ec~Fd laEJl~dPd~ ~R1TE G'~ECl~." Error-cbgist~ eait~ $re petered below the r8.~age. The 
t'~ r~~s3~3 of iatr~t are R?~1 sad 1~~~. A ~l vrlts~ of 104 is9~a~te3 ECC (no 
otdLek biL~ oral. The FtPE€~ rsg~€~ der~eib.~ tkae tit s+ of the ter. For exaaaaple, 
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RPEC2~ 003774 means that ttaere suss an unacceptable 9•bit (binary 0000011111111100) error 
burst; ?tPEC2~ 000240 is~ an acsepuble 3-bit span (OOOt~t)00010100000--there may be zero bits 
sssized in). If such a~ptabie errors a~ccosastt for all "unrecoverable" errors rdpotted (and there 
aren' t too rraaoy of them). them you have a liag-free pack. 

 

7. PlRO'I'EC7'ING USER FYLES 

Users, espeeiaiiy inexperienced ones, occasionally remove their own files. open 51es are some-
times lost rotten the systern ~.shes. ®sage in a great while, an ensue file system will be des-
troyed (pisture a disk controller that goes bad and evrites when it should read) . Here is a sug-
gested file backup procedure: 

o Bch day, copy all user file s°/stems to backup packs. Keep these packs 3 to 5 days before 
re-using them. 

e Qayce a week, copy each file system to tape. Keep weekly tapes for 8 weeks. 
~ ~~p bi-rraonthly s~pes " forever" (they should be~ re-copi~°d once a year). 

Ttae most tint weekly tapes shosid bs kept off pretttises. The other tapes should be in a 
fire-proof safe. 

V/}aen UNYX/'I'S goes down. active files ~n get scrambled. Your ttsefs will not warts to star the 
day over every time your system faits. In addition to good backup, you mrar have file-system 
patching expertise available (on-site oe on-calU. If you ever re-boot the system foe general use 
without ci;ecking out the file systems, terrible things will happen (we onee had five duplicate 
entries on afile-system free list-this ruined over 100 new files in just three days). Study 
hc>t(1~•4) and crash(!;). . 

 

3. UNIY/TS FILE SYSYElbI BACKUP PROGRAMS 

 

The following basftup programs are distributed: 

~ Der+s~p/resror. Thl:; is a farnitiaz tape-based system that has tseen used for severs! years. Full 
dumps are usually taken when the darmp program warns that an incremental dump will run 
to snore than one reel. 

o	 Firrd/rpio: UPtIX/TS Is distributed in epio format. The -repro option of the find command has 
made it titpte-competitive with dumplresror. however. it does not produce a "perfect" 
rrstare from a full dump plus incremental dump (new and changed fifes are O1C. but file 
removal information is lost). because of this, full dumps should be taken fairly often 
(meekly/bi-weekly). Cpio is the only program listed here that snakes system-indepefldent 
copies. Ii cast be used to move flex between various versioais of MERT and UNIX, said can 
be used in system conversion. ' 

e Volcayv. physical file system copying to disk or tape. For those who cart afi'ord a spare drive. 
volcapy to disk peovidcs convenient file restore zttd quick recovery from disk disasters 
(rerisember the spare drive). Tape aaalcopy provides good long-terra backup because the Pale 
system cast be read-in faiety quickly, mounted, and browsed over. Risk and tape volcopv are 
gecterally used together for short- and long-term backup. Volcopy rtct also be used for full 
damps Yrith either drmp/resror or epol~rnd. 

The table below summarizes anributes of these programs. The file system size is 65,500 blocks 
in all cases; times are in minutes; judgements are subjective. 
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dtamglrestor finr!lcpio ~~-~.-

 

FttU rlttanp time ~0 40 2 15 
IttcreFit~atal dtara~ tin'ae 6 7- - -

 

Futi °c~tore time 4~(?) 80 2 15 
iracr~tental restore time 8 10 - - 

uolcopy (disk) volcopy ltcpe) 

Imo.°~ of re3t0eia~ . 
otae file fair feat good fair 
a directoay poor fair ~ good good 
~tteYed files poor poor ~ good good 
full e~tare fait fair very good good 
taps drive ~ yea yes no ~ yes 

!~~+s t'ite 57+sterti 
(only, wtaen r~toeiag) no . no - .. Yes 

~e~d3 spare disk drive ~ . 

tlanslles erttalti-tie! tape yes y~ - yes 
lt~t~intairas !s/tape labels no no y~ yes 

.(rv:~o CJs can slaas~e) - Y~ --

 

512 blocl~ pz°r record 1,10 1,10 88 10 
Intez~ttive 

(i.e., d~ up cor~ote) no(?J yes yes yes 
~y rewire separate 

vD spare no yes ~ no' no 
' Stcr~ per record ~ cut to 66 ~it~to~at sepmrate V D • spars. 

~e strortgiy recommend the Spare disk drive: as explained in Section i above; the speed and 
corivertiett~ of vofcopy are by no mear~ the only advantage of a spare drive. 

9. CGP~TRDL.I.I:~iE'a DlS3 LfSAG~ 

)` 

.r 

   

• 

If yot3r Uldi?UTS sy~rn is a success. you will se?ott rue out of disk spsse: ! 

o• During the considerable delay befar~ you cart get mbre drives. you vriil need to control 
~~ 
•- Try to maintain the wart-of-day counts recarnrriended above. ~atctt usatye during the 

day by exerting the djcoeattttasxd re~tiarly. 
• ® C"~te da(1) eoend should be executed (after hotus) regularly (e.g.. weekly) and the 

otttpt~t kept (in an acc~5ibl~ file) for later comparison. [n this way you cast spat users 
wino are rapidly in~ssing their disk usa~ 

® T lie ~irrd(1) opt he tad to t~..te ina~ive (oe lame) 6Ies. maple: 

fired / - tratinte ~ ~0 - atirt~e ~ ~ ® pant >soenefile 

records in "sorae5ie" the narrtes of file9 neitheY written nor a in the last 90 days. 
Of course, this works best if you nee super-user. 

e You will also have to balance usage betvv~n file systems. To do this you will have to move 
user directories. Lsers should be caught to a~epc file system came c3~nges (and to pra 
gr~ aeotand therm-preferably ahead of time). The user's login dirEctory name• (available 
in the shell variable ~IOM~ should be utilized to rrainirttize path name dependencies. User 
gaups with more extensive Ilia system stru~ut•es should sec up a shell variable to refer to 
the file system name (e.g.: F.~). 

~ The JieQ(1) and cpio(1) rv~ can b2 used to move user directories and to manipulate 
the Cale system tree. The foilo~ving srqueara is ~fut (it traov~s, via magnetic tape. the 
die~csstg► trees rasarn and raset'y ft~oett file systg:n /ilk! to file system ~ileryslv~here, presura-
abiy. eta®eg spy is availabig): 

    

• 
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cd  /filesysl 
find userx usery  - epio /dav/rrnt0 
cd /filesys2 
mkdir userx • usery 
ehown userx userx 
shown usery  usery 
cpio - idmB </dev/rrnt0 
# Make sure new copy is OK 
# Change userx and usery login directories in the /etc/passwd file 
rm - rf /filesysl /userx /filesysl/usery 

 

When moving more than one user in this way: 
- Keep users with common interests in the saute file system (they may have linked files). 
® Move groups of users who may have linked files with a single cpio (otherwise linked files 

MU be unlinked and duplicated). 

10. REORGANIZING FILE SYSTEMS 

 

The procedure for moving users described above can be expanded to provide a way to reorgan-
ize whole file systems. Reontanization can improve system response time. This is particularly 
true of the root file system (which must be reorganized with all other file systems unmounted) 
and /usr. Unfortunately, reorganization of large file systems is slow. 

 

11. KEEPING DIRECTORY FILES SMALL 

Directories larger than 5K bytes (320 entries) are very inefficient bemuse of file system indirec. 
tion. A UNWTS user once complained that it took the system ten minutes to complete the 
login process; it turned out that his login directory was 25K bytes long, and the login program 
spent that time fruitlessly looking for a non-existent .profile file. A large /usr/mail directory can 
also really slow the system down. The following will ferret out such directories: 

Sind / - type d - size + 10 - print 

Removing filers from directories does not make the directories get smaller (the empty directory 
entt9es are available for reuse). The following will "compact" lusr/mail (or any other direc-
tory): 

 

tnv lusr/mail /usr/ornail 
n*dir /usr/mail 
chmod 777 /usr/mail 
cd /usr/omail 
find . - print I cpio - plm .. /r Wl 
cd .. 
rm - rf ornail 

12. ADMINISTRATIVE USE Of "CRON" - 

The program cmn(llvi) is useful in the administration of the system; it can be used to: 

• Turn off the programs in directory /usr/games during prime time. 
o Run programs oil hours: 
- accounting; 

file system administration; 
o long-running, user-written shell procedures  (using the su(1) command). for example: 

su - userx userx sheQ arg ... 

13. WATCH OUT FOR PILES AND DIRECTORIES THAT GROW 

e Accounting files: ; 
-® lusiladffd vtinp-login infostr~..2ion; 
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-9 /usrYcr/rt/pracrrmproc= aiccounting; gees big quickly. 
® Other 61es 

- lersr IMIcFanlog-status log of cors'atrwds executed by emn(IM); 
- /usdspool- spodirg directory for line printers, uucg(1C), etc„ and whose sub-directories 

should be compacted as described above. 

 

Icy. AUCCX'ING RLSOURCES TO USES  

A prasVicdve user should obtain contact-titre and file-space authorization through appropriate / 
channels. Once this is done, the user should apply for a login by providing the following  infor-
mation to the "s/stern administrator": 

P User's rtafne. 
© Suggested login mame (not more than 8 characters, beginning with a lcvmr-me letter). 
o RelatiorLships to other users (this influences thw choice of the the system). 
a lstitnate of required file spy (this also influences the choice of the file system). 

Users should be forced to have pasaviords (not more than 8 characters tong. but more than 5, 
and not in Webster's Unabridged); pmwd(5) explains how to do that. 

W. TRITE MATTER OF ACCOUNTING AND USAGE 

You should run the accounting programs even if you do not "*bill"' for service. Otherwise. 
your users' habits (especially bird habits) will W a mystery to you. Accounting information can 
help you find performance bottlenecks, unused logins, bad phone lines, etc. 

16..DIAI~, LINE UTILIZATION 

If prime-tithe dial litre utilization gms much over 70%. users will start to encounter busy signals 
when diming in. This, in turn, will lead to. " lisle hogging". The only solutions are to get a 
larger (another) machine. or to get rid of ► sers. Manual policing will help some, but 
"autotnatic" policing will be invoriaMy subverted by users. 

IT. "BIR136DOGGING"  

 

Whw the system is busy (lines busy and/or slow• response), someone should determine why 
this is so. The ► ho( l) command lists the people logged in. The ps(1) command shows what 
they are doing. (The /erdwhodo cornariand combiner the output of who and px) Unfortunately. 
Ps operates from heuristics that can consistently fail to report certain processes in a busy sys-
tem. That is. one trust bb careful about hanging up an apparently inactive line. The 
ecr,c©rt(IIIA) command can read the shell a=oundng We 1WdadWpasrr bacicvmts from the 
utost rermut entry. It will print entries for selected lines or login names. 

10. 300/1.2MBAUD TERIMINALS 

Don't use upper-case-only terminals. Get full-duplex. full-ASCII terminals. Hardware horizon-
tal tabbing is very desirable, bemuse it insrmses output speed and lowers system overhead,. A 
fair proportion of your terminals should provide for correspondence-quality hard-copy output to 
take advantage of the UNIXM word-gracming capabilities; see rermM. 

1!. LINE PRIN'TEES M 

Most line printers are troublesome and impose considerable overhead on the sjstetn. Most also 
lads hardymm tabs, cha=er oveatrike capability, etc. A printer that will work over an  asyn-
chronous link (DCI/0O protocol hired may be the bat bet. 

 

ItA. SF XU11M 

  

..J 
. The current UMX/173 is not You t k-e-0p people frog "tare-=tea" the system, 

but you c a€t usually detect that they bgvn done so, Ttsz follo%ing cr3u-Na'9md will mail (to Mt) 
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a list of all "set user ID" programs owned by root (super-user): 

find user root - perm -- 4100 - exec Is -I inaiI root 

Any surprim in root's email should be investilptted. Related advice: 

• Change the super-user word regularly. Don't pick obvious passwords (choose 6-to-8 
character nonsense strings that combine alphabetics with digits or special characters). 

• U you have dial ports and do not require  passwords, you are courting trouble. 
•  The chroot(1M) ans su(1) commands are inherently dangerous, as are group passwords; con-

sider removing them from "production" systems. 
• Login directories. .proJile files, and files in lbin, lusr/bin, /lbin, and !etc that are writable by 

others than their mspevtive owners are security weak spots; police your system regularly 
against them. 

® Remember, no tithe-sharing system with dial ports is really secure. Don't keep top-secret 
stuff on the system. 

 

21. CDNWUNICATING WITH YOUR USERS 

The directory /usr/nem and the news(1) command are provided as a way to get brief  announce-
ments to your users. More pressing items (one-liners) can be entered in the /etchnoid (message 
of the day) file; rnord and (new to the user) ne-." are announced at login time. 

To reach users who are already logged in, use the wall(1M) (write all) command. Don't use 
wall while logged-in as super-user, except. in emergencies. 

The /usrlneni directory should be cleaned out every few weeks so that nothing older than, say, 
three months is over found there. The word file should be cleaned out daily. 

Mile have found that, on most systems, a file in lusrlnews will reach 50% of the users within a 
day and over 80% of the users within a week. 

22. TROUBLESHOOTING 

It would be easy to write a book on this topic. The following are some of the key items: 

a. Dealing -with the hardware service contractor. 

   

• Before you tale out a hardware service contract (with DEC or with someone else) , be 
sure that the contractor agrees to get along with the UNDUTS software (" It's the 
hardware," says you "It's the software," says the hardware service contractor). 

• Keep on top of problems. For instance, DEC has a problem-aging priority scheme. 
Find out about any such scheme that your contractor may have, and make them prove 
that ii is being followed. Remember that an unreported problem is getting no priority 
at all. If a problem persists, escalate it up your contractor's local management chain; it 
ntay also be effective to complain to your contractor's sales representative. 

• If you are serious about service to your users. you should have an extended-period ser-
vice contract (e.g., 16 hours/day, 6 days/week). Arrange for preventive maintenance, 
non-critical repair, and add-on installation work to be done before or after prime time. 

• if you have a service contract, learn the details. In particular, make sure that preven-
tive maintenance is scheduled in advance and that it is completed. 

• Ask the hardware service contractor to provide and maintain a "site log". You will 
have to work on the log, es well. 

• Make sure that your hardware vendor (as well as your hardware service contractor, if 
the two are different) agrees to the presence of non-DEC equipment on your system 
(even if you have none to start with). 

• Run error logging. Keep console sheets. Make sure error messages are shown to your 
contractor's Customer Engineers. 

• Take core dumps after system crashes and interpret results for Customer Engineers. 
• Keep dctini-time mcords and make sure that your hardware service contractor knows 

about thorn. 
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b. Owling with the telephone services vendor: 

You are most apt to have telephone problem when you rearrange or add equipment You 
MY also have occasional central oiike, trunking. and modern failures: • 
e Be sgeac with repair operator$ tell them that the trouble involves data equipment 
• If your drat call fails to get results. ask for the "supervisor" on the second call. and, if 

ae=M, escalate further to get the-problem solved. 

c. Sorne obvious problem areas: 

e Disk Drives--Ova 50%, of your-problems are likely to be related to the disk subsystem. 
As Mentioned earlier, the way to keep your system up is to have a spare disk drive. 
Remember 
- Preventive maintenance of dish drives is very  irnpor=L 
-  lake sure that the Customer Engineers who service your hardware see the error-

logging printouts and console error m ages produced by UNIX/ M (and that they 
undarstand them). 

- Disk failure can ruin a UNUC/TS file system. The only defense is to make a  eom-

 

piete, daily file backup! (See  Protecting User files  above.) 
- Many administrators believe the the RP04 disk drives fail mom often than RPW and 

tales loner to fix. 
o Dial Ports- in this area, as well as in the area of synchronous data interfaces, there is 

room for finger-pointing among all your vendors. Check for obvious thing;t: 
- is the system in "multi-user" mode? 
-- Is the lordinittab file OK? 
© Are any cables loose (both ends)? 
- In some telephone offices,  trunk-hunting is based on 10-number groups. Hunting 

Ur een such groups can fail independently of anything else. 
The possibilities for trouble are many. The "decision table" below attempts to describe 
some alternatives: it is meant primarily for users of OHll/DZ11 asynchronous devices. 
If you are unfamiliar with the format, (vertical) Rule 3 reads: " if line rings and ring 
light shows and computer does not answer and switching the modem solves the  prob-

 

lem then it is likely to be a telephone company problem: also, busy out that line." 
c. Wy experience with the DZ11 has been poor. Several different problems have copped 

up including bad line units and a stuck interrupt bit that crashes the system. Don't 
imall DTs without giving them the full diagnostic treatment. 

• Synchronous Parts- High-speed synchronous interface devices are even more trouble 
than dial equipment. The following is a flat of potential trouble spots 
- Your UNUC/TS softwarz 
- Yotw interface device (e.g., DQSIIB). 

    

- Cable to your modern. 
- Your modem. 
- The communications line. 
- Other modem. 
- Other cable. 
- Other interface devices 
- Other system's software. 
Think of the finger-pointing possibilities. The best'defeose is a good line monitor. 

o Power Suppiy Modules--There are a lot of theta. and they do fail, more or less  mp-

 

My. Hard failure can be detected at the console: voltage drift is tougher. Failure of 
the FP11 (floating-point unit) power supply can be slow to U. bemuse Customer 
Engineers are likely to work back from the far end of the "boys", taking a long time to 
&W the problem 

-.A • 



  

YG. YJ, M 
S. V, A. T. ZH, 

Options: -

 

F, 7F. YF, YC, 

     

24. NULL MODEM WIRING' 

Admintoative kdb,eejar UNI= 9 

  

23. DATASET OMONS 

 

The following dataset options seem to work with UNMM: 

• 

i 

 

The 801C-L1 (Auto-Call Unit): 
Jumpers: 

E2 to E3 
E6 to ES 

Options: 
Y. X, T, B. 
ZG, ZP, G, 
R. ZT 

 

Switches (0 - open. 1- closed, i.e., side next to number is down): 
Sl - 1000(1] (Bracketed switches are missing on some models.) 
S2 - 0101 
S3 - 11010 
S4 - 11(001 

"tote 212A-Ll (1,200-baud full-duplex): 

W, YP, YR 

 

Sl - (01001 
S2- 110001000 
S3 - 11110000 
SS- 00 - 

Improperly wired null modems can cause spurious interrupts, especially at higher baud rates. A 
single bad modem on a 9,600-baud line Este 15% of your CPU power. The following 
(s/mmctriral) wiring plan will prevent such- problems: 
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Switches: 

        

i 

• 

4'ra~trios: 
Line rings 

tong light shows on telephone console 
Computer answers Legiin message received on terminal 

Switching modem solves problem 
User can login 

Telephone console shows data received 
Problem affects whole DH/DZ (up to 16 lines) 

 

No problem PDP-11 hardware problem likely - - - X - X X - -
Telephone problem likely X X X - X - - - X 

May be a problem with mr's terminal X  -

 

Busy out bad line(s) X X X X X X X- X 

MaEcrais =&or Action: 

 

Asynchronous Line Problems 
a": 1 2 3 4 5 6 7 8 9 0 
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pin .1 to 1 
pin 2 to 3 
pin  3to2 
pigs 4 ud 5 to 8 
pin  6to20 
pin 7 to 7 
pin 8 to 4 and 5 
pin 20 to 6 
ground all other pins to 7, SG. 

  

25. 113D. 1031 DATA SET P21OBLE:AS 

The Dili l and 0111 multiplexers nornta(ly have a jumper connecting pin 25 to pin 4 (request to 
send), thus asserting pin 25 when the line is opened. This jumper should be removed for any 
lines connected to 113Os or 103Js (also applies to 103Js with 801x). 

21L P1 MTYPESEMING EQUIPMLNT AaND SUPPLIES 

Read this section if you plan to use the phototypesetting software of UNIX/TS. 

Phatatypesener. The phototypesetter and fonts currently supported by UNLXI TS are manufac  - -

 

tured by: 

Wang Graphic Systems. Inc. 
Executive Drive 
Hudson, NH 03051 (603-889-5550) 

 

The phototypesetter is an on-line C/A/T System 1 with a high-speed turret. The external paper 
tape reader on the typesetter is not needed. because the typesetter is connected to the POP. 11 
CPU via a 0R11C. 

PDP 11/4-4 Ca1y. The following modification (developed by DEC Field Service) should be 
nude to the DRllc (without this modification. the system tray crash when the typesetter is 
powered down): " Add two 390-ohm resistors-from E-18 pin 6 to ground. and from E-18 pin 3 
to ground. Put a piece of insuiating tubing over the leads so that they do not short out the 
'etch' rttrts that they cross." 
Font& There are eight fonts that are normally used, as shown in the table Wow. The first 
thtre-e'of the these provide the most-often used  (serif) typeface. The last three are used when a 
sari-serif typeface is desired. The fourth - font contains a number of Greek characters and 
mathematical symbols; we NROFR77?OFF Ussr s Manuel by J. F. Ossarim The fifth fort is 
rueful for typesetting text that you wish to loots like terminal or printer output, e.g., for exam-
ples of programs. Mang Graphic System, Inc. offers a variety of other fonts. For t%ff to be 
able to use these fonts, corresponding font tables trust be built and compiled into the directory 
lusrlfiblf0m. 

 

Other founts for which the scram Nut tables are supplied arc 
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Vote Parr Number Tro/f Name 
AT Times Roman 802-016A R 
Tithes Italic 802-013A I 
Tunes Bold 802-014A B. 
BT PI Font #4 Special • Charmers 829-021 B S 
BT PI Font #06 Constant Width 829-046A CW 
Geneva (Heivetica) Regular 803-032B G or H 
Geneva (Helvetia) Rego; Italic 803-0338 *Gi or in 
Geneva (Heivedca) Medium 803-0343. GM or HM 



   

(or equivalent). 
(or equivalent). 

o Kodak Ektamatic A10 Activator 
o Kodak Ektattaatic Sod) Stabilizer 

 

obtained froth: 

Paper and Chernlols. The phototypesetter " prints" onto photo-mechanical paper, which can 
be obtained from a photographic supply house and is specified as: 
a Kodak Ekiamatic Paper, Grade S, Type 2250, 

8 in. x 150 ft., Specification 17S (or equivalent). 

Also obtainable from such a supply house are the chemicals for the developing process: 

                                                    

Peripheral Graphics, Inc. 
Andover Industrial Center 
York Street 
Andover, MA 01810 (617-47S-900S) 

Cls ulator and Dryer. A circulator and a paper dryer, as well as a shelf - for the dryer can be 

 

e ME-8 Mohrflow: circulator to increase the usability of the chemicals. 
v &M-5 Mohrdry: dryer for the photo-mechanical paper. 
® Dryer Extension: shelf to support the dryer, it connects to the circulator cabinet. 

Also obtainable from Mohr Ente prisces are cleaners for the developer , and circulator. Such 
cleaning is needed every 2 to 4 weeps, depending on the volume of rvorlc. 

o R-53 Mohrcheen Activator Cleaner Concentrate. 

 

o R-57 Mohrchem StabOizer Cleaner Concentrate. 

   

i 

   

1 

                      

Dram Tro$' MWIC 
won Cc dens l BC 
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Century Bold Italic CK 
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Return (Utica) Demibold FD or UD 
'text Greek GR 
Geneva Light L 
Geneva Light Italic LI 
Palatino PA 
Paalatirso Bold PB 
Praladno Italic PI 
Stymie Bold SB 
Stymie Medium Italic SI 
Stymie Medium SM i 
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"'w ciuW bottle makes 9.5 liters (2.5 pllo®s) of reusable cleaner to dean the tubin& roller, 
and tray of the developer =d c3rEulator. Equivalent cleaners can be obtained from ocher'sup-
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The P*B/UNIX Accountins System 
Henry S. McCreary 

Bell Laboratories 
Piscataway, New Jersey 08854 

ABSMCT 

   

The PWBIUNW Accounting System provides methods to collect per-process resource 
utilization data, record connect sessions, monitor disk utilization, and charge fees to specific 
logins. A set of C programs and shell procedures is provided to reduce this accounting data 
into summary files and reports. This memorandum describes the structure, implementation, 
and  rawagement of this accounting syffaem. ; 
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• UNIX is a Trademuk of Belt Laboratories. 
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The PWB/ UNIX Ace ountinfi System 
Henry S. McCreary 

BeU  Laboratories 
Piscataway, New Jersey 08854 

• 

   

1. Intrndactimn 

The PWB/UNIX° mounting system was originally designed by John Mashey. Several 
Modifications and additions have been made to make the system easier to mange, and to make 
it less susceptible to corrupted data or system errors. The following list is a synopsis of the 
scions of the accounting system: 

o At process termination the UNIX Kemal writes one record per process in /nsr/adm/pacet in 
the form of mah.t 

a The login and init progrms record connect sessions by writing records into /usr/ /wtmp. 
Date changes, reboots, cad shutdowns are also recorded in this file. 

The disk utilization program acadusg, breaks down disk usage by login. 

a Fees for file restores, etc, can be charged to specific login with the chargejee shell 
procedure. 

o Each day the runaccr shell procedure is executed via cron to reduce accounting data, produce 

 

o The ►sonata procedure can be executed on a monthly or fiscal period basis. It saves and 
restarts summary files, generates a report, and cleans up the sum directory. These saved 
summary files could be used to charge users for UNIX usage. 

1. Files and Illmdaries 

The /usr/lib/acct directory contains all of the C programs and shell procedures necessary to 
run the accounting system. The adm login (UM 4) is used by the accounting system and has 
the following directory structure: 

 

/usr/adm 

pct 

 

I I I 
rite sm fiscal 

 

The /usr/adm directory contains the active dam collection files.3 The site directory contains 
files that are re-used daily by the runew procedure. The sum directory contains the cumulative 
summary files updated by runaea. The fiscal directory contains periodic summary files created 
by monaect. 

vri= u a Tmd=Wk of Eta taeatOMM 
I. See Atm®chment 2 for a dexsiptkm of data ales. 
2. See Attachment 3 for a umple report output. 
3. For a complete a plmdon of the ales used by the =Oantina sgstem. we Att eaten 1. 

   

summary files and reports.= 
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3. Ugly Owndes• 

When UNIX is switched into •multi-user 'taode, /w/lib/sea/startup is executed which doft 
the fnik wius 

1. The a w program adds a "boat" record to /u%r/adm/v= p. This record is siguided 
by thing the systan atom$ as the login name in the VMp record. 

2. Proem accounting is smell via ttarwca lurnaccr on execrates the a=aji proUmn with 
the argument /M3r/adM/P@ML 

3. The pviwave shell procedure  is executed to cleanup the saved gut and wap files left is 
the stall directory  by Mnam 

ne clay sw pr=Wum is can vise cma eve hour of the day to check the sate of 
/tom/ pQ If the file grow-a pmt 1000 blocks (deafault), wnasct rwtch is exwited. While 
ckyaact is not absolutely nece , the &dv uatabe of having several smaller paw files becomes 
apparent when wing to restart mm= after a failure processing the records. 

no chwSejW prog= can be wed to ball triers for file restores, em It adds records to 
/usr/ /fro which are picked up and processed by the aca  execution of now= aad merged 
into the total accounting records. 
Runaccr is executed vin non Vr& night. U pry the active accounting files, 
/wr/acaju/ pz t, /nor/sadm/wtmp, /usa/adffi/aert/nlte/dlsktsct, and /ass/ adm/fee. It 
gToduces coau ad summaries and usage summaries by loges. 

'hen the system is shut down using shutdown, the shutzcrr shell procedure is executed. It 
write a shutdown reason record into /usr/sdm/wtaap and turns process accounting off. 

After the first re-boot each morning, the computer operator is instructed by lex1rr to exw.lte 
/=s/Ub/ /gadal1y to print the previous day's accounting report. 

 

A. rs2 Q sp tha ? CCMU9211 Systam. 
In order to automate the operation of this accounting symm. several things aced to be done: 

I. If not already  premt, add this Una to d6a / ft/re file in the state 2 section: 
/Mn/sv m adns ®c /usr/Ub/aW9t==p 

2. If not &eslly  preunt, add this line to !wish zbwn to t= off the accountins before the 
s"mm is brought down: 
/tA~~/ Ub/ a~/3hrat8~3 

3. '  `t~reo entries shotdd be made in /mr/Ub/e3vrtsb so that avn Rill asuomadcally start 
some shelf proms. 
9 4 • • 1-4 /%Wn - tft -e */v u. AM1=W=esW  2> /msa/r /~tleiasJ 
0 2 ®' 4 Main - zda -e *1zwAtb/sW~ 
5 0 0 0 0 . a ll- oft ~.•/~/l!lsl 1 

 

4. The PATH shell variable in M='s .prafe should be set to: 
PATE= /=r/Ub/&ew./bin:/wr/bin 

 

S.  RUMZ3 

 

Auncaw is the main daily amuntlssg shy promdum It is not fly initiated vial aan during 
aon-robe time houm Awam pia conna!L fe--% dlgh, and process amounting fide. It 
Oita peer daily and camutesive sm-may file for urt by a& at for bide purposaL The 
follbr-ing Me prOd-tzmd by fWX-M €oat of patic log intsm,& 

td.€avlh cav a Fiaftced by oRcN-Lal,  wMich  rew- .s Me r 1mv. Me, &qd pro€ um usne 
. sW,A5d= for Cwh tKwjml (lass on ttd syaWo. INS moat is y 
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useful for detesting bad lines. If the ratio between the number of logoffs 
to logics eaaceeds abaut 3/1, there is s good possibility that the lice is 
failing. 

nite/ daytasct This Sle is the total accottntiug 51e for the previous day is taesxh format. 
snan/tatst This Sle is the accumulation of each day's nlte/daytacet, which can be 

used for Dilliag purposes. It is restarted cash month or fiscal by the 
gao►raat procedure. 

snYa/daycros Produced by the acruns program, it contains the daily command 
summary. The ASCII version of this Sle is nite/daycaass. 

seas/eras The accumulation of each day's command summaries. It is restarted by 
the execution of arroRasrr. The ASCII version is site/calla. 

suaa/logiaalog Produced by the lau/ogrR shell procedure, it maintains a record of the last 
time each logic was used. 

sam/rprt.MMDD Each execution of rrs~racct saves a copy of the output of prdaily. 

i$rutacet takes care not to damage Saes in the event of errors. A series of protection 
tuechanisms are used that attempt to recognize an error, provide iatelligeat diagaostia, and 
terminate processing is such a way that rynacct can be restarted with minimal iaterveation. It 
records its progress by writing descriptive messages into the file acti~e.~ All diagnostic output 
during the execution of rareacct is written into fd2log. To prevent multiple invocations, is the 
event of two crops or other problems, ne,taext will complain if the files lock sad Imckl exist 
whey iavaked. The lastdate file contains the month sad day runaccr was Jast invoked, and is 
used to prevent more thaw one execution per day. it retnacct detects as er. or, a message is 
v+rittea to /der/console, mail is seat to root and adan, the locks are removed, diagnostic files 
are saved, sad execution is terminated. 

In order to allow runact7 to be restattable, processing is broken doa+a into separate reentrant 
states. This is accomplished by using a ease statement inside as endless phile loop. Each state 
is one case of the case statement. A file is used to remember the last state completed. When 
each state completes, statefile is updated to reIIect the neat state. Ia the next loop through the 
while, stateale is read and the case falls through to the next state. When rrenacct reaches the 
CLEANUP state, it removes the locks sad terminates. Scares are executed is the following 
order. _ . 

    

sETtJP 

 

The comffiand tttraacet switch is executed. The process accounting files, 
/®sr/redm/paeet 7. are moved to /tear/adm/~paeet ?.MMDD. The 
/usr/adm/wimp file is moved to /ear/ adm/acct/ nlte/ptmp.,9iMDD with 
the current time added on the end. - - 

WT.A~FIx The Rtaap &e is the site duectoty is checked for correctness by the 
tvtsrepjtac program. Some date changes ariii cause aeeuo►el to fail, so 
wtmpftx attempts to adjust the time stamps is the atmp. file if a date 
change record appears. 

CONNECT! Connect session records are written to temp is the form of etnrp.h. The 
lineetse file is seated, and the reboots file is seated showing all of the 
boot records found is the ~p Sle. - 
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CON ELIT2 Ctmp 13 convast0 i to da=LASMD ' which are connect accounting 
n=rds.s 

PROC'ZSS The arc1 and ascc2 programs are used to convert the process 
mounting files, /usr/adm/Spacd tj0MD, into total accounting records 
in pt /.. D. The Spaca and ptsed files are correlated by number 
so that if r"M faits, the unnecessary reprocessing of Spud files will 
not occur. One precaution. should be noted; when restarting rm ect in 
this state, move the last ptaw life ba ause it will not be complete. 

  

     

  

MERGE Mena -he peon a=orating records with the connect escounfts 
records to form da5iacct; 

nzs maP in ally ASCD =a  records from the file fa into daytiewt. 

I~ZSH On the day after the sdbk procedure runs, merge dlsku at with daytacd. 

MIRCETACCT Merge. dayts6ct with sum/tacd, the cumulative total accounting file. 
E;wh day, daytaeet is saved in sum/tacd3aMD, so that sum/taed can 
ba .r=aated in the event it becomes corrupted or lost 

 

Marge in today's command summary with the cumulative command 
summary file sou csm Produce ASCII and internal format command 
sttMCUsy file, 

USERS= Any installation dependent (local)* accounting programs can be included 
here. 

CI.E .WP' CIM up temporary files, runt prdaity and save its output in' 
saWr9rUCOD, remove the locks, then exit. 

 

~. fBe~acsfias ~ fairs 

The Pun= procedure can fail for a variety of reasons; usually due to a Vum crash, /usr 
ru=Ws out of sp=, or a corrupted wmV dir-  If the wdveWWD dle exists, check it @rst for 
error mesuges, if the ac&a Me and lock files e:dst, check fd21aq for any mysterious messages 
The folios- ng ace serer messages produced by nmacrt, std the recommended recovery actions: 

      

     

  

   

 

  

 

 

      

  

    

 

 

 

 

 

 

    

 

• 

  

 

  

    

ERROR: loclsa feand, rttn awrtsa 

 

The film lock and 14*1` wan found. Them f 1r.3 must b? removed before ranasa can restart. 

ERROR: a =a alm4y ran for date : chaff /u9r/adre/acc-Vnite/I=tdata 
I'M date in lsattdase and today's dM ask the same. Remove iastdata. 

 

EBR03: ttammat  mt€h raftned  rc= t 
Chi the integrity of aarna= and ten. Zee accxx program roust be owned by rear, and 
have the setuid bit set. 

 

ERROR: Speed '.JaMD alrm.+dy its 
file snips p -obabiy alrsady ro 
Che& star of files, then run setups Manually. 

I~.. 0~: /~s~/p /r t/nite/ p.. 9 airwAy exists, MU SUMP CMW07 
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Self-explanatory. 

ERROR: wtmpfix errors see /vsr/adm/aces/nite/wtmperrir.: ; 
Wimpf z detected a corrupted .gyp file. Use fwanp to, correct -.the comipted file. 

ERROR: connect aectg failed: check /asr/adm/acet/nite/lot 
The acetconl program encountered a bad wtij2p file.' Use Jia+' 'to correct the bad file. 

 

ERROR: Invalid state, check /asr/adm/acct/nlte/active 
The Me, statelile, is probably corrupted. Check state8le and read active before restarting. 

7. Restraling root . 

Aunacer called without arguments assumes that this is the first invocation of the day. The 
argument MMDD is necessary if runacct is being restarted, and specifies the month and day for 
which runaccr  will rerun the accounting. The entry point for processing is based on the 
contents of statedle. To override stateflle, include the desired state on the command line. 
Examples: 

To start runaccr 
nobnp ronacet 2> /usr/adm/ acct/nlte/fd2logdc 

 

To restart runaccr 
nohup runacct 0601 2> /usr/adm/acct/ nice/fd2log& 

To restart runacet at a specific state: 
nobnp runaect 0601 WT1HPFI% 2> /usr/adm/acct /nlte/fd2logds 

8. Flxing corrupted Iles 

 

Unfortunately, this accounting system is not entirely fool proof. Occasionally a file will become 
corrupted, or lost. Some of the files can simply be ignored or restored from the filesave 
backup. However, certain , files must be fixed in order to maintain the integrity of the 
accounting system. 

The witrnp files seers to cause the most problems in the day to day operation of the accounting 
system. When the date is chAnged when UNDO is in multi-user mode, a set of date change 
records is written into /usi/adm/wImp. The wtmpfix program is designed to adjust the time 
stamps in the wtmp.-records when a date change is encountered. Some combinations of date 
changes and reboots;: however, will slip through wtmpftx and cause accxonl to fail. The 
following steps show. how.to patch up a camp file. 

ed /usr/adm/acet/nice 
fwtmp < ivtmp.ltDMD > xwmp 
ed xtstinp- . 

delete -corruptid.records or 
ddete-all iecords from the beginning up to the date change 

fwtmp -lc < xwtmp > wtmp.ALWDD 

If the atmp file is beyond repair, create a null crtmp file. This will prevent any charging of 
connect time. Acc:prcl won't  oe able to determine which  login owned a particular process, but 
it will be charged to the login thatAi first in the password file for that userid. 

If the installation is usiag,the- accounting system to charge users for system resources, the 
integrity of sum/tacet is quite impormt. Occa-sionally, Mysterious Meet records will appear 
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with nMdVc numbers, duplicate userids, or a userid of 65535. First check sumItssctprev with 
pyrwr,ct. If it looks o1{, the latest aum/taent.llMDD should be patched up, then sum/tsL=t 
maim d. A simple gatchup procedure would be. 

 

d /tear/ adm/fte/sum 
zc=e g •v < taeet. VZMD > xtasct 
ed  xtzcd 

reymm the bad records 
write duplicate uid recards to anurhep file 

care •! < s,Ysost > Yt+.sst..1D 
mimerg tacctprev < tzc t..WOD > taut 

Remembat that the ~ouw procedure removes all the trect..VaMD files; therefore, su Wts=t 
can be r€csasted by merging those files together. 

  

9. 8¢+~~8i1la8 De~p~ 

The pnpsplit subroutine is used by ac=onl and acctprcl to determine the difference between 
prime and non-prime time. Prime time is defined as 9 a.= to 5 p.m. Monday th=ough Friday, 
holidays excluded. Every year on the day after Christmas, the following mewSe will appear in . 
toy 

    

eme RECOMPILE pupspllt WrM NZW HOLIDAYS ooh 

   

Unfortunately, this will cause rsare= to fail until pnpVift, ascxael, and acrrprel are recompiled. 
The follovAng steps should be taken to successfully recompile these programs. 

1. Edit papspilt.c to change the Wayear variable to the new year. Update the holidays 
army to reflect the new holidays. PnpspllLc is in /usr/ sra/cmd/aost/11b. 

 2. Recompile the accounting library La, acciprc1, and =wonl byr.  

  

sa.T- O-U r to roar 

 

 

 

ad /Rr/sge  

  

ARCS='library acacca1 acc*rcl' .I:mkcmd amt 

 

The 1 +-B/URA amounting systam wa dejected from a UNU system motor's point of 
view. Every poseible precaution has been taken to ensure that the system will run smoothly 
and without error. It is important to bocome fa millar with the C programs and shell 
procadures. 'lie manual pages should be studied, and it is advisable to keep a printed copy of 
the shell procedures handy. 'Phis accounting Mum shouid be easy to maintain, provide 
valuable information for the administrator, and provide ascurm breakdowns of the usage of 
mtem resources for charging per-
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€ e is the /asr/adm directory 

diskdiag diagnostic output during the execution of disk accounting programs 

• 1 

  

dtmp 

fee 

output from the aacrduss program 

output from the chargefee program, ASCII taut records 

Peet active process accounting file 
puct process accounting files switched via rurnaccr 

Specet 7.MMDD process accounting files for MAMD during execution of rundw 
ercmp active wtmp file for recording connect sessions 

Files to the /ear/edm/aces/ulte directory 

 

active used by runaect to record progress and print warning and error messages. 
activeMMDD same as active after runaccr detects an error 

curs ASCII total command summary used by prdally 

ctacet.MMDD connect accounting records in racmh format 

etrnp output of accrconl program, connect session records in ctmp.h format 

dayems ASCII daily command summary used by prdaily 

daytaect total accounting records for one day in tacci.h format 

disktaect disk accounting records in tacct.h format, created by dodisk procedure 

fd2log diagnostic output during execution of runacct 
( see Cron entry ) 

lastdate last day runaccr executed in date +%m%d format 

lack lockl used to control serial use of runacet 

lineuse tty line usage report used by prdaily 

log diagnostic output from acerconl 

logMMDD same as log after runacer detects as error 

reboots contains beginning and ending dates from wtffip, and a listing of reboots 

statedle used to record current state during execution of runacct 

tffipwtntp wimp file corrected by woMfx 

wtmperror place for wtmpftx error messages 

 

wtmperrorALUDD same as wtmpxrror after nmaccr detects an error 

wtmp.MMDD previous day's wtmp file 

Files In the /osr/adm/aed/sum directory 

cros total command summary file for current fiscal in internal summary 
format 

emsprev command summary file without latest update 

daycros command summary file for yesterday in internal summary format 

loginlog created by lasdog z 

} 
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total asaounting file for JAMD 

  

procedure 

   

concatenated version of all peat files for .WOD, removed after reboot 
by renwroe procedure 

saved output of prdaily program 

 

c=utative total agcountin$ file for current fi-t 
same as taco without latest update 

 

saved copy of w=p file for .WWD, removed .after reboot by mmove 

tifSt~~SS~I ~iFiG3Al~ 

              

ymlO D 

rprLA iD 

taste 

t2atprae 

taceB..aMD 
reMpo.WMDD 

F Ue2 In the  

CM? total command wmrnaty file for fiscal 1 in internal sammary format 

report similar to ppdady for fiscal t 

total R=untiag file for fiscal t 

 

fisciro3 

tarot? 
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#define SECS  (tics) ((double) tics)/60. 
#define MINS(secs) ((double) secs)/60. 
#define MrNT(tics) ((double) tics)/3600. 
#define KCORE(clicks) ((double) clicks/16) 
#define SECSRMAY 86400L 

   

Format of wtmp Ales (atmg.h) 

 

Format of /etc/utmp and /usr/adm/wtmp 

  

Definitions Uandef.h) 

/• 

• defines, typedefs, etc. used by acct programs 

  

following taken from (or modified versions of) <sys/types.h> . 

 

typedef unsigned short dev t; 
typedef unsigned int ino t; 
typedef long of t; 
typedef long time is 

 

acct only typedefs 

typedef unsigned short uid t; 

#define LSZ 8 /• sizeof line name •/ 
#define NSZ 8 /• sizeof login name •/ 
#define P 0 /• prime time •/ 
#define NP 1 /• nonprime time •/ 

• limits which may have to be increased if systems get larger 

*define SEIZE 1000 /• max number of sessions in 1 acct run •/ ' 
#define TSIZE 100 /• max number of line names in I acct run •/ 
##define USIZE, 500 - /• max number of distinct login names in 1 aces run •/ 

;define EQN(sl, s2) (stmemp(sl, s2, sizeof(sl)) 0 0) 
*define CPYN(sl, s2) sttmpy(si, s2, sizeof(sl)) 

I 

          

struct utmp 
char ut linef8l; 
char ut name (81; 
long art time; 

/• tty name •/ 
/• user id •/ 
/• time on •/ 
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type&f unsisngd short comp_t; /• •floating point' •1 

        

2 

 

Fo~aat of 9=1 files (a0zh) 

 

• Accounting structures 
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SU= asst 

Char 
cbar 
short 
short 
day  
tim_ t 

ac-flag; 
a!C_srat; 
as raid; 
acjd; 
as tty; 
ac btime; 

 

eom t ac utime; 
comp t ac_stime; 
Comp t "time; 
Comp t aoc mem; 
comp t acc i0; 
comp t ac rw; 
Char aq CO =E81; 

  

extern struct pct a=buf; 
extern struet !node •acct;; /• !node of accounting file •/ 

 

#def neAFORK 01 /P has executed fork, but no exec •/ 
?defmcASU 02 /• used super-usef privileges •/ 
."defuse AOfb rEO300 / • record type: 00 ® acct •/ 

Fount of t-Aa files (tacia h) 

   

/• Accounting flag •/ 
/• Fxit status •/ 

/• Accounting user M •1 
/• Accounting group ID •/ 
/• control typewriter •/ 
/• Bedbning time •/ 
/• Accounting user time •/ 
/• Amounting system time •/ 
/• Accounting elapsed time •/ 

/• memory usage •/ 

 

/• CordMand name •/ 

 

total accounting (for acct period), also for day 

    

sty tit 
uid t to uid; 
Cha; ta_t>ame(Sl; 
acct ta_cpu(21; 
don ta_kcore(21; 
float ts_coa(21: 
Host to du; 
long ta-M 
unsigated short to sa; 
unsigned short tA_ dG 
unsigned short ta_fee; 

 

/• usem  •/ 
/• loon ~e •/ 

/• cum epu time, p/np (tints) •/ 
/ • cum kcare-minutes, p/ tap •/ 
/ • cum Connect time, p/ ap, mins •/ 
/• cum disk usage •/ 
/• count of proms •/ 
/• count of login sessions •/ 
/• Count of disk spmples •/ 
/• fee for special  ser Aces •/ 

  

1; 
Fo~B of e3~p b;® (~t~.» 
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/• 
• coasect time record (vsrio►~s intetmediate fiIea) 
•/ 

street ~p 
dev t es tty-, /• major ntiaor •/ 
t~id t ctouid; /• usesid •/ 
slier e:_namef~]; ~ /• logia awe •/ 
long ~ coa(2~; /• connect time (p/np) secs •/ 
time t et start; /••session stvst tae •/ 
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.F5scx -The UNnuTs File System Check affi 
T.1. Kowohk! 

Ben Laboratories 
Idurray Hill, New Jersey 07974 

1. DMODUC7ION 

When a UND(M operating system is brought up, a consistency check of the file systems 
should always be performed. This precautionary measure helps to insure a reliable 
environment for file storage on disk. If an inconsistency is discovered, corrective action must 
be tsken. No chimes are made to any file system by f=k without prior operator approval. 

The purpose of this memo is to dispel the mystique surrounding file system inconsistencies. It 
first describes the updatins of the file system (the calm before the storm) and then describes 
file system corruption  (the storm). Finally, the set of heuristically sound corrective actions 
used by fsck (the Coast Guard to the rescue) is presented. 

2. -UPDATE OF THE FELE SYSTEM 

  

Every working day hundreds of files are created, modified, and removed. Every time a file is 
modified, the UM -operating system performs a series of file system updates. These updates, 
when written on disk, yield - a consistent file system. To understand what happens in the event 
of a permanent interruption in this sequence, it is important to understand the order in which 
the update requests were probably being honored. Knowing which pieces of information were 
probably written to the file system first, heuristic procedures an be developed to repair a 
corrupted file system. 

There are five types of file system updates. These involve the super-block, inodes, indirect 
blocks, data blocks (directories and files), and free-list blocks. 

2.1 Super-Black 

The super-block contains information about the size of the file system, the size of the inode 
list, part of the free-block list, the count of fret blocks, the count of free inodes, and part of 
the free-inode list 

The super-block of a mounted file system (the root file system is always mounted) is written to 
the file system whenever the file system is unmounted or a sync command its issued. 

 

2.2 males 

An inode contains information about the type of inode (directory, data, or special), the number 
of directory entries linked to the inode, the list of blocks claimed by the inode, and the size of 
the inode. 

An inode is written to the file system upon closures of the file associated with the inode. 

 

2.3 Wdirc-et Blocks 

  

J. 

 

There are three types of indirect blocks: single-indirect, double-indirect and triple-indirect. A 
single-indirect block contains a list of some of the block numbers claimed by an inode. Each 
one of the 128 entries in an indirect block is a data-block number. A double-indirect block 
contains a list of single-indirect block numbers. A triple-indirect block contains a list of 
double-indirect block numbers. 

 

Indirect blocks are written to the file system whenever they have been modified and released: 
by the operating system. 
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A dram block may contain f le- inforammation or directory entries. Each directory' entry C-O1;ists of 
a fide a me and an inode number. 

Dam biocks are wiittett to the file system wherever they have bees. . "fled and, released by 

zS FINt FTW-fit 1 k* 
The super-bloc& contains the fast Mast block. The free-list btu are it fast of all blocks that 
are not ally to the super-block, erodes, intlirect blocks, or data blocks. Each free-list block 
csmtwis  a count of the number of entries in this free-list block, a pointer to the next free•list 
block, and a pawl list of fee blocks in the file sysmm. 

Fnv4m blocks = written to the file systm whenever they have been .modified and released 
by the operating sysum. 

 

3. COIIRU7nON OF THEI ME SYSTEM 

 

A file system eta become corrupted in a variety of ways. The most common of then ways are 
improper shutdown procedures and hsrd%we failure& 

3.1 IzgnW System Shutdown ad  Staox1p. 

Re ii a system may become corrupted when proper shutdown procedures are not observed,-  e.g.. 
forgetting to spear the system prior to belting the CPU, physically write-protecting. a mounted 
file syvA=, or tang a mounted file system off-line. 
File systems may become further corrupted if proper startup procedures are not observed, e.g., 
not checking a file system for inconsistencies, and not repairing Wconsistercies. Allowing a 
corruptpi file system to be used (and, taus, to be modified further) can be disastrous. 

3.1 Haid yam Fagan 
Any pig of bardvme can fail as any time. Failures can be as subtle as a bast block on a disk 
pack, or as blatant as a non-functional chats-controller. 

a. DWtEMON AND CORMCnON OF CORRUFTION 

A qmi ms file system may he chedmd for sw=xrd mtgmty by Worruing consistency 
mks an ths re dart d= inumsic to a file systr..m The redundant d a is either read from 
the Lille rymm or compute from other kwwn values. A quiescent state is important during 
the chsckbrz of a Me system of, the multi-pan namm of the At* program. 

When an incondmaicy is &=vered.fx' *'.mqcm the inconsistency for the operator to chose a 
cortve aeon. 
Dim in thfs soon are how to d+er itmsoatsisrcies and possible eve actions for 
the super-block, the inodes, the indirmt, bloom the data blocks contmning directory entries, 
and time fseedist blocks. These corr ve acdoni can be perfumed interacdvely by the fuck 
command under control of the oper*or. 

 

the Operas sy. 
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4.1 Super-Rlwl 

One of the . most common corrupted items is the super-block. The super-block is prone to 
corruption reuse every change to the file system's blocks or inodes modifies the super-block. 

The super-block and its eamciated parts are most often corrupted when the computer is halted 
end the lest command involving output to the file system was not a sync command. 

The super-block van be checked for inconsistencies involving file-system size, inode-list size, 
fie-block list, free-block count, and the free-inode count. 

4.1.1 File-System Sate and laode-List Size Tme file-system size must be larger than the number 
of blocks used by the super-block and the number of blocks used by the list of inodes. The 
number of inodes must be len than 65,535. The file-system size and inode-list size are critical 
Prieces of information to the fbck program. While there is no way to actually check these sizes, 
tck can check for them being within reasonable bounds. All other checks of the file system 
depend on the contvctaess of these sizes. 

4.1.? Free-Block Litt The free-block list starts in the super-block and continues through the 
firer-list blocks of the file system. Each free-list block can be checked for a list count out of 
range, for block numbers out of range, and for blocks already allocated within the file system. 
A check is made to see that all the blocks in the file system were found. 

The first free-block list is in the super-block. Fsck checks the list count for a value of less than 
zero or greater than fifty. It also checks each block number for a value of less than the first 
data block in the file system or greater than the last block in the file system. Then it compares 
ea-ch block number to a list of already allocated blocks. If the free-list block pointer is non-
zero, the next free-list block is read in and the process is repeated. 

When all the blocks have been accounted for, a check is made to see if the number of blocks 
used by the free-block list plus the number of blocks claimed by the inodes equals the total 
number of blocks in the file system. 
If anything is wrong with the free-block list, then fxk may rebuild it, excluding all blocks in the 
list of allocated blocks. 

4.1.3 Fief-Block Count. The super-block contains a count of the total number of free blocks 
within the file system. Fsck compares this count to the number of blocks it found free within 
the file system. If they don't agree, then fsck way replace the count in the super-block by the 
actual free-block Count. 

4.1.4 Free-Inode Count. The super-block contains a count of the total number of free inodes 
within the file system. Fsck compares this count to the number of inodes it found free within 
the file system. If they don't agree, then fsck way replace the count in the super-block by the 
actual free-inode count. 

4.2 Imes 

An individual inode is not as likely to be corrupted as the super-block. However, because of 
the great number of active inodes, there is almost as likely a chance for corruption in the inode 
last as in the super-block. 

The list of inodes is checked sequentially starting with inode 1 (there is no inode 0) and going 
to the last inode in the file system. Each inode can be checked for inconsistencies involving 
format and type, link count, duplicate blocks, bad blocks, and inode size. 

4.1 J Format and Type. Each inode contains a mode word. This mode word describes the type 
and state of the inode. Inodes may be one of four types: regular inode, directory inode, special 
block inode, and special character inode. If an inode is not one of these types, then the inode 
has an illegal type. Inodes may be found in one of three states: unallocated, allocated, aad 
neither unallocated nor allocated. This last state indicatas in incorrectly formatted inode. At. 
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rood, ~...n vet in tl~s slate if b€~d data is written iaw the itiode list through. for euuaple, a 
Txard~iFse faf3ure. 'fly-attly po~ible ~ttve anion is for fsck is to ci~c the mode. ~•; 

Z ? ~a,~ Ceara. ~t~,@~ In p~ tn~ L~ a C611St of t13e total suagtbet of d~-xu~ry entna 

• 

 

» ~ the inodg. 

Fmk ti~ifle3 the lisrlt cotxttt of eat erode by traversing down the total directory stt~snue, 
.g Erato the Foot diF-wry, e~ ~n e=asel iinlc eo~t for e~ iaode. ~ . 

If the ator►~ liatk Daunt is non•zeta and the actual link ~uat is zero, it tseans that no du+ersory 
entgy app for t~ iacocie. lY flee stora~l and actuai link counts are non-aero ae~d aaequal, a 
L~it`e~'i.Aty ~ltry rosy i~ve bin or tems~ved without the mode being updatr~. . 

If tlty ~a~ l#~tt r~uat is tt~•~a a~ the link cotmt is zero, ®sy link the 
d~at~'~ file iA ~e host ~fastttad c~ectary. if the st®red and acztxal liadt ~u~ are nos-zeta 
~ utz~,4~ face ~' tepl~e the syored limit mount by the anal lin.tt count 

4.~3 l~trplits~t ~k~ Contained in sash mode is a list or pointers to lists Gadarest blocScs) of 
ail the blocl~ cisir~ed by the mode. 

Fssk contpsu~s ~h block auffiber eiaimed by as mode to a list of already a locatod blocks. If a 
block number is already claimed by another iaode, the block number is added to a list of 
duplie~te biaeclfs. Otheeravise, the list of allocated blocks is updated to ~ciude the block number. 
ii there am any drapkcate bloclni, fsdlc 4+iit make a partial second peas of the iaode list to find 
the mode 6f the dupiisated block, bey without  p=1t71;~+~g the fifes ssgociaud with these 
modes for ~~ content, there is not enough inforatatioa available to detid,e crltich mode is 
cagrtaptad and should be ciesred. Most limp; the iaode with the ~asiipt modify time is 
iocariect, anti should br cleared. 
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his ~dltioa can otter by use a file sy;t,~ with blocks ciaiffied by both the free-bloc7c Iist 
and by etheY paw of the 5le system. 

V theme is a eggs nuffib~es of duplicate block in as iaode, this tray be due to ~ indirect block 
not train$ Rri~n to LhL fill: SysgEffi. 

Fsclc mill prr~mpt the orator to clps both inodp. ~ . 

d.~4 ~~ ~ ►, Cost~erl itt e~sh ia3ode is a list or pouter to lists of all the blocl~ claimed . 

   

~ ttae ire. 

       

Fs~'r ~ e;:~ lsio~s nt~bEr elsiffied by eta i~t for a value lost thtm that of the $rst daaa 
blcrc9E, oe ~~~~ t~ the Ipst blos3s is ~ lllg sy$t~. If the blocs dumber is outsvde .this . 
g~8e. t$g bird number >s a bad blocs num~r. 

Tf theme: tis a lam aumbzr of bad blocs in ~ mode, this try be dste to an indir~t blocl~ 'not ~, 
being wtit€~ to the file sy~n. : ,. 

Fsck ~ p~pt the o~tor to cipr both iaodp. . . 

I.ZS S~ Chi. mode costaias a thirty-tvro bit (foot-b+gte) size field. his size 
indacstp the n~l~r of chezaFsers is the file sasocated with the mode. 'this size eaa be 
ch~it~ for isco~iste~es, e.g., dires~.ory sip tit are sot s mtaltiple of saxt~n ch;rassezs, or 
the ntatr of blos~ a~l1y used not sa~~.hi~ tit in66id by the mode size. 
A dir~ry mode witlda the fi3e system hp the dis"~tor~ bit on ~ the mode mode word. 
Ylte darectary ~ nat~t be a ffiultiple of Steen bs~e a ~ ~t~s sixteen bytes 
of i~#'m3on (rrra bytes foe the i~zode sty' ~s a~ fc~~n yb-~S fa the file ar dit~csoty 
cue). 

 

F~ ~~ wry sf d -s ~li~~~~.~~ his ~ artly a ~-.gig bza sot enough 
i€~fo~4~~a~a ~ ~1 to ~~e~ the m.~~.ti~~.~~+.~ . . 
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A rough check of the consistency of the size field of an !node can be performed by computing 
from the size field • the number,  of blocks that should be associated with the inode and 
comparing it to the actual number of blocks claimed by the inode. 

Fsck calculates the number of blocks that there should be in an inode by dividing the number 
of characters in a inode by the number of characters per block (512) and rounding up. Fsck 
adds one block for each indirect block associated with the inode. If the actual number of blocks 
does not match the computed number of blocks, fsck will warn of a possible file-size error. 
This is only a warning became UNDVTS does not All in blocks in files created in random order. 

4.3 Wind Blezcs 

 

Indirect blocks are owned by an inode. 7terefore, inconsistencies in indirect blocks directly 
affect the inode that owes it. 
Inconsistencies that can be checked are blocks already claimed by another -inode and block 
numbers outside the range of the file system. 

 

For a discussion of detection and correction of the inconsistencies associated with indirect 
blocks, apply iteratively Sections 4.2.3 and 4.2.4 to each level of indirect blocks. 

4.4 Data Blocks 

 

The two types of data blocks are plain data blocks and directory data blocks. Plain data blocks 
contain the information stored in a file. Directory data blocks contain directory entries. Fsck 
does not attempt to check the validity of the contents of a plain data block. 

Each directory data block can be checked for inconsistencies involving directory inode numbers 
pointing to unallocated inodes, directory inode numbers greater than the number of inodes in 
the file system, incorrect directory inode numbers for "." and .... and directories which are 
disconnected from the file system. 

 

If a directory entry inode number points to an unallocated inode, then fsck may remove that 
directory entry. This condition probably occurred because the data blocks containing the 
directory entries were modified and written to the file system while the inode was not yet 
written out. 

If a directory entry inode number is pointing beyond the. end of the inode list, fsck may remove 
that directory entry. This condition occurs if bad data is written into a directory data block. 

The directory inode number entry for "." should be the first entry in the directory data block. 
Its value should be equal to the inode number for the directory data block. 

The directory inode number entry for ...." should be the second entry in the directory data 
block. Its value should be equal to the inode number for the parent of the directory entry (or 
the inode number of the directory data block if the directory is the root directory). 

If the directory inode numbers are incorrect, fsck may replace them by the correct values. 

Fsck checks the general connectivity of the file system. If directories are found not to be linked 
into the file system, jsck will link the directory back into the file system in the losr+found 
directory. This condition can be caused by inodes being written to the file system with the 
corresponding directory data blocks not being written to the We system. 

4.5 Free-List Blocks 

Free-list blocks are owned by the super-block. Therefore, inconsistencies in free-list blocks 
directly affect the super-block. 

Inconsistencies that can be checked are a list count outside of range, block numbers outside of 
rage, and blocks already associated with the file system. 

• 
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For a dLmussion of detection and cot ion of the inconsireacies assedatcd with free4lst 
bloom sm. Section 4.1.2. 
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A;pmft-FSCK ERROR CONDITIONS 

1. CONVENTIONS 

 

Fsck is a multi-pass file system check program. Each file system pass invokes a different Phase 
of the fack program. After the initial setup, Fsck performs successive Phases over each file 
system, checking blocks and sizes, path-names, connectivity, reference counts,  and the free-
block list (possibly rebuilding it), and performs some cleanup. 

When an inconsistency is detected, f=k reports the error condition to the operator. If a 
response is required, ysck prints a prompt message and waits -for a response. This appendix 
explains the meaning of each error condition, the possible responses, and the related error 
conditions. 

The error conditions are organized by the Phase of the fsck program iii which they can occur. 
The error conditions that may occur in more than one Phase will be discussed in initiation. 

  

2. INITIALIZATION 

    

Before a file system check an be . performed, certain tables have to be set up and certain files 
opened. This section concerns itself with the opening of files and the initialization of tables. 
This section lists error conditions resulting from command line options, memory requests, 
opening of files, status of files, file system size checks, and creation of the scratch file. 

 

C option' 

C is not a legal option to Fsck;  legal options are - y, - n, - s, - S. and;- L Fsck terminates on 
this error condition. See the fsck(1M) manual entry for further detail. 

   

• 

Bad -t option 

 

The - t option is not followed by a file name. Fsck terminates on this error condition. See the 
fsck(1M) manual entry for further detail. 

Invalid -s argument. defaults assumed 

 

The - s option is not suffixed by 3, 4, or blocks-per-cylinderblocks-to-skip. Fsck assumes a 
default value of 400 blocks-per-cylinder and 9 blocks-to-slip. See the fsck(1M) manual entry 
for more details: 

 

Incompatible options: -a a--d ®s 

It is not possible to salvage the free-block list without modifying the file system. Fsck 
terminates on this error condition. See the fsck(1M) manual entry for further detail. 

 

Can't get wasnory 

Fsck's request for memory for its virtual memory tables failed. This should never happen. 
Fsck terminates on this error condition. See a guru. 

 

Can't open checklist file: F 

The default file system checklist file F (usually /e ichesk9u) can not be opened for reading. 
Fsck terminates on this error condition. Check aces modes of F. 
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Fx. k's F eta for smdsdcs about the toot directory "/" failed This -should never happen. 
Fsda tei 7a  ates on this error condition. See a guru. 

C='t suit F 

    

Fxk's re4um for statistics about the file system F - failed. It ignores this file system and 
t daues chnck ins the next file syswem given. Check access modes of F. 

 

F is nst a bloc s;  Ei.m cur  doviat 

You have given fssk a regular file t=a by mistake. It ignores this file sys•*4m and continues 
checkup the a= file system gives. M- @ck file type of F. 

 

Can't cY-da F 

The file system F can not be opened for reading. It ignores this file system and continues 
checking the next file system given. Check access modes of F. 

Sage Check: fSke X biw Y 

 

.Nfom blocks are used for the inode '  list Y than there are blocks in the file system 3s, or there 
are mm-a tbm 65,535 ignoes is the file system. It ignores this file system and continues 
checking; the next file system given. See Section 4.1.1. 

Cult a&nw F 
Fsck's requa-t to create a such file F failed It ignores this file system and continues checking 
the next file system given. Checks: acceffs modes of F. 

=N NOT SEE: BLX B (CONTDr E) 
Fsek's request for moving to a specified blocks number B in the file system failed. This should 
never happen. See a guru. 

Possible mpoases to the CONT24M proffipt are: 
YES a wmpt to continue to run the Ale system checks Often, however the problem. will 

K-i-sisc. This nor condition vAU not allow a complete checks of the file symm. A 
second run of jsck should be made to re-checks this file syst m. If the blocks was part 
of the virtual memory buffer cache, }=k will termume with the message "Fatal I/O 
error". 

NO terminate the program. 

 

CAN NOT BEAD: Bki.)b. B (CON YIaMU 
Fssk's rat for reading a sped block number B in the file sysm$m faded. This* should 
never Kapp= See a guru. 

     

• 

  

Possible resporm to the CONTIMJE prompt are: 
YES attempt to c=tinue to tun the file smm chcckt. Often, however, the problem will 

w sWL This error condition will am allow a complete cthsckc of the file system. A 
samad ran of jssk should b, made to re-check this file srstem. If the block was part 
of to vii rnemmy buffer cacte, Amt will  wmiam  with the r wwze "Fatal 1/0 

N'O terblivAte the gr am. 
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CAN NOT WRITE:  BLB B (CONTINUE) 

Fsck's rmuest for writing a spdcffied block number B in thei file system failed. The disk is 
write-protected. See a pitta. 
Possible responses to the CONTINUE prompt are: 

TES attempt to =tinue to run the file system check Often, however, the problem will 
persist. This error condition will not allow a complete check of the file system. A 
second ran of fick. should be mace to re-check this file system. If the block was part 
of the virtual memory buffer ache, jack will terminate with the message " Fatal 1/0 
error". 

NO terminate the pro&=. 

3. PHASE 1: CHECK BLOCKS AND SIZES 

 

This phase concerns itself with the inode list. This section lists error conditions resulting from 
checking inode types, setting up the zero-link-count table, examining inode block numbers for 
bad or duplicate blocks, checking inode size, and checking inode format. 

 

UNKNOWN FILE TYPE I-I (CLEAR) 

The mode word of the inode , I indicates that the inode is not a special character inode, special 
character inode, regular inode, or directory inode. See Section 42.1. 

Possible responses to the CLEAR prompt are: 

YES de-allocate inode I by zeroing its contents. This will always invoke the 
UNALLOCATED error condition in Phase 2 for each directory entry pointing to this 
inode. 

  

NO ignore this error condition. 

 

LINK COUNT TABLE OVERFLOW (CONTINUE) 

An internal table for fsck containing allocated inodes with a link count of zero has no more 
room. Recompile fsck with a larger value of MAXLNCNT. 

Possible responses to the CONTINUE prompt are: 

 

YES continue with the program. This error condition will not allow a complete check of 
the file system. A second run of fsck should be made to recheck this file system. 
If mother allocated  inode with a zero link count is found, this error condition is 
repeated. 

NO terminate the program. 

B BAD I-I 

 

Inode I contains block number B with a number lover than the number of the first data block 
in the file system or greater than the number of the last block in the file system. This error 
condition may invoke the EXCESSIVE BAD BLKS error condition in Phase I if inode I has 
too many block numbers outside the file system range. This error condition will always invoke 
the BAD/DUP error condition in Phase 2 and Phase 4. See Section 4.2.4. 
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EXCESSIVE BAD E1XS 1-1 (OOPtT MLTE) 

Then is tuare than a tolerable number (m ay 10) of blacks with a number lower than the 
number of the first daze block in the file system or greater than the number of last block in the 
51e system wed with inode 1. See Ss~on 4Z) 4. 

Possible tespanm to the G©tTlr prompt are: 

YES

 

 ig wre the rest of the blacks in  thza iaodt and continue checking with the next mode 
in the Ole system. °Y'his ear condition will not allow a coffiplete check of the file 
sy'stem A swoad tttn of fzcPc should be made to re-check this file system. . 

NO tamliwu the ptagtxnr. . 

• 
      

B DID I©i 

lade I eont3  black number B  wblob is already claimed by another mode. This error 
condition = y invoke the EXCESSIVE  %J1JP BI.ICS error condition in Phsse 1 if iaode I has too 
assay block numbers claimed by other iaodes. This error condition will always invoke Phase lb 
and

 

 the 13A
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/DtJP error condition is Phsss 2 a$d P

 

hase 4. See Section 4.2.3. 
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PART'IAI.~LY AI.LOCA'I°ED IRTODE ImI (CLEAR) 

Inode.I is neither aIIocated nor uasllocated. See Section 42.1. 

Possible rapot~s to ~e CI.Ì..AIt prompt ate: 

YES de-allocate mode I by zeroing its conteatt. 
Id0 ; ~ i®nore this error condition. 

 

4. PRASE IB: B1E~CAN FOg RiORE DUP§ 

rhea a dttpL'~te block is fouad~ is the ale system, the file systemts rescanned to find the 
itaode ~i~ ~ previously clamed that block. This section lists the error condition When the 
duplioate block is found. ~ . 

~~ ~DiJPI~I ' 

Inode I contains block number B Which is already elaimed by another iaode. Phis error 
condition Wfil always invoke the BAD/DUP error condition is Phase 2. You can determine 
which modes have overlapping blocks by  ay~fv,i,n;ng this error condition and the DUP error 
eoaditioa in Phase 1. See Section 4.23. 

S. P1gASE 2: CIiE~CB PASH-PIAIKES 

This phase concerns itself with removing directory entries pointing to error conditioned iaodes 

•	 
from Phase 1 and Phase lb. This section lists error conditions resulting from root mode mode 
and staeus, directory mode pointers in range, and directory entries pointing to had iaodes. 

ROO'P Ii~'ODE LJNALLOCA`I'ED. ~'ERMIPIAYIIfiG. 

The root iaode (usually mode nun~ber 2) has no allocate mod: bits. This should never happen. 
The program wtTl terminate. See Section 4.2.1. 

SOOT IPJODE NO'T DIItE~TORY (FI71C) ' 

The root mode (usually iaode number 2) is not directory mode type. See Section 4.2.1. 

Possible responses w the F'l'7C prompt are: 

YES replace the root lnode'S type t0 be 8 directory. If the root mode's data blocks are 
not directory blocks, a VL1tY large suntber of error conditions will be produced. 

NO terminate the program. 

DUPSlBAD IN SOOT INODE (COPTTTArUE) 

Phase I or Phase lb have found duplicate blocks or bad blocks in the root iaode (usually iaod: 
number 2) for the file system. See Section 4.23 and 4.2.4. 

Possible responses to the GONTY3dUE prompt are: '. . 
Y'BS ignore the DUDS/BAD error condition in the root iaode and attempt to continue to 

run the file system check. If the root iaode is not correct, rhea this may result is a 
Urge number of other error conditions. 

NO trmiaate the~progtam.~ • 
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I OT~TY' OF i3A.~iGE• I®I :^1~at4SE~F (3I~40YE) 

A dir~.~ry entr3► F ~ an mode a~t~aber I v~hieh is fur than the end of the mode list. Sce 
S~o~t 4.4. -. . 

 

Po~ble respon~~ to the R~iO~ peo~pt are: 

• ' Y~.,~ the d~eetorp entry F is renoved. 
. • VO • igtloge this erroe condition. 

 

3,~O~I~2E~ ICI 6'i~NF.~~® ~OHE~M SI2:EmS 1~YTL~~T N1i.~~tEz7F (B.E~OVE) 

A d~eetc~~r~+ s•~try F l~ ~ ixtode I mahout alioc~u mode bits. 'the owner O. ffiode AFL, line S, 
t8odify time T, mmd file ~e F are printed.' See S~.ion 4.4. 

 

P~:~ble r~~~es to the 1~tO~ piompt ate: 

Y~ :' ~e direstary entry F as roved. 
• ~ , NO ~ more this error condition. 

DtTP/.E~ ICI O'~iYE8~0 ~SODE~~I SIEE~S ~+T D1~~F (~tEA1~IOVE) 

      

P°aase 1 or Pbare lb have found dgplicate blocks or bad blocks associated with directory entry 
F, dir~tory mode L The owner O, ffiode yi, sine S, modify tiffie ?. and dir•~tory name F are 
pcint~.• •See Set:tioa 4.2.3 and 4.2.4. 

. Possible rc~ponses to the RE'~iO~ pratnpt are: 

. •~ YES . ' the dir:~ory entry F is moved. 
r~ NO more this error condition. 

~DiJF/13A~ ICI 0*~O 1+I0®E ®*~I SIZE ®S 1sT~tE®T FI1tEEmF (~E~tOYE) 

_ Pose 1 or ease lb have found dupGeau blocks ar bad blacks associated with directory entry 
F, is~ode L T'he owner O, ratode P~, sine S, modify ame T, and file aaffie F are printed. See 
S~tion 4.2.3 and 4.2.4. 

• Possible r~,~a to the T{O~ proettpt are: 

. YES•.', ~ the directory entry F is rts~ov~. 
' ~O . ~ • i~sore this ergcrr soadition. 
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6. PHASE 3: CHECK CONNECTIVITY 

This posse concerns itself with the directory connectivity seen in Phase 2. This section lists 
error conditions resulting from unreferenced directories, and taissing or full lost+found 
dhectories. 

UNREF DIR I©I OWNER-O MODE-M SIZES M"!'ZM-T (RECONNECT) 

The directory inode I was not connected to a directory entry when the Me system was 
traversed. The owner O, mode M, size S, and modify time T of directory inode I an printed. 
See Section 4.4 and 4.2.2. 

 

Possible responses to the RECONNECT prompt me: 

YS reconnect directory inode I to the file system in the directory for lost tiles (mealy 
lost+found). This may invoke the lost+found error condition in Phase 3 if there are 
problems connecting directory inode I to lost+found. This may also invoke the 
CONNECTED error condition in Phase 3 if the link was successful. 

NO ignore this error condition. This will always invoke the UNREF error condition in 
Phase 4. 

SORRY. NO lost+found DIRECTORY 

There is no lost+found directory in the root directory of the file system; fsck ignores the 
request to link a directory in lost+found. Phis will always invoke the UNREF error condition 
in Phase 4. Check access modes of lost+found. See fsck(1M) manual entry for further detail. 

SORRY. NO SPACE IN lost+found DIRECTORY 

Then is no space to add another entry to the losr+found directory in the root directory of the 
file system; fsck ignores the request to link a directory in losr+found. This will always invoke 
the UNREF error condition in Phase 4. Clean out unnecessary entries in lost+found or stake 
lost+found larger. See fsck(1M) manual entry for further detail. 

DIR ImI1 CONNECTED. PARENT WAS I-I2 

This is an advisory message indicating a directory inode Ii was successfully connected to the 
lost+found directory. The parent inode U of the directory inode Il is replaced by the inode 
number of the lost+found directory. See Section 4.4 and 4.2.2. 
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7. PEWZ a: CHECX REFERENCE COUNTS 

 

 
1,bis pl~see concerns itself with the link count inforgnation seen in Phase 2 and Phase I This 
stadon lisp error conditions malting from =referenced files, missing or full lair+found 
directory,  incorrect licit counts for files, directories, or special files, unreferenced files and 
dixectoriles, bad and duplicate blocks in files and directories, and incorrect total free-inode 

 

     

 
counts. 

    

UNRU FM. 1-I OWINER-O IMODE-M SIZE-S MTLMZ-T (RECONNECT) 

Ian I was not connected to a &-ecaory entry when the file system was traversed. The owner   

 0, mode IM, size S, and modify rime T of inode I are printed. See Section 4.2.2. 
 

 

 

Po,;ible ni-apo to the RECONVECr prompt ase: 

YhS reconned  inode I to the file system in the directory for lost files (usually 
lm-`jbun4. This may invoke the lair+found error condition in Phase 4 if there are 
problems connecting inode I to lost+found. 

NO ignore this error condition. This will always invoke the CLEAR error condition in 
Phase 4. 

 

 

 

SORRY. NO lit+fmand DIRECrORY 

 

There is no lost+fouind directory in the root directory of the file syst= fsch ignores the 
request to link a file in lost+found This Will always invoke the CLEAR error condition in 
Pbme 4. Cheek a=ss modes of lost+f©und. 

SONY. F!O SPACE IN lnt+faand DIRECTORY 

 

There is no space to add another entry to the. lost+found directory in the root directory of the 
file rysteffi: fssk ignores the request to Bali a file in lost+fonud. This will always invoke the 
CLEAR error condition in Phase 4. Check size and contents of losr+found. 

(CLEAR) 

The inode 'mentioned in the immediately previous e= condition can not be reconnected. See 
Section 4.3.2. 
Possible responses to the CLEAR prompt a: 

YES de-allecate the inode mentioned in the immediately previous error condition by 
zmoing its contents. 

1. 0 isnore this error condition. 

 

• 

       

LL X COUNT FILE I®1 OWNER-0 MODE-M SIZE-S MTLMI-T COL74T-% SHOULD 
BE Y L4DJUST) 

'The link count for inode I which is a file, is Z but should be Y. The owner O, mode X size 
S, and modify time T ara printed. See Section 4.2.2. 

Possible- responses to the ADJUST prompt are: 

YES replace the link count of file inode 1 with Y. 
NNO ignore this error cond.itim 
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E.II'1S COUNT DIR ICI O~NER~O MODE®RQ SIZEQS 1bITIME~T COUNT% SHOULD 
SE Y (ADJUST) ' 

The link count for iaode I which is a duectory, is % but should be Y. The owner O, mode M, 
size S, and modify time T of directory mode I are printed. See Section 4.2.2. 

Pasrsible responses to the ADJUST prompt aro: 

YES replace the lick count of directory mode I with Y. 
NO i~ore this erroz condition. 

LI1~IB COUNT F I®I OWNER ®O MODE®M SIZES RI°f'~iE~T COUNT~7C SHOULD RE 
Y (A33JUST) ~ 

'I~ie link count for F mode I is % but should be Y. The awe F, owner O, mode M, size S, 
and modify time T are printed. See Section 4.2.2. 

-Possible responses to the ADJUST proatpt are: 

~~~ ~ YES. ' replace the Link count of iaode I with Y. 
_. NO ignore this error condition. 

  

UNREF FILE ICI OR' NER00 MODE ®M SIZE= S MTIME~T (CLEAR) 

Iaode I which is a file, was not connected to a direetory entry when the file system was 
traversed. The owner O, mode M, size S, and modify time T of ~inode I are printed. See 
Section 4.2.2 and 4.4. ' 

Possible responses to the CLEAR prompt are: 

;. ~ YES de-allocate iaode I by zeroing its contents. 
.' NO ~ ~ ~ ignore this error condition. 

 

UNREF DIR IQI ORT'ER ®O MODEM SIZEffi5 MTIME~T (CLEAB)~ 

 

Iaode I which is a duecrory, was not connected to a directory entry when the file system was 
traversed. The owner O, mode M, size S, and modify time T of iaode I ~ are printed. See 
Section 4.2.2 sad 4.4. 

Possible responses. to the CLEAR prompt are: 

YES • de•aIlocate mode I by zeroing its contents. 
NO ~ ignore this et~or csadatioa. 

 

>IAD/DUP FILE ICI O~YPIER ®O MODEM SIZE©5 MT%ME ® T (CLEAR) 

Phase 1 or Phase lb have found duplicate blocks or bad blocks associated with file iaode I. The 
owner O, mode M, size S, and modify time T of iaode I are printed. See Section 4.2.3 and 

  4Z.4. 

 

 

 

 

 

 

Possible responses to the CLEAR prompt are: 

• .YES ~ de•allocate mode I by zeroing its wateats. 
NO , ignore this error condition. 
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PSAD1 /DtTP DID ICI O~tE2~O 14ADE ®M SLZEmS hi"3Z'KE®T tCLEA1lt) 

Phi 1 ~ oe Phase Ib itar~e found dupli~te blocks or bad blociCt assaciated with directory iaode 
L 'fhe oar~aer A, modQ ~3, siu S, and modafy tame T of iaode I are printed. See Section 4.2.3 
and 4.2.4. . 

• Po~ible responses to the CLi1~3t prompt are: 

~S de-alla~te mode I by ~roit~ its contests. 
• PtO . i~ore this error condition. 

   

~ 1NODE COiJFYT Tea ONG IPt SL'P~BLY CfIaU 

The e~:t+al cootie of the fry modes doev trot thatch the count in the super-block of the file 
sg3teal. Ste: Sr:~on 4.1.4. 

Po~ble respauses co the FZX prompt are: 

.- . YES'• teFlace the count is the super-block by the actual count. 
`~ NO • ' i~aore this error condition. 

8. POSE 5: CHECZ FREE LIST 

 

This phatge coacoras itself with the free-block List. 'Phis section lisu error conditions •resulting 
from bard blocks is the free-block list, bad free-blocla count, duplicate blocks is the free-block 
list, unused blocks from the file system not in the free•block list, sad the total free-black count 
iatcotzect. 

 

EY~SSI~E BAD BLBS IN FllEE LIST (CON7TNUE) 

The free-block list contains more rhea a tolerable somber (usually 10) of bloci~ with a value 
less rhea the first data block is the file system or greater than the last block is the file system. 
Seg Sectii;n 4.1.2 sad 4.2.4. 

 

• Possable respoas~ to the COPtTIrT[JE proffipt are: 

Y~ ~ ignore the rant of the free-block list sad continue the e. ecution of jsck. This error 
condition will al~ayg involve the 9AD BLi~S IN F`st~ LIST error can~dition.in Phase 
S. 

   

~O tF,te the progr`a~. 

    

E3;~SSI~ HiJP BLICS L*1 FREE IdIST (COAI°P~[1E) 

The f~-block list ~ataias mote than a tolerable nt~t~r (usually 10) of bioclcs c'~ed by 
iaod~ oe earlier p~ of the fz~-blocly fast. See Section 4.I3 and 4.2.3. 

Poaaable responses to the CO ~ieo~pt are: 

 

7ClLS i~ore •ehe rest of the fry-block list and continue the execution of j3rk. This error 
condition will ala►ays invoke the DLTP SI,KS ~ FRl~ LLSf error condition is Phase 

' S. • 
NO ~ tote the pro; ram. ~ .~ 

..~ 
BAD FREEBILB COL'~t3' 

The cnuat of free bloctos in a fr~d'sst block is greater than SO or less the ~-ro. This error 
coadataott wi11 elra~ays invoke the BSA LLST c~ad~taoa i$ P 5. See Sectaoa 4.13. 
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Z BAD BUTS IN FREE LIST 

% blocks in the free-block list have a block number lower than the fa st data block in the file 
system or greater than the last block in the file system. This error condition will almys invoke 
the BAD FREE LIST condition in Phase S. See Section 4.1.2 and 4.2,4. 

B DUP BUS IN FREE LIST 

 

Z blocks claimed• by inodes or earlier puts of the free-list block were found in the free-block 
list. This error condition will always involve the BAD FREE LIST condition in Phase S. See 
Section 4.1.2 and 4.2.3. 

X DLKCS) &KISSING 

X blocks unused by the file system were not found in the free-block list. This error condition 
will always invoke the BAD FREE LIST condition in Phase S. See Section 4.12. 

FREE BLR COUNT WRONG IN SUPERBLOCB CFIX) 

The actual count of free blocks dues not match the count in the super-block of the file system.' 
See Section 4.1.3. 

YES replace the count in the super-block by the actual count. 
NO ignore this error condition. 

  

BAD IMEE LIST (SALVAGE) 

Phase S has found bad blocks in the free-block list, duplicate blocks, in the free-block list, or 
blocks missing from the file system. See Section 4.12, 4.2.3, and 4.2.4. 

Possible responses to the SALVAGE prompt are: 

YES replace the actual free-block list with a new free-block list: The new.-free-block list 
will be ordered to reduce time spent by the disk waiting for the disk to rotate into 
position. 

NO ignore this eFfor condition. 

        

Possible responses to the FIX prompt are: 
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9. PHASE 6: SALVAGE FREE LIST 

 

This phase concerns itself with the free-block list reconstruction. This swion lists error 
conditions resultin;f from the blocks-to-sldp and blocks-per-cylinder values. 

 

tkiwalt ft*,blmk list spadng usamed 

This is an advisory message indicating the blocks-to-skip is greater than the blocks-per-cylinder. 
the bioeks-to-skip is less than one, the blocks-par-cylinder is less than one, or the blocks-per-
cylinder is greater than 500. The default values of 9 blocks-to-skip and 400 blocks-per-cylinder 
are us.-4 See the AckMM) Dual entry for further detail. 

   

10. CLLMNUP 

once a Ole system has  buen checked, a few cleanup functions are perforated. This s=on lists 
advisory messages about the file system and modify status of the file system. ,1 

 

Xllles Y  blocks  Zfirer 

 

This is an advisory message indicating that the file system. checked contained X files using Y 
blocks leaving Z blocks free in the file system 

"== SOOT UNLK (NO SYNC:) O-°m 

This is an advisory message indicating that a mounted file system or the root file system has 
been modified by fsck. If UMXITS is not rebooted immediately, the work done by fsck may be 
undone by the in-core copies of tables UNW7S keeps. 

"a FILE SYSM1 WAS MODIFIED " s' 

This is an advisory message indicating that the current file system was modified by fsck. If this 
ile system is mounted or is the current root file system. fsck should be halted and UNIXITS 
rebooted. If UNLXIT'S is not rebooted immediately. the work done by .fsck may be undone-by 
the in-core copies of tables UNWTS keeps. 
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INDEX OF NMSSAGES 
(Alphabetically within each section) 

WMALIZATION 

Bad -t option 7 
C < <C option? 7 
CAN NOT READ: BLK 8 (CONTINUE) 8 
CAN NOT SEEK: BLX B (CONTINUE) 8 
CAN NOT WRITE- BLK B (CONTINUE) 9 
Can't cute F 8 
Can't get memory 7 
Can't open checklist file: F 7 
Can't open F 8 
Can't star F 8 
Can't star root 8 
F < <F is not a block or character device 8 
Incompatible options: - n and -s ! 
Invalid -s argument, defaults assumed "+ 
Site check: fsize X isite Y 8 

PHASE 1: CHECK BLOCKS AND SIZES 

  

B <<B BAD 1-1 9 
B < <B DUP I-1 10 
DIRECTORY MISALIGNED 1-1 10 
DUP TABLE OVERFLOW (CONTINUE) 10 
EXCESSIVE BAD BLKS 1- 1 (CO*'T1NUE) 10 
EXCESSIVE DUP BLKS )- 1 (CONTINUE) 10 
LINK COUNT TABLE OVERFLOW (CON'TINUE) 9 
PARTIALLY ALLOCATED (NODE I-1 (CLEAR) 11 
POSSIBLE FILE SIZE ERROR 1- 1 10 
UNKNOWN FILE TYPE I- I (CLEAR) 9 

 

PHASE III: RESCAN FOR MORE DUPS 

8 <<3  DUP I- I 11 

PHASE 2: CHECK PATH-NAMES 

 

DUP/BAD I-1 OWNER- O MODE- M SIZE- S MMME- T DIR- F (REMOVE) '1: 
DUP/BAD 1-1 OWNER- O MODE- M SIZE- S MTIME- T FILE- F (REMOVE) 12 
DUPS/BAD 1N ROOT !NODE (CONTINUE) 11 
1 OUT OF RANGE I- I NAME- F (REMOVE) 12 
ROOT INODE NOT DIRECTORY (FIX) 11 
ROOT INODE UNALLOCATED. TERMINATING. 
UNALLOCATED 1-1 OWNER- O MODE- M SIZE- S MT1ME- T NAME- F (REMOVE) 

PHASE 3: CHECK CONNECTIVITY 

DIR 1-11 CONNECTED. PARENT WAS 1-12 l: 
SORRY. NO SPACE 1N lostY found DIRECTORY 1: 
SORRY. NO lost¢ found DIRECTORY 1 
UNREF DIR I-1 OWNER- O MODE- M SIZE- S MTIME- T (RECONNECT) 1: 
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PHASE 4: CHEM KEFERE:Na COL:YTS 

BAD/DUP DIR I- I OWNER- O MODE- M SIZE- S,TIME-T (CLEAR) 
BAD/DUP FILE I- I OWNER- O'MODE- M SMX- S NTIINE- T (CLEAR) 

 

(CLEAR) 
FAM INODE COUNT WRONG IN  SUPEERBLK (FIX) 
LJNK COUNT DIR 1- I OWNER- O MODE- M SIZE- S MINE- T COUNT- X SHOULD BE Y (ADJUST) 
LINK COUNT FILE I- I OWNER- O MODE- M SIZE- S MT)MEB T COUNT- X SHOULD BEY (ADJUST) 
LIME COUNT F I- I OWNER- O MODE- M SIZE© S MTIME- T COUNT- X SHOULD BE Y (ADJUST) ..  
SORRY. I O SPACE IN los:+ found DIRECTORY 
SORRY. NO lost• found DIRECTORY 14 
L74REF DIR I- I OWNER- 0 MODE- M SIZE- S MTIME- T (CLEAR) is 
UNRM FILE I- I OWNER- O MODE- M SIZE- S MTIME- T (CLEAR) 13 
L'24W FILE I- I OWNER- O MODE- tt SIZE- S*,WMNIE- T (RECONNECT) 14 

PHASE S: CHECY FREE LIST 

 

BAD FEE LIST (SALVAGE) 17 
BAD FREEBLK COUNT 16 
EXCESSIVE BAD ELKS IN FREE LIST (CONTINUE) 16 
EXCESSIVE OUP BLKS IN FREE LIST (CONTINUE) 16 
FM ELK COUNT WRONG IN SUPeRSLOCK (FIX) 17 
X < <X BAD ELKS IN FREE LIST 17 
X <<X ELK (S) MISSING 1 
X <<X OUP BLKS IN FREE LIST 17 

   

PHASE 6: SALVAGE FREE LIST 

  

Default fn-- block lise spadn$ assuned l3 

CLEANUP 

  

BOOT UNIX lNO SYNC.) IS 
FIL-E SYSTEM WAS MODIFIED  

X < < X Gies Y blocks Z (re-- 16 
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This paper gives an overview of the workings of the UNIXt I/O system. It was written 
with an eye toward providing guidance to writers of device driver routines, and is oriented more 
toward describing the environment and nature of device drivers than the implementation of 
that part of the file system which deals with ordinary files. 

It is assumed that the reader has a good knowledge of the overall structure of the file sys-
tem as discussed in the paper "The UNIX Time-sharing System." A more detailed discussion 
appears in "UNIX Implementation;" the current document restates parts of that one, but is 
still more detailed. It is most useful in conjunction with a copy of the system code, since it is 
basically an exegesis of that code. 

Device Classes 

There are two classes of device: block and character. The block interface is suitable for 
devices like disks, tapes, and DECtape which work, or can work, with addressible 512-byte 
blocks. Ordinary magnetic tape just barely fits in this category, since by use of forward and 
backward spacing any block cah be read, even though blocks can be written only at the end of 
the tape. Block devices can at least potentially contain a mounted file system. The interface to 
block devices is very highly structured; the drivers for these devices share a great many rou-
tines as well as a pool of buffers. 

 

Character-type devices have -a much more straightforward interface, although more work 
must be done by the driver itself. 

• Devices of both types are named by a major and a minor device number. These numbers 
are generally stored as an integer with the minor device number in the low-order 8 bits and the 
major device number in the next-higher 8 bits; macros major and minor are available to access 
these numbers. The major device number selects which driver will deal with the device; the 
minor device number is not used by the rest of the system but is passed to the driver at 
appropriate times. Typically the minor number selects a subdevice attached to a given con-
troller, or one of several similar hardware interfaces. 

The major device numbers for block and character devices are used as indices in separate 
tables; they both start at 0 and therefore overlap. 

Overview of I/O 

The purpose of the open and creat system calls is to set up entries in three separate system 
tables. The first of these is the it ogle table, which is stored in the system's per-process data 
area u. This table is indexed by the-  file descriptor returned by the open or creat, and is accessed 
during a read, write, or other operation on the open file. An entry contains only a pointer to the 
corresponding entry of the file table, which is a per-system data base. There is one entry in the 
file table for each instance of open or creat. This table is per-system because the same instance 
of an open file must be shared among the several processes which can result from forks after 
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the file is opened. A,file table entry contains flags which indicate whether the file was open for 
reading or writing or is a pipe, and a count which is used to decide when all processes using the 
entry have terminated or closed the file (so the entry can be abandoned). There is also a 32-bit 
file offset which is used to indicate where in the file the next read or write will take place. 
Finally, there is a pbinter to the entry for the file in the irrode table, which contains a copy of 
the file's i-node. 

Certain open files can be designated "multiplexed" files, and several other flags apply to 
such channels. In such a case, instead of an offset, there is a pointer to an associated multiplex 
channel table. Multiplex channels will not be discussed here. 

An entry in the ,~rle table corresponds precisely to an instance of open or crear, if the same 
file is opened several times, it will have several entries in this table. However, there is at most 
one entry in the irrode table for a given file. Also, a file may enter the irrode table not only 
because it is open, but also because it is the current directory of some process or because it is a 
special file containing acurrently-mounted file system. 

An entry in the irrode table differs somewhat from the corresponding i-node as stored on 
the disk; the modified and accessed times are not stored, and the entry is augmented by a flag 
word containing information about the entry, a count used to determine when it may be 
allowed to disappear, and the device and i-number whence the entry came. Also, the several 
block numbers that give addressing information for the file are expanded from the 3-byte, 
compressed format used on the disk to full long quantities. 

During the processing of an open or crear call for a special file, the system always calls the 
device's ope►r routine to allow for any special processing required (rewinding a tape, turning on 
the data-terminal-ready lead of a modem, etc.). However, the close routine is called only when 
the last process closes a file, that is, when the i-node table entry is being deallocated. Thus it is 
not feasible for a device to maintain, or depend on, a count of its users, although it is quite 
possible to implement an exclusive-use device which cannot be reopened until it has been 
closed. 

When a read or ►write takes place, the user's arguments and the ,hle table entry are used to 
set up the variables tr.rr base, tr.rr corr►rt, and rr:rr offset which respectively contain the (user) 
address of the I/O target area, the byte-count for the transfer, and the current location in the 
file. If the file referred to is a character-type special file, the appropriate read or write routine is 
called; it is responsible for transferring data and updating the count and current location 
appropriately as discussed below. Otherwise, the current location is used to calculate a logical 
block number in the file. If the file is an ordinary file the logical block number must be 
mapped (possibly using indirect blocks) to a physical block number; ablock-type special file 
need not be mapped. This mapping is performed by the b»rap routine. In any event, the 
resulting physical block number is used, as discussed below, to read or write the appropriate 
device. 

Character Device Drivers 

The cdevs►v table specifies the interface routines present for character devices. Each dev-
ice provides five routines: open, close, read, write, and special-function (to implement the ioctl 
system call). Any of these may be missing. If a call on the routine should be ignored, (e.g. 
open on non-exclusive devices that require no setup) the cdevs►v entry can be given as rrtr//dev; if 
it should be considered an error, (e.g. ►vrite on read-only devices) rrodev is used. For terminals, 
the cdevsw structure also contains a pointer to the pry structure associated with the terminal. 

The open routine is called each time the file is opened with the full device number as 
argument. The second argument is a flag which is non-zero only if the device is to be written 
upon. 

The close routine is called only when the file is closed for the last time, that is when the 
very last process in which the file is open closes it. This means it is not possible for the driver 
to maintain its own count of its users. The first argument is the device number; the second is a 
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flag which is non-zero if the file was open for writing in the process which performs the final 
close. 

When write is called, it is supplied the device as argument. The per-user variable 
u.u count has been set to the number of characters indicated by the user; for character devices, 
this number- may be 0 initially. u.u 

- 
base is the address supplied by the user from which to start 

taking characters. The system may call the routine internally, so the flag u.u segflg is supplied 
that indicates, if on, that u.u base refers to the system address space instead of the user's. 

The write routine should copy up to u.u-count  characters from the user's buffer to the 
device, decrementing u.u 

- 
count for each character passed. For most drivers, which work one 

character at a time, the routine cpass( ) is used to pick up characters from the user's buffer. 
Successive calls on it return the characters to be written until u.u _count  goes to 0 or an error 
occurs, when it returns - 1. Cpass takes care of interrogating u.u_segflg and updating u.u_count. 

Write routines which want to transfer a probably large number of characters into an inter-
nal buffer may also use the routine iomove(buf'er, offset, count, ,flag) which is faster when many 
characters must be moved. iomove transfers up to count characters into the buffer  starting offset 
bytes from the start of the buffer; flag should be B 

- 
WRITE (which is 0) in the write case. Cau-

tion: the caller is responsible for making sure the count is not too large and is non-zero. As an 
efficiency note, iomove is much slower if any of buffer+offset, count or u.u base is odd. 

The device's read routine is called under conditions similar to write, except that u.u count 
is guaranteed to be non-zero. To return characters to the user, the routine passc(c) is available; 
it takes care of housekeeping like cpass and returns - 1 as the last character specified by 
u.u count is returned to the user; before that time, 0 is returned. iomove is also usable as with 
write; the flag should be B READ but the same cautions apply. 

The "special-functions" routine is invoked by the sity and gtty system calls as follows: (*p) 
(dev, v) where p is a pointer to the device's routine, dev is the device number, and v is a vector. 
In the gtty case, the device is supposed to place up to 3 words of status information into the 
vector; this will be returned to the caller. In the stty case, v is 0; the device should take up to 3 
words of control information from the array u.u arg(0...21. 

Finally, each device should have appropriate interrupt-time routines. When an interrupt 
occurs, it is turned into a C-compatible call on the devices's interrupt routine. The interrupt-
catching mechanism makes the low-order four bits of the " new PS" word in the trap vector for 
the interrupt available to the interrupt handler. This is conventionally used by drivers which 
deal with multiple similar devices to encode the minor device number. After the interrupt has 
been processed, a return from the interrupt handler will return from the interrupt itself. 

A number of subroutines are available which are useful to character device drivers. Most 
of these handlers, for example, need a place to buffer characters in the internal interface 
between their "top half" (read/write) and "bottom half" (interrupt) routines. For relatively 
low data-rate devices, the best mechanism is the character queue maintained by the routines 
getc and putc. A queue header has the structure 

struct f 
int c_cc; /* character count */ 
char *c_cf; /* first character */ 
char *c_cl; /* last character */ 

queue; 

A character is placed on the end of a queue by putc(c, &queue) where c is the character and 
queue is the queue header. The routine returns -1 if there is no space to put the character, 0 
otherwise. The first character on the queue may be retrieved by getc(&queue) which returns 
either the (non-negative) character or -1 if the queue is empty. 

Notice that the space for characters in queues is shared among all devices in the system 
and in the standard system there are only some 600 character slots available. Thus device 
handlers, especially write routines, must take care to avoid gobbling up excessive numbers of 
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characters. • 
The other major help available to device handlers is the sleep-wakeup mechanism. The 

call sleep event, priority) causes the process to wait (allowing other processes to run) until the 
event occurs; at that time, the process is marked ready-to-run and the call will return when 
there is no process with higher priority. 

The call wakeup event) indicates that the event has happened, that is, causes processes 
sleeping on the event to be awakened. The event is an arbitrary quantity agreed upon by the 
sleeper and the waker-up. By convention, it is the address of some data area used by the 
driver, which guarantees that events are unique. 

Processes sleeping on an event should not assume that the event has really happened; 
they should check that the conditions which caused them to sleep no longer hold. 

Priorities can range from 0 to 127; a higher numerical value indicates aless-favored 
scheduling situation. A distinction is made between processes sleeping at priority less than the 
parameter PZERO and those at numerically larger priorities. The former cannot be interrupted 
by signals, although it is conceivable that it may be swapped out. Thus it is a bad idea to sleep 
with priority less than PZERO on an event which might never occur. On the other hand, calls 
to sleep with larger priority may never return if the process is terminated by some signal in the 
meantime. Incidentally, it is a gross error to call sleep in a routine called at interrupt time, 
since the process which is running is almost certainly not the process which should go to sleep. 
Likewise, none of the variables in the user area "u." should be touched, let alone changed, by 
an interrupt routine. 

If a device driver wishes to wait for some event for which it is inconvenient or impossible 
to supply a wakeup, (for example, a device going on-line, which does not generally cause an 
interrupt), the call sleep(&/bolt, priority) may be given. Lbo/t is an external cell whose address is 
awakened once every 4 seconds by the clock interrupt routine. 

The routines sp/4(), spl5(), sp/6(), spl7( ) are available to set the processor priority level 
as indicated to avoid inconvenient interrupts from the device. 

If a device needs to know about real-time intervals, then timeout(/unc, arg, interval) will be 
useful. This routine arranges that after interval sixtieths of a second, the junc will be called with 
arg as argument, in the style ("func)(arg). Timeouts are used, for example, to provide real-
time delays after function characters like new-line and tab in typewriter output, and to ter-
minate an attempt to read the 201 Dataphone c/p if there is no response within a specified 
number of seconds. Notice that the number of sixtieths of a second is limited to 32767, since 
it must appear to be positive, and that only a bounded number of timeouts can be going on at 
once. Also, the specified fiinc is called at clock-interrupt time, so it should conform to the 
requirements of interrupt routines in general. 

The Block-device Interface 

Handling of block devices is mediated by a collection of routines that manage a set of 
buffers containing the images of blocks of data .on the various devices. The most important 
purpose of these routines is to assure that several processes that access the same block of the 
same device in multiprogrammed fashion maintain a consistent view of the data in the block. 
A secondary but still important purpose is to increase the efficiency of the system by keeping 
in-core copies of blocks that are being accessed frequently. The main data base for this 
mechanism is the table of buffers buf. Each buffer header contains a pair of pointers (b Jorw, 
b back) which maintain adoubly-linked list of the buffers associated with a particular block 
device, and a pair of pointers (av_/or►v, av back) which generally maintain adoubly-linked list 
of blocks which are "free," that is, eligible to be reallocated for another transaction. Buffers 
that have I/O in progress or are busy for other purposes do not appear in this list. The buffer 
header also contains the device and block number to which the buffer refers, and a pointer to 
the actual storage associated with the buffer. There is a word count which is the negative of the 
number of words to be transferred to or from the buffer; there is also an error byte and a 
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residual word count used to communicate information from an I/O routine to its caller. 
Finally, there is a flag word with bits indicating the status of the buffer. These flags will be dis-

 

cussed below. 

Seven- routines constitute the most important part of the interface with the rest of the sys-
tem. Given a device and block number, both bread and getblk return a pointer to a buffer 
header for the block; the difference is that bread is guaranteed to return a buffer actually con-
taining the current data for the block, while getblk returns a buffer which contains the data in 
the block only if it is already in core (whether it is or not is indicated by the B DONE bit; see 
below). In either case the buffer, and the corresponding device block, is made "busy," so that 
other processes referring to it are obliged to wait until it becomes free. Getblk is used, for 
example, when a block is about to be totally rewritten, so that its previous contents are not use-
ful; still, no other process can be allowed to refer to the block until the new data is placed into 
it. 

The breada routine is used to implement read-ahead. it is logically similar to bread, but 
takes as an additional argument the number of a block (on the same device) to be read asyn-
chronously after the specifically requested block is available. 

Given a pointer to a buffer, the brelse routine makes the buffer again available to other 
processes. I°t is called, for example, after data has been extracted following a bread. There are 
three subtly-different write routines, all of which take a buffer pointer as argument, and all of 
which logically release the buffer for use by others and place it on the free list. Bwrite puts the 
buffer on the appropriate device queue, waits for the write to be done, and sets the user's error 
flag if required. Bawrite places the buffer on the device's queue, but does not wait for comple-
tion, so that errors cannot be reflected directly to the user. Bdwrite does not start any I/O 
operation at all, but merely marks the buffer so that if it happens to be grabbed from the free 
list to contain data from some other block, the data in it will first be written out. 

Bwrite is used when one wants to be sure that I/O takes place correctly, and that errors are 
reflected to the proper user; it is used, for example, when updating i-nodes. Bawrite is useful 
when more overlap is desired (because no wait is required for I/O to finish) but when it is rea-
sonably certain that the write is really required. Bdwrite is used when there is doubt that the 
write is needed at the moment. For example, bdwrite is called when the last byte of a write sys-
tem call falls short of the end of a block, on the assumption that another write will be given 
soon which will re-use the same block. On the other hand, as the end of a block is passed, 
bawrite is called, since probably the block will not be accessed again soon and one might as well 
start the writing process as soon as possible. 

In any event, notice that the routines getblk and bread dedicate the given block exclusively 
to the use of the caller, and make others wait, while one of brelse, bwrite, bawrite, or bdwrite 
must eventually be called to free the block for use by others. 

As mentioned, each buffer header contains a flag word which indicates the status of the 
buffer. Since they provide one important channel for information between the drivers and the 
block I/O system, it is important to understand these flags. The following names are manifest 
constants which select the associated flag bits. 

B_READ This bit is set when the buffer is handed to the device strategy routine (see below) 
to indicate a read operation. The symbol B WRITE is defined as 0 and does not 
define a flag; it is provided as a mnemonic convenience to callers of routines like 
swap which have a separate argument which indicates read or write. 

B_DONE This bit is set to 0 when a block is handed to the the device strategy routine and is 
turned on when the operation completes, whether normally as the result of an error. 
It is also used as part of the return argument of getblk to indicate if 1 that the 
returned buffer actually contains the data in the requested block. 
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B_ERROR This bit may be set to I when B DONE is set to indicate that an I/O or other error 
occurred. If it is set the b error byte of the buffer header may contain an error code 
if it is non-zero. If b error is 0 the nature of the error is not specified. Actually no 
driver at present sets b 

- 
error; the latter is provided for a future improvement 

whereby a more detailed error-reporting scheme may be implemented. 

B_BUSY This bit indicates that the buffer header is not on the free list, i.e. is dedicated to 
someone's exclusive use. The buffer still remains attached to the list of blocks asso-
ciated with its device, however. When getblk (or bread, which calls it) searches the 
buffer list for a given device and finds the requested block with this bit on, it sleeps 
until the bit clears. 

B_PHYS This bit is set for raw I/O transactions that need to allocate the Unibus map on an 
11/70. , . 

B MAP This bit is set on buffers that have the Unibus map allocated, so that the iodone rou-
tine knows to deallocate the map. 

B_WANTEDThis flag is used in conjunction with the B BUSY bit. Before sleeping as described 
just above, getblk sets this flag. Conversely, when the block is freed and the busy bit 
goes down (in brelse) a wakeup is given for the block header whenever B 

- 
WANTED 

is on. This. strategem avoids the overhead of having to call wakeup every time a 
buffer is freed on the chance that someone might want it. 

B_AGE This bit may be set on buffers just before releasing them; if it is on, the buffer is 
placed at the head of the free list, rather than at the tail. It is a performance heuris-
tic used when the caller judges that the same block will not soon be used again. 

B_ASYNC This bit is set by bawrite to indicate to the appropriate device driver that the buffer 
should be released when the write has been finished, usually at interrupt time. The 
difference between bwrite and bawrite is that the former starts I/O, waits until it is 
done, and frees the buffer. The latter merely sets this bit and starts I/O. The bit 
indicates that relse should be called for the buffer on completion. 

B_DELWRIThis bit is set by bdwrite before releasing the buffer. When getblk, while searching 
for a free block, discovers the bit is 1 in a buffer it would otherwise grab, it causes 
the block to be written out before reusing it. 

Block Device Drivers 
The bdevsw table contains the names of the interface routines and that of a table for each 

block device. 
Just as for character devices, block device drivers may supply an open and a close routine 

called respectively on each open and on the final close of the device. Instead of separate read 
and write routines, each block device driver has a strategy routine which is called with a pointer 
to a buffer header as argument. As discussed, the buffer header contains a read/write flag, the 
core address, the block number, a (negative) word count, and the major and minor device 
number. The role of the strategy routine is to carry out the operation as requested by the 
information in the buffer header. When the transaction is complete the B 

- 
DONE (and possibly 

the B_ERROR) bits should be set. Then if the B ASYNC bit is set, brelse should be called; 
otherwise, wakeup. In cases where the device is capable, under error-free operation, of 
transferring fewer words than requested, the device's word-count register should be placed in 
the residual count slot of the buffer header; otherwise, the residual count should be set to 0. 
This particular mechanism is really for the benefit of the magtape driver; when reading this 
device records shorter than requested are quite normal, and the user should be told the actual 
length of the record. 

Although the most usual argument to the strategy routines is a genuine buffer header 
allocated as discussed above, all that is actually required is that the argument be a pointer to a 
place containing the appropriate information. For example the swap routine, which manages 
movement of core images to and from the swapping device, uses the strategy routine for this 
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device. Care has to be taken that no extraneous bits get turned on in the flag word. 

The device's table specified by bdevsw has a byte to contain an active flag and an error 
count, a pair 'of links which constitute the head of the chain of buffers for the device (b Jbrw, 
b back), and a first *and last pointer for a device queue. Of these things, all are used solely by 
the device driver itself except for the buffer-chain pointers. Typically the flag encodes the state 
of the device, and is used at a minimum to indicate that the device is currently engaged in 
transferring information and no new command should be issued. The error count is useful for 
counting retries when errors occur. The device queue is used to remember stacked requests; in 
the simplest case it may be maintained as a first-in first-out list. Since buffers which have been 
handed over to the strategy routines are never on the list of free buffers, the pointers in the 
buffer which maintain the free list (avjorw, av_back) are also used to contain the pointers 
which maintain the device queues. 

A couple of routines are provided which are useful to block device drivers. iodone(bp) 
arranges that the buffer to which by points be released or awakened, as appropriate, when the 
strategy module has finished with the buffer, either normally or after an error. (In the latter 
case the B ERROR bit has presumably been set.) 

The routine geterror(bp) can be used to examine the error bit in a buffer header and 
arrange that any error, indication found therein is reflected to the user. It may be called only in 
the non-interrupt part of a driver when I/O has completed (B DONE has been set). 

Raw Block-device I/O 

A scheme has been set up whereby block device drivers may provide the ability to 
transfer information directly between the user's core image and the device without the use of 
buffers and in blocks as large as the caller requests. The method involves setting up a 
character-type special file corresponding to the raw device and providing read and write routines 
which set up what is usually a private, non-shared buffer header with the appropriate informa-
tion and call the device's strategy routine. If desired, separate open and close routines may be 
provided but this is usually unnecessary. A special-function routine might come in handy, 
especially for magtape. 

A great deal of work has to be done to generate the "appropriate information" to put in 
the argument buffer for the strategy module; the worst part is to map relocated user addresses 
to physical addresses. Most of this work is done by physio(strat, bp, dev, rw) whose arguments 
are the name of the strategy routine strat, the buffer pointer bp, the device number dev, and a 
read-write flag rw whose value is either B 

- 
READ or B_WRITE. Physio makes sure that the 

user's base address and count are even (because most devices work in words) and that the core 
area affected is contiguous in physical space; it delays until the buffer is not busy, and makes it 
busy while the operation is in.progress; and it sets up user error return information. 
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ABSTRACT 

This paper describes in high-level terms the implementation of the 
resident UNIXt kernel. This discussion is broken into three parts. The first part 
describes how the UNIX system views processes, users, and programs. The 
second part describes the I/0 system. The last part describes the UNIX file sys-
tem. 

 

1. INTRODUCTION 

The UNIX kernel consists of about 10,000 lines of C code and about 1,000 lines of assem-
bly code. The assembly code can be further broken down into 200 lines included for the sake 
of efficiency (they could have been written in C) and 800 lines to perform hardware functions 
not-possible in C. 

This code represents 5 to 10 percent of what has been lumped into the broad expression 
"the UNIX operating system." The kernel is the only UNIX code that cannot be substituted by a 
user to his own liking. For this reason, the kernel should make as few real decisions as possi-
ble. This does not mean jto allow the user a million options to do the same thing. Rather, it 
means to allow only one way to do one thing, but have that way be the least-common divisor of 
all the options that might have been provided. 

What is or is not implemented in the kernel represents both a great responsibility and a 
great power. It is a soap-box platform on "the way things should be done.." Even so, if "the 
way" is too radical, no one will follow it. Every important decision was weighed carefully. 
Throughout, simplicity has been substituted for efficiency. Complex algorithms are used only if 
their complexity can be localized. 

2. PROCESS CONTROL 

In the UNIX system, a user executes programs in an environment called a user process. 
When-a system function is required, the user process calls the system as a subroutine. At some 
point in this call, there is a distinct switch of environments. After this, the process is said to be 
a system process. In the normal definition of processes, the user and system processes are 
different phases of the same process (they never execute simultaneously). For protection, each 
system process has its own stack. 

The user process may execute from a read-only text segment, which is shared by all 
processes executing* the same code. There is no junctional benefit from shared-text segments. 
An efficiency benefit comes from the fact that there is no need to swap read-only segments out 
because the original copy on secondary memory is still current. This is a great benefit to 
interactive programs that tend -to be swapped while waiting for terminal input. Furthermore, if 
two processes are executing simultaneously from the same copy of a read-only segment, only 
one copy needs to reside in primary memory. This is a secondary effect, because simultaneous 
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execution of a program is not common. It is ironic that this effect, which reduces the use of 
primary memory, only comes into play when there is an overabundance of primary memory, 
that is, when there is enough memory to keep waiting processes loaded. 

All current read-only text segments in the system are maintained from the text table. A 
text table entry holds the location of the text segment on secondary memory.. If the segment is 
loaded, that table also holds the primary memory - location and the count of the number of 
processes sharing this entry. When this count is reduced to zero, the entry is freed along with 
any primary and secondary memory holding the segment. When a process first executes a 
shared-text segment, a text table entry is allocated and the segment is loaded onto secondary 
memory. If a second process executes a text segment that is already allocated,.the entry refer-
ence count is simply incremented. 

A user process has some strictly private read-write data contained in its data segment. As 
far as possible, the system does not use the user's data segment to hold system data. In partic-
ular, there are no I/O buffers in the user address space. 

The user data segment has two growing boundaries. One, increased automatically by the 
system as a result of memory faults, is used for a stack. The second boundary is only grown 
(or shrunk) by explicit requests. The contents of newly allocated primary memory is initialized 
to zero. 

Also associated and swapped. with a process is a small fixed-size system data segment. 
This segment contains all the data about the process that the system needs only when the pro-
cess is active. Examples of the kind of data contained in the system data segment are: saved 
central processor registers, open file descriptors, accounting information, scratch data area, and 
the stack for the system phase of the process. The system data segment is not addressable from 
the user process and is therefore protected. 

Last, there is a process table with one entry per process. This entry contains all the data 
needed by the system when the process is not active. Examples are the process's name, the 
location of the other segments, and scheduling information. The process table entry is allo-
cated when the process is created, and freed when the process terminates. This process entry is 
always directly addressable by the kernel. 

Figure 1 shows the relationships between the various process control data. In a sense, the 
process table is the definition of all processes, because all the data associated with a- process may 
be accessed starting from the process table entry. 
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2.1. Process creation and program execution 

Processes are created by the system primitive fork. The newly created process (child) is a 
copy of the original process (parent). There is no detectable sharing of primary memory 
between the two processes. (Of course, if the parent process was executing from a read-only 
text segment, the child will share the text segment.) Copies of all writable data segments are 
made for the child process. Files that were open before the fork are truly shared after the fork. 
The processes are informed as to their part in the relationship to allow them to select their own 
(usually non-identical) destiny. The parent may wait for the termination of any of its children. 

A process may exec a file. This consists of exchanging the current text and data segments 
of the process for new text and data segments specified in the file. The old segments are lost. 
Doing an exec does not change processes; the process that did the exec persists, but after the 
exec it is executing a different program. Files that were open before the exec remain open after 
the exec. 

If a program, say the first pass of a compiler, wishes to overlay itself with another pro-
gram, say the second pass, then it simply execs the second program. This is analogous to a 
"goto." If a program wishes to regain control after execing a second program, it should fork a 
child process, have the child exec the second program, and have the parent wait for the child. 
This is analogous to a "call." Breaking up the call into a binding followed by a transfer is simi-
lar to the subroutine linkage in SL-5.t 

2.2. Swapping 
The major data associated with a process (the user data segment, the system data seg-

ment, and the text segment) are swapped to and from secondary memory, as needed. The user 
data segment and the system data segment are kept in contiguous primary memory to reduce 
swapping latency. (When low-latency devices, such as bubbles, CCDs, or scatter/gather 
devices, are used, this decision will have to be reconsidered.) Allocation of both primary and 
secondary memory is performed by the same simple first-fit algorithm. When a process grows, 
a new piece of primary memory is allocated. The contents of the old memory is copied to the 
new memory. The old memory is freed and the tables are updated. If there is not enough pri-
mary memory, secondary memory is allocated instead. The process is swapped out onto the 
secondary memory, ready to be swapped in with its new size. 

One separate process in the kernel, the swapping process, simply swaps the other 
processes in and out of primary memory. It examines the process table looking for a process 
that is swapped out and is ready to run. It allocates primary memory for that process and reads 
its segments into primary memory, where that process competes for the central processor with 
other loaded processes. If no primary memory is available, the swapping process makes 
memory available by examining the process table for processes that can be swapped out. It 
selects a process to swap out, writes it to secondary memory, frees the primary memory, and 
then goes back to look for a process to swap in. 

Thus there are two specific algorithms to the swapping process.' Which of the possibly 
many processes that are swapped out is to be swapped in? This is decided by secondary storage 
residence time. The one with the longest time out is swapped in first. There is a slight penalty 
for larger processes. Which of the possibly many processes that are loaded is to be swapped 
out? Processes that are waiting for slow events (i.e., not currently running or waiting for disk 
I/O) are picked first, by age in primary memory, again with size penalties. The other processes 
are examined by the same age algorithm, but are not taken out unless they are at least of some 
age. This adds hysteresis to the swapping and prevents total thrashing. 

These swapping algorithms are the most suspect in the system. With limited primary 
memory, these algorithms cause total swapping. This is not bad in itself, because the swapping 
does not impact the execution of the resident processes. However, if the swapping device must 
also be used for file storage, the swapping traffic severely impacts the file system traffic. It is 
exactly these small systems that tend to double usage of limited disk resources. 
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2.3. Synchronization and scheduling 

Process synchronization is accomplished by having processes wait for events. Events are 
represented by arbitrary integers. By convention, events are chosen to be addresses of tables 
associated with those events. For example, a process that is waiting for any of its children to 
terminate will wait for an event that is the address of its own process table entry. When a pro-
cess terminates, it signals the event represented by its parent's process table entry. Signaling an 
event on which no process is waiting has, no effect. Similarly, signaling an event on which 
many processes are waiting will wake all of them up. This differs considerably from Dijkstra's 
P and V synchronization operations,2 in that no memory is associated with events. Thus there 
need be no allocation of events prior to their use. Events exist simply by being used. 

On the negative side, because there is no memory associated with events, no notion of 
"how much" can be signaled via the event mechanism. For example, processes that want 
memory might wait on an event associated with memory allocation. When any amount of 
memory becomes available, the event would be signaled. All the competing processes would 
then wake up to fight over the new memory. (In reality, the swapping process is the only pro-
cess that waits for primary memory to become available.) 

If an event occurs between the time a process decides to wait for that event and the time 
that process enters the wait state, then the process will wait on an event that has already hap-
pened (and' may never happen again). This race condition happens because there is no memory 
associated with the event to indicate that the event has occurred; the only action of an event is 
to change a set of processes from wait state to run state. This problem is relieved largely by the 
fact that process switching can only occur in the kernel by explicit calls to the event-wait 
mechanism. If the event in question is signaled by another process, then there is no problem. 
But if the event is signaled by a hardware interrupt, then special care must be taken. These 
synchronization races pose the biggest problem when UNIX is adapted to multiple-processor 
configurations.3 

The event-wait code in the kernel is like a co-routine linkage. At any time, all but one of 
the processes has called event-wait. The remaining process is the one currently executing. 
When it calls event-wait, a process whose event has been signaled is selected and that process 
returns from its call to event-wait. 

Which of the runable processes is to run next? Associated with each process is a priority. 
The priority of a system process is assigned by the code issuing the wait on an event. This is 
roughly equivalent to the response that one would expect on such an event. Disk events have 
high priority, teletype events are low, and time-of-day events are very low. (From observation, 
the difference in system process priorities has little or no performance impact.) All user-process 
priorities are lower than the lowest system priority. User-process priorities are assigned by an 
algorithm based on the recent ratio of the amount of compute time to real time consumed by 
the process. A process that has used a lot of compute time in the last real-time unit is assigned 
a low user priority. Because interactive processes are characterized by low ratios of compute to 
real time, interactive response is maintained without any special arrangements. 

The scheduling algorithm simply picks the process with the highest priority, thus picking 
all system processes first and user processes second. The compute-to-real-time ratio is updated 
every second. Thus, all other things being equal, looping user processes will be scheduled 
round-robin with a 1-second quantum. A high-priority process waking up will preempt a run-
ning, low-priority process. The scheduling algorithm has a very desirable negative feedback 
character. If a process uses its high priority to hog the computer, its priority will drop. At the 
same time, if a low-priority process is ignored for a long time, its priority will rise. 

3. I/O SYSTEM 

The I/O system is broken into two completely separate systems: the block I/O system and 
the character I/O system. In retrospect, the names should have been " structured I/O" and 
"unstructured I/O," respectively; while the term " block I/O" has some meaning, " character 
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I/O" is a complete misnomer. 
Devices' are characterized by a major device number, a minor device number, and a class 

(block or character). For each class, there is an array of entry points into the device drivers. 
The major device number is used to index the array when calling the code for a particular 
device driver. The minor device number is passed to the device driver as an argument. The 
minor number has no significance other than that attributed to it by the driver. Usually, the 
driver uses the minor number to access one of several identical physical devices. 

The use of the array of entry points (configuration table) as the only connection between 
the system code and the device drivers is very important. Early versions of the system had a 
much less formal connection with the drivers, so that it was extremely hard to handcraft 
differently configured systems. Now it is possible to create new device drivers in an average of 
a few hours. The configuration table in most cases is created automatically by a program that 
reads the system's parts list. 

3.1. Block I/O system 
The model block I/O device consists of randomly addressed, secondary memory blocks of 

512 bytes each. The blocks are uniformly addressed 0, 1, ... up to the size of the device. The 
block device driver has the job of emulating this model on a physical device. 

The block I/O devices are accessed through a layer of buffering software. The system 
maintains a list of buffers (typically between 10 and 70) each assigned a'device name and a 
device address. This buffer pool constitutes a data cache for the block devices. On a read 
request, the cache is searched for the desired block. If the block is found, the data are made 
available to the requester without any physical I/O. If the block is not in the cache, the least 
recently used block in the cache is renamed, the correct device driver is called to fill up the 
renamed buffer, and then the data are made available. Write requests are handled in an analo-
gous manner. The correct buffer is found and relabeled if necessary. The write is performed 
simply by marking the buffer as "dirty." The physical I/O is then deferred until the buffer is 
renamed. 

The benefits in reduction of physical I/O of this scheme are substantial, especially consid-
ering the file system implementation. There are, however, some drawbacks. The asynchronous 
nature of the algorithm makes error reporting and meaningful user error handling almost 
impossible. The cavalier approach to I/O error handling in the UNIX system is partly due to the 
asynchronous nature of the block I/O system. A second problem is in the delayed writes. If 
the system stops unexpectedly, it is almost certain that there is a lot of logically complete, but 
physically incomplete, I/O in the buffers. There is a system primitive to flush all outstanding 
I/O activity from the buffers. Periodic use of this primitive helps, but does not solve, the prob-
lem. Finally, the associativity in the buffers can alter the physical I/O sequence from that of 
the logical I/O sequence. This means that there are times when data structures on disk are 
inconsistent, even though the software is careful to perform I/O in the correct order. On non-
random devices, notably magnetic tape, the inversions of writes can be disastrous. The prob-
lem with magnetic tapes is "cured" by allowing only one outstanding write request per drive. 

3.2. Character I/O system 
The character I/O system consists of all devices that do not fall into the block I/O model. 

This includes the "classical" character devices such as communications lines, paper tape, and. 
line printers. It also includes magnetic tape and disks when they are not used in a stereotyped 
way, for example, 80-byte physical records on tape and track-at-a-time disk copies. In short, 
the character I/O interface means " everything other than block." I/O requests from the user 
are sent to the device driver essentially unaltered. The implementation of these requests is, of 
course, up to the device driver. There are guidelines and conventions to help the implementa-
tion of certain types of device drivers. 



Disk drivers are implemented with a queue of transaction records. Each record holds a 

really disk-specific code in normal disk drivers is the pre-sort of transactions to minimize 
latency for a particular device, and the actual issuing of the,I/O request. 

read/write flag, a primary memory address, a secondary memory address, and a transfer byte 
count. Swapping is accomplished by passing such a record to the swapping device driver. The 
block I/O interface is implemented by passing such records with requests to fill and empty  sys-
tem buffers. The character I/O interface to the disk drivers create a transaction record that 
points directly into the user area. The routine that creates this record also insures that the user 
is not swapped during this I/O transaction. Thus by implementing the general disk driver, it is 
possible to use the disk as a block device, a character device, and a swap device. The only 
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3.2.2. Character lists 

Real character-oriented devices may be implemented using the common code to handle 
character lists. A character list is a queue of characters. One routine puts a character on a 
queue. Another gets a character from a queue. It is also possible to ask how many characters 
are currently on a queue. Storage for all queues in the system comes from a single common 
pool. Putting a character on a queue will allocate space from the common pool and link the 
character onto the data structure defining the queue. Getting a character from -a queue returns 
the corresponding space to the pool. 

A typical character-output device (paper tape punch, for example) is implemented by 
passing characters from the user onto a character queue until some maximum number of char-
acters is on the queue. The I/O is prodded to start as soon as there is anything on the queue 
and, once started, it is sustained by hardware completion interrupts. Each time there is a  com-
pletion interrupt, the driver gets the next character from the queue and sends it to the 
hardware. The number of characters on the queue is checked and, as the count falls through 
some intermediate level, an event (the queue address) is signaled. The process that is passing 
characters from the user to the queue can be waiting on the event, and refill the queue to its 
maximum when the event occurs. 

A typical character input device (for example, a paper tape reader) is handled in a very 
similar manner. 

Another class of character devices is the terminals. A terminal is represented by three 
character queues. There are two input queues (raw and canonical) and an output queue. Char-
acters going to the output of a terminal are handled by common code exactly as described 
above. The main difference is that there is also code to interpret the output stream as ASCII 
characters and to perform some translations, e.g., escapes for deficient terminals. Another 
common aspect of terminals is code to insert real-time delay after certain control characters. 

Input on terminals is a little different. Characters are collected from the terminal and 
placed on a raw input queue. Some device-dependent code conversion and escape interpreta-
tion is handled here. When a line is complete in the raw queue, an event is signaled. The code 
catching this signal then copies a line from the raw queue to *a canonical queue performing the 
character erase and line kill editing. User read requests on terminals can be directed at either 
the raw or canonical queues. 

 

3.2.3. Other character devices 

Finally, there are devices that fit no general category. These devices are set up as charac-
ter I/O drivers. An example is a driver that reads and writes unmapped primary memory as an 
I/O device. Some devices are too fast to be treated a character at time, but do not fit the disk 
I/O mold. Examples are fast communications lines and fast line printers. These devices either 
have their own buffers or "borrow" block I/O buffers for a while and then give them back. 

   

• 



1 

 

.l 

• 

  

• 

• 

 

-7-

  

4. THE FILE SYSTEM 

In the UNIX system, a file is a (one-dimensional) array of bytes. No other structure of 
files is implied by the system. Files are attached anywhere (and possibly multiply) onto a 
hierarchy of directories. Directories are simply files that users cannot write. For a further dis-
cussion of the external view of files and directories, see Ref. 4. 

The UNIX file system is a disk data structure accessed completely through the block I/O 
system. As stated • before,• the canonical view of a " disk" is a randomly addressable array of 
512-byte blocks. A file system breaks the disk into four self-identifying regions. The first 
block (address 0) is unused by the file system. It is left aside for booting procedures. The 
second block (address 1) contains the so-called "super-block." This block, among other things, 
contains the size of the disk and the boundaries of the other regions. Next comes the i-list, a 
list of file definitions. Each file definition is a 64-byte structure, called an i-node. The offset of 
a particular i-node within the i-list is called its i-number. The combination of device name 
(major and minor numbers) and i-number serves to uniquely name a particular file. After the 
i-list, and to the end of the disk, come free storage blocks that are available for the contents of 
files. 

The free space on a disk is maintained by a linked list of available disk blocks. Every 
block in this chain contains a disk address of the next block in the chain. The remaining space 
contains the address of up to 50 disk blocks that are also free. Thus with one I/O operation, 
the system obtains 50 free blocks and a pointer where to find more. The disk allocation algo-
rithms are very straightforward. Since all allocation is in fixed-size blocks and there is strict 
accounting of space, there is no need to compact or garbage collect. However, as disk space 
becomes dispersed, latency gradually increases. Some installations choose to occasionally com-
pact disk space to reduce latency. 

 

An i-node contains 13 disk addresses. The first 10 of these addresses point directly at the 
first 10 blocks of a file. If a file is larger than 10 blocks (5,120 bytes), then the eleventh 
address points at a block that contains the addresses of the next 128 blocks of the file. If the 
file is still larger than this (70,656 bytes), then the twelfth block points at up to 128 blocks, 
each pointing to 128 blocks of the file. Files yet larger (8,459,264 bytes) use the thirteenth 
address for a "triple indirect" address. The algorithm ends here with the maximum file size of 
1,082,201,087 bytes. 

 

A logical directory hierarchy is added to this flat physical structure simply by adding a new 
type of file, the directory. A directory is accessed exactly as an ordinary file. It contains 16-
byte entries consisting of a 14-byte name and an i-number. The root of the hierarchy is at a 
known i-number (viz. 2). The file system structure allows an arbitrary, directed graph of direc-
tories with regular files linked in at arbitrary places in this graph. In fact, very early UNIX sys-
tems used such a structure. Administration of such a structure became so chaotic that later sys-
tems were restricted to a directory tree. Even now, with regular files linked multiply into arbi-
trary places in the tree, accounting for space has become a problem. It may become necessary 
to restrict the entire structure to a tree, and allow a new form of linking that is subservient to 
the tree structure. 

The file system allows easy creation, easy removal, easy random accessing, and very easy 
space allocation. With most physical addresses confined to a small contiguous section of disk, it 
is also easy to dump, restore, and check the consistency of the file system. Large files suffer 
from indirect addressing, but the cache prevents most of the implied physical I/O without 
adding much , execution. The space overhead properties of this scheme are quite good. For 
example, on one particular file system, there are 25,000 files containing 130M bytes of data-file 
content. The overhead (i-node, indirect blocks, and last block breakage) is about 11.5M bytes. 
The directory structure to support these files has about 1,500 directories containing 0.6M bytes 
of directory content and about 0.5M bytes of overhead in accessing the directories. Added up 
any way, this comes out to less than a 10 percent overhead for actual stored data. Most sys-
tems have this much overhead in padded trailing blanks alone. 
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Because the i-node defines a file, the implementation of the file system centers around 
access to the i=node.. The system maintains a table of all active i-nodes. As a new file is 
accessed, the system locates the corresponding i-node, allocates an i-node table entry, and reads 
the i-node into primary memory. As in the butFer cache, the table entry is considered to be the 
current version of the i-node. Modifications to the i-node are made to the table entry. When 

. the last access to the i-node goes away, the table entry is copied back to the secondary store i-
list and the table entry is freed. 

All I/O operations on files are carried out with the aid of the corresponding i-node table 
entry. The accessing of a file is a straightforward implementation of the algorithms mentioned 
previously. The user is not aware of i-nodes and i-numbers. References to the file system are 
made in terms of path names of the directory tree. Converting a path name into an i-node 
table entry is also straightforward. Starting at some known i-node (the root or the current 
directory of some process), the next component of the path name is searched by reading the 
directory. This gives an i-number and an implied device (that of the directory). Thus the next 
i-node table entry can be accessed. If that was the last component of the path name, then this 
i-node is the result. If not, this i-node is the directory needed to look up the next component 
of the path name, and the algorithm is repeated. 

The user process accesses the file system with certain primitives. The most common of 
these are open, create, read, write, seek, and close. The data structures maintained are shown 
in Fig. 2. e 
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Fig. 2-File system data structure. 
In the system data segment associated with a user, there is room for some (usually between 10 
and 50)~open files. This open file table consists of pointers that can be used to access 
corresponding i-node table entries. Associated with each of these open files is a current I/O 
pointer. This is a byte offset of the next read/write operation on the file. The system treats 
each read/write request as random with an implied seek to the I/O pointer. The user usually 
thinks of the file as sequential with the I/O pointer automatically counting the number of bytes 
that have been read/written from the file. The user may, of course, perform random I/O by 
setting the I/O pointer before reads/writes. 

With file sharing, it is necessary to allow related processes to share a common i/O pointer 
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and yet have separate. 1/0 pointers for independent processes that access the same file. With 
these two conditions, the I/O pointer cannot reside in the i-node table nor can it reside in the 
list of open files for the process. A new table (the open file table) was invented for the sole 
purpose of holding the I/O pointer. Processes that share the same open file (the result of 
forks) share a common open file table entry. A separate open of the same file will only share 
the i-node table entry, but will have distinct open file table entries. 

The main file system primitives are implemented as follows. open converts a file system 
path name into an i-node table entry. A pointer to the i-node table entry is placed in a newly 
created open file table entry. A pointer to the file table entry is placed.in the system data seg-
ment for the process. create first creates a new i-node entry, writes the i-number into a direc-
tory, and then builds the same structure as for an open. read and write just access the i-node 
entry as described above. seek simply manipulates the I/O pointer. No physical seeking is 
done. close just frees the structures built by open and create. Reference counts are kept on 
the open file table entries and the i-node table entries to free these structures after the last 
reference goes away. unlink simply decrements the count of the number of directories point-
ing at the given i-node. When the last reference to an i-node table entry goes away, if the  i-
node has no directories pointing to it, then the file is removed and the i-node is freed. This 
delayed removal of files prevents problems arising from removing active files. A file may be 
removed while still open. The resulting unnamed file vanishes when the file is closed. This is 
a method of obtaining temporary files. 

There is a type of unnamed FIFO file called a pipe. Implementation of pipes consists of 
implied seeks before each read or write in order to implement first-in-first-out. There are also 
checks and synchronization to prevent the writer from grossly outproducing the reader and to 
prevent the reader from overtaking the writer. 

4.2. Mounted file systems. 

The file system of a UNIX system starts with some designated block device formatted as 
described above to contain a hierarchy. The root of this structure is the root of the UNIX file 
system. A second formatted block device may be mounted at any leaf of the current hierarchy. 
This logically extends the current hierarchy. The implementation of mounting is trivial. A 
mount table is maintained containing pairs of designated leaf i-nodes and block devices. When 
converting a path name into an i-node, a check is made to see if the new i-node is a designated 
leaf. If it is,-the i-node of the root of the block device replaces it. 

Allocation of space for a file is taken from the free pool on the device on which the file 
lives. Thus a file system consisting of many mounted devices does not have a common pool of 
free secondary storage space. This separation of space on different devices is necessary to allow 
easy unmounting of a device. 

4.3. Other system functions 

There are some other things that the system does for the user - a little accounting, a little 
tracing/debugging, and a little access protection. Most of these things are not very well 
developed because our use of the system in computing science research does not need them. 
There are some features that are missed in some applications, for example, better inter-process 
communication. 

The UNIX kernel is an I/O multiplexer more than a complete operating system. This is as 
it should be. Because of this outlook, many features are found in most other operating systems 
that are missing from the UNIX kernel. For example, the UNIX kernel does not support file 
access methods, file disposition, file formats, file maximum size, spooling, command language, 
logical records, physical records, assignment of logical file names, logical file names, more than 
one character set, an operator's console, an. operator, log-in, or log-out. Many of these things 
are symptoms rather than features. Many of these things are implemented in user software 
using the kernel as a tool. A good example of this is the command languages Each user may 
have his own command language. Maintenance of such code is as easy as maintaining user 
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code. The idea of implementing "system" code with general user primitives comes directly 
from MULTICS.6 

~~ 

 

fllefferences 

1. R. E. Griswold and D. R. Hanson, "An Overview of SLS," SIGPLAN Notices 12(4) pp. 
40-50 (April 1977). 

2. E. W.. Dijkstra, " Cooperating Sequential Processes," pp. 43-112 in P~ogrammi►rg 
Languages, ed. F. Genuys,Academic Press, New York (1968). 

3. J. A. Hawley and W. B. Meyer, "MUNtx, A Multiprocessing Version of Utvtx," M.S. 
Thesis, Naval Postgraduate School, Monterey, Cal. (1975). 

4. D. M. Ritchie and K. Thompson, "The Utvtx Time-Sharing System," Bell Sys. Tech. J. 
57(6) pp. 1905-1929 (1978). 

5. S. R. Bourne, "Utvlx Time-Sharing System: The Utvix Shell," Be//Sys. Tech. J. 57(6) pp. 
1971-1990 (1978). 

6. E. I. Organick, The MUtTiCs System, M.I.T. Press, Cambridge, Mass. (1972). 

         

i' 

        

.~ 

    

r 

   

~~ 



           

A. 
A 
0 

'3v 
e~ 

    

n 

            

 

  

i 

  

 

  

 

 

        

    

i 
i 
R   

 

 

         



r 

               

L-

                   

s1 

    

I. 

 

•1. 

_s 



 

S. C. Johnson 

Bell Laboratories 

 

• 

• 

   

  

 A Tour Through the Portable C Compiler   

    

Murray Hill, New Jersey 07974 

 

Introduction 

A C compiler has been implemented that has proved to be quite portable, serving as the 
basis for C compilers on roughly a dozen machines, including the Honeywell 6000, IBM 370, 
and Interdata 8/32. The compiler is highly compatible with the C language standard.t 

Among the goals of this compiler are portability, high reliability, and the use of state-of-
the-art techniques and tools wherever practical. Although the efficiency of the compiling pro-
cess is not a primary goal, the compiler is efficient enough, and produces good enough code, to 
serve as a production compiler. 

The language implemented is highly compatible with the current PDP-11 version of C. 
Moreover, roughly 75% of the compiler, including nearly all the syntactic ahd semantic rou-
tines, is machine independent. The compiler also serves as the major portion of the program 
lint, described elsewhere.2 

A number of earlier attempts to make portable compilers are worth noting. While on 
CO-OP assignment to Bell Labs in 1973, Alan Snyder wrote a portable C compiler which was 
the basis of his Master's Thesis at M.I.T.3 This compiler was very slow and complicated, and 
contained a number of rather serious implementation difficulties; nevertheless, a number of 
Snyder's ideas appear in this work. 

Most earlier portable compilers, including Snyder's, have proceeded by defining an inter-
mediate language, perhaps based on three-address code or code for a stack machine, and writing 
a machine independent program to translate from the source code to this intermediate code. 
The intermediate code is then read by a second pass, and interpreted or compiled. This 
approach is elegant, and has a number of advantages, especially if the target machine is far 
removed from the host. It suffers from some disadvantages as well. Some constructions, like 
initialization and subroutine prologs, are difficult or expensive to express in a machine indepen-
dent way that still allows them to be easily adapted to the target assemblers. Most of these 
approaches require a symbol table to be constructed in the second (machine dependent) pass, 
and/or require powerful target assemblers. Also, many conversion operators may be generated 
that have no effect on a given machine, but may be needed on others (for example, pointer to 
pointer conversions usually do nothing in C, but. must be generated because there are some 
machines where they are significant). 

For these reasons, the first pass of the portable compiler is not entirely machine indepen-
dent. It contains some machine dependent features; such as initialization, subroutine prolog 
and epilog, certain storage allocation functions, code for "the switch statement, and code to 
throw out unneeded conversion operators. 

As a crude measure of the degree of portability actually achieved, the Interdata 8/32 C 
compiler has roughly -600 machine dependent lines of source out of 4600 in Pass 1, and 1000 
out of 3400 in Pass 2. In total, 1600 out of 8000, or 20%,-of the total source is machine depen-
dent (12% in Pass 1, 30% in Pass 2). These percentages can be .expected to rise slightly as the 
compiler is tuned. The percentage of machine-dependent code for the IBM is 22%, for the 
Honeywell 25%. If the assembler format and structure were the same for all these machines, 
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perhaps another 5-10.°/n of the code would become machine independent. 

These figures are sufficiently misleading as to be almost meaningless. A large fraction of 
the machine dependent code can be converted in a straightforward, almost mechanical way. On 
the other hand, a certain amount of the code requres hard intellectual effort to convert, since 
the algorithms embodied in this part of the code are typically complicated and machine depen-
dent. 

To summarize, however, if you need a C compiler written for a machine with a reason-
able architecture, the compiler is already three quarters finished! 

Overview 

This paper discusses the structure and organization of the portable compiler. The intent is 
to give the big picture, rather than discussing the details of a particular machine implementa-
tion. After a brief overview and a discussion of the source file structure, the paper describes 
the major data structures, and then delves more closely into the two passes. Some of the 
theoretical work on which the compiler is based, and its application to the compiler, is discussed 
elsewhere.4 One of the major design issues in any C compiler, the design of the calling 
sequence and stack frame, is the subject of a separate memorandums 

The compiler consists of two passes, pass/ and pass?, that together turn C source code 
into assembler code for the target machine. The two passes are preceded by a preprocessor, 
that handles the #define and #include statements, and related features (e.g., #ifdef, etc.). It 
is a nearly machine independent program, and will not be further discussed here. 

The output of the preprocessor is a text file that is read as the standard input of the first 
pass. This produces as standard output another text file that becomes the standard input of the 
second pass. The second pass produces, as standard output, the desired assembler language 
source code. The preprocessor and the two passes all write error messages on the standard 
error file. Thus the compiler itself makes few demands on the I/O library support, aiding in the 
bootstrapping process. 

Although the compiler is divided into two passes, this represents historical accident more 
than deep necessity. In fact, the compiler can optionally be loaded so that both passes operate 
in the same program. This "one pass" operation eliminates the overhead of reading and writ-
ing the intermediate file, so the compiler operates about 30% faster in this mode. It also occu-
pies about 30% more space than the larger of the two component passes. 

Because the compiler is fundamentally structured as two passes, even when loaded as one, 
this document primarily describes the two pass version. 

The first pass does the lexical analysis, parsing, and symbol table maintenance. It also 
constructs parse [rees for expressions, and keeps track of the types of the nodes in these trees. 
Additional code is devoted to initialization. Machine dependent portions of the first pass serve 
to generate subroutine prologs and epilogs, code for switches, and code for branches, label 
definitions, alignment operations, changes of location counter, etc. 

The intermediate file is a text file organized into lines. Lines beginning with a right 
parenthesis are copied by the second pass directly to its output file, with the parenthesis 
stripped off. Thus, when the first pass produces assembly code, such as subroutine prologs, 
etc., each line is prefaced with a right parenthesis; the second pass passes these lines to through 
to the assembler. 

The major job done by the second pass is generation of code for expressions. The expres-
sion parse trees produced in the first pass are written onto the intermediate file in Polish Prefix 
form: first, there is a line beginning with a period, followed by the source file line number and 
name on which the expression appeared (for debugging purposes). The successive lines 
represent the nodes of the parse tree, one node per line. Each line contains the node number, 
type, and any values (e.g., values of constants) that may appear in the node. Lines represent-
ing nodes with descendants are immediately followed by the left subtree of descendants, then 
the right. Since the number of descendants of any node is completely determined by the node 
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number, there is no need to mark the end of the tree. 

There are only two other line types in the intermediate file. Lines beginning with a left 
square bracket (`C) represent the beginning of blocks (delimited by { ... ) in the C source); 
lines beginning with right square brackets N') represent the end of blocks. The remainder of 
these lines tell how much stack space, and how many register variables, are currently in use. 

Thus, the second pass reads the intermediate files, copies the ')' lines, makes note of the 
information in the T and `]' lines, and devotes most of its effort to the '.' lines and their asso-
ciated expression trees, turning them turns into assembly code to evaluate the expressions. 

In the one pass version of the compiler, the expression trees that are built by the first pass 
have been declared to have room for the second pass information as well. Instead of writing 
the trees onto an intermediate file, each tree is transformed in place into an acceptable form for 
the code generator. The code generator then writes the result of compiling this tree onto the 
standard output. Instead of T and 'l' lines in the intermediate file, the information is passed 
directly to the second pass routines. Assembly code produced by the first pass is simply written 
out, without the need for ')' at the head of each line. 

 

The Source Files 

The compiler source consists of 22 source files. Two files, manifest  and macdefs, are 
header files included with all other files. Manifest has declarations for the node numbers, types, 
storage classes, and'other global data definitions. Macdefs has machine-dependent definitions, 
such as the size and alignment of the various data representations. Two machine -independent 
header files, mfilel and mfile2, contain the data structure and manifest definitions for the first 
and second passes, respectively. In the second pass, a machine dependent header file, 
mac2defs, contains declarations of register names, etc. 

There is a file, common, containing (machine independent) routines used in both passes. 
These include routines for allocating and freeing trees, walking over trees, printing debugging 
information, and printing error messages. There are two dummy files, comml.c and comm2.c, 
that simply include common within the scope of the appropriate passl or pass2 header files. 
When the compiler is loaded as a single pass, common only needs to be included once: comm2.c 
is not needed. 

Entire sections of this document are devoted to the detailed structure of the passes. For 
the moment, we just give a brief description of the files. The first pass is obtained by compiling 
and loading scan.c, cgram.c, xdefs.c, pftn.c, trees.c, optim.c, locals, code.c, and comml.c. Scan.c is 
the lexical analyzer, which is used by cgram.c, the result of applying Yaccb to the input grammar 
cgramy. Xdefs.c is a short file of external definitions. Pfin.c maintains the symbol table, and 
does initialization. Trees.c builds the expression trees, and computes the node types. Optim.c 
does some machine independent optimizations on the expression trees. Comml.c includes  coin-
mon, that contains service routines common to the two passes of the compiler. All the above 
files are machine independent. The files locals and code.c contain machine dependent code for 
generating subroutine prologs, switch code, and the like. 

The second pass is produced by compiling and loading reader.c, allo.c, match-c, Comm/.c, 
order.c, locals, and table.c. Reader.c reads the intermediate file, and controls the major logic of 
the code generation. Allo.c keeps track of busy and free registers. Match.c controls the match-
ing of code templates to subtrees of the expression tree to be compiled. Conrm2.c includes the 
file common, as in the first pass. The above files are machine independent. Order.c controls the 
machine dependent details of the code generation strategy. Local2.c has many small machine 
dependent routines, and tables of opcodes, register types, etc. Table.c has the code template 
tables, which are also clearly machine dependent. 
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Data Structure Considerations. 

This section discusses the node numbers, type words, and expression trees, used 
throughout both passes of the compiler. 

The file manifest defines those symbols used throughout both passes. The intent is to use 
the same symbol name (e.g., MINUS) for the given operator throughout the lexical analysis, 
parsing, tree building, and code generation phases; this requires some synchronization with the 
Yacc input file, cgranr.y, as well. 

A token like MINUS may be seen in the lexical analyzer before it is known whether it is a 
unary or binary operator; clearly, it is necessary to know this by the time the parse tree is con-
structed. Thus, an operator (really a macro) called UNARY is provided, so that MINUS and 
UNARY MINUS are both distinct node numbers. Similarly, many binary operators exist in an 
assignment form (for example, - _), and the operator ASG may be applied to such node 
names to generate new ones, e.g. ASG MINUS. 

It is frequently desirable to know if a node represents a leaf (no descendants), a unary 
operator (one descendant) or a binary operator (two descendants). The macro oprype(o) returns 
one of the manifest constants LTYPE, UTYPE, or BITYPE, respectively, depending on the 
node number o. Similarly, asgop(o) returns true if o is an assignment operator number (_, 
+_, etc. ), and fogop(o) returns true if o is a relational or logical (&&, II, or !) operator. 

C has a rich typing structure, with a potentially infinite number of types. To begin with, 
there are the basic types: CHAR, SHORT, INT, LONG, the unsigned versions known as 
UCHAR, USHORT, UNSIGNED, ULONG, and FLOAT, DOUBLE, and finally STRTY (a 
structure), UNIONTY, and ENUMTY. Then, there are three operators that can be applied to 
types to make others: if t is a type, we may potentially have types poi,rter ro t, fintctio,r returning 
t, and a,•ray oJ't's generated from t Thus, an arbitrary type in C consists of a basic type, and 
zero or more of these operators. 

[n the compiler, a type is represented by an unsigned integer; the rightmost four bits hold 
the basic type, and the remaining bits are divided into two-bit fields, containing 0 (no opera-
tor), or one of the three operators described above. The modifiers are read right to left in the 
word, starting with the two-bit field adjacent to the basic type, until a field with 0 in it is 
reached. The macros PTR, FTN, and ARY represent the pointer to, f rnctio►r retcrrni,rg, and array 
gJ'operators. The macro values are shifted so that they align with the first two-bit field; thus 
PTR+INT represents the type for an integer pointer, and 

ARY + (PTR < <2) + (FTN < <4) + DOUBLE 

represents the type of an array of pointers to functions returning doubles. 

The type words are ordinarily manipulated by macros. If t is a type word, BTYPE(t) gives 
the basic type. /SPTR (d, TSAR Y(d, and /SFTN(d ask if an object of this type is a pointer, 
array, or a function, respectively. MODTYPE(t,b) sets the basic type of t to b. DECREF(d 
gives the type resulting from removing the first operator from t Thus, if t is a pointer to t; a 
function returning t; or an array of t; then DECREF(t) would equal t: /NCREF(d gives the 
type representing a pointer to t. Finally, there are operators for dealing with the unsigned 
types. ISUNSIGNED(t) returns true if t is one of the four basic unsigned types; in this case, 
DEUNS/GN(t) gives the associated `signed' type. Similarly, UNS/GNABLE(~) returns true if t is 
one of the four basic types that could become unsigned, and ENUNS/GN(J returns the 
unsigned analogue of t in this case. 

The other important global data structure is that of expression trees. The actual shapes of 
the nodes are given in mhlel and ntJile?. They are not the same in the two passes; the first pass 
nodes contain dimension and size information, while the second pass nodes contain regis[er 
allocation information. Nevertheless, all nodes contain fields called op, containing the node 
number, and type, containing the type word. A function called talloc() returns a pointer to a 
new tree node. To free a node, its op field need merely be set to FREE. The other fields in 
the node will remain intact at least until the next allocation. 
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Nodes representing binary operators contain fields, left and right, that contain pointers to 
the left and right descendants. Unary operator nodes have the left field, and a value field called 
real. Leaf nodes, with no descendants, have two value fields: Iva/ and real. 

At appropriate' times, the function tcheckO can be called, to check that there are no busy 
nodes remaining. This is used as a compiler consistency check. The function tcopy(p) takes a 
pointer p that points to an expression tree, and returns a pointer to a disjoint copy of the tree. 
The function walkf(p,fl performs a postorder walk of the tree pointed to by p, and applies the 
function f to each node. The function f valk(p f d) does a preorder walk of the tree pointed to 
by p. At each node, it calls a function f, passing to it the node pointer, a value passed down 
from its ancestor, and two pointers to values to be passed down to the left and right descen-
dants (if any). The value d is the value passed down to the root. Fwalk is used for a number 
of tree labeling and debugging activities. 

The other major data structure, the symbol table, exists only in pass one, and will be dis-
cussed later. 

Pass One 

The first pass does lexical analysis, parsing, symbol table maintenance, tree building, 
optimization, and a number of machine dependent things. This pass is largely machine 
independent, and the machine independent sections can be pretty successfully ignored. Thus, 
they will be only sketched here. 

Lexical Analysis 

The lexical analyzer is a conceptually simple routine that reads the input and returns the 
tokens of the C language as it encounters them: names, constants, operators, and keywords. 
The conceptual simplicity of this job is confounded a bit by several other simple jobs that 
unfortunately must go on simultaneously. These include 

• Keeping track of the current filename and line number, and occasionally setting this infor-
mation as the result of preprocessor control lines. 

• Skipping comments. 

• Properly dealing with octal, decimal, hex, floating point, and character constants, as well 
as character strings. 

To achieve speed, the program maintains several tables that are indexed into by character 
value, to tell the lexical analyzer what to do next. To achieve portability, these tables must be 
initialized each time the compiler is run, in order that the table entries reflect the local charac-
ter set values.  - 

Parsing 

 

As mentioned above, the parser is generated by Yacc from the grammar on file cgram.y. 
The grammar is relatively readable, but contains some unusual features that are worth com-
ment. 

Perhaps the strangest feature of the grammar is the treatment of declarations. The prob-
lem is to keep track of the basic type and the storage class while interpreting the various stars, 
brackets, and parentheses that may surround a given name. The entire declaration mechanism 
must be recursive, since declarations may appear within declarations of structures and unions, 
or even within a sizeof construction inside a dimension in another declaration! 

There are some difficulties in using a bottom-up parser, such as produced by Yacc; to han-
dle constructions where a lot of left context information must be kept around. The problem is 
that the original PDP-11 compiler is top-down in implementation, and some of the semantics of 
C reflect this. In a top-down parser, the input rules are restricted somewhat, but one can natur-
ally associate temporary storage with a rule at a very early stage in the recognition of that rule. 
In a bottom-up parser, there is more freedom in the specification of rules, but it is more 
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difficult to know what rule is being matched until the entire rule is seen. The parser described 
by cgram.c makes effective use of the bottom-up parsing mechanism in some places (notably 
the treatment of expressions), but struggles against the restrictions in others. The usual result 
is that it is necessary to run a stack of values " on the side", independent of the Yacc value 
stack, in order to be able to store and access information deep within inner constructions, 
where the relationship of the rules being recognized to the total picture is not yet clear. 

In the case of declarations, the attribute itformation (type, etc.) for a declaration is care-
fully kept immediately to the left of the declarator (that part of the declaration involving the 
name). In this way, when it is time to declare the name, the name and the type information 
can be quickly brought together. The "$0" mechanism of Yacc is used to accomplish this. 
The result is not pretty, but it works. The storage class information changes more slowly, so it 
is kept in an external variable, and stacked if necessary. Some of the grammar could be consid-
erably cleaned up by using some more recent features of Yacc, notably actions within rules and 
the ability to return multiple values for actions. 

A stack is also used to keep track of the current location to be branched to when a break 
or continue statement is processed. 

This use of external stacks dates from the time when Yacc did not permit values to be 
structures. Some, or most, of this use of external stacks could be eliminated by redoing the 
grammar to use the mechanisms now provided. There are some areas, however, particularly 
the processing of structure, union, and enum declarations, function prologs, and switch state-
ment processing, when having all the affected data together in an array speeds later processing; 
in this case, use of external storage seems essential. 

The cgram.y file also contains some small functions used as utility functions in the parser. 
These include routines for saving case values and labels in processing switches, and stacking 
and popping values on the external stack described above. 

Storage Classes 

C has a finite, but fairly extensive, number of storage classes available. One of the com-
piler design decisions was to process the storage class information totally in the first pass; by the 
second pass, this information must have been totally dealt with. This means that all of the 
storage allocation must take place in the first pass, so that references to automatics and parame-
ters can be turned into references to cells lying a certain number of bytes offset from certain 
machine registers. Much of this transformation is machine dependent, and strongly depends on 
the storage class. 

The classes include EXTERN (for externally declared, but not defined variables), 
EXTDEF (for external definitions), and similar distinctions for USTATIC and STATIC, 
UFORTRAN and FORTRAN (for fortran functions) and ULABEL and LABEL. The storage 
classes REGISTER and AUTO are obvious, as are STNAME, UNAME, and ENAME (for 
structure, union, and enumeration tags), and the associated MOS, MOU, and MOE (for the 
members). TYPEDEF is treated as a storage class as well. There are two special storage 
classes: PARAM and SNULL. SNULL is used to distinguish the case where no explicit storage 
class has been given; before an entry is made in the symbol table the true storage class is 
discovered. Similarly, PARAM is used for the temporary entry in the symbol table made 
before the declaration of function parameters is completed. 

The most complexity in the storage class process comes from bit fields. A separate 
storage class is kept for each width bit field; a k bit bit field has storage class k plus FIELD. 
This enables the size to be quickly recovered from the storage class. 
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Symbol Table Maintenance. 

The symbol table routines do far more than simply enter names into the symbol table; 
considerable semantic processing and checking is done as well. For example, if a new declara-
tion comes in, it must be checked to see if there is a previous declaration of the same symbol. 
If there is, there are many cases. The declarations may agree and be compatible (for example, 
an extern declaration can appear twice) in which case the new declaration is ignored. The new 
declaration may add information (such as an explicit array dimension) to an already present 
declaration. The new declaration may be different, but still correct (for example, an extern 
declaration of something may be entered, and then later the definition may be seen). The new 
declaration may be incompatible, but appear in an inner block; in this case, the old declaration 
is carefully hidden away, and the new one comes into force until the block is left. Finally, the 
declarations may be incompatible, and an error message must be produced. 

A number of other factors make for additional complexity. The type declared by the user 
is not always the type entered into the symbol table (for example, if an formal parameter to a 
function is declared to be an array, C requires that this be changed into a pointer before entry 
in the symbol table). Moreover, there are various kinds of illegal types that may be declared 
which are difficult to check for syntactically (for example, a function returning an array). 
Finally, there is a strange feature in C that requires structure tag names and member names for 
structures and unions to be taken from a different logical symbol table than ordinary identifiers. 
Keeping track of which kind of name is involved is a bit of struggle (consider typedef names 
used within structure declarations, for example). 

The symbol table handling routines have been rewritten a number of times to extend 
features, improve performance, and fix bugs. They address the above problems with reasonable 
effectiveness but a singular lack of grace. 

When a name is read in the input, it is hashed, and the routine lookup is called, together 
with a flag which tells which symbol table should be searched (actually, both symbol tables are 
stored in one, and a flag is used to distinguish individual entries). If the name is found, lookup 
returns the index to the entry found; otherwise, it makes a new entry, marks it UNDEF 
(undefined), and returns the index of the new entry. This index is stored in the rval field of a 
NAME node. 

When a declaration is being parsed, this NAME node is made part of a tree with UNARY 
MUL nodes for each', LB nodes for each array descriptor (the right descendant has the dimen-
sion), and UNARY CALL nodes for each function descriptor. This tree is passed to the rou-
tine tymerge, along with the attribute type of the whole declaration; this routine collapses the 
tree to a single node, by calling rvreduce, and then modifies the type to reflect the overall type 
of the declaration. 

Dimension and size information is stored in a table called dinitab. To properly describe a 
type in C, one needs not just the type information but also size information (for structures and 
enums) and dimension information (for arrays). Sizes and offsets are dealt with in the com-
piler by giving the associated indices into dinitab. Twnerge and tvreduce call dstash to put the 
discovered dimensions away into the dinitab array. TvnmrKe returns a pointer to a single node 
that contains the symbol table index in its rva/ field, and the size and dimension indices in fields 
esiz and Mini, respectively. This information is properly considered part of the type in the first 
pass, and is carried around at all times. 

To enter an element into the symbol table, the routine delid is called; it is handed a 
storage class, and a pointer to the node produced by (wnerKe. Delid calls Jkv(tpe, which adjusts 
and checks the given type depending on the storage class, and converts null types appropriately. 
It then calls .lirclass, which does a similar job for the storage class; it is here, for example, that 
register declarations are either allowed or changed to auto. 

The new declaration is now compared against an older one, if present, and several pages 
of validity checks performed. If the definitions are compatible, with possibly some added infor-
mation, the processing is straightforward. If the definitions differ, the block levels of the 

• 

• 

• 



 

8 

 

current and the old declaration are compared: The current block level is kept in blevel, an 
external variable; the old declaration level is kept in the symbol table. Block level 0 is for 
external declarations, I is for arguments to functions, and 2 and above are blocks within a func-
tion. If the current block level is the same as the old declaration, an error results. If the 
current block level is higher, the new declaration overrides the old. This is done by marking 
the old symbol table entry " hidden", and making a new entry, marked " hiding". Lookup will 
skip over hidden entries. When a block is left, the symbol table is searched, and any entries 
defined in that block are destroyed; if they hid other entries, the old entries are "unhidden". 

This nice block structure is warped a bit because labels do not follow the block structure 
rules (one can do a goto into a block, for example); default definitions of functions in inner 
blocks also persist clear out to the outermost scope. This implies that cleaning up the symbol 
table after block exit is more subtle than it might first seem. 

For successful new definitions, delid also initializes a "general purpose" field, offset, in the 
symbol table. It contains the stack offset for automatics and parameters, the register number 
for register variables, the bit offset into the structure for structure members, and the internal 
label number for static variables and labels. The offset field is set by ,/alloc for bit fields, and 
dclstruct for structures and unions. 

The symbol table entry itself thus contains the name, type word, size and dimension 
offsets, offset value, and declaration block level. It also has a field of flags, describing what 
symbol table the name is in, and whether the entry is hidden, or hides another. Finally, a field 
gives the line number of the last use, or of the definition, of the name. This is used mainly for 
diagnostics, but is useful to lint as well. 

In some special cases, there is more than the above amount of information kept for the 
use of the compiler. This is especially true with structures; for use in initialization, structure 
declarations must have access to a list of the members of the structure. This list is also kept in 
dimtab. Because a structure can be mentioned long before the members are known, it is neces-
sary to have another level of indirection in the table. The two words following the csiz entry in 
dimtab are used to hold the alignment of the structure, and the index in dimtab of the list of 
members. This list contains the symbol table indices for the structure members, terminated by 
a -1. 

Tree Building 

The portable compiler transforms expressions into expression trees. As the parser recog-
nizes each rule making up an expression, it calls buildtree which is given an operator number, 
and pointers to the left and right descendants. Buildiree first examines the left and right des-
cendants, and, if they are both constants, and the operator is appropriate, simply does the con-
stant computation at compile time, and returns the result as a constant. Otherwise, buildtree 
allocates a node for the head of the tree, attaches the descendants to it, and ensures that 
conversion operators are generated if needed, and that the type of the new node is consistent 
with the types of the operands. There is also a considerable amount of semantic complexity 
here; many combinations of types afe illegal, and the portable compiler makes a strong effort to 
check the legality of expression types completely. This is done both for lint purposes, and to 
prevent such semantic errors from being passed through to the code generator. 

The heart of buildtree is a large table, accessed by the routine opact. This routine maps 
the types of the left and right operands into a rather smaller set of descriptors, and then 
accesses a table (actually encoded in a switch statement) which for each operator and pair of 
types causes an action to be returned. The actions are logical or's of a number of separate 
actions, which may be carried out by buildtree. These component actions may include checking 
the left side to ensure that it is an (value (can be stored into), applying a type conversion to the 
left or right operand, setting the type of the new node to the type of the left or right operand, 
calling various routines to balance the types of the left and right operands, and suppressing the 
ordinary conversion of arrays and function operands to pointers. An important operation is 
OTHER, which causes some special code to be invoked in buildtree, to handle issues which are 
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unique to a particular operator. Examples of this are structure and union reference (actually 
handled by the routine stren, the building of NAME, ICON, STRING and FCON (floating 
point constant) nodes, unary * and &, structure assignment, and calls. In the case of unary 
and &, buildtree will cancel a * applied to a tree, the top node of which is &, and conversely. 

Another special operation is PUN; this causes the compiler to check for type mismatches, 
such as intermixing pointers and integers. 

The treatment of conversion operators is still a rather strange area of the compiler (and of 
CO. The recent introduction of type casts has only confounded this situation. Most of the 
conversion operators are generated by calls to rymatch and punatch, both of which are given a 
tree, and asked to make the operands agree in type. Punatch treats the case where one of the 
operands is a pointer; rymatch treats all other cases. Where these routines have decided on the 
proper type for an operand, they call makery, which is handed a tree, and a type word, dimen-
sion offset, and size offset. If necessary, it inserts a conversion operation to make the types 
correct. Conversion operations are never inserted on the left side of assignment operators, 
however. There are two conversion operators used; PCONV, if the conversion is to a non-basic 
type (usually a pointer), and SCONV, if the conversion is to a basic type (scalar). 

To allow for maximum flexibility, every node produced by buildtree is given to a machine 
dependent routine, clocal, immediately after it is produced. This is to allow more or less 
immediate rewriting of those nodes which must be adapted for the local machine. The conver-
sion operations are given to clocal as well; on most machines, many of these conversions do 
nothing, and should be thrown away (being careful to retain the type). If this operation is done 
too early, however, later calls to buildtree may get confused about correct type of the subtrees; 
thus clocal is given the conversion ops only after the entire tree is built. This topic will be dealt 
with in more detail later. 

 

Initialization 
Initialization is one of the messier areas in the portable compiler. The only consolation is 

that most of the mess takes place in the machine independent part, where it is may be safely 
ignored by the implementor of the compiler for a particular machine. 

The basic problem is that the semantics of initialization really calls for a co-routine struc-
ture; one collection of programs reading constants from the input stream, while another, 
independent set of programs places these constants into the appropriate spots in memory. The 
dramatic differences in the local assemblers also come to the fore here. The parsing problems 
are dealt with by keeping a rather extensive stack containing the current state of the initializa-
tion; the assembler problems are dealt with by having a fair number of machine dependent rou-
tines. 

The stack contains the symbol table number, type, dimension index, and size index for 
the current identifier being initialized. Another entry has the offset, in bits, of the beginning of 
the current identifier. Another entry keeps track of how many elements have been seen, if the 
current identifier is an array. Still another entry keeps track of the current member of a struc-
ture being initialized. Finally, there isan entry containing flags which keep track of the current 
state of the initialization process (e.g., tell if a ) has been seen for the current identifier.) 

When an initialization begins, the routine beginit is called; it handles the alignment restric-
tions, if any, and calls insik to create the stack entry. This is done by first making an entry on 
the top of the stack for the item being initialized. If the top entry is an array, another entry is 
made on the stack for the first element. If the top entry is a structure, another entry is made 
on the stack for the first member of the structure. This continues until the top element of the 
stack is a scalar. lnsik then returns, and the parser begins collecting initializers. 

When a constant is obtained, the routine doinit is called; it examines the stack, and does 
whatever is necessary to assign the current constant to the scalar on the top of the stack. gots-
cal is then called, which rearranges the stack so that the next scalar to be initialized gets placed 
on top of the stack. This process continues until the end of the initializers; endinit cleans up. If 
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a ( or } is encountered in the string of initializers, it is handled by calling ilbrace or irbrace, 
respectively. 

A central issue is the treatment of the " holes" that arise as a result of alignment restric-
tions or explicit requests for holes in bit fields. There is a global variable, ino,,~; which contains 
the current offset in the initialization (all offsets in the first pass of the compiler are in bits). 
Doinit figures out from the top entry on the stack the expected bit offset of the next identifier; 
it calls the machine dependent routine inforce which, in a machine dependent way, forces the 
assembler to set aside space if need be so that the next scalar seen will go into the appropriate 
bit offset position. The scalar itself is passed to one of the machine dependent routines frncode 
(for floating point initialization), incode (for fields, and other initializations less than an int in 
size), and cinit (for all other initializations). The size is passed to all these routines, and it is up 
to the machine dependent routines to ensure that the initializer occupies exactly the right size. 

Character strings represent a bit of an exception. If a character string is seen as the  ini-
tializer for a pointer, the characters making up the string must be put out under a different 
location counter. When the lexical analyzer sees the quote at the head of a character string, it 
returns the token STRING, but does not do anything with the contents. The parser calls getstr, 
which sets up the appropriate location counters and flags, and calls /xstr to read and process the 
contents of the string. 

If the string is being used to initialize a character array, /xstr calls /~utbyte, which in effect 
simulates doinit for each character read. If the string is used to initialize a character pointer, 
Ixstr calls a machine dependent routine, bycode, which stashes away each character. The pointer 
to this string is then returned, and processed normally by doinit. 

The null at the end of the string is treated as if it were read explicitly by LYstr. 

 

Statements 
The first pass addresses four main areas; declarations, expressions, initialization, and 

statements. The statement processing is relatively simple; most of it is carried out in the parser 
directly. Most of the logic is concerned with allocating label numbers, defining the labels, and 
branching appropriately. An external symbol, reached, is 1 if a statement can be reached, 0 
otherwise; this is used to do a bit of simple flow analysis as the program is being parsed, and 
also to avoid generating the subroutine return sequence if the subroutine cannot "fall through" 
the last statement. 

Conditional branches are handled by generating an expression node, CBRANCH, whose 
left descendant is the conditional expression and the right descendant is an ICON node contain-
ing the internal label number to be branched to. For efficiency, the semantics are that the label 
is gone to if the condition is false. 

The switch statement is compiled by collecting the case entries, and an indication as to 
whether there is a default case; an internal label number is generated for each of these, and 
remembered in a big array. The expression comprising the value to be switched on is compiled 
when the switch keyword is encountered, but the expression tree is headed by a special node, 
FORCE, which tells the code generator to put the expression value into a special distinguished 
register (this same mechanism is used for processing the return statement). When the end of 
the switch block is reached, the array containing the case values is sorted, and checked for 
duplicate entries (an error); if all is correct, the machine dependent routine genswitch is called, 
with this array of labels and values in increasing order. Genswitch can assume that the value to 
be tested is already in the register which is the usual integer return value register. 

Optimization 
There is a machine independent file, o~tim.c, which contains a relatively short optimiza-

tion routine, optim. Actually the word optimization is something of a misnomer; the results are 
not optimum, only improved, and the routine is in fact not optional; it must be called for 
proper operation of the compiler. 
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Optim is called after an expression tree is built, but before the code generator is called. 
The essential part of its job is to call cloca/ on the conversion operators. On most machines, 
the treatment of & is also essential: by this time in the processing, the only node which is a 
legal descendant of & is NAME. (Possible descendants of * have been eliminated by buildtree.) 
The address of a static name is, almost by definition, a constant, and can be represented by an 
ICON node on most machines (provided that the loader has enough power). Unfortunately, 
this is not universally true; on some machine,- such as the IBM 370, the issue of addressability 
rears its ugly head; thus, before turning a NAME node into an ICON node, the machine depen-
dent function andable is called. 

The optimization attempts of optim are currently quite limited. It is primarily concerned 
with improving the behavior of the compiler with operations one of whose arguments is a con-
stant. In the simplest case, the constant is placed on the right if the operation is commutative. 
The compiler also makes a limited search for expressions such as 

(x+a) +b 

where a and b are constants, and attempts to combine a and b at compile time. A number of 
special cases are also examined; additions of 0 and multiplications by 1 are removed, although 
the correct processing of these cases to get the type of the resulting tree correct is decidedly 
nontrivial. In some cases, the addition or multiplication must be replaced by a conversion op to 
keep the types from becoming fouled up. Finally, in cases where a relational operation is being 
done, and one operand is a constant, the operands are permuted, and the operator altered, if 
necessary, to put the constant on the right. Finally, multiplications by a power of 2 are changed 
to shifts. 

There are dozens of similar optimizations that can be, and should be, done. It seems 
likely that this routine will be expanded in the relatively near future. 

Machine Dependent Stuff 

A number of the first pass machine dependent routines have been discussed above. In 
general, the routines are short, and easy to adapt from machine to machine. The two excep-
tions to this general rule are clocal and the function prolog and epilog generation routines, 
&Z-ode and (!%ode. 

Cloca/ has the job of rewriting, if appropriate and desirable, the nodes constructed by 
buildn•ee. There are two major areas where this is important; NAME nodes and conversion 
operations. In the case of NAME nodes, cloca/ must rewrite the NAME node to reflect the 
actual physical location of the name in the machine. In effect, the NAME node must be exam-
ined, the symbol table entry found (through the rval field of the node), and, based on the 
storage class of the node, the tree must be rewritten. Automatic variables and parameters are 
typically rewritten by treating the reference to the variable as a structure reference, off the 
register which holds the stack or *argument pointer; the snrJ'routine is set up to be called in this 
way, and to build the appropriate tree. In the most general case, the tree consists of a unary * 
node, whose descendant is a + node, with the stack or argument register as left operand, and a 
constant offset as right operand. In the case of LABEL and internal static nodes, the rval  field 
is rewritten to be the negative of the internal label number; a negative rval field is taken to be 
an internal label number. Finally, a name of class REGISTER must be converted into a REG 
node, and the real field replaced by the register number. In fact, this part of the c%cal routine 
is nearly machine independent; only for machines with addressability problems (IBM 370 
again!) does it have to be noticeably different, 

The conversion operator treatment is rather tricky. It is necessary to handle the applica-
tion of conversion operators to constants in c/ocal, in order that all constant expressions can 
have their values known at compile time. In extreme cases, this may mean that some simula-
tion of the arithmetic of the target machine might have to be done in a cross-compiler. In the 
most common case, conversions from pointer to pointer do nothing. For some machines, how-
ever, conversion from byte pointer to short or long pointer might require a shift or rotate 
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operation, which would have to be generated here. 

The extension of the portable compiler to machines where the size of a pointer depends 
on its type would be straightforward, but has not yet been done. 

The other major machine dependent issue involves the subroutine prolog and epilog gen-
eration. The hard part here is the design of (he stack frame and calling sequence; this design 
issue is discussed elsewhere.s The routine ,b/eodc~ is called with the number of arguments the 
function is defined with, and an array containing the symbol table indices of the declared 
parameters. B/mode must generate the code to establish the new stack frame, save the return 
address and previous stack pointer value on the stack, and save whatever registers are to be 
used for register variables. The stack size and the number of register variables is not known 
when b/rode is called, so these numbers must be referred to by assembler constants, which are 
defined when they are known (usually in ►he second pass, after all register variables, automat-
ics, and temporaries have been seen). The final job is to find those parameters which may have 
been declared register, and generate the code to initialize the register with the value passed on 
the stack. Once again, for most machines, the general logic of b/i•vdc' remains the same, but the 
contents of the prig{/'calls in it will change from machine to machine. c'/i~~de is rather simpler, 
having just to generate the default return at the end of a function. This may be nontrivial in 
the case of a function returning a structure or union, however. 

There seems to be no really good place to discuss structures and unions, but this is as 
good a place as any. The C language now supports structure assignment, and the passing of 
structures as arguments to functions, and the receiving of structures back from functions. This 
was added rather late to C, and thus to the portable compiler. Consequently, it fits in less well 
than the older features. Moreover, most of the burden of making these features work is placed 
on the machine dependent code. 

There are both conceptual and practical problems. Conceptually, the compiler is struc-
tured around the idea that to compute something, you put it into a register and work on it. 
This notion causes a bit of trouble on some machines (e.g., machines with 3-address opcodes), 
but matches many machines quite well. Unfortunately, this notion breaks down with struc-
tures. The closest that one can come is to keep the addresses of the structures in registers. 
The actual code sequences used to move structures vary from the trivial (a multiple byte move) 
to the horrible (a function call), and are very machine dependent. 

The practical problem is more painful. When a function returning a structure is called, 
this function has to have some place to put the structure value. if it places it on ►he stack, it 
has difficulty popping its stack frame. If it places the value in a static temporary, the routine 
fails to be reentrant. The most logically consistent way of implementing this is for the caller to 
pass in a pointer to a spot where the called Function should put the value before returning. 
This is relatively straightforward, although a bit tedious, to implement, but means that the 
caller must have properly declared the function type, even if the value is never used. On some 
machines, such as the Interdata 8/32, the return value simply overlays the argument region 
(which on the 8/32 is part of the caller's stack frame). The caller takes care of leaving enough 
room if the returned value is larger than the arguments. This also assumes that the caller know 
and declares the function properly. 

The PDP-11 and the VAX have stack hardware which is used in function calls and 
returns; this makes it very inconvenient to use either of the above mechanisms. In these 
machines, a static area within the called functionis allocated, and the function return value is 
copied into it on return; the function returns the address of that region. This is simple to 
implement, but is non-reentrant. However, the function can no~v be called as a subroutine 
without being properly declared, without the disaster which would otherwise ensue. No matter 
what choice is taken, the convention is that the function actually returns the address of the 
return structure value. 

In building expression trees, the portable compiler takes a bit for granted about structures. 
It assumes that functions returning structures actually return a pointer to the structure, and it 
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assumes that a reference to a structure is actually a reference to its address. The structure 
assignment operator is rebuilt so that the left operand is the structure being assigned to, but the 
right operand is the address of the structure being assigned; this makes it easier to deal with 

a = b = C 

and similar constructions. 

 

There are four special tree nodes associated with these operations: STASG (structure 
assignment), STARG (structure argument to a function call), and STCALL and UNARY 
STCALL (calls of a function with nonzero and zero arguments, respectively). These four 
nodes are unique in that the size and alignment information, which can be determined by the 
type for all other objects in C, must be known to carry out these operations; special fields are 
set aside in these nodes to contain this information, and special intermediate code is used to 
transmit this information. 

First Pass Summary 
There are may other issues which have been ignored here, partly to justify the title 

"tour", and partially because they have seemed to cause little trouble. There are some debug-
ging flags which may be turned on, by giving the compiler's first pass the argument 

- X [flags] 

Some of the more interesting flags are -Xd for the defining and freeing of symbols, - Xi for 
initialization comments, and -Xb for various comments about the building of trees. In many 
cases, repeating the flag more than once gives more information; thus, - Xddd gives more 
information than -Xd. In the two pass version of the compiler, the flags should not be set 
when the output is sent to the second pass, since the debugging output and the intermediate 
code both go onto the standard output. 

We turn now to consideration of the second pass. 

Pass Two 
Code generation is far less well understood than parsing or lexical analysis, and for this 

reason the second pass is far harder to discuss in a file by file manner. A great deal of the 
difficulty is in understanding the issues and the strategies employed to meet them. Any particu-
lar function is likely to be reasonably straightforward. 

Thus, this part of the paper will concentrate a good deal on the broader aspects of strategy 
in the code generator, and will not get too intimate with the details. 

Overview. 

 

It is difficult to organize a code generator to be flexible enough to generate code for a 
large number of machines, and still be efficient for any one of them. Flexibility is also impor-
tant when it comes time to tune the code generator to improve the output code quality. On the 
other hand, too much flexibility can lead to semantically incorrect code, and potentially a com-
binatorial explosion in the number of cases to be considered in the compiler. 

. One goal of the code generator is to have a high degree of correctness. It is very desirable 
to have the compiler detect its own inability to generate correct code, rather than to produce 
incorrect code. This goal is achieved by having a simple model of the job to be done (e.g., an 
expression tree) and a simple model of the machine state (e.g., which registers are free). The 
act of generating an instruction performs a transformation on the tree and the machine state; 
hopefully, the tree eventually gets reduced to a single node. If each of these 
instruction/ transformation pairs is correct, and if the machine state model really represents the 
actual machine, and if the transformations reduce the input tree to the desired single node, 
then the output code will be correct. 
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For most real machines, there is no definitive theory of code generation that encompasses 
all the C operators. Thus the selection of which instruction/ transformations to generate, and in 
what order, will have a heuristic flavor. If, for some expression tree, no transformation applies, 
or, more seriously, if the heuristics select a sequence of instruction/  transformations that do not 
in fact reduce the tree, the compiler will report its inability to generate code, and abort. 

A major part of the code generator is concerned with the model and the transformations, 
- most of this is machine independent, or depends only on simple tables. The flexibility 
comes from the heuristics that guide the transformations of the trees, the selection of subgoals, 
and the ordering of the computation. 

The Machine Model 

The machine is assumed to have a number of registers, of at most two different' types: A 
and B. Within each register class, there may be scratch (temporary) registers and dedicated 
registers (e.g., register variables, the stack pointer, etc.). Requests to allocate and free registers 
involve only the temporary registers. 

Each of the registers in the machine is given a name and a number in the mac2defs file; 
the numbers are used as indices into various tables that describe the registers, so they should 
be kept small. One such table is the rstattts table on file local2.c. This table is indexed by regis-
ter number, and contains expressions made up from manifest constants describing the register 
types: SAREG for dedicated AREG's, SAREGISTAREG for scratch AREGS's, and SBREG 
and SBREGISTBREG similarly for BREG's. There are macros that access this information: 
isbreg(r) returns true if register number r is a BREG, and istreg(r) returns true if register 
number r is a temporary AREG or BREG. Another table, rnatnes, contains the register names; 
this is used when putting out assembler code and diagnostics. 

The usage of registers is kept track of by an array called busy. Busylrl is the number of 
uses of register r in the current tree being processed. The allocation and freeing of registers 
will be discussed later as part of the code generation algorithm. 

General Organization 

As mentioned above, the second pass reads lines from the intermediate file, copying 
through to the output unchanged any lines that begin with a `)', and making note of the infor-
mation about stack usage and register allocation contained on lines beginning with `]' and T. 
The expression trees, whose beginning is indicated by a line beginning with `.', are read and 
rebuilt into trees. If the compiler is loaded as one pass, the expression trees are immediately 
available to the code generator. 

The actual code generation is done by a hierarchy of routines. The routine delay is first 
given the tree; it attempts to delay some postfix ++ and -- computations that might reason-
ably be done after the smoke clears. It also attempts to handle comma (,) operators by com-
puting the left side expression first, and then rewriting the tree to eliminate the operator. Delay 
calls cdgen to control the actual code generation process. Codgen takes as arguments a pointer 
to the expression tree, and a second argument that, for socio-historical reasons, is called a 
cookie. The cookie describes a set of goals that would be acceptable for the code generation: 
these are assigned to individual bits, so they may be logically or'ed together to form a large 
number of possible goals. Among the possible goals are FOREFF (compute for side effects 
only; don't worry about the value), INTEMP (compute and store value into a temporary loca-
tion in memory), INAREG (compute into an A register), INTAREG (compute into a scratch 
A register), INBREG and INTBREG similarly, FORCC (compute for condition codes), and 
FORARG (compute it as a function argument; e.g., stack it if appropriate). 

Codgen first canonicaiizes the tree by calling canon. This routine looks for certain 
transformations that might now be applicable to the tree. One, which is very common and very 
powerful, is to fold together an indirection operator (UNARY MUL) and a register (REG); in 
most machines, this combination is addressable directly, and so is similar to a NAME in its 
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behavior. The UNARY MUL and REG are folded together to make another node type called 
OREG. In fact, in many machines it is possible to directly address not just the cell pointed to 
by a register, but also cells differing by a constant offset from the cell pointed to by the register. 
Canon also.looks for such cases, calling the machine dependent routine notoff to decide if the 
offset is acceptable (for example, in the IBM 370 the offset must be between 0 and 4095 bytes). 
Another optimization is to replace bit field operations by shifts and masks if the operation 
involves extracting the field. Finally, a machine dependent routine, sucomp, is called that com-
putes the Sethi-Ullman numbers for the tree (see below). 

After the tree is canonicalized, codgen calls the routine store whose job is to select a sub-
tree of the tree to be computed and (usually) stored before beginning the computation of the 
full tree. Store must return a tree that can be computed without need for any temporary storage 
locations. In effect, the only store operations generated while processing the subtree must be as 
a response to explicit assignment operators in the tree. This division of the job marks one of 
the more significant, and successful, departures from most other compilers. It means that the 
code generator can operate under the assumption that there are enough registers to do its job, 
without worrying about temporary storage. If a store into a temporary appears in the output, it 
is always as a direct result of logic in the store routine; this makes debugging easier. 

One consequence of this organization is that code is not generated by a treewalk. There 
are theoretical results that support this decision.? It may be desirable to compute several sub-
trees and store them before tackling the whole tree; if a subtree is to be stored, this is known 
before the code generation for the subtree is begun, and the subtree is computed when all 
scratch registers are available. 

The store routine decides what subtrees, if any, should be stored by making use of 
numbers, called Sethi-U//man numbers, that give, for each subtree of an expression tree, the 
minimum number of scratch registers required to compile the subtree, without any stores into 
temporaries.$ These numbers are computed by the machine-dependent routine sucomp, called 
by canon. The basic notion is that, knowing the Sethi-Ullman numbers for the descendants of a 
node, and knowing the operator of the node and some information about the machine, the 
Sethi-Ullman number of the node itself can be computed. If the Sethi-Ullman number for a 
tree exceeds the number of scratch registers available, some subtree must be stored. Unfor-
tunately, the theory behind the Sethi-Ullman numbers applies only to uselessly simple 
machines and operators. For the rich set of C operators, and for machines with asymmetric 
registers, register pairs, different kinds of registers, and exceptional forms of addressing, the 
theory cannot be applied directly. The basic idea of estimation is a good one, however, and 
well worth applying; the application, especially when the compiler comes to be tuned for high 
code quality, goes beyond the park of theory into the swamp of heuristics. This topic will be 
taken up again later, when more of the compiler structure has been described. 

After examining the Sethi-Ullman numbers, store selects a subtree, if any, to be stored, 
and returns the subtree and the associated cookie in the external variables stotree and stocook. 
If a subtree has been selected, or if the whole tree is ready to be processed, the routine order is 
called, with a tree and cookie. Order generates code for trees that do not require temporary 
locations. Order may make recursive calls on itself, and, in some cases, on codgen; for exam-
ple, when processing the operators &&, II, and comma (`,'), that have a left to right evaluation, 
it is incorrect for store examine the right operand for subtrees to be stored. In these cases, 
order will call codgen recursively when it is permissible to work on the right operand. A similar 
issue arises with the ? : operator. 

The order routine works by matching the current tree with a set of code templates. If a 
template is discovered that will match the current tree and cookie, the associated assembly 
language statement or statements are generated. The tree is then rewritten, as specified by the 
template, to represent the effect of the output instruction(s). If no template match is found, 
first an attempt is made to find a match with a different cookie; for example, in order to com-
pute an expression with cookie INTEMP (store into a temporary storage location), it is usually 
necessary to compute the expression into a scratch register first. If all attempts to match the 
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tree fail, the heuristic part of the algorithm becomes dominant. Control is typically given to 
one of a number of machine-dependent routines that may in turn recursively call order to 
achieve a subgoal of the computation (for example, one of the arguments may be computed 
into a temporary register). After this subgoal has been achieved, the process begins again with 
the modified tree. If the machine-dependent heuristics are unable to reduce the tree further, a 
number of default rewriting rules may be considered appropriate. For example, if the left 
operand of a + is a scratch register, the + can be replaced by a + = operator; the tree may 
then match atemplate. - 

To close this introduction, we will discuss the steps in compiling code for the expression 

a += b 

where a and bare static variables. 

To begin with, the whole expression tree is examined with cookie FOREFF, and no match 
is found. Search with other cookies is equally fruitless, so an attempt at rewriting is made. 
Suppose we are dealing with the Interdata 8/32 for the moment. It is recognized that the left 
hand and right hand sides of the += operator are addressable, and in particular the left hand 
side has no side effects, so it is permissible to rewrite this as 

a= a+ b 

and this is done. No match is found on this tree either, so a machine dependent rewrite is 
done; it is recognized that the left hand side of the assignment is addressable, but the right 
hand side is not in a register, so order is called recursively, being asked to put the right hand 
side of the assignment into a register. This invocation of order searches the tree for a match, 
and fails. The machine dependent rule for + notices that the right hand operand is address-
able; it decides to put the left operand into a scratch register. Another recursive call to order is 
made, with the tree consisting solely of the leaf a, and the cookie asking that the value be 
placed into a scratch register. This now matches a template, and a load instruction is emitted. 
The node consisting of a is rewritten in place to represent the register into which a is loaded, 
and this third call to orde►• returns. The second call to o~•der now finds that it has the tree 

reg + b 

to consider. Once again, there is no match, but the default rewriting rule rewrites the + as a 
+= operator, since the left operand is a scratch register. When this is done, there is a match: 
in fact, 

reg + = b 

simply describes the effect of the add instruction on a typical machine. After the add is emit-
ted, the tree is rewritten to consist merely of the register node, since the result of the add is 
now in the register. This agrees with the cookie passed to the second invocation of order, so 
this invocation terminates, returning to the.first level. The original tree has now become 

 

a = reg 

which matches a template for the store instruction. The store is output, and the tree rewritten 
to become just a single register node. At this point, since the top level call to order was 
interested only in side effects, the call to order returns, and the code generation is completed; 
we have generated a load, add, and store, as might have been expected. 

The effect of machine architecture on this is considerable. For example, on the 
Honeywell 6000, the machine dependent heuristics recognize that there is an "add to storage" 
instruction, so the strategy is quite different; b is loaded in to a register, and then an add to 
storage instruction generated to add this register in to a. The transformations, involving as 
they do the semantics of C, are largely machine independent. The decisions as to when to use 
them, however, are almost totally machine dependent. 

Having given a broad outline of the code generation process, we shall next consider the 
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heart of it: the templates. This leads naturally into discussions of template matching and regis-
ter allocation, and finally a discussion of the machine dependent interfaces and strategies. 

The Templates 

The templates describe the effect of the target machine instructions on the model of com-
putation around which the compiler is organized. In effect, each template has five logical sec-
tions, and represents an assertion of the form: 

If we have a subtree of a given shape (1), and we have a goal (cookie) or goals to achieve 
(2), and we have sufficient free resources (3), then we may emit an instruction or 
instructions (4), and rewrite the subtree in a particular manner (5), and the rewritten tree 
will achieve the desired goals. 

These five sections will be discussed in more detail later. First, we give an example of a 
template: 

ASG PLUS, INAREG, 
SAREG, TINT, 
SNAME, TINT, 

0, RLEFT, 
add AL,AR \n", 

The top line specifies the operator (+_) and the cookie (compute the value of the subtree into 
an AREG). The second and third lines specify the left and right descendants, respectively, of 
the += operator. The left descendant must be a REG node, representing an A register, and 
have integer type, while the right side must be a NAME node, and also have integer type. The 
fourth line contains the resource requirements (no scratch registers or temporaries needed), 
and the rewriting rule (replace the subtree by the left descendant). Finally, the quoted string 
on the last line represents the output to the assembler: lower case letters, tabs, spaces, etc. are 
copied verbatim. to the output; upper case letters trigger various macro-like expansions. Thus, 
AL would expand into the Address form of the Left operand - presumably the register 
number. Similarly; AR would expand into the name of the right operand. The add instruction 
of the last section might well be emitted by this template. 

In principle, it would be possible to make separate templates for all legal combinations of 
operators, cookies, types, and shapes. In practice, the number of combinations is very large. 
Thus, a considerable amount of mechanism is present to permit a large number of subtrees to 
be matched by a single template. Most of the shape and type specifiers are individual bits, and 
can be logically or'ed together. There are a number of special descriptors for matching classes 
of operators. The cookies can also be combined. As an example of the kind of template that 
really arises in~ practice, the actual template for the interdata 8/32 that subsumes the above 
example is: 

 

ASG OPSIMP, INAREGIFORCC, 
SAREG, TINTITUNSIGNEDITPOINT, 
SAREGISNAivIEISOREGISCON, TINTITUNSIGNEDITPOINT, 

0, RLEFTIRESCC, 
OI AL,AR\n", 

 

Here, OPSIMP represents the operators +, -, I, &, and ". The OI macro in the output string 
expands into the appropriate Integer Opcode for the operator. The left and right sides can be 
integers, unsigned, or pointer types. The right side can be, in addition to a name, a register, a 
memory location whose address is given by a register and displacement (OREG), or a constant. 
Finally, these instructions set the condition codes, and so can be used in condition contexts: the 
cookie and rewriting rules reflect this. 
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The Template Matching Algorithm. 

The heart of the second pass is the template matching algorithm, in the routine match. 
Match is called with a tree and a cookie; it attempts to match the given tree against some tem-
plate that will transform it according to one of the goals given in the cookie. If a match is suc-
cessful, the transformation is applied; expand is called to generate the assembly code, and then 
reclaim rewrites the tree, and reclaims the resources, such as registers, that might have become 
free as a result of the generated code. 

This part of the compiler is among the most time critical. There is a spectrum of imple-
mentation techniques available for doing this matching. The most naive algorithm simply looks 
at the templates one by one. This can be considerably improved upon by restricting the search 
for an acceptable template. It would be possible to do better than this if the templates were 
given to a separate program that ate them and generated a template matching subroutine. This 
would make maintenance of the compiler much more complicated, however, so this has not 
been done. 

The matching algorithm is actually carried out by restricting the range in the table that 
must be searched for each opcode. This introduces a number of complications, however, and 
needs a bit of sympathetic help by the person constructing the compiler in order to obtain best 
results. The exact tuning of this algorithm continues; it is best to consult the code and com-
ments in match for the latest version. 

In order to match a template to a tree, it is necessary to match not only the cookie and 
the op of the root, but also the types and shapes of the left and right descendants (if any) of 
the tree. A convention is established here that is carried out throughout the second pass of the 
compiler. If a node represents a unary operator, the single descendant is always the "left" des-
cendant. If a node represents a unary operator or a leaf node (no descendants) the "right" 
descendant is taken by convention to be the node itself. This enables templates to easily match 
leaves and conversion operators, for example, without any additional mechanism in the match-
ing program. 

The type matching is straightforward; it is possible to specify any combination of basic 
types, general pointers, and pointers to one or more of the basic types. The shape matching is 
somewhat more complicated, but still pretty simple. Templates have a collection of possible 
operand shapes on which the opcode might match. In the simplest case, an add operation 
might be able to add to either a register variable or a scratch register, and might be able (with 
appropriate help from the assembler) to add an integer constant (ICON), a static memory cell 
(NAME), or a stack location (OREG). 

It is usually attractive to specify a number of such shapes, and distinguish between them 
when the assembler output is produced. It is possible to describe the union of many elemen-
tary shapes such as ICON, NAME, GREG, AREG or BREG (both scratch and register forms), 
etc. To handle at least the simple forms of indirection, one can also match some more compli-
cated forms of trees; STARNM and STARREG can match more complicated trees headed by 
an indirection operator, and SFLD can match certain trees headed by a FLD operator: these 
patterns call machine dependent routines that match the patterns of interest on a given 
machine. The shape SWADD may be used to recognize NAME or OREG nodes that lie on 
word boundaries: this may be of some importance on word-addressed machines. Finally, 
there are some special shapes: these may not be used in conjunction with the other shapes, but 
may be defined and extended in machine dependent ways. The special shapes SZERO, SONS, 
and SMONE are predefined and match constants 0, 1, and - l, respectively, others are easy to 
add and match by using the machine dependent routine special. 

When a template has been found that matches the root of the tree, the cookie, and the 
shapes and types of the descendants, there is still one bar to a total match: the template may 
call for some resources (for example, a scratch register). The routine allo is called, and it 
attempts to allocate the resources. If it cannot, the match fails; no resources are allocated. If 
successful, the allocated resources are given numbers 1, 2, etc. for later reference when the 
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assembly code is generated. The routines expand and reclaim are then called. The match rou-
tine then returns a special value, MDONE. If no match was found, the value MNOPE is 
returned; this is a signal to the caller to try more cookie values, or attempt a rewriting rule. 
Match is also used to select rewriting rules, although the way of doing this is pretty straightfor-
ward. A special cookie, FORREW, is used to ask match to search for a rewriting rule. The 
rewriting rules are keyed to various opcodes; most are carried out in order. Since the question 
of when to rewrite is one of the key issues in code generation, it will be taken up again later. 

Register Allocation. 

 

The register allocation routines, and the allocation strategy, play a central role in the 
correctness of the code generation algorithm. If there are bugs in the Sethi-Ullman computa-
tion that cause the number of needed registers to be underestimated, the compiler may run out 
of scratch registers; it is essential that the allocator keep track of those registers that are free 
and busy, in order to detect such conditions. 

Allocation of registers takes place as the result of a template match; the routine allo is 
called with a word describing the number of A registers, B registers, and temporary locations 
needed. The allocation of temporary locations on the stack is relatively straightforward, and 
will not be further .covered; the bookkeeping is a bit tricky, but conceptually trivial, and 
requests for temporary space on the stack will never fail. 

Register allocation is less straightforward. The two major complications are pairing and 
sharing. In many machines, some operations (such as multiplication and division), and/or 
some types (such as longs or double precision) require even/odd pairs of registers. Operations 
of the first type are exceptionally difficult to deal with in the compiler; in fact, their theoretical 
properties are rather bad as well.9 The second issue is dealt with rather more successfully; a 
machine dependent function called szty(d is called that returns 1 or 2, depending on the 
number of A registers required to hold an object of type t. If szty returns 2, an even/odd pair 
of A registers is allocated for each request. 

The other issue, sharing, is more subtle, but important for good code quality. When 
registers are allocated, it is possible to reuse registers that hold address information, and use 
them to contain the values computed or accessed. For example, on the IBM 360, if register 2 
has'a pointer to an integer in it, we may load the integer into register 2 itself by saying: 

L 2,0(2) 

If register 2 had a byte pointer, however, the sequence for loading a character involves clearing 
the target register first, and then inserting the desired character: 

SR 3,3 
1C 3,0(2) 

 

In the first case, if register 3 were used as the target, it would lead to a larger number of regis-
ters used for the expression than were required; the compiler would generate inefficient code. 
On the other hand, if register 2 were used as the target in the second case, the code would sim-
ply be wrong. In the first case, register 2 can be shared while in the second, it cannot. 

In the specification of the register needs in the templates, it is possible to indicate whether 
required scratch registers may be shared with possible registers on the left or the right of the 
input tree. In order that a register be shared, it must be scratch, and it must be used only 
once, on the appropriate side of the tree being compiled. 

The allo routine thus has a bit more to do than meets the eye; it calls fteereg to obtain a 
free register for each A and B register request. Freereg makes multiple calls on the routine 
usable to decide if a given register can be used to satisfy a given need. Usable calls shareit if the 
register is busy, but might be shared. Finally, shareit calls ushare to decide if the desired regis-
ter is actually in the appropriate subtree, and can be shared. 

Just to add additional complexity, on some machines (such as the IBM 370) it is possible 
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to have " double indexing" forms of addressing; these are represented by OREGS's with the 
base and index registers encoded into the register field. While the register allocation and deal-
location per se is not made more difficult by this phenomenon, the code itself is somewhat more 
complex. 

Having allocated the registers and expanded the assembly language, it is time to reclaim 
the resources; the routine reclaim does this. Many operations produce more than one result. 
For example, many arithmetic operations may produce a value in a register, and also set the 
condition codes. Assignment operations may leave results both in a register and in memory. 
Rec/ainr is passed three parameters; the tree and cookie that were matched, and the rewriting 
field of the template. The rewriting field allows the specification of possible results; the tree is 
rewritten to reflect the results of the operation. If the tree was computed for side effects only 
(FOREFF), the tree is freed, and all resources in it reclaimed. If the tree was computed for 
condition codes, the resources are also freed, and the tree replaced by a special node type, 
FORCC. Otherwise, the value may be found in the left argument of the root, the right argu-
ment of the root, or one of the temporary resources allocated. In these cases, first the 
resources of the tree, and the newly allocated resources, are freed; then the resources needed 
by the result are made busy again. The final result must always match the shape of the input 
cookie; otherwise, the compiler error " cannot reclaim" is generated. There are some machine 
dependent ways of preferring results in registers or memory when there are multiple results 
matching multiple goals in the cookie. 

 

The Machine Dependent Interface 
The files order. c, Iota/2.c, and tab/e.c, as well as the header file nrac~dejs, represent the 

machine dependent portion of the second pass. The machine dependent portion can be roughly 
divided into two: the easy portion and the hard portion. The easy portion tells the compiler the 
names of the registers, and arranges that the compiler generate the proper assembler formats, 
opcode names, location counters; etc. The hard portion involves the Sethi - Ullman computa-
tion, the rewriting rules, and, to some extent, the templates. It is hard because there are no 
real algorithms that apply; most of this portion is based on heuristics. This section discusses 
the easy portion; the next several sections will discuss the hard portion. 

If the compiler is adapted from a compiler for a machine of similar architecture, the easy 
part is indeed easy. In macldejs, the register numbers are defined, as well as various parame-
ters for the stack frame, and various macros that describe the machine architecture. If double 
indexing is to be permitted, for example, the symbol R2REGS is defined. Also, a number of 
macros that are involved in function call processing, especially for unusual function call 
mechanisms, are defined here. 

In /oca/Z.c; a large number of simple functions are defined. These do things such as write 
out opcodes, register names, and address forms for the assembler. Part of the function call 
code is defined here; that is nontrivial to design, but typically rather straightforward to imple-
ment. Among the easy routines in orders are routines for generating a created label, defining a 
label, and generating the arguments of a function call. 

These routines tend to have a local effect, and depend on a fairly straightforward way on 
the target assembler and the design decisions already made about the compiler. Thus they will 
not be further treated here. 

 

The Rewriting Rules 

When a tree fails to match any template, it becomes a candidate for rewriting. Before the 
tree is rewritten, the machine dependent routine ,rextcook is called with the tree and the cookie; 
it suggests another cookie that might be a better candidate for the matching of the tree. If all 
else fails, the templates are searched with the cookie FORREW, to look for a rewriting rule. 
The rewriting rules are of two kinds; for most of the common operators, there are machine 
dependent rewriting rules that may be applied; these are handled by machine dependent func-
tions that are called and given the tree to be computed. These routines may recursively call 
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order or codger to cause certain subgoals to be achieved; if they actually call for some alteration 
of the tree, they return 1, and the code generation algorithm recanonicalizes and tries again. If 
these routines choose not to deal with the tree, the default rewriting rules are applied. 

The assignment ops, when rewritten, call the routine setosg. This is assumed to rewrite 
the tree at least to the point where there are no' side effects in the left hand side. If there is 
still no template match, a default rewriting is,done that causes an expression such as 

a + =b 

to be rewritten as 

a = a + b 

This is a useful default for certain mixtures of strange types (for example, when a is a bit field 
and ban character) that otherwise might need separate table entries. 

Simple assignment, structure assignment, and all forms of calls are handled completely by 
the machine dependent routines. For historical reasons, the routines generating the calls return 
1 on failure, 0 on success, unlike the other routines. 

The machine dependent routine setbin handles binary operators; it too must do most of 
the job. In particular, when it returns 0, it must do so with the left hand side in a temporary 
register. The default rewriting rule in this case is to convert the binary operator into the associ-
ated assignment operator; since the left hand side is assumed to be a temporary register, this 
preserves the semantics and often allows a considerable saving in the template table. 

The increment and decrement operators may be dealt with with the machine dependent 
routine setincr. If this routine chooses not to deal with the tree, the rewriting rule replaces 

X ++ 

by 

( (x += 1) - 1) 

which preserves the semantics. Once again, this is not too attractive for the most common 
cases, but can generate close to optimal code when the type of x is unusual. 

Finally, the indirection (UNARY MUL) operator is also handled in a special way. The 
machine dependent routine o.& ar is extremely important for the efficient generation of code. 
Of)star is called with a tree that is the direct descendant of a UNARY MUL node; its job is to 
transform this tree so that the combination of UNARY MUL with the transformed tree 
becomes addressable. On most machines, affstar can simply compute the tree into an A or B 
register, depending on the architecture, and then canon will make the resulting tree into an 
OREG. On many machines, ogitar can profitably choose to do less work than computing its 
entire argument into a register. For example, if the target machine supports OREGS with a 
constant offset. from a register, and o„f)'stor is called with a tree of the form 

   

• 

expr, coast 

 

where coast is a constant, then oNtar need only compute expr into the appropriate form of 
register. On machines that support double indexing, o.,f)star may have even more choice as to 
how to proceed. The proper tuning of o.&ar, which is not typically too difficult, should be one 
of the first tries at optimization attempted by the compiler writer. 

The Sethi-Ullman Computation 

The heart of the -heuristics is the computation of the Sethi-Ullman numbers. This compu-
tation is closely linked with- the rewriting rules and the templates. As mentioned before, the 
Sethi-Ullman numbers are expected to estimate the number of scratch registers needed to com-
pute the subtrees without using any stores. However, the original theory does not apply to real 
machines. For .one thing, the theory assumes that all registers are interchangeable. Real 
machines have general purpose, floating point, and index registers, register pairs, etc. The 
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theory also does not account for side effects; this rules out various forms of pathology that arise 
from assignment and assignment ops. Condition codes are also undreamed of. Finally, the 
influence of types, conversions, and the various addressability restrictions and extensions of 
real machines are also ignored. 

Nevertheless, for a "useless" theory, the basic insight of Sethi and Ullman is amazingly 
useful in a real compiler. The notion that one should attempt to estimate the resource needs of 
trees before starting the code generation provides a natural means of splitting the code genera-
tion problem, and provides a bit of redundancy and self checking in the compiler. Moreover, if 
writing the Sethi-Ullman routines is hard, describing, writing, and debugging the alternative 
(routines that attempt to free up registers by stores into temporaries " on the fly") is even 
worse. Nevertheless, it should be clearly understood that these routines exist in a realm where 
there is no "right" way to write them; it is an art, the realm of heuristics, and, consequently, a 
major source of bugs in the compiler. Often, the early, crude versions of these routines give 
little trouble; only after the compiler is actually working and the code quality is being improved 
do serious problem have to be faced. Having a simple, regular machine architecture is worth 
quite a lot at this time. 

The major problems arise from asymmetries in the registers: register pairs, having 
different kinds of registers, and the related problem of needing more than one register (fre-
quently a pair) to store certain data types (such as longs or doubles). There appears to be no 
general way of treating this problem; solutions have to be fudged for each machine where the 
problem arises. On the Honeywell 66, for example, there are only two general purpose regis-
ters, so a need for a pair is the same as the need for two registers. On the IBM 370, the regis-
ter pair (0,1) is used to do multiplications and divisions; registers 0 and 1 are not generally con-
sidered part of the scratch registers, and so do not require allocation explicitly. On the Inter-
data 8/32, after much consideration, the decision was made not to try to deal with the register 
pair issue; operations such as multiplication and division that required pairs were simply 
assumed to take all of the scratch registers. Several weeks of effort had failed to produce an 
algorithm that seemed to have much chance of running successfully without inordinate debug-
ging effort. The difficulty of this issue should not be minimized; it represents one of the main 
intellectual efforts in porting the compiler. Nevertheless, this problem has been fudged with a 
degree of success on nearly a dozen machines, so the compiler writer should not abandon hope. 

The Sethi-Ullman computations interact with the rest of the compiler in a number of 
rather subtle ways. As already discussed, the stare routine uses the Sethi-Ullman numbers to 
decide which subtrees are too difficult to compute in registers, and must be stored. There are 
also subtle interactions between the rewriting routines and the Sethi-Ullman numbers. Suppose 
we have a tree such as 

A - B 

where A and B are expressions; suppose further that B takes two registers, and A one. It is 
possible to compute the full expression in two registers by first computing B, and then, using 
the scratch register used by B, but not containing the answer, compute A. The subtraction can 
then be done, computing the expression. (Note that this assumes a number of things, not the 
least of which are register-to-register subtraction operators and symmetric registers.) if the 
machine dependent routine setbin, however, is not prepared to recognize this case and compute 
the more difficult side of the expression first, the Sethi-Ullman number must be set to three. 
Thus, the Sethi-Ullman number for a tree should represent the code that the machine depen-
dent routines are actually willing to generate. 

The interaction can go the other way. If we take an expression such as 

*(p+O 

 

where p is a pointer and i an integer, this can probably be done in one register on most 
machines. Thus, its Sethi-Ullman number would probably be set to one. If double indexing is 
possible in the machine, a possible way of computing the expression is to load both p and i into 
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registers, and then use double indexing. This would use two scratch registers; in such a case, it 
is possible That the scratch registers might be unobtainable, or might make some other part of 
'the computation rurt out of registers. The usual solution is to cause o.&ar to ignore  opportuni-
ties for-double indexing that would tie up more scratch registers than the Sethi-Ullman number 
had reserved. 

 

In summary, the Sethi-Ullman computation represents much of the craftsmanship and 
artistry in any application of the portable compiler. It is also a frequent source of bugs. Algo-

 

. runms are avaname tnat win  prouuce neany opumar coue ror speciauzeu macmnes, out  umor-
tunately most existing machines are far removed from these ideals. The best way of proceeding 
in practice is to start with a compiler for a similar machine to the target, and proceed very care-

  

fully. 

Register Allocation 

After the Sethi-Ullman numbers are computed, order calls a routine, ra//o, that does regis-
ter allocation, if appropriate. This routine does relatively little, in general; this is especially true 
if the target machine is fairly regular. There are a few cases where it is assumed that the result 
of a computation takes place in a particular register; switch and function return are the two 
major places. The expression tree has a field, rall, that may be filled with a register number; 
this is taken to be a preferred register, and the first temporary register allocated by a template 
match will be this preferred one, if it is free. If not, no particular action is taken; this is just a 
heuristic. If no register preference is present, the field contains NOPREF. In some cases, the 
result must be placed in a given register, no matter what. The register number is placed in rail, 
and the mask MUSTDO is logically Wed in with it. In this case, if the subtree is requested in 
a register, and comes back in a register other than the demanded one, it is moved by calling the 
routine r•nrove. If the target register for this move is busy, it is a compiler error. 

Note that this mechanism is the only one that will ever cause aregister- to-register move 
between scratch registers (unless such a move is buried in the depths of some template). This 
simplifies debugging. In some cases, there is a rather strange interaction between the register 
allocation and the Sethi-Ullman number; if there is an operator or situation requiring a particu-
lar register, the allocator and the Sethi-Ullman computation must conspire to ensure that the 
target register is not being used by some intermediate result of some far-removed computation. 
This is most easily done by making the special operation take all of the free registers, prevent-
ing any other partially-computed results from cluttering up the works. 

Compiler Bugs - 

The portable compiler has an excellent record of generating correct code. The require-
ment for reasonable cooperation between the register allocation, Sethi-Ullman computation, 
rewriting rules, and templates builds quite a bit of redundancy into the compiling process. The 
effect of this is that, in a surprisingly short time, the compiler will start generating correct code 
for those programs that it can compile. The hard part of the job then becomes finding and 
eliminating those situations where the compiler refuses to compile a program because it knows 
it cannot do it right. For example, a template may simply be missing; this may either give a 
compiler error of the form "no match for op ..." , or cause the compiler to go into an infinite 
loop applying various rewriting rules. The compiler has a variable, rrr•ec•rrr, that is set to 0 at the 
beginning of an expressions, and incremented at key spots in the compilation process; if this 
parameter gets too large, the compiler decides that it is in a loop, and aborts. Loops are also 
characteristic of botches in the machine-dependent rewriting rules. Bad Sethi-Ullman computa-
tions usually cause the scratch registers to run out; this often means that the Sethi-Ullman 
number was underestimated, so sore did not store something it should have; alternatively, it 
can mean that the rewriting rules were not smart enough to find the sequence that srrconrp 

assumed would be used. 

The best approach when a compiler error is detected involves several stages. First, try to 
get a small example program that steps on the bug. Second, turn on various debugging flags in 
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the code generator, and follow the tree through the process of being matched and rewritten. 
Some flags of interest are - e, which prints the expression tree, -r , which gives information 
about the allocation of registers, - a, which gives information about the performance of ral/o, 
and -o , which gives information about the behavior of order. This technique should allow 
most bugs to be found relatively quickly. 

Unfortunately, finding the bug is usually not enough; it must also be fixed! The difficulty 
arises because a fix to the particular bug of interest tends to break other code that already 
works. Regression tests, tests that compare the performance of a new compiler against the per-
formance of an older one, are very valuable in preventing major catastrophes. 

Summary and Conclusion 

The portable compiler has been a useful tool for providing C capability on a large number 
of diverse machines, and for testing a number of theoretical constructs in a practical setting. It 
has many blemishes, both in style and functionality. It has been applied to many more 
machines than first anticipated, of a much wider range than originally dreamed of. Its use has 
also spread much faster than expected, leaving parts of the compiler still somewhat raw in 
shape. 

On the theoretical side, there is some hope that the skeleton of the sucomp routine could 
be generated for many machines directly from the templates; this would give a considerable 
boost to the portability and correctness of the compiler, but might affect tunability and code 
quality. There is also room for more optimization, both within optini and in the form of a port-
able "peephole" optimizer. 

On the practical, development side, the compiler could probably be sped up and made 
smaller without doing too much violence to its basic structure. Parts of the compiler deserve to 
be rewritten; the initialization code, register allocation, and parser are prime candidates. It 
might be that doing some or all of the parsing with a recursive descent parser might save 
enough space and time to be worthwhile; it would certainly ease the problem of moving the 
compiler to an environment where Yac•c is not already present. 

Finally, I would like .to thank the many people who have sympathetically, and even 
enthusiastically, helped me grapple with what has been a frustrating program to write, test, and 
install. D. M. Ritchie and E. N. Pinson provided needed early encouragement and philosophi-
cal guidance; M. E. Lesk, R. Muha, T. G. Peterson, G. Riddle, L. Rosler, R. W. Mitze, B. R. 
Rowland, S. I. Feldman, and T. B. London have all contributed ideas, gripes, and all, at one 
time or another, climbed " into the pits" with me to help debug. Without their help this effort 
would have not been possible; with it, it was often kind of fun. 
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ABSTRACT 

 

 

This paper describes the history of the design of the password security 
scheme on a remotely accessed time-sharing system. The present design was 
the result of countering observed attempts to penetrate the system. The result 
is a compromise between extreme security and ease of use. . 
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INTRODUCTION 

Password security on the uNlxt time-sharing system [1] is provided by a collection of pro-
grams whose elaborate and strange design is the outgrowth of many years of experience with 
earlier versions. To help develop a secure system, we have had a continuing competition to 
devise new ways to attack the security of the system (the bad guy) and, at the same time, to 
devise new techniques to resist the new attacks (the good guy). This competition has been in 
the same vein as the competition of long standing between manufacturers of armor plate and 
those of armor-piercing shells. For this reason, the description that follows will trace the his-
tory of the password system rather than simply presenting the program in its current state. 'In 
this way, the reasons for the design will be made clearer, as the design cannot be understood 
without also understanding the potential attacks. 

An underlying goal has been to provide password security at minimal inconvenience to 
the users of the system. For example, those who want to run a completely open system 
without passwords, or to have passwords only at the option of the individual users, are able to 
do so, while those who require all of their users to have passwords gain a high degree of secu-
rity against penetration of the system by unauthorized users. 

The password system must be able not only to prevent any access to the system by unau-
thorized users (i.e. prevent them from logging in at all), but it must also prevent users who are 
already logged in from doing things that they are not authorized to do. The so called " super-
user" password, for example, is especially critical because the super-user has all sorts of per-
missions and has essentially unlimited access to all system resources. 

Password security is of course only one component of overall system security, but it is an 
essential component. Experience has shown that attempts to penetrate remote-access systems 
have been astonishingly sophisticated. 

Remote-access systems are peculiarly vulnerable to penetration by outsiders as there are 
threats at the remote terminal, along the communications link, as well as at the computer itself. 
Although the security of a password encryption algorithm is an interesting intellectual and 
mathematical problem, it is only one tiny facet of a very large problem.. In practice, physical 
security of the computer, communications security of the communications link, and physical 
control of the computer itself loom as far more important issues. Perhaps most important of all 
is control over the actions of ex-employees, since they are not under any direct control and 
they may have intimate knowledge about the system, its resources, and methods of access. 
Good system security involves realistic evaluation of the risks not only of deliberate attacks but 
also of casual unauthorized access and accidental disclosure. 

tUNIX is a Trademark of Bell Laboratories. 
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PROLOGUE 
The UNIX system was first implemented with a password file that contained the actual 

passwords of all the users, and for that reason the password file had to be heavily protected 
against being either read or written. Although historically, this had been the technique used for 
remote-access systems, it was completely unsatisfactory for several reasons. 

The technique is excessively vulnerable to lapses in security. Temporary loss of protec-
tion can occur when the password file is being edited or otherwise modified. There is no way to 
prevent the making of copies by privileged users. Experience with several earlier remote-access 
systems showed that such lapses occur with frightening frequency. Perhaps the most memor-
able such occasion occurred in the early 60's when a system administrator on the CTSS system 
at MIT was editing the password file and another system administrator was editing the daily 
message that is printed on everyone's terminal on login. Due to a software design error, the 
temporary editor files of the two users were interchanged and thus, for a time, the password file 
was printed on every terminal when it was logged in. 

Once such a lapse in security has been discovered, everyone's password must be changed, 
usually simultaneously, at a considerable administrative cost. This is not a great matter, but far 
more serious is the high probability of such lapses going unnoticed by the system administra-
tors. 

Security against unauthorized disclosure of the passwords was, in the last analysis, impos-
sible with this system because, for example, if the contents of the file system are put on to 
magnetic tape for backup, as they must be, then anyone who has physical access to the tape can 
read anything on it with no restriction. 

Many programs must get information of various kinds about the users of the system, and 
these programs in general should have no special permission to. read the password file. The 
information which should have been in the password file actually was distributed (or replicated) 
into a number of files, all of which had to be updated whenever a user was added to or dropped 
from the system. 

 

THE FIRST SCHEME 

The obvious solution is to arrange that the passwords not appear in the system at all, and 
it is not difficult to decide that this can be done by encrypting each user's password, putting 
only the encrypted form in the password file, and throwing away his original password (the one 
that he typed in). When the user later tries to log in to the system, the password that he types 
is encrypted and compared with the encrypted version in the password file. If the two match, 
his login attempt is accepted. Such a scheme was first described in (3, p.91ff.]. It also seemed 
advisable to devise a system in which neither the password file nor the password program itself 
needed to be protected against being read by anyone. 

All that was needed to implement these ideas was to find a means of encryption that was 
very difficult to invert, even when the encryption program is available. Most of the standard 
encryption methods used ( in the past) for encryption of messages are rather easy to invert. A 
convenient and rather good encryption program happened to exist on the system at the time; it 
simulated the M-209 cipher machine [4] used by the U.S. Army during World War II. It 
turned out that the M-209 program was usable, but with a given key, the ciphers produced by 
this program are trivial to invert. It is a much more difficult matter to find out the key given 
the cleartext input and the enciphered output of the program. Therefore, the password was 
used not as the text to be encrypted but as the key, and a constant was encrypted using this 
key. The encrypted result was entered into the password file. 
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ATTACKS ON THE FIRST APPROACH 

Suppose that the bad guy has available the text of the password encryption program and 
the complete password file. Suppose also that he has substantial computing capacity at his 
disposal. 

One obvious approach to penetrating the password mechanism is to attempt to find a gen-
eral method of inverting the encryption algorithm. Very possibly this can be done, but few suc-
cessful results have come to light, despite substantial efforts extending over a period of more 
than five years. The results have not proved to be very useful in penetrating systems. 

Another approach to penetration is simply to keep trying potential passwords until one 
succeeds; this is a general cryptanalytic approach called key search. Human beings being what 
they are, there is a strong tendency for people to choose relatively short and simple passwords 
that they can remember. Given free choice, most people will choose their passwords from a 
restricted character set (e.g. all lower-case letters), and will often choose words or names. This 
human habit makes the key search job a great deal easier. 

The critical factor involved in key search is the amount of time needed to encrypt a 
potential password and to check the result against an entry in the password file. The running 
time to encrypt one trial password and check the result turned out to be approximately 1.25 
milliseconds on a PDP-11/70 when the encryption algorithm was recoded for maximum speed. 
It is takes essentially no more time to test the encrypted trial password against all the passwords 
in an entire password file, or for that matter, against any collection of encrypted passwords, 
perhaps collected from many installations. 

If we want to check all passwords of length n that consist entirely of lower-case letters, the 
number of such passwords is 26". If we suppose that the password consists of printable charac-
ters only, then the number of possible passwords is somewhat less than 95". (The standard 
system "character erase" and "line kill" characters are, for example, not prime candidates.) 
We can immediately estimate the running time of a program that will test every password of a 
given length with all of its characters chosen from some set of characters. The following table 
gives estimates of the running time required on a PDP-11/70 to test all possible character 
strings of length n chosen from various sets of characters: namely, all lower-case letters, all 
lower-case letters plus digits, all alphanumeric characters, all 95 printable ASCII characters, and 
finally all 128 ASCII characters. 

26 lower-case 36 lower-case letters 62 alphanumeric 95 printable all 128 ASCII 
n letters and digits characters characters characters 

1 30 msec. 40 msec. 80 msec. 120 msec. 160 msec. 
2 800 msec.- 2 sec. 5 sec. 11 sec. 20 sec. 
3 22 sec. 58 sec. 5 min. 17 min. 43 min. 
4 10 min. 35 min. 5 hrs. 28 hrs. 93 hrs. 
5 4 hrs. 21 hrs. 318 hrs. 
6 107 -hrs. 

One has to conclude that it is no great matter for someone with access to a PDP-11 to test all 
lower-case alphabetic strings up to length five and, given access to the machine for, say, several 
weekends, to test all such strings up to six characters in length. By using such a program 
against a collection of actual encrypted passwords, a substantial fraction of all the passwords will 
be found. 

 

Another profitable approach for the bad guy is to use the word list from a dictionary or to 
use a list of names. For -example, a large commercial dictionary contains typicallly about 
250,000 words; these words can be checked in about five minutes. Again, a noticeable fraction 
of any collection of passwords will be found. Improvements and extensions will be (and have 
been) found by a determined bad guy. Some "good" things to try are: 

is  

• 

• 



- The dictionary with the words spelled backwards. 

- A list of first names (best obtained from some mailing list). Last names, street names, 
and city names also work well. 

' - The above with initial upper-case letters. 

- All valid license plate numbers in your state. (This takes about five hours in New Jer-

 

sey.) 
- Room numbers, social security numbers, telephone numbers, and the like. 

The authors have conducted experiments to try to determine typical users' habits in the 
choice of passwords when no constraint is put on their choice. The results were disappointing, 
except to the bad guy. In a collection of 3,289 passwords gathered from many users over a 
long period of time; 

15 were a single ASCII character; 

72 were strings of two ASCII characters; 

464 were strings of three ASCII characters; 

477 were string of four alphamerics; 

706 were five letters, all upper-case or all lower-case; 

605 were six letters, all lower-case. 

An additional 492 passwords appeared in various available dictionaries, name lists, and the like. 
A total of 2,831, or 86% of this sample of passwords fell into one of these classes. 

There was, of course, considerable overlap between the dictionary results and the charac-
ter string searches. The dictionary search alone, which required only five minutes to run, pro-
duced about one third of the passwords. 

Users could be urged (or forced) to use either longer passwords or passwords chosen from 
a larger character set, or the system could itself choose passwords for the users. 

AN ANECDOTE 

An entertaining and instructive example is the attempt made at one installation to force 
users to use less predictable passwords. The users did not choose their own passwords; the sys-
tem supplied them. The supplied passwords were eight characters long and were taken from 
the character set consisting of lower-case letters and digits. They were generated by a pseudo-
random number generator with only 215 starting values. The time required to search (again on 
a PDP-11/70) through all character strings of length 8 from a 36-character alphabet is 112 
years. 

 

Unfortunately, only 215 of them need be looked at, because that is the number of possible 
outputs of the random number generator. The bad guy did, in fact, generate and test each of 
these strings and found every one of the system-generated passwords using a total of only about 
one minute of machine time. 

IA4PROVEMENTS TO THE FIRST APPROACH 

1. Slower Encryption 

Obviously, the first algorithm used was far too fast. The announcement of the DES 
encryption algorithm [2] by the National Bureau of Standards was timely and fortunate. The 
DES is, by design, hard to invert, but equally valuable is the fact that it is extremely slow when 
implemented in software. The DES was implemented and used in the following way: .The first 
eight characters of the user's password are used as a key for the DES; then the algorithm is 
used to encrypt a constant. Although this constant is zero at the moment, it is easily accessible 
and can be made installation-dependent. Then the DES algorithm is iterated 25 times and the 
resulting 64 bits are repacked to become a string of 11 printable characters. 
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2. Less Predictable Passwords 

The password entry program was modified so as to urge the user • to use more obscure 
passwords. if the user enters an alphabetic password (all upper-case or all lower-case) shorter 
than six characters, or a password frorrn a larger character set shorter than five characters, then 
the program asks him to enter a longer password. This further reduces the efficacy of key 
search. 

 

These improvements make it exceedingly difficult to find any individual password. The 
user is warned of the risks and if he cooperates, he is very safe indeed. On the other hand, he 
is not prevented from using his spouse's name if he wants to. 

3. Salted Passwords 

The key search technique is still likely to turn up a few passwords when it is used on a 
large collection of passwords, and it seemed wise to make this task as difficult as possible. To 
this end, when a password is first entered, the password program obtains a 12-bit random 
number (by reading the real-time clock) and appends this to the password typed in by the user. 
The concatenated string is encrypted and both the 12-bit random quantity (called the sa/~) and 
the 64-bit result of the encryption are entered into the password file. 

When the user later logs in to the system, the 12-bit quantity is extracted from the pass-
word file and appended to the typed password. The encrypted result is required, as before, to 
be the same as the remaining 64 bits in the password file. This modification does not increase 
the task of finding any individual password, starting from scratch, but now the work of testing a 
given character string against a large collection of encrypted passwords has been multiplied by 
4096 (212). The reason for this is that there are 4096 encrypted versions of each password and 
one of them has been picked more or less at random by the system. 

With this modification, it is likely that the bad guy can spend days of computer time try-
ing to find a password on a system with hundreds of passwords, and find none at all. More 
important is the fact that it becomes impractical to prepare an encrypted dictionary in advance. 
Such an encrypted dictionary could be used to crack new passwords in milliseconds when they 
appear. . 

There is a (not inadvertent) side effect of this modification. it becomes nearly impossible 
to find out whether a person with passwords on two or more systems has used the same pass-
word on all of them, unless you already know that. 

4. The Threat of the DES Chip 

Chips to perform the DES encryption are already commercially available and they are very 
fast. The use of~such a chip speeds up the process of password hunting by three orders of mag-
nitude. To avert this possibility, one of the internal tables of the DES algorithm (in particular, 
the so-called E-table) is changed in a way that depends on the 12-bit random number. The E-
table is inseparably wired into the DES chip, so that the commercial chip cannot be used. 
Obviously, the bad guy could have his own chip designed and Built, but the cost would be 
unthinkable. 

5. A Subtle Point 

To login successfully on the UNIX system, it is necessary after dialing in to type a valid 
user name, and then the correct password for that user name. It is poor design to write the 
login command in such a way that it tells an interloper when he has typed in a invalid user 
name. The response to an invalid name should be identical to that for a valid name. 

When the slow encryption algorithm was first implemented, the encryption was done only 
if the user name was valid, because otherwise there was no encrypted password to compare with 
the supplied password. The result was that the response was delayed by about one-half second 
if the name was valid, but was immediate if invalid. The bad guy could find out whether a par-
ticular user name was valid. The routine was modified to do the encryption in either case. 
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CONCLUSIONS 

On the issue of password security, UNIX is probably better than most systems. The use 
of encrypted passwords appears reasonably secure in the absence of serious attention of experts 
in the field.' 

It is also worth some effort to conceal even the encrypted passwords. Some UNIX sys-
tems have instituted what is called an "external security code" that must be typed when dialing 
into the system, but before logging in. If this code is changed periodically, then someone with 
an old password will likely be prevented from using it. 

Whenever any security procedure is instituted that attempts to deny access to unauthor-
ized persons, it is wise to keep a record of both successful and unsuccessful attempts to get at 
the secured resource. Just as an out-of-hours visitor to a computer center normally must not 
only identify himself, but a record is usually also kept of his entry. Just so, it is a wise precau-
tion to make and keep a record of all attempts to log into a remote-access time-sharing system, 
and certainly all unsuccessful attempts. 

Bad guys fall on a spectrum whose one end is someone with ordinary access to a system 
and whose goal is to find out a particular password (usually that of the super-user) and, at the 
other end, someone who wishes to collect as much password information as possible from as 
many systems as possible. Most of the work reported here serves to frustrate the latter type; 
our experience indicates that the former type of bad guy never was very successful. 

We recognize that a time-sharing system must operate in a hostile environment. We. did 
not attempt to hide the security aspects of the operating system, thereby playing the customary 
make-believe game in which weaknesses of the system are not discussed no matter how 
apparent. Rather we advertised the password algorithm and invited attack in the belief that this 
approach would minimize future trouble. The approach has been successful. 
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On the Security of UNIX 

 

Dennis M. Ritchie 

Bell Laboratories 
Murray Hill, New Jersey 07974 

Recently there has been much interest in the security aspects of operating systems and 
software. At issue is the ability to prevent undesired disclosure of information, destruction of 
information, and harm to the functioning of the system. This paper discusses the degree of 
security which can be provided under the UNIXt system and offers a number of hints on how to 
improve security. 

The first fact to face is that UNIX was not developed with security, in any realistic sense, in 
mind; this fact alone guarantees a vast number of holes. (Actually the same statement can be 
made with respect to most systems.) The area of security in which UNIX is theoretically weakest 
is in protecting against crashing or at least crippling the operation of the system. The problem 
here is not mainly in uncritical acceptance of bad parameters to system calls- there may be 
bugs in this area, but none are known- but rather in lack of checks for excessive consumption 
of resources. Most notably, there is no limit on the amount of disk storage used, either ih total 
space allocated or in the number of files or directories. Here is a particularly ghastly shell 
sequence guaranteed to stop the system: 

while : ; do 
mkdir x 
cd x 

done 

Either a panic will occur because all the i-nodes on the device are used up, or all the disk 
blocks will be consumed, thus preventing anyone from writing files on the device. 

In this version of the system, users are prevented from creating more than a set number 
of processes simultaneously, so unless users are in collusion it is unlikely that any one can stop 
the system altogether. However, creation of 20 or so CPU or disk-bound jobs leaves few 
resources available for others. Also, if many large jobs are run simultaneously, swap space may 
run out, causing a panic. 

It should be evident that excessive consumption of disk space, files, swap space, and 
processes can easily occur accidentally in malfunctioning programs as well as at command level. 
In fact UNIX is essentially defenseless against this kind of abuse, nor is there any easy fix. The 
best that can be said is that it is generally fairly easy to detect what has happened when disaster 
strikes, to identify the user responsible, and take appropriate action. In practice, we have found 
that difficulties in this area are rather rare, but we have not been faced with malicious users, 
and enjoy a fairly generous supply of resources which have served to cushion us against 
accidental overconsumption. 

The picture is considerably brighter in the area of protection of information from unau-
thorized perusal and destruction. Here the degree of security seems (almost) adequate theoret-
ically, and the problems lie more in the necessity for care in the actual use of the system. 

Each UNIX file has associated with it eleven bits of protection information together with a 
user identification number and a user-group identification number (UID and GID). Nine of 

tUNIX is a Trademark of Bell Laboratories. 
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the protection bits are used to specify independently permission to read, to write, and to exe-
cute the file to the user himself, to members of the user's group, and to all other users. Each 
process generated by or for a user has associated with it an effective UID and a real UID, and 
an effective-and real GID. When an attempt is made to access the file for reading, writing, or 
execution, the user process's effective UID is compared against the file's UID; if a match is 
obtained, access is granted provided the read, write, or execute bit respectively for the user 
himself is present. If the UID for the file and for the process fail to match, but the GID's do 
match, the group bits are used; if the GID's do not match, the bits for other users are tested. 
The last two bits of each file's protection information, called the set-UID and set-GID bits, are 
used only when the file is executed as a program. If, in this case, the set-UID bit is on for the 
file, the effective UID for the process is changed to the UID associated with the file; the change 
persists until the process terminates or until the UID changed again by another execution of a 
set-UID file. Similarly the effective group ID of a process is changed to the GID associated 
with a file when that file is executed and has the set-GID bit set. The real UID and GID of a 
process do not change when any file is executed, but only as the result of a privileged system 
call. 

The basic notion of the set-UID and set-GID bits is that one may write a program which 
is executable by others and which maintains files accessible to others only by that program. 
The classical example is the game-playing program which maintains records of the scores of its 
players. The program itself has to read and write the score file, but no one but the game's 
sponsor can be allowed unrestricted access to the file lest they manipulate the game to their 
own advantage. The solution is to turn on the set-UID bit of the game program. When, and 
only when, it is invoked by players of the game, it may update the score file but ordinary pro-
grams executed by others cannot access the score. 

There are a number of special cases involved in determining access permissions. Since 
executing a directory as a program is a meaningless operation, the execute-permission bit, for 
directories, is taken instead to mean permission to search the directory for a given file during 
the scanning of a path name; thus if a directory has execute permission but no read permission 
for a given user, he may access files with known names in the directory, but may not read (list) 
the entire contents of the directory. Write permission on a directory is interpreted to mean that 
the user may create and delete files in that directory; it is impossible for any user to write 
directly into any directory. 

Another, and from the point of view of security, much more serious special case is that 
there is a " super user" who is able to read any file and write any non-directory. The super-
user is also able to change the protection mode and the owner UID and GID of any file and to 
invoke privileged system calls. It must be recognized that the mere notion of a super-user is a 
theoretical, and usually practical, blemish on any protection scheme. 

. The first necessity for a secure system is of course arranging that all files and directories 
have the proper protection modes. Traditionally, UNIX software has been exceedingly permis-
sive in this regard; essentially all commands create files readable and writable by everyone. In 
the current version, this policy may be easily adjusted to suit the needs of the installation or the 
individual user. Associated with each process and its descendants is a mask, which is in effect 
.and-ed with the mode of every file and directory created by that process. In this way, users 
can arrange that, by default, all their files are no more accessible than they wish. The standard 
mask, set by login, allows all permissions to the user himself and to his group, but disallows 
writing by others. 

To maintain both data privacy and data integrity, it is necessary, and largely sufficient, to 
make one's files inaccessible to others. The lack of sufficiency could follow from the existence 
of set-UID programs created by the user and the possibility of total breach of system security in 
one of the ways discussed below (or one of the ways not discussed below). For greater protec-
tion, an encryption scheme is available. Since the editor is able to create encrypted documents, 
and the crypt command can be used to pipe such documents into the other text-processing pro-
grams, the length of time during which cleartext versions need be available is strictly limited. 
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The encryption scheme used is not one of the strongest known, but it is judged adequate, in 
the sense that cryptanalysis is likely to require considerably more effort than more direct 
methods of reading the encrypted files. For example, a user who stores data that he regards as 
truly secret should be aware that he is implicitly trusting the system administrator not to install :•: 
a version of the crypt command that stores every typed password in a file. 

Needless to say, the system administrators must be at least as careful as their most-. 
demanding user to place the correct protection mode on the files under their, control. In. partic-
ular, it is necessary that special files be protected from writing, and probably reading, by ordi- 
nary users when they store sensitive files belonging to other users. It is easy to write"programs 
that examine and change files by accessing the device on which the files live. 

On the issue of password security, UNIX is probably better than most systems. Passwords 
are stored in an encrypted form which, in the absence of serious attention from specialists in 
the field, appears reasonably secure, provided its limitations are understood. In the current ver- 
sion, it is based on a slightly defective version of the Federal DES; it is purposely defective so 
that easily-available hardware is useless for attempts at exhaustive key-search. Since both the 
encryption algorithm and the encrypted passwords are available, exhaustive enumeration of 
potential passwords is still feasible up to a point. We have observed that users choose pass-
words that are easy to guess: they are short, or from a limited alphabet, or in a dictionary. 
Passwords should be at least six characters long and randomly chosen from an alphabet which 
includes digits and special characters. 

Of course there also exist feasible non-cryptanalytic ways of finding out passwords. For 
example: write a program which types out "login: " on the typewriter and copies whatever is 
typed to a file of your own. Then invoke the command and go away until the victim arrives. 

The set-UID (set-GID) notion must be used carefully if any security is to be maintained. 
The first thing to keep in mind is that a writable set-UID file can have another program copied. 
onto it. For example, if the super-user (su) command is writable, anyone can copy thiVsliell.:, 
onto it and get a password-free version of su. A more subtle problem can come from set-UID 
programs which are not sufficiently careful of what is fed into them. To take an obsolete exam-
ple, the previous version of the marl command was set-UID and owned by the super-user. 
This version sent mail to the recipient's own directory. The notion was that one should be able 
to send mail to anyone even if they want to protect their directories from writing. The trouble 
was that mail was rather dumb: anyone could mail someone else's private file to himself. Much 
more serious is the following scenario: make a file with a line like one in the password file 
which allows one to log in as the super-user. Then make a link named "..mail" to the password 
file in some writable directory on the same device as the password file (say /tmp). Finally mail 
the bogus login •line to / tmp/.mail; You can then login as the super-user, clean up the incrim-
inating evidence, and have your will. 

The fact that users can mount their own disks and t pes as file systems can be another 
way of gaining super-user status. Once a disk pack is mounted, the system believes what is on 
it. Thus one can take a blank disk pack, put on it anything desired, and mount it. There are 
obvious and unfortunate consequences. For example: a mounted disk with garbage on it will 
crash the system; one of the files on the mounted disk can easily be a password-free version of 
su; other files can be unprotected entries for special files. The only easy fix for this problem is 
to forbid the use of mount .to unprivileged users. A partial solution; not so restrictive, would 
be to have the mount command examine the special file for bad data, set-UID programs owned 
by others, and accessible special files, and balk at unprivileged invokers. . 
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