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ABSTRACT

A network of over eighty UNIXT computer systems has been established

using the telephone system .as its primary communication medium. The net- -
work was designed to meet the growing demands for software distribution and
- exchange. Some advantages of our design are:

The startup cost is low. A system needs only a dial-up port, but systems
with automatic calling units have much more flexibility.

No operating system changes are required to install or use the system.

The communication is basically over dial-up lines, however, hardwired
communication lines can be used 10 increase speed.

The command for sending/receiving files is simple to use.
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1. Purpose

The widespread use of the UuNixt system! within Bell Laboratories has produced problems
of software distribution and maintenance. A conventional mechanism was set up to distribute
the operating system and associated programs from a central site to the various users. However
this mechanism alone does not meet all software distribution needs. Remote sites generate
much software and must transmit it to other sites. Some UNIX systems are themselves central
sites for redistribution of a particular specialized utility, such as the Switching Control Center
System. Other sites have particular, often long-distance needs for software exchange; switching
research, for example, is carried on in New Jersey, lllinois, Ohio, and Colorado. In addition,
general purpose utility programs are written at all UNIX system sites. The UNIX system is
meodified and enhanced by many people in many places and it would be very constricting to
deliver new software in a one-way stream without any alternative for the user sites to respond
with changes of their own.

Straightforward software distribution is only part of the problem. A large project may
exceed the capacity of a single computer and several machines may be used by the one group of
people. It then becomes necessary for them to pass messages, data and other information back
an forth between computers.

Several groups with similar problems, both inside and outside of Bell Laboratories, have
constructed networks buiit of hardwired connections only.?:3 Qur network, however, uses both
dial-up and hardwired connections so that service can be provided to as many sites as possible.

2. Design Goals

Although some of our machines are connected directly, others can only communicaie
over low-speed dial-up lines. Since the dial-up lines are often unavailable and file transfers may
take considerable time, we spool all work and transmit in the background. We also had to
adapt to a community of systems which are independently operated and resistant to suggestions
that they should all buy particular hardware or install particular operating system modifications.
Therefore, we make minimal demands on the local sites in the network. Our implementation
requires no operating system changes; in fact, the transfer programs look like any other user
entering the system through the nqrmal dial-up login ports, and obeying all local protection
rules.

We distinguish “active” and ‘‘passive'’ systems on the network. Active systems have an
automatic calling unit or a hardwired line to another system, and can initiate a connection. Pas-
sive systems do not have the hardware to initiate a connection. However, an active system can
be assigned the job of calling passive systems and executing work found there; this makes a
passive system the functional equivalent of an active system, except for an additional delay
while it waits to be polled. Also, peoplé frequently log into active systems and request copying
from one passive system to another. This requires two telephone calls, but even so, it is faster

YUNIX is a Trademark of Bell Laboratories.
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than mailing tapes.

Where convenient, we use hardwired communication lines. These permit much faster
transmission and multiplexing of the communications link. Dial-up connections are made at
either 300 or 1200 -baud; hardwired connections are asynchronous up te 9600 baud and might
run even faster on special-purpose communications hardware.* 5 Thus, systems typically join
our network first as passive systems and when they find the service more important, they
acquire automatic calling units and become active systems; eventually, they may install high-
speed links to particular machines with which they handle a great deal of traffic. At no point,
however, must users change their programs or procedures.

The basic operation of the network is very simple. Each participating system has a spool
directory, in which work to be done {files to be moved, or commands to be executed remotely)
is stored. A standard program, wucico, performs all transfers. This program starts by identify-
ing a particular communication channel to a remote system with which it will hold a conversa-
tion. Uucico then selects a device and establishes the connection, logs onto the remote machine
and starts the wucico program on the remote machine. Once two of these programs are con-
nected, they first agree on a line protocol, and then start exchanging work. Each program in
turn, beginning with the calling (active system) program, transmits everything it needs, and
then asks the other what it wants done. Eventually neither has any more work, and both exit.

In this way, all services are available from all sites; passive sites, however, must wait until
called. A variety of protocols may be used; this conforms to the real, non-standard world. As
long as the caller and called programs have a protocol in common, they can communicate.
Furthermore, each caller knows the hours when each destination system should be called. If a
destination is unavailabie, the data intended for it remain in the spool directory until the desti-
nation machine can be reached.

The implementation of this Bell Laboratories network between independent sites, all of
which store proprietary programs and data, illustratives the pervasive need for security and
administrative controls over file access. Each site, in configuring its programs and system files,
limits and monitors transmission. In order to access a file a user needs access permission for
the machine that contains the file and access permission for the file itself. This is achieved by
first requiring the user to use his password to log into his local machine and then his local
machine logs into the remote machine whose files are to be accessed. In addition, records are
kept identifying all files that are moved into and out of the local system, and how the requestor
of such accesses identified himself. Some sites may arrange to permit users only to call up and
request work to be done; the calling users are then called back before the work is actually done.
It is then possible to verify that the request is legitimate from the standpoint of the target sys-
tem, as well as the originating system. Furthermore, because of the call-back, no site can
masquerade as another even if it knows all the necessary passwords.

Each machine can optionally maintain a sequence count for conversations with other
machines and require a verification of the count at the start of each conversation. Thus, even
if call back is not in use, a successful masquerade requires the calling party to present the
correct sequence number, A would-be impersonator must not just steal the correct phone
number, user name, and password, but also the sequence count, and must call in sufficiently
promptly to precede the next legitimate request from either side. Even a successful
masquerade will be detected on the next correct conversation.

3. Processing

The user has two commands which set up communications, tcp to set up file copying,
and wux to set up command execution where some of the required resources (system and/or
files) are not on the local machine. Each of these commands will put work and data files into
the spool directory for execution by wicp daemons. Figure 1 shows the major blocks of the file
transfer process.
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File Copy

The uucico program is used to perform all communications between the two systems. It
performs the following functions:

- Scan the spool directory for work.

- Plaee a call 1o a remote system.

- Negotiate a line protocol to be used.

- Start program uucico on the remote system.

- Execute all requests from both systems.

- Log work requests and work completions.
{ucico may be started in several ways;

a) - by a system daemon,

b) by one of the wwep or wux programs,

c) by a remote system.

Scan For Work

The file names in the spool directory are constructed to allow the daemon programs
(uucico, ixge) to determine the files they should look at, the remote machines they should call
and the order in which the files for a particular remote machine should be processed.

Call Remote System

. The call is made using information from several files which reside in the uucp program
directory. At the start of the call process, a lock is set on the system being called so that
another call will not be attempted at the same time.

The system name is found in a ‘‘systems’ file. The information contained for each sys-
tem is:

[1] system name,

[2] times to call the system {days-of-week and times-of-day),

[3] device or device type to be used for call,

[4] line speed,

(5] phone number,

[6] login information {(multiple felds).

The time field is checked against the present time to see if the call should be made. The
phone number may contain abbreviations {e.g. “‘nyc™, “boston’) which get translated into dial
sequences using a “‘dial-codes’’ file. This permits the same “‘phone number’ to be stored at
every site, despite local variations in telephone services and dialing conventions.

A “‘devices™ file is scanned using fields [3] and [4] from the *‘systems’ file to find an
available device for the connection. The program will try all devices which satisfy [3] and [4]
until a connection is made, or no more devices can be tried. If a non-multiplexable device is
successfully opened, a lock file is created so that another copy of wucico will not try to use it. If
the connection is complete, the login information is used to log into the remote system. Then a
command is sent to the remote system to start the uncico program. The conversation between
the two wucico programs begins with a handshake started by the called, SLAVE, system. The
SLAVE sends a message to let the MASTER know it is ready to receive the system

identification and conversation sequence number. The response from the MASTER is verified

by the SLAVE and if acceptable, protocol selection begins.
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Line Protocol Selection
The remote system sends a message
Pproto-list
where proto-list is a string of characters, each representing a line protocol. The calling program

checks the proto-list for a letter corresporiding (o an available line protocol and returns a use-
protocol message. The wse-protocol message is

Ucode

where code is either a one character protocol letter or 2 N which means there is no common
protocol.

Greg Chesson designed and implemented the standard line protocol used by the uucp
transmission program. Other protocols may, be added by individual installations.

Work Processing

During processing, one program is the MASTER and the other is SLAVE. Initially, the
calling program is the MASTER. These roles may swilch one or more times during the conver-
sation. .

There are four messages used during the work processing, each specified by the first char-
acter of the message. They are

send a file,
receive a file,
copy complete,
hangup.

LA

The MASTER will send R or § messages until atl-work from the spool directory is complete, at
which point an A message will be sent. The SLAVE will reply with SY, SN, RY, RN, AY, HN,
corresponding to yes or so for each request.

The send and receive replies are based on permission to access the requested
file/directory. After each file is copied into the spool directory of the receiving system, a copy-
complete message is sent by the receiver of the file. The message CY will be sent if the uNIX
cp command, used to copy from the spool directory, is successful. Otherwise, a CN message is
sent. The requests and results are logged on both systems, and, if requested, mail is sent to the
user reporting completion (or the user can request status information from the log program at
any time).

The hangup response is determined by the SLAVE program by a work scan of the spool
directory. If work for the remote system exists in the SLAVE's spoot directory, a AN message
is sent and the programs switch roles. If no work exists, an AHY response is sent.

A sample conversation is shown in Figure 2.

Conversation Termination

When a AY message is received by the MASTER it is echoed back to the SLAVE and the
protocols are turned off. Each program sends a final "O0" message to the other.

4. Present Uses

One application of this software is remote mail. Normally, a UNIX system user writes
“mail dan™ to send mail to user “*dan’’. By writing ‘‘mail usg!dan®’ the mail is sent 10 user
“*dan’ on system ‘‘usg"’. *

The primary uses of our network 10 date have been in software maintenance. Relatively
few of the bytes passed between systems are intended for people to read. Instead, new pro-
grams {or new versions of programs) are sent to users, and potential bugs are returned to
authors. Aaron Cohen has implemented a ‘‘stockroom’ which allows remote users to call in
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and request software. He keeps a “stock list” of available programs, and new bug fixes and
utilities are added regularly. In this way, users can always obtain the latest version of anything
without bothering the authors of the programs. Although the stock list is maintained on a par-
ticular system, the items in the stockroom may be warehoused in many places; typically each
program is distributed from the home site of its author Where necessary, uucp does remote-
to-remote cepies. : :

We also routinely retrieve test cases from other systems to determine whether errors on
remote systems are caused by local mlsconﬁgurauons or old versions of software, or whether
they are bugs that must be fixed at-the home site. This helps identify errors rapidly. For one
set of test programs maintained by us, over 70% of the bugs reported from remote sites were
due to old software, and were fixed merely by distributing the current version.

Another application of the network for software maintenance is to compare files on two
different machines. A very useful utility on one machine has been Doug Mcliroy's **diff>’ pro-
gram which compares two text files and indicates the differences, line by line, between them.®
Only lines which are not identical are printed. Similarly, the program ‘‘uudiff’’ compares files
{or directories) on two machines. One of these directories may be on a passive system. The
“uundiff™ program is set up to work similarly to the inter-system mail, but it is slightly more
complicated.

To avoid moving large numbers of usually identical files, vudiff computes file checksums
on each side, and only moves files that are different for detailed comparison. For large files,
this process can be iterated; checksums can be computed for each line, and only those lines that
are different actually moved.

The “uvux’ command has been useful for providing remote output. There are some
machines which do not have hard-copy devices, but which are connected over 9600 baud com-
munication lines to machines with printers. The wix command allows the formatting of the
printout on the local machine and printing on the remote machine using standard UNIX com-
mand programs.

5. Performance

Throughput, of course, is primarily dependent on transmission speed. The table below
shows the real throughput of characters on communication links of different speeds. These
numbers represent actual data transferred; they do not include bytes used by the line protocol
for data validation such as checksums and messages. At the higher speeds, contention for the
processors on both ends prevenis the network from driving the line full speed. The range of
speeds represents the difference between light and heavy loads on the two systems. If desired,
operating system modifications can be installed that permit full use of even very fast links.

. Nominal speed Characters/sec.

300 baud 27
1200 baud 100-110
9600 baud 200-350

Th addition to the transfer time, there is some overhead for making the connection and logging
. in ranging from 15 seconds to 1 minute. Even at 300 baud, however, a typical 5,000 byte

. - source: program can be transferred in four minutes instead of the 2 days that might be required

.to ‘mail a. tape.

. Traﬁie'hetween systems is variable. Between two closely related systems, we observed 20
" files moved and 5 remote commands executed in a typical day. A more normal traffic out of a
single system would be around a dozen files per day.

The total number of sites at present in the main network is 82, which includes most of
" the Bell Laboratones full-size machines which run the UNIX operating system. Geographically,

n the machmes range from Andover, Massachusetts to Denver, Colorado.
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Uucp has also been used to set up another network which connects a group of systems in
operational sites with the home site. The two networks touch at one Bell Labs computer.

6. Further Goals

Eventually, we would like to develop a full system of remote software maintenance. Con-
ventional maintenance {a support group which mails tapes) has many well-known disadvan-
tages.” There are distribution errors and delays, resulting in old software running at remote
sites and old bugs continually reappearing. These difficulties are aggravated when there are 100
different small systems, instead of a few large ones.

The availability of file transfer on a network of compatible operating systems makes it
possible just to send programs directly to the end user who wants them. This avoids the
bottleneck of negotiation and packaging in the central support group. The “‘stockroom’™ serves
this function for new utilities and fixes to old utilities. However, it is still likely that distribu-
tions will not be sent and installed as often as needed. Users are justifiably suspicious of the
*‘latest version'’ that has just arrived; all too often it features the ‘““latest bug.” What is needed
is to address both problems simultaneously:

1. Send distributions whenever programs change.
2.  Have sufficient quality control so that users will install them.

To do this, we recommend systematic regression testing both on the distributing and receiving
systems. Acceptance lesting on the receiving systems can be automated and permits the local
system to ensure that its essential work can continue despite the constant installation of changes
sent from elsewhere. The work of writing the test sequences should be recovered in lower
counseling and distribution costs.

Some slow-speed network services are also being implemented. We now have inter-
system ‘‘mail”* and “‘diff,”" plus the many implied commands represented by ‘‘uux.”” However,
we still need inter-system “‘write” (real-time inter-user communication) and “‘who’' (list of
people logged in on different systems). A slow-speed network of this sort may be very useful
for speeding up counseling and education, even if not fast enough for the distributed data base
applications that attract many users to newworks. Effective use of remote execution over slow-
speed lines, however, must await the general installation of multiplexable channels so that long
file transfers do not lock out short inquiries.

7. Lessons
The following is a summary of the lessons we learned in building these programs.

I. By starting your network in a way that requires no hardware or major operating system
changes, you can get going quickly.

2.  Support will follow use. Since the network existed and was being used, sysitem main-
tainers were easily persuaded to help keep it operating, including purchasing additional
hardware to speed traffic.

3 Make the network commands look like local commands. Our users have a resistance to
learning anything new: all the inter-system commands look very similar to standard UNIX
system commands so that little training cost is involved.

4.  An initial error was not coordinating enough with existing communications projects: thus,
the first version of this network was restricted to dial-up, since it did not support the vari-
ous hardware links between systems. This has been fixed in the current system.
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" Uucp Implementation Description
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ABSTRACT

Uuep is a series of programs designed to permit communication between
UNIXt systems using either dial-yp or hardwired communication lines. This
document gives a detailed implementation description of the current implemen-
wation of uucp. Is is des:gned for use by an administrator/installer of the sys-
tem., It is not meant as a user’s guide.

Introduction

Uucp is a series of programs designed to permit commuanication between UNIX systems using .
gither dial-up or hardwired communication lines. It can be uced for file transfers and remote
command exacution. The first version 'of the system was designed and implemenied by M. E.
Lesk.! This paper deseribes the current (second) implementation of the sysiem.

Uucp is a batch operation. Filas are created in a spool directory for processing by the uucp
demons. There are three types of files used for the execution of wark, Dam filzs contain data
for transfer 1o remote sysiems. Work files contain directions for file transfers betwesn systems.
Execute files are seripts for UNIX commands that involve the resources of one or more Sysiems.

There are four primary progeams:

uucp builds work files and gathers dare files in the spool directory for daa transmis-
sion.
uux creates work files, execute files, and gathers dasa files Tor the remote execution
of UNIX sommands.
vBucico exccutes the work files for data transmission.
uuxgt execuies the scripts for UNIX command exeeution.
There are a couple of edsministrative programs:

wulog gathers temporaty log files that may oceur due to fockout of the uucp log file
and reports some information such as copy requests and compleuon statns,

uuciean removes old files from the spool directory.

The remainder of this paper will describe the operation of each program, the instaflation of the
system, the security aspects of the system, the fles required for execution, and lhe adminisira.
iion of the system. .

*+ UNIX is 2 Trademark of Bell Laborstories.
1. M. E. Lesk and A. §. Cohen. UNIX Software Distibunon by Compuruconon Link, private communication.



P ) UUC? [mplamentation

1. Ueep—UNTX to UNIX Flls Copy

The wuep command is the user’s pritnary interface with the system. The command is designed
2 look like cp 10 the user. The syntax is

uwep [opdonl] ... source... -destination

where (Be source and desusmion mAY contain the prefix maem-nam’ which indicates the $ys-
tem whers the Gle or Gles ceside or where they will be copied.

Uuep bas soveral options

-4 Make directories when meceasary for copying :he Ble.
-e Don't copy source Gles to the spool directory, but use the specified source
when the actual transfer takes place.

= B8y3 Scod thig job to sysiem sy3 to execute. (Note that this #ill only work when
the systema sys allows wome 10 executs a uuey command. See the “Uuxqt”
and “*Security” sectons.)

- glesr Put lemer in as the grade in the pame of the work fle. (This can be used to
change the order of work {or a particular machice.)

-® Sead mail w9 the requester oa completion of the work

- nusgr  Natify user on the remotz mackine that a flle has been sent.

There are several optioas available for debuggiag

-t Quene the job but do not start zucico program.
" =xmum  Num is 2 level pumber between | and 9; higher aumbers give more debugging
output.

The destination may be a directory name, 1a which case the Ble name is taken {rom the last part
of the source’s name. If the directory exists, it must be writable by everybody. (Note that if
the destinadion is a diremory game and the “- 4™ option is specified to creata the directory, the
diregiory aame must he follawed by **/™.) The source aame may coatain special sheﬂ charae-
terd such ag **7°{]"". These will be expandad on the appropriate system.

The comumand

uaep *.c usg!/ust/dan

will =2t up the tranefey of all Elm whoge names end with **.¢’ to the.**/usz/dan™ directory on
the'*usg’™ machina,

The source and/or desrination namsd may also contain 3 “user prefix. This translates to the
logia directory of ussr on the specified systent. File names beginning with **°/" traaslate isnto
the publie diregtory (usupally /usg/spool/uncppubiic) on the remote system. For namesg with
partial path-qaries, e curreat directory i prepsaded 1o the flle same. File names with ../ are
aot periaitizd (o sesurity ressons.

The commacd

uuep wig!“dan/®.3 “dag i
will 25t up the transfer of files whose names end with **.R" in daa's login directory oo systam
“usg' 1 dan's loeal login directory.

For cach source fle, the program will check the source and destination file-names, the sysiem-
part of eaxch argument, and the options ta classify the work into several types:

(1] Cooy source to destinatioa oa local system.
{2] Tecsive files from other systems.
{31 Sead files o a remote system.
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{4] Send fles from remote systemas to another remote system.

[S] Receive files from remote systems when the source containg special shell cheracters
as meationed above,

[6] Regquest thit the uucp command be executed by a remote system.,

Afier the work has been set up in the spool directory, the wurico program is staried 1o &y to
enntact the other machine snd execute the work (unless the - r option wss spacifed).

Typ2 1 - local copy
The copy is doae locally. The —m and —n options are not honored in this case.

Type 2 - roeeive fles

A work filz is cicated or sppended with 2 one line entry for each request. The upper limit to
the number of files per work file is set in mucp .k (The defauit setting is 20.) After the limit hns
been reached, a new work file i3 created (All work files and ewcwe files use a blank as the
field separator.) The Gelds for these entries are given below,

i1 R

[2] The full psth-name of the source or 2 “something/path-name. The “something part
will be expanded on the remoetz system. .

[3} The foll path-name of the destination file. .If the some:hmg noumon is used, it vnll
be immediately expanded.

[4] The user’s login name.,
[5]1 A *~"* followed by an option list. The options — m and — d may appear.

Type 3 - send files

Each source file is copied into a dara file in the spool directory. (A *‘—c” option on the uucy
comunand will prevent the dasa file from being made. In this case, the file will be transmitted
from the indicated source.) The fields for these entsies are given below. §

[l s

{2} ‘The full-path nzme of the source file.

3] The full-path name of the destination or “zomething/file-name.

4] The user's login pame.

[S1 A *-" followed by an option list. The options = ¢, ~ m, a3nd — n may appear.

[6] The name of the datz filz in the spool direetory. A dummy name, **D.0” is used
when the = ¢ option is specified,

(7] The file mode bits of the source file in ectal print format (e.g., 06586).

{8] ‘The user on the remote system to be notified upoo completion of the file copy when
the “= " pption is specified.

Type 4 ond Type § - remote nuep regaired

- Uucp generates a uuep comnmand and seads it to the remote machine; the remote uucico exe-
cutes the uucp command.

Type 6 - remote execution

This cccurs when the **=-¢"* option is used. [n this case, the vwx facility is used to create and
ssad the request. This requires that the remote wcegr program aliows the wucp command.
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2. Uux=UNIX To UNIX Exseution

The usr command is used to set up the execution of 2 UNIX cornmand where the exscution
csashine and/or some of the files are remote. The syntax of the uux command is

e = }loption] ... command-string

where the coramand-siring i3 made up of one or more arguments. All special shell characters
such a3 < >{"*" must be quated eithar by quoting the satire command-string or quoting the
characiar 29 a separale argumcent. Withia the comrand-string, the command and file names
may contaig a system-rarme! prefix. All arguments that do got contain a 1" will not be treated
23 Sles. (They will aot be copied to the exacution machine.) An argument that contains a '
but is aot to be tesated as 2 file ac the preseat time, can be escaped by using ‘()™ around the
awgument. (Note that the “()™ symbols must usually ba escaped with a *‘\" symbol) The
“w ' is used to indicats that the standard input for comntand-string should be inherited from
the standard input of e wax command, The foilowing options are available for debugging:

- Don’t start nucico or uwege after queuing the job.
-=Xaum NYum is 3 level gumber between 1 and 9; higher qumbers 'sive tmore debugging
outpui

The command
pr abe | uux - usgllpr

will set up the output of *'pr ahc“ as standard mpuz o 3a lpr command to be executed on sys-
:em liu539|

Lux generates an exacuwre file that containg the names of the fles required for executian
(ineluding standard input), the user’s login name, the destination of the standard output, and

the command ta be executed. This fle is 2ither put in the spool directary for local sxecution or
saat t the rergote system usiog a sead comamand (type J above).

For required files that are nat on the execution machine, uux will generate recsive command

files (type 2 above). These command-files will &e put oa the exscution machine for exzcution
by the wucico progran.

The execite file containg a seript thae will he proczssed by the uuxqe program. It is made up of
several lines, sach of which containg aa idearification character and one or more argumeats.
Thae linss are dessribed below,

User Line
U user sysiem
whera the user aud sysem are the requester’s login name and system.

Ragnived Flle Line
F flc-aame real-name

where the file-rame is a udique name used {or fle wansmission and reaf-ngme is the lag
part of the ctual file aame (contains oo path information). 2ero or more of these lines

may be preseat. The wexge grogram will chieck for the eximencs of all thess ﬁles befors
the commaad is executed

Seandard [aput Line

1 file-pame
The standaed inpuz is either speciffed by a <™ in the command-string or inherited {rom
the siandard inpet of the we command if the ="' option is used. If a standard input is
fot specified, **/dev/nuil” is used, (Nots that if there is a staadzrd input specified, it will
algo anpesr im an " F” lins.)

)
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Standard Output Line
O fle.name system-name

The standard output is specified by a **>" within the command-string. 'If a standard out-
put is not specified, **/dev/null” is vsed. (Note that the use of “>>" is not imple-
mented.)

Command Lixe
C command |{arguments]) ...

The arguments are those specified in the command-string. The standard input and stan-
dard output will ot appzar on this line. All required files will be moved to the sxecution
directory (usvally /usr/lib/uucp/. XQTDIR) and the UNIX command is executed using the
shell specified in the swep.h heoder file. In addition, a shell “PATH" statement is
prepended to the command line as specified in the wxgr program. (Note that a check is
made 1o zee that the comimand i3 allowed as specified in the woogr program.) After execu-
tion, the standapd output is copied or sent to the proper place.

3. Uncico—Copy In, Copy Out
The uucico program will perform several major functions:
- Scan the spool directory for work.
— Place a call to 2 rethote system.
— Negotiate a line protocol to be used.
= Execute all requests from both systems.
= Log work requesis and work completions.
Uucico may be staned in several ways:
a) by a sysiem demon specified in a crontab entry, .
b) by one of the wncp, wwx uuTg! Of Lucico DIORTams,
¢}  directly by the user (this is usually for testing),

d) by a remote system, (The pucico program should be specified as the **shell™ ﬁeld in
the ““/etc/passwd”” file for the logips used by remote systems to access uucp.)

When started by method a, b or &, the program is considered to be in MASTER mode. In this
moda, a connection will be made to a remote system. If started by a remote system (method
d), the program is eonsidered to be in SLAVE mede.
The MASTER mode will operate in one of two ways. If mo system name is specified (=
option not specified) the program will scan the speol directory for systems to call. I a system
paine is specified, that sysiem will be called, and work will only be done for that system.
Uucica is generally staried by another program. There are several options used {or exepution:

-1l Start the program in AdASTER mode. This is used whed wucico is started by 2
program or “‘cron’ shell.

-ssys Do work only for system sys.  —s is specified, a call 10 the specified sysiem

" will be made even if there is 0o work for system sys in the spool directory. -

This is useful for polling systems that do pot have the hardware to initiate a
connection.

The following options are used prirparily for debugping:

- ddir Use directory dir for the spool directory.

—~xnum  Num is a level aumber between ] and 9; higher qumbers give more debugging
output.
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The aext gart of this sectioa will descyibe the major steps within the uucico program.

Ses For Work
The aames of the work ralated files in the spool directory have format

typa . system-aame grade aumber ]
where : !

A
e is an upper case letter ( C —~ copy command file, D — data file, X' - execute fle), '
systerm-ngme i the remots system,
gradz 13 a cllaracter,
nurider 18 a four digit, zero padded scquence aumber.
The Sla ' . _
C.rs34500031 n ~
would be a work file for a file transfer berween the local machine and the “'resd5™ machine. L3
The scan for work is done by looking through the spool direstory for work files (files with prefix
“C."). A list is made of all systems to be called. Uucico will then call each system and pro-
cess all wark Jfiles.
Cail Remote System
The call is made using information from several files that reside in the uucp program directory
{usually /usr/lib/uucp). At the start of the call process, a lock is set to forbid multipie conver-
sationy between the same two systems,
The L.sys (le contains inforraation required to make the remate connection:
(1] system name,
(3] times o call the system (days-of-week and times-of-day) and the minimum time
delay befoare retry,
(31 device or device type to he used for cali,
(4} line class (this is the line speed on almost ali systeras),
(51 phone mumber if feld (3] is ACU or the device if not ACU,
(6] login information (zero or more fields). .
The tize fleld is checked against the present time 10 seg if the call should be made. The phone
numbay may coutain abbreviatons (e.g., mh, gy, baston) that get wanslated into dial sequencss
using the L-dinleodzs fle. :
The L-devices file is scanned using felds (3} and {4] from the L.sys file to dad ag available
device for the call. The program will try each devices thac satisfy (3] and (4} until 3 call is ) 3

made, or o More devicss can be tried. If a devied'is sucsessfully opened, a lock file is created.
If the call is completed, the logia information (Jeld (8] of L.sys) is used to login.

‘The conversation Yetween the two uucico programs beging with a Bandshake started by the
called, SLAVE, systemn. The SLAVE sends a message to let the MASTER know it is ready to
reczive the sysiem identification and conversation sequence number. The rssponse from the
MWASTER is vetified by the SLAVE and if accepiabie, protosol selection beging. The SLAVE

caq aiso reply with a “‘call-bagk required” message in which case, the current coaversation is
terminated. )i

Line Protocal Seleetien
The remote systedm sends a message
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Prroto-list
where prote-list i3 a string of characters, each representing a line protocol.
Tae calling program’ checks prow-list for a letter corresponding to an available lne protocol and
returns & use-protocol message. The use-protocol message is

Ucode

" where code is cither a one character proiocol letter or “*N™, which means there is no common
protocol.

Work Processing

The MASTER program dm a work search similar to the one used in the “Scan For Work™
scction. (The MASTER baos been specified by the “— r1™ uecico option.) Each message used
during the work processing is specified by the first character of the message:

scod a file,

reczive a file,

copy complete,

execute a uucp command,

hangup.

The MASTER will send R, § or X messages until afl work for the remote system is complete,
at which point an A message will be sent. The SLAVE will reply wuh SY, SN, RY, RN, HY,
HN, XY, ot XN, corresponding to yes or ao [or each request.

The sead and receive replies are based on permission to access the requested file/directory
using the USERFILE and read/write permissions of the file/directory. After eack file is copied
into the spool directory of the receiving system, a copy-compiete message is sent by the
receiver of the file. The message CY will be sent if the file has successfully been moved from
the 5pool directory 1o the destination. Otherwise, 2 CN message is sent. (In this case, the file
is put in the public directory, usually /usr/spool/uucppublic, and the requester is notified by
mail.) The requests and results are logged on both systems.

The hangup response is determined by a work scan of the SLAVE"s spool dlrectory If work
for the remote sysiem exists an N mescage is sent and the programs switch roles. If no work
exists, an K'Y response is seat.

e

Conversailon Terminstisn

When a HY niessage is received by the MASTER it is echoed back to the SLAVE and the pro-
wenls are turaed off. Eszch propram sends a final “*00" message to the other. The original
SLAVE prosram will clezn up and terminste. The AZASTER will proceed to call other systems
unless 2 *=s" pption was specified.

4. Unzqt—Uncy Command Executicn

The wiegr program is used to execute scripts geaerated by wmux. The wcxgr. ptog:am may be

- staried by either the vueico or uux programs or a demon specified by a cronizd entry. The pro-
gram sczns the spool directory for executz files (prefix *X."). Each one is checked to see if all
the required files are aveilable and if so, the command line is verified and executed.

The execute file is described in the “Uux™ section ebove.
The exeention is accomplished by executing a *sh —c¢™ of the command line after appropriate

stendard input and standard output have becs opened. If s standard output is specified, the
program will create a send comraand or copy the output file as appropriate.



3 ‘ UUCP Impilgmentagon

5. Usleg—Uucp Log [nquiry

When a uucp prograr2 can zot make a log eatry directly into the LOGFILE an individual log
filc i3 created: a fle with prefix LOG. This will sometimes occur when more than one uucy
process is runaing. Periodically, uulog may be executed to append these files to the LOGFILE.

The uulog program may also be usad to request the output of LOGFILE entries. The request is
specified by the use of the options:

=gsys  Priot eauies where syy is the remote systesm name,
—uuser Print eatries for user user.

The intersection of lines satisfying the two optioas is output. A aull sys or user means all sys-
1601 names or Uséers cespectively.

6. Uuclesn—Uuep Sposl Directoey Clesnap

This program is typically started 8y the uucp daily demon. [ts function is to remove fles from
the spool diractory that are more than 3 days old. These are usually Rles {or work that can not
“e completed. The requester of this work is notified that the files have been deleted.

There are several options:
- ddir The directory 1o be scanned is dir.

-m . Send mail t9 the owner of esach file being removed. (Note that most files put '

iato the spaat directory will be ownted by the owner of the uucp programs sines
the setuid bit will be set on these programs. This mail is sometimes use{ul for
administration.)

- ghours Change the aging time from 72 Houry to Aours houss.

=ppre  Examine files with prefix pre for deletion. (Up to 10 of these options may be
specified.)

~xhum  This is the level of debugging output desired.

7. Sacusly

& The uucp systesnt, left unresmczzd will let any outside user execute any commands and copy
" oudfir any fila that is regdnbleforitable by @ wicp login user. [1 i3 up t0 the individual sites to be
aware of s ard apply the protsciions st thay fesl are nacessary.

Tusre. are several seourty features available zside from the cormal fila mode protecuons.
" These must e set up by the adminisiraior of the aucp system.

= The login for uuep does not get a standaed shell. laszead, the uucico peOgram is started so
that all work is done through uucico.

-~ The owuer of the uucp programs should be an adwinistrative logia. It shauld oot be oge of
thia loging ueed {or remote sysiem aceead 10 uucy.

- A path check is doge on file names that are w be szat or received. The USERFILE supplies
the inforrRation for thiese checks. The USERFILE can also be set up to require call-back for
certaia login-ide. (See the “Files Required For Execution’ section for the Ble description.)

~ A coRversation sequence count cag be g6t up 20 that the called system can Be more
coafidznt of the callee’s identity. - ¢

—~. The uuzsy programl comed with a list of commands that it will execute. A “PATH™ shell
statemest i3 prepended o the commoand line as specified in the wigr program  The
instsiler aiay medify the list or ramove the resirictions as desired.

« The L.sys file should ba owaed by the uuep sdmisistrative login 20d Rave mode 0400 t0 -

poatect the phone numbses and login infermation for remote sites.
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= ‘The programs uucp, uucico, e, wipegi, wwdog, and wuckean should be ovmed by the vuep
administrative login, have the setuid bit set, and bave oaly exscute permissions,

8. Uncp Installation

It is assumed that the login rame used by a remote computer to call into a local computer is not
the serme ag the login aame of 1 normal user or the uucp administrazive login, Hawever,
szveral remote computers may use the same login name.

Each computer should be given a unique sysiem agme that is transmitted at the start of each
call. This pame identifies the calling machine to the called machine. The loginfsystem names
arg used for seeurity as described later in thie USERFILE soction.

There are several source modifications that sy be required before the system programs are

compiled. Thesz relate to the d:recumes. local system name, and atmbmes of the local
environmient.

There are several direciories used by the uucp system:
lib (Jusr/src/crad/uucp) — This directory cootains the uucp system source filas.

program {/ust/lib/uncp) — This is the directory used for some of the executable sys-
em pn:grams and the systemn files. Some of the programs res:de in

*fusr/bin"".

spool (/usr/spool/uucp) - This is the uucp system spool directory.

xqidir {/use/liv/uuep/ XQTDIR) ~ This directory is used during execution of the
uwx SCTipls.

The names in parentheses above are the default vaiues for the directories. The italicized names
{ib, program, xqudir, and spool will bé used in the [ollowing text to repressat the appropriate
directory names.

There are two files that may require medification, the makefile file and the uucp.h file. (On
some systems, the makefile is named wucp.mk.) In addition, the “‘uuxqtc’ program tmay be
modified as indicated in the *Security” section above. The following paragraphs describe the
modifications.

uecp.h modidestion
Several manifests in *wucp.h™ may need modification for the local sysiem environment:
UNAME  should be defined if the “‘vpame™ function is available,

MYNAME should be modified to the pame of the local system u‘ UNAME is
nordefined.

ACULAST is the character requuad by the ACU as the last cha.ramer For most sys-
© tems, itisat~-"

DATAKIT should be c!eﬁ.ned if the system is on a datakit aetwork.
DIALOUT should bz defined if the **C" library routiae *‘dialout” is available.

' . makeflle modification

There are several make variable definitions that may need modification:
INSDIR is the program directory (e.5., INSDIR= /usr/lib/uucp). This parameter is
used if “make cp'’ or “‘make install™ is used.
IOCTL  is required to be set if the *“‘ioctl™ routine is not available in the standard “C"
library: the statement “IOCTLw» iocti.0™ is required in this case.

PUBDIR is 2 public directory for remote secess. This is alzo the login direstory for
remote uucg users. It should be the same as that defined in “uucp.h™.
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SPOQL  is the uues spool direciory. This should be the same as that defined in
*qucp.h”.

XQTD{R - is the directory for uvuxqt to use l'or command executicn. [t is also defined in
n“m A",

QWNER ig the administrative logia for uucp.

Cerapile the gystema
The comimand
make install
will male the required difectories, compile all programs, set the proper fle modes, and copy
tha programs to the proper directories, This command should be run as roor. The comuand
make
will ¢ompile the satire system.

The programs vucp, uwx, and wwiog should be gut in “*/ust/din". The programs uweqt, uucico,
and wuclean shouid be put iz the program directory.

Files Required For Execucion

There are four fies that are required for execution. They should reside ig the grogram direc.
tory. The field separator for all Bles is a space,

L-devices

This fle comtains call-unit device and hardwired connection information. The special device
files are assuried ta te in the /dev directory. The {ormat for 2ach entry is

type line cull-unit speed
whare

type is a device type such 2s ACU or DIR. The fieid can also be used to specify
particular ACUs for some lls by using a2 suffix on the ACU fleld, e.g.,
ACU3, This aarmes should be used in L.sys.

line is the deviez for the line (e.g., culd).

catl-uait is the automatic call unit ‘associated with line (e 8., cual). Hardwired lines
bave a auraber 0" in this field.

spead is the line spged.
The line ‘
ACU <l ena 300

would be set up for 2 system that has device “Idevlcull)" wired (o a call-unit ‘ldevlcuaO" for
use a2 300 Jaud.

L-disiendes

- This Ble contsias the dialcodz abbreviations used in the L.sys ﬁie (2.§.. BY. mh bos:nn) The
eatry format is

abb disl-seq
where ‘
abb is the abbreviation,
dial-gsq is the dial sequence ta czll that loeation
The liss

~
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py 165—
would bz set up 50 that entry py7777 would send 1685—- 7717 10 :.he dial-unit.

USERFILE -
This file contains user accessibility information. It specifies four types of constraint:

{1) which files can bs sccessed by a normal user of the local machine,

[2] which fles caa be accessed from a remote computer,

* {31 which login same is used by a particular remote computer,

4] whether a remote coraputer should be calléd back in order to confirm its identity.

Each lisie in the flle has the format
login.sys fcl path-pame [ poth-pamel ...

whege
login is the login name for a user or the remote computer,
sys is the system name for a remole computer,
c is the optionai call-back required flag,

path-name is a path-name prefix that is acceptable for sys.
The coostraints are implemented as follows.

{1] When the program is obaying a command stored on the local machine, MASTER
mode, the path-names allowed are those given on the first iine in the USERFILE
that b2s the login name of the user who entered the command. If no such line is
found, the first line with a nuif logia pame is used.

{21 When tha program is responding to a command from a remote machine, SLAVE
mode, the path-pames allowed are these givea on the first line in the file that has
the system name that maiches the remote machine. If no such line is found, the
first one with a null sysiem aame is used. '

{3] When a remote cotaputer logs in, the login marne that it uses musr appear in the
USERFILE. There may be ssveral lines with the sarne login name but one of them
must ¢ither have the darme of the femote System of raust coatain a mwdl system
pame,

{4] If the line matched in ([3]) contains a **c”, the remote machine is called back
before any transactions taks place. '

The line
um /fust/xyz

allows machine m to login with name u sad request the transfer of files whose names stan with
*fusr/xyz".

The line
daa, /usr/dan

. gllows the ordinary user dan to issue comands for files whose name starts wuh *fusr/dan'".
(Mote that this type restriction is seidom uvsed.)

The lines
u,m fust/xyr /ust/spool
u, /usr/spool

allows any remote machine to login with seme u. If its system nare is Dot m, it can only ask
to wensfer fles whose names start with **/use/spool™. U it is systemn m, it can send files from
pathis */usr/xyz" as wel! as **/usz/spool™,
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The liges

root, /
, Just

allow aay user to traasfer files beginning with **/use’* but the user with login roor can transfer
aay file. (Note that any file that is to be transferred must be readable by anybody.)

L.sys

Each entry in this file represeats one system that can be called by the local uucp programs.
More than one line may be present {or a particular system. [a this case, the additional lines
_regeeseat alternative communication paths that will be tried in sequential crder The Belds are
described below.

$ysiem name
Tha name of the remote system.

time

This is a string that indicates the days-of-week and times-of-day when the systam should
be called (e.g.. MoTuTh0800-1730).

The day portion may be.a list con:auung sorme of
SuMoTuWeThFrSe B
or it may be Wk for any wesk-day or Aay for any day.

The time should be a rasge of umes (e.g., 08300 1230). If no time portion is specified,
any time of day is assummed 1o be okay for the call. Note that'a time range that spans
0000 is permitted, for example, 0800-0600 means all times are ok other than times
berwsen § and § am,

An optional subfield is available to iadicate the rmiinimucmn time (minutes) before 3 retry
folloving a failed attemipt. The subfield separator is a **,"". (e.g.. Any,Y means call my
time Jut wait at least 9 minutes after a failure has oo:urred..)

devtca

"This is either ACU or the hapdwired device to be used for the call. For the hardwired
casg, the last part of the spesial flle name is used f{e.g., ttyQ).

class

. This i3 usually um line spezd for the czll (a.g., J00). The exeaption is when the “C™
" libeagy rowtine “diziour’ is available ig which case this is the dialout glass.

phoce

Tae phone numeber is Mmade up of an optional alphabetic abbreviatica and a aumeric part.
The abbreviation should be one that appears in the L-dislicodes Gle {e.g. mb3i500, bos-
tond95-— 9980). For the hardwired devices, this Seld contains te same string as used for
the device feld.

lagin
Thae login information is given as a series of Aelds and subfields ia the fovmat

| expect send] ...

where expact is the siring exéecied 10 be reid and werd is the string 10 be seat when the
expaer string 9 ressived.

- "‘j

)y
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The expect field may be made up of subfields of thz form

expect|— send—expect] ... :
where the erd is sent il the prior expect is not successfully read and the expecr following
the send is the next expected string. (e.g., login—login will expect login, if it gets it, the
program will go on to the next field; if it does not get login, it will send mull followed by a
new line, then expect login again.)
There are two special names available to be sent during the login sequence. The string
EOT will send an EOT character and the string BREAX will try to send a BREAK charac-
ter. (The BREAK character is simulated using line speed changes and null characters and
may not work on afl devices and/or systems.) A number from 1 10 9 may follow the
BREAK for exampie, BREAK] will send | null character instead of the default of 3.
Note that BREAK! usually works best for 300/1200 baud lines.

A typical entry in the L.sys file would be
sys Any ACU 300 mh7654 login uucp ssword: word

The expect algorithm match all or part of the input string as illustrated in the password field
above.

9. Administration

This section indicates some events and files that must be administered for the uucp system.
Some administration can be accomplished by shell files initiated by crontad entries. Others will
require manual intervention. Scme sample shelf files are given toward the end of this section.

SQFILE — sequence check file
" This file is set up in the program directory and contains an entry for each remote sysiem with

which you agree to perform conversalion sequence checks, The initial entry is just the system
name of the remote system. The first conversation will add the conversation count and the
datz/time of the most resent conversation. These items will be updated with each conversa-
tion. If a sequence check fails, the entry will have 10 be adjusted manually.

™™ - temporary data files

These files are created in the spoo! directory while a file is being copied {from a rernote machine,
Their names have the form

TM.pid.ddd

where pid is a process-id and Jdd isa sequential three digit number starting at zero. After the

entire file is received, the TM file is moved/copied 10 the requested destination. If processing

is abnormally terminated the file will remain in the spool directory. The leftover files should be

periodically removed; the uuclean program is useful in this regard. The command
program/uuciean — pTM

will remove all TM files older than three days.

LOG = log entry files .
During execution, log informmation is appended to the LOGFILE. 1 this file is locked by
another process, the log information is placed in individual log files which will have preﬁ‘x
LOG. These files should be combined into the LOGFILE by using the uwlog program. This
program will append the LOGFILE with the individual log files. The command

uulog

will accomplish the merge. Options are available to print some or all the log entries after the
files are merged. The LOGFILE should be removed pericdically.



14 ' UUCP [mplementation

The LOG. files are created injtially with mode 0222. If the prograrm that creates the fle ter-
minates aormally, it changes the mode 10 0666. Abortzd runs may leave the flles with mode
0222 and the uwiog program will oot read or remove them., To remove them, either use rm,
uuclenm, or change the mode ta 0666 and let uuiog merge them into the LOGFILE.

STST ~ system starms files

These files are created in the spool directory by the luuc:‘ca program. They contain information
such as login, dialup aor sequence check {ailures or will contain a TALKIVG status when two
machines are conversing. The form of the file name is

STST.sys
where sys is the remote system aame.

For ordinary (ailures, such as diafup or login, the fle will preveat repea.zed tries for about 55
wminutes. This is the default time; it can be changed on an individual system basis by a subfleld
of the time feld in the L.sys fle. For sequence check failures, the file must be removed
before any future anewprs to converse with thag remota system.

LCE = lock files

Lock files are created for sach device in use (e.g., automatic cailing unit) and each systam
conversing. This prevents duplicate conversations and multiple attempts o use the same dav-
ice. The form of the lock file name is

LCX.str R
where sz ig sither a device or sysitem name. The files may be left in the spool directory il runs

abort {usually only on system crashes). They will be ignoced {reused) after 1.5 hours. When
tuns abort and calls are desired Yelore the ime limit, the lock Gles should be removed.

ERRLOG ~ uucp system etrof file

Tais file is created i1 the spool directory to racord uucy sysiem errers. Entries in this file
should de rare. The messages come from the ASSERT statemesnts in the various programs.
Wrong modes oa fles or directories, missing files, and read/write system call failures on the
transmission channel i1y cause entries in the ERRLOG file.

Shed Files

The uucp. program witl spool work and attempt to start the uucico 'program.' but uucico will aot
always be able to execute the request immediately. Therafore, the uucico program should be

periodically started. The command to start vucico can be put in a “*shell” file with a command

o merge LOG. fles and started by a2 crontab entry on an hourly basis. The fle could contain
the commaaeds :

fuse/bin/uulog

program/{uucicy -l - sinter

program/uucicos —rl .
The “=¢1" option is required to swart the uucico program in ‘bL-lSTER mode. The “—~s”
option can be used for poiling as illustrated in the second line where machine iarer is being
polled. The third line will process all other spooled work.

Another shell file may e set up on a daily basis to remove TM, ST aad LCX files and C. or
D. Bles for work that can not be accomplished [or reasons like bad phone number, login
changes stc, A shell file containing commands like

grogramiuucleag = pTM = pC. = pD.

programm/unclesy - pST —pLCK -al2
can e uged, Note that the “-=nl2™ option caunes the ST amd LCX files older than 12 hours
to be deleted, The absencs of e **~na" option will usg a threa day tume lismit.
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L'UCP Impiementation 5

A daily or weekly shell should also be creazted 10 remove or save old LOGFILEs. A shell like

cp spool/LOGFILE  spoof/o.LOGFILE
em spoal/ LOGFILE

can be used.

Login Entry

Two or more logins should be set up lor wucp. One should be an administrative login: the
owner of all the uucp programs, directories and files. All others are used by remote systems to
access the uucp sysiem. Each of the *~/etc/passwd’™ entries for the access logins should have
“program/ uucico™ as the shell to be executed. The login directory should be the pubiic dirze-
tory (usually /usr/spool/uucppublic). The various access login names are used in the {'SER-
FILE 1o restrict file access.

File Mcdes

The programs twucp, wwx. wuewo, wloe, wewhan and txgr should be owned by the wucp
administrative login with the ““setuid'® bit set and only execute permissions (e.g.. mode 04111).
The L.sys, SQFILE and the USERFILE. which. are put in the program directoty should be
owned by the wicp administrative login and set with mode 0400, The mode of spoa! should be
0755, The mode of xgrdir should be 0777, The L-dialcndes and the L-devices files should
have mode (434,

January 19x0
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Yace: Yet Another Compiler-Compiler

Stephen C. Johnson

Bell Laboratories
Murray Hill, New Jersey 07974

ABSTRACT

Computer program input generally has some structure; in fact, every com-
puter program that does input can be thought of as defining an ‘‘input
language’ which it accepts. An input language may be as complex as a pro-
gramming language, or as simple as a sequence of numbers. Unfortunately,
usual input facilities are limited, difficult to use, and often are lax about check-
ing their inputs for validity.

Yacc provides & general tool for describing the input to a computer pro-
gram. The Yacc user specifies the structures of his input, together with code to
be invoked as each such structure is recognized. Yacc turns such a specification
into a subroutine that handles the input process; frequently, it is convenient
and appropriate to have most of the flow of control in the user’s application
handled by this subroutine.

The input subroutine produced by Yacc calls a user-supplied routine to
return the next basic input item. Thus, the user can specify his input in terms
of individual input characters, or in terms of higher level constructs such as
names and numbers. The user-supplied routine may also handle idiomatic
features such as comment and continuation conventions, which typically defy
easy grammatical specification.

Yacc is written in portable C. The class of specifications accepted is a
very general one: LALR (1) grammars with disambiguating rules.

In addition to compiiers for C, APL, Pascal, RATFOR, etc., Yacc has also
been used for less conventional languages, including a phototypesetter
language, several desk calculator languages, a document retrieval system, and a
Fortran debugging system, '

July 31, 1978



Yace: Yet Another Compiler-Compiler

Stephen C. Johnson

Bell Laboratories
Murray Hill, New Jersey 07974

0: Introduction

Yacc provides a general tool for imposing structure on the input to a computer program.
The Yacc user prepares a specification of the input process; this includes rules describing the
input structure, code to be invoked when these rules are recognized, and a low-level routine to -
do the basic input. Yacc then generates a function to control the input process. This function,
called a parser, calls the user-supplied low-level input routine (the lexical analyzer) to pick up
the basic items {called tokens) from the input stream. These tokens are organized according to
the input structure rules, called grammar rules, when one of these rules has been recognized,
then user code supplied for this rule, an action, is invoked; actions have the ability to return
values and make use of the values of other actions.

Yacc is written in a portable dialect of C! and the actions, and cutput subroutine, are in C
as well. Moreaver, many of the syntactic conventions of Yacc follow C.

The heart of the input specification is a collection of grammar rules. Each rule describes
an allowable structure and gives it a name. For example, one grammar rule might be

date : month_name day °, year ;

Here, date, month_name, day, and year represent structures of interest in the input process;
presumably, month_name, day, and year are defined elsewhere. The comma **,” is enclosed in
single quotes; this implies that the comma is to appear literally in the input. The colon and
semicolon merely serve as punctuation in the rule, and have no significance in controlling the

input. Thus, with proper definitions, the input
July 4, 1776

might be matched by the above rule.

An important part of the input process is carried out by the lexical analyzer. This user
routine reads the input stream, recognizing the lower level structures, and communicates these
tokens to the parser. For historical reasons, a structure recognized by the lexical analyzer is
called a terminal symbol, while the structure recognized by the parser is called a nonterminal sym-
bol. To avoid confusion, terminal symbols will usually be referred to as tokens.

There is considerable leeway in deciding whether to-recognize structures using the lexical
analyzer or grammar rules. For example, the rules

s F_F oy

month_name : 'J'a"'n’ ;
month name : 'F e’ 'b" |

month_name : ‘D" ’e" ¢’ ;

might be used in the above example. The lexical analyzer would only need to recognize indivi-.
dual letters, and month_name would be a nonterminal symbol. Such low-level rules tend to
waste time and space, and may complicate the specification beyond Yacc’s ability to deal with it.
Usually, the lexical analyzer would recognize the month names, and return an indication that a
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month_name was seen; in this case, month_name would be a token.

Literal characters such as “,”. must also be passed through the lexical analyzer, and are
also considered tokens,

Specification files are very flexible. It is realively easy to add to the above example the
rule

date : month '/ day */" year ;
allowing

77471776
as a synonym for

July 4, 1776

In most cases, this new rule could be ‘‘slipped in’’ to a working system with minimal effort,
and little danger of disrupting existing input.

The input being read may not conform to the specifications. These input errors are
detected as early as is theoretically possible with a left-to-right scan; thus, not only is the
chance of reading and computing with bad input data substantially reduced, but the bad data
can usually be quickly found. Error handling, provided as part of the input specifications, per-
mits the reentry of bad data, or the continuation of the input process after skipping over the
bad data.

In some cases, Yacc fails to produce a parser when given a set of specifications. For
example, the specifications may be self contradictory, or they may require a more powerful
recognition mechanism than that available to Yacc. The former cases represent design errors;
the latter cases can often be corrected by making the lexical analyzer more powerful, or by
rewriting some of the grammar rules. While Yacc cannot handle all possible specifications, its
power compares favorably with similar systems; moreover, the constructions which are difficult
for Yacc to handle are also frequently difficult for human beings to handle. Some users have
reported that the discipline of formulating valid Yacc specifications for their input revealed
errors.of conception or design early in the program development.

The theory underlying Yacc has been described elsewhere.2-3.4 Yacc has been extensively
used in numerous practical applications, including Jint, the Portable C Compiler,6 and a system
for typesetting mathematics.’

The next several sections describe the basic process of preparing a Yacc specification; Sec-
tion 1 describes the preparation of grammar rules, Section 2 the preparation of the user sup-
plied actions associated with these rules, and Section 3 the preparation of lexical analyzers. Sec-
tion 4 describes the operation of the parser. Section 5 discusses various reasons why Yacc may
be unable to produce a parser from a specification, and what to do about it. Section 6 describes
a simple mechanism for handling operator precedences in arithmetic expressions. Section 7
discusses error detection and recovery. Section 8 discusses the operating environment and spe-
cial features of the parsers Yacc produces., Section 9 gives some suggestions which should
improve the style and efficiency of the specifications. Section 10 discusses some advanced
topics, and Section 11 gives acknowledgements. Appendix A has a brief example, and Appen-
dix B gives a summary of the Yacc input syntax. Appendix C gives an example using some of
the more advanced features of Yacc, and, finally, Appendix D describes mechanisms and syntax
no longer actively supported, but provided for historical continuity with older versions of Yacc.

1: Basic Specifications

Names refer to either tokens or nonterminal symbols. Yacc requires token names to be
declared as such. In addition, for reasons discussed in Section 3, it is often desirable to include
the lexical analyzer as part of the specification file; it may be useful to include other programs
as well. Thus, every specification file consists of three sections: the declarations, (grammar)
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rules, and programs. The sections are separated by double percent *“%%’ marks. (The percent
“%* js generally used in Yacc specifications as an escape character.)

In other words, a full specification file looks like

declérations
%%

rules

%%
programs

The declaration section may be empty. Moreover, if the programs section is omitted, the
second %% mark may be omitted also; thus, the smallest legal Yace specification is

%%
rules

Blanks, tabs, and newlines are ignored except that they may not appear in names or
multi-character reserved symbols. Comments may appear wherever a name is legal; they are
enclosed in /» . ../, as in C and PL/L

The rules section is made up of one or more grammar rules. A grammar rule has the
form: '

A : BODY ;

A represents a nonterminal name, and BODY represents a sequence of zero or more names and
literals. The colon and the semicolon are Yacc punctuation.

Names may be of arbitrary length, and may be made up of letters, dot **.””, underscore
¢ ' and non-initial digits. Upper and lower case letters are distinct. The names used in the
body of a grammar rule may represent tokens or nonterminal symbols.

A literal consists of a character enclosed in single quotes **”*. As in C, the backslash **\"
is an escape character within literals, and all the C escapes are recognized. Thus

A\’ newline
\ return
"\ single quote
W backslash *\"
\t tab
\b’ backspace
\fF form feed
Wxxx” ““xxx™ in octal

(1581

For a number of technical reasons, the NUL character ('\0" or 0) should never be used in gram-
mar ruies.

If there are several grammar rules with the same left hand side, the vertical bar *‘I”* can
be used to avoid rewriting the left hand side. In addition, the semicolon at the end of a rule
can be dropped before a vertical bar. Thus the grammar rules

A : BCD ,
A : EF ;
A : G ;

can be given to Yacc as
A

: BCD
[ EF
G
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It is not necessary that all grammar rules with the same left side appear together in the gram-
mar rules section, although it makes the input much more readable, and easier to change.

If a nonterminal symbol matches the empty string, this can be indicated in the obvious
way:

emﬁty T

Names representing tokens must be declared; this is most simply done liy writing
O%token namel name2...

in the declarations section. (See Sections 3 , §, and 6 for much more discussion). Every name
not defined in the declarations section is assumed to represent a nonterminal symbaol. Every
nonterminal symbol must appear on the left side of at least one rule.

Of all the nonterminal symbols, one, called the start symbol, has particular importance.
The parser is designed to recognize the start symbol; thus, this symbol represents the largest,
most general structure described by the grammar rules. By default, the start symbol is taken to
be the left hand side of the first grammar rule in the rules section. It is possible, and in fact
desirable, to declare the start symbol explicitly in the declarations section using the %start key-
word:

%start symbol

The end of the input to the parser is signaled by a special token, called the endmarker. If
the tokens up to, but not including, the endmarker form a structure which matches the start
symbol, the parser function returns to its caller after the endmarker is seen; it.accepis the input.
If the endmarker is seen in any other context, it is an error.

It is the job of the user-supplied lexical analyzer to return the endmarker when appropri-
ate; see section 3, below. Usually the endmarker represents some reasonably obvious 1/0
status, such as “‘end-of-file”’ or *‘end-of-record”.

2: Actions

With each grammar rule, the user may associate actions to be performed each time the
rule is recognized in the input process. These actions may return values, and may obtain the
values returned by previous actions. Moreover, the lexical analyzer can return values for
tokens, if desired.

An action is an arbitrary C statement, and as such can do input and output, call subpro-
grams, and alter external vectors and variables. An action is specified by one or more state-

ments, enclosed in curly braces **{"* and **}”’. For example,
A . '(o B p)o
{ °  hello(1, "abe"); }
and
XXX YYY ZZZ
{ printf ("a message\n");
flag = 25,

are grammar rules with actions.

To facilitate easy communication between the actions and the parser, the action state-
ments are altered slightly. The symbol “‘dollar sign™ “*3" is used as a signal to Yacc in this
context.

To return a value, the action normally sets the pseudo-variable ‘33" to some value. For
example, an action that does nothing but return the value 1 is



[ $§=1; |

To obtain the values returned by previous actions and the lexical analyzer, the action may
use the pseudo-variables $1, 82, . . ., which refer to the values returned by the components of
the right side of a rule, reading from left to right. Thus, if the rule is

A : BCD ;
for example, then $2 has the value returned by C, and $3 the value returned by D.
As a more concrete example, consider the rule
expr ¢ expr 7)Y

The vaiue returned by this rule is usually the value of the expr in parentheses. This can be
indicated by :

expr (¢ expr ) {88 =82, }

By default, the value of a rule is the value of the first element in it {$1). Thus, grammar
rules of the form

A : B ;
frequently need not have an explicit action,

In the examples above, all the actions came at the end of their rules. Sometimes, it is
desirable to get control before a rule is fully parsed. Yacc permits an action to be written in the
middle of a rule as well as at the end. This rule is assumed to return a value, accessible
through the usuai mechanism by the actions t¢ the right of it. In turn, it may access the values
returned by the symbols to its left. Thus, in the rule

A : - B
{88=1; 1}
C
{ x=82; y=283 |}
the effect is to set xto 1, and y to the value returned by C.

Actions that do not terminate a rule are actually handled by Yacc by manufacturing a new
nonterminal symbol name, and a new rule matching this name to the empty string. The inte-
rior action is the action triggered off by recognizing this added rule. Yacc actually treats the
above example as if it had been written:

$ACT /* empty */
{88=1;}
A : B $SACT C

{ x=82, y=83 }

In many applications, output is not done directly by the actions; rather, a data structure,
such as a parse tree, is constructed in memory, and transformations are applied to it before out-
put is generated. Parse trees are particularly easy to construct, given routines to build and
maintain the tree structure desired. For example, suppose there is a C function node, written
so that the call

node( L, nl, n2)

creates a node with label L, and descendants ni and n2, and returns the index of the newly
created node. Then parse tree can be built by supplying actions such as:




expr ! expr “+ expr
( 8% = node( "+, $1, 83); }

in the specification.

The user may define other variables to be used by the actions. Declarations and
definitions -can appear in the declarations section, enclosed in the marks “%{* and “%)".
These declarations and definitions have global scope, so they are known to the action state-
ments and the lexical analyzer. For example,

%{ int variable = 0; %)

could be placed in the declarations section, making variable accessible to all of the actions. The
Yacc parser uses only names beginning in “‘yy'"; the user should avoid such names.

In these examples, all the values are integers: a discussion of values of other types will be
found in Section 10.

3: Lexical Analysis

The user must supply a lexical analyzer to read the input stream and communicate tokens
(with values, if desired) to the parser, The lexical analyzer is an integer-valued function called
wilex. The function returns an integer, the token number, representing the kind of token read.
If there is a value associated with that token, it should be assigned to the external variable yyi-
val.

The parser and the lexical analyzer must agree on these token numbers in order for com-
munication between them to take place. The numbers may be chosen by Yacc, or chosen by
the user. In either case, the **# define’” mechanism of C is used to allow the lexical analyzer
to return these numbers symbolically. For example, suppose that the token name DIGIT has
been defined in the declarations section of the Yacc specification file. The relevant portion of
the lexical analyzer might look like:

yylex O
extern int yylval;
cint ¢

¢ = getchar();
switch( ¢ ) {

case '0":
_case 1
case '9":
yylval = ¢c="0";
return{ DIGIT );

}

The intent is to return a token number of DIGIT, and a value equal to the numerical
value of the digit. Provided that the lexical analyzer code is placed in the programs section of
the specification file, the identifier DIGIT will be defined as the token number associated with
the token DIGIT.

This mechanism leads to clear, easily modified lexical analyzers; the only pitfall is the
need to avoid using any token names in the grammar that are reserved or significant in C or the
parser; for example, the use of token names if or while will almost certainly cause severe
difficulties when the lexical analyzer is compiled. The token name error is reserved for error
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handling, and should not be used naively (see Section 7).

As mentioned above, the token numbers may be chosen by Yacc or by the user. In the
default situation, the numbers are chosen by Yacc. The default token number for a literal char-
acter is the numerical value of the character in the local character set. Other names are
assigned token numbers starting at 257.

To assign a token number to a token {including literals), the first appearance of the token
name or literal in the declarations section can be immediately followed by a nonnegative integer.
This integer is taken to be the token number of the name or literal. Names and literals not
defined by this mechanism retain their default definition. It is important that all token numbers
be distinct.

For historical reasons, the endmarker must have token number 0 or negative. This token
number cannot be redefined by the user; thus, alt lexical analyzers should be prepared to return
0 or negative as a token number upon reaching the end of their input.

A very useful tool for constructing lexical analyzers is the Lex program developed by
Mike Lesk.8 These lexical analyzers are designed to work in close harmony with Yacc parsers.
The specifications for these lexical analyzers use regular expressions instead of grammar rules.
Lex can be easily used to produce quite complicated lexical analyzers, but there remain some
languages (such as FORTRAN) which do not fit any theoretical framework, and whose lexical
analyzers must be crafted by hand.

4: How the Parser Works

Yacc turns the specification file into a C program, which parses the input according to the
specification given. The algorithm used to go from the specification to the parser is complex,
and will not be discussed here (see the references for more information). The parser itself,
however, is relatively simple, and understanding how it works, while not strictly necessary, will
nevertheless make treatment of error recovery and ambiguities much more comprehensible.

The parser produced by Yacc consists of a finite state machine with a stack. The parser is
also capable of reading and remembering the next input token (called the lookahead token).
The current state is always the one on the top of the stack. The states of the finite state
machine are given small integer labels; initially, the machine is in state 0, the stack contains
only state 0, and no lookahead token has been read.

The machine has only four actions available to it, called shift, reduce, accept, and error. A
move of the parser is done as follows:

1. Based on its current state, the parser decides whether it needs a lookahead token to decide
what action should be done; if it needs one, and does not have one, it calls yylex to obtain
the next token.

2. Using the current state, and the lookahead token if needed, the parser decides on its next
action, and carries it out. This may result in states being pushed onto the stack, or
popped off of the stack, and in the lookahead token being processed or left alone.

The shift action is the most common action the parser takes. Whenever a shift action is
taken, there is always a lookahead token. For example, in state 56 there may be an action:

IF shift 34

which says, in state 56, if the lookahead token is IF, the current state (56) is pushed down on
the stack, and state 34 becomes the current state (on the top of the stack). The lookahead
token is cleared.

The reduce action keeps the stack from growing without bounds. Reduce actions are
appropriate when the parser has seen the right hand side of a grammar rule, and is prepared to
announce that it has seen an instance of the rule, replacing the right hand side by the left hand
side. It may be necessary to consuit the lookahead token to decide whether to reduce, but usu-
ally it is not; in fact, the default action (represented by a “*.”*) is often a reduce action.




Reduce actions are assoctated with individual grammar rules. Grammar rules are also
given small integer numbers, leading to some confusion. The action

. reduce 18
refers to grammar rule 18, while the action
.7 IF shift 34
refers to Srate_34. -
"' " 'Suppose the rule being reduced is
' _‘ A : XxXyz

'I'he“_"redﬂce action depends on the left hand symbol (A in this case), and the number of sym-
bols on the right hand side (three in this case). To reduce, first pop off the top three states
from the stack {In general, the number of states popped equals the number of symbols on the
right side of the rule). In effect, these states were the ones put on the stack while recognizing
x, y, and z, and no longer serve any useful purpose. After popping these states, a state is
uncovered which was the state the parser was in before beginning to process the rule. Using
this uncovered state, and the symbol on the left side of the rule, perform what is in effect a
shift of A. A new-state is obtained, pushed onto the stack, and parsing continues. There are
significant differences between the processing of the left hand symbol and an ordinary shift of a
token, however, so this action is called a gofo action. In particular, the lookahead token is

cleared by a shift, and is not affected by a goto. In any case, the uncovered state contains an
entry such as:

A goto 20

causing state 20 to be pushed onto the stack, and become the current state.

In effect, the reduce action “‘turns back the clock™ in the parse, popping the states off the
stack to go back to the state where the right hand side of the rule was first seen. The parser
then behaves as if it had seen the left side at that time. If the right hand side of the rule is
empty, no states are popped off of the stack: the uncovered state is in fact the current state.

The reduce action is also important in the treatment of user-supplied actions and values,
When a rule is reduced, the code supplied with the rule is executed before the stack is adjusted.
In addition to the stack holding the states, another stack, running in parallel with it, holds the
values returned from the lexical analyzer and the actions. When a shift takes place, the exter-
nal variable yylval is copied onto the value stack. Afier the return from the user code, the
reduction is carried cut. When the goto action is done, the external variable yvval is copied
onto the value stack. The pseudo-variables $1, 82, etc., refer to the value stack.

The other-two parser actions are conceptually much simpler. The accept action indicates
that the entire input has been seen and that it matches the specification. This action appears
only when the lookahead token is the endmarker, and indicates that the parser has successfully
done its job. The error action, on the other hand, represents a place where the parser can no
longer continue parsing according to the specification. The input tokens it has seen, together
with the lookahead token, cannot be followed by anything that would result in a legal input.
The parser reports an error, and attempts to recover the situation and resume parsing: the error

" recovery (as opposed to the detection of error) will be covered in Section 7.

It is time for an example! Consider the specification



%token DING DONG DELL

%%

rhyme : sound place
sound : . DING DONG
place , DELL

When Yacc is invoked with the —v option, a file called y.output is produced, with a
human-readable description of the parser. The y.ouwiput file corresponding to the above gram-
mar (with some statistics stripped off the end) is:
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state 0
Saccept : _rhyme S$end

DING shift 3
. error

rhyme goto 1
sound goto 2

state 1
$accept : rhyme $end

Send accept
. error

state 2 - .
' rhyme : sound_place

DELL shift §
. error

place goto 4

state 3
sound : DING DONG

DONG shift 6
. error

state 4
thyme : sound place_ (1)

reduce 1

state 5
place : DELL  (3)

reduce 3

state 6
sound : DING DONG_ (2)

reduce 2

Notice that, in addition to the actions for each state, there is a description of the parsing rules
being processed in each state. The _ character is used to indicate what has been seen, and what
is yet to come, in each rule. Suppose the input is

DING DONG DELL

It is instructive to follow the steps of the parser while processing this input.

Initially, the current state is state 0. The parser needs to refer to the input in order to
decide between the actions available in state 0, so the first token, DING, is read, becoming the
lookahead token. The action in state 0 on DING is is ‘‘shift 3", so state 3 is pushed onto the
stack, and the lookahead token is cleared. State 3 becomes the current state. The next token,
DONG, is read, becoming the lookahead token. The action in state 3 on the token DONG is
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“shift 6°°, so state 6 is pushed onto the stack, and the lookahead is cleared. The stack now
contains 0, 3, and 6. In state 6, without even consulting the lookahead, the parser reduces by
rule 2.

sound : DING DONG

This rule has two symbols on the right hand side, so t.wo states, 6 and 3, are popped off of the
stack, uncovering state 0. Consulting the description of state 0, looking for a goto on sound,

sound goto 2

is obtained; thus state 2 is pushed onto the stack, becoming the current state.

In state 2, the next token, DELL, must be read. The action is ‘‘shift 5", so state 5 is
pushed onto the stack, which now has 0, 2, and 5 on it, and the lookahead token is cleared. In
state 5, the only action is to reduce by rule 3. This has one symbol on the right hand side, so
one state, 5, is popped off, and state 2 is uncovered. The goto in state 2 on place, the left side
of rule 3, is state 4. Now, the stack contains 0, 2, and 4. In state 4, the only action is to
reduce by rule 1. There are two symbols on the right, so the top two states are popped off,
uncovering state (¢ again. In state 0, there is a goto on riyme causing the parser to enter state
1. In state 1, the input is read; the endmarker is obtained, indicated by *‘$end’’ in the y.outpur
file. The action in state 1 when the endmarker is seen is to accept, successfully ending the
parse.

- The reader is urged to consider how the parser works when confronted with such incorrect
strings as DING DONG DONG, DING DONG, DING DONG DELL DFLL, etc. A few minutes
spend with this and other simple examples will probably be repaid when problems arise in more
complicated contexts.

5: Ambiguity and Conflicts

A set of grammar rules is ambiguous if there is some input string that can be structured in
two or more different ways. For example, the grammar rule

expr expr “—" expr

is a natural way of expressing the fact that one way of forming an arithmetic expression is to
put two other expressions together with a minus sign between them. Unfortunately, this gram-
mar rule does not completely spec:fy the way that all complex inputs should be structured. For
example, if the input is

eXpr — expr — expr
the rule allows this input to be structured as either
( expr — expr ) — expr
or as
expr — ( expr — expr )
(The first is called /left association, the second right association).

Yacc detects such ambiguities when it is attempting to build the parser. It is instructive to
consider the problem that confronts the parser when it is given an input such as

expr — expr — expr
When the parser has read the second expr, the input that it has seen: .
expr — expr

matches the right side of the grammar rule above. The parser could reduce the input by apply-
ing this rule; after applying the rule; the input is reduced to expr(the left side of the rule). The
parser would then read the final part of the input: .



— expr
and again reduce. The effect of this is to take the left associative interpretation.
Alternatively, when the parser has seen

expr — expr

it could defer the immediate application of the ruie, and continue reading the input until it had
seen

eXpr — expr — expr
It could then apply the rule te the rightmost three symbols, reducing them to expr and leaving
€Xpr — expr

Now the rule can be reduced once more; the effect is to take the right associative interpreta- -
tion. Thus, having read

exXpr — expr

the parser can do two legal things, a shift or a reduction, and has no way of deciding between
them. This is called a shift / reduce conflict. It may also happen that the parser has a choice of
two legal reductions; this is called a reduce / reduce conflict. Note that there are never any
“sShift/shift™* conflicts.

When there are shift/reduce or reduce/reduce conflicts, Yacc still produces a parser. It
does this by selecting one of the valid steps wherever it has a choice. A rule describing which
choice to make in a given situation is called a disambiguating rule.

Yacc invokes two disambiguating rules by default:
In a shift/reduce conflict, the default is to do the shift.

2. In a reduce/reduce conflict, the default is to reduce by the earlier grammar rule {in the
input sequence).

Rule 1 implies that reductions are deferred whenever there is a choice, in favor of shifts.
Rule 2 gives the user rather crude control over the behavior of the parser in this situation, but
reduce/reduce conflicts should be avoided whenever possible.

Conflicts may arise because of mistakes in input or logic, or because the grammar rules,
while consistent, require a more complex parser than Yacc can construct. The use of actions
within rules can also cause conflicts, if the action must be done before the parser can be sure
which rule is being recognized. In these cases, the application of disambiguating rules is inap-
propriate, and leads to an incorrect parser. For this reason, Yacc always reports the number of
shift/reduce and reduce/reduce conflicts resolved by Rule 1 and Rule 2.

In general, whenever it is possible to apply disambiguating rules to produce a correct
parser, it is also possible to rewrite the grammar rules so that the same inputs are read but
there are no conflicts. For this reason, most previous parser generators have considered
conflicts to be fatal errors. Qur experience has suggested that this rewriting is somewhat unna-
tural, and produces slower parsers; thus, Yacc will produce parsers even in the presence of
conflicts.

As an example of the power of disambiguating rules, consider a fragment from a program-
ming language involving an “‘if-then-else’’ construction:

stat : IF (" cond ") stat
. I IF "( cond ‘) stat ELSE stat
In these rules, [F and ELSE are tokens, cond is a nonterminal symbol describing conditionat

(logical) expressions, and stat is a nonterminal symbol describing statements. The fist rule will
be called the simple-ifrule, and the second the if-eise rule.
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These two rules form an ambiguous construction, since input of the form
IF {(C1 ) IF ( C2) S1 ELSE S2
can be structured according to these rules in two ways:

IF (C1 ) {
IF (C2) sl

I
ELSE S2

or

IF ( C1) {
IF ( C2) Sl
FLSE 82

The second interpretation is the one given in most programming languages having this con-
struct. Each ELSE is associated with the last preceding ‘‘un-ELSEQ” JF. In this example, con-
sider the situation where the parser has seen

IF (C1)IF (C2) 51
and is looking at the ELSE. It can immediately reduce by the simple-if rule to get
IF (Cl) st
and then read the remaining input,
ELSE 52
and reduce
IF ( Cl ) stat ELSE $2

by the if-else rule. This leads to the first of the above groupings of the input.
On the other hand, the ELSE may be shifted, 52 read, and then the right hand portion of
IF (C1 ) IF ( C2) S1 ELSE 82
can be reduced by the if-else rule to get
IF ( Cl ) stat
which can be reduced by the sirﬁple-if rule. This leads to the second of the above groupings of
the input, which is usually desired.

Once again the parser can do two valid things — there is a shift/reduce conflict. The
application of disambiguating rule 1 tells the parser to shift in this case, which leads to the
desired grouping.

This shift/reduce conflict arises only when there is a particular current input symbol,
ELSE, and particular inputs already seen, such as

IF (Cl1)IF (C2) s1

In general, there may be many conflicts, and each one will be associated with an input symbol
and a set of previously read inputs. The previously read inputs are characterized by the state of
the parser.

The conflict messages of Yacc are best understood by examining the verbose (=v) option
output file. For example, the output corresponding to the above conflict state might be:
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23: shift/reduce conflict (shift 45, reduce 18) on ELSE
state 23

stat : IF ( cond ) stat_ (18)
stat : IF° ( cond ) stat_ELSE stat

ELSE shift 45
reduce 18

The first line describes the conflict, giving the state and the input symbol. The ordinary state
description follows, giving the grammar rules active in the state, and the parser actions. Recall
that the underline marks the portion of the grammar rules which has been seen. Thus in the
example, in state 23 the parser has seen input corresponding to

IF ( cond ) stat

and the two grammar rules shown are active at this time. The parser can do two possible
things. If the input symbol is ELSE, it is possible to shift into state 45. State 45 will have, as
part of its description, the line

stat : IF ( cond ) stat ELSE_stat

since the ELSE will have been shifted in this state. Back in state 23, the alternative action,
described by ‘*.”, is to be done if the input symbol is not mentioned explicitly.in the above
actions; thus, in this case, if the input symbol is not ELSE, the parser reduces by grammar rule
18:

stat : IF (" cond ") stat

Once again, notice that the numbers following ‘‘shift’’ commands refer to other states, while
the numbers following *‘reduce’’ commands refer to grammar rule numbers. In the y.output
file, the rule numbers are printed after those rules which can be reduced. In most one states,
there will be at most reduce action possible in the state, and this will be the default command.
The user who encounters unexpected shift/reduce conflicts will probably want to look at the
verbose output to decide whether the default actions are appropriate. In really tough cases, the
user might need to know more about the behavior and construction of the parser than can be
covered here. In this case, one of the theoretical references? 3.4 might be consuited; the ser-
vices of a local guru might also be appropriate,

6: Precedence

There is one common situation where the rules given above for resolving conflicts are not
sufficient; this is in the parsing of arithmetic expressions. Most of the commonly used con-
structions for arithmetic expressions can be naturally described by the notion of precedence lev-
els for operators, together with information about left or right associativity. It turns out that
ambiguous grammars with appropriate disambiguating rules can be used to create parsers that
are faster and easier to write than parsers consiructed from unambiguous grammars. The basic
notion is to write grammar rules of the form

expr : expr OP expr
and
expr : UNARY expr

for all binary and unary operators desired. This creates a very ambiguous grammar, with many
parsing conflicts. As disambiguating rules, the user specifies the precedence, or binding
strength, of all the operators, and the associativity of the binary operators. This information is
sufficient to allow Yacc to resolve the parsing conflicts in accordance with these rules, and
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construct a parser that realizes the desired precedences and associativities.

The precedences and associativities are attached to tokens in the declarations section.
This is done by a series of lines beginning with a Yacc keyword: %left, %right, or %nonassoc,
followed by a list of tokens. All of the tokens on the same line are assumed to have the same
precedence level and associativity; the lines are listed in order of increasing precedence or bind-
ing strength. Thus,

Yoleft "+" "—°
Yleft =" °/

describes the precedence and associativity of the four arithmetic operators. Plus and minus are
left associative, and have lower precedence than star and slash, which are also left associative.
The keyword Y%right is used to describe right associative operators, and the keyword Y%nonassoc
is used to describe operators, like the operator .LT. in Fortran, that may not associate with
themselves; thus,

A LT. B .LT. C

is illegal in Fortran, and such an operator would be described with the keyword %nonassoc in
Yacc. As an example of the behavior of these declarations, the description

Y%right "=’

%left "+ ="

Yoleft "= °/°

%%

expr expr =" expr
expr '+  expr
expr '—  expr

’

might be used to structure the input
a =b =cd — e — fsg
as follows:
a= (b= (((crd)—e) — (f+g) ))

When this mechanism is used, unary operators must, in general, be given a precedence. Some-
times a unary operator and a binary operator have the same symbolic representation, but
different precedences. An example is unary and binary "—'; unary minus may be given the
same strength as multiplication, or even higher, while binary minus has a lower strength than
multiplication. The keyword, %prec, changes the precedence level associated with a particular
grammar rule. Y%prec appears immediately after the body of the grammar rule, before the
action or closing semicolon, and is followed by a token name or literal. It causes the pre-
cedence of the grammar rule to become that of the following token name or literal. For exam-
ple, to make unary minus have the same precedence as multiplication the rules might resemble:
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%left "+ ="

Goleft "+« /'

%%

expr :  expr "+ expr

I expr '—  expr

I expr "+ expr

| expr / expr

| ‘=" expr Yoprec "+
I NAME

A token declared by %left, %right, and %nonassoc need not be, but may be, declared by
%token as well.

The precedences and associativities are used by Yacc to resolve parsing conflicts; they give
rise to disambiguating rules. Farmally, the rules work as follows:

1. The precedences and associativities are recorded for those tokens and literals that have
them.

2. A precedence and associativity is associated with each grammar rule; it is the precedence
and associativity of the last token or literal in the body of the rule. If the %prec construc-
tion is used, it overrides this default. Some grammar rules may have no precedence and
associativity assoctated with them.

3.  When there is a reduce/reduce conflict, or there is a shift/reduce conflict ancl either the
input symbol or the grammar rule has no precedence and associativity, then the two
disambiguating rules given at the beginning of the section are used, and the conflicts are
reported.

4, If there is a shift/reduce conflict, and both the grammar rule and the input character have
precedence and associativity associated with them, then the conflict is resolved in favor of
the action (shift or reduce) associated with the higher precedence. If the precedences are
the same, then the associativity is used; left associative implies reduce, right associative
implies shift, and nonassociating implies error. )

Conflicts resolved by precedence are not counted in the number of shift/reduce and
reduce/reduce conflicts reported by Yacc. This means that mistakes in the specification of pre-
cedences may disguise errors in the input grammar; it is a good idea to be sparing with pre-
cedences, and use them In an essentially ““cookbook’’ fashion, until some experience has been
gained. The y.output file is very useful in deciding whether the parser is actually doing what was
intended.

7: Error Handling

Error handling is an extremely difficult area, and many of the problems are semantic ones.
When an error is found, for example, it may be necessary to reclaim parse tree storage, delete
or alter symbol table entries, and, typically, set switches to avoid generating any further output.

It is seldom acceptable to stop all processing when an error is found; it is more useful to
continue scanning the input to find further syntax errors. This leads to the problem of getting
the parser ‘‘restarted”’ after an error. A general class of algorithms to do this involves discard-
ing a number of tokens from the input string, and attempting to adjust the parser so that input
can continue.

To allow the user some control over this process, Yacc provides a simple, but reasonably
general, feature. The token name ‘‘error’ is reserved for error handling. This name can be
used in grammar ruies; in effect, it sugpests piaces where errors are expected, and recovery
might take place. The parser pops its stack until it enters a state where the token “‘error’ is
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legal. It then behaves as if the token *‘error’ were the current lookahead token, and performs
the action encountered. The lookahead token is then reset to the token that caused the error.
If no special error rules have been specified, the processing halts when an error is detected.

In order to prevent a cascade of error messages, the parser, after detecting an error,
remains in érror- state until three tokens have been successfully read and shifted. If an error is
detected when the parser'is already in error state, no message is given, and the input token is
quietly deleted. . ... .

"As.an example, a-rule of the form

stat .- error

would, in effect, mean that on a syntax error the parser would attempt to skip over the state-
ment in which the error was seen. More precisely, the parser will scan ahead, looking for three
tokens that might legally follow a statement, and start processing at the first of these; if the
beginnings of statements are not sufficiently distinctive, it may make a faise start in the middle
of a statement, and end up reporting a second error where there is in fact no error.

- Actions may be used with these specizl error rules. These actions might attempt to reini-
tialize tables, reclaim symbol table space, etc.

Error rules such as the above are very general, but difficuit to control. Somewhat easier
are rules such as

stat : error

Here, when there is an error, the parser attempts to skip over the statement, but will do so by
skipping to the next *;". All tokens after the error and before the next ;" cannot be shifted, and
are discarded. When the *; is seen, this rule will be reduced, and any ‘‘cleanup’’ action associ-
ated with it performed.

Another form of error rule arises in interactive applications, where it may be desirable to
permit a line to be reentered after an error. A possible error rule might be

input error \n" { printf( "Reenter last line: " ); } input

{ $3 = 84; )

There is one potential difficulty with this approach; the parser must correctly process three
input tokens before it admits that it has correctly resynchronized after the error. If the reen-
tered line contains an error in the first two tokens, the parser deletes the offending tokens, and
gives no message; this is clearly unacceptable. For this reason, there i5 a mechanism that can
be used to force the parser to believe that an error has been fully recovered from. The state-
ment ’

yyerrok ;

in an action resets the parser to its normal mode. The last example is better written
input error ‘\n’
yyerrok;
printf( "Reenter last line: " ); |}
input

{ 88 = $4; )
As mentioned above, the token seen immediately after the “‘error’ symbol is the input

token at which the error was discovered. Sometimes, this is inappropriate; for example, an
error recovery action might-take upon itself the job of finding the correct place to resume input.

) In this case, the previous lookahead token must be cleared. The statement

yyclearin ;

in an action will have this effect. For example, 'suppose the action after error were to call some
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sophisticated resynchronization routine, supplied by the user, that attempted to advance the
input to the beginning of the next valid statement., After this routine was called, the next
token returmed by yylex-would presumably be the first token in a legal statement; the old, ille-
gal token must be discarded, and the error state reset. This could be done by a rule like

stat e erraor
{ resynch();
yyerrok ;
yyclearin ; }

7

These mechanisms are admittedly crude, but do allow for a simple, fairly effective
recovery of the parser from many errors; moreover, the user can get control to deal with the
error actions required by other portions of the program.

8: The Yacc Environment

When the user inputs a specification to Yacc, the output is a file of C programs, called
y.tab.c on most systems {due to local file system conventions, the names may differ from instal-
lation to installation). The function produced by Yacc is called yyparse; it is an integer valued
function. When it is called, it in turn repeatedly calls yylex, the lexical analyzer supplied by the
user (see Section 3) to obtain input tokens. Eventually, either an error is detected, in which
case {if no error recovery is possible) yyparse returns the value 1, or the lexical analyzer returns
the endmarker token and the parser accepts. In this case, yyparse returns the value 0.

The user must provide a certain amount of environment for this parser in order to obtain
a working program. For example, as with every C program, a program called main must be
defined, that eventually calls yyparse. In addition, a routine called yyerror prints a message
when a syntax error is detected.

These two routines must be supplied in one form or another by the user. To ease the ini-
tial effort of using Yacc, a library has been provided with default versions of main and yverror.
The name of this libraty is system dependent; on many systems the library is accessed by a ~ly
argument to the ioader. To show the triviality of these default programs, the source is given
below:

main{(){
return{ yyparse() );

and
# include <stdio.h>

yyerror(s) char »s; |
fprintf( stderr, “%s\n", s );
)

The argument to yyerror is a string containing an error message, usually the string *‘syntax
error”’. The average application will want to do better than this. Ordinarily, the program
should keep track of the input line number, and print it along with the message when a syntax
error is detected. The external integer variable yychar contains the lookahead token number at
the time the error was detected; this may be of some interest in giving better diagnostics. Since
the main program is probably supplied by the user (to read arguments, etc.) the Yacc library is
useful only in small projects, or in the earliest stages of larger ones,

The external integer variable yydebug is normally set to 0. If it is set to a nonzero value,
the parser will output a verbose description of its actions, including a discussion of which input
symbols have been read, and what the patser actions are. Depending on the operating environ-
ment, it may be possible to set this variable by using a debugging system.
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9: Hints for Preparing Specifications

This section contains miscellaneous hints on preparing efficient, easy to change, and clear
specifications. The individual subsections are more or less independent.

Input Style

It is difficult to provide rules with substantial actions and still have a readable specification
file. The following style hints owe much to Brian Kernighan.

a.  Use all capital letters for token names, all lower case letters for nonterminal names. This
rule comes under the heading of “*knowing who to blame when things go wrong.”

b.  Put grammar rules and actions on separate lines. This allows either to be changed without
an automatic need to change the other.

¢.  Put all rules with the same left hand side together. Put the left hand side in only once,
and let all following rules begin with a vertical bar.

d. Put 4 semicolon only after the last rule with a given left hand side, and put the semicolon
on a separate line. This allows new rules to be easily added.

e. Indent rule bodies by two tab stops, and action bodies by three tab stops.

The example in Appendix A is written following this style, as are the examples in the text
of this paper (where space permits). The user must make up his own mind about these stylistic
questions; the central problem, however, is to make the rules visible through the morass of
action code.

Left Recursion

The algorithm used by the Yacc parser encourages so called ‘‘left recursive’’ grammar
rules: rules of the form

name name rest_of rule ;

These rules frequently arise when writing specifications of sequences and lists:

list : item
I list *, item
’
and
seq : item
I seq item

In each of these cases, the first rule will be reduced for the first item only, and the second rule
will be reduced for the second and all succeeding items.
With right recursive rules, such as
s€q : item
| item seq
the parser would be a bit bigger, and the items would be seen, and reduced, from right to left.

More seriously, an internal stack in the parser would be in danger of overflowing if a very long
sequence were read. Thus, the user should use left recursion wherever reasonable.

It is worth considering whether a sequence with zero elements has any meaning, and if so,
consider writing the sequence specification with an empty rule:
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seq : I+ empty »/
| seq item
Once again,-the first rule would always be reduced exactly once, before the first item was read,
and then the second rule would be reduced once for each item read. Permitting empty
sequences often leads to increased generality. However, conflicts might arise if Yacc is asked to
decide which empty sequence it has seen, when it hasn’t seen enough to know!

Lexical Tie-ins

Some lexical decisions depend on context. For example, the lexical analyzer might want
to delete blanks normally, but not within quoted strings. Or names might be entered into a
symbol table in declarations, but not in expressions.

One way of handling this situation is to create a global flag that is examined by the lexical
analyzer, and set by actions. For example, suppose a program consists of 0 or more declara-
tions, followed by 0 or more statements. Consider:

%(
int dflag;
%)
. other declarations ...
%%
prog decls stats
decls [+ empty */
{ dflag = 1; }
| decls declaration
stats /* empty »/

{ dflag = 0; )
| stats statement

. other rules ...

The flag dflag is now 0 when reading statements, and 1 when reading declarations, except for the
first token in the first statement. This token must be seen by the parser before it can tell that the
declaration section has ended and the statements have begun. In many cases, this single token
exception does not affect the lexical scan.

This kind of “*backdoor” approach can be elaborated to a noxious degree. Nevertheless,
it represents a way of doing some things that are difficult, if not impossible, to do otherwise.

Reserved Words

Some programming languages permit the user to use words like *“if”*, which are normally
reserved, as label or variable names, provided that such use does not conflict with the legal use
of these names in the programming language. This is extremely hard to do in the framework
of Yacc; it is difficult to pass information to the lexical analyzer telling it “*this instance of ‘if” is
a keyword, and that instance is a variable'’. The user can make a stab at it, using the mechan-
ism described in the last subsection, but it is difficult.

A number of ways of making this easier are under advisement. Until then, it is better
that the keywords be reserved; that is, be forbidden for use as variable names. There are
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powerful stylistic reasons for preferring this, anyway.

10: Advanced Topics
This section discusses a number of advanced features of Yacc.

Simulating Error and Accept in Actions

The parsing actions of error and accept can be simulated in an action by use of macros
YYACCEPT and YYERROR. YYACCEPT causes yyparse to return the value 0; YYERROR
causes the parser to behave as if the current input symbol had been a syntax error; yyerror is
called, and error recovery takes place. These mechanisms can be used to simulate parsers with
multiple endmarkers or context-sensitive syntax checking.

Accessing Values in Enclosing Rules.

An action may refer to values returned by actions to the left of the current rule. The
mechanism is simply the same as with ordinary actions, a dollar sign followed by 2 digit, but in
this case the digit may be 0 or negative. Consider

sent adj noun verb adj noun
{ look at the sentence . . . }
adj : THE | 8§ = THE; )
| YOUNG { $3 = YOUNG; | }
noun DOG
{ $$ = DOG; |
I CRONE
{ if($0 == YOUNG ){

printf( "what \n" );

?S = CRONE;

In the action following the word CRONE, a check is made that the preceding token shifted was
not YOUNG. Obvipusly, this is only possible when a preat deal is known about what might
precede the symbol noun in the input. There is also a distinctly unstructured flavor about this.
Nevertheless, at times this mechanism will save a great deal of trouble, especially when a few
combinations are to be excluded from an otherwise regular structure.

Support for Arbitrary Value Types

By default, the values returned by actions and the lexical analyzer are integers. Yacc can
also support values of other types, including structures. In addition, Yacc keeps track of the
types, and inserts appropriate union member names so that the resulting parser will be strictly
type checked. The Yacc value stack (see Section 4) is declared to be a wunion of the various
types of values desired. The user declares the union, and associates union member names to
each token and nonterminal symbol having a value. When the value is referenced through a 33
or %n construction, Yacc will automatically insert the appropriate union name, so that no
unwanted conversions will take place. In addition, type checking commands such as Lint3 will
be far more silent.
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There are three mechanisms used to provide for this typing. First, there is a way of
defining the union; this must be done by the user since.other programs, notably the lexical
analyzer, must know about the union member names. Second, there is a way of associating a
union member name with tokens and nonterminals. Finally, there is a mechanism for describ-
ing the type of those few values where Yacc can not easily determine the type.

To declare the union, the user includes in the declaration section:

%union {
" body of union ...

!

This declares the Yacc value stack, and the external variables yylval and yyval, to have type
equal to this union. If Yacc was invoked with the —d option, the union declaration is copied
onto the y.tab.h file. Alternatively, the union may be declared in a header file, and a typedef
used to define the variable YYSTYPE to represent this union. Thus, the header file might also
have said:

typedef union {
body of union ...
} YYSTYPE;

The header file must be included in the declarations section, by use of %{ and %).

Once YYSTYPE is defined, the union member names must be associated with the various
terminal and nonterminal names. The construction

< name >

is used to indicate a union member name. If this follows one of the keywords %token, %left,
%right, and %nonassoc, the union member name is associated with the tokens listed. Thus,
saying i )

%left <optype> "'+ "~

will cause any reference to values returned by these two tokens to be tagged with the union
member name optype. Another keyword, %type, is used similarly to associate union member
names with nonterminals. Thus, one might say

%type <nodetype> expr stat

There remain a couple of cases where these mechanisms are insufficient. If there is an
action within a rule, the value returned by this action has no a priori type. Similarly, reference
to left context values (such as $0 — see the previous subsection ) leaves Yacc with no easy way
of knowing the type. In this case, a type can be imposed on the reference by inserting a union
member name, between < and >, immediately after the first 3. An example of this usage is

rule aaa { $<intval>$ = 3; } bbb
’ fun( $<intval>>2, $<other>0); }
This syntax has little to recommend it, but the situation arises rarely.

A sample specification is given in Appendix C. The facilities in this subsection are not
triggered until they are used: in particular, the use of %type will turn on these mechanisms.
When they are used, there is a fairly strict level of checking. For example, use of $n or $3 to
refer to something with no defined type is diagnosed. If these facilities are not triggered, the
Yacc value stack is used to hold int’s, as was true historically.
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Appendix A: A Simple Example

This example gives the complete Yacc specification for a small desk calculator; the desk
calculator has 26 registers, labeled *‘a’* through **z”, and accepts arithmetic expressions made
up of the operators +, —, *, /, % (mod operator), & (bitwise and), | (bitwise or), and assign-
ment. If an expression at the top level is an assignment, the value is not printed; otherwise it
is. As in C, an integer that begins with 0 (zero) is assumed to be octal; otherwise, it is
assumed to be decimal.

As an example of a Yacc specification, the desk calculator does a reasonable job of show-
ing how precedences and ambiguities are used, and demonstrating simple error recovery. The
major oversimplifications are that the lexical analysis phase is much simpler than for most appli-
cations, and the output is produced immediately, line by line. Note the way that decimal and
octal integers are read in by the grammar rules; This job is probably better done by the lexical
analyzer.

%{
# include <stdio.h>
# include <ctypeh>

int regs[26];
int base;

%)
Yhstart list
%token DIGIT LETTER

Uleft I

%left &'

Ghleft "+ "—'

Ghleft “»" /" "'

Opleft UMINUS /+ supplies precedence for unary minus »/

%% /= beginning of rules section */

list : /* empty »/
] list stat \n’
I list error \n’
{ yyerrok; |

stat : expr
{ printf( "%d\n", $1); }
| LETTER '=" expr
{ regs($1] = $3; }

expr ¢ expr )

) 3%

I expr '+ expr
33

I expr =" expr
$8 = 51 — §$3; )

$2; }

]

$1 + 83; )
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! expr "+ expr
( $$ = 51 = $3; )
| expr /° expr
8% = 81 /7 83 |}
| - expr ‘% expr
$% = $1 % %3; }
| expr ‘& expr
{ $$
| expr 'I" expr
{ $8 = $11 83; }
| =" expr Y%prec UMINUS
' $$ = — 82, }

1

$1 & $3; )

| LETTER
{ $8 = regs[81]; |}

| number

number : DIGIT

. { $3 = $1; base
| number DIGIT
$8 = base~%1 + $2; }

($51==0) ? 8 : 10; |}

%% /+ start of programs =/

yylexQ { /* lexical analysis routine «/
/+ returns LETTER for a lower case letter, yylval = 0 through 25 */
f+ return DIGIT for a digit, yylval = 0 through 9 »/
/« all other characters are returned immediately +/

int ¢
while( (c=getchar()) == "~ ) {/+ skip blanks */ }
/* ¢ is now nonblank =»/

if( islower{ c ) ) |
yylval = ¢ ~ “a’}
return { LETTER );

}

if ( isdigit( ¢ ) ) {
yylval = ¢ — 0
;‘etum( DIGIT );

return{ c );
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Appendix B: Yacc Input Syntax

This Appendix has a description of the Yacc input syntax, as a Yacc specification. Con-
text dependencies, etc., are not considered. Ironically, the Yacc input specification language is
most naturally specified as an LR (2) grammar; the sticky part comes when an identifier is seen
in a rule, immediately following an action. If this identifier is followed by a colon, it is the start
of the next rule; othierwise it is a continuation of the current rule, which just happens to have
an action embedded in it. As implemented, the lexical analyzer looks ahead after seeing an
identifier, and decide whether the next token (skipping blanks, newlines, comments, etc.) is 2
colon. If so, it returns the token C_IDENTIFIER., Otherwise, it returns IDENTIFIER.
Literals {quoted strings) are also returned as IDENTIFIERS, but never as part of
C_IDENTIFIERs. ) .

/+ grammar for the input to Yacc =/

/+ basic entities */ :
%token IDENTIFIER /* includes identifiers and literals */
%token C IDENTIFIER /+ identifier (but not literal}) followed by colon =*/
Utoken NUMBER /v [0-9]+ o/

/+ reserved words: %type => TYPE, %left => LEFT, etc. +/
%token LEFI RIGHT NONASSOC TOKEN PREC TYPE START UNION
%token MARK /+ the %% mark »/
%token LCURL /s the %{ mark =/
%token RCURL /+ the %] mark =/

/* ascii character literals stand for themselves »/

Opstart  spec

%%
spec : * defs MARK rules tail
tail : MARK | In this action, eat up the rest of the file |}
‘ | ~ [+ empty: the second MARK is optional »/
defs : . /+* empty »/
| defs def
def : - START IDENTIFIER
I % 'UNION { Copy union definition to output }
I s+ LCURL { Copy C code to output file ) RCURL
| ndefs rword tag nlist
rword ‘ ‘TOKEN’

i . LEFT.
I . RIGHT -
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I NONASSOC
[ TYPE

tag 7 s erﬁpty: union tag is optional =/
‘<" IDENTIFIER ">".

nlist i~ nmno
I nlist nmno
| nlist °,” nmno

nmno IDENTIFIER /» NOTE:; literal illegal with Y%type */
) i IDENTIFIER NUMBER  /+ NOTE: illegal with %type </

/* rules section »/

- rules : ~ C_IDENTIFIER rbody prec
| rules rule
rule : C_IDENTIFIER rbody prec

| I’ rbody prec

-rbody : /* empty */

| rbody IDENTIFIER

| rbody act
act : (" { Copy action, transiate 38, etc. | °)
prec : /* empty «/

I PREC IDENTIFIER
i " PREC IDENTIFIER act
| prec 'y
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Appendix C: An Advanced Example

This Appendix gives an example of a grammar using some of the advanced features dis-
cussed in Section 10. The desk calculator example in Appendix A is modified to provide a desk
calculator that does floating point interval arithmetic. The calculator understands floating point
constants, the arithmetic operations +, —, =, /, unary —, and = (assignment), and has 26
floating point variables, “*a”’ through *‘z’’. Moreover, it also understands intervals, written

(x,y)

where x is less than or equal to y. There are 26 interval valued variables ‘*A’ through *‘Z”
that may also be used. The usage is similar to that in Appendix A; assignments return no
value, and print nothing, while expressions print the (floating or interval) value.

This example explores a number of interesting features of Yacc and C. Intervals are
represented by a structure, consisting of the left and right endpoint values, stored as double’s.
This structure is given a type name, INTERVAL, by using typedef. The Yacc value stack can
also contain floating point scalars, and integers (used to index into the arrays holding the vari-
able values). Notice that this entire strategy depends strongly on being able to assign structures
and unions in C. In fact, many of the actions call functions that return structures as well.

It is also worth noting the use of YYERROR to handle error conditions: division by an
interval containing 0, and an interval presented in the wrong order. In effect, the error
recovery mechanism of Yacc is used to throw away the rest of the offending line.

In addition to the mixing of types on the value stack, this grammar alsc demonstrates an
interesting use of syntax to keep track of the type (e.g. scalar or interval) of intermediate
expressions. Note that a scalar can be automatically promoted to an interval if the context
demands an interval value. This causes a large number of conflicts when the grammar is run
through Yacc: 18 Shift/Reduce and 26 Reduce/Reduce. The problem can be seen by looking at
the two input lines:

2.5+ (35-4.)
and
25+ (35,4.)

Notice that the 2.5 is to be used in an interval valued expression in the second example, but
this fact is not known until the *,”’ is read; by this time, 2.5 is finished, and the parser cannot
go back and change its mind. More generally, it might be necessary to look ahead an arbitrary
number of tokens to decide whether to convert a scalar to an interval, This problem is evaded
by having two rules for each binary interval valued operator: one when the left operand is a
scalar, and one when the left operand is an interval. In the second case, the right operand must
be an interval, so the conversion will be applied automatically. Despite this evasion, there are
still many cases where the conversion may be applied or not, leading to the above conflicts.
They are resolved by listing the rules that yield scalars first in the specification file; in this way,
the conflicts will be resolved in the direction of keeping scalar valued expressions scalar valued
until they are forced to become intervals.

This way of handling multiple types is very instructive, but not very general. If there
were many kinds of expression types, instead of just two, the number of rules nesded would
increase dramatically, and the conflicts even more dramatically. Thus, while this example is
instructive, it is better practice in a more normal programming language environment to keep
the type information as part of the value, and not as part of the grammar.

Finally, a word about the lexical analysis. The only unusual feature is the treatment of
floating point constants. The C library routine atofis used to do the actual conversion from a
character string to a double precision value. If the lexical analyzer detects an error, it respond§
by returning a token that is illegal in the grammar, provoking a syntax error in the parser, and
thence error recovery.
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%f

# include <stdio.h>
# include <ctype.h>

typedef struct interval {
double lo, hi;
} INTERVAL;
INTERVAL vmul(), vdiv(),
double atof();

double dregl 26 ];
INTERVAL vreg[ 26 ];

%)
Y%start lines

%union |
int ival;
double dval;
{NTERVAL vval;

%token <ival> DREG VREG /+ indices into dreg, vreg arrays =/
%token* <dval> CONST /+ floating point constant */

Ytype <dval> dexp /* expression =/

Y%type <vval> vexp /* interval expression =/

/» precedence information about the operators »/

Y%left "+ "'
Y%left "= '/7 -
%left UMINUS /= precedence for unary minus =/

%%
lines /+ empty */
| lines liqe
line : dexp \n’
{ printf{ "%15.8f\n", 81 ); }
I vexp \n’ ’
{ " printf( "(%15.8f , %15.8f N\n", $llo, $Lhi ); }
| . DREG "=" dexp \n’
{ dreg($1] = $3; }

i VREG =" vexp \n’



_'-.-31_

{ vreg-{Sl]- = "_.33; }

! error \n’
{ yyerrok; |
dexp : .. CONST
- | . DREG

_ . l"""::$$i'.',_= dreg[$1] )
| .dexp + dexp .
- $$:_:= $1 + $3; ]
{ - de,xp il dexp R
o RE $$"=$1—$3;]
I dexp '+ dexp '
$$ = 81 » 83; }
f dexp '/° dexp ,
{ $S. = $1 / $3;

| — dexp %prec UMINUS
{ $8 = — 82, }
I °C dexp )

{ 38 = $2; }

vexp dexp
{ $S.hi = $%lo = §I; }
I C dexp[ " odexp )

$$.10 = $2

$3.hi = 84,

if( $81o > $8hi N
printf( "interval out of order\n" );
;YYERROR;

SR VREG
S { $8 = wvregl$1); |}
i} vexp "+ vexp

{ $$.hi

$3.1o
vexp

$3.hi

5310
vexp
8Shi = $1Lhi — $3lo

$$.1o $llo. — $3.hi; }

$1.hi 4+ $3.hi;
$lln + $310 }

dexp

—+

$1 +. $3h| _
$1 + $310 _' }

o vexp °

—~ 1
-

l dexp "—" vexp
T { $3.hi
33.lo

$1 — $3lo;
$1 - sam }

LTI vexp ¢ vexp

$$ vmul $1 lo, $l.hi, $3 ); }

I

bioT -dexp v vexp
o $$ = vmul( $1, §1, 33 ); |
VL vexp /7 vexp
{ if{ dcheck{ 33 ) ) YYERROR,;
$$ = wvdiv( S$llo, $lhi, 33 ); }
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! dexp /° vexp .
if ( dcheck( $3 ) ) YYERROR;
8% = vdiv( $1, 81, 33 ); }
I =" vexp %prec UMINUS
( $8.hi = —S2lo; 8%Jo = —$%2.hi; |}

i vexp )
3% = 82, }

%%
# define BSZ 50 /+ buffer size for floating point numbers +/
/» lexical analysis »/

yylex O
register <,

while( (c=getchar()) == " ){ /+ skip over blanks */ }
if( isupper( ¢ ) ){

yylvalival = ¢ — "A"

return{ VREG );

1
if( islower( ¢ ) )

yylvalival = ¢ — "a;
return{ DREG );
)

if( isdigit{ ¢ ) Il c=="" ){
/+ gobble up digits, points, exponents »*/

char buf[BSZ+1], #cp = buf:
int dot = 0, exp = 0;

“for( : (cp—buf)<BSZ : + +cp,c=getchar() ){

<p = C '

if ( isdigit( ¢ ) ) continue;

if{ ¢ == "" )| . ‘
if( dot++ Il exp ) return{ °." ); /+ will cause syntax error +/
continue; :

ifl ¢ == "¢ )
if{ exp++ ) return{ ‘e’ ); /» will cause syntax error ¢/
continue;

}

/+ end of number -*I
break;
)

«p = \0
if( {cp—buf) >= BSZ ) printf( "constant too long: truncated\n" );
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else ungete{ ¢, stdin ); /+ push back last char read ¢/
yylval.dval = atof( buf );

return{ CONST ),

}

retitn( ¢ );

INTERVAL hilo( a, b, ¢, d ) double a, b, ¢, d; {
/+ returns the smallest interval containing a, b, c, and d. -I

/* used by =, / routines */
INTERVAL v,

if(a>b ) { vhi = a; vlo = b; }

else { vhi = b; vilo = a; }

if( e>d ) |
if( e>v.hi )} v.hi
if( d<vlo ) vilo = d;
}

else {
if( d>v.hi ) vhi = d;
if( c<vlo )} vilo c,

[
a

return( v );

}

INTERVAL vmul( a, b, v ) double a, b; INTERVAL v; |
return( hilo{ asv.hi, asv.lo, b*v.hi, b*v.lo ) );

dcheck( v ) INTERVAL v; |
if( vhi >= 0. && vlo <= 0. )
printf{ "divisor interval contains Q\n" )
return{ 1 );

return{ 0 );

)

INTERVAL vdiv( a, b, v ) double &, b; INTERVAL v; {
return{ hilo{ a/v.hi, a/vio, b/v.hi, b/vle }.);, -
} . '._I. .

1
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Appendix D: Old Features Supported but not Encouraged

This Appendix mentions synonyms and features which are supported for historical con-

tinuity, but, for various reasons, are not encouraged.

L.
2.

Literals may also be delimited by double quotes **"**.

Literals may be more than one character long. If all the characters are alphabetic,
numeric, or _, the type number of the literal is defined, just as if the literal did not have
the quotes around it. Otherwise, it is difficult to find the value for such li;erals.

The use of multi-character literals is likely to mislead those unfamiliar with Yacc, since it
suggests that Yacc is doing a job which must be actually done by the lexical analyzer.

Most places where % is legal, backslash ‘‘\’* may be used. In particular, \\ is the same as
%%, \left the same as %left, etc. .

There are a number of other synonyms:
% < is the same as %left
%> is the same as %right
%binary and %2 are the same as %nonassoc
%0 and %term are the same as %token
%= is the same as %prec

Actions may also have the form
={...}

and the curly braces can be dropped if the action is a single C statement.

C code between %{ and %]} used to be permitted at the head of the rules section, as well
as in the declaration section.
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Plexus Release 1.0 of the UNIX Virtual Protocol Machine

This document draws heavily from the memorandum on VPM supplied in the
Programmer's Manual for UNIX System IIT, Volume 2B (Cctober 1981).

Changes have been made to reflect the Plexus implementation of VFPM,

ABSTRACT

.This document describes the initial release of the Virtual
Protocol. Machine (VEM), a UNIX®* synchronous communication
subsystem, as implemented on a Plexus computer system., The Plexus
release of VPM is built around the Intelligent Communications
Processor (ICP), a Z8000 based microcomputer that cornects to the
MULTIBUS of a Plexus computer. The VPM is a software construct
for implementing link protocels on the ICP in a high-level

language.

A compiler, ypme, is provided to translate a  high-level
deseription of a protocol {protocol script) into the instruction
set of the virtual machine. Y¥pme¢ supports C=like control-flow
constructs, a modest subset of C-like statements and expressions,
and a set of communication primitives that permit implementation
of byte-oriented protocols such as BISYNC, (Primitives that
support bit-oriented protocols such as HDLC have been defined and
will be available in a later release of VPM.) An interpreter is
provided that runs in the ICP and interprets the virtual machine
instruction set. A UNIX driver provides the interface between the
user process's open, close, read, and mrite calls and the
protocol script being executed by the interpreter, Besides
providing the benefits of a high-level language implementaton of
protocols, the VPM  approach permits portable protocol
implementations.

The VPM software consists of five components:

1. ¥pme: a UNIX compiler for the protocol  deseription
language.

2., VPM interpreter: the ICP program that controlé the overall
operation of the ICP and interprets the protocol seript.

% UNIX is a trademark of Bell Laboratories.,
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3. si.g: the UNIX driver that provides the interface t¢ the
VPM. This source is not available for distribution,

4, ypmstart: a UNIX command that copies a load module into the
ICP and starts it.

5. ypmtrace: a' UNIX command that prints an event trace for
debugging while the protocol is running.

The procedures for installation and use of the VFM commands and
the VPM driver are described; the pertinent manual entries are
attached.

INTRODUCTION

The Virtual Protocol Machine (VPM) is a UNIX synchronous communications
subsystem built around the ICP microcomputer.

The VPM is a software construct for implementing link protocols on the ICP
using a high-level language. A compiler, vpme, is provided to translate a
high-level description of a protocol (protocol seript) into the instruction
set of the virtual machine. ¥pme uses a variant of Ratfor! as a front end
to provide control-flow constructs such as if-glse, for, while, switch, and
repeat-until, as well as other benefits. Vpme supports a modest subset of
C-like statements and expressions, plus a set of communications primitives
that permit suceinct and easily-understood implementations of byte-oriented
protocols such as BISYNC. These primitives allow the protocol seripts to
reflect the essential structure of the protocol, while hiding details that
arise from a particular hardware-software enviromment. (Primitives that
support bit-oriented protocols such as HDLC have been defined and will be
availablie in a later release of VPM.) An interpreter is provided that runs
in the ICP and interprets the virtual machine instruction set. This program
also controls the communications line(s) and provides the interface to the
UNIX host machine. The compiled protocol script is loaded with the
interpreter into the ICP. A UNIX driver provides the interface between the
user process's open, close, read, and write calls and the protocoel seript
executed by the interpreter in the ICP.

Besides providing the benefits of a high-level language implementations of
protocols, such as ease of programming and maintainability, the VPM
approach permits portable protocol implementations. Portability can be
achieved in several ways. Firat, because the interpreter and the compiled
protocol script execute in the ICP, they are the same regardless of the

1. B. W. Kernighan, RATFOR - A Preprocessor for a Rational Fortran, Bell
Laboratories.




Plexus YPM Release 1,0 3

software running in the majin CPU or, for that matter, regardless of the CPU
itself. More pgeneral forms of portability are als¢e possible. The
instruction set of the wirtual machine can be translated -into almost any
assembly language using one of the UNIX macro processors, such as Qﬁ?_

This does not require that the assembler for the target machine have a
macro expansion capability. Another possibjlity for portability because
Ratfor is used as a front-end: by limiting a protoccl secript to a statement
and expression syntax acceptable to a Fortran compiler, the protocol is
portable to machines that support Fortran in a suitable real-time
environment. Finally, minor changes to a protoeol script will yield a C
implementation of the protocol. With any of these methods, the functions
provided by the primitives (including the interfacing with communication
devices and the execution environment) must be supplied by suitable library
routines or system calls, ’

PLEXUS RELEASE 1.0

Plexus release 1.0 of VPM is restricted to byte-oriented half-duplex
protocols such as BISYNC.

This release of the VPM soffware is intended for use with UNIX Sys3.
COperation with other versions of UNIX has not been tested. The VPM software
consists of five components:

1. ¥ypme: a UNIX compiler for the protocol deseription language.

2. VEM interpreter: the ICP program that controls the overall operation
of the ICP and interprets the protocol script.

3. 8i.g: the UNIX driver that provides the interface to the VPM. This
source is not available for distribution.

4, ypmstart: a UNIX command that copies a leoad module into the ICP. and
starts it.

5. vgmtréce: a UNIX command that prints an event trace for debugging
while the protocol is running.

A release tape containing the VPM software is available from Plexus

Computers. Installation procedures are described in the appendix to this
document.

2. B. W. Kernighan, The M3 Macro Processor, Bell Laboratories.
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APPENDIX

This appéndix has two parts: the first gives configuration guidelines for
YPM and the TTY ICPs and tells how to-install and boot VPM; the second
gives procedures for compiling and link-loading protocol scripts.

1. Ianstalling and Booting VPM

Each TTY ICP can support up to eight users. If VPM is also installed, an
additional dedicated ICP is required for the VPM, Therefore, a P/40 with 32
users and a VPM requires FIVE ICPs. A P/25 with 8 users and a VPM requires
TWO ICPs.

For both P/40s and P/25s, the lowest numbered ICP must be the VFM., Thus
while VPM is operating, ports 0~7 may not be used as TTY ports; users!' TTY
ports must be numbered beginning with 8. For example, on a P/40 with 16
users and ' VPM, the VPM uses ports 0-7 and users' TTYs are numbered 8-23,
The port assignments are changed by modifying the file /etc/inittab for use
with VPM, '

If you want VPM in operation only intermittently, the VPM ICP can do double
duty as a TTY ICP. Seven out of eight devices remain available on the VPM
ICP even when VPM is not operating. The one exception is the wirewrapped
port (item 4 in section 1.1 below). You can switch back and forth by
alternating between versions of /ete/re that call different versions of
fete/inittab. '

The VPM software is part of Sys3 Release 1.1 and is loaded onto your system
during the ordinary installation of Release 1.1. See the Plexus 3vys3 1.1
- Release Notice for more information about loading Sys3 Release 1.1. After
1.1 1is installed, five basic steps are required to bring up VPM. The
following sections deseribe each step.

1. Perform several small hardware changes.

2., Create the VPM devices,

3. Change the modes of /dev/ic files.

4., Modify /ete/inittab.

5. Boot Sys3 with a new VPM kernel,
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® -

Hardware Installation

The ICP(s) that are to be the VPM(s) require the following speeial hardware
features:

1.

3.

The line(s) that are to be synchronous regquire the - Carrier :Détectf'f-::".
signal and Clear to Send signal to be strapped on the_ICPgQ:QSeq;;;n.

Plexus P/40 User's Manual.)

The pin-pairs 3 and 4 must be jumpered for synchronous transmission.fz:'

Set up the 10-pin jumper network to look like the dlagram below.

8x Sx Sx Cx Cx

, it e
! !
| o o o o o |
] ] 1 1
] I ] ]
) o 0 o o |
J I
]

e -

If necessary, update the ¥YPM ICP to hardware level W.
Each port using synchronous transmission must be configured for
external clock. This is accomplished via a2 pair of three-pin jumper

networks for each port on that ICP. The jumper networks are
designated Tx and Xx, where “Xx' means the port number,

A1l Tx and Xx Jjumper networks look like this:

Fe

or this: |
. |

]

Y S —
to o
= 0
Qo

Normally, the center pin (A) is jumpered to eithef outer pin (B or C)-
using a two-pin female jumper block. However, eonfigurlng a port for
external clocking requires wirewrapping pln B to pin C on both jumper
networks for the port. (Wirewrapping is necessary because pin B and
pin C are never contlguous.) -

For example, to strap port 0 for external glock 'do the following:
a. Remove the two-pin jumper blocks from TO and from X0.
b, Using a wirewrap tool, connect TO-B to To-é
¢, Using a wirewrap tool, connect XO?B;tq xoﬁq.

The connection cable between the VPM IQP: pbrt and' tﬁé -synchronous
modem is a specially strapped Plexus. R32320 modem .cable, The

_..1
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following R3232C modem cable leads must be strapped:

YPM ICP Port Moden Cable
i R5232 Leads to RS232 Leads

2 3

3 2

y 5

5 4

6 20

T T

8 . 8

15 15

17 17

6

1.2 Create the VPM Devices

Login as root and bring your system to init state 1. Then use mknod({1M) to
ereate a3 node for each VPM line and each ICP:

Jete/mknod /dev/vpn? ¢ <major>» <minor>

where pajor and minor are both octal numbers. Major is determined by ypm's
position in the cdevsy table. Mjnor is defined as follows: the two most
significant bits denote the physical ICP number (0-3)}, the next two bits
denote the VPM protocol number (0-3), and the four least significant bits
denote the physical line number on the ICP. For example, if ICPs 0 and 1
are to be used for VPM using protoccl number 1 and line number 3, then the
minor device numbers should be 023 and 0123, respectively.

The default major device number for VPM in Plexus Sys3 Release 1.1 is 18.
Therefore, the mknod step might proceed as follows:

mknod /dev/vpm0 ¢ 18 0
mknod /dev/vpml ¢ 18 1
mknod /dev/vpm2 ¢ 18 2
mknod /dev/vpm3 ¢ 18 3
1.3 Change Modes of /dev/ic Files
Add read and wrote modes to the /dev/ic files as follows

chmod +rw /dev/ic/®
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. . 1.4 Modify /ete/inittab

Change the logical device assignments in /ete/inittab so that only .VPM
devices (/dev/vpm0 - /dev/vpm7) are assigned ports 0-7 on ICPO. TTY:
devices formerly assigned these ports should receive port assignments on
different ICPs. '

1.5 Boot the VPM Kernel

Four copies of VPM kernels are ineluded in Sys3 Release 1.1. They are as
follows: '

! Kernel Disk Controller  Number of Users|
! H
| /sys3vim.16 IMSC . 8 or 16 H
| /sys3vim,32 IMSC 32 !
| /sys3vis.16 iSBC 8 or 16 !
| /ays3vis.32 iSBC 32 |
t i
|

T

Login as root and bring your system to init state 1. Before booting tﬁeﬁ
VPM kernel, back up the regular kernel, /sys3, and copy the appropriate VPML
. kernel to the file /says3 as follows: ] ; .

ep /sys3 /OLDsys3
cp <VPM kernel) from list above> /sya3

This is necessary for the ps(1) command to work properly.
Then shutdown and reboot normaliy, folloﬁing the procedures in the Plexus
User's Manual.
2. Compiling and Loading VPM Scfipts
This section gives the steps to compile and load VPM scripts,
1. You must-be in the directory /usr/src/cmd/vpm, so issue the command
cd /usr/sre/emd/vpm

2. Then move your protocol seript into this directory, renaming it
' vpmscript.r.

mv {your protocol seript name)> vpmsecript.r

3. Execute the following command
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make -f vpmseript.mk

" This compiles the script in vpmseript.r and link-loads this compiled

script with the rest of the VPM ICP kernel. The object file created

.1n thls Stebris called vpm0; it is down-loadable into the VPM ICP.

‘ﬁHYou may combine up to four scripts in one download module. Seripts
*'to . be combined in this way must be called proto?code.s, where **?2'!

"Crepresents a number from 0 to 3. To combine scripts, you must modifly

the file vpmaecript.mk. inserting instructions for each script
(proto?eode.s) to be compiled into a proto?.s file, where 77!
represents a number from 0 to 3. The following lines accomplish this

:compilation; note that this whole series of steps must be done for
"“each script. Therefore, Yyou mnust copy these lines into the file

vpmscript.mk once for each script, making sure you make the
appropriaté substitution of a number for the ‘211,

(1) vpme -m -X -0 vpmscript <{source script>

{2} fgrep define sas_tempec > saa_ﬂefine

(3) eat /usr/include/icp/opdef.h sas tempe | /1lib/epp > tf
(4) susr/lidb/vpm/vratfor < tf > tg

(5) ep tg /usr/src/uts/z8000/icp/vpmicp/proto?code.s

(6) cat sas define protof.s > th

(7) ep th /usr/srec/uts/z8000/icp/vomicp/proto?.s
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ABSTRACT

This memorandum describes the second release of the UNIX* Virtual Protocol Machine
(VBM). VPM is a general-purpose synchronous UNIX communications interface that allows
link-level protocols such as BISYNC and HDLC to be implemented on the KMC11-B (a DEC
microcomputer) in a high-level language. The VPM software consists of a protocol compiler, a
UNIX driver, an interpreter that executes in the KMC, and several utility programs.

The first release of VPM supports a class of byte-oriented half-duplex protocols collectively
known as BISYNC. The present release adds support for bit-oriented. full-duplex protocols
such as the international standard High-Level Data Link Control (HDLC). Other features of
Release 2.0 include: .

1. an increase in the number of buffers which the interpreter can accept at one time;

2. additional debugging facilities;

3. provisions for interprocess communication between the protocol script and a UNIX driver or

" 3 user process; and

4.2 cleaner separation of functions in the UMNIX driver to facilitate tailoring of VPM to
particular applications.

The procedures for adding VPM Release 2.0 to a UNIX 3.0 system and testing it 10 ensure
proper operation are given. Manual entries for VPM are attached,

*  UNIX is a trademark of Bell Laborataries.



MEMORANDUM FOR FILE

[ntroduction

This memorandum describes the second release of the UNIX* Virtval Protocol Machine
{VPM). The first release was described in a previous memorandum [1], which should be read
as background for this memorandum. See also the aitached manual entry for vpm(4).

VPM is a genenal-purpose UNIX interface for synchronous communications lines. VPM allows
link-level protocols such as BISYNC and HDLC to be implemented on the DEC KMCt1-B
-microcomputer in a high-level language. The hardware required to support VPM is a PDP-
11/70. /45, or /34, or a VAX-11/780 host computer, a KMC11-B microcomputer. and a
DMC11-DA, -FA, or -FD synchronous communications interface. All of the above items are
manufactured by DEC. The use of the KMC microcomputer allows the VPM to perform
direct-memory-access (DMA) transfers to and from main memory. The link-level
communications protocol is executed by the VPM interpreter running in the KMC
microcomputer. This implementation technique leads to a portable pratocol representation and
efficient protocol execution.

The VPM software consists of a protocol compiler, a UNIX driver, an interpreter that executes
in the KMC, and several utility programs. The compiler, which executes in the host computer.
wranslates a protocol described in a high-level language into a load medule for the KMC. The
load module contains the VPM interpreter and a compiled representation of the protocol. The
interpreter executes the protocol. communicates with the UNIX driver in the host computer,
and controls the communications line interface.

The first release of VPM supported 2 large class of protocols collectively known as BISYNC.
These protocols are distinguished by the use of control characters to provide framing and
transparency. Al the frame level, these protocols operate in a half-duplex manner; althcugh
they sometimes use full-duplex communications facilities to reduce the time required to reverse
the direction of transmission. :

Release 2.0 of VPM adds support for bit-oriented, full-duplex protecols. This class of protocols
includes IBM's Synchronous Data Link Centrol (SDLC) and the international standard High-
Level Data Link Control (HDLC). LAPB, a subset of HDLC which is the link-level protocol
specified in the BX.25 Bell System Standard, has been implemented using VPM and is availabie
with this release [2.3]. The interpreter used for bit-oriented protocols is different from that
used for character-oriented (BISYNC) protocois. The appropriate imerpreter is selected by
means of 2 compiler option.

Other features of Release 2.0 include:

1. anincrease in the number of transmit and receive buffers which the interpreter can accept
at one time,

2

additional debugging Facilities,

3. provisions for interprocess communication between the protocol seript and a UNIX driver
or a user pracess. and

4. a cleaner separation of functions in the UNIX driver to facilitate tailoring of VPM to
particular applications.

® UNIX is a trademark of Bell Laborawaries.




Support for Bit-Criented Protocols

The capability to use bit-oriented protocols such as HDLC is provided by a new set of
communications primitives. These primitives are frame-oriented and non-blacking. whereas
the BISYNC primitives are character-oriented and blocking. The new primitives are fully
described in the attached manual entry for vpme(1C). An overview of these primitives foilows.

The VPM interpreter maintains a set of queues for transmit buffers and another set of queues
for receive buffers. When a transmit buffer is passed to the KMC by the UNIX driver. the
buffer is appended t0 the unopened-transmit-buffer queue. The protocol script in the KMC
obtains a transmit buffer from the unopened-transmit-buffer queue by means of the gerxfrm
primitive; the buffer is then said to be open. In order to get {open) a transmit buffer. the script
must provide a transmit-sequence number. This sequence number must be in the range 0-7
and must be distinct. from the sequence number currently assigned to every other currently-
open transmit buffer. This sequence number is used to identify the buffer for subsequent calls
to the xmfrm and rnnxfrm primitives. The xmtfrm primitive initiates transmission of the
specified buffer, using the control information specified by a previous sera!/ primitive.
Transmission proceeds asynchronously. The script can test for completion of an gutput transfer
bv means of the xmtbusy primitive. Open transmit buffers can be transmitied any number of
times. When the script decides that a buffer has successfully been received at the destination.
it notifies the interpreter by means of the rinx/rm primitive. This causes the buffer to be placed
on the transmit-buffer-return queue; the buffer is then no longer considered to be open and the
sequence number can be reused. The driver is notified as soon as possible that the buffer has
been closed. The buffer is then removed from the transmit-buffer-return queue.

When a receive buffer is passed 1o the KMC by the driver, the buffer is placed on the empiy-
receive-buffer queue. When the first byte of a new frame arrives, an empty receive buffer is
obtained from the empty-receive-buffer queue and the incoming characters are placed into the
buffer as they arrive. An incoming frame will be discarded if the frame is too short (less than
four bytes including CRC), if the frame is too long to fit in the receive buffer, or if the CRC is
incorrect. If a frame is received successfully, the buffer is placed on the completed-receive-
frame queue, otherwise the builer is returned to the empty-receive-buffer queue. When the
script executes a rcvfrm primitive, the buffer at the head of the completed-receive-frame queue
is removed from that queue and becomes the current receive buffer. If the script subsequently
gxecutes a rarfrm primitive before executing another rcvfrm primitive, the current receive
buffer is placed on the receive-buffer-return queue. If the script executes a rovfrm primitive
before executing a snrgfrm primitive, the current receive buffer, if any. is returned to the
empty-receive.-frame queue. Buffers on the receive-buffer-return queue are rewurned to the
driver at the first opportunity.

If the empty-receive-buffer queue is empty when the first byte of a new frame is received, the
first five bytes of the frame are retained in 2 staging area and the remainder of the frame is
discarded. This allows a protocol script to receive a control frame (up to seven bytes including
CRC) when no dara buffer is available. When the next rcvfim primitive is executed. the script
will receive the information in the staging area along with an indication that the remainder of
the frame has been discarded. If another frame arrives while the staging area is thus cccupied.
the new frame is discarded entirely.

A count is kept of the number of frames discarded for each reason. These counters may be
read and reset from the host computer.

The VPM Split Driver

Since the VPM interpreter and a protocol script generally use most of the memory of the KMC,
any higher levels of protocol that are required must be executed by the hest CPL. The purpose
of the VPM split driver is to provide a framework in which higher-level protocols can be
implemented conveniently using low-level routines in the VPM driver to communicale with the



interpreter in the KMC.

A set of functions has been written which provides a general-purpose interface 1o the link-level
protocol being executed by the interpreter in the KMC. Their capabilities include 2 means to
queue transmit and empty receive buffers for use by the protocol script in the KMC, to siart
and stop the script, and to send commands to and receive reports from the script. A means of
getting a copy of and resetting the VPM interpreter’s error counters is also provided. These
functions will be referred to as interface functions or collectively as the interface module.
Appendix | contains a description of cach of these routines.

To implement higher levels of a protocol as a UNIX device driver, a set of routines must be
written 10 implement the standard UNIX system calls: open. close, read, write, and ioctl as well as
the required protocol. These routines will be referred to as protocol functions or coliectively as
a protocol module. The standard VPM driver does not implement a higher-level protocol but
instead provides a transparent user interface that can be used by applications that supply their
own higher levels of protocol. This driver can be used as an example for those interested in
writing a different protocol medule. Appendix 2 contains a description of these routines.

At least two other protocol modules have been written thus far. They are the Synchronous
Terminal Interface [4.51(4}], and the BANCS THP Interface.

Release 2.0 of VPM allows up to four different VPM protocel modules to be executing
simultaneously. One KMC and one interface-module minor device® is required for each
protocol being executed. Any number of protocol modules may be implemented, but no more
than four can be in use at any one time since no more than four KMCs are supported. In
generai, each protocol module can have up to 256 minor devices. The VPM Release 2.0
protocol module, however, can have at most 16 minor devices; this restriction is due to the fact
that the minor device number of the VPM protocol module is used not only to specify the
¥PM miner device but also to specify the interface-module minor device and the KMC minor
device. The low-order four bits of the protocol-module minor device number determine the
protocol-module minor device; the next two bits determine the interface-module minor device:
the next two bits determine the XMC minor device.

Transmit buffers and receive buffers are passed between the VPM interpreter, the interface
‘module, and the protocol module by means of pointers to data structures known as buffer
descriptors. The buffer-descriptor structure is defined as lollows:

struct vpmbd {

short c_er; /* Buffer size %/

short  d_adres; /* Low-arder 16 bits of buffer address */
char  d_hbits; /* High-order 2 bits of buffer address */
char  d_type; " [* Protocol-dependent */

char  d_sta; /° Protocol-dependent */

char d_dev; /* Protocol-dependent */

struct buf *d_buf; /* Pointer to system buffer descriptor */
int d_bos: /* Index of next byte in buffer */

int d_vpmtdev;  /* Minor device number */

}

For empty receive buffers, c_¢t must be equal to the buffer size in bytes; for transmit buffers,
c_ct must be equal to the number of bytes to be transmitted. When a receive buffer is returned

*  Suicdy speaking, the interface module is not a driver and therefore does not have minor devices: however, the

minor device number in this case selects an element of the daw-structure array associaled with the interface module
in the same way that the minor device number associated with a driver selecis an element of a data-structure array.

.' .



to the protocol module, c_¢7 is equal to thz number of data bytes in the buffer. D_adres and
d_kbits must contain an [8-bit UNIBUS-mapped buffer address: the low-order 16 bits must be
in d_adres and the high-order two bits must be in the low-order two bits of d_hbits. D_tipe.
d_sta. and d_dev are protocol-dependent; when using the BISYNC interpreter these three byies
may be read and modified by the protocol script. See the discussion of gerxbuf, getrbuf, rinxhuf.
and rnrduf in the attached manual entry for vpme(1C). D_buf contains a pointer to a system
buffer descriptor: this is used 1o return the buffer to the system buffer pool. D_bos is the index
of the first byte in the buffer not yet returned to the user. D_vpmdev is the minor device
number of the protocol-module minor device to which the buffer is allocated.

The Teace Driver

The trace driver provides a means by which a user program can receive trace information
generated by the VPM driver and the protocol script to aid in debugging new protocol modules
and protocol scripts. It may also be used to debug other drivers or system code not related to
the VPM driver. This driver can be coanfigured to have a number of minor devices. Each
minor device provides a means by which a user program can read daia generated by functions
within the operating system. This data is recorded by calls 1o i#save as described in Appendix 3.
Each call to trsave generates a unit of data known as an event record which consists of a channel
number {(one byte), a count {one byte) and counr bytes of data. The channel number can be
used to muitiplex up to 16 data streams on each minor device.

Associated with each minor device of the trace driver is a clisr queue which is used to save
event records provided a user program has that minor device open and has enabled the channel
to which the event records were written. Channels may be enabled in any combination. using
the joct! command VPMTRCO. See the attached manual entry for trace(4). While a minor
device read queue is full, event records for that minor device are discarded. Appendix 3
cantains a description of each trace-driver routine.

Minor device @ of the trace driver is used by the VPM driver to record a variety of debugging
information generated within the VPM driver and also to record the data generated by the trace
primitive in a protocol script. Minor device 1 of the trace driver is used to record the
information generated by the saap primitive in a protocol script. The vprurace and vpmsnap
commands are available for reading and formauting the daia passed via these two miner devices,
These two commands are described in the attached manual entry for vpmstari{1C). Appendix 4
contains a description of the VPM driver event trace.

Miscellaneous [mprovements

Two new primitives have been added to the protocol language to allow communication between
the link-level protocol script in the KMC and a higher-level protocol impiemented in a user
program or a VPM protocol module. The getemd primitive allows the script to receive a four-
byvle command from a user program or a protocol module. The standard VPM protocol module
allows a user program to pass a command to the script via an Joerl system cail. Other VPM
protocol modules can pass a command to the script by calling the vpmemd routine in the VPM
interface module. The rtnrpr primitive allows the script in the KMC to send a four-byte repont
to a protocol module or Lo a user program. The standard VPM protocol module allows a user
program 10 receive a script report by means of an iocl system call. A protocol module can
receive reports from the interface module by calling the vpmrpr routine of the VPM interface
maoduie.

The trace primitive of the protocol language has been augmenied to allow two arguments. The
form with one argument is still supported:; if only one argument is given, the second argument
is assumed to be zero. A snap primitive has been added. This primitive causes four bytes of
data from the script followed by a four-byte time stamp to be placed on the read queue for trace
driver minor device 1.



The timeour primitive provided in Release 1.0 has been supplemented by a new timer primitive
that aliows a script to initialize 2 timer or test its current value. Il the argumenu to timer is
non-zero, the timer is initialized with the value of the argument. The timer is decremented Len
times a second until the timer reaches zero. If the nmer primitive is called with an argument of
zero. it returns the current value of the timer. This value is zero if the timer has explred
otherwise non-zero.

In release 1.0 of VPM., the interpreter would accept at-most one lransmit buffer and one receive
buffer at any given time. In Release 2.0 the interpreter will accept up to four ransmit buffers
and four receive buffers at a time. This applies to both the character-oriented (BISYNC)
interpreter and the bit-oriented {HDLC) interpreter.

For applications with requirements for monitoring the integrity of the computer hardware and
software, a form of cross-checking between the UNIX driver and the KMC has been
implemented. Everv three seconds the VPM interpreter in the KMC sends an "“I'm-OK™
report to the host; the host responds by sending an “I'm-OK™ command ¢ the KMC. If cither
the host or the KMC does not receive the "l’m OK™ signal within a reasonable time period. an
erTor lermination occurs.

Appendix 3 contains detailed instructions for adding VPM Release 2.0 to 2 UNIX 3.0 system.
Appendix 6 describes a number of test programs and procedures that may be used to check the
VPM hardware and software and to gain familiarity with the system.
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Appendix |
The VPM Interface Module

The VPM interface functions provide a general-purpose interface between a higher-level
protocol implemented in a VPM protocol module and the link-level protocol script executed by
the VPM interpreter in the KMC, The KMC driver is used by the interface functions to pass
cammands to and receive reports from the VPM interpreter. When reports are received by the
interface module that must be passed on to the protocel module, the protocol module’s
receive-interrupt routine (vpmennr in the case of the standard VPM protocol module) is called.

This appendix describes each interface lunction. Dev is an argument 10 many of the interface
functions and has the same meaning for all but two of them: the low-order four bits of the
argument are not used by the interface functions; the next two bits determine the interface
module minor device number; the next two bits determine the KMC minor device. Although
dev is declared as an inr, only the low-order eight bits are meaningful at this time. In calls to
the vpmurace and vpmsnap routines, dev need not be 2 minor device number since it is just saved
as part of the event record. The definition of dev will not be repeated for each function.

vomemd (dev, cind)
int dev;
char *cmd;

This function passes a command to the script. Cmd is the address of a four-byte array. The
four bytes are passed to the YPM interpreter, which saves them until the protocol script
execcutes a geremd primitive. Only the most recent four bytes passed by a vpmemd call are saved
by the VPM interpreter.

struct vpmbd *vpmdeq (elp)
struct clist *<lip;

This function removes the buffer-descriptor peinter at the head of the queue pointed to by clp
and returns it to the caller. If the queue is empty, a null pointer is returned.

vpmemptq { dev, bdp)
int dev;
struct vpmbd *bdp;

This function is used to pass an empty receive buffer for use by the interpreter in the KMC.
Bdp is a pointer to a buffer descriptor or null. If &dp is not a null pointer, the buifer descriptor
is appended to the empty-receive-buffer queue for the interface module specified by dev. If the
VPM interpreter currently has room for another empty receive buffer. the buffer at the head of
the queue is removed and passed to the KMC. The sum of the number ol buffers on the
empty-receive buffer queue and the number of receive buffers the VPM interpreter has in its
queues is returned to the caller. If bdp is a null pointer, the above sum is returned and nothing
else is done,

vpmenq (bdp, clp)
struct vpmbd *bdp;
struct clist *clp;

If bdp is a null pointer, the number of buffer-descriptor pointers on the clist queue pointed to by
clp is returned. If bdp is not 2 null pointer, the buffer descriptor pointed to by ddp is appended
to the clist queue pointed o by ¢Jp and the number of pointers currently on that queueis passed
as the return value,

char *vpmerrs (dey, a1}
int dev, n;

This function is used to read and rese1 the error counters in the VPM interpreter. The function



passes a GETECMD command to the VPM inmterpreter and blocks until the interpreter
responds; this command causes the interpreter to copy its error counters to an array in the
interface module and send a completion report o the driver. After the copy operation is
compieted, a pointer to the error-count array is passed to the caller as the return valee. The
second argument is not currently used.

char *vypmrpt (dev)
int dev;

This function is used to receive a script report from the KMC. When the protocol script
executes a renrpr primitive, four bytes of data are passed to the interface module. If a rrarpr has
been executed by the protocol script since the last call to vpmrpt. a pointer to the four bytes
passed by the most recent szarpr primitive is returned; otherwise zero is returned.

vpmsave (type, dev, wordl, word2)
char type, dev;
shart wordl, word2;

This function creates an event record with the following structure:

struct |
short  c_segn; /® Sequence number */
char  c_type; /* Argument type */
char ¢_dev; /* Argument dev */
short c_wordl; /* Argument wordl */
short c_word2; /* Argument word2 */

}

This event record is passed to the trace driver using trsave.

vpmsoap (type, dev, wordl, word2)
char type, dev;
short wordl, word2;

This function is similar to vpmsave. The only difference is that a time stamp (long s_{fbolt; is
added to the event record after word2. A protocol script may generate a time-stamped event
record by executing the snap primitive. ‘ .

vpmstart {dev, type, rint)
int dev, type;
int {*rimt){);

This function must be called on the first open of the protocel-module minor device associated
with the interface-module minor device and KMC identified by dev. Type is a number that
identifies the program running in the XMC and must agree with the value specified when the
KMC load moduie was loaded into the KMC. For VPM interpreters, fype is conventionally 6.
Rint is the name of a protocol-moduie routine 10 be called by the interface module when it
needs to return a transmit buffer, a receive buffer, 2 script report, or an error-termination code.
Sec the description of vprurins in appendix 2 for an example of such a routine. Vpmsiarr sends
a RUN command to the VPM interpreter which causes it to begin execution of the protocol
script. If the interface module identified by dev is not configured, ENXIO is returned. If the
module is already running. i.e., vomstart has been called and vpmstop has not been called, or if
the KMC is not running or was loaded using 2 different magic number, EACCESS is returned.
A return value of zero indicates a normal complenon

vprastop (dev)
int dev;

This routine is called to halt the execution of the protecol script by the interpreter. The routine
waits until the last transmit buffer has been returned by the protocol script. or until five seconds

7
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have ciapsed, and then seads a HALT command to the VPM interpreter which causes the
interpreter to stop executing the protocol script. When the interpreter acknowledges the HALT
command, or after five seconds, any transmit or receive buffers still enqueued on the interface
module’s transmit- and empty-buffer queues are returned to the protocol module. This does
not include buffers contained in the interpreter’s queues. Generally, when the protocol script is
halted normally, the interpreter will have one or more empty receive buffers. If the interpreter
or protocol script terminates in error, some transmit buffers may also remain unaccounted for.
The upshot of this is that a protocol module must keep a record of all buffers in use for each
particular minor device, so that these buffers can be returned to the pool of available buffers
when that minor device is closed.
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Appendix 2
The VPM Protocol Madule

This appendix gives a detailed description of the functions that make up the standard VPM
protocol module. The description may be useful as a guide in writing other VPM protocol
modules. The dev argument 10 the following routines is declared as an /nt; however, only the
low-order eight bits are meaningful at this time. The low-order four bits are used to determine
the minor device of the protocol moduile; the next two bits determine the minor device of the
interface module; the next two bits determine the KMC minor device.

" vpmogen (dev, fhg)

iat dev, flag;

This function opens the protocol-module minor device specified by the low-order four bits of
dev. Flag contains the option bits specified on the open system call. Exclusive or non-exclusive
opens are permitted. If the driver is opened for both reading-and-writing, the open is exclusive,
i.e.. no further opens are permitted. If the device is opened for rzading only or for writing only,
the open is non-exclusive and subsequent opens for reading only or writing only are permitted.
If this device is not open when this function is called, it obtains a number of non-addressable
system buffers to be used as receive buffers and passes them to the VPM interpreter using the
interface routine vpmemptg. Ypmopen also calis the interface routine vpmstart if the minor
device was not already open.

vpmclose (dev)
int dev;

This function closes the minor device specified by the low-order four bits of dev. It calls the
interface routine vpmsiop., flushes the receive queue for the specified minor dcwcc reléases its
buffers, and reinitializes its data structure.

vpmwrite (dev)
int dey;

This function implements the write system call, If the transmit queue is not full, the function
obtains a non-addressable system buffer, copies up to 512 bytes of the user’s write data into it.
and enqueues the buffer on the level 2 transmit queue using the interface function vpmxmig.
These steps are repeated until all of the user’s write data has been copied. If the transmit queue
is full when this function is called or if it becomes full while the function is executing, the
calling process is blocked until there is room in the queune for more transmit buffers.

vpmread (dey)
int dav;

This function implements the read system caill. When it is called, the calling process is blockad
until-the receive queue is non-empty. As data is received by the VPM interpreter, it is placed
into an empty receive buffer. When the protocol script decides that the data contained in a
particular buffer is valid, it executes a rtarbuf (BISYNC) or ntnrfrm (HDLC) primitive which
causes the buffer descriptor pointer Lo be passed to the interface modules interrupt routine.
The interface module then passes the buffer descriptor pointer to the protocol module by
calling the protocol medule’s interrupt routine. The protocel module enqueues the buffer
descriptor pointer on the receive queue and wakes up {unblocks) the reader(s). The number of
bytes requested, or the dawa in one buffer, whichever is less, is copied to the user process; the

number of bytes copied is passed as the return value. Any bytes remaining in a buffer are used
to satisfy subsequent read requests,

T
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vpmioci.l (dev, c.md. arg, ode)
int dev, cmd, mode;
char *arg;

This function implements the oot system call. Cmd determines the function to be performed
as follows: :

VPMCMD - Pass a command to the protocol script. The first four bytes of the array
pointed to by arg are passed to the VPM interpreter which saves them and passes them to
the protocol script the next tirze it executes a getcmd primitive.

VPMERRS - Get and raset the VPM interpreter’s error counters. The eight-byte array
containing the YPM interpreter’s error counters is copied to the user array pointed to by
arg. The interpreter’s copy of the error counters is then set to zero.

VPMRPT - Get a repont from the protocol script. If the protocol script has executed a ninrpt
primitive since the last time this joct/ command was issued, the script report (four bytes) is
copied 1o the user array pointed to by arg and onme is passed as the return value; otherwise,
zero is passed as the returned value.

The aode argument is not used. The values for VPMCMD, VPMERRS, and VPMRPT are
defined in file fusrfinchudefsysfvpm.h.

vpmirint {dev, code, hdp)
int dev, code;
struct vpmbd “bdp;

The address of this function is passed to the protocol module using the vpmstart function
described in Appendiz 1. This routine is called from-the interface module to return transmit
buffers, receive buffers, script reports, or error termination codes. It is usually called at
interrupt priority and therefore must not sleep or do unnecessary work. Code identifies the
purpose of the call and determines the meaning of &dp as follows:

RRTNXBUF - Bdp is a pointer 1o the buRfer descriptor for a transmit buffer. This cail is
made when the protocol script executes a rrnxbuf (BISYNC) or a sinxfrm (HDLC).

RRTIWRBUF - Bdp is a pointer 1o the buffer descriptor for a receive buffer. This call is
made when the protocol script executes a rtarbuf {BISYNC) or a nnrfim (HDLC).

RRTNEBUF - Bdp is a pointer to the buffer descriptor for an empty receive buffer. This
call is used to return empty receive buffers when the interface module is stopped by calling
vpmsiop.

ERRTERM - Bdp is the error-termination code passed to the interface module by the VPM
interpreter when it halts the protocol script because of an error condition. The meaning of
these error codes is given in the attached manual entry for vpm(4).

The values for RRTNXBUF, RRTNRBUF, RRTNEBUF, and ERRTERM are defined in file
fusrfincludefsysfepm.h.
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Appendix 3
The Trace Driver

The trace driver provides a means by which a user program can receive trace information
generated by the VPM driver, a protocol script, or some other driver. See the attached manual
entry for trace{4). )

A description of ecach routine of the trace driver follows,

tropen (dev)
int dev;

This function opens the minor device specified by dev exclusively.

trclese (dav)
int dev;

This function closes the minor device specified by dev. [t discards any data on the.read queue
and initializes the data structure associated with the minor device.

tevead (dev)
int dav;

This function implements the read system call; it sleeps until at least one event record is
available on the read queue associated with dev, It then copies records to the user until the
user’s read count is less than the number of bytes in the next event record or until the read
queue is empty. The number of bytes copied is passed as the return value.

trioctl (dev, emd, arg, mode)
int dev, cind, arg, mode;

This function implements the ioct! system call. Cmd indicates the operation to be performed.
The driver has one command:

VPMTRCO - Enable a trace channel. In order for data to be saved on the read queue for
minor device dev, the device must be open and the channel to which it is written must be
enabled. This command enables channe! arg, which must be in the range 0 to 15. Any
combination of channels may be enabled by repeatedly calling this function with different
values of arg. All channels are disabled when the minor device is closed.

trsave (dev, chno, baf, ct)
char dev, chno, *buf, ct;

Il minor device dev of the trace driver is open and channel chro of that minor device is
currently enabled then chro and o1, followed by ot bytes starting at address duf, are copied onto
the read queue associated with dev, provided the read queue for that device has room for the
complete event record. If there is not room for the complete event record, the record is
discarded.
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Appendix ¢
The VPM Evemt Trace

Calls wo the interface routine vpmsave have been piaced strategically throughout the standard
VPM protocol module {vme.c) and the VPM ‘interface module (vpmb.c) to provide an event
trace [or debugging new protocol modules and/or protocol seripts. A protocol seript may
generate an event record by executing a frace primitive. All such event records are discarded
unless some user program has opened minor device 0 of the trace driver and cnabled channel 0
of that minor device. The command vpritrace{1C) opens this device and cnables channel 0.
then reads event records and prints them on the standard output as they are received. Each
kind of event record thar is generated by the VPM driver will be described by giving the
vpmsave function call as it appears in vpemt.c or vpmb.c, followed by an example of the line

" printed by vpmrace as a result of this call. Following this. the context of the vpmsave call and

the definition of the parameters passed will be given. The definition of a parameter that
appears in more than one call will not be repeated. The first five calls to vpmsave occur in the
source file vpmr.c; the remaining calls occur in vpmb.c.

.vpmsave (‘p’, dev, ec, 0]

243p 100150

Cailed if vpmstart returns an error code. The first field of the printed record contain a sequence
number assigned by vpmsave. The remaining four fields contain the four remaining arguments
1o vpmsqve in the same order as they appear in the call to vpmsave. The first argument o0
vpmsave, in this case a ‘p’. identifies the record type. Dev is the minor device number as
dsfined earlier; ec is the value returned by vpmstart.

vpmsave (‘o’, dev, vp—>>vt_state, 0)
24401001 0

Called just before the normal return point of wpmopen. The variable, vp—>>vi_state, contains
the state bits for the protocol module. Refer to the source file, vpmu.c, for the definitions of the .
state bits.

vpmsave (*¢’, dey, vp—>>vi_state, 0)

245¢ 100130

Called from vpmclose just before the state bits are initialized.
vpmsave (*w", dev, ct, dp) )

246 w 100 1000

Called just before putting a buffer-descriptor pointer on the transmit queue in vpmwrite. Cr is
the number of byvies in the buffer. When executing on a PDP11, dp is the pointer to the buffer
descriptor; dp is not meaningful when executing on 2 VAX because pointers are four bytes on a
VAX and the argument corresponding to dp is declared as a short.

vpmsave (‘r’, dev, cnt, dp —>d_bos}
247 r 100 500 500 '

Called from vpmread just after cnt b'ytes have been m;:ved 10 the user’s read buffer. The
parameter dp—>d_bos is the number of bytes remaining in the current receive buffer.

vpmsave (*s', dev, vp — > vb_state, @)
2485100405 0

Called just before the normal return from vpmsezart. The parameter vp—>>vb_state contains the
state bits for the interface module. For the definitions of the state bits, refer to the source file
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vpmb.c.
vpmsnn l‘t . dev vp—>vbh_state, vp—>vb xbkme)
249t 10000

Called just before the normal return frem wpmurep. The parameter vp— Z>vb_xbkmc is the

number of transmit buffers currently held by thc VPM interpreter. It can be non-zero if the
protocol script or interpreter lerminates in error.

vpmsave {*X", dev, vp—>>vb_xblme, 0}
250X 1001 0

Called from vpmbnm, the interface module’s receive-interrupt routine. each time the VPM
"interpreter returns a transmit buffer.

vpmsave (‘R’, dey, vp—>vb_vrkme, 0)

251 R 10010 )

Called from vpmbrint each time the VPM interpreter returns a receive buffer. The parameter
vp— >vh_rbkmc contains the number of receive buffers currently held by the interpreter.
vpmsave (‘T°, dev, seld, sel6)

252 T 100 370 21 34

Called from vpmbrint when a trace report is received from the interpreter. This occurs when the
protocol script executes a frace primitive. Sel4 contains the value of the script location counter
(plus two) at the time the trace primitive was sxecuted. By referring to the assembly-language
listing of the protocol script generated by the —/ option of vpme, the point in the protocol script
at which the trace was executed can be determined. The value of the location counter is two
greater than the location of the trace instruction as shown in the assembly-language listing. Sel§

contains the byte or bytes passed by the irace primitive. ¥pmurace prints these two bvies in
separate fields.

vpmsave (‘E', dev, seld, sel)
253 E 244 21

Called from vpmbrint when an error-termination report is received from the interpreter. * Seld
contains the script location counter at the time execution of the script was terminated. Sels
contains the termination code. For an explanation of these codes see the attached manual entry
for vpm (4}, ' ’

vpmsave (‘P’, dev, seld, selb)
254 P 100 2105 1055

Called from vpmbrint when a script report is received from the interpreter. This occurs when
the protocol script execules 2 sinrpr primitive. Seld and sel6 contain the four bytes transferred
by this primitive.

vpmsave (‘F*, dev, seld, celd)
255 F10030

Called from vpmbrint when an error-count repon is received from the interpreter. Seld and sel§
do not contain any meaningful data for this event type.

vpmsave ('S’, dev, seld, seld)
2565100401 0

Called from vpmbrint when a start-up report is received from the interpreter. The low-grder

)
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eight bits of se/d contain a parameter defining the maximum number of transmit buffers the
interpreter can accept: the high-order eight bits contain a parameter defining the maximum
number of receive buffers. Se/f contains the options supporied by the interpreter.

vpmsave (‘C’, dev, vp—>>vb_state, bp — > vh_xbkmc)

257C10010

Called from vpmclean just before the data structure associated with dev is initialized.
ypmsave (0O, dev, vp—>vb_state, 0)

258010010

Called rom vpmok if the interpreter should !:ail to indicate its sanity by issuing an “I'm-OK™
report within the prescribed time limir. |
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Appendix §
Addmg VPM to a UNIX Release 3.0 System

The UNIX Release 3.0 distribution tapes contain VPM Release 2.0. This includes the compiler,
drivers, interpreters, utility commands, protocol scripts, and test programs.

The makefile vpm.mk found in fusforcfomdfypm may be used to make and install all VPM
commands.

To add the VPM and trace drivers to a UNIX 3.0 system, do the following:
1. Make sure that the following two lines appear in the file fetg/master:

vpm 0 37 206 vpm 0 O 15 16 5
race 0 35 206 tr 0 O 16 4 1

2. Add the faollowing line to the file fuse/srefuts/*/cffcfigpa {or its equivalent):
vpm 0 o o n
where n is the number of minor devices required. . The * represents either pdp!! or vax.
3. To the s:ame file add the following line for each trace minor device:
trace 0o 0 0  n

where » is the number of minor devices required. Minor device 0 is used by the vpmurace
command and minor device 1 is used by vpmsnap.

4. If KMCs are being added to the system, add the following line to the same file for each

KMC:
kmcl1 vector address priority

where vector is the interrupt vector location (octal), address is the device address (octal).
and priority is the bus request level (normally 5).

A special file must be created in jdev for each KMC, VPM, and trace device. To nake these
special files, use mknod(1M) as follows:

For KMCs:
fetcimknod  fdevikme? ¢ X ?

where X is.the major device number of the KMC driver as printed by config -t {see the manual
entry for config( iM){4]) and ? is the minor device number which must be in the range ¢ 0 3.

For VPMs: "
ferc/mknod Jdevipm ¢ Y Z \

where vpmr is a unique device name; Y is the major device number of the VPM driver; and Z is
a decimal or octal number whose binary representation is defined as follows: the low-order four
bits specify one of up to 16 minor devices of the standard VPM protocol module; the next two
bits specify ane of up to four VPM interface-module minor devices; the next two bits specify
the minor device number of the XMC to be used for this special file.

For trace devices:

Jete/mknaod fdeviirace ¢ Y 0
[et¢/mknod  /dev/smap c Y 1

where Y is the major device number of the trace driver.

T am,

L]
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Hardware Instailation and Switch Settings

The KMC11-B microprocessor and DMC11-DA, -FA, or -FD line unit must be insulled in
adjacent slots of a PDP-11 or VAX-11/780 backplane. Care should be taken not to exceed the
DC power capacity of the cabinet in which the items aré installed. The microprocessor and line
unit are interconnected by a one-foor ribbon cable. The line unit is connected to a suitable
synchronous modem by a 25-foot modem cable. If the HDLC interpreter is used, the modem
must be optioned for full-duplex (four-wire} operation; at speeds above 1200 bits per second
this will normally require a private line. The device address and interrupt vector address
switches on the KMC should be sct for the selected addresses. The KMC should also be wired
for the selected bus priority (normally 5). All switches and jumpers on the DMC line unit
should be in the normal configuration prescribed by the relevant DEC maintenance manuai
with one exception: the NO CRC swiich (switich S2 in switch pack number 1) shouid be in the
ON position,” The purpose of this switch setting is to inhibit hardware CRC generation.
Hardware CRC generation is not used with the VPM software for this device.

If the KMC is a Revision E, 2 DEC field change is required before it can be used with VPM.
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Appendix 6
Testing VPM

During the course of developing and testing VPM, a number of programs and test procedures
have evolved which may prove useful to those adding VPM to a system or using VPM for the
first time. These programs and procedures will heip to check the correct installation and
operation of the hardware and software as well as help a new user of VPM to gain familiarity
with the package. These programs may be found in jusrfsrefemdivpmidemo  and
Jfusrfsrcfomdfvpmfscripts.

Decbin

Dechin is a simple KMC program that exercises encugh of the KMC memory and instruction
set 50 that a correct result provides reasonable assurance that the KMC is functioning properly.
It does nor exercise the interface between the KMC and the DMCI11) line unit.

To run this test, you must compile file dechin.k in direstory /usr/.src/cmd/vpm/dema This can be
done as follows:

[libjepp fusr/srcfemd/vpm/demo/dechin.k | kasb

You must then load and run the resulting a.our and then dumyp the KMC and its registers. The

. following sequence of commands will accomplish this:

kasb —d /dev/kme?
-.reset

Joad

run

.reset

.dump

.regs

The .regs command to kash will produce a register dump similar to the following:

csr: %7 0 0 0 0 0 02
tur: 0 20 0101 02377377 53
reg: 0326 42 64 02768 0 46
reg: 142 73321 71156 61 116 356
io: 377 377 3717 377 377 371 377 3717
npr: - 0 20 Obrg:35 O mem: 6]

If the value of r5 (the sixth numbéer in line three of the register dump) is not 276, something is
wrong with the KMC hardware or the software used to load and execute programs in it.

Tset

Tser is a C program that opens a particular vpm device {/devipm0) and writes a string of

characters to it. It then reads the same device and compares the string of characters received to’

the string sent. If the two strings match, the program prints the string followed by the message
"It worked!!!!!!". This program will work only when a loopback script such as /oop.r has been
loaded into the KMC. To run this test:

1. Compile rser.c:

cc —o iset tseL.c
2. Compile loop.r:

vpme —o loop.o loop.r
3. Load loop.o into the KMC:
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Jete/vpmstant /dev/kme? 6 loop.o

4. If resting the VPM event-tracing capability, execute vpmitrace:
jete/vpmtrace > 1&

5. Execuie tset:
tset

4. Printe
catt

Sr

Sr opens /fdevipm0 and forks to create a send process and a receive process. The send process
reads up to 512 bytes from its standard input and writes them to /devipnl. The receive process
reads /devfivpm0 and writes the received data 10 its standard output. This program may be used
with the protocol script lpop.r. The procedure for running sr is similar to that used with /ser.
" .Steps 2, 3. and 4 need not be repeated if the interpreter and vpmurace are stili running.

To exascute s
sr < infile > outfile

The send process exits after it has read and transmitted the last daia block of the file. The
receive process goes into a loop that sets an dlarm and reads jdevypm0. If the alarm goes off
before the read completes, the process exits.

Temd

Temd.c when used ‘with the protocol script fomd.r tests several new features of Release 2.0 of
VYPM: communications between a user program or a protocol module and the protocol seript,
reading and resetting the interpreter’s error counters, and the time-stamped tracing capability.
To execute temd, follow the procedures given for the first test using tond.c and tomd.r in place
of tser.c and loop.r. Execute vpmsnap instead of or in addition to vprurace.

Lapb.r

Lapb.r is the protocol script for BX.25 Level 2. To install this script in a particular KMC,
proceed as follows:

cp Juse/src/emd/vpm/scripts/lapb.r .
cp Just/src/cmd/vpm /scripts/const .
cp fustfsrc/femd/vpm/scripis/tconst .
vpme —mi hdle —o lapb.o lapb.r
fetc/vpmstart fdev/kme? 6 lapb.o

Testing this script requires two KMCs, which may be on different host computers. The KMCs
must be connected by a pair of full-duplex synchronous modems or by a full-duplex
synchronous null modem.* Sr should be executed simultaneously on both machines to read
and write the VPM device associated with each KMC. If both KMCs are on the same host
machine, it will be necessary to edit and compile a copy of sr.c so that it opens /devipm! instead
of jdevfypmG. The original and modified versions of sr can then be executed simultancously 1o
exercise the two KMCs.

* A syitable null modem is the Avanti 300, which is manufactured by Avanti Communicatons Corporation,

Newport. RIL
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To obtain maxjmum efficiency from this script, it may be necessary to modify the values of

:some of the parameters in the const file. The appropriate values for these parameters depend

* ‘on the link speed and maximum frame size. Guidelines for adjusting these parameters are
given in [3]. :

o L‘a'pbt.r

" This script is identical to lapb.r except for same additional frace statements. It may be tested in
"* the same manner as lapb.r. Vpmirace may be used to display the trace informatios.

Itr.r

ftr.r is a simplified version of iapb.r. Unlike lapb.r and lapbt.r, this script can be exercised in a
loop-back -mode. To run a loop-tack test, attach a DEC H-325 test connector to the end of the
modem cable for the DMC11-DA line unit that is connected to the KMC11-B to be used for
the test. Then compile ife.r and load the resulting a.omt -into the KMC using the procedure
described above for lapb.r, substituting irr for laph. A loop-back test can then be run using fser
Qr sr.

)
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1. INTRODUCTION
1.1 Prercgaisites

Belore attenpling to generate a UNIX% systern, you should understand that a considerable
uznowledge of the related documentation is required and assumed. In particular, you should be
very familiar with the foliowing docurmnents:

The UNIX Time-Sharing System
UNIX User's Manual

C Reference Marua!
Administrative Advice for UNIX
UNIX Operaiions Manua!

A cémplete set of pertinent docurnentation is contained in Documents for UNIX. Throughout
this document, each reference of the {orm mame(N), where N is & number, refers 10 entry
name in Section N of the UNIXY User's AManuol.

You must have a basic understanding of the operation of the hardware. This includes the
console panel, the tape drives, and the disk drives, &l of which are assumed to have standard
UNIX addresses and interrupt vectors. I is-also assumed that the hardware works and has been
completely installed. All appropriate DEC® diagnestics should hkave begen run to test the
configuration, and you must have z detailed description of the hardware, including device
addresses, interrupt vectors, and bus levels. This information is necessary to generate a UNIX
system.

s 9 0 ©

See Attachment 1 for a list of supported CPUs and devices.
1.2 Procedure

UNIX is distributed on two magnetic tapes, recorded in 9-track format at 800 bpi. Distribution
tapes will be marked either “PDP-11"" or **VAX'"; be sure you have the correct tape for your
machine.

The initial load program (ent Tape 1) will copy a file system from iape (VAX: TE1§; PDP-11;
cither a TUL0 or a TUL6) to disk (VAX: RPOS; PDP-11: gither an RP03, an RKO0S, an RLO1, or
an RP06). In this document, we consider RP04 and RPOS drives to be equivalent to RPOS
drives; eny differences will be noted explicitly. Once the roor file syslem has been successfully
loaded to disk, UNIX may be booted and the available utility programs may then be used to
complete the installation.

In order for any of the update procedures to work corractly, you must be running UNIX/TS ot
PWB/UNIX Release 2.0. Older versions of UNIX cannot be correctly updared with a UNIX
system. The cpio(]1) program will not replace any file if its replacement hes a modification time
that is less than (i.e., earlier than) the modification time of the original file. This ¢an be due to
jocal modifications. Furthermore, certain administrative files (e.g., fetic/passwd, lusriliblcrontab)

* UNIX is a Trademark of Bell Laboralories.
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arg sent with a modification time of January 1, 1970 10 ensure that they do not replace their
counterparts during updates. Any file not copied will cause cpio to print a8 message 1o that
effect. These messages should always be investigated to ensure that any files not copied were
of that type. However, note that, depending on respective modification times, a locally-
maodified file'may get updated, thus destroying the local medifications.

There are scveral difficulties that can grise when installing a UNIX system, One of the most
common problems is running out of disk space when performing an update. Should this occur,
the original contents of the file sysiem should be restored from a backup copy and the contents
of the update tape should be vead into a spare file system using the cpio program. Unwanted
material can then be removed and the original file system can be updated from this new file
system using the ~—p option of ¢pio. Modification times of files should also be preserved using
the ~m option of cpio.

1. LOAD PRCCEDURES

2.1 Distribution Tape Fornat

Tape 1 contains seven files: a loader, a physical copy of the roor file system, the cpio program, a
cpio structured copy of the roor file system, and three files {cpio format) that represent
selectable items. Roor refers to the directory **/*, which is the root of all the directory trees.
The format of this tape is as follows:

record O: Tape boot loader— 512-bytes;

record 1: " Tape bool loader— 512-byles;

remainder of file 1: Initial load program— several 512-byte records;
end-of-file ‘ .

file 2: rooi file system (physical)— 5,120-byte records (blocking factor 10);
end-of-file i

file 3: cpio program (latest version)— several 512-byte records;
end-of-file .

file 4: root file system (structured in ¢pio format)— several 5,120-byte records

(to be used only for updating an earlier UNIX); \

end-of-file i .

file 5: on-line documentation {same format as file 4);
end-of-file

file 6: rie software (same format as file 4);
end-of-file

file T: . graphics software (same format as file 4).
end-of-file

The roor (/) file system contains the following directories:
bek: Directory used to mount a backup file system for file restoring.
bin: Public commands; most of what is described in Section 1 of the UNIX
. User'’s Manual.

dev: Special files, all the devices on the system.

elc: Administrative programs and tables.

lib: Public jibraries, parts of the assembler, C compiler.

mnt: Directory used (o mount a file system.

lost+ found:  Directory used by fsck(1M) for disconnected files. ©.

stand: Stand-alone programs. s

tnp: Directory used for temporary files, should be cleaned at reboot.

usr: Directory used to mount the Jusr file system.

.
-y
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2.2 Inltis] Load of root
Mount Tape 1 on drive 0 and position it at the load point.
22.1 PFDP-11

Dootstrap the tape by reading either record Q or record 1 into memory starting at address 0 and
start execution at eddress 0. This may be accomplished by using & standard DEC ROM
Bootstrap loader, a special ROM, or some manual procedure; see romboor(8), tapeboor(8), and
70boor(B).

2.2.2 vAX .

See “Installation Bootl Procedures’ under vaxops(8). This UNLY User'’s Manual entry describes
initial tzpe booting, and modification of the console floppy disk to simplify UNIX
administration.

2.3 Commen to PDP-11 and YAX

The tape boot loeder will then type *““UNIX tape.boot loader’ on the console terminal and read
in and execute the initial load program. The program will then type detailed instructions about
the operation of the program on the console terminal. The program will ask what type of disk
drive you have and which drive you plan 10 use for the copy. The disk controller used mus be
at the standard DEC address indicated by the program. However, other disk controllers on your
systern may be at non-standard addresses. You must mount & formatted, ECC flag-free pack on
the drive you have indicated. If necessary, use the appropriate DEC diagnostic program to
format the pack. Wote that the pack will be wrilten on. Nexi, the program will ask what type
of tape drive you have and which drive contains the tape. Normally, this will be drive 0, but
the program will work with other drives. Note that the tipe is currently positioned correctly
efter the end-of-file between the initial load program and the roor file system. When everything
is ready, the program will copy the file system from the tape to disk and give instructions for
booting UNIX. After the copy is complete and you have booted the basic version of UNIX,
check {using fsck(1M)) the root file system and browse through it.

2.3.1 PDP-11/170 Only

The file /siand/mmuest is a stand-zlone memory mapping diagnostic program for the PDP-11/70.
If you are not ebsolutely sure that DEC FCO (fieid change order) MB140-R002 has been applied
10 your PDP-11/70 CPU, stand/mmiest should be tooted and allowed 1o run at least 20 minutes.
To boot this program, go through the boot procedure, but specify:

O Standl mmiest

UNIX Release 3.0 comes with optiona!l power-fail recovery. This feature requires that the
power-up and power-down interrupt vectors be 024,

2.4 Updcte ef rest

It is very important that the system be running in single-user mode during the update phase.
To update an elready existing roor file system, files three and four on Tape 1 will be used. It is
necessary to first make a copy of your roor file system using volcopy (1M} and then update this
copy. The copy should be made on a separate disk pack using the same section number as your
roor file system (always section 0), Also, after the update is completed, check il any of your
local administrative files in the d:recmry Ie!c need modification. Most of these are mentioned
in Section 4 below.

Mount Tape 1 on drive 0 and position it at the load point. We assume that disk drive | is
available for making the copy, and that the root file system is on /dev/rp0. This shell procedure
will be different for RK05 and RLD] disk drives. The following procedure will first make a copy
of the roor file system, and then update this copy. Note that /devimid refers to tape drive 0 but
has the side effect of spacing forward to the next end-of-file (no rewind opticn). The —B
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option of ¢pie specifies that input is in §,120-byte records:

volcopy root /dev/srp0 pkramel /dev/riplQ pkname2
mount fdev/rpl0 /bck

# The 2 echoes will move the tnpe to file 3
eche </dev/mi4

echo </dev/mi4

cp /dev/mt4 /bek/bin/cpio

chmod 755 /bek/bin/cpio

chown bin /bck/bin/cpio

cd /beck

/bck/binfepio — idmB < /dev/rmt0

cd /

umounl fdev/rpl0

Pknamel and pkmamel are the volume names of the source and destination disk packs,

respectively. If the new copy is satisfactory, shut down and halt the system, change disk packs,
and reboot the system using the new root.

2.5 Teapz 2 (Jusr) Format

Tape 2 contains the Jusr file system in cpio format (5,120-byte records). The /Jusr file system
_ contains commands and files that must be available (moumed) when the system is in multi-user
mode. The tape contains the following directories:

adra: Miscellaneous administrative command and data files, including the
connect-lime accounting file wimp and the process accounting file pacer.

bin: Public commands; an overflow for /bin.

dict: Dictionaries for word processing programs.

games: Various demonstration and instructional programs.

in¢lude: Public C language #include files.

lib: Archive libraries, including the text processing macros; also conlains data
files for various programs, such as spell(1) and cron(1M).

mail: Mzil directory.

man: Source for the UNIX User's Manual, see man(l).

losi+ found:  Directory used by fck{1M) {or disconnected files.

news: ' Place for all the various system news.

pub: Handy public information, e.g., table of ASCIl characters.

spool: Spool directory for daemons.

s1C: Source for commands, libraries, the system, etc.

mp: Directory for temporary files; should be cleaned at reboot,

A table of contents of this lape may be obtained by using the cpio options —itB. Also, after
instailation, files and directories deemed useless-by the local administrator may be easily

removed. Alternately, only parts of the 1ape may be extracted using the patiern matching capa.
bilities of cpio.

2.6 Initial Load of fusr '

Mount Tape 2 on drive 0 and position it at the load point; Mount a file system (device) as Jusr.
The ultimate size and location of this file system on a device is an administrative decision;
initially, the foliowing procedure will suffice:

-.,\b’{;ll
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mkfs /dev/irpl 50000 7 418

1abelit /dev/rrpl usr pkaame

moumt /dev/rpl /usr

chmod 77§ fusr

cd /usr .
cpio —idmB «</dev/rmt0 -

Pkrame is the volume name of the pack (e.g., *'p0001™).

Because fusr must be mounted when the system is in multi-user mcde, the file ferc/rc must be
changed to include the command lines 10 moun! and unmount the file systems in single-user
and multi-user mode. These lines must be inserted at the appropriate places in ferc/rc, as
indicated by comments in the prototype file. Next the file fetc/checkiist should be changed to
inciude /Mdevirrpl, Idevirril, or {devirrkl; see also ﬁrk(lM) tubelit(1M), mkfs(1M), mount(1M),
and ckecklist(5).

2.7 Ugpdate of fusr

It is advisable that the system be running in single-user tnode during the update phase. .1t is
also wise 10 first make a copy of your /fusr file system {or backup purposes. Next, mount
Tape 2 on drive 0 and position it at the load point. The fusr file system must 2lso be mounted.
The following procedure will perform the updaie:

cd /usr
cpio —idmB </dev/rmt0

2.8 Initial Load or Update of Selectable Iteins

The initial joad and update procedurss are essentiglly the same; the cnly exception being the
creation of the selectable item directory on the initial load.

Mount Tape 1 on drive 0 and position it at the load point. Make sure ihat the fusr file system is
mounted. The following procedure will read in the source for each of the seleciable
subsystems. If a particular subsystem is not desu'cd simply skip that file on the tape by
executing the following command:

echo </dev/mit4
The tape can be rewound afier any subsystem by specifying /devirmi0 instead of /devirmi4.

gcho </dev/mt4

echo </dev/mid

echo </dev/mt4

echo </dev/mi4

cd /usr

mkdir man; chown bin man; chyrp bin man; chmod 775 man
cd man '

cpio —idmB </dev/rmi4

¢d /usr/src/cmd

mkdir rje; chown bin rje; charp bin gie; chmod 775 rje
ced tie

cpic —idmB < /dev/rmi4

od /usr/src/cmd .

mkdir graf; chown bin graf; chgrp bin graf; chmod 775 graf
cd graf

cpio — idmB </dev/rmt0
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Afler installing the seurce for the rje and graphics subsystems, the software must be builf and

installed. (Only execute the following commands for the subsystems that you have elected to
take.)

To build and ipstall graphics:

cd fusy/stc
J:mkemd graf ‘

To build and install rje, select the appropriate ./fmikcmd lines:

cd /ust/sre

ARGS="dgsrje hasp" ./:mkcmd e (inskes a single DQS11-based hasp system)
ARGS= "dgsrje hasp2” ./:mkemd rje (makes hasp and hasp2)

ARGS= "dgsrie hasp3” ./:mkemd sje (makes hosp, hasp2, and hasp3)

ARGS+== "dqstje uvac® ./:mkcemd rje  (makes a single DQS11-based uvac system)
ARGS= "dgsrje. uvac2” ./:mkcemd rie  (makes uvac gnd uvac2)

ARGS= "dqsrje uvac3” ./:mkemd fge  (makes uvac, uvac2, and uvac3)
ARGS="kmcre rje]l” ./:mkemd rje  (makes a single KMCi1.based IBM system)
ARGS="kmcrje rje2” ./:mkemd sie  (inake rel, end rje2)

ARGS="kincrje fed" ./:mkemd gje (makes rjel, rie2, and red)

ARGS= "tmcrje ried”™ ./:mkemd rje (makes rjel, rje2, rje3, and ried)

2.8.1 UNIVAC Remoie Job Entry

UNIVAC e requires an additional tape to be used on the UNIVAC side of the system. The
UNIVAC rje program is duplicated in the first and second files of its relcase tape in @COPY,G
format. One should be read into a file called RJEFIL. The documentation on the configuration
skeleton can be obtained by executing:

@DOC RIJEFILE.DOCELM

Examnples of rje configurations are in the file elements CONFIGRTN (for level 35 or higher), and
CONFIGRTNIL32 and CONFIGRTNIL33 (for levels 32 ond 33 respectively). A start stream that
will build the rje program, and cuil it, is in START/RJEMAK (the account and project fields
should be wmodified). A sample gie start stream where the absolute is placed in
RIE=RIE.RJECTLIPDP . is in START/RJECTL. Other sample runstreams using the file
SYSS-ABS.RIECTLIPDP are in RJEU!, RJEU2, and RJEU? for wsing the first, second, or third
configused line.

The LINEDATA cards in CONFIGRTN assume the EXEC is configured with 3 lines to a UNIX
systen whose CTM and LINE cards specify GB17, GB18, and GAO! respectively, and whose
STATION cards specify a LOCAL station of UNIX01, UNIX02, and UNIX03 respectively. The
LINEDATA cards in CONFIGRTN/L32 and CONFIGRTN/L33 assume the EXEC is configured with
one line to 2 UNIX system whose LTG ID is "UNXRIE and whose REMOTE TERMINAL card
specifies BPDPOL.

3. CONFIGURATION PLANNING
3.1 UNIX Configuration

The basic UNIX operating system supplied supports only the console, a disk controller (disk
drive ), and a tape controller (tape drive 0). The actual configuration of your system must be
described by you. Al of the UNIX operating system source code end object libraries are in
fusrlsrdfuts. Al of the configuration information is kept in the directory fusrfsrclutshlof, the **e™
represents either pdpll or vax. There are only two files that must be changed to reflect your
syslem configuration, fow.s (univec.c on the VAX) and conf.c; the program config(1M) should
be used to make these changes.

)
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Config requites a system description file snd produces the two necded files. The first part of the
system description file lists all of the hardware devices on your system. Wext, various systcm
information is lisied. A brief explanation of this information follows; for more details of syntax
and structure, see config(1M) and the associated master(S); TABLE I lists the values and sizes
of the varions parameters for the differant CPUs.

TABLE L. UNIX Configuration Pazemeters

lter PDP-11/34, /23 PDP-11/45, /70 VAX-11/780
Value Size Vailue Size Value Size
nswap 1000 - 3000 - 9000 -
buffers 15-20 25t 25-60 26% 50-1204 560
sabufs 4.6 §38 10-15 538 ’ —_ . -
inodes 30-50 74 100-250 74 - 100-250 76
files 30.50 8 100-250 B 100-250 . 12
mounts 3-5 8 8-16 8 Y D 16
cotemap 50-100 4 50-100 4 f .= -
swapmap £0-100 4 - §D-100 4. 50-100 4
catls 15-30 6 30-60 [ 30-60 12
procs 30-50 30 50-200 30 50-200 52
1exts 10-15 12 25-50 12 25-50 16
clists - 10-20 28 100-300 28 100-300 32
maxproc 15 - 15 - 25 -

1 Plus 512 bytes cutside system space.
$ 127 buflers is the sysiem maximum.

roor—Specifies the device where the roor file system is to be found. The device must be a
block device with read/write capability because this device will be mounted read/write as
“*/**. Thus, a tape can not be mounted as the roor, but ¢an be mounted as some read-only
file system. Normally, roor is disk drive 0, section 0.

pipe~ Specifies where pipes are to be allocated (must be a mounted file system— the root file
system is normally used).

dump— Specifies the device 10 be used to dump memory after a system crash. Currently
only the TU10 and TU16/TE16 tape drives are supported for this purpose,

swap—~ Specifies the device and blocks that will be used for swapping. Swplo is the first block
number vsed and nswap indicates how many blocks, starting at swplo, to use. Care must be
taken that the swap area specified does not overlap any file system. For example, if
section 0 is 8,000 blocks Jong, the roor file system could occupy the first 6,000 blocks and
swap the remaining 2,000 by specifying:

root rp06 0
swap rp(é 0 6000 2000

buffers— Specifies how many system bigffers to allocate. Real time response improves as more
buffers are allocated. UNIX buffers form a “'data cache'’, Improvement in the hit rate of
this cache tends to fall as the number of buffers is increased.

sabufs— PDP-11 only: specifies how many sysiem addressable buffers to allocate, One buffer
is needed for every mounted file system. Certain I/0 drivers need such buffers.

inpdes— Specifies how many inode table entries to allocate, Each entry represents a unique
open inode. When the table overflows, the warning message *‘Inode table overflow' will be
printed on the console. The table size should be increased if this happens regulariy. The
number of entries used depends on the number of active processes, texts, and mounts.
Siles— Specifies how many open-file 1able entries 10 allocate. Each entry represents an open
file. When the table overflows, the waming message "‘no file” will be printed on 1hs
console. The table size should be increased if this happens regularly.

» mounis— Specifies how many mount table entries to allocate. Each entry represents a
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mounied file system. The roor (/) will always be the first entry. When full, the mount(2}
system call will return Lhe error EBUSY, —

» coremap— PDP-11 only: specifies how many entries to allocate to the list of free memory. ’))
Each entry represents a contiguous group of §4-byte blocks of free memory. When the list
overflows, due to excessive fragmentation, the system will undoubtedly crash in an
unpredictzble manner. The number. of entiies used depends on the number of processes
active, their sizes, and the amount of memory available.

o swapmap— Specifies how many entries to allocate to the lisr of free swap blocks. Exactly like
the coremup, except it represents {ree blocks in the swap area, in 512-byte units.

@ calls— Specifies how many call-out table entries to allocate. Each entry represents a function
to be invoked al a later time by the clock handler. The time unit is 1/60 of a second. The
call-out table is used by the terminal handlers to provide terminal delays and by various
other 10 handlers. 'When the table overflows, the systern will crash and print the panic
message “*Timeout table overflow™ on the console.

e procs— Specifies how many process (able entries 1o allocate. Each entry represents an active
procass, The scheduler is always the first entry and inir(8) is always the second entry. The )
number of entries depends on the number of terminal lines available and the number of -
processes spawned by each user. The average number of processes per user is in the range
of 2-5. When full, the fork(2) system call will return the error EAGAIN.

o texts— Specifies how many fexr rable entries to allocate. Each entry represents an active
sead-only text segment. Such programs are created by using the —} or —n option of the
loader /d(1). The —n option is implicit on the VAX. When the table overflows, the
warning message *‘out of text” is printed on the console.

o clists— Specifies how many character list byffers to allocate. Each. buffer contains up to 24
bytes. The buffers are dynamically linked together 1o form input and ocutput queues for the
terininal lines and various other slow-speed devices. The average number of buffers. needed
per terminal line i5 in the range of 5-10. When full, input characters from terminals will be
lost and not echoed. e

o maxproc— Specifies how many concurrent processes a non-super-user is allowed to run. v}

v power— Specifies whether to attempt restart after a power failure.” A value 0 (defauit)
indicates no restart, a value of 1 aitempts power-fail restart. On restart, device drivers are
calied and process 1 (i.e., inif) is sent a hangup signal, see init(8). VAX power-fail is
provided for experimentat use only in UNIX 3.0.

1.2 UNIX Cenerction

{

Before generating your first UNIX system, you must modify the file called Makefile in the
Jusrfsrclutsk /cf directory, This file contains four symbols that are used for system identification;
it i5 used to initialize the internal wtsname structure (sce wname(l), wname(2), end
ursname{5)). The four symbols (which are 8 characiers maximum) are as follows:

SYS your system name (e.g., pwba); .
NODE  the name by which your system is known on the wucp(l) network (e.g., pwba); : )

REL the operating system release (e.g., UNIX3.0);

VER the current version of the system; this is usually four characters indicating when

the system was made (e.g., 0620 for June 20).

Generally, only the first two symbols need local modification; the REL symbol is a constanmt for
the duration of this release, while the VER symbol will be defined when you make(l) the
system. The name of the executable file produced by the generation procedure will be the
concatenation of the SYS and VER symbols (e.g., pwha0620). ( )

To generate a new UNIX operating system, follow the procedure below:
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od Just/srefuts/+/ef
ed 4afile
a
Linformation as described above}

W .

q . .

config dfile
make VERm yer

The PDP-11 system has a relatively small address space, so that if wable sizes or the number of
device types are 100 large, varicus error messages will result and the above procedure will only
create zn a.our file. In particular, the maximurn avaiiable data space is 49,152 bytes (57,344
bytes on the PDP-11/23 and the /34). The actual data space requested can be found by using
size{1) on c.ont and adding the doita, bss, and, for PDP-11/23 and /34, 1ext segment sizes.
Cne then reduces the specified values for the various system entries uniil it all fits. The
emount of space in the bss segment used for each entry is indicated in Section 3.1 above.

When you are satisfied with the new system, you can test it by the [ollowing procedure;

cp fust/src/uis/«/sysver / # sysver as above
cd /

rra {unix

in /sysver /unix

SYIC

Halt the processor and reboot the system. Note that this procedurz results in two names for
the operating system object, the generic /unix, and the -attuel name, say /ursa0501. An old
system may be booted by referring 10 the actual name, but remember that many programs use
the generic namea funix to obtain the name-list of the systam.

If the new systein doss not work, verify that the correct device sddresses and interrupt vectors
have been specified. If the wrong interrupt vector and the correct device address have been
specified for a device, the operating system will print the error message “siray interrupt at
XXX when the device is accessed, where XXX is the correct interrupt vector. If the wrong
device address‘is specified, the sysiem will crash with a panic trap of type 0 (indicating a
timeout) when the device is accessed.

3.3 Special Files

A special file must be made for every device on your system. Mormally, all special files are
located in the directory /dev. Initially, this directory will contain:

censole console terminal

error see err(4)

mem, kmem, null see mem(4)

uy see my{d)

rpl0-7], rrp(0-7] disk drive 0, sections 0-7

n10-13, rrlfo-1] disk drives 0 and 1

rkl(0-11, rrk(0-1) disk drives 0 and 1

mt0, rmt0 tape drive 0 (800 bpi) )
mi4, 4 tape drive O (800 bpi, no rewind),

These special files ere of two types, block and character. This is indicated by the character & or
¢ in the listing produced by /s(1) with the =1 optien.

In addition, each special file has a major device number and a minor device number. The
major davice number refers 1o the device type and is used as an index into either the bdevsw or
cdevsw table in the configuration fiie conf.c. The mincr device number refers 10 a particular
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unit of the device type and is used only by the driver for that 1ype. The config program with
the =t oplion will list major device numbers,

The program mknod(1M) creates special files. For example, the !'ollowmg would crcate part of
the initially-supplied /dev directory (on the PDP-ll)

cd /dev
mknod console ¢ 0 O
~mknod error ¢ 20 0
mknod mem ¢ 2 0; mknod kmem ¢ 2 1; mkood null c22
mknod ity ¢ 13 0
" mkned rp0 b 0 0; mknod rp0 ¢ 7 0
mknod mt0 d 1 0; mknod ymt0 ¢ 6 0
mknod mt4 d 1 4; mkned rmtd c 6 4

Afier the special files have been made, their access modes should be changed to appropriate
values by chmod(1). For example:

cd /dev

chmod 622 conscle
chmod 444 error
¢hmod 440 mem kmem
chraod 666 null

chmod 6646 wy

chmod 400 rpd srp0
chmoed 666 mt0 rmt0
chmod 666 mi4 rmtd

Minor device numbers for tape are a bit pecuhar. the minor device number consists of the
fotlowing four bits;

Q= 800-bpi 0= rewind. drive select
1= 1600-bpi 1= no rewind

Therefore, the special file for tape drive 1, for operation at 1600-bpi, with no rewind on close
would have a minor device number of 13.

Note that file names have no meaning 1o the operating system itself; only the major and minor
device numbers are important, However, many programs expect that a particular file is a certain
device. Thus, by convention, special files are named as follows:

-

block device conf.c {dev
RPO3 disk Ip ps.
RP04/5/6 disk hp 1pe
RS03/4 fixed head disk hs 150

RKO35 disk 1k ' 1ke
RLO1 disk 1l rls

TUl0 tape - im mie
TE/TUI6 tape h mite
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choracter device confic  Idev

DL11 ssynch. line ki ttys, console
DH1] zsynch. line mux  ¢h tiye

DMC1] sync. unit * dme dmce

DZ11 gsynch. line mux dz . tiy»

DN11 auio call unit dn dne

PUY1 synch. line du dus

KMCI11 micro kmc kmgs
DZ11/KMC11 assist dzadzb ttye

LP)] line printer Ip Ips

RPO3 disk by rp»
RF04/5/6 disk hp pe

RS031/4 fixed head disk hs yI5e

Tul0 tape tm Imts
TE/TULH tape ht Tnts

error ers error’
INemory mm mem, kmem, null
terminal sy tty

For those devices with a /dev name ending in *‘«*, this character is replaced by a string of digits
sepresenting the minor device number. For example:

mknod fdev/mt]l b 1]
mknod /dev/rp24 b 0 024
mknod /dev/tiy03 ¢ 1 3

Note that for disks, an ocial number scheme is maintained decause each drive is split eight
ways. Thus, /devirp24 sefers 10 section 4 of physical drive 2. There is also a special file,
Jdev/swap, that is used by the program ps(1). This file must reflect what device is used for
swapping and must be readable. For example:

rm /dev/swap

mknod /dev/swap b D 0

chmod 440 /dev/swap

chown sys /dev/swap; chgrp sys /dev/swap

3.4 File Systerms

Each physical pack is split into eight logical sections. This split is defined in the operating
system by a table with eight entries. Each table entry is two words Jong. The first specifies how
many blocks are in-the section, the second specifies the starting cylinder; see hp(4) (RP04/5/6)
and rp(4) (RPO3) for default cylinder and block assignments. These values are described to the
system in the header file fuse/inchudelsysfio.h.

A file system staris at block 0 of a section of the disk and may be as large as the size of that
section: if it is smaller than the size of a section, the remainder of that section is unused. Note
that the sections themselves may overlap physical areas of the pack, but the file systems must
never overlap.

The program mkfs{1M) is used 1o initialize a section of the disk to be a file system. Next, the
. program labelit{1M) is used to label the file system with its name and the name of the pack.
Finally, the file system may be checked for consistency by using fsck(IM). The file system
may then be mounted using mount{1M).

18 DN shrtwnre with XMC11 nssist

KMC microprocessors may be used to contro! DZ1) ssynchronous multiplexers, thus off-Ioading
terminal-oriented functions from the main CPU. The software is distributed in two forms. The
KMC11-A version does DMA output of data, character translations, tab expansions, etc. The
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XMC11-B version does these oulput {unctions in addition to doing DMA ‘input of data. Each .
KMC11 can control up to four DZ11 multiplexers for a total of thirty-iwo asynchronous lines. ‘,
Each system can suppor! up to four KMC11 microprocessors. Up to sixty-four DZ11 lines can ‘-':;;-J
be controlled by XMC11 microprocessors. .

3.5.1 Installation

1. Generate a sysiem (see Section 3.2 above) by including each DZ11 10 be controlled by a ( )
KMC11 in the configuration file. For example: . 3

# For the KMC11-A
dza X Y Z

# For the XMCI11-B
dzb X Y Z

where X is the vector address, Y is the UNIBUS address, and Z is the bus request level. ’}
Also include the KMC11 microprocessors in the configuration file:

kme XY 2 . ')
2. Install the KMCI1 microcode in /ib:

# For the KMCl1i-A
ed /usr/src/uts/e/up/dza
flib/cpp dza.s | kas — o /lib/dzkmc.o

# For the KMC11-B
¢d /ust/src/uts/e/up/dzb
flib/cpp main.s | kasb — o /lib/dzkme.o

3. Copy d:kload into fetc: . ) T

# For the KMCI1-A : vy
cp /usr/src/uts/«/up/dza/dzkioad /etc :

# For the KMC11-B
cp Jusr/stc/uts/«/up/dzb/dikioad /etc

4. Update feic/rc to execute dzkload for multi-user and power-fail /mir states. Each KMC11
used to control a DZ11 must b2 loaded with microcade. For each KMC11 used to control
a D211 include: :

fetc/dzkload /dev/kmc? _
where T is the minor device number of that KMC11.

5. Special files (see Section 3.3 above) must be created for cach KMC11 and DZ11 line;

Jetc/mknod /dev/kme? ¢ X ¢ : )
letc/mknod /devitiy?? ¢ Y Z .

X is the major device number of the KMC11 and ? is the minor device number of the
KMC1] controlling the DZ11 multiplexers, i.e., the KMC1] loaded with microcode in
step 4. Y is the major device number of the d:a/d:b device as is supplied by config(1M).
Z is the minor device number for a particular line on a DZ11. This number is composed

a
——

.,

of three fields. The low-order three bits are the line number relative to a DZ11. The next ("-
three bits contain the minor device number of the DZ11 controlling these lines. Note that N
this number is the absolute DZ1! number, not the number relative to the KMC11. The D,

high-order two bits are the minor device number of the KMCI1 controlling this DZ11,
For example:
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mkacd It_tcvi:ty?? ¢ Y 0241

specifics the second line {0 through 7) on the fifth DZ11 to be controiled by the KMCl]
with minor device number 2. The DZ11 number is specified by the order of appearance in
the configuration §ile. The first four DZ!1 multiplexers musi be associated with cne
KMCi1 and the next four must be associated with another XMC11. The order in which
the XM{"11 microprocessors are specified is not significant.

4. ADMINISTRATIVE FILES

4.1 feic/metd
This file contains the message-of-the-day. I is printed by ferc/profile after every successful login,
4.2 feselre

On the transition between init atates, ferc/init invokes /binfsh to run feic/re {must have
executable modes). 5o that ferc/re can properly handle the removal of temposary files and the
mounting end unmounting of file systems, it is invoked with three arguments: new state,
number of times this state has been entered, previous state. When the system is initially
booted, fercirc is invoked with arguments **} 0 0''; when state two (multi-user) is subsequently
entered, the arguments are 201",

When stale 2 is entered more than once (via snother fete/init 2), no action will be taken by
this file. This enables the system administrator to add or delete Jogin processes while the
zystem is in mulli-user mode (see ferc/inittab below).

Daemons may be invoked either by /feic/rc or by including lings for them in ferc/initiab.
The fetc/re file is alsn used to initialize KMCI1 microprocessors (see /erc/dzkioad below).
This file must be adited to suit local conditions; see inir(B).

4.3 fetc/inittad ’

This file indicates 1o fetc/init which processes 1p create in each init state. By convention, state }
is single-user and state 2 is multi-user. For example, the following line creates a sample single-
user environment: .

1:co:c:/bin/sh </dev/conscle > /dev/console 2> &1

This indicates that for state 1, & process with the arbitrary unique identifier co should be
greated. The program invoked for this process should be the shell and when it exits it should
be reinvoked (c flag).

To attach a login process to the conscle in the muiti-user state, add the line:
2:co:c:/ete/geity console 4

and for line /dev/iy00 for use by 300/150/110 baud terminals, add the following line:
2:00:c:/ete/getty 1ty00 0 3600 '

The arguments Lo getty are the device, 5peed table, and number of seconds to allow before
hanging up the line.

- Again, this file must be edited for local conditions; see getyy(8), init(8), and ininab(5).

4.4 fete/dtkload P

This file is invoked as a command by /erc/rc. It contains instructions for initializing a KMC11
microprocessor that is 1o funclion as 2 controller for one or more DZ11 communicalions
multiplexers (see Section 3.5 above). This file must be edited 1o suit the configuration.
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4.3 /fete/passwmd

This file is used 1o descrive each wser to the system. You must add a new line for each new
uszr. Each line has seven fields separated by colons: -

1. Login name: normally 1-6 characters, first character alphabetic, the remainder
alphanumeric, no upper-case characters.

2. Encrypted password: initiatly null, filled in by passwd{l). The encrypted password
contains 13 byles, while the actual password is limited to a maximum of 8 bytes. The
encrypted password may be followed by a comma and up to 4 more bytes of password
*age’ inforrnation.

3. User ID: a number between C and 65,535; O indicates the super-user. User IDs -39 are
reserved.

4, Group ID: the default is group 1 (one). Group I1Ds 0-99 are reserved.

5. Accounting information: this field is used by various accounting programs. It usually

contains the user name, department number, and account number.

Login direciory: full path-name (keep them reasonably short).

Program name: if null, /infsh is invoked after a successful login. 'If present, the named

program is invoked in place of /bin/sh,

~No

For example:

ghh::138:1:6824-G . H.Hurtz2{4357) :/usr/ghh:
grk::244:1:6510-S.P.LeName(4468) :/usr/grk:/bin/rsh

See also passwd(5), login(1), passwd(1).
4.5 fete/grouvp

This file is used to describe each group to the system. You must édd a new line for each new
group. Each line has four fields separated by colons:

1. Group name: normally 1-6 characters, first character alphabetic, rest alphanumeric, no
upper-case characters.

2. Encrypled password: contains 13 bytes, while the actual péssword is limited to a maximum
of 8 bytes.

3. Group ID: a number between 0 and 65,535, Group IDs 0-99 are reserved.

4. Login names: list of all fogin names in the group, separated by commaes.

We strongly discourage group passwords. See also group(5).
4.7 Jete/prciile

When the shell is executed and is the leader of a process group, as is the case when it is
invoked by login, it will read and execute the commands in fewc/profile before executing
commands in the user’s .profile file. This allows the system administrator to set up a standard
environment for all users (e.g., executing wmnask, seiling shell variables, etc.) and take care of
other housekeeping details {such as news —n).

4.8 /ete/checklist

This file contains a list of default devices to be checked for consisiency by the fsck(1M)
program. The devices normally correspond 1o those mounted when the system is in multi-user
mode. For example, a sample checklist would be:

/dev/rp0
/dev/rrpl

Note that the roor device is specified as a block device, while all others are specified as character
devices. Character devices can be checked faster thah block devices. The root device is
specified as a block device in order for the fsck prograrn to detect when the oot is being
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checked, so that any modifications to this file system will result in an immediate reboot request,
4.9 /ete/shgidown

This file contains procedures to gracefully shut down the system in preparation for file-save or
scheduled down-time. : :

410 /etc/Blesave.?

This file contsins the detailed procedures for the local file-save.

4.11 fust/odm fprect

This file contains the process accounting information; see acer(1M).
4,12 fusr/eldm/wimp

This file is the log of Iozin processes.

5. REGENERATING SYSTEM SOFTWARE

System source is issued under the directory Jusrfsre. The sub-direclories are named cmd

_{commands), Jlib (libraries), urs (the operating system), head (header files), and srend (stand-

alone programs); see mk(2) for detaits on how 1o remake system soflware.‘

- A couple of anomalies: the accounting routine that deals with holidays and the prime/non-

prime time split must be recompiled at the end of each year (it is currently correct for BTL-
Murray Hill in 1980). The fie is /fusr/srciomdiaccillibipnpsplit.c. A reminder is sent to
fusrfadmfacci/nitellog, the standard place for such messages, starting a week before year-end and
continuing until papsplit.c is recompiled.

8. FILE SYSTEM CONVERSION TO UNIX (VAX)

Procedures have been developed for converting UNIX file systems from PDP-11/UNIX
{including UNIX/TS, PWB/UNIX Release 2.0, and Research Version 7} to VAX UNIX. Direct
conversion from other systems (i.e., Version §-based or UNIX/RT) is also possibie, dbut the
administraior should get help.

The following UNIX commands are referenced in this section: c¢pio(1), find(1), fsck(1M),
Sev(IM), mkdir(1), mks(1M), moum(1M), and umount(1M). The reader is assumed 10 be
familiar with them,

Unless you have repesled Murphy's Law, you should aliow plenty of time for the conversion.
As a lower bound, it takes about two hours 10 convert each 65K of file sysiemn space.

8.1 Preliminaries -

Obviously, the new sysiem should be generated and decently {ested before conversion is
atiemnpied. Source for local commands and librarics should be moved to the VAX and compiled
and tesied. Your users may also reasonably sequire time to develop conversion programs for
data files that contain binary information.

6.1.1 The Old System

" The file systems should be pruned of marginal files. The following shell sequence will get rid
~of all executables:
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#. For cach user file sysiem:
find /usr-fife-system —type f — print | xargs file | \ -
© sed- = n —e sA([":)9\).=executable/\1/p' >/usr/imp/exfiles "))
S8 You iay want to look this file over before the next step. '
' xargs £m .~ f</usr/imp/exfiles
" fm Josr/tmp/exfiles

» 2.:3.1.2':Spare Packs ' ﬁ L

) '.-'_i')o'not convert without spare packs— that is courting disaster. It is best to keep the old packs
) [_‘or several days, and 10 make backup tepes as well.

s

" Using find and cpio takes ruch longer, but you will have optimized converted user file systems
when you are finished {compacted modes and dlrectorles file and free-list blocks arranged for
fastest access).

6.2.1 Copying from the Old System
The following steps should be executed by the super-user on an idle, stand-alone (old) system:

#  For each user file system:
cd /file-system-name
find . - cpio /dev/rmt]

The —eplo option of find produces ten-block records on physical tape in cpio fon'nal Unless
there are a great many linked files, a 1,600-bpi, 2,400-foot reel should hoid about 65K file
systemn blocks. If you have larger file systems, the easiest (fastest, safest) thing to do is to use
a raw disk pack in place of the tape (i.e., Mdevirrp?? in place of the /dev/irmiI above). In our
tests, muiti-reel findfcpio. tapes have worked, Find can slso be used to pick up parrs of file
systems that can be combined later as described below.

6.2.2 Under the New System
Re-create each file system as follows:

mkdir /file-system-name

mkfs /dev/rrp? blocks:inodes 7 418

labelit /dev/rrp? file-sysiem-name pkname

mount /dev/rp? /file-system-name

cd /file-systerm-name

# Mount lape created during step 3

cpio —idmB </dev/rmtl .

¢ If you are combining the smaller file systems, -

# you may copy-in more than one tape per new file system
#  (but make sure that first-level directory names are unique)

}

Aflter the tapes have been copied in, the new file systems should be unmounted and checked
(using fsck{1M)).

6.3 Converting the Easy Way

The fscv(1M) command has been provided for fast conversion between PDP-11 and VAX file
systems,

Note that fsev will not convert ““special files™* (user file systems only). Fscv source will compile
and run on either system. It was designed primarily for use in computer labs where there are a
mixture of PDP-11 and VAX sysiems. .
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¥xampie 1:

# Converiirig PDP-11 to VAX:
#  Make svre that file system cylinder boundaries agree!
fscv = v /dev/rrp2l - /dev/rpl]

Exemple 2: .

# Converting “‘in place’ to the PDP-11:

# Anyone who does this without making a copy first deserves
# whatever bad (plenty) that can happen!

fscv —p /dev/rrpl2 /fdev/erpll

5.4 A Final Precavtion

it is cnly sensible 1o do another complete file system backup-under the new operaling Sysiem
(using another set of tapes or packs).
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ATTACHMENT 1

N -= Driver provided, but device is not recommended.

— - No support. ~

T Use a printer on an RS232 interface.
% 4 DZ11s (32 lines) per KMC. -~

Processors and Peripherals Supported by UNIX - = i
Processor PDP-11/23 | PDP-11/34 | PDP-11/45 | PDR-11/T0 | VAX-11/780
Memory 256KB . - 256KB° . . 256KB 0.5-1MB 1-4MB
ECC MOS | ECC MOS ] ECC MOS ECC MOS ECC MOS ﬁ )
: .~ - | orcaore or core —
Disk drives: : _ L J
RLGY (2 required) F F - S N -
RKOS5 (2 required) - o] 0 - -
RF03 - 0 4] - -
RED4 - 0 0O 0 -
(UNIBUS) | (UNIBUS) | (MASSBUS)
RPOS - s . F F F )
: (UNIBUS) | (UNIBUS) | (MASSBUS) | (MASSBUS) ,
Fixed-head disks:
RFi1l - - O - -
Rs03.4 - - N N -
(UNIBUS) | (MASSBUS)
Tape drives:
TUlD - o] 0 - -
TUlS - 0 0 0 -
TEI6 - F F F F
TU4S - - - - § S
Line printer: ) '
LP11t - N N N N .
" | Asynch. interfaces: )
DLV S - - - -
DLIIE - S S s T—
Dzil - S S S S
KMC11B/DZ113. - - F F F . F
DHI1 : - 0 0 .0 -
Synch. interfaces:
- KMC11B/DMC line unit - s S S 5
DMCI11 I - s S s s
puill T - (8] 0 o] -
DQS11B/A - - 0 O -
Auto-call unit: -
DNITAA/DA . - S s S s )
| Parallel interface: . - _
DRV1] S - - - -
DR11C/B . : - S s S -
DA11B (use DMCs) - ) S S -
PCLIIB .. - =~ = — 5 S S 5
Key: F — First choice.
S5 — Supported. ‘ ( .
O — Driver provided, but device is obsolete. o }
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Administrative Advice for UNIX/TS
R. C. Hoight

Bell Laboratories
Mutray Hill, New Jersey 07974

The rmaterial presented hers is based on the author’s experiences and opinions. Mevertheless,
it may prove useful. The material on pholotypesetting was contributed by D. W. Smith.

1. ADMINISTRATOR'S ROAD MAP

Geuing ftarted as 2 UNIXE/TS systemn administrator is hard work. There are no real shortcuts
10 1 working knowledee of ihe system. Yon will need time for reading, study and hands-on
experimenting. Don’t eommit yoursell to “‘going live™ with your system unitil you have had
iwo weeks to teach yourselfl your job, and get thz initial kardware quirks ironed-eut

Don't consign the Serting Up UNIXITS docusnent to oblivion after your initial system “gen”™. In
addition to nezding it 2gzin whensver you add/change equipment, you will find that it contains
valuable material about system tuning (buffers, clisrs, ets.) that appears nowhere cise.

Az ar administrator, vou should be familiar with & tot of the distributed documentation. The
Internals, Operations, and Adminisiration papers {tom Documents for UNIXITS should all be stu.
dizd, as well as the Inmiredguction, How 1o Ger Staried, and most of the entries of the UNIX/TS
User's Manual. In that manual, you shouid pay special atiention to: accr={IM), chmed(1),
chown(1), config(1M), cpio(l}, dare(1), dr(1), du(1), ed(1), env(1), find(1), fick(IM), kill(}},
mail{l), mkdir(l), mk(IM), ncheck(IM), ps(1), #m(1), rmdir(l), shudown(1M), suy(1),
sull), syne(IM), sime(l), volcopy(1M). wall(1M), who(l), and write(1) in Section 1; alt of Sec-
tion 4; acer{S) in Section 5; and erash(8) and vaxops(8) in Section 8.

2. SYSTEM CAPALCTTY
The figuras below are approxirnations based on eur experiance over several years

Mumber of
Hardware Configuration - Simultaneous
Users
PDP-11/23;, 256K-Byte memory, 2 RLO1 disks® 4
PDP-11/34; 256K-byle memory with cache;
. 2 RLOI1 disks" 8
PDP-11/45; 248K-byte memory: RPO3 disk* 16
Above with RP06 (RPO4, RPOS) disk® 20
Above with memory ¢zche ‘ - 25

PDP.11/70; 512K-byte memory;
RPO6 (RP0O4, RPQS) disks®
(2 or more drives) n
Above with 768K-byte memory and
g disk drive (or fixed-head disk)
set aside for the root file sysiem
VAX-11/780; iM-byte memory;
. at least 3 RPO6 disks® 43
* Or equivalent.

Sez Sering Up UNIX/TS for the list of supported hardware options.

&

UNIX is a Trederark of Bell Laboraterics.
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1. IS FREZT SPACE |

Making Bles i easy under UNDU/TS, but if the free inode count fails below 100, the system
spends most of its time rebuilding the {ree incde array. If a file system runs out of space (and
the console switches are noe-Zero), the system prints **ne-space’” messages and does little else.
To aveid problems, the following start-of-day {ree counts shouid be muaintained:

o Tha file sysiem cootaining /e (temporasy files):
= 16-uzer system: 1,500 {ree blocks.
«s 40-usep gystem: 3,000 free blecks,
8 The flle systam containing /uer
= 3,000 to 6,000 fres blocks, depending on load.
a (Gther user file sysiems:
= §% to 10% (ree, depeading ont user habits {3,000 blocks minitnum),

Thig brinss up 2 associated problenn: how big should fle systems be? Cur prefercace i3 o set
aside spsee oa each driva for a copy of roct/swap and use the rest of the pack for a single file
systev,  However, if you have user groups that fight over disk space, it may be better to split
thera up arbitzarily (Le.. divide a peek into more than ene file system). Waming: il you set up
different disk drives with differing cylinder partitions berween file systems, it will probably lead
to an opcrations goof somedsy,

4 A VERY FEW WORDS ABCUT SYSTEM TUNING

o A3 shipped, UNIX/TS hag ne programs with the text-bit mode set (see chmed(1l}). The top
covenders for the 1-bit are aroff and troff followed (zenerally) by the larger phases of the C
compiley (including the assembler and loader). The r-bit is only meaningful with pure text
peograms (/d(1) optivng ~i or ~n). Don't overdo it

o File system reorganization (described below) can help throughput, but at the expense of
dowa time. If you do it when your users are all asieep, it can help.

o [f you use noemal shurdown and filesaveu procedures, the file system check program
(fck(1M), =5 option) will help kezp the disic fres list in reasonable order.

o Try to keep disk drive usage balanced. If you have over 20 usess, the roof file syste:a (/imp,
himp, lete, and mp) deserves a drive of its own,

o If you have a noisy mcdem (peorly executed do-it-yourself nuil-modem) or 2 disconpected
ricdemm cable, UNDU/TS will spend 3 lot of time trying to get it logged in. A random check
of systanis uncovers a lot of this going on.

5. WHY YOU MUST HAVE A SPARE DISX DRIYE

o Vithout a spare disk drive, the systemt will be down when a drive is dowar.
s Without a spare drive, it is difilcult to reorganize file systems and to restore user fles.

6, LISK PACKS

» Buy only fully ECC correctable packs and test them.
o If a peck develops uncarrectable errors, recondition it, or get rid of it

RFCS disk packs used with UNTX/TS need aot be totally error-free, but must be *‘flag-{ree™.
The term fag-{ree means that there should b2 no warecoverable ECC (Error Correcting Code)
ecrors.  Technicaily, proper ECC handling can recover from 11-bit erver bursts. However, we
hear that the length of bursis can grow 28 a pack ages. We recormumend that ng pack that has
more tan §-bit &ror bursts be accepted. DEC has promised to revise their formtacter o print

this information in resdable form. In the mesntisne, the Fouomna explanation may help (para-
plirased from a DEC source).

Ini rezding the formatter priniout, BECT correciable erveis are ideaiifled by e headings “DATA
ERROR DURING WRITE CHECK." Error-register velugg ave printed below the message. The
o regsess of interes? are RPER] snd RFECL A RPERI walue of 1000000 indicates ECC (a0
gther B9 on). The RPECT rcgiztew describzs the bit spent of the eyror. For example,

J
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RPEC2e> 003774 means that there was an ynacceptable 9-bit (binary 0000011111111100) arvor
burst; RPECes 000240 is-an sceeptable 3-bit span (0000C00010100000~there may be zero bits
mixad in). If such scceptable efrors account for all “*unrecoverable™ srrors raperted (and there
aren’t wo manay of them), then you have a fiag-free pack,

7. PROTECTING USER FILES

Users, especigily inexperienced ones, cecasionally remove their own files. Qpen files are some-
times lost when the systern crashes. Cuce in » great while, an entire file systemn will be des-
troyed (picture a disk controfier that goes bad and writes when it shouid read). Here is a sug-
gested file backup procedure:

o Each day, copy all user file systems to backup packs. Keep these packs 3 10 § days before
re-using them.

o Once a week, copy each file sysiem lo tape. Keep weekly tapes for 8 weeks.

o Keep bi-monthly ispes “‘{orever™ {they should be re-copied once a year).

The most recent weekly tapes shouid be kept off premises. The other tapas should be in a
fire-proof safe.

When UNIX/TS goes down, active files can get scrambled. Your users will not want to stan the
day gver every tirme your system f(ails. In addition to good backup. you must have Gle-system
patching expertise available {on-site or on-call). If you ever re-boot the system for general use
without checking out the file systems, terrible things will happen (we once had five duplicate
entries on a file-system {ree list—this ruined over 100 new files in just three days), Study
fsri'\(lMJ and crash{8).

3. UNIX/TS FILE SYSTEM BACKUP PROGRAMS
The foilomng bacioup programs are distributed:

a Dumpfrestor: This is 2 familiar tape-based system that has been used for several years. Full
dumps are usuaily taken when the dump program warns that an incremental dump will run
10 tnore than one reel.

o Findicpio: UNIX/TS is distributed in cpio format. The ~cpio option of the jsind command has
made it time-competitive with dumpfrestor. However, it does not produce a “perfect™
restore from a fuil dump plus incremental dump (new and changed files are OK, but file
removal information is lost). Because of this, full dumps should de taken fairly often
{weekly/bi-weekly). Cpic is the only program listed here that makes system-independent
copies. It can be used 10 move fles between various versions of MERT and UNIX, and can
be used in systern conversion.

o Volcopv: physical file systemn copying to disk or tape. For those who can afford a spare drive,
volcopy to disk provides convenient file restore and quick recovery from disk disasters
(rernember the spare drive). Tape wloopy provides good long-term backup becanse the file
systern ¢dn be read-in fairly quickly, mounted, and browsed over. Disk and tape woicopy are
generally used together for short- and long-term backup. Yolopy ¢an also be used for full
dumps with either dumplrestor or cpiolfind.

The table below summarizes antributes of these programs. The {iie system size is 65,500 blocks
in all cases; times are in minutes; judgements ars subjective. .
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W_ durngirestor  jindlcgio  volcopy (disk)  voicopy (iape)
Full dermp time 40 40 2 15
Inersuiental dump time . 6 - - -
Full restore time . 40(7) 20 r 15 i
| Ingramental restore time - 3 10 - -
Eace of restoring o ~
© one file fair fair good fair V)
a divectory poce fair - good good
scattered files poor poor . good good )
full restore fair fair very good good
Needs tape drive - . yed yes no . yes
Meeds spare file systam
(only wirea restoring) fo . no - . yes
Needy spare disk drive ' . Ty
{two CPU3 can share) = - yes - ' ﬂ
Maintaing peck/tage labels no ae yes yes T
Handles multi-reel tape yes yes - yes )
512 blocks per record 1,10 . 1,10 83 10
Intazaezive ‘
{ie.. tiess up console) ao(?) yes yes yes
May requirz separate '
VD space no yeg - no* 0o

* Blucks per record are out to 60 without separate /D space

We sirongly recommend the spare disk drive: as explained in Section § above; the speed and
convenience of voicopy are by 0o means the only advantage of a spare drive.

9. CONTROLLING DISK USAGE _ . )
[f your UNIX/TS system is a succesd, you will scon run out of disk space: ")

o During the considerable delay before you cam ge: more deives, you will need to control

. usage:

- Try to rnaintain the start-of-day cownta recommeuded above. Wawch usage during the
day by exseuting the df command regulaely.

. = Tae du(l) command should be executed (after hcurs) regulady (e.g.. weekly) and the
output kept {in aa acgessible {le) for later comparison. [n this way you cn spot users
who are rapidly incressing their disk usaga.

= The fird(1) can bz used to locate inactive (or largs) files. Example:

find / —mtime +90 —atme +9) = print >somefile

i
records in “*somefile” the names of fileg neither written nor accessed in the last 50 days. Voo
QOf course, this works best if you are super-user. )
o You will aiso have to balance usage between file systems. To do this you will have to move
user direstories. Users should be taught to accept fle system name changes (and to pro-
gram around themm—preferably ahead of time). The user’s login directory name- (available
in the shell varisble HOME) should be utilized to minimize path name dependencies. User
groups with more exiensive file system structures should set up 2 shell variable to refer to
the fle systera name (e.g.: £3).
o The fiad(1l) and czie(1) commands can be used to rmave user directories md to manipulate |
the file sysiem tree. The following sequencs is useful (it moves, via magnetic tape, the ] J
diregiovy reas uwerx and usery from me system Sfileeys] to file systema filesys2where, presum-
ably, more space is available):

ey
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cd /Milesysl

find userx usery - cpio /dev/rmtd

ed /filesys2 |

mikdir userx -usery '

chown ugerx upserx

ctiown usery usery

cpin —idmB </dev/rmt0

#  Make sure new copy is OK

# Change userx and usery login directories in the Ietc!passwd file
rm —1f /filesysl/userx /filesysl/usery

When mioving more than one usar in this way:

= Keep users with common interests in the same file system (they taay have linked files).

- Move groups of users who aay have linkad files with a single cpio {otherwise linked files
will b2 unlinked and duplicated).

10. REORGANIZING FILE SYSTEMS

The procedure for moving users described above can ba expanded to provide a way to reorgan-
ize whole filz systems. Reorganization can imprave system response time. This is particularly
true of the roor file system (which must be reorganized with ail other file systems nnrnoumed)
and fusr. Unfortunately, reorganization of jarge fAle systems is slow. .

. K}:EPING DIRECTORY ﬂLES SMALL

BDirectories larger than SK bytes (320 entries) are very inefficient because of file system indirec-
tion. A UNIX/TS user once compleined that it tcok the sysiem ten minutes 1o compiele the
jogin process; it turned out that his login directory was 25K bytes long, and the login program
cpent that time fruitlessly looking {or a non-existent .profile file. A large /usrimail direciory can
also really stow the sysiem down. The foilowing will ferret out such directories:

find / ~type d —size 4+ 10 - primt

Removing fles from directories does not make the directories get smaller (the empty directory
entyias are available for reusa). The following will “*compact™ Jusrfraail (or any other direc-
tory): . _

mv /fusr/mail /usr/omail

milkdir fusr/mail .
chmed TIT /fust/mail . .
cd /usr/omail :
find , —print | cpic — plm .. /il

rm =i ormail
12, ADMINISTRATIYE USE OF “CRON™

The program cron(1M) is usaful in the administration of the system; it can be used to:

s Tum oﬁ' the progranis in directory Jbsrlgnmes during pnme time,
o Run programs off-hours:
- gccounting;
- file system administration;
long-runmng. user-written shell procedures (using the w(l) commnand), for example:

sy — userx userx_shell arg .

13. WATCH OUT FOR FILES AND DIRECTORIES THAT GROW

e Accounting fles: , X
w fusrladmifwimp==tosin information;
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~s [usrigedrpaccr—grocess accounting: geis big quickly.
o Qther fles:
= fusrilibicraniog--statug log of commands executed by cron(iM);
~= [usrfspaol-~spaoling direciory for ling printers, uucp(lC) ete,, and whose sub-directories
should ba compacted ag described above. .

14, ALLOCATING RESOURCES TO USERS

A prospective user should obtain consest-ime and fle-space authorization through appropriate
charmels. Ornice this is done, the user should apply for a login by providing the following infor-
imation to the **system administratoe®™:

o Uszee's nams.

v Suggesied login name {not more than 3 characmr‘s beginning with a lowsr<cage lener)
o Ralationships ta other users (this influences the choice of the file system).

o Estimate of required file spece (this also influeness the choice of the file system).

Uszes should be forced to have passwonds (not more than 8 characters long, but more than §,
and aor in Webster's Unabridged); passwd(5) expilains how to do that )
k
3. THE MATTER OF ACCOUNWTING AND USAGE
~ You showid run the acsounting programs even if you do not “biil™ for service, Otherwise,
your users’ habits (especially bad habits) will be a mystery to yow. Accounting information can
heip you Bnd performance bottlenecks, unused logins, bad phane lines, etz

16, DIAL LINE UTILIZATION

If prime-time dial line utilization gets much over 70%, users will start ta encount2r busy signals
when dialing in. This, in tum, will lead to- “line hogging™. The only soluticns are to gat a
larger (another) machine, or to g=t rid of wsers. Manual policing will help some. but
“autcnatie’” policing will be /avariably subverted by users.

17, “HIRD-DOGGING™

When the system is busy (lines busy and/or slow response), someone should determine why
thig is so. The who(l) command lists the people logged in. The ps(1) commard shows what
they are doing. (The Jercfwhodo corimnand combines the output of wio and ps.) Unfortunately,
ps operates from heuristics that can consisteatly (ail to ceport ceriain procsssas in 2 busy sys-
term. That i3, one must be creful about hanging up an appaready inactive line. The
accreom (L M) command can read the sheil accounting file /usrladmipacer Seckvrards from the
miost recent entry. [t will print eatries for seleeted lines or login names,

18, 360/1.200-BAUD TERMINALS

Den't use upper-case-only terminais. Get fuil-duplex full-ASCT terminals. Hardware horizon-
tal tabbing is very desirable, because it in¢reases output spesd and lowers system overhead. A
fair proportion of your terminals should grovide {or correspendence-quality hard-copy outpu: 0
take advantage of the UNIX/TS word-processing capabilities: see rerm (7).

19. LINE PRINTERS a

Most line printers are troublesome ang impose considerable overhesd on the system. Mot also
lack hardware 1abs, charzcter overmrike capsbility, ete. A printer thag will work over an asyn-
chroginus link (DCT/DC3 protocol required) may be the best bet

20, SECURITY

The current UNTX/TS is not tamper-proof. You wa't keop people froma “bresldng™ the system,
bug you ozA usually datest thae they havae done sa. The following couninand will mail (1o root)

N
13
S
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a list of al! **set user ID™ programs owned by roor (super-user):
find / —user root —perm — 4100 ~exes Is —1 [} \; | mail root
Any surprises in mol 's mail should be investigated. Related advice;

. Change the mper-us.r password regularly. Don't pick obvicus passwords (choose 6~10-8
cheracter nonsense sirings that combine alphabetics with digits or special characters).

e I you have dial ports and do not aequire passwords, you are courting trouble.

o The chroot{1M) ans su(l} commands are inherently dangerous, as are group passwords: con-
sider removing them from **production’* systems.

s Login directories, .profile files, and files in Mbin, fusrfbin, fibin, and Jerc that are writable by
gthers than their respective owners are security weak spots; police your system regularly
against them.

e Rernember, no time-sharing system with dial pons is really secure. Dunt kesp top-sacret
smﬁ' on the system.

21, COMMUNICATING WITH YOUR USERS

The directory /usrinews end the rews(l) comnand are provided as a way 1o g2t brief announce-
ments to your users. Mote pressing items (one-liners) can be entered in the /etc/mord (message
of the day) file; mord and (new to the user) news are announced at login time.

To reach users who are already logged in, use the wolf(1M) (write all) command. Don't use
wall while logged-in as super-user, except in emergencies.

The fusr/news ditectory should be cleaned out avery few weeks so that nothing older than, say,
three months is ever found there. The mord file should be cleaned out daily.

We have found that, on sost systems, 2 file in fusr/news will reach 50% of the users within a

day and over 30% of the users within a week.

22, TROUBLESEHOOTING
It would be easy to write a book on this topic. The following ara some of the key items:
a, Dealing with the hardware szrvice contractor:

o Before you take out a hardware service contract (with DEC or with someone else), be
sure that the contractor sgress to get along with the UNIX/TS software (“It's the
hardware,™ says you; **it's the software,” says the hardware service contractor).

o Keep on 1op of problems. For instance, DEC has a problem-aging priority scheme.
Find out about any such scheme that your contractor may have, and make them prove
that it is bzing followed. Remember that an unreported problem i5 getting no priority
at 2ll. If a problem persists, escalate it up your contractor’s local management chmn. it
may also be effective 1o compiain to your contractor’s sales representative,

» If you ate serious about service to your users, you shouid have an extended-period ser-
vice contract {(e.g., 16 hours/day, 6 days/week). Arrange for preventive maintenance,
non-critical repair, and add-on installation work to be doae before or after prime time.

o If you have a service contract, learn the details. In particular, make sure that preven-
tive maintenance is scheduled in advance and that it is completad. ;

s  Ask the hardware service coniractor lo provide and maintain a “sue log You will
have to work on the log, ¢s well.

o Make sure that your hardware vendor {(as well as your hardware service contractor, if
the two are differcnt) 2grees to the presence of non-DEC equipment on your system
(evén if you have none 1o start with).

s Run error logging. Keap console sheats. Make sure error messages are shown 10 your .
contractor’s Customer Enginesrs, .

» Take core dumgps after system craches and interpret results for Customer Engmeers .

» Keap downotitne records and make sure that your hardware service contractor knows
chout tham.
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b. Desaling with the telephone servicss vendor:

You are most ast to have telephione problems when you rearrange or add equipment. You
miay also have oecasional cernitral ofics, trunking, and modern failures:

o Ba specific with repair operators: tell them that the trouble invelves dara equipmeat. /
e [f your first call fails to get results, ask for the ““supervisor™ o the second call, and, if
Becessacy, escalate further to got the-probiem solved

& Somie obvious probicm arsasm ' h\
o Ditk Drives—~0ver 50% of your problems are likely to be telated to the disk subsystem. /
Ay mentioned eartier, the way 10 kesp your system up it to have a spare disk drive.
Rememnber: - .

= Preventive mainteaance of disk d:wes is very zmponam.
= Maka sure that the Customer Engineers who service your hardware see the error-
logging printouts and console error messages producsd by UNIX/TS (and that they
 understand them), : VS
== Disk failure can ruin a UNDY/TS file systern. The only defense is to makz a com- ) )
plete, daily file backup! (See Proiecting U'ser Files abave.)
-~ liany administrators believe the the RPM disk drives fail more often than RP06s and
*  teka longer to fx,
o Dial Ports—In this area, as well as in the area of synchronous data interfaces, thers is
ream for finger-pointing among all your vendors. Check For obvious things:
= [ the system in “*multi-user'’ mods?
== [¢ the ferefinittad file OK?
== Are any cables loose (Zork ends)?
- I some telephone offices, trunk-hunting is based on 10-number groups. Hunting
berwzen such groupy can fail independently of anything else.
The possibilities for trouble are many. The “‘degision table™ below attermpts to describe
somie alterpatives; it 19 meast primarily for users of DH11/DZ11 asyncheonous devices,
If you are unfamiliar with the format, {vertical) Rule 3 reads: “‘if line rings and ring }
light shows and computer does nof answer dnd switching the modem solves the prob-
lesm, then it i3 likely to be a telephone company probiem: alse, busy out that line.™
o Early experiente with the DZ11 has been poar. Several different problems have cropped
up including bad line units and a stuck intermupt bit that ¢rashes the system. Don’t
ingzail DZs without giving them the {ull diagnostic treatment. ;
- o Syunchronous Ports--High-sesed synchironous inierface devices are evea more trouble
than dial equipment. The following is a list of potential trouble spots:
= Your UNLX/TS softwane,
== Your interface device {e.g., DGS118).
«= Cable 19 your moderm,
- Your modem. ) s
- The communications line. )
- Qther modem.
~ Qther cable. -
-~ Other interfacs device.
= Qther system’s softwars,
Think of the fnger-pointing possitilities. The best defense is 2 good line monitor.
o Power Supply Modules—There are a lot of them. and they do fail, more or less regu-
larly. Hard failure can be detested at the console: voltage deift is tougher, Failure of
the FP11 (fcating-point unit) power supply can be slow to fx, decause Customer })
Enginesrs are likely to work back from the far end of the “'bus™, taking a long time to .
find tze problem.
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. ) Asynctwonous Line Problems .
: Ruks: 1 2 3 4 § 6 7

o

[~]

Coodilen:

Line rings N Y
mng light shows on telephone console — N
Computer answers — =
Login tnessage recsived on terminal - =

j Swiiching modem solves problem . '— =’
Usercant login - = — = == N
Telephone console shows data received — — — = = = Y
Problem affects whole DH/DZ (up to 16 lines)  — = = = w " Y

ZreZ A g el

L2221 et
b1l gt

Diezresis ozd/or Actioa:

PDP-11 hardware problem likely = = =

’ Telephone problem likely X X X
} ) May bz a problem with usee's termiinal = = = = = = =
’ Busy out bad line(s) X X X X X X X

Moproblem — - — ~ — — = - —

b

3. DATASH OFTIONS
The following dataset options seem to work with UNIX/TS:

The 801C-L1 (Aunto-Call Unit):
Jumpers:
E2 v E3
£6 w0 ES

. Options:
Y! xQ T-u Bn
G, 7P, G,
R, ZT

Switches (0 = open, I= closed, ie., side next to number is down):
SI = 1000(1] (Bracketed switches are missing on some models.)
52 = Q101 :

57 = 11010 :
54 = 1100} o '

The 212A-L1 (1,200-baud full-dupiex):
Options: .
E, ZF, YF, YC,
YG, Y1, YK, L
. 5\rATZE:;’
) - W, YP, YR :
Switches:
ST = [0j001
52 = 110001060
53 m 11110000 R
55 =00 .

4. NULL MODEM WIRING

. (symmetrical) wiring plan will prevent such problems:

Impropetly wired nuifl medems can mm spurious interrupts, especially at higher baud rates. A
single bed modem on a 9,600-baud line can waste 15% of your CPU power. The following
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pin 8 10 4 and §
pia 20 t0 6
gpround all other ping w0 7, SG.

25, 113D, 103 DATA SET PROBLEMS

The DHIL and OJ11 raultiplexers normally have a jumper connecting pie 25 to pin 4 (requesi o
sand), thug asserting pin 25 whea the line is opened. This jumper should ba rernoved for any
line3 connected 1o 11303 or 10313 (alzo applies o 103]s with 801s).

6, PHOTOTYPESEITING EQUIPHENT AND SUPPLIES

Read thig section if you plan to use the phototypesetting software of Uﬂm

Photutypesetter. The phototypesenier and fonts cumrendy supported by UNIX/TS are manufac- -

tuied byn

Wang Graphic Systems, Ine.
Executive Drive
Hudson, NH 030351 (603-289-3550)

The phototypesetter is an on-line C/A/T System 1 with a high-speed turret. The external paper
tape resder on the typesetter is not needed, because the typesetter is connected to the PDP-11
CPU via a DRIIC.

PDPF 11/45 Cualy. The following medification (developed by DEC Fieid Service) should be
riade to the DR1IC (without this modification, the system may crash when the typesetier is
powered dawa): “*Add two 39%0-ohm resistors--{rom E-13 pin 6 10 ground, and from E-18 pin 3
to ground. Put a piece of msulaung tubing over the leads so that they do not short out the
‘etelt’ cuns thae they cross.

" Femis. There are eight fonts that are mormally used, as showa in the table below. The first

threzof the these pmwde the most-oftzn used (serif) typeface. The last thres are used when a
sans-serif typeface is desired. The founth.font comains a number of Greek charasters and

rmathematical symbois: see VROFFITROFF User's Manual by J. F. Ossanma. Thue fifth font is

useful for typesetting text that you wish to look like terminal ot printer output, e.g., for exam-
ples of programs. Wang Graphic Systems, Inc. offers a variety of other fonis. For trof 0 be
able e uge these fonts, corresponding foat t2bles must be built and commled. into the directory
lusrilibifort.

Name Part Number  Troff Name
BT Tunes Roman §02-016A R
Times [talic 302-013A 4
Times Bold 302-014A . B

BT Pl Fomt ¥4 Special Characters 329-0218 S

BT Pl Fomt #6 Constaat Width 829-046A cw
Geaeva (Helvetica) Regular . 8030323 G or H
Genaeva (Helvetica) Regular halic  §03-0338 ‘Gl or HI
Geneva (Helvetica) Medium 803-0348 GM or HM

Othicr fomis for which the source Gt tahles are supplied are
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o __ Name Troff Masie
© | News Condensed ' C
| Cearury Schoolbook Expanded CE
Century Schooibook Iislic Cl
Century Bold italic CX
Centary Schonlbook cs
Futera (Utice) Demibold FD or UD
Text Grezk GR
Geneva Light L
Genevs Light Ita.hc 11
Palating PA
Palatine Bold 7B
Polatine Italic 41
Stymie Bold sa
Stynti= Medivm Italic SI
Stymie Mediuin SM |

Paper and Chemicsls, The phototypesetter “prints™ onto photo-mechanical paper, which can
b2 obtained from 3 photographic supply house and is specified as:

s Kudak Ektamatic Paper, Grade S, Type 2250,
8 in. x 150 fi., Specification 175  (or equivalent).

Also cbtainable froin such 2 supply house are the chemicals fm’ the deve!op{ns process:

o Kodak Ektamatic A10 Astivator  (or equivalent).
o Kodak Eltamatic 40 Stabilizer {or squivalent).

These chemicals should be ordered in 9.5-liter (2.5-gallon) containers to work with the circula-
tor.

Doveloper. A Kodsk Extamatic Processor Model 214K (cr equivalent) is used to process the
peper from the typeserter. A light-nroof box attached to the 214K (to hold the output cassetie
from the typesetter) is called an “Autcfeader” and can be obtained from:

Peripheral Graphics, Inc.

Andover Industrial Center

York Street

Andgver, MA 01810 (517-475-5005)

Clrealator mdDryer A circulstor and a paper dryer, as well a3 a shelf for the dryer can be
ebtained from:

Mohr Enterprises '
8015 Worth Ridgeway Ave..
Skekie, IL 60076 (312-674-38%0)

The needed parts are:

o ME-8 Mohtflow: circulator to increase the usability of the chemicals, |
e ME-3 Mohrdry: dryer for the photo-mechanical paper, '
o Dryer Extension: shelf to support the dryer; it connexts to the circulator cabinet.

Also obtainsble from Mohr Enterprises are cleaners for the developer and circulator. Such
cleaning is needed every 2 to 4 weeks, depending o the volume of work:

e R-53 Mohrchem Actiivator Cleaner Coscentrate.
o R-57 Mobrchem Stebilizer Cleaner Conecateate.
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Eacht quant boale makes 9.5 liters (1.5 gallons) of reusable cleaner £n clean the tubing, rollers,
and way of the developer and circulator. Equivalent cleaners can be obtained from other sup~

plisrs. .

Jasuary 1930
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ABSTRACT

The PWB/UNIX® Accouating System provides methods to collect per-process resource
gtilization data, record conmect sessions, monitor disk utilization, and charge fees to specific

logins. A sget of C programs and shell procedures is provided to reduce this acvounting data |

o summary fles and reporms. This memorandum describes the strucmre, implementaticn,
and magagement of this accounting sysiem. 1

* UNIX is a Trdemark of Bell Laboratoriex ,
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1. Ieireduction

The PWB/UNIX® sccounting system was originally designed by John Mashey. Several
modifications sand 2dditions have been made to make the system esgsier to mansge, and to make
it less susceptibie to corrupted data or system errors. The following list is a synopsis of the
zeiiens of the asconating system:

o Al process tepmination the UNIX Kernal writes one record per process in /usr/edm/pacet in
the form of aerth.!

o The login aud init prograrms fecord connect sessions by writing records iato /usr/edm/wirap.
Date chaages, reboots, rnd shutdowns are also recorded in this file.

o The disk utilization program accrdusg, breaks down disk usage by login.

@ Fees for file restores, etc, can be charged to specific logins mth the chargefee shell
procedure.

o Each day the rueagcct shell procedure is executed via cron to reduce accounting data, produce
summary fles and reports.?

o The monacct procedure cag be executed cn a monthly or ﬁsu.l period basis. It saves and
restarts summary files, generates a report, and cleans up the sem directory. These saved
summary files could be used to charge users for UNIX usage.

2. ¥l=z3 npd Directories

The /usz/llb/acet directory comntains sll of the C programs and shell procednres necessary to
run the sccounting system. The zdm login (UID 4) is vsed by the accounting system and has
the following directory strugture:

Jm{ndm
] et
C ]
I | |
nite sum figeal

The /usr/sdm directory contains the active data collection files.’ The nite directory containg -
files that are re-used daily by the runaccr procedure. The sum directory contains the cumulative
summary files updated by runacez. The flseal chrectury contains periodic summnry files created
by mongcet,

UNTX is « Trademark of Bell Lubotmtarien.

1. Se¢ Attachment 2 for s deecription of dats dles.

L See Atschment 3 for 4 sample repet gutput.

). For e complete enplanstion of the files used by e sccounng system, ge2 Attechaent 1,
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k2 Daﬁiy Ogagztion:

Whes UNIX {3 switched into mulﬁ-user iede, /ase/lik/asct/startup i3 executed which does
tha following:

1. The eecrwanp progrant 2dds 8 “boot™ record (o fase/adsa/wiap. This record is signified
_ by nsing (5e yatem nam? &5 the login name in the whap record.

2. Procsss secounting is started via swrngcet. Turngcer on executes the accrom program with
the argumant /ast/adm/ peset.

1. The remsove shell procedure is exsouted t0 clesnup the saved paest and wimap files left in

the smi direstory by runcces,

The coiparet proeadiwe i3 rma via cror every bour of the day to check the size of
fusz/edmfpace, If the (la grows past 1000 biocks (dafault), mraaeer nvitch i3 exzouted. While
ckprcc? is not absolutely aeceszary, the edvantage of having several smaller pecst files becomes
appaveat witea tryiog to restart rurzecst after a failure processing thess records,

Tha chargefze program ca2a be used to bill users for fle restores, ets. It adds records to
/usz/odm/{eq which are picked up zad processed by the text execution of runaces and merged
inte g total 2accoynting records,

Runoect 19 ezecuted viz cor esch sight. It processses the agtive accounting files,
fusz/sdm/poest?, /fusr/adm/wimg, [fusz/idm/acct/nlte/disktsect, and /usr/zdm/fes. It
groduces comrmend ummaries and ussge summaries by login.

When the system i3 shut dowa using shuidown, Qe shussece sheil procedure is executed, It
writes 2 shurdown resson record into /usr/adm/wiing and turng process accounting off,

After the fimt re-boot esch morming, the computer operator iy iosiructed by /eie/re to execute
[uas B/ acsa/pedaily 1o print ths previgus day’s sccountiag report.

"4, Sarsing up tha Aeconnting Syatom
Ia order to automate the operztion of this accounting systam, several things need to be done:

1. If cot alredy preszat, add thig linas to the /ete/te fle ia the szate T sectiom:
/bin/sa = adm —e Juse/Uh/eect/starmp

- 4. Il'mgm;vpﬁaem,mamumwiedsmwnmmmcﬁmemunmbafafeme

3y3ieza is hrought dowa:
fose /It ecn/shutaost

. Thrsa cotrics should be made in /oer/lb/coateh so that cun will swomatcally start
sorae shell procedures.
04°% 1.4 Blo/m - tim «¢ “fere/ R eoci/vioenst 1D /uoe/ el set/nite/ My
022.° 4 /RinSrm - eden ¢ "fee/ b/ et/ odinkk?
§ 989G Rinsm o sden <2 fonef i et/ eipens®

4., The PATH shell variable in sden'’s .profils skould ba et to:
PATH = /uar/lib/eest: /ola:/usr/bin

5. Bumasm

Rurgess i tha mala daily accountiog shell procednre. It i3 noemally initiated via cron during
poR-primts tme howrs, Runaem piosesics cogaeey, (a9, divk, tnd prosesy ecogunting fles, It
alegy peepures daily zad cumuletive summsry Sleg fov use by sdsily op for billing purposss. The
follewing Olas yrodueed by rmzes? sva of pardenlar intsress, -

whteVigcrcs Produeed by amegonl, whiell reads the whap fle, 2ed prodness uasgs -

seazigtien for eooli tenwinal 68 o 8y sysierm. This ropest iS especially

L}
Ry

'\._—J
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, useful for detecting bad lines, If the ratio between the number of logoffs
to logins exceeds about 3/1, there is & good possibility that the lige is

failing.

nite/daytacct This file is the total accounting file for the previous day in zcce.k format,

snm/tacet This file is the accumulation of each day’s mite/daytacet, which can be
used for billing purposes. It is restarted eack month or fscal by the
monaect procedure,

sam/daycms Produced by the acczems program, it contains the deily command
summary. The ASCIH version of this file is nite/dayems.

mm/cms The accumulation of each day’s cornmand summaries. It is restarted by

the execution of monacer. The ASCH version is nite/cms,

sum/leginlog Produced by the lastlogin shell procedure, it maintains g record of the last
time each login was used.

sum/rprt.MMDD  Each execution of runacet saves a copy of the output of prdaily.

Runacer takes care not to damage files in the event of errors. A series of protection
mechanisms are used that attempt to recognize an error, provide intelligent diagnostics, and
ierminate processing in such a way that runacer can be restarted with minimal intervention. It
records its progress by writing descriptive messages into the file active.? All diagnostic output
during the execution of rungcct is written into fd2leg. To prevent multiple invocations, in the
event of two crons or other probiems, rungect will complzin if the files lock and lockl exist
when invoked. The [astdate fle containe the month and day runocer was last invoked, and is
used to prevent more than one exceution per day. I rumacer detects an error, & message is
written to /dev/console, mail is sent to root and adm, the locks are removed, diagnostic files
are saved, and execution is terminated.

In order to allow runsecet to be restartable, processing is brokea down into separate reentrant
states, This is accomplished by using a cose statement inside an endless while loop. Each state
is one case of the case statement. A file is used to remember the last state completed. When
eech state completes, statefile is updated to reflect the next state. In the next loop through the
while, stateflle is read and the case falls through to the next state. When runacct resches the
CLEANUP state, it removes the Jocks and terminates. Stares are executed in the following
order: .

SETUP The command turnacet switch is exesuted. The process accounting fiies,
/ogr/edm/pacct?, are moved to  /usr/adm/Spacet 2MMDD.  The
fuse/edm/wtmp file is moved to !nsrhdmlam/nlte/wtmp..WDD with
the current time added on the end.

WTMPFIX The wtmp fue in the nite dirsctory is checked for correc:ncss by :.he
wonpfix program. Some date changes will cause acriconl to fail,
wimpfix attempts o sdjust the time stamps in the wtmp ﬁle if a date
change record appears.

CONNECT1 Connect session records are written (o ctmp in the fom of eemp.h. The
Hoeuse file is created, and the reboots file is created showms all of the
boot records found in the wimyp fle. _

4. Files uzed by runeccs ate assutmed 10 be ia the olto ditectory valess otherwisz geled,
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CONMECT2 Cimp xs converted to ctsect M3DD which a.re connest accounting
PROCESS The accprel and accprel programs are used o convert the process

ecoounting fles, fuse/adm/Spaect 2.34DD, into total accounting records
in ptacet 2AAO. The Spasct and ptacet files are correlated by aumber
g0 that if rungeer fails, the unnecessary reproceasing of Spacct fles will
oot cceur. One precantion should be noted; when restarling runace in
thig state, remove the last pracet file becaus? it will not be completa,

MERGE Merge e process accounting records with the conmest accounting
records to form dayteest.

FEES merga i any ASCT] wee records from the fle fee into daytaest,

DIsSE . On the dsy afler the sdfisk procedure runs, merge disktacet with dsyiacet.

MERGETACCT  Merge. daytneet with sum/tacet, the cumulative total accounting fle.
. Each day, damisest iy saved in sum/tecctHMDD, 50 that sum/tacet ¢an
b3 recreated in the event it becomes corrupted or lost

L Merga in today’s commsnd summary with the cumulative command
summary file sum/eme. Produce ASCH and internal format comrnsnd
summary flles.

USEREXIT Any installation dependent (local) agcounting programs can be included
here.

CLEANUR Clean up temporury fles, run prdaily and save its output in

Juzn/TpRACIDD, remove e locks, thea exit.

. 6. Rewvoging ffom falinze

) Themumr:mceduremfaﬂfarame:yofmom;umﬂydnemasymm:mh /usz
ruaaing out of spese, or A corqupeed wimyp Ole. IF the activedMDD Bla exiws, check it frst for
error racsasges, If the sctive fie and look Sles exist, check 1d2l6g for any mysterious measages.
The following ase ertor messages producsd Yy mm, and the recommended recovery actions:

ERROR: Iecks femmd, ron abortsd '
‘I‘he flles leek and loek! were found. Thesa files muat be removed before runaer: can mmn.

EMOE: seeeg alrvady ron for dawe @ ehock Jugr/adm/anct/nlielastdata
The dats in 12stdasn and loday's date are the same, Remove lastdate,

ERROR: turmaces switeh retnrned rew ?

Cheek the integrity of awracs and cecoon. Thsmnpmmmmmbeownedhymt,md
have the sstuid bit st

ERROR: Spesct 2 WMD) already exiaes
fily sernps probably alresdy rea '
Cheek statug of flea, then run semps menvaily.

EBBOR: /sss/adwm/sect/nite/ wimap. MADD niseady exists, ten setup manaally

§. Acesucting monTs oo @ e ) formet,
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Self-explanatory.

EZRROR: wtmpfix ervors gece Insrladm/nealnltelmpemr R
Wirpfix detected & corrupted wamp file. Use ﬁvmp m com:t :he corrupted fle.

ERROR: connect sectg failed: check Insrlat!mlneetfnlienug
The acerconl program encouatered 2 bad withp file. ' Use Jﬁvqnp t¢ correct the bad fle,

ERROR: Invalid state, check /usr/adm/acct/nlte/sctive =
The file, stateflle, i3 probably corrupted. Check statefile and read active before restarting.
7. Restariing rancect

Runacet called without arguments essumes that this is the first invocation of the day. The
argument MMDD is necessary if runaccr is being restarted, and specifies the month and day for

~ which runacct will rerun the accounting. The entry point for processing is based on the

contents of statedle. To override stateflle, include the desired state on the command line.
Examples:

To start runacct
nobup runscet 2> /osr/adm/scct/nite/fd2logd

To restart renacee
achup runacct 0601 2> /usr/adm/acct/nite/fd2jogd

To restart runace? at 2 specific state:
nohup runaect 8601 WTMPFIX 2> /usr/adm/acct/nite/fd2logdk

8. Fixing corrupted fles

Unforiunately, this accounting system is not entirely fool proof. Occasionally a file will become
corrupted, or lest. Some of the files can simply be ignored or restored from the filesave
backup. However, certain ﬁles must be fixed in order to maintain the integrity of the
gccounting system. |

The wtmp fles seem to ca.use tha most problems in the day 1o day operation of the sccounting
system. When the date is changed when UNIX is in multi-aser mode, a set of date change
records is written into /esr/adm/wimp. The wr.mpﬁx program is designed to adjust the time
stamps in the wimp records when a date change is encountered. Some combinations of date
changes and raboots; -bowever, will slip through wimpfix and cause accxcon] to fail. The
following steps show how to patch up a wimp file.

ed /usr/adm/acet/nite
fwtmp < wtmp.MD > xwimp
ed xwtmp - -
delets’ corrupreﬂ recard: or
delete-all records from the beginning up fo the date change
fwtmp -le < xwtmp > wimp. MMDD

If the stmp ﬁle is beyond repair, create 1 aull wimp file. This will prevent any charging of
connect time. Accprel won't be sble 10 determine which login owned a pacticular process, but
it will be charged to the login that.is first in the password file for that userid.

If the installation is usiéxs_the.- gecounting systew to charge users for system resources, the
integrity of sum/teect is quite imporiant. Qeocasionally, mysigrious tzect records will appear
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with negative numbers, duplicate userids, or a userid of 63535, First check sum/tacetprey with
prieees, [F R looks ok, the latest sum/tacct.MADD shouid be patched up, then snm/tacet -
reczeatsd. A sunple patshup grocedurs would be:

4 /use/adm/ecst/qum . )\,
aeefimerg -v < taect. MAIDD > xtaocst ’
ed XtRet '
removg the bad re:ards )
write duplicats uid records 1o another file
fecitaerg -l € Staest > tacck MDD
asarmery tacciprey < (et MADD > tacct .
Rememiber that the mongcer procedure removed all the taeet. MAMDD flles; therefore, sum/taest -
c2n ba recyesied by merging these files together, _ : )
9. Bzesmplilng papsplit
"The gnpsplit subrottine is used by aecieoal and accprel to determine the differsace between
prime and non-prime time. Prime time i3 defined 23 9 aum. to § p.m. Menday through Friday,
holidays ezcluded. Every year on the day after Christmas, the following message will appeat in .
low: |
ess RECOMPILE pupsplit WITH NEW HOLIDAYS ove
Uaforsunately, this will cause rungcet to fail until prpeplit, accizonl, and accprel are recompiled.,
The follawing steps should be taken to successfully recompile these programs.
1. Edit papsplit.c to change the thisyear variable to the new year, Update the holidayx
azray to reflect the new holidays. Popapilt.e is in /use/see/cmd/acct/Uh,
2 Recomipile the accounting library ¢.a, aecgprel, and accxeonl by:
SPSPeUSsy 0 root
ed /fagr/ave
ARGS=")lbeary 2ccicon) acctprel” Jimkemd seet
18. Stmsmary -
Tha PWB/UNIX accounting system wng dasigned frcm a UNIX system administrator's point of
via®. Every possible precaution hag been tnkea to ensurs that the system will run smogthly )
and without error. It i3 imporiant to Yccome familiar with the C programs and sheil )
procedures. The magual pages should b stdied, and it is advisable to keep a printed copy of

the shell procedures handy. This aceounting system shouid be cosy to maintain, provide
valuable information for the administrator, and provide accurate breakdowns of the usage of
Tystem retources for charging purposes.
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Flles la the /usr/edm dlcoctory

diskdiag
dtmp

fee
paect
poect ?
Spacet 2MMDD
wimp

) diagnostic output during the execution of disk accounting programs

output frozo the acczdusg program .

output from the chargefee program, ASCI tacct records

active process accouating file

process accounting files switched via mrnacer

process accounting files for MMDD during execution of runacer
ective wimp file for recording connect sessions

Files la the /eoe/edm/acct/ulte directary

active

cms

ctacet. MMDD
ctop

daycms
daytacct
disktacet
{d2log

lasidate
Isck lockl
linzuse
leg
legMMDD
reboots
statefle
tmpwimp
wimparror

used by runacct to record progress and print warning and error messages.
setiveMMDD same 23 active after runacct detects an error

ASCII total command summary used by prdaily

connest accounting records in acct.h format

output of acctconl program, cohnec: session records in ctmp.h format
ASCI daily command summary used by prdaily

total accounting records for one day in facct.h format

disk accounting records in taccr.h format, created by dodisk procedure

disgnostic output during execution of runacst
( ses crom entry )

last day runacct executed in date +%m%d format

used to control serial use of runacct

tty line usage report used by prdaily

diagnostic output from accrconl

same as log after runacct detects an error

contains beginning and ending dates from wtmy, and a listing of reboots
used 10 record current state during exscution of runaecr

wimnp file corrected by wimpfix

place for wempfix error messages

wtmparrorMMDD same as wtmperyor after runacer detects an error

wtmp.MMDD

previous day's wimp fle

Flles in the /uar/adm/sct/sum directory

cmsprey
dayems
loginiog

total command summary file for curremt fiscal in internal summary
format

command summary file without latest update
command summary file for yesterday in internal summary {ormat
created by lasidogin
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pasc. MDD

psRMDD
tacat
t2eetpTaY
taeet, MAMDD
vanp. {00
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coneatepated version of all pacct files {or MMDD, removed after reboot
by remove procedurs

gaved output of prdaily program

cumulative towal accounting flle {or curreat fiscal
saraa ad taeet without latest update

total aceouating fle for MDD

saved copy of wimp fle for MMDD, removed after reboot by remove
procedure

Fllsa In the /ssz/adm/sect/ Rocal dircstory

cms?
figewpe?
tacet?

total command summary ﬁle for fiscal 7 in interanl nuArmary format
report similag to prdaily for fiscal 7
total azcounting fle for flscal 7
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Format of wipup fles (atmp.b)

/e

» Format of /etc/utmp and /usz/adm/wimp

ef ‘

. i

struct utmp | '
char  ut_line(8); /+ tty pame o/
char  ut_pame(8); /= user id o/ :
long ut_time; /o time on «/ f

Definitions (scetdef.h)

/o |
. defines, typedefs, etc. nsed by acct programs
of

/e :
. following taken from (or modified versions of) <sys/types.h> .

. ', . . .
typedel unsigned short dev_t;

typedef unsigned int  ino_t; -

typedeflong ™ . off_t; '

typedef long time _t;

I -
. acct only typedefs ‘
uf 1

typedel unsigned short uid_t;

#define LSZ 8 /e sizeof line name of
#define NSZ 8 /+ sizeof login pame «/
#define P 0 /= prime time o/
#define NP 1 /+ nonprime time o/

/e .
= limits which may have to be increased il systems get larger
of :

#define SSIZE 1000 /- max pumber of sessions in 1 sect run «/

#define TSIZE 100 /= max sumber of line pames in 1 acst run o/

#define USIZE 500 - /» max number of distinet login aames in I azct run o/

#define EQN(sl, s2) (strnemp(s1, 52, sizeof{sl)) == {)
#define CPYN(sl, s2) stmcpy(sl, 2, sizeof(s]))

#define SECS(tics)  ((double) ties)/60. :
#define MINS(secs)  ((double) sees)/60.

#define MINT (tics) {(doublz) tics)/3600.

#define KCORE (clicks) {{double) clicks/16)

#define SECSINDAY 86400L '



2 ) ' Aftachment 2 The PWRIUNTX Accounting Sysiem

Formas of prest s {aeet.h)

/e
* Accountigg structures
of

typedef unsigned short comp_t; /- “floating point® of

?ﬂ!ﬁ acst

char  ac_flag: /= Accounting flag «/
_char  ag stat; /e Exit statug of

short  ac_uids /e Aceounting user ID </
short  2c_gid; /» Aceounting group D «f
dev_t ac_ity; /s coarrel typewriter =/
tisge ¢ ac_btime; /a Begianing time of
comp_t 2¢_utime; /+ Accounting user time «/
comp_t 3c_stime;, /« Accounting system time o/
comp_t ac_etime; /s Accounting elapsed time o/
comp_t ac e, [+ memary usage «/

comp_t ac_jo;
comp_t ac_[w;
char  ac_comm(8}]; /= command name «/

h

extern struct acct aecthuf'

extera struct inode emcotp; /o inode of secounting Gle «f
#deflnc AFORK 01 /e« hag executed fork, 5ut 1o axec o/
#defne ASU 02 /= used super-user privileges «f
#define ACCTFO3Q0 /= record type: 00 = acet of
Foemat of tzact fles (tesect.h)
/e .
. total accounting (for acst period), alsa for day
o/ . .
struct tacez
wid_t ta_uid; /e ugexid of
char ta_name{8l; /v login anma o/
Joat ta_cpu(]; /e cumL cpu time, p/ap (mins) «f
float i_keore{ll; /o cum keore-minutes, p/ap +f
float ta_coa(2]; /« cum. connect time, p/ap, mias *f
flaat ta_du; /e cum. disk usagg «f
loag a_pe /= couat of proceases of
unsigned short =_s¢; /e count of login sessions o/
unsigoed short ta_de: /= count of disk samples o/

wngigaed short t_fes; /e fee lor special serviees of

k
Fermet of cimep 8l (Emsp.h)
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e
. connect time record (various intermedinte files)
o/

stuctcimp {
dev_t ¢t ty, /+ major minor »/
widt et uid; /o userid of
char  et_pame(8]; "/ login name o/
long ° ct_conl2]; /e connect time (p/np) secs o/

time t ct_start; /o'session stan time »/
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FSCE—The UNIX/TS Flle System Check Program
- 7. J. Kowalski

Bell Laboratories
Murray Hill, New Jersey 07974

1. INTRODUCTION

When a UNDX/TS operating system is brought up, a consistzncy check of the file systems
should always be performed. This precautionary messure helps to insure & reliable
eavironsnent for fle storege on disk. If an inconsistency is discovered, corrective action must
be mken. Ko changes are made to sny fle system by fick without prior operator approval.

The purpose of this memo is to dispel the mystique surrounding file system inconsistencies. It
first deseribes the vpdating of the file sysiem (the eslm befors the storm) and then describes
file system corruption (the storm). Finally, the set of heuristically sound corrective sctions
uced by feck (the Coast Guard to the rescue) is preseated.

2. UPDATE OF THE FILE SYSTEM

Every working day hundreds of fles are created, modified, and removed. Every time 2 file is
mcdified, the UNIX.operating system performs a series of file system updates. These updates,
when written on disk, yield a cousistent file system. To understand whst happens in the event
of a permanent interruption in this sequence, it is important 10 understend the order in which
the update requests were probably being honored. Knowing which pieces of information were
probably written to the flle system first, heuristic procedures can be developed to repeir &
corrupted file system.

There are five types of file system updates, These involve the super-block, inodes, indirect
blocks, data blocks (directories and files), and free-list- blocks.

2.1 Suvper-Block

The super-block contsins information about the size of the file sysiem, the size of the inode
list, part of the free-block list, the count of free blocks, the count of free inodes, and part of
the frec-inode list.

The super-block of & mounted file system (the root file sysiem is always mounted) is written to
the file sysiem whenever the file system is unmounted or a syne command is issued.

22 Imsdes

An inode contains information sbout the type of inode (directory, data, or special), the number
of direstory entries linked to the inode, the list of blocks claimed by the inode, ead the size of
the inode.

An inode is written to the file system upon closure? of the file associated with the inode.
1.3 Indircet Blocks

There are three types of indirect biocks: single-indirect, double-indirect and triple-indirect. A
gingla-indirect block contains a list of some of the block sumbers claimed by an inode. Each
cne of the 128 entries in an indirect block is a data-block aumber. A double-indirect block
conains a list of simgle-indirect block numbers, A triple-indirect block coptains a list of
double-indirect block numbers.

Indir=et blocks are written to the file system whenever the.y have been modified and released*
by the operating system.
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A dutg bloek may contain fle- information or dimc:ory entries. Eas:h dn-ec:.ory enu'y cmmm ot‘
8 file nerae sad an inode aumber, .

Data biocm are wiitiza to the file sysiema whenever they have been modsﬁed m.d rele.s,sed by

1.5 Fleat FressLlot Black - s
The super-block sontaing the Hrst free-list block, "I'he free-hst blocds are & lm of a.n blocks that
are not allocatzd o the supar-block, modes, indirest blocks, or data dlocks, Each free-list block

contains & count of the aumber of eatres in this fres-list block, 2 pointer to the mext fres-list
tloek, sad a percial list of frea blocks in the file system.

F'eeehstblmmwnmwtheﬁlemzamwhmmeyhavebmmomﬁedmdrelﬂsed
by the operazing system.
i, CORRUPTION OF THE FILE SYSTEM

A file systam can become corrupted in a variety of ways. The mast commen of these ways are
improper shutdogwn procadnres and kardware faflures,

1.l Imgroger Systea Shatdown nnd Stastup.

File gysterss miay become comrupted when proper shutdown procedures are not observed, e.g.
forgetting 19 syme the system prior o halting the CPU, physically write-protecting & mounted
file symem, or taking 8 mounted fle system off-line.

File systems may become further corrupted if proper startup procedures are ot observed, e.g.,

oot checking a file systemn for incomsistencies, and not repairing inconsistencies, Allowing a
mmpwdﬁlemmmbeused(and.mm,wbemodiﬁedfunheﬂcanbem“&

2 Hamwam Fatlam

Any piece of hardware can fail &2 any ume,. qura:anbeasmhdeuabadhlockonaduk
pasik, or ag biatant as a non-funetional disk-controller. .

4 DETECTION AND CORRECTION OF CORRUFTION -
A quiesesax® file sysiem may be checked fer strucrural integrity by performing cousistedcy
ehecks on the redundant data intingie to & fle system. The redundsat dia i either reed from

the file sygtems or compmied from other knoem values. A quiescent state is important duriag
mmsdamemmmdme-mn-mmohﬁeﬁdcﬁm

%mmmmwﬁmmﬁammgmmmmmmwchmn
carrecive aezion.

Discussed in this section are how m&smva-;mcmmga and possible correcive actions for
the sopei-biock, the inodes, the iadirest blogks, the data blocks containing directory eatries,
md the (ree-list blocks, Thmmﬁ-mmmmwwmedmwybymm
mm.mdundereonunlofmeapm :

L. Mmav%mmwmuﬁamaw@'@mm&amwmm

2 Mmmni?.ﬁsrmmrormwmﬂnm P‘ErMUOudm'mmmm«nmdh
UNEZrT3 or o e oarmend W ioraed, .

L Lo, emncwmicd e2d 65t BEER WIHED 62, :
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41 Seper-Bleck

One of the most common corrupted items i the yuper-block. The guper-block is prone to
cortuption because every change to the file system’s blocks or inodes modifies the super-block.

The super-block and its ssoccisted parts gre most often corrupted when the computer is haited
end the lest command jnvolving output to the file system was not a syne corsnand.

The super-block can be checked for incosusisiencies involving Sle-system size, inode-list size,
fiee-block list, fres-block count, end the free-inode count.

4.1.1 Filz-Sysiem Sigz smd Incde-List Size, “The file-system size must be larger than the number
of blocks used by the super-block snd the number of blocks used by the list of inodes. The
aumber of inodes must be leas than §5,535. The file-system size and inode-list size are eritical
wioces of information to the fick program. While there is no way to actuslly check these sizes,
Fek con check for them bsing within reasonable bounds. All other checks of the file system
depend on the comectness of these sizes.

4.1.2 Frec-Block List. The free-block list starts in the super-block and continues through the
fiee-list biocks of the file system. Each [ree-list block can be checked for a list count out of
range, for block numbers out of range, and for blocks already allocated within the fle sysiem.
A check is made 10 see that all the blocks in the file system were found. '

The first {ree-block list is in the super-block. Fsck checks the list count for s valus of less than
2210 Or greater than fifty, It also checks each block number for a velue of less than the Hrst
data block in the Sle system or greater than the last block in the file system, Then it compares
each bBlock numsber 0 a list of already allocated blocks. If the free-list block pointer is non-
zero, the pext free-list block is read in and the process is repeated,

When all the blocks bave beea accounted for, a check is made to see if the number of blocks
used by the free-block list plus the number of blocks claimed by the inodes equals the total
gumber of blocks in the file system.

Il anything is wrong with tha fres-biock list, then fick may rebuild it, excluding all blecks in the
list of allocated blocks.

4.1.3 Free-Block Count. The super-block contains a count of the total aumber of free blocks
within the 8le system. Fsck compares this count to the number of blocks it found free within
the file system. If they dom't agree, then fsck raay replace the count in the super-block by the
ectual frec-biock covat.

£.1.4 Free-Inode Counr. The super-block contains a count of the total number of frec inodes
within the file system. Fsek compares this count to the sumber of inodes it found free within
the file system. If they don’t sgree, then fsck may replece the count in the super-block by the
serual free-inode count.

4.2 lgedes

An individus! inode is not as likely 10 be corrupted as the supes-block. However, because of
- the great pumber of active inodes, there is almost g3 likely a chance for corruption in the inode
list as in the super-block.

The list of inodes is checked sequentially starting with inode 1 {(there is no inode 0) and going
to the iost inode in the file system. Each inode can be checked for inconsistzncies invoiving
format and type, link count, duplicate blocks, bad blocks, and inode size.

4.2,] Format and Type. Each inode contains a mode word. This mode word describes the typs
and state of the inode. Inodes may be one of four types: regular inode, directory inode, special
block inode, and Special character inode. If an inode is pot one of these types, then the inode
bas an iliegal type. Incdes may be found in ope of three states: unallocated, allocated, and
peither uaallocated nor alloeated. This last sinte indieates zn incorrectly formatied inede. An
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ode esn get in this state if bad data i3 written into the imode list through, for example, a
bardweze failuce. The-only possibie corrective acton is for fiek iS 10 clear the inode,

4.2.2 Link Count Cmaﬂmm@mﬁemawwdmewmmberddmenma
linked tn the inode.

Fsek vezifles the link count of esch inode by traversing down the total direciory structure,
siarting from the root direciory, caleuiating an ectual link count for each inode. -

I the stoved liok count is non-2ero snd the actual link count i3 zevo, it mesns that no directory
eatey sppeses for the inede. If the wtoved 2nd actual link counts are non-zero and unequal, 2
divesiory catry mey have been added or removed without the mede being updated.

I the gtored link congt i3 mos-zero end the ecttal link count is 2ero, /fSck may link the
disconnecied file 10 the bsr-bund direciory. If the stored sad actual link counts are noa-zero
and usequal, Aek msy replase the stored linik count by the actual link souat.

4.2.3 Duplicare Blocks. Contained in each inode is 2 list or pointers to lists (indirest blocks) of
all the blocks clairaed by the inode,

Faek compares each block number claimed by an inode to a list of already allocatad blocks. H a
block number is already claimed by another incde, the block number is added to a list of
duplicatz blogks. Otherwise, the list of allocated blocks is updated to include the block number,
If there are any duplicate biecks, fick will maks a partisl second pass of the inode list to find
the isode of the duplicated block, becanse without examining the files associated with these
tnodes for comest coatent, there is not enough information available to decide which inods is
comruptcd atd should be cleayed. Most times, the inode with the carliest modify time is
incorrect, and should be cleared,

This condition can oczur by using a file sysiem with blocks dmmedbybothme&ee-blockhs:
and by ciber paris of the fle system.

Il there is a large number of duplicate blocks in an inode, this may be due 10 an iadirect block‘

not beinyg wiitiea w the file sysiem.
Fsck will promipt thie operaer o clear both inedes.

4.2.4 Bsd Bleckz, Contsined in each inode Is a list or pointer to lista of ail thehlocksdmmadf :

by e igode.

Fmﬁmmwhble&nmbermuhyanmdsfonva.!uelawcmrmanmaofmzﬁmdan'- .
blogk, of grestse then the 123t Block in the file systae cheblneknumberuoumdemu N

range, the bleck number is & bed hlock numbey,

If there is o lsrge suraber of bed blocks in am incde, mmmybednemmmd;mbiocxnml'

Being written to the fle system.
Fsakwmmmmeapemmmdwmm

4.25 Sz2 Checie Each imode contaips s thirty-two bit (four-byte) size fisld. ‘nmm'

mdicates the nuber of cheracters in the flle amociated with the inode, This size can be

. cheamdfarmmmwa,es.,dmnsuamatmnmnmmﬁhofmmmn.or

the nuriber of blocks actnally used aot marching that indieated by the inode size.

A diresiory inods within the UNTX fle sysiem has the dizectory bit o in the inode mode word.

The directory sizg mngt be & multiple of sizxteen becanss & direciory enmy couizias sixiecen dyles
of infonmasicn (two byies for the inede omnber snd fouricén btytes for the file or diresiory
Gezae).

Feote will wams of sneh diroctory miestisomsent, This i only & warning bessuse mot mau'si:
baformation can by zatherad ta come Uie missligaraent, .
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A rough chack of the consistency of the size Seld of an inede can be performed by computing
from the size field .the number of blocks that should be associsted with the imode and
comparing it to the scrual oumber of blocks claimed by the inode.

Fsck calculates the number of blocks that there should be in an inode by dividing the aumber
of charasters in a inode by the sumber of characters per block (512) and rounding up. Fsek
adds one block for each indirect block sssocisted with the inode. If the actual number of blocks
does not maich the computed number of blocks, fick will warn of a possible file-size error.
This is only a warning becauee UNIX/TS dmnntﬂ!linhlocks in Sies created in random order.

4.3 1zdlrect Blecks

Indirect blocks are owned by an inode. Therefore, inconsistencies in indirect blocks directly
affect the inode that owms it.

Inconsistencies that can be checked are blocks already claimed by another .inode and block
sumbers outside the range of the file system.

For a discussion of detection and correction of the incoonsistencies associated with indirest
biocks, apply iterstively Sections 4.2.3 and 4.2.4 to each Jevel] of indirect blocks.

4.4 Data Blocks

The two types of data blocks are plain daw blocks and directory data blocks. Plain data biocks
contain the information storad in a file, Directory dsta blocks conwin directory entries. Fsck
does not attemp! to check the validity of the contents of a plain data block.

E=ach directory data dlock can be checked for inconsistencies involving directory inods numbers
" pointing to unaliocated inodes, directory inode numbers greater than the aumber of inodes io
the file systam, incorrect directory inode numbers for *." and *‘..*", and directories which are
disconnested from the fle system.

If a directory entry inode number points 10 an unallocated inode, then fsck may remove that
directory earry. This condition probably occurred because the data blocks comtaining the
directory entries wers modified and written to the file system while the inode was not yet
wrillen out.

If & directory entry inode number is pointing beyond the end of the inode list, fsck may remove
that directory entry. This condition occurs if bad data is written into a directory data block.

The directory inode nummber entry for *." should be the first entry in the directory data block.
Its volue should be equal to the inode number for the directory data block.

The directory inode number entry for *“.." should be the second entry in the directory data
block. Its value should be equal 1o the mode number for the parent of the directory entry (or
the inode number of the directory data block if the directory is the root directory).

1f the directory inode numbers are incorrect, fsck mey replace them by the correct values.

Fsck checks the general connectivity of the file system, If directories are found not to be linked
into the file system, fick will link the directory back into the file system in the lostjfound
direciory. This condition can be caused by inodes beipg written to the file system wuh the
cotresponding directory dats biocks not being writien to the file system.

4.5 Free-List Blecks

Free-list blocks are owned by the super-block. Therefore, inconsistencies in free-list blocks
divecuy affect the super-block.

Inconsistencies that can be checked are a list count outside of range, biock numbers outside of
range, and biocks alresdy associated with the fle sysiem.
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For a disougsion of detection and catrecnon of the inconsistensies associated with {ree-list
blesks sea Section 4.1.2. .
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Appeadix-FSCE ERROR CONDITIONS

1. CONVENTIONS

Feek is a multi-pass file system check program. Each file system pass invokes a different Phase
of the fsck program. After the initis]l setup, fck performs successive Phases over each fle
sysiem, checking blocks and sizes, path-pames, connectivity, reference counts, and the free-
block list (possibly rebuilding it), end performs some cleanup.

When an inconsisteacy is detected, fsck reports the error condition to the operater. If a
response is required, fck peints a prompt messsge and waits for a responmse. This appendix
explains the mesning of esch ervor condition, the possible yesponses, und the related error
conditions.

The error conditions ave organized by the Phase of the fsck program in which they can occur.
The error conditions hat may cccur in more than one Phase will b2 discussed in initislization.

2. INITIALIZATION

" Before a file systein check can be performed, certain tables have to bc set up and certsin files

opened. This section concerns itself with the opening of fles and the initiafization of tables.
This section lists error conditions resuliing from command line options, memory requests,
opening of files, status of fles, file system size checks, and creation of the seratch file.

€ option? . i . .
C is not a legal option 10 fsck; legal options ars —y, —n, — s, — 5, and —1t. Fsck terminates on
this error condition. See the fck{1M) mapual eatry for further detail. .

Bad ~t option

The -t option is oot followed by a file namme. Fsck lerminates on this error condition, Sece the
Ssek(IM) manual earry for further detail.

lavalld —s argument, defonlts sssamed

The =5 option is not suffixed by 3, 4, or blocks-per-cylinder:blocks-to.skip. Fsck assumes a
defanit value of 400 blocnnper-cylmder and 9 blocks-to-skip. See the Jsek(1M) menual eptry
for more details:

Icecompzatible cptions: «-n gpd s

It is pot possibie to salvage the free-block list without modifying the file system. Fsck
termainates on this error condition. See the fick(1M) manual entry for further dezajl.

Can't get memory

Fsck's request for memory for its virtual memory tables failed. This should mever bappen.
Fsck werminates on this ervor condition. See a guru.

Can't open checklist file: F

The default file system checklist file F {usuvally /etc/checklist) can nct be opened for reading.
Fsck termipates on this error condition. Check agsess modes of F.



Ceu't stag oot

Feek's request for statistics about the root directory **/™ faﬂed. This -should never happen.
Fscio torrnicates on this error condition. See a gure.

Can't sezy F

Fek's request for statistics sbout the fle system F failed. It ignores this file system and
esatinueg checking the aext file system given. Check sccess modes of F.

F In 2e2 g blsek st chomeny dovien

You have given ffek a reguisr Ale pame by mistake. [t ignores this ﬁ]e system and contistues
cheeldng the next file system given. (eck file typa of F.

Cm't ggza F

The file system F can not be opzaed for reading. It ignores this flle sysiem and conrtinues
checking the pext file system given. Cheelt access mades of F.

Size dieck: foize X Isize Y

More blocks are used for the inode list Y than thers are biocks in the file system X, or there

are more than 65,935 inodes in the file gystem. It ignores this flle system and continues
checking the next fle gystem given. See Section 4.1.1.

Can't oeate F

Fsck's request to create a scrateh file F failed. It ignores this file system and continues checking
the next file system given. Check access modes of F.

CAN NOT SEEXX: BLE B (CONTINUE)

Fsck's request for moving to a specified block number B in the fle system t‘aﬂed. Tais should
aever Bappen., See a gury.

Prssibie respongas to the CONTINUE pminpt are:

YES stieipt to comtinue to rus the fle system check Often, however the problem will
persist. This ervor condition will act allow a complete check of the file system. A
secondd rim of ek should be made to re-check this file system. I the bloek was payt
of the virual memory bulfer ciche, fek will terminate with the message “Fanal /O
errar’”.

NQ terminate the program.

CAN NOT READ: BLX B (CONTINUR)

Feck's request for reading a specified block number B in the file system failed. This should
_gever happzn. Sece a guru.

Possible responses to the CONTINUE prompe are:

YES  anempt to cogtinue to run the flle system cheek. Often, however, the problem will -

persist. This eivor conditioa will aot astlow a complete cheek of the fle sysiem. A
seenad rom of Aok should be mede to re-check this Ale sysiem. If the bloek waos part
of the virtusl memory buffer cache, fok will lemminsie with the message "Fam ve
ez,

WO tevininate the pmm.




JCAN NOT WRITE: BLK B (CONTINUE)

Fs:k'srequs:l‘orwnungaspededbloﬂmbcr!mtheﬁlemwmfmled. The disk is
write-protected. Sz¢ a guru.

Pbssible responses to the CONTINUE prompt are:

YES attempt to continue to run the 8le system check. Often, however, the prol‘:lem- will
persist. This error condition will not allow a complete check of the file system., A
gecond ron of fiek should be made to re-check this file system. If the block was pant
of the virtual memory bufier cache, fSck will terminate with the message “Fatal /O
errer’,

NO terminate the progam.

3. PHASE 1: CHECK BLOCKES AND SIZES

This phase concerns itself with the inode list. This section lists error conditions resulting from
checking inode types, setting up the zero-link-count table, examining inode block numbers for
bad or duplicate blocks, checking inode size, and checking inode format.

UNENOWN FILE TYPE I=I {CLEAR)

The mode word of the inode I indicates that the inode is not a special character inode, special
charmctey inode, regular inode, or directory inode. See Section 42.1.

" Possible responses 1o the CLEAR prompt are:

YES  de-aliocste inode 1 by zercing its contemts. This will always invoke the
UNALLOCATED error condition in Phase 2 {or sach directory entry pointing to this
inode.

NO ignore this error condition.

LINE COUNT TABLE OVERFLOW (CONTINUE)

An internal wmble for fick containing zllocated inodes with a link coum of zero has no more
room. Recompile fick with a larger value of MAXLNCNT.

Possible responses 10 the CONTINUE promipt are:

YES  continue with the program. This error condition will not allow 2 complete check of
the file system. A second run of f5ck should be made to re-check this file system.
U another allocated inode with a zero link coumt is found, this arror condition is
. repeated.
MO terminate the program.

B BAD I=]

Inode I contins biock number B with a Gumber lower than the number of the first daw block
- in the file sysiem or greater than the pumber of the fast block in the file system. This error
condition may inveke the EXCESSIVE BAD BLKS error condition in Phase 1 if inode I has
too many block numbers outside the file sysiem range. This error conditinn will aiways invoke
the BAD/DUP error condition in Phase 2 and Phase 4. See Section 4.2.4.
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EXCESSIVE BAD BLXES I=l (CONTINUE)

There is more than a tolerable awmber (usually 10) of blocks with a aumber lower than the
aumber of the frst data block in the file system or greater than the aumber of last block in the
file systevn aggocinted with incda 1. See Section 4.2.4.

Posaible respongss W the CONTINUE prompt are:

YES  ignore the rest of the biccks in this inode and cedtinue checking with the next inode
in the file system. This error condition will not allow & complets check of the ﬁle
System. Amdmoff@ckshmﬂdhemmmmheckmmem

NO tgymiinetz the program.

3

B DUP 1=i

Inode I coutaing block nomber B which is already claimed by amother inode. This error
condition may igvoke the EXCESSIVE DUP BLKS error condition in Phase 1 if inode [ has too
many bieck surabers claimed by other incdes, This error condition will always invoke Phase 1b
and the BAD/DUP error condition in Phase 2 and Phase 4. See Section 4.2.3.

EXCESSIVE DUP BLES l=] (CONTINUE)

There is more than a tolerable oueber (ususlly 10) of biocks claimed by other inodes. Ses
Secnon 4.2.3.

Pessihle resaonses to the CONTINUE prompt are:

YES ignore the rest of the blocks in this inode and continue checking with the next incde
in the flle system. This error condition will not allow a complete check of the fie

system. A second run of fick should be made to re~check this fle system.
NO tercuinste the program.

DUP TABLE OVERFLOW (CONTINUE)

AR itreriial table in fock containing duplicats block numbers has no more room. Recompile
feck with 3 larger value of DUPTBLSIZE.

Pozsible responses W the CONTINUE prompt arz:

YES  continne with the program, This error condition will aet allow & complete check of
the file sstem. A second nma of fick shouid be made to re-chieck this file system.
I anotber duplicate block is found, this error conditior will repeat,

NO lesthinate the program,

POSSIBLE FILE SIZE ERAROR [wi

memndalmdnesmtmmemﬂnmbﬂdblmmwmem ThJ.SlSOﬂl?a
wammg.SeeSecnon4.2.5 :

DIRECTORY MISALIGNED Iel

Theazeofadﬁmaﬂmodemnotamulnpleafthemofa&mwwmﬁy (usually 16). This
is emly a warning. Se=5ezuané.2.5
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PARTIALLY ALLOCATED INODE I=I (CLEAR) ' |

lnode 1 is eifber anocaled por unallocated. See Section 4.2.1.

Pogsible responses to the CLEAR prorapt are:

~ YES . de-alocste inode 1 by zeroing its eontents. '

- NO ' ' ignore this error condition. !
4, PHASE 1B: RESCAN FOR MORE DUPS

Whan 8 duplicate biock is found in the file systam, the file system is rescanned to find the

iipde which’ m-evmusly clniped that block. This section lists the mor condmon when the
duplieate bleck is found.

" B DUP 1=}

Incde I contains block number B which is glready elaimed by another inode. This error
condition will alweys invoke the BAD/DUP error condition in Phsse 2. You can determine
which inodes have overlapping blocks by examining this error condition and the DUP error
condition in Phese 1. See Section 4.2.3.

. 5. PHASE 2: CHECK PATH-NAMES '

This phase concerns itsell with removing directory entries pointing 1o error conditioned inodes
" from Phase 1 and Phase 1b. This section lists error conditions resuiting from root inode mode
and stazus, directory inode pointers i range, and directory entries pointjng to bad inodes.
ROOT INODE UNALLOCATED. TERMINATING.
The root incde (usually inode sumber 2) has no allocete mods bits. This should never happen.
The program will terminate. See Section 4.2.1,
ROOT INODE NOT DIRECTORY (FIX)
The root inode (usually inode number 2) is not directory inode type. See Section 4.2.1.
" Paossible responses to the FIX prompt are: '

YES replace the root inode’s type to be a direstory. If the root inode's data blocks sre
not directory biocks, a VERY large sumber of error conditions will be produced.
NO terminate the program.

DUPS/BAD [N ROOT INODE (CONTINUE)

Phase 1 or Phase 1b have found duplicate blocks or bad blocks in the root inode (usually inods
number 2) for the file sysiem. See Section 4.2.3 snd 4.2.4.

Possible responses to the CONTINUE prompt ave:

YES  ignore the DUPS/BAD error condition in the root inode and attempt to continue to
run the file systemn check. If the root inode is not corvect, then this may resuit in 2
large number of other error conditions.

NO terminate the program.



I OUT OF BANGE I=] NAME=aF (REMOVYE)

A ditectory eatry F has an inode number I which is grester than the énd of the inode list. See
Sestion 4.4, - ’ '

- Posgible responses w the REMOVE prompt are:
- YES  the directory eatry F i removed.
‘. NQ | ignore this error condition,
" UNALLOCATED l=[ OWNERwO MODE=M SIZE=§ MTIME=T NAME=F REMOVE) -

A direciory cotry F bag an inode T without allocate mode bits. The owmer O, mede M, size S,
madify time T, sad file came F see printed, See Section 4.4.

_ Pt}:ﬁﬁbge:-_reﬁponses to the REMOVE prompt are:
"YES . the directory eatry ¥ is removed.

" -1 NO' ¢ ignore this error condition.

' DUP/BAD 1= OWNER™=O MODE=M SIZE=S MTIME=T DIR=F (REMOVE)

Phage 1 or Phase 1b have found duplicste blocks or bad biccks associated with directory en&y
F, dirzctory inodz L. The owner O, mode M, size S, modify time T, and directory name F are
prinzed. Seo Section 4.1.3 and 4.2.4,

. Pcasibie_. responses to the REMOVE prompe are:

- YES | - the direetory earry F is removed.

.~ NO  ignere this error condition.

‘DUPfﬂ&D I=l OWNER=Q MODE=M SIZE=5 MITME=T FILE=F (REMOVE)

Phase 1 or Phase b bave found duplicate biccks or bad blocks associated with directory entry
F, inede L. The owner Q, tnode M, size S, modify time T, and fle pame F are printed. See
Sestion 4.2.3 and 4.2.4.

: ;Poss_ibla; responses to the REMOVE prompe are: -

.. YES. ' the directory enrry ¥ i3 removed.
' - 'NOQ. . igsore this error condition,
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_ . 6. PHASE 3: CHECK CONKRECTIVITY
This phsse concerns itself with the directory conneciivity seen in Phase 2. This section lisis
error conditions resulting from unreferenced directories, and missing or full lost-+found
direstories.

UNREF DIR I=] OWNER=0 MODE=M SIZE=S MTIME=T (RECONNECT)

The directory inode 1 was not connected to s directory entry when the flla systemn was
traversed. The owmner O, mode M, size S, agd modify time T of directory inode 1 are printed.
Sae Section 4.4 and 4.2.2, '

Pessible responses to the RECONNECT prompt are:

YES  recomnect directory inode I to the file system in the directory for lost files (ususlly
lost=+jound). This may invoke the lost<found error condition in Phese 3 if there are
probiems connecting disectory inode I to lost<4-found. This may also invoke the
CONNECTED error condition in Phase 3 if the link was suceessfnl

NO ipgnore this error condition. This will always invoke the UNREF error condition in

hage 4. | :

SORRY. NO lost=fonnd DIRECTORY

There is no lost<+found directory in the root directory of the file system; Jéck ignores the
request to link a directory in losr<+found. This will alwvays invoke the UNREF error condition
in Phese 4. Check access modes of lost+found. See fick(1M) manusl entry for further detail.

SORRY. NO SPACE IN lest<+fonnd DIRECTORY

There is no space to add another entry to the lost<-found dirsctory in the root directory of the
file system; fick ignores the request to link a directory in losr+jound. This will always invoke
the UNREF error condition in Phase 4. Clean out unnecessary entries in losr<=found or make
lost+found larges. See fick(1M) manual entry for further derail.

DIR I=11 CONNECTED. PARENT WAS 1=]2

This is an advisory message indicating 2 directory inode 11 was successfully connesied to the
lost*found directory. The parent inode 12 of the directory inode I1 is replaced by the inode
aumber of the lost<+found direciory. See Section 4.4 and 4.2.2.
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7. PHASE 4t CHECX REFERENCE COUNTS .

This phase concerns itself with the link count information seen iz Phase 2 and Phase 3, This
section lists erzor conditions resulting from unreferenced files, missing or full losz+found
directory, incorrect link counts for files, directories, or special files, unmreferenced files and
direciories, bad end duplicats blocks in files and directories, and incorrect total free-mnde
coumnis. .

UNREF FILE I=l OWNER=0 MODE=} SIZE~S MTIME=T (RECONNECT)

Insde 1 was got connected 10 a divectory entry when the flle system was traversed. The owner
0, mode M, size §, and modify time T of inode 1 are printed. See Section 4.2.2.

Possible responses o the RECONNECT proaapt are:

YES rocounect inode I to the flle sysiem in the directory for lost files (usually
lostfound), This may inveks the lost+found error condition in Phase 4 if there are
probiems connecting inode I to lost-+found,

NQ ignors this error condition. This will alweys invoke the CLEAR error condition in

. Phass 4.

SORRY. NO lest+{oand DIRECTORY

There is no lost+found directory in the root directory of the file symam; fsck ignores the
request to link a file in lost+und. This will always invoke the CLEAR error condition in
Phase 4. Check access modes of losz+found.

SORRY. NO SPACE IN lasi+{eand DIRECTORY

There is 00 spece ta add another entry 1o the fost-found directory in the root directory of the

file sysiem; fick ignores the request to link a file in low+found. This will aiways invoke the
CLEAR crror condition in Phase 4, Check size and contents of losr+found,
(CL.EAR)

The incde mentioned in the imsmediately previous error condition can aot be recounecwd Ses
Seetion 4.2,

Possibie responsss to the CLEAR promipt ares

YES  de-allceate the inode meutioned in the mwasely previous esror condition by
ZEIping its contents, :
- .NQ  igoore this error condition.

.=‘.LI‘.“;!K COUNT FILE I=l OWNER=wO MODE=M SIZE=S MTIMEAT COUNT=X SHOULD
BE Y (ADJUST)

"i'hehskwum!‘armodelwmchmaﬂle,mXbmshonldbeY The owner O, mode\i.mza
S, snd modify time T are printed. See Section 4.2.2.

' Posgible responses to the ADJUST prompt are:

" YES - | replaee the link count of fe inode I with Y.
_ NQ ¢ ignore this evror condition.

)




~Possible responses to the ADJUST prompt are:

' '_'. NO_ ignore this error condition.
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LINE COUNT DIR =l OWNER=Q MODEwM SIZEwmS MTIME=T COUNT=X SHOULD
BE Y (ADJUST) ' '

The link count {or inode I which is e directory, is X but should be Y. The owner O, mode M,
size S, end modify time T of direstory inode I are printed. See Section 4.2.2.

Possible responses to the ADJUST prompt are; '
|

YES  replace the link count of directory inode I with Y. .

NO ignore this error condition. '
LINE COUNT F 1] OWNER«O MODE=M SIIE=S MIIME=T com-x SHOULD BE
Y (ADJUST) i
The link count for F incde I is X but should be Y. The neme F, owner O, mode M, size S,
‘aod modify time T are printed. See Section 4.2.2,
i

i

YES. = replace the link count of inode I with ¥.

" UNREF FILE I=] OWNER=O MODE=M SIZE=S MTIME=T (CLEAR)

Incde I which is a file, was pot connected 1o a directory entry when the file system was
traversed. The cemer O, mode M, size S, and modify time T of inode I are printed. See
Section 4.2.2 and 4.4, :

: }_’os_sible responses 1o the CLEAR prompt are;

- YES " de-allocate inode I by zeroing its contents. '
"NO "t* ignore this error condition.

UNRE-I'-' DIR I=] OWNER=0O MODE=M SIZE=S MTIME=T (CLEAR)

Inode 1 which is a directory, was not connected to a directory entry when the file sy'stem was
traversed. The owner O, mode M, size 8, and modily time T of inode I are printed. See
Section 4.2.2 and 4.4.

Possible responses.to the CLEAR promp! are:

YES - de-allpcate inode 1 by zeroing its contents.

"~ NOQ ‘ ignore this ervor condition.

B@MUP FILE 1=1 OWNER=0 MODE=M SIZE=S MTIME=T (CLEAR)

Phase 1 or Phase 1b have found duplicate blocks or bad blocks associated with file inode I. The
owner O, mode M, size S, and modify time T of inode I are printed. See Section 4.2.3 and
4.2.4, : .

_ Possibie responses to the CLEAR prompt are:
... YES _de-allocate inode I by 2eroing its contenrs.

NO . . ignore this error condition.

o
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BAD/DUP DIR I=] OWNER=Q MODE=M SIZE=§ MTIME=T (CLEAR)

"Phase 1 or Phase 1b have found duplicats blocks or bad blocks associated with dirsciory inode
1. The owaer O, mode\ﬂ,m..s mdmodafyume‘rofmodclarepnn:ed. Sea Section 4.2.3
ang 4.2.4,

- Posvible responses 1o the CLEAR prumpt are:
YES de-allocate inode I by 2eroing its contents,
NO . ignore this esror couditica.
'FRET INODE COUNT WRONG IN SUPEEBLE (FCX0

' The ssmal count of the free inodes does get match the count in the super-block of the file
systesl See Section 4.1.4. ‘

. Possible mpoum to the FIX promin are:

- YES- replace the count in the super-block by the actual count.
- NO . ignore this error mdmon. :

8. PHASE 5: CHECX FREE LIS'I'

Thizs phage concerns itsalf with the frese-block tist. This section lists error conditions 'resixl:inz .

from bad dlocks in the free-block list, bad free-blocks count, duplicate dblocks in the free-biock
lisz, usused blocks {rom the flle systzm not in the fres-block list, and the total fres-block count

" ineorrect.

EXCESSIVE BAD BLES IN FREE LIST (CONTINUE}

The free-block list contsins more than a2 tolerable aumber (usually 10} of blocks with a value
less than the first data block in the file system or greater than the last block iv the fle system.
See Secton 4.1.2 and 4.2.4.

- Possible respoases o the CONTINUE prompt are:

YES ignore the rest of the free-bicek list and continue the execution of fick. This efror

coadition will always mvoke the BAD BLXS IN FREE LIST error coadition in Phase
5.

NO eritinate the prograsm.
EICESSIVE DUP BLES IN FREE LIST (CONTINUE

The free-block list centains more than 3 tolersble cumber (usually 10} of blocks claimed by
inodes or earlier pans of the fres-bloek list, See Section 4.1.2 and 4.2.3.

Pogsible responses to the CONTINUE prompt are:

YES izaore the rest of the fres-biock list and continue the sxecution of fick. Thu erTor
condition will always invoks the DU? BLKS IN FREE LIST error condition in Phase
5. -

NOQ . terminats the program.

BAD FREEBLX COUNT

The count of free blocks in a frea-list block is greater than 50 or less tham 2svu. This error
condition will alvays invoke the BAD FREE LIST condition in Phase 5. See Seciion 4.1.2.




X BAD BRLES IN FREE LIST

X blocks in the frea-block list have a block number lower than the ﬁx‘sx data block in the file
system or grester than the last bleck in the file system. This error condition will always invoke
the BAD FREE LIST condition in Phase 5. See Seciion 4.1.2 and 4.2.4. .

X DUP BLES IN FREE LIST

X blocks cluimed. by incdes or earlier parts of the free-list block were found in the free-block
list. This error condition will alovays invoke the BAD FREE LIST condition in Phase §. See
Section 4.1.2 and 4.2.3.

X PLE(S) MISSING

X blocks nnused by the file system were not found ia the free-block list. This ervor esadition
will alwgys invoke the BAD FREE LIST condition in Phase 5, See Section 4.1.2.

FREE BLK COUNT WRONG IN SUPERBLOCK (FIX)

The actual count of free blocks does not match the count in the super-block of the file system.”
See Section 4.1.3.

Pm’gle:rupbm to the FIX prompt are:

o YES - replace the count in the super-block by the actual count.
o NO . ignore this error condition,

s

BAD FREE LIST (SALVAGE)

Pbase 5 kas found bad blocks in the free-block list, duplicate blocks, in the free-block list, or
blocks missing from the file system. See Section 4.1.2, 4.2.3, and 4.2.4.

Possible responses to the SALVAGE prompt are:

YES replace the actual free-block list with a new fres-block list. The new frae-block list
will be ordered to reduce time spent by the disk waiting for the disk o rotate inteo
position.

NO ignore this error condition.
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2. PHASE 6: SALVAGE FREE LIST
This phase concerns itself with the fres-block list recoastruction. This section liss error
ceniditions resulting l'rc_:m tHe bloclts-to-skip and blocks-per-cylindar values,
Defanit frea-block st speciug aszumed

This is an advisory message indicating the blocks-te~skip is greater than the blocks-per-cylinder,
the blocks-1o-skip is less than one, the blocks-per-cylinder is less than one, or the blocks-per-
cylinder is greater than 500. The default values of 9 blocks-to-skip and 400 blocks-per-cylinder
‘are used. See the feck(1M) manual eawry for further detail.

10. CLEANUP

Onez a fle system has besn checked, a few cleanup functions are performed. This section lists
advisory taessages about the file system asd modify status of the file system.

X fles Y bicgiks Z free

This is an advisory message indicating that the file systemn checked contained X fles using Y
blocies leaving Z blecks free in the file system

s=w=3 BOOT UNIX (NO SYNC!) ov===

This is an advisory message indicating that 2 mounted file system or the root file system has
been modified by fck. U UNIX/TS i oot reboated imtmediately, the work done by fsck may be
uridane by the in-core copies of tables UNTX/TS keeps.

cstos FILE SYSTEM WAS MODIFIED oo

This is an advisory message indicating that the current file svstem was modified by /&ck. If this
Ala system is mounted or is the curreat root file system. fsck should be halted and UNIX/TS
rabooted. 1f UNIX/TS is not rebooted immediately, the work done by fsck may be undaone.by
'1: in-core copies of tabies UNIX/TS keaps.
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INDEX OF MESSAGES
{Alphabetically within each section)
INTTIALIZATION
Badestoption . . . . ... ... ... ... e e e e s et m e aaaaaa . N . 7
C<<Caplion? . . ... ............ e e e e e e e e e e a et e e e 7
CANNOT READ: BLK BIOONTINUE) . .. . . it i it sttt t it e ao e s mm e s e e e B
CANNOTSEEK:BLKB{(CONTINUE) . . .. ... ... ... voeu.. e e e e e e e e e e e e e ]
CANNOT W RITE: BLE BUCONTTHUE) . . . . v i v ot i st et sttt e ettt o e o e en e 9
ComtegeateF . .. ... .......  h e et e e e e e e e e e e e e e e e e e e g
ConlGEIMBMOTY . . & . o b v ot vt v a v n vt e e e e e e s e e e e e e ke e 7
Cantopenchecklist fle: F . . . . . . . . . . .. i i i r i e e e e e G h e e e e e e e 7
B = L T B
Camtstat ¥ . .. ... ... ... ..., O, e e e e e e e e s e e e e e e 8
CamMlel@lrool . . . . . . .. .o e et e e e e e e e e e e e e e et e e 8
F<<Fisnotablockorcharacter device . . . . . . .t v ittt n e e e e e 8
Incompatible OPTONS: =R ANA “8 . L L . . L L . h et .t s ek e e e e e el e a e e e e e 7
invalid —s argument. defaults assumed . . . . . L L . L L it e e e e e e e e e e e e 3
Sizecheck: Bize Xisize ¥ . . . . ... ... ... e e B
PHASE ): CHECK BLOCKS AND SIZES ]
B<<BBADI=! .. ............ . 9
b o 10
DIRECTORY MISALIGNED I=1 . . . . . . . ... . ...... e e e e e e 10
DUP TABLE OVERFLOW LCONTINUE S . . . . e e e e e e e e e e e e e e e 10
EXCESSIVE BAD BLES T L (CONTINUE) . . . . . ot e e e e e e e e S [
EXCESSIVE DUP BLRS 1= ] (CONTINUE) . . . .. .. e e e e e e e e e e e e e e ... 10
LINK COUNT TABLE OVERFLOW (CONTINUE! . . . . . . . . . i e e et e e e e e ee e ... 9
PARTIALLY ALLOCATED INODE Im 1 tCLEAR) . . . . . . . e e e e e e s e e e e e e 11
POSSIBLE FILESIZEERROR 1=l . . . . . .. e e e e e e e e 10
UNKRNOWN F‘!LEHTYPE Im L EAR) . . . L L e e e e e e e e e e e e et e e e e 9
P_HASE 18: RESCAN FOR MORE DUPS
B - 302 1 1 I
PHASE 2: CHECE PATH-NAMES )
DUP/BAD l= 1 QWNER= O MODE= M SIZE= S MTIME=T DIR=F{REMOVE) . . . ., . .. ... .. R 3
DUP/BAD l= ] OWNERw= O MODE=M 51ZE=§ MTIME=TFILE=F (REMOVE) . . . . . . . .. . .. .. 12
DUPS/BAD IN ROCT INODE(CORTINUE] . . . . . . . . o e et e e e ey B e e e 1t
I1OUT OF RANGE = I NAME= F {REMOVE) . . . . . . .t i it ot et e et e s st e e e e e e s 12
ROOT INODE NOT DIRECTORY (FIX) . . . . o i b ettt e b e m e m e e e e e e n e e e e e 1
ROOT INODE UNALLOCATED. TERMIRATING. . . . . . . . .ttt it et e m st e e e e e R |
UNALLOCATED I= | OWNER= O MODE= M 5|ZE= § MTIME=T NAME=F (REMOVE: . . . . . . . . .. i
PHASE 3: CHECK CONNECTIVITY
DIR 1=11 CONNECTED. PARENT WAS I= 2 . . . . . . o e e i e e e o R K
SORRY. MO SPACE IN losiwfound DIRECTORY . . . . . . . . o i e i s e e e e e e e i
SORRY. MO lost=found DIRECTORY . . . . . . . . . o o et e e e e e e e e e e 12
UNREF DIR = I OWNERe O MQDEs M SIZE= S MTIME= T(RECONNECT) . _ . . . .. . . ... . . .. 13
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PHASE 4: CHECE REFERENCE COUNTS

BAD/DUP DIR = | QWNER= O MODEe M SZEw S MTIME=T (CLEAR} . . . .. . . . ... v ... 16
BAD/DUP FILE I | OWNER= O'MODE= M SI28w S MTIME= T (CLEAR) . . . . .+ 0 v v v v v v on 15
BCLEARY & o ot o e e e e e e e e e e e e e e e e e e 14
FREE INODE COUNT WRONG INSUPERBLY (FIX) . . . v v i v v v e v o b me s s e m e e e e e e 15

LINK COUNT DIR i= { OWNERe= O MODE« M S[ZE= § MTIME= T COUNT= X SHOULD BE ¥ (ADJUST} . . 13
LINK COUNT FILE ls 1 QWNER= 0 MOOE~ M 5128« § MTIMEw T COUNT~ X SHOULD BE Y (ADILUST) . 14
_ LINK COUNT F 1= | OWNER= Q MODE= M SIZE= § MTIME=T COUNT= X SHOULD BE Y (ADIUSTI . . . 1S

SORRY. MO SPACE WNicst+found DIRECTORY . . . . ... .« . -« . e e e e e e e e e e 14,
SORRY. MO lom=found DIRECTORY . . . . . . . . . i i v st et m e s o a s e e e e e e e e 14
UNREF DIR [= § QWNER= O MODE= M SIZEw S MTIME=TICLEAR) . . . . . . . . . . v o v v v o v 15
UNREF FILE = ] OWNER® Q0 MODE= M SIZE= S MTIME=TICLEAR) . . . . . . .. . . v i3
UNREF FILE [= | QWNER~ O MODE™ M 5178= S MTIME= T (RECONNECT) . . . . . ... . ... ... 14
PHASE 3: CHECX FREE LIST .

BAD FREE LIST (SALVAGE) . . . . . . . . 1 i i it e e v v o us C e e e e e e e e e e e 17
BAD FREEBLK COUNT . . . . ot i e e e e e e e e e e e e e e e e e e 14
EXCESSIVE BAD BLKS IN FREE LISTICONTINUE] . . . . & . . i s o e e s b e st e n e s s e n s 16
EXCESSIVE DUP BLKS IN FREE LIST{CONTINUE) . . . . . . . o i i o e e e e e s e e e e e e 16
FREE BLK COUNT WRONMG IN SUPERBLOCK tF1X) . . . . . . . o i i i i e e e e e e e e s s 17
X <X AADBLKS N EFREELIST . . . . . . . i e e e e e e e e e e 17
X X B S MISSING . . . . . .t e e et e e e e e e e e s R 15
X<<XDUPBLKSINFREELIST . . . . . . .. .. ... . ... T e e e e e e e e e e e e e e 17
PHASE 6: SALVAGE FREE LIST

Deé'auit fresbiock limtapading a3sumed . . . . . . . . L L L L ke s e s e e e e e e e 13
CLEANUPD

°73e BOOT UNIX (INQ SYNCT) oo, . . . . . . .. e e e e e e e e e e 13
v BILE SYSTEM WAS MODIFIED " . . e e e e e e e e e e e e e 18
X<<XMesYRocks Z0ITe2 . . . . . . . . . . . e e e e e e e e e e e e e e e |
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The UNIX I/0 System

Dennis M. Ritchie

Bell Laboratories
Murray Hill, New Jersey 07974

This paper gives an overview of the workings of the UNIXt I/0 system. It was written
with an eye toward providing guidance to writers of device driver routines, and is oriented more
toward describing the environment and nature of device drivers than the implementation of
that part of the file system which deals with ordinary files.

It is assumed that the reader has a good knowledge of the overall structure of the fle sys-
tem as discussed in the paper ““The UNIX Time-sharing System.”” A more detailed discussion
appears in “‘UNIX Implementation;" the current document restates parts of that one, but is
still more detailed. It is most useful in conjunction with a copy of the system code, since it is
basically an exegesis of that code.

Device Classes

There are two classes of device: dlock and character. The block interface is suitable for
devices like disks, tapes, and DECtape which work, or can work, with addressible 512-byte
blocks. Ordinary magnetic tape just barely fits in this category, since by use of forward and
backward spacing any block cah be read, even though biocks can be written only at the end of
the tape. Block devices can at least potentially contain a mounted file system. The interface to
block devices is very highly structured; the drivers for these devices share a great many rou-
tines as well as a pool of buffers.

-Character-type devicés have .a much more straightforward interface, although more work
must be done by the driver itself,

- Devices of both types are named by a major and a minor device number. These numbers
are generally stored as an integer with the minor device number in the low-order 8 bits and the
major device nurnber in the next-higher 8 bits; macros mqjor and minor are available to access
these numbers. The major device number selects which driver will deal with the device; the
" minor device number is not used by the rest of the system but is passed to the driver at
appropriate times. Typically the minor number selects a subdevice attached to a given con-
troller, or one of several similar hardware interfaces.

The major device numbers for block and character devices are used as indices in separate
tables; they both start at 0 and therefore overlap.

Overview of [/0O

The purpose of the open and creat system calls is to set up entries in three separate system
tables. The first of these is the u_ofile table, which is stored in the system’s per-process data
area u. This table is indexed by the file descriptor returned by the open or crear, and is accessed
during a read, write, or other operation on the open file. An entry contains only a pointer to the
corresponding entry of the file table, which is a per-system data base. There is one entry in the
filé 1able for each instance of open or crear. This table is per-system because the same instance
of an open file must be shared among the several processes which can result from forks after

TUNIX is a Trademark of Bell Laboratories.
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the file is opened. A fife table entry contains flags which indicate whether the file was open for
reading or writing or is a pipe, and a count which is used to decide when all processes using the
entry have terminated or closed the file (so the entry can be abandoned). There is alse a 32-bit
file offset which is used to indicate where in the Rle the next read or write will take place.
Finaily, thefe is a pointer to the entry for the file in the inode table, which contains a copy of
the file's i-node.

Certain open files can be designated ‘‘multipléxed™ files, and several other flags apply to
such channels. In such a case, instead of an offset, there is a pointer to an associated multiplex
channel table. Multiplex channels will not be discussed here.

An entry in the file table corresponds precisely to an instance of open or creat; if the same
file is opened several times, it will have several entries in this table. However, there is at most
one entry in the inode table for a given file. Also, a file may enter the inode table not only
because it is open, but also because it is the current directory of some process or because it is a
special file containing a currently-mounted file system.

An entry in the inode table differs somewhat from the corresponding i-node as stored on
the disk; the modified and accessed times are not stored, and the entry is augmented by a flag
word containing information about the entry, a count used to determine when it may be
allowed to disappear, and the device and i-number whence the entry came. Also, the several
block numbers that give addressing information for the file are expanded from the 3-byte,
compressed format used on the disk to full /ong quantities.

During the processing ol an open or crear call for a special file, the system always calls the
device's open routine to allow for any special processing required (rewinding a tape, turning on
the data-termingl-ready lead of a modem, elc.). However, the close routine is called enly when
the last process closes a file, that is, when the i-node table entry is being deallocated. Thus it is
not feasible for a device to maintain, or depend on, a count of its users, although it is quite
possible to implement an exclusive-use device which cannot be reopened until it has been
closed.

When a read or write takes place, the user’s arguments and the file table entry are used to
set up the variables w.u_base, u.u_coum, and wu_offser which respectively contain the (user)
address of the [/O target area, the byte-count for the transfer, and the current location in the
file. If the file referred to is a character-type special file, the appropriate read or write routine is
called; it is responsible for transferring data and updating the count and current location
appropriately as discussed below. Otherwise, the current location is used to calculate a logical
block number in the file. If the file is an ordinary file the logical block number must be
mapped (possibly using indirect blocks) to a physical block number; a block-type special file
need not be mapped. This mapping is performed by the bmap routine. In any event, the
resulting physical block number is used, as discussed below, to read or write the appropriate
device.

Character Device Drivers

The cdevsw table specifies the interface routines present for character devices. Each dev-
ice provides five routines: open, close, read, write, and special-function (to implement the ioct
system call). Any of these may be missing. If a call on the routine should be ignored, (e.g.
open on non-exclusive devices that reguire no setup) the cdevsw entry can be given as nulfldev; if
it should be considered an error, (e.g. write on read-only devices) nodev is used. For terminals,
the cdevsw structure also contains a pointer to the #y structure asscciated with the terminal.

The open routine is called each time the file is opened with the full device number as
argument. The second argument is a flag which is non-zero only if the device is to be written
upon.

The close routine is called only when the file is closed for the last time, that is when the
very last process in which the file is open closes it. This means it is not possible for the driver
10 maintain its own count of its users. The first argument is the device number; the second isa
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flag which is non-zero if the file was open for writing in the process which performs the final
close.

When write is called, it is supplied the device as argument. The per-user variable
w.u_count has been set to the number of characters indicated by the user; for character devices,
this number may be 0 initially. w.u_base is the address supplied by the user from which to start
taking characters. The system may call the routine internally, so the flag «.u_segflg is supplied
that indicates, if on, that w.u_base refers to the system address space instead of the user’s.

The write routine should copy up to w.u_count characters from the user’s buffer to the
device, decrementing u.u_count for each character passed. For most drivers, which work one
character at a time, the routine cpass{ ) is used to pick up characters from the user’s buffer.
Successive calls on it return the characters to be written until w.u_count goes to 0 or an error
occurs, when it returns —1. Cpass takes care of interrogating «.u_segflg and updating w.u_count.

Write routines which want to transfer a probably large number of characters into an inter-
nal buffer may also use the routine iomove(buffer, affset, count, flag) which is faster when many
characters must be moved. Jomove transfers up to count characters into the buffer starting offset
bytes from the start of the buffer; flag should be 8_WRITE (which is 0) in the write case. Cau-
tion: the caller is responsible for making sure the count is not too large and is non-zero. As an
efficiency note, iomove is much slower if any of buffer +affset, count or u.u_base is odd.

The device's read routine is catled under conditions similar to write, except that w.u_coum
is guaranteed to be non-zero. To return characters to the user, the routine passec(c) is available;
it takes care of housekeeping like cpass and returns —1 as the last character specified by
u.u_count is returned to the user; before that time, 0 is returned. fomove is also usable as with
write; the flag should be B_READ but the same cautions apply.

The “‘special-functions” routine is invoked by the stty and gty system calls as follows: (%p)
{dev, v} where pis a pointer to the device's routine, dev is the device number, and vis a vector.
In the gy case, the device is supposed to place up to 3 words of status information into the
vector; this will be returned to the caller. In the sty case, vis 0, the device should take up to 3
words of control information from the array w.u_argl0...2].

Finally, each device should have appropriate interrupt-time routines. When an interrupt
occurs, it is turned into 2 C-compatible call on the devices’s interrupt routine. The interrupt-
catching mechanism makes the low-order four bits of the ““new PS’’ word in the trap vector for
the interrupt available to the interrupt handler. This is conventionally used by drivers which
deal with multiple similar devices to encode the minor device number. After the interrupt has
been processed, a return from the interrupt handler will return from the interrupt itself.

A number of subroutines are available which are useful to character device drivers. Most
of these handlers, for example, need a place to buffer characters in the internal interface
between their ‘‘top half>* (read/write) and ‘‘bottom haif”> (interrupt) routines. For relatively
low data-rate devices, the best mechanism is the character queue maintained by the routines
getc and putc. A queue header has the structure

struct |
int c_cc; /* character count */
char  *c_cf; /* first character */
char  *c_cl; /* last character */

} queue;

A character is placed on the end of a queue by putc(c, &queue) where ¢ is the character and
gueue is the queue header. The routine returns —1 if there is no space to put the character, 0
otherwise. The first character on the queue may be retrieved by getc(&queue) which returns
either the (non-negative) character or —1 if the queue is empty.

Notice that the space for characters in queues is shared among afl devices in the system
and in the standard system there are only some 600 character slots available, Thus device
handlers, especially write routines, must take care to avoid gobbling up excessive numbers of



characters.

The other major help available to device handlers is the sleep-wakeup mechanism. The
call sleep(event, priority) causes the process to wait (allowing other processes to run) until the
event occurs; at that time, the process is marked ready-to-run and the call will return when
there is no process with higher priority.

The call wakeup(event) indicates that the evem has happened, that is, causes processes
sleeping on the event to be awakened. The evemr is an arbitrary quantity agreed upon by the
sleeper and the waker-up. By convention, it is the address of some data area used by the
driver, which guarantees that events are unique.

Processes sleeping on an event should not assume that the event has really happened;
they should check that the conditions which caused them to sleep no longer hold.

Priorities can range from 0 to 127; a higher numerical value indicates a iess-favored
scheduling situation. A distinction is made between processes sleeping at priority less than the
parameter PZERQO and those at numerically larger priorities. The former cannot be interrupted
by signals, although it is conceivable that it may be swapped out. Thus it is a bad idea to sleep
with pricrity less than PZERO on an event which might never occur. On the other hand, calls
to sleep with larger priority may never return if the process is terminated by some signal in the
meantime. Incidentally, it is a gross error to call sfeep in a routine called at interrupt time,
since the process which is running is aimost certainly not the process which should go to sleep.
Likewise, none of the variables in the user area “w.” should be touched, let alone changed, by
an interrupt routine.

If a device driver wishes to wait for some event for which it is inconvenient or impossible
to supply a wakeup, (for example, a device going on-line, which does not generally cause an
interrupt), the call sleep(&ibolt, priority) may be given. Lbolr is an external cell whose address is
awakened once every 4 seconds by the clock interrupt routine.

The routines spid{ ), spi3( ), spl6( ), spf7( ) are available to set the processor priority level
as indicated to avoid inconvenient interrupts from the device.

If a device needs to know about real-time intervals, then fimeout{func, arg, interval) witl be
useful. This routine arranges that after inrerval sixtieths of a second, the fisne will be called with
arg as argument, in the style (*fimc)(arg). Timeouts are used, for eXample, to provide real-
time delays after function characters like new-line and tab in typewriter output, and to ter-
minate an attempt to read the 201 Dataphone dp if there is no respense within a specified
number of seconds. Notice that the number of sixtieths of a second is limited to 32767, since
it must appear to be positive, and that only a bounded number of timeouts can be going on at
once. Also, the specified fime is called at clock-interrupt time, so it should conform to the
requirements of interrupt routines in general.

The Block-device Interface

Handling of block devices is mediated by a collection of routines that manage a set of
buffers containing the images of blocks of data.on the various devices. The most important
purpose of these routines is to assure that several processes that access the same block of the
same device in multiprogrammed fashion maintain a consistent view of the data in the block.
A secondary but still important purpose is to increase the efficiency of the system by keeping
in-care copies of blocks that are being accessed frequently. The main data base for this
mechanism is the table of buffers buyf. Each buffer header contains a pair of pointers (b_forw,
& back) which maintain a doubly-linked list of the buffers associated with a particular block
device, and a pair of pointers (av_forw, av_back) which generally maintain a doubly-linked list
of blocks which are “‘free,’” that is, eligible to be reallocated for another transaction. Buffers
that have [/Q in progress or are busy for other purposes do not appear in this list. The buffer
header also contains the device and block number to which the buffer refers, and a pointer to
the actual storage associated with the buffer. There is a word count which is the negative of the
number of weords to be transferred to or from the buffer; there is also an error byte and a
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residual word count used to communicate information from an I/0 routine to its caller.
Finally, there is a flag word with bits indicating the status of the buffer. These flags will be dis-
cussed below.

Seven-routines constitute the most important part of the interface with the rest of the sys-
tem. Given a device and block number, both bread and geiblk return a pointer to a buffer
header for the block; the difference is that bread is guaranteed to return a buffer actually con-
taining the current data for the block, while gerbik returns a buffer which contains the data in
the block only if it is already in core {whether it is or not is indicated by the B_DONE bit; see
below). In either case the buffer, and the corresponding device block, is made ““busy,” so that
other processes referring to it are obliged to wait until it becomes free. Getbik is used, for
example, when a block is about to be totally rewritien, so that its previous contents are not use-
ful; still, no other process can be allowed to refer to the block until the new data is placed into
it.

The breada routine is used to implement read-ahead. it is logically similar to bread, but
takes as an additional argument the number of a block (on the same device) to be read asyn-
chronously after the specifically requested block is available.

Given a pointer to a buffer, the brelse routine makes the buffer again available to other
processes. It is called, for example, after data has been extracted following a bread. There are
three subtly-different write routines, all of which take a buffer pointer as argument, and all of
which logically release the buffer for use by others and place it on the free list. Bwrite puts the
buffer on the appropriate device queue, waits for the write to be done, and sets the user’s error
flag if required. Bawrite places the buffer on the device’s queue, but does not wait for comple-
tion, so that errors cannot be reflected directly to the user. Bdwrite does not start any 1/0
operation at alt, but merely marks the buffer so that if it happens to be grabbed from the free
list to contain data from some other plock, the data in it will first be written out.

Bwrite is used when one wants to be sure that [/O takes place correctly, and that errors are
reflected to the proper user; it is used, for example, when updating i-nodes. Bawrite is useful
when more overlap is desired (because no wait is required for 1/0 to finish) but when it is rea-
sonably certain that the write is really required. Bdwrite is used when there is doubt that the
write is needed at the moment. For example, bdwrite is called when the last byte of a write sys-
tem call falls short of the end of 2 block, on the assumption that another write will be given
soon which wilt re-use the same block. On the other hand, as the end of a block is passed,
bawrite is calied, since probably the block will not be accessed again soon and one might as well
start the writing process as soon as possible.

In any event, notice that the routines gethlk and bread dedicate the given block exclusively
to the use of the caller, and make others wait, while one of brelse, bwrite, bawrite, or bawrite
must eventually be called to free the block for use by others.

As mentioned, each buffer header contains a flag word which indicates the status of the
buffer. Since they provide one important channel for information between the drivers and the
block 1/0 system, it is important to understand these flags. The following names are manifest
constants which select the associated flag bits.

B_READ This bit is set when the buffer is handed to the device strategy routine (see below)
to indicate a read operation. The symbol B_WRITE is defined as 0 and does not
define a flag; it is provided as a mnemonic convenience to callers of routines like
swap which have a separate argument which indicates read or write.

B_DONE This bit is set to 0 when a block is handed to the the device strategy routine and is
| turned on when the operation completes, whether normally as the result of an error.
It is also used as part of the return argument of gerblk to indicate if 1 that the

returned buffer actually contains the data in the requested block.
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B_ERROR This bit may be set to I when B_DONE is set to indicate that an 1/O or other error
occurred. If it is set the &_error byte of the buffer header may contain an error code
if it is non-zero. If b_error is 0 the nature of the error is not specified. Actually no
driver at present sets b error; the latter is provided for a future improvement
whereby a more detailed error-reporting scheme may be implemented:

B_BUSY This bit indicates that the buffer header is not on the free list, i.e. is dedicated to
someone’s exclusive use. The buffer still remains attached to the list of blocks asso-
ciated with its device, however. When getbik (or bread, which calls it) searches the
buffer list for a given device and finds the requested block with this bit on, it sleeps
until the bit clears.

B PHYS This bit is set for raw I/O transactions that need to allocate the Unibus map on an
11/70.

B_MAP This bit is set on buffers that have the Unibus map allocated, so that the jodone rou-
tine knows to deallocate the map.

B_WANTEDThis flag is used in conjunction with the B_BUSY bit. Before sleeping as described
just above, getbik sets this flag. Conversely, when the block is freed and the busy bit
goes down (in brefse) a wakeup is given for the block header whenever 8 WANTED
is on. This strategem avoids the overhead of having to call waekeup every time a
buffer is freed on the chance that someone might want it.

B_AGE This bit may be set on buffers just before releasing them,; if it is on, the buffer is
placed at the head of the free list, rather than at the tail. It is a performance heuris-
tic used when the caller judges that the same block will not soon be used again.

B_ASYNC This bit is set by bawrite to indicate to the appropriate device driver that the buffer
should be released when the write has been finished, usually at interrupt time. The
difference between bwrite and bawrite is that the former starts I/0, waits until it is
done, and frees the buffer. The latter merely sets this bit and starts I/0. The bit
indicates that reise should be called for the buffer on completion.

B DELWRIThis bit is set by sdwrite before releasing the buffer. When getblk, while searching
for a free block, discovers the bit is 1 in a buffer it would otherwise grab, it causes
the block to be written out before reusing it.

Block Device Drivers

The bdevsw table contains the names of the interface routines and that of a table for each
block device.

Just as for character devices, block device drivers may supply an apen and a close routine
called respectively on each open and on the final close of the device. Instead of separate read
and write routines, each block device driver has a straregy routine which is called with a pointer
to a buffer header as argument. As discussed, the buffer header contains a read/write flag, the
core address, the block number, a (negative) word count, and the major and minor device
number. The role of the strategy routine is to carry out the operation as requested by the
information in the buffer header. When the transaction is complete the B_DONE (and possibly
the B_ERROR) bits should be set. Then if the B ASYNC bit is set, brelse should be called,
otherwise, wakeup. In cases where the device is capable, under error-free operation, of
transferring fewer words than requested, the device’s word-count register should be placed in
the residual count slot of the buffer header; otherwise, the residual count should be set to 0.
This particular mechanism is really for the benefit of the magtape driver; when reading this
device records shorter than requested are quite normal, and the user should be told the actual
length of the record.

]

Although the most usual argument to the strategy routines is a genuine buffer header
allocated as discussed above, all that is actually required is that the argument be a pointer to a
place containing the appropriate information. For example the swap routine, which manages
movement of core images to and from the swapping device, uses the strategy routine for this
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device. Care has to be taken that no extraneous bits get turned on in the flag word.

The device’s table specified by bdevsw has a byte to contain an active flag and an error
count, a pair 'of links which constitute the head of the chain of buffers for the device (& forw,
& _back), and a first 'and last pointer for a device queue. Of these things, all are used solely by
the device driver itself except for the buffer-chain pointers. Typically the flag encodes the state
of the-device, and is used at 2 minimum to indicate that the device is currently engaged in
transferring information and no new command should be issued. The error count is useful for
counting retries when errors occur. The device queue is used to remember stacked requests; in
the simplest case it may be maintained as a first-in first-out list. Since buffers which have been
handed over to the strategy routines are never on the list of free buffers, the pointers in the
buffer which maintain the free list (av_forw, av_back) are also used to contain the pointers
which maintain the device queues.

A couple of routines are provided which are useful to block device drivers. Jjodone(bp)
arranges that the buffer to which bp points be released or awakened, as appropriate, when the
strategy module has finished with the buffer, either normally or after an error. (In the latter
case the B_ERROR bit has presumably been set.)

The routine geterror(bp) can be used to examine the error bit in a buffer header and
arrange that any error indication found therein is reflected to the user. It may be called only in
the non-interrupt part of a driver when 1/0 has completed (B_DONE has been set).

Raw Block-device 1/0

A scheme has been set up whereby block device drivers may provide the ability to
transfer information directly between the user’s core image and the device without the use of
buffers and in blocks as large as the caller requests. The method involves setting up a
character-type special file corresponding to the raw device and providing read and write routines
which set up what is usually a private, non-shared buffer header with the appropriate informa-
tion and call the device's strategy routine. If desired, separate open and close routines may be
provided but this is usually unnecessary. A special-function routine might come in handy,
especially for magtape.

A great deal of work has to be done to generate the “‘appropriate information® to put in
the argument buffer for the strategy module; the worst part is to map relocated user addresses
to physical addresses. Most of this work is done by physio(sirat, bp, dev, rw) whose arguments
are the name of the strategy routine sirat, the buffer pointer by, the device number dev, and a
read-write flag rw whose value is either B_READ or B_WRITE. Physioc makes sure that the
user’s base address and count are even (because most devices work in words) and that the core
area affected is ¢ontiguous in physical space; it delays until the buffer is not busy, and makes it
busy while the operation is in.progress; and it sets up user error return information.
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ABSTRACT

This paper describes in high-level terms the impiementation of the
resident UNIXT kernel. This discussion is broken into three parts. The first part
describes how the UNIX system views processes, users, and programs. The
second part describes the I/0 system. The last part describes the UNIX file sys-
tem.

1. INTRODUCTION

The UNIX kernel consists of about 10,000 lines of C code and about 1,000 lines of assem-
bly code. The assembly code can be further broken down into 200 lines inclulled for the sake
of efficiency (they could have been written in C) and 800 lines to perform hardware functions
not-'possible in C.

This code represents 5 to 10 percent of what has been lumped into the broad expression
“‘the UNIX operating systemi.”” The kernel is the only UNIX code that cannot be substituted by a
user to his own liking. For this reason, the kernel should make as few real decisions as possi-
ble. This does not mean to allow the user a million options to do the same thing. Rather, it
means to allow only one way to do one thing, but have that way be the least-common divisor of
all the options that might have been provided.

_ What is or is not implemented in the kernel represents both a great responsibility and a
great power. It is a soap-box platform on ‘‘the way things should be done.”” Even so, if “‘the

- way” is too radical, no one will follow it. Every important decision was weighed carefully.

Throughout, simplicity has been substituted for efficiency. Complex algonthms are used only if
their complexity can be localized.

2. PROCESS CONTROL

In the UNIX system, a user execules programs in an environment called a user process.
When.-a system function is required, the user process calls the system as a subroutine. At some
point in this call, there is a distinet switch of environments. After this, the process is said to be
a system process. In the normal definition of processes, the user and system processes are
different phases of the same process (they never execute simultaneously). For protection, each
system process has its own stack.

The user process may execute from a read-only text segment, which is shared by all
processes executing the same code. There is no functional benefit from shared-text segments.
An efficiency benefit comes from the fact that there is no need to swap read-only segments out
because the original copy on secondary memory is still current. This is a great benefit to
interactive programs tiat tend to be swapped while waiting for terminal input. Furthermore, if
two processes are executing simultaneously from the same copy of a read-only segment, only
one copy needs to reside in primary memory. This is a secondary effect, because simultaneous

$UNIX iz a Trademark of Bell Laboratories.
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execution of a program is not common. It is ironic that this effect, which reduces the use of
primary memory, only comes into play when there is an overabundance of primary memory,
that is, when there is enough memeory to keep waiting processes loaded.

All current read-only text segments in the system are maintained from the exs able. A
text table entry holds the location of the text segment on secondary memory.. If the segment is
lpaded, that table afso holds the primary memory location and the count of the number of
processes sharing this entry. When this count is reduced to zero, the entry is freed along with
any primary and secondary memory holding the segment. When a process first executes a
shared-text segment, a text table entry is allocated and the segment is loaded onto secondary
memory. If a second process executes a text segment that is already allocated .the entry refer-
ence count is simply incremented. .

A user process has some strictly private read-write data contained in its data segment. As
far as possible, the system does not use the user's data segment to hold systern data. In partic-
ular, there are no 170 buffers in the user address space.

The user dala segment has two growing boundaries. One, increased automatically by the
system as a result of memory faults, is used for a stack. The second boundary is only grown
{or shrunk) by explicit requests. The contents of newly allocated primary memory is initialized
to zero.

Also associated and swapped: with a process is a small fixed-size system data segment.
This segment contains all the data about the process that the system needs only when the pro-
cess is active. Examples of the kind of data contained in the system data segment are: saved
central processor registers, open file descriptors, accounting information, scratch data area, and
the stack for the system phase of the process. The system data segment is not addressable from
the user process and i§ therefore protected.

Last, there is a process table with one entry per process. This eatry contains all the data
needed by the system when the process is nor active. Examples are the process’s name, the
location of the other segments, and scheduling information. The process table entry is allo-
cated when the process is created, and freed when the process terminates. This process entry is
always directly addressable by the kernel.

Figure 1 shows the relationships between the various process control data. In a sense, the
process table is the definition of all processes, because all the data associated with a process may
be accessed starting from the process table entry.
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Fig. 1-—Process control data structure.
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2.1. Process creation and program execution

Processes are crealed by the system primitive fork. The newly created process (child) is a
copy of the original process (parent). There is no detectable sharing of primary memary
between the two processes. {Of course, if the parent process was executing from a read-only
text segment, the child will share the text segment.) Copies of all writable data segments are
made for the child process. Files that were open before the fork are truly shared after the fork.
The processes are informed as to their part in the relationship to allow them to select their own
(usuatly non-identical) destiny. The parent may wait for the termination of any of its children.

A process may exec a file. This consists of exchanging the current text and data segments
of the process for new text and dara segments specified in the file. The old segments are losl.
Doing an exee does not change processes; the process that did the exec persists, but after the
exec it is executing a different program. Files that were open before the exec remain open after
the exec.

If a program, say the first pass of a compiler, wishes to overlay itself with another pro-
gram, say the second pass, then it simply execs the second program. This is analogous to a
“‘goto.”” If a program wishes to regain control after execing a second program, it should fork a
child process, have the child exec the second program, and have the parent wait for the chitd.
This is analogous to a “‘call.” Breaking up the call into a binding followed by a transfer is simi-
lar to the subroutine linkage in SL-5.!

2.2. Swapping

The major data associated with a process (the user data segment, the system data seg-
ment, and the text segment) are swapped to and from secondary memory, as needed. The user
data segment and the system data segment are kept in contiguous primary memory to reduce
swapping latency. (When low-latency devices, such as bubbles, CCDs, or scatier/gather
devices, are used, this decision will have to be reconsidered.) Allocation of both primary and
secondary memory is performed by the same simple first-fit algorithm. When a process grows,
a new piece of primary memory is allocated. The contents of the old memory is copied to the
new memory. The old memory is freed and the tables are updated. If there is not enough pri-
mary memory, secondary memory is allocated instead. The process is swapped out onto the
secondary memory, ready to be swapped in with its new size.

One separate process in the kernel, the swapping process, simply swaps the other
processes in and out of primary memory. It examines the process table looking for a process
that is swapped out and is ready to run. It aliocates primary memory for that process and reads
its segments into primary memory, where that process competes for the central processor with
other loaded processes. If no primary memory is available, the swapping process makes
memory avajlable by examining the process table for processes that can be swapped out. It
selects a process to swap out, writes it to secondary memory, frees the primary memory, and
then goes back to look for a process Lo swap in.

Thus there are two specific algorithms to the swapping process. Which of the possibly
many processes that are swapped out is to be swapped in? This is decided by secondary storage
residence time. The one with the longest time out is swapped in first. There is a slight penalty
for larger processes. Which of the possibly many processes that are loaded is to be swapped
out? Processes that are waiting for slow events (i.e., not currently running or waiting for disk
1/0) are picked first, by age in primary memory, again with size penalties. The other processes
are examined by the same age algorithm, but are not taken out unless they are at least of some
age. This adds hysteresis to the swapping and prevents total thrashing.

These swapping algorithms are the most suspect in the system. With limited primary
memory, these algorithms cause total swapping. This is not bad in itself, because the swapping
does not impact the execution of the resident processes. However, if the swapping device must
also be used for file siorage, the swapping traffic severely impacts the Rle system traffic. It is
exactly these small systems that tend to double usage of limited disk resources.



2.3. Synchronization and scheduling

Process synchronization is accomplished by having processes wait for events, Events are
represented by arbitrary integers. By convention, events are chosen lo be addresses of tables
associated with those events. For example, a process that is waiting for any of its children to
terminate will wait for an event that is the address of its own process table entry. When a pro-
cess terminates, it signals the event represented by its parent’s process table entry. Signaling an
event on which no process is waiting has no effect. Similarly, signaling an event on which
many processes are waiting will wake all of them up. This differs considerably from Dijkstra’s
P and V synchronization operations,? in that no memory is associated with events. Thus there
need be no allocation of events prior to their use. Events exist simply by being used.

On the negative side, because there is no memory associated with events, no notion of
“how much™ can be signaled via the event mechanism. For example, processes thalt want
memoery might wait on an event associated with memory allocation. When any amount of
memory becomes available, the event would be signaled. Ali the competing processes would
then wake up to fight over the new memory. (In reality, the swapping process is the only pro-
cess that waits for primary memory to become available.)

If an event occurs between the time a process decides 1o wait for that event and the time
that process enters the wait state, then the process will wait on an event that has already hap-
pened {(and may never happen again). This race condition happens because there is no memory
agsociated with the event 1o indicate that the event has occurred; the only action of an event is
to change a set of processes from wait state to run state. This problem is relieved largely by the
fact that process switching can only occur in the kernei by explicit calls to the event-wait
mechanism. If the event in question is signaled by another process, then there is no problem.
But if the event is signaled by a hardware interrupt, then special care must be taken. These
synchronization races pose the biggest problem when UNIX is adapted to multiple-processor
configurations.?

The event-wait code in ihe kernel is like a co-routine linkage. At any time, all but one of
the processes has called event-wait. The remaining process is the one currently execuling.
When it calls event-wait, a process whose event has been signaled is selected and that process
returns from its call to event-wait.

Which of the runable processes is to run next? Associated with each process is a priority.
The priority of a system process is assigned by the code issuing the wait on an event. This is
roughly equivalent to the response that one would expect on such an event. Disk events have
high priority, teletype evenls are low, and time-of-day events are very low. (From observation,
the difference in system process priorities has little or no performance impact.) All user-process
priorities are lower than the lowest system priority. User-process priorities are assigned by an
algorithm based on the recent ratio of the amount of compute time to real time consumed by
the process. A process that has used a lot of compute time in the last real-time unit is assigned
a low user priority. Because interactive processes are characterized by low ratios of compute to
real time, interactive response is maintained without any special arrangements.

The scheduling algorithm simply picks the process with the highest priority, thus picking
all system processes first and user processes second. The compute-to-real-time ratio is updated
every second. Thus, all other things being equal, looping user processes will be scheduled
round-robin with a 1-second quantum. A high-priority process waking up will preempt a run-
ning, low-priority process. The scheduling algorithm has a very desirable negative feedback
character. If a process uses its high priority to hog the computer, its priority will drop. At the
same time, if a low-priority process is ignored for a long time, its priority will rise.

3. 1/O SYSTEM

The 1/0 system is broken into two completely separate systems: the block I/0 system and
the character 1/0 system. In retrospect, the names should have been “‘structured 1/0™ and
“‘unstructured 1/0,”" respectively; while the term “‘block 1/0™ has some meaning, *‘character




1/0” is a complete misnomer.

Devices are characterized by a major device number, a minor device number, and a class
(block or character). For each class, there is an array of entry poinis into the device drivers.
The major device number is used to index the array when calling the code for a particular
device driver. The minor device number is passed to the device driver as an argument. The
minor number has no significance other than that attributed to it by the driver. Usually, the
driver uses the minor number to access one of several identical physical devices.

The use of the array of entry points (configuration table) as the only conneclion between
the system code and the device drivers is very important. Early versions of the system had a
much less formal connection with the drivers, so that it was extremely hard to handcraft
differently configured systems. Now it is possible to create new device drivers in an average of
a few hours. The configuration table in most cases is created automatically by a program that
reads the system’s parts list.

3.1. Block I/0 system

The model block I/0 device consists of randomly addressed, secondary memery blocks of
512 bytes each. The blocks are uniformly addressed 0, 1, ... up to the size of the device. The
block device driver has the job of emulating this model on a physical device.

The block 1/0 devices are accessed through a layer of buffering software. The system
maintains a list of buffers (typically between 10 and 70} each assigned a*device name and 2
device address. This buffer pool constitutes a data cache for the block devices. On a read
request, the cache is searched for the desired block. If the block is found, the data are made
available to the requester without any physical 1/0. If the block is not in the cache, the least
recently used block in the cache is renamed, the correct device driver is called to fill up the
renamed buffer, and then the data are made available. Write requests are handled in an analo-
gous manner. The correct buffer is found and relabeled if necessary. The write is performed
simply by marking the buffer as “‘dirty.”” The physical I/0 is then deferred until the buffer is
renamed.

The benefits in reduction of physical I/0 of this scheme are substantial, especially consid-
ering the file system implementation. There are, however, some drawbacks. The asynchronous
nature of the algorithm makes error reporting and meaningful user error handling almost
impossible. The cavalier approach to 1/0 error handling in the UNIX system is partly due to the
asynchronous nature of the block 1/Q system. A second problem is in the delayed writes. If
the sysiem stops unexpectedly, it is almost certain that there is 2 lot of logically complete, but
physically incompléte, 1/0 in the buffers. There is a system primitive to flush all outstanding
1/0 activity from the buffers. Pericdic use of this primitive helps, but does not solve, the prob-
lem. Finally, the associativity in the bulfers can alter the physical 1/0 sequence from that of
the logical I/Q sequence. This means that there are times when data structures on disk are
inconsistent, even though the software is careful to perform I/0 in the correct order. On non-
random devices, notably magnetic tape, the inversions of wriles can be disastrous. The prob-
lem with magnetic tapes is “‘cured’’ by allowing only one outstanding write request per drive.

3.2. Character 1/0 system

The character 1/0 system consists of all devices that do not fall into the block [/O model.
This includes the *‘classical’’ character devices such as communications lines, paper tape, and
line printers. It also includes magnetic tape and disks when they are not used in a stereotyped
way, for example, 80-byte physical records on tape and track-at-a-time disk copies. In short,
the character 170 interface means ‘‘everything other than block.” I/0 requests from the user
are sent to the device driver essentially unaltered. The implementation of these reguests is, of
course, up to the device driver. There are guidelines and conventions to help the implementa-
tion of certain types of device drivers.



3.2.1. Disk drivers

Disk drivers are implemented with a queue of transaction records. Each record holds a
read/write flag, a primary memory address, a secondary memory address, and a transfer byte
count. Swapping is accomplished by passing such a record to the swapping device driver. The
block 1/0 interface is implemented by passing such records with requests to fill and empty sys-
tem buffers. The character 1/0 interface to the disk drivers créate a transaction record that
points directly into the user area. The routine that creates this record also insures that the user
is not swapped during this 1/0 transaction. Thus by implementing the general disk driver, it is
possible to use the disk as a block device, a character device, and a swap device. The only
really disk-specific code in normal disk drivers is the pre-sort of transactions to minimize
latency for a particular device, and the actuat issuing of the 1/0 request.

3.2.2. Character lists

Real character-oriented devices may be implemented using the common code to handie
character lists. A character list is a queue of characters. One routine puts a characier on a
queue. Another gets a character from a queue. It is also possible to ask how many characters
are currently on a queue. Storage for all queues in the system comes from a single common
pool. Putting a character on a queue will allocate space from the common peol and link the
character onto the data structure defining the queue. Getting a character from -a queue returns
the corresponding space to the pool.

A typical character-output device (paper tape punch, for example) is implemented by
passing characters from the user onto a character queue until some maximum number of char-
acters is on the queue. The 170 is prodded to start as soon as there is anything on the gqueue
and, once started, it is sustained by hardware completion interrupts. Each time there is a com-

- pletion interrupt, the driver gets the next character from the queue and sends it to the
hardware. The number of characters on the queue is checked and, as the count falls through
some intermediate level, an event (the queue address) is signaled. The process that is passing
characters from the user to the queue can be waiting on the event, and refill the queue to its
maximum when the event occurs.

A typical character input device (for example, a paper tape reader) is handled in a very
similar manner. -

Another class of character devices is the terminals. A terminal is represented by three
character queues. There are two input queues (raw and canonical) and an output queue. Char-
acters going to the ocutput of a terminal are handled by common code exactly as described
above. The main difference is that there is also code to interpret the output stream as ASCII
characters and to perform some translations, e.g., escapes for deficient terminals. Another
common aspect of terminals is code to insert real-time delay after certain controt characters.

Input on terminals is a little different. Characters are collected from the terminal and
placed on a raw inpul queue. Some device-dependent code conversion and escape interpreta-
tion is handled here. When a line is complete in the raw queue, an event is signaled. The code
catching this signal then copies a line from the raw queue to 2 canonical queue performing the
character erase and line kill editing. User read requests on terminals can be directed at either
the raw or canonical queues.

3.2.3. Other character devices

Finally, there are devices that fit no general category. These devices are set up as charac-
ter 1/0 drivers. An example is a driver that reads and wriles unmapped primary memory as an
170 device. Some devices are too fast to be treated a character at time, but do not fit the disk
170 mold. Examples are fast communications lines and fast line printers. These devices either
have their own buffers or “‘borrow®’ block 1/Q buffers for 2 while and then give them back.
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4. THE FILE SYSTEM

In the UNIX system, a file is a {one-dimensional) array of bytes. No other structure of
files is implied by the system. Files are attached anywhere (and possibly multiply) onto a
hierarchy of directories. Directories are simply files that users cannot write. For a further dis-
cussion of the external view of files and directories, see Ref, 4.

The uNIX file system is a disk data structure accessed completely through the block 1/0
system. As stated before, the canonical view of a ‘‘disk" is a randonily addressable array of
512-byte blocks. A file system breaks the disk into four self-identifying regions. The first
block (address 0) is unused by the file system. It is left aside for booting procedures. The
second block (address 1) contains the so-called *“super-block.”* This block, among other things,
contains the size of the disk and the boundaries of the other regions. Next comes the i-list, a
list of file definitions. Each file definition is a 64-byte structure, called an i-node. The offset of
a particular i-node within the i-list is called its i-number. The combination of device name
(major and minor numbers) and i-number serves to uniquely name a particular file. After the
i-list, and to the end of the disk, come free storage blocks that are available for the contents of
files.

The free space on a disk is maintained by a linked list of available disk blocks. Every
bleck in this chain conlains a disk address of the next block in the chain. The remaining space
contains the address of up to 50 disk blocks that are also free. Thus with one 170 operation,
the system obtains 50 free blocks and a pointer where to find more. The disk allocation algo-
rithms are very straightforward. Since all allocation is in fixed-size blocks and there is strict
accounting of space, there is no need to compact or garbage collect. However, as disk space
becomes dispersed, latency gradually increases. Some installations choose 10 occasionally com-
pact disk space to reduce latency.

An i-node contains 13 disk addresses. The first 10 of these addresses point direcily at the
first 10 blocks of a file. If a file is larger than 10 blocks (5,120 bytes), then the eleventh
address points at a block that contains the addresses of the next 128 blocks of the file. If the
file is still larger than this (70,656 bytes), then the twelfth block points at up to 128 blocks,
each pointing to 128 blocks of the file. Files yet larger (8,459,264 bytes) use the thirteenth
address for a *‘triple indirect”® address. The algorithm ends here with the maximum file size of
1,082,201,087 bytes.

A logical directory hierarchy is added to this flat physical structure simply by adding 2 new
type of file, the directory. A directory is accessed exactly as an ordinary file. It contains 16-
byle entries consisting of a 14-byte name and an i-number. The root of the hierarchy is at a
known i-number (viz., 2). The file system structure allows an arbitrary, directed graph of direc-
tories with regular files linked in at arbitrary places in this graph. In fact, very early UMNIX sys-
tems used such a structure. Administration of such a structure became so chaotic that later sys-
tems were restricted to a directory tree. Even now, with regular files linked multiply into arbi-
trary places in the tree, accounting for space has become a problem. It may become necessary
to restrict the entire structure (o a tree, and allow a new form of linking that is subservient to
the tree structure.

The file system allows easy creation, easy removal, easy random accessing, and very easy .
space allocation. ‘With most physical addresses confined to a small contiguous section of disk, it
is also easy to dump, restore, and check the consistency of the file system. Large files suffer
from indirect addressing, but the cache prevents most of the implied physical /0 without
adding much execution. The space overhead properties of this scheme are quite good. For
example, on one particular file system, there are 25,000 files containing 130M bytes of data-file
content. The overhead (i-node, indirect blocks, and last block breakage) is about 11.5M bytes. -
The directory structure to support these files has about 1,500 directories containing 0.6M bytes
of directory content and about 0.5M bytes of overhead in accessing the directories. Added up
any way, this comes out to less than a 10 percent overhead for actual stored data. Most sys-
tems have this much overhead in padded trailing blanks alone.



4.1. File system implementation

Because the i-node defines a file, the implementation of the file system centers around
access to the i-node. . The system mainiains a table of all active i-nodes. As a new file is
accessed, the system locates the corresponding i-node, allocates an i-node table entry, and reads
the i-node into primary memory. As in the buffer cache, the table entry is considered to be the
current version of the i-node. Modifications to the i-node are made to the table eniry. When
.the last access to the i-node goes away, the table entry is copied back to the secondary store i-
list and the table entry is fregd.

All 1/0 operations on files are carried out with the aid of the corresponding i-node table
entry. The accessing of a file is a straightforward implementation of the algorithms mentioned
previously. The user is not aware of i-nodes and i-numbers. References to the file system are
made in terms of path names of the directory tree. Converting a path name into an i-node
table entry is also straightforward. Starting at some known i-node (the root or the current
directory of some process}, the next component of the path name is searched by reading the
directory. This gives an i-number and an implied device (that of the directory). Thus the next
i-node table entry can be accessed. If that was the last component of the path name, then this
i-node is the result. If not, this i-node is the directery needed 1o look up the next component
of the path name, and the algorithm is repeated.

The user process accesses the file system with certain primitives. The most common of
these are open, create, read, write, seek, and close. The data structures maintained are shown

/]/ _._/I,_._

in Fig. 2. . '
PER.USER OPEN
FILE TABLE
] SWAPPED
"T jpsmussn
OPEN FILE ACTIVE |-NODE
TABLE TABLE

RESIDENT

'T PER/SYSTEM
‘I Vv .
) Vv )
1.NODE : SECONDARY
STORAGE
FILE PER/
FILE  |a—s{ MAPPING - FILE SYSTEM
ALGORITHMS

Fig. 2—File system dala structure.

In the system data segment associated with a user, there is room for some (usually between 10
and 50)*open files. This open file table consists of pointers that can be used to access
corresponding i-node table entries. Associated with each of these open files is a current [/0
pointer. This is a byte offset of the next read/write operation on the file. The system treats
each read/wrile request as random with an implied seek to the 1/Q pointer. The user usually
thinks of the file as sequential with the [/O pointer automalically counting the number of bytes
that have been read/written from the file. The user may, of course, perform random 1/0 by
selting the [/O pointer bafore reads/writes.

With file sharing, it is necessary to allow related processes 1o share a common 1/0 poinier
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anid yet have separate 1/0 pointers for independent processes that access the same file, With
these iwo conditions, the 1/0 pointer cannot reside in the i-node table nor can it reside in the
list of open files for the process. A new table {the open file table) was invenied for the sole
purpose of holding the I/Q pointer. Processes that share the same open file (the result of
forks) share a common open file table entry. A separate open of the same file will only share
the i-node table entry, but will have distinct open file table entries.

The main file system primitives are implemented as follows. open converts a file system
path name into an i-node table entry. A poinler to the i-node table entry is placed in a newly
created open file table entry. A pointer to the file table entry is placed.in the system data seg-
ment for the process. create first creates a new i-node entry, writes the i-number into a direc-
tory, and then builds the same structure as for an open. read and write just access the i-node
entry as described above. seek simply manipulates the 1/0 pointer. No physical seeking is
done. close just frees the structures built by open and create. Reference counts are kept on
the open file table entries and the i-node table entries to free these structures after the last
reference goes away. unlink simply decrements the count of the number of directories point-
ing at the given i-node. When the last reference to an i-node table entry goes away, if the i-
node has no directeries pointing to it, then the file is removed and the i-node is freed. This
delayed removal of files prevents problems arising from removing active files. A file may be
removed while still open. The resulting unnamed file vanishes when the file is closed. This is
a method of obtaining temporary files.

There is a type of unnamed FIFO file called a pipe. Implementation of pipes consists of
implied seeks before each read or write in order to implement first-in-first-out. There are also
checks and synchronization to prevent the writer from grossly outproducing the reader and to
prevent the reader from overtaking the writer. ’

4.2. Mounted file systems.

The file system of a UNIX system starts with some designated block device formatted as
described above to contain a hierarchy. The root of this structure is the root of the unix file
system. A second formatted block device may be mounted at any leaf of the current hierarchy.
This logically extends the current hierarchy. The implementation of mounting is trivial. A
mount table is maintained containing pairs of designated leaf i-nodes and block devices. When
converting a path name into an i-node, a check is made to see if the new i-node is a designated
leaf. If it is,-the i-node of the root of the block device replaces it.

Atlocation of space for a file is taken from the free pool on the device on which the file
lives. Thus a file system consisting of many mounted devices does not have a common pool of
free secondary storage space. This separation of space on different devices is necessary to allow
easy unmounting of a device.

4.3. Other system functions

There are some other things that the system does for the user—a litile accounting, a little
tracing/debugging, and a little access protection. Most of these things are not very well
developed because our use of the system in computing science research does not need them.
There are some features that are missed in some applications, for example, better inter-process
communication.

The UNIX kernel is an 1/0 multiplexer more than a complete operating system. This is as
it should be. Because of this outlook, many features are found in most other operating systems
that are missing from the UNIX kernel. For example, the UNIX kernel does not support file
access methods, file disposition, file formats, file maximum size, spooling, command language,
logical records, physical records, assignment of logical file names, logica! file names, more than
one character set, an operator's console, an. operator, log-in, or log-out. Many of these things
are symptoms rather than features. Many of these things are implemented in user sofiware
using the kernel as a tool. A good exampie of this is the command language.’ Each user may
have his own command language. Mzintenance of such code is as easy as mainiaining user
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code. The idea of implementing “*system” code with general user primitives comes directly
from MULTICS.® .
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A Tour Through the Portable C Compiler

S. C. Johnson

Bell Laboratories ‘
Murray Hill, New Jersey 07974

Introduction

A C compiler has been implemented that has proved to be quite portable, serving as the
basis for C compilers on roughly a dozen machines, including the Honeywell 6000, IBM 370,
and Interdata 8/32. The compiler is highly compatible with the C language standard.!

Among the goals of this compiler are portability, high reliability, and the use of state-of-
the-art techniques and tools wherever practical. Although the efficiency of the compiling pro-
cess is not a primary goal, the compiler is efficient enough, and produces good enough code, to
serve as a production compiler. '

The language implemented is highly compatible with the current PDP-11 version of C.
Moreover, roughly 75% of the compiler, including nearly all the syntactic and semantic rou-
tines, is machine independent. The compiler also serves as the major portion of the program
lint, described elsewhere.?

A number of earlier attempts to make portable compilers are worth noting. While on
CGO-0OP assignment to Bell Labs in 1973, Alan Snyder wrote a portable C compiler which was
the basis of his Master’s Thesis at M.L.T.3 This compiler was very slow and complicated, and
contained a number of rather serious implementation difficulties; nevertheless, a number of
Snyder's ideas appear in this work.

Most earlier portable compilers, including Snyder’s, have proceeded by defining an inter-
mediate language, perhaps based on three-address code or code for a stack machine, and writing
a machine independent program to translate from the source code to this intermediate code.
The intermediate code is then read by a second pass, and interpreted or compiled. This
approach is elegant, and has a number of advantages, especially if the target machine is far
removed from the host. It suffers from some disadvantages as well. Some constructions, like
initialization and subroutine prologs, are difficult or expensive to express in a machine indepen-
dent way that still allows them to be easily adapted to the target assemblers. Most of these
approaches require a symbol table to be constructed in the second (machine dependent) pass,
and/or require powerful target assemblers. Alsq many conversion operators may be generated
that have no effect on a given machine, but may be needed on others (for example, pointer to
pointer conversions usually do nothipng in C,- but must be generated because there are some
machines where they are significant). :

For these reasons, the first pass of the portable compller is not entirely machine indepen-
dent. It contains some machine dependent features, such as initialization, subroutine prolog
and epilog, certain storage allocation functioris, code for the swirch statement, and code to
throw out unneeded conversion operators, ' .

As a crude measure of the degree of portability actually achieved, the Interdata 8/32 C
compiler has roughly ‘600 machine dependent lines of source out of 4600 in Pass 1, and 1000
out of 3400 in Pass 2. In total, 1600 out of 8000, or 20%, of the total source is machine depen-
dent (12% in Pass 1, 30% in Pass 2). These percentages can be expected to rise slightly as the
compiler is tuned. The percentage of machine-dependent code for the IBM is 22%, for the
Honeywell 25%. If the assembler format and structure were the same for all these machines,
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perhaps another 5-10% of the code would become machine independent.

These figures are sufficiently misleading as to be almost meaningless. A large fraction of
the machine dependent code can be converted in a straightforward, almost mechanical way. On
the other hand, a certain amount of the code requres hard inteflectual effort to converl, since
the algorithms embodied in this part of the code are typically complicated and machine depen-
dent.

To summarize, however, if you need a C compiler written for a machine with a reason-
able architecture, the compiler is already three quarters finished!

Qverview

This paper discusses the structure and organization of the portable compiler. The intent is
to give the big picture, rather than discussing the details of a particular machine implementa-
tion. After a brief overview and a discussion of the source file structure, the paper describes
the major data structures, and then delves more closely into the two passes. Some of the
theoretical work on which the compiler is based, and its application to the compiler, is discussed
elsewhere.4 One of the major design issues in any C compiler, the design of the calling
sequence and stack frame, is the subject of a separate memorandum.’

The compiler consists of two passes, pass/ and pass?, that together turn C source code
into assembler code for the target machine. The two passes are preceded by a preprocessor,
that handles the #define and #include statements, and related features (e.g., #ifdef, etc.). It
is a nearly machine independent program, and will not be further discussed here,

The output of the preprocessor is a text file that is read as the standard input of the first
pass. This produces as standard output another text file that becomes the standard input of the
second pass. The second pass produces, as standard output, the desired assembler janguage
source code. The preprocessor and the two passes all write error messages on the standard
error file. Thus the compiler itself makes few demands on the [/O library support, aiding in the
bootstrapping process.

Although the compiler is divided into two passes, this represents historical accident more
than deep necessity. In fact, the compiler can optionally be loaded so that both passes operate
in the same program. This “‘one pass’ operation eliminates the overhead of reading and writ-
ing the intermediate file, so the compiler operates about 30% faster in this mode. [t also occu-
pies about 30% more space than the larger of the two component passes.

Because the compiler is fundamentally structured as two passes, even when loaded as one,
this document primarily describes the 1wo pass version.

The first pass does the lexical analysis, parsing, and symbol table maintenance. It also
constructs parse trees for expressions, and keeps track of the types of the nodes in these irees.
Additiona! code is devoted to initialization. Machine dependent portions of the first pass serve
to generate subroutine prologs and epilogs, code for switches, and code for branches, label
definitions, alignment operations, changes of location counter, étc.

The intermediate file is a text file organized into lines. Lines beginning with a right
parenthesis are copied by the second pass directly to its output file, with the parenthesis
stripped off. Thus, when the first pass produces assembly code, such as subroutine prologs,
ete., each line is prefaced with a right parenthesis; the second pass passes these lines to through
to the assembler.

The major job done by the second pass is generation of code for expressions. The expres-
sion parse trees produced in the first pass are written onto the intermediate file in Polish Prefix
form: first, there is a line beginning with a period, followed by the source file line number and
name on which the expression appeared (for debugging purposes). The successive lines
represent the nodes of the parse tree, one node per line. Each line contains the node number,
type, and any values (e.g., values of constants) that may appear in the node. Lines represent-
ing nodes with descendants are immediately followed by the left subtree of descendants, then
the right. Since the number of descendants of any node is completely determined by the node
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number, there is no need to mark the end of the tree.

There are only two other line types in the intermediate file. Lines beginning with a left
square bracket (‘[') represent the beginning of blocks (delimited by { ... | in the C source);
lines beginning with right square. brackets (‘]”) represent the end of blocks. The remainder of
these lines tell how much stack space, and how many register variables, are currently in use.

Thus, the second pass reads the intermediate files, copies the *) lines, makes note of the
information in the *[* and ‘]’ lines, and devotes most of its effort to the *.” lines and their asso-
ciated expression trees, turning them turns into assembly code to evaluate the expressions.

In the one pass version of the compiler, the expression trees that are built by the first pass
have been declared to have room for the second pass information as well. Instead of writing
the trees onto an intermediate file, each tree is transformed in place into an acceptable form for
the code generator. The code generator then writes the result of compiling this tree onto the
standard output. Instead of ‘[* and ‘I’ lines in the intermediate file, the information is passed
directly to the second pass routines. Assembly code produced by the first pass is simply written
out, without the need for ')* at the head of each line.

The Source Files )

The compiler source consists of 22 source files. Two files, manifest and macdefs, are
header files included with all other files. Aanifest has declarations for the node numbers, types,
storage classes, and ‘other global data definitions. Macdefs has machine-dependent definitions,
such as the size and alignment of the various data representations. Two machine sindependent
header files, mfife! and mfile2, contain the data structure and manifest definitions for the first
and second passes, respectively. In the second pass, a machine dependent header file,
mac2defs, contains declarations of register names, etc.

There is a file, common, containing (machine independent) routines used in both passes.
These include routines for allocating and freeing trees, walking over trees, printing debugging
information, and printing error messages. There are two dummy files, comm{.c and comm2.c,
that simply include common within the scope of the appropriate passl or pass2 header files.
When the compiler is loaded as a single pass, common only needs (o be included once: comml.c
is not needed.

Entire sections of this document are devoted to the detailed structure of the passes. For
the moment, we just give a brief description of the files. The first pass is obtained by compiling
and loading scan.c, cgram.c, xdefs.c, pfin.c, rees.c, optim.c, local.c, code.c, and comml.c. Scan.cis
" the lexical analyzer, which is used by cgram.c, the result of applying Yacc® to the input grammar
cgram.y. Xdefs.c is a short file of external definitions. Pfin.c maintains the symbol table, and
does initialization. Trees.c builds the expression trees, and computes the node types. Oprim.c
. does some machine independent optimizations on the expression trees. Comm!.c includes com-
"« mon, that contains service routines common to the two passes of the compiler. All the above
files are machine independent. The files focalc and code.c contain machine dependent code for
generating subroutine prologs, switch code_, and the like.

The second pass is produced by compiling and loading reader.c, alfo.c, march.c, commli.c,
order.c, local.c, and iable.c. Reader.c reads the intermediate file, and controls the major logic of
the code generation. Allo.c keeps track of busy and free registers. March.c controls the match-
ing of code templates to subtrees of the expression tree to be compiled. Comm2.c includes the
file comumon, as in the first pass. The above files are machine independent. Order.c controls the

-machine dependent details of the code generation strategy. Local2.c has many small machine
dependent routines, and tables of opcodes, register types, etc. Table.c has the code template
tables, which are also clearly machine dependent.



Data Structure Considerations.

This section discusses the node numbers, type words, and expression trees, used
throughout both passes of the compiler.

The file manifest defines those symbols used throughout both passes. The intent is to use
the same symbol name (e.g., MINUS) for the given operator throughout the lexical analysis,
parsing, tree building, and code generation phases; this requires some synchronization with the
Yace input file, cgram.y, as well.

A token like MINUS may be seen in the lexical analyzer before it is known whether it is a
unary or binary operator; clearly, it is necessary to know this by the time the parse tree is con-
structed. Thus, an operator (really 2 macro) called UNARY is provided, so that MINUS and
UNARY MINUS are both distinct node numbers. Similarly, many binary operators exist in an
assignment form (for example, —=), and the operator ASG may be applied to such node
names to generate new ones, .g. ASG MINUS.

It is frequently desirable to know if a node represenis a leaf (no descendants), a unary
operator (one descendant) or a binary operator (iwo descendants). The macro opgype(o) returns
one of the manifest constants LTYPE, UTYPE, or BITYPE, respectively, depending on the
node number o. Similarly, asgoplo) returns true if o is an assignment operator number (=,
+ =, etc. }, and logop(o) returns true if o is a relational or togical (&&, I, or !) operator.

C has a rich typing structure, with a potentially infinite number of types. To begin with,
there are the basic types: CHAR, SHORT, INT, LONG, the unsigned versions known as
UCHAR, USHORT, UNSIGNED, ULONG, and FLOAT, DOUBLE, and finally STRTY (a
structure), UNIONTY, and ENUMTY. Then, there are three operators that can be applied to
types to make others: if ris a type, we may potentially have types poinier (o 1, fitnction retirning
t, and array of t's generated from + Thus, an arbitrary type in C consists of a basic type, and
zero or more of these operators.

[n the compiler, a type is represenied by an unsigned integer; the rightmost four bits hold
the basic type, and the remaining bits are divided into two-bit fields, containing 0 (no opera-
tor}, or one of the three operators described above. The modifiers are read right to left in the
word, starting with the two-bit field adjacent 1o the basic type, until a field with O in it is
reached. The macros PTR, FTN, and ARY represent the pointer to, function returning, and array
of operators. The macro values are shifted so that they align with the first (wo-bit field; thus
PTR+INT represents the type for an integer pointer, and

ARY + (PTR<<2) + (FTN< <4) + DQUBLE

represents the type of an array of pointers to functions returning doubles.

The type words are ordinarily manipulated by macros. If tis a type word, BTYPE(1) gives
the basic type. SSPTR(1), ISARY(r), and ISFTN(:) ask if an object of this type is a pointer,
array, or a function, respectively. MODTYPE(1b) sets the basic type of ¢t to 6 DECREF()
gives the type resulting from removing the first operator from « Thus, if fis a pointer 10 ¢, a
function returning ¢, or an array of ¢, then DECREF() would equal 1. INCREF(1) gives the
type representing a pointer to + Finally, there are operators for dealing with the unsigned
types. ISUNSIGNED(:) rewrns true if ¢ is one of the four basic unsigned types; in this case,
DEUNSIGN (1) gives the associated ‘signed’ type. Similarly, UNSIGNABLE{Y) returns true if 1 is
one of the four basic types that could become unsigned, and ENUNSIGN(i returns the
unsigned analogue of ¢ in this case.

The other important global data struciure is that of expression trees. The actual shapes of
the nodes are given in mfile! and mfile2. They are not the same in the two passes; the first pass
nodes contain dimension and size information, while the second pass nodes contain register
allocation information. Wevertheless, all nodes contain fields called op, containing the node
number, and ppe, containing the type word. A function called talloc{) returns a pointer to a
new tree node. To free a node, its op field nesd merely be set to FREE. The other fields in
the node will remain intact at least until the next allocation.
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Nodes representing binary operators contain fields, feft and right, that contain pointers to
the left and right descendants. Unary operator nodes have the left field, and a value field called
rval Leaf nodes, with no descendants, have two value fields: fvaland rval

At appropriate’ times, the function fcheck() can be called, to check that there are no busy
nodes remaining. This is used as a compiler consistency check. The function tcopy(p) takes a
pointer p that poinis t0 an expression tree, and returns a pointer to a disjoint copy of the tree.
The function walklp,f} performs a postorder walk of the tree pointed to by p, and applies the
function fto each node. The function fivalk(p,fd) does a preorder walk of the tree pointed to
by p. At each node, it calls a function f passing to it the node pointer, a2 value passed down
from its ancestor, and twe pointers to values to be passed down to the left and right descen-
dants (if any). The value dis the value passed down to the root. Fwalk is used for a number
of tree labeling and debugging activities.

The other major data structure, the symbol table, exists only in pass one, and will be dis-
cussed later.

Pass One

The first pass does lexical analysis, parsing, symbol table maintenance, tree building,
optimization, and a number of machine dependent things. This pass is largely machine
independent, and the machine independent sections can be pretty successfully ignored. Thus,
they will be only sketched here.

Lexical Analysis

The lexical analyzer is a conceptually simple routine that reads the input and returns the
tokens of the C language as it encounters them. names, constants, operators, and keywords.
The conceptual simplicity of this job is confounded a bit by several other simple jobs that
unfortunately must go on simuhaneously. These include

] Keeping track of the current filename and {ine number, and occasionally setting this infor-
mation as the result of preprocessor control lines.

Skipping comments.

Properly dealing with octal, decimal, hex, floating point, and character constants, as well
as character strings.

To achieve speed, the program maintains several tables that are indexed into by character
value, to tell the lexical analyzer what to do next. To achieve portability, these tables must be
initialized each time the compiler is run, in order that the table entries reflect the local charac-
ter set values. -

Parsing

As mentioned above, the parser is generated by Yacc from the grammar on file cgram.y.
The grammar is relatively readable, but contains some unusual features that are worth com-
ment.

Perhaps the strangest feature of the grammar is the treatment of declarations. The prob-
lem is to keep track of the basic type and the storage class while interpreting the various stars,
brackets, and parentheses thal may surtound a given name. The entire declaration mechanism
must be recursive, since declarations may appear within declarations of structures and unions,
or even within a sizeof construction inside a dimension in another declaration!

There are some difficulties in using a bottom-up parser, such as produced by Yacc; to han-
dle constructions where a lot of left context information must be kept around. The problem is
that the original PDP-11 compiler is top-down in implementation, and some of the semantics of
C reflect this. In a top-down parser, the input rules are restricted somewhat, but one can natur-
ally associate temporary storage with a rule at a very early stage in the recognition of that rule.
In a bottom-up parser, there is more freedom in the specification of rules, but it is more
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difficult to know what rule is being matched unti! the entire rule is seen. The parser described
by cgram.c makes effective use of the bottom-up parsing mechanism in some places (notably
the treatment of expressions), but struggles against the restrictions in others. The usual result
is that it is necessary to run a stack of values *‘on the side™, independent of the Yacc value
stack, in order to be able to store and access information deep within inner constructions,
where the relationship of the rules being recopnized to the total picture is nol yet clear.

In the case of declarations, the attribute information (type, etc.) for a declaration is care-
fully kept immediately to the left of the declarator (that part of the declaration involving the
~ name). In this way, when it is time to declare the name, the name and the type information

can be quickly brought together. The ‘30" mechanism of Yacc is used to accomplish this.
The result is not pretty, but it works. The storage class information changes more slowly, so it
is kept in an external variable, and stacked if necessary. Some of the grammar could be consid-
erably cleaned up by using some more recent features of Yacc, notably actions within rules and
the ability to return multiple values for actions.

A stack is also used to keep track of the current location to be branched to when a break
or continue statement is processed.

This use of external stacks dates from the time when Yacc did not permit values to be
structures. Some, or most, of this use of external stacks could be eliminated by redoing the
grammar to use the mechanisms now provided. There are some areas, however, particularly
the processing of structure, union, and enum declarations, function prologs, and switch slate-
ment processing, when having all the affected data together in an array speeds later processing;
in this case, use of external storage seems essential.

The cgram.y file aiso contains some small functions used as utility functions in the parser.
These include routines for saving case values and labels in processing switches, and stacking
and popping values on the external stack described above.

Storage Classes

C has a finite, but fairly extensive, number of storage classes available. One of the com-
piler design decisions was to process the storage class information totally in the first pass; by the
second pass, this information must have been totally dealt with. This means that all of the
storage allocation must take place in the first pass, so that references to automatics and parame-
ters can be turned into references to cells lying a certain number of bytes offset from certain
machine registers. Much of this transformation is machine dependent, and strongly depends on
the storage class.

The classes include EXTERN (for externally declared, but not defined variables),
EXTDEF (for external definitions}, and similar distinctions for USTATIC and STATIC,
UFORTRAN and FORTRAN (for fortran functions) and ULABEL and LABEL. The storage
classes REGISTER and AUTO are obvious, as are STNAME, UNAME, and ENAME (for
structure, union, and enumeration tags), and the associated MOS, MQU, and MOE (for the
members). TYPEDEF is treated as a storage class as well. There are two special storage
classes: PARAM and SNULL. SNULL is used to distinguish the case where no explicit storage
class has been given; before an entry is made in the symbol table the true storage class is
discovered. Similarly, PARAM is used for the temporary entry in the symbol table made
before the declaration of function parameters is completed.

The most c_omplexity in the storage class process comes from bit fields. A separate
storage class is kept for each width bit field; a & bit bit field has storage class & plus FIELD.
This enables the size to be quickly recovered from the storage class.




Symbol Table Maintenance.

The symbol table routines do far more than simply enter names into the symbol table;
considerable semantic processing and checking is done as well. For example, if a new declara-
tion comes in, it must be checked to see if there is a previous declaration of the same symbol.
If there is, there are many cases. The declarations may agree and be compatible (for example,
an extern declaration can appear twice) in which case the new declaration is ignored. The new
declaration may add information (such as an explicit array dimension) to an already present
declaration. The new declaration may be different, but still correct {(for example, an extern
declaration of something may be entered, and then later the definition may be seen). The new
declaration may be incompatible, but appear in an inner block; in this case, the old declaration
is carefully hidden away, and the new one comes into force until the block is left. Finaily, the
declarations may be incompatible, and an error message must be produced.

A number of other factors make for additional complexity. The type declared by the user
is not always the type entered into the symbol table (for example, if an formal parameter to a
function is declared to be an array, C requires that this be changed into a pointer before entry
in the symbol table). Moreover, there are various kinds of illegal types that may be declared
which are difficult to check for syntactically (for example, a function returning an array).
Finally, there is a strange feature in C thal requires structure tag names and member names for
structures and unions to be taken from a different logical symbol table than ordinary identifiers.
Keeping track of which kind of name is involved is a bit of struggle (consider typedef names
used within structure declarations, for example).

The symbol table handling routines have been rewritten a number of times to extend
features, improve performance, and fix bugs. They address the above problems with reasonable
effectiveness but a singular lack of grace.

When a name is read in the input, it is hashed, and the routine fookup is called, together
with a flag which tells which symbol table should be searched {actually, both symbol tables are
stored in one, and a [lag is used to distinguish individual entries). If the name is found, lookup
returns the index to the entry found; otherwise, it makes a new entry, marks it UNDEF
{undefined), and returns the index of the new entry. This index is stored in the #val field of a
NAME node.

When a declaration is being parsed, this NAME node is made part of a tree with UNARY
MUL nodes for each *, LB nodes for each array descripior (the right descendant has the dimen-
sion), and UNARY CALL nodes for each function descriptor. This tree is passed to the rou-
tine pmerge, along with the attribute type of the whole declaration; this routine collapses the
tree to a single node, by cailing preduce, and then modifies the type to reflect the overall type
of the declaration.

Dimension and size information is stored in a table called dimrab. To properly describe a
type in C. one needs not just the type information but also size information (for structures and
enums) and dimension information (for arrays). Sizes and offsets are dealt with in the com-
piler by giving the associated indices into dimab. Tvmerge and preduce call dstash to pul the
discovered dimensions away into the dinnab array. Tvmerge returns a pointer 10 a single node
that contains the symbol table index in its rva/field, and the size and dimension indices in fields
csiz and cdim, respectively. This information is properly considered part of the type in the first
pass, and is carried around at all times.

To enter an element into the symbol table, the routine defid is called; it is handed a
storage class, and a pointer 1o the node produced by qvmerge. Delid calls fixppe, which adjusts
and checks the given type depending on the storage class. and converts null types appropriately.
It then calls fixclass, which does a similar job for the storage class; it is here, for example, that
register declarations are either allowed or changed to auto.

The new declaration is now compared against an older one, if present, and several pages
of validity checks performed. If the definitions are compatible, with possibly some added infor-
mation, the processing is straightforward. If the definitions differ, the block levels of the
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current and the old declaration are compared. The current block level is kept in blevel, an
external variable; the old declaration level is kept in the symbol table. Block level 0 is for
external declarations, | is for arguments to functions, and 2 and above are blocks within a func-
tion. If the current block level is the same as the old declaration, an error results. If the
current block level is higher, the new declaration overrides the old. This is done by marking
the old symbol table entry “*hidden’, and making a new entry, marked *‘*hiding"”. Loekup will
skip over hidden entries. When a block is left, the symbol table is searched, and any entries
defined in that block are destroyed; if they hid other entries, the old entries are “‘unhidden™.

This nice block structure is warped a bit because labgls do not follow the block structure
rules {one can do a goto into a block, for example); default definitions of functions in inner
blocks also persist clear out to the outermost scope. This implies that cleaning up the symbol
table after block exit is more subtle than it might first seem.

For successful new definilions, defid also initializes a ‘*general purpose' field, offser, in the
symbol table. It contains the stack offset for automatics and parameters, the register number
for register variables, the bit offset into the structure for structure members, and the internal
label number for static variables and labels. The offset field is set by faflec for bit fields, and
delstruct for structures and unions.

The symbol table entry itself thus contains the name, type word, size and dimension
offsets, offset value, and declaration block level. It also has a field of flags, describing what
symbol table the name is in, and whether the entry is hidden, or hides another. Findlly, a field
gives the line number of the last use, or of the definition, of the name. This is used mainly for
diagnostics, but is useful to /inras well.

In some special cases, there is more than the above amount of information kept for the
use of the compiler. This is especially true with structures; for use in initialization, structure
declarations must have access to a list of the members of the structure. This list is also kept in
dimiab. Because a structure can be mentioned long before the members are known, it is neces-
sary to have another level of indirection in the table. The two words following the csiz entry in
dimiab are used to hold the alignment of the structure, and the index in dimtab of the list of
members. This list contains the symbol table indices for the structure members, terminated by
a—l.

Tree Building

The portable compiler transforms expressions into expression trees. As the parser recog-
nizes each rule making up an expression, it calls buwildiree which is given an operator number,
and pointers to the left and right descendants. Buifdiree first examines the left and right des-
cendants, and, if they are both constants, and the operator is appropriate, simply does the con-
stant compulation at compile time, and returns the result as a constant. Otherwise, buildiree
allocates a node for the head of the tree, attaches the descendants to it, and ensures that
conversion operators are generated if needed, and that the type of the new node is consistent
with the types of the operands. There is also a considerable amount of semantic complexity
here; many combinations of types are illegal, and the portable compiler makes a strong effort to
check the legality of expression types completely. This is done both for /int purposes, and to
prevent such semantic errors from being passed through to the code generator,

The heart of buildiree is a large table, accessed by the routine opact. This routine maps
the types of the left and right operands into a rather smaller set of descriptors, and then
accesses a table (actually encoded in a switch statement) which for each operator and pair of
types causes an action to be returned. The actions are logical or's of a number of separate
actions, which may be carried out by buwildiree. These component actions may include checking
the left side to ensure that it is an Ivalue {can be stored into), applying a type conversion to the
left or right operand, setting the type of the new node to the type of the left or right operand,
calling various routines 1o balance the types of the left and right operands, and suppressing the
ordinary conversion of arrays and function operands to pointers. An important operation is
OTHER, which causes some special code to be invoked in buildiree, 10 handle issues which are
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unique to a particular operator. Examples of this are structure and union reference {actually
handled by the routine swef, the building of NAME, ICON, STRING and FCON (floating
point constant) nodes, unary * and &, structure assignment, and calls. In the case of unary *
and &, buildiree will cancel a * applied to a tree, the top node of which is &, and conversely.

Another special operation is PUN; this causes the compiler to check for type mismatches,
such as intermixing pointers and integers.

The treatment of conversion operators is still a rather strange area of the compiler (and of
C!). The recent introduction of type casts has only confounded this situation. Most of the
conversion operators are generated by calls to pmarch and prmarch, both of which are given a
tree, and asked to make the operands agree in type. Prmarch treats the case where one of the
operands is a pointer, fymarch treats all other cases. Where these routines have decided on the
proper type for an operand, they cafl makeqy, which is handed a tree, and a type word, dimen-
sion offset, and size offset. If necessary, it inserts a conversion operation to make the types
correct. Conversion operations are never inserted on the left side of assignment operators,
however. There are two conversion operators used; PCONV, if the conversion is to a non-basic
type (usually a pointer), and SCONV, if the conversion is to a basic type (scalar).

To allow for maximum flexibitity, every node produced by buildiree is given to a machine
dependent routine, clocal, immediately afler it is produced. This is to allow more or less
immediate rewriting of those nodes which must be adapted for the local machine. The conver-
sion operations are given to clocal as well; on most machines, many of these conversions do
nothing, and should be thrown away (being careful to retain the type). If this operation is done
too early, however, later calls to birildiree may get confused about correct type of the subtrees;
thus clocal is given the conversion ops only after the entire tree is built. This topic will be dealt
with in more detail later.

Initialization

Initialization is one of the messier areas in the portable compiler. The only consolation is
that most of the mess takes place in the machine independent part, where it is may be safely
ignored by the implementor of the compiler for a particular machine.

The basic problem is that the semantics of initialization really calls for a co-routine struc-
ture; one collection of programs reading constants from the input stream, while another,
independent set of programs places these constants into the appropriate spots in memory. The
dramatic differences in the local assemblers also come to the fore here. The parsing problems
are dealt with by keeping a rather extensive stack containing the current state of the initializa-
tion; the assembler problems are dealt with by having a fair number of machine dependent rou-
tines.

The stack contains the symbol table number, type, dimension index, and size index for
the current identifier being initialized. Another entry has the offset, in bits, of the beginning of
the current identifier. Another entry keeps track of how many elements have been seen, if the
current identifier is an array. Still another entry keeps track of the current member of a struc-
ture being initialized. Finally, there isan entry containing flags which keep track of the current
state of the initialization process (e.g., tell if a | has been seen for the current identifier.)

When an initialization begins, the routine beginir is called; it handles the alignment restric-
tions, if any, and calls instk to create the stack entry. This is done by first making an entry on
the top of the stack for the item being initialized. If the top entry is an array, another entry is
made on the stack for the first element. If the top entry is a structure, another entry is made
on the stack for the first member of the structure. This continues until the top element of the
stack is a scalar. fuasik then returns, and the parser begins collecting initializers.

When a constant is obtained, the routine deinit is called; it examines the stack, and does
whatever is necessary 1o assign the current constant to the scalar on the top of the stack. gors-
cal is then called, which rearranges the stack so that the next scalar to be initialized gets placed
on top of the stack. This process continues until the end of the initializers; endinit cleans up. If
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a { or } is encountered in the string of initializers, it is handied by calling ilbrace or irbrace,
respectively.

A central issue is the treatment of the ‘*holes™ that arise as a result of alignment restric-
tions or explicit requests for holes in bit fields. There is a global variable, inoff, which contains
the current offset in the initialization (all offsets in the first pass of the compiler are in bits).
Doinit figures out from the top entry on the stack the expected bit offset of the next identifier,
it calls the machine dependent routine inforce which, in a machine dependent way, forces the
assembler to set aside space if need be s0 that the next scalar seen will go into the appropriate
bit offset position. The scalar itself is passed to one of the machine dependent routines fincode
(for floating point initialization), incode (for fields, and other initializations less than an int in
size), and cinit (for all other initializations). The size is passed to all these routines, and it is up
to the machine dependent routines to ensure that the initializer occupies exactly the right size.

Character strings represent a bit of an exception. If a character string is seen as the ini-
tializer for a pointer, the characters making up the string must be put out under a different
location counter. When the lexical analyzer sees the quote at the head of a character string, it
returns the token STRING, but does not do anything with the contents. The parser calls getstr,
which sets up the appropriate location counters and flags, and calls Ixsir to read and process the
contents of the string.

If the string is being used to initialize a character array, Ixser calls putbyre, which in effect
simulates doirnit for each character read. If the string is used to initialize a character peinter,
Ixstr calls a machine dependent routine, bycode, which stashes away each character. The pointer
to this string is then returned, and processed normally by doinit.

The null at the end of the string is treated as if it were read explicitly by Ixsrr.

—

Statements

The first pass addresses four main areas; declarations, expressions, initialization, and
statements. The statement processing is relatively simple; most of it is carried out in the parser
directly. Most of the logic is concerned with allocating label numbers, defining the labels, and
branching appropriately. An external symbol, reached, is 1 if a statement can be reached, 0
otherwise; this is used to do a bit of simple flow analysis as the program is being parsed, and
also to avoid generating the subroutine return sequence if the subroutine cannot *‘fall through™
the last statement.

Conditiona! branches are handled by generating an expression node, CBRANCH, whose
left descendant is the conditional expression and the right descendant is an ICON node contain-
ing the internal label number to be branched to. For efficiency, the semantics are that the label
is gone to if the condition is faise.

The switch statement is compiled by collecting the case entries, and an indication as to
whether there is a default case; an internal label number is generated for each of these, and
remembered in a big array. The expression comprising the value to be switched on is compiled
when the switch keyword is encountered, but the expression tree is headed by a special node,
FORCE, which tells the code generator to put the expression value into a special distinguished
register (this same mechanism is used for processing the return statement). When the end of
the switch block is reached, the array containing the case values is sorted, and checked for
duplicate entries {(an error); if all is correct, the machine dependent routine genswitch is called,
with this array of labels and values in increasing order. Genswitch can assume that the value to
be tested is already in the register which is the usual integer return value register.

Optimization

There is a machine independent file, aptim.c, which contains a relatively short optimiza-
tion routine, optim. Actually the word optimization is something of a misnomer, the results are
not optimum, only improved, and the routine is in fact not optional, it must be called for
proper operation of the compiler.
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Opiim is called after an expression tree is built, but before the code generator is called.
The essential part of its job is to call cloca/ on the conversion operators. On most machines,
the treatment of & is aiso essential: by this time in the processing, the only node which is a
legal descendant of & is NAME. (Possible descendants of * have been eliminated by buildtree.)
The address of a static name is, almost by definition, a constant, and can be represented by an
ICON node on most machines (provided that the loader has enough power). Unfortunately,
this is not universally true; on some machine- such as the IBM 370, the issue of addressability
rears ils ugly head; thus, before turning a NAME node into an [CON node, the machine depen-
dent function andable is called.

The optimization attempts of optim are currently quite limited. It is primarily concerned
with improving the behavior of the compiler with operations one of whose arguments is a con-
stant. In the simplest case, the constant is placed on the right if the operaticn is commutative.
The compiler also makes a limited search for expressions such as

(x+al)+5p

where @ and b are conslants, and attempts to combine @ and & at compile time. A number of
special cases are also examined; additions of 0 and multiplications by | are removed, although
the correct processing of these cases to get the type of the resulting tree correct is decidedly
nontrivial. In some cases, the addition or multiplication must be replaced by a conversion op to
keep the types from becoming fouled up. Finally, in cases where a relational operation is being
done, and one operand is a consiant, the operands are permuted, and the operater altered, if
necessary, to put the constant on the right. Finally, multiplications by a power of 2 are changed
to shifts.

There are dozens of similar optimizations that can be, and should be, done. [t seems
likely that this routine will be expanded in the relatively near future.

Machine Dependent Stuff

A number of the first pass machine dependent routines have been discussed above. In
general, the routines are short, and easy to adapt from machine to machine. The two excep-
tions to this general rule are clocal and the function prolog and epilog generation routines,
bfeode and efcode.

Clocal has the job of rewriting, if appropriate and desirable, the nodes constructed by
buildiree. There are two major arcas where this is important; NAME nodes and conversion
operations. In the case of NAME nodes, clocal must rewrite the NAME node to reflect the
actual physical location of the name in the machine. In effect, the NAME node must be exam-
ined, the symbol table entry found (through the rva/ field of the node), and, based on the
storage class of the node, the tree must be rewritten. Automatic variables and parameters are
typically rewritten by treating the reference to the variable as a structure reference, off the
register which holds the stack or argument pointer; the swrefroutine is set up lo be called in this
way, and to build the appropriate tree. In the most general case, the tree consists of a unary *
node, whose descendant is a + node, with the stack or argument register as left operand, and a
constant offset as right opefand. In the case of LABEL and internal static nodes, the rvaf field
is rewritten to be the negative of the internal label number; a negative rva/field is taken to be
an internal label number. Finaily, a name of class REGISTER must be converted into a REG
node, and the rva/ field replaced by the register number. In fact, this part of the c/oca/ routine
is nearly machine independent; only for machines with addressability problems (IBM 370
again!) does it have to be noticeably different,

The conversion operator treatment is rather tricky. It is necessary to handle the applica-
tion of conversion operators 10 constants in ¢fecal, in order that all constant expressions can
have their values known at compile time. In extreme cases, this may mean that some simula-
tion of the arithmetic of the target machine might have to be done in a cross-compiler. In the
most common case, conversions from pointer to pointer do nothing. For some machines, how-
ever, conversion from byte pointer to short or long pointer might require a shift or rotate
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operation, which would have to be generated here.

The extension of the portable compiler to machines where the size of a pointer depends
on its type would be straightforward, but has not yet been done.

The other major machine dependent issue involves the subroutine prolog and epilog gen-
eration. The hard part here is the design of the stack frame and calling sequence; this design
issue is discussed elsewhere.’ The routine bfiode is called with the number of arguments the
function is defined with, and an array containing the symbol table indices of the declared
parameters. Bfeode must generate the code to establish the new stack frame, save the return
address and previous stack pointer value on the stack, and save whalever registers are to be
used for register variables. The stack size and the number of register variables is not known
when bfcode is called, so these numbers must be referred to by assembler constants, which are
defined when they are known (usually in the second pass, after all register variables, automat-
ics, and temporaries have been seen). The final job is to find those parameters which may have
been declared register, and generate the code (o initialize the register with the value passed on
the stack. Once again, for most machines, the general logic of &ftode remains the same, but the
contents of the pringfcalls in it will change from machine lo machine. ¢feode is rather simpler,
having just to generate the default return at the end of a function. This may be nontrivial in
the case of a functlion returning a structure or union, however.

There seems to be no really good place to discuss structures and unions, but this is as
good a place as any. The C language now supports structure assignment, and the passing of
structures as arguments to functions, and the receiving of structures back from functions. This
was added rather late to C, and thus 1o the portable compiler. Consequently, it fits in less well
than the older features. Moreover, most of the burden of making these features work is placed
on the machine dependent code.

There are both conceptual and practical problems. Conceptually, the compiler is struc-
tured around the idea that to compute something, you put it into a register and work on it.
This notion causes a bit of trouble on some machines (e.g.. machines with 3-address opcodes),
but malches many machines quite well. Unfortunately, this notion breaks down with struc-
tures. The closest that one can come is to keep the addresses of the structures in registers.
The actual code sequences used to move structures vary from the trivial {a multiple byte move)
to the horrible (a function call}, and are very machine dependent.

The practical problem is more painful. When a function returning a structure is called,
this function has to have some place to put the structure value. If it places it on the stack, it
has difficulty popping its stack frame. If it places the value in a slatic temporary, the routine
fails to be reentrant. The most logically consistent way of implementing this is for the caller to
pass in a pointer o a spot where the called function should put the value before returning.
This is relatively straightforward, although a bit tedious, to implement, but means that the
caller must have properly declared the function type, even if the value is never used. On some
machines, such as the Interdata 8/32, the return value simply overiays the argument region
{which on the 8/32 is part of the caller’s stack frame). The caller takes care of leaving enough
room if the returned value is larger than the arguments. This also assumes that the caller know
and declares the function properly.

The PDP-11 and the VAX have stack hardware which is used in function calls and
returns; this makes it very inconvenient to use either of the above mechanisms. In these
machines, a static area within the cailed functionis allocated, and the function return value is
copied into it on return; the function returns the address of that region. This is simple to
implement, but is non-reentrant. However, the function can now be called as a subroutine
without being properly declared, without the disaster which would otherwise ensue. No matter
what choice is taken, the convention is that the function actually returns the address of the
return structure value.

In building expression trees, the portable compiler takes a bit for granted about structures.
It assumes that functions returning structures actually return a pointer to the structure, and it
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assumes that a reference 10 a structure is actually a reference to its address. The structure
assignment operator is rebuilt so that the left operand is the structure being assigned to, but the
right operand is the address of the structure being assigned, this makes it easier to deal with

a=b=r¢
and similar constructions.

There are four special tree nodes associated with these operations: STASG (structure
assignment), STARG (structure argument to a function call}, and STCALL and UNARY
STCALL ({calls of a function with nonzero and zero arguments, respectively}. These four
nodes are unique in that the size and alignment information, which can be determined by the
type for all other objects in C, must be known to carry oul these operations; special fields are
set aside in these nodes to contain this information, and special intermediate code is used to
transmit this information. '

First Pass Summary

There are may other issues which have been ignored here, partly to justify the title
“tour”, and partially because they have seemed to cause little trouble. There are some debug-
ging flags which may be turned on, by giving the compiler’s first pass the argument

—X[flags]

Some of the more interesting flags are —Xd for the defining and freeing of symbols, —Xi for
initialization comments, and —Xb for various comments about the building of trees. In many
cases, repeating the flag more than once gives more information; thus, —Xddd gives more
information than —Xd. In the two pass version of the compiler, the flags should not be set
when the cutput is sent to the second pass, since the debugging output and the intermediate
code both go onto the standard output.

We turn now to consideration of the second pass.

Pass Two

Code generation is far less well understood than parsing or lexical analysis, and for this
reason the second pass is far harder to discuss in 2 file by file manner. A great deal of the
difficulty is in understanding the issues and the strategies employed to meet them. Any parlicu-
lar function is likely to be reasonably straightforward.

Thus, this part of the paper will concentrate a good deal on the broader aspects of strategy
in the code generator, and will not get too intimate with the details.

Overview.

It is difficult to organize a code generator to be flexible enough to generate code for a
large number of machines, and still be efficient for any one of them. Flexibility is also impor-
tant when it comes time to tune the code generator to improve the cutput code quality. On the
other hand, too much flexibility can lead to semantically incorrect code, and potentially a com-
binatorial explosion in the number of cases to be considered in the compiler.

One goal of the code generator is to have a high degree of correctness. It is very desirable
to have the compiler detect its own inability to generate correct code, rather than to produce
incorrect code. This goal is achieved by having a simple model of the job to be done (e.g., an
expression tree) and a simple model of the machine state (e.g., which registers are free). The
act of generating an instruction performs a transformation on the tree and the machine state;
hopefully, the tree eventually gets reduced to a single node. If each of these
instruction/transformation pairs is correct, and if the machine state model really represents the
actiual machine, and if the transformations reduce the input tree to the desired single node,
then the output code will be correct.
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For most real machines, there is no definitive theory of code generation that encompasses
all the C operators. Thus the selection of which instruction/transformations to generate, and in
what order, will have a heuristic flavor. If, for some expression tree, no transformation applies,
or, more seriously, if the heuristics select a sequence of instruction/transformations that do not
in fact reduce the tree, the compiler will report its inability to generate code, and abort.

A major part of the code generator is concerned with the model and the transformations,
— most of this is machine independent, or depends only on simple tables. The flexibility
comes from the heuristics that guide the transformations of the trees, the selection of subgoals,
and the ordering of the computation.

The Machine Model

The machine is assumed to have a number of registers, of at most two different types: 4
and B. Within each register class, there may be scratch (temporary) registers and dedicated
registers (e.g., register variables, the stack pointer, etc.). Requests to allocate and free registers
involve only the temporary registers.

Each of the registers in the machine is given a name and a number in the mac2defs file;
the numbers are used as indices into various tables that describe the registers, so they should
be kept small. One such table is the rsrarus table on file local2.c. This table is indexed by regis-
ter number, and contains expressions made up from manifest constants describing the register
types: SAREG for dedicated AREG's, SAREGISTAREG for scratch AREGS’s, and SBREG
and SBREGISTBREG similarly for BREG's. There are macros that access this informalion:
isbreg(r) returns true if register number r is @ BREG, and istreg(r) returns true if register
number r is a temporary AREG or BREG. Another table, rnames, contains the regisier names;
this is used when putting out assembler code and diagnostics.

The usage of registers is kept track of by an array called dusy. Busylr/ is the number of
uses of register r in the current tree being processed. The allocation and freeing of registers
will be discussed later as part of the code generation algorithm,

General Organization

As mentioned above, the second pass reads lines from the intermediate file, copying
through to the output unchanged any lines that begin with a ‘)°, and making note of the infor-
mation about stack usage and register allocation contained on lines beginning with ‘]* and *[".
The expression trees, whose beginning is indicated by a line beginning with *.", are read and
rebuilt into trees. If the compiler is loaded as one pass, the expression trees are immediately
available to the code generator.

The actual code generation is done by a hierarchy of routines. The routine defay is first
given the tree; it attempts to delay some postfix ++ and — — computations that might reason-
ably be done after the smoke clears. It also atlempts to handle comma (,) operators by com-
puting the left side expression first, and then rewriting the tree (o eliminate the operator. Delay
calls codgen to control the actual code generation process. Codgen takes as arguments a pointer
to the expression tree, and a second argument that, for socio-historical reasons, is called a
cookie. The cookie describes a set of poals that would be acceptable for the code generation:
these are assigned to individual bits, so they may be logically or’ed together to form a large
number of possible goals. Among the possible goals are FOREFF (compute for side effects
only; don't worry about the value), INTEMP {(compute and store value into a temporary loca-
tion in memory), INAREG (compute into an A register), INTAREG (compute into a scratch
A register), INBREG and INTBREG similarly, FORCC (compute for condition codes), and
FORARG (compute it as a function argument; e.g., stack it if appropriate).

Codgen first canonicalizes the tree by calling camon. This routine looks for certain
transformations that might now be applicable to the tree. One, which is very common and very
powerful, is to fold together an indirection operator (UNARY MUL) and a register (REG); in
most machines, this combination is addressable directly, and so is similar to 8 NAME in its
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behavior. The UNARY MUL and REG are folded together to make another node type called
OREG. In fact, in many machines it is possible to directly address not just the cell pointed to
by a register, but also cells differing by a constant offset from the cell pointed to by the register.
Canon also looks for such cases, calling the machine dependent routine nosff to decide if the
offset is acceptable (for example, in the IBM 370 the offset must be between 0 and 4095 bytes).
Another optimization is to replace bit field operations by shifts and masks if the operation
involves extracting the field. Finally, a machine dependent routine, sucomp, is called that com-
putes the Sethi-Ullman numbers for the tree (see below). '

After the tree is canonicalized, codgen calls the routine stere whose job is to select a sub-
tree of the tree to be computed and (usually) stored before beginning the computation of the
full tree. Siore must return a tree that can be computed without need for any temporary storage
locations. In effect, the only store operations generated while processing the subtree must be as
a response to explicit assignment operators in the tree. This division of the job marks one of
the more significant, and successful, departures from most other compilers. It means that the
code generator can operate under the assumption that there are enough registers to do its job,
without worrying about temporary storage. If a store into a temporary appears in the output, it
is always as a direct result of logic in the store routine; this makes debugging easier.

One consequence of this organization is that code is not generated by a treewalk. There
are theoretical results that support this decision.” It may be desirable to compute several sub-
trees and store them before tackling the whole tree; if a subtree is to be stored, this is known
before the code generation for the subtree is begun, and the subtree is computed when all
scratch registers are available.

The store routine decides what subtrees, if any, should be stored by making use of
numbers, cailed Sethi-Ullman numbers, that give, for each subtree of an expression tree, the
minimum number of scratch registers required to compile the subtree, without any stores into
temporaries.® These numbers are computed by the machine-dependent routine swcomp, called
by canon. The basic notion is that, knowing the Sethi-Ullman numbers for the descendants of a
node, and knowing the operator of the node and some information about the machine, the
Sethi-Ullman number of the node itself can be computed. If the Sethi-Uliman number for a
tree exceeds the number of scratch registers available, some subtree must be stored. Unfor-
tunately, the theory behind the Sethi-Ullman numbers applies only to uselessly simple
machines and operators. For the rich set of C operators, and for machines with asymmetric
registers, register pairs, different kinds of registers, and exceptional forms of addressing, the
theory cannot be applied directly. The basic idea of estimation is a good one, however, and
well worth applying; the application, especially when the compiler comes to be tuned for high
code quality, goes beyond the park of theory into the swamp of heuristics. This topic will be
taken up again later, when more of the compiler structure has been described.

After examining the Sethi-Ullman numbers, siore selects a subtree, if any, to be stored,
and returns the subtree and the associaled cookie in the external variables siotree and stocook.
If a subtree has been selected, or if the whole tree is ready to be processed, the routine order is
called, with a tree and cookie. Ordergenerates code for trees that do not require temporary
locations. Order may make recursive calls on itself, and, in some cases, on codgen; for exam-
ple, when processing the operators &&, I, and comma (*,"), that have a left to right evaluation,
it is incorrect for store examine the right operand for subtrees to be stored. In these cases,
order will call codgen recursively when it is permissible to work on the right operand. A similar
issue arises with the ? : operator.

The order routine works by matching the current tree with a set of code templates. If a
template is discovered that -will maich the current tree and cookie, the associated assembly
language statement or statements are generated. The tree is then rewritten, as specified by the
template, to represent the effect of the output instruction(s). If no template match is found,
first an attempt is made to find a match with a different cookie; for example, in order to com-
pute an expression with cookie INTEMP (store into a temporary storage location), it is usually
necessary to compute the expression into a scratch register first. If all attempts to maich the
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tree fail, the heuristic part of the algorithm becomes dominant. Control is typically given to
one of a number of machine-dependent routines that may in turn recursively call order 1o
achieve a subgoal of the computation (for example, one of the arguments may be computed
into a temporary register). After this subgoal has been achieved, the process begins again with
the modified tree. If the machine-dependent heuristics are unable to reduce the tree further, a
number of default' rewriting rules may be considered appropriate. For example, il the left
operand of a + is a scratch register, the + can be replaced by a += operator; the tree may
then match a template. -

To close this introduction, we will discuss the steps in compiling code for the expression
at=b
where @ and b are static variables.

To begin with, the whole expression tree is examined with cookie FOREFF, and no match
is found. Search with other cookies is equally fruitless, so an attempt at rewriting is made.
Suppose we are dealing with the Interdata 8/32 for the moment. [t is recognized that the left
hand and right hand sides of the += operator are addressable, and in particular the left hand
side has no side effects, so it is permissible to rewrite this as

a=a+ b

and this is done. No match is found on this tree either, so a machine dependent rewrite is
done; it is recognized that the left hand side of the assignment is addressable, but the right
hand side is not in a register, so order is called recursively, being asked to put the right hand
side of the assignment into a register. This invocation of order searches the tree for a2 match,
and fails. The machine dependent rule for + notices that the right hand operand is address-
able; it decides to put the left operand into a scratch register. Another recursive call to order is
made, with the tree consisting solely of the leaf a, and the cookie asking that the value be
placed into a scraich register. This now matches a template, and a load instruction is emitted.
The node consisting of ¢ is rewritten in place to represent the register into which a is loaded,
and this third call o order returns. The second call to order now finds that it has the tree

reg + b

to consider. Once again, there is no maich, but the default rewriting rule rewrites the + as a
+ = operator, since the left operand is a scratch register. When this is done, there is a match:
in fact,

reg += b

simply describes the effect of the add instruction on a typical machine. After the add is emit-
ted, the tree is_rewritten to consist merely of the register node, since the result of the add is
now in the register. This agrees with the cookie passed to the second invocation of order, so
this invocation terminates, returning to the first level. The original tree has now become

a = reg

which matches a template for the store instruction. The store is output, and the tree rewritten
to become just a single register node. At this point, since the top level call to order was
interested only in side effects, the call to erder returns, and the code generation is completed:
we have generated a load, add, and store, as might have been expected.

The effect of machine architecture on this is considerable. For example, on the
" Honeywell 6000, the machine dependent heuristics recognize that there is an “‘add to storage™
instruction, so the strategy is quite different; & is loaded in to a register, and then an add to
storage instruction generated to add this register in to . The transformations, involving as
they do the semantics of C, are largely machine independent. The decisions as to when to use
them, however, are almost totally machine dependent.

Having given a broad outline of the code generation process, we shall next consider the
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heart of it: the templates. This leads naturally into discussions of template matching and regis-
ter allocation, and finally a discussion of the machine dependent interfaces and strategies.

The Templates

The templates describe the effect of the target machine instructions on the mode! of com-
putation around which the compiler is organized. In effect, each template has five logical sec-
tions, and represents an assertion of the form:

If we have a subtree of a given shape (1), and we have a goal (cookie) or goals to achieve
(2), and we have sufficient free resources (3), then we may emit an instruction or
instructions (4), and rewrite the subtree in a particular manner {5), and the rewritten tree
will achieve the desired goals.

These five sections will be discussed in more detail later. First, we give an example of a
template;

ASG PLUS, [INAREG,

SAREG, TINT,
SNAME, TINT,
0, RLEFT,
" add AL,AR\n",

The top line specifies the operator (+=) and the cookie {(compute the value of the subtree into
an AREG). The second and third lines specify the left and right descendants, respectively, of
the + = operator. The left descendant must be a REG node, representing an A register, and
have integer type, while the right side must be a NAME node, and also have integer type. The
fourth line contains the resource requirements (no scratch registers or temporaries needed),
and the rewriting rule (replace the subtree by the ieft descendant). Finally, the quoted string
on the last line represents the output to the assembler: lower case letters, tabs, spaces, etc. are
copied verbatim. to the output; upper case letters trigger various macro-like expansions. Thus,

L would expand into the Address form of the Left operand — presumably the register
number. Similarly; AR would expand into the name of the right operand. The add instruction
of the last section might well be emitted by this template.

In principle, it would be possible 1o make separate templates for all legal combinations of
operators, cookies, types, and shapes. In practice, the number of combinations is very large.
Thus, a considerable amount of mechanism is present to permit a large number of subtrees to
be matched by a single template. Most of the shape and type specifiers are individual bits, and
can be logically or’ed together. There are a number of special descriptors for matching classes
of operators. The cookies can also be combined. As an example of the kind of template that
really arises in" practice, the actual template for the Interdata 8/32 that subsumes the above
exampie is:

ASG OPSIMP, INAREGIFORCC,
SAREG, TINTITUNSIGNEDITPOINT,
SAREGISNAMEISOREGISCON, TINTITUNSIGNEDITPOINT,
0, RLEFTIRESCC,
" ol AL,AR\n",

Here, OPSIMP represents the operators +, —, |, &, and ". The O1 macro in the output string
expands into the appropriate Integer Opcode for the operator. The left and right sides can be
integers, unsigned, or pointer types. The right side can be, in addition to a name, a register, 2
memory location whose address is given by a register and displacement {(OREG), or a constant.
Finally, these instructions set the condition codes, and so can be used in condition contexts: the
cookie and rewriting rules reflect this.
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The Template Matching Algorithm.

The heart of the second pass is the templale matching algorithm, in the routine match
Match is called with a tree and a cookie; it attempts to match the given tree against some tem-
plate that will transform it according to one of the goals given in the cookie. 1f a match is suc-
cessful, the transformation is applied; expand is called to generate the assembly code, and then
reclaim rewriles the tree, and reclaims the resources, such as registers, that might have become
free as a result of the generated code.

This part of the compiler is among the most time critical. There is a spectrum of imple-
mentation techniques available for doing this matching. The most naive algorithm simply looks
at the templates one by one. This can be considerably improved upon by restricting the search
for an acceptable template. It would be possible to do better than this if the templates were
given to a separate program that ate them and generated a template matching subroutine. This
would make maintenance of the compiler much more complicated, however, so this has not
been done.

The matching algorithm is actually carried out by restricting the range in the table that
must be searched for each opcode. This introduces a number of complications, however, and
needs a bit of sympathetic help by the person constructing the compiler in order to obtain best
results. The exact tuning of this algorithm continues; it is best to consult the code and com-
ments in match for the latest version.

In order to match a template to a tree, it is necessary to match not only the cookie and
the op of the root, but also the types and shapes of the left and right descendants (if any) of
the tree. A convenlion is established here thal is carried out throughout the second pass of the
compiler. If a node represents a unary operator, the single descendant is always the “*left™ des-
cendant. If a node represents a unary operator or a leal node (no descendants) the ‘‘right”
descendant is taken by convention to be the node itself. This enables templates to easily match
leaves and conversion operators, for example, without any additional mechanism in the match-
ing program.

The type matching is straightforward; it is possible to specify any combination of basic
types, general pointers, and pointers to one or more of the basic types. The shape matching is
somewhat more complicated, but still pretty simple. Templates have a collection of possibie
operand shapes on which the opcode might maich. In the simplest case, an add operation
might be able to add to either a register variable or a scratch register, and might be able {with
appropriate help from the assembler) to add an integer constant {ICON), a static memory cell
(NAME), or a stack location (OREG).

It is usually attractive to specify a number of such shapes, and distinguish between them
when the assembler output is produced. It is possible to describe the union of many elemen-
tary shapes such as ICON, NAME, OREG, AREG or BREG (both scratch and register forms),
etc. To handle at least the simple forms of indirection, one can also match some more compli-
cated forms of trees; STARNM and STARREG can match more complicated trees headed by
an indirection operater, and SFLD can match certain trees headed by a FLD operator: these
patterns call machine dependent routines that match the patterns of interest on a given
machine. The shape SWADD may be used to recognize NAME or OREG nodes that lie on
word boundaries: this may be of some importance on word—addressed machines. Finally,
there are some special shapes: these may not be used in conjunction with the other shapes, but
may be defined and extended in machine dependent ways. The special shapes SZERO, SONE,
and SMONE are predefined and match constants 0, 1, and — 1, respectively; others are easy to
add and malch by using the machine dependent routine special

When a template has been found that matches the root of the tree, the cookie, and the
shapes and types of the descendants, there is still one bar to a total match: the template may
call for some resources (for example, a scraich register). The routine aflo is called, and it
attempts to allocate the resources. [f it cannot, the match fails; no resources are allocated. If
successful, the allocated resources are given numbers 1, 2, etc. for later reference when the
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assembly code is generated. The routines expand and reclaim are then called. The march rou-
tine then returns a special value, MDONE. If no match was found, the value MNOPE is
returned; this is a signal to the caller to try more cookie values, or attempt a rewriting rule.
March is also used to select rewriting rules, although the way of doing this is pretty straightfor-
ward. A special cookie, FORREW, is used to ask march to search for a rewriting rule. The
rewriting rules are keyed to various opcodes; most are carried oul in order. Since the questio.h
of when to rewrite is one of the key issues in code generation, it will be taken up again later,

Register Allocation.

The register allocation routines, and the allocation strategy, play a central role in the .
correctness of the code generation algorithm. If there are bugs in the Sethi-Ullman computa- -
tion that cause the number of needed registers to be underestimated, the compiler may run out
of scratch registers; it is essential that the allocator keep track of those registers that are free
and busy, in order to detect such conditions.

AHocation of registers takes place as the resuit of a template maich; the routine allo is
called with a word describing the number of A registers, B registers, and temporary locations
needed. The allocation of temporary locations on the stack is relatively straightforward, and
will not be further .covered; the bookkeeping is a bit tricky, but conceptually trivial, and
requests for temporary space on the stack will never fail.

Register allocation is less straightforward. The two major complicationhs are pairing and
sharing. In many machines, some operations (such as multiplication and division), and/or
some types (such as longs or double precision) require even/odd pairs of registers. Operations
of the first type are exceptionally difficult to deal with in the compiler; in fact, their theoretical
properties are rather bad as well.? The second issue is dealt with rather more successfully. a
machine dependent function called szo(1} is called that returns 1 or 2, depending on the
number of A registers required to hold an object of type r. If szpy returns 2, an even/odd pair
of A registers is allocated for each request.

The other issue, sharing, is more subtle, but important for good code quality. When
registers are allocated, it is possible to reuse registers that hold address information, and use
them to contain the values computed or accessed. For example, on the 1IBM 360, if register 2
has'a pointer to an integer in it, we may load the integer into register 2 itself by saying:

L 2,0(2)

If register 2 had a byte pointer, however, the sequence for loading a character involves clearing
the target register first, and then inserting the desired character:

SR . 3.3
IC 3,002)

In the first case, if register 3 were used as the target, it would lead to a larger number of regis-
ters used for the expression than were required; the compiler would generate inefficient code.
On the other hand, if register 2 were used as the target in the second case, the code would sim-
ply be wrong. In the first case, register 2 can be shared while in the second, it cannot.

In the specification of the register needs in the templates, it is possible to indicate whether
required scratch registers may be shared with possible registers on the left or the right of the
input tree. In order that a register be shared, it must be scratch, and it must be used only
once, on Lthe appropriate side of the tree being compiled.

The aflo routine thus has a bit more to do than meets the eye; it calls /:eereg to obtain a
free register for each A and B register request. Freereg makes multiple calls on the routine
wsable to decide if a given register can be used 1o satisfy a given need. Usable calls shareit if the
register is busy, bul might be shared. Finally, shareir calls ushare 10 decide if the des:red regis-
ter is actually in the appropriate subtree, and can be shared. .

Just to add additional complexity, on some machines (such as the IBM 370) it is possible
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to have ‘‘double indexing" forms of addressing; these are represented by CREGS's with the
base and index registers encoded into the register field. While the register allocation and deal-
location per se is not made more difficult by this phenomenon, the code itself is somewhat more
complex.

Having allocated the registers and expanded the assembly language, it is time to reclaim
the resources; the routine reciaim does this. Many operations produce more than one result,
For example, many arithmetic operations may produce a value in a register, and also set the
condition codes. Assignment operations may leave results both in a register and in memory.
Reclaim is passed three parameters; the tree and cookie that were matched, and the rewriting
field of the template. The rewriting field allows the specification of possible resuits; the tree is
rewritten to reflect the results of the operation. If the tree was computed for side effects only
(FOREFF), the tree is freed, and al! resources in it reclaimed. If the tree was computed for
condition codes, the resources are also freed, and the tree replaced by a special node type,
FORCC. Otherwise, the value may be found in the left argument of the root, the right argu-
ment of the root, or one of the temporary resources allocated. In these cases, first the
resources of the tree, and the newly allocated resources, are freed;, then the resources needed
by the result are made busy again. The final result must always match the shape of the input
cookie; otherwise, the compiler error *‘cannot reclaim™ is generated. There are some machine
dependent ways of preferring results in registers or memory when there are multiple results
matching multiple goals in the cookie.

The Machine Dependent Interface

The files order.c, focalZ.c, and rable.c, as well as the header file mac2defs, represent the
machine dependent portion of the second pass. The machine dependent portion can be roughly
divided into two: the easy portion and the hard portion. The easy portion tells the compiler the
names of the registers, and arranges that the compiler generate the proper assembler formats,
opcode names, location counters, etc. The hard portion involves the Sethi—Uilman compula-
tion, the rewriting rules, and, to some extent, the templates. It is hard because there are no
real algorithms that apply; most of this portion is based on heuristics. This section discusses
the easy portion; the next several sections will discuss the hard portion.

If the compiler is adapted from a compiler for a machine of similar architecture, the easy
part is indeed easy. In mac2defs, the register numbers are defined, as well as various parame-
ters for the stack frame, and various macros that describe the machine architecture. 1f double
indexing is to be permitted, for example, the symbol R2ZREGS is defined. Also, a number of
macros that are involved in function call processing, especially for unusual function call
mechanisms, are defined here.

In local.c, a large number of simple functions are defined. These do things such as write
out opcodes, register names, and address forms for the assembler. Part of the function call
code is defined here; that is nontrivial to design, but typically rather straightforward to imple-
ment. Among the easy routines in order.c are routines for generating a created label, defining a
label, and generating the arguments of a function call.

These routines tend to have a local effect, and depend on a fairly straightforward way on
the target assembler and the design decisions already made about the compiler. Thus they will
not be further treated here.

The Rewriting Rules

When a tree fails to match any template, it becomes a candidate for rewriting. Before the
tree is rewritten, the machine dependent routine nexicook is called with the tree and the cookie;
it suggests another cookie that might be a better candidate for the matching of the tree. If all
eise fails, the templates are searched with the cookie FORREW, to look for a rewriling rule,
The rewriting rules are of two kinds; for most of the common operators, there are machine
dependent rewriting rules that may be applied; these are handled by machine dependent Func-
tions that are called and given the tree 10 be computed. These routines may recursively call
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order or codgen to cause certain subgoals to be achieved, if they actually call for some alteration
of the tree, they return 1, and the code generation algorithm recanonicalizes and tries again. If
these routines choose not to deal with the tree, the default rewriting rules are applied.

The assignment ops, when rewritten, call the routine sewasg. This is assumed Lo rewrite
the tree at least to the point where there are no side effects in the left hand side. If there is
still ne template match, a default rewnlmg is done that causes an expression such as

a+=h
to be rewritten as
=ag+5

This is a useful default for certain mixtures of strange types (for example, when a is a bit field
and & an character) that otherwise might need separate table entries.

Simple assignment, structure assignment, and all forms of calls are handled completely by
the machine dependent routines. For historical reasons, the routines generating the calls return
1 on failure, 0 on success, unlike the other routines.

The machine dependent routine setbin handles binary operators; it too must do most of
the job. In particular, when it returns 0, it must do so with the left hand side in a temporary
register. The default rewriting rule in this case is to convert the binary operator into the associ-
ated assignment operator; since the left hand side is assumed to be a temporary register, this
preserves the semantics and often aflows a considerable saving in the template table.

The increment and decrement operators may be dealt with with the machine dependent
routine setincr. If this routine chooses not to deal with the tree, the rewriting rule replaces

xt++
by
((x+=1)-1)

which preserves the semantics. Once again, this is not (oo attractive for the most common
cases, but can generate close to optimal code when the type of x is unusual.

Finally, the indirection (UNARY MUL) operator is also handled in a special way. The
machine dependent routine offsrar is extremely important for the efficient generation of code.
Offsar is called with a tree that is the direct descendant of a UNARY MUL node; its job is to
transform this tree so that the combination of UNARY MUL with the transformed tree
becomes addressable. On most machines, offsrar can simply compute the tree into an A or B
register, depending on the architecture, and then canon will make the resulting tree into an
OREG. On many machines, affsrar can profitably choose to do less work than computing its
entire argument into a register. For example, if the target machine supports OREGS with a
constant offset from a register, and offstar is calted with a tree of the form

expr + const -
where const is a constant, then offsiar need only compute expr into the appropriate form of
register. On machines that support double indexing, affstar may have even more choice as to

how to proceed. The proper tuning of offstar, which is not typically too difficult, should be one
of the first tries at optimization attempted by the compiler writer.

The Sethi-Ullman Computation

The heart of the -heuristics is the computation of the Sethi-Ullman numbers. This compu-
tation is closely linked with' the rewriting rules and the templates. As mentioned before, the
Sethi-Ullman numbers are expected to estimate the number of scratch registers needed to com-
pute the subtrees without using any stores. However, the original theory does not apply to real
machines. For one thing, the theory assumes that all registers are interchangeable. Real
machines have general purpose, floating point, and index registers, register pairs, etc. The
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theory also does not account for side effects; this rules out various forms of pathology that arise
from assignment and assighment ops. Condition codes are also undreamed of. Finally, the
influence of types, conversions, and the various addressability restrictions and extensions of
real machines are also ignored.

Nevertheless, for a “‘useless’ theory, the basic insight of Sethi and Ullman is amazingly
useful in a real compiler. The notion that one should atiempt to estimate the resource needs of
trees before starting the code generation provides a natural means of splitting the code genera-
tion problem, and provides a bit of redundancy and self checking in the compiler. Moreover, if
writing the Sethi-Ullman routines is hard, describing, writing, and debugging the alternative
(routines that attempt to free up registers by stores into ltemporaries ‘‘on the fly’") is even
worse. Nevertheless, it should be clearly understood that these routines exist in a realm where
there is no ‘‘right” way to write them; it is an art, the realm of heuristics, and, consequently, a
major source of bugs in the compiler. Often, the early, crude versions of these roulines give
little trouble; only after the compiler is actually working and the code quality is being improved
do serious problem have to be faced. Having a simple, regular machine architecture is worth
quite a lot at this time.

The major problems arise from asymmetries in the registers: regisier pairs, having
different kinds of registers, and the related problem of needing more than one register (fre-
quently a pair) to store certain data types {such as longs or doubles). There appears to be no
general way of treating this problem: solutions have to be fudged for each machine where the
problem arises. On the Honeywell 66, for example, there are only two general purpose regis-
ters, so a need for a pair is the same as the need for two registers. On the IBM 370, the regis-
ter pair (0,1) is used to do multiplications and divisions; registers 0 and ! are not generally con-
sidered part of the scratch registers, and so do not require allocation explicitly, On the Inter-
data 8/32, after much consideration, the decision was made not to try 1o deal with the register
pair issue; operations such as multiplication and division that required pairs were simply
assumed to take all of the scratch registers. Several weeks of effort had failed to produce an
algorithm that seemed 1o have much chance of running successfully without inordinate debug-
ging effort. The difficuity of this issue should not be minimized; it represents one of the main
intellectual efforts in porting the compiler. Mevertheless, this problem has been fudged with a
degree of success on nearly a dozen machines, so the compiler writer should not abandon hope.

The Sethi-Ullman computations interact with the rest of the compiler in a number of
rather subtle ways. As already discussed, the store routine uses the Sethi-Ullman numbers to
decide which subtrees are too difficult to compute in registers, and must be stored. There are
also subtle interactions between the rewriting routines and the Sethi-Ullman numbers. Suppose
we have a tree such as

A—8

where A and B are expressions; suppose further that B takes two registers, and A4 one. It is
possible to compute the full expression in two registers by first computing 8, and then, using
the scratch register used by B, but not containing the answer, compute 4. The subtraction can
then be done, computing the expression. (Note that this assumes a number of things, not the
least of which are register-to-register subltraction operators and symmetric registers.) If the
machine dependent routine sethin, however, is nol prepared to recognize this case and compute
the mare difficult side of the expression first, the Sethi-Ullman number must be set to three.
Thus, the Sethi-Ullman number for a tree should represent the code that the machine depen-
dent routines are actually willing to generate.

The interaction can go the other way. If we take an expression such as
*(p+i)
where p is a pointer and / an integer, this can probably be done in one register on most

machines. Thus, its Sethi-Ullman number would probably be set to one. If double indexing is
possible in the machine, a possible way of computing the expression is to load both pand Jinto
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registers, and then use double indexing. This would use two scratch registers; in such a case, it
is possible that the scratch registers might be unobtainable, or might make some other part of
. 'the computation rur out of registers. The usual solution is to caiise 9ffswar to ignore opportuni-
ties for-double indexing that would tie up more scratch registers than the Sethi-Ullman number
had reserved.

- In summary, the Sethi-Ullman compuiation represents much of the craftsmanship and
-artistry in any application of the portable compiler. It is also a frequent source of bugs. Algo-
_ rithms are available that will produce nearly optimal code for specialized machines, but unfor-
tunately most existing machines are far removed from these ideals. The best way of proceeding
in practice is to start with a compiler for a similar machine to the target, and proceed very care-
fully.

Register Allocation

After the Sethi-Ullman numbers are computed, order calls a routine, raflo, that does regis-
ter allocation, il appropriate. This routine does relatively little, in general, this is especially true
if the target machine is fairly regular. There are a few cases where it is assumed that the result
of a computation takes place in a particular register; switch and function return are the two
major places. The expression tree has a field, ra/l that may be filled with a register number;
this is taken to be a preferred register, and the first temporary register allocated by a template
match will be this preferred one, if it is free. If not, no particular action is taken; this is just &
heuristic. If no register preference is present, the field contains NOPREF. In some cases, the
result must be placed in 2 given register, no matter what. The register number is placed in ra//,
and the mask MUSTDO is logically or’ed in with it. In this case, if the subtree is requested in
a register, and comes back in a register other than the demanded one, it is moved by calling the
routine rmove. If the target register for this move is busy, it is a compiler error.

Nopte that this mechanism is the only one that will ever cause a register-to-register move
between scratch registers (unless such a move is buried in the depths of some template). This
simplifies debugging. In some cases, there is a rather strange interaction between the register
allocation and the Sethi-Ullman number: if there is an operator or situation requiring a particu-
lar register, the allocator and the Sethi-Uliman computation must conspire to ensure that the
target register is not being used by some intermediate result of some far-removed computation.
This is most easily done by making the special operation take all of the free registers, prevent-
ing any other partially-computed results from clutiering up the works.

Compiler Bugs -

The portable compiler has an excellent record of generating correct code. The reguire-
ment for reasonable cooperation between the register allocation, Sethi-Uilman compulation,
rewriting rules, and templates builds quite a bit of redundancy into the compiling process. The
effect of this is that, in a surprisingly short time, the compiler will start generating correct code
for those programs that it can compile. The hard part of the job then becomes finding and
eliminating those situations where the compiler refuses to compile a program because it knows
it cannot do it right. For example, a template may simply be missing, this may either give a
compiter error of the form “*no match for op ..."" , or cause the compiler to go into an infinite
loop applying various rewriting rules. The compiler has a variable, nrecur, that is set 10 0 at the
beginning of an expressions, and incremented at key spots in the compilation process; if this
parameter gets too large, the compiler decides that it is in a loop, and aborts. Loops are also
characteristic of botches in the machine-dependent rewriting rules. Bad Sethi-Ullman computa-
tions usually cause the scratch registers to run out; this often means that the Sethi-Ullman
number was underestimated, so srore did not store something it should have; alternatively, it
can mean that the rewriting rules were not smart enough to find the sequence that sucomp
assumed would be used.

The best approach when a compiler error is detected involves several stages. First, try to
get a small example program that steps on the bug. Second, turn on various debugging flags in
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the code generator, and follow the tree through the process of being matched and rewritten.
Some flags of interest are —e, which prints the expression tree, —r, which gives information
about the allocation of registers, —a, which gives information about the performance of rallo,
and —o, which gives information about the behavior of erder. This technique should allow
most bugs to be found relatively quickly.

Unfortunately, finding the bug is usually not enough; it must also be fixed! The difficuity
arises because a fix to the particular bug of interest tends to break other code that already
works. Regression tests, tests that compare the performance of a new compiler against the per-
formance of an older one, are very valuable in preventing major catastrophes.

Summary and Conclusion

The portable compiler has been a useful tool for providing C capability on a large number
of diverse machines, and for testing a number of theoretical constructs in a practical setting. [t
has many blemishes, both in style and functionality. [t has been applied to many more
machines than first anticipated, of a much wider range than originally dreamed of. Its use has
also spread much faster than expected, leaving parts of the compiler still somewhat raw in
shape.

On the theoretical side, there is some hope that the skeleton of the sucomp routine could
be generated for many machines directly from the templates; this would give a considerable
boost to the portability and correctness of the compiler, but might affect tunability and code
quality. There is also room for more optimization, both within optir and in the form of a port-
able **peephole’ optimizer.

On the practical, development side, the compiler could probably be sped up and made
smaller without doing too much violence to its basic siructure. Parts of the compiler deserve to
be rewritten; the initialization code, register allocation, and parser are prime candidates. [t
might be that doing some or all of the parsing with a recursive descent parser might save
enough space and time to be worthwhile; it would certainly ease the problem of moving the
compiler to an environment where Yacc is not already present.

Finally, 1 would like .to thank the many people who have sympathetically, and even
enthusiastically, helped me grapple with what has been a frustrating program to write, test, and
tnstall. D. M. Ritchie and E. N. Pinson provided needed early encouragement and philosophi-
cal guidance; M. E. Lesk, R. Muha, T. G. Peterson, G. Riddle, L. Rosler, R. W. Mitze, B. R.
Rowland, S. 1. Feldman, and T. B. London have all contributed ideas, gripes, and all, at one
time or another, climbed “‘into the pits’’ with me to help debug. Without their help this effort
would have not been possible; with it, it was often kind of fun.
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INTRODUCTION

Password security on the unixt time-sharing system [1] is provided by a collection of pro-
grams whose elaborate and strange design is the outgrowth of many years of experience with
earlier versions. To help develop a secure system, we have had a continuing competition to
devise new ways to attack the security of the system (the bad guy) and, at the same time, to
devise new techniques to resist the new attacks (the good guy). This competition has been in
the same vein as the competition of long standing between manufacturers of armor plate and
those of armor-piercing shells. For this reason, the description that follows will trace the his-
tory of the password system rather than simply presenting the program in its current state. "In
this way, the reasons for the design will be made clearer, as the design cannot be understood
without also understanding the potential attacks.

An underlying goal has been to provide password security at minimal inconvenience to
the users of the system. For example, those who want to run a completely open system
without passwords, or to have passwords only at the option of the individual users, are able to
do so, while those who require all of their users to have passwords gain a high degree of secu-
rity against penetration of the system by unauthorized users. .

The password system must be able not only to preavent any access to the system by unau-
thorized users (i.e. prevent them from logging in at all}, but it must also prevent users who are
already logged in from doing things that they are not authorized to do. The so called **super-
user”® password, for example, is especially critical because the super-user has all sorts of per-
missions and has essentially unlimited access to all system resources.

Password security is of course only one component of overall system security, but it is an
essentiali component. Experience has shown that attempts to penetrale remote-access systems
have been astonishingly sophisticated.

Remote-access systems are peculiarly vulnerable to penetration by outsiders as there are
threats at the remote terminal, along the communications link, as well as at the computer itself.
Although the security of a password encryption aigorithm is an interesting intellectual and
mathematical problem, it is only one tiny facet of a very large problem. In practice, physical
security of the computer, communications security of the communications link, and physical
control of the computer itself loom as far more important issues. Perhaps most important of ail
is control over the actions of ex-employees, since they are not under any direct control and
they may have intimate knowledge about the system, its resources, and methods of access.
Good system security involves realistic evaluation of the risks not only of deliberate attacks but
also of casual unauthorized access and accidental disclosure.

tUNIX is a Trademark of Bell Laboratories.




PROLOGUE

The UNIX system was first implemented with a password file that contained the actual
passwords of all the users, and for that reason the password file had to be heavily protected
against being either read or written. Although historically, this had been the technique used for
remote-access systems, it was completely unsatisfactory for several reasons.

The technique is excessively vulnerable to lapses in security. Temporary loss of protec-
tion can occur when the password file is being edited or otherwise modified. There is no way to
prevent the making of copies by privileged users. Experience with several earlier remote-access
systems showed that such lapses occur with frightening frequency. Perhaps the most memor-
able such occasion occurred in the early 60’s when a system administrator on the CTSS system
at MIT was editing the password file and another system administrator was editing the daily
message that is printed on everyone’s terminal on login. Due to a software design error, the
temporary editor files of the two users were interchanged and thus, for a time, the password file
was printed on every terminal when it was logged in.

Once such a lapse in security has been discovered, everyone’s password must be changed,
usually simultaneously, at a considerable administrative cost. This is not a great matter, but far
more serious is the high probability of such lapses going unnoticed by the system administra-
tors. |

Security against unauthorized disclosure of the passwords was, in the last analysis, impos-
sible with this system because, for example, if the contents of the file system are put on to
magnetic tape for backup, as they must be, then anyone who has physical access to the tape can
read anything on it with no restriction.

Many programs must get information of various kinds about the users of the system, and
these programs in general should have no special permission 1o, read the password file. The
information which should have been in the password file actually was distributed (or replicated)
into a number of files, all of which had to be updated whenever a user was added to or dropped
from the system.

THE FIRST SCHEME

The obvious solution is to arrange that the passwords not appear in the system at all, and
it is not difficult to decide that this can be done by encrypting each user’s password, puiting
only the encrypted form in the password file, and throwing away his original password (the one
that he typed in). When the user later tries to log in to the system, the password that he types
is encrypted and compared with the encrypted version in the password file. If the two maich,
his login attempt is accepted. Such a scheme was first described in {3, p.91ff.]. It also seemed
advisable to devise a system in which neither the password file nor the password program itself
needed to be protected against being read by anyone.

All that was needed to implement these ideas was to find a means of encryption that was
very difficult to invert, even when the encryption program is available. Most of the standard
encryption methods used {in the past) for encryption of messages are rather easy to invert. A
convenient and rather good encryption program happened to exist on the system at the time; it
simulated the M-209 cipher machine {4] used by the U.S. Army during World War II. It
turned cut that the M-209 program was usable, butl with a given key, the ciphers produced by
this program are trivial to invert. It is a much more difficult matter to find out the key given
the cleartext input and the enciphersd output of the program. Therefore, the password was
used not as the text to be encrypted but as the key, and a constant was encrypted using this
key. The encrypted result was entered into the password file.



ATTACKS ON THE FIRST APPROACH

Suppose that the bad guy has available the text of the password encryption program and
the compiete password file. Suppose aiso that he has substantial computing capacity at his
disposal. - .

One obvious approach to penetrating the password mechanism is to attempt to find a gen-
eral method of inverting the encryption algorithm. Very possibly this can be done, but few suc-
cessful results have come to light, despite substantial efforts extending over a period of more
than five years. The results have not proved to be very useful in penetrating systems.

Another approach to penetration is simply to keep lrying potential passwords until one
succeeds; this is a general cryptanalytic approach called key search. Human beings being what
they are, there is a strong tendency for people to choose relatively short and simple passwords
that they can remember. Given free choice, most people will choose their passwords from a
restricted character set (e.g. all lower-case letters), and will often choose words or names. This
human habit makes the key search job a great deal easier.

The critical factor involved in key search is the amount of time needed to encrypt a
potential password and to check the result against an entry in the password file. The running
time to encrypt one trial password and check the result turned out lo be approximately 1.25
milliseconds on a PDP-11/70 when the encryption algorithm was recoded for maximum speed.
It is takes essentially no more time to test the encrypted trial password against all the passwords
in an entire password file, or for that matter, against any collection of encrypted passwords,
perhaps collected from many installations.

If we want to check all passwords of length » that consist entirely of lower-case letters, the
number of such passwords is 26", If we suppose that the password consists of printable charac-
ters only, then the number of possible passwords is somewhat less than 95”. (The standard
system ‘‘character erase™ and “‘line kill”' characters are, for example, not prime candidates.)
We can immediately estimate the running time of a program that will test every password of a
given length with all of its characters chosen from some set of characters. The following table
gives estimates of the running time required on a PDP-11/70 to test all possible character
strings of length » chosen from various sets of characters: namely, all lower-case leiters, all
iower-case letters plus digits, all alphanumeric characters, all 95 printable ASCII characters, and
finally all 128 ASCII characters.

26 lower-case 36 lower-case letters 62 alphanumeric 95 printable  all 128 ASCI]

n letters : and digits characters characters characters
1 30 msec. 40 msec. 80 msec. 120 msec. 160 msec.
2 800 msec.- 2 sec. S sec. 11 sec. 20 sec.

3 22 sec. 58 sec. 5 min. 17 min. 43 min.
4 10 min. 35 min. 5 hrs. 28 hrs. 93 hrs,
5 4 hrs, 21 hrs. 318 hrs.

6 107 +hrs.

One has to conclude that it is no great matter for someone with access to a PDP-11 to test all
lower-case alphabetic strings up to length five and, given access to the machine for, say, several
weekends, to test all such strings up to six characters in length. By using such a program
against a collection of actual encrypted passwords, a substantiat fraction of all the passwords will
be found.

Another profitable approach for the bad guy is to use the word list from a dictionary or to
use a list of names. For -example, a large commercial dictionary contains typicailly about
250,000 words; these words can be checked in about five minutes. Again, a noticeabie fraction
of any collection of passwords will be found. Ithprovements and extensions wiil be (and have
been) found by a determined bad guy. Some “g_ood” things to try are:
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- The dictionary with the words spelled backwards.

- A list of first names (best obtained from some mailing list). Last names, street names,
and city names also work well.

- The above with initial upper-case letters.

- All valid license plate numbers in your state. (This takes about five hours in New Jer-
sey.) ‘

- Room numbers, social security numbers, telephone numbers, and the like.

The authors have conducted experiments to try to delermine typical users’ habits in the
choice of passwords when no constraint is put on their choice. The results were disappointing,
except to the bad guy. In 2 collection of 3,289 passwords gathered from many users over a
long periqd of time;

15 were a single ASCII character;

72 were strings of two ASCII characters;

464 were strings of three ASCII characters;

477 were string of four alphamerics;

706 were five letters, all upper-case or all lower-case;
605 were six letters, all lower-case.

An additional 492 passwords appeared in various available dictionaries, name lists, and the like.
A total of 2,831, or 86% of this sample of passwords fell into one of these classes.

There was, of course, considerable overlap between the dictionary results and the charac-
ter string searches. The dictionary search alone, which required only five minutes to run, pro-
duced about one third of the passwords.

Users could be urged (or forced) to use either longer passwords or passwords chosen from
a larger character set, or the system could itself choose passwords for the users.

AN ANECDOTE

An entertaining and instructive example is the attempt made at one instatlation to force
users to use less predictable passwords. The users did not choose their own passwords; the sys-
tem supplied them. The supplied passwords were eight characlers long and were taken from
the character set consisting of lower-case letters and digits. They were generated by a pseudo-
random number generator with only 2'° starting values. The time required to search (again on
a PDP-11/70) through all character strings of length 8 from a 36-character alphabet is 112
years,

o

Unfortunately, only 2'3 of them need be looked at, because that is the number of possible
outputs of the random number generator. The bad guy did, in fact, generate and test each of
these strings and found every one of the system-generated passwords using a total of only about
one minute of machine time.

IMPROVEMENTS TO THE FIRST APPROACH

1. Slower Encryption

Obviously, the first algorithm used was far too fast. The announcement of the DES
encryption algorithm [2] by the National Bureau of Standards was timely and fortunate. The
DES is, by design, hard to invert, but equally valuable is the fact that it is extremely slow when
implemented in software. The DES was implemented and used in the following way: The first
eight characters of the user’s password are used as a key for the DES; then the algorithm is
used to encrypt a constant. Although this constant is zero at the moment, it is easily accessible
and can be made installation-dependent. Then the DES algorithm is iterated 25 times and the
resulting 64 bits are repacked to become a string of 11 printable characters.



2. Less Predictable Passwords

The password entry program was modified so as to urge the user to use more obscure
passwords. 1f the user enters an alphabetic password (all upper-case or all lower-case) shorter
than six characters, or a password fromr a larger character set shorter than five characters, then
the program asks him to enter a longer password. This further reduces the efficacy of key
search.

These improvements make it exceedingly difficult to find any individual password. The
user is warned of the risks and if he cooperates, he is very safe indeed. On the other hand, he
is not prevented from using his spouse’s name if he wants to.

3. Salted Passwords

The key search technique is still likely to turn up a few passwords when it is used on a
large collection of passwords, and it seemed wise to make this task as difficult as possible. To
this end, when a password is first entered, the password program obtains a 12-bit random
number (by reading the real-time clock) and appends this to the password typed in by the user.
The concatenated string is encrypted and both the 12-bit random quantity {called the saft) and
the §4-bit result of the encryption are entered into the password file.

When the user later logs in to the system, the 12-bit quantity is extracted from the pass-
word file and appended to the typed password. The encrypted result is required, as before, 10
be the same as the remaining 64 bits in the password file. This modification does nof increase
the task of finding any individual password, starting from scratch, but now the work of testing a
given character siring against a large collection of encrypted passwords has been multiplied by
4096 (2'%). The reason for this is that there are 4096 encrypted versions of each password and
one of them has been picked more or less at random by the system.

With this modification, it is likely that the bad guy can spend days of computer time try-
ing to find a password on a system with hundreds of passwords, and find none at all. More
important is the fact that it becomes impractical to prepare an encrypied dictionary in advance.
Such an enerypied dictionary could be used to crack new passwords in milliseconds when they
appear.

There is a (not inadvertent) side effect of this modification. It becomes nearly impossible
to find out whether a person with passwords on twe or more systems has used the same pass-
word on all of them, unless you already know that.

4, The Threat of the DES Chip

Chips to perform the DES encryption are already commercially available and they are very
fast. The use of such a chip speeds up the process of password hunting by three orders of mag-
nitude. To avert this possibility, one of the internal tables of the DES algorithm (in particular,
the so-called E-table) is changed in a way that depends on the 12-bit random number. The E-
table is inseparably wired into the DES chip, so that the commercial chip cannot be used.
Obviously, the bad guy could have his own chip designed and buill, but the cost would be
unthinkable.

5. A Subtle Point

To login successfully on the UNIX system, it is necessary after dialing in to type a valid
user name, and then the correct password for that user name. It is poor design to write the
login command in such a way that it tells an interloper when he has typed in a invalid user
name. The response to an invalid name shouid be identical to that for a valid name.

When the slow encryption algorithm was first implemented, the encryption was done only
if the user name was valid, because otherwise there was no encrypted password to compare with
the supplied password. The result was that the response was delayed by about one-half second
if the name was valid, but was immediate if invalid. The bad guy could find out whether a par-
licular user name was valid. The routine was modified to do the encryption in either case.




CONCLUSIONS

On the issue of password security, UNIX is probably better than most systems. The use

of encrypted passwords appears reasonably secure in the absence of serious attention of experts
in the field, ’

It is also worth some effort o conceal even the encrypied passwords. Some UNIX sys-
tems have instituted what is called an “‘external security code™ that must be typed when dialing
into the system, but before logging in. If this code is changed periodically, then someone with
an old password will likely be prevented from using it.

Whenever any security procedure is instituled that attempts to deny access to unauthor-
ized persons, it is wise to keep a record of both successful and unsuccessful attempts to get at
the secured resource. Just as an out-of-hours visitor to a computer center normally must not
only identify himself, but a record is usually also kept of his entry. Just so, it is a wise precau-
tion to make and keep a record of all attempts to log into a remote-access time-sharing system,
and certainly all unsuccessful attemplts.

Bad guys fall on a spectrum whose one end is someone with ordinary access to a system
and whose goal is to find out a particular password (usually that of the super-user) and, at the
other end, someone who wishes to collect as much password information as possible from as
many systems as possible. Most of the work reported here serves to frustrate the latter type;
our experience indicates that the former type of bad guy never was very successful.

We recognize that a time-sharing system must operate in a hostile environment. We did
not attempl to hide the security aspects of the operating system, thereby playing the customary
make-believe game in which weaknesses of the system are not discussed no matter how
apparent. Rather we advertised the password algorithm and invited attack in the belief that this
approach would minimize future trouble. The approach has been successful.
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Recently there has been much interest in the security aspects of operating systems and
software. Al issue is the ability to prevent undesired disclosure of information, destruction of
information, and harm to the functicning of the system. This paper discusses the degree of
security which can be provided under the UNiXt system and offers a number of hints on how to
improve security. '

The first fact to face is that UNIX was not developed with security, in any realistic sense, in
mind; this fact alone guarantees a vast number of holes. (Actually the same statement can be
made with respect to most systems.) The area of security in which UNIX is theoretically weakest
is in protecting against crashing or at least crippling the operation of the system. The problem
here is not mainly in uncritical acceptance of bad parameters to system calls— there may be
bugs in this area, but none are known— but rather in lack of checks for excessive consumption
of resources. Most notably, there is no limit on the amount of disk storage used, gither in total
space allocated or in the number of files or directories. Here is a particularly ghastly shell
sequence guaranteed to stop the system: '

while : ; do
mkdir x
cd x
done

Either a panic will occur because all the i-nodes on the device are used up, or all the disk
blocks will be consumed, thus preventing anyone from writing files on the device.

In this version of the system, users are prevented from creating more than a set number
of processes simultaneously, so unless users are in collusion it is unlikely that any one can stop
the system altogether. However, creation of 20 or so CPU or disk-bound jobs leaves few
resources available for others. Also, if many large jobs are run simultaneously, swap space may
run out, causing a panic.

It should be evident that excessive consumption of disk space, files, swap space, and
processes can easily occur accidentally in malfunctioning programs as well as at command level.
In fact UNIX is essentially defenseless against this kind of abuse, nor is there any easy fix. The
best that can be said is that it is generally fairly easy to detect what has happened when disaster
strikes, to identify the user responsible, and take appropriate action. In practice, we have found
that difficulties in this area are rather rare, but we have not been faced with malicious users,
and enjoy a fairly generous supply of resources which have served to cushion us against
accidental overconsumption.

The picture is considerably brighter in the area of protection of information from unau-
thorized perusal and destruction. Here the degree of security seems {almost) adequate theoret-
ically, and the problems lie more in the necessity for care in the actual use of the system.

" Each UNIX file has associated with it eleven bits of protection information together with a
user identification number and a user-group identification number (UID and GID). Nine of

tUNIX is a Trademark of Bell Laboratories.



-7

the protection bits are used to specify independently permission to read, to write, and to exe-
cute the file to the user himself, to members of the user’s group, and to all other users. Each
process generated by or for a user has associated with it an effective UID and a real UID, and
an effective-and real GID. When an attempt is made to access the file for reading, writing, or
execution, the user process’s effective UID is compared against the file’s UID; if a match is
obtained, access is granted provided the read, write, or execute bit respectively for the user
himself is present. If the UID for the file and for the process fail to match, but the GID's do
‘match, the group bits are used; if the GID’s do not match, the bits for other users are tested.
The last two bits of each file’s protection information, called the set-UID and set-GID bits, are
used only when the file is executed as a program. If, in this case, the set-UID bit is on for the
file, the effective UID for the process is changed to the UID associated with the file; the change
persists until the process terminates or until the UID changed again by another execution of a
set-UID file. Similarly the effective group ID of a process is changed to the GID associated
with a file when that file is executed and has the set-GID bit set. The real UID and GID of a
process do not change when any file is executed, but only as the result of a privileged system
call.

The basic notion of the set-UID and set-GID bits is that one may write a program which
is executable by others and which maintains files accessible to others only by that program.
The classical example is the game-playing program which maintains records of the scores of its
players. The program itself has to read and write the score file, but no one but the game’s
sponsor can be allowed unrestricted access to the file lest they manipulale the game to their
own advantage. The solution is to turn on the set-UID bit of the game program. When, and
only when, it is invoked by players of the game, it may update the score file but ordinary pro-
grams executed by others cannot access the score.

There are a number of special cases involved in determining access permissions. Since
executing a directory as a program is a meaningless operation, the execute-permission bit, for
directories, is taken instead to mean permission to search the directory for a given file during
the scanning of a path name; thus if a directory has execute permission but no read permission
for a given user, he may access files with known names in the directory, but may not read (list}
the entire contents of the directory. Write permission on a directory is interpreted to mean that
the user may create and delete files in that directory; it is impossible for any user to write
directly into any directory.

Another, and from the point of view of security, much more serious special case is that
there is a “‘super user’” who is able to read any file and write any non-directory. The super-
user is also able to change the protection mode and the owner UID and GID of any file and to
invoke privileged system calls. It must be recognized that the mere notion of a super-user is a
theoretical, and usually practical, blemish on any protection scheme.

. The first necessity for a secure system is of course arranging that all files and directories -
have the proper protecticn modes. Traditionally, UNIX software has been exceedingly permis-
sive in this regard; essentially all commands create files readable and writable by everyone. In
the current version, this policy may be easily adjusted to suit the needs of the installation or the
individual user. Associated with each process and its descendants is a mask, which is in effect
.and-ed with the mode of every file and directory created by that process. In this way, users
can arrange that, by default, all their files are no more accessible than they wish. The standard
mask, set by fogin, allows all permissions to the user himself and to his group, but disallows
writing by others.

To maintain both data privacy and data integrity, it is necessary, and largely sufficient, to
make one’s files inaccessible to others, The lack of sufficiency could follow from the existence
of set-UID programs created by the user and the possibility of total breach of system security in
one of the ways discussed below (or one of the ways not discussed below). For greater protec-
tion, an encryption scheme is available. Since the editor is able to create encrypted documents,
and the crypr command can be used to pipe such documents into the other text-processing pro-
grams, the length of time during which cleartext versions need be available is strictly limited.
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The encryption scheme used is not one of the strongest known, but it is judged adequate, in
the sense that cryptanalysis is likely to require considerably more effort than more direct
methods of reading the encrypted files. For example, a2 user who stores data that he regards as
truly secret should be aware that he is implicitly trusting the system administrator not to mstall
a version of the crypt command that stores every typed password in a file. -

Needless to say, the system administrators must be at least as careful as their most-.
demanding user to place the correct protection mode on the files under their control. In par_uc- :
ular, it is necessary that special files be protected from writing, and probably readmg, by ordi-
nary users when they store sensitive files belonging to other users. It is easy to wnte programs
that examine and change files by accessing the device on which the files live.

On the issue of password security, UNIX is probably better than most systemé. P,é's'.sworqls
are stored in an encrypted form which, in the absence of serious attention from specialists in
the field, appears reasonably secure, provided its limitations are understood. In the current ver-
sion, it is based on a slightly defective version of the Federal DES,; it is purposely defective so
that easily-available hardware is useless for attempts at exhaustive key-search. Since both the
encryption algorithm and the encrypted passwords are available, exhaustive enumeration of
potential passwords is still feasible up to a point. We have observed that users chooss pass-
words that are easy to guess: they are short, or from a limited alphabet, or in a dictionary.
Passwords should be at least six characters long and randomly chosen from an alphabet which
includes digits and special characters.

Of course there also exist feasible non-cryptanalytic ways of finding out passwords. For
example: write a program which types out “‘login:’’ on the typewriter and copies whatever is .
typed to a file of your own. Then invoke the command and go away until the victim arrives.

The set-UID (set-GID) notion must be used carefully if any security is to be maintained.
The first thing to keep in mind is that a writable set-UID file can have another program copied ,
onto it. For example, if the super-user (su) command is writable, anyone can copy the shell .,
onto it and get a password-free version of su. A more subtle problem can come from set-UID _
programs which are not sufficiently careful of what is fed into them. To take an obsolete exam-
ple, the previous version of the mail command was set-UID and owned by the super-user.
This version sent mail to the recipient’s own directory. The notion was that one should be able
to send mail to anyone even if they want to protect their directories from writing. The trouble
was that mail was rather dumb: anyone could mail someone else’s private file to himself. Much
more serious is the following scenario: make a file with a line like one in the password file
which allows one to log in as the super-user. Then make a link named **.mail"’ to the password
file in some writable directory on the same device as the password file (say /tmp). Finally mail
the bogus login-line to /tmp/.mail; You can then login as the super-user, clean up the incrim-
inating evidence, and have your will. ) -

The fact that users can mount their own disks and t pes as ﬁle systﬂms can be another ,
way of gaining super-user status. Once a disk pack is mounted, the system believes what is on*
it. Thus one can take a blank disk pack, put on it anything desired, and mount it. There are °
obvious and unfortunate consequences. For example: a mounted disk with garbage on it will
crash the system; one of the files ont the mounted disk can easily be a password-free version of
su; other files can be unprotected entries for special files. The only easy fix for this problem is
to forbid the use of mount 10 unprivileged users. A partial solution, not so restrictive, would
be to have the mount command examine the special file for bad data, set-UID programs owned
by others, and accessible special files, and balk at unprivileged mvokers



