
June 12, 1991 

Gerard Van der Leun 
Director of Communications 
Electronic Frontier Foundation, Inc. 
155 Second Street 
Cambridge, MA 02141 

 

Dear Mr. Van der Leun: 

Thank you for your kind letter regarding the Community Memory 
Project. 

 

Of course, we appreciate the Electronic Frontier Foundation's 
efforts in direct advocacy. However, we also believe that 
support for projects which demonstrate the potential of these 
networks -- particulary to constituencies who are cut out of the 
debate -- is crucial to the development of a regulatory and legal 
framework that doesn't merely benefit those who already have 
access to mass communications. 

 

As allies with a shared mission, we look forward to working with 
the Electronic Frontier Foundation to shape a future in which 
communications tools allow individuals and communities to forge 
new ways of living and being which serve the common good. 

Of course, we'll be delighted to keep you updated on the 
Community Memory Project's progress. 

Best wishes, 

  

Evelyn Pine 
Executive Director 
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A Man From the FBI: 
The Origins of the Electronic Frontier Foundation 

    

By John Perry Barlow 

     

Effector _ The Newsletter of the Electronic Frontier Foundation 

 

Goals of the EFF 

1. To engage In and support 

educational activities that 

increase the popular 

understanding of the 

opportunities and challenges 

posed by computing and 

telecommunications. 

2. To develop among policy-

makers a clearer comprehen-

sion of the Issues underlying 

free and open telecommuni-

cations. 

3. To support the creation 

of legal and structural 

approaches which will ease 

the assimilation of these new 

technologies by society. . 

4. To raise public awareness 

about chril-liberties Issues 

arising from rapid advances 

in computer-based communi-

cations media. 

S. To support litigation in the 

public Interest to preserve, 

protect, and extend Constitu-

tional rights to the realm of 

computing and telecommunl-

cations technology. 

6. To encourage and support 

the development of new tools 

which will endow non-technical 

users with full and easy access 

to computer-based telecom-

munications. 

he Electronic Frontier 
Foundation was started by 
a visit from the FBI. 

In late April of 1990, I 
got a call from Special 
Agent Richard Baxter of 
the Federal Bureau of  In-

vestigntion. He asked if he could 
come by the next day and discuss 
a certain investigation with me. 
His unwillingness to discuss its 
nature over the phone left me 
with a sense of global guilt, but I 
figured corning him down would 
probably send the wrong signal. 

On Mayday, he drove to 
Pinedale, Wyoming, a cow town 
100 miles north of his liock 
Springs office (where he ordi-
narily investigates livestock theft 
and other regional crimes). He 
brought with him a thick stack of 
documents from the San Fran- 
cisco office and a profound con-
fusion about their contents. 

He had been sent to find out 
if I might be a member of the 
NuPrometheus League, a dread 
band of info-terrorists (or maybe 
just a disaffected former Apple 
employee) who had stolen and 
wantonly distributed source code 
normally used in the Macintosh 
ROMs. Agent Baxter's errand was 
complicated by a fairly complete 
unfamiliarity with computer 
technology. I realized right away 
that before I could demonstrate 
my innocence, I would first have 
to explain to him what guilt 
might be. 

The three hours I passed do-*

 

this were surreal for both of 
us. Whatever this'source code 
stuff was, and whatever it was 
that happened to it, had none of 
the cozy familiarity of a few 
yearling steers headed across the 
Wyoming border in the wrong 
stock truck. 

What little he did know, thanks 
to the San Francisco office, was 
also pretty well out of kilter. He 
had been told, for example, that 
Autodesk, the publisher of 
AutoCAD, was a major Star vVa rs 
defense contractor and that its 
CEO was none other than John 
Draper, the infamous phone 
phreak also known as Cap'n 
Crunch. As soon as I quit laugh-
ing, I started to worry. 

I realized in the course of this 
interview that I was seeing, in 
microcosm, the entire law  en-
f amementstructure of the Uni ted 
States. Agent Baxter was hardly 
alone in his puzzlement about the 
legal, technical, and metaphori-
cal nature of datacrime. 

I also found in his struggles a 
framework for understanding a 
series of recent Secret Service 
raids on some young hackers I'd 
met in a Harper's magazine fo- 
rum on computers and freedom. 
And it occurred to me that this 
might be the beginning of a great 
paroxysm of governmental con-
fusion during which everyone's 
liberties would become at risk. 

When Agent Baxterhad gone,  , 
I wrote an account of his visitand 
placed it on the WELL, a com-  

puter BBS in Sausalito which is 
digital home to a large collection 
of technically hip folks, including 
Mirch Kapor, the father of Lotus 
1-2-3. 

TurnsoutMitch hadalsobeen 
visited by the FBI, owing to his 
having unaccountably received of 
one of the source code disks which 
NuPrometheus scattered around. 
Mitch's experience had been as 
dreamlike as mine. He had, in 
fact, filed the whole thing under 
General Inexplicability until he 
read my tale on the WELL. Now 
he had enough corroboration for 
his own strange sense of alarm to 
begin acting on it. 

eve ral days lacer, he found 
his bizictabou[to flyover 
Wyoming on its way to 
San Francisco. He called 
me from somewhereover 
South Dakota and asked 
if he might literally drop 

in for a chat about Agent Baxter 
and related matters. 

So, while a lace spring snow 
storm swirled outside my office, 
the spent several hours hatching 
what became the Electronic 
Frontier Foundation. I told him 
about the sweep of Secret Service 
raids thathad taken place months 
before and their apparent disre-
gard for the Bill of Rights. 

Alarmed, he gave me the 
phone number of Harvey 
Silverglate, whose willingness to 
champion unpopular causes was 
demonstrated by his corrent de-  

 

fense of Leona Helmsley. He said 
thatHarveywould probably know 
i f th is were as bad as it was starting 
to sound. He also said that he 
would be willing to pay the bills 
that generally start to appear 
whenever you call a lawyer. 

I finally found Harvey in the 
New York offices of Rabinowitz, 
Boudin, Standard, Krinsky and 
Lieberman, a firm whose longlist 
ofsuccessfullydefended civil-lib-
erties cases includes the Penta-
gon Papers case. I told him and 
Eric Lieberman whatIknewabout 
recent government flailings 
against cybercrime. They were 
even less sanguine than I had been. 

The next day a trio code-
named Acid Phreak,'Phiber Optik, 
and Scorpion entered the walnut-
panelled chambersofRabinowitz, 
Boudin and told their tales to a 
lawyer there named TerryGross. 
While EFF as a formal organiza-
tion .would not exist for two 
months, its legal arm was already 
flexing is muscle. 

A few days later I received a 
phone call from the technology 
writer for the Washington Post. 
He was interested in following up 
on the Harpers forum, and knew 
nothing of Mitch's and my joint 
endeavors.I filled him in, hoping 
to expose the Secret Service. Sev-
eral days later, the Postpublished 
the first of many newspaper sto-
ries, all ofwhich could have shared 
the headline: "Lotus Founder 
Defends Hackers." 
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Why 
Defend 
Hackers? 

 

By Mitchell Kapor 

n all-too-common per-

 

ception of the EFF that 
prevails in the computer 
industry and those who 
report on it-from John 
Sculley to the Wall Street 
Journal- is that the EFF 

is an organization that has 
"something to do with hackers." 
(I'heyuse "hackers" as a term not 
of approbation but of rebuke). 
Most of these sometime col-
leagues and associates of mine are 
puzzled as to why I would be 
doing such a thing. (A feu' think 
I've just become a loony.) Any-
way, they've heard about the ter-
rible problems caused by hackers 
who breakinto  cirmputersystems, 
theyworry that I'm out to defend 
such practices, and they disap-
prove. 

But their disapproval is based 
on the pure misconception that 
the EFF's purpose is to defend 
people's right to break into com-
puter systems. Let me clear up 
that misconception now. 

I regard unauthorized entry 
into computer systems as wrong 
and deserving of punishment. 
People who break into computer 
systems and cause harm should 
be held accountable for their ac-
tions. We need to make appro-
priate distinctions in the legal code 
amongvarious forms ofcomputer 
crime, based on such factors as 
intent and the degree of actual 
damage. In fact, the EFF has 
drafted a bill that has the backing 
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" Computer Crime Legislation 

Several proposals to expand computer crime law were introduced 

in the past Congress. In the end, a modest proposal, introduced by 

Senator Leahy, passed the Senate but did not make it through the 

House. Senator Leahy's bill would have penalized reckless 

computer acts that place computer systems at risk and would have 

required that the Justice Department report annually to Congress 

on computer crime prosecutions 

" National ID Card 

A proposal to begin a national ID card pilot project, tucked Into 

amendments to the Immigration Control and Reform Act, was 

knocked out when civil libertarians objected. 

" Mearwuc Dirrewination Polrry 

A proposal to establish principles for the dissemination of 

electronic Information by the federal agencies narrowly failed to 

pass the Congress as last minute negotiations on a related 

measure collapsed. The proposal grows out of a report from the 

Office of Technology Assessment "Informing the Nation" that 

stressed the need to develop new information policy to promote 

the development of CD-ROMs and on-line information services. 

" Caller ID 

A bill to allow the offering of Caller ID by regional phone companies 

if a per-call blocking feature is also provided failed to gather 

support this past Congress. Several states have already adopted 

similar measures. 

" Computer Security Policy 

The Presidential directive on computer security policy was revised 

finally to comply with the Computer Security AM of 1987. The Act 

reestablished control for computer security at a civilian agency  -

the National Instihrte for Standards and Technology - after the 

previous administration attempted to place computer security 

authority at the National Security Agency. 

 

" Upanning Policy 

CPSR hosted the first Computing and Civil Liberties policy 

roundtable on February 21 and 22, 1991 at the American 

Association for the Advancement of Science in Washington, DC. 

The purpose of the roundtable was to bring together leading 

experts to explore two Issues: free speech and computer networks, 

and searches of computer bulletin boards. What speech 

restrictions currently exist? Should federal agencies or private 

companies be allowed to restrict the content of a computer 

message and, H so, in what circumstances? The second issue was 

the Investigation of computer bulletin boards by law enforcement 

agents. Are there any restrictions on the ways that police may 

monitor computer communications and computer bulletin boards? 

H not, should such restrictions be developed? The conference was 

the first In a series of policy roun ltables that will be held in 

Washington, DC and that are made possible with funding from the 

Electronic Frontier Foundation. 

 

Postcard from 
the Edge 

 

"I went on to test the program 
in every way I could devise. I 
strained it to expose its weak-
nesses. I ran it for high-mass 
stars and low-mass stars, for 
stars born exceedingly hot and 
those bom relativelycold.I ran 
it assuming the superfiuid  cur-
rents beneath the crust to be 
absent- not because I wanted 
to know the answer, but be-
cause I had developed an in-
tuitive feel for the answer in 
this particular case. Finally I 
got a run in which the com-
puter showed the pulsar's tem-
perature to be less than abso-
lute zero. I had found an error. 
I chased down the error and 
fixed it. 'Now I had improved 
the program m the point where 
it would not ran at all." 

George Greenstein, 
"Frozen Star. OfPubam Black 
Holes and the rate of Starr" 

FBI continued 
hile this was an irri-
tating misrepresen-
mdon, we were more 
interested in defend-

 

ing the Constitution 
than digital miscre-

 

ants, the publicity 
produced a couple of major  sup-
porters: Steve Wozniak, whocalled 
and offered an unlimited match to 
Mitch's contributions, and John 
Gilmore (Sun Microsystems em-
ployee #15) who e-mailed me a six 
figure offer of support. 

Operation Sundevil 
Meanwhile, the list of apparent 
outrages lengthened. We learned 
aboutan Austin role-playinggames 
publisher named Steve Jackson 
whose office equipment had been 
confiscated by the Secret Service 
in an apparent effort to restrain his 
publication of a game called 
Cyberpunk which they thought, 
with ludicrous inaccuracy, to be "a 
handbook for computer crime." 

All over the country computer 
bulletin boards were being confis-
cated, undelivered e-mail and all. 
A Secret Service dragnet called 
Operation Sundevil seized more 
than 40 computers and 23,000 data 
disks from teenagers in 14  Ameri-
can cities, using levels of force and 
rerrorwhich would have been more 
appropriate to the apprehension of 
urban guerrillas than barely post-
pubescent computer nerds. 

And there was theCraigNeidorf 
case. Neidorf, also known by the 
nom de crack Knight Lightning, 
had published an internal BellSouth 
document in his electronic maga-
zine Phrack. For this constitution-
ally protected act, Neidorf was be-
ing charged with interstate trans-
port of stolen property with a pos-
sible sentence of 60 years in jail and 
a $122,000 in fines. 

I wrote a piece about these 
events called "Crime &  Puzzle-
ment." Ididsoattherequestofthe 
Whole Earth Review-it made its 
first print appearance in the Fail 
1990 issue of WER-but I "pub-
lished" it on the Net in June and 
was astonished by the response. It 
was like planting a fence-post and 
discovering that the ground into 
which you've driven it is actually 
the back of a giant animal that 

quivers and heaves at the irritation. 
By July, I was receiving up to 

100 e-mail messages a day. They 
came from all over the planet and 
expressed nearly universal indig-
nation. I began to experience 
damshock, but I also realized that 
Mitch and I were not alone in our 
concerns. We had smock a chord. 

The Law in Cyberspace 
In Cambridge, Mitch was having 
something like the same experi-
ence. Since the Washington Post 
story, he found himself bathed in 
media glare. However, the more 
he learned about ambiguous  na-
mmoflaw in Cyberspace, the more 
ofhis considerable intellectual and 
financial resources he became will-
ing to devote to the subject 

In late June, Mitch and I threw 
several dinners in San Francisco, 
to which we invited major figures 
from the computer industry. We 
weren't surprised to learn than 
many of them had exploits in their 
past which, undertaken today, 
would arouse plenty oFSecret  Ser-
vice interest. It appeared possible 
thatoneside-effectofcurrentgov-

 

eminent practices might be the 
elimination of the next generation 
of computer entrepreneurs and 
digital designers. 

It also became clear that we' 
were dealingwith a setof problems 
which was a great deal more com-
plex and far-reaching than a few 
cases of governmental confusion. 
The actions of the FBI and Secret 
Service were symptoms of a grow-
ing social crisis: Future Shock. 
America was entering the Inf  ir-
mation Age with neither laws nor 
metaphors for the appropriate 
protection and conveyance of in-
formation itself. 

We realized that our legal ac-
tions on behalf of a few teen-age 
crackers would go on indefinitely 
without much result unless some-
thing were done to ease social ten-
sions along the electronic frontier. 
The real task at hand was the civi-
lization of Cyberspace. Such an 
undertaking would require more 
juice and stamina than two men 
could muster, even amplified by 
the Net and a solid financial  sup-
ply. We would need some kind of 
organizational identity. 

With this in mind, we hired a 
press coordinator, Cathy Cook 
(who had formerly done PR for 
Steve Jobs), set a squad of lawyers 
to work on investigating the prop-

 

er organizational tax status, and, 

over a San Francisco dinner with 
Stewart Brand, Not Goldhaber, 
Damn Loader, and Chuck Blanchard, 
we selected a name and defined a 
mission. 

Founding the Foundation 
We announced the formation of 
the Electronic Frontier Founda-
tion at the National Press Club on 
July 10. Mitch and I were joined 
for the announcement by Harvey 
Silverglate,TerryGross,and Steve 
Jackson. 

We were also joined by Marc 
Rotenberg of the Washington of-
fice of ComputerProfessionals for 
Social Responsibility. One of our 
first official acts had been to grant 
that organization $275,000 for a 

projecton computing and civil lib-
erties. CPSR would keep a wary 
eye on developments "inside the 
Beltway" and work in conjunction 
with congressional staffers to see 
that any legislation dealing with 
access to information was sensibly 
drafted. 

While in Washington, we also 
took inventory of the terrain, 

meeting with congressional staff-
ers, the Washington civil liberties 
establishment, and officials from 
the Library of Congress and the 
White House. The area to be cov-
ered, from intellectual property to 
telecommunications policy to law 
enforcement technique, was 

daunting, as were the ambient lev-
els of confusion and indifference. 

We also generated an enormous 
amount of press. And it became 
apparent that not everyone was 
persuaded of our cause. Business 
Week called Mitch naive for his 
willingness to believe that com-
puter crackers were somehow less 
dangerous that drug kingpins. 

Various burghers of the computer 
establishment, ranging from the 
executive director of the Software 
Publishers Association to a colum-
nist for ComputerWorld, called us 
fools at best and, more likely, dan-
gerous fools. 

The Wall StreetJoumal printed 
a particularly hysterical piece which 
alleged that the document Craig 
Neidorf (into whose case we had 
entered a supporting amicus brief) 
had published was a computer  vi-
rus capable of bringing down the 
emergency phone system for the 
entire country. In fact, the text file 
which Neidorf distributed dealt 
with the bureaucratic procedures 
of 911 administration in the Bell-
South region and contained noth-
ing which could be used to crack a 
system. Indeed, it contained noth-
ing which could not be easily ob-
mined through by legal means. 

N'eidorf's firstmajorbreakcune 
in late July. Thanks in part to the 
independent work ofJohn Nagel, 
who was prepared to testify that 
the prosecutors had seriously 
overstated the value of the E911 
document, the government was 
forced to abandon its case against 
Neidorf after 4 days in Chicago's 
Federal Court. 

Although our briefs supporting 
Neidorf's activities under the First 
Amendment were not admitted, it 
become apparent, before such 
loftier matters could even be 
broached, thatthe goverhmenthad 
indicted him with no clear under-
standing of the purpose or avail-
abilityof the documenthe had dis-  

tributed. Like Agent Baxter, they 
knew too little to critically exam-
ine the misinformation they had 
been given by the corporate mas-
ters, inthiscase,o(ficialsatBellcore. 

Following the resolution of the 
Neidorf case, and, to some extent 
because of it, skepticism of EFF 
has moderated considerably. If 
anything, the most recent press 
accounts of our activities have been 
almost fulsome in their praise. Re-
cent favorable coverage has ap-
peared in the New York Times, 
The Economist, Infoworld, Inf  ir-
motion Week, PCweek, and Bos-
ton Magazine. 

Since July, we have been ab-

 

surdly busy on numerous fronts: 
We've worked on raising public 
awareness of the issues at stake. 
We are organizing legal responses 
to the original and continuing in-
temperance of law enforcement. 
We have worked on the political 
front, developingand lobbying for 
rational computer security legisla-
tion. We have started to create a 
network of interested experts on 
computer security, intellectual 
property, telecommunications 
policy, and international informa-
tion rights. And lately we've been 
attendingtotheorganizational  de-
mands of the non-profit  equi%a-
lentofa hyper-successful computer 
startup. 

The Expanding Mission 
When we first defined the mission 
of the Electronic Frontier Foun-
dation, we saw our task as assuring 
the application of the U.S.  Consti-
tution to digital media. And this 
remains much ofwhatwe areabout. 

However, information has little 
natural regard for national borders 
or local ordinances. Cyberspace is 
transnational. During the tsunami 
of e-mail which Crime &  Puzzle-
ment elicited, there were many 
items from foreign countries.T ieir 
authors wanted to know how they 
could protect or establish their 
rights of free expression. And I had 
no idea what to tell them. 

The question arose again at 
Esther Dyson's recent East-West 
Technology Conference in 
Budapest which Mitch and I at-
tended. EFF was well-known 
among the Soviets at this meeting, 
some of whom were already  in-
volved in draftingwhat they called 
an Information Bi ll of Rights. (One 
young Moscow programmer had 
managed to hack together an 

Internet connection through Fin-
land in order to contact Inc.) 

Like intellectual property and 
telecom policy, the development 
of international principles of free 
digital speech is a large angel to 
wrestle with. We will have to be 
careful not to allow this immense 
msk to divert EFF from its specific 
legal agenda. But neither can we 
ignore the fact that Cyberspace is 
hardly an American territory. 

The Electronic Frontier Foun-
dation grew from an effort to fight 
a specific legal brushfire  into  full-
fledged Cause much faster than we 
could have imagined. And, like any 
explosive start-up, it spends a lot of 

time playing catch-up. 

Reaching Out 
Electronicallyamplified, Mitch and 
I were able to personally conduct 
much of EFF's business in the first 
few months of operations. But 
gradually we had to confront the 
fact thetwhi I e the Net is very broad, 
it is also quite shallow. Mfithout 
even a sense of their physical loca-
tion, we have been unable ro  mar-
shal the hundreds of people who 
have e-mailed us with their volun-
teered services. Also, we found 
ourselves administering a signifi-
cant cash-Bow in both donations 
and expenditures. (By year's end, 
EFF will have spent around 
$220,000.Ourrenmtive 1991 bud-
get predicts expenses ofalmost half 
a million.) 

So, despite a mutual terror of 
bureaucracy and organizational 
sclerosis, we have started to adopt 
some institutional trappings. 

First, in order to satisfy the re-
quirements for a 5016 tax status 
(which we should have in about six 
months), we found that we needed 
something more substantial than 
two guys with modems. Thus, on 
October 9, we held our first official 
board meeting and formallyelected 
StewartBrand, Steve Wozniak, and 
John Gilmore to join us as board 
members. 

And we have started to take on 
staff. We recently hired Mike 
Godwin, a freshly minted Texas 
lawyer and USENETadept, to sort 
through the factual and legal de-
rails of the manycases we are being 
asked to intervene in. In his short 
time with us, he has investigated 
several cases to determine their fit 
with EFF's constitutional mission, 
their winnability, and their likeli-
hood of producing clear legal pre-
cedent 

We are determined that EFF 
will remain an agile, swift-moving 
sort of outfit. We will adopt any 
new bureaucratic manifestations 
with the greatest skepticism. But 
we are being bombarded with many 
legitimate requests for assistance, 
advice, and information. In order 
to respond rapidly and appropri-
ately, the Electronic Frontier 
Foundation has had to become an 
institution. One method by which 
we hope to maintain organizational 
lightness involves keeping a clear 
distinction between strategy and 
tactics. 

On the strategic level, EFF has 
a verybroad mission involvingsuch 
amorphous endeavors as defining 
intellectual property, helping es-
mblish a transnational culture of 
information, designing telecom-
munications policy, sponsoring 
humane software design... civiliz-
ing Cyberspace. With an appro-
priate sense of their limitations, 
the board members will remain 
responsible for these matters. 

This will prevent the staff's los-
ing tactical focus on more tangible 
action items like litigation, politi-
cal action, mmmunicatingthrough 
the press and across the Net, and 
organizational care and feeding. 

The problem with history is 
that it keeps happening. Today, as 
I was working on this EFF mini-
biography, I learned that Mitch 
has just had his fingerprints sub-
poenaed by the FBI. Turns out 
they are now examining the 
NuPrometheus distribution disks 
forfingerprints and wanttobeable 
to sort his out. Or, perhaps, search 
for their appearance on other 
disks... 

So the Wheels of Justice grind 
blindly on. And we will go on  try-
ing to prevent anyone's being 
ground up in them. As 

Washington Watch 
by Marc Rotenberg 



How Prosecutors Misrepresented the Atlanta Hackers 
Reading Between the Lines of the BellSouth Sentences 

  

20 Things You Can 
Do to Advance 
Electronic Freedom 

By Mike Godwin 

Ithough the Electronic 
Frontier Foundation is op-

 

posed to unauthorized 

computer entry, we are 
deeply disturbed by the re-

 

cent sentencing of Bell 

South hackers/crackers 

Riggs, Darden, and Grant. Not 
only are the sentences dispropor-
tionate to the nature of the of-
fenses these young men commit-
ted, but, to the extent the judge's 
sentence was based on the 
prosecution's sentencing memo-
randum, it relied on a document 
filled with misrepresentations. 

Robert J. Riggs, Franklin E. 
Darden, Jr., and Adam E. Grant 
were sentenced Friday, November 
16, in federal court in Adana. 
Darden and Riggs had each pled 

guilty to a conspiracy to commit 
computer fraud, wire fraud, access-
code fraud, and interstate trans-
portation ofstolen property. Grant 
had pled guilty to a separate count 
of possession of access codes with 
intent to defraud. 

All received prison terms; Grant 
and Darden, according to a De-
partment of justice news release, 
.each received a sentence of 14 
months incarceration (7 in a  half-
way house) with restitution pay-
ments of S233,000." Riggs, said 
the release, "received a sentence of 
21 months incarceration and 
S233,000 in restitution." In addi-
tion, each is forbidden to use a 
computer, except insofar as such 
use maybe related ro employment, 
during his post- incarceration 
supervision. 

The fats of the case, as related 
by the prosecution in is  sentenc-
ing memorandum, indicate that 
the defendants gained free tele-
phone service and unauthorized 
access to BellSouth computers, 
primarily in order to gain knowl-

 

edge about the phone system. 

Damage to the systems was either 
minimal or nonexistent. Although 
it is well-documented that the 
typical motivation of phone-sys-
tem hackers is curiosity and the 
desire to master complex systems, 
the prosecution attempts to char-
acterize the crackers as major 
criminals, and misrepresents facts 
in doing so. 

Examples ofsuch  misrepresen-
tation include: 

1.Misrepresenting the 
E911 file. 
The E911 file, an administrative 
document, was copied by Robert 
Riggs and eventually published by 
Craig Neidorf in the electronic 
magazine PHRACK. Says the 
prosecution: "This file, which is 
the subject of the Chicago [Craig 
Neidorf] indictment, is notewor-
thy because it contains the pro-
gram for the emergency 911 dial-
ing system. As the Court knows, 
any damage to that very sensitive 
system could result in a dangerous 
breakdown in police, fire, and am-
bulance services. The evidence in-
dicates that Riggs stole the E911 
program from BellSouth's  central-
ized automation system (i.e., free 
run of the system). Bob Kibler of 
BellSouth Security estimates the 
value of the E911 file, based on 
R&D costs, is S24,639.05." 

This statement by prosecutors 
is clearly false. Defense witnesses 
in the Neidorf case were prepared 
to testify that the E911 document 
was not a program, that it could 
not be used to disrupt 911 service, 
and that the same information 
could be ordered from Bell South 
at a cost of less than S20. Under 
cross-examination, the pros-
ecution's own witnesses admitted 
that the information in the E911 
file was available in public docu-
ments, that the notice placed on 
the document stating that it was 
proprietary was placed on all Bell 
South documents (without any 
prior review to determine whether 
the notice was proper), and that 
the document did not pose a 
danger to the functioning of the 
911 system. 

2. Guilt by association. 
The prosecution begins its memo-
randum by detai li ng two crimes: l ) 
a plot to plant "logic bombs" that 
would disrupt phone service in 
several states, and 2) a prank in-
volving the rerouting of calls from 
a probation office in Florida to "a 
New York Dial-A-Porn number." 

Only a her going ro some I ength 
describing these two allegations 
does the prosecution state, in pass-
ing,  that the defendants were not  im-
plitated in rbese rrinres. 

Elsewhere i n the memorandum, 
the prosecution attempts to sug-  

gest the defendants' responsibility 
inathirdof ense anotherpetson's 
crime. Because the defendants 
"freelyand recklesslydisseminated 
access information they had sto-
len," says the memorandum, a 15-
year-old hacker committed 
S10,000 in electronic theft. Even 
though the prosecution does not 
say the defendants intended 

to facilitate that 15-year-ofd's 
alleged theft, the memorandum 
seeks to implicate the defendants 
in that theft. 

3. Guilt by knowing too much. 
The prosecution goes to great 
lengths describing the crimes the 
defendants could have committed 
with the kind of knowledge they 
had gathered: " During the course 
of the conspiracy, the defendants 
and other LOD [Legion of Doom] 
members illegallysmassed enough 
knowledge about the telecommu-
nications computer systems to 
jeopardize the entire telephone 
industry!" 

The prosecution does not men-
tion, however, that the mere pos-
session of dangerous knowledge is 
not a crime, nor does it state, ex-
plicitly, that the defendants never 
conspired to cause such damage to 
the phone system. 

4. Misrepresentation of 
motives. 
As noted above, it has been docu-
mented that young phone-system 
hackers are typically motivated by 
the desire to understand and mas-
ter la rge systems, not to inflict harm 
or to enrich themselves materially. 
AI though the prosecution concedes 
that"[d]ekstdans daicoed dratthey 
neverpersomallyprofited from their 
hacking activities, with the excep-
tion of getting unauthorized long 
distance and dam networkservice," 
the prosecutors nevertheless char-
acterize the hackers' motives as 
similar to those of extortiohiss: 
"Their main motivation [was to] 
obtain power through information 
and intimidation." 

5. Failure to acknowledge the 
outcome of the Craig Nefdorl 
case. 

In evoluadng defendants' coopem-
tion in the prosecution of Craig 
Neidorf, the government singles  

out Riggsas beingless helpful than 
the other two defendants, and  rec-
ommends less leniency because of 
this. Says the memorandum: "The 
testimony was somewhat helpful, 
though the prosecutors felt defen-

 

dant Riggs was holding back and 

notbeingas open as he had been in 
the earlier meeting." The memo-
randum fails to mention, however, 
that Riggs's testimony tended to 
support Neidorf's defense that he 
had never conspired with Riggs to 
engage in the interstate transpor-
tation of stolen property or that 
the case against Neidorf was 
dropped. 

Perhaps the most egregious as-
pect of the governmens's  memo-
randum is the argument that Riggs, 
Grant, and Darden should be im-
prisoned, not for what they have 
done, but to send the right "mes-
sage to the hacking community." 
The government focuses on the 
case of Robert J. Moms Jr., the 
computer-science graduate student 
who was sentenced to a term of 
probation in May of this year for 
his release of the worm program 
that disrupted many computers 
connected to the Internet. Urging 
the court to imprison the three 
defendants, the government re-
marked that "hackers and com-
puter experts recall general hacker 
jubilation when the judge imposed 
a probated sentence. Clearly, the 
sentence had little effect on defen-
dants Grant, Riggs, and Darden." 

The government's criticism is 
particularly unfair in fight of the 
factthattheMorris semmnangtook 
place almost a year after the ao- 
tivities leading to the defendants' 
convictions! 

The memorandum raises other 
questions besides those of the 
prosecutors' biased presentation of 
the fats. The most significant of 
these is the govemmenesuncritical 
acceptance of BellSouth's  state-
ment of the damage the defen-
dant did to is computer system. 
The memorandum states that "In 
all, [the defendants] stole approxi-
mately $233,880 worth of login/ 
passwords and connect addresses 
(i.e., access information) from 
BellSouth. BellSouth spent  ap-
proximately$1.5 million in identi-
fying the intruders into their sys-
tem and has since then spent  

 

roughly$3 million more to further 
secure their network" 

It is unclear how these figures 
were derived. For one thing, the 
sated cost of the passwords is 
highly questionable: What is the 
dollar value of a password? 

And it's similarly unclear that 
the defendants caused BellSouth 
to spend S4.5 million more than 
theynormallywould have spent in 
a similar period to identify intrud-
ers and secure their network. Al-
though the government's memo-
randum states that "[t]he  defen-
dants ... have literally caused 
BellSouth millions of dollars in 
expenses by their actions," the ac-
tual facts as presented in the 
memorandum suggest that 
BellSouth had already embarked 
upon the expenditure of millions 
of dollars before it had heard any-
thing about the crimes the defen-
dants ultimately were alleged to 
have committed. 

Not only are there questions 
about the justice of the restitution 
requirement in the sentencing of 
Riggs, Darden, and Grant, but 
there also are Constitutional is-
sues raised by the prohibition of 
access to computers. The Court's 
sentencing suggests a belief that 
anything the defendants do with 
computers is likely to be illegal; it 
ignores the fact th at computers are 
a communications medium, and 
that the prohibition goes beyond 
preventing future crimes by the 
defendants-it trends upon their 
rights to engage in lawful speech 
and association. 

EFF does not support the 
proposition that computer intru-
sion and long-distance theftshould 
go unpunished. But we find highly 
disturbing the misrepresentations 
of facts in the prosecutors' sen-
tencing memorandum as they seek 
disproportionate sentences for 
Riggs, Darden, and Grant-stiff 
sentences that supposedly will 
"send a message" to the hackers 

and crackers 

The message this memoran-
dum really sends is that the 
government's presentation of the 
facts of this case has been heavily 
biased by is eagerness to appear 
to be deterring future computer 
crime. Oa 

1. Spread the word about EFF as 

widely as possible, both on and 

oft the Net 

2. Be alert for any local, state 

or national legislation that effect 

electronic freedom. 

3. Put the Immense processing 

horsepower of your mind to the 

task of finding new metaphors for 

the realities of the physical world 

which seem up for grabs in these 

less tangible regions. 

4. Try to communicate to  techni-

cally unsophisticated friends the 

extent to which their future free-

doms depends on understanding 

digital communication. 

S. R you are online, spread the 

word to local boards. 

6. If you are at a school, inform 

Interested people about the goals 

of the EFF. 

7. Connect responsibly. 

8. Work locally for an understand-

ing of what the electronic frontier 

means in a global sense. 

9. Learn and use the technology. 

Only by having an understanding 

of computers can one evaluate 

statements about computer crime. 

10.Stop and think, about the 

many ways In which we rely an 

Information In our lives, and what 

the effect might be if that inform us-

thin were distorted, corrupted, 

limited, or denied us. 

IL Remember that words on a 

computer are SPEECH, protected 

by the Constitution. 

12. Help your non-computerized 

friends see the potential of the 

net: searoh out a low airline fare 

for then% or send a fast cheap 

 

Why Defend Hackers toarinned 

of the Governor and Attorney 
General ofMassachusets and that 
embodies these principles. 

But if the EFF isn't trying to 
advance the cause of computer 
hackers, you may ask, what is it 
doing and why? What is it that 
was sufficiently powerful to moti-
vate me to help start a whole 
organization? 

As I began to find out the real 
story behind government raids 
and indictments last summer, I 
became incensed at the fact that 
innocent individuals were getting 
caught up in the blundering 

machinations of certain law en-
forcement agencies and large cor-
porations. These were kids really, 
young people with whom I identi-
fied, who faced the prospect of 
having their lives ruined. 

Take Craig Neidorf for ex-
ample. Neidorf, a defendant in one 
case and the publisher of an elec-
tronic newsletter, was indicted on 
felony charges of wire fraud and 
interstate transportation of stolen 
property. Neidorf had published a 
document about administrative 
procedures used in the 911 emer-  

gency response telephone system 
that someone else had removed 
from a BellSouth computer. On 
the fourth day of the trial, the pros-
ecution dropped the case afar it 
became clear that the information 
in the "highly confidential" 
BellSouth document at issue was 
publielyavailable for less than S20. 

Justice was served by the 
government's decision to drop the 
case, but it was expensive justice. 
Neidorf and his family face 
S100,000 in legal bills, to 
say nothing of the disruption 
and suffering caused by the trial 
for an action that should never 

have been brought against him to 
begin with. 

In a second case, the EFF  con-
tinues to assist Steve Jackson, a 
game manufacturer in Austin, 
Texas, who has suffered  substan-
tial business losses after a Secret 
Service mid in early A4arch. The 
seizure of Jackson's computer 
equipment caused him to lay off 
nearly half of his smff and threat-
ened the survival of the business. 
As subsequent revelations have 

showed, there was no good reason 
for this mid. It never should have  

been permitted to occur in the first 
place. 

While helping defend the in-
nocent is one role for the EFF to 
play, there is more at stake than 
trying to prevent individuals from 
being wronged. It is also a matter 
of rights for all of us. 

he legal protections af-
forded Craig NeidorPs 
electronic newsl etter and is 
publisherand thecomputer 
bulletin board system (BBS) 
seized in the Steve Jackson 
mid are neither clear nor 

well-established. I believe it is ter-
ribly important to extend to these 
new digital media the same strong 
First Amendment protections of 
freedom of speech and freedom of 
expression which we enjoy in our 
own lives and in the print media. 
The government should not be 
able to seize a BBS any more easily 
than theymn seize a printingpress. 
We must find ways for law en-
forcement to do its job in protect-
ing the property of some of us 
without violating the freedom of 
speech of the rest of us. This is 
clearly a matter of protecting civil 
liberties and familiar to those who  

take an interest in upholding the 
Bill of Rights, but it is also more 
than that. 

These embryonic media of 
electronic mail, BBSs, and 
conferencing systems, provide 
open forums of communication. 
They are an antidote to the corm-
sive effects of the power of large, 
centralized institutions, privateand 
public, and to the numbness in-
duced by one-way, least-common-
denominator mass media. 

In the global suburbs in which 
more and more of us five, one's 
horizon is limited to the immedi-
ate family. Even close neighbors 
are often anonymous. 

In the realities that can be  cre-
ated within digital media there are 
opportunities for the formation of 
virtual communities- voluntary 
groups who come together not on 
the basis of geographical  pmxim-
i ty but through a common inter-
ests. Computerandtelecommuni-
cations systems represent an en-
abling technology for the forma-
tion of community, but only if we 
make it so. I believe it is urgent, as 
a matter of national policy, that we 
encourage and further stimulate  

the social experiments and devel-
oping infmstrocture that are  mk-
ing place on the Net every day. 
The ultimate mission of the EFF is 
to help articulate this vision and 
play a constructive role in the 
working out of the new legal and 
social norms which we are faced 
with developing. 

AsJohn BarlowandI meditated 
together last June on the broader 
implications ofthe initial events -
a meditation that catalyzed the for-
mation of the EFF-we could see 
that what was at stake was not 
merely seeing justice be served in 
the case of a few individuals, nor 
simply the preservation of the civil 
liberties ofall ofus, although these 
goals are vitally important. 

The larger issue is how our so-
ciety will come to terms with the 
onrush of tmnsfommdve technol-
ogy. lfwetakethe  rightstepsnuwL  
and EFF is working to take those 
steps-new and increasing access 
to information technology will en-
hance rather than inhibit the posi-
tive growth and development of 
individuals, of communities, and 
of society as a whole. a>,  

message to friends across the 

country. 

13. Check to see B your local 

and state representatives under-

stand the potential of electronic 

communication. 

14.Reject techno-elitism and 

recognize that entry into the 

networking domain Is a rite of 

passage and that someone else 

probably helped you with It. 

15.Do your backups. 

16.Educate your local librarians 

about electronic freedoms. 

17.Welcome all interested 

participants. 

18.Argue in a way that informs all 

the participants in the argument 

19.Develop better tools for linking 

people and networks. 

2a Keep in touch with us. Pass on 

your thoughts, concerns, insights, 

contacts, and news. 



CPSR Announces the First Conference on 
Computers, Freedom & Privacy 
Tutorials & Invitational Conference, Limited to 600 Participants 

   

Alameda Country District  Atror-

 

ney Don Ingraham. John spoke in 
Los Angeles at a combined SIG-
GRAPH and ACM meeting in 
earlyJannry. 

Compuserve 
Scott Loftesness, who is a Well 
member, EFF supporter, and 
Compuserve veteran is about to 
open a Telecommunications fo-
rum on Compuserve Which will 
feature an EFF sub-forum.  Li-
brarymaterfals from the Well have 
already been ported over. We will 
announce this in the EFF  confer-
ence on the Well and encourage 
people to seed time Compuserve 
forum with their participation to 
help it get off to a good start. J& 

  

March 25.28, 1991, Monday-Thursday in the Bicentennial Year of the Bill of Rights 

 

Airport Marriott Hotel, Burlingame, California on the San Francisco Peninsula, 
near San Francisco International Airport 

Sponsored by: Computei Professionals for Social Responsibility 
-A nonprofit educational corporation 

Chair: Jim Warren, Autedesk & MicroTlmes, fax/415-851-2814, e-mailliwarrenOwell.sf.ca.us 

Request for Invitation 
To facilitate useful dialogue and balanced participation by representatives from all of the diverse groups that are interested in 
these issues, this Fast Conference an Computers Freedom & Privacy (March 25 m 28, 1991) is limited 600 invited participants 
(Conference fat* capacity is also Omiteal. All interested parties are encouraged to apply for an imitation. To receive information 
about the 5660 speakers & panelists, the Models and an hrvitatim Application form, forward the following information to: 
emaiVcfp®wes.sf.ca.us or- fexA4151851.2814 -or- CFP Conference. 345 Swett Roved. Woodside CA 94062 

 

Name: 
Title  Of  anyp.. 
Organization of any): 

 

Mailing address: 

City/slawap: 
Phone number: 

Alternate phone of any): 

Fax number (if mryk 

Electronic-nail address fit any): 

Your particular interests (maximum of one page, plem eh 

  

EfffC10~ 
The Electronic Frontier Foundation, Inc. 
155 Second Street Cambridge, MA 02141 

Contact 
How to get in touch with the EFF: 

 

Plans and Actions: 
Current EFFActivities 

About Computers, 
Freedom & Privacy  -

 

We areare crossroads, as individu-
als and orga n izations conduct more 
and more of their activity using 
computers and computer networks. 
By the end of the 1990s, most in-
formation will be collected, dis-
tributed and utilized electronically. 

Thus far, an uncoordinated 
jumble of policies and procedures 
is rapidlydevelopingas each group 
develops ways of collecting, ma-
nipulating, extracting, sharing and 
protecting information in its 
computers and exchanged on its 
networks. 

Information on individuals and 
groups is being computerized by 
numerous organizations, agencies 
and special interests, often without 
the knowledge or approval o f those 
it concerns. 

Computerization can greatly 
assistindividuals, organizations and 
government in making sound de-
cision based on efficient access to 
adequate information. 

Or, itcan seriously threaten the 
fundamental freedoms, personal 
privacy, and democratic processes 
that are at the very f nindation•of 
this nation. 

More and more people are con-
cemed about how organizations 
handlepersonal, familyandfifestyle 
information about individuals. 
Many feel powerless to prevent 
private organizations and  govern-
ment from building, marketingand 
distributing confidential dossiers 
on them. Valuable information 
about government is increasingly 
computerized in government sys-  

tems, but freedom of access to it in 
useful, computerized form by in-
terested citizens, researchers and 
the press remains difficult and of-
ten prohibited. 

Governments' regulation of 
national and international infor-
mation exchange is increasing, of-
ten restricting it in the name of 
protecting competitiveness or 
confidentiality. There are increas-
ing protests from business leaders 
unable to conduct effective busi-
ness in a global economy. 

Businesses are losing millions 
of dollars and thousands of work-
hours, annually, to computerized 
mischief, vandalism, fraud and 
theft. Perpetrators are usually in-
dividuals abusing their authorized 
access. 

Instances of computer misuse 
byyoungpeoplemisespecial  ques-
tions about the values that adults 
are practicingand passingalong to 
these children. 

Each year, new laws are pro-
posed respondingro the latest type 
of abuse or misuse of computers. 
Penalties applied to uncharged 
suspects and convicted computer 
criminals vary wildly from case to 
case, with little consistency rela- 
tive to the seriousness of the al-
leged crime. 

Law enforcement officials are 
using increasingly aggressive 
strategies and sophisticated coun-
termeasures as they seek to serve 
and protect, vigorously applauded 
by some interest groups and in-
creasingly criticized by others. 

Diverse groups are often polar-
izingaround narrow self-interests,  

rather than working together to 

assure responsible practices and 
equitable policies. 

portunityforprobingques6ons and 
discussion. 

The opening conference ses-
sion on Tuesday will include ma-
jor policy proposals by one of the 
nation's best known Constitutional  
scholars: Laurence H. Tribe, Pro-
fessor of Constitutional Law, 
Harvard University Low School: 
"The Constitution in Cyberspace: 
Law & Liberty Beyond the Elec-
tronic Frontier" 

The Tuesday evening session 
will feature a leading expert in the 
areas of telecommunications regu-
lation, international telecomm 
policies and economics: Professor 
Eli M. Noam, Professor &  Direc-
tor Center for Telecommunica-
tions and Information Studies, 
Columbia University Graduate 
School of Business 

Tuesday-ThursdayConference 
sessions offering diverse speakers 
& panel discussions include: 
• Computers & Network 

Trends 
• Personal Information 

& Privacy 
• International Perspectives 

& Impacts 
• Law Enforcement Practices 

& Problems 
• Law Enforcement 

& Civil Liberties 
• Legislation & Regulation 
• Computer-Based Surveillance 

of Individuals 
Ethics & Education 
Electronic Speech, Press, 
& Assembly 

• Access to Government 
Information 
Where Do WeGoFromHe-re? 

The conference is sponsored 
by Computer Professionals for 
Social Responsibility-Anonprofit 
educational corporation. Tele-
phone: (415)322-3778 Fax: (415) 
851-2814 Conference e-mail: 
cfli@well.sEca.us 

Co-sponsors & cooperating 
organizations include: Electronic 
Frontier Foundation, Electronic 
Networking Association Associa-
tion for Computing Machinery, 
American Civil Liberties Union, 
ACM Special Interest Group on 
Software, Videotex  IndustryAsso-
ciation, IEEE-USA Intellectual 
Property Committee Cato Insti-
tute, IEEE-USA Committee on 
Communications and Information 
Policy, Institute of Electrical and 
Electronics Engi neers-USA, ACM 
Committee on Scientific Freedom 
and Human Rights, ACM Special 
Interest Group on Computers and 
Society, The WELL, Autodesk, 
Inc., Portal Communications. x-  

The Len Rose cases 
The EFF legal depar tment has been 
working to provide litigation sup-
port in the two criminal cases in-
volving Baltimore computer con-
sultant Len Rose. In the first case, 
we have been particularly active in 
helping develop the factual and le-
gal issues in the case, and in locat-

 

ing and screening potential wit-

 

nesses. We believe Baltimore case 
raises important issues concerning 
both the application of the federal 
Computer Fraud and Abuse sm tute 
(which we have challenged on the 
basis of unconstitutional over-
breadth), the federal wire-(mud 
statute, and the federal Interstate 
Transportation of Stolen Property 
statute (which we believe should 
not be applied in cases of unau-
thorized copying of copyrighted 
software). 

We have been providing simi-
lar support in Rose's state criminal 
case in Illinois. Among the issues in 
that case is whether the Illinois 
"computer tampering" statute is 
overbroad, and whether it in fact 
criminalizes the activity that Rose 
is alleged to have committed. In 
both cases, we have relied  exten-
sively on communications over the 
Net to initiate and maintain con-
tact with potential witnesses. 

The RIPCO BBS case 
We have also been giving  signifi-
mm: time to reviewing the warrant 
affidavits in the RIPCO BBS  sei-
zure. In addition, we have been 
reviewing the available archived 
files from that BBS to determine 
what, if any, justification there was 
for seizing the equipment. 

We believe the RIPCO case 
potentially raises important issues 
about the valid scope of searches 
and seizures, the chilling effect of 
such seizures on FirstAmendmen t-
protected speech and association, 
and the limits of sysop liability for 
the activities of third parties. 

Other matters 
We have continued our ongoing 
investigations of cases that raise 
issues that may be of EFF interest. 
In many of these cases we have 
chosen either not to become  in-
volved, or to wait until the cases 
reach a procedural stage (such as 
an appeal) at which it would be-
come more appropriate for the 
Foundation to intervene. 

The EFF phone line has  be-
come, to some extent, a "hotline" 
for people who are curious and/or 
worried about how their rights as 
citizens and as computer users may 
be threatened specifically or gen-  

erally by government action. We 
have been in contact with people 
who were convicted of computer 
crimes before the EFF came into 
existence, and occasionally have 
been able to provide useful infor-
mation to the lawyers handling 
appeals of these cases. We also 
have become a center for general 
information, with phone calls, 
mail, and e-mail every 'day re-
questing information about EFF 
and its work. 

Two versions of theMassachu-
setts Computer Crime Bill have 
been introduced in the Massachu-
setts legislature, one of which is 
identical to the EFF bill which 
didn'tpasslastyear. M1ke,Sharon, 
and Mitch will all be working to-
ward passage of the bill this year., 

Conferences and Meetings 
On December 19th John and 
Mitch spent half a day at Law-
rence Livermore National Labs in 
Livermore, California at the invi-
tation of the computer security 
management there. The trip was 
arranged by Russell Brand. We 
spoke to a large general audience 
of lob employees as well as had 
meetings with smaller groups of 
security experts concerned with 
security both at Lawrence 

Livermore and on the large De-
pertinent of Energy computer 
network generally. 

John and Mitch also appeared 
on a panel at Mac World at the 
Moscone Center on Friday, Janu-
ary I lth, which was chaired byJim 
Warren. Also appearing was 

About this Conference 
This is an intensive, multi-disci-
plinarysurveyConference f arthose 
concerned with computing, tele-
conferencing, electronic mail, 
computerized personal informs- 
tion,directmarketinginformation 

and government data- and those 
concerned with computer-related 
legislation, regulation, law en-
forcement and international poli-
cies that impact civil liberties, re- 
sponsible exercise of freedom and 
protection of privacy in the global 
Information Age. 

A maximum of 600 applicants 
will be invited to attend. Balanced 
representation from the diverse 
interest groups is being encour-

 

aged. 

To inform participants about 
topics beyond theirspecialties, half-
day and full-day seminars are 
scheduled for the first day (Mon-
day, Mar. 2Sth). These parallel tu-
torials will explore relevant issues 
in computing, networking, civil 
liberties, the law and law enforce-
ment. Each seminaris designed for 
those who are experienced in one 
area, but are less knowledgeable in 
some of the other disciplines. 

To explore the issues and their 
interactions and ramifications, 
conference talks and panel  discits - -
si ons are scheduled for the remain- - 
ing three days (Tuesday-Thurs-
day, Mar. 26th-28th). These will 
emphasize balanced representation 
of all major views, with ample op-- 

     

Via Computer Networks: 
Send requests to be added to or 
dropped from the EFF mailing list 
or other general correspondence 
to  ef-requestOwell.sfca.us. We 
will periodically mail updates on 
EFF-related activities to this list. 

If you receive USENET 
newsgroups, your site may carry 
two new newsgroups in the INET 
called comp.org.eff.news and 
comp.org.eff talk. The former is a 
moderated newsgroup of an-

 

nouncements, responses to an-
nouncements, and selected discus-
sion drawn from the unmoderated 
"talk" group and the mailing list. 

Everything that goes out over 

the EFF mailing list will also be 
posted in comp.org.effnews, so if 
you read the newsgroup you don't 
need to subscribe 

Postings submitted to the 
moderated newsgroup may be re-
printed by the EFF. To submit o 
posting, you may send mail to 
eff@well.sEca.us 

There is an active EFF  confer-
ence on the Well, as well as many 
other related conferences of inter-
est to EFF supporters. As of Au-
gust 1990, access to the Well is SB/ 
month plus S3/hour. Outside the 
S.F. Bay area, telecom access for 
S5/hr. is available through CPi\T. 
Register online at (415) 332-6106. 

 

A document library containing 
all of the EFF news releases, John 
Barlow's "Crime and Puzzlement" 
and others is available on the Well. 
We are working toward providing 
FTPavoilabilityinro thedocument 
library through an EFF host  sys-
tem to be set up in Cambridge, 
Mass. Details will be forthcoming. 

Via Mail or Telephone: 
The Electronic Frontier 
Foundation, Inc. 

155 Second Street 
Cambridge, MA 02141 
Telephone: (617) 864-0665 
Fax: (617) 864-0866 
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Why 
Defend . 

Hackers? 

 

By Mitchell•Kapor 

n all-too-common per-
ception of the EFF that 
prevails in the computer 
industry and those who 
report on it-from John 
Sculley to the Wall Street 
Journal-is that the EFF 

is an organization that has 
"something todo with hackers." 
(they use "hackers" as a tern not 
of approbation but of rebuke). 
Most of these sometime col-
leagues and associates ofmine are 
purzled as to why I would be 
doing such a thing. (A few think 

w 
I've just become a loony.) Any-

 

ay, they ve heard about the ter-
rible problems caused by hackers. 
who brea k i nro computer systems, 
theyworry that Pm out to defend 
such practices, and they disap-
prove.. 

But their disapproval is based 
on the pure misconception that 
the EFF's purpose is todefend 
people's right to break into com-
puter systems. Let me clear up 
that misconception now. 

I regard unauthorized entry 
into computer systems as wrong 
and deserving of punishment. 
People who break into computer 
systems and cause harm should 
be held accountable for their ac-
tions. We need tomake appro-
priate distinctions in the lega I code 
amongvarious forms ofcomputer 
crime, based on such factors as 
intent and the degree of actual 
damageAn fact, the EFF has 
drafted a bill that has the backing 
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A Man From the FBI: 
The Origins of the Electronic Frontier Foundation 

  

Goals of the EFF 

1. To engage In and support 

educational activities that 

increase the popular 

understanding of the 

opportunities and challenges 

posed by computing and 

telecommunications. 

Z To develop among policy-

makers a clearer comprehen-

sion of the Issues underlying 

free and open telecommuni-

cations. 

3. To support the creation 

of legal and structural 

approaches which will ease 

the assimilation of these new 

technologies by society. 

9. To raise public awareness 

about civil-liberties Issues 

arising from rapid advances 

In computer-based communi-

cations media. 

S. To support litigation in the 

  

puter BBS in Sausalito which is 
digital home to a large collection 
of technically hip folks, including 
Mitch Knpor, the father of Locos 
1-2-3. 

Tums outMitch had also been 
visited by the FBI, owing to his' 
having unaccountably received of 
one of the source code disks which 
NuPrometh eus scattered around. 
Mitch's experience had been as 
dreamlike as mine. He had, in 
fact, filed the whole thing under 
General Inexplicability until he 

eveml days later, he found 
his bizj et about ro Fly over 
Wyoming on is way to' 
San Francisco. He called 
me from somewhere over 
South Dakota and asked 
if he might literally drop 

in for a chat about Agent Baxter 
and related matters. 

So, while a late spring snow 
storm swirled outside my office, 
we spent several hours hatching 
what beeame.the Electronic 
Frontier Foundation. I told him 
about the sweep of Secret Service 
raids that had taken place months 
before and their apparent disre-
gard for the Bill of Rights. 

Alarmed, he gave me the 
phone number of Harvey 
Silverglate, whose willingness to 
champion unpopular rouses was 
demonstrated by his current de-

    

public interest to preserve, 

protect, and extend Consthu-

tional rights to the realm of 

computing and telecommunk 

cations technology. 

6. To encourage and support 

the development of new tools 

which will endow non-technical 

users with full and easy access 

to computer-based telecom-

munications. 

 

By John Perry Barlow 

he Electronic Frontier 
Foundationwasstartedby 
a visit from the FBI. 

In late April of 1990, I 
got a call from Special 
Agent Richard Baxter of 
the Federal Bureau of  In-

vestigation. He asked if he could 
come by the next day and discuss 
a certain investigation with me. 
His unwillingness to discuss its 
nature over the phone left me 
with a sense of global guilt, but I 
figured turning him down would 
probably'send the wrong signal. 

On Mayday, he drove to 
Pinedale, Wyoming, a cow town 
100 miles north of his Rock 
Springs office (where he ordi-
narily investigates livestock theft 
and other regional crimes). He 
brought with him a thick stack of 
documents from the San Fran-
cisco office and a profound con-
fusion about their conients. 

He had been sent to find out 
if I might be a member of the 
NuPrometheus League, a dread 
band of info-terrorists (or maybe 
just a disaffected former Apple 
employee) who had stolen and 
wantonly distributed source code 
normally used in the Macintosh 
ROMs. Agent Baxter's errand was 
complicated by a fairly complete 
unfamiliarity with computer 
technology. I realized right away 
that before I could demonstrate 
my innocence, I would first have 
to explain to him what guilt 
might be. 

The three hours I passed do- 

 

ing this were surreal for both of 
us. Whatever this source code 
stuff was, and whatever it was 
that happened to it, had none of 
the cozy familiarity of a few 
yearling steers headed across the 
Wyoming border in the wrong 
stock truck. 

Whatlitdehedid know, thanks 
to the San Francisco office, was 
also pretty well out of kilter. He 
had been told, for example, that 
Autodesk, the publisher of 
AutoCAD,wasa major Star Wars 
defense contractor and that is 

CEO was none other than John 
Draper, the infamous phone 
phreak also known as Cap'n 
Crunch. As soon as I quit laugh-
ing, I started to worry.' 

I realized in the course of this 
interview that I was seeing, in 
microcosm, the entire law en-
forcement structure of the United 
States. Agent Baxter was hardly 
alone in his puzzlementaboutthe 
legal, technical, and metaphori-
cal nature of detacrlme. 

I also found in his struggles a 
framework for understanding a 
series of recent Secret Service 
raids on some young hackers I'd 
met in a Harpers magazine fo-
rum on computers and freedom. 
And it occurred to me that this 
might be the beginningof a great 
paroxysm of governmental con-
fusion during which everyone's 
liberties would become at risk. 

W hen Agent Baxter had gone, 
I wrote an account of his visit and 
placed it on the WELL, a com-  

read my tale on the WELL. Now 
he had enough corroboration for 
his own strange sense of alarm to 
begin acting on it. 

 

fense of Leona Helmsley. He sa id 
that Harvey would probably know 
i f this were as bad as it was starting 
to sound. He also said that he 
would be willing to pay the bills 
that generally start to appear 

whenever you call a lawyer. 
I finally found Harvey in the 

New York offices of Rabinowitz, 
Boudin, Standard, Krinsky and 
Lieberman, a firm whose long list 
ofsuccessfully defended civil-lib-
erties cases includes the Penta-
gon Papers case. I told him and 
Eric Lieberman whatI knew about 
recent government flailings 
against rybercrime. They were 
even less sanguine than I had been. 

The next day a trio code-* 
namedAcidPhreak, PhiberOptik, 
and Scorpion entered the walnut-
panelled chambersofRabinowitz, 
Boudin and told their tales to a 
lawyer there named Terry Gross. 
While EFF as a formal organiza-
tion would not exist for two 
months, its legal arm was already 
flexing its muscle. 

A few days later I received a 
phone call from the technology 
writer for the Washington Post. 
He was interested in follomingup 
on the Harper's foram, and knew 
nothing of Mitch's and my joint 
endeavors. I filled him in, hoping 
to expose the SecrerService. Sev-
eml days later, the Postpublished 
the first of many newspaper sto-
ries, allofwhichcould haveshared 
the headline: " Lotus Founder 
Defends Hackers." 
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e iNationallD Card 

A proposal to begin a national ID card pilot project, tucked into 

amendments to the Immigration Control and Reform Act, was 

knocked out when civil libertarians objected. 

e Vertronic Dissemination Polity 

A proposal to establish principles for the dissemination of 

electronic information by the federal agencies narrowly failed to 

pass the Congress as last minute negotiations on a related 

measure collapsed. The proposal grows out of a report from the 

Office of Technology Assessment "Informing the Nation" that 

stressed the need to develop new Information policy to promote 

the development of CD-ROMs and on-line information services. 

e Caller ID 

A bill to allow the offering of Caller ID by regional phone companies 

R a per-call blocking feature is also provided failed to gather 

support this past Congress. Several states have already adopted 

similar measures. 

e Computer Security Polity 

The Presidential directive on computer security policy was revised 

finally to comply with the Computer Security Act of 1987. The Act 

reestablished control for computer security at a civilian agency - 

the National Institute for Standards and Technology - after the 

previous administration attempted to place computer security 

authority at the National Security Agency. 

e Upcoming Policy 

CPSR hosted the fiat Computing and Civil Liberties policy 

roundtable on February 21 and 22, 1991 at the American 

 

Association for the Advancement of Science In Washington, DC. 

The purpose of the roundtable was to bring together leading 

experts to explore two Issues: free speech and computer networks, 

and searches of computer bulletin boards. What speech 

restrictions currently exist? Should federal agencies or private 

companies be allowed to restrict the content of a computer 

message and, if so, in what circumstances? The second Issue was 

the investigation of computer bulletin boards by law enforcement 

agents. Are there any restrictions on the ways that police may 

monitor computer communications and computer bulletin boards? 

 

R not, should such restrictions be developed? The conference was 

the first in a series of policy roundtables that will be held in 

Washington, DC and that are made possible with funding from the 

Electronic Frontier Foundation. 
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Washington Watch 
by Marc Rotenberg 

FBI continued 
hile this was an irri-

 

tating misrepresen-

 

W

tation, we were more 
interested in defend-
ing the Constitution 
than digital miscre-
ants, the publicity 

produced a couple of major sup-
porters: Steve Wozniak, who ca Iled 
and offered an unlimited match to 
Mitch's contributions, and John 
Gilmore (Sun Microsystems em-
ployee #5) who e-mailed me a six 
figure offer of support. 

Operation Sundevil 
Meanwhile, the list of apparent 
outrages lengthened. We learned 
aboutanAusdn role-playinggames 
publisher named Steve Jackson 
whose office equipment had been 
confiscated by the Secret Service 

in an apparent effort to restrain his 
publication of a game called 
Cyberpunk which they thought, 
with ludicrous inaccuracy, to be "a 
handbook for computer crime." 

All over the country computer 
bulletin boards were being confis-
cated, undelivered e-mail and all. 
A Secret Service dragnet called 
Operation Sundevil seized more 
than 40 computers and 23,000 data 
disks from teenagers in 14 Ameri-
can cities, using levels of force and 
terror which would have been more 
appropriate to the apprehension of 
urban guerrillas than barely post-
pubescent computer nerds. 

And there was the Craig Neidorf 
case. Neidorf, also known by the 
nom de crack Knight Lightning, 
had published an internal BellSouth 
document in his electronic maga-
zine Phrack. For this constitution-
ally protected act, Neidorf was be-
ing charged with interstate  trans-
port of stolen property with a pos-
sible sentence of6O years in jail and 
a S122,000 in fines. 

I wrote a piece about these 
events called "Crime &  Puzzle-
ment" Ididsoattherequestofthe 
Whole Earth Review-it made its 
first print appearance in the Fall 
1990 issue of WER-but I "pub-
lished" it on the Net in June and 
was astonished by the response. It 
was like planting a fence-post and 
discovering that the ground into 
which you've driven it is actually 
the back of a giant animal that 

quivers and heaves at the irritation. 
By July, I was receiving up to 

100 e-mail messages a day. They 
came from all over the planet and 
expressed nearly universal indig-
nation. I began to experience 
datashock, but I also realized that 
Mitch and I were not alone in our 
concerns. We had struck a chord. 

The Law In Cyberspace 
In Cambridge, Mitch was having 
something like the same  experi-
ence. Since the Washington Post 
story, he found himself bathed in 
media glare. However, the more 
he learned about ambiguous  na-
tureoflaw in Cyberspace, the more 
ofhis considerable intellectual and 
financial resources he became will-
ing to devote to the subject. 

In late June, Mitch and I threw 
several dinners in San Francisco, 
to which we invited major figures 
from the computer industry. We 
weren't surprised to learn than 
many of them had exploits in their 
past which, undertaken today, 
would arouse plenty of Secret Ser-
vice interest. It appeared possible 
that one side-effect ofcurrentgov-

 

emment practices might be the 
elimination of the next generation 
of computer entrepreneurs and 
digital designers. 

It also became clear that we 
were dealingwith a setofproblems 
which was a great deal more com-

 

plex and far-reaching than a few 

cases of governmental confusion. 
The actions of the FBI and Secret 
Service were symptoms of a  grow-
ing social crisis: Future Shock. 
America was entering the Infor-
mation Age with neither laws nor 
metaphors for the appropriate 
protection and conveyance of in-
formation itself. 

We realized that our legal ac-
tions on behalf of a few teen-age 
crackers would go on indefinitely 
without much result unless  some-
thing were done to ease social ten-
sions along the electronic frontier. 
The real msk at hand was the  civi-
fization of Cyberspace. Such an 
undertaking would require more 
juice and stamina than two men 
could muster, even amplified by 
the Net and a solid financial  sup-
ply. We would need some kind of 
organizational identity. 

With this in mind, we hired a 
press coordinator, Cathy Cook 
(who had formerly done PR for 
Steve Jobs), set a squad of lawyers 
to work on investigating the prop-
er organizational tax status, and, 
over a San Francisco dinner with 
Stewart Brand, Nat Goldhaber, 
Jaron Lanier, and Chuck Blanchard, 
we selected a name and defined a 
mission. 

Founding the Foundation 
We announced the formation of 
the Electronic Frontier Founda-
tion at the National Press Club on 
July 10. Mitch and I were joined 
for the announcement by Harvey 
Silverglate, Terry Gross, and S teve 
Jackson. 

We were also joined by Marc 
Rotenberg of the Washington of-
fice of Computer Professionals for 
Social Responsibility. One of our 
first official acts had been to grant 
that organization $275,000 for a 

project on computingand civil lib-
erties. CPSR would keep a wary 
eye on developments "inside the 
Beltway" and work in conjunction 
with congressional staffers to see 
that any legislation clearing with 
access to information was sensibly 
drafted. 

While in Washington, we also 
took inventory of the terrain, 
meeting with congressional staff-
ers, the Washington civil liberties 
establishment, and officials from 
the Library of Congress and the 
White House. The area to be cov-
ered, from intellectual property to 
telecommunications policy to law 
enforcement technique, was 
daunting, as were the ambient lev-
els of confusion and indifference. 

We also generated anenormous 
amount of press. And it became 
apparent that not everyone was 
persuaded of our cause. Business 
Week called Mitch naive for his 
willingness to believe that com-
puter crackers were somehow less 
dangerous that drug kingpins. 
Various burghers of the computer 
establishment, ranging from the 
executive director of the Software 
Publishers Association to a colum-
nist for Computerlbrorld, called us 
fools at best and, more likely, dan-
gerous fools. 

The Wall Street)ournal printed 
a particularly hysterical piece which 
alleged that the document Craig 
Neidorf (into whose case we had 
entered a supporting amicus brief) 
had published was a computer  vi-
rus capable of bringing down the 
emergency phone system for the 
entire country. In fact, the text file 
which Neidorf distributed dealt 
with the bureaucratic procedures 
of 911 administration in the Bell-
South region and contained noth-
ing which could be used to crack a 
system. Indeed, it contained noth-
ing which could not be easily ob-
tained through by legal means. 

Neidorfs first major breakcame 
in late July. Thanks in part to the 
independent work ofjohn Nagel, 
who was prepared to testify that 
the prosecutors had seriously 
overstated the value of the E911 
document, the government was 
forced to abandon its case against 
Neidorf after 4 days in Chicago's 
Federal Court. 

Although our briefs supporting 
NeidorPs activities under the First 
Amendment were not admitted, it 
became apparent, before such 
loftier matters could even be 
broached, thatthegovemmenthad 

indicted him with no clear under-
standing of the purpose or avail-
abilityof the document he had dis-  

tributed. Like Agent Baxter, they 
knew too little to critically exam-
ine the misinformation they had 
been given by the corporate mas-
ters, i n this case, officials at Bel leore. 

Following the resolution of the 
Neidorf case, and, to some extent 
because of it, skepticism of EFF 
has moderated considerably. If 
anything, the most recent press 
accountsofouractivideshavebeen 

almost fulsome in their praise. Re-
cent favorable coverage has ap-
peared in the New York Times, 
The Economist, Infoworld,  Infor-
mation Week, PCweek, and Bos-
ton Magazine. 

Since July, we have been ab-
surdly busy on numerous fronts: 
We've worked on raising public 
awareness of the issues at stake. 
We are organizing legal responses 
to the original and continuing  in-
temperance of law enforcement. 
We have worked on the political 
front, developingand lobbying for 
rational computer security legisla-
tion. We have started to create a 
network of interested experts on 
computer security, intellectual 
property, telecommunications 
policy, and international informa-
tion rights. And lately we've been 
attending to the organizational de-
mands of the non-profit equiva-
lent of a byper-successful computer 
startup. 

The Expanding Mission 
When we first defined the mission 
of the Electronic Frontier Foun-
dation, we saw our task as assuring 
the application ofthe U.S.  Consti-
tution to digital media. And this 
remains much ofwhat we are about. 

However, information has little 
natural regard for national borders 
or local ordinances. Cyberspace is 
transnational. During the tsunami 
of e-mail which Crime &  Puzzle-
ment elicited, there were many 
items from foreign countries. Their 
authors wanted to know how they 
could protect or establish their 
rights of free expression. And I had 
no idea what to tell them. 

The question arose again at 
Esther Dyson's recent East-West 
Technology Conference in 

Budapest which Mitch and I at-
tended. EFF was well-known 
among the Soviets at this meeting, 
some of whom were already in-
volved in drafting what they called 
an Information Bill of Rights. (One 
young Moscow programmer had 
managed to hack together an 

Internet connection through Fin-
land in order to contact me.) 

Like intellectual property and 
telecom policy, the development 
of international principles of free 
digital speech is a large angel to 
wrestle with. We will have to be 
careful not to allow this immense 
task to divert EFF from its specific 
legal agenda. But neither can we 
ignore the fact that Cyberspace is 
hardly an American territory. 

The Electronic Frontier Foun-
dation grew from an effort to fight 
aspecific legal brushfire into a full-
fledged Cause much faster than we 
could have imagined. And, like any 
explosive start-up, itspends a lot of 
time playing catch-up. 

Reaching Out 
Electronical ly ampli fled, Mitch and 
I were able to personally conduct 
much of EFF's business in the first 
few months of operations. But 
gradually we had to confront the 
fact that whi le the Net is very broad, 
it is also quite shallow. Without 
even a sense of their physical loca-
tion, we have been unable to mar-
shal the hundreds of people who 
have e-mailed us with their volun-
teered services. Also, we found 
ourselves administering a signifi-
cant cash-flow in both donations 
and expenditures. (By year's end, 
EFF will have spent around 
$220,0M.Ourtentative 1991 bud-
getpredicts expensesofalmosthalf 
a million.) 

So, despite a mutual terror of 
bureaucracy and organizational 

sclerosis, we have starred to adopt 
some institutional trappings. 

First, in order to satisfy the re-
quirements for a 5016 tax status 
(which we should have in about six 
months), we found that we needed 
something more substantial than 
two guys with modems. Thus, on 
October 9, we held our first official 
board meeting and formally elected 
StewartBmnd, Steve Wozniak, and 
John Gilmore to join us as board 
members. 

And we have started to take on 
staff. We recently hired Mike 
Godwin, a freshly minted Texas 
lawyer and USENETadepy tosort 
through the factual and legal  de-
tailsof the many cases the are being 
asked to intervene in. In his short 
time with us, he has investigated 
several cases to determine their fit 
with EFF's constitutional mission, 
their winnability, and their likeli-
hood of producing clear legal pre-

 

cedent. 

We are determined that EFF 
will remain an agile, swift-moving 
sort of outfit. We will adopt any 
new bureaucratic manifestations 
with the greatest skepticism. But 
we are being bombarded with many 
legitimate requests for assistance, 
advice, and information. In order 
to respond rapidly and appropri-

 

ately, the Electronic Frontier 
Foundation has had to become an 
institution. One method by which 
we hope ro  mai ntai n organizational 
lightness involves keeping a clear 
distinction between strategy and 
tactics. 

On the strategic level, EFF has 
a verybroad mission involvingsuch 
amorphous endeavors as defining 
intellectual property, helping  es-
tablish a transnational culture of 
information, designing telecom-
munications policy, sponsoring 
humane software design...  civiliz-
ing Cyberspace. With an appro-
priate sense of their limitations, 
the board members will remain 
responsible for these matters. 

This will prevent the staffs los-
ing tactical focus on more tangible 
action items like litigation, politi-
cal action, communicatingthrough 
the press and across the Net, and 
organizational care and feeding. 

The problem with history is 
that it keeps happening. Today, as 
I was working on this EFF mini-
biography, I learned drat Atitoh 
has just had his fingerprints  sub-
poenaed by the FBI. Turns out 
they are now examining the 
NuPrometheus distribution disks 
for fingerprints and want to be able 
to sort his out. Or, perhaps, search 
for their appearance on other 

disks... 
So the Wheels ofJustice grind 

blindly on. And we will go on  try-
ing to prevent anyone's being 
ground up in them. As 

Postcard from 
the Edge 

"I went on to test the program 
in every way I could devise. I 
strained it to expose its weak-
nesses. I ran it for high-mass 
stars and low-mass stars, for 
stars bom exceedingly hot and 
those born relatively cold. I ran 
it assuming the superfiuid  cur-
rents beneath the crust to be 
absent- not because I wanted 
to know the answer, but be-

 

cause I had developed an in-

 

tuitive feel for the answer in 
this particular case. Finally I 

got a tan in which the com-
putershowed the pulsar's tem-
perature to be less than abso-
lute zero. I had found an error. 
I chased down the error and 
fixed it. Now I had improved 
the program to the pointwhere 
it would not run at all." 

George Greenstein, 
"Frozen Star: Of Pubary, Black 
Holey and the Fate of Stars" 

e Computer Crime Legislation 

Several proposals to expand computer crime law were introduced 

In the past Congress. In the end, a modest proposal, introduced by 

Senator Leahy, passed the Senate but did not make it through the 

House. Senator Leahy's bill would have penalized reckless 

computer acts that place computer systems at risk and would have 

required that the Justice Department report annually to Congress 

on computer crime prosecutions 
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How Prosecutors. Misrepresented the Atlanta Hackers 
Reading Between the Lines of the BellSouth Sentences 

 

20 Things You Can 
Do to Advance 
Electronic Freedom 

 

By Mike Godwin 

lthough the Electronic 

Frontier Foundation is op-

 

posed to unauthorized 

computer entry, we are 
deeply disturbed by the re-
cent sentencing of Bell 
South hackers/crackers 

Riggs, Darden, and Grant. \Tot 
only are the sentences dispropor-
tionate to the nature of the of-
fenses these young men commit-
ted, brit, to the extent the judge's 
sentence was based on the 

prosecution's sentencing memo-
randum, it relied on a document 
filled with misrepresentations. 

Robert J. Riggs, Franklin E. 
Darden, Jr., and Adam E. Grant 
were sentenced Friday, November 
16, in federal court in Atlanta. 
Darden and Riggs had each pled 
guilty to a conspiracy to commit 
computer fraud, wire fraud, access-
code fraud, and interstate trans-
portation of stolen property. Grant 
had pled guilty to a separate count 
of possession of access codes with 
intent to defraud. 

All received prison terms; Grant 
and Darden, according to a De-
partment of justice news release, 
.each received a sentence of 14 
months incarceration (7 in a half-
way house) with restitution pay-
ments of $233,000." Riggs, said 
the release, "received a sentence of 
21 months incarceration and 
$233,000 in restitution." In addi-
tion, each is forbidden to use a 
computer, except insofar as such 
use may be related to employment, 
during his post- incarceration 
supervision. 

The facts of the case, as related 
by the prosecution in i ts sentenc-
ing memorandum, indicate that 
the defendants gained free tele-
phone service and unauthorized 
access to BellSouth computers, 
primarily in order to gain knowl-

 

edge about the phone system. 

Damage to the systems was either 
minimal or nonexistent. Although 
it is well-documented that the 
typical motivation of phone-sys-
tem hackers is curiosity and the 
desire to master complex systems, 
the prosecution attempts to char-
acterize the crackers as major 
criminals, and misrepresents facts 
in doing so. 

Examples of such misrepresen-
tation include: 

1.Misrepresenting the 

E911 file. 
The E911 file, an administrative 
document, was copied by Robert 
Riggs and eventually published by 
Craig Neidorf, in the electronic 
magazine PHRACK. Says the 
prosecution: "This file, which is 
the subject of the Chicago [Craig 
Neidorf] indictment, is notewor-
thy because it contains the pro-
gram for the emergency 911 dial-
ing system. As the Court knows, 
any damage to that very sensitive 
system could result in a dangerous 
breakdown in police, fire, and am-
bulance services. The evidence in-
dicates that Riggs stole the E911 
program from Bell South's central-
ized automation system (i.e., free 
nun of the system). Bob Kibler of 
BellSouth Security estimates the 
value of the E911 file, based on 
R&D costs, is $24,639.05." 

This statement by prosecutors 
is clearly false. Defense witnesses 
in the Neidorf case were prepared 
to testify that the E911 document 
was not a program, that it could 
not be used to disrupt 911 service, 
and that the same information 
could be ordered from Bell South 
at a cost of less than $20. Under 
cross-examination, the pros-
ecution's own witnesses admitted 
that the information in the E911 
file was available in public docu-
ments, that the notice placed on 
the document stating that it was 
proprietary was placed on all Bell 
South documents (without any 
prior review to determine whether 
the notice was proper), and that 
the document did not pose a 
danger to the functioning of the 
911 system. 

2. Guilt by association. 
The prosecution begins its memo-
randum by detailing two crimes: l) 
a plot to plant "logic bombs" that 
would disrupt phone service in 
several states, and 2) a prank in-
volving the rerouting of calls from 
a probation office in Florida to "a 
New York Dial-A-Porn number." 

Onlyaftergoingrosome length 
describing these two allegations 
does the prosecution state, in pass-
ing, that the defendants were not f  u-
phoned in these r ,es. 

Elsewhere in the memorandum, 
the prosecution attempts to sug-  

gest the defendants' responsibility 
in a third offense--another person's 
crime. Because the defendants 
"freelyand recklessly disseminated 
access information they had sto-
len," says the memorandum, a 15-

 

year-old hacker committed 

$10,000 in electronic theft. Even 
though the prosecution does not 
say the defendants intended 

to facilitate that 15-year-old's 
alleged theft, the memorandum 
seeks to implicate the defendants 
in that theft. 

3. Guilt by knowing too much. 
The prosecution goes to great 
lengths describing the crimes the 
defendants mtdd have committed 
with the kind of knowledge they 
had gathered: " During the course 
of the conspiracy, the defendants 
and otherLOD  [Legion of Doom] 
members illegallyamassed enough 
knowledge about the telecommu-
nications computer systems to 
jeopardize the entire telephone 
industry!" 

The prosecution does not men-
tion, however, that the mere pos-
session of dangerous knowledge is 
not a crime, nor does it stare, ex-
plicitly, that the defendants never 
conspired to cause such damage to 
the phone system. 

4.Misrepresentation of 

motives. 
As ndted above, it has been docu-
mented that young phone-system 
hackers are typically motivated by 
the desire to understand and  mas-
terlargesystems, notm infiictharm 
or to enrich themselves materially. 
Although the prosecution concedes 
that"[d]efendants claimed thatthey 
neverpersonally profited from their 
backing activities, with the excep-
tion of getting unauthorized long 
distance and dam network service," 
the prosecutors nevertheless char-
acterize the hackers' motives as 
similar to those of extortionists: 
"Thew main motivation [was to] 
obtain power through information 
and intimidation." 

5.Failure to acknowledge the 
outcome of the Craig Neidorf 
case. 

f n evaluating defendants' coopem-
tion in the prosecution of Craig 
Neidorf, the government singles  

out Riggs as being less helpful than 
the other two defendants, and rec-
ommends less leniency because of 
this. Says the memorandum: "The 
testimony was somewhat helpful, 
though the prosecutors felt defen-
dant Riggs was holding back and 
not being as open as he had been in 
the earlier meeting." The  memo-
randum fails to mention, however, 
that Riggs's testimony tended ro 
support Neidorfs defense that he 
had never conspired with Riggs to 
engage in the interstate transpor-
tation of stolen property or that 
the case against Neidorf was 
dropped. 

Perhaps the most egregious  as-
pect of the governments's  memo-
randum is the argument that Riggs, 
Grant, and Darden should be im-
prisoned, not for what they have 
done, but to send the right "mes-
sage to the hacking community." 
The government focuses on the 
case of Robert J. Morris Jr., the 
computer-science graduate student 
who was sentenced to a tern of 
probation in May of this year for 
his release of the worn program 
that disrupted many computers 
connected to the Internet. Urging 
the court to imprison the three 
defendants, the government re-
marked that "hackers and com-
puter experts recall general hacker 
jubilation when the judge imposed 
a probated sentence. Clearly, the 
sentence had little effect on defen-
dants Grant, Riggs, and Darden." 

The government's criticism is 
particularly unfair in light of the 
factthat theMorrissentencing took 
place almost a year after the ac-
tivities leading ro'the defendants' 
convictions! 

The memorandum raises other 
questions besides those of the 
prosecutors' biased presentation of 
the facts. The most significant of 
these is the govemmen is uncritical 
acceptance of BellSouth's  state-
ment of the damage the defen-
dants did to its computer system. 
The memorandum stares that "In 
all, [the defendants] stole approxi-

 

mately $233,880 worth of login/ 
passwords and connect addresses 
(i.e., access information) from 
BellSouth. BellSouth spent ap-
proximately S1.5 million in identi-

 

fying the intruders into their sys-
tem and has since then spent  

roughlyS3 million moretofurther 
secure their network." 

It is unclear how these figures 
were derived. For one thing, the 
stated cost of the passwords is 
highly questionable: What is the 
dollar value of a password? 

And it's similarly unclear that 
the defendants caused BellSouth 
to spend S4.5 million more than 
theynormally would have spent in 
a similar period to identify intrud-
ers and secure their network. Al-
though the government's memo-
randum states that "[t]he  defen-
dants ... have literally caused 
BellSouth millions of dollars in 
expenses by their actions," the ac-
tual facts as presented in the 
memorandum suggest that 
BellSouth had already embarked 
upon the expenditure of millions 
of dollars before it had heard any-
thing about the crimes the defen-
dants ultimately were alleged to 
have committed. 

\Tot only are there questions 
about the justice of the restitution 
requirement in the sentencing of 
Riggs, Darden, and Grant, but 
there also are Constitutional is-
sues raised by the prohibition of 
access to computers. The Court's 
sentencing suggests a belief that 
anything the defendants do with 
computers is likely to be illegal; it 
ignores the fact that computers are 
a communications medium, and 
that the prohibition goes beyond 
preventing future crimes by the 
defendants-it treads upon their 
rights to engage in lawful speech 
and association. 

EFF does not support the 
proposition that computer intru-
sion andlong-dismncetheftshould 
go unpunished. Butwe find highly 
disturbing the misrepresentations 
of facts in the prosecutors' sen-
tencing memorandu m as they seek 
disproportionate sentences for 
Riggs, Darden, and Grant-stiff 
sentences that supposedly will 
"send a message" to the hackers 
and crackers. 

The message this memoran-
dum really sends is that the 
gmernmenes presentation of the 
facts of this case has been heavily 
biased by its eagerness to appear 
to be deterring future computer 
crime. A 

1. Spread the word about EFF as 

widely as possible, both on and 

off the Net. 

2. Be alert for any local, state 

or national legislation that effect 

electronic freedom. 

3. Put the Immense processing 

horsepower of your mind to the 

task of finding new metaphors for 

the realities of the physical world 

which seem up for grabs in these 

less tangible regions. 

4. Try to communicate to techni-

cally unsophisticated friends the 

extent to which their future free-

doms depends on understanding 

digital communication. 

S. H you are online, spread the 

word to local boards. 

6. B you are at a school, inform 

interested people about the goals 

of the EFF. 

7. Connect responsibly. 

8. Work locally for an understand-

ing of what the electronic frontier 

means In a global sense. 

9. Learn and use the technology. 

Only by having an understanding 

of computers can one evaluate 

statements about computer crime. 

10.Stop and think, about the 

many ways in which we rely on 

information In our lives, and what 

the effect might be B that Informa-

don were distorted, corrupted, 

limited, or denied us. 

11.Remember that words on a 

computer are SPEECH, protected 

by the Constitution. 

12.Help your non-computerized 

friends see the potential of the 

net: search out a low airline fare 

for them, or send a fast cheap 

message to friends across the 

 

Why Defend Hackers wntinued 

of the Governor and Attorney 
General ofMassachusetts and that 
embodies these principles. 

But if the EFF isn't trying to, 
advance the cause of computer 
hackers, you may ask, what is it 
doing and why? What is it that 
was sufficiently powerful to moti-
vate me to help start a whole 
organization? 

As I began to find out the real 
story behind government raids 
and indictments last summer, I 
became incensed at the fact that 
innocent individuals were geeing 
caught up in the blundering 

machinations of cermin law en-
forcement agencies and large cor-
porations These were kids really, 
young people with whom I identi-
fied, who faced the prospect of 
having their lives ruined. 

Take Craig Neidorf for  ex-
ample. \Teidorf, a defendant in one 
case and the publisher of an elec-
tronic newsletter, was indicted on 
felony charges of wire fraud and 
interstate transportation of stolen 
property. Neidorf had published a 
document about administrative 
procedures used in the 911 emer-  

gency response telephone system 
that someone else had removed 
from a BellSouth computer. On 
the fourth dayofthe trial, thepros-
ecution dropped the case after it 
became clear that the information 
in the "highly confidential" 
BellSouth document at issue was 
publicly available for less than $20. 

Justice was served by the 
government's decision to drop the 
case, but it was expensive justice. 
Neidorf and his family face 
$100,000 in legal bills, to 
say nothing of the disruption 
and suffering caused by the trial 
for an action that should never 

have been brought against him to 
begin with. 

In a second case, the EFF  con-
tinues to assist Steve Jackson, a 
game manufacturer in Austin, 
Texas, who has suffered substan-
tial business losses after a Secret 
Service mid in early March. The 
seizure of Jackson's computer 
equipment caused him to lay off 
nearly half of his staff and threat-
ened the survival of the business. 
As subsequent revelations have 
showed, there was no good reason 
for this raid. It never should have  

been permitted to occur in the first 
place. 

While helping defend the in-
nocent is one role for the EFF ro 
play, there is more at stake than 
trying to prevent individuals from 
being wronged. It is also a matter 
of rights for all of us. 

he legal protections af-

 

forded Craig Neidorfs 
electronic newsletterand its 
publislwand the computer 
bulletin board system (BBS) 
seized in the Steve Jackson 
mid are neither clear nor 

well-established. I believe it is ter-
ribly important to extend to these 
new digital media the some strong 
First Amendment protections of 
freedom of speech and freedom of 
expression which we enjoy in our 
own lives and in the print media. 
The government should not be 
able to seize a BBS any more easily 
than they can seize  printing press. 
We must find ways for law  en-
forcmitent to do its job in protect-
ing the property of some of us 
without violating the freedom of 
speech of the rest of us. This is 
clearly a matter of protecting civil 
liberties and familiar to those who  

take an interest in upholding the 
Bill of Rights, but it is also more 
than that. 

These embryonic media of 
electronic mail, BBSs, and 
conferencing systems, provide 
open forums of communication. 
They are an antidote to the corro-
sive effects of the power of large, 
centralized insd rations, private an d 
public, and to the numbness  in-
ducedbyone-way, least-common-
denominator mass media. 

In the global suburbs in which 
more and more of us live, one's 
horizon is limited to the immedi-
ate family. Even close neighbors 
are often anonymous. 

In the realities that can be cre-
ated within digital media there are 
opportunities for the formation of 
virtual communities- voluntary 
groups who come together not on 
the basis of geographical Proxim-
ity but through a common inter-
ests. Computerand  telecommuni-
cations systems represent an en-
abling technology for the forma-
tion of community, but only if we 
make it so. I believe it is urgent, as 
a matter ofnational policy, that we 
encourage and further stimulate  

the social experiments and devel-
oping infrastructure that are tak-
ing place on the Net every day. 
The ultimate unission of the EFF is 
to help articulate this vision and 
play a constructive role in the 

working out of the new legal and 
social norms which we are faced 
with developing. 

As john Barlowand I meditated 
together last June on the broader 
implications oftheinitial events-
a meditation thatcamlyzed the for-
mation of the EFF-we could see 
that what was at stake was not 
merely seeing justice be served in 
the case of a few individuals, nor 
simply the preservation of the civil 
liberties ofall of us, although these 
goals are vitally important 

The larger issue is how our  so-
ciety will come to terns with the 
onrush of transfornative technol-
ogy.If we take the right steps now-
and EFF is working to take those 
steps-new and increasing access 
to information technology will en-
hance rather than inhibit the posi-
tive growth and development of 
individuals, of communities, and 
of society as a whole. a.  

 

country. 

J3. Check to see R your local 

and state representatives under-

stand the potential of electrons 

communication. 

14. Reject  techno-elitism and 

recognize that entry into the 

networking domain is a rife of 

passage and that someone else 

probably helped you with it 

IS. Do your backups. 

16. Educate your local librarians 

about electronic freedoms. 

17.Welcome all interested 

participants. 

18.Argue In a way that Informs all 

the participants in the argument. 

19.Develop better tools for linking 

people and networks. 

20.Keep In touch with us. Pass on 

your thoughts, concerns, insights, 

contacts, and news. 

 



pommityforprobingquestions and 
discussion. 

The opening conference ses-
sion on Tuesday will include ma-
jor policy proposals by one of the 
nation's best known Constitudonal 
scholars: Laurence H. Tribe, Pro-
fessor of Constitutional Law, 
Harvard University Law School: 
"The Constitution in Cyberspace: 
Law & Liberty Beyond the Elec-
tronic Frontier" 

The Tuesday evening session 
will feature a leading expert in the 
areas of telecommunications regu-
lation, international telecomm 
policies and economics: Professor 
Eli M. Nauru, Professor &  Direc-
tor Center for Telecommunica-
tions and Information Studies, 
Columbia University Graduate 
School of Business 

Tuesday-ThursdayConference 
sessions offering diverse speakers 
& panel discussions include: 
• Computers & Network 

Trends 
- Personal Information 

& Privacy 
International Perspectives 
& Impacts 
Law Enforcement Practices 
& Problems 
Law Enforcement 
& Civil Liberties 
Legislation & Regulation 
Computer-Based Surveillance 
of Individuals 
Ethics & Education 
Electronic Speech, Press, 
& Assembly 
Access to Government 
Information 

Where Do WeGoFromHere? 

" 

- 

-

 

-

 

Conferences and Meetings 
On December 19th John and. 
Mitch spent half a day at Law-
rence Livermore National Labs in 
Livermore, California at the invi-
tation of the computer security 
management there. The trip was 
arranged by Russell Brand. We 
spoke to a large general audience 
of lab employees as well as had 
meetings with smaller groups of 
security experts concerned with 
security both at Lawrence 
Livermore and on the large De-
partment of Energy computer 
network generally. 

John and Micah also appeared 
on a panel at Mac World at the 
Moscone Center on Friday, Janu-
ary 1 Ith, which was chaired byJim 
Warren. Also appearing was 

, Alameda Country District Attar-
ney Don Ingraham. John spoke in 
Los Angeles at a combined SIG-
GRAPH and ACM meeting in 
early. january. 

 

r 

March 25-28, 1991, Monday-Thursday in the Bicentennial Year of the Bill of Rights 

Airport Marriott Hotel, Burlingame, California on the San Francisco PeMnsula, 
near San Francisco International Airport 

Sponsored by: Computer Professionals for Social Responsibility 
-A nonprofit educational corporation 

 

Chair: Jim Warren, Autedesk & MlcroTimes, fax/415-851-2814, e-mail/jwarrenoweli.sf.ca.us 

Request for mvhadon 
To facilitate useful dialogue and balanced participation by retereseraxWes from all of the diverse groups do are interested in 
these issues, this Fast Conference on Computers Freedom & Privacy (March 25-28,1991) is limited to 600 Invited participants 
(Conference facility capacity is also timbd). All interested perils$ are encouraged to apply for an imitation. To receive information 
about the 5060 speakers & panelists, the butorials and an krvitstim Application form, forward the following information to: 
emall/cfp0well.sl.ca.us ar• faxA415)851.2814 oar-  CFP Conference, 345 Swett Road, Woodside CA 94062 

Name: 
Tide (i any): 
Orpmzation of anyl: 
Mailing address: 
G5y/statw : 

Phone number: 

Alternate phone (i  ar* 
Fax number 6f any): 
Electronic-mail address Of any): 
Your particular interests (maximum of one page, pleasek 

EffEC1~~ 
The Electronic Frontier Foundation, Inc. 
155 Second Street Cambridge, MA 02141 

  

effector n, Computer Sci. A device for producing a desired change in an object in response to input. 

  

Contact 
How to get in touch with the EFF.-

   

CPSR Announces the First Conference on 
Computers, Freedom & Privacy 
Tutorials & Invitational Conference, Limited to 600 Participants 

Plans. and Actions: 
'Current EFF Activities 

About Computers, 
Freedom & Privacy  -

 

We are are crossroads, as  individu-
alsand organizations conductmore 
and more of their 'activity using 
computers and computer networks. 
By the end of the 1990s, most in-
formation will be collected,  dis-
tributed and utilized electronically. 

Thus far, an uncoordinated 
jumble of policies and procedures 
is rapidlydevelopingas each group 
develops ways of collecting,  me-
nipulating, extracting, sharingand 
protecting information in its 
computers and exchanged on its 
networks. 

Information on individuals and 
groups is being computerized by 
numerous organizations, agencies 
andspecial interests, often without 
theknowledgeorapproval ofthose 
it concerns. 

Computerization can greatly 
assistindividuals,organizationsand 

government in making sound de-
cisions based on efficient access to 
adequate information. 

Or, itcan seriously threaten the 
fundamental freedoms, personal 
privacy, and democratic processes 
that are at the very foundation of 
this nation. 

More and more people are con-
cerned about how organizations 
handlepersonal, familyandlifestyle 
information about individuals. 
Many feel powerless to prevent 
private organizations and govem-
ment from building, marketingand 
distributing confidential dossiers 
on them. Valuable information 
about government is increasingly 
computerized in government sys-  

tems, but freedom of access to it in 
useful, computerized form by in-
terested citizens, researchers and 
the press remains difficult and of-
ten prohibited. 

Governments' regulation of 
national and international infor-
mation exchange is increasing, of-
ten restricting it in the name of 
protecting competitiveness or 
confidentiality: There are increas-
ing protests from business leaders 
unable to conduct effective busi-
ness in a global economy.. 

Businesses are losing millions 
of dollars and thousands of work-
hours, annually, m computerized 
mischief, vandalism, fraud and 
theft. Perpetrators are usually in-
dividuals abusing their authorized 
access. 

Instances of computer misuse 
by young people raise special ques-
tions about the values that adults 
are practicingand passing along to 
these children. 

Each year, new laws are pro-
posed respondingto the latest type 
of abuse or misuse of computers. 
Penalties applied to uncharged 
suspects and convicted computer 
criminals vary wildly from case to 
case, with little consistency rela-
tive to the seriousness of the al-
leged crime. 

Law enforcement officials are 
using increasingly aggressive 

strategies and sophisticated coun-
termeasures as they seek to serve 
and protect, vigorously applauded 
by some interest groups and in-
creasingly criticized by others. 

Diverse groups are often polar-

.1?  ingaround narrowself-interests,  

rather than working together to 
assure responsible practices and 
equitable policies. 

About this Conference  -

 

This is an intensive, multi-disci-
plinarysmveyConference for those 
concerned with computing, tele-
conferencing, electronic mail, 
computerized personal informa-
tion, direct marketing information 
and government data -and those 
concerned with computer-related 
legislation, regulation, law en-
forcement and international poli-
cies that impact civil liberties, re-
sponsible exercise of freedom and 
protection of privacy in the global 
Information Age. 

A maximum of 600 applicants 
will be invited to attend. Balanced 
representation from the diverse 
interest groups is being encour-

 

aged. 

To inform participants about 
topics beyond theirspecialties, half-
day and full-day seminars are 
scheduled for the first day  (Alan-
day, Mar. 25th). These parallel tu-
torials will explore relevant issues 
in computing, networking, civil 
liberties, the law and law enforce-
ment. Each seminaris designed for 
those who are experienced in one 
area, but are less knowledgeable in 
some of the other disciplines. 

To explore the issues and their 
interactions and ramifications, 
conference talks and panel discus-
sions are scheduled for the remain-
ing three days (Tuesday-Thurs-
day, Mar. 26th-28th). These will 
emphasize balanced representation 
of all major views, with ample op-. 

The Len Rose cases 
The EFFlegaideparmtenthas been 
working to provide litigation sup-
port in the two criminal cases in-
volving Baltimore computer con-
sultant Len Rose. In the first case, 
we have been particularly active in 
helpingdevelop the factual and le-
gal issues in the case, and in locat-
ing and screening potential wit-
nesses. We believe Baltimore case 
raises important issues concerning 
both the application of the federal 
Computer Fraud and Abuse smtute 
(which we have challenged on the 
basis of unconstitutional over-
breadth), the federal wire-fraud 
stature, and the federal Interstate 
Transportation of Stolen Property 
stature (which we believe should 
not be applied in cases of  unau-
thorized copying of copyrighted 
software). 

We have been providing  simi-
larsupport in Rose's state criminal 
case in Illinois. Among the issues in 
that case is whether the Illinois 
"computer tampering" statute is 
overbroad, and whether it in fact 
criminalizes the activity that Rose 
is alleged to have committed. In. 
both cases, we have relied  exten-
sively on communications over the 
Net to initiate and maintain con-
tact with potential wimreseq. 

The RIPCO BBS case 
We have also been giving signifi-
cant time to reviewing the warrant 
affidavits in the RIPCO BBS  sei-
zure. In addition, we have been 
reviewing the available archived 
files from that BBS to determine 
what, ifany, justification there was 
for seizing the equipment. 

We believe the RIPCO case 
potentially raises important issues 
about the valid scope of searches 
and seizures, the chilling effect of 
such seizu res on  FirstAmendment-
protected speech and association, 
and the limits of sysop liability for 
the activities of third parties. 

Other matters 
We have continued our ongoing 
investigations of cases that raise 
issues that may be of EFF interest. 
In many of these cases we have 
chosen either not to become in-
volved, or to wait until the eases 
reach a procedural stage (such as 
an appeal) at which it would be-
come more appropriate for the 
Foundation to intervene. 

The EFF phone line has be-
come,'to some extent, a "hotline" 
for people who are curious and/or 
worried about how their rights as 
citizens and as computer users may 
be threntened specifically or gen-

 

the EFF mailing list will also be 
• posted in comp'.org.effnews, so if 
you read the newsgroup you don't 
need to subscribe 

Postings submitted to the 
moderated newsgroup may be re-
printed by the EFF. To submit a 
posting, you may send mail to 
eff8wellsf.co.us 

There is an active EFF  confer-
ence on the Well, as well as many 
other related conferences of inter-
est to  EFF supporters. As of Au-
gust 1990, access to the Well is S8/ 
month plus S3/hour. Outside the 
S.F. Bay area, telecom access for 
$5/hr. is available through CPN. 
Register online at (415) 332-6106.  

crony by government action. We 
have been in contact with people 
who were convicted of computer 
crimes before the EFF came into 
existence, and occasionally have 
been able to provide useful infor-
mation to the lawyers handling 
appeals of these cases. We also 
have become a center for general 
information, with phone calls, 
mail, and e-mail every day re-
questing information about EFF 
and its work. 

Two versions of the Masmchu-
setts Computer Crime Bill have 
been introduced in the Massachu-
setts legislature, one of which is 
identical to the EFF bill which 
didn't pass last year. Mike, Sharon, 
and Mitch will all be working to 
ward passage of the big this year. 

Compuserve 
Scott Loftesness, who is a Wen 
member, EFF supporter, and 
Compuserve veteran is about to 
open a Telecommunications fir 
rum on Compuserve which will 
feature an EFF sub-famm. Li-
brary materials from the Well have 
already been ported over. We will 
announce this in the EFF  confer-
ence on the Well and encourage 
people to seed the Compuserve 
forum with their participation to 
help it get off to a good start. m 

 

A document library containing 
all of the EFF news releases, John 
Barlow's "Crime and Puzzlement" 
and others is available on the Well. 
We are working toward providing 
FTPovaila 'lit in the document 
library throw h°l~i host sys-

 

tem to be set up in Cambridge, 
Mass. Details will be forthcoming. 

Via Mail or Telephone: 
The Electronic Frontier 
Foundation, Inc. 

155 Second Street 
Cambridge, MA 02141 
Telephone: (617) 864-0665 
Fax: (617) 864-0866 

 

The conference is sponsored 
by Computer Professionals for 
Social Responsibility-Anonprofit 
educational corporation. Tele-
phone: (415)322-3778 Fax: (415) 
851-2814 Conference e-mail: 
cfp®well.sf.ca.us 

Co-sponsors & cooperating 
. organizations include: Electronic 
Frontier Foundation, Electronic 
Networking Association Associa-
tion for Computing Machinery, 
American Civil Liberties Union, 
AGM Special Interest Group on 
Software, Videotex  Industry  Asso-
ciation, IEEE-USA Intellectual 
Property Committee Cato Insti-
tute, IEEE USA Committee on 
CommunicationsandInfarmation 

Policy, Institute of Electrical and 
Electronics Engi neers-USA, ACM 
Committee on Scientific Freedom 
and Human Rights, ACM Special 
Interest Group on Computers and 
Society, The WELL, Autodesk, 
Inc., Portal Communications. A 

Me Computer Networks: 
Send requests to be added to or 
dropped from the EFF mailing list 
or other general correspondence 
to eff-request®well.sfca.us. We 
mill periodically mail updates on 
EFF-related activities to this list. 

If you receive USENET 
newsgroups, your site may carry 
two new newsgroups in the MT 
called comp.org.eff.news and 
comp.org.eff talk. The former is a 
moderated newsgroup of an-
nouncements, responses to an-

 

nouncements, and selected discus-
sion drawn from the unmoderated 
"mlk" group and the mailing list. 

Everything that goes out over 



  

Electronic Frontier 
Foundation, Inc. 

155 Second Street 
Cambridge, MA 02141 

4Rhone: (617) 864-0665 
FAX: (617) 864-0866 

Internet address: 
eff@Well.sf.ca.us 

 

8 May 1991 

Evelyn Pine 
Executive Director 
Community Memory 
2617 San Pablo Avenue 
Berkeley, CA 94702 

.Uo , 5-/ 86/f I 
 

EFF 

Dear Ms. Pine, 

 

Mr. Kapor has asked me to convey his regrets that the EFF can not, at this time, 
participate in the support of Community Memory. While we admire all systems like 
CM, and are acutely aware of the role of open access systems, the changing nature of 
EFF has caused us to curtail all grants to outside projects for the foreseeable future. 

At its inception, it is true that EFF made a number of grants to various organizations 
that it felt were both worthy and within the charter of the EFF at that time. Currently, 
however, we are becoming more involved in direct advocacy . As a result, our 
commitments to ongoing projects and future actions are making strong demands on 
our budget. 

 

I hope you will understand our position, and that this necessity does not ultimately 
hamper Community Memory. 

 

rard Van d r eun 
ector of Cc unications/ 
e 

Dir EFF 
GV/si 

cc: M. Kapo~ 

All the best 

 



June 12, 1991 

Gerard van der Leun 
Director of Communications 
Electronic Frontier Foundation, Inc. 
155 Second Street 
Cambridge, HA 02141 

Dear Mr. Van der Leun: 

Thank you for your kind letter regarding the Community Memory 
Project. 

Of course, we appreciate the Electronic Frontier Foundation's 
efforts in direct advocacy. However, we also believe that 
support for projects which demonstrate the potential of these 
networks -- particulary to constituencies who are cut out of the 
debate -- is crucial to the development of a regulatory and legal 
framework that doesn't merely benefit those who already have 
access to mass communications. 

As organisations that understand what's at stake in the 
development of telecommunications policy, we bear a special 
responsibility. Because these issues are so new and complex, the 
resources directed toward then are limited. The Electronic 
Frontier Foundation is unique, in our experience, in its ability 
to garner resources and energy to the exploration of these 
crucial issues. If there are other organisations that support 
projects that take on the practical realities of electronic 
freedom, please let us know. 

Because we are allies with a shared mission, we look forward to 
working with the Electronic Frontier Foundation to shape a future 
in which communications tools allow individuals and communities 
to forge new ways of living and being which serve the common 
good. 

Of course, I'll be delighted to keep you updated on the Community 
Memory Project's progress. 

Best wishes, 

Evelyn Pine 
Executive Director 
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fence ofLeons Helmsley. He said 
that Harvey would probably know 
if this were as bad as itwas starting 
to sound. He also said that he 
would be willing to pay the bills 
that generally start to appear 

whenever you call a lawyer. 
I finally found Harvey in the 

New York offices of Rabinowitz, 
Boudin, Standard, Krinsky and 
Lieberman, a firm whose longlist 
of successfully defended civil-lib-
erties cases includes the Penm-
gon Papers case. I told him and 
EricLiebernanwhatl knewabout 
recent government flailings 
against tybercrime. They were 
even less sangui ne than I had been. 

The next day a trio code-
named Acid Phreak, Phiber Optik, 
and Scorpion entered the Walnut-
panelled chambers of Rabinowitz, 
Boudin and told their tales to a 
lawyer there named Terry Gross. 
While EFF as a formal organiza-
tion would not exist for two 
months, its legal arm was already 
flexing its muscle. 

A few days later I received a 
phone call from the. technology 
writer for the Washington Post. 
He was interested in followingup 
on the Harper's forum, and knew 
nothing of Mitch's and my joint 
endeavors. I filled him in, hoping 
to expose the Secret Service. Sev-
eral days later, the Post published 
the fast of many newspaper sto-
ries, all ofwhich could have shared 
the headline: "Lotus Founder 
Defends Hackers." 
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Why 
Defend 
Hackers? 

   

1. To engage In and support 

educational activities that 
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everal dayslater, he found 
his bi zjet about to fly over 
Wyoming on its uay to 
San Francisco. He called 
me from somewhere over 
South Dakota and asked 
if he might literally drop 

in for a chat about Agent Baxter 
and related matters. 

So, while a late spring snow 
storm swirled outside my office, 
we spent several hours hatching 
what become the Electronic 
Frontier Foundation. I told him 
about the sweep of Secret Service 
raids thathad taken place months 
before and their apparent disre-
gard for the Bill of Rights. 

Alarmed, he gave me the 
phone number of Harvey 
Silverglate, whose willingness to 
champion unpopular causes was 
demonstrated by his current de-
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Goals of the EFF 

increase the popular 

   

understanding of the 

opportunities and challenges 

posed by computing and  

 

By Mitchell Kapor By John Perry Barlow 

 

telecommunications. 

2. To develop among policy-

makers a clearer comprehen-

slon of the Issues underlying 

free and open telecommuni-

 

cations. 

i. To support the creation 

of legal and structural 

approaches which will ease 

the assimilation of time new 

 

technologies by society. 

4. To raise public awareness 

about civil-liberties issues 

arising from rapid advances 

In computer-based communi-

cations media. 

S. To support litigation in the 

public brterist to preserve, 

protect, and eittend  Constitu-

tional rights to the realm of 

computing and tolecommunl-* 

cations technology. 

6. To encourage and support 

the development of new tools 

which will endow non-technical 

users with full and easy access 

to  computer-based-telecom-

munications. 

he Electronic Frontier 
Foundation was starred by 

a visit from the FBI. 
In late April of 1990, I 

got a call from Special 
Agent Richard Baxter of 

the Federal Bureau of In-
vestigation. He asked if he could 
come by the next day and discuss 
a certain investigation with me. 
His unwillingness to discuss its 
nature over the phone left me 
with a sense of global guilt, but I 
figured turning him down would 
probably send the wrong signal. 

On Mayday, he drove to 
Pinedale, Wyoming, a cow town 
100 miles north of his Rock 
Springs office (where he ordi-
narily investigates livestock theft 
and other regional crimes). He 
brought with him a thick stack of 
documents from the San Fran-
cisco office and a profound con-
fusion about their contents. 

He had been sent to find out 
if I might be a member of the 
NuPrometheus League, a dread 
band of info-terrorists (or maybe 
just a disaffected former Apple 
employee) who had stolen and 
wantonly distributed source code 
normally used in the Macintosh 
ROMs.Agent Baxter'serrandwas 
complicated by a fairly complete 
unfamiliarity with computer 
technology. I realized right away 
that before I could demonstrate 
my innocence, I would first have 
to explain to him what guilt 
might be. 

The three hours I passed do-

 

ing this were surreal for both of 
us. Whatever this source code 

stuff was, and whatever it was 
that happened to it, had none of 
the cozy familiarity of a few 
yearling steers headed across the 
Wyoming border in the wrong 
stock truck. 

W hat little he did know, thanks 
to the San Francisco office, was 
also pretty well out of kilter. He 
had been told, for example, that 
Autodesk, the publisher of 
AutoCAD, wasa major Star Wars 
defense contractor and that its 
CEO was none other than John 
Draper, the infamous phone 
phreak. also known as Cap'n 
Crunch. As soon as I quit laugh-
ing, I started to worry. 

I realized in the course of this 
interview that I was seeing, in 
microcosm, the entire law en-
forcement structure of the Un ited 
States. Agent Baxter was hardly 
alone in his puzzlement about the 
legal, technical, and memphori-
cal nature of datacrime. 

I also found in his struggles a 
framework for understanding a 
series of recent Secret Service 

raids on some young hackers I'd 
met in a Harper's magazine fo-
rum on computers and freedom. 
And it occurred to me that this 
mightbe the beginningof a great 
paroxysm of governmental con-
fusion during which everyone's 
liberties would become at risk. 

. When AgentBaxterhadgone, 
I wrote an accountof his visit and 
placed it on the WELL, a com-

 

' puter BBS in Sausalito which is 
digital home to a large collection 
of technically hip folks, including 

Mitch Kapor, the father of Lotus 
1-2-3. 

Turns outMitch had also been 
visited by the FBI, owing to his 
having unaccountably reeelved of 
one of the source code disks which 
NuPromethem scattered around. 
Mitch's experience had been as 
dreamlike as mine. He had, in 
fact, filed the whole thing under 
General Inexplicability until he 
read my tale on the WELL. Now 
he had enough corroboration for 
his own strange sense of alarm to 
.begin acting on it. 

n all-too-common per-

 

ception of the EFF that 
prevails in the computer 
industry and those who 
report on it-from John 
Sculley to the Wall Street 
Journal-is that the EFF 

is an organization that has 
"something to do with hackers." 
(They use "hackers" as a term not 
of approbation but of rebuke). 
Most of these sometime col-
leagues and associatesof mineare 
puzzled as to why I would be 
doing such a thing. (A few think 
I've just become a loony.) Any-
way, they've heard about the ter-
rible problems caused by hackers 
who break i n to computer systems, 
they worry that I'm out to defend 
such practices, and they disap-
prove. 

But their disapproval is based 
on the pure misconception that 
the EFF's purpose is to defend 
people's right to break into com-
puter systems. Let me clear up 
that misconception now. 

I regard unauthorized entry 
into computer systems as wrong 
and .deserving of punishment. 
People who break into computer 
systems and cause harm should 
be held accountable for their ac-
tions. We need to  make'appro-
priate distinctions i n the legal code 
amongvarious forms ofcomputer 
crime, based on such factors as 
intent and the degree of actual 
damage. In fact, the EFF has 
drafted a bill that has the backing 
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a Computer Crime Legislation 

Several proposals to expand computer crime law were Introduced 

in the past Congress. In the and, a modest proposal, introduced by 

Senator Leahy, passed the Senate but did not make it through the 

House. Senator Leahy's bill would have penalized reckless 

computer acts that place computer systems at risk and would have 

required that the Justice Department report annually to Congress 

on computer crime prosecutions 

a National JD Card 

A proposal to begin a national ID card pilot project, tucked into 

amendments to the Immigration Control and Reform Act, was 

knocked out when civil libertarians objected. 

" Electronic Dhremination Policy 

A proposal to establish principles for the dissemination of 

electronic information by the federal agencies narrowly failed to 

pass the Congress as last minute negotiations on a related 

measure collapsed. The proposal grows out of a report from the 

Office of Technology Assessment "Informing the Nation" that 

stressed the need to develop new information policy to promote 

the development of CD-ROMs and on-line information services. 

" Caller JD 

A bill to allow the offering of Caller ID by regional phone companies 

B a per-call blocking feature is also provided failed to gather 

support this past Congress. Several states have already adopted 

similar measures. 

 

" Computer Smnity Policy 

The Presidential directive on computer security policy was revised 

finally to comply with the Computer Security Act of 1987. The AM 

reestablished control for computer security at a civilian agency  -

the National Institute for Standards and Technology - after the 

previous administration attempted to place computer security 

authority at the National Security Agency. 

a Upcoming Polity 

CPSR hosted the first Computing and Civil Liberties policy 

roundtable on February 21 and 22, 1991 at the American 

Associaton for the Advancement of Science in Washington, DC. 

The purpose of the roundtable was to bring together leading 

experts to explore two Issues: tree speech and computer networks, 

and searches of computer bulletin boards. What speech 

restrictions currently exist? Should federal agencies or private 

companies be allowed to restrict the content of a computer 

message and, if so, in what circumstances? The second Issue was 

the investigation of computer bulletin boards by law enforcement 

agents. Are there any restrictions on the ways that police may 

monitor computer communications and computer bulletin boards? 

H not, should such restrictions be developed? The conference was 

the first In a series of policy roundtables that will be held in 

Washington, DC and that are made possible with funding from the 

Electronic Frontier Foundation. 

 

Postcard from 
the Edge 

 

"I went on to rest the program 
in every way  could devise. I 
strained it to expose is weak-
nesses. I con it for high-mass 
stars and low-mass stars, for 
stars bona exceedingly hot and 
those born relativelycold.I con 
it assuming the superfiuid  cur-
rents beneath the crust to be 
absent-not because I wanted 
to know the answer, but be-
cause I had developed an in-
tuitive feel for the answer in 
this particular case. Finally I 
got a con in which the com-
putershowed the pulsar's tem-
perature to be less than abso-
lute zero. I had found an error. 
I chased down the error and 
fixed it. Now I had improved 
the program to the point where 
it would not roar at all." 

George Greenstein, 
"Frecen Star. Of Pulsar,, Black 
Holes and the Fate of Starr" 

FBI continued 

bile this was an irri-
tating misrepresen-
tation, the were more 
interested in defend-
ing the Constitution 
than digital miscre-
ants, the publicity 

produced a couple of major sup-
porters: SteveiArozniak, whocalled 
and offered an unlimited match to 
Mitch's contributions, and John 
Gilmore (Sun Microsystems em-
ployee #S) who e-mailed me a six 
figure offer of support. 

Operation Sundevil 
Meanwhile, the list of apparent 
outrages lengthened. We learned 
aboutan Austin role-playinggames 
publisher named Steve Jackson 
whose office equipment had been 
confiscated by the Secret Service 
in an app rrenteffort to restrain his 
publication of a game called 
Cyberpunk which they thought, 
with ludicrous inaccuracy, to be "a 
handbook for computer crime." 

All over the country computer 
bulletin boards were being confis-
cated, undelivered e-mail and all. 
A Secret Service dragnet called 
Operation Sundevil seized more 
than 40cornputersand 23,000data 
disks from teenagers in 14 Ameri-
can cities, using levels of force and 
terror which would have been more 
appropriate to the apprehension of 
urban guerrillas than barely post-
pubescent computer nerds. 

And there was the Craig Neidorf 
case. Neidorf, also known by the 
nom de crack Knight Lightning, 
had published an internal BellSouth 
document in his electronic maga-
zine Phmck. For this constitution-
ally protected act, Neidorfwas  be-
ing charged with interstate  tmns-
port of stolen property with a pos-
sible sentence  ofGOyears in jail and 
a $122,000 in fines. 

I wrote a piece about these 
events called "Crime &  Puzzle-
ment." I did so atthe requestofthe 
Whole Earth Review-it made its 
fist print pnpearnnre in the Fall 

1990 issue of WER-but I "pub-
lished" it on the Net in June and 
was astonished by the response. It 
was like planting a fence-post and 
discovering that the ground into 
which you've driven it is actually 
the back of a giant animal that 

quiversand heavesatthe irritation. 
By July, I was receiving up to 

100 e-mail messages a day. They 
came from all over the planet and 
expressed nearly universal indig-
nation. I began to experience 
datashocc, but I also realized that 
Mitch and I were not alone in our 
concerns. We had struck a chord. 

The Law in Cyberspace 
In Cambridge, Nlireh was having 
something like the same experi-
ence. Since the Washington Post 
story, he found himself bathed in 
media glare. However, the more 
he learned about ambiguous  m-
mrc of law i n Cyberspace, the more 
of his considerable intellectual and 
financial resources he became will-
ing to devote to the subject. 

In lare]une, Mitch and I threw 
several dinners in San Francisco, 
to which we invited major figures 
from the computer industry. We 
weren't surprised to learn than 
many of them had exploits in their 
past which, undertaken today, 
would arouse plenty of Secret Ser-
vice interest. It appeared possible 
that one side-effect of curren t gov-
emment practices might be the 
elimination of the next generation 
of computer entrepreneurs and 
digital designers. 

It also became clear that we 
were dealing with a set of problems 
which was a great deal more com-
plex and far-reaching than a few 
cases of governmental confusion. 
The actions of the FBI and Secret 
Service were symptoms of a grow-
ing social crisis: Future Shock. 
America was entering the Infor-
mation Age with neither laws nor 
memphors for the appropriate 
protection and conveyance of in-
formation itself. 

We realized that our legal ac-
tions on behalf of a few teen-age 
crackers would go on indefinitely 
without much result unless some-
thing were done to ease social ten-
sions along the electronic frontier. 
The real task at hand was the civi-
lization of Cyberspace. Such an 
undertaking would require more 
juice and stamina than two men 
could muster, even amplified by 
the Net and a solid financial sup-
ply. We would need some kind of 
organizational identity. 

With this in mind, we hired a 
press coordinator, Cathy Cook 
(who had formerly done PR for 
Steve Jobs), set a squad of lawyers 
to work on investigating the prop. 
er organizational tax status, and, 
over a San Francisco dinner with 
Stewart Brand, Nat Goldhaber, 
Jaron Lanier, and Chuck Blanchard, 
we selected a name and defined a 
mission. 

Founding the Foundation 
We announced the formation of 
the Electronic Frontier Founda-
tion at the National Press Club on 
July 10. Mitch and I were joined 
for the announcement by Harvey 
Silverglate, TerryGross, and Steve 
Jackson. 

We were also joined by Marc 
Rotenberg of the Washington of-
fice of ComputerProfassionals for 
Social Responsibility. One of our 
first official acts had been to grant 
that organization S275,000 for a 
protecton computing and civil lib-
erties. CPSR would keep a wary 
eye on developments "inside the 
Beltway" and work in conjunction 
with congressional staffers to see 
that any legislation dealing with 
access to information was sensibly 
drafted. 

While in Washington, we also 
took inventory of the terrain, 
meeting with congressional staff-
ers, the Washington civil liberties 
establishment, and officials from 
the Library of Congress and the 
White House. The area to be cov-
ered, from irrellecmal property to 
telecommunications policy to law 
enforcement technique, was 
daunting, as were the ambient lev-
els of confusion and indifference. 

We also gen erated an enormous 
amount of press. And it became 
apparent that not everyone was 
persuaded of our cause. Business 
Week called Mitch naive for his 
willingness to believe that com-
puter crackers were somehow less 
dangerous that drug kingpins. 
Various burghers of the computer 
establishment, ranging from the 
executive director of the Software 
Publishers Association to a colum-
nist for  ComputerWodd, called us 
fools at best and, more likely, dan-
gerous fools. 

The Wall StreetJournal printed 
a particularly hysterical piece which 
alleged that the document Craig 
Neidorf (into whose case we had 
entered a supporting amicus brief) 
had published was a computer  vi-
tas capable of bringing down the 
emergency phone system for the 
entire country. In fact, the text file 
which Neidorf distributed dealt 
with the bureaucratic procedures 
of 911 administration in the Bell-
South region and contained noth-
ing which could be used to crack a 
system. Indeed, it contained noth-
ing which could not be easily ob-
tained through by legal means. 

Neidorf's firstmajor breakcame 
in late July. Thanks in part to the 
independent work ofJohn Nagel, 
who was prepared to testify that 
the prosecutors had seriously 
overstated the value of the C911 
document, the government was 
forced to abandon its case against 
Neidorf after 4 days in Chicago's 
Federal Court. 

Although our briefssupporting 
Neidorf's activities under the First 
Amendment were not admitted, it 
became apparent, before such 
loftier matters could even be 
broached, thatthegoveromenthad 
indicted him with no clear under-
standing of the purpose or avail-
ability ofthe document he had dis-  

tributed. Like Agent Baxter, they 
knew too little to critically exam-
ine the misinformation they had 
been given by the corporate  mas-
ters,in thiscose, officials  atBellcore. 

Following the resolution of the 
Neidorf case, and, to some extent 
because of it, skepticism of EFF 
has moderated considerably. If 
anything, the most recent press 
accounts ofour activities have been 
almost fulsome in their praise. Re-
cent favorable coverage has ap-
peared in the New York Times, 
The Economist, Infriworld,  Infor-
mation Week, PCweek, and Bos-
ton Magazine. 

Since July, we have been ab-

 

surdly busy on numerous fronts: 
We've worked on raising public 
awareness of the issues at stake. 
We are organizing legal responses 
to the original and continuing  in-
temperance of law enforcement. 
We have worked on the political 
front, developingand lobbying for 
rational computer security legisla-
tion. We have started to create a 
network of interested experts on 
computer security, intellectual 
property, telecommunications 
policy, and international infcirm  r-
tion rights. And lately we've been 
attending to the organizational de-
mands of the non-profit  equiva-
lentofa hyper-successful computer 
startup. 

The Expanding Mission 
When we first defined the mission 
of the Electronic Frontier Foun-
dation, we saw our task as assuring 
the application of the U.S.  Consti-
tution to digital media. And this 
remains much ofwhatwe are about. 

However, information has little 
natural regard for national borders 
or local ordinances. Cyberspace is 
transnational. During the tsunami 
of e-mail which Crime &  Puzzle-
ment elicited, there were many 
items from foreign coon tries. Their 
authors wanted to know how they 
could protect or establish their 
rights of free expression. And I had 
no idea what to tell them. 

The question arose again at 
Esther Dyson's recent East-West 
Technology Conference in 

Budapest which Mitch and 1 at-

 

tended. EFF was well-known 
among the Soviets at this meeting, 
some of whom were already in-
volved in drafting what they called 
an Information Bill offtights. (One 
young Moscow programmer had 
managed to hack together an 
Internet connection through Fin-
land in order to contact me.) 

Like intellectual property and 
telecom policy, the development 
of international principles of free 
digital speech is a large angel to 
wrestle with. We will have to be 
careful not to allow this immense 
task to divert EFF from its specific 
legal agenda. But neither can we 
ignore the fact that Cyberspace is 
hardly an American territory.  - 

The Electronic Frontier Foun-
dation grew from an effort to fight 
a specific legal broshfire into a full-
fledged Cause much faster than we 
could have imagined. And, like any 
explosive start-up, it spends  a lot of 
time playing catch-up. 

Reaching Out 
Electronim I ly amplified, Mitch and 
I were able to personally conduct 
much of EFF s business in the first 
few months of operations. But 
gradually we had to confront the 
fact that whi I e the Net is very broad, 
it is also quire shallow. Without 
even a sense of their physical loca-
tion, we have been unable to  mor-
shal the hundreds of people who 
have e-mailed us with their volun-
teered services. Also, we found 
ourselves administering a signifi-
cant cash-flow in both donations 
and expenditures. (By year's end, 
EFF will have spent around 
$220,000. Our tentative 1991 bud-
get predicts expenses of almost hal f 
a million.) 

So, despite a mutual terror of 
bureaucracy and organizational 
sclerosis, we have starred to adopt 
some institutional trappings. 

First, in order to satisfy the re-
quirements for a SOIc3 tax status 
(which we should have in aboutsix 
months), we found that we needed 
something more substantial than 
two guys with modems. Thus, on 
October 9, we held our first official 
board  meetingandfnin allyelected 
StewartBrand, Steve Wozniak, and 
John Gilmore to join us as board 
members. 

And we have starred to take on 
staff. We recently hired Mike 
Godwin, a freshly minted Texas 
lawyerand USENETadept, tosort 
through the factual and legal de-
tails of the manymses the are being 
asked to intervene in. In his short 
time with us, he has investigated 
several cases to determine their fit 
with EFF's constitutional mission, 
their winnability, and their likeli-
hood of producing clear legal pre-
cedent. 

We are determined that EFF 
will remain an agile, swift-moving 
sort of outfit. We will adopt any 
new bureaucratic manifestations 
with the greatest skepticism. But 
we are beingbombarded with many 
legitimate requests for assistance, 
advice, and information. In order 
to respond rapidly and appropri-
ately, the Electronic Frontier 
Foundation has had to become an 
institution. One method by which 
we hope to maintain organizational 
lightness involves keeping a clear 
distinction between strategy and 
tactics. 

On the strategic level, EFF has 
a verybroad mission involvingsuch 
amorphous endeavors as defining 
intellectual property, helping  es-
tablish a transactional culture of 
information, designing telecom-
munications policy, sponsoring 
humane software design... civiliz-
ing Cyberspace. With an appro-
priate sense of their limitations, 
the board members will remain 
responsible for these matters. 

This will prevent the staff's los-
ing tactical focus on more tangible 
action items like litigation,  politi-
mlaction, communicating through 
the press and across the Net, and 
organizational care and feeding. 

The problem with history is 
that it keeps happening. Today, as 
I was working on this EFF mini-
biography, I learned that Mitch 
has just had his fingerprints sub-
poenaed by the FBI. Turns out 
they are now examining the 
NuPrometheus distribution disks 
for fingerprints and want ro be able 
to sort his out. Or, perhaps, search 
for their appearance on other 
disks... 

So the Wheels of Justice grind 
blindly on. And we will go on  try-
ing to prevent anyone's being 
ground up in them. A 
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How Prosecutors Misrepresented the Atlanta Hackers 
Reading Between the Lines of the BellSouth Sentences 
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20 Things You Can 
Do to Advance 
Electronic Freedom 

  

By Mike Godwin 

Ithough the Electronic 
Frontier Foundation is op-

 

posed to unauthorized 

computer entry, we are 
deeply disturbed by the re-

 

cent sentencing of Bell 

South hackers/crackers 

Riggs, Darden, and Grant. Not 
only are the sentences dispropor-
tionate to the nature of the of-

fenses these young men commit-

ted, but, to the extent the judge's 
sentence was based on the 

prosecution's sentencing memo-

randum, it relied on a document 

filled with misrepresentations. 
Robert J. Riggs, Franklin E. 

Darden, Jr., and Adam E. Grant 
were sentenced Friday, November 
16, in federal court in Atlanta. 

Darden and Riggs had each pled 

guilty to a conspiracy to commit 
computer fraud, wire fraud, access-
code fraud, and interstate  trans-

portation ofstolen property. Grant 

had pled guilty to a separate count 
of possession of access codes with 

intent to defraud. 
All received prison terns; Grant 

and Darden, according to a  De-
pamment of justice news release, 
.each received a sentence of 14 

months incarceration (7 in a  half-

way house) with restitution pay-

ments of S233,000." Riggs, said 

the release, "received a sentence of 

21 months incarceration and 

$233,000 in restitution." In addi-

tion, each is forbidden to use a 

computer, except insofar as such 

use maybe relatedto employment, 

during his post-incarceration 
supervision. 

The facts of the case, as related 
by the prosecution in i ts sentenc-
ing memorandum, indicate that 
the defendants gained free tele-
phone service and unauthorized 
access to BellSouth computers, 
primarily in order to gain knowl-

 

edge about the phone system. 

Damage to the systems was either 
minimal or nonexistent. Although 
it is well-documented that the 
typical motivation of phone-sys-
tem hackers is curiosity and the 
desire to master complex systems, 
the prosecution attempts to char-
acterize the crackers as major 
criminals, and misrepresents Facts 
in doing so. 

Examples of such misrepresen-
tation include: 

Why Defend Hackers amrimued 
of the Governor and Attorney 
General ofallass+chusetcs and that 
embodies these principles. 

But if the EFF isn't trying to 
advance the cause of computer 
hackers; you may ask, what is it 
doing and why? What is it that 
was sufficiently powerful to moti-
vate me to help start a whole 
organization? 

As I began to find out the real 
story behind government raids 
and indictments last summer, I 
became incensed at the fact that 
innocent individuals were getting 
caught up in the blundering 
machinations of certain law en-
forcement agencies and large cor-
porations. These were kids really, 
young people with whom I identi-
fied, who faced the prospect of 
having their lives ruined. 

Take Craig Neidorf for  ex-
ample. Neidorf, a defendantin one 
case and the publisher of an elec-
tronic newsletter, was indicted on 
felony charges of wire fraud and 
interstate transportation of stolen 
property. Neidorf had published a 
document about administrative 
procedures used in the 911 emer-  

1.Misrepresenting the 
E911 file. 
The E911 file, an administrative 
document, was copied by Robert 
Riggs and eventually published by 
Craig Neidorf in the electronic 
magazine PHRACK. Says the 
prosecution: "'Phis file, which is 
the subject of the Chicago [Craig 
Neidorf] indictment, is notewor-
thy because it contains the pro-
gram for the emergency 911 dial-
ing system. As the Court knows, 
any damage to that very sensitive 
system could result in a dangerous 
breakdown in police, fire, and  am-
bulance services. The evidence in-
dicates that Riggs stole the E911 
program from  BellSouth'scentral-
ized automation system (i.e., free 
ran of the system). Bob Kibler of 
BellSouth Security estimates the 
value of the E911 file, based on 
R&D costs, is $24,639.05." 

This statement by prosecutors 
is clearly false. Defense witnesses 
in the Neidorf case were prepared 
to testify that the E911 document 
was not a program, that it could 
not be used to disrupt 911 service, 
and that the same information 
could be ordered from Bell South 
at a cost of less than S20. Under 
cross-examination, the pros-

 

ecution's own witnesses admitted 
that the information in the E911 
file was available in public docu-
ments, that the notice placed on 
the document sorting that it was 
proprietary was placed on all Bell 
South documents (without any 
prior review to determine whether 
the notice was proper), and that 
the document did not pose a 
danger to the functioning of the 
911 system. 

2. Guilt by association. 
The prosecution begins its memo-
randum by derailing two crimes: l) 
a plot to plant "logic bombs" that 
would disrupt phone service in 
several states, and 2) a prank in-
volving the rerouting of calls from 

a•probation office in Florida to "a 
New York Dial-A-Pom number." 

O my a fter going to some length 
describing these two allegations 
does the prosecution state, in  pass-
ing, that the defendants  were not  im-
plitated in these crimer. 

Elsewhere in the memorandum, 
the prosecution attempts to sug-

 

gency response telephone system 
that someone else had removed 
from a BellSouth computer. On 
the fourth day of the trial, the pros-
ecution dropped the case after it 
became clear that the information 
in the "highly confidential" 
BellSouth document at issue was 
publidyavailable for less than S20. 

Justice was served by the 
government's decision to drop the 
case, but it was expensive justice. 
Neidorf and his family Face 
$100,000 in legal bills, to 
say nothing of the disruption 
and suffering caused by the trial 
for an action that should never 

have been brought against him to 
begin with. 

In a second case, the EFF  con-

 

tinues to assist Steve Jackson, a 

game manufacturer in Austin, 
Texas, who has suffered substan-
tial business losses after a Secret 
Service raid in early March. The 
seizure of Jackson's computer 
equipment caused him to lay off 
nearly half of his staff and  threat-
ened the survival of the business. 
As subsequent revelations have 

showed, there was no good reason 
for this mid. It never should have  

gest the defendants' responsibility 
i n a third offense--another person's 
crime. Because the defendants 
"freely and recklesslydisseminated 
access information they had sto-
len," says the memorandum, a 15-
year-old hacker committed 
$10,000 in electronic theft. Even 
though the prosecution does not 
say the defendants intended 

to facilitate that 15-year-old's 
alleged theft, the memorandum 
seeks to implicate the defendants 
in that theft 

 

I Guilt by knowing too much. 
The prosecution goes to great 
lengths describing the crimes the 
defendants could have committed 
with the kind of knowledge they 
had gathered: "During the course 
of the conspiracy, the defendants 
and other LOD [Legion of Doom] 
members illegallyamossed enough 
knowledge about the telecommu-
nications computer systems to 
jeopardize the entire telephone 
industry!" 

The prosecution does not men-
tion, however, that the mere pos-
session of dangerous knowledge is 
not a crime, nor does it state,  ex-
plicitly, that the defendants never 
conspired to cause such damage to 
the phone system. 

4. Misrepresentation of 
motives. 
As noted above, it has been docu-
mented that young phone-system 
hackers are typically motivated by 
the desire to understand and  mas-
terlargesystems, notto  inflictharm 
or to enrich themselves materially. 
Although the prosecution con cedes 
that"[d]efendantsclaimed that they 
never personallyprofited from their 
hacking activities, with the excep-
tion of getting unauthorized long 
distance and data network service," 
the prosecutors nevertheless char-
acterize the hackers' motives as 
similar to those of extortionists: 
"Their main motivation [was to] 
obtain power through information 
and intimidation." 

5. Failure to acknowledge the 
outcome of the Craig Neidorf 
case. 
In evaluating defendan ts'  coopera-
tion in the prosecution of Craig 
Neidorf, the government singles 

been permitted to occur in the first 
place. 

While helping defend the in-
nocent is one role for the EFF to 
play, there is more at stake than 
trying to prevent individuals from 
being wronged. It is also a matter 
of rights for all of us. 

he legal protections af-

 

forded Craig Neidorfs 
electronic newsletter and its 
publisher and the computer 
bulletin boarcisystem(BBS) 
seized in the Stave Jackson 
mid are neither clear nor 

well-established. I believe it is ter-
ribly important to extend to these 
new digital media the same strong 
First Amendment protections of 
freedom of speech and freedom of 
expression which we enjoy in our 
own lives and in the print media. 
The government should not be 
able to seize a BBS any more easily 
than they can seize  printing press. 
'We must find ways for law en-
forcement to do its job in protect-
ing the property of some of us 
without violating the freedom of 
speech of the rest of us. This is 
clearly a matter of protecting civil 
liberties and familiar to those who  

out Riggsasbeing  less helpful than 

the other two defendants, and rec-
ommends less leniency because of 
this. Says the memorandum: "The 
testimony was somewhat helpful, 
though the prosecutors felt defen-
dant Riggs was holding back and 
not being as open as he had been in 
the earlier meeting." The memo-
randum fails to mention, however, 
that Riggs's testimony tended to 
support Neidorf s defense that he 
had never conspired with Riggs to 
engage in the interstate transpor-
tation of stolen property or that 
the case against Neidorf was 
dropped. 

Perhaps the mostegregious  as-
pect of the governments's memo-
randum is theargument that Riggs, 
Grant, and Darden should be im-
prisoned, not for what they have 
done, but to send the right "mes-
sage to the hacking community." 
The government focuses on the 
case of Robert J. Morris Jr., the 
computer-science graduate student 
who was sentenced to a term of 
probation in May of this year for 
his release of the worm program 
that disrupted many computers 
connected to the Internet. Urging 
the court to imprison the three 
defendants, the government re-
marked that "hackers and com-
puter experts recall general hacker 
jubilation when the judge imposed 
a probated sentence. Clearly, the 
sentence had little effect on defen-
dants Grant, Riggs, and Darden." 

The government's criticism is 
particularly unfair in light of the 
faa thattheAlorrissentencingtook 
place almost a year after the ac-
tivities leading to the defendants' 
convictions! 

The memorandum raises other 
questions besides those of the 

prosecutors' biasedpresenmtion of 
the facts. The most significant of 
these is the government's uncritical 
acceptance of BellSouth's  state-
ment of the damage the defen-
dants did to its computer system. 
The memorandum states that "in 
all, [the defendants] stole approxi-
mately $233,880 worth of login/ 
passwords and connect addresses 
(i.e., access information) from 
BellSouth. BellSouth spent ap-
proximately S 1.5 million in identi-
fying the intruders into their sys-
tem and has since then spent 

take an interest in upholding the 
Bill of Rights, but it is also more 
than that 

These embryonic media of 
electronic mail, BBSs, and 
conferencing systems, provide 
open forums of communication. 
They are an antidote to the corro-
sive effects of the power of large, 
centralized institution, private and 
public, and to the numbness in-
duced by one-way, I east-common-
denomintor mass media. 

In the global suburbs in which 
more and more of us live, one's 
horizon is limited to the immedi-
ate Family. Even close neighbors 
are often anonymous. 

In the realities that can be cre-
ated within digital media there are 
opportunities for the Formation of 
virtual communities- voluntary 
groups who come together not on 
the basis of geographical proxim-
ity but through a common inter-
ests. Computerandrelecornmuni-
cations systems represent an en-
abling technology for the Forms-
tion of community, but only if we 
make it so. I believe it is urgent, as 
a matter ofnational policy, that we 
encourage and further stimulate  

roughly $3 million more to further 
secure their network." 

It is unclear how these figures 
were derived. For one thing, the 
stated cost of the passwords is 
highly questionable: What is the 
dollar value of a password? 

And it's similarly unclear that 
the defendants caused BellSouth 
to spend $4.5 million more than 
they normally would have spentin 
a similar period to identify intrud-
ers and secure their network Al-
though the gmernmenes memo-
randum states that "[t]he  defen-
dants ... have literally caused 
BellSouth millions of dollars in 
expenses by their actions," the ac-
tual facts as presented in the 
memorandum suggest that 
BellSouth had already embarked 
upon the expenditure of millions 
of dollars before it had heard any-
thing about the crimes the defen-
dants ultimately were alleged to 
have committed. 

Not only are there questions 
about the justice of the restitution 

requirement in the sentencing of 
Riggs, Darden, and Grant, but 
there also are Constitutional is-
sues raised by the prohibition of 
access to computers. The Court's 
sentencing suggests a belief that 
anything the defendants do with 
computers is likely to be illegal; it 
ignores the fact Char computers are 
a communications medium, and 
that the prohibition goes beyond 
preventing future crimes by the 
defendants-it treads upon their 
rights to engage in lawful speech 
and association. 
EFF does not support the 

proposition that computer intru-
sion and long-distance theft should 
go unpunished. Butw•e ford highly 
disturbing the misrepresentations 
of facts in the prosecutors'  sen-
tencing memorandum as theyseek 
disproportionate sentences for 

Riggs, Darden, and Gmnt-stiff 
sentences that supposedly will 

"send a message" to the hackers 
and crackers. 

The message this memoran-
dum really sends is that the 
government's presentation of the 
facts of this case has been heavily 
biased by its eagerness to appear 
to be deterring future computer 
crime. rta 

the social experiments and devel-
oping infrastructure that are tak-
ing place on the Net every day. 
The ultimate mission ofthe EFF is 
to help-articulate this vision and 
play a constructive role in the 
working out of the new legal and 
social norms which we are faced 
with developing. 

Asjohn Barlow•and I meditated 
together last June on the broader 
implications ofthe initial events-
a meditation thatcatalyzed the for-
mation of the EFF-we could see 
that what was at stake was not 
merely seeing justice be served in 
the case of a few individuals, nor 
simply the preservation of the civil 
liberties ofall ofm, although these 
goals are vitally important. 

The larger issue is how our so-
ciety will come to terms with the 
onrush oftransformative technol-
ogy. Ifwe take the right steps now-
and EFF is working to take those 
steps-new and increasing access 
to information technologywill  en-
hance rather than inhibit the posi-
tive growth and development of 
individuals, of communities, and 
of society as a whole. 0a 

1. Spread the word about EFF as 

widely as possible, both on and 

off the Net. 

2. Be alert for any local, state 

or national legislation that effect 

electronic freedom. 

3. Put the immense processing 

horsepower of your mind to the 

task of finding new metaphors for 

the realities of the physical world 

which seem up for grabs in these 

less tangible regions. 

a. Try to communicate to technl-

tally unsophisticated friends the 

extent to which their future free-

doms depends on understanding 

digital communication. 

5. B you are online, spread the 

word to local boards. 

6. If you are at a school, Inform 

Interested people about the goals 

of the EFF. 

7. Connect responsibly. 

8. Work locally for an understand-

ing of what the electronic frontier 

means in a global sense. 

9. Learn and use the technology. 

Only by having an understanding 

of computers can one evaluate 

statements about computer crime. 

10.Stop and think, about the 

many ways in which we rely on 

information in our lives, and what 

the effect might be B that Informa-

tion were distorted, corrupted, 

limited, or denied us. 

11.Remember that words an a 

computer are SPEECH, protected 

by the Constitution. 

12.Help your non-computerized 

friends see the potential of the 

net: search out a low airline fare 

for them, or send a fast cheap 

message to friends across the 

country. 

13.Check to seed your local 

and state representatives under-

stand the potential of electronic 

communication. 

/4. Reject  techno-el'dism and 

recognize that entry Into the 

networking domain is a rite of 

passage and that someone else 

probably helped you with it. 

15.Do your backups. 

16.Educate your local librarians 

about electronic freedoms. 

17.Welcome all interested 

participants. 

18.Argue in a way that Informs all 

the participants In the argument. 

19.Develop better tools for linking 

people and networks. 

20.Keep In touch with us. Pass on 

your thoughts, concerns, Insights, 

contacts, and news. 

  

i 

I 

 



Plans and Actions: 
Current EFFActivities 

  

March 25-28, 1991, Monday-Thursday in the Bicentennial Year of the Bill of Rights 

Airport Marriott Hotel, Burlingame, California on the San Francisco Peninsula, 
near San Francisco Intemational Airport 

 

Sponsored by., Computer Professionals for Social Responsibility 
-A nonprofit educational corporation 

Chair: Jim Warren, Autodesk & MlcroTimes, fax/415.851.2814, e-mail/jwarren@wellsf.ca.us 

Request for Invitation 
To facilitete usekd dialogue and balanced participation by representatives born at of the &arsa groups that are interested in 
these issues, this Fust Conference on Computers Freedom & Privacy (March 2528, 1991) is imited to 600 imrited participants 
(Conference facility capacity is also knited). At interested parries are encouraged to appy for an Wtation. To rate .we knormatum 
about the SON speakers & panelists, the tutorials and an kwhation Application form, forward the fonowing information to: 
em Vck @mUsfxaus or- far/(415)851,2814 ace CFP Cordannue, 345 Swett Road, Woodside CA 94062 

Name: 

Tee (if airy): 
Organization 6f any): 
Me&& address: 

Ci1YAtaW&-

  

'Photo number: 
Alternate phone 6f any): 

 

Fox number (0 any): 
Efectroniomall address (d arryk 
Your particular interests (maximum of one page, please): 

Contact 
How to get in touch with the EFF: 

  

CPSR Announces the First Conference on 
Computers, Freedom & Privacy 
Tutorials & Invitational Conference, Limited to 600 Participants 

      

About Computers, 
Freedom & Privacy  -

 

We are are crossroads, as  individu-
alsand organizationsconductmore 
and more of their activity using 
computers and computer networks. 
By the end of the 1990s, most  in-
formation will be collected, dis-
tributed and utilized electronically. 

Thus far, an uncoordinated 
jumble of policies and procedures 
is rapidlydevelopingas each group 
develops ways of collecting, ma-
nipulating, extracting, sharingand 
protecting information in its 
computers and exchanged on its 
networks. 

Information on individuals and 
groups is being computerized by 
numerous organizations, agencies 
and special interests, often without 
the knowledge or approval of those 
it concerns. 

Computerization can greatly. 
assist individuals, organizations and 
government in making sound de-
cisions based on efficient access to 
adequate information. 

Or, itcan serlouslythreaten the 
fundamental freedoms, personal 
privacy, and democratic processes 
that are at the very foundation of 
this nation. 

More and more people are con-
cerned about how organizations 
handlepersonal, lemilyandlifestyle 
information about individuals. 
Many feel powerless to prevent 
private organizations and govern-
mentfrom building, marketingand 
distributing confidential dossiers 
on them. Valuable information 
about government is increasingly 
computerized in government sys-  

terns, but freedom of access to itin 
useful, computerized form by  in-
terested citizens, researchers and 
the press remains difficult and  of-
ten prohibited. 

Governments' regulation of 
national and international infor-
mation exchange is increasing, of-
ten restricting it in the name of 
protecting competitiveness or 
confidentiality. There are increas-
ing protests from business leaders 
unable to conduct effective busi-
ness in a global economy. 

Businesses are losing millions 
of dollars and thousands of work-
hours, annually, to computerized 
mischief, vandalism, fraud and 
theft. Perpetrators are usually in-
dividuals abusing their authorized 
access. 

Instances of computer misuse 
byyoungpeople misespecial  ques-
tions about the values that adults 
are practicing and passing along to 
these children. 

Each year, new laws are pro-
posed responding to the Intesttype 
of abuse or misuse of computers. 
Penalties applied to uncharged 
suspects and convicted computer 
criminals vary wildly from case to 
case, with little consistency rela-
tive to the seriousness of the al-

 

leged crime. 
Law enforcement officials are 

using increasingly aggressive 
strategies and sophisticated coun-
termeasures as they seek to serve 
and protect, vigorously applauded 
by some interest groups and  in-
creasingly criticized by others. 

Diverse groups are often polar-
izingaround narrowself-interests,  

 

rather than working together to 
assure responsible practices and 
equitable policies. 

About this Conference  -

 

This is an intensive, multi-disci-
plinarysurveyConferen¢e farthose 
concerned with computing, tele-
conferencing, electronic mail, 
computerized -personal  infarma-
tion, direct marketing information 
and government data - and those 
concerned with computer-related 
legislation, regulation, law en-
forcement and international poli-
cies that impact civil liberties, re-
sponsible exercise of freedom and 
protection of privacy in the global 
Information Age. 

A maximum of 600 applicants 
will be invited to attend. Balanced 
representation from the diverse 
interest groups is being encour-
aged. 

To inform participants about 
topis beyond theirspeaalties, half-
day and full-day seminars are 
scheduled for the first day (Mon-
day, Mar. 25th). These parallel tu-
torials will explore relevant issues 
in computing, networking, civil 
liberties, the law and law enforce-
ment. Each seminarisdesigned for 
those who are experienced in one 
area, but are less knowledgeable in 
some of the other disciplines. 

To explore the issues and their 
interactions and ramifications, 
conference talks and panel discus-
sions arescheduled farthe  remain-
ing three days ( Tuesday-Thurs-
day, ,Mar. 26th-28th). These will 
emphasize balanced representation 
of all major views, with ample op  

portunityforprobingquestions and 
discussion. 

The opening conference ses-
sion on Tuesday will include ma-
jor policy proposals by one of the 
nation's bestknown Constitutional 
scholars: Laurence H. Tribe, Pro-
fessor of Constitutional Law, 
Harvard University Law School: 
"The Constitution in Cyberspace: 
Law & Liberty Beyond the Elec-
tronic Frontier" 

The Tuesday evening session 
will feature a leading expert in the 
areas of telecommunications regu-
lation, international telecomm 
policies and economics: Professor 
Eli M. Nloam, Professor &  Direc-
tor Center for Telecommunica-
tions and Information Studies, 
Columbia University Graduate 
School of Business 

Tuesday-Thursday Conference 
sessions offering diverse speakers 
& panel discussions include: 
• Computers & Network 

Trends 
" Personal Information 

& Privacy 
" International Perspectives 

& Impacts 
• Law Enforcement Practices 

& Problems 
" Law Enforcement 

& Civil Liberties 
" Legislation & Regulation 
" Computer-Based Surveillance 

of Individuals 
" Ethics & Education 
" Electronic Speech, Press, 

& Assembly 
• Access to Government 

Information 

The conference is sponsored 
by Computer Professionals for 
Social Responsibility-A nonprofit 
educational corporation. Tele-
phone: (415)322-3778 Fax: (41S) 
851-2814 Conference e-mail: 
cfp@wellsf.ca:us 

Co-sponsors & cooperating 
organizations include: Electronic 
Frontier Foundation, Electronic 
Networking Association Associa-
tion for Computing Machinery, 
American Civil Liberties Union, 
ACM Special Interest Group on 
Software, Videoteac IndustryAsso-
ciation, IEEE-USA Intellectual 
Property Committee Caro Insti-
tute, IEEE-USA Committee on 
Communications and Information 
Policy, Institute of Electrical and 
Electronics Engineers-USA ACM 
Committee on ScientificFreedom 
and Human Rights, ACM Special 
Interest Group on Computers and 
Society, The WELL, Aurodesk, 
Inc., Portal Communications. 05,  

The Len Rose cases 
The EFF legal department has been 
working to provide litigation sup-
port in the two criminal cases in-
volving Baltimore computer  con-
sultant Len Rose. In the first case, 
we have been particularly active in 
helping develop the factual and le-
gal issues in the case, and in locat-
ing and screening potential  utit-
nesses. We believe Baltimore case 
raises importantissues concerning 
both the application of the federal 
ComputerFraud andAbusestatute 
(which we have challenged on the 
basis of unconstitutional over-
breadth), the federal wire-fraud 
statute, and the federal Interstate 
TransportationofStolen Property 
statute (which we believe should 
not be applied in cases of unau-
thorized copying of copyrighted 
software). 

We have been providing  simi-
lar support in Rose's state criminal 
casein Illinois. Among the issues in 
that case is whether the Illinois 
"computer tampering" statute is 
overbroad, and whether it in fact 
criminalizes the activity that Rose 
is alleged to have committed. In 
both cases, we have relied  exten-
sivelyon communicationsoverthe 
Net to initiate and maintain con-
tact with potential witnesses. 

The RIPCO BBS case 
We have also been giving signifi-
cant time to reviewing the warrant 
affidavits in the RIPCO BBS  sei-
zure. In addition, we have been 
reviewing the available archived 
files from that BBS to determine 
what, if any, justification there was 
for seizing the equipment. 

We believe the RIPCO case 
potentially raises important issues 
about the valid scope of searches 
and seizures, the chilling effect of 
such seizureson  FirstAmendment-
protected speech and association, 
and the limits of sysop liability for 
the activities of third parties. 

Other matters 
We have continued our ongoing 
investigations of cases that mite 
issues that may be of EFF interest. 
In many of these cases we have 
chosen either not to become  in-
volved, or to wait until the cases. 
reach a procedural stage (such as 
an appeal) at which it would  be-
come more appropriate for the 
Foundation to intervene. 

The EFF phone line has be-
come, to some extent, a "hodine" 
for people who are curious and/or 
worried about how their rights as 
citizens and as computer users may 
be threatened specifically or gen-  

erally by government action. We 
have been in mnma4' h people 
who were convicted of computer 
crimes before the EFF came into 
existence, and occasionally have 
been able to provide useful inf  ir-
motion to the lawyers handling 
appeals of these cases. We also 
have become a center for general 
information, with phone calls, 
mail, and e-mail every day re-
questing information about EFF 
and its work. 

Two versions of theMassachu-
setts Computer Crime Bill have 
been introduced in the Massachu-
setts legislature, one of which is 
identical to the EFF bill which 
didn'tpossinstyear. Mike,Sharon, 
and Mitch will all be working to. 
ward passage of the bill this year. 

Conferences and Meetings 
On December 19th John and 
Mitch spent half a day at Law-
rence Livermore National Labs in 
Livermore, California at the invi-
tation of the computer security 
management there. The trip was 
arranged by Russell Braid. We 
spoke to a large general audience 
of lab employees as well as had 
meetings with smaller groups of 
security experts concerned with 
security both at Lawrence 
Livermore and on the large De-
partment of Energy computer 
network generally. 

John and Mitch also appeared 
on a panel at Mac World at the 
Moscone Center on Friday, Janu-
ary I ith, which was chaired byJim 
Warren. Also appearing was 
Alameda Country District Attor-
ney Don Ingraham. John spoke in 
Los Angeles at a combined SIG-
GRAPH and ACM meeting in 
early January. 

Compuserve 
Scott Loftesness, who is a Well 
member, EFF supporter, and 
Compuserve veteran is about to 
open a Telecommunications f c-
ram on Compuserve which will 
feature an EFF sub-forum.  Li-
brarymaterials from the Well have 
already been ported over. We will 
announce this in the EFF  confer-
ence on the Well and encourage 
people to seed the Compuserve 
forum with their participation to 
help it get off to a good start. on 

 

- - Where Do WeGoFromHere? 
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The Electronic Frontier Foundation, Inc. 
155 Second Street Cambridge, MA 02141 

 

effearor n, Computer Sci. A device farproducing a desired change in an object in response to input. 

Via Computer Networks: 
Send requests to be added to or 
dropped from the EFF mailing list 
or other general correspondence 
to eff-request@wellsfca.us, We 
will periodically mail updates on 
EFF-related activities to this list. 

If you receive USENET 
newsgroups; your site may carry 
two new newsgroups in the MT 
called comp.org.eff.news and 
comp.org.eff talk. The former is a 
moderated newsgroup of an-
nouncements, responses to an-
nouncements, and selected discus-
sion drawn from the unmoderated 
"talk" group and the mailing list. 

Everything that goes out over 

the EFF mailing list will also be 
posted in comp.org.effnews, so if 
you read the newsgroup you don't 
need to subscribe 

Postings submitted to the 
moderated newsgroup may be re-
printed by the EFF. To submit a 
posting, you may send mail to 
eff@well.sfca.us 

There is an active EFF  confer-
ence on the Weil, as well as many 
other related conferences of inter-
esr to EFF supporters. As of Au-
gust 1990, access to the Well is $8/ 
month plus S3/hour. Outside the 
S.F. Bay area, telecom access for 
$S/hr. is available through CPN. 
Register online at (41 S) 332-6106. 

A document library containing 
all of the EFF news releases, Jim 
Barlow's "Crime and Puzzlement" 
and others is available on the Well. 
We are working toward providing 
FTP availabilityinto the document 
library through an EFF host  sys-
tem to be set up in Cambridge, 
Mass. Details will be forthcoming. 

Via Mail or Telephone: 
The Electronic Frontier 
Foundation, Inc. 

155 Second Street 
Cambridge, MA 02141 
Telephone: (617) 864-0665 
Fax: (617) 864-0866 

   



Ix ermany's Chaos Computer Club is 
known in the US primarily for its 
incursions into U.S. military and 
NASA computers (see Clifford 
Stoll's The Cuckoo's Egg). Then 
there was the well-publicized 
information-for-money deal with 
the KGB that got busted. The 
latter was perpetrated by persons 
who, while not official club 
members, are at least within the 
Chaos Computer Club's ambit. 
Little more is knowrrabout the 
Chaos group outside Germany. 

Chaos members who might 
enlighten the rest of the world as 
to the nature of their organization 
seem to be nonexportable. One of 
their better-known members, 
Steffen Wemery, was arrested on 
charges of computer vandalism on 
his arrival in Paris where he had a 
speaking engagement. He was 
imprisoned for months. Other 
well-known members are un-
derstandably loathe to leave 
Germany. 

Contact between the Chaos 
Computer Club and the East 
Berlin Computer Club was  estab-
lished at the CCC's Christmastime 
'89 Kongress in Hamburg. When 1 
received calls from Hamburg and 
Amsterdam alerting me that the 
next CCC Kongress was imminent 
and to be held in the "East Zone," 
as the West German computer 
security journal Daterschutz-Berate 
quaintly termed it, l immediately 
left for Europe. 

Arriving in Amsterdam, I 
learned that I was a full month 
early. I suspect my informant was 
a bit hazy on the exact dates  simp-
ly because he wanted an Amerikau 
around to talk to. No matter. 1 
purposefully occupied my time 

doing preliminary fieldwork in 
Amsterdam, checking out its 

• hacker underground, squatters' 
movement, pirate radio and TV, 
and the newly identified Anti-
Media Movement 

"DESTROY MEDIA!" 
-Botfle-cry of the Anti-Media 

Motmneud 
1 got my first glimmer of the 

Anti-Media Movement talking to 
a member of a group known as 
ADILKNO (The Foundation for 
the Advancement of Illegal 
Knowledge). ADILKNO  pub-
lishes manifestoes in a  hyperintel-
lectual art and media journal, 
Medianatic. A magazine for the 
well-read polyglot, its matter is 
well-nigh impenetrable without a 
thorough knowledge of 
Baudrillard, Virilio, Bataille, and 
Eco, far starters. Its motto is, "We 
watch media like others watch 
TV.„ 

ADILKNO first proposed its 
attack on media in a Squatters' 
Movement document: "By 
isolating the media, we will reach 
many more people! Within the 
movement, many feel we must 
give our opinions to the press. 
The time in which we can reach 
our goals through public opinion 
has long been over!" 

ADILKNO believes a  "mas-
sive defection to reality" is occur-
ring now that everything seems to 
be covered by the media. 'The 
increasing need to make history in 
a hobby or tourist atmosphere, 
away from work, is consciously 
placing the media in the shadow 
of the event. For the moment, 
people have no more time for the 
media... Beyond the media traps,  

people clear the way tur  them-
selves to do the right thing else-
where. In Western museum cities, 
an avant-garde has formed the 

. 

anti-media movement, which puts 
an end to all connections under 
the slogan, 'Let's pull down an-
other media!' With disappearing 
acts, it creates temporary and local 
media-free spaces... It is a pre-
eminently secret movement be-
cause it carefully keeps itself out 
of the press and makes its exis-
tence known only through  jam-
ming and sabotage. All events 
that don't appear in the media are 
claimed as a victory by the move-
ment... The survival strategy of 
the media is to remain more in-
teresting than reality." Like that. 

In the newly published Move-
ment Teachings: Squatting Beyond 
the Media (as yet available only in 
Dutch), Geert•Lovink and Alen 
Mulder describe the "outer-medial 
experience" as "making history on 
the streets through 'immediate' 
(i.e. 'media-free') contact." 

The Anti-Media Movement is 
contentless. It can only be  dis-
cemed, in Lovink and Mulder's 
formulation, as "curious cuts in 
the data stream." It is a question 
of "how we should read the gaps. 
Is it an accident or the Anti-Media 
Movement?" One needs "an eye 
for it." 

Hoping to catch traces of the 
meaningful gaps of the "AMM" at 
the CCC Kongress, I mobilize 
special forces: DFM Radio-
Televisie. 

"YOU WANT INFORMATION OR 
DEFORMATION?" 
DIM stands for "Deformation." 
DIM  Radio-Televisie is the most 

"Chaos. 
It's more 
than just a 
name. It's 
our way of 
doing 
business!" 
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radical of the pirate broadcasters 
in Amsterdam. R's staff brands 
the other pirate broadcasters, 
(whom anyone else would de-
scribe as anarchists), as "proto-
yuppies." Confronted with any-
thing short of total chaos of the 
airwaves, they sneer derisively, 
"That's what central heating will 
do to you!", flip on their 180-watt 
transmitter, tune to the frequency 
of the offending ten-watt station, 
and give it a lesson in the beauty 
and purity of Noise. 

For the moment, DIM is 
housed in "Warner Squat;" the 
former Warner Brothers building 
in Amsterdam. "Warner Squat" 
is a three-story, tile-roofed, brick 
building with all the amenities: 
screening room, walk-in film 
vaults, marble, stained glass. 
This turns out to be my base of 
operations for my month in 
Amsterdam. 

Test-Case is the director of 
DFM. In his "industrial" phase, 
Test-Case was famed for staging 
"fake riots." For years, he 
collected sounds at real riots: 
rolling tanks, snarling police-
dogs, cries of panic and anguish, 
and frenzied barricade-building. 

At his performances he would 
blast the crowd with these 
sounds, highly amplified. He 
would exhort them to riot, often 
successfully, and then would 
record the resulting riot for 
future recycling. 

In his punk-revival period, 
Test-Case was the most 
frequently unplugged performer 
on the streets of Amsterdam. He 
could always manage, however, 
without electricity, using such 
simple expedients as bullhoms, a 
bayonet on his guitar, and no less 
than twenty kilos of fresh dog 
turds to fling. 

You can see now why his 
DIM Radio Televisie was the 
video crew to take with me to 
East Berlin. After all, it may take 
the Anti-Media to catch the Anti-
Media. 

THE "PEOPLE'S POLICE" 
An East German policeman is standing in the bloody middle of the 
Autobahn fast-lane somewhere near Potsdam, waving a white baton. 
We are blithely hurtling towards him in a happily screaming, rented 
Peugeot traveling 150 km/hour. Chanting Tibetan monks, in reverse 
and overlaid with speedmetal passages and telephone exchange noise, 
are pumping from a portable cassette deck on the dash. Test-Case is at 
the wheel. He's a tightly sprung, angular young man in a "Mutoid 
Waste Company" T-shirt with a grown-out blonde mohawk lying 
dormant on his crown like a cockatoo's folded crest. Test-Case 
decelerates dramatically as the cop imitates a finalist in a baton-
twirling competition. Our abrupt stop, a bare meter from the cop's 
knees, sends our fellow traveller, the somnambulant DFMer Bastiaan, 
onto the floor and into a fresh spate of scabies-scratching. We are 
directed to a rest area. 

We pull up beside a curtained Volkspolizei ("People's Police") 
microbus with a large DDR seal (a compass superimposed on a 
hammer in a ring of ribboned grain which many say actually depicts a 
secret police spyglass) emblazoned on its side. A family nervously 
packs up the picnic lunch they'd been sharing ' round the open trunk 
of their "Trabbie." A man wearing mirrored aviator shades peers 
'round a curtain edge from the interior of the police microbus while his 
companion, an obvious steroid abuser, takes our papers, growls that 
we've been travelling grossly in excess of the 100 km/hour speed 
limit, and returns to the microbus. We wait as the "People's Police" 
examine our papers and do more peering. 

"Maybe I just tell this wanker this car doesn't go that fast," says 
Test-Case with inappropriate swagger as the cop with the Louisville 
Slugger stride beats it back to our car. This story would be highly 
suspect. Our velocity had been such that the string of particolored, 
plastic-bodied Trabants we had been passing had looked like a strand 
of Mardi Gras beads. 1 am irresistibly reminded of the last ride 1 took 
with this crew. Dutch police in a Fluorescent-orange, turbocharged 
Mercedes had appeared suddenly, pulled us over, and confiscated our 
car. 

I steer Test-Case away from a prompt pulping with "Nee, Test-
Case! Nee! Nee!! Just look at him! He's wearing the head of a 
Rotweiler!" 

THE HOUSE OF YOUNG TALENT 
For the balance of the drive to Fast Berlin, Test-Case fills my dyspeptic 
silence with assurances that the 150 mark ticket can be paid in 
Eastmarks, the currency that looks as if it's come from a Monopoly 
game-tiny bills with grain threshers depicted on them and aluminum 
coins that can be bent with your bare hands. They are worth one-fifth 
the value of the redoubtable 4Yestmark. The subject changes only as 
we reach East Berlin, where Test-Case scrutinizes the buildings closely. 
"Look at that one! It's perfect!" What he means is "eminently squat-
table." I feel as if I'm riding with a real estate broker as he points out 
the squatterly possibilities of numerous (far too numerous) properties. 

We finally arrive at our destination: das Haus der Junger Talente 
(the House of Young Talent). Test-Case feels our chances for free 
admission are directly proportional to the bulk of equipment we haul 
in with us. Burdened with an impressive array of lights, tripods, 
cameras, cables, and equipment bags, and some personal luggage for 
good measure, we stagger in. 

Amsterdam's 
most 
unplugged 
performer, 
he could 
always 
manage with 
bullhorns, 
a bayonet on 
his guitar, 
and twenty 
kilos of fresh 
dog turds 
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At the door, a person armed with a walkie-talkie looks us over. 
After we pay the full admission, Polaroid photos are taken of us, 

stapled onto name tags bearing the Chaos emblem, and stamped with 
the Chaos seal. 

Knowing that Chaos events swarm with intelligence agents, I leave 
the line for my name blank-at least until l an get inside and 
evaluate the scene. Wandering through the immense labyrinth, I find 
hundreds of people wearing blank name tags. The ones that are filled-
in bear highly improbable names. No one is going to make an 
intelligence agent's job easy here. Such anonymial measures are 
second-nature in a country where one of every four people were 
informers on the Stasi (Secret Police) payroll. Some rooms have signs 
reading "PHOTOGRAPHIEREN VERBOTEN!" posted outside their 
doors. 

I pause to consider what appearance I'm presenting to the other 
Kongress attenders. A mirror reveals a man of roughly thirty with a 
hat pulled down to the top of his dark glasses, wearing an extra-long, 
buttoned Burberry trenchcoat extending to his boot-tops and a blank 
press badge. In short, I've arrived with all the spook-accoutrements, 
save a Minox subminiature, handcuffed Halliburton attach6, and an 
underarm bulge from a Walther PPK. No rod agent would dare dress 
this way, in full Spion-drag. Bolstered by the realization that it will be 
taken for a pseudonym anyway, I add my real name to the badge. 

"THIs Is REALITY HACKING!'" 
- Steffen Wernery 
The Kongress opens with the statement, "Holding a CCC Kongress in 
East Berlin is true Reality Hacking."' R. U. Sirius' expression has 
gained currency over here. 

There are few computers in East Germany and no laws against 
backing yet. East German officials are not nearly as concerned with a 
large gathering of hackers as the humorless and paranoid Western 
authorities. They have other things to worry about. 

East German life is in total flux. Turbulence, uncertainly, and 
improvisatory reality is attractive to hackers. Chaos is their very 
medium. ("Chaos. It's more than just a name. It's our way of doing 
business!") 

There are approximately 600 people attending the Kongress. None 
of the Chaos members 1 ask knows how many people are in the 
organization. I'm told that the name tags are deceptive. They merely 
give the appearance of organization, camouflaging a deeper chaos. If 
pressed, most attenders describe themselves as "interested observers" 
rather than official Chaos members. Nearly everyone is a "computer 
security expert." No distinction is made between designing and 
cracking security systems. 

One room has been set up as an archive where hacker and 
anarchist literature in French, German, and English can be read and 
photocopied. Other rooms are filled with computer equipment and 
telephones. There are lectures, panels, and workshops on The Creative 
Use of Technology, Data Security as Human Security, Information 
Ecology, the Power of the Media, Freedom of Information, Copyright, 
Vruses, Enlargement of Civil Communication Structures in the DDR, 
Mind Machines, and Virtual Reality. 

CoGNITIvE DlssmENrs 
The house phones were made in 1963 (their vintage stamped on their 

underbellies), and it's extremely 
difficult to place a call to the 
West from them. It may take an 
hour to get a line out if one can 
get a fine out. The lines are 
pretty much all bugged. Some, 
with multiple bugs, have 
seriously degraded sound 
quality. The phone company 
runs newspaper ads offering free 
bug-removal. Used Stasi 
surveillance equipment is 
available in modestly priced, 
sealed case-lots. 

"Chaos organizers" sounds 
like walking oxymoron. They 
manage, however, to keep 
uninterrupted communication 
with the West as they stroll the 
halls with 10,000-Westmark 
cellular phones operating on 
gold-plated chip-cards. "Be 
careful with that card! Someone 
could easily give me a mega-
phonebill," warns the person 
who lends me his unit. 

Every presentation draws a 
silently listening capacity crowd. 
Information on "brain machines" 
and the "Data Glove" is eagerly 
drunk in by the East Germans. 
The idea of Virtual Reality is 
readily embraced as a better 
telephone system 

Appropriately, at this point in the 
transmission, Mr. Russell-who has 
taken to living in Tronsylwania-dis-
appeared. Last we heard, he had 
sponsored a VR congress in Linz, 
Austria, where he stayed in A. 
Hitler's old favorite hotel room. 
(Rumors that he happened upon the 
actual Spear of Longinus while 
digging up the floarhoards after 
having ingested too many Ritalins 
are--we assure you- total hype. R. 
U. Sirius has the genuine article 
himself, having spotted it  unrecog-
nized at the auctioning of Andy 
Warhol's personal affects.) 

Anyway, who are we to say that 
the Anti Media Movement should he 
covered in the media? But, perhaps, if 
Mr. Russell emerges from his 
Teansylvanim hideaway, we will 
present this saga in a future issue. 

I've arrived 
With all the 
spook accou-
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IT'S ALL IN THE GAME 
MONDO 2000. How did you get started in game publishing? 
STEVE JACKSON: Well,1 got started playing games in college. When I 
got out of college, while going to law school, I answered an ad in the 
paper from a local gaming company called Metagaming.' 1 didn't get 
the job, but later they accepted an original design of mine called Ogre, 
which was about a giant futuristic killer tank. 
M2: So when did you start Steve Jackson Games? 
SJ: In 1980. 
M2: What was the first SJ Games release? 
SJ: Raid on Iran, which dealt with the question of what would have 
happened if they had actually gone in. Then there was Kung Fu 2100, 
which was way-out science fiction. And then we did a game called One 
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fronted by Steve Jackson Games, Inc. 

hanks to the Secret Service, Steve 

Jackson Games has gotten plenty 

of hard-won press. But rolrat about 

Steve Jackson himself? Who is he 

and what was his adventure garne 
company up to before all this 

started? Mint effect has the Great 

Hacker Raids of 1990 had on them 

and what are their plans for the 

future? 
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by Gareth Branwyn 

o what is the game 
that caused all this 
controversy really 

like? Well it's probably not 
what the Secret Service had 
in mind. (One can imagine 
the Feds sitting around late 
at night, playing Cyberpunk, 
waiting to be taken over by 
some spell of subversion 
hidden within its pages.) 

GURPS Cyberpunk isn't 
really a game at all. It's a 
"Sourcebook" for a larger 
game called GURPS 
(Generic Universal Role 
Playing System). GURPS is 
a set of roleplaying game 
rules that apply to any 
adventure setting or time 
period. Most roleplaying 
games are  specific to a genre 
(fantasy, sci-fi, horror, super 
heroes) and you need to 
learn a whole new set of 
(usually complex) rules for 
each game. The GURPS 
Basic Set covers all the rules 
that are universal to these 
different genres and then 
presents genre specific 

ru

les 
in supplemental books. 
GURPS Basic includes the 
main game mechanics of 
character creation, combat, 
and methods of task  resolu-
tion. The rules are 
structured so that you can 
start simply and add more 
detail as you go. Sections 
cover character 
advantages/disadvantages, 
skills, vehicles and equip-

 

ment, and information on 
creating your own adven-
tures. 

GURPS Basic is clearly 
designed, heavily indexed, 
and arranged to allow easy 
access to the rules while 
playing. All you need to 
play is a pile of six-sided 
dice, some paper and pencils 
and a small group of willing 
eggheads. 

GURPS Cyberpunk is a 
sourcebook that can be used 
with any of the SF oriented 
GURPS worlds. It includes a 
set of additional rules 
specific to cyberpunk 
adventuring, such as 
cyberwear  technology, net 
running, and brain implants. 
Character types include 
techs, reporters, spies, 
mercenaries, and net 
runners. The writing in 
GURPS Cyberpunk is 
excellent and obviously 
penned by a fan of the genre. 
There are extensive side-bars 
on many aspects of the 
milieu, ingenious rules for 
navigating and adventuring 
in cyberspace, and a 
bibliography of cyberpunk 
material. 

GURPS is available at most 
hobby/game stores and should 
be available at your local 
Waldenbooks or B. Dalton. 
You can also write the company 
directly at SJ Games, PO Box 
18957, Austinn, TX 78760. 

MY 
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Page Bulge. It was a wargame covering the Battle of the Bulge with all 
the rules on one sheet of paper. 
M2: Oh yeah, that was a great game. What's your biggest selling 
Same? Is it still Car Wars? 
SJ: Yeah, Car Wars and the GURPS (Generic Universal Role Playing 
System) Basic are our biggest sellers. 
M2: What are some of the other games in the SJ Games line? 
SJ: Well, of course there's Illuminati. 
M2: How did that come about? Were you a fan of The Illuminatus 
Trilogy? 

SJ: Oh yes! That came about when Dave Martin [the guy who did the 
cover art for the game] and 1 were drinking wine and talking about life, 
the universe and everything. 
M2: Ooh, one of my favorite drinking conversations! 
SJ: Right. Anyway, the subject got around to how you could make a 
game out of the Shea and Wilson books. I didn't think you could do a 
game based on the actual characters and events... what with yellow 
submarines, Discordians and a giant octopus running all over the place. 
It would be too tough. A few days later, I was driving someplace when 
it occurred to me that you could build it all around a deck of cards. 
After 1 got the car under control... 
M2: (Laughs) 
SJ: No really! 1 sat there in the front seat and started taking notes. I 
realized that rather than trying to use the world that Shea and Wilson 
had envisioned, l would go back to their source material. 
M2: You mean basic fear and paranoia? 
SJ: Yeah right. No, l mean the Principia Discordia. Did you know that it 
actually exists? 
M2: Oh yes. 
SJ: A lot of people don't. Anyway, we decided to focus just on the 
conspiracy theory aspects of Ilhuninatus. After that, the creation of the 
game became absolutely simple. 
M2: 1 heard you're developing a GURPS worldbook based on The 
Prisoner. 
SJ: It's already out. 
M2: Oh really. How's it doing? 
SJ: People seem to like it and it's doing well, considering it's a sub-genre 
of a sub-genre. We only printed 8000 copies and when they're gone, I 
doubt we'll do another run. 
M2: Do you still get a chance to play games for fun, or is it all 
business? 
SJ: Irs all for business now. The only time I really get to game is when 
we go to game conventions. 
M2: What are your favorites? 
SJ: Well, in terms of my own, Ogre and Illuminati. And, I like Axis and 
Allies from Milton Bradley quite a bit. 
M2: How did the Generic Universal Roleplaying System (GURPS) 
concept come about? 
SJ: Well, the basic idea behind GURPS was this: any roleplaying game, 
regardless of genre, has a system for making decisions about how the 
characters behave in the game. There s a system for creating the 
characters and resolving various kinds of tasks-things like: was the 
character successful at jumping across the ditch... or whatever. Now 
each game system, unless they totally swipe from D&D, comes up with 
a different way of dealing with all this. 1 found this totally obnoxious. ! 
realized that most games, regardless of the genre (fantasy, sci-fi, horror, 

RONDO 
m 

2000 



etc.), need pretty much the same 
rules, so you could get that out of 
the way easily and start playing. 
So why not make one generic 
system of rules and a series of 
worldbooks that tailor those rules 
to specific genres? 
M2. So the Cyberpunk game is 
one of these modules? 
SJ: Well,1 don't like the term 
"module." It implies a kind of 
faceless interchangeability. We 
call the publications that describe 
a gaming background a world-
book, and those that provide in-
formation that can be used in a 
variety of worlds, a sourcebook. 
Since the Cyberpunk information 
can be used in any of the GURPS 
Sci-fi worlds, it's a sourcebook. 1 
don't like the word "scenario" 
either, which comes from war-
gaming. 

THE CYBERPUNx 

M2: Why did you do a GURPS 
Cyberpunk? 

SJ: We had a bunch of cyberpunk 
fans around here and we really 
wanted to play in a  cyberpunk-
type world. It went through three 
different writers. The project kept 
going out and not coming back. 
Finally, I said: "Lloyd (Ed. note: 
Lloyd Blankenship is author of 
GURPS Super and a legendary 
hacker), why don t you just do 
it?" 
M2: Is Cyberpunk-not the 
game, but the whole genre-of 
personal interest to you? 
SJ: Oh yes. 1 think we'd better 
read about that world because 
we're probably going to be living 
in it. It lays out a very clear path 
to our future. 
M2: Well, that was going to be 
my next question. I too believe 
that the worldview running 
through Cyberpunk has a lot to 
say about surviving an increas-
ingly alienating world. Tome 
it's good cultural criticism. 
SJ: 1 don't know if the future is 
necessarily going to be cyberpunk 
or cyberprep, but it's going to be  

cyber-something. And as soon as they announce that skull implants are 
available, I'm gonna line up for mine. 
M2: Oh yeah? What "moddies" do you want? 
SJ: 1'd like to add a few languages, be able to go without sleep, and 
obviously, I'd like to get a direct neural interface with my computer. 
That would be great. 
M2: What cyberpunk books or movies have you found inspiring? 
SJ: Definitely Blade Runner-for the look more than the writing or the 
acting. Max Headr mn for everything except Max himself. 1 think they 
could have just dropped Max out of the show altogether and we 
wouldn't have lost anything. I of course liked Neuroamncer and Count 
Zero and Gibson's short stories. Mona Lisa Ouerdrive didn't add anything 
for me. And Sterling is great... absolutely. 
M2: I hear that you went to the Cyberspace Conference in Austin? 
SJ: No, I was planning on it, but I wasn't able to. Lloyd was there. 

THE SECRET SERVICE RAIDS 

M2: How bad a blow has this whole affair been to SJ Games? 
SJ: It's been really bad. We've lost an estimated $125,01)0 in sales and we 
had to lay off eight of our employees. We're now on the verge of 
bankruptcy. If we don' t get $20,000 in the next few weeks, I'm going to 
have to file. 
M2: Do you feel that you've been dealt with fairly in the media? With 
all the other distortions that have been rampant, the information 
about your part in this drama seems rather straightforward. 
SJ: 1 think so. In general, some of the press coverage has been grossly 
ignorant-written by people who don't know what they're talking 
about. And they insist on quoting people like Gail Thackery, Assistant 
Attorney General from Arizona, who lumps all types of hackers and 
computer users together and then insists on calling them white-collar 
criminals. 
M2: The first time 1 talked to you, early in the course of all this, 
everyone seemed to be scratching their heads trying to figure out why 
on earth the Secret Service would be bothering SJ Games. But as the 
weeks wore on and more information began to emerge, l found out 
that the author of GURPS Cyberpunk, Lloyd Blankenship, was a 
"reformed hacker" who still ran a hacker BUS out of his home and was 
alleged to have been "connected" with the Legion of Doom... 
SJ: Well, he ran the Phoenix Project for a long time, but it wasn't really a 
hacker's board. It was meant to be a forum where hackers, security 
professionals and feds could get together and talk. He had that type of 
dialogue going on there. 
M2: But did the Feds actually log on there? 1 heard that he invited 
them. Did they ever show up? 
SJ: 1 don't know. They were definitely invited in. 1 can't believe that 
they weren' t at least monitoring it. Every other board seems to have 
been monitored. 
M2: Anyway, when I read that about him, it wasn't as hard to figure. 
The Secret Service gets wind of the fact that Lloyd is publishing a 
book, so they decide they'd better have a little look-see before that 
thing hits the streets. 
SJ: That may very well have been it. We're waiting for that warrant to 
be unsealed so we can find out what the reasoning was behind it... if 
any. (general laughter) 

It seems likely that they started to come after Lloyd and, for some 
reason, decided to come after us too. Or it could be that they decided 
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ELECrRO..'Ic ADDICTION 
With direct access to the brain, 
a wide variety of psychedelic 
effects can be produced 
without actually having to 
ingest chemicals. A character 
can never experience any 
physical damage because of 
withdrawal from an electronic 
drug addiction- psychologi-
cal dependency, however, can 
be real. 

The most dangerous form 
of electronic drug is direct 
stimulation of the pleasure 
center of the brain. This is 
commonly referred to as 
"wireheading." Wireheading 
is cheap, totally addictive, and 
may be legal or illegal de-
pending on the campaign 
world. 

Wireheading is much like 
any other form of implant. 
Electrodes in the brain, 
connected to a pleasure center, 
are hooked to a lack in the 
back of the skull. A small 
transformer, plugged into 
normal house a iring,  pro-
vides the trickle of current 
necessary to stimulate the 
pleasure center. While  
wirehead is hooked in, he 
becomes impervious to 
everything except the stimula-
tion and will forego food, 
water, sex or anything else. 
To help circumvent this, 
transformers may be required 
by law to time out after 10 
minutes and not reset for 12 
hours. (This timer can only be 
defeated with the proper, 
sophisticated tools-a solder-
ing iron, for instance.) 

For graphic descriptions of 
wireheading, see Spider 
Robinson's short story, "Cod 
Is an Iron" (or its noveliza-
tion, Mindkiller ) and Larry 
Niven's novel The Ringworld 
Eggfneers. 

CORPORATIONS 
In a corlwrocracy, or corporate-
dominated society, there is a 
sharp division between haves 
and have-nots, between those 
who belong to the corporate 
world and are protected within 
it, and those who are locked 
out in the cold and dark. To 

those on the outside, the 
corporations appear to be a 
heartless, oligarchic tyranny, 
crushing all in their path. To 
those on the inside, the 
corporation is seen as a 
protector which holds off the 
ravening horde outside the 
gates. 

Some corporations may 
have generous intentions and 
will donate to worthy causes, 
but they have to stay in 
business and make a profit 
before they can indulge in 
such luxuries. As the world 
becomes tougher, the corpor-
ations adapt by becoming 
tougher themselves, out of 
necessity. This "we protect 
our own" attitude is  some-
times called teclmo feudalism 
Like feudalism, it is a react-
ion to a chaotic environment, 
a promise of service and 
loyalty from the workers in 
exchange for a promise of 
support and protection from 
the corporation. It is similar 
to the Japanese concept of 
"lifetime employment." 

PRAYERWARE 
With computers pervading 
the households of the world, 
it is only natural that they 
will begin to be used in 
religious observances in day-
to-day life. 

Simple programs might 
do nothing more than sound 
the call to prayer five times a 
day for an Islamic family, or 
help a Mormon do genealo-
gical research. By the mid-
1980s, several versions of the 
Bible Were available on 
computer disks. 

But what about 
interactive software? A 
devout Catholic could say 
several hundred Hail Marys 
per second if plugged into a 
fast enough computer with 
the appropriate software. 
There would also be a great 
demand for behavior chips of 
a "proper" member of the 
church. And how much 
could you get for a bmintape 
of someone who claimed to 
have spoken to an angel or a 
god? 

ENDANGERED SPECIES 
In a cyberpunk future, it may 
be assumed that many of 
today's endangered species are 
extinct, while many more 
creatures that are common 
today have become threatened. 
"Save the Whales" may be an 
obsolete slogan; "Save the 
Dolphins" or even "Save the 
Tuna" may be heard instead. 
As the protectors of endan-
gered species lose battle after 
battle, they become ever more 
desperate and fanatic. 

Groups like the "Wadical 
Wabbit Pwotectows" have 
been responsible for the 
destruction of automated 
farms, fishing platforms, and 
similar food-harvesting de-
vices worldwide. Sportsmen, 
and even scientists and 
museum collectors, have been 
harassed or murdered by 
ambush. 

WE DON'T NEED No STEENRIN' 
STANDARDS! 
One of the connectivity 
problems facing the networks 
of the 90s is interface stand-
ards. Right now, there is no 
universal method of data 
exchange - there are literally 
dozens of protocols in the 
networking community. 

Most cyberpunk nets are 
based on the idea that, eventu-
ally, one standard will arise 
from the multitude and 
become accepted worldwide. 
The malicious (or perhaps just 
realistic) Came Master will not 
assume this to be the case. If 
networks are broken up by 
region (whether along 
international, corporate or 
local bounds), the GM could 
make each area's networks use 
a different communication 
protocol. This can evolve into 
several interesting game 
sessions as the frustrated 
netrunner discovers that, no 
matter how hard he tries, he 
just can't get any of the 
computers in Mexico to speak 
to his cyberdeck. Of course, he 
might have a few ideas about 
where to look for a ROM deck 
that will permit such 
communication... 

 

our Illuminati BBS, which we ran 
for our customers, was in fact a 
hacker's board. Or another 
possibility is that they heard 
about project phoenix and wanted 
to crack down on it. Those are 
three very good possibilities. 
M2: Well, here's another 
wrinkle. Somebody recently 
told me that phone companies, 
corporations, and government 
agencies, are hiring people to 
scan boards looking for signs of 
criminal activity. When they 
find something that looks 
suspicious they spoonfeed it 
back to their bosses. Can you 
imagine some dumb kid 
stumbling onto the Illuminati 
BBS and finding material on 
cyberpunk and data cowboys, 
thinking it's all real and sending 
it, out of context, to the Service? 
Boy, talk about playing into their 
paranoid fantasies of an 
organized hacker cult. 
SJ: Yeah, when you log onto the 
Illuminati board it says: 
"Welcome to THE ILLUMINATI, 
Online home of the world's oldest 
and largest secret conspiracy. 
Fronted by Steve Jackson Games 
Incorporated." (Laughter) 
M2: 1 guess that would just 
about do it. Did the Secret 
Service really confiscate your 
laser printers? 
Sj: They took one laser printer 
from here and one from Lloyd's 
house. 
M2: What on earth did they 
think you were going to do with 
them? 
Sj: There ve been several theories 
about that, each assuming 
different levels of intelligence. 
First of all, they may just be in the 
habit of grabbing everything. 
Someone suggested that, since it's 
a printer, they might have 
thought they could read the 
ribbon on it. Of course, a laser 
printer has no ribbon. Or, maybe 
they took the full setup of 
equipment so that they could use 
it in their offices. 

nosnu M2000 



M2: Yeah! That's something 
that's being discussed currently 
on the WELUs hacker board. 
Police departments who don't 
have enough funds to purchase 
more computer equipment are 
using confiscated gear. Is that 
a conflict of interest or what!?! 
SJ: Well, if they're going to be 
pulling stunts like that they'd 
better learn more about 
computers and disk manage-
ment. If they think that they 
can use someone's stuff and 
then simply hit del to get rid of 
their files-which they probably 
don't want seen out of their 
office- they're in for a surprise. 
M2: An issue that dovetails 
with that is whether the 
government has the right to 
read the files on the computers 
they seize. And, if the data is 
encrypted, do they have the 
right to force the owner to  de-
encrypt it? 
SJ: That's a very interesting 
question. 1 mean, the only 
reason 1 can imagine they'd 
confiscate the computers in the 
first place is in order to read the 
files. Is it required that you 
show them how to read them if 
they're encrypted? 1 don't 
know, but it seems like you 
could take the Fifth on the 
grounds that de-encrypting the 
files might incriminate you. 
You'd better have some damn 
good encryption though. 

The problem is, having 
them devote so many man-
hours to decoding your files is 
only going to prolong the 
ordeal. One of the reasons they 
gave for holding our stuff so 
long was that they didn't have 
the time to go through it all. 
M2: I guess not, when they're 
confiscating things like 
printers, boom boxes and 
audio tapes. I love what Julian 
Dibbell said in his Village 
Voice article about the seizure 
of Acid Phreak's tapes: "the 
incriminating evidence fell  

into four basic categories: salsa, merengue, house and lambada." 
SJ: Next thing you know, the Secret Service will say they need more 
funds to hire agents to go through the thousands of disks they've 
confiscated. 
M2: What kind of help are you getting from the Electronic Frontier 
Foundation? 
SJ: They're going to continue to press for the return of the rest of 
our stuff. Most of it was returned, but we're still missing some 
important things like a hard drive that was not backed up. And 
basically they're going to try to get some answers as to why the 
search and seizure happened in the first place. 
M2: You were in DC for the press conference announcing EFF. 
SJ: Yes. It was fascinating. We spent several days in DC meeting 
with EFF, Congresspeople and Computer Professionals for Social 
Responsibility. The press conference itself was pretty good. People 
asked intelligent questions. 

THE Eno? 
M2: How do you define hacker? 
SJ: When 1 hear the word hacker, l still think of the old idea of the 
fanatical, dedicated, almost monastic computer programmer who sits 
up all night, eating Cheetos, drinking Coke and working on 
programs. 
M2: (laughs) And an expanding waistline. What are your feelings 
about the hacking underground? 
SJ: I'm sympathetic to some individuals and some aspects of the so-
called underground. As in any underground, you have some 
people who are involved for wholesome reasons and others who 
aren't. Most of it seems pretty tame. But those kids who do break 
into systems better be darned sure they don't break anything. 
M2: Do you think that the publicity will help you sell games? 
How are the GURPS Cyberpunk sales doing? 
SJ: Cyberpunk sales are doing OK. The problem with the argument 
that the publicity will help us sell games is that we have such a 
small potential market to begin with. The gamers already knew 
about the game before any of this. I have no doubt that we have 
sold a few more, but I don't think it's a significant amount. The mass 
market that reads the mass media that we've been in aren' t going to 
buy it anyway because they're not roleplaying garners. 
M2: What are your plans for the company's future? 
SJ: If we don' t come up with that $20,000, our company isn't 
going to have a future. So my first goal is to try and come up 
with that. 
M2: Optimistically, what would you like to do? 
SJ: Well, 1'd like to continue to produce role-playing games, do some 
computer games, and 1'd like to try some experimental games. 
M2: What do you mean by "experimental?" 
SJ: Exploring different approaches to roleplaying that haven't been 
tried yet. Lloyd and 1 have been working on a Bulletin Board 
System. We ve been talking about it a lot, but we haven't written a 
line of code for it yet. I don't have any money to put into R&D. 
We're strapped. I'll tell you what 1'd like. 1'd like B. Dalton and 
Walden Books to carry GURPS . They keep saying that they're 
going to, but they never get around to it. Maybe if people started 
calling their local Walden or B. Dalton bookstores and clamored for 
it. That could definitely help us financially! 12 

But what 
about 

interactive 
software? 
A devout 
Catholic 
could say 
several 
hundred 
Hail Marys 
per second 
if plugged 
into a fast 
enough 
computer. 
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interactive 
ear training software for 
students, hobbyists, musicians, 
and music enthusiasts. 

Now your IBM or compatible computer 
can help you master the subtle sounds 
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these sturdy 5"x7" V.M. postcards: 

-WISH MACHINE- (as shown) yourevery 
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Thinking?? You Bell 
-D T 1 RECTISCON . this special device 
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lems with just a few applications. 
•PSY-CAT0R - state-of-the-art virtual tech-
nology uses your own Nental Energy to locate 
almost anything. 
- VIRTUAL= REAL-IZER - legal counsel 
suggests we say nothing about this product 

Each card is crammed with special DTI  hy-
pemuenuated circuitry, along with complete 
instructions, and my personal best wishes for 
your success! L ']~ 
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FACTSHEET FIVE PROVOKES 
STRONG EMOTIONS 

And no wonder. 
Where else can you 
get reviews of 1500 
fanzines, records, 
tapes, videos, chap-

 

books, t-shirts, and 
even oil paintings 
and rude buttons all 
between one set of 
covers? 

Fortunately, un- of TaE flEOWOSSUE5 
like Kata Sutra, you 
live in a relatively 
free country. You 
don't have to kill for 
FACfSHEEf FIVE. 
You can just send 
money instead: $3 for 
a sample copy or $16 
for a one-year sub-
scription (over 800 
pages of reviews). Or 
if you're in a hurry and want first-class delivery, 
send $3.75 for one issue or $21 for one year. Pay-

 

ment by cash, check, money order, MasterCard or 
Visa (charges on subscriptions only - please phone). 
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Guess Work 
An Interview with 

August Bequai 
by Gareth Brnnwyn 

 

F 

August Bequai has been recognized 
(at least on his bookjackets) as one of 
America's foremost authorities on 
computer security. He plays both 
sides of the legal fence, laving taught 
at the Secret Service Academy and 
laving represented hackers in court 
nsadefensealtorney. Authorofouer 
200 articles and nine books; includ-
ing Computer Crime and  Techno-
crimes: the Computerization of 
Crime and Terrorism, he lectures 
internationally on computer and 
white-collar crime and holds seveml 

teaching positions. 

-Gareth Bmnwyn 

DEFINING HACKERS, DEFINING 

Goo 
MONDO 2000: I'd like to talk to 
you about Operation Sun Devil 
and what's going on with that. 
Things seems to be happening 
fast. 
AUGUST BEQUAL You mean 
Operation Sun Devil itself? 
M2: Yes, that and the response-
the Electronic Frontier Founda-  

tion, the media coverage... I'm 
on one of the computer networks 
where there's a daily discussion 
on the implications. 
AB: Tharts interesting, because 
when you look at it from the point 
of view of criminal laic; it's not 
one of the more important cases 
in America today. 
M2: It is for those people who 
are concerned about technologic-
al development and telecommu-
nications! You've said that 
you've defended some hackers. 
How do you define "hacker" in 
your work? 
AB: That's like asking "How do 
you define God?" Or, "How do 
you define good?" You know 
what I mean? 
M2: No, not really. There are 
perfectly reasonable definitions 
of "hacker" being kicked around 
these days. The discussion 
seems to be centered on making 
clear distinctions between 
hackers and computer criminals. 
Hacker might simply refer to a 
computer enthusiast. 
All. Well, l would just call them 
white collar criminals. Ilan  

individual violates a criminal statute using a computer, as far as the 
courts are concerned, they're not going to call him a hacker, they're 
going to call him a defendant. 

TAKING ON THE SECRET SERVICE: CHEAP, EASY AND FUN? 
M2: Members of the computer networking community are concerned 
about the misperception of their community, who comprises it, and 
what they use the networks for. 
AB: Let me tell you this. I think they can all go home and sleep pretty 
safely tonight. From a criminal lawyer's point of view, the government 
doesn't have the resources to put all the techno-players in jail and I just 
don't see the government's efforts being at the scale that some of the 
literature and some of the individuals involved see it. 
M2: But what do you think about the criticism that, with Operation 
Sun Devil, they've unconstitutionally confiscated equipment such as 
public bulletin boards? This sort of thing has struck fear in the hearts 
of many systems operators. The seizure of the Steve Jackson Games 
BBS is a case in point. They were, by the admission of the Secret 
Service, not the target of the investigation. And yet their BBS was 
confiscated. 
All: Then they have the option to go to court and challenge it. We have 
laws and a legal system, and they work! 
M2: If you have the resources! 
All: You don't necessarily need a lot of resources. It doesn't take a heck 
of a lot of money to go to court and challenge some of these things. 
M2: You're telling me it doesn't take a lot of time and money to 
challenge the US Secret Service!? 
All: No sir, it does not. If you hire a small firm, no. 
M2: But wouldn't you want a big, powerful firm to represent you 
against the US government? 
AB: Honest to God, I can't believe it! I've taught at the Secret Service 
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Who  or what exactly is this 

"conspiratorial hackers gang' that calls itself 

"The Legion of Doom?" According to those 

in the know, legend of the Legion has been 

exaggerated in accordance with authorities' 

need fora major threat. LoD is really just a 

loose alliance of a very few young computer 

hackers. I was told by several people that the 

one who calls himself "The Mentor" is the 

This is our world now... the world of the electron 

and the switch, the beauty of the baud. We make 

use of a service already existing without paying for 

what could be dirt-cheap if it weren't run by 

profiteering gluttons, and you call us criminals. 

We explore... and you call us criminals. We seek 

after knowledge... and you call us criminals. We 

exist without skin color, without nationality, 

without religious bias... and you call us criminals. 

You build atomic bombs, you wage wars, you 

murder, cheat, and lie to us and try to make us 

believe it's for our own good, yet we're the 

criminals. 

Yes, I am a criminal. My crime is that of 

curiosity. My crime is that of judging people by 

what they say and think, not what they look like. 

My crime is that of outsmarting you, something 

that you will never forgive me for. 

I am a hacker, and this is my manifesto. You 

may stop this individual, but you can't stop us all. 

Legion's most eloquent spokesperson and that 

I could find a couple of manifestos in back 

issues of Phrack. The following is a segment 

from "The Conscience of a Hacker," written 

in 1986. 

E
~
E 
~s 

e" 

R. Lt. Sirius The Mentor CO 
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I mean, I was 
accused of 
conspiring to 
destroy the 911 
system in the 
United States'. 

M2: In all your dealings with 
crackers, did you ever run across 
anyone who willingly destroyed 
or changed files? 
CN: I've been told many a tale 
about unauthorized access to 
computers, but if anyone willing-
ly damaged or changed files, they 
kept it a secret from me. 
M2: Where does the public 
perception that crackers are 
driven by malign intent come 
from? 
CN: Government press releases 
and reporters who don' t under-
stand what the computer sub-
culture or computer underground 
is all about. 

I mean, I was accused of con-
spiring to destroy the 911 system 
in the United States! This could 
not have been further from the 
truth. 

A BUREAUCRATIC 
DOCUMENT 
CN: On January 18, 1990 my life 
changed forever. On that after-
noon, l was met by agents from 
the United States Secret Service 
and Southwestern Bell security. 

Believing I had nothing to hide, 
1 answered all of their quest-
ions truthfully and was given 
the impression that 1 wasn't in 
trouble. 1 later learned that 
what you say doesn't really 
matter, it's what they want to 
make out of it. They'll inter-
pret it to fit their own precon-
ceived notion. 

So the following day,1 got 
my first look at a real federal 
search warrant. It was for my 
MOM. 
M2: Did you have any idea 
what they were busting you 
for? 
CN: No, not at first. 
M2: Let's talk about the E911 
file. What was it and why'd 
ya wind up publishing it in 
Phrack? 
CN: It was a bureaucratic 
document describing the 
administrative procedures and 
responsibilities of some of the 
departments in the phone 
company. I got it late '88 and 
early '89 from a hacker named 
Robert Riggs, as an article 
submission. Although infi-
nitely confusing and full of 
transmission errors, l edited the 
file back together and trimmed 
it down. The text file appeared 
in the February 1989 issue of 
Phmck (24). 
M2: What about the file made 
it interesting enough for you 
to publish? 
CN: We'd never received an 
article concerning E911 service 
before, so originality was in 
itself a good enough reason. 1 
was hoping that the file might 
help provide a better under-
standing of ANI (Automatic 
Number Identification). The 
most interesting part of the 
document was the glossary of 
terms. 
M2: Was there anything there 
that would've made it possible 
for anyone to disrupt 911 
service? 
CN: Although the folks at  

Bellcore and BellSouth would like to have everyone believe otherwise, the 
simple answer is absolutely no. The article had no computer information, 
no access codes, and no telephone numbers to any system or office in the 
phone company. Every piece of information printed in Phrack concerning 
911 was already publicly available in ninny places... not least of which are 
documents sold (at very low cost) to the general public by Bellcore itself. 

M2: I got interested in your case as a violation of the First Amendment. 
Do you think that the Secret Service would have confiscated your 
equipment and put you on trial if that equipment had been a printing 
press instead of a modem? 
CN: Maybe not. But 1 think it may have more to do with the fact that 
Phrack was a very small publication. Law and justice often seems to come 
down to: "how much justice can you afford?" 

1 think they tried to step on my First Amendment rights because they 
thought they could get away with it. 
M2: There's been a lot of confusion about the agreement you eventually 
did reach with the government... the so-called "pre-trial diversion." 
Could you explain that? 
CN: The pace of the trial was so slow that it appeared that 1'd be at it for 
at least two more weeks, probably more. The financial expense was 
enormous, as was the emotional stress. 

The pre-trial diversion allowed me to maintain my innocence and 1 
had little to lose by agreeing to it. I'm supposed to speak with a pre-trial 
officer once a month to verify that I'm not in new legal trouble. That's 
pretty much it. The government can re-file the original charges against me 
if I'm arrested for fraud or computer related crimes over the course of the 
next year. I've kept out of trouble for roughly 20 years so 1 think 1 can 
handle one more. 
M2: OK, you published an innocent document, which you had a 
constitutional right to publish. You demonstrated as much in court. 
The government essentially turned tail in the middle of the trial and 
fled. You're vindicated. Yet this episode has cost you and your 
parents. 
CN: 1 was forced to sever ties with my closest friend during the course of 
events surrounding my case. I was suspended by my fraternity and nearly 
expelled. 1 was threatened with disciplinary action from the University of 
Missouri. My parents and sister were emotionally devastated. I had to 
drop over half my course load in school. 1 may never overcome the 
resulting financial grief. I've yet to see a final breakdown on my legal fees, 
but I'm told that my bill peaked at over $100,000 and that is not including 
the $8,000 that went to my first attorney in St. Louis or the expenses of 
travelling to and from Chicago.  Co 

Parties interested in contributing to Craig  Neidorfs defense costs can send their 
cantribidions to: 
Katten, Machin, & Timis 
525 KWt Monroe Street Suite 1600 
Chicago, Illinois 60606-3693 
Att n: Sheldon T. Zenner 

Anyone uda does decide to send in a check, should be sure to make a notation in the nano 
section that the donation is to be credited to Craig  Neidorfs account. Craig uardd like to 
express his sincere appreciation foranry contributions. - 
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If a system 
allows 
access to 
one valid 
user, then 
it's possible 
to break in. 
Just like 
with a room: 
if it has 
doors, you 
can break in 

elude your data-the 
balance sheets, the payroll 
records, corporate data, and 
more, especially if you're a 
computer company. . 
Having a virus in your core 
on a dead-man's switch 
might not be a bad idea. 
Whoops, here comes a 
hostile takeover. Just let 
them know that if they 
don't cease and desist, 
you'll suicide the computer 
system. 

I HAVE SEEN THE FUTURE 
AND IT IS UNSTABLE: 
Right now, if a virus goes 
off, you have backups, or at 
least paper. But soon, we'll 
be dealing with things that 
are too data dense to make 
backup viable. It's getting 
to the point where some 
dataspaces are so sophisti-
cated that they're not 
representable in any form 
outside themselves. Then 
what will you do when 
your data dies? 

ON ACCESS SECURITY: 
As Uncle Sam is fond of 
telling me: "Integrity is like 
a balloon. No matter how 
good the rubber, the air still 
goes out the hole." If a 
system allows access to one 
valid user, then it's possible 
to break in. just like with a 
room: if it has doors, you 
can break in. Data security 
is best, using a good crypto-
graphic scheme and erasure 
prevention. Forget access 
security. It doesn' t work. 

ON NEW VIRUSES: 
I just worked out a hardcore 
worm. A nice feature of 
current networks is that 
there are networks hanging 
off of networks. This worm 
breaks into a computer and 
seeds itself into all the 
component systems. Once 

seeded, the worms mutate into a specific configuration 
and grab any new resources available on each machine. 
Then the worms bounce back out into the main network. 
The growth rate with mutations would allow for a few 
hundred new worms, minimum, on the network per 
hour. Considering that the Internet worm crippled so 
many machines for so long without trying, a few 
thousand distinct worms would shut the whole show 
down. Goodbye banks, goodbye telephones, goodbye 
welfare checks. How much money do you carry around 
in your wallet? It might be all you have left. 

TECH TALK 

ON VIRTUAL REALITY: 
Let me tell you a parable. Remember Smalltalk? 
Smalltalk was created for two reasons: to prove that 
computation could occur simply by manipulation of 
objects and communication between objects, and that 
the process of computation should become visible. 
Great goals. But the industry couldn' t figure out what 
to do after this was accomplished, it was too big a 
conceptual leap. It took the concept of a graphical user 
interface (GUI) to make the concept accessible to the 
folks at home, and then comes the sudden onslaught 
and acceptance of object-oriented systems. The concept 
of 'cyberspace' needs the same intermediate step. There 
has to be perceived value for the everyday user on an 
everyday box to help this concept get moving. Right 
now, nobody has the faintest clue as to how to deal with 
data in three dimensions. You have to walk before you 
can run. 

ON INTELLIGENCE: 

The first person who invented a bow and arrow was 
really amazing. Not only did this individual make a 
great conceptual leap, but also helped others along. 
Intelligence is the communication of processed 
information. This means 'value added; boys and girls. 
It means that people should stop sitting on their brains, 
and stop trying to make money by shuffling paper, and 
instead get out there and do something. 

PEOPLE TO WATCH: 
Pay attention to what these people do, since they're 
pushing the envelope... Nicholas Negroponte and the 
crew at the Media Lab, Scott Fisher and Brenda Laurel 
with their projects in Telepresence, Eric Gullichsen (who 
will find his way to market with something one of these 
days), Todd Rundgren, Mitch Kapor with his advocacy 
of software design, Danny Hillis at Thinking Machines, 
Eric Drexler and his nanodevices, and the mysterious 
stranger in the garage with a new product that nobody 
expects. 

And me, of course... 
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Goodbye 

banks, 
goodbye 
telephones, 
goodbye 
welfare 
checks. How 
much money 
do you carry 
around in 
your wallet? 
It might be all 
you have left 

ON CLIFF STOLL: 
(Author of The Cuckoo's Egg, a book chronicling his key-
stone kops adventures with the intelligence community in 
pursuit of a German computer hacker.) Stoll, if you ask his 
friends, is a mediocre astronomer and a mediocre computer 
person. I think they're being generous. Cliff is uncons-
cious. He sees the world only as it affects him. Because of 
what he did, a guy I knew ended up dead, burned to death 
on a riverbank. Cliff needs to grow up and try to grok the 
big picture. [ed. note: the computer hacker in Germany 
who was arrested by the authorities was, according to 
Synergy, selling the Soviets information which would have 
been available 'over the counter' with a good research 
service. 'Hagbard Celine'-as he called himself- showed 
up immolated on a riverbank, an apparent 'suicide'.] 

ON THE DEBATE OVER THE TERM 'HACKER'OR'CRACKER': 
The people who are debating over the terns hacker and 
cracker oughtta just get a life. The only difference is that 
one is employed. Or owns the company. 

ON MODERN JUSTICE: 

Is it a criminal act to read something on a hacked com-
puter? First, under common law, the object of a tort is 
to compensate the 'victim' for 'damages' caused by the 
action of the defendant. After establishing intent, 
always a nebulous concept, we have to establish actual 
'damages' caused. Simply reading a file is potentially 
bad. On credit services like TRW, pulling someone's 
credit report can hurt the credit rating of that in-
dividual. What about using the information gathered 
from browsing to run an 'insider trading' scam? Buy 
stock or short it depending on what you read in the 
corporate mail system. 

What we need here is what the justice system was 
set up for in theory: an individual analysis of each case 
as it pertains under the law. What we've ended up 
with in fact is a system that extends the law based on the 
analysis of the individual case, the system of prece-
dents. It's the cart before the horse. It's also a damned 
stupid system. 

ON CRIMINAL EVIDENCE: 
Remember the phrase " beyond a reasonable doubt?" 
With the wonders of the modern age, this is the end of 
the current legal system. No witness testimony is 
valid, sound recordings are manufacturable, photos are 
manufacturable, video is manufacturable. The jury 
isn't a judicial process, it's the new audience. The rules 
of criminal evidence are out of date, killed off by the 
microchip. I can see a future trial. The Defending 
Attorney comes into court armed with a recording of 
the judge committing the crime, photos of the 
Prosecuting Attorney committing the crime, and a 
video of members of the jury committing the crime. It 
could easily be done. Don't you just love multimedia? 

VIRUSES & NIGHTMARE 
SCENARIOS 

ON VIRUSES: 
Welcome to the H-Bomb of 
the Information Age. The 
ultimate lever action:  re-
mote, numerous, targetable, 
anonymous. It makes 
certain individuals just as 
powerful as government 
agencies. Or governments. 
Big deal. People oughtta 
just grow up instead. 
Viruses raise an important 
issue though... freedom 
through personal empower-
ment. What if we all had 
H-Bombs? Why should 
that big abstract organiza-
tion known as government 
have one and not you? Do 
you trust them more than 
yourself? What if every-
body had a weapon? What 
if we all had to take respon-
sibility for ourselves and 
our actions? The only dis-
cipline is self-discipline. 

BLACKMAIL: FOR FUN AND 
PROFIT 
The blackmailer writes a 
worm that insinuates itself 
into a system and automa-
tically encodes and decodes 
all access for the users. One 
day, maybe a few months 
after it comes in, it commits 
suicide and erases itself. All 
your files, all your data, is 
encrypted, and you don't 
have the key to make sense 
of it. But if you pay $$$ to 
the perpetrator, surely they 
will give you the key. If the 
worm is written using a 
public-key crypto system, it 
doesn't even matter if you 
catch a copy, you still can't 
decode your data on your 
own. 

How Not to Play Fair in the 
World of High Finance: 
Your corporate assets in-
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I read a book a day. I listen 
to music, compose music, 
watch movies. I write 
screenplays, read 
magazines, give interviews. 
I talk on the phone for 
interaction-being the 
interactivist. And when I 
crack into computers, I 
browse and read peoples' 
mail, papers, notes, 
programs, etc. I'm an 
enquiring mind and I want 
to know. This is a real issue. 
I want to learn and they 
want to impose 'need to 
know' on everything. 

POLITIcs LAw & Socim 

ON MONEY. 
You know who the most 
important President was? 
Richard Milhous Nixon. 
You know why? Because he 
took us off the gold 
standard. Once upon a 
time, money in a bank had 
to be related to a real world 
object. Arbitrarily, this was 
gold, since it was rare and 
since most people are 
packrats. But suddenly, the 
governor was removed. 
Money was just a bunch of 
bits and bytes in computers. 
Money became the first 
exploration into cyberspace. 
This is why the economy is 
messed up. This is why 
banks are messed up. This 
is why computer crime is 
growing exponentially. 
This is why the damage that 
can be caused electronically 
is so much greater. Because 
we stopped using reality as 
the 'acid test' for what was 
represented in our 
machines. 

ON'OPERATION SUN DEVIL': 
Once again, the cowboys in 
the Secret Service have gone 
off half cocked. The tele-
phone company gets them 

all riled up and they start loading the shotguns and Uzis. 
The chain of events looks something like this: a telephone 
switching center shut itself down, taking a lot of other 
switching centers with it. For hours it stopped telephone 
service, costing an immense amount of money. There was a 
bug in the revised code running the switch, a bug that was 
just waiting to go off and cause this problem. Now the 
phone companies acknowledge the bug is their fault, but 
they also believe that the original switch may have had 
some help shutting down. There is no audit trail to use as 
evidence, so that's pure speculation on their part. So they 
got scared because they finally realized that what I've been 
telling people for years is true -one person can shut down 
the whole phone system. So they call the stormtroopers at 
Secret Service and get them all rabid, and the rest is history. 
Except that on the phone company's part, it's not history, 
it's histrionics. They were scared not by the actions of a real 
person or group, but by the implications of their own 
sudden realization. 

ON THE ELECTRONIC FRONTIER FOUNDATION: 
1 think that John Barlow, Mitch Kapor, and Steve Wozniak 
are good guys, but 1 have some doubts about their methods. 
The 'education' they want to bring regarding the issues is 
more like preaching to the choir-the only people listening 
right now are those who already understand the issue. 
And if they try to get the government involved, they'll 
make matters worse by validating more legislation. I 
would happily approve if they went strictly after the 
removal of all government involvement. But they're only 
increasing the FUD-Fear Uncertainty Doubt-factor. I 
can't see any positive consequence of remaining in or 
attempting to alter the existing political system. We share 
the same desire for freedom, but they believe that we still 
have a workable system, or-I might say-that politics is 
still workable. They seem to want to approach all the 
important issues as Constitutional ones. I think they 
should read the Anti-Federalist Papers for a good set of 
reasons why that'll never work. Remember, the Constitu-
tion was a mechanism of Big Government, with the Bill of 
Rights hastily added on years later. The government is not 
your friend. 

Have you read Atwood's The Handumiden s Tale? In the 
book, a Religious Right takes over the country. Since most 
women were infertile, the 'power elite' forced women who were 
fertile to bear their children. The 'radical'  women, women who 
had had abortions, or who took a feminist stance, were sent to 
the wall. 1 think the book, an outstanding piece of literature, 
shows the real issue: data that you and 1 don't want seen by 
anybody, let alone a government official (hostile by definition), is 
there for the taking in computers across the country. 1 think that 
personal data, like credit reports or medical records, should be 
encrypted, with only the owner of the information (the person 
the data is about, not the owner of the machine) in possession of 
the key. A person wants to read your credit report? Great, you 
decide to give them the key. 

Welcome to 
the H-Bomb 
of the Infor-
mation Age. 
The ultimate 
lever action: 
remote, 
numerous, 
targetable, 
anonymous 
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Synergy Speaks. 

Goodbye Banks, 
Goodbye Telephones, 
Goodbye Welfare Checks 

Michael Synergy may be the first person I ever 
met who actually described himself as a 
cyberpunk-way back in the days of Reality 
Hackers. "Do you want an article on how to 
stay free of computer viruses?" he asked. A 
couple of weeks later, he was up at the RH office. 
"Do you mind if it's a little subversive?" We 
immediately made him an assistant editor. 

Michael is probably the most explicitly 
political (anarchist division) of the young hackers. 
While the people in and around the Electronic 
Frontier Foundation are trying to gently reassure 
the body politic that the onslaught of information 
technology is not a threat to the stability of the 
system, Synergy will tell us how it is indeed an 
assault on all fronts. His message is simply 
"Surrender!" What follows is a pastiche of 
comments he made at a conference called 
Forbidden Knowledge in the Technological 
Era and notes added later by Synergy in response 
to questions he was asked about his talk. 

R. U. Sirius 

INFORMATION 

ON INFORMATION 
Information is true capital. 
I can't eat gold. I can't use 
it to heat my house. I can't 
use it to cure my cold. It's 
only a medium of exchange. 
Exchange for what? Time. 
Skill. Information. The 
information economy is 
here and now. Ever hear 
the old Eskimo proverb? 
"Give a man a fish and you 
feed him for a day, teach a 
man to fish and you feed 
him for life." Education 
and freedom of information 
are the path to the future. 
Some of us are already trail-
blaring it. It's fun living on 
the edge. 

ON THEFT OF INFORMATION: 
Information can't be stolen. 
Unless they've come up 
with something new, phe-
nomenologically speaking. 
If I tell someone a fact, I still 
know the fact. Property 
laws were set up to handle 
tangible objects. We're 
dealing with raw data, 
information, the stuff of 
dreams. The whole system 
to handle 'ownership' is 
obsolete. Any system that 
gets set up to handle 'own-
ership' will already be 
obsolete. In a world where 
you can copy information, 
leaving the original intact, 
and wind up with a perfect 
copy, the debate over 
ownership is over.  Remem-
ber the old joke about the 
drunk and the fool? How 
do you tell which is the 
drunk and which is the fool 
when you see the argu-  

ment? Easy. Wait until 
morning. The drunk will 
sober up. The other guy is 
the fool, since only a fool 
would argue with a drunk. 
Only fools are arguing over 
'ownership' of ideas. 

ON INTELLECTUAL PROPERTY: 
Speaking as an inventor 
with some pretty sexy 
items both on and off the 
boards, this is a near and 
dear topic. 1 work hard, 
have a brilliant (if I may be 
self-serving for a moment) 
idea, I should make money 
off it, right? Certainly I 
should, by getting to mar-
ket first and still working 
my ass off to come up with 
yet a better idea. Let's cut 
the crap of 'one good idea 
per company, OK?'  Com-
petitive edge means staying 
at the technical and market-
ing cutting edge, not 
bashing the competition 
with patent suits. 

ON THE SPREAD OF 

INFORMATION: 
Once the word is out, you 
can't stop it. When I tell 
someone a fact, I can't be 
sure if the person will keep 
it to themselves or whether 
it'll end up front page 
news. Non-disclosures are 
shit, totally unenforceable. 
You can't tell who leaked 
what, when, where, and to 
whom. Lees give up 
trying. 

ON BROWSING: 
I am an information 
addict, a sensory junkie. I 
want stimulus, and 1 want 
it now! So what do I do? 
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EFF getting involved in? 
MK: We think it's really im-
portant to do something about 
improving people's access to 
the public network. Electronic 
mail and conferencing has 
substantially expanded the 
scope and reach of our 
contacts and our community. 
There's one catch. You kind of 
have to be a Unix weenie to be 
able to use those particular 
tools to full capacity. We need 
to lower the barriers to entry 
and let ordinary folks 
participate in this worldwide 
discussion. 
JPB: What we're doing is 
"civilizing the digital 
frontier." Cyberspace---or 
whatever you want to call that 
region that is defined by 
electronic communications 
and information-is presently 
inhabited almost exclusively 
by mountain men, desperados 
and vigilantes, kind of a 
rough bunch... oh, and Unix 
weenies [laughter]. And as 
long as that's the case, it's 
gonna be the Law of the Wild 
in there. And it's going to 
continue to have this 
extremely uneasy relationship 
with the rest of society which 
is growing more and more 
dependent on it in a very 
material way. You can't 
believe the number of things 
that you do every day that 
involve activity in cyberspace. 
MK: When you use an auto-
matic teller machine, for in-
stance. 
JPB: Whenever you make a 
financial transaction, really, it 
involves electronic data repre-
seating money. So we feel that 
the way to minimize anxiety, 
and to make certain that the 
freedoms we have in the so-
called real world stay intact in 
the virtual world, is to make it 
inhabitable by ordinary 
settlers. You know, move the 
homesteaders in.  Co 

A NEW MARKET FOR 

THE SECRET SERVICE 

JPB: The Secret 
Service wants to 
expand into a new 
market. The old 
market-which 
contrary to popular 
belief wasn't 
protecting presidents, 
it was busting 
counterfeiters-
moved offshore. So 
in order to have a 
reason to exist as an 
organization with a 
budget-to feed itself 
as a critter-they had 
to find some new 
food. They've gone 
into computer crime 
and they're doing a 
rather bad Job of it. 
They're getting ter-
rible advice from the 
telcos, who are using 
the Secret Service in 
much the same way 
that the FBI is being 
used by Apple. If 
you call the telcos 
and ask them a 

question about computer crime, 
you'll find yourself talkin' to 
somebody from the Secret 
Service. The Secret Service agents 
showed up at all these busts with 
telco security people. You 
couldn't tell them apart. 

See, the government is now 
grinding to a complete halt, and 
what's actually running stuff-to 
the extent that things are getting 
run-is corporations. They're 
mediating the economy. They're 
passing the goods and services 
around. And they're doing all the 
control stuff, they're managing 
the consciousness, and now 
they're moving into law enforce-
ment. 
RUS: That's very much the 
cyberpunk vision. 
JPB: Yeah, exactly. 
MOVE THE HOMESTEADERS IN 

M2: So what specific areas is the 

 

John Barlow 
setting effect regarding digital media. So we'd have a fundamentally 
limited application of the Constitution to the world of bits and bytes. 
And if you think about it, ifs all pretty much taking place now in bits 
and bytes, at least at the developmental level. If you can restrict free 
speech just because it happens to occur in a magnetic medium, then 
it's all up for grabs. 
M2: We' re faced with the possibility that the Bill of Rights will be 
left behind with hot lead. 
JPB: Much of the Bill of Rights is already gone. I was shocked to find 
out that the Fourth Amendment had pretty much disappeared since 
the last time I'd looked. I called up some lawyers regarding one of 
these cases and said, "As 1 read the Fourth Amendment, this is 
unreasonable search and seizure to a'T'." And they said, "Well, 
you've got to understand what's happened in terms of precedents on 
Fourth Amendment issues.. We've basically lost it." It's the death of a 
thousand torts. We're still pursuing it though, because most of these 
Operation Sun Devil search warrants were unsigned, sealed, and 
completely broad. They just said, "Get everything that has electronics 
in it and get everything that has magnetism on it." 

The Fourth Amendment is supposed to prevent the authorities 
from taking anything from you that doesn' t have a direct instrumen-
tality in the alleged crime. So they know what a gun is, right? But 
they don't know what a computer virus is or where it might reside in 
25,000 disks, so they take them all. 

.110ND 
   
 4 2000 
      



I heard about this before I had my visit from the FBI and 1 thought, 
"Well, I don't know what they did. Theyre probably much worse than I 
thought." So 1 didn' t do anything about it until 1 had the visit from the 
FBI. 
MK: Yeah, and I came along and talked to John, also. 1 just thought that 
these kids should have a good lawyer. 1 saw that there were powerful 
forces moving against them. My sense of fairness dictated that they 
have adequate legal representation to protect their rights. That's where 
it started. 
M2: What does a software multimillionaire feel in common with 
these "digital skateboarders?" 
MK: You know, I'm the same digital skateboarder that they are, only I'm 
a little bit older and have more life experience. 1 was sort of a smart, 
nerdy, somewhat undersocialized kid. If I'd had the opportunity to do 
what they'd done, l probably would have done it. 
JPB: A very important point that we have to make over and over and 
over again is that the Electronic Frontier Foundation is not a crackers' 
defense fund. Trespass is, and should be, against the law for a variety of 
reasons, not the least of which is that you can get in there and 
inadvertently create mayhem. 

Robert Morris [creator of the Internet worml is an excellent case in 
point. Moms wanted to do something that was really kind of cool. I 
wish he'd succeeded. He wanted to map the net. The Morris worm was 
like an explorer. It was going to go around to every node on the net and 
report back in and tell you just how big this sucker was. Which is 
something that nobody knows, right? It's a cool thing to do. Somebody 
ought to do it. Trouble is, he screwed up. His worm wasn' t well-
written, so the effect was viral rather than exploratory. 

That's why it probably ought to be illegal to trespass. These people 
are entering into sensitive places where things are fragile. But it's also 
important that you don' t go around busting joyriders for grand theft 
auto. Trying to impose a million-dollar fine and thirty years in jail on 
them just because they've trespassed digitally rather than physically is 
completely out of scale. That has to be dealt with. 

WHERE'D THE FOURTH AME\DME\T Go? 
M2: At the same time that your effort to bring rights and justice to the 
electronic frontier is happening there's an immense tide of repression 
going on in all of the old traditional realms and modes of 
communication. 
JPB: No. If you check it out, you' ll find that print and speech are still 
pretty well protected. Where you're running into trouble is in every 
other medium. You're running into trouble with records, CDs, 
photographs, art, broadcast media, digital media... 

We lost radio and tplevision in the 21Ys and 30's... not a big civil 
libertarian time. They said, "Well there's a limited amount of bandwidth 
so we've got to regulate it. And in regulating it, we've got to make 
certain that it meets the requirements of a wide audience." 
RUS: Could the Electronic Frontier Foundation possibly step back a 
couple of decades and try to deal with that situation? 
JPB: No, because of the way in which the legal system works. It's all 
organized by precedent. You build up a body of case law over a period 
of time and pretty soon it has the same authority as it would if it were 
part of the Constitution. 1 don't think there's a damn thing we can do 
about the broadcast media now. And what scared Mitch and me is that 
we could have cases that would establish the same kind of precedent-
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Individuals 
who work 
in institutions 
are no longer 
individuals. 
It's like 
slime mold 

WELL, and it reverberated very 
deeply within me because it 
enabled me to come to terms with 
my visit from the FBI, which had 
happened earlier. It was, of 
course, a very disturbing  experi-
ence that 1 hadn' t been able to 
process. So 1 just sort of repressed 
it. It had sort of been lying in an 
undigested state in some empty 
chamber of my brain. 

My experience was remark-
ably similar to John's. They were 
asking a lot of the same questions. 
It was hard work just getting them 
to understand the sequence of 
events I described here earlier. 
You know, "1 had this diskette and 
I looked at it and 1 saw that it was 
Apple source code and I sent it 
back" And that took a couple of 
hours to get across. It was 
exhausting. And 1 felt bad, 
because it was clear to me that 
they weren't in a position to do 
what they were supposed to be 
doing. 

1 sensed danger. When you 
have a powerful force with a 
charter and a history and they're 
fundamentally lost-they don't 
understand the territory they're in 
at all-it's a recipe for disaster. 
JPB: Meanwhile, some other 
things had been happening that 
weren't directly connected to this  

case, but were certainly connected 
to the underlying cause. 1 had 
been part of an online Harper's 
magazine forum on computer 
hackers. In the course of this, I'd 
met these cracker kids from New 
York and elsewhere. They were 
young and brash, and there had 
been a kind of nasty symmetry 
that set itself up over the course of 
the conference between the old 
techno-hippies and these young 
sort of digital skateboarders. It 
culminated in one of them 
downloading my TRW file with 
my credit history-with the 
implication that he could change 
it if he wanted to... 
MK: Which wasn't true. 
JPB: But 1 didn't know that. I was 
looking at life without credit. 
Pretty scary. 

So 1 E-mailed this kid and 
said, "We've just exceeded the 
bandwidth of this medium. Why 
don't you give me a call? And 1 
won't insult your intelligence by 
giving you my phone number." 
He called me up about 20 minutes 
later. 

The kid that I encountered on 
the phone was not at all the kid 
who'd been strutting about in full 
digital regalia on the WELL. He 
was a kid, you know? Smart, 
brash, New York street-kid, but 
not dissimilar from what 1'd been 
at his age. And I got to know his 
colleagues. They were unques-
tionably inclined to trespass, but I 
tend to think that's sort of a 
testosterone-based endeavor that 
has long been with us. 

1 met them in New York, and I 
didn' t find them to be any 
particular threat, in spite of their 
willingness to go where unin-
vited. But at a certain point I 
found out that the government 
had moved in on one of my 
young colleagues and had 
smashed down his door one 
afternoon while he was out and 
held his 12-year-old sister at 
gunpoint for an hour until he 
showed up. 

Moreno 
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But now were talking about that dislocation that occurs when an 
entire society looks up and fords that it doesn't know where it is, and it 
doesn' t know how anything works anymore, and doesn' t know how to 
deal with the reality that most of the standard, nurturing concepts that 
have managed to provide for us since the Neolithic Age- things like 
place and embodiment and community- are basically suddenly gone. 
MK: 1 like John's one-sentence definition of cyberspace: "the place you 
are when you're on the telephone." It brings it home to people. 
JPB: As a society, were leaving the landscape and moving onto the 
map, without paying much attention to the process or the destination. 
M2: Mitch, you've gone from being an acid head in the 60's to being 
one of the new heroes of digital capitalism. What's the view like from 
there? 
MK: Well, before I was a digital capitalist, I taught meditation. Then 1 
was a counselor in the psych unit of a local community hospital. 1 have 
a Master's degree in counseling psychology. So I've been all over the 
map. 1 just kind of fell into computers. I didn't set out to be Bill Gates. 
Bill Gates set out to be Bill Gates. My perspective wasn't shaped by 
needing to build a big company and make a lot of money. In a nutshell, 
1 started this little company called Lotus and made this software product 
that several million people wound up buying. The little company 
turned into this enormous thing with thousands of employees making 
hundreds of millions of dollars a year. And it felt awful to me. So 1 left. 
I just walked away one day. 
M2: Did it occur to you, when you walked away, that you were 
turning that large capitalist organism loose to do its will and... 
JPB: It was already a lot bigger than he was. 
M2: But if your values were offended by i4 wasn't there some way to 
turn it around? 
JPB: You're still stuck in the notion that people run these things and that 
they don' t run themselves. Companies become their market, not their 
maker. Lotus is a beautiful case in point. To say that Mitch could have 
somehow directed Lotus in some benign way is like assuming a coral 
polyp can nor a reef. Large businesses are collective organisms. 
M2: How are they driven? 
MK: They're not! That's something that John and I both keyed in on. 
We have this assumption that because something exists and acts, it has 
some central controller, some little homunculus inside it that makes the 
thing go. But physics is dead as a model for organizations. Biology is in 
the ascendant. And if you study biology, things are very decentralized, 
very distributed. You get emergent behaviors coming out of the 
workings of a whole bunch of little pieces. Each piece is pretty dumb. 
Organizations are like that. Still and all, I agonized over my 
responsibilities toward Lotus before 1 left. 
JPB: Individuals who work in institutions are no longer individuals. I 
mean, there s a big difference between a solitary wasp and a wasp's nest. 
It's like slime mold. Institutions are paramecium-style, one-celled 
organisms, mostly. When it decides that it wants to cover some country 
because conditions are changing, all the local slime molds get together 
and create an organism that grows stalks with eyes on the ends, and 
grows cilia to move with, and suddenly it's a critter. 
R. U. SIRIUS: It's called "grexing." 
JPB: Yeah! It's an animal then. It's no longer a one-celled organism. 
And then it goes someplace and devos. It goes back down to its original 
constituents. This is really the perfect metaphor for what a corporation 
is. And to say that the individuals inside that corporation are  

individuals when they're acting in 
their corporate form is like saying 
that slime mold is still a whole 
bunch of slime mold cells. We 
still have this sort of Newtonian, 
causal, deterministic notion that 
organizations are machines. The 
CEO is up in the wheel house and 
there's a direct connection 
between the chairman's desk and 
the rudder. 

By the way, there's also this 
lingering assumption that there's 
some disjuncture between being a 
digital pioneer and being an acid 
head. It's my perception, on the 
basis of having interviewed a lot 
of the first wave, that this is 
actually quite a common 
phenomenon. 
M2: In that case, is there a 
reaction of old corporate 
America against new corporate 
America? 
JPB: Well, the reaction is to meet 
it, to infect it with itself, and to 
create- through the use of itself 
as a market-a perfect replica of 
what was preexisting. 
M2: Apple is becoming like GM. 
JPB: Oh, I think Apple's a lot 
worse than GM because Apple is 
still clinging to a mythology that 
just gets in the way. 1 mean, if 
Apple could just kind of settle in 
and be GM, everybody there 
would be a lot happier. 
MK: It lacks the comfort and self-
assurance of a mature 
organization which, no matter 
how much you might disagree 
with its values, has a degree of 
predictability. Younger 
organizations that are still in the 
throes of violent organizational 
psychoses become very 
unpredictable. 
JPB: Apple is like the Chinese 
Cultural Revolution conducted by 
people in three-piece suits. Any 
corporation has a totalitarian 
quality, but people work for them 
because it's supposed to be safe, 
right? You give up your mind but 
get the benefit of the collective 
immune system that will protect 

A nasty 
symmetry 
set itself up 
between the 
old techno-

 

hippies and 
these young 
digital skate-

 

boarders 

you against the slings and arrows 
of individual fortune. So IBM 
takes care of their employees. 
They rarely fire anybody. 
They've got a nice retirement 
plan... they take care of their 
employees. Apple exercises 
much the same kind of 
totalitarian control over its 
employees and offers them none 
of the benefits. They have no 
retirement plan, period. 
MK: Instead they offer up the 
vision that they're doing some-
thing to make a difference in the 
world, which used to be true. 
M2: So who benefits? 
JPB: That's kind of like saying, 
"What good are mosquitos?" 
Mosquitos arise because there's 
room for them in the ecology. 
Corporations arose because there 
was an ecological niche that was 
created by a lot of things, modem 
telecommunications being one. 
M2: So Mitch, how did you end 
up still thinking for yourself? 
MK: 1 can't help it. 

THE ORIGIN OF THE ELECFRONIc 

FRONTIER FOUNDATION 

MK: 1 read John's account of his 
visit from Agent Baxter on the 
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'That's what led us to the whole 
metaphor of the 'electronic frontier.' 
All of the good stuff that we know 
about is sufficiently difficult that only 
a few pioneers, some outlaws, maybe 
a few vigilantes, and early settlers, are 
comfortable. 

"Out on the frontier, there aren't 
established laws or practices," Kapor 
continued. "We're making it up as we 
go along. But ultimately we've got to 
civilize the frontier. We have to allow 
ordinary folks to come and settle. We 
need to build the equivalent of 
railroads, because if we don't take the 
lead in doing it and it happens by 
itself, it's probably not going to come 
out in a way that any of us will really 
like" 

The Electronic Frontier 
Foundation began when Kapor, after 
reading an article Barlow had written 
(on the WELL computer network) 
about his visit from Agent Baxter, 
visited him in Wyoming one 
afternoon. "We realized that this 
wasn't so much a planned and 
concerted effort to subvert the 
Constitution," said Barlow, 'as the 
natural process that takes place 
whenever there are people who are 
afraid and ignorant, and when there 
are issues that are ambiguous 
regarding Constitutional rights' 

"Whenever there's a new 
medium, there's always a struggle to 
find out whether the Constitution is 
going to apply to that medium, 
whether or not the first amendment 
will apply. There's now a struggle 
under way to find out whether free 
speech can be expressed in bytes and 
bits. And that's basically what the 
Electronic Frontier Foundation is 
about. 

"We're looking at a whole range 
of things dealing with future shock, 
the anxiety of society at large toward 
computers, the particular anxiety of 
society at large toward hackers, and 
what I like to call the learning curve of 
Sisyphus- which is what happens 
when you've got at technology that 
develops faster than anybody's ability 
to learn it" 

Shortly after the EFF reception in 
Silicon Valley, R. U. Sirius and I met 
with Barlow and Kapor to learn more. 

- David Gans 

AN ACID TAKE oN DIGITAL 
CAPITALISM 
JOHN PERRY BARLOW. On May 
Day of this year 1 got a phone call 
from FBI Agent Baxter down in 
Rock Springs. 1 said, "What do 
you want to talk to me about?"  

And he said, "Well, PII tell you 
when I get there. I've got a stack 
of papers." And he did have a 
stack of papers. 
MONDO 2000: Wait a minute. 
So the FBI calls you and says we 
need to see you...? 
JPB: Well, yeah. That happens. 
M2 And you thought it was 
neighborly to invite'em over 
and hear'em out? 
JPB: Well, I thought it was 
probably closer to my best interest 
to do that than to tell him if he 
came 1'd kill him. 

So his stack of papers was 
about something called the 
NuPrometheus League and 
they'd taken a little snippet of 
Apple's ROM code and had sent 
it to, among other people, Mitch 
Kapor. Understand that Apple 
basically sells ROM code. 1 mean, 
they're commonly thought to sell 
machinery, but what they really 
sell is the software that's on the 
ROM chip inside that machinery. 
That's the holy mojo that makes a 
Macintosh a Macintosh. So Apple 
freaked. And they invoked the 
awesome forces of the FBI which, 
for reasons having to do with . 
corporate culture, is closely tied in 
with Apple's security company. 
There's a revolving-door policy 
between the FBI and Apple's 
security contractor. 
M2: Mitch, the person or 
persons who call themselves the 
NuPrometheus League sent this 
piece of code out to a bunch of 
people, including yourself. Why 
did they do that and what was it? 
MITCH KAPOR: 1 don't have the 
faintest idea why they sent it to 
me! [laughter] I just stuck the 
thing in the drawer, because it 
was an unlabeled diskette and 1 
was afraid of viruses. 
JPB: [laughing] A disk that says 
"Apple Source Code" on it, it's 
kind of like, [seductively] "Put me 
on your computer." 
MK: But then the story hit the 
papers that somebody had 
actually taken a small, not terribly 

Mitch Kapor 

important piece of the source code for something called 8-bit color 
QuickDraw and sent it out. So I looked at it again, long enough to 
determine that it looked like Apple source code. Then I sent it back to 
Apple and 1 thought that was the end of it. Several months later f got a 
call from the FBI. It was actually before John's visit. 
M2: Did you guys already know each other? 
JPB: Yeah. Pd interviewed Mitch for Microrimes. We became friends in 
the the first 30 seconds. It was one of those cosmic recognition 
experiences. Here was somebody else thinking some of the peculiar 
thoughts that I'd previously thought were mine alone... coming at it 
from a completely different angle. 
MK: We're both interested in dislocations of consciousness because we 
think that's central to understanding how weird the world is-how 
everybody's mind has gotten genuinely bent, especially by technology... 
especially by digital media. John, of course, is in the process of writing a 
book about this. 

We also had a common set of experiences in the 60's involving what 
1-when 1 speak to straight business audiences- charitably refer to as 
recreational chemicals, which contributed to a fundamental outlook. 
M2: Ye olde acid heads' league... 
JPB: Right! You got it, buster. 
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An interview with Mitch Kapor & John Barlow of the Electronic Frontler Foundation 
by David Gans & R. U. Sirius 

pace may be the final frontier, but there's at least one 

more earthbound arena ripe for socio-political struggle 

before it's time to start worrying about Martian mineral 

rights and the exploitation of Betelgeusian guest 

workers. Electronics. 

The United States Constitution and the Bill of Rights were created in the era of hand-set type, before the telegraph, 

telephone or broadcast media. Each new wave of technology has pushed at the boundaries of liberty and tugged at the 

coattails of authority by enabling more rapid and comprehensive dissemination of information. There's more 

communication taking place outside the purview of centralized authority as well as more light shed on the inner workings 

of government and business. For a long time now, drugs have been seen by the government as the main threat to its control 

of knowledge and information. Since the 1960s, the par-

titular species of vegetable that I sometimes carry in my 

pocket could, if found by the wrong person, land me in jail 

and lose me my property. 

Now it's my disk drive. 
The advent of personal computers and modems, coupled with the 

immense penetration of the telephone network, threatens the hegemony 
of the government/corporate paradigm by empowering millions of 
individuals. In the 91ys, thanks to desktop communication, it is no 
longer necessary to "publish" " revolutionary" documents in the old 
sense of the word. Information can be propagated across thousands of 
miles in all directions in a matter of moments and it can't be stopped 
short of dismantling the entire telephone system. This genie can never 
be put back in the bottle. But that hasn't discouraged the Enforcement 
Community from doing its saurian best to try. 

Acting on requests from certain corporations, the FBI and the Secret 
Service rated with vaguely worded warrants-have raided businesses and 
homes of private citizens and seized tremendous numbers of computers and 
related items, with very few corresponding arrests. The language on the 
warrants was vague because even in the rare case when the government knows 
what irs looking for, on the electronic frontier, it probably has no idea what its 
looking at. 

So here 1 am watching a beautiful July sunset from the deck of a home 
overlooking Silicon Valley, participating in a good-natured but urgent gathering 
sponsored by the two founders of the Electronic Frontier Foundation, Mitch 
Kapor and John Barlow. Their alliance began with an arguably pointless act: 
someone, probably an employee of Apple computer, "liberated" a relatively 
minor piece of Macintosh operating code and sent it, over the signature of 

al0so 

"Nuprometheus League," to a number of industry figures. Mitch Kapor, 
founder of Lotus Development Corporation, was one of the lucky recipients. 
Kapor immediately inferred that the mysterious floppy was nothing more 
politically significant than an attempt to infect his computer with a virus, and 
sent it back. 

John Barlow, Grateful Dead lyricist and writer about things cyber, 
didn't receive a floppy disk from Nuprometheus, but because he attended 
the fifth Hackers Conference in October 1989, he did receive a visit from an 
FBI agent regarding Nuprometheus. Investigating agent Baxter evinced a 
woefully inadequate grasp of the matter he was investigating. 

"He referred to them as the New Prosthesis League," Barlow told the 
assembly, who howled with laughter. "He was looking for something called 
'the ROM Code.' He didn't know what a ROM chip was, he didn't know 
what code was, he didn't know whether it had been stolen or what exactly 
had happened to whatever it was. 

"And 1 realized that what we were looking at was a microcosm of a 
whole set of things that could begin to happen with government and society 
and computers. And it was ryst a little pinpoint of future shock that was 
going to blow up into something big and ugly if we weren't very careful 
about how it got managed. 

"A few days later, I found out that this process was well under way in 
the Secret Service," Barlow continued. "They had come up with something 
called Operation Sun Devil and they were breaking into the homes of 
teenage kids, rousting them up in the middle of the night, coming in with 
guns, sledgehammers and, l assume, no more knowledge of the situation 
than Agent Baxter had when he showed up at my home in pinedale, 
Wyoming." 

"It's simply beyond the reach or grasp of 99.9'% of the people today" 
Kapor added, "given the relative immaturity of the technology and the fact 
that there hasn't been a concerted effort made from within the industry and 
the academic research community to make the stuff usable. And if its not 
made usable, there's going to be an increasing gulf between the information 
haves and the have-nots. 
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May 1, 1990: John Barlow visited by FBI Special Agent 
Richard Baxter. Baxter is investigating the NuPrometheus 
League which he calls the "New Prosthesis League." 

Barlow-who is an exquisite writer as well as the Grateful 
Dead's second poet- writes up his bizarre Alice-Through-the-
Looking-Glass experience with the FBI man the following day 
and posts it on the WELL, a bulletin board run by the MHole 
Earth Review, under the name "Crime and Puzzlement": 

"Poor agent Baxter didn't know a ROM chip from a vise-
grip when he arrived, so much of our time was spent trying to 
educate him on the nature of the thing which had been stolen. 
Or whether "stolen" was the right term for what happened to 
it. 

"You know things have rather jumped the groove when 
potential suspects must explain to law enforcers the nature of 
their alleged penetration." 

The strangest and most laughable revelation in Barlow's 
piece is that the FBI had it as a matter of record that John 
Draper aka Cap'n Crunch, the famous phone phreak 
mentioned in the first paragraph of this piece, is the CEO of 
Autodesk. For those unfamiliar with the world of hackers and 
computer programmers, this would be somewhat akin to 
them believing that Bart Simpson is the President of Fox,'cept 
Draper wasn' t even working for Autodesk anymore. 
Remember. This is the Federal Bureau of Investigation we're 
talking about here. A slow 9-year-old with a telephone and 15 
minutes to investigate would discover the information to be 
ludicrously false. This is kind of a scary comment. 

May 4, 1990: Robert Morris Jr. sentenced to a $10,000 fine and 
400 hours community service for unleashing the Internet 
virus. 

May 9, 1990: The Secret Service and Prosecutors in Phoenix 
Arizona announce 28 new raids under Operation Sun Devil. 
In three days, 28 search warrants are executed in 14 cities; 42 
computers and 23,000 disks were confiscated. Only four 
arrests are made. Most of the raids are targeted against credit 
code abusers and similar minor players. However, confis-
cations of BBSs contribute to an overall chilling effect on 
electronic expression and association. 

Late Spring 1990: PC software pioneer Mitch Kapor, 
independent rancher/Grateful Dead songwriter John Barlow, 
John Gilmore, pioneer at Sun Microsystems, Apple co-founder 
Steve Wozniak, and others form the Electronic Frontier 
Foundation: to protect freedom of speech and expression at 
the leading edge of computer technology and electronic 
publishing. 

July 23, 1990: Neidorf trial begins. 

July 27, 1990: Neidorf trial ends. Defense shreds prosecution 
case and the trial ends with a Southern Bell employee 
revealing that the allegedly illicit and dangerous $79,000 
document was, in fact, available to regular Southern Bell 

consumers for less than $30. 
The Government drops the 
case in exchange for a 
promise from Neidorf to stay 
out of trouble for a year. The 
price of victory for Craig: 
over $100,000 in legal 
expenses. 

August 1990: Steve Jackson 
Games still suffering as 
Secret Service refuses to 
return all their property, 
provide a lawful search 
warrant, or give evidence of 
any pending indictment or 
other legal action. 

August 1990: CPSR 
(Computer Professionals for 
Social Responsibility) file 
Freedom of Information Act 
suit in Federal District Court, 
seeking FBI records on the 
secret monitoring of 
computer BBSs (bulletin 
board systems) across the 
country. 

August 16,1990: Several 
more young hackers arrested 
including "Zod," who was 
popped for operating a BBS 
chat system on an Air Force 
UNIX computer accessed via 
a University computer 
system. Unauthorised copies 
of game software and system 
source code are found in his 
computer as well. Case 
continued to October. 

As We Go To Press/Fall 1990: 
The Secret Service still 
refuses to return computers 
or other property confiscated 
during the year. In many 
cases, SS also refuses to 
reveal details of warrants or 
to file charges. Victims 
remain in legal and personal 
limbo, their businesses and 
careers jeopardized or 
destroyed. 
TO BE CONTINUED, WE 
SUSPECT 

The allegedly 
illicit and 
dangerous 
$79,000 
document 
was available 
to Southern 
Bell custom-
ers for less 
than $30 
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January 15,1990: AT&T has 
a spontaneous near-death 
experience in the form of  
nationwide system crash. 
Somehow a rumor circulates 
that a coven of hackers had 
cast the deadly spell, though 
AT&T denies it. For its own 
part, AT&T never told the 
public that their vital calls 
would go through normally 
if they simply dialed the 
five-digit code for any other 
long distance carrier. 

January 22,1990: Robert 
Morris convicted of 
releasing the worm which 
temporarily shut down 
Internet. 

January 24,1990: Secret 
Service agents raid Acid 
Phreak and Phiber Optik 
(two of the more contro-
versial participants in the 
above-mentioned Harper's 
Magazine Conference), 
holding a gun to the head of 
Acid Phreak's 12-year-old 
sister and confiscating all his 
electronic equipment 
including CDs and a 
telephone answering 
machine. "What's this?" a 
Secret Service agent asked 
upon seeing the dread 
weapon of the youthful 
terrorist. "It'sa phone 
machine," Acid Phreak 
replied. "What does it do?" 
the superstitious savage 
queried. "it answers 
phones," Acid Phreak 
confessed. 

Though no charges are 
filed, these and other 
individuals are interrogated 
on suspicion of having 
caused the AT&T crash and 
of being key members of 
Legion of Doom. For the 
record, AT&T continued to 
maintain that hackers were 
not the cause of the crash. 
The alleged hackers'  

conspiracy called the Legion of Doom took its name from the 
Superman movie and was, in fact, a loosely-knit group of 
friends with about as much formal structure as a glob of 
cybersocial protoplasm. 

February 2, 1990: Secret Service agents raid Len Rose, aka 
Terminus. Rose, his wife and child, are terrorized at gunpoint, 
denied food and use of the bathroom. Calls to lawyers are 
denied, computers and other property are confiscated. Rose is 
eventually charged as part of the Legion of Doom conspiracy. 
His alleged crime: having bits of UNIX source code, some-
thing as common among professional UNIX consultants as 
doctors having self-prescribed medicines in their homes. 

February 7,1990: In the by now familiar Gestapo style, the SS 
raids Robert Riggs ("The Prophet"), Franklin Darden ("The 
Leftist") and Adam Grant ("The Urville" / "Necron 99"). This 
time, an indictment charges various federal felonies including 
fraud and conspiracy involving taking copies of proprietary 
software and unauthorized entry into the Bell South computer 
systems and specifically mentioned the Legion of Doom. 

Bell South spends several months investigating the case 
before turning it over to the Secret Service, using the SS 
primarily as the enforcement arm of a corporate investigation, 
and spending 1.5 million dollars in the process. Since it's a 
corporate, rather than government investigation, Freedom of 
Information laws don't apply, raising an important issue that 
is sure to come up again in the future. 

February 15, 1990: Craig Neidorf, editor of the on-line 
magazine Phmck is raided, charged (among other things) with 
publishing the Bell South E-911 document. His computers-in 
essence the electronic printing presses for his magazine-are 
confiscated, putting Phmck out of business. Bell South claims 
that the E-911 document is worth over $79,000. 

Late February 1990: Rich Andrews, operator of Jolnet, is 
visited by Secret Service. Andrews' crime? Just to be on the 
safe side, he'd informed AT&T officials about the E-911 
document which had appeared on his network. As a reward 
for his good citizenry, his computer equipment is confiscated. 
No charges are filed. Significantly, the computer also contains 
the electronic mail of uninvolved Jolnet subscribers, raising 
substantial privacy issues. 

March 1, 1990: SS raids of Steve Jackson Games and its 
employees. Jackson is the second largest game publisher 
(after Milton Bradley), has published numerous fantasy-mle-
playing games, and was about to launch one called GURPS 
Cybetpunk. The SS confiscates computers at Jackson's offices 
and employees' homes. No charges are ever specified but 
connections between Steve Jackson's assistant, and GURPS 
Cyberpunk author Lloyd Blankenship, and the Legion of Doom 
were mentioned. To this date, equipment has not been 
returned. Jackson's company has lost over $125,000 and is 
close to bankruptcy. 

"What's this T' 
an ss agent 
asked upon. 
seeing the 
dread 
weapon of 
the youthful 
terrorist. 
"it's a phone 
machine" 
Acid Phreak 
replied 
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device for phone phreaking. And back before the digital 
revolution was taken over by the marketing departments, it 
was common knowledge that hackers were the backbone of 
the industry. Hacking is about exploration and access-
exploring the limits of systems, finding what you need, 
whether to satisfy your curiosity or to complete some useful 
work. Proprietary concerns are not always treated with the 
utmost respect. Since hackers also tend to be pranksters, they 
can at times tend to be downright disrespectful towards 
authority. But a revolutionary conspiracy of self-conscious 
anarchists, this subculture has never been. Not quite. 

Cut to 1990. A year that will live in infamy. For some 
unfathomable reason, agents of the law decided that this is the 
time to get busy stomping on self-expression. Just briefly: we 
had the bust of an art gallery in Cincinnati for showing Robert 
Mapplethorpe's infamous photos, we had police agents 
entering a music shop in Florida and seizing dangerous CDs, 
records and cassettes, we had the 2 Live Crew busts, we had 
Jock Sturges-a reputable photographer- busted and all of his 
everything seized for daring to process photos of the young 
nude body, and we had the US Armed Forces invasion of 
Humboldt County, uprooting a fistful of the killer weed to 
impress the president of Colombia. 

It is in this context that we come upon Operation Sun 
Devil and the concerted crackdown against young computer 
hackers by the US Secret Service. 

Think of tltfs calendar of events as a kind of 
scorecard that you can refer back to as you read 
this section's interviews with such Dramatis 
personae as Craig Neidorf, Steve Jackson, John 
Barlow, Mitch Kapor, et al. 

Summer 1988: Hackers' Convention 4.0. CBS News shows up 
with prepared script intending to depict hackers as dangerous 
criminals. This was particularly bizarre given that this 
Hackers gathering, formed by Stephen Levy (author of the 
book Hackers) and Stewart Brand with the Whole Earth 
Institute, is frequented primarily by older, comfortable, 
relatively law-abiding computer fiends. Many of the people 
who were portrayed as "high in the Santa Cruz mountains 
plotting the downfall of the computer industry" were actually 
CEOs in that industry. Many more were, at the very least, 
major stockholders and well-paid executives in mainline 
companies. The dangerous-looking longhaired man seen 
looking at violent computer games while playing with a yoyo 
by millions of newswatching Americans was none other than 
Clifford Stoll, National Security Agency collaborator and 
author of The Cuckoo's Egg. The CBS coverage was probably 
the first inkling for the older 60's-generation hacker set that 
something might be amiss in their world. 

November 1988: The Internet Worm runs wild across many of 
the nations' computer networks, shutting down an estimated 
6,600 computers tied to Internet and causing an estimated loss 
of 40 to 90 million dollars. The code, written by Robert  

Morris, was intended to map 
the net. In the words of John 
Barlow, "it was going to go 
around to every node on the 
net and report back in and 
tell just how big this sucker 
is." But, due to faulty code, 
it winds up reproducing 
itself at a phenomenal clip, 
eating up all the cyberspace 
in its path and closing many 
systems. Within a day of 
Morris' arrest, it is revealed 
that his father, also Robert 
Morris, is the chief computer 
security expert at the National 
Security Agency. Those who 
wish to conjecture about the 
possible meaning of this 
may proceed at their own 
risk. 

December 1988: Legion of 
Doom member "The 
Prophet" downloads a Bell 
South document on the 
administration of E-911 
systems, and then posts it 
around bulletin board 
systems (BBSs) such as 
Jolnet. It reaches Knight 
Lightening, aka Craig 
Neidorf. Knight  re-
publishes it in his electronic 
magazine, Phmck. 

June 1989: A group calling 
itself NuPrometheus league 
releases bits and pieces of 
Apple source code: the soft-
ware equivalent of Mac-
intosh DNA. NuPrometheus 
promises more to come. 
Apple has a proverbial cow. 

December 1989: Harper's 
Magazine hosts a virtual 
hackers' conference on The 
WELL, a BBS whose 
members include a number 
of computer and communi-
cations industry pioneers. 
Hackers and cyberpunks of 
all stripes attend. The result 
is published as a cover story. 

• continued on next Inge 

Many who 
were 
portrayed 
as"high in 
the Santa 
Cruz 
mountains 
plotting the 
downfall of 
the computer 
industry" 
were 
actually CEOs 
in that 
industry 
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the original legendary phone phreak John Draper aka Cap'n Crunch, they wind up in jail, although for the most 
part, their cyber-joyriding pranks are merely wrist-slapped. Suspended sentences. Probation. Charges dropped 
along with promises not to hang with the wrong crowd. Law enforcement quickly learned that it is not in their best 
interests to lock the hacker- and all that tricky expertise-in with a bunch of hardcore criminals. Indeed, the 
unmasked hacker may end up working as a security agent- for the phone company, a bank, or even some federal 
agency. Computer "crime" can be seen as the bush league, training for the Security Industry. 

This relatively benign view of phreaking held through the first years of the personal computer industry. After 
all, Steve Wozniak and Steve Jobs gave birth to the PC partly through funds gathered by selling the "blue box," a 
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is no secret that mischievous young computer hackers get into trouble with the law. Occasionally, as in the case of 
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purposes- criminals. They're not . "The public is called upon to pick 
hackers. You know, the hacker 
thing is just a kind of a veil for 
them. If you're an industrial spy 
who breaks into a system and 
sells the information to a 
competitor... call it what you 
want... I call it industrial 
espionage. I mean, if he came to 
me, I'd defend him and I'd 
probably get him off. But that 
isn't the issue. 
M2: But what you're describing 
isn't hacking. Industrial 
espionage is abhorrent to most 
hackers, too. 
AB: Well, I don't care about the 
terms. 
M2: But, if you're talking about 
the establishment of ethics, then 
you need to establish terminol-
ogy that can differentiate types 
of activity, don't you? 
AB: Look, hackers need to accept 
the fact that they operate in a 
larger society and they're a 
minority. They need to learn to 
balance their needs with the 
needs of society in general. 1'd 
like to run red lights occasionally, 
but I can't do it'ouse the law 
says I can't. How would you like 
it if 1 got into your medical files? 
M2: People keep talking about 
medical files! Is this a big prob-
lem that we're not aware o6? 
All: I've come across cases of 
people getting into other people's 
medical or financial files for 
purposes of blackmail. If you 
want to have access to someone's 
financial files, it can be done. 
Absolutely. 

HE'D RATHER WALK 
M2: What sod of groups do you 
lecture to? 
AB: Computer professionals, 
security professionals, executive-
types, management-types, 
supervisors, lawyers, government 
officials. 
M2: In a recent speech, you 
stated that "Millions of 
Americans find themselves the 
victims of computer comes" and 

up the tab for billions of dollars 
in annual losses... at the hands of 
computer criminals, hackers, and 
pranksters." What did you mean 
by those statements? 
AB: 1 meant that if some half-wit 
breaks into a government 
computer and destroys files, the 
taxpayer has to pay for it. If Uncle 
Sam pays for it, l pay for it. Think 
about it. 
M2: But where did you get those 
figures!? 
AB: Oh, that's just guesswork. 
White collar crime runs in excess 
of a hundred billion dollars. My 
sympathy goes to the public. I'm 
not so interested in technophiles 
who think they have an inherent 
right to do whatever they feel. I'm 
concerned for the average Joe 
Blow American. 
M2: Do you think that the media 
has exaggerated the threat of 
computer... 
AB: I'll tell you what 1 think. 1 
think the media has exaggerated 
the threat of law enforcement 
running around and locking 
people up. And 1 think the media 
tends to glamorize hackers. Some 
of the hackers I've met, l wouldn't 
even have over for coffee, let alone 
glamorize. 1 don't think we would 
miss hackers very much if they 
weren't around. 
M2: What!? Of course we'd miss 
hackers! We wouldn't have 
personal computers without 
them! We'd probably both be out 
of jobs! 

By the way, are you on any 
computer networks? Do you ever 
telecommunicate? 
AB: Nah, I've never gotten into 
computer networks. I'm old-
fashioned (laughs). 
M2: Do you even use a computer? 
AB: Yes, we have computers in 
our office. But 1 often write my 
books by hand. I'm a believer in 
labor. 1 believe in automation, 
but on occasion, I'd "rather 
walk," as they say. You know 
what I mean? Im 
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Academy... I don't know who the hell spoon-feeds you this kind of 
nonsense. Look, I've had a number of individuals that I've 
represented under investigation by the Secret Service and the FBI, and 
they're still walking the streets. I don't know who the heck has gone 
and blown the Secret Service up to this mythological shape and size. 
It's so silly. 
M2: (bewildered) Well, you certainly have an interesting perspective 
on all this. 
All: Look you guys have gone out there and you've taken an ant and 
turned him into Goliath! 
M2: Wait... wait... wait. Who's "you guys?" I'm a journalist doing 
an interview. 
AB: I meant the computer industry. 1 apologize. All I'm saying is, put 
this in the proper perspective. If you do a numbers game, you're 
going to find that the Secret Service is a small, criminal investigative 
agency that is involved in a lot of different areas. Computer 
communications is only a part of their game. It simply doesn't have 
the resources to go around doing all the things that it's been given 
credit for doing. And secondly, the Secret Service investigations, 
frankly, are not the best around. A pretty good lawyer can usually 
shoot holes through it. 

HE CALLS IT" INDUSTRIAL ESPIONAGE.!" 
M2: You said in one of our earlier conversations that phone 
companies and corporations hire individuals to scan BBSs looking 
for criminal activity. 
AB: Sure. They pay private investigators to scan boards. That's 
investigative work and it's perfectly legal. It's to identify a malevolent 
hacker be fore he strikes. Any force creates a counterforce. That's not 
bad. That's what makes democracy tick. 
M2: Several people within Operation Sun Devil have said that the 
crackdown has been a positive deterrent. 
AB: Of course. I think you're going to find that these cases were 
designed to scare individuals and make them think twice about 
engaging in criminal activities. 
M2: But then, that same chilling effect has caused lawful BBS 
operators and users to be fearful and to take excessive security 
measures in fear that they will be swept up in the dragnet. 
AB: Well, if you're obeying the law the Secret Service isn't going to 
bother you. 
M2: But you're refusing to look at the actual cases! The Jackson 
case, the Jolnet case... what about the Craig Neidorf/Phrack case!? 
He's being charged with wire fraud in connection with publishing 
the E911 documents in his electronic journal. What about 
constitutional issues regarding freedom of the press? The Post and 
The Times weren't prosecuted for publishing the Pentagon Papers. 
Is an electronic journal different from a hardcopy one? 
All: No, l would apply the same standards. But I wouldn't compare 
the material available on the bulletin boards with The Times or The Post. 
Some of the stuff leaves a lot to be desired. 
M2: But it should enjoy the same free... 
All: You've got to realize that-and I tell this to a lot of the computer-
types 1 talk to-the public couldn't really give a damn if somebody's 
computer is seized by the government. 

1 think this industry needs some techno-ethics. I've seen a lot of 
people who call themselves hackers, who are-for all practical 
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Emmanual Goldstein of 2600 

& Hop  Gonggrijp of Hack-Tic 

 

by R. U. Sirius & George Gleason 

 

The Emunmual Goldstein 

of Ornwll's 1954 was a 

legendary author whose 

forbidden book-fuelled the fires 

of hidden discontent among the 

thought-criminals of Oceania. 

The actual real life Goldstein 

could pass far a University studeffta 

With curly hair, printed T-shirt awl 
a look of purposeful cohcartrothom, its 

accent barely hints at his New fork 

origins. He is the editor of 2600, the North American hacker's 

journal. 

Rop Gonggrijp is Goldstein's European counterpart. He is the 

soft-spoken spokesperson for Hack-Tic, the Dutch hacker's journal 

whose subtitle contains a ward sure to provoke consternation in 

the hearts of control fr mks around the world: " techno-aarchists." 

Together they made the trek up tire offices of MON DO 2000. 

With there was a certain "Bill;" whose mastery of hardware 

engineering and other subjects has node him a legend among 

hackers and phone phreaks ore the West Coast. R. Lt. Sirius rolled 

the tape and performed a friendl y interrogation. 1 stopped by to 
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movement. On one level hacking is about exploring the 

depths and limits of communications and computing tech-

 

nology; or another it's about electronic freedom of speech and 

unfettered play. 
Telecommunications experts of all political stripes are 

concerned about the lack of coherence in the design of local and 

global telecommunications. Start-sighted decisions are becoming 

the rude, with bureaucracy winning out over sound engineering 

principles. The role of hackers in these issues can be likened to that 

of ecologists in energy policy; they call for informed public 

participation and decisions that will be sustainable and fair. Their 

tun¢onhpronmising feistiness is important. They shorn just horn fossil 

and monolithic the old systems are in the face of the new realities of 

the decentralized global nervous system. 



HACKERS QUESTION Evwri INC 
EMMANUAL GOLDSTEIN: A hacker is someone who asks lots of 
questions and doesn' t believe in following the rules all the time. If 
somebody says, "Don't look into that anymore, don't ask me any 
more questions about that," they won't accept that and they'll do it 
anyway. 
MONDO 2000: What about finding answers? 
EG: A good hacker will look everywhere to find answers... ask 
all kinds of people, play with all kinds of machines, try it himself. 
A hacker defines his own terms. 
M2: Do you think there's any revolutionary intent? 
EG: Well, you see, you say revolutionary intent these days and it's 
kind of a turn-off, unfortunately. And anyway 1 think it's a lot 
more subtle than that. I think there is some revolutionary intent. 
Yeah, it's there. It's inside people. But they don't want to say it. 
M2: Rop, would you say that the European hacker community is 
more overtly political? 
ROP GONGGRIJP: 1 tell you there's no such thing as a European 
hacker community! There's probably more of a difference between 
Dutch hackers, German hackers, the few British hackers 1 know, 
and French hackers- where they won' t even call themselves 
hackers because the French government is so sharp on these 
things. Every European country has its own mentality. 

The German hacker groups 1 know, like the Chaos Computer 
Club, are very political-concerned about freedom of information, 
access to information, rules, DDR modernization of the phone 
system and of the government itself. The Dutch hackers have 
more in common with most of the American East Coast hackers, I 
think. It's basically a very playful group that is exploring, finding 
things out, building things, doing crazy things with technology. 

While you can use your hacking abilities to further criminal 
goals, that doesn' t make the criminal acts themselves hacking, and 
that's unfortunately what the media has mixed up. So it's a great 
hack to be able to figure out a way to work things so that nobody 
gets charged for phone calls. I think that's clever. But to simply 
charge some poor couple in Idaho $1,000 for your phone calls, 
there's nothing great or particularly clever about that. 
M2: What's your feeling about the ATM hack? 
EG: 1 think there's people out there doing it right now. 1 think if 
you make the card and you can figure out how to do it, more 
power to you. You've created something and used your mind. 
But if you buy the card from somebody and if you just used the 
card to get money, if you' re not figuring anything out, you're just 
committing a crime. There's no hacking involved. And of course, 
you don' t get that crazy burst of energy from figuring something 
out... "Ah-hah! Now I've got it!" That's what hacking's about! 
That's very healthy. 

Now we're being told that it's wrong to be curious, it's wrong 
to ask questions. Why do you want to know that? The only 
reason you'd want to know that is if you wanted to commit a 
crime. And what does that do to young people today? It makes 
them very scared, timid. There was a kid who went to our 
meeting in Los Angeles who was kicked off a Bulletin Board for 
asking questions about Captain Crunch. 
RG: One thing about the ATM hack... the only thing we printed 
[Hack-Tik printed the controversial diagrams that were left out of  

"ATMs and the Rise of the 
Hacker Leisure Class" in issue 
#1 of MONDO] was a diagram 
that shows: what a magnetic 
stripe is, where the tracks are, 
where it's PIN [Personal 
Identification Number] is, and 
how you read it, how you write 
to them, and how you copy 
them. We never told anybody 
how to figure out PINS. 
Anybody can figure that out 
from information in almost any 
public library. We think people 
have a right to know what is 
on those magnetic stripes. We 
think people have a right to 
know how things work. 
EG: 1 wouldn't stop there. I'd 
tell people how you figure out 
PINS. I'd like to tell that to 
people. That's a hack. It's a 
crime when you go out to use 
the information against 
somebody. 
M2: My analysis is that what 
we think of as money and 
value right now is just 
electronic information and 
that it can reasonably be 
manipulated in any way 
anybody wants to. And right 
now the people in control 
manipulate the hell out of it. 
They're always creating 
money and there's really no 
bottom line in value, so 
finance itself is really basical-
ly just a digital battle or game. 
EG: I'll tell you this: the more 
digital the society gets, the 
more well be able to complete-
ly change money. We'll be able 
to change a date on a docu-
ment. We'll be able to add a 
figure to a bank balance. We'll 
be able to change a "no" to a 
"yes" at some point. How do 
you trace things like that? If 
you're a good programmer, 
there are no fingerprints. At 
the same time, we' re telling 
people to be careful and be 
aware. Understand that the 
facts can be changed and this is 
how they can be changed. And 

That's all 
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since we got 
here, so you 
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if we don't tell people, they can 
be changed anyway. 
RG.: There's this panic about 
hackers being able to access 
something like TRW... credit 
records. Everybody that sub-
scribes to TRW can get your 
credit record. Everybody! 
Every employee at any com-
pany that wants to sell you 
things, people that want to sell 
you loans, they can all get your 
credit records. A few hackers 
got access to that information, 
and the whole nation's upset. 
EG: What Rop is saying is true, 
but I'd say that the media tries 
to get the whole nation upset. 
But a lot of people are more 
sophisticated than we give 
them credit for. I've talked to 
people of all types who are a 
lot more outraged that these 
records are being kept and 
passed around in the first 
place. 

TELECOMMUNICAMONS 

RG: If I tell you about a simple 
device that works in thus and 
such manner and allows you to 
do toll fraud on the phone 
system here, it's illegal for me 
to tell you that in California... 
also, in Germany. 
EG: That's all we've been 
talking about since we got 
here, so you can imagine how 
much trouble were in now! 
M2: The cost of covering 
actual territory by 
telecommunications is now 
really minimal. The phone 
companies want us to keep 
thinking in terms of 
territorial, rather than 
informational landscapes... 
RG: You want to know what 
the rates for calling from Iraq 
to here are? I understand it's a 
lot lower than the reverse. 

It's important that ordinary 
people overcome their fear of 
technology and grasp 
control-lo what the hackers 
do. If everybody had the 

knowledge that the hackers do, you wouldn't see such rip-offs. 
GEORGE GLEASON: You know, the phone company doesn't 
do their own tech anymore. If something's wrong, they send 
for the manufacturer to come and fix it. The phone company 
engineers feel very bad about this because their work 
degraded from designing systems and doing 
telecommunications engineering to just screwing the wires on. 
It also means that there's really nobody with a global overview 
of what's going to happen, what the design philosophy is 
going to be. They just install what they think is profitable at 
the moment. They buy the cheapest switch possible. But even 
the phone company doesn' t have an idea of what 
telecommunications should be for society. 

Now imagine the equivalent of an AT&T crash happening 
in a situation like that where nobody in charge really knows 
how the whole thing works. That's frightening. 
M2: How would you build it back up again? 
RG: Take two tin cans and a piece of nylon wire and communi-
cate. You can put all of the instructions on the back of a 
postcard. 
M2. Can you draw a diagram of that? 
RG: Sure. [laughs] 

DARKSIDE HACKING? 
M2. Talk about the Galactic Hacker Party. What's that all 
about? 
RG: Well, first of all, it wasn't a large meeting of terrorists plan-
ning the downfall of planet Earth. It was very much about 
issues- political issues and technical discussions. We 
understand that it was described by some U.S. hackers as a 
meeting of darkside hackers. 
M2: What's that supposed to mean? 
EG: Anything the computer industry doesn't like! 
RG: The Zero Positive Ball in Amsterdam was a 69-hour-long 
happening linked with the San Francisco AIDS convention. 
While it wasn't officially a Galactic Hacker Party event, it was 
organized by a group of people closely associated with the 
Galactic Hacker Party. What happened was a whole team of 
hackers created a worldwide network. There were computer 
terminals in bookstores in Amsterdam, there was an alternative 
bookstore, a somewhat more mainstream bookstore, a gay and 
lesbian bookstore, and the main center itself had 10 terminals. 
There was this happening going on and people would come in 
and use that network. It was made simple, so people walked off 
the streets who'd never touched a computer before in their life 
and were hooked to the network. People started talking about 
getting a computer system themselves, buying a modem, coming 
to the University library to use their terminals. It was getting 
people into computers. That's what hackers do if you leave 
them alone. They evolve into people who are involved in 
building networks, building systems. Exploring is only phase 
one. Creating is phase two. If you stop people from exploring, if 
you point guns at them and kick their computers in the back of 
your car and drive away with it and tell them to never do a thing 
like that again, they're not gonna create either. 
EG: But they will remember.  IM 
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"A bit of transmission has been coming through, 
But so disjointed that I cannot be sure 
Whether I am to work more closely now with 
Artifact, or terminate him ... " 

from Reflections on Espionage 
by John Hollander (Atheneum, 1976) IN THE LATE AUTUMN OF 1987, a pirate broad-

 

caster seized control of the transmission signals 
of two television stations in Illinois. For nearly 

two minutes, startled Chicagoans listened to a bizarre 
diatribe about a local sportscaster, while watching a 
naked man being spanked with a Byswatter. 

Halfway around the world in lbheran, a television au-
dience of shocked fundamentalists stared at their sets 
in horror, as agents of the CIA-sponsored "Flag of 
Freedom" organization took control of the Iranian 
government's own television signal to attack the 
Ayatollah - and promote the cause of the exiled 
Baby Shah. 

What does it mean when the CIA and a practical joker 
mount parallel and highly technical covert media oper-
ations on separate continents - the one to overthrow 
a government, and the other to mock a sportscaster? 

It's getting a little ... Videodrome out there. 

Since the creation of the Central Intelligence Agency 
in 1947, covert activity has metastasized within the 
federal government. Virtually every U.S. agency today 
is host to one or more secret components whose opera-  

tions are as invisible as Washington can make them. 
From the unheard-of Office of Foreign Availability at 
the Commerce Department to the determinedly  anon-
ymous Federal Research Division of the Library of 
Congress, the American government has spawned a 
sub rose bureaucracy whose day-today business  re-
sembles nothing so much as a conspiracy in (what 
we're told is) the public interest. 

To say that Big Brother is watching is a cliche, of course, 
but it is also true. And yet, as profound as this devel-
opment is, its importance is likely to be dwarfed by an 
even more radical development.1kchnological change 
has commercialized the covert intelligence function to 
the point where its tools and practices are available to 
anyone who can pay for them - to anyone, in other 
words, from the neighborhood grocer to the ecological 
activist, inside trader, serial killer, and political nut. 
And while the publicly available technology is often 
somewhat less than state-of-the-art, there are com-
pensations: a g., the private sector is free from con-
gressional oversight. 

I'm sitting in a darkened room in front of a shortwave 
console, headphones clapped to my ears, listening to 
a woman's voice on the Upper Sideband: 

"Sierra foxtrot, sierra foxtrot. Six, one, seven. Three, 
five, one. Five, four. Dis-information ... " 

I know it won' t improve the sound, but I can't help 

Washington-based writer Jim Hougan has had three books published: Secret Agenda (about Watergate); Spooks (about 
corporate use of intelligence agents); and Decadence: Radical Nostalgia, Narcissism and Decline (about the seventies). 
When asked how he would characterize himself, he answered unhesitatingly: "literary thug." - Robert Horvitz 
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leaning forward instinctively, lowering my head into 
the pale yellow light from the radio dial, straining 
to hear. Did she say " I is-information" ... or "this 
information?" 

"Three, six, four, nine, three." A pause. 

"Seven, nine, one, one, two." Another pause. 

The voice is sensuous but mechanical, matter-of-fact 
and utterly mysterious. The message she's sending is 
as impenetrable as its authors can make it: 54 groups 
with five numbers in each, directed, we may suppose, 
to Agent 617 from Sender 351. Or vice versa. It's 
impossible to tell. 

The transmissions are received by agents in the field 
using ordinary portable shortwave radios. The messages 
are decoded with the help of "one-time pads" of ran-
domly generated numbers arranged in groups. The code 
is probably unbreakable, unless, as sometimes happens, 
the pad itself is captured (quite possibly over the dead 
body of the agent in question(. It's a system in which 
each group of numbers represents a word or phrase. 
Thus, "54209 67319 38785" might mean " informa-
tion required about - security arrangements - at 
the airport." Then again, it might not. - 
The woman's voice beats at my ears, hypnotic in its 
nonsensicality. She and her sisters (and an occasional 
brother( have been reading numbers into the void on 
hundreds of shifting channels for decades. They broad-
cost from almost every part of the world in languages 
as diverse as Spanish, Russian, German, Chinese, Eng-
lish, Bulgarian, and the old standby Morse Code. Their 
accents are American or Mandarin, Honduran or Czech. 
Some of the broadcasts begin with signature-tunes, 
musical passages that, in effect, cue the agent to get 
out his pad and pencil. (The Chinese apparently start 
their broadcasts with four notes played on a marimba, 
reminding some listeners of Mary's, while the  Roma-
nians alert their agents with a passage from "The 
Meadowlark," played on a piccolo.) 

leaning forward, I tilt my head to the side and,  listen-
ing intently, hear a barely audible click between each 
of the numbers. According to covert radio expert Harry 
Helms*, the woman is a bionic creation - the spooks' 
counterpart to Directory Assistance. A human may 
have voiced the numbers originally, but nowadays the 
transmissions come from a device that strings together 
brief, prerecorded audio tape-loops in the needed se-
quence. The station from which she's broadcasting is 
probably a robot as well: an unstaffed, remotely con-
trolled, windowless bunker surrounded by cyclone 
fencing, video cameras, barbed wire and hidden alarms. 

A mathematics professor tracked a string of numbers 
transmissions to a facility just like that several years 
ago. Set amid the farms and forests near Remington, 
Virginia, about an hour's drive from CIA headquarters 

* Helms edits Umbra at Lux, a monthly newsletter 
dedicated to unlocking the mysteries of covert radio 
transmissions. 
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in Langley, the installation bristles with dipole and 
log-periodic antennas. A sign at the entrance reads: 

WARRENTON TRAINING CENTER 
NCS 

U.S. Aamv 
STATION C 

Transmissions from the Remington stations (there 
are several in the area) have been recorded in English, 
Spanish and Morse Code. While the Pentagon and other 
government agencies refuse to comment on the facili-
ties, other than to say that their missions are classified, 
it is thought that at least some of the broadcasts are 
for training purposes. After all, junior CIA officers 
need real-time practice in the field. 

Where, in fact, it can get very rough. 

Indeed, if reports from Nicaragua are believed, the War-
renton " numbers stations" were used to coordinate 
plots against Sandinista leaders. According to one re-
port, the CIA recruited a Nicaraguan-born femme fatale 
to assassinate that country's foreign minister in 1982. 
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The woman was allegedly given a Sony shortwave radio 
capable of picking up the coded broadcasts, a one-time 
pad concealed in a wooden figurine, secret inks, and an 
edible notebook. Her instructions were said to be trans-
mitted in four-digit groups at 11 ett. on 9074 kHz. 

Interestingly, there has been no let-up in numbers 
broadcasting from the Warrenton site, even as a pro-
US regime takes charge in Nicaragua and, elsewhere 
around the world, the Cold War thaws. 

.. Uno seis ocho dos. Ocho leis zero one. Nueva 
tres ocho quatro. Final. Final!" 

The 
C'ysw 
Ship 

! Q0b 
Shortwave 

rie W.S. r jwW wd wA pWu l mm The Cmui Shp wak a imWid 
pppw ro W hmn 

That there is'mystery in poetry and poetry in mystery 
is clear to anyone who's thought about either. John 
Hollander made the point some years ago with Reflec-
tions on Espionage. A book-length poem, it was struc-
tured as a series of apparently decrypted radio messages 
from an agent known only as "Cupcake," to his con-
troller, " Image." The verse is knowing - about 
espionage, about radio, about life. 

2/1 jTO IMAGE) 
Image, there were funny pings in my headset 
During the transmission tonight, echoing 
Neither in my head nor in the earphone, but 
Somewhere within, it seemed to me, then own sound. 
Transmitting the truth is always a problem. 
Facts we can encipher, and they then become 
Sendable messages: why do not the truths 
Climb obediently into disguises, 
Leam their lines well and be off? Instead they hang 
About and plague us with unvoiced reproaches. 
Perhaps these headset pings - I dreamt last night I 
Fled someone, and ran into a cave ("This is 
A place of broken artifacts" rang in my 
Ear as if I had just been so instructed); 
Then 1 was sitting down and heavy pebbles 
Were dropping around me at slow intervals 
("Broken echoes" my head said). Then I awoke, 
Forgetting the dream, the cave, the broken stones. 
Tonight the dying sounds inside my headset 
Recalled them all. Echoes of truth? Collect them, 
Image, fragmentary as they are, like shards 
Of mirror, each of them reflecting the whole. 

The point about numbers broadcasts is not just that 
they're an intriguing mystery. It is, rather, that despite 
being sent out in dozens of languages over hundreds of 
frequencies for more than forty years, the existence of 
these stations is entirely unknown to all but a relative 
few. The average person (if that's not a contradiction in 
terms] has little idea of the electromagnetic plenum 
that surrounds him. lb stumble upon a "numbers" 
broadcast is to realize that each of us is living, obli-
viously but in fact, in an atmosphere of unappre-
hended secrets. 

Not all of these secret broadcasts are in code. "Covert 
communications" is a catch-all covering an army of 
transmissions that are, in one way or another, sup-
posed to be secret. This can mean coded texts from 
known transmitters, or clear voices from bidden sources. 
Whichever, one can, with readily available equipment, 
listen to the  transmissions of surveillance "bugs," drug 
smugglers plying the US's boundaries, as well as the 
Customs agents chasing after them. You can even 
hear Air Force One. 

One type of covert communication that definitely 
wants to be heard is clandestine broadcasting. While 
such stations go to considerable lengths to keep their 
locations secret, their messages are meant for all within 
earshot. Radio Caiman, for example,.has been broad-
casting a mix of rock and Latin music, interspersed 
with anti-Castro talk segments, for nearly five years, 
from a transmitter believed to be just outside Guate-
mala City. The station's powerful signal, longevity 
and slick progamming set it apart from other Spanish-
language clandestines. In the opinion of many shortwave 
listeners, Radio Caiman is probably funded and pro-
grammed by the CIA, while its less sophisticated 
counterparts are operated by independent groups. 

The number of clandestine broadcasters operating in 
the world at any given time is anyone's guess - but 
certainly there are dozens. They have names like "Flag 
of Freedom Radio" (targeted at Iran), "Radio Muth" 
(which tells South Africa's side of the apartheid story), 
and the " Voice of the Broad Masses of Eritrea" (which 
supports Eritrean independence from Ethiopia(. 

What many of these stations have in common is exile. 
In almost every case, their transmitters are located 
outside the countries to which they're broadcasting. 
An exception is "Radio Patria Libre," which urges the 
overthrow of the Colombian government from a loca-
tion in the mountains northwest of Medellin. 

Then there are "pirate" broadcasters whose content 
is apolitical (in a conventional sense), but whose iden-
tities and locations are as carefully guarded as the 
clandestine stations'. The Crystal Ship. The Voice of 
Laryngitis. Secret Mountain Laboratory. These are 
playful and romantic names, conjured up by "kids 
playing radio." They beam crude casseroles of rock 
and satire into the void, using homemade or modified 
ham transmitters. 

There are some serious exceptions. Such as the "Voice 

I 
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stream of good-natured blarney. , 
';You want to take a ri-iiide in time? Okay - kick 
back! Two six eight, four three oh eight is the magic 
number. 'Shark Attack' comin' atcha!" Cearon reaches 
for a Wes Montgomery album, plucking it expertly 
from one of the dairy crates that holds the station's 

   

4ti u4h 

 

y 

 

Witter Dom ("The Black Rose") outside his pirate radio station "Zoom Black Magic:' 
The station broadcasts met a 24-mile radius using Radio Shack equipment. 

         

of lbmorrow." An openly neo-Nazi enterprise, the Voice. 
of Tomorrow, undoubtedly thinks of itself is a political 
clandestine. It transmits calmly voiced racial propa-
ganda and rightwing populist analysisaimed at "raising 
-the consciousness" of White America. The Voice is. 
heard,, intermittently, on a variety of shortwave fre-

 

house some time ago, scaring the wits out of his bed-
ridden mother. Accompanied by police cars and a two. 
run flatbed truck, brought to 'the scene to haul off 
broadcasting equipment that could actually have been 
cariW away in a bucket, the FCC'was determined to 
put Dunn out of business. And it succeeded. 

 

quencies. In contrast to "hobby pirate" stations, its But only for a few days. 
announcers and production style are  strikingly.profes-

 

sional. VOT's transmitter is thought to be located fn Dunn is a man with  a.mission, and a belief in his right . 

It is the Federal Communications Commission's' [miler in the " Zoom Compound.".The'Compound is, 
responsibility to put pirates stations off the air, and in fact; Dunn's backyard and it's easy enough to find: 
likewise, we assume, domestic clandestines not sup- the station's antenna, a 76-foot, leaning towel of Zoom, 
ported by the US Government. The FCC claims that rises beside Dunn's vegetable garden to provide about 
the Voice of Tomorrow moves their transmitter each 125 watts of "effective power." 

Operating on listeners"donations that enable him to 
rake in as much as $60 per month, Dunn uses Radio 
Shack equipment to put out a signal for 24'miles in 
every direction. He's assisted by a phalanx of volunteer 
DJs, and technicians with handles like "Iceberg," " Mel-
low Yellow;' and "Daddy RA."  Thiether, they play 
everything from, jazz to "thump thump," interspersed 
by an outrageous mix of " community messages" and . 
Zodiacal hype. The Saturday night that I spent in the 
trailer, reclining on a couch with my head against the 
ceiling and my chin on my chest, "Mr. Ebozry" (James, 
Ceamn) was at the microphone, putting out a smooth 

 

Virginia, within a few hours' drive of FCC headquarters to broadcast. He's often been heard on 100.5 FM at 
night, transmitting from abeat-todeath 14 toot Aljo 

time they go on the air, and their broadcasts are only -

  

Dunn is a handsome black Califomian with graying 
hair, a mellifluous voice, and a tap this funny, smooth 
and pointed, all at once. Transmitting from Fresno, 
Dunn's "Zoom Black Magic, Radio" has been the target 
of several FCC raids. According to "the Black Rose," 
as he's also known, six FCC agents.showed up at his 
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an hour long, making them hard to catch. A spokesman 
adds, "Judging by the complaints we get, the broadcasts 
are infrequent!' Perhaps. But they also had a hard time 
busting " La Voz de Alpha-66;" a virulently anti-Castro 
station which broadcast from Miami on the same  fre-
quency (6666.6 kHz) three.nights a week foi most of 
the Reagan yeam.:Their transmitter was finally con- . 
fiscated around the time the ;Voice of America's Radio 
Marti came on the air. 

The FCC's agent's had no difficulty finding Walter 
Dunn, however. _ 
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spectrum of airwaves, oblivious not just to. its mysteries 

o t rough is oman s an . p 
on a battered lbchnics turntable, flips a switch and sits Consider, if you will, a recent announcement from the 

back with a satisfied smile "Welcome to Slave Quarters Defense Department under its "Small Business In-

 

Sitting in the trailer is a little like befog in .a submarine • 
the use of radio to deliver computer viruses into tar- ' 

made of scraps. J.C. Penney bags cover the windows, 

tar-

 

geted communications systems and networks 

   

he continues, " is a Rasta versus Goliath story. I mean, Nine, five!' . 

 

For all of the Rose's playfulness and hyperbole, the 
stakes are enormous. To live in ignorance of the hidden 

 

records,̀  and begins to quote from a poem that he's but to 'the very fact and fullness, of its. existence, is to-

 

'
 

written: Love.is Man eating the Wisdom Dinner From cede control of the medium to people and institutions 

G d h h W H d He uts the album that do not necessarily have our best interests at heart. 

Radio," he says, as he turns up the monitor - a cheap novation Research Program!' ' 

portable with a tinny sound. I It is a solicitation for bids from researchers to explore 

lamp drives the cold from the air, which is good because puter viruses to achieve ... Jinformationj disruption, 

the trailer is otherwise unheated. But it fills the space denial, and deception.... Research in effective methods 

with a thick, almost liquid, light. ° or strategies to remotely introduce such viruses shall 

thaking it impossible to see outside. The main source " The purpose of this research,

 

" the solicitation  ex-

 

of light insi& comes Eiom'a yellow heat-lamp. The plains, " shall be to investigate potential use of com- , 

i also be conducted. Efforts in this area should be focused 
I ask Gearon where  he's from. " Chicago;"  he says. on RF [radio frequenryl atmospheric signal trans- .• ' 
"I had a business there: the Master-Blaster Shoeshine 

mission such as performed in tactical military data 
Parlor, Valet Service and Dye-Works. On 79th Street. I 
did okay, ya know, but 1 got burnt-out. See, all them 

communications" 

brothers in the fast lane ... would!come in and wan[ According,to the Washington Post, the would-be spon-

 

thew shoes dyed the same color as'their pink pants, sor of this project is - the US Army's "secretive 
Which was okay, but : . . after awhile, I burnt out '. Center for Signals Warfare in Warrenton, Virginia." - 
on shoes. So here I am" Indeed. a A computer virus is just a stanza of code let loose, 

The next morning I ask the Black Rose what Zoom numerical programming instructions that propagate. 
Black Magic is all about. " Well, first of all," he said, Nothing would be more natural for the boys at Warren-

 

"we're not filthy lowdown dogs and pedophiles like ton than to want to use clandestine radio to broadcast 

those other stations. We're one of the thousand points- such viruses. 

a-light that Marsa Bush spoke of. What you see here;" "Sierra foxtrot! Siena Foxtrot! Six, one, seven. 

it's pitiful. Theta's a black community of 100,000 peo- Artifact can kiss his ass goodbye. ■ ` 
ple in the San Joaquin Valley, and there isn't a radio 

 

station around with a black personality on,the air.' 
We're filling a need;' he says, and then hastens to point 
out that Zoom Black Magic isn't just a black station: 

' "Solicitation 90.2 FY-1990 Small llueiness ImoJaiioo 
Research ISBIRj Program," p. 45: "A90-217 TITLE: 
Computer Virus Electronic Counter Measure IECMj." 

    

'-- determined to expand his broadcasts to the television 
• spectrum. Indeed, Dunn worked for years as a  tech-

 

nician at a television station, and he's already  exper-

 

"Zoom Black Maxie's" antenna, visible behind a teas dec- invented with a pirate signal out in the Fresno area: 

mated with sculptures by Wglter Dunn's brother, Warren. .' Zoom Black Video can't be far behind. ' 

Z Z 

 

"It's a people-station. We cover the spectrum,  ethnic-
ally. I mean this is your voice, your drum - whatever 
your color is" , 

Surveying his radio demesne with the calm gaze of a 
q• Texas rancher scanning the horizon for his property 

line, the Rose 4s suddenly at a loss for words. " This  
this .. . this -" Finally, he hits upon the right word, 
and his expression changes to a scowl. " This is BULL-
SHIT;" he shouts. " In the 20th Century, this is abso-
lute bullshit! Bui you know what? Some ... some -" 
Dunn casts around for the right word and, finding it, 
smiles: "Some FRUITCAKE - someone like Morton 
Downey - could take this thing and RUN with it!", 

Dunn is a gadfly, not a revolutionary. His attacks on 
the black "booooi-wah-zee" maybe culturally sub-' 
versive in the San Joaquin Valley, but he's not out to 
overthrow the government. On the other hand, he is 

                  



           

CLANDESTINE ACCESS 
BY ROBERT HORVITZ 

   

FASONATION WITH covert radio 
m comunications has never been 

greater. Here are paths into this 

Joining the.Assoclatton Of Clandes-
tine (Radio) Edthusiasts will bring you 
up to speed quickly. Their monthly 
bulletin, The ACE, is the single best 
source of current information about 
pirate and clandestine radio activity. 

the lrvol 

 

folks with modems might find H 
Moon's "Los Numeros Online" ser-
vice worth visiting. In addition to 
computer Files on a wide range of 
radio subjects (not just clandestines), 
there are "live online" conferences 
on Saturday nights, with callers m-
porting signal catches in owl-time for 
the group to monitor and discuss. 
Sort of an ethereal hunting parry. 

Los Numeros Online: Found on the 
Portal computer communications system 
in Cupertino, California. S10/month for 
full access to Portal. Call 408.973-9111 
for registration information (9 a.m. 
- 5 P.M. PST). 

Electronics & Radio Hobbyist's 
Newsletter is for folks interested in 
broadcasting without a license. That 
can be done legally, so long as you, 
stay within strict limits on power and 
antenna size. If done right a low  - -
power AM or FM station can cover a 
dorm, a ciy block, even a neighbor-
hood. This newsletter is a forum for 
all aspects of low power operation, 
legal and illegal, with repbris from 
the field and photos of home-made 
stations sent in by readers, plus editor 
Ernest Wilson's useful circuit diagrams 
and tech-tutorials. Wilson's company, 

  

Pirate Radio Stations: Andy Yoder 
0990, 182 pp.). S12.95 postpaid from 
TAB Books, Blue Ridge Summit, PA 
17294.0850; 800/233.1128 
(or Whole Earth Access). 
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mysterious realm. 

-Pirate Radio Stations 
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Ronoxis, also sells high-grade equip-
ment for low-power stations, usually 
in kit form. 

Electronics & Radio Hobbyist's News. 
letter: S24/year 02 issues); trial sub 
$14/6 issues) from Panoxis Productions; 
P.O. Box 130, Paradise, CA95967.0130. 

Andy Yoderpublishes the biweekly 
Pirate Pages, where subscribers 
trade station gossip and lore. He's 
also the author of Pirate Radio Sta-
tions. This book's subfitle, "Tuning in 
to Underground Broadcasts," is an 
exaggeration. Most of the stations 
described are in North America, 
signing on for a few hours of week-
end or holiday fun. Few could be 
considered radical or dangerous, 
though they do violate FCC rules. 
Yoder's fanship both helps and hurts 
the book, adding anecdotes but 
losing crifical perspective. 1 

The Pirate Pages: Biweekly; $6/12 
issues from Andrew Yoder, P.O. Box 
109, Blue Ridge Summit, PA 17214. 

The Ace: Sample issue S1.50. Annual 
membership: $18 in the US, $19 in  - 
Conado/Mexico, $25 elsewhere. From 
ACE, P. O. Box 11201, Shawnee Mis-
sion, KS 66207.0201. 

Two ACE columnists, Harty Helms 
and "Havana Moon," spread their 
wings voider in Umbra of Lux, a 
monthly newsletier devoted to "sig-
nals intelligence" and covert short-
wave communications. Their main 
interests seem to be studying  anom-
altes in coded message traffic and 
finding secret transmitter sites. 
Umbra of Lux: Sample issue S2. $18/ 
year 02 issues) in the US, $21/year in 
Canada, $30/year elsewhere, from 
DX/SWL Press, 10606.8 Camino Ruiz, 
Suite 174, San Diego, CA 92126. 

"Hawn Moon" has written a lot 
about numbers stations. Claiming 
to be a former spook, this June he 
started a quarterly newsletter called 
The Numbers Factsheet. Lists of  ns-
cently active frequencies and descrtp-
Lions of unusual intercepts appear 
each issue. 

The Number Faasheet: Sl6/year (4 
issues) domestic, $25/year interne. 
tional, from MconBearil Press, P. O. 
Box 149, Briarcliff Manor, NY 10510. 
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For an overview of recent air piracy 
in North America, see The Pirate 
Radio Directory by George Zeller. 
The 1990 edition gives brief sketches 
of more than a hundred stations 
heard during 1989, mostly in the 
shortwave band. Illustrated with 
souvenir cards and letters sent to 
listeners, there's also general infor-
motion about when and where to 
listen, and how to contact the 
perpetrators. 

The Pirate Radio Directory 0990, 71 
pp.): S9.95 postpaid from Tiare Publi-
cations, P. O. Box 493, sake Geneva, 
WI 53147 (or Whose Earth Access). 

Wodd Kbr 2 was the crucible in 
which modem radio warfare devel. 
aped. Aileen Claylon's The Enemy Is 
Listening gives a terrific account of 
that period. The first woman commis-
sioned as a British intelligence officer, 
she managed some of the teams and 
stations which monitored German 
radio transmissions for the  codebreak-
ers. She also helped figure out the 
secret "radio beam navigation" 
system that let German pilots Find 
British targets at night. The British 
eventually used this knowledge to 
misdirect the planes. 

• 
Clandestine stations generally emerge 
from the darkest shadows of political 
conflict. They frequently are operated 
by revolutionary groups or intelligence 
agencies that are  unable or unwilling 
to leave a documentary record of their 
activities. And, unlike printed propa-
ganda, no artifact remains. Conse-
quently, a good deal of what has been 
published about clandestine radio 
broadcasting is nothing more than 
educated guesswork. In many cases, 
the guesswork is not even particularly 
educated. Bemuse it is usually difficult 
to pinpoint a station's sponsorship, 
location, motives, and so on, very few 
scholars or journalists have taken the 
risk of writing in depth about clan-  

The Enemy Is Listening: Aileen Onyton, 
1982. Ballontine Books, Out of Print. 

The Puzzle Palace was
 o break-

through in public knowledge about 
the National Security Agency's world-
wide eavesdropping network. Big 
issues, dazzling research, still must 
reading. 

The Puzzle Palace: James Bamford 
0983, 656 pp.). 510.95 ($12.45 post-
paid) from Penguin USA, 120 Woodbine 
Street/attn: cash sales, Bergenfield, 
NJ 07621. 

In 1986, Congress passed the Elec-
tronic Communications Privacy Act 
(ECPA). It mode "endeavoring "  to 
"intentionally intercept" certain sig. 
nals a federal crime. Earlier lawn set 
limits on what you can do with sig-
nals legally received, and the FCC 
enforces its transmission rules. It is 
thus essential to know the law if you 
tread in this arena. Fortunately, the 
relevant parts of the United States 

 

Clandestine Radio Broadcasting (A 
Study of Revolutionary and  Counter-
revolutionary Electronic Communica-
tion): Lawrence C. Soley and John S. 
Nichols 0986, 383 pp.). $48.95 ($51.95 
postpaid) from Praeger Publishers do 
Greenwood Press, 88 Post Road West, 
P. O. Box 5007, Westport Cr 06881; 
203/226.3571. 

destine radio broadcasting. Indeed, 
this is the first book-length inter-
pretative history of the subject. 
• 
This tactical difference reflects how 
easily available radio technology is 
in modern Poland compared to post-
World War II Palestine. The Pales can 
inexpensively procure the parts needed 
to build transmitters. If a cheaply built 
transmitter is confiscated by Polish 
authorities, it can easily be replaced. 

Code have been gathered in a single 
volume: Compilation Of The Com  - -

 

munications Ad Of 1934 And Re-
lated Provisions Of Low. In addition, 
some states have laws limiting the 
mobile-use receivers that tune outside 
the broadcast bands. Those have 
been assembled by Frank Terronello 
in the A.N.A.R.C. Guide To U.S. 
Monitoring Lows. The FCC's rules 
governing broadcasting are found in 
Code of Federal Regulations Title 
47, Pan 74. The rules governing 
unlicensed transmissions are in Part 
IS of the some tide. 

Compilation of the Communications 
Ad of 1934 and Related Provisions of 
Law: Committee Print 101.1, House 
Committee an Energy and Commerce 
0989, 397 pp.). S12 from Superin-
tendent of Documents, Government 
Printing Office, Washington, DC 
20402.9371; 202/783.3236. 

A.N.A.R.C. Guide To U.S. Monitoring 
Laws 0990, 44 pp.): $7.50 postpaid 
from ANARC Publications, 1218 Hun-
Bngton Road, San Marcos, CA 92069. 

Code of Federal Regulations, Title 47: 
Part 0.19 (S18 postpaid) and Part 
70.79 ($18 postpaid) from Superin-
tendent of Documents, Government 
Printing Office, Washington, DC 
20402-9371; 202/783.3236. 

In Palestine, the situation was different. 
Parts were neither in ready supply nor 
inexpensive. Seizure of a transmitter 
would have been a major loss. That is 
no longer the case in the Middle East 
or other Paris of the world, since radio 
components are now easily obtained in 
most regions. In Chile, for example, 
guerrillas can afford to blow up a 
transmitter to make o political point. 
The growth of radio receiver  owner-
ship and the availability of transmitters 
has led to a growth in the number of 
operating clandestine stations during 
the 1970s and 1980s. 
• 
Numerous pirate stations are operated 
in the Soviet Union. One report (Helms 
1981) estimates there are about 3,000 
Soviet pirate broadcasters, most of 
whom frequently broadcast obscenities 
and rock music. During a six-day period 
in 1971, 115 illegal transmissions were 
monitored by Soviet authorities in less 
than five hours (Taylor 1972), and 
most of the transmissions were from 
radio "hams:' Fewer than 1 percent of 
the offenders who are caught making 
illegal broadcasts in the Soviet Union 
receive  criminal sentences. Most are 
fined or receive "social discipline!' Jail 
sentences are reserved for clandestine 
broadcasters, whose transmissions ap. 
pear less often than those of pirate 
broadcasters. 

Clandestine Radio Broadcasting is a 
comprehensive history of illegal  sto-
tions that broadcast against particular 
political regimes. "Underground" 
fairly describes these. Hundreds of 
stations are discussed, from oil pans 
of the globe, from the 19309 to the 
mid. 1980s.  Only a handful of short-
lived TV proiscis are noted, TV being 
so much harder to do without getting 
caught. Details about political con-
text are sometimes ample to a fault 
here but the depth of scholarship is 
welcome, given the speculative hype 
this subject usually generates. 
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THE COSMOS 

The powerful extragalactic 
radio source Cygnus A, one 
of the first to be identified 
with a galaxy. This radio- 
graph «veals fine filamen. 
tary structure in the two 
radio lobes, separated by 
about 3 a 106 light-years. A 
giant elliptical galaxy is 
known to be centered at 
the small bright spot in the 
center of the picture. Thin 
lets connect the central 
"engine" in the galaxy to 
the powerful radio lobes. 
-The Invisible Universe 
Revealed 

IT IS ESTIMATED that all the en-

 

ergy which has fallen upon Earth's 
radio telescopes would not equal 

the kinetic energy in a single snow-
flake. Yet radio astronomers have so 
refined the sensitivity of their equip-
ment that these small powers are not 
only detected, but also evaluated into 
information about the Universe which 
is both illuminating and exciting. 

Radio astronomy has been described 
as the examination of ripples on waves 
riding upon an ocean of noise. One 
begins with as large an antenna as can 
be achieved, to trap as much energy as 
possible from the desired object. Most 
discrete radio objects are very weak, so 
receivers must have low internal noise 
and very high gain. Happily, the design 
of such equipment has been made easy 
with the arrival of very-low-noise am-
plifiers and receivers using gallium 
arsenide field effect transistors (GaAs-
FETsj. The large market generated by 
ham radio operators and television 
receive-only satellite stations has en-
couraged manufacturers to invest in 
this type of research. Mass production 
of these devices has brought their cost  

down to within the budget of the av-
erage radio astronomy amateur. 

Basically, amateur efforts in this dis-
cipline fall into two general categories: 

1.Indirect methods - for studying 
solar phenomena, meteor infall and 
Jupiter noise storms, for example. This 
is usually done at the low radio  fre-
quencies, with relatively narrow-hand 
receivers. It does not involve sharp 
imaging of the radio noise source. The 
readout instrument is usually a strip 
chart recorder or a computer. 

2.Imaging radio astronomy - this 
work makes up the bulk of amateur 
radio astronomy efforts. It is, by its 
nature, best practiced at higher fre-
quencies, with broad-band receiving 
equipment. 

The purpose of the Society of Amateur 
Radio Astronomers (SARA( is to pro-
vide sufficient technical information 
to enable amateurs to do this kind 
of work. Such information circulates 
freely within the society and is regu-
larly published in SARA's monthly 24-
page journal, Radio Astronomy. Addi-
tional specific information is available 

from SARA'S technical advisors, many 
of whom are radio engineers. 

You are invited to survey the potential 
of each radio band, and to evaluate 
your own potential. Specific design 
information may be secured from the 
SARA Journal office, or from SARA'S 
technical advisors. 

(The following band descriptions are 
adapted from the Radio Astronomy 
Handbook by R. M. Sickels, 1986.( 

20-100 kHz 
This noisy radio band is useful in 
observing solar flares. The plan  in-
volves simple receivers of very inex-
pensive design and which are usually 
home-built. Antennas may be long-
wires, loops, and in some instances 
amplified whip antennas for those 
who lack the space for more elaborate 
arrays. The cost of the basic receiver 
may range from $30 to $60. lb this 
must be added the cost of a strip re-
corder, which may be bought quite 
cheaply at some of the ham radio Rea 
markets, but may range from $350 to 
$700 if purchased new. The observing 
technique involves the continual mon-
itoring of Earth-produced atmospheric 
noise (mainly equatorial lightning dis-
charges) for any enhancements due to 
solar flares. These observations are 
regularly conducted by a dedicated 
group loosely affiliated with SARA 
(the VLF Experimenter's Group(, and 
the data are useful to professional 
solar observatories and to all others 
who have an interest in our closest star. 

Getting into Amateur Radio Astronomy 

BY JEFF LICHTMAN 

feff Lichtman is a founder, and now president, of the Society of Amateur Radio 
Astronomers (SARA). For more information, and/or help starting a radio nation. 
omy project, contact SARA Membership Services, 247 North Linden Street, 
Massapequa, NY 11758. -Robert Horvitz 
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still being designed and added. 

NOAA.DRUSER Electronic Bulletin 
Board: This free service run by NOAA/ 
NESDIS is moving to a new computer-. 
home on September 30th. The new 
phone number isn't yet known a9 we go 
to press Assuming it will continue 
much as it is now, this is where NOAA 
posts electronic announcements about 
changes in satellite status, orbital ele-
ments, and electronic editions of thew 
"direct user" newsletters Write to Mona 
Smith at NESDIS for the new number. 

      

with a directional antenna requires software to cal-
citlate when and where to point the antenna, plus a 
mechanism for steering it. Much easier is using a non-
directional antenna that can acquire signals from a 
wider field of view, with no aiming or tracking. The 
most popular nondirectional design is the "Turnstile-
Reflector," easy to build for around $35 (see photo). 
Plans have been published in several places, including 
Taggart's Weather Satellite Handbook. Vanguard Labs' 
WEFAXTENNA is a piefab of somewhat similar de-
sign, for folks lacking the tinkerer's impulse,, " Quadrf-
filar helix antennas" are also getting popular. Their 
virtue is that they can gather signals from a broader 

, sky-region without moving. The downside: they cost . 
more 1$250-$3001. 

     

ADDITIONAL RESOURCES 
NOM/NESDIS publishes a bulletin for 
"direct users," with status news about 
US and foreign wessrs, upcoming con-
ferences, contacts, NOAA services, etc. 
Publication schedule is somewhat  ir-
regalu, contents are very useful. lb get 
on the free mailing list, write to: Mona 
Smith, E/SP21, NOM/NESDIS Data 
Collation & Direct Broadcast Branch, 
Room 806, World Weather Building, 
Washington,,DC 20233. 

The Journal of the Environmental Sal-
elli te Amateur Users' Croup IIESAUCj 
focuses on more advanced hardware/ 

software innovation. Outstanding. To get 
it, you join jESAUC. Jeff Wallach, editor. 
S30/year 14 issues) in the US, $40/year 
elsewhere, from the Dallas Remote 
imaging Croup F. O. Box 117088,  -

 

Carrollton, TX 75011.7088. - 

Satellite Imagery Interpretation For 
forecasters - This three-volume set,. 
published in 1985 for NOAH, is now 
available from the National Weather 
Association 14400 Stamp Road, Room. 
404, Tbmple HQ% MD 20748; 301/ 
899.37841. Cost is $32 for members, $45 
for non-members. NWA membership is 
320/yea. 

 

COMPUTER BULLETIN BOARDS 

Dam6nk BBS [Jeff Wallach, sysop; 
214/394.7438 in Dallas, Tom): A fan-
tastic resource for anyone interested in-
ham radio, satellite monitoring or digital 
image processing. jointly sponsored by 
the Dallas Remote Imaging Croup AM-
SAT North America, and the  Environ-
mental Satellite Amateur Users Cmup 
Has current AMSAT and NOAA Bulletins, 
satellite frequencies, current orbital 
elements (necessary for tracking), launch 
mfurmstion; voluminous picture files, 
lots of sharewsm tutorials, etc. 

Celestial RCP/M BBS IT. S. Kelso, sysop; 
513/427-0674 in Fairborn, Ohiol. Sysop 
edits and distributes electronic editions 
of NASA's "Prediction Bulletins" giving 
current "Keplerian" orbital elements foi 
satellite tracking. Always available here.. 
first. Focus is on astronomy and satel-
lites, also caries electronic editions of 
NOAA WEFAX Bulletin. With recently 
upgraded BBSware, new features are 

Several wesat equipment vendors also 
run BBSs, not just to promote their 
products but to help spread useful in-
formation and shareware. See listings 
above: ■ . 

      

s 
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a a receiver that can. tune the 137 MHz satellite,band, 
with channel bandwidth of 30.50 kHz 

a a video detector/demodulator 
a an analog-to-digital converter 
a a computer interface 
a image formatting software 
e a computer with a monitor that can display at least 

16 gray-tones, with resolution of at least 640 x 

Note that the video detector and,a/d converter are 

  

480 pixels. 

   

This WEATHERTRAC Industries printout is a high-resolution, enhmced-gray-seek 
in with a grid overlay showing the Gull and Florida regions taken from a NOAH . 
infrared range. 

 

often combined on a printed circuit board that fits 
in a computer's expansion slot.) 

I 
Polar satellites move across the sky. Tracking-them 
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Do T.V. How To 

A One-Minute 

;45 0 75 
o 

Course On 

SHORT TIME BEFORE 1 DROPPED 
out of Anthropology, I was regaled with what I 
now think of as suburban legends. The one I still 
remember concerned a tribe somewhere that was 
shown, perhaps on a bedsheet hung from a tree 
limb, their first motion picture. No one in the 
tribe knew what to make of the action. Instead, 
they all followed a chicken that was in one of 
the scenes. I wonder (not only what movie had 
a chicken in it but whether this story could 
possibly be true(. 
What makes me wonder is my experience producing 
television programs. I've helped set up a TV station 
in town for almost no money at all, and I've watched 
fifth-graders learn to use all the equipment in  un-
der 15 minutes - and go on to do their own shows 
with interviews and trivia contests and music. Ei-
ther the technology is very simple or we are watch-
ing a miracle. 

Whenever I teach someone how to use a TV cam-
era, I always feel like apologizing that it wasn't more 
complicated. That there isn't more to learn and 
more to say. The only trick is learning that it is 
this easy. What stops most people, I think, is the 
idea that TV is terribly technologically complex 
and expensive ... whereas all that you need, if you 
have cable access, is a camcorder and about $500 
worth of sound equipment. Anything else is gravy. 

First you need to live in a small town with a cable 
access channel that isn't being used. I assume there 
are lots of towns like mine - Yellow Springs, Ohio 
- that have that cable capability but haven't used 
it yet. 
Certainly the equipment needed is simple. For the 
audio, we use a Radio Shack control board (the 
under-$100 model works fine( which allows us to 
plug in three microphones, a cassette deck, and a 

CD player. Add a small pair of $50 monitor speakers, 
some wire, and a telephone and you can go on the 
air as a radio station. 

 

1b do just radio (over the TV),  all you need to do 
is plug a connection cord from the board into the 
tuner that's hooked up to the cable modulator. 

The next step is to produce TV. lb do this you need 
a camcorder and a tripod. It too plugs right in. 

Kids learn to handle the camcorder in under a min-
ute (all there is to learn is what button to push to 
zoom in and out(. Another five minutes will be 
enough to show everyone how to work the control 
board. They already know how to use cassette 
decks and CD players. 

Kids have watched enough television (unlike those 
poor tribesmen( to know exactly how it's done. 
Whatever else needs to be taught, they'll teach you. 

Our studio is a basement room in the village build-
ing. Though most of it still looks like a combination 
of Castle Dracula and junk storage, one wall has a 
gray rug hung on it. With a table in front of the rug 
and a couple of home-made spotlights, we have a 
set that looks great on TV. 

The trick to producing television seems to be to 
teach the kids how to use all of the equipment as 
quickly as you can and then, the same night, let 
them do their shows. When an audience shows up 
to watch, you can teach them as well. And there is 
an audience. Our kids get 80 phone calls in a half-
hour trivia contest. 

I find it particularly funny that I can produce 
TV and use a computer while I don't know how 
to drive a car. In 1962 only a few people could do 
the first two and I felt completely out of things not 
being able to do the latter. This century is just full 
of such jokes. ■ 

BY RICHARD FREEMAN 
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The jolly Roger is hoisted in Leipzig, in front of the building where video aniste broadcasted East Germany's first pirate TV station. 

TELEVISION HAS PLAYED an increasingly significant role in the, 
1 downfall of Eastern Europe's one-party states. In Poland, under-

ground pirate video transmissions kept Solidarity alive' for nearly 10 
years. Last fall, East Germans judged the effects of their anti-

 

TV government demonstrations by watching the coverage they received on 
West German news programs. In Romania, control of the television 

• station is tantamount to control of the government. , 
Now another aspect of the newly flexible television ,medium has come
into play. Independent broadcasters using ferry-rigged transmitters and 

. home video equipment have sprung up in Poland, Hungary, Romania 
and-East Germany, intermittently broadcasting programs ranging from 
rock videos to local news reports. Even in the USSR, unofficial pirate 
broadcasts have taken place, and are credited with aiding the election 
of radical candidates to gove

 

r - 

n

 

ment posts in a number of cities. 

In late Mamh,.l visited the city of Leipzig to investigate Ronal X, East 
Evelyn Messinger is a television producer • Germany's first and only pirate TV station. Xanal X is a lever stuck 
apeeiah'zing in international news. She is into the ironclad media armor of Europe. The lever is slender, and Era- 
a founding member oJlntemews, a anti- gile, but with the right amount of pressure it could open "a large hale, 

• pmJit consortium  of independent video allowing independent broadcasting into the future of Europe, both 
newscasters. Thair most recent note] East and West. 
worthy projects have been Space Bridge 
events - live TV hookups with Moscow  ~ PIRATE TV citizens and oJJieutis. -Kevin Kelly 

• Tb Americans, pirate TV means: the guy whose face appeared illegally 
on a cable TV channel a few years ago. Acts like this are rare in the 
US, because they're not necessary. Independent producers and activists 
here have historically agitated for, and often won, access to the  spec-

 

• tram of channels. There are allowances and avenues for all types of 
• broadcasting. The mighty Network is balanced by the lowly low-power 
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In Poland, residents bypassed 
the government's monopoly 
on TV by installing their own 
backyard satellite dishes to 
pick up Europe-wide broad-
casts. Programs were taped 
o0 the air and duplicated in 
small-time basement and 
attic shops on VCR cassettes, 
then peddled around the 
country. 

    

station, and virtually all cable systems have some form 
of public-access programming. 

Access to European television, on the other hand, has 
largely been constrained by government controls. The 
recent emergence of new technologies in the West has 

,loosened things up somewhat, increasing the number 
of channels transmitted by satellite, cable and broad-
casting. In the face of inevitable change, some coun-
tries foresaw the need for independently produced pro-
gumming and for guaranteeing independent voices 
some access to the airwaves. In the UK, a new channel 
(Channel 41 was established in the early eighties. Al. 
though commercial, its government-dictated mandate 
was to have programming which was produced almost 
entirely by new, small production companies. This 
single channel became an outlet for all manner of  un-
usual viewpoints, and although Channel 4 has since 
grown more conservative, the independent companies 
established by it still flourish, providing a limited 
counterpart to US diversity. 

In Italy, a Supreme Court order guaranteed media pro-
liferatiou as an aspect of free speech in the seventies. 
Italy has since fostered what is probably the most di-
verse television landscape in the world. Every sort of 
television program imaginable exists there, from nude 
game shows to coverage of community meetings.  In-
spired by the Italians, France has recently allowed 
greater access to TV outlets for independent producers, 
although channel ownership is more tightly controlled 
than in Italy or the US. 

But the proliferation of new cable and satellite outlets 
in Western Europe has generally been given over to 
large media conglometates,which are pan-European, 
and often global, in scope. These include established 
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publishers like the German Springer Group and the 
Australian-based News Corp. of Rupert Murdoch. These 
satellite- and cablecasters have helped to shut out small 
independent voices in favor of endless American re-runs, 
locally produced Wheel of Fortune clones, and slick 
rack videos produced by megabuck record companies. 

The medium's development in Eastern Europe has 
taken a different turn. Pirates here are often dedicated 
idealists broadcasting a message not to the liking of 
governments in power. Tbchnology is everything in this 
context. As equipment has gotten cheaper and smaller, 
the success of clandestine transmissions has improved. 

Before the advent of miniaturization, not only could 
tyrants terrorize with abandon, but they controlled the 
spin on news reports of their deeds. No one outside of 
the USSR, for example, knew what Stalin was doing, 
because there was no way for an activist to videotape 
the mass gmves, let alone transmit the images to the 
world. Consequently there were few activists, and no 
repercussions. But as early as the 1960s, TV technology 
had progressed to a point where it could begin to change 
things. The earliest example I've found of Eastern Eu-
ropean pirate TV is a series of clandestine broadcasts 
in 1968 in Prague, Czechoslovakia. After Soviet troops 
took over the city, a remote TV van, designed to trans-
mit signals from soccer matches and the like, was 
diverted and secretly dismantled. The equipment was 
set up in a sealed room and anti-government transmis-
sions took place for many months. The Soviet tanks, 
which could be seen circling thb block below the sta-
tion's secret headquarters, never found the transmitter. 
Poland's Solidarity movement had a similar system of 
clandestine broadcasting through the political repres-
sion of the eighties, but by this time the necessary 
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revolutions, have achieved legitimizaturn in their court 
tries as exceptions to obstriete broadcasting rules, 

• And in Leipddg, Baal C"many, the tiny Kanal X 
cowers local news and rebroadcasts reports from around 
the world pulled off the Western satellites. 

h these tentative forays into small-scale broad-
casting have the potential m enhance the. divers, iry of 
television all over Europe. But if the Eastern European 
countries simply adopt Western European patterns, 
they will inherit a system which is top-heavy with 
state-run bureaucracies and the increasingly powerhil 
Pan Eumpcan commercial broadcasters. 

East Germany. which can simply "plug in" to the cxo-

 

:sore Ytiest ", .m 'a  tclei uitrn 4ysum, will intcgurtc 

• In Lithuania, the much-suffering USSR rebel state, 
a daring and unusual pirate broadcast took place in• 
autumn 1989. The Moscow city  channel is rebroadcast 
there on UHF channel 22. After it signed off one  even-
ing, a "test transmission" was beamed from the Ex-
perimental Youth Studio of Siauliai in northern Lithu-
ania. The transmission included a 'mur of the regional 
prison and army base, and local celebrity interviews. 

• In suburban Moscow, Leningrad, and Kiev, village-
sized apartment complexes are equipped with master 
antennas and complex-wide cable systems. They often 
have their own "local" channel, broadcasting  exclu-
sively to the 20,000 or so residents of the complex. 

• In Romania, Free Tfmosoam Rlevision jFTT) began 
transmitting with home-built equipment shortly after 
the uprising that ended Ceausescu's rule. The station 
is now protected by soldiers who were assigned to the 
task by the provisional government. 

• In Hungary and Poland, a number of small-scale in-
dependent broadcasters, bom during their respective 

more easily than most. The experience of Kanal X may 
foreshadow the future of all the new Eastern European 
broadcasters. 

LEIPZIG 
The city center of Leipzig, Eau Germany, is a press 
of shoppers and their children. Under grey skies and 
Gothic facades, they crowd around tables heaped with 
vegetables, tall stacks of West German beer cases, and 
brightly painted mobile trailers selling french fries 
or cream-filled waffle sandwiches. The most popular 
items for sale am West German magazines. At the heart 
of the largeu clusters of people one finds a small card. 
board box with two stacks, one of Der Spiegel and one 
'of Stem, West German equivalents of Time and News-
week They are expensive by East German standards, 
yet they have been selling so well that many local Eau 
German papers, bom during the revolution, have been 
forced out of business. 

1 get a strange feeling of deja vu in the sheets of Leip. 
zig, but 1 can't place it - certain buildings, and even 
rooms inside buildings, seem out of place, yet familiar. 
Finally I realize that the city is dotted with Soviet-
style architecture, incongruously grafted onto this 
European landscape. A "people's restaurant," massive 
and 19SN-style on one comer, a dimly lit cost room, 
with hundreds of empty hooks and hangers designed 
for a colder climate. I marvel that the Russians could 
have dominated this foreign territory for so long. 

in a run-down section of Leipzig stands Democracy 

equipment could be carried from rooftop to rooftop in 
a set,of suitcases. By the time these repressive  govern-
ments collapsed (partly from the weight of sins that 
were no longer hideable), the videos of their undoing 
could not only be made by anybody with a home video 
camera, but could he transmitted to local audiences by 
anybody with a VHS player and a rudimentary under-
standing of how to do it. 

So, today: 
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in Democracy House. , 

 

Working with Joerge Seyde of Leipzig's New Forum 
Party, Gunther enlisted two other West Germans, a 
professional who installed the transmitter and a video 
buff who donated his own home equipment.`Joerge, 
who works at the local art museum, took nominal 
charge of the station. He enlisted his younger• brother 
Thomas and other activists from the various parties 
located in Democracy House, with the question, 
"Are you interested in making TV?" 

 

Perhaps it's more accurate to say that this is what you 
were supposed to see. Many who watched saw lots of 
static, faint video signals coming as if from Mars, and 
that's all. The station was beaming out B watts in a 
tenuous link to the world, obstructed by insufficient 
power and a tall building next door. " 

Over the last four months, Kanal X has only been on 
the ai r a total of four nights. Although the transmitter 
has been improved, reception is still marginal. But the 
effectiveness Kanal X lacks in broadcast power is made  - 

up for in the power of its idea to set off deep legal  
speculation, bureaucratic opposition, heavy media 
coverage locally and internationally, and even debate 
in Berlin, where new laws are being considered. 

Kanal X began in the mind of West German video 
artist Ingo Gunther, whose works often suggest bridges 
between journalism and art. Gunther has sold Earth 
.imagery made by satellites to the world's news organi-
zations (see WER #50, p. 621 and to museums in Europe. 
He has used worldwide news reports as both the content 
and the form of his sculptures. The Kanal X transmit-
ter, in fact, is officially 'a sculpture, being displayed 
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Thomas Seyde, at 33, is the oldest of these young guys 
(they are almost all males). They have long hair by 
current Western standards, wear tee-shirts, jeans and 
denim jackets, They might be heavy-metal aficionados 
in another world. Only months ago, they began demon-
strating in the streets each Monday night. Now, Thomas 
is"the cameraman, and a teen-age Green Party worker 
conducts interviews, although he's never been on TV 
before. On the afternoon of March 17,, they are fran-
tically editing their first videos for broadcast. At 10 
PM that night, Kanal X goes on the air for two hours. 
It seems to work,-although there's no way to know 
for sure. 

Over the next few days, people call in to say they have 
been watching the station with varying degrees of suc-
cess, Young people show up, asking if they can work 
there in their spare time. 

On the second night of broadcasting, Joerge receives a 
visit from a representative of the Leipzig state post 
office, the PTT. This is the organization officially re-
sponsible for East German television reception and - 
transmission. The man informs him that, since Kanal 
X hasn't a license, it must shut down. Surprisingly, the, 
official rattles off every single program broadcast so for. 
Everyone is worried about this development, but also a 
bit proud that somebody got a good signal. After three 
nights on the air, Ingo and loerge begin the bewildering 
process of attempting to gain legitimacy for Kanal X in 
a country with no laws. The station ceases to broadcast. 

During this period, Thomas and the other KXers con-
tinue to "make TV." They shoot the opening night of 
Leipzig's first independent cafe, where young people 
have fixed their hate into a local approximation of 
punk. In the crowded cafe, as it appears on the video 
screen, everyone is smiling. Thomas gets a phone tip 
alleging that voters in an old-age home were forced 
to vote for a certain party in the recent election. He 
begins to check out the story. The KX kids are busy 
shooting and editing, building a library of stories 
against the day that they will broadcast again. 
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A Cuehoslovskian woman shows off her homemade epoxy 
satellite dish, mounted on the balcony of her high-rise apart-
ment iluild'mg. - 

House, the headquarters of the home-grown political e 
parties, rights groups and activist organizations that 
lead the famous Monday night demonstrations which 
toppled the government of the city (and the nation). 
These are the ones who didn't leave for the West, the 
sort of people who would lead a peaceful revolution, 
and who would now be buzzing around the door of 
Kanal X. . 

"ARE YOU INTERESTED IN MAKING TVI" 
If you live in Leipzig you might have had your TV an-
tenna tuned southward, to pick up West German signals 
from Bavaria (East Germans are world-renowned for 
their expertise with TV antennas(. On March 17, 1990, 
you would have received the first signals of Kanal X. 
The first show: an East German video artist's work, as 
rare as the East Germans with access to video gear. 
Then, a home-made "news" story with street inter-
views about the upcoming election, then a nightly 
news report, in English, from CNN., . 

    



Meanwhile in East Berlin, the prestigious, newly formed 
Media Control Commission is debating the future 
broadcast landscape of East Germany. Rumblings of 
Kanal X reach their ears. The press continues to cover 
the now silent Kanal X, which was always more pow-
erful than its transmitter. 

    

X, LAWS AND VIDEOTAPE 

The stacks of expensive West German magazines selling 
in downtown Leipzig can serve as a metaphor for the 
possible fate of Eastern European independent TV. When 
the West German news publications became available, 
everyone simply stopped buying local papers. Recently, 
East German Television )the only one) announced that 
it would soon merge into the West German national 
broadcasting system, a system with virtually no provi-
sion for independent outlets. As West German TV 
takes over, what will happen to.Kanal X? , 

The signs aren' t good. In May, Kanal X returned to the 
air for one night. By now, the station's story has been 
featured in East and West German newspapers, on the 
two West German TV networks and on East German 
Television's popular Youth Program. The PTT represen-
tative again appeared at the door of Kanal X, demanding 
that the station cease broadcasting instantly. He finally 
relented, allowing the program to finish, on the prom-
ise that it would be the last. 

In the quiet streets of Leipzig, one senses the fragility 
of a lame-duck reality. The Kanal Xers are the people 
who stood in the streets and brought down the old 
world. Political entrepreneurs, they are being eased 
out of the leadership of the new enterprise in favor of 
cooler heads. In the final analysis, they are too idealistic. 

Perhaps this is the fate of a truly successful revolution-
ary. A less successful one loses the Revolution but  be-
comes a martyr. The spectacularly unsuccessful ones 
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are those that end up in power. 

Many Westerners, including a number of US founds-  

 

tions wishing to help enhance democracy, are beginning 
to pour money and expertise into Eastern European 
broadcasting. In my telephone polling of these groups, 
few were concerned that, by'allowing mega-stations but 
not tiny broadcasters, these countries may be simply 
trading one form of broadcast tyranny for another. In 
light of the US public-access broadcasting battles of 
the 1970s, which assured a wide range of options here, 
are we really ready to tell these small broadcasters to 
either pack up thew hard-won transmitters or begin 
broadcasting re-runs of Mr. Ed? Ingo Gunther fears that, 
with their lack of technical training, East Germans 
will not even be eligible for jobs when the Western 
media swallows up their broadcasting. As irwas with 
the newspapers and magazines, the locals won't have 
a chance. 

But even if it never broadcasts again; Kanal X could 
change the future of German television. The fact that 
small independent stations already exist all over Eastern 
Europe gives them leverage to become institutionalized 
m a way that was never considered in Western Europe, 
and that could buck the ominous trend. Now that they 
have gained i foothold, these little guys are fighting to 
have themselves written into new broadcast laws. This 
is one area where American expertise can really help. 
But if American supporters assume that rampant com-
mercialism is the same thing as freedom, then this 
is one battle that those who went to the barricades 
will surely lose. I ' 

Back at Kanal X, two bleary-eyed young men learn to 
edit videotape. The transmitter sleeps, the satellite 
dish sits silent. Occasionally someone walks in and 
asks about the station. Come back next week, they 
say, maybe then. Thomas begins to fiddle with the 
camera. Tmight they have an appointment to shoot a 
squatter community, young people who are inhabiting 
a derelict building in the older part of Leipzig and 
making it new. 

Thomas picks up the camera, and throws it onto his 
shoulder. "1'm hot!" he grins, heading for the door. is 
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Much of the footage of Eastern European political events shown on CNN and other network 
news programs is shot by Pesti  Laszlo and his colleagues at a radical outfit called Black Box. 
They subsidize longer analytical videos by selling this news footage. Laszlo has recently been 
working among the gypsies in 7tansylvania as well as infiltrating the rallies of nationalistic/ 
fascist groups in Romania. I interviewed him in Budapest this summer. 

- Morgan Russell 

BLACK 
BOX 

more powerful weapon:' 
"The camera is the 

  

THERE IS A GREAT and long tradi-
tion of illegal political literature, 
called "samizdat," in Hungary. But 
visual samizdat is a more recent 
phenomenon, appearing all over 
Eastern Europe, as well as in Mos-
cow, Leningrad, and Armenia in the 
U.S.S.R. at the end of the eighties. 
In Eastern Europe we call this Sec-
ond Publicity. This unofficial news 
circulates side by side with the 
official news sources, called First 
Publicity. It includes gossip, what 
people discuss informally in the 
street, illegal printed materials and, 
finally, video documentation. 

The video medium is more like the 
printing press than filmmaking is. 
Publications can be produced in 
any number, and circulated in the 
streets under the poorest condi-
tions. Black Box appeared thus, as 
a video periodical in regular edi-
tions. In most cases, we issued two 
to three hundred copies. Did these 
cassettes have any effect in a coun-
try of ten million? Obviously it 
could not have had a large-scale 
influence. Still, it did reach the 
"alternative intelligentsia," who 
had a primary role in transforming 
Hungary during these last two years. 
This active layer of society was able 
to obtain information and form 
its views accordingly. 

When the " sweep of history" in  

Hungary became somewhat calmer 
last summer, we started to work 
abroad. We were in Prague well 
before the changes there, in the 
GDR, the Soviet Union, in Kambah 
and in Kosovo. There is no esthetic, 
sociological, or professional knowl-
edge implied in this activity: rather 
it requires an ability to ran fast 
when you have to, to realize exactly 
when you have to keep your mouth 
shut, and when to change your car's 
number plate to a new one. It re-
sembles conspiracy or espionage. 
We have been arrested, imprisoned, 
beaten up and involved in car chases. 
We made our films with tear-gas 
sprays m our hands to defend 
ourselves. 

We have worked with our camera 
in Romania many times. That revo-
lution was one of the most elevating 
experiences for us. At that time, we 
thought a whole nation was able to 
change during a single day, to trans-
form its views. Since then we've 
realized that this was only an il-
lusion. Imagine us being in an 
enclosed city, all roads blocked 
by tanks, no European journalists 
allowed. We are there and we wit-
ness a massacre starting at 6 PM 
sharp. My camera sees and records 
Romanians arriving at the demon-
stration with axes and pitchforks 
- a demonstration where there are 
Hungarian people standing defense-  

less, without weapons. When the 
Romanians start with their pitch-
forks, when our cameras record the 
first dead people, there is no one 
else there to record it but the  Ro-
manian television. The next day, it 
shows some of the events and  an-
nounces that Hungarian people 
attacked Romanian people. 'liventy 
million Romanian people watch 
this web of lies on the screen. 

But there is something on which 
the official communications system 
does not count: the outsider's cam-
era. Our cameras actually become 
weapons in our hands: we can 
"shoot" ministers and Prime Min-
isters. These people will not be 
able to continue lying. The camera 
and the gun physically resemble 
each other, but the camera is the 
more powerful weapon. If I had had 
a real machine gun with me there, 
I could not have caused more harm 
to my political opponents. 

We are on our way back to Romania. 
Recently, one of our colleagues was 
killed there after a police  "interm-
eation." The fascist organizations 
do not allow journalists to visit 
their events, they break cameras 
and attack cameramen. They recog-
nize that the camera is a weapon, 
and that the video marksmen of 
Eastern Europe, from the Urals to 
Berlin, from Vilnius to Bucharest, 
are taking aim. ■ 
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Inhabiting the 
Electromagnetic 
Environment 
BY ROBERT HORVITZ 

T'S A PUZZLE. On the one hand you have folks sticking thew heads 
in electronic " tuning" fields, as some sort of bmin-boost or non-

chemical psychedelic, and an the other you have folks afraid of leakage 
from video monitors, microwave ovens and power lines. Are electro-
magnetic fields jEMFsj a neat high or a lethal hazard? 

Maybe both, maybe neither. Maybe we just don' t know. 

   

There's been an upsurge recently in public concern 
about the invisible fog of electromagnetism we live in. 
It must concern us because that fog has thickened so 
much this century, and it permeates our bodies. Every 
electric motor, appliance and current-carrying wire 
radiates energy as a byproduct of normal operation. We 
also use radio to communicate, as in broadcasting, cord-
less and cellular phones, beepers and CBs. Microwave 
wens are popular. So are electric blankets and stoves. 
Radar is used by police departments, meteorologists, 
aviators and navies around the world. Metal detectors, 
remote-controlled toys ... the list goes on and on. 

We can' t see these emissions. That used to mean we 
ignored them. But now that a wide range of biochem-
ical effects has been attributed even to weak EMFs, 
invisibility feeds fear: we don't know when or how 
much were being exposed. Exposure is likely  any-
where that electricity flows, and our dependence on 
things electric grows daily. 

There's some consolation in knowing that this wave 
energy penetrates our bodies precisely because we ab-
sorb so little of it: we are nearly transparent to radio 
And compared to sunlight, which can sear flesh in a few 
hours, low-frequency EMFs are "soft." The sun's ultra-
violet rays are a much more immediate health threat. 

Which partly explains why research on the biological 
impact of EMFs got off to a slow, faltering start. Another 
reason is that bioelectricity seems to attract charlatans 
and quacks like no other subject. That has made  fund-
ing agencies and serious scientists leery. Plus, some 
people in high places oppose research whose findings 
could impede " progress," raise business costs, establish 
liability, or encourage regulation. Shutting down the  

 

Environmental Protection Agency's research program 
on EMFs in 1986 was one of the Reagan Administra-
tion's many low points. 

Despite the prevailing skepticism and lack of funding, 
interest in EMF bioef acts increased during the 1980s, 
after some curious results were found in lab experi-
ments, and a statistical study showed associations 
between powerline EMFs and serious illness. Federal 
inaction in the face of growing public fear led some 
local governments to impose tight restrictions on EMF 
sources. As the patchwork of local standards spreads, it's 
starting to look like the cost of not doing the research 
needed to establish consistent and reasonable safety 
standards may be higher than doing it right. 

A few hints of consensus have started to emerge from 
the work done so far. With caveats galore (I'm no doc-
tor, we still don't understand the mechanisms, not 
everyone agrees), this fool rushes in where a lot of 
other fools have already been mucking around: 

• First, don't panic. If you ride by car or bike, live in 
a major city or a mobile home, you're already facing 
bigger health risks than EMFs. 

• Many bio-effects seem to occur at specific combina-
tions of frequency and power, suggesting that molecular 
resonance is involved. If that's the case, setting expo-
sure limits across the broad spectrum will be difficult. 
j'Ib use a plumbing analogy, your pipes may "sing" 
when water flows through them at a specific rate. De-
creasing the flow will stop the singing; but so will 
increasing it. And when the water is at a different 
temperature, the singing starts and stops at different 
flow-rates. This kind of nonlinear relationship between 
"dose" and effect means that at certain frequencies, 
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a weak EMF might have more impact an a specific 
chemical reaction than a stronger one does.) 

is The orientation of the field, the coherence and shape 
of the waves, the way they're modulated (AM, FM or 
pulse), the peak versus average power density - any or 
all of these may be important variables. They com-
plicate setting exposure limits, too. 

e Magnetic fields may be more of a health problem 
than electrical fields, though they are often found 
together. TVs and video terminals, small motors (hair-
driers, fans and plug-in clocks), fluorescent lights and 
electric blankets, are typical sources of magnetic fields 
in the home. Magnetic shielding (as opposed to elec-
trical shielding) is generally impractical. However, the 
magnetic fields from most appliances fade to below 
the background level a few feet or yards away. 

Is The magnetic fields of powerlines have a farther reach. 
They are more intense where there's an unbalanced 
load and the voltage is stepped down by a transformer. 
You can easily check for " hot-spots" in your neighbor-
hood by walking around with a portable radio tuned to 
a vacant channel at the low end of the AM band. As you 
near a radiating section, you'll hear a loudening buzz. 

e If you have a microwave oven, have a professional 
repairman check the seal around the door at least 
once a year. 

e Electric blankets have been singled out as something 
to avoid because they are meant to be used close to the 
body for long periods of time. Consider a down com-
forter instead. 

It's important to keep in mind that not all of the re-
cently discovered effects are necessarily harmful. Some 
may have no health impact at all, and some may ulti- 

mately prove beneficial. The real pay-off in EMF bio-
effects research may not be just in minimizing risks, 
but in the development of positive applications. It 
is already clear that there are therapeutic uses - in 
bone-healing and pain relief - as well as new imaging 
techniques which eliminate the need for exploratory 
surgery. If EMFs can in fact promote or inhibit certain 
chemical reactions, we may able to harness that ability 
for desirable ends. 

As we learn more about these invisible energies, we 
may well come to regard our current feats as just part 
of the shock of seeing with " new eyes." As I. M. 
Sechenov once wrote: 

 

It is highly instructive to hear people born blind 
describe their impressions of the world around them 
in the first few days following an operation restoring 
their sight at an adult age. Although such people had 
already had clear spatial nations concerning all the 
objects around them ... the whole field of vision 
appeared to them to be filled in some solid manner, 
which seemed in some way to touch their eyes, and 
they were even afraid to move lest they should 
stumble upon this or that image. El 

NATURAL EMFS 
To keep our emissions in perspective, note that the Earth 
has a very active electromagnetic field. Its churning iron core 
generates a halo that reaches far beyond the atmosphere. 
"Ground currents" seep through rock and soil, sometimes 
causing geomagnetic storms that disrupt pourer line transmis. 
sions. Lightning releases some of the enormous static charges 
that build up in the atmosphere. Meanwhile, solar flares and 
sunlight ionize the upper air, producing swirls of charged  par-
ticles that swathe the Earth. We rarely notice it, but our 
environment is permanently electrified by the interaction 
of geomagnetic and solar weather. (See "Sferics;' p. 88.) 
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Natural EMFs buffet us intangibly. Whatever effect they may 
have, vre ve had eons to adapt. Human-generated EMFs have 
only been around for a few generations, and are quite dif-
ferent from natural fields in terms of frequency, waveform, 
coherence, distribution, etc. We don t yet know what dif-
ference these differences make. 

The Earth's Electrical EnWronmenr is a collection of papers 
surveying what is known, and not known, about lightning, 

aurorae, ground currents and the ionosphere, how  they.in-
teract with each other and with human systems. Thews only 

a few oblique references to bioeffects, but this is the only 

book I know of that tries to pull together the various aspects 
of the Electric Earth. ' 

The Earth's Electrical Environment 
1986; 263 pp. 

$28.9S postpaid from National Academy Press, 2101 Con-

 

stitudon Avenue NW. Washington, DC 20416: 2021334.3313 

If you have a shortwave radio, you can tune in current solar 
and geomagnetic weather reports on stations W WV and 
W WVH. Audible throughout North America and beyond, 
they're broadcast at 18 minutes past the hour on S. 10, 15 
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and 20 MHz. For more detailed current information. if you 
have a computer and modem, you can call the NOAA Space 
Environment Services Center's Forecast and Advisory BBS 
in Boulder, Colorado (303/497.5000 at 1200/300 baud; 
or 303/497.5042 at 2400 baud). 

Good electrical grounding is important for safety (to protect 
you and your equipment from unwanted current discharges) 
and for circuit performance (to improve the efficiency of  an-
tennas, for instance). Unfortunately, most peoples under-
standing of grounding begins and ends with using an adaptor to 
plug a three-prong plug into a two-prong socket. Getting 
Down to Earth (Manual on Earth-Resistance Testing for the 
Practical Man) Is a pamphlet which tells in simple, practical 
terms how to rind and establish good ground. Oriented toward 
large installations, the concepts and rules apply just as well 
to any scale. 

Getting Down to Earth 
1982; 48 pp. 

SI From Biddle Instruments,  SI0 Township Une Road, 
Blue Bell, PA 19412. 

;4b., -.,. 

• um na[xK 
When you find your 
earth-electrode 6 
resistance is not low 
enough, there arc several ways you can improve it: 

1.Lengthen the earth electrode in the earth 

2.Use multiple rods 

3.Treat the soil 

Effect of Rod Sine: As you might suspect, driving a longer tad 
deeper into the Earth materially decreases its resistance. In gen-
eral, doubling she rod IengSh reduces resistance by about 40%. 

-Getting  Down to Earth 

 

MONITORING EQUIPMENT 
One of the neatest widgets I've ever seen is the Ambient Power 
Module, invented by Joe Tate, the Harbormaster of Sausalito. 
It's essen

 

t

 

ially an un[uned, broadband radio r

 

eceiver, s

 

imple 
enough to build yourself.

 

Attach

 

 a long piece of wi

 

re

 

as

 

 an an.

 

canna (100+ fee[, p

 

r

 

efe

 

r

 

ably) and a connection t

 

o g

 

r

 

ound, and 
the Module will d

 

r

 

aw a small t

 

r

 

ickle of current r

 

ight out of 
the air. (C

 

r

 

oss a "cat-whisker" crystal

 

ra

 

dio with a solar cell, 
and you have the b

 

a

 

sic idea.) Output ca

 

r

 

ies with the quality of 
the anrcnna, ground, and the energy in your air-space. Typi-

 

cally i

 

t's a c

 

ouple of milliwa[u - just enough t

 

o run a digits) 
w

 

atch  or calcula

 

t

 

or. Not many people will want t

 

o pas[ up 
a 100-foot antenna

 

to

 

 drive a c

 

alculator. However, you can 
also use it

 

as

 

 a crude me

 

a

 

suring device for EMFS (see "Radio 
Earth;' p 101), by hooking it up t

 

o a meter, a strip-chart

 

re

 

corder or a c

 

omputer (with app

 

r

 

opriate i

 

nterfaces). It won't 
[ell you anything about t

 

he f

 

r

 

equencies, modula

 

t

 

ion or whe

 

r

 

e  

the signals come f

 

r

 

om, j

 

ust the cumula

 

t

 

ive Oe

 

l

 

d•st

 

r

 

ength. P

 

re-

 

built uni

 

ts

 

aren't

 

available;

 

Instead

 

 you can order an illust

 

r

 

ated 
booklet containing easy-to-follow

 

instructions

 

 on how t

 

o build 
it

 

 yourself. All the parts a

 

re cheap and widely a

 

vailable. 

The Ambient Power Module 
Joseph

 

 Tate, 1987; 16 pp. 

$5

 

 postpaid f

 

r

 

om A

 

mbient Resea

 

r

 

ch, PA. Box 153, 
Swsaliio, CA 94966 

There's

 

 to lit

 

t

 

le ag

 

r

 

eement about what s

 

pectrum bands and 
f

 

eatures arc important to

 

measure,

 

that

 

 I wont v

 

enture a 
r

 

ecommendation of the best model of EMF moni

 

t

 

ors ...

 

though I do hate a sen

 

t

 

imental favorite: Monitor's Model 
428 (f350 f

 

r

 

om Moni

 

t

 

or Industries, 6112 Founnile Canyon, 
Bou

 

l

 

der, CO 80302; 303/442.3773). T

 

his is p

 

r

 

oduced by Ed 
leeper, who built the magne

 

t

 

ic field gauge used by Nancy

 

Wertheimer in her trailblazing

 

study

 

 of poweriines and leukemia 
in Denver (described a

 

t the opening of Paul Brodeur's Cur

 

re

 

n

 

ts

 

of Death). W

 

e  all owe Ed a g

 

r

 

eat deal for his contribution 
n

 

ot just t

 

o that p

 

r

 

oject, but t

 

o the r

 

evolu

 

t

 

ion in at

 

t

 

itudes it 
sparked. Microw

 

a

 

ve  News (reviewed below) r

 

ecen

 

t

 

ly surveyed

 

equipment m

 

arketed for the m

 

easurement of EMFS in ways

 

re

 

levant t

 

o the health issue.

 

Th

 

e IS listed unto range f

 

ro

 

m

 

sophisticated la

 

b equipment to simple co

 

nsumer products; in 
p

 

ri

 

ce from $75 (Model 116

 

 f

 

ro

 

m Electric Field Measurements,

 

Box 32

 

6. West Stockbrldge, MA 01266; 413/637.1929) to . 
59500 (Model 3D-MFDM, Sydk

 

ra

 

ft AB, Carl Gusuh Vag 4, 
5.217 01 Malmo Sweden). Th

 

e majority of these devices hive

 

been on the market for less Than a year; no one h

 

as

 

 yet done 
rigo

 

ro

 

us comparative testing. Si

 

nce they measure different 
bands in diffe

 

re

 

nt vnys, they aren't exactly comparable

 

anyway.

 

ARTIFICIAL EMFS 
Resea

 

rc

 

h is moving so fast in this field th

 

at newsletters ar

 

e the 
only way to

 

 keep up. Microwave News and VDi News, both 
edited by Louis Sle

 

si

 

n, are

 

widely

 

 acclaimed by all sides as

 

 the 
best sou

 

rc

 

es of reliable and current information. Slain be-

 

lieves that emissions from computer monitors, and EMFS 
gene

 

ra

 

lly, are a serious health issue. But he

 

's established a 
reputation

 

as

 

 an "honest broker." When a we

 

ll-done study is

 

published showing no evi

 

dence of harm, or refuting a study 
that found something sor

 

ry.

 

 Slesin reports it just as carefully, 
and with just as

 

 p

 

r

 

ominent a headline, as reports favoring the 
other side. As a rcwlt, he's been much mo

 

re

 

 effective in 
changing the att

 

itudes of researche

 

rs

 

than

 

 mo

 

re

 

 partisan re-

 

porters. Almost every study cited in Currents

 

of Death

 

 was 
fi

 

rs

 

t reported in either Microwave or VDT News. 

As you might have guessed, VDT News covers emissions f

 

ro

 

m 
computer moni

 

tor

 

s, and worker-health

 

issues

 

related

 

to

 

 office 
equipment in general. M/c

 

ro

 

wave News is less acc

 

urately tided. 
It cove

 

rs

 

the

 

 enti

 

re

 

 radio spe

 

ctrum, not just microwaves, in. 
crca

 

si

 

ngly

 

foc

 

using on the low end of the spe

 

ctrum (macro- 
wav

 

es!).  MN is the more expensive of the tw

 

o,

 

but

 

 it has a 
lot mo

 

re

 

 news per issue. 

Microwave News 
5250/year (6 i

 

ss

 

ues); f285/year foreign. 212/517.2800 

VDT News 
587lyea (6 i

 

ss

 

ues); f97/year foreign. 212/517.2802 
Both f

 

ro

 

m P. Q Box 1799, Grand Centel Sutton, 
New York, NY 10163 0-
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cow, to  the in fluence of nigh[ on the pineal gland. But the ceo-
t ra l focus is the question of whether ELF fields ca use cancer. 

As a layperson with no medial tr aining, I was a bit surprised
to  discover that the mysteries of how ELF fields af fect living 
things ar e still quite secondary to the more basic mysteries 
of how ca lls work (singly and together). The answer to the 
qu es tion posed in the book's tide won't be found until we 
un derstand how ranter in general begins. Th is book argues 
that there s good re ason to explore al l of then mysteries 
simultaneously.

 

Thies  so even though most of the author in this colla ti on 
teem to think that based on what we now know. EMFs are 
not  likely w cau se cancer. However, they do seem to ag re e 
that some EMFs may inte rf e r e with biorhythms and the body's 
ability to s uppress cancer once something else ini ti a t es it. 
Th e r e may also he other medically significant effec ts . 

Th us, this line of rese arch is worth pursuing for a variety of
re asons. It Is already providing new clues about how the

 
im-

m une system works, how cells comm unicate with one another, 
and how good cells go bad. 
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Magne ti c-field exposure for an 8•yearold child shows 
a large Increase in field  lewd from electr ic blanket u se
at night. "Spikes" during daytime arc mostly f ro m 
exposures  revived travel ing to and from school. 

-Extremely  Low F re quency Electromajnatlc Fields 

Extremely  Low F re quency 
Elect ro magnetic Fields 
Ga ry  W. Wilson, at al., Editors

 

1990; 382  papa 

$ 61 postpaid from Battelle P re ss, SOS King Avenue, Columbus, 
OH 43201; 614/424.6393, 8001451-3543 

Stray fields from electronic devices not only affect flesh, they 
affect other devices. One McDonald's restaurant had a prob• 
lem with some of their cash drawers popping open when a 
policeman keyed up his two-way radio at the drive-thru order 
window. People living near broadcast towers often hear the 
broadcasts on their telephone lines. Anyone with a computer 
and a shortwave radio or scanner knows that computers ra-
diate a lot of broadband "huh" (the monitor and printer 
especially). 

Reducing unnecessary emissions, and reducing vulnerability 
to interference, arc complementary ways to limit unwanted 
interactions. Good design and production engineering can 
avoid problems before they happen. Shielding may also sup-
press leakage. 

There's a whole industry now devoted w preventing, diagnos-
ing, and solving problems of "electromagnetic compatibility" 
(EMC). Its leading trade journal, EMC Technology, is the place 
to learn about new detection gear, new shielding materials, 
and new regulations concerning EMF emissions. The editor has 
announced plans to increase the mag's emphasis on practical 
problem-solving. 

EMC Technology 
Keith Aldrich. publisher/editor 

S40/year (7 inueslyear) from EMC Technology. 5615 West 
Cermack Road, Cicero. IL 60650.2290 

 

PC card nixes  can be as simple as adding a bypass capacitor, stria 
component, (choke, resistor, etc.) or by adding a two or three 
component network fix. Often such ordinary, inexpensive PG 
sized components will eliminate the need tar more conly extemal 
suppression methods such a shielded cables, metal plans within 
plastic housings, conductive coating, metal housings, bulky ferrite 
or other expensive and inconvenient shielding methods. 

-EMC Techmlogy 

Electric and Magnetic Fields From 60 Hera Electric Rower is 
a booklet produced by researchers at Carnegie Mellon Uni-
versity to answer the most frequently asked questions about 
potential health risks of exposure to electromagnetic fields. 
Written in Nyman s language, it recommends "prudent avoid-
ance" of unnecessary exposures, where that can be done 
without much trouble or expense. It also advises against 
drastic or costly measures, until we have a better grip on 
what kinds of exposures pose what kinds of risk. A good 
introduction to the subject. 

Electric and Magnetic Fields 
from 60 Hertz Electric Power 
M. Granger Morgan 
1989; 45 pp. 

 

S3 postpaid from Dept. of Engineering and Public Policy, 
Carn

 

egie Mellon University, Pittsburgh, PA 15213 

Given the price and the depth of technical detail (as well as 
the ex

 

t

 

ensive u

 

s

 

e of medical jargon), the book Ext

 

r

 

emely Low 
F

 

requency  Elect

 

r

 

omagnetic Fields.

 

Th

 

e Qu

 

e

 

stion of Cancer

 

may be bat s

 

uited for people who are

 

actually

 

 interested in 
doing medical

 

research.

 

Th

 

e s

 

eparately authored chap

 

ters

 

cover a wider range of topics than the t

 

ide sugg

 

e

 

sts - f

 

ro

 

m

 

the impact of the microwaves fired

 

at

 

 the US Embassy in Mos-
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For an

 

 overview summary, a background paps published by 
the US Congre

 

ss

 

's Office of Technology Assessment is a rea-

 

sonable place to sterL Biological Effect

 

s  of Power Frequency

 

Electric

 

 and Magne

 

ti

 

c Fields addresses poweriine is

 

su

 

es, sum 
ma

 

ri

 

alng the research

 

 in a re

 

latively accessi

 

bl

 

e, non-alarmist

 

wry. Also discuss

 

es

 

 polity is

 

su

 

es, recent regulato

 

ry

 

 ac

 

t

 

ions, and 
ongoing resear

 

ch programs. The report closes with pointe

 

rs

 

to

 

current research, recommendations for future stadia, and a 
bi

 

bl

 

iog

 

r

 

aphy. Reprints are available, and it should be browss

 

bl

 

e 
at

 

 most Government Docume

 

nt Depositories. 



  

k 

 

A schematic representation of the surface charges and 
Internal currents that am  electrically Induced by the 
charges on an overhead power line In a person under 
the line whose feet are well-grounded. The total cur 
rent Induced to flow from each foot to ground Is about 
0 mlcroamps per kV/m of applied field (1 mlcroamp Is 
I millionth of an ampere). The density of electrically 
induced current Is the amount of currant that passes 
through a body cross-secdon perpendicular to the dF 
rection of current pow. The current density induced 
by a 1 kV/m vertical electric Bald Is about 30 
nano amps per square centimeter averaged over the 
entire volume of the body. One nano amp is I billionth 
of an ampere 

Biological Effects of Power Frequency 
Electric and Magnetic Fields 

Biological Effects of Power Frequency 
Electric and Magnetic Fields 
Office of Technology Assessment 
1989; 103 pp. 
Reprint # NTIS PB89.20998S 

$23 paper, $8 mlcronche from Superintendent of Dec-

 

umentsfGovemment Printing Office, Washington, DC 
20402; 2021783.3238 

Among recent books on these subjects, Currents of Death has 
certainly attracted the most attention. Author Paul Brodeur 
gives a pretty good overview of material originally published in 
Slesin s newsletters. But he differs sharply from Slesin in taking 
any skepticism about even the flakiest claims of injury from 
EMFs as proof that the doubter must be part of a massive 
conspiracy hatched by the US military, the electric utilities and 
the computer manufacturers, who want to wreak a Holocaust 
on the public and cover up their evil plan. For Brodeur, thews 
no such thing as a different interpretation of ambiguous data. 
There are no errors in the research of the pro-harm camp, 
fatal errors in every study from the no-harm camp. Reasonable 
people don t disagree: you're either pro-Life or pro-Death. 

This is nonsense. It does a real disservice to the complexity 
of the scientific issues, and to the honest researchers in both 
camps trying to figure them out. The breakthroughs in under-
standing which are likely to emerge from this controversy are 
probably still cloaked in unresolved questions that Brodeur 
would dismiss as lame excuses for reactionary caution. If you 
read this book, make sure you read the OTA paper for some 
sort of balance. 

Currents of Death 
(Power Unes. Computer Terminals• and the Attempt 
to Corer Up Their Threat to your Health) 
Paul Brodeur, 1989; 333 pp. 

$19.95 postpaid from Simon 0 Schuster, 1230 Avenue of the 
Americas, New York, NY 10020: 2121698-7541 (or Whole 
Earth Ace=) 

Robert Becker is one of the pioneers of modern b?oelectrical 
research. Now retired, he was an orthopedic surgeon who  

devoted most of his life to the study of bone-healing and 
"currents of injury" - weak electrical flows in the body that 

seem to stimulate tissue repair. The Body Electric (with co-

author Gary Seklen) presents a radical new theory of bioelec-
tricity, based on Albert Scent-Gyorgyi's hunch that parts of 
the body are capable of acting as semiconductors (see WER 
$50, p. 55). When tissues with different electronic properties 
meet in the salty fluid of the body, a sort of diode is formed. 

By analogy with solid-state semiconductors, where tiny changes 
in chemical composition drastically alter the electrical response, 
one must ask: could tiny changes in body chemistry radically 
alter the body's electrical fields? Could changes in the  elec-
trical fields impinging on the body cause subtle changes in 
body chemistry? 

For a long time, Becker's primary interest was regeneration. 
There are some mind-blowing passages in the book describing 
what so-called lower animals can do (regrow hearts, cure in-
duced cancer). Becker sees bioelectriclty as a possible key to 
unlock the regenerative powers he believes still reside in our 
genes. The ideas in this book are powerful. The vistas it  *pan-
ed will keep medical researchers busy for decades. 

leeproar9x9ax . 
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Direct-currant limb regeneration. -The Body Electric 

Becker s Cross-Currents is newer and written at a less tech.  - 

nical level. As the subtitle suggests, it explores the "perils of 
electropollution" and the "promise of electromedicine:' 
Covering some of the same material as The Body Electric and 
Currents of Death, but in a friendlier tone, there are numer-
ous comments on alternative medicine, holistic thinking, na-
tural healing. His explanation of how acupuncture actually 
works is the best I've read. At the end, Becker gives some 
helpful low-cost suggestions on ways to minimize risk and 
exposure w EMFs. 

The Body Electric 
(Electromagnetism and the foundation of Ufe) 
Robert O. Becker, M.Q, and Gary Selden, 1987; 448 pp. 

$10.15 ($11.95 postpaid) from Wilmor Warehouse. 
39 Plymouth Street. Falrfiekl. NJ 07006; 8001843.9369 
(or Whole Earth Access) 

Cross-Currents 
(The Perils of Electropollution, the Promise of Electromedicine) 
Robert O. Becker. M.Q. 1990; 336 pp. 

$19.9$ postpaid from Jeremy P. Tarcher, Inc., SBS8 Wilshire 
Boulavard, Los Angeles. CA 90036; 2131935.9980 
(or Whole Earth Access) ■ 
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The Real Honest True 
REMEMBER WHEN SATELLITES WERE EXOTIC. There were only a few of them, 
and we would go outside at dusk to watch them rising and setting like so many 
mini-moons. Now there are thousands of them. Thirty years ago, a political summit 
meeting could be destroyed because of a "spy plane," the U-2. Satellites have by 

their proliferation rendered moot the political fear of military eyes and ears. 

McLuhan said that information is always liberating. At my favorite bar in Tijuana, The 
Reno, they watch soccer from Brazil, bullfights from Madrid, the local version of "60 
Minutes" from Mexico City, and - from all over - the ever-more-anachronistic wars 
between Israelis, Arabs, Irish, Pakistanis, Indians, Chinese, Ethiopians, and Afghanis 
who have yet to hear the message of the thousand setting moons. 

Those of us who have a lingering love of radio listen to the Canadian Broadcasting System 
audio services on the ANIK D satellite (transponders 16, 18, 20, 22 and 24[. I prefer 24, 
because I can watch the Canadian Parliamentary Sessions on television with the audio 
turned to the subcarrier carrying classical programming. There too is the exquisite pro-
gramming of the CBC French Service Ion transponders 20 and 24j. At nine PM, a lady who 
sounds like a Gallic Passionam comes on and plays the dances from Terpsichore or the 
Dichterliebe. Or she will move through time and space to present the music of lava, or 
French pre-WWII cabaret music, or music of India - all the while speaking in a low throaty 
voice, as if she is telling us a very funny and very dirty joke. 

In the old days, CBC's signal could only reach the northern tier of states. It is no accident 
that our strongest public radio comes out of Minnesota, Michigan, New York and Wiscon-
sin. The CBC was helping to build the model, starting fifty years ago, and we didn't even 
have to pay for it. Thus one of the early lessons that communications belong to all of 
us, no matter for whom it is created. 

Now, with satellite, the CBC is a gently falling, non-acidic rain of radio wit, drifting down 
onto the entire Western Hemisphere. Because of age and training and heritage and history, 
they always sound more sophisticated, wise, knowing and funny than the dull bulbs in out 
own Public Broadcast System. Anyone with a $995 satellite system - and amplifier 
and speakers - can hear one of the great radio services of the world. 

 

Thirty-five years ago we went into community radio because there was no good broad-
casting in the United States. Broadcasting in the United States was not regionalized and 
free but centralized and commercial. The audience paid a tax to be entertained; the taxes 
were, and are, called " advertising,." Advertising increases the price of products like  Ex-
cedrin, Froot Loops and most soap products by forty percent. 

Some claim that radio died when they decided that the American spectrum could be sold 
like real estate. That's but part of it. The real problem was that there was no counter-
vailing force to the power of commercial broadcasting until 1940. Typically, the change 
was technological rather than political: the FCC established " reserved" frequencies 
for FM and television. 

Because of the growth of television, FM was moribund until the early sixties, so strange 
stations like KPFA, WBAI, KPFK and KRAB had time to prosper - or at least stabilize. 
They showed that radio could be good, and cheap, and demanding of the listener. They 
were committed to bias of programs but non-bias of the frequency. This is called Freedom 
of Speech. KRAB safely nested a member of the John Birch Society on alternative Friday 
night commentaries with the local leader of the Socialist Workers Party. " Cap" Wein-
berger, the recent Secretary of Defense, was one of the regular commentators on [the 
progressive FM network[ Pacifica - as were several Marxists. 

It wasn't until later that what we were doing came to be called " community" radio. Before 
that it wasn' t community. The early KPFA and KPFK and WBAI and KRAB were stations 

BY 

LORENZO W. MILAM 

We are fighting 

over the basket 

and the fruits 

have fallen into 

the ditch ... 

-Vivekananda 

Lorenzo Miktm's The Radio 
Papers (1986) contains the most 

beautiful, passionate writing 
about radio published in the 
English language. its in the 

form of short essays originally 
composed for the pmgmm 

guides of FM stations he had 
a hand in starting ($11.45 

postpaid from Mho a) Mho 
Works, Box 33135, San 

Diego, CA 92103). 

Despite the confession that 
follows. Lorenzo didn't kill 
Real Radio: his vision still 

inspires. -Robert Horvitz 
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Deregulation of Broadcasting 
for the elite - those who wanted vigorous discussion, strong commentaries, shit-kicking 
interviews, and rich and controversial musical programming. Later these stations and their 
followers devolved into lecture halls for social and political minorities. 

The final nail in the coffin of Real Radio was put into place by - of all people - me. Jeremy 
Lansman and I filed RM-7493 J" The Petition Against Cod") with the Federal Communica-
tions Commission in 1974. We asked the Commission to stop issuing licenses for non-
commercial FM stations until they determined whether religious propaganda was a bona 
fide use of the channels set aside for educational purposes. Because of the controversial, 
didactic nature of the document lwritten in the style of H. L. Mencken and C. B. Shaw, 
my heroes) it generated an enormous response. The FCC has received over 30,000,000 
pieces of mail on the subject, and the letters and cards are still coming in at the rate 
of 1,000,000 a year. 

It was soon apparent that the government was trapped into giving religious broadcasters 
something to assuage their fear. (In a participatory democracy, it is impolitic to stonewall 
paranoia too long.) The government turned over to the religious broadcasters what they 
considered to be the least valuable resource in the spectrum, the "non-commercial" por-
tion of the FM band. The tragedy of this loss can be heard today in almost every commu-
nity in America, where oleaginous voices tell us of their bleak god and how much money 
he needs for his perpetuation. 

It is the brilliant theme of Greek drama that we create what we seek to avoid. Oedipus' 
father wanted to avoid the prophecy of his own death - so he made it happen. Oedipus 
wanted to know the truth, so he had to go blind in order to see it. I wanted to protect the 
frailest portion of the radio spectrum, and thus was able to help destroy it. 

Jeremy Lansman brought community radio to the middle west in 1968, with the infamous 
land still much lamented) KONA in St. Louis. He went on to assist in the births of other 
stations and is now manager of KYES, TV channel 5 in Anchorage. According to Jeremy, 
FM and TV could and should be deregulated. He is here talking of true broadcast deregula-
tion, not the ersatz deregulation proclaimed by the Reagan administration several years ago. 

This True Deregulation is The Italian Solution. "It is an inverted order when compared to 
our own," he says. "It grew out of the fact that in the 1970s the Italian Supreme Court 
found regulation of local broadcasting by the national government to be unconstitutional." 

Instead of chaos - which is what everyone thought would happen - there was a new order, 
far more simple and perfect and porous than the old system of government fiat. Anyone is 
permitted to buy and operate a broadcast transmitter. You go to your local equivalent of 
Radio Shack and buy an FM or television transmitter and you are on the air. 

There are literally thousands of FM stations now, run by anyone who wants to transmit. 
Lansman said that it was in Rome he heard his first Hare Krishna station: it was the 
only one broadcasting chants 24 hours a day. 

There are a few super stations, but their cost-effectiveness is very low. "Those who chose 
high power have to pay a high power bill," he says. A 100,000-watt station might cost 
$10,000 to $20,000 a month in electricity, whereas a five-watt station can be operated 
for less than $25. 

"It is a matter of physics and Adam Smith, and both might be higher provers than the 
FCC," he says. Italian stations can take risks and more easily tolerate competition because 
the owners haven' t had to invest millions of lira just getting permission to go on the air. 

"Since it always pays a broadcaster to go to the channel that is the least occupied, the 
power bill, the height of your antenna, your location, and your programming become your 
only limiting factors. It's the ultimate deregulation - restricted only by signal intensity, 
not the politics of oligopoly." ■ 

True Deregulation 

is The Italian 

Solution - anyone 

is permitted to buy 

and operate a 

broadcast trans-

 

mitten. You go to 

your local equivalent 

of Radio Shack 

and buy an FM 

or television 

transmitter and 

you are on the air. 
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BY DAVID ISAY 

"~ HIS KLSP, 91.7 FM, 
you're  listening to the 
very best of radio pro-

gramming with the Rcvercnd A. J. This 
is the incarceration station ... right 
here ... Angola, Louisiana ...  

"This is goin' out to the guys in the 
cellblock area. And lookee here: hang 
tough, guys, it won't be long. I know 
how it is sometimes." IBB King 
comes up under deejay's voice.! 

"Thrill is gone 
The thrill has gone away ... " 

Out of the small studio in the one-
story brick control center building of 
the Louisiana State Penitentiary it 
Angola, KLSP broadcasts from noon 
until midnight, seven days a week. It's 
a bare-bones operation. There's an an-
cient mixing board, a cheap reel-to-
reel machine, two turntables, and a 
couple of shelves worth of albums. But 
to the 5,000 inmates who make up its 
listening audience, KLSP is more than 
just a radio station. 

"Not too many things in Angola can 
bring these guys happiness." Inmate 
Andrew Joseph, also known as "the 
Reverend A.J.," has been one of KLSP's 
deejays for the past three years He's 
serving a life sentence for murder. 

"The radio station is really very im-
portant to them. They can write in for 
a request. They can ask for the kind of 
records they want, so they feel like 
that they are part of something." 

IBB King ends.] A.J. on the air 
!heavy nnarb:1 

"This isK ... L  ...  S  ...  P ... 
with goldies ...  
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"Yeah, what you all say. Now, you 
know what we gonna do right nowt 
We gonna check on out of Hotel 
Loneliness and Hotel Happiness 
Brook Benton, from days gone by. 
Let's roll! 

[Record.] "1'm checkin' out ... " 
A. I.: "I'm gonna check out of this 
old prison one day, y'all: watch it." 

!Record:J ... of Hotel Loneliness 
Left my broken heart ...  

A. I..: "Left mine. I'm gonna leave 
it behind in Angola when I go!" 

(Record.] "Ya ya ya ya ya ya."  
A. I.: "What y'all say about it over at 
the Mental Health Unit, my friends!" 

KLSP went on the air four years ago, 
when local church groups donated 
second-hand radio equipment to the 
prison, and the FCC gave it a license 
to broadcast. The station's hundred-
watt antenna sits directly behind Death 
Row, and has a range of about 30 miles 
But because the prison is tucked away 
in remote Louisiana, its listening au-
dience is confined to inmates, many of 
whom have radios in their cells and 
dormitories - inmates who literally 

pay for the station with their own 
blood. Each time a prisoner sells a 
pint of blood plasma to a pharmaceu-
tical company for research, KLSP gets 
a small donation. It adds up to cover 
the station's entire $5000 a year budget. 

"Here the primary listening music 
is blues." Program director Mitchell 
Mallette, " The Ragin' Cajun," is  scrv-
Ing a mandatory 35-year sentence for 
armed robbery. He won't be leaving 
Angola until December 5, 2012. 

Mallette: "We have a saying, if I can 
remember it, somebody told me one 
time, you can't really heal until you 
hurt. And the blues have a way of 
helping you get through those hard 
times, you know." 

Ragin' Cajun on the air. "Going 
out to all the cellblocks. Also, 
Camp JCCR, and Death Row ... " 

The three inmates who ran KLSP pride 
themselves on the station's diversity. 
There's a little something for everyone 
- from the "Prisoner Poetry" seg-
ments to the rabbi who comes on once 
a week for the single Jewish inmate at 
the penitentiary. There are legal advice 
shows, and two 15-minute news breaks 
a day. 

Mallette, reading the news. "An in-
mate at the Louisiana Correctional 
Institute for Women in St. Gabriel 
died Friday on the way to Earl K. 

It's only fitting that We have one piece in this section that arrived by radio. This 
is a transcript of David !say's sound-portrait of KLSP, the only prison radio station 
licensed by the FCC, and probably the only station anywhere supported entirely 
by blood donations. Aired on National Public Radio's "All Things Considered" 
program, 26 May 1990. -Robert Horvitz 



    

Longheart Memorial Hospital, a 
prison spokesman said. Shirley John-
son Shawlet, 53, was pronounced 
dead at ... " 

But the core of KLSP has been, and 
probably always will be, its music. 
Most of the station's albums have 
been donated by former prisoners. The 
collection is limited. It doesn't even 
include the music of those who spent 
time incarcerated here at Angola, like 
the blues great Leadbelly, country' 
rocker Freddie Fender, and Charles 
Neville of the Neville Brothers. All of 
the records at KLSP are woo. Many 
skip from being requested through the 
prison mail several times a day. 

KLSP's Reverend A.J.: "They like old-
fashioned music. Even the old gospel. 
When they request gospel, they don't 
request the contemporary sounds. They 
get the oldest, the Mahalia Jackson 
type stuff, the Inez Andrews, way-back 
stuff, and this is what makes them 
identify. They can go back and say, 
well I remember when I used to go 
to church with mama. This is what 
they did in church, so right here at 
KLSP we bring them back to the times 
when they were free. And that's a great 
asset to being in an institution."  

A. f. on the air: " Talkin about some 
precious memories. All of us have 
some of them, don't we? Let's go back, 
and see what they're talkin about!' 
JScmtchygospel music fades upf 

"Precious memories ...  
how they linger!' 

There's a decidedly glum sound to 
KLSP. Much of its music revolves 
around a handful of themes: loneli-
ness, despair, memories, escape. The 
tone is appropriate. More than half of 
the 5,000 inmates at Angola are serving 
sentences of such length that they 
will probably die here. A similar fate 
awaits two of the station's three disk 
jockeys. But as they continually remind 

KISP DJ Mitch 
("Ragin' Cajun") 
Malleue 

their audience, and themselves, there's 
always hope. Taped up on the station's 
wall, next to posters of Marvin Gaye 
and Stookey Robinson, is the gold seal 
of the former station manager: his par-
don from the Governor, his ticket home. 

So no matter how bleak the future may 
seem here, every day KLSP will keep 
broadcasting the sounds of freedom to 
its captive audience. 

Ragin' Cajun on the air: "When the 
storms of life are raging, and things 
seem dark, even in the noonday hour, 
just remember that God is standing 
by. The Dynamic Soul-Stirrers ... " 

(Gospel music fades up/ ■ 
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This report was produced as apart of the "Sound Print" documentary series and distributed an National Public Radio's news and information magazine "All Things 
Considered:" The repot aired on May 26, 1990 and is printed with the permission of National Public Radio. Any unauthorized duplication is prohibited. 

 

North American Free Radio Directory 

 

FREE RADIO is made by people who 
believe in broadcasting without the hassle 
of licensing, following rules, etc. 
They use mail drops, which are just 
mailboxes that intermediate between 
free-radio operators and people trying to 
contact them. They protect the identities 
and locations of the people behind the 
stations. B stations gave out their real 
addresses they'd be busted right away. 
Some mail drops have a dozen stations 
listed: they serve several different broad-
casting stations. 

1 think this directory is good a) for allow-
ing people to get in real contact, not just 
fantasize about what they imagine free 
or pirate stations should be, and b) to 
show the extent of the scene now in 
North America. 

Do not expect a mail drop to pay for your 
reply: enclose adequate postage (three 
mint first-class stamps) for forwarding 
and reply. 

These are the known mailing addresses 
of active and planned North American 
Free Radio stations, compiled by John T. 

 

Arthur in The Ace 1p 110), June 1990. 
Known medium-wave JAM) and FM  fre-
quencies are given. - Robert Horvitz 

Free Radio One: 3434 N. Pacific High-
way, Medford, OR 97501. 

WTNU: 4431 Lehigh Road/Suite 196, 
College Pork, MD 20740. 

Radio Newyork International: Mon-
ticello, ME 04760. 

United World Radio, Voice of Free Long 
Island: TACAR, Room 256, Union 
Building, Stony Brook, NY 11794. 

WIDI 11620 kHz.): P. O. Box 142, 
Cottekill, NY 12419. 

Voice of Tomorrow (1616 kHz & short-
wave): P.O. Box 314, Clakamas, OR 97015. 

East Coast Pirate Radio, Secret Society 
Radio, Tube Radio, Voice of Bono, Voice 
of Greece, Voice of Revolutionary Plain-
ville: P. O. Box 6527, Baltimore, MD 21219. 

Hope Radio, Howdy Doody Radio, KRUD, 
Midnight Radio, One More Voice From 
America Radio, Radio Chesapeake Bay 
International, Radio Comedy Club Inter-
national, Radio Flatulence, RPM, Radio  

Mexico, Society of Industrialized Music, 
Voice of the Epileptic Catfish, Voice of 
Monotony: P. a Box 109, Blue Ridge 
Summit, PA 17214. 

Black Box Radio, Pirate Radio New Eng-
land (1616 kHz and shortwave), Radio 
Angeline, Radio Espirito, Radio Lymph 
Node International, Radio Ohm, The 
Crooked Man, UA Express, WBNY, WBST 
(666 kHz & shortwave), W W W: E O. 
Box 40554, Washington, DC 20016. 

Action Radio, KFAT, KMUD, KNBS, KQRF, 
KROK, KXVN (830 kHz & 92.7 MHz), 
Plan 9', Radio Contraband, Radio EXP, 
Radio Garbanzo, Radio Free Mumbo. 
Jumbo, Radio North Coast International, 
Radio USA, Secret Mountain Laboratory 
Ltd., Toynbee Rodfo% Voice of Aphrodite', 
Voice of Bob, Voice of Father, Voice of the 
Golden Eagle, Voice of Kentucky Fried 
Rodents, Voice of Lester, Voice of  Laryn-
gitis, Voice of the Rainbow, 75-WKUE, 
WQTU (1620 kHz & shortwave), WYMN, 
X-Ray Radio', Zeppelin Radio Worldwide: 
P. O. Box 452, Wellsville, NY 14895. 

' Existence questionable. ■ 
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Telling the Story 
•tarry. Josephsoh, Editor 
1983; 228 pp. 
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concern. Author Randy Thom spent 
years in public iddio 1befgm going off  - 
and becoming one of those lucosfilm 
wizards, and picking up on Oscar for 
his sound work on The Right Stuff to 
boat),  andhesgotheredtogetherstraight-
forword explanations of what all those 
gadgets in the control room do. Audio-
Craft's widely used as a textbook of 
schools and community stations, ond,it's 
an excellent place to start. 

Cameras are more obtrusive and moos Much of what's best about radiq  par-

 

cumbersome than microphones, and the tic'ulady radio journalism, happens at' 

difference between special effects for. National Public Radio, Several years bock, 
video and radio is the difference between some of NPR's top reporters, producers, 
a gaggle of wizards from fucasfilm slov. editors and engineers collaborated an 

ing at computers, or your doing something Telling the Story, a book and accompo-

 

like playing the sound of your old lown- hying set of audio cassettes that explain 
mowerbackvords. Alsq no other medium how NPR does what it does. The book 

matches radio's penetration. No one can and cossettes can be purchased, and 
watch a documentary while driving to used, separately, but there's a synergistic 
work, biking, or joking a shower, but effect to using them both. You con read, 
they con listen to one. In fact, there's an for example, about the principles of tape 
old cliche in radio that goes, "The only editing, then listen as NPR's top editor 
difference between radio and TV is that takes a rambling, disjointed interview 
on radio the pictures ore Getter."'These and makes it coherent and interesting. 
two books con help bring your audio Or hear the individual components of an 
pictures into sharper- focus. 'All Things Considered"'fealure, and 

( w then go into the studio and listen to it 

  

AudioCraft 
Randy Thom, Editor 
1989, 202 pp. 
$30 ($35 postpaid) from NFCB, 
66611th Street NW/Suite 805, Wash-
ington, DC 20001; 202/393-2355 

$17.9'5 ($19.95 postpaid) from 
Kendall/Hunt Publishing Co., 2460 
Kerper Boulevard/P. O. Box 539,  Du-
buque, IA 52004.0539; 319/588.1451  

 

Mtktng`~°ac~trnlque 
Above) Fry talking Irorn this angle, closo to, 
he mouth, with the microphone off-axis 

relative to the mouth. 
Below) But not this engla - this position is 
he most likely to accentuate plosivo pops 

and other lHoath Raises. 
- Toning the story 

  

fill in the blanks of a story you have already 
done in your mind, you wont have the 
story - not the real story. 

- Telling the Story 

Let's say that we have just taped an inter-
view. There may be several reasons why 
you, as the producer of the piece, will want 
to eliminate or rearrange some of the 
words or ideas expressed in the interview 
► The people interviewed may have said 

the recording. 

► There may be words which FCC regula-
tions say you cannot broadcast. 
► The ideas expressed in the interview 
may be more easily understood if their 
sequence is changed (rearranged in time). 
► The length of the interview'may exceed 
the length of time allocated to its broadcast. 
► There may be an excessive number of 
pauses, stammers, mispronounced words,' 
etc. (This is not to say that all "imperfec-
tions" in recorded dialogue should be 
removed, as often they are an important 
part of the interview) AudioCmh , 

 

Making Radio 
These days, it's gelling easier and easier 
to get started in video...  several hundred 
bucks and anyone can be a filmmaker or 
documentary producer. With that obvious 
attraction, 1 think people with stories to 
tell are picking up cameras and overlook-
ing the audio arts. I think that's a mistake. 
Radio land prerecorded cossettesj still 
provide a vivid, inexpensive, direct muid-, 
ium for fiction, fact, prose and poetry. 

 

AudlaCiah is on entry-level primer on ¢ being put, together. Telling the Story also . 
the nuts and bolls of audio production. covers areas of journalism that fall out-

 

The book starts out with the most basic side the realm of AudioCroh, issues like 
basics, such as the difference between reporting styles, writing" for the ear, and 
mono and slereq and it eontually covers copyright and libel law 
topics like reverb and producing live -Chris Spurgeon ° 

 

. v"':- • 
. Mom/ artists in a variety of fields, visual 

~~ : A.,, , q,w({t;t/t- I .as well as aural, have said that music is 
the most powerfully emotive of all the 
arts. Remember that any sound placed in 

J an appropriate context can be musical in 
the most basic sense, bnd inherit that 
magical power. AudioCmh 

'(r,, ..,Sq'., a 

I ask myself: can I bring all the people I 
interviewed for this story into this studio 
and read this script and play this tape 
right in front of them withoutshame, and 
when I finish, can I look them in the eye 
(all of them) and defend everything I have 

    

just said?• 

If I can, I go in and record. 
- Telling the Story 

Before leaving on an assignment, have a 
few interviews set up. Work the phone hard 
before you leave, and even harder after 
you get there. Ask everyone you interview 
who else you should talk to. If the story 
is controversial, ask them who their most 
worthy opponents are and then go do 
those interviews.-Talk to officials and pro-
fessionals and shop clerks and parking lot 
attendants. Know what you must cover 
and cover those subjects with a number of 
interviews. It is better to hove too many 
than too few choices back at your editing 
station, better to be in a position to use 
only your very best interviews in the finished 
piece. But remember, if you just go out to 

something they now wish removed from . 
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BACKSCATTER 

Echoes from readers back 
to Whole Earth Review 

(27 Gate Five Road, 
Sausalitq California 94965) 

We pay EIS for every letter we publish. 

 

Caution: guard burro 

RE: ("Guard Donkeys' WER #67, p 40) A 
few words of caudon. Some friends of ours 
had a wild burro they adopted from the 
BILK After years of a domesticated life we - 
borrowed her to see if she could live with 
and guard our medium size flock of Pblypay 
cross sheep on our farm in the Willamette 
Valley in Oregon. . 

Baez our ram was with the flock of sheep. 
Rams are quite territorial among the ewes 
and take aggressive stances towards any In-
terloper; including humans, dogs, cats and 
burros! Humans get out of the way, cats 
climb up or run away, dogs go for the kill 
and burros lash out with their front feet. 
After about two weeks of cautious  coex-
istence. BaBa was cold cocked, staggered . 
o8 and for weeks. despite a major indenta-
tion and infection in his forehead, recovered. 

When using a burro. and I assume the same 
goes for a donkey, as a guard for sheep rP 
quires die proper management of the flock. 
When the ram's with the flock I would 
keep the burro out and vice versa. Many 
farmers keep their rams with the flock for 
about two months to breed, others keep 
the ram in longer to catch the yearling ewes 
who sometimes won't "take" until lacer in 
the season. Some with small flocks keep 
the ram in year round except prior to and 
during lambing to avoid any potential physi-
cal insults to the ewe which could cause 
death w the fetus or premature Iambs. 

Whet the burro is put in with the grazing 
ewes and lambs during and after lambing.. 
when the ram is penned up, one so11 has to 
be careful. Marry ram lambs start displaying 
aggressive characteristics after one month  - 
and could invite those lashing out front feet! 

Tremaine  Arkley 
Independence. Oregon 

Hemp not trees 

Enjoyed Ander's eight poems in issue #66. 
especially "Marijuana Saved My Life:' Just as 
Antlers Mayflower ancestor was saved by a 
hemp rope. George Bush's rife may have 
been saved by hemp too: parachutes in 
World War II were often made of hemp. 
and Bush used one when he bailed out of 
his fighter plane. However. I don't drink 
our president will admit, at this time, to 
the importance of hemp as a commercial 
crop, a crop that deserves to be reutilized. 

I've been stunned since reading about mari-
juanss benefits over the past year. I'd known 
about its medicinal importance to glaucoma 

Of itches and adobe 

What does WER do? The question would 
make a good koan. 

leis see. In a phrase, for this reader you 
provide ... the scratch, the itch. 

If I have an itch, you invariably scratch it. - 
If I don't have one, if I'm floating along fat, 
dumb, and comphisam. you provide the 
swift kick that starts m i thinking again. Our 
society is shedding its skin. and WER is one 
of the few magazines trying to understand 
what the new, skin willshouldlcould look like. 

As for your second question, my current 
resource love is this machine. On May 
12.13. it made 7000 pressed-earth adobes 
(like time rolling along the conveyor) out 
of which I am building a house. The blocks 
are adobe sized (10x14x4) and are often 
called adobes, but they are really renewed 

 

and chemotherapy patients, and the uses 
of its fibers: e.g.; rope and clothing. But. I 
never knew marijuana is an excellent source 
of the following: methanol; food - its seed 
follows only soybeans in protein content; 
and paper - in fact, the cheapest form on 
the planet. 

However, our costly "War on Drugs" con-
tinues to fight the beneficial plant, and its 
users. perhaps readers heard about the 
DEA's "Operation Green Merchant: that 
sought to dose stores stocking grow lights 
and equipment (a trend observed in WER 
#54). The DEA confocated these oudets' 
mailing lists, and often followed-up on 
growers with warrantless; searches. 

Despite these reactionary times - including 
calla for recriminaf®tion - there are still 
signs of hope. Many prominent individuals 
are advocating legalization. A Kentucky 
inan. Gatewood Gailbralth, is running for 
governor of his state in '91 on a pro-hemp 
platform: reintroducing its commercial 
uses, and loosening die mote on his state's 
smokers. I urge readers to financially  support 
the campaigns of politicians like Galbraith, 
the Oregon Marijuana Initiative, or the Na. 
tional Organization for the Reform of 
Marijuana Laws (NORML). 

Hopefully, 6Vhde Earth Review will one 
day be printed on hemp paper (rather than 
worrying about a0ortfing costly, re-cycled  

earth blocks: a nice blend of two earth 
building technologies. Advantages: Easier 
(arid cheaper) to transport machine than 
adobes. Can construct "adobe' buildings in 
areas far removed from New Mexico or 
Arizona. (Like Soviet Armenia, where one 
of these machines welt after the quake.) 
Rammed earth blocks are 3x stronger than 
traditional sun baked adobes. Can (often. 
not always) use dirt on site; mine tame 
from septic trenches and excavation. Blocks 
are very uniform, which means you can use 
a thin mortar joint. Then there are the 
standard earth buikfing advantages: solar 
mass, fewer clearcuts, visually and acoustic-
ally nice dwellings ... If you want more 
details. give me a cal. 

James R. Udall 
0169 118 Rd. 

Carbondale. CO 81623 
3031963.2029 

'mod pulp), just as the first two drafts of 
our Declaration of Independence were 
printed on hemp. 

Worried about the "War on Drugs" 
destroying personal liberties! Concerned 
about "Helping Nature Heal"? This is an 
excellent issue to focus on in the 1990s. 
Trees, one of our greatest resources, need 
not be destroyed when a simpler solution 
abounds. 

Gregory Daumr 
Denver, Colorado 

!'S. An excerpt from Jack Herer's book 
The Emperor Wears No Clothes suppried 
many of the facts on marijuana cited in this 
letter. The book Is scheduled to be reissued 
this year. and I wholeheartedly recommend 
a review on it. 

 

Corrections/issue 68 

Aerial Press (p 16) has a new phone 
number. 408/462-0188. 

The manufacturers of FhW Plunger 
(p. 62) have asked that customers add 
$3 postage 8 handling to die $24.95 
fist price. 

To order The Hardwood Floor Re 
finishers Handbook (P• 67), write ro 
fins Sdrmia, 4653 Columbus Avenue S, 
Mimeapolix MN 55407. 
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UNCLASSIFIEDS 
va The UNCLASSIFIEDS are a read-

er-to-reader service available to 
WER subscribers only. They're 

C designed to provide a cheap 
communications network for 
WER readers and mild financial 
assistance to the magazine. 

TO ADVERTISE: 

a You must be a current subscriber. Please send a cu ent mailing label (a copy) 
from the ever of WER when you send in your ad coq. You may become a subscriber when 
you place your ad. WER subscription rates are $201year ($24Ayear foreign and Canada). Please 
add this amount to your payment if you are not currently a subscribes Order forms for sub. 
scriptions are at the back of the magazine. 

a Rates are $1 a word. You count them and send us payment with copy. We will not 

 

bill. Payment must accornpany the ad and be in US funds drawn on a US bank. 

• The first few words in your ad will be in capital letters. LAB canna do any 
other words in aphals. 

e To run a repeat ad: Multiply, your ad payment times the number of issues in which 
you went the ad to con. Send in that amount and we will print the same ad that marry times. 
If you decide to repeat your ad after it has con, or if you wish to make a change in the copy, 
you must submit the ad again. 

e Deadline is September 28 for the Winter'90 issue, January 7 for the Spring'91 issue, 
March 30 for the Summer '91 issue, and June 27 for the Fall '91 issue. Sorry, we will not take 
ads over the phone. Ads received after deadline will be held for the following issue. 

e We print ads in the order received. "UNCLASSIFIEDS" means "no categories." 

e Mail ad and payment (made out to Whole Earth Review) to: Susan Rlnbetg, WER 
UNCLASSIFIED$, 27 Gate Five Road, Sausalito, CA 949M 

Ig  UNCLASSIFIEDS are a great way 
to reach, survey, educate, link up 
with fellow Whole Earth Review 
readers. Send us your words, 
ideas, product descriptions, 
thoughts, messages ...  

TAI HEI SHAKUHACHI are being used by 
teachers of traditional music in Japan & the 
USA and by professional musicians throughout 
the world. The unique precisionaist bore 
method is an innovation which enables me to 
make hig"uality instruments for a Very law 
price. 75-imp ataloglsoumvilook includes 
instruments, books, study guides and the most 
comprehensive listing of recorded bamboo 
Rene music anywhere. $3 (Refundable with 
oiled. Monty H. Levenson, P.0. Box 294A, 
Willits, CA 954911 

THE LAND NEWSLETTER - buying selling 
and sharing land with respect. Special oppor-
tunities, upcoming evens. f10Awz POB 
849-w Glen Ellen CA 95442 

LIVING FREE newsletter. Forum for debate 
among finedao-seekers, homesteaders, survio 
valists,  libeoaiaa, anarchists, outlaws. Lindy, 
unique. 5900 for 6 issues, sample $U10. Ben 
29-WER, Hiler Brunch, Buffalo, NY 14221 

WHATEVER YOU'RE LOOKING FOR I can 
find. Free brochure. Design Research, Dept W, 
POB 1503, Bangor, Maine, 04401 

'THANKS FOR AN ENTERTAINING AND im 
poriant work.... I felt I had lived with you:' 
- Timothy Lary. The Lang Mich $1145 ppd. 
Call or write for free brochure. Spiraling 
Books. 12431 Comilla St., Whinier, CA 
90601, (213) 692-2198. 

BOOKS ON NONVIOLENCE, Anabaptism, 
Quakers, early Chri9iantiy, simple lifestyle, 
and communal living Marry of these books am 
discounted - up to 5011 all In our free cat. 
alo& Seekers Caulog, Rt. 19, Box 890E, Tyler, 
TX 75706. 

NEED EXTRA CASHI Selfempluyment guide 
describes over 200 companies that need your 
help! Call 24 hm fa details. (417) 8W1331 

GROUP MARRIAGE: Learn the latest. Send 
$7.95 for new back (plus $150 postage). 
Quarterly newsletter  59/yr. PEP, Box 5247-WE, 
Eugene, OR 97405, 

THE WELL (Whole Earth'Lectmnic Link): If 
you have a computer and modem you an be 
pan of a unique cornmuntry of people that 
meets alum. The NMI is divided into con 
ferences that discuss just about anything you 
an think of. Mind, work, sexuality, Grateful 
Dead, and parenting are just a few. The rates 
am $8fmomh plus SHlrour fa online time. 
Call 415/332-6106 for online sign-up or 
415/332.4335 to talk with a human being 

NATURIST FAMILY VIDEOS/magazine% $2A(L 
[ASE.; NATPLUS-WER, Ra 9296, Newark, 
DE 197149296 

136 WHOLE EARTH REVIEW FALL 1990  

FLY AGARIC MUSHROOMS. Amanita Mus. 
aria. Wasson said it was Sara. Allegro said 
It was Jews. 30 dried grams red wr. muscaria 
grade A: $60Lp. Grade B: 550.00 Red/orange 
vet. Raviwiveta grade B: 54000 Other var.
ialionsaud gadesawiUble J.L.F. P.O. 
Box 184A4t Elizabethtown, IN 47232 
(812-379.25081. 

GOLDEN THREADS. Contact publication la 
Lesbians over 50 (and younger). World-wide. 
Sample mailed discreetly, 55 (US $1.OR send 
SASE for free information. Box 3177 Burling-
ton, VT 0540HR131. 

STINKY FEET? Simple hone procedure all. 
mingles and pmvens moccuring foot odor No 
powders a charcoal pads. Guaranteed to work. 
For info pac send SSW cheque or AVO & SAE 
to Clear The All; Box 1435 Sin. B, London Oro 
[aria Canada N6A SM2 

HOME BUSINESS POSSIBIL17Y - Picturesque 
retail building comfortable hous4 and ptac. 
tical bam, all surrounded by forest service 
land, in a rural Oregon mast highway tourist 
area. %Ww sold/made toys here for 15 yeas 
For brochure call (SW) 753.3591 

DIDJERIOU - American  cafted didieridu. 
Play this pmerful aboriginal winrl.instrum m 
yourself. Instructional assette included. $85. 
Fred Tietien 26 Allen St., San Francis% CA. 
94109 415.474.69M 

FOLKHEALING, SHAMANISM/HALLUCIN-
ogen% fascimfinganidewbwks/ethioboranial 
shirts/mafc teas. Send SASE or Sllydo. Rosetta 
P.0. Bet 4611 Dept. W Berkeley CA 94704.0611. 

ADVERTISING WORKS when you mxh the 
audience that needs your products a services. 
Wb specialize in plxing ads for healthy,  - 
enlightening products in several progressive 
national magazines, They con the gamut from 
NW /ourml to Mother ones emphasizing 
environmental issues, spiritual practices, and 
holistic health education. Our services am 
free, but alas, not the ads. GPR, 2054 Univer. 
sity Ave. Ste. 302-R, Berkeley, CA 947(4. (415) 
548.1680. 

WORLDWIDE ENGLISH NEWSPAPERS and 
Magazbrauf44onth Club. 65 countries! Sampler 
3/52.98. Free brochure. Multinewspapers, Box 
DEWS, Dam Point, California 92621  

GNOSIS MAGAZINE /17 (The Journal of 
Whstem Inner Traditions' Fall'90 issue) due 
out in October. Theme: Sex & Spirituality. 
Issues ►1.16 aveilable Edited by 14 Kinney. 
Back issues: $5 each. Subscriptions: $15/4 
Issues (520 for Canadian & foreign subs). 
Checks drawn on U.S. banks or Int. MOs to 
Dept. W. The Lumen Foundation, P. 0. Box 
14217, San Francisco, CA 94114. 

FREE NEWSLETTER. Grew delicious backyard 
wild mushrooms. Inexpensive altureshpores/ 
supplies. SASE. Kingdan, POBX 611, Centre 
lull, PA 1682& 

NEW LEAF CATALOG OF BOOKS for growth 
and change One of the most eampoehensh e 
catalogs of New Age related books aveilablel 
Over MAW titles in mote than 600 categories 
including: A.I.DS., Aging Animal Rights, As-
trology, Creativity, Cryslsls, Dreams, The Emi. 
ronmen6 Gardening & Farming Wmming Or 
Family, Reincarnation & Kamm,  SN6Hel(A Sex-
ality, Spiritual Daelol ment, UFOs, Yoga & 
Young Readers etc Send $10 (refundable with 
1st order) for your coq of this giant catalog. 
We've a gel the books you want to read! Oak 
Tree Emerprises, 2040 Polk Street, Suite 259, 
San Francisco, CA. 94109 

DATABASE OF HEALING SYSTEMS, ("From 
Africa to Zen'T helping to connect person with 
path. Looking for colleagues. Write. personal 
Infomatim Stream Management, P. 0. Bet 
71824wER, Berkeley, CA 94707 

JOIN THE MUSIC SOCIETY. Bringing intelligent 
music to intelligent people. Details: 15 
Goldberry Square Room 11, Scarborough ON, 
M1G3H6, Canada 

REDUCE YOUR RISK from radiation emissions 
from compmors. "Bodyshield" apron shields 
the weamr and reduces the electromagnetic 
waves that penetrate the body. Free brochum 
or send $3500 ppd. to Safe Shields 139 Bill St. 
Pacific Graf CA. 93950. 

FOR LIVING ... BUY into a small, 8 acre, 
land trust community in N.E. Pa, Endless Mtn& 
from our home lets make a difference, ecolo. 
gxally, politically socially, cmliwly, spiritually. 
Business potential, guest program & non profit 
center, now latent, waiting for you. Info: Nmn 
Rucquai 108 Breeze Ave, K, )braise Ca. 
90291 for Rawly Hill Farm. 
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44 Crime and Puzzlement 
In advance of the law 
on the electronic frontier 
by John fury Barlow 

xz 

65 Prospective Commercial for 
the National Poet's Union 
A soon-to-be-forgotten 
television ad 
by Pen, Kotz 

66 This Is The Title Of 
This Story, Which Is Also 
Found Several Times 
In The Story Itself 
by David Moser 

72 Steps Toward Inner Peace 
by Peace Pilgrim 

78 Angel Money 
by William Wetzel 

80 An Escape 
From the Last Resort 
by Katharine Butterworth 

88 Junk Mail Backlash 
by Jim Nollman, 
Cindy Fressola, 
and Paul Hawken 

 

FEATURES mi 1990 

  

16 The Epistemology 
of Disaster 
A physician's lessons from the 
Bay Area's October 1989'quake 
by Mark Rennelum M.D. 

2 Learning From 
the Earthquake 
by Steuart Brand 
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26 One World Scenario 
From the late 20th into 
the mid-21st century 
by Robert Fuller 

30 World Game 
by J. Baldwin 

32 Eco-Cars 
by 1. Baldwin 

38 European Organic 
Agriculture 
The state of the art 
by Richard NiLsen 
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Boardwatch Magazine 

 

A down-home magazine that cowers the 
down-home side of the online information 
word of electronic community BBSs and 
computer teleconferences. Contains 

• 

We've seen enough an-
nouncements for  FAX/MO-
DEMIVOICE switches to 
paper the office here. They 
all promise to allow you to 
handle voice, data, and fax 
calls on a single telephone 
line - saving the expense 
of individual dedicated lines. 
This is a great idea -  ex-
cept in the real world, it just 
doesn't work. 

  

news about relevant issues and products 
and lots of capsule reviews of all these 
small online oudits, usually run out of 
homes, that have proliferated all over 
the country. Boardwatch is valuable 
because you d probably never find out 
about all of these systems from the slick 
computedtelecomm mags, and it shoves 
you that this is a real movement of gross-
roofs  communication that can make a 
difference in gelling people together. 

-John Coate 
The trouble is that nearly all 
of these switches are kludgy 
and most work under the 
assumption that the caller of 
the other end has at least 
some graduate work in 
Electronic Engineering. 

• 

Most electronic mail net-
works these days can send 

      

Boardwatch Magazine 
Jack Rickard, Editor 

,$9!B/year 
02 issues) from Boardwatch, 5970' 
S. Vivian Street, Littleton, CO 80127; 
303/973.6038 

• 
First BBS in USSR - Tallinn Estonia 
.. With the help of some Finnish friends 

in Helsinki, a small PCBoard system went 
into operation in Tallinn (pronounced  TAH-
LEEN), the capitol of the Republic of Estonia 
in the USSR.... 

The board is titled Eesfi BBS /i. Although 
somewhat of a group effort, the sysop, or 
at least the one operating the system and 
moderating the message areas seems to 
be one Lembit PLrn of Tallinn. The principal 
raison d'etre for the system is to support 
a type of Estonian Association of Small 
Businesses. It appears they hope to offer 
some form of trade opportunities to local 
businesses. 

your message to any telex 
machine on the globe. All of 
them operateon a store-and-
Forward basis under wh•Idt 
you upload or key in your 
message, key in the telex 
address, and sign off. The 

system then handles any protocol conver-
sions to get the message into the proper 
shape for its destination network and 
begins dialing the target machine... . 

It is important to point out that the telex/ 
e-mail network operates in both directions. 
Not only can you send to any machine on 
the net, you can receive messages from 
any machine as well. These appear in 
your electronic mail as normal e-mail 
messages. 

   

Algorithm 
Commercial compuler software has got-
ten so slick and sophisticated that doing 
your own programming has come to 
sound as foolish as doing your own sur-
gery. This newsletter by A. K. Dowilney, 
host of Scientific American's former col-

 

umn on computer recreations, is a refuge 
for old-time ' personal programming; ' o 
horum for drgitol do-it-yourselfers  creating 
their own versions of things. 1like Dewd-
ney's newsletter because even though 1 
have hypocritically refused to team pro-
gramming, the territories he covets  -
"new cellular automata, cunning hoc-

 

An 4Systsmyrows a tas 

 

tots, evolving systems, numerical mogic, 
amazing patterns, experiments both real 
and imaginary" - are ones that I'm 
trekking in, places unknown and weird 
enough that they are ideal for amateurs. 
I heel welcomed by this publication. 

-Kevin Kelly 
[Suggested by Michael Strosmich] 

 

Algorithm 
A. K. Dewdney, Editor 

$30/year 
(6 issues); sample $5 from Algorithm, 
R O. Box 29237, Westmount Postal 
Outlet, 765 Wonderland Road, 
London, Ontario, Canada N6K 1M6 
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Desperados of the DataSphere 
So me and niy sidekick Howard, we was sitting out in front of the 40 Rod Saloon one  even-
ing when he all of a sudden says. "Lookee here. What do you reckon?" 1 look up and there s 
these two strangers riding into town. They're young and got kind of a restless, bored way 
about 'em. A person don't need both eyes to see they mean trouble ... Well. that wasn't 

quite how it went. Actually. Howard and 1 were floating blind as cave fish in the electronic 
barrens of the WELL, so the whole incident passed as words on a display screen: 

Howard. Interesting couple of newusers just signed on. One calls himself acid and the others opdk. 

Barlow. Hmmm. What are their real names! 

Howard: Check their finger files. 

And so I typed Ifinger acid. Several seconds later the WELI: s Sequent computer sent the 
following message to my Macintosh in Wyoming: 

Login name: acid In real life. Add Phreak 

By this, l knew that the WELL had a new resident and that his corporeal analog was sup-
posedly called Acid Phreak. Typing !finger optik yielded results of similar insufficiency, in-
cluding the claim that someone, somewhere in the real world, was walking around calling 
himself Philter Optik. 1 doubted it. 

However, associating these sparse data with the knowledge that the WELL was about to 
host a conference on computers and security rendered the conclusion that 1 had made my 
first sighting of genuine computer crackers. As the arrival of an outlaw was a major event 
to the settlements of the Old West, so was the appearance of crackers cause for stir on the 
WELL. 

The WELL (Whole Faith 'Lectronic Link) is an example of the latest thing in frontier villages. 
the computer bulletin board. In this kind of small town. Main Street is a central minicom-
puter to which (in the case of the WELL) as many as 64 microcomputers may be connected 
at one time by phone lines and little blinking boxes called modems. 

In this silent world, all conversation is typed. To enter it, one forsakes both body and place 
and becomes a thing of words alone. You can see what your neighbors are saying (or recently 
said), but not what either they or their physical surroundings look like. Town meetings are 
continuous and discussions rage on everything from sexual kinks to depreciation schedules. 

There are thousands of these nodes in the United States, ranging from PC-clone hamlets 
of a few users to mainframe metros like CompuServe, with its 550,000 subscribers. They 
are used by corporations to transmit memoranda and spreadsheets, universities to 
disseminate research, and a multitude of factions, from apiarists to Zoroastrians, for pur-
poses unique to each. 

Whether by one telephonic tendril or millions, they are all connected to one another.  Col-
lectively, they form what their inhabitants call the Net. It extends across that immense 
region of electron states, microwaves. magnetic fields, light pulses and thought which sci-fi 
writer William Gibson named Cyberspace. 

Cyberspace, in its present condition, has a lot in common with the 19th Century West. 
It is vast, unmapped, culturally and legally ambiguous, verbally terse (unless you happen 
to be a court stenographer), hard to get around in, and up for grabs. Large institutions 
already claim to own the place, but most of the actual natives are solitary and indepen-
dent. sometimes to the point of sociopathy. It is, of course, a perfect breeding ground for 
both outlaws and new ideas about liberty. 

 

Some teenagers. being kids. 
get into misebief. Maybe 
even break the law. Notbing 
new ibese. Wbat's new bere 
is tbat some teenagers an 
caught red-banded but no-
body can define what it is 
that they were doing wrong. 
7bry are out beyond the 
law. Wyoming resident fobs 
Barlav, a teenager at beart. 
is a retired cattle ranclun 
a lyricist for the Grateful 
Dead, a former Republican 
candidateJor Wyoming State 
Senate, and an online cor-
respondent on the WELL. 
He describes bimself as a 
"bippie mystic and profes-
sional tecbno-crank" and 
is working on a book for 
Viking called Everything 
We Know Is Wrong. 

-Kevin Kelly 
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Recognizing this, Harpers Magazine decided in  Decem-
ber 1989 to hold one of its periodic Forums on the 
complex of issues surrounding computers, information, 
privacy, and electronic intrusion or "cracking." Appro-
priately, they convened their conference in Cyberspace, 
using the WELL as the "site" 

Harperss invited an odd lot of about 40 participants. 
These included: Clifford Stoll. whose book 7be Cuckoo's 
Egg  Isee WER #67, p. 31) details his cunning efforts to 
nab a German cracker. John Doper or "Cap'n Crunch," 
the granddaddy of crackers whose blue boxes got Ap-
ple founders Wozniak and jobs into consumer  elec-
tronics. Stewart Brand and Kevin Kelly of Whole Earth 
fame. Steven levy, who wrote the seminal Hackers. A 
retired Air Force colonel named Dave Hughes. Lee 
Felsenstein, who designed the Osborne computer and 
was once called the "Robespierre of computing:' A 
UNIX wizard and former hacker named Jeff Poskanzer. 
There was also a score of aging techno-hippies, the 
crackers, and me. 

What 1 was doing there was not precisely clear since I've 
spent most of my working years either pushing cows or 
song-mongering, but 1 at least brought to the situation 
a vivid knowledge of actual cow-towns, having lived in 
or around one most of my life. 

That and a kind of innocence about both the technology 
and morality of Cyberspace which was soon to pass in-
to the confusion of knowledge. 

At firsi, 1 was inclined toward sympathy with Acid 'n' 
Optik as well as their colleagues. Adelaide- Knight Light-
ning, Tamn King, and Emmanuel. I've always been more 
comfortable with outlaws than Republicans, despite 
having more certain credentials in the latter camp. 

But as the Harperss Forum mushroomed into a boom-
town of ASCII text (the 'participants typing 110.000 
words in 10 days), I began to wonder. These kids were 
fractious, vulgar, immature- amoral, insulting, and too 
damned good at their work. 

Worse- they inducted a number of former kids like myself 
into Middle Age The long-feared day had finally come 
when some gunsel would yank my beard and call me, 
too accurately, an old fart. 

Under ideal circumstances, the blind gropings of  bul-
letin-board discourse force a kind of Nob drama styliza-
tion on human commerce Intemperate responses, or 
"flames" as they are called, are common even among 
conference participants who understand one another. 
which, it became immediately clear, the cyberpunks 
and techno-hippies did not. 

My own initial enthusiasm for the crackers wilted under 
a steady barrage of typed testosterone 1 quickly remem-
bered I didn't know much about who they were- what 
they did, or how they did it. I also remembered stories 
about crackers working in league With the Mob, ripping 
off credit-card numbers and getting paid for them in 
(stolen) computer equipment. 

And 1 remembered Kevin Mitnik. Mitnik, now 25, who 
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recently served federal time for a variety of computer-
and telephone-related crimes. Prior to incarceration, 
Mitnik was, by all accounts, a dangerous guy with a 
computer. He disrupted phone company operations and 
arbitrarily disconnected the phones of celebrities. Like 
the kid in War Games, he broke into the North American 
Defense Command computer in Colorado Springs. 

Unlike the kid in War Games, he reputedly made a prac-
tice of destroying and altering data. including the credit 
information of his probation officer and other enemies. 
Digital Equipment claimed that his depredations cost 
them more than $4 million in computer downtime and 
file rebuilding. Eventually, he was turned in by a friend 
who, after careful observation, had decided he was "a 
menace to society." 

His spectre began to hang over the conference- After 
several days of strained diplomacy, the discussion set-
tled into a moral debate on the ethics of security and 
went critical. 

The techno-hippies were of the unanimous opinion that. 
in Dylan's words, one "must be honest to live outside 
the law:" But these young strangers apparently lined by 
no code save those with which they unlocked forbid-
den regions of the Net. 

They appeared to think that improperly secured systems 
deserved to be violated and, by extension, that unlock-
ed houses ought to be Tabbed. This latter built particular 
heat in me since 1 refuse, on philosophical grounds, to 
lock my house. 

Civility broke down. We began to see exchanges like: 

Dave Hughes: Clifford Stoll said a wise thing that no one has 
commented on. That networks are built on trust. If they 
aren't, they should be. 

Acid Phreak: Yeah. Sure. And we should use the "honor 
system" as a first line of security against hack attempts. 

Jef Poskanzer. This guy down the street from me sometimes 
leaves his back door unlocked. I told him about it once, but 
he still does it. If I had the chance to do it over, I would go 
in the back door, shoot him, and take all his money and con-
sumer electronics. Its the only way to get through to him. 

Acid Phreak: Jef Pbskanker (Puss! Canker! yechh) Anyway, 
now when did you first start having these delusions where 
computer hacking was even remotely similar to murder! 

Presented with such a terrifying amalgam of raw youth 
and apparent power, we fluttered like a flock of indig-
nant Babbitts around the Status Quo, defending it hear-
tily. One former hacker howled to the Harperss editor 
in charge of the forum. "Do you or do you not have 
names and addresses for these criminals?" Though they 
had committed no obvious crimes, he was ready to call 
the police. 

They finally got to me with: 

Acid: Whoever said they'd leave the door open to their house 
... where do you live! (the address) Leave it to me in mail 
if you like. 

1 had never encountered anyone so apparently unworthy 

  



of my trust as these little nihilists. They had me ques-

 

tioning a basic tenet, namely that the greatest security 
lies in vulnerability. 1 decided it was time to put that 
principle to the test ...  

Barlow: Acid. My house is at 372 North Franklin Street in 
Pinedale, Wyoming. If you're heading north on Franklin, you 
go about two blocks off the main drag before you run into 
hay meadow on the left. I've got the last house before the 
field. The computer is always on ... And is that really what 
you mean! Are you merely just the kind of little sneak that 
goes around looking for easy places to violate! You disap-

 

point me, pal. For all your James Dean-On-Silicon rhetoric, 
you're not a cyberpunk. You're just a punk. 

Acid Phrcak: Mr. Barlow: Thank you for posting all I need 
to get your credit information and a whole lo[ more! Now, 
who is to blame? ME for getting it or YOU for being such 
an Idiot!! I [kink this should just about sum [pings up. 

Barlow: Acid, if you've got a lesson to teach me. I hope it's 
not

 

 that i

 

t's idiotic t

 

o trust one's fellow man. Life on those 
terms would be endless and brutal. I'd t

 

r

 

y to tell you some-

 

thing about c

 

onscience. but I'd sound like Father O'Flannigan 
t

 

r

 

ying to

 

re

 

form the punk that's about t

 

o  gucshoot him. For

 

no mo

 

re

 

re

 

ason than to w

 

atch him die. 

But

 

 actually, if you rake it upon yourself to destroy my c

 

r

 

edit

 

,

 

you might do me a favor. I've been looking for something 
to put the b

 

ra

 

kes on my burgeoning materialism. 

I spent a day wondering whether I was dealing with 
another Kevin Mitnik befo

 

re

 

 the other shoe dropped: 

Barlow:... With cockers like acid and optik, the issue Is 
less intelligence than alienation. T

 

ra

 

de their modems for 
skateboards and only a slight conceptual shift would occur. 

Op[ik: You have some pair of balls comparing my relent with 
that of a skateboarder. Hmmm ...

 

Th

 

is was indeed boring, 
but nonetheless: 

At which point he downloaded my credit histo

 

ry

 

. 

Optik had hacked the core of TRW, an in

 

stitution which 
has made my business land you

 

rs

 

) their business,  ex-

 

[ratting fr

 

om it an abbreviated land in

 

correct) version 
of my pe

 

rs

 

onal financial life. With this came the im

 

plica-

 

tion that he and Acid could and would revise it to my 
disadvan

 

ta

 

ge if 1 didn' t back off. 

1 have since teamed that while ge

 

tt

 

ing someone s TRW 
file is

 

 fairly trivial, changing it is not. But at that time. 
my assessment of the crackers' black skills was one of 
supe

 

rs

 

titious awe. Th

 

ey were digital brojos about to  zom-

 

bi[y my economic soul. 

To a middle-class Amerian, ones credit rating has be

 

-

 

come nearly identical to his fr

 

eedom. It now appeared 
that 1 was dealing with someone who had both the 
means and desire to

 

 hoodoo mine, leaving me trapped 
in a fi

 

fe of wrinkled bills and money-order queues. Never 
again would 1 all the Sharper Image on a whim. 

I've be

 

en in redneck bars wearing shoulder-length curls, 
police custody while on acid, and Harlem alter mid-

 

night, but no one has ever put the spook in me quite 
as Phi

 

be

 

r Optik did at that moment. I realized that we  

had p

 

ro

 

blems which exceeded the human conductivi

 

ty

 

of the WELI:s bandwidth. If someone were about to

 

paralyze me with a spell. I wanted a more visceral sense

 

of

 

 him than could fit through a modem. 

1 e•mailed him asking him to give me a phone call. 1 
told him 1 wouldn't insult his skills by giving him my 
phone number and. with the assurance con

 

veyed by that 
challenge. I set

 

tled back and waited for the phone to 
ring. Which, directly, it did. 

They were digital brujos 
out to zombify 
my economic 

soul. - 

In this con

 

versation and the others that followed I en-

 

countered an intelligent, civilized, and surprisingly prin-

 

cipled kid of 18 who sounded, and continues to sound. 
as though the

 

re's little harm in him to man or data. His 
cracking impulses seemed pu

 

re

 

ly exploratory, and I've 
begun to wonder it we wouldn't also re

 

gard spelunke

 

rs

 

as desperate criminals if

 

AT&T

 

 owned all the aver. 

The ter

 

ri

 

fying poses which Optik and Acid had been 
st

 

ri

 

king an screen were a med

 

ia-amplified example of 
a human adaptation 1'd seen be

 

fo

 

r

 

e: One becomes as 
he is be

 

held. They

 

 we

 

re

 

 simply living up to what they

 

thought we, and, mo

 

re

 

 particularly, the editors of  Har-

 

pers. exported of them. Like the televised [ea

 

rs

 

of 
disaster vittims, their snarls adapted easily to mass 
dist

 

ribution. 

Mon

 

ths later, Harp

 

er 's  took Optik, Acid and me to din-

 

net at a Manhattan restaurant which, though ve

 

ry

 

fancy.
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was appropriately Chinese. Acid and Optik, as material 
beings, were well-scrubbed and fashionably clad. They 
looked to be dangerous as ducks. But, as Harper's and 
the rest of the media have discovered to their delight. 
the boys had developed distinctly showier personae for' 
their rambles through the howling wilderness of  Cyber-
space. Glittering with spikes of binary chrome, they 
strode past the klieg lights and into the digital distance.. 
There they would be outlaws. It was only a matter of 
time before they started to believe themselves as bad 
as they sounded. And no time at all before everyone 
else did. 

In this, they were like another kid named Billy, many 
of whose feral deeds in the pre-civilized West were en-
couraged by the same dime novelist who chronicled 
them. And like Tom Horn, they seemed to have some 
doubt as to which side of the law they were on. Acid 
even expressed an ambition to work for the government 
someday, nabbing "terrorists and code abusers:' . 

There is also a frontier ambiguity to the "crimes" the 
crackers commit. They are not exactly stealing VCRs. 
Copying a text file from TRW doein't deprive its owner 
of anything except informational exclusivity. (Though 
it may be said that information has monetary value 
ohly in proportion to its containment.) 

Their other favorite risky business is the time-honored 
adolescent sport of trespassing. They insist on going 
where they don't belong. But then teen-age boys have 
been proceeding uninvited since the dawn of human 
puberty. It seems hard-wired. The only innovation is in 
the new form of the forbidden zone and the means of 
getting in it. 

In fact, like Kevin Mitnik, 1 broke into NORAD when 
1 was 17. A friend and I left a nearby "woodsie"  fas 
rustic adolescent drunks were called in Colorado) and 
tried to get inside the Cheyenne Mountain. The chrome-
helmeted Air Force MPs held us for about two hours 
before,letting us go. They weren't much older than us 
and knew exactly our level of national security threat. 
Had we,come cloaked in electronic mystery. their alert 
status certainly would have been higher. 

Whence arises much of the anxiety. Everything is so ill-
defined. How can you guess what lies in their hearts 
when you cant see their eyes? How can one be sure that. 
unlike Mitnik, they won't cross the line from trespass-
ing into another adolescent pastime, vandalism? And 
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how can you be sure they pose no threat when you 
don't know what a threat might be? 

And for the crackers some thrill is derived from the 
metamorphic vagueness of the ,laws themselves. On the 
Net. their effects are unpredictable. One never 

-
knows 

when they'll bite. 

This is because most of the statutes invoked against the 
crackers were designed in a very different world from 
the one they explore for example, can unauthorized 
electronic access be regarded as the ethical equivalent 
of old-fashioned trespass? Like open range• the prop-
erty boundaries of Cyberspace are hard to stake and 
harder still to defend. 

Is transmission through an otherwise unused data chan-
nel really theft? Is the trackless passage of a mind 
through TRW's mainframe the same as the passage of 
a pickup through my Back 40? What is a place if Cyber-

. space is.everywhere? What are data and what is free 
speech? How does one treat property which has no phy-
sical form and can be infinitely reproduced? Is  a.com-
puter the same as a printing press? Can the history of 
my business affairs properly belong to someone else? 
Can anyone morally claim to own knowledge itself? 

If such questions are hard to answer precisely, there are 
those who are ready to try. Based on their experience 
in the Virtual World, they were about as qualified to en-
force its mores as 1 am to write the law of the Sea. But 
if they lacked technical sophistication, they brought to 
this task their usual conviction. And; of course, badges 
and gins. 

Operation.Sun Devil . 

 

Recently, we have witnessed an alarming number  of 
young people who.  for a variety of sociological and 
psychological reasons. have become attached to their 

        

There was no question that they were making unauthor-
ized use of data channels. The night 1 met them, they 
left our restaurant table and disappeared into the phone 
booth for a long time I didn't see them marshalling 
quarters before they went. 

And, as 1 became less their adversary and more their 
scoutmaster. I began to get " conference calls" in which 
six or eight of them would crack pay phones all over 
New York and simultaneously land on my line in  Wyom-
ing. These deft maneuvers made me think of sky-diving 
stunts where large groups convene geometrically in free 
fall. In this case, the risk was largely legal. 
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computers and are exploiting tbeir potential in a  crim-
inal manner. Often, a progression of criminal activity 
occurs wbicb involves telecommunications fraud (free 
long-distance phone calls), unauthorized access to otber 
computers (wbetber far profit, fascination, ego, or the 
intellectual cballengd, credit card fraud (casb advances 
and unauthorized pumbases of goods), and then moves on 
to other destructive activities like computer viruses.... 

Our experience shows that many computer backer sus-
pects are no longer misguided teenagers mischievously 
playing games witb their computers in their bedrooms. 
Some are now bigb-tech computer operators using com-
puters to engage in unlawful conduct. 

- Excerpts from a statement by Garry M. Jenkins, 
Asst. Director, U. S. Secret Service 

Tbe right of tbe people to be secure in their persons, bouses. 
papers. and effects. against unreasonable searcbes and 
seizures, sball not be violated, and no warrants sball issue 
but upon probable cause, supported by oath or affirma-
tion, and particularly describing the place to be  searcb-
ed, and the persons or tbings to be seized." 

- Amendment IV. United States Constitution 

On January 24. 1990, a platoon of Secret Service agents 
entered the apartment which Acid Phreak shares with 
his mother and 12-year-old sister The latter was the only 
person home when they burst through the door with 
guns drawn. They managed to hold her at bay for about 
half an hour until their quarry happened home-

 

By then, they were nearly done packing up Acid's world-
ly goods, including his computer, his notes (both paper 
and magnetic), books, and such dubiously dangerous 
tools as a telephone answering machine, a ghetto blaster 
and his complete collection of audio tapes. One agent 
asked him to define the real purpose of the answering 
machine and was frankly skeptical when told that it 
answered the phone. The audio tapes seemed to con-
tain nothing but music, but who knew what dark data 
Acid might have encoded between the notes ...  

When Acid's mother returned from work, she found her 
apartment a scene of apprehended criminality. She  ask-
ed what, exactly, her son had done to deserve all this 
attention and was told that, among other things, he had 
caused the ATSff system crash several days earlier. (Pre-
viously AT&T had taken full responsibility.) Thus, the 
agent explained, her darling boy was thought to have 
caused over a billion dollars in damage to the economy 
of the United States. 

Across town, similar scenes were being played out at the 
homes of Phiber Optik and another colleague code-

  

named Scorpion. Again, equipment, notes, disks both 
hard and soft. and personal effects were confiscated. 
Again no charges were filed. 

Thus began the visible phase of Operation Sun Devil. 
a two-year Secret Service investigation which involved 
150 federal agents, numerous local and stare law enforce-
ment agencies and the combined security resources of 
PacBell. AT&T. Bellcore, Bell South MCI. U.S. Sprint. 
Mid-American, Southwestern Bell. NYNEX. U.S. West 
and American Express. 

The focus of this impressive institutional array was the 
legion of Doom, a group which never had any formal 
membership list but was thought by the members with 
whom 1 spoke to number less than 20, nearly all of them 
in their teens or early twenties. 

1 asked Acid why they'd chosen such a threatening name. 
"You wouldn't want a fairy kind of thing like legion of 
Flower Pickers or something. But the media ate it up 
too. Probing the legfon .of Doom like it was a gang or 
something, when really it was just a bunch of geeks 
behind terminals:' 

Sometime in December 1988, a 21-year-old Atlanta-area 
Legion of Doomster named The Prophet cracked a Bell 
South computer and downloaded a three-page text file 
which outlined, in bureaucratese of surpassing opaci-
ty, the administrative procedures and responsibilities for 
marketing, servicing, upgrading, and billing for Bell 
South's-911 system. 

A dense thicket of acronyms, the document was filled 
with passages like: 

In accordance witb the basic SSC(MAC strategy for  pro-
visioning, the SSCIMAC will be Overall Control Office 
(OCO) for all Notes to PSAPcircuits (official services) and 
any otber services )br this customer. Training must be 
scheduled for all SSCIMAC involved personnel during the 
pre-service stage of the project. 

And other such. 

At some risk. 1 too have a copy of this document. To 
read the whole thing straight through without entering 
coma requires either a machine or a human who has 
too much practice thinking like one- Anyone who can 
understand it fully and fluidly has altered his conscious-
ness beyond the ability to ever again read Blake. Whit-
man, or Tolstoy. It is, quite simply, the worst writing 
I have ever tried to read. 

Since the document contains little of interest to anyone 
who is not a student of advanced organizational sclerosis 
- that is, no access codes, trade sccrets, or proprietary 
information - 1 assume The Prophet only copied this 
file as a kind of hunting trophy. He had been to the heart 
of the forest and had returned with this coonskin to nail 
to the barn door. 

,Furthermore, he was proud of his accomplishment. and 
since such trophies are infinitely replicable, he wasn't 
content to nail it to his door alone. Among the places 
he copied it was a UNIX bulletin board (rather like the 
WELL) in Lockport, Illinois. called Jolnet. 
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This accusation was never turned into a formal charge. 
Indeed, no charge of any sort of was filed against Mr. 
Phreak then and, although the Secret Service maintained 
resolute possession of his hardware, software, and data, 
no charge had been charged four months later. 



        

equipment and data were taken 
by the Secret Service  subse-

quently, he wasn't charged with 
anything. Nor is he likely to be. 
They have already inflicted on 
him the worst punishment a 
nerd can suffer: data death. 

     

Like the many' others whose 

It was downloaded from there by a 20-year-old hacker 
and pre-law student (whom I had met in the Harper's 
Forum) who called himself Knight Lightning. Though 
not a member of the Legion of Doom: Knight Light-
ning and a friend. Taran King, also published from St. 

 

Louis and his fraternity house at the University of  Mis-
souri a worldwide hacker's magazine called Pbrack. 
(From phone phreak and hack.) 

Pbrack was an unusual publication in that it was entire-
ly virtual. The only time its articles hit paper was when 
one of its subscribers decided to print out a hard copy. 
Otherwise, its editions existed in Cyberspace and took ` 
no physical form. 

 

When Knight Lightning got hold of the Bell South docu-
ment. he thought it would amuse his readers and re-
produced it in the next issue of Pbrack. He had little 
reason to think that he was doing something illegal. 
There is nothing in it to indicate that it contains pro-
prietary or even sensitive information. Indeed, it close-
ly resembles Telco reference documents which have long 
been publicly available 

 

However, Rich Andrews, the systems operator who over-
saw the operation of Jolnef, thought there might be 
something funny about the document when.he first ran 
across it in his system. To be on the safe side, he for-
warded a copy of it to AT&T officials. He was subsequent-
ly contacted by the authorities, and he cooperated with 
them fully. He would regret ;hat later. 

On the basis of the foregoing, a grand jury in Lockport 
was persuaded by the Secret Service in early February 
to hand down a seven-count indictment against The.Pro-
phet and Knight Lightning, charging them, among other 
things, with interstate transfer of stolen property worth 
more than $5,000. When The Prophet and two of his 
Georgia colleagues were arrested on February 7, 1990, 
the Atlanta papers reported they faced 40 years in prison 
and a S2 million fine Knight Lightning was arrested on 
February 15. 
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The property in question was the aforementioned blot 
on the history of prose whose full title was "A Bell South 
Standard Practice IBSP) 660.225-104SV-Control Office 
Administration of Enhanced 911 Services for Special Ser-

 

vices and Major Account Centers. March, 1988." ' 

And not only was'this item worth more than $5.000. 
it was worth, according to the indictment and Bell 
South, precisely $79,449. And not a penny less. We 
will probably never know how this figure was reached 
or by whom, though I like to imagine an appraisal team 
consisting of Franz Kafka, Joseph Heller. and Thomas 

In fact, nearly all publications are now electronic at some 
point in their creation. In a modern newspaper, stories 
written at the scene are typed to screens and then sent 
by modem to a central computer. This computer com-
poses the layout in electronic type and the entire pro-
duct is transmitted electronically to the presses. There, 
finally, the bytes become ink: 

Pbrack merely omitted the last step in a long line of  vir-
tual events. However, that omission, and its insignifi-
cant circulation, left it vulnerable to seizure based on 
content. If the 911 document had been the Pentagon 
Papers (another proprietary document) and Pbrack the 
New lbrk Times, a completion of the analogy would have 

            

Pynchon ...  
- 

In addition to charging Knight Lightning with crimes 
for which he could'go to jail for 30 years and be fined 
$122,000, they seized his publication, Pbrack, along with 
all related equipment, software and data, including his 
list of subscribers, many of whom would soon lose their 
computers and data for the crime of appearing on it. 

1 talked to Emmanuel Goldstein, the editor of 2600. 
another hacker publication which has been known to 
publish purloined documents. If they could shut down 
Pbrack, couldn't they as easily shut down 26007 

He said, "I've got one advantage .'l come out on paper 
and the Constitution knows how to deal with paper:' 
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seen the government stopping publication of the Times 
and seizing its every material possession, from notepads 
to presses. 

Not that anyone in the newspaper business seemed par-
ticularly worried about such implications. They, and the 
rest of the media who bothered to report Knight Lightn-
ing's arrest, were too obsessed by what they portrayed 
as actual disruptions of emergency service and with 
marveling at the sociopathy of it. One report expressed 
relief that no one appeared to have died as a result of 
the "intrusions:' 

Meanwhile, in Baltimore, the 911 dragnet snared  Leon-
ard Rose, aka Terminus. A professional computer con-
sultant who specialized in UNIX, Rose got a visit from 
the government early in February. The G-men forcibly 
detained his wife and children for six hours while they 
interrogated Rose about the 911 document and ransack-
ed his system. 

Rose had no knowledge of the 911 matter. Indeed, 
his only connection had been occasional contact with 
Knight Lightning over several years ... and admitted 
membership in the Legion of Doom. However, when 
searching his hard disk for 911 evidence, they found 
something else. Like many UNIX consultants, Rose did 
have some UNIX source code in his possession. Fur-
thermore, there was evidence that he had transmitted 
some of it to Jolnet and left it there for another con-
sultant. 

UNIX is a ubiquitous operating system, and though its 
main virtue is its openness to amendment at the source 
level, it is nevertheless the property of AT&T. What had 
been widely distributed within businesses and univer-
sities for years -was suddenly, in Rose's hands, a felon-
ious possession. 

Finally,'  the Secret Service rewarded the good citizen-
ship of Rich Andrews by confiscating the computer 
where joiner had dwelt, along with all the a-mail, read 
and unread, which his subscribers had left there. Like 
the many others whose equipment and data were taken 
by the Secret Service subsequently, he wasn't charged 
with anything. Nor is he likely to be. They have already 
inflicted on him the worst punishment a nerd can suf-
fer: data death. 

Andrews was baffled. "I'm the one that found it, I'm 
the one that turned it in.... And I'm the one that's 
suffering:' he said. 

RICH ANDREWS was not the last to leam about 
the Secret Services debonair new attitude toward 

the Fourth Amendment's protection against unreason-
able seizure. 

Early on March 1. 1990, the offices of a role-playing 
game publisher in Austin. Texas: called Steve Jackson 
Games were visited by agents of the United States Secret 
Service. They ransacked the premises. broke into several 
locked filing cabinets fdamaging them irreparably in the 
process) and eventually left carrying three computers. 
two laser printers, several hard disks, and many boxes 
of paper and floppy disks. 

Later in the day. callers to the Illuminati BBS (which 
Steve Jackson Games operated to keep in touch with 
role-players around the country) encountered the fol-
lowing message: 

"So far we have not received a dear explanation of what 
the Secret Service was looking for. what they'expected 
to find, or much of anything else. We are fairly certain 
that Steve Jackson Games is not the target of whatever 
investigation is being conducted: in any case, we have 
done nothing illegal and have nothing whatsoever to 
hide. However, the equipment that was seized is ap-
parently considered to be evidence in whatever they're 
investigating, so we aren't likely to get it back any time 
soon. It could be a month. it could be never:" 

It's been three months as 1 write this, and not only has 
nothing been returned to them, but, according to Steve 
Jackson, the Secret Service will no longer take his calls. 
He figures that, in the months since the raid, his little 
company has lost an estimated $125.000. With such a 
fiscal hemorrhage, he can't afford a lawyer to take after 
the Secret Service. Both the state and national offices 
of the ACLU told him to "ran along" when he solicited 
their help. 

He tried to go to the press. As in most other cases, they 
were unwilling to raise the alarm. Jackson theorized. 
"The conservative press is taking the attitude that the 
suppression of evil hackers is a good thing and that 
anyone who happens to be put out of business in the 
meantime ... well, that's just their tough luck." 

In fact. Newsweek did run a story about the event, por-
traying it from Jackson's perspective, but they were 
almost alone in dealing with it. 

What had he done to deserve this nightmare? Role-
playing games, of which Dungeons and Dragons is the 
most famous, have been accused of creating obsessive 
involvement in their nerdy young players. but no one 
before had found it necessary to prevent their publica-
tion. It seems that Steve Jackson had hired the wrong 
writer. The managing editor of Steve Jackson Games is 
a former cracker, known by his fellows in the Legion of 
Doom as The Mentor. At the time of the raid, he and 
the rest of Jackson staff had been working for over a 
year on a game called GURPS Cyberpunk. High Tech 
Low-Life Role-Playing.' 

At the time of the Secret Service raids. the game resid-

 

' $18.95 postpaid from Box 18957, Austin. TX 78760. 
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One wonders what will happen when they find such 
documents on the hard disks of CompuServe. the largest 
commercial network system. Maybe 1'B just upload my 
copy of Bell South Standard Practice (BSP) 660.225-
104SV and see ...  

In any case, association with stolen data is all the guilt 
you need. It's quite as if the government could seize your 
house simply because a guest left a stolen VCR in an 
upstairs bedroom closet. Or confiscate all the mail in 
a post office upon finding a stolen package there. The 
first concept of modem'jurisprudence to have arrived 
in Cyberspace seems to have been Zero Tolerance. 

27 GATE WE ROAD SMMLnQ G 94965 51 



ed entirely on the hard disks they confiscated. Indeed, 
it was their target. They told Jackson that, based on its 
author's background, they had reason to believe it was 
a "handbook on computer crime" It was therefore in-
appropriate for publication, First Amendment or no 
First Amendment. 

1 got a copy of the game from the trunk of The Men-
tor's car in an Austin parking lot. Like the Bell South 
document, it seemed pretty innocuous to me if a little 
inscrutable. Borrowing its flavor from the works of Wil-
liam Gibson and Austin sci-fi author Bruce Sterling, 
it is filled with silicon brain implants, holoderks, and 
gauss guns. 

It is, as the cover copy puts it, "a fusion of the  dysto-
pian visions of George Orwell and Timothy Leary." Ac-
tually, without the gizmos, it describes a future kind of 
like the present its publisher is experiencing at the hands 
of the Secret Service. 

An unbelievably Byzantine world resides within its 120 
large pages of small print. (These role-players must be 
some kind of idiots savants ... 1 Indeed. it's a thing 
of such complexity that I can't swear there s no criminal 
information in there. but then I can't swear that Grateful 
Dead records don't have satanic messages if played 
backwards. Anything's possible. especially inside  some-
thing as remarkable as Cyberpunk. 

The most remarkable thing about Cyberpunk is the fact 
that it was printed at all. After much negotiation. Jack-
son was able to get the Secret Service to let him have 
some of his data back. However, they told him that he 
would be limited to an hour and a half with only one 
of his three computers. Also, according to Jackson. 
"They insisted that all the copies be made by a Secret 
Service agent who was a two-finger typist. So we didn't 
get much:" 

In the end, Jackson and his staff had to reconstruct most 
of the game from neural rather than magnetic memory. 
They did have a few very old backups, and they retriev-
ed some scraps which had been passed around to game 
testers. They also had the determination of the enraged. 

Despite government efforts to impose censorship  by 
prior restraint, Cyberpunk is now on the market. Pre-
sumably, advertising it as "The game that was seized 
by the U.S. Secret Service" will invigorate sales. But 
Steve Jackson Games, the heretofore prosperous pub-
lisher of more than a hundred role-playing games, has 
been forced to lay off more than half of its employees 
and may well be mortally wounded. 

Any employer who has heard this tale will think hard 
before he hires a computer cracker. Which may be, of 
course. among the effects the Secret Service desires. 

ON MAY 8, 1990, Operation Sun Devil, heretofore 
an apparently random and nameless trickle of 

Secret Service actions, swept donor on the Legion of 
Doom and its ilk like a bureaucratic tsunami. On that 
day, the Secret Service served 27 search warrants in 14 
cities from Piano. Texas, to New York. New York.  

The law had come to Cyberspace. When the day was 
over, transit through the wide-open spaces of the Vir-
tual World would be a lot trickier. 

In a press release following the sweep the Secret Ser-
vice boasted having shut down numerous computer 
bulletin boards, confiscated 40 computers, and seized 
23,000 disks. They noted in their statement that "the 
conceivable criminal violations of this operation have 
serious implications for the health and welfare of all in-
dividuals, corporations. and United States Government 

,agencies relying on computers and telephones to com-
municate" 

It was unclear from their statement whether "this opera-
tion" meant the Legion of Doom or Operation Sun 
Devil. There was room to interpret it either way. 

Because the deliciously ironic truth is that, aside from 
the three-page Bell South document, the hackers had 
neither removed nor damaged anyone s data. Operation 
Sun Devil, on the other hand, had "serious implica-
tions" for a number of folks who relied on " computers 
and telephones to communicate" They lost the  equi-
valent of about 5.4 million pages of information. Not 
to mention a few computers and telephones. 

And the welfare of the individuals behind those figures 
was surely in jeopardy. Like the story of the single 
mother and computer consultant in Baltimore whose 
sole means of supporting herself and her 18-year-old 
son was stripped away early one morning. Secret Ser-
vice agents broke down her door with sledgehammers. 
entered with guns drawn, and seized all her compu-
ter equipment. Apparently her son had also been us-
ing it...  

Or the father in New York who opened the door at 6:00 
a.m. and found a shotgun at his nose. A dozen agents 
entered. While one of them kept the man's wife in a 
choke-hold, the rest made ready to shoot and entered 
the bedroom of their sleeping 14-year-old. Before  leav-
ing, they confiscated every piece of electronic equipment 
in the house, including all the telephones. 

It was enough to suggest that the insurance companies 
should start writing policies against capricious govern-
mental seizure of circuitry. 

In fairness. one can imagine the government's problem. 
This is a8 pretty magical stuff to them. If I were trying 
to terminate the operations of a witch coven. I'd prob-
ably seize everything in sight. How would I tell the or-
dinary household brooms from the getaway vehicles? 

But as 1 heard more and more about the vile injustices 
being heaped on my young pals in the Legion of Doom. 
not to mention the unfortunate folks nearby, the less 
I was inclined toward such temperate thoughts as these 
I drifted back into a sixties-style sense of the  govern-
ment, thinking it a thing of monolithic and evil efficiency 
and adopting an up-against-the-wall willingness to spit 
words like " pig" or " fascist" into my descriptions. 

In doing so, I endowed the Secret Service with a clarity 
of intent which no agency of government will ever pos-
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For some reason. it was easier to invest the Keystone 
Kapers of Operation Sun Devil with malign purpose 
rather than confront their absurdity straight-on. There, 
is, after all, a twisted kind of comfort in political para-
noia. It provides one such a sense of orderliness to think 
that the government is neither crazy nor stupid and that 
its plots, though wicked, are succinct. 

      

sess. Despite almost every experience I've ever had with 

I was about to have an experience which would restore 
both my natural sense of unreality and my unwillingness 
to demean the motives of others. i was about to see first' 
hand the disorientation of the law in the featureless 
vastness of Cyberspace. 

 

In Search of NuPrometheus 
"I pity the poor immigrant ... " 

-Bob Dylan 

    

All Apple really has to offer the world is the software 
which lies encoded in silicon on'the ROM chip of every 
Macintosh. This set of instructions is the cyber-DNA 
which makes a Macintosh a Macintosh. 

Worse, much of the magic in this code was put there 
by people who not only do not work for Apple any 
longer, but might only do so again if encouraged with 
cattle prods. Apples attitude toward its ROM code is 
a.little like.that of a rich kid toward his inheritance. 
Not actually knowing how to create wealth himself, he 
guards what he has with hysterical fervor. 

Time paised, and 1 forgot about the incident. But one 
recent May morning, l learned that others had not. The 
tireless search for the spectral heart of NuPrometheus 
finally reached Pinedale. Wyoming, where I was the ob-
ject of a two-hour'interview by Special Agent Richard 
Baxter. Jr., of the Federal Bureau of Investigation. 

Poor Agent Baxter didn't know a ROM chip from a Vise-
Grip when he'arrived, so much of that time was spent 
trying to educate him on the nature of the thing which 
had been stolen. Or whether "stolen" was the right term 
for what had happened to it. 

You know things have rather jumped the groove when 
potential suspects must explain to law enforcers the 
nature of their alleged perpetrations. 

1 wouldn't swear Agent Baxter ever got it quite right. 
After I showed him some actual source code, gave a 
demonstration of e-mail in action. and downloaded a 
file from the WELL. he took to rubbing his face with 
both hands, peering up over his finger tips and saying. 
"It sure is something, isn't it" Or. "Whooo-eC 

  

federal authority. 1 keep imagining its competence. 

  

Poor Agent Baxter 
didn't know a ROM 

chip from a Vise-Grip 
when he arrived, so 

much of our time ' 

was spent trying to 
educate him on the 
nature of the thing 
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right term for what 
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SOMETIME LAST JUNE, an angry hacker got Bold 
of a chunk of the highly secret source code which 

drives the Apple Macintosh. He then distributed it to 
a variety of'addresses, claiming responsibility for this 
act of information terrorism in the name of the Nu-

 

Prometheus League..  - 
I 

I 

Apple freaked. NuPrometheus had stolen, if not the 
Apple crown jewels; at least a stone from them. Worse. 
NuPrometheus had then given this prize away.  Re-
peatedly. 

    



  

Or "my eight-year-old knows more about these things 
than I do." He didn't say this with a father's pride so 
much as an immigrant's fear of a strange new land into 
which he will be forcibly moved and in which his own 
child is a native. He looked across my keyboard into 
Cyberspace and didn't like what he saw. 

We could have made it harder for one another, but 1 
think we each sensed that the other occupied a world 
which was as bizarre and nonsensical as it could be. 
We did our mutual best to suppress immune response 
at the border. 

You'd have thought his world might have been a little 
more recognizable to me- Not so, it turns out. Because 
in his world, 1 found several unfamiliar features. in-

 

cluding these: 

1.The Hacker's Conference is an underground organ-
ization of computer outlaws with likely connections to, 
and almost certainly sympathy with, the NuPrometheus 
League IOr as Agent Baxter repeatedly put it, the "New 
Prosthesis League") 

2.John Draper, the aforementioned Capin Crunch, in 
addition to being a known member of the Hacker's  Con-
ference is also CEO and president of Autodesk, Inc. This 
is of particular concern to the FBI because Autodesk has 
many top-secret contracts with the government to supply 
Star Wars graphics imaging and " hyperspace'  tech-
nology. Wass Draper is thought to have Soviet contacts. 

He wasn't making this up. He had lengthy documents 
from the San Francisco office to prove it. And in which 
Autodesk's address was certainly correct. 

On the other hand, l know John Draper. While as I say. 
he may have once distinguished himself as a cracker dur-
ing the Pleistocene, he is not now, never has been, and 
never will be CEO of Autodesk. He did work there for 
a while last year, but he was let go long before he got 
in a position to take over. 

Nor is Autodesk, in my experience with it, the Star Wars 
skunk works which Agent Baxter's documents indicated. 
One could hang out there a long time without ever see-

 

ing any gold braid. 

Their primary product is something called AutoCAD, 
by far the most popular computer-aided design software 
but generally lacking in lethal potential. They do have 
a small development program in Cyberspace, which is 
what they call Virtual Reality. (This, 1 assume is the 
"hyperspace ' to which Agent Baxter's documents re-
ferred.) 

However, Autodesk had reduced its Cyberspace program 
to a couple of programmers. I imagined Randy Walser 
and Carl Tollander toiling away in the dark and lonely 
service of their country. Didn't work. Then 1 tried to 
describe Virtual Reality to Agent Baxter, but that didn't 
work either. In fact, he tilted. 1 took several runs at it, 
but I could tell l was violating our border agreements. 
These seemed to include a requirement that neither of 
us try to drag the other across into his conceptual zone 

I fared a little better on the Hacker's Conference Hardly 
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a conspiracy, the Hacker's Conference is an annual con-
vention originated in 1984 by the Point Foundation and 
the editors of Wbole Eartb Review. Each year it invites 
about a hundred of the most gifted and accomplished 
of digital creators. Indeed, they are the very people who 
have conducted the personal computer revolution. Agent 
Baxter looked at my list of Hacker's Conference at-
tendees and read their bios. " These are the people who 
actually design this stuff, aren't they?" He was incred-
ulous. Their corporate addresses didn't fit his model of 
outlaws at all well. 

Why had he come all the way to Pinedale to investigate 
a crime he didn't understand which had taken place 
(sort of) in five different places, none of which was 
within 500 miles? 

Well, it seems Apple has told the FBI that,they can ex-
pect little cooperation from Hackers in and around the 
Silicon Valley, owing to virulent anti-Apple sentiment 
there. They claim this is due to the Hacker belief that 
software should be free combined With festering  resent-
ment of Apple's commercial success. They advised the 
FBI to question only those Hackers who were as far as 
possible from the twisted heart of the subculture. 

They did have their rye on some local people though. 
These included a couple of former Apple employees, 
Grady Ward and Walter Horat. Chuck Farnham (who 
has made a living out of harassing Apple), Glenn Ten-
ney (the purported leader of the Hackers), and, of 
course, the purported CEO of Autodesk. 

Other folks Agent Baxter asked me about included 
Mitch Kapor, who wrote Lotus I-2-3 and was known to 
have received some of this mysterious source coda Or 
whatever. But 1 had also met Mitch Kapor, both on the 
WELL and in person. A less likely computer terrorist 
would be hard to come by. 

Actually, the question of the source code was another 
area where worlds but shadow-boxed. Although Agent 
Baxter didn't know source code from Tuesday, he did 
know that Apple Computer had told his agency that 
what had been stolen and disseminated was the com-
plete recipe for a Macintosh computer. The distribution 
of this secret formula might result in the creation of 
millions of Macintoshes not made by Apple. And, of 
course, the ruination of Apple Computer. 

In my world, NuPrometheus (whoever they. or more 
likely, he might be) had distributed a small portion of 
the code which related specifically to Color QuirkDraw. 
QuickDraw is Apples name for the software which con-
trols the Mac's on-screen graphics. But this was another 
detail which Agent Baxter could not capture. For all he 
knew, you could grow Macintoshes from floppy disks. 

1 explained to him that Apple was alleging something 
like the ability to assemble an entire human being from 
the recipe for a foot, but even he knew the analogy was 
inexact. And trying to get him to accept the idea that 
a corporation could go mad with suspicion was quite 
futile He had a far different perception of the emotional 
reliability of institutions. 
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The Fear of White Noise 

 

When he finally left, we were both dazzled and disturb-
ed. I spent some time thinking about Lewis Carroll and 
tried to return to writing about the legal persecution of 
the Legion of Doom. But my heart wasn't in it. I found 
myself suddenly too much in sympathy with Agent Bax-
ter and his struggling colleagues from Operation Sun 
Devil to get back into a proper sort of pig-bashing mode. 

Given what had happened to other innocent bystanders 
like Steve Jackson. I gave some thought to getting scared. 
But this was Kafka in a clown suit. It wasn't precisely 
frightening. I also took some comfort in a phrase once 
applied to the administration of Frederick the Great: 
"Despotism tempered by incompetence:* 

Of course, incompetence is a double-edged banana. 
While we may know this new territory better than the 
authorities, they have us literally out-gunned. One 
should pause before making well-armed paranoids feel 
foolish, no matter how foolish they seem. 

 

"Neurosis is the inability to tolerate ambiguftyt 
- Sigmund Freud, appearing to me in a dream 

I'M A MEMBER of that half of the human race which 
is inclined to divide the human race into two 

kinds of people. My dividing line runs between the  peo-
ple who crave certainty and the people who bust chance 

You can draw this one a number of ways, of course, like 
Control vs. Serendipity, Order vs. Chaos, Hard Answers 
vs. Silly Questions, or newton, Descartes & Aquinas vs. 
Heisenberg. Mandelbrot & the Dalai Lama. Etc. 

Large organizations and their drones huddle on one end 
of my scale, busily trying to impose predictable homo-

   

geneity an messy circumstance. On the other end, free-
lancers and ne er-do-wells cavort about, getting by on 
luck if they get by at all. 

However you cast these poles it comes down to the dif-
ference between those who see life as a struggle against 
cosmic peril and human infamy and those who believe. 
without any hard evidence, that the universe is actual-
ly on our side. Fear vs. Faith. 

I am of the latter group Along with Gandhi and Rebecca 
of Sunnybrook Farm, f believe that other human beings 
will quite consistently merit my trust if I'm not doing 
something which scares them or makes them feel bad 
about themselves. In other words. the best defense is 
a good way to get hurt. 

In spite of the fact that this system works very reliably 
for me and my kind. I find we are increasingly in the 
minority. More and more of our neighbors live in arm-
ed compounds. Alarms blare continuously. Potentially 
happy people give their lives over to the corporate state 
as though the world were so dangerous outside its veil 
of collective immunity that they have no choice. 

1 have a number of theories as-to why this is happen-
ing. One has to do with the opening of Cyberspace. As 
a result of this development. humanity is now undergo- 
ing the most profound transformation of<its history. 
Coming into the Virtual World, we inhabit Information. 
Indeed, we become Information. Thought is embodied 
and the Flesh is made Word. Its weird as hell. 

Beginning with the invention of the telegraph and  ex-
tending through television into Virtual Reality, we have 
been, for over a century, experiencing a terrifying ero-
sion in our sense of both body and place. As we begin 
to realize the enormity of what is happening to us. all 
but the most courageous have gotten scared. 

And everyone, regardless of his psychic resilience, feels 
this overwhelming sense of strangeness. The world, once 
so certain and tangible and legally precise, has become 
an infinite layering of opinions, perceptions. litigation. 
camera-angles, data, white noise, and, most of all, am-
biguities. Those of us who are of the fearful persuasion 
do not like ambiguities. 

Indeed, if one were a little jumpy to start with, he may 
now be fairly humming with nameless dread. Since no 
one likes his dread to be nameless, the first order of 
business is to find it some names. 

For a long time here in the United States, Communism 
provided a kind of catch-all bogeyman. Marx: Stalin and 
Mao summoned forth such a spectre that, to many 
Americans, annihilation of all life was preferable to the 
human portion's becoming Communist. But as Big Red, 
wizened and lost his teeth, we began to cast about for 
a replacement. 

Finding none of sufficient individual horror, we have 
draped a number of objects with the old black bunting 

• which once shrouded the Kremlin. Our current spooks 
are terrorists, child abductors. AIDS and the underclass.. 
1 would say drugs, but anyone who'thinks that the War 
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on Drugs is not actually the War on the Underclass 
hasn't been paying close enough attention. 

There are a couple of problems with these Four Horse-
men. For one thing, they aren't actually very dangerous. 
For example, only seven Americans died in worldwide 
terrorist attacks in 1987. Fewer than 10 lout of about 
70 million) children are abducted by strangers in the U.S. 
each year. Your chances of getting AIDS if you are 
neither gay nor a hemophiliac nor a junkie are con-
siderably less than your chances of getting killed by 
lightning while golfing. The underclass is dangerous, of 
course, but only, with very few exceptions, if you are 
a member of it. 

The other problem with these perils is that they are all 
physical. If we are entering into a world in which no 
one has a body, physical threats begin to lase thew sting. 

And now I come to the point of this screed: The perfect 
bogeyman for Modern Times is the Cyberpunk! He is 
so smart he makes you feel even more stupid than you 
usually do. He knows this complex country in which 
you're perpetually lost. He understands the value of 
things you can't conceptualize long enough to cash in 
on. He is the one-eyed man in the Country of the Blind.. 

Ina world where you and your wealth consist of no-
thing but beeps and hoops of micro-voltage, he can 
steal all your assets in nanoseconds and then make 
you disappear. 

He can even reach back out of his haunted mists and 
kill you physically. Among the justifications for Opera-
tion Sun Devil was this chilling tidbit: 

"Hackers had the ability to access and review the files 
of hospital patients. Furthermore. they could bave  add-
ed, deleted, or altered vital patient information, possibly 
causing life-threatening situations." [Emphasis added.] 

Perhaps the most frightening thing about the Cyberpunk 
is the danger he presents to The Institution, whether 
corporate or governmental. If you are frightened you 
have almost certainly taken shelter by now in one of 
these collective organisms, so the very last thing you 
want is something which can endanger your heretofore 
unassailable hive. ' 

And make no mistake, crackers will become to bureau-
cratic bodies what viruses presently are to human bodies. 
Thus, Operation Sun Devil can be seen as the first of 
many waves of organizational immune response to this 
new antigen. Agent Baxter was a T-cell. Fortunately, he 
didn't know that himself and I was very careful not to 
show him my own antigenic tendencies. 

I think that herein lies the way out of what might other-
wise become an Armageddon between the control freaks 
and the neo-hip Those who are comfortable with these 
disorienting changes must do everything in our power 
to convey that comfort to others. In other words, we 
must share our sense of hope and opportunity with 
those who feel that in Cyberspace they will be obsolete 
eunuchs for sure. 

It's a tall order. But, my silicon brothers, our self-interest 
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is strong. If we come on as witches, they will bum us. 
If we volunteer to guide them gently into its new lands. 
the Virtual World might be a more amiable place for 
all of us than this one has been. Of course, we may also 
have to fight. 

DEFINING THE CONCEPTUAL and legal map of 
Cyberspace before the ambiguophobes do it for 

us (with punitive over-precision) is going to require some 
effort. We can't expect the Constitution to take care of 
itself. Indeed, the precedent for mitigating the constitu-
tional protection of a new medium has already been 
established. Consider what happened to radio in the 
early part of this century. ` 

New media, tike any chaotic system, are highly sensitive 
to initial conditions. Today's heuristical answers of the 
moment become tomorrow's permanent institutions of 
both law and expectation. Thus, they bear examination 
with that destiny in mind. 

Earlier in this article, ) asked a number of tough ques-
tions relating to the nature of property, privacy, and 
speech in the digital domain. Questions like: "What are 
data and what is free speech?" or "How does one treat 
property which has no physical form and can be infinite-
ly reproduced?" or "is a computer the same as a print-
ing press?" The events of Operation Sun Devil were 
nothing less than an effort to provide answers to these 
questions. Answers which' would greatly enhance  gow 
ernmental ability to silence the futures opinionated 
nerds. 

In overreaching as extravagantly as they did, the Secret 
Service may actually have done a service for those of 
us who love liberty. They have provided us with a devil. 
And devils, among their other galvanizing virtues, are 
just great for clarifying the issues and putting iron in 
your spine. In the presence of a devil, it's always easier 
to figure out where you stand. 

While I previously had felt no stake in the obscure con-
undra of free telecommunication, I was, thanks to Op-
eration Sun Devil, suddenly able to plot a trajectory from 
the current plight of the Legion of Doom to an eventual 
constraint on opinions much dearer to me. 1 remem-
bered Martin Neimoeller, who said: "In Germany they 
came first for the Communists, and 1 didn't speak up 
because I wasn't a Communist. Then they came for the 
Jews, and I didn't speak up because I wasn't a Jew. They 
came for the trade unionists, and I didn't speak up 
because I wasn't a trade unionist. Then they came for 
the Catholics, and I didn't speak up because I was a 
Protestant. Then they came for me, and by that time 
no one was left to speak up" 

I decided it was time for me to speak up. 

The evening of my visit from Agent Baxter, 1 wrote an 

  

Under the pretext of allocating limited bandwidth, the 
government established an early right of censorship over 
broadcast content which still seems directly unconstitu-
tional to me. Except that it stuck. And now, owing to 
a large body of case law, looks to go on sticking. 
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here is certain to fork many times. The printed version 
of this will seem downright quaint before it's dry. 

1 found Harvey in New York at the tiffices of that city's 
most distinguished constitutional law firm', Rabinowitz. 
Boudin, Standard. Krinsky, and Lieberman. These are 
the folks who made it possible for the New York Times 
to print the Pentagon Papers. (Not to dwell on the un-
willing notoriety which partner Leonard Boudin  achiev-
ed back in 1970 when his Weathergirl daughter blew 
up the family home ... 1 

In the conference call which followed. I could almost 
hear the skeletal dick as their jaws dropped. The next 
day. Eric Lieberman and Terry Gross of Rabinowitz, 
Boudin met with Add Phreak. Phiber `Optik, and 

The maddening trouble with writing this account iathat 
Wbole Eartb Review unlike, say. Pbrack, doesn't publish 
instantaneously. Events are boiling up at such a frothy 
pace that anything t say about current occurrences surely 
will not obtain by the time you read this.  'The road from 

Scorpion. 
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The perfect bogeyman for Modern 
Times is the Cyberpunk! He is 

so smart he makes you feeleven 
more stupid than you usually do. 
He knows this complex country 
in which you're perpetually lost. 
He'is the one-eyed man in the 

Country.of the Blind. 
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account of it wldch I placed on the' WELL. Several days 
later, Mitch Kapor literally dropped byO for a chat. 

Also a WELL denizen. Kapor had read about Agent Bax-
ter and had begun to meditate on the inappropriateness 
of leaving our civil liberties to be defined by the tech-
nologically benighted. A man who places great emphasis 
on face-to-Lace contact, he wanted to discuss this issue 
with me in person; He had been flying his Canadair 
bizjet to a mating in California when he realized his 
route'took him directly over. Pinedale 

We talked for a couple of hours in my office while a 
spring snowstorm swirled outside. When I recounted for 
him•what I had learned about Operaiion~un Devil, he 
decided it was time for him to speak up too. - 

He called a few days later with the phone number of 
a civil libertarian named Harvey SBverglate. who, as 
evidence of his conviction that everyone deserves due 
process, is currently defending Leona Helmsley. Mitch 
asked me to tell Haney what I knew, with the inference 

.that he would help support the costs which are liable 
to arise whenever you tell a lawyer anything. . 

But as of today linearly June of 1990). Mitch and 1 are 
legally constituting the Electronic Frontiers Foundation; 
a two (or possibly three)-man organization which will 
raise and disburse funds for education', lobbying, and 
litigation in'the areas relating to digital speech and the 
extension of the Constitution into Cyberspace. 

Already, on the strength of preliminary stories about 
our efforts in the Wasbington Post and the New Hnk 
Times. Mitch has received an offer from Steve Wozniak 
to match whatever funds he dedicates to this effort. (As 
well as a fair amount of abuse from the more institu-
tionalized precincts.bf the computer industry.) 

The Electronic Frontiers Foundation will fund, conduct, 
and support legal efforts to demonstrate that the Secret 
Service has exercised prior restraint on publications, li-
mited free speech, conducted improper seizure of equip-
ment and data, used undue force, and generally con-
ducted itself in a fashion which is arbitrary, oppressive, 
and unconstitutional. 

In addition, we will work with the Computer Profes-
sionals for Social Responsibility and other organizations 
to convey to both the public and the policy-makers 
metaphors which will illuminate the more general stake 
in liberating Cyberspace.. 

Not everyone will agree. Crackers aie, after all, generally 
beyond public sympathy. Actions on their behalf are not 
going to be popular no matter who else might benefit 
from them in the long, run. 

Nevertheless, in the litigations_ and political debates 
which are certain to follow, we will endeavor to assure 
that their electronic speech is protected as certainly 
as any opinions which are printed or, for that matter. 
screamed. We will make an effort to clarify issues sur-
rounding the distribution of intellectual property. And 
we will help to create for America a future which is as 
blessed by the Will of Rights as its past has been. ■ 

' 1 Cambridge Center. Cambridge. MA b2142. 
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Mike Guncieday, the Gran, Gaakguer of the 
underground press in Anterior, sands behind 
his awesome collection ofprper narrowcasting. 
His own zine.  Factsheet Five (6 Arizona Are., 
Rensselaer, NY 12141-4502: f6/year) cracks 
We Row of thousands of personal publishers, 
made possible by the copy machine. 

-Kevin Kelly 
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ZINES WHERE THE ACTION IS: 

THE VERY SMALL PRESS IN AMERICA 
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' KNOW A PLACE where you can 
find out about the art of writing 
renga. A place where people dis-

cuss the merits of Japanese monster 
movies. A place where the preservation 
of cave fish is more important than  hous-
ingdevelopments. One where men grapple 
with feminism and what it means to their 

lives - and where women an be alone 
for a moment without the presence of 
men. One where new languages are being 
invented and learned even as you read 
this. One where workers, from old-line 
unionists to new burger-flippers, talk 

about work in their own words. One 
where the battle over where to hold 
science-fiction conventions Is a matter 
of the gravest importance. One where 
millions of facts, near-facts, rumors. 
suspicions and downright lies are available 

to anyone who cares to look for them. 
The place? It's the very small press. 

I'm excited about the very small press, 
whether you call it the underground 
press, the alternative press, or simply 

"zines" (short for "fanzines;' a contrac-
don of "fan magazines" which originated 
with lovers of science fiction). I don't 
mean. for the most part, things like 
Whole Earth Review. On the scale I'm 

considering, WER is a megazine, so large 
as to be almost frightening. No, what I'm 
excited about are publications like Gray 
Matter, Flfpside, Greed. Yellow Silk, Kick 

It Over, Sign of the rimes. Its. ̀ ,Union of 
Opposites, Philly Zine, Jul Lobypil. 
Quimby, and The Kvinde Hader Klub: 
things with a circulation in the thousands, 
the hundreds, and sometimes only in the 
tens. This is where the action is, where 

information (and disinformation) is free, 
where things are happening. 

Of course, when you're immersed in a 

sea of hammers, it's sometimes difficult 

to remember that not everyone wants to 
drive: nails all the time. I've been collect. 
ing the very small press since about 1977,  

 

seriously so since 1982 when I started . 
publishing Factsheer Five. In mid-1990. 
I don't have an exact count except in 
archivist's terms: about 150 linear feet of 
files (with close to another foot coming 
in each week). As near as I can figure, 
that amounts to about 25,000 separate 
issues of some 10,000 titles. And at best. 
I'm only getting about 10 percent of 

what gets published in the United States 
alone - not even thinking about the 
rest of the world. 

These figures are a bit less Impressive 
when you think about the people at the 
other end of the information pipeline: 

the readers. Out of those 10,000 zines, 
only a few hundred have ever had a cir-
culation over 1,000. Of these at least 
half have gone out of business - the 
half-life of a zine is on the order of two 
years (that is, two years from now half 

the current tines will be out of business). 

Even when they don't go bankrupt, edi-
tors on this scale tend to move on to 
other things as their interests change. 

Since for most of us there is no fortune 

and darned little fame to be made from 
publishing a sine, this is quite understand-
able. All in all, there are at most a couple 
of million people who read any of these 
things, and only a handful of harcicom 
zine junkies who, like myself, read 
lots of them. 

So then why am i excited? Because these 

people, the few thousand publishers and 

the few million readers, are the ones at 

the cutting edge of social change. Even 
when they think they're just writing or 
reading about punk music, kite-flying, the 
revival of Asatru, or new sculpture, these 

people are part of A Phenomenon. Our 
industrial society has finally brought 
things to the point where almost anyone 

can own the means of production of a 
Ana. Cheap photocopiers, cheap com-
puters and (if you don't believe: me, look 

at other countries) cheap postage have 

BY MIKE GUNDERLOY 
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is what happens to Vivian 
d Roger at the end of the 
k. We were interested in 

that newness and freshness, 
the discovery of a lost thing, 
which is the basis for their 
relationship." 

"The sense that the past is 
past and the future is  possi-
ble," Erdrich says. " We try to 
grapple with time - the im-
pact of history. What creates 
the present." 

Although the setting and 
some of the circumstances of 
"The Crown of Columbus" are 
similar to aspects of their own 
lives, the only real trace of 
autobiography in the book,  Er-
drich and Dorris say, is in the 
person of Violet, the baby girl 
whom Vivian bears near the 
beginning of the book and who 
ends up perilously abandoned 
and rediscovered at its end. 

"We don't write autobio-
graphically, but we did have 
a baby daughter, Aza, while 
we were writing this book," 
Dorris says. "And we knew 
early on she had to be in there 
because she was certainly 
making herself felt" 

"A lot of times, one of us 
would write that the baby was 
crying," Erdrich confirms, 
"and the baby was crying." 

The story of Columbus is of 
an ethnically confused man 
introducing ethnic confusion 
to a continent. In a way, this 
represents a deeper autobio-
graphical theme. Vivian 
might be speaking for  Er-
drich when she says of her 
mixed heritage: "There are 
advantages to not being this 
or that. You have a million 
stories, one for every occa-
sion, and in a way they're all 
lies and in another way 
they're all true.... There are 
times when I control who I'll 
be, and times when I let other 
people decide. I'm not all any-
thing, but I'm a little bit of a 
lot. My roots spread in every 
direction, and if I water one 
set of them more often than 
others, it's because they need 
it more." 

And the overall thematic 
conflict of the book - the 
question Dorris posed as 
"What do you do when you 
discover something you did-

 

n't expect to discover?"  -

 

flips back in an intriguing 
way on "The Broken Cord," 
which is a narrative about 
Dorris's discovery of his 
son's problems, a discovery 
that ran counter to his  expec-
tations and that he strongly 
resisted. The issue of Dorris 
and Erdrich's relationship 
with their son is symbolically 
reconstructed in "The Crown 
of Columbus" in the person of 
Nash, Vivian's 16-year-old 
son by an earlier marriage. 
Roger's rage at Nash, a diffi-

 

(Continued on Page 76) 
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Computer buffs use 

modems, money and a new foundation to 

fight Government prosecution. 
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HEN JOHN PERRY BARLOW 
picked up the phone at his home in 
Pinedale, Wyo., on a sunny morn-
ing last May, the last thing he 

expected was a call from the Federal Bureau of 
Investigation. But as a sometime writer and elec-
tronic gadfly who has been, among other things, a 
cattle rancher, Republican county chairman and, 
for 20 years, a lyricist for the rock band the 
Grateful Dead, he wasn't exactly surprised. 

Special Agent Richard H. Baxter was polite, 
but he wouldn't explain what the bureau wanted 
over the phone. Barlow didn't mind He just 
assumed that the Feds wanted to talk to him 
about some comments he had recently made in a 
Harper's Magazine forum on computer cracking 
- obtaining illegal access to giant computer 
networks over the telephone - comments that 
the editors had seen fit to put on the cover. 

"Americans who believe in democracy 
have little choice but to shred the barricades of 
secrecy at every opportunity."  Barlow, 43 years 
old, wrote in an excitable moment " It isn't 
merely permissible to break into the White 
House computer system. It is a moral obliga-
tion." Barlow saw as how the F.B.I. might think 
those provocative words, but as soon as Agent 
Baxter arrived at the door with a long list of 
questions scrawled on his clipboard about what 
he called the "New Prosthesis League,"  Barlow 
knew that all bets were off. 

It turned out that Agent Baxter was  interest-
ed in the "nuPrometheus League," a shadowy 
conspiracy that had been sending morsels of 
Apple Computers highly guarded source code 
for the Macintosh computer - the copyrighted 
set of instructions governing the look and opera-
tion of the screen - to various computer-world 
luminaries. But since Agent Baxter could not, in 
Barlow's words, " tell a ROM-chip from a Vise-
Grip," the electronic cowboy spent the next two 
hours tutoring the G-man in the rudiments of 
telecomputing, showing him how one could use a 
computer and modem to "log on" to various 
electronic services, how to upload and download 
files, and how to identify source code, the very 
stuff of computer programming. " I realized right 
away before I could demonstrate my innocence," 
Barlow later wrote in a newsletter on computer 
privacy issues, " I would first have to explain to 
him what guilt might be:' 

As it happened, the visit by Baxter was just 
one episode in a major Government campaign 
to prosecute computer criminals. That same 
month, the United States Secret Service, which 
investigates a wide variety of electronic crimes 
from credit card fraud to illegal computer tres-
pass for the Department of the Treasury, made 
public its largest computer crime investigation 
ever. Operation Sun Devil, using more than 150 Secret Service agents who 
served 28 search warrants in 14 cities, seized some 23,000 diskettes and 42 
computers. According to Garry M. Jenkins, then assistant director of the 
Secret Service, Sun Devil was "sending a clear message to those computer 
hackers who have decided to violate the laws of this nation in the mistaken 
belief that they can successfully avoid detection by hiding behind the 
relative anonymity of their computer terminals." 

For the Government, Sun Devil represented a drastic change of direc-
tion. Law enforcement had for years treated computer crime as a white-
collar con, a second-fiddle felony. 

But after Robert Tappan Morris, the Cornell University student who 
brought the nation's largest computer network to the verge of a breakdown 
with a malfunctioning " worm" program, was caught in 1988, the Govern-
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ment seemed ready to find a criminal behind every computer with a 
modem, the device that turns digital data into electronic signals to be sent 
over the phone. 

Suddenly, the high-school and college students who had only recently 
been tolerated as joy riders on the nation's information networks didn't 
seem so innocent They were electronic swindlers. Criminals. Possibly even 
spies. Cliff Stoll, a young astronomer-turned-computer sleuth, discovered an 
infiltrator burrowing through unclassified but sensitive military files about 
the Strategic Defense Initiative, and caught the Government unprepared. 
After a frustrating (and ultimately successful) campaign to interest the 
F.B.I., Central Intelligence Agency and National Security Agency in his 
quest for the intruder, Stoll tracked him to Hanover, Germany, where he 
was working for the K.G.B. Stoll got lucky. There may well have been other 
infiltrations of America's electronic networks by agents of the Eastern bloc 
countries and the K.G.B. intent on altering, stealing or destroying proprie-
tary corporate information and classified U.S. military data. " Much of 

Compared to his ranch, John Perry Barlow says, "the computer was clean." It was, he says, "the one place 1 found 1 could really manipulate reality." 
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today's spying is garden-variety electronic sur-

 

veillance,"  says Stoll, who turned his tale of track-
ing the Hanover hacker into a best seller, "The 
Cuckoo's Egg." "The spy risks embarrassment 
and even death, but the computer programmer 
whose aim is stealing information doesn't even 
have to leave home." Computer crime, the United 
States Government decided,.wasn't just costing 
the country billions of dollars and endangering 
the very basis of intellectual property in the 
electronic age; it was becoming a potential threat 
to national security. 

But how to police the new electronic frontier? 
As Barlow explained to Agent Baxter, there are 
millions of computer owners around the globe 
who possess the capacity - phone, computer, 
modem and simple software - to tap into this 
vast interconnective universe. 

The very essence of what Barlow calls "the 
culture of the nerd - the solitary libertarian 
down in his basement saying  'Don't tread on me"' 
- is resistance to standardization and control. 
Hackers, the computer wizards of this brave new 
world, had long adopted a rather strict code of 
honor on their own: not to erase or damage 
others' files; not to change data; not to use a 
system for personal gain. And for the most part, 
the system worked, encouraging the free  ex-

 

change of ideas via technology. 
The first hackers, mostly students at the 

Massachusetts Institute of Technology in the ear-
ly 60's, were hardware buffs with an obsessive 
passion for circumventing whatever limitations 
prevented them from working on the few comput-
ers then around. To these hackers, the goal was to 
gain access to a system - any system. They 
would go to extreme lengths to do it: breaking 
down computer-room doors, exploiting program  

  

bugs, staying up for days on end until the new 
machines yielded their secrets. " Further!" has 
always been the hacker's cry. 

As computer hardware and software became 
increasingly accessible and interconnected, the 
game changed Hackers came to see access to com-
puter networks as the real challenge. They loved to 
see what systems they could dial onto, either by 
"social engineering" - persuading a system opera-
tor that they needed immediate access - or sheer 
guesswork, lobbing passwords like "root ' "admin," 
or "system" at a remote network until it finally 
opened up. Nor was this just the aberrant behavior of 
a few wayward computer Rends: Steve Wozniak and 
Steve Jobs first acquired the capital to start Apple 
Computer by selling 'blue boxes" devices that en-
abled "phone phreaks" to make calls around the 
world for a dime. 

Most hackers haven' t taken "further" as an 
invitation to trespass, but there are always those 
hackers who will operate with criminal intent, 
"crackers" who put personal gain before the cre-
ative power of computing. Operation Sun Devil was 
just one of a half-dozen  law-enforcement  opera-
tions around the country aimed at them. 

Among the Government's first targets was 
Craig Neidorf, a 19-year-old University of Missouri 
student who published an electronic magazine 
called Phrack; he was indicted in February 1990 on 
felony charges of wire fraud and interstate trans-
portation of stolen property, accused of publishing 
a stolen Bell South memorandum on the emergen-
cy 911 telephone system. A month later, on a 
drizzly March day, the United States Secret Serv-
ice paid a visit to Steve Jackson Games, a small 
computer game-book publisher in Austin, Tex. 
Armed with guns, crowbars, a search warrant and 
accompanied by representatives of the Austin po-

 

The software designer Mitch 
Kapor, left, and John Barlow 
began the Electronic Frontier 
Foundation. It helps hackers 
in trouble with the law. 

lice, the agents confiscated 
three computers, one laser 
printer, numerous hard drives, 
hundreds of disks and a large 
bag of screws. No arrests were 
made, no charges were filed 
and no explanations were given. 

Steve Jackson was mysti-
fied by the raid on his prem-
ises. What could the Secret 
Service want with a small book 
publisher's computer equip. 
ment? The search warrant af-
fidavit had been sealed by the 
Austin court at the request of 
the Secret Service. One clue to 
the raid was that the agents 
had confiscated most of the 
materials used to produce 
Jackson's latest book, "Gurps 
Cyberpunk: High-Tech Low-

 

Life Roleplaying Sourcebook" 
It was true that "Gurps  Cyber-

 

punk" included a chapter giv-
ing instructions on computer 
cracking - a crime that was 
under the service's purview  -

 

but he was publishing a book 
about the future, a bleak Baedeker in which game 
players adopted the identities of various dystopi-
an criminals. 

It would be four months before the Secret Serv-
ice returned the "Gurps Cyberpunk" material, and 
Steve Jackson would be forced to lay off nearly half 
of his 17 employees in the interim. But what else was 
Jackson to do? With the warrant sealed, and the 
Secret Service ignoring the pleas of Representative 
J. J. Pickle (Jackson's Congressman) and both Tex-
as Senators, there was no way to know what the 
Secret Service had been looking for. It was almost as 
if the First Amendment had never existed. 

S SOON AS AGENT BAXTER 
headed back to the F.B.I 's office in 
Rock Springs, Wyo., John Barlow 
wrote up his experience with the 
F.B.I. and posted it on the WELL. 

The WELL - Whole Earth 
'Lectronic Link - is a powerful 
computer conferencing network 
that was started in 1985 as a kind of 
computer adjunct to the Whole 
Earth Catalogue, Stewart Brand's 
massive "access to tools" supply 
book, and has since taken on a life 
of its own. (The Whole Earth Re-
view published Barlow's essay as 
"Crime and Puzzlement" last sum-
mer.) Conference systems like the 
WELL and its more recent New 
York counterpart, Echo, have been 
compared to silicon salons or digi-
tal nightclubs, 24-houraday  elec-
tronic villages where the residents 

meet each other through their fingertips. With 
5,000-odd  "WELLbeings" paying monthly charges 
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Craig Neldort, a 19-year-old 
who published an electronic 
magazine called Phrack, was 
charged with publishing a 
stolen phone company memo. 

and "connect time" to participate 
in conferences on everything 
from gardening to global busi-
ness to the Mac and I.B.M. PC, 
virtual reality, spirituality, sex 
and the Grateful Dead, the 
WELL seems very much like a 
small town that has sprung from 
the mind of a very hip Silicon 
Valley yuppie. 

Barlow soon found that he 
wasn't the only one on the 
WELL who had been inter-
viewed by the F.B.I. Eventually 
he would meet many others, 
among them Mitchell Kapor, 40, 
the software supernova who  co-

 

developed the classic business 
spreadsheet program Lotus 1-2-
3 and is now chairman of ON 
Technology, which is based in 
Cambridge, Mass. Kapor had 
received a copy of the nuPro-
metheus diskette in the mail. 

Thinking it might be a clev-
er ploy to infect his computer 
with a virus, he promptly tossed 
the diskette in a drawer - until 
the summer of 1989, when he read reports of the 
nuPrometheus case in Macworld magazine. At 
that point he had his chief technologist examine the 
disk. Sure enough, the disk contained a portion of 
the code to Apple's Color Quickdraw, the software 
behind the Mac's famous graphic capabilities.  Ka-
por called his attorney, who advised him to send 
the disk to Apple as soon as he could. A few months 
later, the F.B.I. paid a visit to Kapor's office. 

Until Barlow posted his story on the WELL 
months later, Kapor had filed the F.B.I.'s visit to 
his office under inexplicable events. But reading 
the electronic version of " Crime and Puzzlement" 
put everything in perspective for him. " I suddenly 
realized I wasn't alone," he says, " that I had some 
direct connection to this, that nuPrometheus was 
connected to all the other arrests of computer 
hackers at the time, and I began to see how great 
an injustice could be taking place within such a 
huge investigation as Sun Devil." 

Kapor didn't doubt that there were serious 
criminal violations going an in computer networks. 
But he wondered whether the rumors he was 
hearing about Sun Devil - searches and seizures 
with guns drawn against 16-year-old crackers and 
their families, confiscations of every piece of elec-
tronic equipment in their homes, from computers 
to clock radios - could possibly be true. The more 
he thought about how the F.B.I. had required a 
virtual Berlitz course in computers simply to do its 
meager interview with him, the more he began to 
worry about those kids. As a former "nerd" him-
self, he identified with them, understood how their 
boredom and lack of socialization could lead them 
to go joy riding through the vast networks of the 
electronic frontier. 

A few weeks later, as Kapor was making 
plans to fly to California - one of the luxuries of  

his Lotus success is a private jet - he phoned 
Barlow and asked if he would mind very much if 
Kapor touched down in Pinedale, Wyo. It was not 
an offer the computer cowboy could refuse. 

John Perry Barlow really does live on the 
frontier. Even if you drive at top speed, the nearest 
city, Jackson, Wyo., is over an hour away, past 
wide pastures of grazing elk, cows and wild horses. 
Bartow rarely goes there anyway. He can usually 
get what he needs in Pinedale, and what he can't 
get eventually comes to him by mail or over the 
phone - by fax and modem. 

On the WELL, he is the No. I digital Deadhead, 
equal parts beat poet and P. T. Barnum. One min-
ute he delivers a scalding jeremiad on the "droids" 
who run Microsoft and Apple, turning people into 
"knowledge workers" and computers into  "person-
al productivity tools"; the next, he is carrying on 
about the dream of an electronic virtual reality in 
which cyberspace is "given actual human-scale 
interaction so that you're not reduced to what you 
can squeeze through your fingertips with just typ-
ing." 

Barlow rarely " just types." His old drinking 
buddies have left the sign reading "Pinedale 
Thinking Service" over the door of a nearby 
saloon, and you can discern in his craggy, beard. 
ed face the psychic toll that his attempt to strad-
dle two disparate cultures - rock-and-roll and 
computing - has taken over the years. 

His office is surrounded with books and me-
mentos that reflect these divided allegiances: 
Eliot Janeway's "Economics of Chaos" next to 
Allen Ginsberg's "Howl"; signed photographs 
from President Bush and Senator Alan K. Simp-
son of Wyoming next to platinum records by the 
Grateful Dead; a list of rules headed "Principles 
of Adult Behavior" next to psychedelic pinwheels 

and an awesome-looking six-shooter. Barlow is at 
least as much a man of the 60's as he is of the 90's. 

Barlow's grandfather, Perry Jenkins, came to 
Wyoming's Upper Green River Valley at the turn 
of the century by train and wagon from New York 
where he had been a teacher of mathematics at 
Columbia University. As soon as Jenkins arrived, 
he began surveying the land for what Barlow calls 
"the purposes of boosterism and reclamation," 
building dams, starting the family's Bar Cross 
ranch, getting himself elected to the State Senate, 
and eventually proposing that a new county, the 
size of Connecticut and Rhode Island combined, be 
created an the basis of the natural watersheds 
formed by the tributaries of the Upper Green. 
Sublette County, as the new jurisdiction was to be 
called, soon elected Jenkins to the State Senate; 
Barlow's father, Norman Barlow, a cattle rancher, 
succeeded him there. 

A prototype rebel with a Honda motorcycle 
and a fixation on "The Wild Ones," John Perry 
Barlow had already had more than enough of his 
family's civilizing urges by the time he was 14, 
when he was sent to boarding school in Colorado. It 
was there that he met Bob Weir, who became his 
best friend and, much later, the rhythm guitarist 
for the Grateful Dead. But it wasn't until he helped 
lead the psychedelic revolution at Wesleyan Uni-
versity, where he was a poet and S.D.S. mischief-
maker, that Barlow discovered what he calls "the 
frontier inside you." For the first time in his life, he 
says, "I knew who I was because I was someone on 
the frontier of consciousness, right on the edge of 
the known and peering off into the unknowable." 

By the time he returned td the Bar Cross, 
after his father had a stroke in 1971, Barlow had 
already written a novel ( never published), trav-
eled around the world with what he calls "the 
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international. useless hippie brigade," and was 
writing lyrics for the Grateful Dead ("Mexicali 
Blues," "The Music Never Stopped.," " 1 Need a 
Miracle"). For the next 17 years, he tried to turn 
the Bar Cross from a psychedelic dude ranch into 
a working farm.. lath even though he had been 
raised to he a cowboy in a place where cowboys 
had won it a6, be ultimately wound up with an 
Indian's perspective. on the land - it would not be 
tamed and, despite all efforts, could not be owned 
by anyone, including him. 

And so by 1967, heavily in debt, he tried to run 
for the State Senator's seat his father and  grandla-
ther had held belnte him; he missed getting on the 
ba llotba ■bWaVote. To Barlow it was a sign, and 
he=Udobar Cross to return to writing, moving 
his wllarand three children from the family home 
stead to a suburban ranch house in nearby Pine-

 

dale. By then, he was already in the thrall of 
computers, a hacker in the rye. " Compared to the 
cattle ranch when 1. was floating around on  noth-
big but hope and bait wire for 17 years, the 
computer was clean," he says. "It was the one 
place I found I could really manipulate reality." 

Eventually Barlow found himself being 
sucked into the vortex of telecomputing, and was 
invited by Apple Computer to write its history. 
Over the next few months, he became so frustrat-
ed with Apple's institutional politics that he 
shucked the project to begin a book called "Ev-
erything We Know Is Wrong," a title that could 
serve as his epigram for the way Interpersonal 
computing - using the computer as a crass 
between the telephone and a writing machine  -
is radk7aft changing the way information is  un-
dersWstl. 

9adW has pass od beyond using computers 
to store alphanumeric data; for him, the frontier 
Is now in sharing images, music and texts in real 

time, connecting individuals in places as far-flung 
as Pinedale, Wyo.. and Cambridge, Mass., It's a 
dream of a community tied together by high-tech 
computer power, a technological utopia. 

Oddly, Barlow's fantasy of a global electronic 
village wasn't far from what Mitch Kapor,  him-
self somethbrg of aW's-90's man, had in mind.. Not 
even Kapoes pis bLotus project, ON Technology 
- which boldly predlcted it would reinvent the 
way we comprehend information and then gradu-
ally settled into a promising software company -
lit Kapor's fire like Ba.rlow's crt de cocur for the 
hacking community. Somehow it made sense that 
the silicon god from M.I.T.. and the computer 
cowboy from Wyoming would end up together. 
For Kapor, as for Barlow, it seems only the 
frontier would do. 

Within weeks of Kapor's visit to Wyoming, he 
and Barlow decided to establish the Electronic 
Frontier Foundation, Among their immediate 
aims was the protection of those hackers who had 
found themselves being persecuted by the Govern-
ment campaign against computer crime. They 
were promptly offered money ( from John Gil. 
more, an early employee of Sun Microsystems, and 
Steve Wozniak of Apple Computer tame), criticism 
and appeals for help. 

One of the first people khay hoard from was 
Craig Neidorf , Phrack's publisher, who was fac-
ing charges over the publication of the Oil docu-
ment. To the Government, the Neidorf case was a 
straightforward example of a crook republishing 
proprietary information - estimated by the Gov-
ernment to be worth $79,940 - without its au-
thors' permission. And for this crime, it wanted a 
jail sentence for Neidorf suitably severe to ionda 
message. The E.F..F. helped find an expert wit-
ness who proved that the information was not 
only not proprietary, but was available to the 
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74  public in a booklet from another Bell system for 
just $13.50.On the fourth day of trial, the case was 
dismissed. 

'then there was Steve Jackson, whose misfor-
tune it was to have on his staff Loyd Blankenship, 
who was also suspected of having been involved in 
the publication of that 911 document. Blankenship, a 
cyberpunk author, had run an electronic bulletin 
board from his home that made Phrack available  -
as had perhaps thousands of others nationwide. The 
E.F.F. sought to unseal Jackson's search affidavit 
and is now about to sue the Government for violation 
of Steve Jackson's First and Fourth Amendment 
rights. After all, say the E.F.F. attorneys, if an 
employee of Random House was suspected of theft, 
would the Secret Service confiscate its computers? 
First and Fourth Amendment rights simply haven't 
been extended to the electronic media in the same 
way they have been to traditional print media. The 
E.F.F. and its chief legal advisers are beginning the 
long campaign to persuade state and Federal legisla-
tors that digital media are different in kind, and 
require different laws. (Computer Professionals for 
Social Responsibility, a national association based in 
California, has also been on the case.) 

While legal defense is central to the E.F.F.'s 
purpose, Kapor and Barlow are the first to point out 
that their job is as much cultural as legal. "There's a 
basic conflict of paradigms," Kapor says. "This isn't 
just a question of the supposed criminality of  hack-
ers. There's a failure to account for these kids who 
have basically become exploiters of technology. The 
E.F.F. has to close that gap, find new ground rules for 
the discussion, new balances between property rights 
and the right to free expression:' 

Ultimately, the E.F.F.'s primary goal must be 
to create a sense of community between those they 
regard as legitimate computer hackers and those 
who believe that the Constitutional protections that 

The First and Fourth 
Amendments, the argument 
goes, haven't extended to the 

new electronic media the 
protection they give to print, 

currently exist for books or magazines are an 
anachronism in an age of infinitely reproducible, 
interactive digital media - an anachronism they 
feel is long past due for a concerted evolutionary 
attack. There are those in the E.F.F. who would 
like to spread the wealth, distributing it more 
evenly between the "knows" and the "know-nots," 
those who have been left behind by the technologi-
cal revolution. Such a complicated consensus will 
take a great deal of time to develop, John Barlow 
says, but without it there will never be any way of 
definitively settling conflicts in the new frontier. 

The Government doesn't see it that way. "Out 
here in the Wild West, when it was just a few settlers 
on the land, frontier justice had its place," says Gail 
Thackeray, former Assistant Attorney General of 
Arizona. (Sun Devil headquarters is in Phoenix) 
"You could rustle up wild horses, have Saturday 
night shoot-'em-ups, do whatever you wanted But as 
the West became more settled, there were still a few 
guys who wanted to go out and have shoot-'em-ups on 
Saturday night But now they also wanted to shoot at 
the telegraph poles. And as the shooters began to 
attack things the community valued, the community 
acted to protect its rights:' 

As far as Thackeray is concerned, the elec-
tronic frontier is over. "The early hackers had a  

 

self-enclosed system with dumb terminals so that 
even if someone broke in, it wouldn't do much 
harm," she said. "They were working in  universi-
ties where systems were deliberately left open for 
exploration and research. Now, computers connect 
to things that matter. We rely on them. People can 
get hurt if they're not accurate." 

For John Perry Barlow, the issue of reliability 
is irrelevant. Computers are there to foster a sense 
of community. WE not a question of law, but of 
ethics. " For many years, nobody ever went to 
prison for the crime of murder in Sublette County," 
he explains one day after a long session of editing 
his electronic mail. "And that wasn't the result of 
no one ever getting killed. It was just the result of a 
couple of cultural trajectories that happened to 
hang together. First, nobody ever really knows the 
nature of another person's business; second, there 
really is such a thing as justifiable homicide; third, 
in any real community, there aren't ever any clear 
lines. Behavior is monitored by the community, 
and when somebody's stepped over the line, a 
consensus develops. So whenever someone died 
violently, they just convicted the deceased. The 
jury sadly shook its head, said, 'It's a pity you had 
to kill him, Ralph,' and Ralph said, 'Yes it is,' and 
walked away scot-free. 

"Of course, today the only thing that's right is 
what you can demonstrate in court. But we're not 
really at that point yet in the electronic frontier. 
We still need to work things out We're entering a 
period of great ambiguity, and we've got to take 
our time or else the ambiguo-phobas are going to 
try to make the rest of us suffer. They're going to 
try to draw all kinds of precise delineations where 
it's not possible to do that" Barlow lets out a deep 
sigh, and looks deep into the flickering glow of his 
computer. " I guess we wouldn't be doing this, if 
they weren't already trying." ■ 
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Quite literally, the best of the best. 

 

On a magnificent point of land, wrapped by Miami's cruise ship port and the beauti-
ful blue waters of the Atlantic Ocean, is Fisher Island's most luxurious new address. 

Villa del Marc. 
Thirty-seven of this internationally distinguished community's most magnifi-

cent residences, ranging from 3,175 to 8,275 square feet, some with 6,000 square 
foot terraces. The residences of Villa del Marc are enfolded by a mile of splendid  

ocean beach, a championship seaside golf course, grass and clay tennis courts, for-
mal and informal clubs, two deepwater marinas for yachts to 200', an international 
spa, fine restaurants, a dinner theater and unparalleled privacy and security. 

Villa del Marc at Fisher Island. Quite literally, the best of the best. From 
$1,550,000 to $5,025,000. Dept E, Fisher Island, 
Florida 33109 (305)535-6071 (800)624-3251 

71te ptniom is termmal with the \ew jersey Real Estate Commlasiurs \jREC 9014.711 an 716. Regstmtimt dao nut cmtstimm an endorsement of the metirsor value ufthe pmjeca. Obtain and toad 
she \ew jersey PuMieOlatinaammment berm signing mpMinl:'ntfs u not an alreting many peman in any sum wham such an onetioa may not lawfully be made. Equal HwrsingOppomtnity. 
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AS PURVEYORS OF SOCIAL HISTORY HAVE 
recently observed, it is the bathroom that has grown 
both in size and prominence in homes across 
America. According to Kitchen & Bath Business, a 
New York trade publication, Americans are expect-
ed to spend $9.5 billion on bathrooms this year 
alone. Call it an attempt to create spa life at home or 
simply a return to sybaritic pleasures, but bathrooms 
have attained a status once reserved for living 
rooms, libraries or bedrooms. "We used to decorate 
a whole house and the bathrooms would be an 
afterthought," the Manhattan designer Juan Mon-
toya says. " Now they' re a priority. Everyone wants 
a beautiful bathroom." 

Beauty, however, comes in many guises. Indeed, 
the bathrooms on these pages span all tastes, styles 
and budgets. The most popular look is the decorat-
ed bathroom - a space bedecked with artwork and 
wallpaper, antiques and painted surfaces. " Since we 
all spend so much time in bathrooms, they should 
be pretty," says the veteran New York decorator 
Sister Parish. " I've treated mine as a visual  exten-
sion of the bedroom." Architects often have a 
decidedly different esthetic. Many create purposely 
pristine, cold spaces that seem almost too frosty to 
bathe in. One iconoclastic architect, for example, 
doesn't deign to speak of bathrooms. Instead, he 
christens them "wet rooms." - CAROL VOGEL 

eft: The 
British designer 
Andrea de Mantas 
toek tbree small rooms 
in her East Snoex 
manarbarne and 
transformed them into a 
bmthrever and dressing 
area. Mm endamd a 
Victorian bathtub in 
old teak and used teak 
tafmrne the sink and 
counters. Her 
Vidarianporrela/m, 
each embellished with 
rarer, decorate every 
surface. 

Right. An mdy- 1916-
coning  sminme is the 
fowl pdni of1he 
fashion derigrrer Fad 
I.agerfdd s bothraarn 
in his Rwiie apartment. 
The plaster wa/k 

feature neo-s/assical bar 
re/iefdelails, the 
curtains are a blue and 
green tartan taffeta. 
Three late-1 Sib-
reninry Roman 
ba/lrawu chairs, from a 
set of 2O, are both 
functional and 
scrdptnral 

s so PHOTOGRAPHS BY FRITZ VON DER SCHMEMIRM FOR THE NEW YORK TIME 



                                        

puter BBS in Sausalito which is 
digital home to a large collection 
oftechnicallyhip Elks, including 
Mitch Kapor, the father of Lotus 
1"--2-3. 

Turns out Mitch had a Iso been 
visited by the FBI, owing to his 
havi ng unaccounca bly received of 
oneofthesourcecodedisks which 
NoPrometheus scattered around. 
Mitch's experience had been as 
dreamlike as mine. He had, in 
fact, filed the whole thing under 
General Inexplicability until he 
read mytole on the WELL. Now 
he had enough corroboration for 
his own strange sense of alarm to 
begin acting on it. 

veml da later, he found 
his  bizjet aysb out to flyover 
Wyoming on is way to 
San Francisco. He called 
me from somewhere over 
South Dakota and asked 
if he might literally drop 

a chat about Agent Baxter 
and related matters. 
' So, while a late spring snow 
storm swirled outside my office, 
we spent several hours hatching 
what became the Electronic 
Frontier Foundation. I told him 
about the sweep of Secret Service 
-raids thathad taken place months 
before and their apparent disre-
gard for the Bill of Rights: 

Alarmed, he gave me the 
phone number of Harvey 
Silverglate, whose willingness to 
champion unpopular causes was 
demonstrated by his current de-
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Goals of the EFF 

1. To engage In and support 

educational activities that 

 

increase the popular 

understanding of the 

opporlunides and challenges 

posed by computing and 

telecommunications. 

Z To develop among policy-

makers a clearer comprehen-

slon of the Issues underlying 

free and open telecommuni-

 

cations. 

3. To support the creation 

of legal and structural 

approaches which will ease 

the assimilation of these new 

technologies by society. 

4. To raise public awareness 

about civB-liberties Issues 

arising from rapid advances 

in computer-based communi-

cations media. 

S. To support litigation in the 

public interest to preserve, 

protect, and extend Constitu-

tional rights to the realm of 

computing and  telecommuni-

cations technology. 

6. To encourage and support 

the development of new tools 

which will endow non-technical 

users with full and easy access 

to computer-based  telecom-

  

municatlons. 

 

By John Perry Barlow 

he Electronic Frontier 
Foundation was started by 
a visit from the FBI. 

In late April of 1990, I 
got a call from Special 
Agent Richard Baxter of 
the Federal Bureau of In-

vestigation. He asked if he could 
come by the nextday and discuss 
a certain investigation with me. 
His unwillingness to discuss is 
nature over the phone left me 
with a sense of global guilt, but I 
figured turning him down would 
probably send the wrong signal. 

On Mayday, he drove to 
Pinedale, Wyoming, a cow town 
100 miles north of his Rock 
Springs office (where he ordi-
narily investigates livestock theft 
and other regional crimes). He 
brought with him a thick stack of 
documents from the San Fran-
cisco office and a profound con-
fusion about their contents. 

He had been sent to find out 
if I might be• a member of the 
NuPrometheus League, a dread 
band of info-terrorists (or maybe 
just a disaffected former Apple 
employee) who had stolen and 
wantonlydistributedsource code 
normally used in the Macintosh 
ROMs. Agent Baxter's errand was 
complicated by a fairly complete 
unfamiliarity with computer 
technology.I realized right away 
that before I could demonstrate 
my innocence, I would first have 
to explain to him what guilt 
might be. 

The three hours I passed do-  

 

ing this were surreal for both of 
us. Whatever this source code 
stuff was, and whatever it was 
that happened to, it, had none of 
the cozy familiarity of a few 
yearling steers headed across the 
Wyoming border in the wrong 
stock truck. 

Whatfitdehedhd know,thanks 
to the San Francisco office, was 
also pretty well out of kilter. He 
had been told, for example, that 
Autodesk, the publisher of 
AutoCAD, wasa majorStor Wars 
defense contractor and that is 
CEO was none other than John 
Draper, the infamous phone 
phreak also known as Cap'n 
Crunch. As soon as I quit laugh-
ing, I started 

to 
worry. 

I realized in the course of this 
interview that I was seeing, in 
microcosm, the entire law  en-
forcememstrucmre  ofthe United 
States. Agent Baxter was hardly 
alone in his puzzlementabout the 
legal, technical, and metaphori-
cal nature of datociime. 

I also found in his struggles a 
framework for understanding a 
series of recent Secret Service 
raids on some young hackers I'd 
met in a Harper's magazine  fa-
nun on computers and freedom. 
And it occurred to me that this 
mighr be the beginningofa great 
paroxysm of governmental con- 
fusion during which everyone's 
liberties would become at risk. 

W hen Agent Baxter had gone, 
I wrote an accountofhisvisit and 
placed it on the WELL, a com- 
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lease of Leona Helmsley. He said 
thatHarveywould probably know 
if this were as bad as itwas storting 
to sound. He also said that he 
would be willing to pay the bills 
that generally start to appear 
whenever you call a lawyer. 

I finally found Harvey in the 
New York offices of Rabinowitz, 
Boudin, Standard, Krinsky and 
Lieberman, a firm whose longlist 
ofsuccessfully defended civil-hb-
erties cases includes the Penta-
gon Papers case. I told him and 
EricLieberman whatf knewabout 
recent government flailings 
against cybercrime. They were 
even lesssanguinethan I had been. 

The.next day a trio code-
named Acid Phreak,PhiberOptik,' 
and Scorpion entered the walnut-
panelled sham bers of Rabi nowi tz, 
Boudin and told their toles to a 
lawyer there named Terry Gross. 
While EFF as a formal organiza-
tion would not exist for two 
months, is legal arm was already 
flexing is muscle. 

A few days later I received a 
phone call from the technology 
writer for the Washington Post. 
He was interested in following up 
on the Harpees Forum, and knew 
nothing of Mitch's and my joint 
endeavors. I filled him in, hoping 
to expose the Secret Service. Sev-
eral days later, the Post published 
the first of many newspaper sto-
ries, al I ofwhich cou I d have shared 
the, headline: "Lotus Founder 
Defends Hackers." 
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Why 
Defend 
Hackers? 

 

By Mitchell Kapor 

n all-too-common per-
ception of the EFF that 
prevails in the computer 
industry and those who 
report on it-from John 
Sculley to the Wall Street 
Journal-is that the EFF 

is an organization that has 
"something to do with hackers." 
(They use "hackers" as a term not 
of approbation but of rebuke). 
Most of these sometime col-
leagues and a ssociates of mine are 
puzzled as to why I would be 
doing such a thing. (A few think 
I've just become a loony.)  Any-
way, they've heard about the ter-
rible problems caused by hackers 
who breakintocomputersystems, 
they worry that I'm out to defend 
such pracdcds, and they  disap-
prove. 

But their disapproval is based 
on the pure misconception that 
the EFF's purpose is to defend 
people's right to break into com-
puter systems. Let me clear up 
that misconception now. 

I regard unauthorized entry 
into computer systems as wrong 
and deserving-of punishment. 
People who break into computer 
systems and cause harm should 
be held accountable for their ac-
tions. We need to make appro-
priate distinctions in the legal code 
amongvarious forms ofcomputer 
crime, based on such factors as 
intent and the degree of actual 
damage. In fact, the EFF has 
dmfted a bill that has the backing 
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We realized that our legal oc-  tributed. Like Agent Baxter, they Washington Watch 
by Marc Rotenberg 

n Computer Cri are Legislation 

Several proposals to expand computer crime law were Introduced 

In the past Congress. In the end, a modest proposal, introduced by 

Senator Leahy, passed the Senate but did not make it through the 

House. Senator Leahy s bill would have penalized reckless 

computer acts that place computer systems at risk and would have 

required that the Justice Department report annually to Congress 

on computer crime prosecutions 

a National ID Card 

A proposal to begin a national ID card pilot project, tucked into 

amendments to the Immigration Control and Reform Act, was 

knocked out when civil libertarians objected. 

• Mrserraric Dissemination Policy 

A proposal to establish principles for the dissemination of 

electronic information by the federal agencies narrowly failed to 

pass the Congress as last minute negotiations on a related 

measure collapsed. The proposal grows out of a report from the 

Office of Technology Assessment "Informing the Nation" that 

stressed the need to develop new information policy to promote 

the development of CD-ROMs and on-line Information services. 

e Caller ID 

A bill to allow the offering of Caller ID by regional phone companies 

If a per-call blocking feature Is also provided failed to gather 

support this past Congress. Several states have already adopted 

similar measures. 

a Computer Security Policy 

The Presidential directive on computer security policy was revised 

finally to comply with the Computer Security Act of 1987. The Act 

reestablished control for computer security at a civilian agency - 

the National Institute for Standards and Technology - after the 

previous administration attempted to place computer security 

authority at the National Security Agency. 

e Upcoming Policy 

CPSR hosted the first Computing and Civil Liberties policy 

roundtable on February 21 and 22, 1991 at the American 

Association for the Advancement of Science in Washington, DC. 

The purpose of the roundtable was to bring together leading 

experts to explore two Issues: free speech and computer networks, 

and searches of computer bulletin boards. What speech 

restrictions currently exist? Should federal agencies or private 

companies be allowed to restrict the content of a computer 

message and, if so, In what circumstances? The second issue was 

the investigation of computer bulletin boards by law enforcement 

agents. Are there any restrictions on the ways that police may 

monitor computer communications and computer bulletin boards? 

If not should such restrictions be developed? The conference was 

the first in a series of policy roundtables that will be held in 

Washington, DC and that are made possible with funding from the 

Electronic Frontier Foundation. 

e#.fec.tor n, Computer Scl. A device for producing a desired change 
in an object in tcspo,u. in input 
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FBI continued 
bile this was an irri-
tating misrepresen-
tation, we were more 
interested in defend-
ing the Constitution 
than digital miscre-
ants, the publicity 

produced a couple of major sup-
porters: Steve Wozniak, whocalled 
and offered an unlimited match to 
Mitch's contributions, and John 
Gilmore (Sun Microsystems em-
ployee 415) who e-mailed me a six 
figure offer of support. 

Operation Sundevil 
Meanwhile, the list of apparent 
outrages lengthened. We learned 
abouten Austin role-playinggames 
publisher named Steve Jackson 
whose office equipment had been 
confiscated by the Secret Service 
in an apparent effort to restrain his 
publication of a game called 
Cyberpunk which they thought, 
with ludicrous inaccuracy, to be "a 
handbook for computer crime." 

All over the country computer 
bulletin boards were being confis-
cated, undelivered e-mail and all. 
A Secret Service dragnet called 
Operation Sundevil seized more 
than 40 computers and 23,000 dam 
disks from teenagers in 14  Ameri-
can cities, using levels of force and 
terror which wou Id have been more 
appropriate to the apprehension of 
urban guerrillas than barely post-
pubescent computer nerds. 

And there was the Craig Neidarf 
case. Neidorf, also known by the 
nom de crack Knight Lightning, 
had publishedan internal BellSouth 
document in his electronic maga-
zine Phmck. For this constitution-
ally protected act, Neidorfwas  be-
ing charged with interstate trans-
port of stolen property with a pos-
sible sentence of60 years in jail and 
a S122,000 in fines. 

I wrote a piece about these 
events called "Crime &  Puzzle-
ment" Ididsoattherequestofthe 
Whole Earth Review---it made its 
first print appearance in the Fall 
1990 issue of WER-but I "pub-
lished" it on the Net in June and 
was astonished by the response. It 
was like planting a fence-post and 
discovering that the ground into 
which you've driven it is actually 
the back of a giant animal that 

quiversand heavesatthe irritation. 
By July, I was receiving up to 

100 e-mail messages a day. They 
came from all over the planet and 
expressed nearly universal indig-
nation. I began to experience 
datashock, but I also realized that 
Mitch and I were not alone in our 
concerns. We had sock a chord. 

The Law in Cyberspace 
In Cambridge, Mitch was having 
something like the same  experi-
ence. Since the Washington Post 
story, he found himself bathed in 
media glare. However; the more 
he learned about ambiguous na-
ture of law in Cyberspace, the more 
ofhis considerable intellectual and 
financial resources he became will-
ing to devote to the subject. 

In late June, Mitch and I threw 
several dinners in San Francisco, 
to which we invited major figures 
from the computer industry. We 
weren't surprised to learn than 
many of them had exploits in their 
past which, undertaken today, 
would arouse plemyof Secret Ser-
vice interest. It appeared possible 
that one side-effectofcurrentgov-

 

emment practices might be the 
elimination of the next generation 
of computer entrepreneurs and 
digital designers. 

It also became clear that we 
were dealingwith asetofproblems 
which was a great deal more corn-
plex and far-reaching than a few 
cases of governmental confusion. 
The actions of the FBI and Secret 
Service were symptoms of a  grow-
ing social crisis: Future Shock. 
America was entering the Infor-
mation Age with neither laws nor 
metaphors for the appropriate 
protection and conveyance of inn-
formation itself.  

knew too little to critically exam-
ine the misinformation they had 
been given by the corporate mas-
ter, in this case, officials at Belloore. 

Following the resolution of the 
Neidorf case, and, to some extent 
because of it, skepticism of EFF 
has moderated considerably. If 
anything, she most recent press 
accounsofouractititieshavebeen 

almost fulsome in their praise. Re-
cent favorable coverage has ap-
peared in the New York Times, 
The Economist, Infow•orld,  Infor-
mation Week, PCweek, and Bos-
ton Magazine. 

Since July, we have been ab-
surdly busy on numerous fronts: 
We've worked on raising public 
awareness of the issues at stake. 
We are organizing legal responses 
to the original and continuing  in-
temperance of law enforcement. 
We have worked on the political 
front, developing and lobbying for 
rational computer security legisla-
tion. We have started to create a 
network of interested experts on 
computer security, intellectual 
property, telecommunications 
policy, and international informa-
tion rights. And lately we've been 
attendingto  theorganizational  de-
mands of the non-profit equiva-
lent of s hyper-successful computer 
startup. 

The Expanding Mission 
When we first defined the mission 
of the Electronic Frontier Foun-
dation, we saw our cask as assuring 
the application of the U.S.  Consti-
tution to digital media. And this 
remainsmuchofwhatwenre about 

However, information has little 
natural regard for national borders 
or local ordinances. Cyberspace is 
transnational. During the tsunami 
of e-mail which Crime &  Puzzle-
ment elicited, there were many 
items from foreign countries. Their 
authors wanted to know how they 
could protect or establish their 
rights of free expression. And I had 
no idea what to tell them. 

The question arose again at 
Esther Dyson's recent East-West 
Technology Conference in 

Budapest which Mitch and I at-
tended. EFF was well-known 
among the Soviets at this meeting, 
some of whom were already in-
volved in drafting what they called 
an Information Bill of Rights. (One 
young Moscow programmer had 
managed to hack together an 

Internet connection through Fin-
land in order to contact me.) 

Like intellectual property and 
telecom policy, the development 
of international principles of free 
digital speech is a large angel to 
wrestle with. We will have to be 
careful not to allow this immense 
task to divert EFF from its specific 
legal agenda. But neither can we 
ignore the fact that Cyberspace is 
hardly an American territory. 

The Electronic Frontier Foun-
dation grew from an effort to fight 
aspecific legal brushfire  intoa full-
fledged Cause much faster than we 
could have imagined. And, like any 
explosive start-up, it spends a lot of 

time playing catch-up. 

Reaching Out 
Elecronioillyamplified, Mitch aml 
I were able to personally conduct 
much of EFF's business in the first 
few months of operations. But 
gradually we  had to confront the 
fnetthatwhile theNetisvery broad, 
it is also quite shallow. Without 
even a sense of their physical loca-
tion, we have been unable to mar-
shal the hundreds of people who 
have e-mailed us with  their  volun-
teered services. Also, we found 
ourselves administering a signifi-
cant cash-Bow in both donations 
and expenditures. (By year's end, 
EFF will have spent around 
$220,000. Our tentative 1991 bud-
get predicts expenses of a (most hal f 
a million.) 

So, despite a mutual terror of 
bureaucracy and organizational 
sclerosis, we have started to adopt 
some institutional trappings. 

First, in order to satisfy the re-
quirements for a 5016 tax status 
(which we should have in about six 
months), we found that we needed 
something more substantial than 
two guys with modems. Thus, on 
October 9, we held our first official 
board meetingand formallyelected 
Stew•artBtand, Steve Wozniak, and 
John Gilmore to join us as board 
members. 

And we have started to take on 
staff. We recently hired Mike 
Godwin, a freshly minted Texas 
lawyerand USENETadept, to sort 
through the factual and legal  de-
mi Is of the many cases we are being 
asked to intervene in. In his short 
time with us, he has investigated 
several cases to determine their fit 
with EFF's constitutional mission, 
their winnability, and their likeli-
hood of producing clear legal pre-
cedent. 

We are determined that EFF 
will remain an agile, swift-moving 
sort of outfit. We will adopt any 
new bureaucratic manifestations 
with the greatest skepticism. But 
we are being bombarded with many 
legitimate requests for assistance, 
advice, and information. In order 
to respond rapidly and appropri-

 

ately, the Electronic Frontier 
Foundation has had to become an 
institution. One method by which 
we hope to maintainorganizational 
lightness involves keeping a clear 
distinction between strategy and 
tactics. 

On the strategic level, EFF has 
a very broad mission involvingsuch 
amorphous endeavors as defining 
intellectual property, helping es-
tablish a transnational culture of 
information, designing telecom-
munications policy, sponsoring 
humane software design.., civiliz-
ing Cyberspace. With an appro-
priate sense of their limitations, 
the board members will remain 
responsible for these matters. 

This will prevent the staffs los-
ing tactical focus on more tangible 
action items like litigation, politi-
cal action, communicating through 
the press and across the Net, and 
organizational care and feeding. 

The problem with history is 
that it keeps happening. Today, as 
I was working on this EFF mini-
biography, I learned that Mitch 
has just had his fingerprints sub-
poenaed by the FBI. Turns out 
they are now examining the 
NuPrometheus distribution disks• 
for fingerpri ns and want to be able 
to sort his out Or, perhaps, search 
for their appearance on other 
disks... 

So the Wheels of Justice grind 
blindly on. And we will go on  try-

 

ing to prevent anyone's being 

ground up in them. as 

tions on behalf of a few teen-age 
crackers would go on indefinitely 
without much result unless some-
thing were done to ease social ten-
sions along the electronic frontier. 
The real task at hand was the civi-
lization of Cyberspace. Such an 
undertaking would require more 
juice and stamina than two men 
could muster, even amplified by 
the Net and a solid financial sup-
ply. We would need some kind of 
organizational identity. 

WRth this in mind, we hired a 
press coordinator, Cathy Cook 
(who had formerly done PR for 
Steve Jobs), set a squad of lawyers 
to work on investigating the prop-
er organizational ma: status, and, 
over a San Francisco dinner with 
Stewart Brand, Nat Goldhaber, 
Jame Lanier, and Chuck Blanchard, 
we selected a name and defined a 
mission. 

Founding the Foundation 
We announced the formation of 
the Electronic Frontier Founda-
tion at the National Press Club on 
July 10. Mitch and I were joined 
for the announcement by Harvey 
Silverglate,TeriyGross,and Steve 
Jackson. 

We were also joined by Marc 
Rotenberg of the Washington  of-
fice of Computer Professionals for 
Social Responsibility. One of our 
first official acts had been to grant 
that organization $275,000 for a 
projecton computingand civil  lib-
erties. CPSR would keep a wary 
eye on developments "inside the 
Beltway" and work in conjunction 
with congressional staffers to see 
that any legislation dealing with 
access to information was sensibly 
drafted. 

While in Washington, we also 
took inventory of the terrain, 

meeting with congressional staff-
ers, the Washington civil liberties 
establishment, and officials from 
the Library of Congress and the 
'White House. The area to be cov-
ered, from intellectual property to 
telecommunications policy to law 
enforcement technique, was 
daunting, as were the ambient lev-
els of confusion and indifference. 

We also generated an enormous 
amount of press. And it became 
apparent that not everyone was 
persuaded of our cause. Business 
Week called Mitch naive for his 
willingness to believe that com-
puter crackers were somehow less 
dangerous that drug kingpins. 

Various burghers of the computer 
establishment, ranging from the 
executive director of the Software 
Publishers Association to a colum-
nist for ComputerWorld, called us 
fools at best and, more likely, dan-
gerous fools. 

The Wall StreetJoumal printed 
a particularly hysterical piece which 
alleged that the document Craig 
Neidorf (into whose case we had 
entered a supporting amicus brief) 
had published was a computer  vi-
rus capable of bringing down the 
emergency phone system for the 
entire country. In fact, the text file 
which Neidorf distributed dealt 
with the bureaucratic procedures 
of 911 administration in the Bell-
South region and contained noth-
ing which could be used to crack a 
system. Indeed, it contained noth-
ing which could not be easily ob-
tained through by legal means. 

Neidorl's firstmajorbreakcame 
in late July. Thanks in part to the 
independent work ofJohn Nagel, 
who was prepared to testify that 

the prosecutors had seriously 
overstated the value of the E911 
document, the government was 
forced to abandon its case against 
Neidorf after 4 days in Chicago's 
Federal Court. 

Although our briefs supporting 
Neidoriss activities under the First 
Amendment were not admitted, it 
became apparent, before such 
loftier matters could even be 
broached, that the government had 
indicted him with no clear under-
standing of the purpose or avail-
ability of the document he had dis-

 

Postcard from 
the Edge 

"I went on to test the program 
in every way I could devise. I 
strained it to expose its weak-
nesses. I tan it for high-mass 
stars and low-mass stars, for 
stars bom exceedingly hot and 
thosebom relativelycold.I tan 
it assuming the superfiuid  cur-
rents beneath the crust to be 
absent-not because I wanted 
to know the answer, but be-
cause I had developed an in-
tuitive feel for the answer in 
this particular case. Finally I 
got a tan in which the com-
puter showed the pulsar's tem-
perature to be less than abso-
lute zero. I had found an error. 
I chased down the error and 
fixed it. Now I had improved 
the program to the pointwhere 
it would not tan at all." 

George Greenstein, 
"Frozen Star: Of Pulmrr, Black 
Holes and the Fate of Stars" 



How Prosecutors Misrepresented the Atlanta Hackers 
Reading Between the Lines of the BellSouth Sentences 

 

20 Things You Can 
Do to Advance 
Electronic Freedom 

 

By Mike Godwin 

(though the Electronic 
Frontier Foundation is op-

 

posed to unauthorized 

computer entry, we are 
deeply disturbed by the re-

 

cent sentencing of Bell 

South hackers/crackers 

Riggs, Darden, and Grant. Not 
only are the sentences dispropor-
tionate to the nature of the of-
fenses these young men commit-
ted, but, to the extent the judge's 
sentence was based on the 
prosecution's sentencing memo-
randum, it relied on a document 
filled with misrepresentations. 

Robert J. Riggs, Franklin E. 
Darden, Jr., and Adam E. Grant 
were sentenced Friday, November 
16, in federal court in Atlanta. 
Darden and Riggs had each pled 
guilty to a conspiracy to commit 
computer fraud, wire fraud, access-
code fraud, and interstate tmns-
portation ofstolen property. Grant 
had pled guilty to a separate count 
of possession of access codes with 
intent to defraud. 

All received prisonterms; Grant 
and Darden, according to a De-
partment of justice news release, 
.each received a sentence of 14 

months incarceration (7 in a half-
way house) with restitution pay-
ments of $233,000." Riggs, said 
the release, "received a sentence of 
21 months incarceration and 
$233,000 in restitution." In addi-
tion, each is forbidden to use a 
computer, except insofar as such 
use may be related to employment, 
during his post-incarceration 
supervision. 

The facts of the case, as related 
by the prosecution in its  sentenc-
ing memorandum, indicate that 
the defendants gained free tele-

 

phone service and unauthorized 

access to BellSouth computers, 
primarily in order to gain knowl-

 

edge about the phone system. 
Damage to the systems was either 
minimal or nonexistent. Although 
it is well-documented that the 
typical motivation of phone-sys-
tem hackers is curiosity and the 
desire to master complex systems, 
the prosecution attempts to char-
acterize the crackers as major 
criminals, and misrepresents facts 
in doing so. 

Examples ofsuch  misrepresen-
tation include: 

 

1.Misrepresenting the 
E911 file. 
The E911 file, an administrative 
document, was copied by Robert 
Riggs and eventually published by 
Craig Neidorf in the electronic 
magazine PHRACK. Says the 
prosecution: "This file, which is 
the subject of the Chicago [Craig 
Neidorf] indictment, is notewor-
thy because it contains the pro-
grain for the emergency 911 dial-
ing system. As the Court knows, 
any damage to that very sensitive 
system could result in a dangerous 
breakdown in police, fire, and am-
bulance services. The evidence in-
dicates that Riggs stole the E911 
program from BellSouth's central-
ized automation system (i.e., free 
run of the system). Bob Kibler of 
BellSouth Security estimates the 
value of the E911 file, based on 
R&D costs, is $24,639.05." 

This statement by prosecutors 
is clearly false. Defense witnesses 
in the Neidorf case were prepared 
to testify that the E911 document 
was not a program, that it could 
not be used to disrupt 911 service, 
and that the same information 
could be ordered from Bell South 
at a cost of less than $20. Under 
cross-examination, the pros-

 

ecution's own witnesses admitted 
that the information in the E911 
file was available in public docu-
ments, that the notice placed on 
the document stating that it was 
proprietary was placed on all Bell 
South documents (without any 

prior review to determine whether 
the notice was proper), and that 
the document did not pose a 
danger to the functioning of the 
911 system. 

2. Guilt by association. 
The prosecution begins its memo-
randum by detailing two crimes: 1) 
a plot to plant "logic bombs" that 
would disrupt phone service in 
several states, and 2) a prank in-
volving the rerouting of calls from 
a probation office in Florida to "a 
New York Dial-A-Porn number." 

Only after goi ng to some I ength 
describing these two allegations 
does the prosecution state, in  pass-
ing, that  the  defe Arriis  uvre not  ira-
plimted m then timer. 

Elsewhere in the memorandum, 
the prosecution attempts to stig-

 

gest the defendants' responsibility 
in a thirdoffense-anotherperson's 
crime. Because the defendants 
"freelyand recklesslydisseminated 
access information they had sto-
len," says the memorandum, a 15-
year-old hacker committed 
$10,000 in electronic theft. Even 
though the prosecution does not 
say the defendants intended 

to facilitate that 15-year-old's 
alleged theft, the memorandum 
seeks to implicate the defendants 
in that theft. 

3. Guilt by knowing too much. 
The prosecution goes to great 
lengths describing the crimes the 
defendants could have committed 
with the kind of knowledge they 
had gathered: "During the course 
of the conspiracy, the defendants 
and other LOD [Legion of Doom] 
members illegally amassed enough 
knowledge about the telecommu-
nications computer systems to 
jeopardize the entire telephone 
industry!" 

The prosecution does not men-
tion, however, that the mere pos-
session of dangerous knowledge is 
not a crime, nor does it stare, ex-
plicitly, that the defendants never 
conspired to cause such damage to 
the phone system. 

4. Misrepresentation of 
motives. 
As noted above, it has been docu-
mented that young phone-system 
hackers are typically motivated by 
the desire to understand and  mas-
rerlargesystems, not ne  inflictharm 
or to enrich themselves materially. 
Although the prosecution concedes 
that"[d]efendants claimed thatthey 
never personally profired from their 
hacking activities, with the excep-
tion of getting unauthorized long 
distance and data network service," 
the prosecutors nevertheless char-
acterize the hackers' motives as 
similar to those of extortionists: 
"Their main motivation [was to) 
obtain powerthrough information 
and intimidation." 

5.Failure to acknowledge the 
outcome of the Craig Neidorf 
case. 
In evaluadngdefendants' coopers-
tion in the prosecution of Craig 
Neidorf, the government singles  

out Riggs as beingless helpful than 
the other two defendants, and rec-
ommends less leniency because of 
this. Says the memorandum: "The 
testimony was somewhat helpful, 
though the prosecutors felt defen-

 

dant Riggs was holding back and 

not being as open as he had been in 
the earlier meeting." The memo-
randum fails to mention, however, 
that Riggs's testimony tended to 
support Neidorf s defense that he 
had never conspired with Riggs to 
engage in the interstate transpor-
tation of stolen property or that 
the case against Neidorf was 
dropped. 

Perhaps the most egregious as-
pect of the governments's  memo-
randum istheargumentthatRiggs, 
Grant, and Darden should be im-
prisoned, not for what they have 
done, but to send the right "mes-
sage to the backing community." 
The government focuses on the 
case of Robert]. Mortis Jr., the 
computer-science graduate student 
who was sentenced to a term of 
probation in May of this year for 
his release of the worm program 
that disrupted many computers 
connected ro the Internet. Urging 
the court to imprison the three 
defendants, the government re-
marked that "hackers and com-
puter experts recall general hacker 
jubilation when the judge imposed 
a probated sentence. Clearly, the 
sentence had little effect on defen-
dants Grant, Riggs, and Darden." 

The government's criticism is 
particularly unfair in light of the 
factthartheMorrissentencingtook 
place almost a year after the ac-
tivities leading to the defendants' 
convictions! 

The memorandum raises other 
questions besides those of the 
prosecutors' biased presentation of 
the facts. The most significant of 
these is the government's uncritical 
acceptance of BellSouth's  state-
ment of the damage the defen-
dants did to its computer system. 
The memorandum states that "In 
all, [the defendants] stole approxi-
mately $233,880 worth of logins/ 
passwords and connect addresses 
(i.e., access information) from 
BellSouth. BellSouth spent ap-
proximately$ 1.5 million in identi-
fying the intruders into their sys-
tem and has since then spent 

 

roughly S3 million moreto f irther 
secure their network." 

It is unclear how these figures 
were derived. For one thing, the 
stated cost of the passwords is 
highly questionable: What is the 
dollar value of a password? 

And it's similarly unclear that 
the defendants caused BellSouth 
to spend S4.5 million more than 
they normally would have spent in 
a similar period to identify  intrud-
ers and secure their network.  Al-
though the government's memo-
randum states that "ftlhe  defen-
dants ... have literally caused 
BellSouth millions of dollars in 
expenses by their actions," the ac-
tual facts as presented in the 
memorandum suggest that 
BellSouth had already embarked 
upon the expenditure of millions 
of dollars before it had heard any-
thing about the crimes the defen-
dants ultimately were alleged to 
have committed. 

Not only are there questions 
about the justice of the restitution 
requirement in the sentencing of 
Riggs, Darden, and Grant, but 
there also are Constitutional is-
sues raised by the prohibition of 
access to computers. The Court's 
sentencing suggests a belief that 
anything the defendants do with 
computers is likely to be illegal; it 
ignoresthe factrhatoomputersare 
a communications medium, and 
that the prohibition goes beyond 
preventing future crimes by the 
defendants--it treads upon their 
rights to engage in lawful speech 
and association. 
EFF does not support the 

proposition that computer intru-
sion and long-distance theft should 
go unpunished. Butwe find highly 
disturbing the misrepresentations 
of facts in the prosecutors' sen-
tencing memora ndum as they seek 
disproportionate sentences for 

Riggs, Darden, and Grant--stiff 
sentences that supposedly will 
"send a message" to the hackers 
and crackers. 

The message this memoran-
dum really sends is that the 
government's presentation of the 
facts of this case has been heavily 
biased by its eagerness to appear 
to be deterring future computer 
crime. A 

1. Spread the word about EFF as 

widely as possible, both an and 

off the Net. 

2. Be alert for any local, state 

or national legislation that effect 

electronic freedom. 

3. Put the immense processing 

horsepower of your mind to the 

task of finding new metaphors for 

the realities of the physical world 

which seem up for grabs in these 

less tangible regions. 

4. Try to communicate to technF 

tally unsophisticated fiends the 

extent to which their future free-

dams depends an understanding 

digital communication. 

5. If you are online, spread the 

word to local boards. 

6. N you are at a school, inform 

interested people about the goals 

of the EFF. 

7. Connect responsibly. 

8. Work locally for an understand-

Ing of what the electronic hierdier 

means in a global sense. 

9. Learn and use the technology. 

Only by having an understanding 

of computers can one evaluate 

statements about computer crime. 

10.Stop and think, about the 

many ways In which we rely an 

Information In our lives, and what 

the effect might be It that informa-

tion were distorted, corrupted, 

limited, or denied us. 

11.Remember that words on a 

computer are SPEECH, protected 

by the Constitution. 

12.Help your non-computerized 

friends see the ~of of fire 

not: search out a low airline fare 

for them, or send a fast cheap 

message to friends across the 

country. 

13.Check to see if your local 

and state representatives under-

stand the potential of electronic 

communication. 

14.Reject techno-el'dtsm and 

recognize that entry into the 

networking domain Is a rite of 

passage and that someone else 

probably helped you with It. 

15.Do your backups. 

16.Educate your local librarians 

about electronic freedoms. 

17.Welcome all interested 

participants. 

18.Argue In a way that Informs a 

the participants in the argument 

19.Develop better tools for linki 

people and networks. 

20.Keep in touch with us. Pass - 

your thoughts, concerns, Insight 

contacts, and news. 

Why Defend Hackers writinned 

of the Governor and Attorney 
General of Massachusetts and that 
embodies these principles. 

But if the EFF isn't trying to 
advance the cause of computer 
hackers, you may ask, what is it 
doing and why? What is it that 
was sufficiently powerful to moti-
tare me to help start a whole 
organization? 

As I began to find out the real 
story behind government raids 
and indictments last summer, I 
became incensed at the fact that 
innocent individuals were getting 
caught up in the blundering 
machinations of certain low en-
forcement agencies and large cor-
porations. These were kids really, 
young people with whom I identi-
fied, who faced the prospect of 
having their lives ruined. 

Take Craig Neidorf for  ex-
ample. Neidorf, a defendant in one 
case and the publisher of an elec-
tronic newsletter, was indicted on 
felony charges of wire fraud and 
interstate transportation of stolen 
property. Neidorf had published a 
document about administrative 
procedures used in the 911 emer-  

gency response telephone system 
that someone else had removed 
from a BellSouth computer. On 
the fourth dayofthe trial,  thepros-
ecution dropped the case after it 
became clear that the information 
in the "highly confidential" 
BellSouth document at issue was 
publiclyavailable forless than $20. 

Justice was served by the 
government's decision to drop the 
case, but it was expensive justice. 
Neidorf and his family face 
$100,000 in legal bills, to 
say nothing of the disruption 

and suffering caused by the trial 
for an action that should never 
have been brought against him to 
begin with. 

In a second case, the EFF  con-
tinues to assist Steve Jackson, a 
game manufacturer in Austin, 
Texas, who has suffered substan-
tial business Ineses after a Secret 
Service raid in early March. The 
seizure of Jackson's computer 
equipment caused him to lay off 
nearly half of his staff and  threat-
ened the survival of the business. 
As subsequent revelations have 
showed, there was no good reason 
for this mid. It never should have  

been pennitted to occur in the first 
place. 

While helping defend the in-
nocent is one role for the EFF to 
play, there is more at stake than 
trying to prevent individuals from 
being wronged. It is also a matter 
of rights for all of us. 

he legal protections af-

 

forded Craig Neidorf's 
electonic newsletterand its 
publis her and the computer 
bulletin board system (B BS) 
seized in the Steve Jackson 
raid are neither clear nor 

well-established. I believe it is ter-
ribly important to extend to these 
new digital media the same strong 
First Amendment protections of 
freedom of speech and freedom of 
expression which we enjoy in our 
own lives and in the print media. 
The government should not be 
able to seize a BBS any more easily 
than they can seize a printing press. 
We must find ways for law en-
forcement to do its job in protect-
ing the property of some of us 
without violating the freedom of 
speech of the rest of us. This is 
clearly a matter of protecting civil 
liberties and familiar to those who  

take an interest in upholding the 
Bill of Rights, but it is also more 
than that. 

These embryonic media of 
electronic mail, BBSs, and 
conferencing systems, provide 
open forums of communication. 
They are an antidote to the corro-
sive effects of the power of large, 
centralized institutions, privareand 
public, and to the numbness in-
duced by one-away, least-common-
denominator mass media. 

In the global suburbs in which 
more and more of us live, one's 
horizon is limited to the immedi-
ate family. Even close neighbors 
are often anonymous. 

In the realities that can be  cre-
ated within digital media there are 
opportunities for the formation of 
virtual communities- voluntary 
groups who come together not on 
the basis of geographical proxim-
ity but through a common inter-
ests. Computerand  telecommuni-
cations systems represent an en-
abling technology for the forma-
tion of community, but only if we 
make itso. I believe it is urgent, as 
a matter of national polity, that we 
encourage and further stimulate  

the social experiments and devel-
oping infrastructure that are  mk-
ing place on the Net every day. 
The ultimate mission of the EFF is 
to help articulate this vision and 
play a constructive role in the 

working out of the new legal and 
social norms which we are faced 
with developing. 

AsJohn Barlowand I meditated 
together last June on the broader 
implications ofthe initial events-
a medication that catalyzed the for-
mation of the EFF-we could see 
that what was at stake was not 
merely seeing justice be served in 
the case of a few individuals, nor 
simply the preservation of the civil 
liberties ofall ofus, although these 
goals are vitally important. 

The larger issue is how our  so-
ciety will come to terns with the 
onrush of transformative rechnol-
ogy.Ifwetaketherights  epsnow-
and EFF is working to take those 
steps-new and increasing access 
to in technology will en-

 

hance rather than inhibit the posi-
tive growth and development of 
individuals, of communities, and 
of society as a whole. as 
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About Computers, 
freedom & PrNacy -

 

We are at a crossroads, as individu-
als and organizations conduct more 
and more of their activity using 
computers andrnmputer networks. 
By the end of the 1990s, most in-
formation will be collected, dis-
tributed and utilized electronically. 

Thus far, an uncoordinated 
jumble of policies and procedures 
is mpidlydevelopingas each group 
develops ways of collecting, ma-
nipulating, extracting, sharing and 
protecting information in its 

computers and exchanged on its 
networks. 

Information on individuals and 
groups is being computerised by 

numerous organizations, agencies 

and special interests, often without 
the knowledgeorapproval of those 
it concerns. 

Computerization can greatly 
mist individuaKorgtnizadons and 
government in making sound de-
cisions based on efficient access to 
adequate information. 

Or, itcan seriously threaten the 
fundamental freedottts, personal 
privacy, and democratic processes 
that are at the very foundation of 
this nation. 

More and more people  arecon-
cemed about flow organizations 
handlcpersonal, famAyand lifestyle 
information about individuals. 
Many feel powerless to prevent 
private organizations and  govern-
ment from building, marketing and 
distributing confidential dossiers 
on them. Valuable information 
about government is increasingly 
computerized in 9' vemmem M-  

terns, but freedom of access to it in 
useful, computerized form by  in-

 

terested citizens, researchers and 

the press remains difficult and of-

 

ten prohibited. 

Governments' regulation of 
national and international infor-
mation exchange is increasing, of-
ten restricting it in the name of 
protecting competitiveness or 
confidentiality. There are increas-
ing protests from business leaders 
unable to conduct effective  busi-
ness in a global economy. 

Businesses are losing millions 
of dollars and thousands of work-
hours, annually, to computerized 
mischief, vandalism, fraud and 
thefi Perpetrators are usually in-
dividuals abusing their authorized 
access. 

Instances of computer misuse 
by young people raise sl,csial  ques-
tions about the values that adults 
are practicing and passing along to 
these children. 

Each year, new laws are pro-
posed responding to the latest type 
of abuse or misuse of computers. 
Penalties applied to uncharged 
suspects and convicted computer 
criminals vary wildly from case to 
case, with little consistency rela-
tive to the seriousness of the Al-
leged crime. 

Law enforcement officials arc 
using increasingly aggressive' 
strategies and sophisticated coun-
termeasures as they seek to serve 
and protect, vigorously applauded 
by some interest groups and in-
creasingly criticized by others. 

Diverse groups are often polar-
izJngaround narrow self-interests,  
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cies that aiipa t civil hlsertes, It, 
sponsiblc cvercise of f verkrnm and 
protection , 4privacy in she gfobal 
informao„st Age„ 

A maximum of 600  applicants 
will be inv teal to attend. Balanced 
representation front the diverse 
interest gr*,ups is being vnctrur- 
aged. 

To inform participsnts at 
topicsbeyondth  rirspoLiAuss,falf-
day and lull-day seminars are 
scheduled leer rise first day (Mon- 
day, Mar.: sth). "i`hcac parallel tit. 
torials will ,•vpdore relevant isn avi 
in computing, networking, civil 
liberties, the law and law enforce-
theft Each seminar isdcsignvrl for 
those who an: experienced in erne 
area, but an less knowledgeable in 
some of the „Oar elisttipimes. 

To exph . i c issues ail their 
interaction M ramifications. 
conference ,:a,udpaneldis:css-

 

sionsaresch c4forthemmnan-

 

ing three If l'utsday-Tins 
day, Mar. 2 ?kttt). That will 
emphasizeb .,,•drepnrsvint¢rim 
of all major i tear s, with ample up-  

pwwttmtty~ mr lumatuut,t gnmcvtarnron am 
discuomcm. 

The ogscning conhrenre seas 

s 
mta 

scholam Laurence If. 
fasvor of Conaritutious 
flarv-ard University Lav 
"I'hcConstitution in Cylsetsgvarem 
Law & Liberty Beyond the  Llcc-
trrntic Frontier" 

"I°dtc Tuesday evressatg sessions  
will f inure a leading cApert on if*  
arrasafevdvtontam'niunitasiomms regu.' 
Iation, omtvmmvatinaf aelecistnnt 
policies and exr nomics: Profcsssar 

- Flm St. Noam, Professor tit lNivc-. 
for Center far 1 "clerommunica- 
twons and Information 4rudic% 
Columbia  Llniveram Graduate 
School of:Bet mots 

Tuesday- 1mrsdayGinfetctus 
log disuse speak 

panel dissuasions ioelucder 
:otupaterv & Network 

'rmmds 
+ Personallnfurroation 

& Privacy 
_ + lnterninional Perspectives 

& Impacts 
+ Law Fn6 ra-ement Practices 

- & Pnablerns 
+ Low Ieninatr..ment 

& Civil  Liberaiscs 
- + Legislation & Regulation 

+ Comnputer.Baserf  Surv°eillanc 
of lodivid AALs 

+ Ethics & Education 

.Ae't,rw eta Cisn^ee'nmvnt 
& Assemble 

Iufeum„„anon 
R"ketn.l7a> 11`eCioF'ronr }lets 

srgamzatians include: Electirink 
Frontier Foundation,  Electronic 
Networking osticiatiur Associa-. 
firm for Continuing .Machinery, 
American Civil Uni

 

ties berties Union, 
.1041 Special Intermit Group  it" 
Sof riare, Videotex dndusnasr Alm-': 
ciatmon, l.EFF-USA  Intellectual'. 
PnpvasyC uuumtttc Catolned-
rate.  [FFF•T"4A C;onunntcc= uda 
C; amimaucate+nsandlmfut tatioat 
Pulkjx, Institute of Electrical and.. 
F.lectruto"Fngiri mm-UtkACNII 

inwteon Scientific Fritedstdt 
and i luman Rights, ACM  Special' 
Interest Group on Ctumuters and 
Societe. The 11' U., r4 nswde sit ; 
lrvc., 1Aortal Communications.  ea  

11'e have continued our origins 
investigations of ca." that 
~vaw"a tihas. may dar of F~FF intcrvst.. 
In many of these cave's me 
duwsen either not to Income  im 
vodvix), or to wait until the canes 
reach la procedure) stage teach as 
oat appeal's At which it wo oUll be-
some snare appropriate for the. 
Fuiutsdatian t, intender.. 
'Me F FF phone fine has  he-

corane, to some extent, a `hmlinr" 
fir Imitate who an curious and/or 

-nod About how their rights as 
!ins and as awmiapmcr uscm ins  

he threatened egutifitalh Of  fsan-  

orally by government amain. 1%o 

have Ivan  its contact with lwopir 
who were eoroteted of computer„ 
crimrcs before.. the FFF carne into 

vadstence. and accAsionall5 have 

been able oa pnwzde tasteful interr. 

motion eta the lawyers handling 
appeals of these cases. 1F'c also: 
have bectwne a miner file general 

Information. with phone calls, 

malt, anti a-maid C%erv- day re.. 

questing information atHrut FFF° 
anti its  w*ota:, 

Two  versie'a rs ofthe Alassachu-

 

soats Computer Crime Bigk have 

been nantwhomd mu the Alassacrhea., 
wens legislature, one of which is 

identical to the FTF bill which 

ditheipass,lasryvar Nble,Sharoan, 
and Mitch will ail he working  rar-
ward Ivassaim of the hill this year. 

Cmtdorsrrces and IY1"tinge 
On Decrmiur loath Jobe (sad 
.hatch spent... half a day at law-. 
rencr Livermore National labtin 
l..ivemmnwie, Ciahforo a at the himi-
tatnp of the computer  secta(ty"- 

management there. The trip was 
Arranged by Russell Brand. lVem 
spoke via urge general autl enrr 
of tab employees as well as had 
meetings, with s'nadter gnvulss of 
security ripens tmraccrmcd with 
security both at Law=rence 
Livermore and on the large  Dr-
pariment of Energy cmnpumr 
network generally. 

,john and Stitch also appeared 
an a panel at MAC "'or d at. the 
Nloscwmc Center to Frklar, Janu-
axy° I I th, which uas cduered by Jim 
%Varren. Also Appearing was 
Alameda Country Dlstrat Attor-
nev f}r..tr Ingraham. John aliteke in 
Lein Angeles at a combined SIG-
GIC PiI and ACM meeting in 
early January. 

 

Sate l.ofeaoetvv, who is a. 14'cII 
member, F:FF supporter, grid 
C:ompinervc vrewran is aixtut to 

ague a Telrtoannnaanieauiruws fir. 

ruin on Compv verve which waif 

feature in F.FF sulrfiariant. i'i-
Iaawrvsn+serials imam ehv 14'ch bare 
„already Item ported over. 1ve will 

Announce this in the EIT cunfer-
cnce on the lVeft anti errwounalge 
People to sced the Compusvrve 
f+wrum with their participaeiiin to 
help it get of f to a good start. e. 

cuthig McIn ties` to 

 

TM Lon Ron cuss 
The F.F"rlaugaldeparmtenthus been 
working to lrovielc litigation n sup. 
port in the, two criminal eases in-

volving Baltimore courtputer ctn. 
radiant ben Rose. In she first case. 
we  have been pardivIarly active in 
helping develop flu factual and Ir. 
gat issues is the rave, And in Incas• 
ing anal screening potential wit-
rsesscs. lVe Iw hev a B°ahatro c case 
raises important issues come ping 
brah the application of the federal 
C:nmpencr Fraud and Alwusestmute 
(w inch we have challenged tam the 
basis of unconstitutional aircy-

b"Itlitt, the federal aim-fraud 
statute, anti the federal Interstate 
Transportation of Stolen Property.. 
statute (which we believe should 
man he applied in ruse's of unau- 
thorned corpyirmg of cvtgw5nzghtcal 

Ave have been pro iding som-
larsuppcw tin  Rose; state ..ciutinai 
case in iddaiavia. Anwrngtheissancsin 
dot case is whether the Illinois 
acinnltwter tampvrag'„ statow is 
o verlnvaard, and whether it in fact 
c'timinalizcs the activity that Rose 
is al3egtil to hats, rommhtc+l. In 
both cases, we have ivied  Catcn-
xa-vdV tm tt+ttrnitnic'at%tmstrier the 
Nct-to initiate 'anal maintop ton-
tract wish pitremial witnesses. 

The IWW OBS can 
1vc have also been p,ivin 

ins time to reviewing the'. 
• Flvcxnmev Speech, Prcvv, affidavits in the RIPC O BUS wi-

 

Fn Add-axiom, we have betas 
+ reviewing the available ;archived 

itat BBS to detiamn ae 
what, ifany, justifacvtitm there  was 

axing  INC  Infuip"Writ. 
"e  contemner is sponsored 14'c birlrcvc the RIPC O one 

by Computer Protessim ak fise pttvntiadPs° raiso+iropnrtant ivsmrtm 
x>aros SowiABaalihrlity- Aram}wu~IiT ...about the. vrslid scotu of starches 

educational eorporarna. Trfk- Anil setaurvs, the chilling effect of 
phonc:(415)421- 57'71# F"avr 41,5) srmrhscrzumvs  win fxrvtA1mendirwirt-

 

N51-2914 Coaference c-mail: pr ticcuil speech and association,

s ijwilwcll.:sfca.na and the hmdts of sy"aop liability fern 
Cn-spamsorti Ik coopenting the activities of thini Parties. 

ifs.. 

.-

  

Cily/sufe/DP: 
Me* nUnber: 

Asernate "a fit @I* 
Fu runitter d e a}k 
E*Cbad wm sddrass @ Atyk 
Yaw  DtrlktsaiRrrat111smaMan of ante Mil, Onset 

EffECT~~ 
The Electronic Frontier Foundation, Inc. 

155 Second Street Cambridge, MA 02141 

of fcanir Is, Computer  Sci. A device for producing 2 desired change in in object in respern:,e i a Irma. 

Via Competitor Networks: 
Send regsuvrs to be Added to in 
dropped from the I;FF maidmg list 
or otber general Correspondence 
to 14"u 
will pentAicalfy mail updates on 
FFF-tdAted Activities sea this list. 

If you seceive LSENFT 
ncw.grougs, your site witay carry 
two A" nvwsgrougnt in the lNF`f,

- railed comp,org.eff.news and 
isunp.orpell.tAk. ̀ rho fntvner is a 
moderated ocwsgroup of sit. 
nounceruerus, responses to  an.-
m wmctrnnm s, ail vdceted diseus-
mon drawn from the tanmcderaterd 
"talk" group and the naaifing list. 

Everything that goes out taxer  

the f.FF inning list will aisaa 1 
posted in rtarwgv.virg.cOLncws,. 
yoan mail the new sgrouup You clots' 
need to subscritrr 

Postings snxbmvtted to the 

nwrdirn col new sg„tionp ¢ray he  rc-
printed Ity the 1 FF.. To suhmn a 
pirating', yon may send march itt 
cff5'AwctLsfta.us 

1 here is an arrive F F V Confer. 
ence ton the 11 ell, an well as many 
other related rsmterenccs: of ime r*. 
rst to EFF supporters As of Au-
gust 1091), aeciss to the' ivdl' is SW 
ninth plus Slfdianur. (Outside the 
S.F. Brty area, telecom atc'ess tit 
Who, ns availaddc through C:PN. 
Register ctndine at d41 is 112-6106.  

A dosunieau library crnnawning 
alt of the E.FF news, releases„John 

s "(aline and Puzzlervirm" 
and others pisavai)abdcon  tire  'i old. 
1A°c axe wtarking taw anl,prervtiding 
F"ITavaslahihty imotheeftuiient 
library through an FFF herst  sw's-
tem to In *or up in Cambridge„ 
Alavv. mmis"Al In forthcoming. 

Via MAN or TslprMas: 
Thar Flevtnanic Frontier 
Foundation, lnc. 

154 Second Sr'ect. 
C:anvbridge, ,MA 02Lit - 
'telephone; (x617) R6+ 4*65 
Fan. (6T "'.) ltrrrt-tfflt'ib 

Contact 
How to get in touch ulith the EFF: 
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Electronic 9adFly John Perry Barlow 
on his ranch in Pinedale, Wyoming 

 

Is the Satanism Scare Overblown? 
The Real Crisis in Education 
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Shootout on the Electronic Frontier 
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Paradise for the Homeless 
Last resort 

 

Besfdmfa of Pain Abo psob► 
bly would have ran me at of 
town if they'd known what I was 
thbddng " If I were poor, uncut-
played. homeless and sleeping on 
the MM to New Yak," I was 
thinking "Ibellererdflmdaway 
to get to Palo Aka and be bamr 
its and unem*YW here IN-

 

In New York Qty there are a 
million people on wdfare That`s 
reason enough for a hme[= 
person an welfare to gel act If 
you're in I Ie you gel more 
atterrtian If that aren't  mmy  

pf e in dw tametratrble yodm 
pee fa pl ac's the eat for  Pale Ake 
bet -tb-w a ease WINS iR ago. 

Ks an wd'afr fact Onot the es-
f es fist do the most far tfae bmo- 
Us on the most homeless. New 
Yank pays aht man MMW in 
wells  am any city IN fie 
w0ld. sort gets a frpsapartisa 
ate number d Ameddras pear. 

I called the police department 
in Palo Alto to ask about its policy 
on the homeless. The officer on 
the desk told me they have a food 
program and occasionally pro-
vide temporary shelter but that 
most of the homeless "migrate to 
San Francisco or San Jose  be-
cause they have adequate  shel-

 

ters for them." In other words, if 
you want to solve your homeless 
problem, don't help them. 

 

The par ON New Yaks 
street dint gar to Pab Aire for 
the same reans most of us don't 
move Were trapped where we 
are. We have tier the ded.2bere 
are a thousand reano we can't 
pick up and leave even if we hate 
it where wears Wehaaea job we 
dent dare leave we base tamiiy, 
fir am fatobtigatiaw a base that 
could be bard to get out 4K or rid 
Of. and a familiar lifestyle we are 
afraid to abandon even N its not 
what we really want 

EVen though the poor and 
homeless are not uanaft band 
by the same things that bid the 
test Of IN m floe seaters 9m they 
have their own pmbeemsmo g. 
Who they lacks the abidty to 
gel up and get ours The hsmdess 
person doemt hue a IDekd and 
wmddat know how to lave ill he 
had MAN metals. Se's a victim 
dhisownmeemI , neeWaput 
d why he's where he iti kin if 
some people are, as I suspect, sim. 
Ply inept at living, it doesn't mean - 
they should be sentenced to a life 
of unhappiness. 

There's an unspoken "It's 
their own damn fault" attitude 
toward the poor. Even if that's 
part true, it's irrelevant.  Some-

 

thing has to be done for them, 
both for our sake and for theirs. I 
realize moving to Palo Alto isn't 
the answer. ■ 

  

Den I drive post me W alid fiving quarters 
permsaenll, 

played Araerians fivfmg fa oar 
biggest ekia - or look down " 
with pity and a' I of rusasa 1 
or even cosmempt at a bomdeo 
tan lybtg ON a piece Of card-

 

board, up against a btddfeg, an a 
busy Bred to New Yotk aty - I 
wonder why the tm1 113  ttnem-
pbyed and the desperate Demo 
lets loot go sotrneptaee ebe sad 
get a new start Why chat they 
gel suer d this bank city d New 
Yak and rote tbdr way fa am 
of 10AM gad stns towns in 
America? 

New Yak is fie IM place in 
the unitedsma rd wansto best 
I were kaaioe and heradlem. s's 
the bat city in the No d yon 
have money and the worst if you 
don't It's inhospitable and indif-
ferent It's cold in the winter, hot 
in the  summer. Its no place to 
slap on the street 

Recently I was in Palo Alto. It 
was an especially pleasant day  -
the kind of day that has brought 
so many Easterners west I walk-
ed 10 blocks around the pleasant 
little downtown area and was 
struck by how nice everything 
seemed. 
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revoluidmizes 
vmCose vem LL~.ikLilllGlll. 
The Veit Clinics of America s now [sang a 9=46e-an 
uhtuamd system to accumely diaBmse pmms suffiro g 
from varicose veils The pamleas Mehra que enaHes our 
licensed physicians to pmpoi t erns problem spas in 
vets that could not be detected using eases methods, 
Varicose vein that were bard to loco am now be sus cow, 
fully neared by our pram. sale  mou_suo of agernon 
trearmaht. If you experience leg palm but no vmirose veiIns 
are visible, our ultrasound method can determine %Luber 
YOU  have venous disease. Wins of all sizes can usually be 
eliminated in a few weekly treatment sessions without 
hospitalization Covered by most insurance plaits 
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THE NOW SOC MTT Wm. Hamilton 

  

It's the pioneers against the lawmen 
in a confrontation over computer hacking 

7 

LovwSelf-WorthrWorld 
Cartoon by Philip Le Vine 

11 

The Way We Are - and Will Be 
Historical anakvis can piovfde ints iguing  -

 

and fr4htening - glimpses of America's future 

12 
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Now are you todW Emotionally? 

   

 

never loved her- that she has 
'been "taught how to hate," ac-
cording to one lawyer. 

love and trust and family - and 
how can her life possibly be re-
paired now? Sarah won in court 
the other day - just before her 
seventh birthday. ■  What does she believe about 

business edwation as intense as business. 

Like the real avail, ail fair  parlkipaftre, 

problem :whvng approach to learning. Lati m 

are minimi_a1 chile sinndatios, group 

disenssio s, mad avrk retafedpraiMs Idea 

front sear. 

 

For a badness educafim fluaf will lrry you 

Finally - Justice for a Child ' °` 

 

'! Iloilo 11 170'111'1 

Sarah wins 
BOB GREENE 

 

arch won. In language bor. 
dering on cold fury, the Illi. 
nois Appellate Court re-

cently overturned virtually ev. 
erything that Chicago Juvenile 
Court Judge Walter Williams has 
ordered in the case of the child 
we are calling Sarah. 

It has been one year since I 
began reporting about Sarah. In 
previous columns ("Home Is 
Where the Heart Is," May 13,1990; 
"A Child Learns to Hate," June 
24,1990; "Sarah - at the Mercy of  - 
the Court," December 16,1990), I 
told what had been done to her. 

Sarah, who was abandoned by 
her heroin-addicted mother at 
birth, lived with Joseph and 
Marge Procopio of Bridgeview,  Il-
Iluois, until she was 5. Then the 
Illinois Department of Children 
and Family Services MCFS)  rec-

 

ommended that she be turned 
over to her birth mother and the 
boyfriend. Williams ruled late 
last year that Sarah would not be 
allowed to visit, see or speak to 
her foster parents. Rejecting the 
recommendation of the chil-
dren's psychiatrist he had asked 
to evaluate Sarah, the judge or. 
dered that the wishes of the birth 
mother must prevail. Sarah 
would live with her. 

The appellate justices ruled 
that when Williams had turned 
Sarah over to the birth mother 
and her boyfriend, the judge was 
in violation of federal law. 

From the appellate decision 
"What happened to (Sarah) as 

a result of (Williams') total igno. 
rance or total disregard of the 
federal law is shocking. (Sarah's) 
story is the account of a helpless 
child caught in the quagmire of 
the bureaucratic maze which we 
mLstakeWy, call our child welfare 
system. Unfortunately, the judi-
cial system did not respond to her 
plight Instead, it became part of 
the quagmire, adding to (Sarah's) 
misfortune. 

"There is no doubt that DCFS 
and our Juvenile Court system 
are abysmal failures. There are 
reports that almost as many chit. 
dren are harmed as are  benefit-
ted by coming under their com-
mon aegis.... Every effort must 

-be made ... to see that what hap. 
pened to (Sarah) never happens to 
another child in Illinois." 

he appellate judges ruled 
that Sarah must be allowed 
to visit with the Procopios 

and that Sarah must be allowed 
to receive ongoing therapy to 
deal with her grief. These were 
things denied her, on Williams' 
orders. Legal advocates for Sarah 
had petitioned the Appellate 
Court to overturn Williams on 
these two specific points _ 
1 

but the appellate judges went 
beyond that. They also reversed 
the most crucial ruling in Sarah's 
case that had turned her over to 
the birth mother. The appellate 
judges ruled that when Williams, 
in 1989, took Sarah from the only 
home she knew, Williams himself 
was in violation of the law. 

The law referred to by the 
appellate justices is the Adoption 
Assistance and Child Welfare 
Act, which mandates timely Judi-
cial disposition in cases such as 
Sarah's. The appellate justices 
wrote that Williams'  action pre. 
cipitated "the turmoil and prob-
lems (Sarah) has suffered and 
may suffer the rest of her life ... 
(Williams) was wrong. A child's 
best interest is not part of an 
equation. It is not to W balanced 
against any other interest' The 
Judges stated that rulings by  Wil-
Hams were "against the manifest 
weight of the evidence and ... an 
abuse of discretion." 

The appellate judges ordered 
a new hearing to determine 
where Sarah should live - and 
mandated the decision be based 
"solely on the beat interest of (Sa-
rau,. 

- - - 
or 75 pages, the appellate F judges laid out what bad 
been done to Sarah by DCFS 

and the Juvenile Court system. 
'%Sarah) was born on April 27, 

1984, suffering tremors from her-
oin and cocaine withdrawal. Her 
mother, age 28, and father, age 
32, were  not married and both 
were drug addicts. (Sarah's) 
mother was also a prostitute. Dar-
ing her pregnancy with (Sarah). 
she was prostituting and using 
heroin and cocaine. (Sarah's) 
mother had two other children 
when (Sarah) was born. She had 
been convicted of child neglect 
and abandonment of her other 
daughter." 

Here Is how the appellate 
judges summed up what Sarah's 
Ilfe was like In the Procopios' 
home- Sarah "lived a relatively 
common ... neighborhood life. 
She had a dog of her own and she 
had a back yard with a small 

-swimming pool and swing set. . 
There is no doubt about the fact 
that the Procopios have done a 
beautiful job with (Sarah). Not on-
ly have they nursed her through 
her addiction, but they have pro-
vided a rich, stimulating environ-
ment for her." 

That is the home from which 
Williams - without ever having 
seen Sarah, and with the backing 
of DCFS-ordered her removed. 

And the home to which Wil-
liams sent her? Here is the appel-
late judges' summation of the 
birth mother and the boyfriend-

 

The birth mother and the boy. 
friend had "a 10-year-history of 
drug abuse,'prostitution, child ne-
glect, child abandonment, forg. 
ery convictions, adjudications of 
being unfit parents and other an. 
Usocial behavior." 

During the time that Sarah 
was living with the Procoplos, ac-
cording to the appellate judges, 
her older sister and brother were 
taken into protective custody, 
and the birth mother was charg-
ed with abandonment In 1988 the 
Circuit Court ruled that the birth 
mother was an unfit parent 

But the birth mother and  boy-
friend, in 1989, were able to dem-
onstrate to Williams that they 
were off drugs. Williams gave her 
to those people. That is the ruling 
the appellate judges deemed to 
be in "total ignorance or total dis-
regard" of the law. 

o Sarah has won. But what 
does that mean? She is still 
living with the birth moth-

er and the boyfriend, and will 
remain with them at least until a 
new custody hearing is held. It is 
unclear when she will begin visit-
ing the Procopios. 

Court testimony during the 
past year has painted a grim pic-
ture of what she may have been 
told about the Procopios during 
the 20 months since she was  tak-
en away. Lawyers involved in the 
case fear that she has been turn-
ed against the Procopios by being 
told that they abandoned her and 
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All the Roman Numerals Are Wrong! 

lawyers like to use in books and 
on movies and on legal contracts. 
The'80s were especially bad You 
had stuff like "MCMLXXXVM" 

Last lesson in Roman Numer-
als: The largest symbol they had 
was M. It means IAA So when 
we get to the year 2000, it will be 
one of the few years in history 
that the Romans can write down 
more easily than we can. It's the 
year MM. 

But in the meantime we've 
got all these difficult years, that 

Well, maybe not that confi-

 

dent. But I'm IC percent sure. ■ 
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CXMCXIILXCM 
JOE BOB BRIGGS 

en's return to the fourth 
grade for a moment. '7o-
day's topic is Roman Nu-

merals. 

They taught us this stuff, and 
St's made my life bell ever since. 
The problem was, I remembered 
it. I didn't remember anything 
else, but I remembered Roman 
Numerals. Miss Young did it to 
me. Miss Young was a knockout 

in tight-fitting dresses who had 
no business teaching elementary  -
school, but there she was, dill- _ 
gently explaining Roman Numer-

 

So today, 1 can't pass up a 
copyright notice. At the end of 
the movie, when it says ,All 
rights reserved, copyright 
MCMLXXVII," suddenly I'm  im-
mersed in the Roman Numeral, 
trying to figure out whether that 
means the year 1977 or the year 
977 or the year 2977. Because 
once you've been indoctrinated 
in Roman Numerals, you can't 

 

als, and so I remembered it. 

 

give it up. Everyone else can go to 
the Civil War battlefield and 
peacefully observe the rusting 
cannons and the monuments to 
fallen Georgia soldiers. Not me. 
I'm over by the inscription•, 
where it says Anno Domino,  Re-
quiescat Pace, Inna Gadda Dav. 
ida MDCCCLXIV, studying each 
letter for about five hours until I 
can yell out "Eighteen sixty-four! 
It says eighteen sixty-four!" I'm 
like the Nerd From Hell. 

Now. Big problem starting 
last year. I decided that all the 
Roman Numerals are wrong. I'm 
not kidding. But before I explain 

Why isn't 1990 "MXM" ? 
In other words, "1,000 plus 

1,000 minus 10." 

 

You ignorant lawyers are 
making the Romans chisel two 
extra letters is a block of sheer 
granite! 

And what problems has this 
already created for the year 
1999? 

Will we have "MCMRCIR"7 R 
will be a worldwide disgrace. 
How can we go around  subtract-
ing one with the second letter, 
subtracting one with the fourth 
letter and subtracting one with 
the sixth letter, but rdWe to do 
the most economical subtraction, 
which would simply be "MIM"? 

I'm telling you, irs been a long 
time since the fourth grade, but 
it's vivid in my memory. We're 
making a huge mistake. We're go-
ing down a doomed road toward 
hundreds and thousands of un-

 

needed )Vs and C's and L's in our 
future. We'll have to build a new 
wing onto the Library of Con- _ 
gress. And we're offending Ro-
man Numeral scholars every-
where. 

I'm very agitated about this. I 
know I'm right. Please.  some-
body, some scholar of the ancient 
cultures, write to me and tell me 
there's one thing I learned car--
rectly in grammar school. I feel 
confident that I'm C percent 
right and the rest of the world is 
wrong. 

l 

on sheer granite, and it took a 
long time, and so they tried to - mediately. 
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what I mean, a brief review is in 
order. 

"Roman NumeraL% as Taught 
by Miss Young". 

I means one. 

 

H means two. 
ill means three. 
Now it gets tricky. 
IV means four. 
"What? Why does IV mean 

four?" 
Because V is the symbol for 

five, and the Romans didn't want 
to write IM, so they put a I in 
front of the V to indicate "five 
minus one.,, 

"Why not just write M?" we 
asked 

And then she went into a big 
explanation about how the Ro-

 

mans had to chisel these numbers 

We're making a huge mistake. 
We're going down a doomed road 
toward hundreds and thousands 
of unneeded X's and C's and L's 
in ourfuture. 

 

make them as short as possible 
And then she would tell us 

that X means 10. 
So what would nine be? 
And maybe one Rhodes schol-

ar in tie class would aay"IX" and 
win a cookie. 

Stick with me. Now it gets 
trickier. 

C means 100. So how would 
the Romans write 90? 

XC, right? 
Now the even trickier ques-

 

don: How would they write 99? 
And no one would ever get it. 

Because the answer was "IC." 
Meaning 100 minus one 

Because the only other way to 
write it would be "XC17f ' and. 
who could ever figure that out, so 
why not just write "IC"? 

And so every time we had a 
test, everybody would miss the 99 
question, or, better yet, Ahe 999 
question. LAnswer."BL") 

Are you following this? It 
doesn t matter. I have to do this. 
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where you've got so many letters 
in so many different combina. 
tions that it takes you about three 
hours to figure out that's 1988. 

But then we got  to 1990_and 1 
thought"ThanEGR.1r1 manIa. 
ziness will take over.now! The 
"minus" thing is going to kick !n. 
Those copyrights are going to 
shrink down to nothing. 

And so 1990 rolled around, 
and I was reading the copyright 
on a videotape, and I saw this 
weird combination I'd never seen 
before: "MCMXC." And then I no. 
tiied that everybody was using 
this: "MCMXC," and then, when 
1991 rolled around, "MCMXCL" 

What's going on here? 
Where is Miss Young? 
I want every copyright attor-

ney in this country to be sum-
moned to Miss Young's office im-
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The organizers expect 10 million people 
to turn out, so if every one of them 
spends only $10, it could be one of the 
biggest retailing days since we last 
celebrated the birth of Jesus Christ 

 

For example, I just received a . 
'copy of one of his "Essays in The-
ology" by the Reverend Richard 
F. McBrien, chairman of Notre 
Dame's theology department. 

Space doesn't permit me to re-
peat the entire essay - and as a 
euphoric patriot, I wouldn't, be. 
cause he actually thinks the war 
was morally wrong. But here is 
part of what he wrote: 

The glow has faded-from the 
allies"'great military victory- in 
the Persian Gulf. Instead ofbask-

 

ing in the sunlight of a "new 
world order," the Gu{f region is in 
an even greater mess today than 
it was on January 15, when Pres-
ident Bush initiated military ac-
tion against Iraq. 
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Yellow and green 
MIKE ROYKO 

i here's been a sharp slump 
in the sale of yellow rib-

 

bons. But that's no reason 
for those in need of a euphoria-
fix to panic. Help is coming in a 
big way. 

An organization of patriots 
called Yellow Ribbon America ca 
planning a spectacular, nation-
wide series of rallies to celebrate 
our Gulf War victory and wel-
come the triumphant troops. 

And the celebrations will be 
held in settings that couldn't be 
any more traditionally American. 
Not in village squares, public 
parks, in front of town halls, or on 
Main Street USA. 

The gala events will be held in 
more than 1,000 shopping centers 
across the nation. And on a  Satur-
day, which is always the best day 
to be in a shopping center, wheth-
er to buy something, hang out, 
meet a famous disc jockey or  cele-
brate a military triumph. 

The organizers of the event 
say they have lined up scores of 
corporate sponsors, and others 
are expected to sign on. Some of 
the sponsors will provide "gift 
pales" to all Gulf vets who show 
up. As they said in a news release: 
..The package will feature iEW. 
mation on special offers and dis. 

TOLES 

counts from participating compa-
nies." 

A spokesman for Yellow Rib. 
bon America said veterans of 
World War H, the Korean War 
and the Vietnamese War are also 
invited to come and be honored 
at the shopping center rallies, al-

 

though nothing was said about 
giving them corporate "gift 
paks." Nor did he say anything 
about those who served in Grena-
da and Panama, but it can be 
assumed that they would get at 
least a cup of coffee H they show 
up. 

So if there are shopping cen-
ters anywhere near your commu-
nity, chances are that one of 
them will be taking part in the. 
big day. They will if they re, 
smart The organizers expect 10 
million people to turn out, so it 
every one of them spends only 
$10, it could be one of the biggest 
retailing days since we last cele. 
Orated the birth of Jesus Christ 

As a patriotic American, I ww 
cheered by the news of this com-
ing attraction, although I was mo• 
mentarily disappointed that I 
don't quality for a corporate "gift 
Pak" But then I remembered 
that in the foreign land where I 
served, there were no local  reU-
gious laws against boozing and 
cavorting with females, and I felt 
better. 

The only flaw in the plans for 
this grand day is that we have to 

THE DEFICIT  

 

wait until June 15 for the Super 
Saturday. And that's unfortu-
nate, because a lot of gloomy par-
ty-poppers are on an anti-eupho-
ria lick these days. 

itsatmosphere thickened with 
pollution, its skies darkened at 
midday, its waters and shores 
coated with oil, its national char-
acter sullied by incidents of bru-

 

tat revenge against Iraqis and 
Palestinians. 

Iraq's own igfinstrncture is 
in shambles Many thousands, 
even millions, of its citizens have 
been deprived of the basic neces-
sities of l(fe: water, electricity, 
housing, transportation and 
medical care. 

Encouraged by President 
Bush to overthrow Saddam  Hus-

 

sein (but without the necessary 
military support), the Kurds in 
the north and the Shiite Muslims 
in the south were savagely  beat-
en back and then driven from 
their homes. 

Hundreds of thousands of rgf-
ugees, including countless chill,  

 

dren and aged, have been devas-
tated by disease, malnutrition 
and exposure to the elements. 
74teir efforts to escape the Sad-
dam regime have, in turn,  creat-
ed new and overwhelming  prob-
lemsfor the bordering nations of 
Turkey and Iran. 

Boy, if there's anything 1 can't 
stand it's a nitpicker. I'm surpris-
ed that he didn't also complain 
about the inept surgery that kills 
patients in some VA hospitals. Or 
that he didn't mention Saddam's 
big birthday party, during which 
Saddam acted like a hero and the 
band played: "I Did it My Way." 

Sure, that part of the world is 
a bigger mess than it was before 
we restored the emir of Kuwait to 
his gold toilet seat, but that's to be 
expected. After a Super Bowl, the 
stadium is always covered with 
glop. 

I suspect that the Reverend 
McBrien's problem is that he isn't 
a sports fan. H he were, he would 
understand why we are having 
big celebrations. It has been ex-
plained by sports theologian Slats 
Grobnik: 

"Remember, a bloop hit looks 
like a line drive in the box score. 

"Even if you win ugly, a win is 
a win. 

"And the game ain't over until 
the last Kurd is out" _-_.. -_ 0. 

 

ni 

Kuwait is still literally ablaze, 
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- D Percentage change in federal funding 
for energy conservation proposed by 
President Bush this year. minus 36 

13 Number of the solar panels installed 
on the White House roof by President 
Carter that are  still  there: 0 

O Portion of all cars that will have a  mi-
crowave oven in the year 2000, according 
to the Campbell Soup Company: I in 4 

O Rank of Fords, among the cars most of-
ten bought by Asian-Americans:1 

O Size of one traffic jam in Tokyo last 
year, in miles: 84 

l 
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O Percentage of fast-food restaurant 

  

Georgetown flap 
MONA CHAREN 

he same week that featured 
General Colin Powell 
throwing out the first  base-

at a Yankees game - to uni-
versal acclaim -also featured, at 
Georgetown University Law 

• School, anew skirmish in the con-
flict over affirmative action. 

Both deserve to be mentioned 
in the same breath because it is so 
painfully clear that what many 
blacks see when whites oppose 
affirmative action is recrudes. 
cent racism. They seem convinc-
ed that those who oppose  affir-
mative action are the same peo-
ple who opposed voting rights 
and equal education for blacks 
They are sure they know the hid-
den motives behind opposition to 
quotas 

That is why it is so useful to 
look at the example of Colin Pow-
ell. White racism is easy to see. 
Perhaps white goodwill isn't so 
obvious. But it shines forth in the 
reception of Colin Powell. 

Whites love Powell for some 

 

an article to the student newspa-
per decrying the differing admjs- 
sions criteria for blacks and 
whites Using information gained 
while he was employed at the ad-
missions office, Timothy Maguire 
noted that "48 out of 81 black 
applicants had grade point aver-
ages below 3.0" while "less than 
20 percent of white applicants 
had similar grade point  averag-
es... 

 

being expelled from the law 
school. The campus has quite sim-
ply erupted sine the publication 
of his article. The Black Law Stu-
dents Association (BISA) has de-
manded his expulsion and also 
that of the editor of the student 
newspaper who published the ar-
ticle. The law school dean told the 
New York Times that expulsion 
was "among the range of possibil. 
ities" currently being considered. 

  

HARPER'S INDEX - 
13 Average ratio of U.S. funds spent fight-
ing a war to US. funds spent on that 
war's veterans' benefits:- l to 3 

O Number of Americans who received 
veterans' benefits last year for a rela-
tive's service in the Civil War: 51 

f] Death rate, since last August, for 
American military personnel stationed 
in the Persian Gulf, per 100,000:69 

O Death rate for men between the ages 
of 20 and 30 living in the United States 
since last August, per 100,000:104 

a Rank of 1991, among years in which 
the U.S. State Department has warned 
Americans to avoid the most countries:1 

workers who admit to doing "slow, slop. 

O Rank of the Navajo tribe, among the 
largest suppliers of potatoes to Frito-Lay: 
1 

17 Number of times a nude or seminude 
woman accepted a Domino's Pizza deliv-
ery in Washington, D.C., last year: 15 

- O Chances that a female Inmate in an 
American prison is a mother 4 in 5 

O Number of plastic garbage bags the 

to clean up Kuwait, per month: 1,500,000 
US. Army has estimated will be needed O Portion of Hallmark's 1200 different 

Mother's Day cards that do not include 

~~~ 4l 
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O Average percentage of disposable in-
come that an American spent on insur-
ance premiums in 1984:4 

O Average percentage today: 7 

a 
.r 

Estimated amount that Boston Red Sox 
Pitcher Roger Clemens will earn this 
season, per strikeout: $20,400 

O Price of a four-week session at the 
the word "mother" or "mom": 4 in 5 World Peace Camp for Teens, in Poland 

O Number of articles in the New York 
Spring, Maine: $10) 

Times this year that have included the O Price of a pair of fluorescent, bullet-

 

phrase "mother of all": 29 proof, desert-camouflage jeans from Nei-

 

O Number of photographs of gulf war ca- 
man Marcus: $800 

sualties in the Associated Press photo B- O Amount of time it takes to hand-stitch 
bey; 2S a major league baseball, in minutes: 11 

O Number of U.S. AIDS deaths last year, 
expressed as a portion of all US. AIDS 
deaths since 1981: 45 

O Percentage of U.S. hospitals that do 
not require that patients be told if they 
test positive for the AIDS virus: 25 

  

O Ratio of the total personal debt owed 
by Americans to the total federal debt: 
Itol 

O Total amount of unclaimed private 
funds held by state agencies. 
;5,839,676,660 

[] Percentage change, since 1989, in total 
assets held by U.S. banks that the FDIC 
considers "threatened": plus 73 

O Number of malls that will open in Ja-

 

O Number of people who applied to the pan this year, per month: 6 
United States for political asylum last O Chances that an employed American year. 101,000 works in a shopping center or mail: l in 

 

17 Number who applied in 1979: 1,000 
13 Number of Soviet Jews who were 
hired by Israeli manufacturers last year: 

❑ Fee a Norwood, Massachusetts, bank 
requires from depositors before they can 
ask a question about their account- $1 

O Price of a two-week session for high 
school students at the National Law 
Camp in Miami Shores, Florida: $1,450 

 

vim py work on purpose": 22 
1] Number of Palestinians who have 
been laid off by Israeli manufacturers 
this year: SW 

O Number of countries in which more 
than half the population is Muslim: 36 
a Percentage of the population of Ku-

 

wait in 1989 who were domestic servants. 
25 

  

Figures cited are At latest arailabk as of March 1991. a 1991 by HarpeesMagadw. A# right; reserved. Reprinted from the May IW1 issue by special permission. Distributed by Ios Angeks 
Times SyndKale. 

  

Colin Powell Didn't Need Affirmative Action 
of the same reasons blacks do  -
because he is a successful m& 
tary leader. bright, poised, com-
manding and engaging - a great 
American. Whites can laugh 
along when Powell relates that 
some journalists have taken to 
not mentioning the fact that he is 
black in their stories. "I think 
they think this is politeness," he 
explained in a recent speech. 
"But I tell them, 'Don't stop now. 
H I had shot someone, you'd men-
tion my race., " 

Touchb. Whites love Powell 
for another reason as well They 
love him because he, like Gover-
nor Douglas Wilder of Virginia, 
fulfills their need for black he-
roes. Whites want our society to 
be vindicated. They want to be-
have that the system is not rigged 
and that those who strive and 
struggle and work hard and play 
by the rules can succeed whatev-
er their color or ethnic origin. 

Powell, the black immigrants' 
child from the South Bronx who 
is now the highest ranking  mili-
tary officer in the United States, 
is living proof of those maxims. 
He got there on merit. He is the 
embodiment of the American 
dream. And he believes that what  

worked for him -  determina-
tion, hard work, guts - can work 
for others. That's what he told a 
group of black teenagers on a  re-
turn visit to his childhood home 
in New York. 

Fadeout. New scene. At 
Georgetown University Law 
School in Washington, D.C., a 

The ISAT (Law  School Admis-
sion Test) is scored on a scale of 10 
to  48. Maguire reported that 
among students accepted to 
Georgetown Law School, whites 
averaged a 43, while blacks aver-
aged 36. 

, 

The second charge is that this 
article "made disparaging re-
marks which have injured the 
BISA community." Ah yes. So 
let's expel people who tell the 
truth. The truth hurts. 

The BISA is trying to 
- 
sup-

press what everyone knows  -
that affirmative action means 
less qualified black people are 
given preference over more qual-
ified white people. Unlike Colin 
Powell, that is the road of ad-
vancement they favor. 

 

But when your policy cannot 
tolerate the intrusion of truth, 
doesn't that suggest that it has 
become corrupt? ■ 

 

There are two charges against 
Maguire. The first is that he used 
confidential information in his 
article. Perhaps. But he told me 
that the admissions office never 
explained its policy on confiden-
tiality to him when he worked 
there. Besides, that is clearly not 

it ,n,,, s e„a the key issue. He named no 
names. And everyone knows that third-year student contributed ate May 27, is now in danger of - the question of confidentiality 
would never arise if those files 
revealed that blacks were being 
unjustly excluded from the law 
school. Whites want to believe that the system is 

not rigged and that those who work hard 
and play by the rules can succeed 
whatever their color or ethnic origin 
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AROUND THE YEAR 2020 - ROU.GHL•Y SO 

'YEARS AFTER D-DAY AND.THE FIRST 

BOOMER'BIRTH  YEAR  .- WE ARE 

SCHEDULED TO REACH THE NEXT GREAT 

HINGE OF HISTORY, THE CRISIS OF 2020 

COULD BE A MOMENT THAT COULD RIVAL 

THE GRAVEST TRIALS OUR ANCESTORS 

 

when they did, and why the Gilded Age 
followed the Civil War. Viewing the story 
of America as a sequence of generational 
life cycles gives us a new pattern for  un-
derstanding our history - and anticipat-
ing our future. 
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HISTORICAL ANALYSIS CAN PROVIDE INTRIGUING - AND FRIGHTENING - 

   

GLIMPSES OF AMERICA'S FUTURE 

   

8, 
BY WILLIAM STRAUSS AND NEIL HOWE 

       

arely two decades ago, Amerb 
cans looked upon combat-age 
youths as moralizers bursting 
with inner wisdom to -teach 
the world. But no one could 
mistake the youngsters of 

1969 for those of 1991. 

 

On campus, veterans of the '60s don't 
expect today's students to express any 
new-found truths, but rather to reaffirm 
well-worn slogans. In Saudi Arabia, we've 
heard troops taking pride in their role as 
blunt instruments of battle, showing a 
hardness the nation admires on the battle-
field but -criticizes elsewhere. America's 
twentysomethings have become, accord-
ing to the newsweekl)es, "the new lost gen-
eration." 

  

Are we witnessing a metamorphosis in 
the American lifestyle? How does one ex-
plain such a dramatic transformation In a 
single age group? 

 

In fact, what is happening is something 
much different: the aging in place of sepa-
rate generations. By "generation," we 
mean a special cohort-group, possessing a 
distinctive sense of self, born over a span 
of about 17 to 25 years. Think of these 
generations as .people moving through 
time, along what we call the "generational 
diagonal." 

As each of us Is born, comes of age, 
reaches the prime of life and grows old, we 
carry.through our life cycle a unique his-, 
toric signature, an "age location" against . 
the events and trends of our time. And 
what is true for each of us as Individuals is . 
true of generations as a whole. 

The generational diagonal can provide. 
insight where static age groups offer no 
answers at all. It can help explain why 
Americans worried about conformity dur-
ing the 1950s.-why inner cities exploded in 
the 1960x, why SAT scores fell through the 
1970s and why old-age entitlements were 
untouchable during the 1960x. 

R can also give new answers to histori-
cal questions, such as why the Great Awak-
ening and American Revolution happened 

 

Neil Howe and Willlam Strauss are eo•aufhors  . 

3 

h 
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a smothering parental grip; for rising 
adults (the GI generation of Presidents 
Kennedy through Bush), teamwork and 
achievement; for midlifers  (the "lost"  gen-
eration of Truman, Eisenhower and Hem-
ingway), a slowing down toa new sense of 
prudence; and for elders (the "missionary' 

-generation of FDR and Douglas MacAr-
thur), an opportunity to champion long-
held visions. . 

This era defined the life trajectory of 
each of these generations over the next 
two decades. It planted in the  silent,gener-
ation the seeds of their lonely-crowd con-
formism, energized the can-do  "new gener-
ation" of GI builders and achievers, and 
cast the lost generation in a poor and po-
litically invisible old age. 

/r 

   

Thus, the bulk of today's Desert Storm 
soldiers - born near the "year of Wood-
stock" - grew up in a time when school 
and family were Under assault, when 
adults grew•disinclined to sacrifice for the 
sake of children. These kids became sharp-
eyed survivalists at a very young age, and 
remain so still.  Meanwhile the rnmiogof- 
age zealots of the late '60s have aged into 
today's 40ish enforcers of "political cor-
rectness." Moralizers then, moralizers still. 

 

ut the pattern is not the same for 
every event. Compare the Depres 
sion of the 19305 with the  "Con-

sciousness Revolution" of the late '60s and 
each generation is shaped by its age -deter- '70s. The latter case saw children (whom 
mined role in historic events. we call the "13th generation'9 grow up 

Intuitively, everyone recognizes the im- quickly and on their own; saw rising adult 
portance of this "age location." Consider "boomers" fragment and turn inward; saw 
the Great Depression and World War IL silent midlifers speed up through  "passag-
For children at that time (who grew into es" to a new sense of personal adventure; 
the "silent" generation of Michael Dukakis and saw GI elders defend institutions un-

   

HAVE KNOWN. 
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of'Generafions: The Histo ofAmertca's Fu-

 

ture, 15842069' MorrowT from which this ar-

 

wr Ndeisadopted. 1991 the Washington Post. 
When you look upon social history as a 

and Sandra Day O'Connor),  this era meant der siege from the young. succession of generations: you see how 
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• VIEWING THE STORY Off' AMERICA AS A 

SEQUENCE OF GENERATIONAL LIFECYCLES 

GIVES US A NEW PATTERN FOR 

UNDERSTANDING OUR HISTORY - AND 

ANTICIPATING OUR FUTURE 

 

ferson's Republican Generation', nation. 
builders early in life, whose major disap-
pointment late in life was the ungovern-
able passions of their children; and today's 
"Baby on Board" Millennials. 

■ finally, an Adaptive generation grows - 

.. weakening rather than strengthening the 
generation then coming of age. 

he generational cycle does not guar-  - 
antee any particular outcome - for 
any generation or for society as a 

whole. Yet it does offer powerful insights 
into how the national mood win evolve in 

   

generation comes of age as adultamulat-
ing conformists, produces the indecisive 
mediators of the next awakening, and ages 
into sensitive and otherdirected elders. 

  

History records what happened over 
-the two or three decades following these 
post-awakening constellations. Each time, 
the sense of drift and pessimism intensi-
fied. Then a crisis emerged, compelling all 
generations to unite in the face of  perceiv-
ed public peril. Each time - guided by the 
values of elder Idealists, managed by the 
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Just as history pioddcef generations to 
do generations produce history. At the 
heart of this interaction Has a recurring 
pattern of "secular crises" (threats to na-
tional survival and a reordering of public 
life) and "spiritual awakenings" (social and 
religious upheavals and a reordering of 

_ private life).  
Notice the timing of the four great per& 

ods of crisis in American history. Tbere 
were the colonial wars and rebellions cul-

 

minating in the Glorious Revolution of 
18&9, the American Revolution, the Civil 
War and the twin emergencies of the Great 
Depression and World War D. Each is 80 or 
90 years distant from the next - the span 
of, roughly, four generations. 

Notice also how America's five great 
spiritual awakenings occurred almost 40 or 
50 years distant from these events: the 
Puritans' "City on a Hill"  in the 1890x; the 
"Great Awakening" around 1740 what Ids.. 
torians call the "Second Great Awakeeirg" 
of the early 1800s; the Bible Belt revkml 
and radical populism of the 1890x; and the 
recent Consciousness Revolution. Thine 
events fail Into a pattern because of the 
interaction between a generation's type 
and Its "age location" among the  happim-
ings of the era 

Each of America's 18 generations, of 
course, has had a unique relationship with 
the story of America. But when we strip 
away such linear trends as rising living 
standards and improving technology, we 
see similar human dramas that rePlat 
again and again. When we link age location 
with American lifecycles, we find a  recur-
ring cycle of four generational persomdi-
ties - each cycle lasting about 80 or 90 
years: 

■ First, an Idealist generation grows up as 
indulged youths after a crisis. It comes of 
age with a spiritual awakening, fragments 
into narcissistic rising adults, cultivates 
principle as midlife moralizers and emerg-
es as visionary elders who guide the next 
crisis. Examples: John Winthrop's Puritan 
Generation, the fiery founders and stern 
patriarchs of America's original New Jeru-
salem; Benjamin Ftanklin s Awakeners 
who, from their 20s to their 00x, took Amer-

 

ica from the Great Awakening to the 
American Revolution; Abraham Liucoln's 
Transcendentals, the most spiritually self-

 

absorbed generation in our history, whose 
vision of a purifying apocalypse steered 

■ Next, a Reactive generation grows up 
under-protected and criticized during a 
spiritual awakening. It comes of age as 
alienated risk-takers, mellows into the 
tough midlife managers of crisis and ages 
into caustic but undemanding elders. Ex-
amples: George Washington's Liberty Gen-
eration - wild soldiers in youth, gritty 
war-leaders in midlife, cautionaries in old 
age; Ulysses Grant's Gilded Generation of 
metal and muscle who in midlife  repudiat-
ed their prophetic next-elders by celebrat-
ing Pragmatism; and Harry Truman's Lost 
Generation, the turn-of-the-century "bad 
kids" whose early-life appetites electrified 
the 1920s and whose late4ife exhaustion 
calmed the 1950x. 

■ Next, a Civic generation grows up under 
new adult protection after an awakening. 
It comes of age by overcoming a new  secu-
lar crisis, unites as a heroic and achieving 
cadre of rising adults, builds institutions as 
powerful m)dlifers, and later- during the 
next awakening - finds itself attacked as 
worldly elders. Examples: Cotton Mather's 
Glorious Generation, the colonial war he-
roes who became advocates of social  discl-
pline and material progress; Thomas Jef-

 

rrvwv. 

pragmatism•of midlife Reacdasamddmobi-

 

lized by the energy of coming-of-age Civics 
- America passed through a major gate of 
history, usually in triumph. 

The aging of the current generational 
constellation has a clear message for the 
nation as a whole. Around the year  =-
roughly 80 years after D-Day and the first 
Boomer birth year - we are scheduled to 
reach the next great hinge of iiistory. The 
Crisis of 2020 could be a moment that could 
rival the gravest trials our•ancestors have 
known. The risk of major war will be very 
high. The crisis may be about weapons 
proliferation, or environmental peril, or a 
collapse in the world economy. Whatever 
the problems, Americans will be inclined 
to attack rather than defer them, led by old 
Boomer priest warriors who will care far 
more about inner prineiple .than material 
sacrifice. The result could be triumph or 
tragedy beyond anything imaginable  to-

 

day. 
Many are noticing parallels between 

today and the Edwardian America before 
World War I. By the late 1980s, observes 
Paul Kennedy, Americans felt very much 
as they did in the early 1910s, expressing 
"contradictory moods of assertiveness 
mingling with anxiety, of robust  self<'onfi-
dence and profound despair." 

Eighty years ago, no one could foresee 
'the Battles of the Marne, the collapse of the 
League of Nations, the sudden end of pros-
perity and the test of national will yet to 
come. No one imagined that prohibitionist 
moralizers ONissionaries) then entering 
midlife would later age into the prophetic 
elders many still remember as America's 
World War H "Wise Men." Nor was it  imag-

 

ined that the cynical, kinetic teenagers 
(Lost) then entering rising adulthood 
would produce the whoring midlife  gener-

 

als of the 1940s and the cautious elder 
anchors of our postwar "American High." 
Nor that the protected tots then being 
born would later come of age as nationaav-
fag heroes (Glsk Ultimately, that genera- i 
tion of achievers would fulfill the vision of 
their parents by building a "Great Society" 
of friendly and well-ordered prosperity  -
only to bear their own children attack Its 
spiritual emptiness. 

Then - as now - America lay not at 
the end, but at the beginning of quite a lot 
of history. ■ 

 

t 

 

the decades ahead. In particular, it helps us - . 
• foresee shifts in the personalities of today's 

living generations as Its members grow 
older. 

Let's locate ourselves on the cycle. - 
As the Consciousness Revolution reced-

-es deeper into the national memory, we 
feel a pod-awakening mood reminiscent of 

Examples:William Byrd D's Enlighteners, 
America's first "silent" generation, with no 
member whose name most of today's 
Americans could recognize; Henry Clay's 

 

Compromisers, the sober youngsters who 
watched their parents create a nation and 
the ambivalent elders who watched their 
children nearly destroy it; and Woodn)w 
Wilson's Progressives4 the sheBahocked 
youths of the Civil War and the sensitive, 
process-fixated leaders of circa-1910 Amer.. 
Ica. 

the years prior to World War I-when the 
.  radical turbulence of the 1890s had given 

way to complex procedural reforms. 
Tben as now, individualism was  flour-

ishing, confidence in institutions was de 
caning and secular problems were defer-
red. Then as now, a elfish cadre of post-he-

 

role leaders were designing a legalistic 
• world order, even as new armies massed 

and old hatreds festered. Then as now, 
feminism was gaining political power, mor-
alistic attacks were growing against crime 
and substance abuse and family life was 

*seen as precious but threatened. Anteced-
ents can be found for this kind of national 
mood (and generational constellation) in 
the 1840s, 1750s and 1850x. 

As generations layer themselves and 
age in place, the mood of the constellation 
itself shifts. A constellation with Civic do-
ers entering elderhood and Idealist moral-
izers coming of age will set a national mood 
quite different (recall Watergate) from one 
with those two generational types in the 
opposite position (recall Pearl Harbor Srm-
day). Some constellations produce a  nation-
al mood of staleness, others of rejuvena-
tion. Some postpone crisis, others congeal 
it. 

i 

From the 18th century forward, this 
cycle has been constantly turning. It has 
shown only one aberration following the 
Civil War, when the depth of human  suf-
faring caused the cycle to miss one beat, 

the nation toward the Civil War. 
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'And at least two lavv enforcement, Jahn Johnm7a* officers,wntheFBIandtheSag 
c~ ~,~.,~',A, Francisco•polft say ihey'have 
w.7bGGG2 looked into some of the claims 

and found nothing. 
Some real events probably 
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Sandi Bargioni, a San Francis-
co

 
police officer who specializes 

in ritualistic crime, said that she 
has received-scores of calls from 
women claiming to have been Sa-
tanically abused as children. Not 
one of the stories. could be prov-
en, she said, and sheis among the 
skeptics. 

So is Kenneth Lanning, who 
works in the FBI's Behavioral Sci-
ence Unit in Quantico, Virginia. 
Considered an expert in cult 
crime, he has advised police de• 
partments on more than 300 cas-
es_, many involving survivor tales. 

."In the early I ft the first few 
h times my phone rang, 1 was  in-

clined to believe it," he said. Then 
the cases began piling up. There 
were lots of reports of cults, but 
no bodies. Lanning said that  air-
planes with heat-seeking equip-
ment sought out mass graves on 
the theory that decomposing  bod-

 

£ its would give off heat None was 
is found.. Lanning stopped 6eliev= 

Believers say that no evidence 
-is uncovered because  the.Satan-
fsts are so clever. The county's 
"Ritual Abuse" handbook puts it 
this way: "Explanations for the 
absence of found remains  in-
elude cannibalism, cult access to 
mortuaries and crematoria, fro-
zen storage of body parts, and the 
retention by cult -members. of, 
bones and body parts for further 
magical practices." _ __.... 

Tanning says that disAing of 
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"What are the probabilities of 
this?" he said.'Two or three peo-
ple in Southern California may be 
able'to do this a couple of times 
and get away with it" But when 
all the claims of Satanic sacrifice 
were added up, it amounted to 
thousands of people murdering. 
thousands more. 

 

Satanism Sewe'. 

 

OThere is a private agency in' 
Rialto. in San Bernardino County., 
called the RttualMic' Crime Task 
Force, that serves as an inform&. 
tion clearinghouse. In October it 
held a press conference.in Los 
Angeles to warn parents that dev-
il-woishlpers were plotting to 
kidnap and sacrifice trick-or-
treaters on Halloween. (None 
did.) 

Jamestown Community College 
in New York, bas tracked 33 "tu-
mor panics" in 24 states In the 
late 19ML One occurred in 1808 
in Breathitt County, Kentucky. 
where parents kept their  chil-
dren home from school amid ru-
mors that Satanists were platting 
to kidnap blond, blueeyed  chil-
dren. Another caused scores of 
Jamestown. New York, citizens to 
arm themselves with clubs and 
scour the forests for a chimerical 
band of Satanists. 

Moreover. 
-M A 1989 telephone survey of 

IAA Texans by the Public Policy 
'Resources laboratory at Texan 
A&M University found that near. 
ly 8l1 percent of the respondents 
thought Satanism had increased 
over the previous five years and 
said that they were concerned 
about IL 
Olilinob, Louislana. Idaho anal 
Texas have enacted laws specifi• 
tally outlawing violence commit-
ted during a religious ritual. 

 

lend credence to the idea that 
Satan-worshipers are every-
where. For instance. there b a 
self-styled Church of Satan. R 

years m Pueblo Colorado includ.• 
P. 

"I was bore into Satanism," was founded in 1888 by a former 

said the 49-year-old  woman'trom, Bon  tame r and revlvaFshow or 

Garden Grove in Orange County„ pl~u~~ 
tile 

Sa
pursuit 

~ 
As she describes it, _her early bob such as pentagrams and 

eddevil.worshi human sacrifice black robes in its rituals. But it 

and cannibalism. has net been linked with criminal 
activity. 

Hived it was my privilege to give; ing been part of & child-murder• 
ing cult A jury found in.theh, 

- - 
Some jurors said the verdict; 

did not. mean that they believed 
the Satanism story, only that the 
women had been abused. But one. 
of the women's supporters said 
after the decision, "It's a grand 
day for victims. Somebody believ-
ed them. IVs now going to encour 
age more victims to talk." . - - 
A lot of people already are 

talking. 
'The Satanism scare has at 

various times approached panic 
levels ' said David Bromley, a so- 
ciologist at Virginia  Common-
wealth University. Bromley co-
wrote a forthcoming book on the 
subject called ' The Satanism 
Scare:'  

O Two researchers at Texas AbM 
University sampled the attitudes 
of 153 police officers who had 
attended a seminar on cult crime 
or subscribed to the Cult Crime 
newsletter. The consensus among 
the officers was that Satanism is 
responsible for one in 10 homi-
cides and one in three teen Sul- 
cides. childhood sexual abuse. 

o one has comprehensive H the stories  are true, he said, 
statistics on the. self-pro•'.."this means  -a generation ago 
claimed survivors of ritual there were at least 400 or 500 Sa- 

abuse But believers and scoffers tanbt groups in the country, 
agree that their numbers reach : functioning, doing things and - 

'into the thousands. Balodis said • able to keep their existence not 
that a support 'group she'started - just hidden, but even hidden 
bears from at least 40 new "survi from the rumor mill. That, to"me, . 

x. 

 

Fri acquie 'Balodis is talking' 1.4 softly about her bad child 
} hood. How bad was it? It was; 

unbelievably bad. 

rituals, she said. "Part of. me be 

my child to Satan 
The memories *ere suppres. 

13 In 1988, when Geraldo Rivera 
bodies is not as easy as some peo-

 

- 

devoted a program to "Exposing 
pie think, and some remains 
should have been found if cults 
were systematically- sacrificing 
l eople. . 

Despite the expert opinion 
against them, the- "survivors 
draw support from several soure-

 

Satan's .Underground:' Ameri• 
cans In 19.8 millEon homes toned- 
in. It was the highest-rated docu-
mentary ever aired on NBC. 

 

O Organizations give law-en-
forcemeat seminars on ritualistic 
crime. Speakers discuss every-
thing from the game Dungeons 
and Dragons to human sacrifice. 
The privately funded Cult Crime 
Impact Network in Boise, Idaho, 
is a clearinghouse on supposed 
Satanic crimes. It publishes a 
newsletter with 2,000 subscribers 
- mostly, it says, police officers. 

She saidthatesateenagershE: a just concluded Orange was twice impregnated by he

 

 - r County case, two self-proclaimed 
stepfather (now. deceased).  Beth victims took their elderly mother fetuses were aborted and used in to  court and accused her of Itav 

es Foremost are fundamentalist 
Chrbdans The major publishers 
and producers of books and vid-
eos dealing with Satanism have 
strong fundamentalist ties. Haf 
Lindsay, author of the best-sell- . 
tug The Late Great Planet 
Earth," has been a major support-
er of survivors and has linked the 
rise in Satanism to the Last Days . 
prophesied to the Book of Revela-
tion. 

J. Gordon Melton, director of.., 
the Institute for. the Study of 
American Religion in Santa Bar-
bara, • dismisses the stories as 
mostly distorted memories of 

favor April 1% although it did no¢ 
award them money damages. 

sed for years, she insists, then re-
covered in psychotherapy. 

Balodis admits it sounds 
weird. Weirder yet, such tales are 
becoming common. Across  Amer-
ica, people say that they have re-
gained memories of abuse by par-
ents who belonged to a world-
wide network of  devil-
worshipers. 

 

O The Los Aug County Com-

 

mission for Women has pro-
duced, at taxpayers' expense, .n 
handbook called "Ritual Abuse." 
It says Satanisti " frequently func-
tion together in groups in the op. 

. eration of preschools, day-c= 

 

services and baby-sitting servic. 
es." The handbook was a product 
'of the commission's Ritual Abuse 
Task Force, whose job is to warn 
the public, therapists and the po- 
lice of the signs.of Satanic abuse, 

'said Myra B. Riddell, 'the task 
force chairwoman. Last year 

'7,W copies were distributed in 
• the United Siates and Canada. 

Ten thousand more were printed 

Authorities say America is 
witnessing an epidemic of con-
cern over Satan and his minions, 
especially among fundamentalist 
Christians. Socalled ritual abuse 
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is only part of it 
But are these stories of incest 

and human-  sacrifice true? Many 
-= mental-health experts think not. 

c m 1991 Los Angeles Times `' Jeffrey Victor; &sociologist at - in-March: - ' vors" a month. She said that she is pretty far-fetched. f] 
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adjective to form a compound 
modifying a noun. Q learned this 
at a thinly veiled, hastily called 
news conference.) As Quirk, 
Greenbaum, Leech and Svartvik 
note in their "Grammar of  Con-
temporary English," such adverb 
premodifiers often express  view-
points. politically expedient,  or-
tistically just{ latte, economical-
ly feasible, theoretically sound, 
ethically sarong, and as girls from 
Brooklyn said of boys from Bronx 
Science, geographically  undesir-
alNe. Of all these married mod-
ifiers, politically correct has  be-
come the most tightly wedded. 

The origin is in correct think-
ing. "Where Do Correct Ideas 
Come From?" was the title of a 
1969 thought by Chairman Mao 
Zedong, one of those later collect-
ed In a little red book that sold in 
numbers that still make publish-
ers sigh. The chairman thought 
on: "Do they, drop from the skies? 
No. Are they innate in the mind? 
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Language 
WILLIAM SUIRE 

hat does "K" stand for? 
U your impulse is to 
blurt out "personal com-

 

puter,"  you have gone software • 
in the head. If those letters evoke 
memories of the Peace Corps, you 
are antediluvian (from "before 
the Flood," which makes you at 
least as old as Noah). A  percent-
age of postcards from hypochon-
driacs will insist that the initials 
stand for the Latin direction post 
cibum, "after meals," the only  di-
gestively conducive time to pop 
certain pills. 

. Those of us with slanguistic 
Fingerspitzengefuehl, however, 
know that the initials stand for 
the most controversial phrase on 
college campuses today- political-
ly correct In "Thatch," a comic 
.strip by Jeff Shesol of Brown  Uni-
varsity, a heroic character slips 
on a cape and supermanly tights 
with "PC" emblazoned on his 
chest. It's not a nerd, it's not a 
plane, it's ... Politically, Correct 
Person! 

Ralph Waldo Emerson held in 
1841 that "Whoso would boa man 
roust be a nonconformist" Thad 
use of man today, in the sense of 
"one who possesses what were 

• considered 'manly' virtues, like 
intellectual independence and 
moral courage," is rightly taken 
to be sexist; whoso would be a 
conformist must be politically 
correct. 

 

The first word in the phrase is 
a "premodifier"- an adverb that 
modifies and then fuses with an 

 

To both left and right, then, 
correct came to mean "reflecting 
the opinions of the group"; in the 
late '80s, when the right went af-
ter the conformity of the left on 
college campuses, the affirma-
tion of politically correct became 
an epithet. 

Briefly now to the issue of vo-
cabulary vigilantes who try to en-
force "correct" language. Exam-
ples of taboo-boos can be found in 
the list compiled by fellows at the 
University of Missouri Multicul-
tural Management Program: fem-

 

inine "can be objectionable to 
some women"; codger or geezer, 
"an objectionable reference to a 
senior citizen"; Jew, "some peo-
ple find use of Jew alone offen-
sive and prefer Jewish person"; 
and swarthy, "avoid all  unneces-

 

sary references to skin color, 
such as yellow." 

A Syracuse law student, Den-
nis F. Chiappetta dr., notes in a 
recent letter about all such lingo-
policing. "From what I can see, 
the end they seek is the removal 
of all language that brings to any-
one's mind a negative or in any 
form degrading image. Is this pos-

 

sible? Can any language be writ.. 
ten so'correctly' as to invoke only 
pleasant or neutral feelings?" 

My correspondent, a pro- 
found rather than correct think-
er, follows up, "With the removal 
of terms of derision, will the prej-
udices also disappear -_ or will 
these new terms adopt connota-
tions that users of the old terms 
may have seen in those terms?" 

The opinions of Lex Irregs are 
solicited; well limit the debate 
here to specific choices of words 
rather than diatribes about "cor-
rect" subjects and attitudes. 

Some words of derision hurt; 
they should be identified as slurs 
in at least one sense and avoided. 
Others - from pert and petite to 
sou(ful and wannabe - are gel- 
ting a bad rap from the hypersen-
sitive. The communication ques-
tion to be asked Is not "Could this 
possibly offend?" but "Does this 
get the intended point across?" 

Wr Ywk ran 

    

No. They come from social prise. 
tice, and from it alone." 

The Maoist phrase was also 
translated as correct thinkin%as 
shown in this 1971 use by Ken. 
neth Turan of the Washington 
Post on the glories of Dr. Brown's 
Cel-Ray tonic: "This beverage not 
only quenches your thirst ... but 
serves as a talisman and a cultur-
al rite as well, a sign of goodness 
and correct thinking that even 
Chairman Mao would have appre. 
ciated." 

To dedicated Communists, 
correct thinking was "the disci-
plined inculcation of a party tine 
expressed in all forms of social 
and political intercourse." when 
it was adopted self-mockingly by 
conservatives in the . United 
States, it meant usually "one of 
us." The columnist George F. Will 
described Irena Kirkland in 1985 
as "a tife4ffirming person and 
one of Washington's dozen or so 
Correct Thinkers. 

that pet had become a derogatory 
• term.- wrote StephanieSchc row 
of the Associated Press, "at the 
Insistence of animal rights activ-
ists. The politically correct term 
was now companion animal." 
When the professor facetiously 
wondered if some magazine cen-
terfold models, now called Pent-
house Pets, would soon be called 
Penthouse Companion Animals, 
15 women promptly filed sexual 
harassment charges 

Linguistically sensitive News-
week warns students: "Watch 
what you say. There's a politically 
correct way to talk about race, 
sex and ideas." Tile New Republic 
rejects that discipline, seeing 
,the imposition of political cor-
rectness" as meaning "our uni-
versities, which should strive for 
an identity in contradistinction to 
the world at large, have become 
distillations of our bitterest social 
divisions." 

The first citation I can find for 
the incendiary phrase dates from 
a December 1975 statement by 
Karen DeCrow, then president of 
the National Organization for 
Women. She claimed that a dissf-

•dent faction felt that feminism 
was only for "white, middle-class, 
straight women" and `insisted 
NOW was moving in the " intellec-
tually and politically correct di-
rection" The phrase began as an 
assertion by liberal (progressive, 
concerned) activists and then was 
tinned into an attack phrase by 
conservative (right-wing,  heart-
less)) passivists. 

"There is a new McCarthyism 
that has spread over American 
college campuses," writes Max 
Lerner, an old-line liberal. "We 
call it 'political correctness"' 
The new Random House Web-
ster's College Dictionary (the use 
of Webster in the name of a die• 
tionary is a form of marketing 
correctness) defiues the term as 
"marked by or adhering to a typi. 
cally progressive orthodoxy on  is-
sues involving especially race, 
gender, sexual affinity or ecolo-

 

a." 
I'wonld edit that definition to 

denote politically correct as "an 
adverbially premodified  adjecti-
Val lexical unit used to attack lib-
eras conformity on sexual, racial, 
environmental and other voguish 
issues" (Maybe I should write a 
dictionary titled "Not Web. 

' ster's.") 
Item: "At the State University 

at Binghamton," Frank Herron 
wrote in the Syracuse Herald-
Journal in March, "a meeting of a 
group formed to resist the pres-
sure to conform to 'politically 
correct' speech was crashed by 
about 150 students, some carry. 
ing sticks" 

Distantly related item: "A pro- 
fessor at the University of Call, 
fornia at Santa Barbara noted 
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nylon! But what if the teacher 
had told us to reread and look 
for possible questions? It 
wouldn't have worked. We 
would have stared at her 
blankly and gone on as before. 

Students think that teachers 
speak in code, that "Please pass 
the salt" is a request for pep-
per. And by forever trying to 
figure teachers out, students 
overlook or complicate what 
should be plain and simple and 
clear, which drives-teachers 
wild, though I suppose we get 
used to it 

who had been told by five dif-
ferent tennis pros that he car-
ried the racket back too high on 
his backhand, as indeed he did. 
About to repeat this obvious 
criticism, Gallwey checked his 
tongue and set the man before 
a window pane where he could 
watch his reftection. "Hey!" the 
man cried in wonder. "I really 
do take my racket back high!" 

Or consider A. S. Neill of the 
famous Summerhill school, 
pestered with endless trivial 
questions from an importunate 
boy who never waited for the 

 

By forever trying to figure teachers 
out, students overlook or complicate 
what should be plain and simple and 

clear, which drives teachers wild 
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Clark Brown 

   

Teaching: 
Whatever 
Works 

 

111y eighth grade history 
teacher, a flinty old horror, 
never gave an A. "Read Chapter 
Three," she would say, "and 
we'll have a test tomorrow." We 
would read Chapter Three and 
flounder through the exam. The 
truly gifted might scramble to-
ward a B minus, but most of us 
wallowed in the marshes of C 
and D. A few sank from sight 

One night, however, after I 
had read the assigned chapter, 
a sinister voice seemed to whis-
per in my ear. "What if you 
read the chapter again?" it slyly 
asked. I was shocked. We hadn't 
been instructed to do anything 
of the kind. Still, I reread the 
material and found it much 
clearer and memorable. Then 
the serpent hissed a second 
time. "What if," it suggested in 
its devilish way, "you went 
through and looked for ques-
tions she might ask?" 

I began to tremble. hl'y  au-
dacity had limits. But I em-
braced the powers of darkness, 
and at once potential questions 
leaped off the page - or rather 
the answers did; it was a little 
like playing "Jeopardy." 

The next day, to my amaze-
ment, "my" questions appeared 
on the test, and I answered with 
obscene ease, astonishing the 
class with the first A anyone 
could remember the old gal 
yielding Affecting an  astonish-
ment of my own, I put my suc-
cess down to luck, but I wasn't 
being falsely modest; I was 
scared, frightened that if my di-
abolical secret became known I 
would be exposed as a cheater 
and flunked, or even expelled. 

The ironies here are obvious 
and funny, at least to me. I had 
learned to study, though I didn't 
know that's what it was called, 
and I was covered with guilt  -
something like the kids in "The 
Dead Poets Society" who defi-
antly "rebel" by sneaking into 
the woods and reading Ten-

 

Clark Brown teaches English at Cali-
fornia State University, Chico, and is 
the author of The Disciple,' o novel. 

 

Recently, I signed on to read 
several hundred essays by  stu-
dents aspiring to credit for a 
college course they hadn't 
taken. Again and again the 
hopeful writers avoided the di-
rections and supplied offerings 
neither wanted nor asked for, 
until 1 began to feel a smoth-
ered exasperation. "Look," the 
schoolmarm in me wanted to 
say. "You chose to take this 
test; you didn't have to. Don't 
you want to pass? Why don't 
you do what you're asked to?" 
But actually I knew. 

Teachers do speak in code 
because they have to, because 
they know that the real  learn-
ing you have to do for yourself, 
sometimes against the grain; 
that even Tennyson has to be 
appropriated, possibly by 
stealth. So the great teachers 
seem to cultivate a Zen-like tal-
ent for eluding the convention-
al. They come at us obliquely, 
as in Timothy Gallwey's Inner 
Game of Tennis story of the flus-
tered pupil - a grown man -  

 

answers. "What was that you 
asked?" Neill said, pretending 
to misunderstand. " Where do 
babies come from?" No, the boy 
protested in fury, he didn't 
want to know that - and out he 
stormed, only to return. All 
right, where did they come 
from? Neill told him, and the 
questions stopped. 

To make us conscious of  our-
selves, then, the true state of 
our backhand or our psyche  -
or what we really want to know 
- that must be the blessing a 
fine teacher can give if  percep-
{ive enough, understanding that 
students too speak in code, like 
the Summerhill boy. Only, is that 
awareness always such a gift? 

In the first grade, I, age 5, 
was made to stand beside my 
desk and sing from a songbook; 
then I was graded - F in this 
case, since I couldn't carry a 
tune (nor can I now). The grade 
wis perfectly just, but what was 
the point? I can tell you the ef-
fect- a lifelong inhibition 
where music is concerned, an 

.; of Possessed at last of a  lit-
confidence, he had started 

blossom. 
On the other hand, there 
re ray Stanford minority stu-
nts who found praise a threat 
d success a terror, and corn-
tied a sort of academic sul-
e, drifting away not because 

•y couldn't make it in this 
en world but because they 
Id - and feared that in so 

ing they betrayed their roots 
d falsified their identity. 
There's much to be said for 

moving frustrations and  ob-
cles, and much to be said for 

%talking them. When to be 
Id-hearted? When sympathet-

 

n When to act shrewd and 
se, and when to put on that 
Iculated obtuseness A. S. 
ill wore so effectively? When 

to let the whole student/teacher 
distinction dissolve?. When to 
sharpen and strengthen it? I 
wish I knew. And all the while 
I've been talking as though the 
application of the proper  tech-

 

nique will produce some de-

 

sired and predictable result 
which is nonsense. 

In fact, whenever I hear of 
some book or film or classroom 
strategy guaranteed to have 
splendid effects, I think of  An-
thony Burgess' A Clockwork 
Orange and the juvenile hood 
who in the interests of reform is 
given the Gospel and urged to 
read of Christ's Passion. The 
boy does so and enjoys fantasiz-
ing about wearing a toga and 
directing the Scourging and 
Crucifixion. 

We have to face it Learning 
and teaching are explorations, 
and explorations by their very 
nature carry us into the un-
known. So a misguided attempt 
to discover the absolute motion 
of the Earth leads in a round-
about way to the realization 
that mass is a form of energy  -
that is, speculations about the 
Earth's movement give us Hi-
roshima and Nagasaki, which 
no one could have foretold. The 
universe isn't just queerer than 
we suppose, said a famous sci-
entist It's queerer than we can 
suppose. 

And we are a part of that 
universe, and little universes 
ourselves - spheres, Emerson 
claimed, that touch only at the 
points. Here is the real crisis in 
education, but also what makes 
it exciting We are the problem, 
you and I, complicated, unpre-
dictable, perverse, alternately 
rebellious and docile human 
beings, certain to modify and 
very likely overturn all strate-
gies for our improvement Sure-
ly, the prospect of trying to edu-
cate such creatures is daunting 
- but also exhilarating 

Rabelais, imagining his ideal 
school, chose as its motto, "Do 
What You Would." I, less  san-
guine but hopeful still, will take 
my slogan from Kafka: " Nothing 
alive can be calculated." ■ 
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ow should we teach? How 
should we learn? In these 
times - perilous for educa-

 

tion - who has the answer?  

, 

inability to enjoy or pursue the 
stuff except in a fitful and su-
perficial way. 

Well, at least we can agree 
that a teacher should be open, 
helpful, friendly, encouraging 
- right? I wish it were that 
clear, but I keep remembering 
the time I helped read 300 es-
says by prospective teachers 
challenged to describe a  teach-
er of theirs, and to tell why they 
would or wouldn't emulate 
such. Paper after paper cele-
brated all sorts of humane,  lib-
eral, kindly virtues, but only 
one rose above mediocrity. The 
single essay that could fairly be 
called "good" came from a stu-
dent who had been taught to 
write by some harridan of a 
nun who screamed and rapped 
knuckles with a ruler. This stu-
dent too intended to be humane 
and helpful and unintimidating 
- admirable resolves, I guess, 
but you had to wonder. The 
whole thing called to mind the 
Catholic priest who, defending' 
the rod, told me with gloomy 
resignation, "We find the boys 
don't like to learn." 

I and Aristotle wouldn't like 
to think so, but I admit to play-
ing football for a high school 
coach who cursed and slapped 
us and once decked a refractory 
lineman. Though dubious as a 
role model, the man won a lot 
of games, taught us a good deal 
of football and produced in us a 
certain nimble alertness. As 
George Orwell said, writing of 
his prep school days, it's a mis-
take to think such methods 
don't work. They work very well 
- for their purposes. 

The simple truth seems to 
be that there is no simple truth. 
I know how a low grade or  un-
kind remark can rouse some 
students to furious endeavor 
and unimagined progress, but I 
remember others who were like 
stones until given a little en-
couragement There was the 
young Hispanic who at the 
semester's end asked if he 
might bug me (I said he might)6 
so grateful was he that 1 had let 
him feel he wasn't a complete 
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ville;• Grant. Most of the  charges.re-
volved around interstate ' trcnsport of 
stolen material worth more than $5000, 
fraud, and conspiracy. All equipment 
was of course seized. Ostensibly, the 
charges carried 40 years in jail and a $2 
million fine. On July 9, they pleaded 
guilty in exchange for suspended sen-
tences. They've agreed to help Bell 
South fortify its system security. 

 

On March 1, the Secret Service visited 
Steve Jackson Games of Austin Texas. 
They turned the place upside down, de-
stroying office furniture, cutting locks, 
aril carried out three computers, a laser 
printer, various piece parts, and all the 
paper and diskettes they could find. 
Their warrant was not signkd by any 
judge and was obtained under seal. It 
stated only that they were looking for 
evidence related to data piracy. 

 

Steve Jackson Games publishes games 
oddly enough. Dungeons and Dragons 
is perhaps the most widely known of a 
genre of fantasy games tehfied Role 
Playing Games, or RPG. Stew Jackson 
Games is a rather successful thiblisher 
of role playing games. The games do 
noteven run on computers. They tend to 
be rather complicated books of rules 
that are played almost entirely on pencil 
and paper with the aid of dice. These 
RPG do seem to attract people who be-
come obsessed with them. But that is 
not the reason for the Hunnish intrusion 
by the Secret Service. 

The managing editor at Steve Jackson 
Games was a gentleman named Loyd 
Blankenship. The game of interest to 
the Secret Service it titled GURPS, 
Cyberpunk. GURPS stands for Ge-
neric Universal Role Playing System. 
The game is ABOUT breaking into 
mythical computers. There are no lips, 
or tricks contained therein for doing so. 
In fact, whether a player "cracks" a 
computer in the game or not is strictly a 
function of a role of the dice. The 
Cyberpunk game revolves around a 
dystopian science fiction future evok-
ing a picture of George Orwell in fright-
ful collaboration with Ray Bradbury. 
The game is almost prophetic in that the 
future implied pretty much visited 
Steve Jackson Games this past March 1. 
According to Steve Jackson, 'You 
couldn't break into a computer using 
this book to save your life. You can 
learn more about unauthorized entry 
into a computer from Clifford Stoll's  

 

i 

'book Cuckoo's Egg, than you possibly 
could from GURPS CyberPunk. This is 
a role-Playing game based on dice.' 

So why the intrusion? There are a cou-} 
pie of theories. Loyd Blankenship did' 
strive to impart the flavor of the hackers 
world in the game and did in fact as-, 
sume an online handle of "The Mentor'. 
Ile attempted to contact members of the' 
Legion of Doom to do some back-
ground research on the subject of hack- i 
ing in general to make the game some-

 

what realistic. j 
I 

There are also persistent rumors that the! 
Secret Service is running a program tol 
download massive amounts of data and 
message tmffrc from computer bulletin; 
board systems. They then. search for 
keywords pertaining to hacking,, 
phreaking, and online crime. According 
to Jacksod, they would have hit the; 
jackpot there on his IIBS, Illuminita 
(512)447-4449. They had some early; 
drafts of GURPS Cyberpunk online., 
Lots of keywords. No real tips on hack-i 
ing. 

But one of the terribly tech•; : t'  rnm-

 

petent Secret Service agent- -T, 
(ion during the search  rh-

 

ered Cyberpunk to Iv 
computer crime.' They also alluded to 
the fact that they had to take the laser 
printer to examine the'rihbon'. 

On June 21st, all the equipment and 
most of the data was returned to Steve 
Jackson Games. According to Jackson 
several pieces were somewhat badly 
damaged. Ile doesn't think it was nec-' 
essary malicious. It appeared to be just 
gross mishandling. The escapade de-
layed the introduction of GURPS 
Cyberpunk for six weeks. The episode 
cost Jackson about $125,1)00 by his fig-
ures. No charges were filed. And they 
still haven't determined what led to the 
search warrant. They were simply told 
it was filed under seal. 

In all, 27 warrants were served in 14 
cities and 40 such computer systems 
were confiscated in the May 'raid'. We 
haven't yet run across an account of 
anyone in [list particular raid actually, 
committing any crimes and none from 
the May sweep have been charged. Sto-~ 
ries of incredible technical  igno-
rancelneptilude among the 150 agents 
involved continue to surface. The story, 
emerging seems to be one of innocent  

 

online communicators such as Andrews 
and Jackson abused by a system gone 
wild in a frenzy of online witch hun ing. 
We have not yet confirmed reports cir-
culating of households searched while 
held at gun-point, choke holds on sus-
pects, eta These stories can pethads be 
embellished as they are repeated. We'll 
try to turn tip the facts as we can. Again, 
even with fairly wide online contacts 
the going is slow The real professionals 
at the larger publications clearly have 
techniques in the online world we've 
yet to discover in order to be able to 
come up with such a quantity of  misin-
formation so quickly. 

But there is a counter movement  com-
ing to play. It seems that John Barlow 
had received a visit from an Agent Rich-
ard Baxter Jr. of the FBI. Apparently, a 
group called the NuPromelheus 
League, comprised of ex-Apple com-
puter employees, had access to the 
source code for the Macintosh operat-
ing system. They posted a small section 
of it pertaining to the Color QuickDraw 
function on several DDS. This suppos-
edly sent John Sculley into a fit of apo-
plexy and he called in the FBI to inves-
tigate. Agent Baxter, armed with an im-
pressive array of misinformation front 
Apple, was canvassing attendees of the 
annual Ilacker'.s Conference. It seem% 
he was told by Apple that the )lackcr.q 
Conference was a hotbed of computer 
crime. Actually, the Ilacker's  Confer-
ence largely uses the term Ilacker in the 
earlier computer hobbyist sense. It orig-
inated in 1984 as an annual convention 
sponsored by the Point Foundation and 
The Whole Girth Review. The Whole 
Garth Review is in some sense the par-
ent organization of The Whole Earth 
Lectronic Link (THE WELL) a popu-
lar Unix based online service. 

Each year, about 100 luminaries from 
the personal computer world are invited 
to attend, including the likes of Mitch 
Kapor, Steve Jobs, Steve Wozniak, Bill 
Gates, etc. - the people who ushered in 
the personal computer. 

According to Barlow, Baxter didn't 
know a ROM chip from a vice grip, had 
no idea what source tale was or how it 
could bedistributed online, and thought 
that from the Color QuickDraw  seg-
ment, millions of clone Apples were 
about to spring forth from the earth and 
put Apple Computer out of business. 
John Draper was ostensibly the CEO of 
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Give your BBS 
r an interface lift! 

N.. 
With the COCONET* HOST softAr4 from Coconut Computing, you 
can run your own graphics-based on-line in}ormation service. 

i. 
• Show graphics, multiple fonts, colors, poplip menus, the works! No 

more cryptic commands to discourage users i 
i I 

• Connect with an amazingly simple popup menu interface using the 
COCONET Access Program (PC-compatibles w/EG/WGA/Herc); 
conventional ASCII text access also available 

• License;, starting at $695, available for 4 to 1024 simultaneous users. 
Requires SCOT" UNIXe or XENIXe 386 operating system 

I 
• We also offer, for $49S, the CocoTalkT" API Ubrary of C functions 

for creating your own graphics-based application programs 
i 

• See for yourself! Call our demo system at (619) 456-081 S (1200 br 
2400 bps, 7/E/1), download the COCONET Access Program, and 
find out why COCONET is the BBS software of the future! 

"It's quick; intuitive, and we 
think it is probably the best 
interface we've seen online 
anywhere.' 
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Autodesk, another heavy in the world of 
online crime. Autodesk is actually the 
developer of AutoCAD and John 
Draper has never been CEO of anything 
we're aware of. And Baxter was further 
convinced that the title of,the NuP-
rometheus League was actually the 
New Prosthesis League. , 

Back on THE WELL, Barlow engaged 
in sonic discussion of this matter with 
Mitch Koper, head of Lotus, Develop-
ment. Mr. Kapor actually landed his 
corporate jet in Pinedale Wyoming to 
visit Barlow and spent the afternoon 
listening to such tales of terror. His re-
sponse was rather swift and convincing. 
The pair called in the New York law 
firm of Rabinowitz, Boudin; Standard, 
Krinsky, and Lieberman. This led to fur-
ther meetings with some of the victims 
of the May mid. Out of this, they formed 
a group tilled the Electronic Frontier 
Foundation dedicated to raising and 
disbursing funds for education, lobby-
ing, and litigation in the area of extend-
ing our constitutionally guaranteed 
freedoms to the online world. 

After Kapor's plans for the Electronic; 
Frontier Foundation were announced in 
the press, Steve Wozniak, one of thel 
original inventors of die Apple com-
puter, called to announce he would, 
match Kapor 'dollar for dollar' in sup-
porting the group. John Gilmore, one' 
of the founders of SUN, likewise joined i 
the group. A number of other luminaries, 
from the origins of personal computers 
are reportedly jumping into the fray. 

I 
Both the general and the trade press' 
have been universally unkind to Mr.. 
Kapor and his stand on this issue. There 
is little in the way of sympathy for the 
stereotypical "hacker". One cartoon 
shows Kapor holding a freedom banner 
aloft with the aid of a teenage BBS 
operator. The next panel shows Koper 
attacking the kid after he leams that. 
1-2-3 is available for download on the 
lad's BBS. We've never seen a copy of 
1-2-3 available for download and by 
and large the BBS community does a 
pretty gmxI job of policing itself with  

regards to software piracy. The panel is 
typical of the type of uninformed drivel 
we've seen regarding this issue. 

It would seem that everyone is for free-
dom as long as it's for a good cause. The 
online world is being universally 
painted with a rather dark brush and 
freedom is somewhat less important 
when applied to THOSE people -  al-
ways more dear when applied to our-
selves. The heart of the problem lies in 
the rampant lack of technical under-
standing of the online world in our law 
enforcement bodies, which is somewhat 
understandable if not acceptable, and 
the apparent similar lack of knowledge 
among the trade press, which is NOT 
understandable and certainly not ac-
ceptable. Against such a tidal wave of 
misinformation and misplaced senti-
ment, Mr. Kapor's stand would seem 
enormously disadvantageous to himself 
and to his company. 

Doing 'the right thing' as you see it is 
not rio very hard. Doing the right thing 
when there is little in it for you, and a 
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great deal of potential harm, is a mark 
of personal heroism all too rare in our 
present world. Salute. 

Those wishing to join the effort may 
contact the Electronic Frontier Founda-
tion, 1 Cambridge Center, Suite 300, 
Cambridge, MA 02142; (617)577-1385 
voice; (617)225-2347 fax. Internet ad-
dress: eff O well.sEca.us 

INTERNET 
LINKING UP THE 
E-MAIL WORLD 

For years the chant has been the same. 
'I would use e-mail, but it seems who-
ever I would want to send a message to 
is always on a different e-mail service." 
It has become a legend of our times that 
e-mail is inherently made tip of islands 
of service. You can send a message to 
someone else on the same service in-
stantly. You can't send a message to 
anyone on another service it all. 

about linking the major a-Mail service.-
using the CCITT XA00 standard. 
X.400 is a curious animal: I t was pri-
marily intended as a standardized AD-
DRESSING method to allow e-mail 
links between different 'services. It 
hasn't worked out that way. Instead, 
most of the e-mail services have taken 
the more esoteric technical;elements of 
XA00 and used them to electronically 
link their services. Unfortunately, the 
concept of a universally standard ad-
dressing method, or user interface, has 
been tossed out the window. All ser-
vices have thew own interpretation of 
what X.400 means and you will notice 
few similarities between the services. e 

But e-mail will never reach its full  po-
tential in linking services. It must even-
tually link desktops. A method of ad-
dressing must be devised that is rational 
as well. ' 

While all the X.400 brouhaha was going 
on, it would appear that an organization 
titled INTERNET snuck into the 
switching room and hooked us all to-
gether without telling anyhody. This 
minute, from virtually any Fidonet BBS 
system in the country, you can easily 
send an e-mail message to another per-  

son, not only within Fidonet, but 
throughout the Unix world and on most 
public e-mail services as well, including 
MCI Mail, CompuServe, AT&T E-mail, 
and Sprint Mail. Best of all, it is  essen-
tially FREE and there is currently no 
effective machinery for charging for it 
atoll. 

work of some 20,000 Unix machines in 
40 nations with roughly a million users 
connected using UUCP, or its DEC 
VMS counterpart, to pass mail. Anyone 
with a Unix machine in their business, 
and even some individuals who run 
small Unix BBS systems can be con-
nected to Usenet simply by finding An 
existing Usenet system willing to allow 
the connection. USENET News Grouts  

 

are shared topical message areas similar 
to Fidonet echomail conferences. 
There are probably 600 Usenet News 
Groups covering everything from hap-
penings in China to Rock N' Roll with 
a few covering neural net- and child 
care. 

In the past, you could conceivably send 
a message from any Unix machine to 
any Unix machine on any of the net-

 

works. The problem was that you had to 
know the PATII. Path addressing was 
the paragon of obtuse, indecipherable 
messaging.ln the address itself, you had 
to provide a complete routing instruc-
tion specifying every machine in the 
link from the sending system to the re-
ceiver. Individual stops were separated 
by an exclamation point, usually termed 
a bang. The entire scheme was called 
bang-path addressing and very few 
could actually master it. Once two indi-
viduals "found' each other, they con-

 

ventionally saved the bang path in a 
macro file or other hideaway to whip 
out if the need arose. 

In recent years, this has improved dra-
matically using name domain address-
ing. Essentially, the address consists of 
the user name, the H symbol, and the 

Recently, there has been much ado 

 

The key to all of this is Unix. The Unix 
world is just a bit bizarre. The operating 
system was created with communica-
tions in mind and it does do a credible, 
if uninspired job of networking through 
the Unix-to-Unix Copy Program 
(UUCP). Over the years, a number of 
government agencies, universities, am 
private companies have linked together 
their relatively expensive Unix minis 
into a hodgepodge of networks. 

USENET is simply an impromptu net-
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Interaction of  ®eputer alms, law enfarcvment and civil 
liberties; issues of search, seizure and sanctions, especially as 
applied to networked information, software and equipment. 
Chair: Dorothy Donning. 

SHELDONT. ZENNINER Ally, Katten, Machin & Zavis, 
Chicago 

MITCHELL KAPOR Pres,  Electronic Frontier Foundation 

MICE GIBBONS Supervisory Special Agent, Federal 
Bureau of Investigation 

CLIFF FIGALLO Ezecrtive Director, The WELL 

SHARON BECKMAN Atty, SBverglate & Good, Boston 

MARK RASCH Trial Attorney, US. Dept. of Justice 

9. Legislation & Regulation 82 mins. 
Iegslative and regulatory roles in protecting privacy and 
Insuring aaesa; legal problems posed by computing and 
computer networks; approaches to unprovinggovemment 
processes; gals on legislation. Chair: Bob lacobsot 

CRAIC SCHIFFRIES Congressional Sdence Fellow, 
Subcommittee on Technology & the Law, Senate 
Judiciary Cannith e 

 

BILL JULIAN Clef Counsel, Utilities & Commerce 
Commtttes, California Store Assembly 

PAUL BERNSTEI N Any, LowMUC BBS & Elecbonfc Bar 
Asses Legg tnfmmation Network 

ELUOPT. MAXWELL Asst V. Pees. for Corporate 
Strategy, PACIFIC  TELESIS 

STEVE McLELLAN Policy Strategist, Washington Utilities  & 
Transportation Cammfsston, Olympia 

10.Computer-Based Surieiliance of Individuals 90 mina. 
Mardsrbhg of electronic mail, public & private  telemder-
ences, electronic bulletin boards, electronic "publication' 
and their subscribers; co tputerwided monitoring of 
individuals, work pedmmance, buying habits and personal 
lifestyles. Chair: Susan Nyeam. 

JUDITH F. KRUG Dir. Office for Intellectual Freedom 
American Library Association 

KAREN NUSSBAUM Esecutive Director, 9 toS National 
Association of Working Women 

DAVID H. FLAHERTY Prof. of History A Law, Social 
Science Cie. Univ. of Wstm. Ontario, Canada 

11.Security Capabilities, PrWcy and Integrity 69 mins. 
Chair: Dorothy Denning. 

WILLIAM A. BAYSE Asst. Dir. TerlWenl Svcs. 
Federal Bureau of Investigation. Washington D.C. 
"NCIC -200!6 Balancing Compufn SecurityCapabilities 
with P&" and Integrity" 

12.Electronic Speech, Press & Assembly 91 mime. 
Pre doors of electronic speech, public & private elecbonic 
assembly & electronic publishing; issues of prior restraint & 
chilling effects of monitoring on freedom; possible justifi-
cations for oscillating; alternatives. Chair: Eric Lieberman. 

LANCE ROSE Atty. Wallace & Rose, New York City 

JACK RICKARD Editor, BOARDWATCH MAGAZINE 
Boordwatdh Online Information Service 

GEORGE PERRY V. Res. & General Counsel, 
PRODIGY SERVICES CO. 

JOHN McNULLEN Consultant &Jourmagst. 
NEWSSYfES and McMullen & McMuDen, Inc 

ERIC UEBERMAN Atry, Rabumwitz, Baudfn, 
Standard, Krinsky & Llebemman, New York City 

DAVID HUGHES Electronic Citizen & General 
Partner, Old Colorado Cty Communications 

13.Access to Government Information 89 mine. 
Implementing individual & corporate access to federal state 
& local Wonnadon about cammunit(es, corporations,  legisla-
tion . administration, the courts  & public figures; allowing 
access whale protecting privacy. Chair: HamTHarnNtt. 

HARRY HAMNTIT Editor & Publisher, ACCESS 
REPOM Inc 

KATHERINE F. MAWDSLEY Associate University 
Librarian, University of California  at Davis 

DAVID BRIGHT BURN'HAM CoDirector  & Writer, 
Transactional Regards Access Clearinghouse 

ROBERT VEEDER Acting Cdef, Information Policy 
Branch Office of INomntion Regulatory Affairs, 
US Office of Management & Budget, Washington  D.C. 

14.Ethics & Education 83 mins. 
Ethical principles for individuals, system administrators, 
organizations, corporation and government; copying of 
data, copying of software, distributing confidential 
information; relations to computer eduction & mmputer law. 
Chair: Terry Winograd. 

DOROTHY DENNING Systems Research Center, 
DIGITAL EQUIPMENT CORPORATION 

RICHARD HOLLINCER Assoc Professor, Dept. of 
Sociology. University of Florida 

JOHN GIIMORE Generalist, Cygnus Support 

JONATHAN BUDD Pgmt Mgr, Law Enforcement 
Computer Crime, National Institue of Justice 

SALLY BOWMAN Du. Coutputer Learning Fortin. 

16. Where Do We Go From Here? 83 mins. 
Perspectives, ngommmdotian and conhnitonern of 
participants from differing interest groups, proposing neat 
steps they will pursue to protect personal privacy, protect 
fonds tWfreedomsandenco Wrespondble 
private sector and public-seetor polices and legislation. 
Chair: Jim Warren. 

PAUL BERNSTEIN  Anomey, L wMUG BBS & Electronic 
Bar Association 

MARY J. CULNAN Assoc. Rofessac School of Business 
Administration, Cecrgtown University 

DON INGRAHAM Assistant District Attorney, Alameda 
County District Atterney's Office 

MITCHELL KAPOR PresidenL Electrordc Frontier 
Foundation 

ERIC UEBERMAN Atty, Rabinowitz, Baudin et at 

DONN & PARKER Senior Manag®hadConsultant, 
SRI international 

C LAIC SCHIFFRIES Cohgressiowl5dence FeBow,Subemt• 
mittee on Technology & the Law, Senate Judiciary 
Committee 

ROBERT VEEDER Acting Chief, Information Policyloanch, 
Office of Information Regulatory Affatim US Office of 
Management & Budget 
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2. Trends in Computers & Networks 
3. International Perspectives & Impacts 
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1. The Constitution in the Information Age 75 mins. 
Polity Proposals regarding constitutional protections, 
networked computers and electronic tmmmmrrmicatiom. 
Chair: Jim  Women 

LAURFNCEH. TRIBE Frofessorof Censtihad"WIiaw, 
Harvard University Law Sehml "Us Constitution in 
Cyhersfaa: Imo & Liberty Beyond the Elasnalk Frontier" 

2. Trends in Computers A Networks 90 mins. 
Overview and prognosis for computing capabiiltites and 
networking as they impact personal privacy, aamfidenddfty, 
deemnrityr alle-tpOne and m41r1ydl~IC aDnnalWdtlllOn9, 
plus access to information about govemmennt, business, 
technology and society. Chair: Petar Denning. 

PETER J. DENNING Research Institute for 
Advanced Computer5dence 
"Compeers Under Af&W 

JOHN S. QUARTERMAN Texas Internet Consulting 
"Tice Matrix At Vagsnel" 

PETER C. NEUMANN Computer Science Lab, 
SRI INTERNATIONAL 
"Computers at Rids 77a NRC Repart and the Future 

MARTIN E HELLMAN Prof. Stanford University 
'Cryptography and Privacy: The Human Factor" 

DAVID CHAUM Prof. Amsterdam 
"6ammnieMeney and Beyond" 

DAVID J. FARBER Pmt. Computer & Information 
Sciences, University of Pennsylvania 
"VMI the Global Village bra Polio State?" 

4. Personal Information a Privacy -1 75 mins. 
Government at& private collection, sharing marketing 
verification, use, protection of, access to and responsibility 
for personal data, including, lifestyle, work health, school, 
ce sus, voter, ter; financial and consumer information. 
Chair: Lance Hallman 

JANLORI GOLDMAN Dr. of Project on Privacy & 
Technology, American Civil Liberties Union 

JOHN BAKER Sr. V. Pres. Consumer As  Government 
Affairs, EQUIFAX INC. 

DEBATE Should indh,idada hawabrdua amtrolourNnmdty sae 
oJUrcir prsonsl hrfaremrbn7 

ALAN F. WESIW Prof. of Public Law & Covemrnent 
Dept. of Poetical Science, Columbia University, NYC 

MARC ROTENBERC Washington  D.C. Director, Computer 
Professionals for Social Respomibuty 

5. Personal Information 8 Privacy -11 75 mins. 
Ethics of "Strip Mining Dam" for resale in the Information 
Eexoramy.Strongintiperspective. Char:lance Hoffman. 

SIMON DAVI:S Convenor, Faculty of law, Privacy 
International, Univ. of New South Wiles, Australia 

EVAN HENDRICKS Editor If Publisher, PRIVACY TIMES 

TOM MANDEL Director, Leading Edge Values & Lifestyles 
Program, SRI INTERNATIONAL 

WILLISWARE RANDCorporatim 

6. Network Environments of the Future 41 mins. 

Co-sponsor & ratio r a &aliens: 
Institute of Electrical & Electronics Engineers-USA: 
Association for Computing Machinery. Electronic  Networh-
Ing Association: Electronic Frontier Foundation: Videotex 
Industry Association. Cato Institute: American Civil Liberties 
Union: ACM Special Interest Group on Software: IEEE-USA 
Intellectual Property Committee: ACM Special Interest 
Group on Computers & Society. ACM Committee on 
Scientific Freedom & Human Right : IEEE-USA Committee on 
Communications & Information Polley: Apple Computer. 
Ins.: Autodesk. Inc.; Portal  Communications: The WELL 

Sponsored by Computer Professionals for 
Social Res Ibllby, 

Coordinated by Jim Warren 

Mosaics! I A did buem ay 
Patric Hedlund Gary Meyer 

COMPUTERS, FREEDOM & PRIVACY 
VIDEO LIBRARY PROJECT 

P.O. Box 912 - Topongo - CA 90290 
(213)455-3257 

3. International Perspectives 8 Impacts 75 mina. 
Other nations' models for protecting personal information 
and communications, and for granting access to govommmt 
information, including the European Community's 1992 
transborder data flow and accountability issues: 
implications for privacy and personal expression. 
Char: Ran Plessey. 

ROBERT V®ER Acting Chid, Worm olon & Policy 
Branch, Office of Information Regulatory Affairs, US 
Office of Management and Budge, Wash. D.C. 

TOM RILEY Canadian Specialist in Interwtiond Computer 
Privacy Issues 

Chair: Mare Rotenberg. 

ELI M. NOAM Prof., Schad of Business, Columbia Univ. 
Cr. (atTeletommunications and Information Studio 
"Reconciling Free Speed and Freedom of Assaeiatbar 

7. Law Enforcement Practises 8 Problems 90 mins. 
Investigation, prosecution, due process and deterring 
computer clients now and In the future; Use of computers to 
aid law enforcement Chair: Glen Tenney. 

ROBERT M. SNYDER Organized Crime Bureau Public 
Safety Dope, Division of Police, Columbus, OH 

DONALD DELANEY Sr. Investigator, Major Case Squad, 
Nov, York State Police 

DALE BOLL Deputy Director, Fraud Division, United 
States Seem Service, Wash D.C. 

DON INGRAHAM Assistant District Attomey, Alameda 
County District Attorney's Office 
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DAVID H. FLAHERTY Prof. of History & Law, Social 
Science Center, Univ. of Wson. Ontario, Canada 

RONALD L PLESSER Any., Piper Be Mortuary, Gem. 
Counsel, US Privacy Protection Study  n.moni""ion 
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COMPUTERS, 
FREEDOM & 
PRIVACY VIDEO LIBRARY PROJECT 

Conference chair: Jim Warren P.aAvW2•TgaWCA9 Moi219)455, @FA7(455-l3UoOgQFRS/S MSo8WLcW*a0W1s1.nus 

September, 1991 

Greetings 
One newscaster called the First Conference on 

Computers, Freedom & Privacy, "Me Constitutional 
Convention of cyberspace." Appropriately, this first-ever 
event occurred in the bicentennial year of the Bill of Rights 
- when computers are replacing printing presses as 
information sources, telecommunications has become a 
major tool for speech and computer networks are becoming 
the new Hyde Park. 

The event was referenced in Congressional discussions; 
detailed to top executives in 55 of the largest multinational 
corporations and has already prompted legislation planned 
for introduction in California's next legislative session. 

Tirne, Newsweek, ScienttJic American, the Wall Street 
Journal, New York Times, San Francisco Chronicle, Los 
Angeles Times, Houston Chronicle and Germany's Der 
Spiegel all carried major reports of the discussions, as did 
other newspapers and trade and professional periodicals. 

For the first time, national and international leaders 
representing a full range of perspectives met and candidly 
discussed their differing views of the problems and 
potentials of computing, communications and civil liberties. 
One official commented that he had never seen such a 
diverse collection of people in one place in his life - as the 
enclosed materials illustrate. 

There were three days of intensive discussion of the 
complex, tightly-interwoven issues that are shaping our 
society and lives for this Century and most of the next. 

The next best thing to hauing been there is this Mrary 
Edition of 15 uideo tapes - unique "gauel to gauei" couerage. 

I highly recommend them - for your reference, for 
unders_ d _ - d for insights into our future. 
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Hello. Thank you for taking a moment to look at this letter. 

 

Every once in awhile an event takes place to change things for the better. 
We'd like to tell you about such an event, although its likely you've heard about it already. 

Newspapers, magazines and media across the U.S., Canada and Europe have reported on The First Conference 
on Computers, Freedom & Privacy. Some called it "The Constitutional Convention of Cyberspace." This 
letter is about what actually happened there. Maybe we should first look at why it matters. 

The number of American households with computers doubled in the 1980's. The 1990 census showed 250 
of the households surveyed have home computers. Last year, 150 federal, state and local police raided homes 
in 14 cities to seize 43 computers and 23,000 floppy disks in a cross-country search for teenage computer 
hackers. Prosecutors say computer-related crime has increased 400%. Civil Liberties advocates counter that 
law enforcement personnel are engaging in witch hunts because they are confused by technology. Constitu-
tional law experts ask if Free Speech expressed in bits and bytes is adequately protected by the Bill of Rights. 

Meanwhile, over 85% of America's businesses and virtually all government operations have computerized. 
The widespread collection and unauthorized resale of personal data about each of us (our buying habits, credit 
history, health problems, driving records, children's school activities, etc.) has become a multibillion dollar 
industry, resulting daily in an avalanche of "direct marketing" junk mail in America's mailboxes. More 
ominously, international lawyers and scientists point to "surveillance societies" based on American  technol-
ogy developing in Thailand and other parts of the world. They fear it could happen here. 

At the first-ever Computers, Freedom & Privacy Conference, national and international leaders representing 
a full range of perspectives met and candidly discussed their differing views of the problems and potentials 
of computing, communications and civil liberties. One official commented that he had never seen such a 
diverse collection of people in one place in his life. 

You and the people in your field understand the power of information better than anyone. 

That's why Library Hi Tech News stopped its presses when it learned that the COMPUTERS, FREEDOM 
& PRIVACY VIDEO LIBRARY SERIES has just become available. Library HiTech's special report is 14 
pages long. That's how urgent they feel it is for you to know about this video offering. Excerpts from that 
article are on the other side of this page. 

Please look over the enclosed brochure. You'll see why the First Conference on Computers, Freedom & 
Privacy has already become a classic. The next best thing to having been there is this Library Edition of 15 
videotapes- unique, beautifully produced "gavel to gavel" coverage-for reference, for understanding, and 
for insights into our future. 
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The tapes of this conference 
are curiously different. 

First, they are of high 
production quality.... 

a Second, most of the 
presentations are short, 
pithy, substantive and 
provocative. 

s Third, the exchange 
between panelists and 
audience is excellent. 

 

Librarians must stake out a 
claim on the electronic 
frontier and begin to help 
develop policies that 
will safeguard their mission. 

 

The tapes can be effectively 1 
adapted to classroom useand 
public presentations; ex-
cerpts can be shown to Will-
ate--indeed provoke--student 
and audience discussion. 

 

These tapes will begin to 
bring into focus some of the 
diverse issues, that an 
adolescent electronic world 
is struggling to understand.. 
andprotect. 
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COMPUTERS, FREEDOM & PRIVACY 
VIDEOTAPED CONFERENCE PROCEEDINGS 
by May Meernick and Barbera Glover with an introduction by C. Edward Wall 

EXCERPTS FROM 14 PAGE REVIEW AND ABSTRACT 
Videotaped conference proceedings 
can be deadly--talking heads--the 
kind of stuff that puts life-long in-
somniacs to sleep. The tapes of this 
conference are curiously different 

These tapes present a diversity of 
issues and perspectives in ways not 
possible in print. 

The definition of "free press" is of 
necessity evolving. Once a singu-
larly paper medium, it has evolved to 
encompass the airwaves--radio and 
television--and is now rapidly ex-
tending to computers and related 
telecommunications infrastructure. 

Libraries, which have  tradi-
tionally acquired, processed and dis-
tributed paper resources, are in their 
infancy in similarly handling com-

 

puter-basedandtelecommunications-

 

accessed resources. The related is-
sues such as privacy and freedom 
are not well understood either by 
those in the library field or beyond. 

Computers, freedom, and privacy 
are core issues for library profes-
sionals. There is much here that 
should be seen, heard, felt and 

absorbed by those of us who dedi-

 

cate ourselves to providing free ac-
cess to information, particularly if 
we hope to continue doing so in the 
years ahead. 

Conference Overview 
What does a conference on 

"Computers. Freedom and Privacy" 
have to say to librarians? A great 
deal. Which is why it may be an 
ominous portent that no library or-
ganization was a co-sponsor of this 
conference.... In fact, there are indi-
cations that many conference par-
ticipants perceive the traditional li-
brary as an anachronism. Telecom-
munications networks will be the 
"digital libraries of the future." 

Librarians have always been 
passionate crusaders for intellectual 
freedom and have recently been at 
the forefront of the privacy protec-
tion issue with their oppostion to the 
FBI's Library Awareness Program. 
But throw computers into this 
eeqquation and libraries seem to be out 
of the mainstream, not only at this 
conference but also in the general 
information marketplace. 

The conference participants 
foresee a "national information 
infrastructure" -- "acommunications 
network ... rich in voice, data, and 
video." The United States will have 
a true participatory democracy; a 
terminal in every home will not 
only empower citizens through 
their ability to access all the 
nation's information resources but 
will also enable them to participate 
in the political, economic, and 
cultural online environment. Of 
course the conference participants 
recognize that this scenario is some 
way off.... 

But when this dream does 
become reality, what need will there 
be, for traditional libraries? ... We 
face being left out of the chain--
bypassed as electronic information 
technologies enable publishers, both 
government and private, to deal 
directly with the end-user. Our sup-
pliers are becoming our competitors 
and we are starting to feel the heat. 
..Librarians are also having serious 

problems with the public sector. 
During the session on Access to 
Government Information, a univer-
sity librarian noted that the govern-
ment's elimination or privatization 
of many of its publications jeopard-
ize the mission of federal depository 
libraries as "information centers for 
free public access." Robert Veeder 
(U.S. Office of Management and 
Budget)...would like to "encourage 
diversity of information sources."  

avoiding either "government mono-
polies or private sector monopolies 
or library monopolies." The 
implications ... are revealing and 
troubling. How can the concept of 
monopoly even be applied to an 
institution whose goal is to ensure 
that access to all information is as 
free and equitable as possible? What 
is at stake here is more thanj ust the 
future of the library profession; the 
democratization of information will 
be threatened, leaving an informa-
tion elite to control the show... 

Libraries must integrate electronic 
and telecommunications technologies 
into their services. We must focus 
more on providing information itself. 
Electronic technologies allow crea-
tive approaches to information deliv-
ery; all types of data  ... can now be 
pulled from a variety of sources, 
analyzed, manipulated and repack-
aged. We will have to become infor-
mation brokers, intent more on tai-
loringservices to ourcustomers' needs 
than on warehousing materials.... 

Protecting privacy and confi-
dentiality will require more vigilance 
in the online environment. Elec-
tronic technologies facilitate incur-
sion, both from the government and 
private sectors, against our constitu-
tional rights. Judith Krug (Office of 
Intellectual Freedom, American Li-
brary Assn.) discusses the FBI's Li-
brary Awareness Program, in which 
agents seek library circulation infor-
mation on the reading habits of for-
eign nationals.... Krug points out that 
the Librairians' Professional Code of 
Ethicsobligates librarians toprotect 
the privacy and confidentiality of our 
users...This topic resurfaces during 
the session on Security Capabilities, 
Privacy and Integrity. Marc 
Rotenberg of Computer  Profession-
als for Social Responsibility asked 
William Bayse of the FBI whether 
there is a similar proo to monitor 
communications of foreign nationals 
on electronic bulletin boards. Elec-
tronic technology should engender a 
sense of responsibility in those who 
develop and use it, but the conference 
was full of horror stories to the con-
trary. The message is clear:  librari-
ans have a critical role to play in 
preserving accessto informauonand 
protecting personal privacy in the 
electronic environment. 



April 23, 1991 

Mitchell Kapor 
President 
Electronic Frontier Foundation, Inc. 
155 Second Street 
Cambridge, NA 02141 

Dear Mr. Kapor: 

I was inspired by the pioneering spirit of the First Conference on 
Computers, Freedom, and Privacy, because so such of what I do at the 
Community Memory Project involves urging people who have never used 
computers before to participate on-line. 

Over Community Memory, I watch people who ordinarily are excluded from 
telecommunications -- boneless people, low income families, small business 
people, and at-risk youth -- tap into the power of this technology. I hope 
you, and the entire Board of the Electronic Frontier Foundation, will 
support our efforts. 

Everybody's @etwork: Libraries "A Iaundramats 

Our current project is an electronic bulletin board with ten public access 
computer sites in libraries, laundramats, and community centers. Two 
thousand people each month use the network to facilitate dialogue, 
information-sharing and constituency-building. Because we want to include 
people who are otherwise barred from telecommunications, Community Memory, 
unlike many bulletin board systems, is organised so information is simple 
to find. Participants tap into almost 100 different community-created 
discussion forums or they can create their own. This easy-to-use, 
communication tool encourages all members of the community to move beyond 
passive consumption of information to become active builders of an 
information and opinion exchange. 

Public Access &DA Telecommunications policy 

 

 

Like you, I believe that many more individuals and groups have a stake in 
the development of computer networks than currently participate on-line. 
I have found that only when ordinary people have access to these tools and 
see the value of them, do they truly understand why they have a stake in 
these public policy issues. Ironically, many who see computers as 
mysterious, impersonal, and threatening may actually have the most to gain 
from teleconputing. A young single mother who finds a babysitter over 
Community Memory begins to see computer networks not as instruments for the 
benefit of big business or the IRS, but as tools which she can use to gain 
greater control of her life. Over our network, a homeless person can 
interact with other citizens not as a specimen of social turmoil, but as 
an equal participant in community life. 

   



Community Memory 
A public access information and resource exchange 

April 29, 1991 

Kitchell Kapor 
President 
Electronic Frontier Foundation, Inc. 
155 Second Street 
Cambridge, KA 02141 

Dear Kr. Kapor: 

I was inspired by the pioneering spirit of the First Confere ce on 

Computers, Freedom, and Privacy, because so much of what I o at the 

Community Memory Project involves urging people who have net er used 
computers before to participate on-line. 

Over Community Memory, I watch people who ordinarily are excluded from 
telecommunications -- homeless people, low income famiI'es, small business 
people, and at-risk youth -- tap into the power of this technology. I hope 
you, and the entire Board of the Electronic Frontier F undation, will 

support our efforts. 

Nverybody's Network: Libraries MAJ Naundramats 

 

Our current project is an electronic bulletin boa with ten public access 

computer sites in libraries, laundramats, and comfunity centers. Two 
thousand people each month use the network to fac litate dialogue, 
information-sharing and constituency-building. Pecause we want to include 
people who as,* otherwise are barred from teleco munications, Community 
Memory, unlike many bulletin board systems, is rrganixed so information is 
simple to find. Participants tap into almost OO different community-
created discussion forums~or they can create heir own. This easy-to-use, 
communication tool encourages all members of be community to move beyond 
passive consumption of information to become active builders of an 

information and opinion exchange. 

public Access gA Telecommunications 

Community Memory begins to see compute networks not as instruments for the 

benefit of big business or the IRS, bit as tools which she can use to gain 
greater control of her lif... Over ou network, a homeless person can 
interact with other cnaa~uioembe not as a specimen of social turmoil, 

but as an equal participant in comma ity life. 

Like you, I believe that many more indiviluals and groups have a stake in 
the development of computer networks than currently participate on-line. 

I have found that only when ordinary people have access to these tools and 

see the value of them, do they truly understand why they have a stake in 
these public policy issues. Ironically, many who see computers as 
mysterious, impersonal, and threatening may actually have the most to gain 
from telecomputing. A young single mo her who finds a babysitter over 
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The Community Memory Project proves that computer technology can enhance 
American society by providing pertinant, user-friendly tools which go far 
beyond word processing, Nintendo or ATM machines. Unfortunately, most 
networks remain primarily the province of big business, higher education, 
the military, and the computer hobbyist. 

As a national information infrastructure develops, most people will have no 
idea of the power this new information highway can bring, or deny, them. 
It is only the local testing grounds of democratic telecommunications 
systems that can demonstrate to policy makers, major institutions, and the 
computer industry, the necessity and potential of broad access to these 
networks. 

Civilizing Cyberspace since 1973 

 

Like the Electronic Frontier Foundation, the Community Memory Project is 
committed to providing and promoting new tools "which will endow non-
technical users with full and easy access to computer-based 
telecommunications." Since 1973, we've been, in your words, "a Petri dish" 
of experimentation" where individuals and groups can test out the potential 
of information age technology to enhance their lives. 

For 18 years the Community Memory Project has been "civilizing cyberspace" 
by: 

o creating and managing low-cost, publicly accessible computer networks 
for entire communities -- young and old, rich and poor, computer savvy or 
frankly techno-phobic. 

o Providing hands-on training and friendly hand-bolding for those who 
night be intimidated by the technology. 

o Documenting and sharing effective models of how these tools can 
strengthen community. 

Not that it's ever easy. When the goal is to reach beyond the educated and 
the well off, issues of access, skills, and trust arise. Consider, the 
difficulty that some of the country's most literate, educated, and 
communicative people have when first accessing the well. Then consider the 
challenge of motivating people, who have been told their ideas are 
unimportant or uninformed, to explore these new tools for empowerment. Over 
the years we've discovered that although the challenge is considerable, the 
rewards are great. 

You see, we believe that effectively designed local networks can become a 
catalyst in the democratic development of cyberspace. Our project serves 
five objectives relevant to'the Electronic Frontier Foundation: 

o to develop tools to enhance free expression and broad participation 
in society. 

o to encourage cross-constituency communication by creating an arena 
where diverse people and groups can share ideas, opinions, and resources. 

o to demonstrate that easy-to-use local networks can be both 
participatory and accessible to the entire community. 

o to confirm that simple networks can serve as stepping stones for 
participants to utilize ■ore complex networks or services. 

o to create replicable, self-sustaining models for low cost community 
communications. 

0 
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What the Electronic Frontier Foundation's Support M Rean 

Your funding would help us meet those objectives by sustaining the 
following activities: 

o development of user friendly. tools which encourage participation 
by people routinely excluded from these technologies. 

o management'of a public access computer network that anyone in the 
community can use to read and write messages. 

o assistance to individuals and groups who want to use the network to 
share knowledge, opinion, resources, and friendship, including help for 
people who are intimidated by computers. 

o evaluation and documentation of the impact of this technology on 
its participants and the local community. 

I as convinced that easy-to-use telecommunications can put diverse people 
in touch with their communities in ways which revitalize links with 
neighbors and local institutions. However, the potential of community 
telecommunications has only' begun to be tested. What we do pow will 
determine if the new information infrastructure -- like our streets, town 
meetings, and city parks -- will be open and meaningful to all. 

I look forward to speaking with you about how the Electronic Frontier 
Foundation can support the Community Memory Project. If you need 
additional information about our activities or plans, please don't hesitate 
to contact me.-  . 

Best wishes, 

Evelyn Pine 
Executive Director. 

enclosure 
cc. Lee Felsenstein, Golemics 

  


