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DESCRIPTIONS OF NIC TABLES AND LISTS INTRODUCTION - 1 

SECTION 1. INTRODUCTION 
The DDN Network Information Center (NIC), under contract to the Defense Communications Agency, provides 
naming and addressing registration services for the Defense Data Network (DDN). Named and numbered entities 
registered under this contract comprise hosts (including Terminal Access Controllers (TACs) and gateways), net­
works, autonomous gateway systems, and domains. The NIC maintains and administers a number of tables and files 
containing data as a result of this registration service. 

All of the tables and files described in this document may be obtained from the NIC.DDN.MIL host via FTP or by 
sending an email request to the SERVICE@NIC.DDN.MIL mailbox. Each file is described in a separate subsection 
of this document. Online file names are specified either in the heading of the subsection that describes the file or in 
the subsection text describing its purpose. 

Descriptions of the files are provided in three main sections. Section 2 includes machine-readable online files; these 
are referred to as "tables." Files described in Section 3 are human-readable files that exist for informational reasons 
and are more user-friendly than those in Section 2. Section 4 includes descriptions of online mailing lists associated 
with the files and tables. All files and tables include a version number and/or the date of last update at the top of the 
file. 

Examples of the tables and lists described in this document can be found in the Appendix. 
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DESCRIPTIONS OF NIC TABLES AND LISTS TABLES 

SECTION 2. TABLES 

2.1 NETINFO: HOSTS.TXT 

2.2 Purpose 
Type = Machine Readable. 

This table is the Official DoD Internet Host Table in ASCII text. It provides name-to-address translation and is used 
by hosts in the DDN Internet to interoperate with one another. The table is available via FTP as 
NETINFO:HOSTS.TXT. It is also available via the NIC Hostname Server on port 101 of the NIC.DDN.MIL host. 
Host data in the table are obtained from several sources: from Network Change Directives (NCDs) issued by the 
network managers; from administrators of DDN and Internet hosts; and from data obtained through network 
registration performed as part of the NIC Hostmaster function. The host table specification has been described in 
RFC-952, "DoD Internet Host Table Specification." 

2.2.1 Format 
HOSTS.TXT comprises three types of entries, divided into groups. The groupings for entries are NET, 
GATEWAY, and HOST, with the network entries being the first group listed. Each group contains a variable 
number of individual entries. (See Appendix, Figure A-l.) 

MTT.NF.T (network 26) hosts are sorted according to their PSN number (the fourth octet of the internet address) and 
by PSN port number (the second octet of the internet address.) All other entries are sorted numerically by network 
address within each group. 

2.2.2 Description of Elements 
Each host table entry is an ASCII text string and is composed of six data fields: keyword, internet address, 
name/nickname, machine type, operating system, protocol list. The fields are separated by colons, and each entry 
ends with a colon. 

Field 1 KEYWORD indicating whether this entry pertains to a NET, GATEWAY, or HOST. 
NET entries are fixed and cannot have alternate addresses or nicknames. 

Field 2 Internet Address of Network, Gateway, or Host, followed by alternate addresses. 
Field 3 Official Name of Network, Gateway, or Host (with optional nicknames, where per­

mitted.) 
Field 4 Machine Type 
Field 5 Operating System 
Field 6 Protocol List 

Fields 4, 5, and 6 are optional, but strongly encouraged. 

Fields 3 through 6, if included, pertain to the first address in Field 2. 

"Blanks" (spaces and tabs) are ignored between data elements or fields, but are disallowed within a data element. 

A semicolon starts a comment; the remainder of the line is ignored. 

Each entry ends with a colon. 

fe 



4 - Method of Generation DESCRIPTIONS OF NIC TABLES AND LISTS 

2.23 Method of Generation 
The host table is generated twice weekly using the NIC program TABLE.EXE. The program extracts the data from 
the NIC WHOIS data base, compiles it in table form, inserts introductory commentary information at the beginning 
of the table, and increments the version number by one digit based on the version number of the previously 

generated table. 

23 NETINFO:HOSTS.TXT-Z 
23.1 Purpose 
Type = Machine Readable 

This is a UNIX 4.3BSD compressed version of the information in HOSTS.TXT. Its format, method of generation, 
and function are the same as for the HOSTS.TXT description above. 

2.4 NETINFO:MIL-HOSTS.TXT 
2.4.1 Purpose 
Type = Machine Readable 

This Table contains HOSTS.TXT entries of MILNET machines. Its format and function is the same as for the 
HOSTS.TXT description above. 

2.4.2 Method of Generation 
This file is generated simultaneously with the HOSTS.TXT table by using the program STABLE.EXE. 

2.5 NETINFO: NETWORKS.TXT 
2.5.1 Purpose 
Type - Machine readable 

This table contains one entry for each registered network and is used by UNIX systems on the DDN and Internet to 
map network names to numbers prior to establishing network connections. 

2.5.2 Description of Elements 
The individual entries in the group NET consist of three fields: 

Field 1 Keyword NET 
Field 2 Internet network numbers 
Field 3 Official name of network. 

2.53 Method of Generation 
This table is generated by the NIC program TABLE.EXE at the same time HOSTS.TXT is generated. 

2.6 NETINFO: DO MAIN S .TXT 
2.6.1 Purpose 
Type = Machine readable 

This table is an ASCII text file of all the official registered top-level domains. Data included in the table are 
obtained from information provided by the Domain Administrator and are stored in the NIC WHOIS database. The 
table is updated on an as-needed basis each time a new top-level domain is registered or when any of the data 
change. The domains table may be obtained via FTP from host NIC.DDN.MIL as NETINFO:DOMAINS.TXT, or 
by using the NIC Hostname Server on port 101 of the NIC host. 



Purpose - 5 
DESCRIPTIONS OF NIC TABLES AND LISTS -

2 6 2 Formdt 
TTic format of this table is based on that of the Official DoD Internet Host Table. There is only one group of entries, 

DOMAIN. (See Appendix, Figure A-2.) 

2.63 Description of Elements 
The individual entries in the group DOMAIN consist of three fields: 

Field 1 Keyword DOMAIN 
Held 2 Internet addresses of name servers for tee domain, each one separated by a comma. 

Field 3 Official name of top-level domain. 

"Blanks" (spaces and tabs) are ignored berween date elements or fields, but are disallowed within a data element. 

Each entry ends with a colon. 

2.6.4 Method of Generation 
The domain table is updated via running the NIC program DOMTXT.EXE. 

2.7 Zone Files for DDN Domain Name System 

2.7.1 Purpose 
Type = Machine readable 

nes. are tee master files fo, tee DDN Domain Name ^ form 

dfmain/fhcaone files, which are 

rr:;DDTar,S— teese files into a form—,o 
system teat is run on tee root sewer A-ISI.EDU relies upon tee dom tn includes tee name 

particular domain. Historically, however, hosts have not been permitted to regrster in top 
the zone files for top-level domains do not currently contain host information. 

The files also indicate the length of time that the data are WI*id^ * 
is obtained primarily from domain registration apph^tions^processed by M , registra-

networks. 

2.7.2 Format . 
Each zone file contains some introductory commentary information at the beginning of the file, ntnes 
the form of Resource Records (RRs) with a standard format, as shown below. 

<name> [<ttl>] [<class>] <type> <data> 

The record is divided into fields which are separated by white space. A blank field defaults to tee previously 

specified field in a previously defined resource record. 



6 - Description of Elements DESCRIPTIONS OF NIC TABLES AND LISTS 

2.7 J Description of Elements 

The individual elements of each entry follow the format specified in RFC-1033, "Domain Administrators Operations 
Guide," and in RFC-1034, "Domain Names - Concepts and Facilities." 

<name> The name field defines what domain name applies to the given RR. 
<ttl> TTL stands for Time To Live. It specifies how long a domain resolver should cache 

the RR before it discards the data and asks a domain server again. If the TTL field is 
blank, the resolver will default to the minimum time specified in the record that 
denotes the start of the zone. 

<class> The class field specifies the protocol group. Currently, two types are defined: Inter­
net (IN) and CSNET (CS). 

<type> The type field specifies what type of data is in the RR. The currently defined types 
are Name Server (NS), Internet Address (A), Canonical Name or Alias (CNAME), 
Well Known Service (WKS), Host Information (HINFO), and Mail Exchanger 
(MX). 

<data> The data field is defined differently for each type and class of data. 

A semicolon starts a comment; the remainder of the line is ignored. 

The asterisk ("*") is used for wildcarding. 

The at-sign ("@") denotes the current default domain name. 

2.7.4 Method of Generation 

The zone files are generated twice weekly with the NIC program MAKEZ.EXE. If no errors are found, these files 
are transferred to the root server ns.nic.ddn.mil, and to the other root server sites in the domain name system. Binary 
equivalents of the zone files are then generated for the root server at A.ISI.EDU using the program MAKEDB.EXE. 

2.8 Binary Files for DDN Domain Name System 

2.8.1 Purpose 

Type = Machine readable 

These files are the binary equivalent of the zone files described above. The files, stored in the domain name server 
and domain name resolver, are used by root servers that run the TOPS20 operating system. At this time, the only 
active TOPS20 root server is located at A.ISI.EDU. 

2.8.2 Method of Generation 

The files are generated twice weekly by running the NIC program MAKEDB.EXE. This program reads the domain 
zone files and compiles a binary version of the data in the online file DOMAIN:FLIP.DD. This file is then renamed 
to the <DOMAIN.VERSION5> directory. 
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SECTION 3. INFORMATIONAL FILES 
3.1 NETINFO: MIL-HO ST-ADMINISTRATORS-A-L.TXT 
(also NETTNFO:MIL-HOST-ADMINISTRATORS-M-Z.TXT) 

3.1.1 Purpose 
Type = ASCH text 

These files list the Host Administrator for each host on MILNET (network 26). All data in the file are extracted 
from the NIC WHOIS database. Initially the data are collected from NCDs, then are kept current by monthly online 
solicitations for corrections to Host Administrators by the NIC Hostmaster. (See Appendix, Figure A-4.) 

3.1.2 Format 
The entries in the Host Administrator file are sorted by hostname and consist of the name of the host; the host 
network address; and the name, mailbox, postal address, and phone number of the Host Administrator. Also 
included in each entry is the sponsoring agency for the host, and the type of communications interface between the 
host and the network. In addition, each entry contains the text line pertaining to the host from the Official DoD 
Internet Host Table. It also shows the host configuration. (See Appendix, Figure A-4.) 

3.1 J Method of Generation 
The Host Administrator file is generated using the NIC program TABLE.EXE. The file is updated weekly. 

3.2 NETINFO: MIL-NSC.TXT 

3.2.1 Purpose 
Type = ASCH text 

This file lists the Node Site Coordinator (NSC) for each host on MILNET (network 26). Information contained in 
the file is obtained from several sources. The initial information is taken from NCDs. Changes, deletions, or 
additions are obtained from responses to NIC Hostmaster's monthly request for updates sent to all NSCs. Infor­
mation is also received from individual NSCs on a voluntary basis. All data for this file are stored in the NIC 
WHOIS database. (See Appendix, Figure A-5.) 

3.2.2 Format 
The entries in the file are sorted according to PSN number. Each entry contains the PSN number and name; name of 
the network; name, mailbox, address, and phone number of the NSC; and phone numbers for emergencies, after 
hours, and the NSCs home. In addition, the file contains the network address and hostname of any TAC or gateway 
attached to the PSN. (See Appendix, Figure A-5.) 

3.2 J Method of Generation 
The MILNET NSC file is generated weekly using the NIC program TABLE.EXE. 

33 NETINFO: MIL-C ONFI G.TXT 

3.3.1 Purpose 
Type = ASCn text 

This file lists the host configuration for each host on MILNET. The information for this file is obtained from NCDs, 
correspondence with Host Administrators, and the results of the monthly request for updates sent to each Host 
Administrator by the NIC Hostmaster. The data are stored in the NIC WHOIS database. (See Appendix, Figure 
A-6.) 
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3-3.2 Format 

Entries in the file contain the PSN number, PSN name, "O&M," PSN port number, hostname, host configuration, 
and type of communications interface connecting the host to the network. The entries are sorted in numerical order 
according to PSN number; each host connected to the PSN is sorted in numerical order by PSN port number. The 
host configuration information consists of the machine type and operating system used by the host. (See Appendix, 
Figure A-6.) 

3.3.3 Method of Generation 

The host configuration file is generated using the NIC program TABLE.EXE. An updated version of the file is 
generated weekly. 
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3.4 NETINFO:HOST-LOCATION.TXT 

3.4.1 Purpose 

Type = ASCII text 

This file lists all MTT.NET hosts sorted according to their geographical location. 

3.4.2 Format 
Each entry in the file is comoosed of hostname, host network address, and postal address of the host site. The 
entries are sorted alphabetically according to state or country. (See Appendix, Figure A-7.) 

3.4 J Method of Generation 
The host location file is generated using the NIC program TABLE.EXE. The file is generated weekly. 

3.5 NETTNFO:TAC-LOCATION.TXT 

3.5.1 Purpose 

Type = ASCH text 

This file contains a list of all the MILNET TACs. Data are obtained from NCDs and from communication with 
NSCs on a regular basis and are subsequently stored in the NIC WHOIS database. 

3.5.2 Format 
Entries in the file comprise the hostname, network address, and postal address of the TAC site, and the name, 
mailbox, and phone number of the NSC for the TAC. (See Appendix, Figure A-8.) 

3.5.3 Method of Generation 
The file is generated weekly using the NIC program TABLE.EXE. 

3.6 NETTNFO: MIL-PSN-COORD .TXT 

3.6.1 Purpose 

Type = ASCH text 

This file lists the contacts for every PSN and attached host on MILNET (network 26). 

3.6.2 Format 
Each entry in the file is composed of several layers of information. The entries are sorted according to their PSN 
number. The beginning line of the entry contains the PSN number and PSN name. The second line of information 
gives the name and network mailbox of the NSC. The following line of the entry shows the host, gateway, or TAC 
attached to the PSN; these entities are listed according to their network address. The fourth line of the entry shows 
the name and network mailbox of the Host Administrator or NSC for each of these attached entities. (See Appendix, 
Figure A-9.) 

3.63 Method of Generation 
This file is generated weekly using the NIC program TABLE.EXE. 
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3.7 NETINFO: HAD MINB YAD D R. T XT 
3.7.1 Purpose 
Type = ASCH text 

This file lists all MILNET hosts, gateways, and TACs with the name and mailbox of the contact for each. All data 
in the file are extracted from the NIC WHOIS database. Initially the data are collected from NCDs, and then are 
kept current by monthly online solicitations by NIC Hostmaster to each Host Administrator for corrections to the 
data. 

3.7.2 Format 

Each entry in the file consists of a hostname, host network address, and name, mailbox, and phone number of the 
Host Administrator. Entries are sorted according to their network addresses so that all hosts situated on a PSN are 
adjacent to one another in the list. TAC entries are handled in a different manner; because TACs have NSCs, not 
Host Administrators, a referral to the NSC file is inserted in TAC entries. (See Appendix, Figure A-10.) 

3.7.3 Method of Generation 

The file is generated weekly using the NIC program TABLE.EXE. 

3.8 NETINFO:DOMAIN-CONTACTS.TXT 
3.8.1 Purpose 
Type = ASCH text 

This file contains the name and address of contacts for each registered domain in the DDN domain naming system. 
Information included in this file is obtained from domain registration applications processed by NIC Hostmaster, 
and from corrections submitted to NIC Hostmaster by Domain Administrators. The raw data are stored in the NIC 
WHOIS database. 

3.8.2 Format 

Each entry in the file consists of the name of the domain followed by the name, mailbox, and phone number of the 
administrative, technical, and zone contacts for the domain. The file is organized by top-level domain name. The 
contacts for any existing second-level domains are listed under the information for each top-level domain. (See 
Appendix, Figure A-ll.) 

3.8.3 Method of Generation 

This file is generated weekly using the NIC program DOMFKS.EXE. 

3.9 NETINFO: D O MAIN-INFO .TXT 
3.9.1 Purpose 
Type = ASCII text 

This file provides a summary list of all top-level domains and any second-level domains currently registered in the 
NIC WHOIS database. Information included in this file is obtained from domain registration applications processed 
by NIC Hostmaster, and from corrections submitted to NIC Hostmaster by Domain Administrators. The raw data 
are stored in the NIC WHOIS database. 
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3.9.2 Format 
Each entry in the file consists of the name of the top-level domain and subdomains registered at the second-level. In 
the case where there are no second-level domains registered under a top-level domain, a statement to that effect is 

inserted in the file. (See Appendix, Figure A-12.) 

3.9.3 Method of Generation 
This file is generated weekly using the NIC program DOMFKS.EXE. 

3.10 NETINFO:NETWORK-CONTACTS.TXT 

3.10.1 Purpose 
Type = ASCH text 

This file contains the information on contacts for every registered 32-bit Internet number. Information included in 
this file is obtained from Internet number registration applications processed by the NIC Hostmaster, and from 
corrections submitted to NIC Hostmaster by network coordinators. The raw data are stored in the NIC WHOIS 

database. 

3.10.2 Format 
Each entry in the file consists of the Internet number and name of the network, followed by the name, NIC WHOIS 
database handle, mailbox, and phone number of contact for the network. The file is organized according to network 
number and is dividied into sections for Class A, B, an C network numbers. (See Appendix, Figure A-14.) 

3.10.3 Method of Generation 
This file is generated weekly using the NIC program INTNUM.EXE. 

3.11 NETINFO: ASN.TXT 

3.11.1 Purpose 
Type = ASCfi text 

This file contains the information on contacts for every registered 16-bit autonomous system number (ASN). 
Information included in this file is obtained from ASN registration applications processed by NIC Hostmaster, and 
from corrections submitted to NIC Hostmaster by ASN administrators. The raw data are stored in the NIC WHOIS 

database. 

3.11.2 Format 
Each entry in the file consists of the ASN number and name, followed by the name, NIC WHOIS database handle, 
mailbox, and phone number of contact for the ASN. The file is organized according to autonomous system number. 

(See Appendix, Figure A-13.) 

3.11 J Method of Generation 
This file is generated weekly using the NIC program INTNUM.EXE. 
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SECTION 4. ONLINE DISTRIBUTION LISTS 

4.1 HADMIN 
4.1.1 Purpose 
Type = ASCR text 

This file contains the online network mailbox of every Host Administrator who has a network mailbox. The file 
contains entries for MILNET Host Administrators and is used when network messages must be sent to all Host 
Administrators as a group. Updates to the information included in the file are obtained from NCDs, from responses 
to the monthly request-for-updates sent by NIC Hostmaster, or voluntarily from the Host Administrators themselves. 
The data from which the file is generated are stored in the NIC WHOIS data base. The Host Administrator 
distribution list is kept online in PS:<MAIL.DISTRIBUTION>HOST-ADMIN.DIST, and the current version con­
tains 553 entries. 

4.1.2 Format 
Entries in the file follow the format of a standard TOPS20 online distribution list. The distribution list contains a 
beginning text line that ends with a colon. When the distribution list online filename is specified at the TO prompt 
by a user who is preparing to send a message, that initial text line is automatically inserted by the message handling 
system as the "To" field of the message header. Each subsequent line in the file contains a text string consisting of a 
single online mailbox; each entry line ends with a comma. (See Appendix, Figure A-15.) 

4.1 J Method of Generation 
This distribution list is generated weekly using the NIC program DSTLST.EXE. 

4.2 NSC 

4.2.1 Purpose 
Type = ASCH text 

This file contains the online network mailbox of every Node Site Coordinator (NSC) who has a network mailbox. 
The file contains mailboxes for MILNET NSCs and is used when network messages must be sent to all NSCs as a 
group. Updates to the information included in the file are obtained from NCDs, from responses to the monthly 
request-for-updates sent by NIC Hostmaster, or voluntarily from the NSCs themselves. The data from which the file 
is generated are stored in the NIC WHOIS data base. The NSC distribution list is kept online in 
PS:<MAIL.DISTRIBUTION>NSC.DIST, and the current version of the list contains 270 entries. 

4.2.2 Format 
Entries in the file follow the format of a standard TOPS20 online distribution list. The distribution list contains a 
beginning text line that ends with a colon. When the distribution list online filename is specified at the TO prompt 
by a user who is preparing to send a message, that initial text line is automatically inserted by the message handling 
system as the "To" field of the message header. Each subsequent line in the file contains a text string consisting of a 
single online mailbox; each entry line ends with a comma. (See Appendix, Figure A-15.) 

4.23 Method of Generation 
This distribution list is generated weekly using the NIC program DSTLST.EXE. 
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4.3 SECURITY1 
4.3.1 Purpose 
Type = ASCH text 

This file contains the online network mailbox of DCA designated primary points of contact for security related 
issues. The SECURITY1 distribution list is kept online in PS:<MAIL.DISTRIBUTION>SECURITYl.DIST, and 
the current version of the list contains 13 entries. 

4.3.2 Format 
Entries in the file follow the format of a standard TOPS20 online distribution list. The distribution list contains a 
beginning text line that ends with a colon. When the distribution list online filename is specified at the "TO" prompt 
by a user who is preparing to send a message, that initial text line is automatically inserted by the message handling 
system as the "To" field of the message header. Each subsequent line in the file contains a text string consisting of a 
single online mailbox; each entry line ends with a comma. (See Appendix, Figure A-15.) 

433 Method of Generation 
This distribution list is generated weekly using the NIC program DSTLST.EXE. 

4.4 SECURITY2 
4.4.1 Purpose 
Type = ASCH text 

This file contains the online network mailbox of every Host Administrator, Node Site Coordinator, and DDN user 
interested in receiving security information and who has a network mailbox. DDN Security Bulletins are sent to the 
members of this list. The SECURITY2 distribution list is kept online in 
PS:<MAIL.DISTRIBUTION>SECURITY2.DIST, and the current version of the list contains 1,218 entries. 

4.4.2 Format 
Entries in the file follow the format of a standard TOPS20 online distribution list. The distribution list contains a 
beginning text line that ends with a colon. When the distribution list online filename is specified at the "TO" prompt 
by a user who is preparing to send a message, that initial text line is automatically inserted by the message handling 
system as the "To" field of the message header. Each subsequent line in the file contains a text string consisting of a 
single online mailbox; each entry line ends with a comma. (See Appendix, Figure A-15.) 

4.43 Method of Generation 
This distribution list is generated weekly using the NIC program DSTLST.EXE. 

4.5 MGT 

4.5.1 Purpose 
Type = ASCH text 

This distribution list contains the network mailboxes of all Host Administrators and NSCs who have mailboxes, and 
other selected individuals. The list is used to send notifications of newly issued DDN Management Bulletins. Data 
included in the list are obtained from NCDs, from responses to monthly request-for-updates sent by NIC 
Hostmaster, or from individuals who request to be added to the list. The data included in the file are stored in the 
NIC WHOIS database. The MGT distribution list is kept online in PS:<MAIL.DISTRIBUTION>MGT.DIST, and 
currently contains 1,189 entries. 
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4.5.2 Format 
Entries in the file follow the format of a standard TOPS20 online distribution list. The distribution list contains a 
beginning text line that ends with a colon. When the distribution list online filename is specified at the "TO" prompt 
by a user who is preparing to send a message, that initial text line is automatically inserted by the message handling 
system as the "To" field of the message header. Each subsequent line in the file contains a text string consisting of a 
single online mailbox; each entry line ends with a comma. (See Appendix, Figure A-15.) 

4.53 Method of Generation 
This distribution list is generated weekly using the NIC program DSTLST.EXE. 

4.6 DDN-NEWS 
4.6.1 Purpose 
Type = ASCH text 

This file contains the network mailboxes of all Host Administrators, NSCs, and other individuals interested in 
receiving online copies of the DDN Newsletters. The DDN-NEWS distribution list is kept online in 
PS:<MAIL.DISTRIBUTION>DDN-NEWS.DIST, and the current version of the list contains 1,279 entries. 

4.6.2 Format 
Entries in the file follow the format of a standard TOPS20 online distribution list. The distribution list contains a 
beginning text line that ends with a colon. When the distribution list online filename is specified at the "TO" prompt 
by a user who is preparing to send a message, that initial text line is automatically inserted by the message handling 
system as the "To" field of the message header. Each subsequent line in the file contains a text string consisting of a 
single online mailbox; each entry line ends with a comma. (See Appendix, Figure A-15.) 

4.63 Method of Generation 
This distribution list is generated weekly using the NIC program DSTLST.EXE. 

4.7 HOST-UPDATES 

4.7.1 Purpose 
Type = ASCn text 

Network mailboxes of all Host Administrators and NSCs are automatically included in this distribution list unless 
NIC Hostmaster is specifically requested not to do so by the individual. The list includes mailboxes for Internet site 
representatives as well. Other mailboxes included in the list are those of site technical personnel who have been 
delegated responsibility for updating local host tables by their Host Administrators. The list is used by NIC 
Hostmaster to announce the existence of updated host tables. Mailboxes included in the list are obtained from 
NCDs, from responses to monthly request-for-updates sent by NIC Hostmaster, or from individuals who request to 
be added to the list. The data included in the file are stored in the NIC WHOIS database. The HOST-UPDATES 
distribution fist is kept online in PS:<MAIL.DISTRIBUTION>HOST-UPDATES.DIST, and the current version 
contains 831 entries. 

4.7.2 Format 
Entries in the file follow the format of a standard TOPS20 online distribution list. The distribution list contains a 
beginning text line that ends with a colon. When the distribution list online filename is specified at the TO prompt 
by a user who is preparing to send a message, that initial text line is automatically inserted by the message handling 
system as the "To" field of the message header. Each subsequent line in the file contains a text string consisting of a 
single online mailbox; each entry line ends with a comma. (See Appendix, Figure A-15.) 
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4.7.3 Method of Generation 

This distribution list is generated weekly using the NIC program DSTLST.EXE. 

4.8 RFC 

4.8.1 Purpose 
Type = ASCH text 

This distribution list is used to send online announcements of newly released Requests for Comments (RFCs) to the 
internet community. The format of this file is the same as that of the Host Administrator distribution list described 
above. (See Appendix, Figure A-15.) The RFC distribution list is kept online as 
PS:<MAIL.DISTREBUTION>RFC.DIST, and the current version of the list contains 691 entries. 

4.8.2 Method of Generation 

The distribution list is updated manually using a text editor. Additions or deletions to the list are made in response 
to requests from individuals in the network community. 

4.9 TCP/IP 

4.9.1 Purpose 

Type = ASCn text 

This distribution list may be addressed by any person in the internet community who wishes to send pertinent 
information relating to TCP, IP, and other internet protocols. The list contains the online mailboxes of any person 
interested in being on the list. It differs from the other NIC-maintained distribution lists in that network users send 
mail to the entire list of mailboxes by addressing their electronic mail messages to one specific online mailbox, 
TCP-IP@NIC.DDN.MIL. 

The format of this file is the same as that of the Host Administrator distribution list described above. (See 
Appendix, Figure A-15.) The TCP/IP distribution list is kept online as PS:<MAIL.DISTRIBUTION>TCP-IP.DIST. 
At the time of this writing, the TCP/IP distribution list contains 454 entries. 

4.9.2 Method of Generation 

The distribution list is updated manually using a text editor. Additions or deletions to the list are made in response 
to requests from individuals in the network community. 

4.10 NAMEDROPPERS 

4.10.1 Purpose 

Type = ASCn text 

This distribution list may also be addressed by any person in the internet community to discuss ideas and issues 
relevant to the DDN domain naming system. The list contains the online mailboxes of any person interested in 
being on the list and participating in discussions. Network users send mail to the entire list of mailboxes by 
addressing their electronic mail messages to one specific online mailbox NAMEDROPPERS@NIC.DDN.MIL. 

The format of this file is the same as that of the Host Administrator distribution list described above. (See 
Appendix, Figure A-15.) The NAMEDROPPERS distribution list is kept online as 
PS:<MAIL.DISTRIBUTION>NAMEDROPPERS.DIST. At the time of this writing, the NAMEDROPPERS dis­
tribution list contains 233 entries. 
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4.10.2 Method of Generation 
The NAMEDROPPERS list is manually updated using an online text editor. Additions or deletions to the list are 
made in response to requests from individuals in the network community. 

4.11 ISODE 

4.11.1 Purpose 

Type = ASCn text 
This distribution list may also be addressed by any person in the internet community to discuss ideas and issues 
relevant to the ISO Development Environment. The list contains the online mailboxes of any person interested i 
being on the list and participating in discussions. Network users send mail to the entire list of mailboxes by 
addressing their electronic mail messages to one specific online mailbox ISODE@NIC.DDN.MI . 

The format of this file is the same as that of the HA distribution list described above. (See Appendix, Figure A-15.) 
The ISODE distribution list is kept online as PS:<MAIL.DISTRIBUTION>ISODE.DIST. At the time o t is 
writing, the ISODE distribution list contains 531 entries. 

4.11.2 Method of Generation 
The distribution list is updated manually using a text editor. Additions or deletions to the fist are made in response 
to requests from individuals in the network community. 

4.12 Protocol Releases and OSD Network Directives 

4.12.1 Purpose 

Type = ASCH text 
There are no standing online distribution lists for the purpose of announcing new protocol specifications, protocol 
changes or OSD network directives. Distribution lists for those purposes are compiled as the need arises. The 
format of the distribution fists, when compiled, would be the same as that of the HA distribution fist descnbed 
above. (See Appendix, Figure A-15.) 

4.12.2 Method of Generation 
The distribution fists are generated either manually or by program, depending on whose mailboxes are to be 
included in the fists. If the mailboxes are of users identified in the NIC WHOIS database as members of a group, e 
fist can be generated using the NIC program DSTLST.EXE. If the entries on the fist were not identified with a 
particular group in the NIC database, the distribution fist would be compiled manually. 
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APPENDIX A. EXAMPLES 

NET : 26.0.0.0 : MILNET : 
NET : 128.10.0.0 : PURDUE-CS-EN : 
GATEWAY : 26.16.0.3, 192.42.2.2 : GW-GRUNION.NOSC.MIL : VAX-11/750 : 

UNIX : IP/GW,EGP : 
26.21.0.17 : DDN-CONUS.DDN.MIL,DDN1.DCA.MIL,DDN.DCA.MIL : C/70 

UNIX : TCP/TELNET,TCP/FTP,TCP/SMTP,TCP/TIME : 
192.67.67.20 : NIC.DDN.MIL,SRI-NIC.ARPA : DEC-2060 : TOPS20 : 
TCP/TELNET, TCP/FTP, TCP / SMTP, TCP/TIME, TCP /ECHO, ICMP, UDP/TIME, 

UDP/DOMAIN,TCP/FINGER : 

Figure A-l: Example of Host Table Entries 

HOST 

HOST 

DOMAIN: 192.67.67.53, 26.3.0.103, 128.9.0.107, 192.33.4.12, 128.8.10.90, 
26.1.0.13, 128.102.16.10, 192.52.195.10, 128.20.1.2, 192.5.25.82 : MIL 

Figure A-2: Example of Entries in Domains Table 
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IN SOA NS.NIC. 

518400 
NS.NIC.DDN.MIL. 518400 

518400 
AOS.BRL.MIL. 518400 

518400 
518400 

A.ISI.EDU. 518400 

518400 
518400 

GUNTER-ADAM.AF.MIL. 518400 

518400 
C.NYSER.NET. 518400 

518400 
TERP.UMD.EDU. 518400 

518400 
NS.NASA.GOV. 518400 

518400 

IDN.MIL. HOSTMASTER.NIC.DDN.MIL. ( 
900423 ;serial 

1800 ;refresh every 30 minutes 
300 ;retry every 5 minutes 
604800 ;expire after a week 
86400 ;minimum of a day 

NS NS.NIC.DDN.MIL. 
A 192.67.67.53 
NS AOS.BRL.MIL. 
A 128.20.1.2 
A 192.5.25.82 
NS A.ISI.EDU. 
A 26.3.0.103 
A 128.9.0.107 
NS GUNTER-ADAM.AF.MIL 
A 26.1.0.13 
NS C.NYSER.NET. 
A 192.33.4.12 
NS TERP.UMD.EDU. 
A 128.8.10.90 
NS NS.NASA.GOV. 
A 128.102.16.10 
A 192.52.195.10 

Figure A-3: Example of Domain Zone File Entry 

HOST NAME HOST ADDRESS HOST ADMINISTRATOR 

ABERDEEN-IGNET.ARMY.MIL 26.13.0.29 
SPONSOR: ARMY X. 25 

HOST : 26.13.0.29 : ABERDEEN-IGNET.ARMY.MIL 

Cogdell, Ervin 

(No Mailbox Given) 

Aberdeen Proving Grounds 

Army Ordnance Center and Schoo! 
Attn: ATSL-IG 

Aberdeen, MD 21005-5001 

(703) 301-278-2066 
(DSN) 298-2066 

CONVERGENT-TECH-CN10 0 0 : CTOS :: 

Configuration: CONVERGENT-TECH-CN10 0 0(CTOS) 

Figure A-4: Example of Host Administrator File Entry 
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IMPNUMBER/NAME 

NSC NAME 

ADDRESS 

PHONE 

NET NAME 24 HOUR POC 
[E] = Emergency phone 
[A] = After hours phone 

[H] = Home phone 

TAC NUMBER TAC NAME 
GATEWAY 

SANDIEGO-NOSC MIL 
Broersma, Ronald L. (ron@NOSC.MIL) 

Naval Ocean Systems Center 

Code: 914 
San Diego, CA 92152-5000 
(619) 553-2293 (DSN) 312-553-2293 

26.0.0.3 
26.1.0.3, 128.49.16.7 

26.3.0.3, 192.5.65.1 

26.5.0.3, 128.54.20.1 

26.12.0.3, 192.12.7.1 

26.15.0.3, 192.31.63.10 

26.16.0.3, 192.42.2.2 

(619) 553-2293 

SANDIEGO.MT.DDN.MIL 

NOSC-GW.NOSC.MIL 

NPRDC-GW.NAVY.MIL 

SDCSVAX-GW.UCSD.EDU 

SSSD-GW.SSSD.NAVY.MIL 
SCUBED-GW.SCUBED.COM 

GW-GRUNION.NOSC.MIL 

Figure A-5: Example of NSC File Entry 

PSN PSN NAME O&M PORT HOST NAME 
HOST CONFIGURATION 

CONNECT TYPE 

OBERURSEL ARMY 1 

3 

6 

7 

17 

OBERURSEL.MT.DDN.MIL DH 

C/30 
RHE-EDS.AF.MIL X.25 
PLEXUS-P/60(UNIX SYSTEM V) 

PCC-OBERSL.ARMY.MIL X.25 

GEAC-8215/PAD(ZOPAL) 

OBERURSEL-EMHl.ARMY.MIL X.25 
SPERRY-5000/80(UNIX SYSTEM V) 

OBL-LINK-GW.EUCOM.MIL X.25 
rMG/DRN-3200 

Figure A-6: Example of Host Configuration File Entry 



22 EXAMPLES DESCRIPTIONS OF NIC TABLES AND LISTS 

STATE/COUNTRY 

HOST NAME HOST ADDRESS 
ALABAMA 

ANNISTON-ASIMS.ARMY.MIL 26.11.0.204 

SITE ADDRESS 

Fort McClellan 

Building 144, Computer Room 
Anniston, AL 36205-5120 

Figure A-7: Example of Host Location File Entry 

STATE/COUNTRY 

HOST NAME 

ALABAMA 

ANNISTON.MT.DDN.MIL 

HOST ADDRESS SITE ADDRESS 

SITE CONTACT 

26.2.0.113 Anniston Army Depot 
USACC 

Network Control Center 
Building 363 
Anniston, AL 36201 
Cranmer, Ray 

(rcranmer0ANNISTON-EMHl.ARMY.MIL) 
(205) 235-6938 or 235-4195 

(DSN) 571-6938 or 571-4195 

Figure A-8: Example of TAC Location File Entry 
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IMPNUMBER NAME 
Coordinator Name (Network Mailbox) 

Net Address TAC/HOST/GW Name 
HostAdmin/Coord Name (Network Mailbox) 

1 OBERURSEL 
Wright, Chief (nso-oberursel0EUR.DCA.MIL) 

26.1.0.1 OBERURSEL.MT.DDN.MIL 
Wright, Chief (nsc-oberursel@EUR.DCA.MIL) 

26.6.0.1 PCC-OBERSL.ARMY.MIL 
Burski, Ann [No Mailbox] 

2 6 7 0.1 0BERURSEL-EMH1.ARMY.MIL 
welch, Richard A (ASQEXLDOMD01@OBERURSEL-EMH1.ARMY.MIL) 

26.8.0.187, 26.3.0.1 RHE-EDS.AF.MIL 
Phillips, Richard [No Mailbox] 

26 17.0.1, 192.42.244.1 0BL-LINK-GW.EUC0M.MIL 
Steck, Harry H. (LINKHELP@0BL-LINK.EUC0M.M1L) 

HOST NAME 
EMMC.DCA.MIL 

Figure A-9: Example of PSN-COORD File Entries 

HOST ADDRESS 
26.0.0.2 

HOST ADMINISTRATOR 
Moore, Richard 
(rmoore@FRG.BBN.COM) 

PATCH.MT.DDN.MIL 26.1.0.2 See NETINF0:MIL-NSC.TXT 

Figure A-10: Example of HADMINBYADDR File Entries 
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DOMAIN NAME 

CONTACT s NAME MAILBOX PHONE 

EDU 

Admin: NIC Hostmaster 

Tech : NIC Hostmaster 

Zone : NIC Hostmaster 

Hostmaster@NIC.DDN.MIL 

(800) 235-3155 (415) 859-3695 
Hostmaster@NIC.DDN.MIL 

(800) 235-3155 (415) 859-3695 
Hostmaster@NIC.DDN.MIL 

(800) 235-3155 (415) 859-3695 

Berkeley.EDU 

Admin: Henry, Robert W. 
Tech : Karels, Mike 

Zone : Karels, Mike 

rwh@UCBVAX.BERKELEY.EDU (415) 642-8493 
karels@UCBARPA.BERKELEY.EDU (415) 642-4948 

karels@UCBARPA.BERKELEY.EDU (415) 642-4948 

Figure A-ll: Example of Entries in Domain Contacts File 

(Top-level domain with no registered subdomains:) 

AR 

No known domains under this top level domain. 

(Top-level domain with numerous registered subdomains:) 

EDU 
ACUSD.EDU 
ALLEG.EDU 
ASC.EDU 
BAYLOR.EDU 
BGSU.EDU 

ADELPHI.EDU 

AMHERST.EDU 
ASU.EDU 
BELOIT.EDU 

BINGHAMTON.EDU 

ALASKA.EDU 

ANDREWS.EDU 
AUBURN.EDU 
Berkeley.EDU 

B0WD0IN.EDU 

ALBANY.EDU 

APPSTATE.EDU 
AUVM.EDU 

BETHEL.EDU 

BRADLEY.EDU 

ALFRED.EDU 

ARIZONA.EDU 

BATES.EDU 
BETHELKS.EDU 
BRANDEIS.EDU 

(remainder of entry)... 

Figure A-12: Example of Entries in Domain Information File 
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FILE FORMAT: 

ASN Number ASN Name 
Contact Name (NIC-identifier) Contact's Mailbox 

Contact's Phone Number 

1 The BBN Core Gateways 

Brescia, Michael (MB) BRESCIA0BBN.COM 

(617) 873-3662 

2 DCN-AS 

Mills, Dave (DLM1) MILLS@HUEY.UDEL.EDU 

(302) 451-8247 (302) 737-9212 

Figure A-13: Example of ASN File Entries 

FILE FORMAT: 

Network Number Network Name 

Contact Name (NIC-identifier) Contact's Mailbox 

Contact's Phone Number 

Class A Networks 

3.rrr.rrr.rrr 
Bradt, James E. (JEB50) 

(518) 387-7170 

GE-INTERNET 
bradt@CRD.GE.COM 

4.rrr.rrr.rrr 
Blumenthal, Steven H. (SHB) 

(617) 873-3197 

SATNET 
BLUMENTHAL @ BBN.COM 

Figure A-14: Example of NETWORK-CONTACTS File Entries 
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Host Administrator distribution: 

ACTION@GUNTER-ADAM.AT.MIL, 
adamec @ BRL.MIL, 

Adkins§ DOCKMASTER.NCSC.MIL, 
adm@ANKARA.AF.MIL, 

adm@RAMSTEIN2-EMH.AF.MIL, 

...(other entries)... 

Figure A-15: Sample Format of Distribution Lists 
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citations for DDN Management Bulletins, and one citation for a DDN Newsletter. 

Please contact Mary Stahl at (415) 859-4775 if you have any questions about 
the content of this deliverable. 

Franklin Kuo 
Acting Director 
Network Information Systems Center 

FFK:lv 
Enclosure 
cc: D. We11en (D712, DECCO) 

B. Camph 
G. Spence 

(SRI Project No. ECU-1050) 

Sincerely, 

SRI International 
333 Ravenswood Ave. • Menlo Park, CA 94025 • (415)326-6200 • TWX: 910-373-2046 • Telex: 334486 • Facsimile (415)326-5512 
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Europeens;^September Wo/rFC 1181. 2 p. PATHNAME !NJC.DDN.MIL 

RFC:RFC1181.TXT. 
«-f rsfprence for a european network 

This memo introduces the ux IP Europeens (RIPE). The 

to other networks on other continents, are present 

Borman, D.A., ed. TJln^r^gmGrSupri9 90 Octob^r^C 1184 . 23 p. ssjar5£ass,̂ csaw 
Obsoletes: RFC 1116 (NACC 3363 89) 

This memo describes the Telnet ̂ "^^g^i^ar^proiided on how 
standard for the Internet communi response time when typing in 
Linemode enables users to util time an thereby increasing network 
commands instead °^.*; !?g,hi OPtion in reducing costs (packets are 
traffic. The benefits of this option^in ^ ̂  explained. ̂  

SodeCbSnhaienbeeneadded tS this option and their functions are 

described. 
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Bowers, K.L.; LaQuey, T,L*^ pa"°. a'bibliography of internetworking 
Yuan, A. FYI on where, to start. A bib^ gat?0j;al Research 
information. Reston, VA. Co p 42 p. PATHNAME: NIC.DDN.MIL 
initiatives; 1990 August; RFC 117b. P-

RFC:RFC117 5.TXT. 

This memo contains a bibJlogfy?5errLt^rcrtocol (TCP/IP) 
Transmission Control is a compilation of abstracts of 
internetworking system. T^1S newsletters, RFCs, conferences, and 
articles, bibliographies books, newsletters^ ̂  ̂ use£ul he„ 

guides that the new or I T „A I 0I  how to use what the Internet has to 

offert^References ̂ provided for those who wish more in depth 

information on internetworking. 

Callon, R.W. Use.of OSI IS-IB 

SnSnS p Nic.DDN.MIL RFC:RFC1195 .PS. 

This memo specifies a" ̂ "gtted^routrng^protocol^ The^ 

protocol is based on pmtncol which is can be used as an 
Intra-Domain IS-IS Routing support the Transmission Control 

SS2S/5 
SS2SS. « their strengths and weaknesses. 

cerf, V.G. Thoughts on the National Research and Education Network. 



Reston, VA: Corporation for National Research Initiatives; 1990 July; 
RFC 1167. 8 p. PATHNAME: NIC.DDN.MIL RFC:RFC1167.TXT. 

The National Research and Education Network (NREN) is briefly outlined 
in this memo. The fundamental structure of the NREN (based on the 
existing Internet), the potential users of the service (commercial, 
private, military, and university) and the operational format of the 
national network are discussed in depth. 

Cerf, V.G.; Mills, K.L. Explaining the role of GOSIP. Arlington, VA: 
DARPA Internet Activities Board; 1990 August; RFC 1169. 15 p. 
PATHNAME: NIC.DDN.MIL RFC:RFC1169.TXT. 

[No abstract available for this document.] 

Cerf, V.G. IAB recommended policy on distributing internet identifier 
assignment and IAB recommended policy change to internet "connected" 
status. Reston, VA: Corporation for National Research Initiatives; 
1990 August; RFC 1174. 9 p. PATHNAME: NIC.DDN.MIL RFC:RFC1174.TXT. 

This document describes two recommended policy statements proposed by 
the Internet Activities Board (IAB) to the Federal Networking Council 
(FNC). The first recommendation is to modify the present policy on 
allocation and assignment of network and autonomous system numbers 
(ASN). The Internet Registry (IR) will assign blocks of numbers to 
Coordinating Committee for Intercontinental Research Network (CCIRN) 
approved organizations. The second recommendation is to discontinue 
the practise of having registered networks differentiated as 
connected" or "unconnected". Instead, it is recommended that the IR 

collect information on usage policy for various networks and make that 
information publically available. The memo closes with a discussion 
on the benefits of Policy Based Routing (PBR) based on networks. The 
effects of a network's status on the Domain Name Systems' operations 
are also explained. 

Crispin, M.R. Interactive Mail Access Protocol - version 2. 
Bainbridge Island, WA: Panda Programming; 1990 August; RFC 1176. 30 p. 
PATHNAME: NIC.DDN.MIL RFC:RFC1176.TXT. 

Obsoletes: RFC 1064 (NACC 3078-88) 

[No abstract available for this document.] 

Everhart, C.F.; Mamakos, L.A.; Ullmann, R.; Mockapetris, P.V. New DNS 
RR definitions. Pittsburgh, PA: Transarc Corp.; 1990 October; RFC 
1183. 11 p. PATHNAME: NIC.DDN.MIL RFC:RFC1183.TXT. 
Updates: RFC 1034 (NACC 2529-87); RFC 1035 (NACC 2530-87) 

This memo defines the new Resource Records (RRs) format for the Domain 
Name System (DNS). In depth descriptions of these definitions are 
provided in three separate sections. They are: the location of Andrew 
File System (AFS) database servers, the location of responsible 
persons, and the representation of X.25 and Integrated Service Digital 
Network (ISDN) addresses and route binding. 

Ferrari, D. Client requirements for real-time communication services. 



Berkeley, CA: University of California; 1990 November; RFC 1193. 24 p. 
PATHNAME: NIC.DDN.MIL RFC:RFC1193.TXT. 

The client requirements and characteristics of a real-time 
communication service are discussed in this memo. Client requests, 
performance requirements (including system reliability), desired 
properties (such as sequencing and service setup time), and the 
inevitable translating requirements encountered when modifying a 
clients request to an equivalent lower-level one are all discussed in 
sections 2 through 5 of this memo. Section 6 offers examples of 
client requests and section 7 presents possible objections to the 
presented approach. 

Fougner, R.B. Public key standards and licenses. Sunnyvale, CA: 
Public Key Partners; 1991 January; RFC 1170. 2 p. PATHNAME: 
NIC.DDN.MIL RFC:RFC1170.TXT. 

This memo states that the Massachusetts Institute of Technology (MIT) 
has granted Public Key Partners exclusive rights to several of their 
public key related patents. This document also gives assurances that 
licenses to practise RSA signatures will be available. 

Jacobson, V.; Braden, R.T.; Zhang, L. TCP extension for high-speed 
paths. Berkeley, CA: University of California, Lawrence Berkeley Lab.; 
1990 October; RFC 1185. 21 p. PATHNAME: NIC.DDN.MIL RFC:RFC1185.TXT. 

An extention to the Transmission Control Protocol (TCP) for high-speed 
paths is proposed in this memo. With the improvements in transmission 
speeds initiated by the introduction of fiber optics, TCP needs to be 
upgraded. The parameters of this extension in relation to the Maximun 
Segment Lifetime (MSL), the TCP sequence number, and the round-trip 
delay are all discussed in depth. Also discussed are methods designed 
to retain TCP reliability in detecting duplicate segments and 
sequencing of data messages. Information on how to protect against 
old duplicates in TCP is contained in the appendix. 

Kahin, B., ed. Commercialization of the Internet summary report. 
Cambridge, MA: Harvard University; 1990 November; RFC 1192. 13 p. 
PATHNAME: NIC.DDN.MIL RFC:RFC1192.TXT. 

[No abstract available for this document.] 

Katz, D. Proposed standard for the transmission of IP datagrams over 
FDDI networks. Ann Arbor, MI: University of Michigan, Merit Computer 
Network; 1990 October; RFC 1188. 11 p. PATHNAME: NIC.DDN.MIL 

RFC:RFC1188.TXT. 
Obsoletes: RFC 1103 (NACC 3300-89) 

This RFC proposes a standard for the transmission of Internet Protocol 
(IP) datagrams and Address Resolution Protocol (ARP) requests and 
replies over Fiber Distributed Data Interface (FDDI) networks. 
Details necesary for IP ad ARP packet format are given. One set of 
standards, the FDDI, discussed in this memo correspond to the IEEE 802 
MAC layer. The other set used for the Data Link Service is provided 
by the IEEE 802.2 Logical Link Control (LLC) service. 



KlparktrCA^qpT?TnJahl\"'K*i? Recker' M* Fernet numbers. Menlo 
Tnfv.' ppA SRI International, DDN Network Information Center; 1990 
iv' ? 1166- 182 p. PATHNAME: NIC.DDN.MIL RFC:RFC1166.TXT 

1020S(NAC;S25?8-87j17 ̂  3364"89>' RFC 1062 <*** 3074-88)'; RFC 

The internet (lp) numbers and Autonomous System Numbers (ASNs) 
assigned by the Network Information Center are listed in this RFC. In 
addition, each registered network or autonomous system is listed bv 
number. The name, network handle, organization, and mailbox for each 
person responsible for a network or system is given. References to 
pertinent documents are also included. 

Libes, D. Choosing a name for your computer. Gaithersburg, MD: 

1990°Auaust- RP?fi?7tndordS &nd Technolo9y' Integrated Systems Group; 
August, RFC 1178. 8 p. PATHNAME: NIC.DDN.MIL RFC:RFC1178.TXT. 

Some guidelines for choosing a name for your computer are listed in 
his memo.. The author explains common pitfalls users have when trying 
^fiyfQUniqUe names their computers. The most common naming 
sDelllno<? _ naming the machine after yourself, using alternate 
putting 5esernble those used in domain naming, and 
?n Jit!!! dl9its at the beginning of the name. The memo then proceeds 
thJJi « g°od naming proceedures such as picking works that belong to a 

conversIS™?' 316 r"ely US6d ln j°b sPeci£i= °r 

Malkin, G.S.; Marine, A.N.; Reynolds, J.K. FYI on Questions and 
Answers: Answers to commonly asked "new internet user" questions. 
akefield, MA: FTP Software, Inc.; 1990 August* RFC 1177 24 n 

PATHNAME: NIC.DDN.MIL RFC:RFC1177!TXT. 9USt' RFC 117?* 24 P* 

[No abstract available for this document.] 

MCMo??hlin' L^' 6d' Line Printer daemon protocol. Palo Alto, CA: 
urn1°"gong Gr°up, Inc; 1990 August; RFC 1179. 14 p. PATHNAME* 
NIC.DDN.MIL RFC:RFC1179.TXT. 

rnLoi?6 Pr^tSf Dfe™on Protocol is detailed in this Request for 
Sifter ;nno?e BerkfJey Un?"? (tm> grating system provides line 

w * spooling with a collection of programs. It is these proqrams 
comn^nteraf Wfth the line printer daem°n- This memo present 
complete explanations of the print server protocol specifications 
which include file formats for control and data files. 

Mogul, J.C.; Deering, S.E. Path MTU discovery. Palo Alto, CA: Diaital 
Equipment Corp., Western Research Lab.; 1990 November* RFC 1191 19 
PATHNAME: NIC.DDN.MIL RFC:RFC1191.TXT. ' 1191' 19 P' 
Obsoletes: RFC 1063 (NACC 2748-88) 

Arbitrary Path Maximum Transmission Unit (PMTU) size cannot at the 
moment be reliably manipulated by all systems on the Fernet. This 
memo seeks to describe a technique using the Don't Fragment (DF) bit 

capSmiv e"rS5a'e header that "iU enable ™ SSit 
capability to route a message even if a change in PMTU is necessary. 



The host specification, routing specification, host processing, and 
host implementation of the PMTU Discovery tool is described. PMTU 
information, data storage and purging procedures, as well as how the 
TCP layer must track the PMTU for the destination of a connection, is 
discussed in the latter half of the memo. 

Perkins, D. Point-to-Point Protocol for the transmission of 
multi-protocol datagrams over Point-to-Point links. Pittsburgh, PA: 
Carnegie-Mellon University; 1990 July; RFC 1171. 48 p. PATHNAME: 
NIC.DDN.MIL RFC:RFC1171.TXT. 

Obsoletes: RFC 1134 (NACC 3490-89) 

This document specifies a standard encapsulation protocol for 
point-to-point links. Detailed explanations are given for the three 
components of the Point-to-Point Protocol (PPP). The three components 
are: a method for encapsulating datagrams over serial links; an 
extensible Link Control Protocol (LCP); and a family of Network 
Control Protocols (NCP) for establishing and configuring different 
network-layer protocols. The document is further divided into 
sections that cover the PPP Physical Layer requirements, the Data Link 
layer, the frame structure, and an in depth description of the Link 
Control Protocol. 

Perkins, D.; Hobby, R. Point-to-Point Protocol (PPP) initial 
configuration options. Pittsburgh, PA: Carnegie-Mellon University; 
1990 July; RFC 1172. 38 p. PATHNAME: NIC.DDN.MIL RFC:RFC1172.TXT. 

This document supports RFC 1171 "The Point-to-Point Protocol for the 
Transmission of Multi-Protocol Datagrams Over Point-to Point Links". 
This memo defines the initial options used by the Link Control 
Protocol (LCP) and Internet Protocol Control Protocol (IPCP). Also 
defined is a method of Link Quality Monitoring, and a simple Password 
Authentication Protocol (PAP). 

Rivest, R.L. MD4 message digest algorithm. Cambridge, MA: 
Massachusetts Inst, of Tech., Lab. for Computer Science; 1990 October; 
RFC 1186. 18 p. PATHNAME: NIC.DDN.MIL RFC:RFC1186.TXT. 

This memo describes the MD4 message digest algorithm specification. 
The method by which this algorithm produces a "fingerprint" or 
"message digest" using input of arbitrary length is presented. 
Several other features of the MD4 algorithm are explained; such as its 
ability to work fast on 32-bit machines, its ability to compress large 
files, and its ability to be coded compactly without requiring any 
large substitution tables. 

Rose, M.T.; McCloghrie, K.; Davin, J.R. Bulk table retrieval with the 
SNMP. Mountain View, CA: Performance Systems International, Inc.; 1990 
October; RFC 1187. 12 p. PATHNAME: NIC.DDN.MIL RFC:RFC1187.TXT. 

This memo discusses several algorithms currently being tested for bulk 
table retrieval using the Simple Network Management Protocol (SNMP). 
Some discussion of the SNMP's get-next operator and its ability to do 
bulk table retrieval is presented. Two other algorithms for bulk 
table retrieval with SNMP are described in depth. They are the 
pipelined algorithm and the parallel algorithm. 



Scheifler, R.W. FYI on the X window system. Cambridge, MA: 
Inst* of Techw Lab. for Computer Science; 1991 January; 

RFC 1198. 3 p. PATHNAME: NIC.DDN.MIL RFC:RFC1198.TXT. 

This Request for Comments/For Your Information memo presents a listing 
of published documents that are standards of the Massachusetts 
Institute of Technology X Consortium. This listing also contains a 
ist of MIT standards in draft form. Instructions on how to obtain 
information included in the MIT X software distribution is also given. 

Sherman, M. Using ODA for translating multimedia information. 
Pittsburgh, PA: Carnegie Mellon University, Information Technology 
Center; 1990 December; RFC 1197. 2 p. PATHNAME: NIC.DDN.MIL 
RFC:RFC1197.TXT. 

memo describes the experience one group had implementing the ISO 
8613: Office Document Architecture (ODA) as an interchange medium for 
submitting research proposals via electronic mail. Rationale for the 
need of a document application profile (DAP) defining common entities 
contained in the ODA is also presented. 

Socolofsky, T.J.; Kale, C.J. TCP/IP tutorial. Edinburgh, United 
Kingdom: Spider Systems Ltd.; 1991 January; RFC 1180. 28 p. PATHNAME* 
NIC.DDN.MIL RFC:RFC1180.TXT. 

T°?cICiC' C*' 6d' Experimental Internet Stream Protocol, version 2 
(ST-II). Cambridge, MA: CIP Working Group; 1990 October; RFC 1190. 148 
p. PATHNAME: NIC.DDN.MIL RFC:RFC1190.TXT. 
Obsoletes: IEN 119 (NACC 1154-79) 

The specifications for the Internet Stream Protocol (ST) are presented 
m this memo. This IP-layer protocol is designed to provide 
end-to-end guaranteed service across an internet. This document 
presents details as to why ST provides the ideal support for 
situations that need real-time voice, video and pointer data in 
multi-site conference enviroments among other things. ST uses a flow 
specification to describe the required characteristics of a stream. 
FlowSpec as this specification is called has three functions which are 
described in depth. These functions are first to establish packet 
size boundries, second to tally accrued delay time the packet 
®*?e^iences in transit to see the target wants to receive it, and 
third, to send the message back to its origin if the target doesn't 
accept the packet. 

VanBokkelen, J. Responsibilities of host and network managers: A 
summary of the "oral tradition" of the Internet. Wakefield, MA: FTP 
Software, Inc.; 1990 August; RFC 1173. 5 p. PATHNAME: NIC.DDN.MIL 
RFC:RFC1173.TXT. 

This RFC provides a summary of host and network manager 
responsibilities to the Internet. The Internet's "Oral Tradition" of 
conventions to be followed by system users is presented. Network-wide 
problems and resolutions for those problems are discussed briefly. 
This memo focuses on the need to have timely responses to those 



situations that may retard network efficiency and to be aware that the 
Internet, as it is currently structured, is not secured from 
unauthorized users. 

Warrier, U.S.; Besaw, L.; LaBarre, L.; Handspicker, B.D. Common 
Management Information Services and Protocols for the *n^net (CMi° ] 
and (CMIP). Los Angeles, CA: NetLabs? 1990 October; RFC 1189. 15 p. 
PATHNAME: NIC.DDN.MIL RFC:RFC1189.TXT. 

Obsoletes: RFC 1095 (NACC 3232-89) 

The International Organization for Standardization's (ISO) Common 
Management Information Services/Common Management .In*°™*tion Protocol 
(CMIS/CMIP) network management architecture used to controi an 
monitor information between a manager and a remote network structure 
on the internet is fully defined in this paper. SPeC1^" *£°!Js/CMIp 
emplementing the International Standard (IS) version of the <CMIS/ 
over OSI and IP -based transport protocols are given. CMISE, ACS , 
ROSE, and CMOT, the four protocols for which implementors' J^®®mentS 
are needed, are fully explained in their own individual sections. 

Westine, A.; DeSchon, A.L.; Postel, J.B.; Ward, C.E. Intermail and 
Commercial Mail Relay services. Marina del Rey, CA: 1168 
Southern California, Information Sciences Inst.; 1990 July, RFC 1168. 
23 p. PATHNAME: NIC.DDN.MIL RFC:RFC1168.PS. 

The history and evolution of the Intermail and Commercial 
is discussed in this memo. Several mail systems, including Telemail, 
MCI Mail and Dialcom are described. The problems they present ̂  
attempting to establish interoperability with the Internet ,are defined 
and a solution in the form of Intermail and Commercial Mail Relay 
(CMR) services is presented. 

7immerman D P. Finger User Information Protocol. Piscataway, NJ: 
Rutgers' -The Stat! university, Center for Discrete , 
Theoretical Computer Science; 1990 November; RFC 1194. 12 p. PATHNAME. 
NIC.DDN.MIL RFC:RFC1194.TXT. ... ,NACC 

Obsoletes: RFC 742 (NACC 0711-77) Obsoleted-by: RFC 1196 (NACC 
3654-90) 

The Finger User Information Protocol is detailed in this paper. The 
protocol's versatility is described as is Finger is 
unwanted intrusion from the outside. Due to the fact that linger is 
one of the protocols at the security perimeter of a host, this memo 
presents detailed comments and suggestions that the system 
administrator must or should consider when implementing Finger over 
the Remote User Information Program (RUIP). 

71mmerman D P Finger User Information Protocol. Piscataway, NJ: 
"£££'-il* state university, Center for Discrete Mather,at: 

Theoretical Computer Science; 1990 December; RFC 1196. 12 p. PATHNAME. 
NIC.DDN.MIL RFC:RFC1196.TXT. 

Obsoletes: RFC 1194 (NACC 3636-90) 

The Finger User Information Protocol is described in this memo. The 
p^poX'of this protocol, as a tool providing an interface to a remote 
user information program (RUIP), is fully detailed. Security 



US±ng th±S Protoco1 are explained as is a 
lanfication of the expected communication between two ends of 

Finger connection. 



Defense Communications Agency/ DDN Defense Communications System. 
Defense Data Network security bulletin 9009: SunView selection_svc 
vulnerability. Menlo Park, CA: SRI International, DDN Security 
Coordination Center; 1990 August 16; DDN Security Bull. 9009. 2 p. 

This DDN Security Bulletin describes a patch recently released by Sun 
for securing a hole in SunView. All versions of SunOS and all 
platforms are affected by this vulnerability in the SunTools 
selection svc facility. The memo states that the problem is specific 
to Sun's SunView software. Information for obtaining the patch is 
given. 

Defense Communications Agency, DDN Defense Communications System. 
Defense Data Network security bulletin 9010: Sun Microsystems Customer 
Warning System established. Menlo Park, CA: SRI International, DDN 
Security Coordination Center; 1990 August 16; DDN Security Bull. 9010. 

This DDN Security Bulletin describes a newly established Customer 
Warning System by Sun Microsystems designed to handle computer 
security. This memo offers the email address for reporting possible 
security problems and also explains the formal procedures users should 
follow when reporting possible security problems. 

Defense Communications Agency, DDN Defense Communications System. 
Defense Data Network security bulletin 9011: NeXT's system software: 
Four problems. Menlo Park, CA: SRI International, DDN Security 
Coordination Center; 1990 October 3; DDN Security Bull. 9011. 4 p. 

This DDN Security bulletin announces four problems currently exhibited 
in the Release 1.0 or 1.0a NeXT system software. A description of the 
four problems, their impact on users and the resolutions to these 
problems are given. 

Defense Communications Agency, DDN Defense Communications System. 
Defense Data Network security bulletin 9012:VMS security problem. 
Menlo Park, CA: SRI International, DDN Security Coordination Center; 
1990 October 29; DDN Security Bull. 9012. 3 p. 

This DDN Security Bulletin reports a problem with the Digital VMS 
Software. In certain versions (4.0 to 5.4) of this software program, 
non-privileged users can acquire system privileges through the 
ANALYZE/PROCESS-DUMP routine. The information necessary to correct 
this system's vulnerability is presented. Users are welcome to contact 
the Digital Equipment Corporation if they have any other concerns. 

Defense Communications Agency, DDN Defense Communications System. 
Defense Data Network security bulletin 9013: VAX/VMS break-ins. Menl 
Park, CA: SRI International, DDN Security Coordination Center; 1990 
November 13; DDN Security Bull. 9013. 3 p. 



This DDN security bulletin informs users of VAX/VMS systems that there 
is a persistant intruder breaking into privileged and non—privileged 
accounts. The method used by the intruder is described. Suggestions 
for preventing future intrusions are offered. It is recommended that 
users check their auditing and accounting systems especially if those 
systems have been disabled for a period of time. 

These are the citations for the DDN Management Bulletins. 

Defense Communications Agency, DDN Defense Communications System. 
Defense Data Network management bulletin 74: MILNET gateway and 
Internet traffic homing announcement. Menlo Park, CA: SRI 
International, DDN Network Information Center; 1990 July 11; DDN Mat 
Bull. 74. 7 p. 
Obsoletes: DDN Mgt Bull. 49 (NACC 3177-88); DDN Mgt Bull. 53 (NACC 
3182-89) v 

This DDN management bulletin defines some software configuration 
changes that must be changed in each MILNET gateway so that the 
Exterior Gateway Protocol (EGP) Service will function. Also defined 
are the software configuration changes that must be applied to MILNET 
hosts when sending traffic to users on the Internet. Changes to the 
mailbridges are scheduled to occur the weekend of 10 August 90. A 
list of the gateways and host that will be affected by these changes 
is provided. 

Defense Communications Agency, DDN Defense Communications System. 
Defense Data Network management bulletin 75: Defense Data Network 
mailbridges/core gateways. Menlo Park, CA: SRI International, DDN 
Network Information Center; 1990 August 1; DDN Mgt. Bull. 75. 2 p 

This DDN management bulletin corrects the Randolph AFB Internet 
address that was incorrectly listed in DDN management bulletin 74. 
Also discussed in this bulletin are the 800 numbers that should be 
used when clients have questions regarding network assignments. The 
rest of the bulletin focuses on actions that have been taken to solve 
mailbridge problems. 

Defense Communications Agency, DDN Defense Communications System. 
Defense Data Network management bulletin 76: TAC user registration 
clarification. Menlo Park, CA: SRI International, DDN Network 
Information Center; 1990 August 24; DDN Mgt. Bull. 76. 1 p. 

[ No abstract available for this document. ] 

Defense Communications Agency, DDN Defense Communications System. 
Defense Data Network management bulletin 77: DDN/MILNET TAC herald. 
Menlo Park, CA: SRI International, DDN Network Information Center; 
1990 November 8; DDN Mgt. Bull. 77. 1 p. 

The change in the MILNET Terminal Access Controller (TAC) herald is 
announced in this DDN management bulletin. As of 15 November 1990, 
the TAC banner will no longer identify to the addressee that this 



system belongs to the DDN/MILNET. It is stressed that unauthorized 
use of the DDN/MILNET is not permitted. 

Defense Communications Agency, DDN Defense Communications System. 
Defense Data Network management bulletin 78: Defense Data Network 
(MILNET) mailbridge problems. Menlo Park, CA: SRI International, DDN 
Network Information Center; 1990 November 20; DDN Mgt. Bull. 78. 1 p. 

MILNET users are informed that a table limitation in the mailbridge 
function providing Exterior Gateway Protocol (EGP) service has been 
reached. Users may experience difficulty with certain gateways not 
successfully exchanging routing information. It is planned that 
effective 1 Dec 90 an interim solution consisting of expanding the 
table sizes will be installed. Phone numbers for users experiencing 
gateway difficulties are provided. 

Defense Communications Agency, DDN Defense Communications System. 
Defense Data Network management bulletin 79: Usage Sensitive Billing 
(USB) service desk change. Menlo Park, CA: SRI International, DDN 
Network Information Center; 1990 December 21; DDN Mgt. Bull. 79. 1 p. 

Obsoletes: DDN Mgt. Bull. 70 (NACC 3557-90) 

This DDN management bulletin announces the change in hours and 
structure of the Usage Sensitive Billing service desk. The level of 
support for users will not change. The major change is that users are 
requested to call the NIC hotline number instead of the previously 
advertised USB number. 

Defense Communications Agency, DDN Defense Communications System. 
Defense Data Network management bulletin 80: Registration of IP 
network numbers. Menlo Park, CA: SRI International, DDN Network 
Information Center; 1990 December 21; DDN Mgt. Bull. 80. 2 p. 

This DDN management bulletin announces the reinstatement of the 
"connected" and "unconnected" distinction when registering or 
requesting an IP network number. Effective immediately, clients 
wishing to obtain an IP network number with "connected" status must 
identify a government sponsor authorizing their connection. Those^ 
users with "connected" status only will appear via the WHOIS service. 

Defense Communications Agency, DDN Defense Communications System. 
DCSO reorganization. Menlo Park, CA: SRI International, DDN Network 
Information Center; 1990 December 18; DDN News 58. 8 p. 
Obsoletes: DDN News 57 (NACC 3169-88) 

This Defense Data Network newsletter lists the current organizational 
chart that became effective after the Defense Communication System 
Organization's reorganization of December 1990. Only those personnel 
involved in the DDN are listed. 
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Marketing Resources Directory 

This directory is intended to make it easy tor you to contact others at SRI who 
can provide marketing assistance. Some are full-time marketers, some are 
part-time, some are account executives, and some are researchers or 
consultants. All are willing to help, but all have many demands on their time. 
Hence, to get their help it is essential that you use their time wisely and follow-
up promptly. The directory is published by the Marketing Information Center. 
Please direct any questions or comments to Fran Magee, AG320, x4227. 

This directory has been developed for the sole use and benefit of employees of 
SRI International. No employee of SRI International is authorized to make any 
portion of this material available to anyone outside SRI International. 
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COMMERCIAL MARKETING 
MENLO PARK STAFF 

David Keaton (MP) 
Tel: (415) 859-2152 
Loc: AC315 

Frank Greenman (MP) 

Tel: (415) 859-5007 
Loc: EL159 

Fran Magee 
Tel: (415) 859-4227 
Loc: AG322 

David Bour (MP) 

Tel: (415) 859-3452 
Loc: AG310 

Richard Knock (MP) 

Tel: (415) 859-5315 
Loc: AG307 

Phyllis Hamilton (MP) 
Tel: (415) 859-3253 
Loc: AG319 

Marketing Representative: 
Richard Pite (MP) 

Tel: (415) 859-4679 
Loc: AG314 

Vice President 
Corporate commercial sales 

Vice President 
Commercial marketing 
Engineering Research Group 

Manager 
Marketing Information Center 

Commercial marketing coordinator, Sciences Group 

Commercial marketing coordinator, Engineering 
Research Group 

Associate Director, International Planning and 
Coordination 

Coordinates visits 
Provides SRI qualification material 
Administers client survey 
Conducts competitive assessments 

Coordinates marketing effort of multi-client projects 
Conducts telephone surveys 
Provides assistance in telemarketing 
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Commercial Marketing 

TERRITORIAL RESPONSIBILITIES OF U.S./CANADA REGIONAL 
MARKETING DIRECTORS 

U.S. Eastern Regional Marketing Office 

Soren K. Jensen 
Tel: (609) 734-2108 
Fax: (609) 734-2045 
Loc: DSRC 

Princeton, NJ 

Connecticut, southern (Fairfield 
County) 

Delaware 
New York City and Long Island 

(except financial services 
companies, see Brownstein) 

New York State, southern tip 
(including Westchester County) 

North Carolina (excluding Charlotte 
and southern part, see McCormack) 

Philadelphia Metropolitan Area 
Virginia 
Washington, D.C. 

Key Accounts 
Bristol Myers 
Du Pont 
Union Carbide 

Ronald G. Brownstein 
Tel: (609) 734-2108 
Fax: (609) 734-2045 
Loc: DSRC 

Princeton, NJ 

Connecticut (north of Danbury and 
New Haven) 

Florida (manufacturing companies) 
Maryland 
Maine 
Massachusetts 
New Hampshire 
New Jersey 
New York City (financial services 

companies only) 
New York State (except southern 

portion, see Jensen) 
Pennsylvania, eastern (except 

Philadelphia, see Jensen) 
Rhode Island 
Vermont 

Key Accounts 
AMP 
Digital Equipment 
Johnson & Johnson 
New York Stock 

Exchange 
Tupperware 
Merck 
Nabisco 
Eastman Kodak 
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Commercial Marketing 

TERRITORIAL RESPONSIBILITIES OF U.S./CANADA REGIONAL 
MARKETING DIRECTORS 

U.S. Midwestern Regional Marketing Offices 

Andrew W. Cherones 
Tel: (313) 647-7780 
Fax: (313) 647-4439 
Loc: Detroit, Ml 

Illinois, including all accounts in 
Chicago not handled by B. Ward 

Iowa 
Kansas 
Michigan 
Minnesota 
Missouri 
Nebraska 
North and South Dakota 
Wisconsin 

Key Accounts 
Amoco 
Ford 
Gas Research Inst. 
Sears 
Union Pacific 
Koch 
General Motors 

Brian Ward 
Tel: (513) 772-4305 
Fax: (513) 772-3914 
Loc: Cincinnati, OF! 

Indiana 
Kentucky 
Ohio 
Pennsylvania, western through 

Pittsburg 
Tennessee 
West Virginia 

Also: accounts in Chicago—Abbott, 
NALCO, Baxter, Caterpillar, G.D. 
Searle, Sandoz AG Chemical, S.C. 
Johnson 

Key Accounts 
Procter & Gamble 
PPG 
NCR 
NALCO 
Eli Lily 
U.S. Dept. of 

Energy 
ALCOA 
S.C. Johnson 
Federal Express 
Westinghouse 

* 
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Commercial Marketing 

TERRITORIAL RESPONSIBILITIES OF U.S./CANADA REGIONAL 
MARKETING DIRECTORS 

U.S. Southwest Regional Marketing Office 

* 

Gregory M. McCormack 
Tel: (713) 358-6905 
Fax: (713) 358-7053 
Loc: Houston, TX 

Alabama 
Arkansas 
Florida 
Georgia 
Louisiana 
Mississippi 
Missouri (St. Louis, process 

industries) 
New Mexico 
North Carolina, southern (including 

Charlotte, excluding Raleigh) 
Oklahoma 
South Carolina 
Texas 

Key Accounts 
Exxon 
Shell 
ARCO 
Occidental 

Petroleum 

Also: Monsanto Corporation in St. 
Louis 

• 

U.S. Western Regional Marketing Office and Canada 

Ruth Claringbull (MP) 
Tel: (415) 859-4413 
Fax: (415) 326-5512 
Loc: AG309 

Alaska 
Arizona 
California 
Colorado 
Hawaii 
Idaho 
Montana 
Nevada 
Oregon 
Utah 
Washington 
Wyoming 

Key Accounts 
Bechtel 
Chevron 
Royal Bank of Canada 
ARCO 
Southern Cal Edison 
Bank of America 
TRT Alberta 
Industry, Science & 

Technology of Canada 

Canada 
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Commercial Marketing 

MARKETING INFORMATION CENTER (MIC) - MENLO PARK 

Fran Magee, Manager 
Tel: (415) 859-4227 
Loc: AG322 

Mark Andreasen 
Tel: (415) 859-5945 
Loc: AG320 

Ann McCardy 
Tel: (415) 859-3450 
Loc: AG320 

Sean O'Connor 
Tel: (415) 859-3276 
Loc: AG323 

Lisa Johnson-Reyes 
Tel: (415) 859-2716 
Loc: AG317 

The purpose of the Commercial Marketing Information Center (MIC) is to assist in 
marketing-related activities; the Center serves all of SRI. 

Current Services 

• Provide summaries of SRI activity with a particular client (January 1985 to 
present) 

• Provide client lists by city, state, country or region 

• Multiclient program subscribers 

• Administer and track Corporate Leads Committee (CLC) assignments 

• Analysis of sales by region, group, and line of business 

• Keyword searches for projects and proposals 

• Maintain files and issue copies of client contact reports 

Provide various information from Lotus CD/ROM database including: 
- Financial and stock information, analysts' reports, and trade press 

abstracts for over 12,000 public companies 
- Summary information on over 100,000 U.S. private companies including 

parent companies, subsidiaries, and divisions of major companies 
- Financial information on 4,600 leading companies in 24 foreign countries 
- Customized list of companies based on selected financial, geographic, 

and industry criteria 
• Provide Predicasts F&S index for further company, product, and industry 

information, including abstracts 
• Provide 1990 editions of Domestic and International Corporate Affiliates 

Directories 
• Provide IBM USERID accounts for on-line inquiry access to MIC Client/Prospect 

Tracking System (CPTS) database and train representatives from each center, 
field, and foreign office as requested. 



Commercial Marketing 

KEY ACCOUNT COMPANIES 

Key Account Regional 
Company Location Executive Partner 

A B B  H o l d i n g  Stockholm/Atlanta R. Shelton 1. Napier 
Air Prod. & Chem. Allentown K. Colmen R. Brownstein 
AMOCO Chicago A. Chait A. Cherones 
ANZ Bank Melbourne N. Coberly 1. Buchanan 
ARCO Los Angeles W. Schumacher G. McCormack 

Asahi Chem. Ind. Tokyo T. Sasano 
Bayer Bayerwerk F. Stahel G. von Haunalter 
BASF Ludwigshafen Rhein L. Carmichael T. Ruess 
Bechtel San Francisco R. Shelton R. Claringbull 
Bristol-Meyers New York City J. George K.Jensen 

British Petroleum pic London P. Michelon E. Anderson 
Bull HN Billerica/Paris C. Sandberg G. Chretien 
CEPSA Madrid R. Mulach 
Chevron San Francisco J. Henry R. Claringbull 
Ciba Geigy Basel F. Stahel G. von Haunalter 
Credit Lyonnais Paris G. Moutet 
duPont Wilmington J. Harsch K.Jensen 
Enimont/ENI/ Milan/Rome T. Ruess G. Del Re 

Montedison 
EPRI Palo Alto D. Bour Oliver Yu 
Exxon Houston W. Schumacher G. McCormack 
Fiat Turin J. Rudzinski G. Del Re 
Finmecannica Rome R.Johnson G. Del Re 
Ford Detroit G. Marsh A. Cherones 
Fujitsu Tokyo N. Nielsen S. Ogata 
GE Plastics Pittsfield E. Cvitkovic 
GRI Chicago D. Bour A. Cherones 
Hitachi Tokyo K. Suzuki K. Inouye 
Hoechst-Celanese Bridgewater E. Cvitkovic 

K. Inouye 

IBM White Plains K. Suzuki K. Jensen 
ICI (UK) London E. Anderson 
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Commercial Marketing 

KEY ACCOUNT COMPANIES (continued) 

Key Account Regional 
Company Location Executive Partner 

J & J Brunswick J. George R. Brownstein 
Japan Tobacco Tokyo O. Hirose 
Kirin Tokyo H. Sekiya 
Kodak Rochester D. Hankin R. Brownstein 
Mitsubishi Kasei Tokyo J. Shimosato 

Nabisco E. Hanover E. Wood R. Brownstein 
Nissan Tokyo O. Hirose G. Marsh 
NTT Tokyo O. Hirose 
Occidental Petroleum Los Angeles W. Schumacher G. McCormack 

Osaka Gas Osaka P.Jorgensen 0. Hirose 

P&G Cincinnati W. Ferry B. Ward 
Polaroid Cambridge J. Anglim R. Brownstein 

Rhone-Poulenc Courbevoie P. Michelon E. Anderson 

Royal Bank of Toronto D. Kreps R. Claringbull 
Canada 
Saudi (Government) Riyadh D. Baron F. Siddiqui 

Sears Chicago D. McConnell A. Cherones 

Shell U.S. Houston K. Colmen G. McCormack 

Shimizu Tokyo O. Hirose R. Shelton 

Stat Oil Fonts T. Boyce 
Sumitomo Chemicals Osaka J. Shimosato R. Brownstein 

Teli Nynashamn 1. Napier D. Gibby 

Thomson-CSF Paris G. Chretien 

Toray Ind. Tokyo T. Sasano 

Union Carbide Danbury J. Blackford K.Jensen 

Unisys Blue Bell, PA L. Fried R. Brownstein 

Visa San Mateo M. Wheeler D. Gibby 

Vitro Garza Garcia A. Chait E. Rodriguez-Puente 

VW Wolfsburg P. Weisshuhn N. Stoller 
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Commercial Marketing 

INTERNATIONAL REGIONAL CONSULTING OFFICES 

SRI Europe-London 
Menlo Park House 
4 Addiscombe Road 
Croydon CRO 5TT 
England 

Phone: 011 + 44 + 81 + 686-5555 
Fax: 011 + 44 + 81 + 760-0635 
Robert S. Mellberg, Executive Director 

SRI Europe-Paris 
6, Avenue Marceau 
75008 Paris, France 

Phone: 011 +33 + 1 +40 + 70 + 00 + 04 
Fax: 011 + 33 + 1 + 47 + 20 + 91 + 28 
Jean Claude Tourret, Regional Vice President 

SRI-Frankfurt 
Ulmenstrasse, 23 
6000 Frankfurt M1, West Germany 

Phone: 011 +49 + 69 + 7201 51 
Fax: 011 + 49 + 69 + 72 15 58 
Hubert Leibinger, Regional Director 

SRI-Ziirich 
Process Industries Regional Hq. 
Pelikanstrasse 37 
8001 Zurich, Switzerland 

Phone: 011 + 41 + 1 + 211 06 36 
Fax: 011 + 41 + 1 + 211 + 61 08 
T.A. Ruess, Director 

Cambridge Computer Science 
Research Centre 
Suites 22 and 23 
Miller's Yard, Mill Lane 
Cambridge CB2, 1 RQ, England 

Phone:011 + 44 + 223 + 324146 
Fax: 011 + 44 + 223 460402 
Stephen G. Pulman, Director 

SRI-East Asia 
Imperial Tower 9th Floor 
1-1 Uchisaiwaicho 1-chome 
Chiyoda-ku, Tokyo 100, Japan 

Phone: 011 + 81 + 3 + 501-7161 
Fax: 011 + 81 + 3 + 501-5580 
Osamu Hirose, Regional Vice President 

SRI-Southeast Asia 
70 Shenton Way, #19-01/02/03 
Marina House 
Singapore 0207 

Phone: 011-65-227-8122 
Fax: 011-65-227-8322 
Ian Buchanan, Regional Vice President 

\ 
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Commercial Marketing 

INTERNATIONAL REGIONAL MARKETING OFFICES 

Japan (Tokyo Office) 
Tel: 011-81-3-501-7161 
Fax: 011-81-3-501-5580 

Imperial Tower 9th Floor 
1-1 Uchisaiwaicho 1-chome 
Chiyoda-ku, Tokyo 100 Japan 

* 
SRI-Milan 
Via Lanzone 6 
20123 Milan, Italy 

Tel: 011 + 39 + 2 + 875804/877679 
Fax: 011 + 39 + 2 + 875530 

SRI-Stockholm G- Jackie Almqvist 
Grev Turegatan 18 Regional Marketing Director 
S-114 46 Stockholm, Sweden 

Tel: 011 + 46 + 8 + 23 3565 
Fax: 011 + 46 + 8 + 6676806 

1 
9 

Akiko Fujiwara 
Regional Marketing Director 
Flealth-related activities 

Ken Inouye 
Regional Marketing Director 
Engineering Research Group and DSRC, 

some Physical Science Division 

Eiji Kitahara 
Regional Marketing Director 
Artificial Intelligence 
Computer Systems 

Hiroyuki Sekiya 
Regional Marketing Director 
Service Industries 

Giuseppe Del Re 
Regional Marketing Director 



Commercial Marketing 

INTERNATIONAL REGIONAL MARKETING OFFICES (continued) 

SRI-Seoul 
Leema Bldg., Suite 400 
146-1 Soosong-dong, Chongro-ku 
Seoul, Korea 110-140 

Tel: 011 +82 + 2 + 733-1028 
Fax: 011 + 82 + 2 + 733-1028 

011 + 82 + 2 + 739-0905 

Earle D. Jones 
Regional Marketing Director 

Mexico (Monterrey Office) Eduardo Rodriguez-Puente 
Tel: 011 -83-35-92-12 Regional Marketing Representative 
Fax: 011-83-35-92-72 

Ave. Lazaro Gardenas 2400 Pte. 
Edificio Losoles C-31-3 
Garza Garcia, N.L., Mexico 
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GOVERNMENT MARKETING 
U.S. DEPARTMENT OF DEFENSE: WDC AND MENLO PARK STAFF 

Roy Tidwell (WDC) 

Tel: (703) 247-8462 
Fax: (703) 247-8537 

Dave Bender (WDC) 

Tel: (703) 247-8516 
Fax: (703) 247-8569 

Bill Mohr (WDC) 

Tel: (703) 247-8498 
Fax: (703) 247-8537 

David Weir (WDC) 

Tel: (703) 247-8517 
Fax: (703) 247-8569 

Greg Wilcox (WDC) 

Tel: (703) 247-8467 
Fax: (703) 527-3087 

Sue Smith (WDC) 

Tel: (703) 247-8464 
Fax: (703) 247-8537 

Robert Hill (MP) 

Tel: (415) 859-3331 
Fax: (415) 326-5512 

Dick Crawford (WDC) 

Tel: (703) 247-8463 
Fax: (703) 247-8537 

Vice President, Programs & Plans 

Intelligence, 
Security 
Drug Control 
U.S. Government and Commercial Marketing 

Technology for DOD and Intelligence Agencies 

Intelligence Community 
General government/commercial 

Special Operations Forces 

Research Analyst for DOD Programs 
(Specializes in DOD budgets and program 

databases) 

Basic Science Agencies (AFOSR, ARO, ONR) 
DARPA 

Defense Communications Agency 

11 



Government Marketing 

U.S. DEPARTMENT OF DEFENSE: WDC AND MENLO PARK STAFF 
(continued) 

John Rothrock (WDC) 
Tel: (703) 524-2053 
Fax: (703) 247-8537 

John Wehmeyer (WDC) 
Tel: (703) 247-8535 
Fax: (703) 247-8569 

Dave Lewis (WDC) 
Tel: (703) 247-8484 
Fax: (703) 527-3087 

Tom Hedges (WDC) 
Tel: (703) 247-8541 
Fax: (703) 527-3087 

U.S. DEPARTMENT OF DEFENSE: SRI PROJECT OFFICES 

Where possible, these offices will assist with marketing activities in their qeoqraphic 
areas. » » K 

Elgin AFB Bob O'Connor 
Tel: (904) 651 -3214 P O- Box 756 

Fax: (904) 651-1375 60 Second St., Suite 701 
Shalimar, FL 32597 

Electromagnetic Sciences John Hamm 
Field Office 1900 Randolph Road, S.E. 
Tel: (505) 842-0961 Albuquerque, NM 87106 
Fax: (505) 842-0964 

Intelligence Community 

C3 

Automation 

Drug Interdiction 
DARPA 

Intelligence Community 
Signal Processing 
Electromagnetics 
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Government Marketing 

U.S. DEPARTMENT OF DEFENSE: LOCAL REPRESENTATIVES 

Wright Patterson AFB 
Wright Research & 
Development Center 

Tel: (513) 253-7124 
Fax: (513) 253-7127 

Bob Jardin 
VistaTek, Inc. 
3898 Linden Ave., Suite 211 
Dayton, OH 45432 

Rome Air Development Leo Sternlicht 
Center 6360 Kolton Drive 

Tel: (315) 337-5009 
Fax: (315) 337-6660 

Rome, NY 13440 

CECOM 
Communications Elec. Comm. 

Tel: (201) 528-6487 
Fax: (201) 223-2396 

Mel May 
P.O. Box 222 
Manasquan, NY 08736 

U.S. DEPARTMENT OF DEFENSE: MARKETING CONSULTANTS-
WDC AREA 

Please contact a member of the SRI Washington staff before tasking these consultants. 
Contact R. Tidwell, B. Mohr, or S. Smith. 

Fran Greehan 

Tel: (703) 569-0093 
Fax: (703) 569-9447 

8505 Grigsby Drive 
Springfield, VA 22152 

General Government DOD 

William Marquitz 

Tel: (703) 759-4179 

10212 Milstead Road 
Great Falls, VA 22066 

DARPA (particularly ISTO) 
Counter Narcotics/SO/LIC 
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Government Marketing 

U.S. DEPARTMENT OF DEFENSE: MARKETING CONSULTANTS -
WDC AREA (continued) 

Dick Di Nucci Communications 
Tel: (703) 847-6653 

8619 Westwood Center Drive 
Vienna, VA 22182 

David Petter DARPA—General 
Tel: (703) 768-4320 

1020 Gladstone Place 
Alexandria, VA 22308 

Fred Evans Electronic Engineering and Science 
Tel: (703) 742-8100 
Fax: (703) 742-8103 

11260 Roger Bacon Dr. 
Suite 204 
Reston, VA 22090 

Jack Rudnick Electronic Engineering and Science 
Tel: (215) 525-1369 
Fax: (609) 732-2221 (DSRC) 

720 Roberts Road 
Bryn Mawr, PA 19010 
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Government Marketing 

U.S. GOVERNMENT CIVIL SECTOR 

Chris Peterson (WDC) 

Tel: (703) 247-8459 
Fax: (703) 247-8569 

Department of Energy 
Department of Transportation 
Department of Education 
Nuclear Regulatory Commission 

Robert Dehn (MP) 
Tel: (415) 859-4570 
Fax: (415) 326-3153 

Department of Health & Human Services 
(NIH, NCI, etc.) 

U.S. Department of Agriculture 
Food & Drug Administration 
Medical R&D Commands of DoD 
Veterans Administration 
Environmental Protection Agency 

(in collaboration with A. Fine) 

Allison Fine (WDC) Department of Interior 
Tel: (703) 247-8457 MAP4r,men' °f C°mmerCe 

Fax: (703) 247-8569 Department of Justice 
Department of Labor 
Department of Housing & Urban Development 
Department of the Treasury 
Environmental Protection Agency 

(in collaboration with R. Dehn) 

Robert Hill (MP) National Science Foundation 

Tel: (415) 859-3331 
Fax: (415) 326-5512 

Rick MacWilliams (Boston) Transportation Systems Center 

Tel: (617) 483-3311 
Fax: (617) 577-1209 

1 Kendall Sq., Suite 2200 
Cambridge, MA 02139 
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Government Marketing 

U.S. GOVERNMENT CIVIL SECTOR (continued) 

Liz Brackmann (MP) 
Tel: (415) 859-3993 
Fax: (415) 326-5512 

Tom Hedges (WDC) 
Tel: (703) 247-
Fax: (703) 247-8569 

Fran Greehan* (WDC) 
Tel: (703) 569-0093 
Fax: (703) 569-9447 

Please contact a member of the SRI Washington staff before tasking this consultant. Contact R. 
Tidwell, B. Mohr, or S. Smith. 

CALIFORNIA STATE GOVERNMENT 

Ruth Claringbull (MP) 
Tel: (415) 859-4413 
Fax: (415) 326-5512 

Analysis of NASA Programs 

NASA 

USPS 
IRS 
Department of Commerce 
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The following bibliography contains modifications that have been made to the DDN NIC Protocol 
Database since 1 February 1991. The report contains 22 citations for Request for Comments (RFC) 
technical documents, four citations for DDN Security Bulletins, and one citation for a DDN Management 
Bulletin. 

Request For Comments 
Naming scheme for c=US. Washington, DC: NADF; 1991 April; RFC 1218. 
23 p. PATHNAME: NIC.DDN.MIL RFC:RFC1218.TXT. 

This RFC presents a document for review and discussion by the Internet 
community. This memo is an almost verbatim copy of the North American 
Directory Forum (NADF) produced document known as NADF-123. Concepts 
to consider when using Distinquished Naming (RDN) techniques are 
outlined and several examples of the naming scheme are shown. One 
style of naming universe that can be realized in the Directory 
Information Tree (DIT) is based on the civil authority parameters of 
geographical naming, community naming, organizational naming, and 
political naming. Each category of naming infrastructure is fully 
discussed in this document. 

Baker, F., ed. Point-to-Point Protocol extensions for bridging. Santa 
Barbara, CA: Advanced Computer Communications; 1991 April; RFC 1220. 
18 p. PATHNAME: NIC.DDN.MIL RFC:RFC1220.TXT. 

This memo focuses on the use of Point-to-Point Protocol (PPP) lines 
for remote bridging in Local Area Networks (LANs). The two basic 
algorithms commonly used in the linking process between LANs, 
Transparent Bridging, and Source Routing (the bridging approach used 
on the Token Ring), are illustrated. Considerations in the areas of 
message sequencing format, separation of Spanning Tree Domains, LAN 
Frame Checksum, Tinygram compression pseudo-code, and the IEEE 802 
Network Control Protocol are offered for discussion amongst the 
Internet community. 

Cerf, V.G.; Kirstein, P.T.; Randell, B., eds. Network and 
infrastructure user requirements for transatlantic research 
collaboration: Brussels, July 16-18, and Washington July 24-25,1990. 
Reston, VA: Corporation for National Research Initiatives; 1991 March; 
RFC 1210. 36 p. PATHNAME: NIC.DDN.MDL RFC:RFC1210.TXT. 

In this United States/European collaboration effort, the requirements 
for networking and related infrastructure facilities between US and 
European research teams are summarized. The Network and 
Infrastructure Working Group (NTWG) clarifies areas of crucial user 
needs that include improvements in EMAIL, file services, video 
conferencing and networking management procedures. The working groups 
approach of stating one and three year completion targets for each of 
the users needs as well as perceived obstacles that may inhibit US and 
European collaboration is presented to the Internet community for 
discussion. 
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Cerf, V.G. Memo from the Consortium for Slow Commotion Research 
(CSCR). Reston, VA: Corporation for National Research Initiatives; 
1991 April 1; RFC 1217. 5 p. PATHNAME: NIC.DDN.MIL RFC:RFC1217.TXT. 

This April Fool's Day memo from the Consortium for Slow Commotion 
Research (CSCR) proposes a development program on low-speed, low 
efficiency networks for the consideration of those people involved 
with Ultra Low-Speed networking (ULSNET). Procedures for jamming 
communications plus other methods of reducing information transmission 
efficiency are discussed. 

Chmielewski, P. 5250 Telnet interface. Rochester, MN: IBM Corp.; 1991 
February; RFC 1205.12 p. PATHNAME: NIC.DDN.MIL RFC:RFC1205.TXT. 

The interface to the IBM 5250 Telnet implementation is explained in 
this memo. Contained in this description of the interface are some of 
the major 5250 commands, aid codes, and other information related to 
the 5250 data stream. The data stream format and the data flow 
process are discussed through the use of examples. This document 
concludes with corrections and additions to the IBM 5250 Information 
Display System, Functions Reference Manual, IBM publication number 
SA21-9247. 

Defense Advanced Research Projects Agency, Internet Activities Board. 
IAB official protocol standards. Arlington, VA: DARPAIAB; 1991 April; 
RFC 1200. 31 p. PATHNAME: NIC.DDN.MIL RFC:RFC1200.TXT 
Obsoletes: RFC 1140 (NACC 3575-90) 

The IAB official protocol standards are presented to the Internet 
community in this RFC. The purpose of Request for Comments (RFCs) in 
the standardization process and the process itself are discussed in 
detail. The protocols are listed using two progressive ranking 
systems which note the state and status of each protocol. A list of 
contacts is provided if the user wishes to receive more information on 
reference documents or MIL-STD documents. This memo is issued 
quarterly. 

Edmond, W. Host Access Protocol (HAP) specification: Version 2. 
Cambridge, MA: Bolt Beranek and Newman, Inc.; 1991 April; RFC 1221 68 
p. PATHNAME: NIC.DDN.MIL RFQRFC1221.TXT. 
Updates: RFC 907 (NACC 0896-84) 

The Host Access Protocol (HAP) specifies the network-access level 
communication between a host and a packet-switched satellite network 
The satellite network provides message delivery service for 
geographically separated hosts. The protocol establishes formats for 
these messages, and describes procedures for determining when each 
type of message should be transmitted and what it means when one is 
received. This memo describes how the HAP developed protocol has 
adjusted to include advancements in fiber link technology, and 
increased use of OSI layer 3 upper protocols instead of Internet 
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Protocols (IP). Backward compatibility with the older IP-only version 
of HAP is described in the appendix as are two potential capabilities 
that may be added to HAP in the near future. 

Jacobsen, O.J.; Lynch, D.C. Glossary of networking terms. Mountain 
View, CA: Interop, Inc.; 1991 March; RFC 1208.18 p. PATHNAME: 
NIC.DDN.MIL RFC:RFC1208.TXT. 

This memo consists of some of the most commonly encountered terms and 
acronyms used in the Internet community. The unabridged version of 
this list of terms can be found in the "INTEROP Pocket Glossary of 
Networking Terms". Readers are advised that common computer and 
communications terms have been deliberately omitted because of the 
desire to keep this document small. 

LaBarre, L., ed. OSI internet management: Management Information 
Base. Bedford, MA: MITRE Corp.; 1991 April; RFC 1214. 83 p. PATHNAME: 
NIC.DDN.MIL RFC:RFC1214.TXT. 

This document specifies a Management Information Base (MIB) for use 
with the Open Systems Interconnection (OSI) network management 
protocol in Transmission Control Protocol/Internet Protocol (TCP/IP) 
based internets. The impact of this latest version in areas such as 
OSI syntax, defined templates, OSI management protocols, Common 
Management Information Protocol (CMIP) and Simple Network Management 
Protocol (SNMP) applications programming are discussed in depth. 
Descriptions of OSI notational tools and templates discussed in this 
memo are located in the appendix. 

Malkin, G.S.; Marine, A.N. FYI on Questions and Answers: Answers to 
commonly asked "new Internet user" questions. Wakefield, MA: FTP 
Software Inc.; 1991 February; RFC 1206. 32 p. PATHNAME: NIC.DDN.MIL 

RFC:RFC1206.TXT. 
Obsoletes: RFC 1177 (NACC 3613-90) 

This FYI RFC is one of two FYI's called "Questions and Answers". This 
paper answers questions that are commonly received from users new to 
the Internet. Updated information about the Transmission Control 
Protocol/Internet Protocol (TCP/IP) family of protocols used on the 
Internet is presented as is information on what services joining the 
Internet can offer your site. The memo also introduces several 
Internet organizations that can serve as valuable resources such as 
the Internet Activities Board (IAB) and the Network Information Center 
(NIC). Updated information on the Domain Name System, Internet 
documentation and mailing list items is presented. Completing this 
paper is a glossary of terms often used in the Internet community. 

Malkin, G.; Marine, A.N.; Reynolds, J.K. FYI on Questions and 
Answers: Answers to commonly asked "experienced Internet user" 
questions. Wakefield, MA: FTP Software Inc.; 1991 February; RFC 1207. 
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15 p. PATHNAME: NIC.DDN.MIL RFC:RFC1207.TXT. 

This FYI RFC is one of two FYI's called "Questions and Answers" (Q/A). 
This paper answers questions that are commonly received from 
experienced users on the Internet. Topics discussed in this issue 
include Point-to-Point Protocol (PPP), Serial Line Internet Protocol 
(SLIP), and Domain Name Service (DNS). Also included are general 
questions on network management, routing, and other service networks. 
The memo concludes with a list of suggested readings. 

McCloghne, K.; Rose, M.T., eds. Management Information Base for 
network management of TCP/IP-based internets:MEB-II. Mountain View, 
CA: Hughes LAN Systems, Inc. Performance Systems International, Inc.' 
1991 March; RFC 1213. 70 p. PATHNAME: NIC.DDN.MIL RFC RFC1213 TXT 

Obsoletes: RFC 1158 (NACC 3580-90) 

The second version of the Management Information Base (MIB) for use 
with network management protocols in Transmission Control 
Protocol/Internet Protocol (TCP/IP) -based internets is described in 
this Request for Comments (RFC). This memo introduces a new term 
"deprecated" for use in describing a MIB object that must be supported 
now but which may be deleted from the next MIB version. Companion 
RFCs to this document describe the management protocol and information 
structure for TCP/IP -based internets while this memo focuses on 
presenting a basic and workable architectural managing system that 
retains its compatibility with MIB-1. 

Piscitello, D.M.; Lawrence, J. Transmission of IP datagrams over the 
SMDS Service. Red Bank, NJ: Bell Communications Research, Inc.; 1991 
March; RFC 1209.11 p. PATHNAME: NIC.DDN.MIL RFC:RFC1209.TXT. 

A protocol for the transmission of Internet Protocol (IP) and Address 
Resolution Protocol (ARP) packets over a Switched Multi-megabit Data 
Service (SMDS) network is documented in this memo. Specifications in 
this paper focus on the use of SMDS in Logical IP Subnetworks (LIS) 
configured environments and not those environments that lack directly 
connected IP end-stations or routers. Requirements for LIS 
configuration, LIS parameters, functional address resolution, packet 
size and other related topics are discussed through the use of 
examples. 

Provan, D. Transmitting IP traffic over ARCNET networks. San Jose, 
c^i?0veU' Inc*: 1991 February; RFC 1201.7 p. PATHNAME: NIC.DDN.MIL 
RFC:RFC1201 .TXT. 
Obsoletes: RFC 1051 (NACC 2611-88) 

Specified in this standard is a method of encapsulating Internet 
Protocol (IP) and Address Resolution Protocol (ARP) datagrams for 
transmission via ARCNET. The Attached Resource Computer Network 
(ARCNET) package is described. The frame formats for both short and 
long header packets are specified as are the address mapping 
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configurations and the maximum IP packet length allowable under this 
standard. 

Rice, J. Interactive Mail Access Protocol - version 3. Stanford, CA: 
Stanford University; 1991 February; RFC 1203. 49 p. PATHNAME: 
NIC.DDN.MIL RFC:RFC1203.TXT. 
Obsoletes: RFC 1064 (NACC 3078-88) 

This memo consists of a counter proposal to the information contained 
in RFC 1176 on the specifications, applications, and functionality of 
the Interactive Mail Access Protocol version 2 (IMAP2). Version 3 of 
the EMAP mail process is explained in terms of its usefullness to 
clients, its built in specific mechanism for user services, its 
capability in creating and deleting keywords, and the differences 
apparent in mail messages between "solicited" and "unsolicited" when 
data is sent from the server. Negotiation of protocol versions and 
server features are also specified. 

Richard, P.; Kynikos, P Gigabit network economics and paradigm 
shifts. Campo Imperatore, Italy: Almanac Inst, Center against 
Misoneoism; 1991 April 1; RFC 1216. 4 p. PATHNAME: NIC.DDN.MIL 
RFC:RFC1216.TXT. 

This April Fools's Day released RFC is a tongue in cheek discussion on 
the topic of gigabit network economics and paradigm shifts. This memo 
presents the pros and cons of the Ultra Low Speed (ULS) Paradigm Shift 
and its place in contemporary network economics. 

Rose, M.T. Directory Assistance service. Mountain View, CA: 
Performance Systems International, Inc.; 1991 February; RFC 1202.11 
p. PATHNAME: NIC.DDN.MIL RFC:RFC1202.TXT. 

A local mechanism by which a user-interface may access a Directory 
Assistance Protocol (DAP) -like interface over a TCP/IP connection is 
outlined in this memo. The DAP protocol and function of the Directory 
Assistance (DA) service in providing aid to applications accessing the 
Directory are clarified. The tasks of the Directory User Agent (DUA), 
the Directory System Agent (DSA), and the split-DUA model in 
permitting users, without direct connection to mainframe or large 
workstation facilities, access to the DAP application layer protocol 
and its services are defined. 

Rose, M.T.; McQoghrie, K., eds. Concise MIB definitions. Mountain 
View, CA: Performance Systems International, Inc.; 1991 March; RFC 
1212.19 p. PATHNAME: NIC.DDN.MIL RFGRFC1212.TXT. 

This memo begins with an historical perpective of one strategy 
designed to manage Transmission Control Protocol/Internet Protocol 
(TCP/IP) -based internets. This plan used both Simple Network 
Management Protocol (SNMP) and Open Systems Interconnection (OSI) 
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network management frameworks. SNMP was determined to better serve 
the needs of the Internet community and from this information MEB-II 
was determined. The body of this memo focuses on defining a format 
for producing Management Information Base (MIB) modules. Mapping of 
the Structure of Management Information's (SMI) defined OBJECT-TYPE 
macro and the managed object are discussed in detail. 

Rose, M.T., ed. Convention for defining traps for use with the SNMP. 
Mountain View, CA: Performance Systems International, Inc.; 1991 
March; RFC 1215. 9 p. PATHNAME: NIC.DDN.MIL RFC:RFC1215.TXT. 

Due to the differences in SMI/MIB compatibility requirements between 
Simple Network Management Protocol (SNMP) and Open System 
Interconnection (OSI) network management frameworks, a new operational 
framework based on SNMP was developed (Management Information Base -
MIB-II). This memo defines SNMP standard traps that the Internet 
standard Structure of Management Information (SMI) does not provide. 
Readers should be aware that the use of traps is controversial 
especially in regards to the Internet standard network management 
framework currently in use. 

Tsuchiya, P.F. On the assignment of subnet numbers. Morristown, NJ: 
Bellcore; 1991 April; RFC 1219.13 p. PATHNAME: NIC.DDN.MIL 
RFC:RFC1219.TXT. 

A new procedure of assigning subnet numbers is introduced in this 
memo. These modified procedures when compared with those described in 
RFC 950 (ie Routing Information Protocol (RIP)), illustrate increased 
growth flexibility. It is shown that now different subnets with 
different masks can reside in the same network. Also specified and 
explained through examples, is a technique that removes the need for 
network administrators to estimate future subnet size; thereby, 
eliminating the need to change subnet masks if unexpected growth of 
the host occurs. 

Westine, A; Postel, J.B. Problems with the maintenance of large 
mailing lists. Marina del Rey, CA: University of Southern California, 
Information Sciences Inst.; 1991 March; RFC 1211. 54 p. PATHNAME: 
NIC.DDN.MIL RFC:RFC1211.TXT. 

Typical and frequent problems encountered with large mailing fists are 
described in this memo. An example of standard and frequent problems 
include: error reports, requests, or messages that may have been 
misdirected, and mailboxes with an alias-name that expands to a 
mailing-list (commonly known as a subfist). This document's extensive 
appendix contains sample solutions for mailer problems like error 
reports, bounced mail, "unknown host", failed mail, "no such user", 
and "user unknown". 

Yeh, S.; Lee, D. Message Posting Protocol (MPP). Irvine, CA: Netix 
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Communications. Inc.; 1991 February; RFC 1204. 6 p. PATHNAME: 
NIC.DDN.MIL RFC:RFC1204.TXT. 

A protocol for posting messages from workstations to a mail service 
host is fully described in this standard. The Message Posting 
Protocol's (MPP) role in serving as the interface between client and 
the message posting server is an important one. This memo explains 
how this protocol, through the use of an agent called the message 
posting server, is used in the electronic mail environment and how 
through its procedures users on personal computers will have their 
identity authenticated. 

DDN Security Bulletins 
Defense Communications Agency, DDN Defense Communications System. 

Defense Data Network security bulletin 9101: SunOS /bin/mail 
vulnerability. Menlo Park, CA: SRI International, DDN Security 
Coordination Center; 1991 February 21; DDN Security Bull. 9101. 3 p. 
Obsoleted-by: DDN Sec. Bull. 9102 (NACC 3669-91) 

This DDN security bulletin presents patches available through the 
local Sun answer centers needed to fix perceived vulnerability in the 
/bin/mail statement for sendmail on SunOS 4.0.3, SunOS 4.1, and SunOS 
4.1.1. The vulnerabilities are that /bin/mail can be caused to invoke 
a root shell or delete all mail messages if given impromper arguments. 

Defense Communications Agency, DDN Defense Communications System. 
Defense Data Network security bulletin 9102: Revised SunOS /bin/mail 
vulnerability. Menlo Park, CA: SRI International, DDN Security 
Coordination Center; 1991 February 25; DDN Security Bull. 9102. 4 p. 
Obsoletes: DDN Sec. Bull. 9101 (NACC 3667-91) 

This DDN security bulletin presents a revised memo on the SunOS 
/bin/mail vulnerability patch described in bulletin 9101. Users who 
implemented that fix are to read this memo and implement the suggested 
changes in regards to the /bin/mail renaming and number of protection 

bits. 

Defense Communications Agency, DDN Defense Communications System. 
Defense Data Network security bulletin 9103: Patch available for SunOS 
in.telnetd. Menlo Park, CA: SRI International, DDN Security 
Coordination Center; 1991 March 27; DDN Security Bull. 9103. 3 p. 

This DDN security bulletin announces a new patch for 
the SunOS versions 4.0.3 through 4.1.1 in.telnetd utility. If this 
utility is not patched, there is a possibility that unauthorized 
users may receive access to systems. The installation procedures are 
provided for those users who may receive the patch through means 
other than FTP. 

Defense Communications Agency, DDN Defense Communications System. 
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Defense Data Network security bulletin 9104: Unauthorized password 
change requests via mail messages. Menlo Park, CA: SRI International, 
DDN Security Coordination Center; 1991 April 5; DDN Security Bull. 
9104. 3 p. 

Internet users have been receiving mail messages, apparently from 
their site administrator or root, requesting that they change their 
password immediately. In this DDN security bulletin, the Computer 
Emergency Response Team (CERT) advises people that these mail messages 
may not have been sent by the site administrator or root but by some 
individual at a remote site who is trying to access a local machine 
via a user's account. Actions that should be taken by users and site 
administrators to counteract this problem are specified. A sample 
mail message requesting change of password is shown. 

DDN Management Bulletins 
Defense Communications Agency, DDN Defense Communications System. 
Defense Data Network management bulletin 81: MTACs operational with 
limited monitoring and control capability. Menlo Park, CA: SRI 
International, DDN Network Information Center; 1991 April 9; DDN Met. 
Bull. 81.1 p. 

This DDN management bulletin provides information on the current 
operational status for MTACs. The development of software to allow 
the required MTAC monitoring and control capability is in progress. 
Due to the fact that patches utilized in interfacing the MTAC with the 
C/70's are still in the development stages, users are requested to 
contact the Point of Contacts (POCs) listed in this document when they 
experience MTAC problems. 
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SECTION 1. INTRODUCTION 

The DDN NIC repository of unclassified Network Change Directives (NCDs), Network Change 
Acknowledgement s (NCANs),and Investigative Reports (IRs) consists of a series of online 
electronic mail files. All NCDs and NCANs are received as electronic mail messages from the MILNET 
Manager, the EURMIL Manager, or the PACMIL Manager. Incoming NCDs/NCANs are deposited by 
the mail system m an online mail file named NCD.TXT. DDN NIC staff access that file on a daily basis. 
As NCDs are processed, they are moved from the NCD.TXT file into other files. The format of those 
other filenames is NCD-CCCC-YYMM-O.MAIL, where "CCCC" is a four-letter acronym for the 
originating monitoring center (for example, CMMC) and "YYMM" indicates the year and month in 
which the NCDs or NCANs were received. The "0" indicates the part of the month during which the 
NCDs/NCANs were received, and especially helpful during active months when the number of NCDs and 
NCANs the NIC receives are too numerous to store in a single mail file. All NCD/NCAN files are stored 
in the online directory TS:<NET-DIRECTTVES>. NCD/NCAN files are readable by a mail reading 
program, and are organized according to the date of their receipt at the DDN NIC. No IRs have been 
received since 1987, therefore all IR files are archived. 

In the Section 2 of this report, Subsection 2.1 contains a list of NCD/NCAN files archived since January 
1991. Subsection 2.2 contains a list of active/online NCD/NCAN files. Subsection 2.3 contains a list of 
index files created since January 1991 that are used to locate specific individual NCDs/NCANs. 
Subsection 2.4 contains a list of IR files archived after January 1991; there are currently no other 
active/online IR files. The Appendix contains the contents of the indices that are listed in Subsection 2.3. 
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SECTION 2. SUMMARY OF FILES 

2.1 NCDS/NCANS ARCHIVED SINCE LAST REPORT 
NCD-CMMC-9011-l.MAEL 
NCD-CMMC-9011-2.MAIL 
NCD-CMMC-9012-l.MAIL 
NCD-CMMC-9012-2. MAIL 
NCD-CMMC-9101-1 .MAIL 
NCD-CMMC-9101-2.MAIL 
NCD-EMMC-9011-1. MAIL 
NCD-EMMC-9011-2.MADL 
NCD-EMMC-9012-l.MAIL 
NCD-EMMC-9012-2.MAIL 
NCD-EMMC-9101-l.MAIL 
NCD-EMMC-9101-2.MAIL 
NCD-PMMC-9011-1 MAIL 
NCD-PMMC-9011-2. MAIL 
NCD-PMMC-9012-1 .MAIL 
NCD-PMMC-9012-2.MAIL 
NCD-PMMC-9101-l.MAIL 
NCD-PMMC-9101 -2.MAIL 

2.2 NCDS/NCANS ADDED SINCE LAST REPORT 

NCD.TXT.l 

13 ONLINE NCD/NCAN INDICES CREATED SINCE LAST REPORT 

INDEX-NCD-CMMC-9101-9104 
INDEX-NCD-EMMC-9101-9104 
INDEX-NCD-PMMC-9101-9104 

2.4 IR FILES ARCHIVED SINCE LAST REPORT 

IR.TXT 
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APPENDIX A. CONTENTS OF NCD INDICES CREATED LAST REPORT 
rNDEX-NCD-CMMC-9101-9104 
INDEX-NCD-EMMC-9101-9104 
INDEX-NCD-PMMC-9101-9104 
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APPENDIX A. CONTENTS OF ONLINE DATA PERFORMANCE FILES 

WTR.TXT 
HL.TXT 
H1^9104-1.MAIL 

5 



CONTENTS OF FILE WTR.TXT 
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27-May-90 20:59:37-PDT,317;000000000001 
Mail-From: HARDIE created at 27-May-90 20:59:36 
Date: Sun, 27 May 90 20:59:36 PDT 
From: NIC Operations <ACTION@NIC.DDN.MIL> 
Subject: Placeholder 
Sender: HARDIE@NIC.DDN.MIL 
To: action@NIC.DDN.MIL 
Message-ID: <12593179234.20.HARDIE@NIC.DDN.MIL> 

Do not delete this message or the file will disappear 1 



CONTENTS OF FILE HL.TXT 
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28-Oct-90 17:57:09-PST,549;000000000001 
ppturn-Path: <stahl@NISC.SRI.COM> n • • t\~i 
Received: from eeyore.nisc.sri.com by NIC.DDN.MIL with TCP; Sun, 28 Oct 90 . 
Received: by eeyore.nisc.sri.com (5.64/SRI-NISC1.0) 

id AA17083; Sun, 28 Oct 90 17:56:56 -0800 
Date: Sun, 28 Oct 1990 17:56:54 PST 
From: Mary Stahl <stahl@NISC.SRI.COM> 
To: hl@nic.ddn.mil 
Cc: stahl@NISC.SRI.COM 
Subiect: Place holder 
Message-Id: <CMM.0.88.657165414.stahl@eeyore.NISC.SRI.C0M> 

This message is simply a place holder to prevent the accidental deletion 
of the HL.TXT mail file. Please do not delete. 



CONTENTS OF FILE HL-9104-1.MAIL 
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SECTION 1. INTRODUCTION 

1991. This constitutes an update to the report that was submitted in January 1991. 

At the nresent time SRI receives two types of data files: Weekly Throughput Reports (WTRs) andHost 
J T • R • . /TJ-T ' \ aii  WTRs and HLs are received as electronic mail messages from the 

311(1 rvmrr rcMMO the Pacific MILNET Monitoring Center (PMMC), the European 

four-letter acronym for the originating monitoring center^ «a«yle, YYM ^ ̂  

^ecausToTthe large size WCU M 

TOPS20 mail system size constraints, only one or two messages can be stored in each mail M . 

In the following Section, Subsection 2.1 gives the filenames 

and active HL files that were written since this report was last prepared. The ppen ix 
contents of all performance data files that are currently online. 

1 



SECTION 2. SUMMARY OF LISTS 
2.1 WTR FILES ARCHIVED SINCE LAST REPORT 
THRP-EMMC-9011.MAIL 

2.2 ONLINE WTR FILES ADDED SINCE LAST REPORT 

WTR. TXT 

23 HL FILES ARCHIVED SINCE LAST REPORT 
HL-9101-1.MAIL 
HL-9101-2.MAIL 
HL-9102.MAIL 
HL-9103-1.MAIL 
HL-9103-ZMAIL 

2.4 ONLINE HL FILES ADDED SINCE LAST REPORT 

HL.TXT 
HL-9104-1.MATL 

3 
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The following bibliography contains modifications that have been made to the DDN NIC Protocol 
Database since 1 August 1991. This report contains 18 citations for Request for Comments (RFC) 
Bulletins CUmentS'111116 cltations for DDN Security Bulletins, and two citations for DDN Management 

Request For Comments 

Baker, F.; Coltun, R. OSPF version 2: Management Information Base. 
Santa Barbara, CA: Advanced Computer Communications; 1991 July RFC 
1248. 42 p. PATHNAME: NIC.DDN.MIL RFC:RFC1248.TXT. 

Obsoleted-by: RFC 1252 

This document defines objects within the Management Information Base 
(MIB) to be used when managing OSPF (Open Shortest Path First) Version 
2. This is a proposed standard protocol and part of the 
Internet-standard network management framework. 

Baker, F.; Coltun, R. OSPF version 2: Management Information Base. 
Santa Barbara, CA: Advanced Computer Communications; 1991 August; RFC 
1253. 42 p. PATHNAME: NIC.DDN.MIL RFC:RFC1253 TXT 

Obsoletes: RFC 1252 

This document replaces RFC 1252 because an error was found in the 
"standard-mib" number assignment in Section 5. A standards track 
protocol is specified, and it defines objects within the Management 
Information Base (MIB) to be used when managing OSPF (Open Shortest 
Path First) Version 2. 

Baker, F.; Coltun, R. OSPF version 2: Management Information Base. 
Santa Barbara, CA: Advanced Computer Communications; 1991 August; RFC 
1252. 42 p. PATHNAME: NIC.DDN.MEL RFCRFC1252.TXT. 

Obsoletes: RFC 1248 Obsoleted-by: RFC 1253 

This document defines objects within the Management Information Base 
(MIB) to be used when managing OSPF (Open Shortest Path First) Version 
2. This is a proposed standard protocol and part of the 
Internet-standard network management framework. 

Collela, R.; Gardner, E.P.; Callon, R.W. Guidelines for OSINSAP 
allocation in the internet. Gaithersburg, MD: National Inst, of 
Standards and Technology; 1991 July; RFC 1237. 38 p. PATHNAME-
NIC.DDN.MEL RFCRFC1237.PS. 

The infrastructure needed to support OSI protocols in the Internet 
includes the Connectionless Network Protocol (CLNP), supporting 
routing protocols, and guidelines for assigning Network Service Access 
Point (NSAP) addresses. The Paper provides the current plan for the 
allocation of NSAP addresses in the Internet, which will help guide 
the initial deployment of CLNP. The paper focuses on the technical 
issues of NSAP address assignments, which largely deal with 
intra-domain and inter-domain routing. 
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Deering, S.E., ed. ICMP router discovery messages. Palo Alto, CA: 
Xerox Palo Alto Research Center; 1991 September; RFC 1256.19 p. 
PATHNAME: NIC.DDN.MEL RFC:RFC1256.TXT. 

This IAB standards track protocol was created by the IETF Router 
Discovery Working Group with the desire to stimulate a discussion of 
suggestions for improvement. Presented is an extension of the 
Internet Control Message Protocol (ICMP) which allows hosts attached 
to broadcast or multicast networks to realize the IP addresses of 
their neighboring routers. 

Holbrook, J.P.; Reynolds, J.K., eds. Site Security Handbook. Ann 
Arbor, MI: CICNet, Inc.; 1991 July; RFC 1244.101 p. PATHNAME: 
NIC.DDN.MIL RFC:RFC1244.TXT. 

The Site Security Handbook is a first attempt to provide Internet 
users with guidance for handling security issues. The guide presents 
a framework site personnel can use when establishing computer security 
policies for their Internet sites. The document discusses what a 
security policy should contain, what types of procedures are needed to 
enforce security, and what steps should be taken when dealing with a 
security problem. The authors, the Site Security Policy Handbook 
Working Group of the IETF, recognize that each site has different 
needs and that administrators at each site must consider not only 
their own needs, but the requirements for the other networks with 
which they are interconnected. 

Howes, T.; Smith, M.; Beecher, B. DIXIE protocol specification. Ann 
Arbor, MI: University of Michigan, Information Technology Div.; 1991 
August; RFC 1249. 10 p. PATHNAME: NIC.DDN.MIL RFC:RFC1249.TXT. 

This RFC defines a mechanism which allows access to the OSI Directory 
Service by TCP/UDP based clients without the ISO transport and 
presentation protocol required to implement the full DAP. The DIXIE 
protocol is meant for hosts which have limitations of software or 
computational power to implement a full OSI protocol stack. 

Kantor, B. BSD Rlogin. La Jolla, CA: University of California; 1991 
September; RFC 1258. 5 p. PATHNAME: NIC.DDN.MEL RFC:RFC1258.TXT. 

This memo provides information to the Internet community about the 
commonly used BSD Rlogin protocol. It does not specify an Internet 
standard. Included is a description of BSD Rlogin, and the topics 
discussed include: Connection establishment, Screen/Window Size, 
Client to Server, Server to Client, Connection Closure, and a 
Cautionary Tale of security. 

Kapor, M. Building the open road: The NREN as test-bed for the 
national public network. Cambridge, MA: Electronic Frontier 
Foundation; 1991 September; RFC 1259. 23 p. PATHNAME: NIC.DDN.MIL 
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RFC:RFC1259.TXT. 

A debate has begun about the future of America's communications 
infrastructure. By the end of the next decade, computer and telephone 
systems will link nearly all businessess and homes in the U.S. They 
will function as the main channels for education, learning, commerce 
and entertainment in our society. The issues of planning, and 
decision making are very important to the future of this society. 
Failure to make the process which shapes the evolution of the National 
Public Network inclusive, would be tragic. Before us now is the rare 
opportunity to shape the medium. This RFC offers a set of 
recommendations organized according to the main needs which they will 
serve: 1) ensuring that the design and use of the network remains open 
to diversity and 2) safeguarding the freedom of users. Discussed are: 
encouraging competition among carriers, creating an open platform for 
innovation, encouraging pricing for universal access, making the 
network simple to use, develping standards of information 
presentation, promoting first amendment free expression by affirming 
the principles of common carriage, and protecting personal privacy, 

Malkin, G.S. Who's who in the internet: Biographies of LAB, EESG and 
IRSG members. Wakefield, MA: FTP Software, Inc.; 1991 August; RFC 
1251. 26 p. PATHNAME: NIC.DDN.MIL RFC:RFC1251.TXT. 

This FYI RFC contains a who's who in the Internet. Biographical 
information pertaining to members of the Internet Research Task Force 
(IRTF), the Internet Research Steering Group (IRSG), the Internet 
Engineering Task Force (IETF), the Internet Engineering Steering 
Group (IESG), and the Internet Activities Board (LAB) is included. An 
Internet standard is not specified, and distribution of this memo is 
unlimited. 

Mankin, A.; Ramakrishnan, K.K., eds. Gateway congestion control 
survey. McLean, VA: MITRE Corp.; 1991 August; RFC 1254. 25 p. 
PATHNAME: NIC.DDN.MIL RFC:RFC1254.TXT. 

The IETF Performance and Congestion Control Working Group presents 
this survey to provide information about gateway congestion control 
and avoidance approaches with the intent of stimulating discussion and 
experimentation. The following different congestion control approaches 
are reviewed: Random Drop, Congestion Indication (DEC Bit), Selective 
Feedback Congestion Indication, and Fair Queueing. This RFC does not 
specify an Internet standard. 

Moy, J., ed. Experience with the OSPF protocol. Westborough, MA: 
Proteon, Inc.; 1991 July; RFC 1246. 31 p. PATHNAME: NIC.DDN.MIL 

RFC:RFC1246.TXT. 

This RFC is one of two informational reports on OSPF Version 2. The 
report documents experience with OSPF Version 2, as defined in RFC 
1247. It includes reports on interoperability testing, field 
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experience, simulations, and the current state of OSPF 
implementations. In addition, summaries of the OSPF MIB and the OSPF 
authentication mechanism are provided. 

Moy, J., ed. OSPF protocol analysis. Westborough, MA: Proteon, Inc.; 
1991 July; RFC 1245.12 p. PATHNAME: NIC.DDN.MIL RFC:RFC1245.PS. 

This RFC is one of two informational reports on OSPF, which is an 
Interior Gateway Protocol (i.e. a routing protocol). The paper 
summarizes key features of OSPF Version 2, as defined in RFC 1247. It 
analyzes how OSPF will perform and scale in the Internet. It 
discusses the cost of the protocol, as well as suitable and unsuitable 

environments. 

Moy, J. OSPF version 2. Westborough, MA: Proteon, Inc.; 1991 July; 
RFC 1247.189 p. PATHNAME: NIC.DDN.MEL RFC:RFC1247.PS. 
Obsoletes: RFC 1131 

The Open Shortest Path First (OSPF) internet routing protocol 
specifications are proposed in this RFC. OSPF, unlike other 
traditional internet routing protocols, is based on a SPF or 
link-state technology by which each router must maintain a database 
that describes the Autonomous System (AS) topology. OSPF's 
architectural and functional advantages as an Internet Gateway 
Protocol routing IP packets over the AS is explained in depth. The 
four different I-ink State Advertisements used by the protocol, its 
configuration parameters, its operational statistics and its 
authenticated exchanges are covered in the appendices. In OSPF 
Version 2, several changes have been introduced in the areas of TOS 
support, the LS sequence number space, and the Database Description 
process among other things. Though these changes are minor, they are 
not backward-compatible with OSPF Version 1. Existing implementation 
will not be greatly affected by these modifications. 

North American Directory Forum. Naming scheme for c=US. Washington, 
DC: NADF; 1991 September; RFC 1255. 25 p. PATHNAME: NIC.DDN.MIL 

RFC:RFC1255.TXT. 
Obsoletes: RFC 1218 

This memo is nearly identical to NADF-175, which was created by the 
North American Directory Forum (NADF). Presented to the Internet 
community for information only, this RFC describes the agreement as to 
how entries are named in the public portions of the North American 
Directory by those organizations which offer or plan to offer the 
public Directory. Concepts to consider when using Distinguished 
Naming techniques are outlined and several examples of the naming 
scheme are shown. Each category of naming infrastructure is fully 
discussed in this document. 

Partridge, C. Isochronous applications do not require 
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DDN Security Bulletins 

DnSDSe (imm!miCati0ns Agency, DDN Defense Communications Svstem 
Defense Data Network security bulletin 9109: Patch for SunOS 

Menlo Park, CA: SRI Interaationjd, DDN Security 
Coordmation Center; 1991 July 23; DDN Security Bull. 9109 2 p 

This DDN security bulletin discusses the availability of a patch for 
/usr/etc/rpc.mountd to be installed on SunOS 4.1 and 4 1 1 This 
problem will be remedied in SunOS 5.0. Further Soima^ be 

anonymorc % ^ ^ Micros>'st^ office or by 

Obsoleted-by: DDN Sec. Bull. 9116 (NAAC 3748-91) 
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This DDN security bulletin discusses and provides a patch for 
Aisr/lib/lpd in Sun Microsystems operating systems. This patch has 
been developed to remedy an existing vulnerability in SunOS 4.0.3, 4.1 
and 4.1.1. operating systems. All Sun operating systems are 
vulnerable to access by unauthorized users. Further information on 
this security patch can be obtained from Sun Microsystems or by 
anonymous ftp. 

Defense Communications Agency, DDN Defense Communications System. 
Defense Data Network security bulletin 9111: ULTRIX LAT/Telnet gateway 
vulnerability. Menlo Park, CA: SRI International, DDN Security 
Coordination Center; 1991 August 15; DDN Security Bull. 9111. 2 p. 

This DDN security bulletin discusses a vulnerability in LAT/Telnet 
gateway software in Digital Equipment Corporation's (DEC) ULTRIX 4.1 
and 4.2 on all architectures. The patch which consists of new 
/user/ucb/telnet binaries will prevent unauthorized root access 
privileges. The patch may be obtained through DEC's Customer Support 

Centers. 

Defense Communications Agency, DDN Defense Communications System. 
Defense Data Network security bulletin 9112: Trusted hosts 
configuration vulnerability. Menlo Park, CA: SRI International, DDN 
Security Coordination Center; 1991 August 23; DDN Security Bull. 9112. 
2 p. 

This DDN security bulletin discusses a vulnerability in the 
configuration of several system files. A description, the impact, and 
a workaround solution for preventing remote users from gaining 
unauthorized root access to the system are provided. In this bulletin 
the Computer Emergency Response Team (CERT) strongly urges people to 
avoid the use of host.equiv and .rhosts files. 

Defense Communications Agency, DDN Defense Communications System. 
Defense Data Network security bulletin 9113: DEC ULTRIX /usr/bin/mail 
vulnerability. Menlo Park, CA: SRI International, DDN Security 
Coordination Center; 1991 August 23; DDN Security Bull. 9113. 4 p. 

This DDN security bulletin provides information concerning a 
vulnerability in all version of Digital Equipment Corporations' (DEC) 
ULTRIX operating systems prior to 4.2. DEC has recommended a solution 
that will prevent future unauthorized users logged on to the system 
from obtaining a root shell. 

Defense Communications Agency, DDN Defense Communications System. 
Defense Data Network security bulletin 9114:SGI "IRIX" /usr/sbin/fmt 
vulnerability. Menlo Park, CA: SRI International, DDN Security 
Coordination Center; 1991 My 27; DDN Security Bull. 9114. 2 p. 

This DDN security bulletin provides information concerning a 
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vulnerability of mail messages in Silicon Graphics Computer Systems' 
IRIX versions prior to 4.0. A patch is provided that will prevent 
unauthorized read access to users' mail messages. The vulnerability has 
been fixed in IRIX version 4.0 

Defense Communications Agency, DDN Defense Communications System. 
Defense Data Network security bulletin 9115: Mac/PC NCSA telnet 
vulnerability. Menlo Park, CA: SRI International, DDN Security 
Coordination Center; 1991 September 11; DDN Security Bull. 9115. 3 p. 

This DDN security bulletin presents information concerning a 
vulnerability in the default configurations of National Center of 
Supercomputing Applications' (NCSA) Telnet for both the Macintosh and 
the PC. Two possible fixes are suggested to work around this problem. 
The first solution is to disable the ftp server functionality. The 

second solutions is to provide password protection as described in 
this bulletin. Two e-mail address for NCSA are provided to those 
users who have Telnet questions. 

Defense Communications Agency, DDN Defense Communications System. 
Defense Data Network security bulletin 9116: New patch for SunOS 
/usr/lib/lpd. Menlo Park, CA: SRI International, DDN Security 
Coordination Center; 1991 September 16; DDN Security Bull. 9116. 3 p. 
Obsoletes: DDN Sec. Bull 9110 

This DDN security bulletin contains updated information regarding 
early versions of the Sun Microsystems, Inc (Sun) /usr/lib/lpd patch 
(Patch ID 100305-xx). This advisory offers the correct patch 
necessary for counteracting a remote spool problem (apparent in the 
SunOS 4.1.1 version) unknowingly introduced in a previous patch. This 
problem caused local jobs sent to the printer to be truncated if there 
were already print jobs in the remote queue. Further information on 
retrieving the most current patch (100305-06) is provided. 

Defense Communications Agency, DDN Defense Communications System. 
Defense Data Network security bulletin 9117: SunOS SPARC integer 
division vulnerability. Menlo Park, CA: SRI International, DDN 
Security Coordination Center; 1991 September 18; DDN Security Bull. 
9117. 2 p. 

This DDN security bulletin discusses a patch for a vulnerability 
discovered in Sun Microsystems, Inc (Sun) integer division on their 
SPARC architecture. A description of the the security vulnerability, 
its impact on the system, and the patch necessary to fix the 
vulnerability are presented. Further information on replacing 
/sys/sun{4,4c}/OBJ/crt.o and rebuilding the kernel necessary for host 
configurations can be obtained from the System and Network 
Administration Manual or by calling the local Sun Answer Center. 

DDN Management Bulletins 
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Defense Communications Agency, DDN Defense Communications System. 
Defense Data Network management bulletin 84: Transition of NIC 
services. Menlo Park, CA: SRI International, DDN Network Information 
Center; 1991 September 4; DDN Mgt. Bull. 84. 2 p. 

This DDN management bulletin announces that the transition of the 
Network Information Center from SRI International to Government 
Systems Incorporated (GSI) will be effective 1 October 1991. Services 
such as network/user registration, on-line information services, and 
Help Desk operations currently offered by the NIC will continue until 
30 September 1991. Contact information for the NIC at GSI is provided. 

Defense Communications Agency, DDN Defense Communications System. 
Defense Data Network management bulletin 83: DDN mailbridge/internet 
routing services. Menlo Park, CA: SRI International, DDN Network 
Information Center; 1991 September 3; DDN Mgt. Bull. 83. 6 p. 

Guidance and status information concerning the Defense Data Network 
(DDN) Mailbridge (MB), the Internal Routing Service (IRS) using 
Exterior Gateway Protocol (EGP), and the DDN connectivity to the non 
MTT.NF.T Internet (e.g. NSFNET) is presented in this DDN management 
bulletin. Other topics addressed in this bulletin include: EGP update 
options, non-compliance with Internet Control Message Protocol (ICMP), 
MP relocations, NSFNET connection changes, and a planned replacement 
system for MB/EGP servers. Detailed EGP server assignments conclude 
this bulletin. 
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The following bibliography contains modifications that have been made to the DDN NIC Protocol 
Database since 1 August 1991. This report contains 18 citations for Request for Comments (RFC) 
technical documents, nine citations for DDN Security Bulletins, and two citations for DDN Management 
Bulletins. 

Request For Comments 

Baker, F.; Coltun, R. OSPF version 2: Management Information Base. 
Santa Barbara, CA: Advanced Computer Communications; 1991 July; RFC 
1248. 42 p. PATHNAME: NIC.DDN.MIL RFC:RFC1248.TXT. 

Obsoleted-by: RFC 1252 

This document defines objects within the Management Information Base 
(MTR) to be used when managing OSPF (Open Shortest Path First) Version 
2. This is a proposed standard protocol and part of the 
Internet-standard network management framework. 

Baker, F.; Coltun, R. OSPF version 2: Management Information Base. 
Santa Barbara, CA: Advanced Computer Communications; 1991 August; RFC 
1253. 42 p. PATHNAME: NIC.DDN.MIL RFC:RFC1253.TXT. 

Obsoletes: RFC 1252 

This document replaces RFC 1252 because an error was found in the 
"standard-mib" number assignment in Section 5. A standards track 
protocol is specified, and it defines objects within the Management 
Information Base (MIB) to be used when managing OSPF (Open Shortest 
Path First) Version 2. 

Baker, F.; Coltun, R. OSPF version 2: Management Information Base. 
Santa Barbara, CA: Advanced Computer Communications; 1991 August; RFC 
1252. 42 p. PATHNAME: NIC.DDN.MIL RFC:RFC1252.TXT. 

Obsoletes: RFC 1248 Obsoleted-by: RFC 1253 

This document defines objects within the Management Information Base 
(MIB) to be used when managing OSPF (Open Shortest Path First) Version 
2. This is a proposed standard protocol and part of the 
Internet-standard network management framework. 

Collela, R.; Gardner, E.P.; Callon, R.W. Guidelines for OSINSAP 
allocation in the internet. Gaithersburg, MD: National Inst, of 
Standards and Technology; 1991 July; RFC 1237. 38 p. PATHNAME: 
NIC.DDN.MIL RFC:RFC1237.PS. 

The infrastructure needed to support OSI protocols in the Internet 
includes the Connectionless Network Protocol (CLNP), supporting 
routing protocols, and guidelines for assigning Network Service Access 
Point (NSAP) addresses. The Paper provides the current plan for the 
allocation of NSAP addresses in the Internet, which will help guide 
the initial deployment of CLNP. The paper focuses on the technical 
issues of NSAP address assignments, which largely deal with 
intra-domain and inter-domain routing. 
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Deering, S.E., ed. ICMP router discovery messages. Palo Alto, CA: 
Xerox Palo Alto Research Center; 1991 September; RFC 1256.19 p. 
PATHNAME: NIC.DDN.MIL RFC:RFC1256.TXT. 

This LAB standards track protocol was created by the IETF Router 
Discovery Working Group with the desire to stimulate a discussion of 
suggestions for improvement. Presented is an extension of the 
Internet Control Message Protocol (ICMP) which allows hosts attached 
to broadcast or multicast networks to realize the IP addresses of 
their neighboring routers. 

Holbrook, J.P.; Reynolds, J.K., eds. Site Security Handbook. Ann 
Arbor, MI: CICNet, Inc.; 1991 July; RFC 1244.101 p. PATHNAME: 
NIC.DDN.MIL RFC:RFC1244.TXT. 

The Site Security Handbook is a first attempt to provide Internet 
users with guidance for handling security issues. The guide presents 
a framework site personnel can use when establishing computer security 
policies for their Internet sites. The document discusses what a 
security policy should contain, what types of procedures are needed to 
enforce security, and what steps should be taken when dealing with a 
security problem. The authors, the Site Security Policy Handbook 
Working Group of the IETF, recognize that each site has different 
needs and that administrators at each site must consider not only 
their own needs, but the requirements for the other networks with 
which they are interconnected. 

Howes, T.; Smith, M.; Beecher, B. DIXIE protocol specification. Ann 
Arbor, MI: University of Michigan, Information Technology Div.; 1991 
August; RFC 1249.10 p. PATHNAME: NIC.DDN.MIL RFC:RFC1249.TXT. 

This RFC defines a mechanism which allows access to the OSI Directory 
Service by TCP/UDP based clients without the ISO transport and 
presentation protocol required to implement the full DAP. The DIXIE 
protocol is meant for hosts which have limitations of software or 
computational power to implement a full OSI protocol stack. 

Kantor, B. BSD Rlogin. La Jolla, CA: University of California; 1991 
September; RFC 1258. 5 p. PATHNAME: NIC.DDN.MIL RFC:RFC1258.TXT. 

This memo provides information to the Internet community about the 
commonly used BSD Rlogin protocol. It does not specify an Internet 
standard. Included is a description of BSD Rlogin, and the topics 
discussed include: Connection establishment, Screen/Window Size, 
Client to Server, Server to Client, Connection Closure, and a 
Cautionary Tale of security. 

Kapor, M. Building the open road: The NREN as test-bed for the 
national public network. Cambridge, MA: Electronic Frontier 
Foundation; 1991 September; RFC 1259. 23 p. PATHNAME: NIC.DDN.MIL 
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RFC:RFC1259.TXT. 

A debate has begun about the future of America's communications 
infrastructure. By the end of the next decade, computer and telephone 
systems will link nearly all businessess and homes in the U.S. They 
will function as the main channels for education, learning, commerce 
and entertainment in our society. The issues of planning, and 
decision making are very important to the future of this society. 
Failure to make the process which shapes the evolution of the National 
Public Network inclusive, would be tragic. Before us now is the rare 
opportunity to shape the medium. This RFC offers a set of 
recommendations organized according to the main needs which they will 
serve: 1) ensuring that the design and use of the network remains open 
to diversity and 2) safeguarding the freedom of users. Discussed are: 
encouraging competition among carriers, creating an open platform for 
innovation, encouraging pricing for universal access, making the 
network simple to use, develping standards of information 
presentation, promoting first amendment free expression by affirming 
the principles of common carriage, and protecting personal privacy, 

Malkin, G.S. Who's who in the internet: Biographies of LAB, IESG and 
IRSG members. Wakefield, MA: FTP Software, Inc.; 1991 August; RFC 
1251. 26 p. PATHNAME: NIC.DDN.MIL RFC:RFC1251.TXT. 

This FYI RFC contains a who's who in the Internet. Biographical 
information pertaining to members of the Internet Research Task Force 
(IRTF), the Internet Research Steering Group (IRSG), the Internet 
Engineering Task Force (IETF), the Internet Engineering Steering 
Group (IESG), and the Internet Activities Board (IAB) is included. An 
Internet standard is not specified, and distribution of this memo is 
unlimited. 

Mankin, A; Ramakrishnan, K.K., eds. Gateway congestion control 
survey. McLean, VA: MITRE Corp.; 1991 August; RFC 1254. 25 p. 
PATHNAME: NIC.DDN.MIL RFC:RFC1254.TXT. 

The IETF Performance and Congestion Control Working Group presents 
this survey to provide information about gateway congestion control 
and avoidance approaches with the intent of stimulating discussion and 
experimentation. The following different congestion control approaches 
are reviewed: Random Drop, Congestion Indication (DEC Bit), Selective 
Feedback Congestion Indication, and Fair Queueing. This RFC does not 
specify an Internet standard. 

Moy, J., ed. Experience with the OSPF protocol. Westborough, MA: 
Proteon, Inc.; 1991 July; RFC 1246. 31 p. PATHNAME: NIC.DDN.MIL 
RFC:RFC1246.TXT. 

This RFC is one of two informational reports on OSPF Version 2. The 
report documents experience with OSPF Version 2, as defined in RFC 
1247. It includes reports on interoperability testing, field 
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experience, simulations, and the current state of OSPF 
implementations. In addition, summaries of the OSPF MIB and the OSPF 
authentication mechanism are provided. 

Mov J-, ed. OSPF protocol analysis. Westborough, MA: Proteon, Inc.; 
1991 July; RFC 1245.12 p. PATHNAME: NIC.DDN.MIL RFC:RFC1245.PS. 

This RFC is one of two informational reports on OSPF, which is an 
Interior Gateway Protocol (i.e. a routing protocol). The paper 
summarizes key features of OSPF Version 2, as defined in RFC 1247. It 
analyzes how OSPF will perform and scale in the Internet. It 
discusses the cost of the protocol, as well as suitable and unsuitable 

environments. 

Moy, J. OSPF version 2. Westborough, MA: Proteon, Inc.; 1991 July; 
RFC 1247. 189 p. PATHNAME: NIC.DDN.MIL RFC:RFC1247.PS. 

Obsoletes: RFC 1131 

The Open Shortest Path First (OSPF) internet routing protocol 
specifications are proposed in this RFC. OSPF, unlike other 
traditional internet routing protocols, is based on a SPF or 
link-state technology by which each router must maintain a database 
that describes the Autonomous System (AS) topology. OSPF's 
architectural and functional advantages as an Internet Gateway 
Protocol routing IP packets over the AS is explained in depth. The 
four different Link State Advertisements used by the protocol, its 
configuration parameters, its operational statistics and its 
authenticated exchanges are covered in the appendices. In OSPF 
Version 2, several changes have been introduced in the areas of TOS 
support, the LS sequence number space, and the Database Description 
process among other things. Though these changes are minor, they are 
not backward-compatible with OSPF Version 1. Existing implementation 
will not be greatly affected by these modifications. 

North American Directory Forum. Naming scheme for c=US. Washington, 
DC: NADF; 1991 September; RFC 1255. 25 p. PATHNAME: NIC.DDN.MIL 

RFC:RFC1255.TXT. 
Obsoletes: RFC 1218 

This memo is nearly identical to NADF-175, which was created by the 
North American Directory Forum (NADF). Presented to the Internet 
community for information only, this RFC describes the agreement as to 
how entries are named in the public portions of the North American 
Directory by those organizations which offer or plan to offer the 
public Directory. Concepts to consider when using Distinguished 
Naming techniques are outlined and several examples of the naming 
scheme are shown. Each category of naming infrastructure is fully 
discussed in this document. 

Partridge, C. Isochronous applications do not require 
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jitter-controlled networks. Kista, Sweden: Swedish Inst, of Computer 
Science; 1991 September; RFC 1257. 5 p. PATHNAME: NIC.DDN.MIL 

RFC:RFC1257.TXT. 

This RFC argues networks supporting isochronous applications do not 
need jitter control as previously believed. This memo asserts 
multimedia applications can be provided by bounding the maximum delay 
through the network. This memo is not an Internet standard, and its 
distribution is unlimited. 

Postel, J.B., ed. LAB official protocol standards. Marina del Rey, 
CA: University of Southern California, Information Sciences Inst.; 
1991 August; RFC 1250. 28 p. PATHNAME: NIC.DDN.MIL RFC:RFC1250.TXT. 

Obsoletes: RFC 1200 

The LAB official protocol standards are presented to the Internet 
community in this RFC. The purpose of Request for Comments (RFCs) in 
the standardization process and the process itself are discussed in 
detail. The protocols are listed using two progressive ranking 
systems which note the state and status of each protocol. A list of 
contacts is provided if the user wishes to receive more information on 
reference documents or MIL-STD documents. This memo is issued 
quarterly. 

Williamson, S.; Nobile, L. Transition of NIC services. Herndon, VA: 
Network Solutions, Inc.; 1991 September; RFC 1261. 3 p. PATHNAME: 
NIC.DDN.MEL RFC:RFC1261.TXT. 

This memo provides information to the Internet community about the 
transition of NIC services from SRI International to Government 
Systems Inc. 

DDN Security Bulletins 

Defense Communications Agency, DDN Defense Communications System. 
Defense Data Network security bulletin 9109: Patch for SunOS 
/usr/etc/rpc.mountd. Menlo Park, CA: SRI International, DDN Security 
Coordination Center; 1991 July 23; DDN Security Bull. 9109. 2 p. 

This DDN security bulletin discusses the availability of a patch for 
/usr/etc/rpc.mountd to be installed on SunOS 4.1 and 4.1.1. This 
problem will be remedied in SunOS 5.0. Further information can be 
obtained by contacting the local Sun Microsystems office or by 
anonymous ftp. 

Defense Communications Agency, DDN Defense Communications System. 
Defense Data Network security bulletin 9110: Patch for SunOS 
/usr/lib/lpd. Menlo Park, CA: SRI International, DDN Security 
Coordination Center; 1991 July 23; DDN Security Bull. 9110. 3 p. 
Obsoleted-by: DDN Sec. Bull. 9116 (NAAC 3748-91) 
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This DDN security bulletin discusses and provides a patch for 
Aisr/lib/lpd in Sun Microsystems operating systems. This patch has 
been developed to remedy an existing vulnerability in SunOS 4.0.3, 4.1 
and 4.1.1. operating systems. All Sun operating systems are 
vulnerable to access by unauthorized users. Further information on 
this security patch can be obtained from Sim Microsystems or by 
anonymous ftp. 

Defense Communications Agency, DDN Defense Communications System. 
Defense Data Network security bulletin 9111: ULTRIX LAT/Telnet gateway 
vulnerability. Menlo Park, CA: SRI International, DDN Security 
Coordination Center; 1991 August 15; DDN Security Bull. 9111. 2 p. 

This DDN security bulletin discusses a vulnerability in LAT/Telnet 
gateway software in Digital Equipment Corporation's (DEC) ULTRIX 4.1 
and 4.2 on all architectures. The patch which consists of new 
/user/ucb/telnet binaries will prevent unauthorized root access 
privileges. The patch may be obtained through DEC'S Customer Support 

Centers. 

Defense Communications Agency, DDN Defense Communications System. 
Defense Data Network security bulletin 9112: Trusted hosts 
configuration vulnerability. Menlo Park, CA: SRI International, DDN 
Security Coordination Center; 1991 August 23; DDN Security Bull. 9112. 
2 p. 

This DDN security bulletin discusses a vulnerability in the 
configuration of several system files. A description, the impact, and 
a workaround solution for preventing remote users from gaining 
unauthorized root access to the system are provided. In this bulletin 
the Computer Emergency Response Team (CERT) strongly urges people to 
avoid the use of host.equiv and .rhosts files. 

Defense Communications Agency, DDN Defense Communications System. 
Defense Data Network security bulletin 9113: DEC ULTRIX /usr/bin/mail 
vulnerability. Menlo Park, CA: SRI International, DDN Security 
Coordination Center; 1991 August 23; DDN Security Bull. 9113. 4 p. 

This DDN security bulletin provides information concerning a 
vulnerability in all version of Digital Equipment Corporations' (DEC) 
ULTRIX operating systems prior to 4.2. DEC has recommended a solution 
that will prevent future unauthorized users logged on to the system 
from obtaining a root shell. 

Defense Communications Agency, DDN Defense Communications System. 
Defense Data Network security bulletin 9114:SGI "IRIX" /usr/sbin/fmt 
vulnerability. Menlo Park, CA: SRI International, DDN Security 
Coordination Center; 1991 July 27; DDN Security Bull. 9114. 2 p. 

This DDN security bulletin provides information concerning a 
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vulnerability of mail messages in Silicon Graphics Computer Systems' 
IRIX versions prior to 4.0. A patch is provided that will prevent 
unauthorized read access to users' mail messages. The vulnerability has 
been fixed in IRIX version 4.0 

Defense Communications Agency, DDN Defense Communications System. 
Defense Data Network security bulletin 9115: Mac/PC NCSA telnet 
vulnerability. Menlo Park, CA: SRI International, DDN Security 
Coordination Center; 1991 September 11; DDN Security Bull. 9115. 3 p. 

This DDN security bulletin presents information concerning a 
vulnerability in the default configurations of National Center of 
Supercomputing Applications' (NCSA) Telnet for both the Macintosh and 
the PC. Two possible fixes are suggested to work around this problem. 
The first solution is to disable the ftp server functionality. The 

second solutions is to provide password protection as described in 
this bulletin. Two e-mail address for NCSA are provided to those 
users who have Telnet questions. 

Defense Communications Agency, DDN Defense Communications System. 
Defense Data Network security bulletin 9116: New patch for SunOS 
Aisr/lib/lpd. Menlo Park, CA: SRI International, DDN Security 
Coordination Center; 1991 September 16; DDN Security Bull. 9116. 3 p. 
Obsoletes: DDN Sec. Bull 9110 

This DDN security bulletin contains updated information regarding 
early versions of the Sun Microsystems, Inc (Sun) Aisr/lib/lpd patch 
(Patch ID 100305-xx). This advisory offers the correct patch 
necessary for counteracting a remote spool problem (apparent in the 
SunOS 4.1.1 version) unknowingly introduced in a previous patch. This 
problem caused local jobs sent to die printer to be truncated if there 
were already print jobs in the remote queue. Further information on 
retrieving the most current patch (100305-06) is provided. 

Defense Communications Agency, DDN Defense Communications System. 
Defense Data Network security bulletin 9117: SunOS SPARC integer 
division vulnerability. Menlo Park, CA: SRI International, DDN 
Security Coordination Center; 1991 September 18; DDN Security Bull. 
9117. 2 p. 

This DDN security bulletin discusses a patch for a vulnerability 
discovered in Sun Microsystems, Inc (Sun) integer division on their 
SPARC architecture. A description of the the security vulnerability, 
its impact on the system, and the patch necessary to fix the 
vulnerability are presented. Further information on replacing 
/sys/sun{4,4c}/OBJ/crt.o and rebuilding the kernel necessary for host 
configurations can be obtained from the System and Network 
Administration Manual or by calling the local Sun Answer Center. 

DDN Management Bulletins 
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Defense Communications Agency, DDN Defense Communications System. 
Defense Data Network management bulletin 84: Transition of N1 

services. Menlo Park, CA: SRI International, DDN Network Information 
Center; 1991 September 4; DDN Mgt. Bull. 84. 2 p. 

This DDN management bulletin announces that the transition of the 
Network Information Center from SRI International to Government 
Systems Incorporated (GSI) will be effective 1 October 1991. Services 
such as network/user registration, on-line information services, and 
Help Desk operations currently offered by the NIC will continue until 
30 September 1991. Contact information for the NIC at GSI is provided. 

Defense Communications Agency, DDN Defense Communications System. 
Defense Data Network management bulletin 83: ^^n^e/internet 
routing services. Menlo Park, CA: SRI International DDN Network 
Information Center; 1991 September 3; DDN Mgt. Bull. 83. 6 p. 

Guidance and status information concerning the Defense Data Network 
(DDN) Mailbridge (MB), the Internal Routing Seivice (IRS) using 
Exterior Gateway Protocol (EGP), and the DDN connectivity to the non 
MILNET Internet (e.g. NSFNET) is presented in ^ 
b u l l e t i n .  O t h e r  t o p i c s  a d d r e s s e d  i n  t h i s  b u l l e t i n  i n c l u d e .  E G P  u p d a t e ^  
options, non-compliance with Internet Control Message 
MP relocations, NSFNET connection changes, and a planned replacement 
system for MB/EGP servers. Detailed EGP server assignments conclude 
this bulletin. 
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SECTION 1. INTRODUCTION 
This deliverable report contains the filenames of all unclassified network performance data files that have 
been added to the TS:<NET-DEREC11 VES> directory the XNIC.DDN.MIL host computer during the 
August 1991 to October 1991 time period. This report constitutes an update to the report that was 
submitted in July 1991. 

During the last quarter, all data files known as Host and Line Lists (HLs) were received as electronic mail 
messages from the CONUS MILNET Monitoring Center (CMMC), the Pacific MTT.NF.T Monitoring 
Center (PMMC), and the European MTT.NF.T Monitoring Center (EMMC). Incoming HLs were initially 
deposited into the HL.TXT mail file. The HLs were retained as electronic mail messages and were 
moved into other files according to the date of reports. The format of those filenames is 
HL-YYMM-O.MAIL, where "YYMM" indicates the year and month in which the reports were received. 
Zero ("0") represents the part of the month during which the reports were received and is used during 
months in which the messages are too numerous to fit into a single mail file. 

No Weekly Throughput Reports (WTRs) were received during 1991. 

In the following Section, Subsection 2.1 contains a list of the HL files that were written since the last 
version of this report was prepared. Subsection 2.2 gives the filenames of all HL files archived since the 
last report. The Appendix contains the contents of the remaining online HL file, HL.TXT. 
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SECTION 2. SUMMARY OF LISTS 
2.1 ONLINE HL FILES ADDED SINCE LAST REPORT 

Only the HL.TXT file is currently online. All other HL files are 
archived. 

2.2 HL FILES ARCHIVED SINCE LAST REPORT 

HL-9105.MAIL 
HL-9106.MAIL 
HL-9107.MAIL 
HL-9108.MAIL 
HL-9109.MAIL 



APPENDIX A. CONTENTS OF ONLINE DATA PERFORMANCE FILES 

HL.TXT 
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CONTENTS OF FILE HL.TXT 
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28-Oct-90 17:57:09-PST,549;000000000001 
Return-Path: <stahl@NISC.SRI.COM> 

Tcp; sun-28 <**»•« 

Date: Sujf r?!56:56 -°S°8 

From: Mary Stahl <stahl@NISC.SRI.COM> 
To: hl@nic.ddn.mil 
Cc: stahl@NISC.SRI.COM 
Subject: Place holder 

Message-Id: <CMM-O.88.657165414.stahl0eeyore.NISC.SRI.COM> 

of the HL.TXT maiimfilea ""please^o^o^delete?1 acoidental deletion 


