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TOPICS TO BE COVERED TOPICS NOT COVERED 

• DDN information infrastructure • Information architectures 
• Augmenting users • User registration 
• Naming and distributed domains • Protocol implementation and testing 
• Protocol transition and technology transfer • Audit trail and billing 
• Email for military users • Network journal and repository 
• Information management tools • Onsite government computer facility 

• POC coordination and training 

• Electronic "yellow and white" pages 
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TOPICS TO BE COVERED 

[ ~-~' '- • DDN Information Infrastructure 

• Augmenting Users and Subscribers 

• OSI Naming and Distributed Domains 

• Protocol Transition and Technology Transfer 

• • Email for Military Users 

• Information Management Tools 

• Audit Trail and Billing System 

• 
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INTERCONNECTIVITY 

AND INTEROPERABILITY 
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4f7188 

NEED MORE INTERCONNECTIVITY 
AND LIAISON AMONG 

MILITARY INFO CENTERS 

DoD Internics 



• 417/88 

MORE DCA/NIC LIAISON NEEDED 

• DCA Should Keep NIC Informed of 

• Policy 

• Publications 

• Procedures 

• • Changes 

• Events 

• Work as a Team 

• Use NIC to Save Time for DCA 

• 
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CURRENT PROBLEMS WITH 
DON INFORMATION FLOW 

• NIC/NMCs not kept informed 

• Loops Badly 

• Lacks Structure 

• Much Overlap 

• Duplication of Effort 

• Many Gaps 

• Conflicting Directives 

• More Coordination Needed 

4/7/88 



• RESULTS 

• Technical Mistakes 

• Competing Activities 

• Wasted Funds 

• Frustration 

• Confusion 

• • Poor Use of Contractors 

• "Bad Press" for DCA 

• 
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SUGGESTED APPROACH 

• An Internics Infrastructure 

• Information Protocols 

• A Military Advisory Committee 

• • A Network Distributed Archive System 

• Clear Administrative Guidelines 

• Replicated Services 

• Delineation between Subscribers/End Users 

• 
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TOPICS TO BE COVERED 

• DON Information Infrastructure 

• Augmenting Users and Subscribers 

.OSI Naming and Distributed Domains 

• Protocol Transition and Technology Transfer 

• Email for Military Users 

• Information Management Tools 

• Audit Trail and Billing System 

4/7/88 



• 
USERS 

• No One Knows Who They Are 

• No One Knows How Many There Are 

• No One Knows What They Are Trying To Do 

• 

• 
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USERS NEED 

• An Introduction to the Network 

• Ubiquitous, User-Friendly Services 

• T AC Access and Registration 

• • Documentation 

• Standard Protocol Interfaces 

• Consistent Network Commands 

• More Bandwidth 

• Knowledge of Resources 

• A Network Archive 

• 



• SUBSCRIBERS NEED 

• An Introduction to the Network 

• A Procedure Manual 

• Immediate Network Access 

• Administrative Guidelines 

• Understanding of the DON Architecture 

• • Vendor Product Information 

• Protocols and Protocol Implementations 

• Help for Their Contractors 

• Test and Test Procedures 

• Certification 

• A Working-group Forum 

• • Adherence to the DON Protocol Suite 



• 
poes NEED 

• An Introduction to the Network 

• Immediate Network Access 

• An Orientation Packet 

• Clearly Defined Duties 

• • A Working-group Forum 

• Recognition for the Role They Play 

• 
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HOW WE HAVE APPROACHED 
THE PROBLEM 

• GIVEN A TELEPHONE, A TERM INAL, 

AND THE NETWORK 

• WE BRING INFORMATION TOOLS 

TO THE KNOWLEDGE WORKER 

ELECTRONICALLY 



• ONLINE SERVERS 

/ -
/ DDN 

/ 

• 

• 



USER DOCUMENTS 

• 

• --- ---

• 
, . 



BEHIND THE SCENES 

• 

• BILLING 

• ACCESS PERMISSION 

• NAME SERVICE 

• PROTOCOL INTERCONNECTION 

• • PRIVACY/AUDIT TRAIL 



DON NETWORK 

• 

, ,..--- --

• BILLING 

• ACCESS PERMISSION 

• • NAME SERVICE 

• PROTOCOL INTERCONNECTION 

• PRIVACY/AUDIT TRAIL 
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DDN Whois Usage 

July 1984 - March 1988 

100000 

90000 

80000 

70000 

60000 

50000 

40000 

30000 -I"---' 

20000 

10000 

o I I I I I I I I I I I I I I I I I I I I I I I I I I I I I I I I I I I I I I I I I I I I I 

J I S N Ja M M J I S N Ja M M J I S N Ja M M J I S N Ja M 
84 85 86 87 88 



, . 

• 3/ 11 /88 

DOCUMENTS SHIPPED, 1987 

ARPANET Information Brochure 188 

DDN Brochure 62 

DDN Directory 237 

DDN New Users Guide 337 

DDN Protocol Handbook 925 

• DDN Protocol Imp!. and Vend. Guide 380 

DDN Subscriber Security Guide 162 

DDN Subscribe Interface Guide 165 

DDN TAC User Guide 94 

DDN X.25 Specifications 175 

RFCs 18,300 

• 
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3/ 11 /88 

Documents Distributed by SRI 
1987 

By Document Title (RFCs not included) 

X257% AtB·6· ... 

DDN Bloch· 3% 

ODN Oir· 9% 

secunty GUide· 6'" 

TUG · '" 

Inlerl Guide · 6% 

NUG· 13% 

PH· 34% 
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SRI Document Expenditures 

By Category. 1987 

Shipping - 7% 

Labor - 27% 

Print ing : $ 51000 
Labor : $ 21000 
Shipping : $ 5000 

. -- - ---

Total SRI 
expenditures : $ 77000 

Printing 
66 % 



• 
NIC PROVIDES 

ONE-STOP 
INFORMATION SHOPPING 

• Answer Questions 

• Provide POCs 

• • Identify Related Documents 

• Provide Document Ordering Info 

• Provide Documents Themselves 
• Low Cost, Pay-As-You-Go Services 

• Special Handling 

• Not Printed With Govt Funds 

• Provide Info Products 

• 

4f7/88 
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NIC CREATES GOODWILL 

• Welcome Users to the Network 

• Orient Subscribers and Contractors 

• • Go That Extra Step for Answers 

• Treat Customers Courteously 

• Make a Good Showing on Behalf of DCA 

• 
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TOPICS TO BE COVERED 

• DON Information Infrastructure 

• Augmenting Users and Subscribers 

.OSI aming and Distributed Domains 

• Protocol Transition and Technology Transfer 

• Email for Military Users 

• Information Management Tools 

• Audit Trail and Billing System 

4/7/88 
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DDN NAMING AND ADDRESSING 

• Transition : Flat Naming -> Hierarchical Naming 

• Transition: TCP/ IP -> OSI 

NIC Role 

• • Teamwork -OSD, DCA, DARPA, NSF, NIC, MITRE 

• Registry for Hosts and Domains 

• Administer Top-Level Domains 

• Provide Data Files to Key Sites 

• Provide Uninterrupted Network Operation 

• Provide Official 000 Internet Host Table 

• Assist Network Interoperability 

• 
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4/6/88 

NAME SERVICE RESEARCH EFFORT 
DISTRIBUTED WHOIS 

OSI DIRECTORY SERVICES 

NIC is combining efforts with: 

• DSAB WG 

.IETF WG 

.INTERNICS 

.NSF 

.NBS 

.NARDAC 
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DDN Growth 

Network Naming and Addressing Statistics 

Internet Hosts 

(includes ARPANET/MILNET) 

ARPANET/MILNET Hosts 

ARPANET/MILNET TACs 

ARPANET/MILNET GWs 

Apr 1987 

3,372 

776 

141 

133 

Apr 1988 

5,548 

1683 

182 

179 

Internet Gateways 182 233 

ARPANET/MILNET Nodes 209 245 

Connected Networks 587 865 

Domains (top-level, 2nd-level) 282 506 

Hostmaster online mail 1422 1626 

(Size of current host table = 598,881 bytes) 

4/6/88 
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• 
TOPICS TO BE COVERED 

• DON Information Infrastructure 

• Augmenting Users and Subscribers 

.OSI Naming and Distributed Domains 

.. : .... ~ • Protocol Transition and Technology Transfer 

• • Email for Military Users 

• Information Management Tools 

• Audit Trail and Billing System 

• 
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SRI IS A WELL-KNOWN 
PROTOCOL INFORMATION SOURCE 

• Helped Design ARPANET/DON 

• Wrote TCP/IP 

• Assisted with TCP/IP Transition 

• Have Implemented 000 Protocols 

• Know all the Players 

• Active in Standards Bodies 
• .000, ISO, CCITT, IFIP, ANSI 

• Take a Neutral Stance 
• No "Religion" 

• No Product Line 

• Cooperate With 
• PSSG, IETF, MILCOMS 

• DCEC, ANSI , COS 

• NSF, NBS, DARPA 

• Coordinate the Host Administrators 

• SRI Research Expertise for Back-up 

• 
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NIC ROLE IN TRANSITION 

• Serve as Info Clearinghouse 
• Contractors 

• Vendors 

· Subscribers 

• Researchers 

• Users 

• • Provide POCs 

• Provide Documentation 
• RFCs and IDEAS 

• Directives 

• Protocol Handbook 

• Sound the Alert 
• Mgt Bulletins 

• Heads-Up Broadcasts 

Provide Protocol Repository 

• Provide Liaison 
• • POCs, NMCs, OTIC, Other Military NICs 
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TOPICS TO BE COVERE 

• DDN Information Infrastructure 

• Augmenting Users and Subscribers 

.OSI Naming and Distributed Domains 

• Protocol Transition and Technology Transfer 

.. '.' • Email for Military Users 

• Information Management Tools 

• Audit Trail and Bill ing System 

• 

4/7/88 
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NIC IS BOMBARDED BY 
USERS 

SUBSCRIBERS 
POCs 

WANTING ACCESS TO EMAIL 

417188 
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MORE THAN A THIRD OF 
THE HOST ADMINISTRATORS 
DO NOT HAVE EMAIL ACCESS 

4/7/88 
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PROBLEMS CREATED 

• DCA Cannot Manage Net Effectively 

• POCs Do Not Receive Required Info 

• POCs Do Not Know Environment 

• • Systems Do Not Function Properly 

• Tables Are Outdated 

• POCs Cannot Perform Role 

• POCs Cannot Assist Users 

• Time And $$ Are Wasted 

• 



• 
ELECTRONIC MAIL EXPERTISE 

Office Environment 
• Extensive PC and Workstation . 

experience 

• SAM 

Campus Environment· SRI NET 
• • Multiple hosts/operating systems 

• 

• Wide variety of mail handling 
programs 

• Covers large campus 

• Large number of users (1000+) 

• Extensions to SRI Washington 
office 

4/7/88 
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SRI/NISC MAIL SERVICE 

POSSI B L1TI ES 

• Provide mailboxes for POCs 
• SRI host or other host 

• Self supporting via subscription 

• Provide coordination with military 
commands 

• Set up self supporting mail hosts 

• SAM 

4fl18ll 
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B£Gf1'OIJIC 
MAIL 

PER9'J\IAL 
COv1RJTER 

PC SAM 

NIC 
SERVICES 

HOST 
COMPlJTER 

FILE UPLOAD! 
[X),II,N.l)IID 

NETWORK ACCESS 
VIA PC 



• PC SAM 
Simple A ccess to e-Mail 

Features 

• 
- Friendly User Interface 

- Automatic Mail, Automatic Login 

- VT1 00 Terminal Emulation 

- Mail and DOS File Management 

• 
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SAM, VERSION 2 

• Background Operation 

• Windows (Memory Dependent) 

• Editor with Search Capability 

• Enhanced KERMIT Capabilities 

• Improved Password Protection 

• • Increased Basket Capacity 

• Message Archiving 

• Access to NIC Services 

• Address Book 

• Handles Large Messages as Files 

• Online Screen Buffer 

• Zenith COM3 Port Support 

• VT100 Emulation in Mail Service 

• 



• 
SAM Desktop 

,-------rao .. More functions --------T--------, 
Look fit 8/lskel II hit (rOIl SWC Access 15 MIlIj Bb 7 : 45 1'111 

Label IInket Nsgstro,..s; : ]2/256 
Print hsllel S .. _arOJ . . Send I Recelye ""II C: 79bSil chArs fr't!ll 

Print Desktop SI111111111rlj • : Dial /II Service 
Wurk on fi In . ; ,",,,Il (or T",..lnAl CiIIll 

• Press ill func liu!! }celj or use D D a ID hel)s t o elmo se ill basket 

[ IH [ ADDRESS BOOK J [ SERUI ers J [ YOUR PC 

[ OIIT 1 [ SEHT J [ (RESERVED) 1 [ WASTE 

[ "H Mgt Btl J In 1 [ SAM feedbacl! 1 [ Pol iel} St.ts 1 [ TCP/ I P 
1 

[ DOH ttew s letlr 1 [ Info-IIIM . PC 1 [ Ref Staff 1 [ '---___ 1 

[ " ollt hll) IIpts 1 [ Jle,...it I.fo 1 [ 1 [ 1 
I 1 [ 1 [ 1 [ 1 

• 
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TOPICS TO BE COVERED 

• DON Information Infrastructure 

• Augmenting Users and Subscribers 

.OSI Naming and Distributed Domains 

. • Protocol Transition and Technology Transfer 

• Email for Military Users 

~ • Information Management Tools 

• Audit Trail and Billing System 

• 

4f7188 



( DATA ENTRY ) 3111188 

• 
Data Entry 

From Dialog· 

~ 
Remote Data 

Direct Data ·1 DBMS ,. Entry and 
Entry (Void) Training 

(PC-DOTS) 

.... ,' '' ''', ... , ""'" " .,', .... ,',., " ,. " .. ... ... . •••• , •• ,' " " ' ''' .... '' .... ,", . , " """"' , ••••• ,' 0""" " 

(OUTPUT PRODUCTS) (USERS) 

Library DON Technical 

• Catalogs Doc. Center 

I \ Reference 

Shelf C --" Staff .. 
Lists A B 

T DATA BASES I 
NIC Library 

A (NIC DOCS) B • 
L L Staff 

I Bibliographies I - 0 
(DON DOCS) I 

G 0 -...... SAM 

\ 
(PC Users) 

,/ 

Quality Control BIBLIO (Network 
Indexes Users) 

• NIC Information Tools 
• Available but not currently used 
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NIC SOFTWARE STATUS 

• Just Completing "C" Conversion 

• Extensive "C" Program Library 

• Converting to Relational DBMS 

• Many UNIX-Based, Portable Tools 

• Converting to Smaller, Cheaper Equipment for 

Easy Replication 

• Can Act As Reference and Shareware Source 

for DCA 

• Positioned for Distributed NIC Services 

• All Systems Documented 

417188 
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NIC CAN SHARE RESOURCES 

• Host Tables 

• WHOIS Server 

• Domain Name Server 

• • "C" Compiler 

.VOID DBMS 

• User-Interface Programs to Servers 

• Remote Data Entry Programs 

• 
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TOPICS TO BE COVERED 

• DDN Information Infrastructure 

• Augmenting Users and Subscribers 

.OSI Naming and Distributed Domains 

• Protocol Transition and Technology Transfer 

• Email for Military Users 

• Information Management Tools 

• Audit Trail and Billing System 

4f7188 
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Network Audit and Control 

• Tasked by Defense Data 
Network (DON) 

• Joint effort by DON, SRI, 
BBN, AYDIN 

• Three interlinked tasks: 
-TACACS 

- Network Audit Trail 
System (NAURS) 

- Network Billing and 
Usage System (NURS) 

. . . 
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TACACS 

Terminal Access Control System 

• Register users 

• • Issue TAC Cards 

• Rolling update 

. 
• Remove unauthorized users 

• 



• 
Network Audit Trail System 

• T AC user activity 

• Network utilization 

• • Capacity planning 

• Network usage trends 

. 
'r 

• 



• Billing System 

• Based on usage 

• Accumulated by PDCs 

• Customized billing for: 

• DCA (Total net activity) 

• • Service branches 

• Organizations 

• Sites 

• Individuals 

• 



• 

• 

• 

A 
N 
2 
o 

Milnet 
PSN 

DEC-2065 
SRI-NIC 

A 
N 
2 
o 

Arpanet 
PSN 

Data-Gathering 
SUN 3/160S-4 

Workstation 

~ / 
~~~,---

NI20 

4f7188 

Programming and 
Development WorkstatIons 

4 SUN 3150 Workstations 
1 SUN 3 /160 File Server 

1 Sun 4/280S-8 CPU 

SRI NIC 

NETWORK 

DIAGRAM 

Om. Analysis 

t 2 SUN 3 /60 Diskless 
Workstatlons 

File Server 
SUN 3 /180 
Fire Server 
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PROBLEMS 

• Need Clean Data From NCDs, BBN 

• Need Decisions By DCAJDECCO 

• Need to Resume NAURS WG 

• Stop Delays in Obtaining Equipment (2 112 Yrs 

for 8 Workstations) 

• Deadline Is Approaching 

417/88 
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Future 

• Profile User Activities 

• An IDES application 

• Expert system 

• Audit-Trail Protocol 
enhancements 

• Portable NAURS 

• Applicability to other 
(classified) networks 

, 
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SRI Intrusion Detection System 

( I J 
• 

TARGET 
SYSTEM 

, . 

Security 
Monitor 

• 

Anomaly 
Detector 

• Network 
Interface 

• 

CSl-NET 
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IMPACT OF COMPETITION 

• Loss of Continuity 

• Expensive to Move 

• Confuses Users; Require Retraining 

• NIC Loses "Neutral" Status 

• Loss of SRI Co-Investment 

• Contractor Forced Into 
Competitive Stance 

• Interruption of Technology Transfer 

• Loss of Valuable Information 

, 
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ALTERNATE SUGGESTION 

• Continue NIC as sole source contractor 

• Set up military policy board 

• Policy 

• Services 

• Guidelines 

• Sanction NIC as DCA online protocol and 
technology transfer POC 

• DON software repository 

• Online services to DON users ' 

o Assist DCA with info liaison to OTIC, · 
NTIS, etc. 

• Fund Intern ics activity to define 
5 Infrastructure 

• Protocols 

• Administration 
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COMMENTS ON DCA CIRCULAR 310-P70-74 

TERMINAL ACCESS CONTROLLER USER'S GUIDE 

DON Network Information Center 
By Steve Dennett, Hal Huntley, Steve Mason, 

Francine Perillo and Scott Smith 

General comments: 

9/30/87 

The document covers a very broad spectrum of users, from the novice 
to the experienced. There is a noticeable transition in the text from 
the introductory to advanced commands and their descriptions. In the 
overview, the novice and advanced user could be directed to those sections 
that would be most useful to each respective group. 

There are concepts and commands presented that seem to be unique to 
Release 114 and later, yet in many instances the user is not informed 
of this fact. Specific examples can be found on page 1-5 , section 
5-c-(4)-(a) and on page 4-2, section 3-b-(4). OVerall, the document 
is well organized, informative and easy to understand with many helpful 
examples. 

The document should be widely distributed and easy to obtain. In addition 
to being ~vailable through the DCA Circulars office, the document should 
be obtained through some other source, for the benefit of the many 
non-military users of the DON. 

~ Specific comments: 

Paragraph 

iii- 3 

v 

[pg 1-1] 

1 

2-b 

• 2-c 

Comnent 

, sign in the right margin on the same line as character 
size. Is it extraneous? They are scattered throughout 
the document. 

NIC. Add a comment about issuing TAC cards. 
Add ARPANET, MILNET, OCONUS and SAPVAL to the list. 

Suggest roodifying the first sentence to: " ... describes 
where to get help with TAC access prcx:edures, ... " . 

For clarity, the first sentence should say : "Tenninals 
can be connected to the DDN through the TAC, or indirectly 
through a host." The fourth sentence should say: "The 
terminal may be connected to the TAC by a direct line, or 
it may be connected through a dial- up line; ... n In the last 
sentence in this paragraph, "into" should be !tin_toll . 

Comment : Aren't all DON TACS running TACACS? The sentence 
that says: " ... the system may include the TAC Access Control 
System ... " sounds like there are sane TACs that are not . 

Change the first sentence to: "The network can be 
considered as a way in which a remote computer (usually 
called a host) and the user's terminal can communicate." 

r 
~.L.' 'U, 
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5-c-(I)-(b)-2 
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5-c-(2)-(b) 

5-c-(3) 

We prefer TACs & PSNs (without the apostrophe ). 

The second sentence says : "Normally, the protocol is not 
visible at the terminal." What does this mean? What does 
one do if one appears? What do they look like? 

A better definition of protocol is needed. 

Need the picture to evaluate. 

We're called "Network Information Center (NrC) User 
Assistance", not IICustomer Assistance Desk". 

Re : "News" . The sentence should read : "In addition, 
there is a "News" corrmand "@N [RETURN] II which connects 
the user to the NIC's computer. On that computer are 
various programs containing network infonnation . II 

We're called "Network Information Center (NIC) User 
Assistance", not "Customer Assistance Desk" . 

Re: CONUS. Isn't CONUS considered 
it should say "CONUS and Hawaii H. 

Put a hyphen in 11 at sign 11 • 

to include Hawaii? If so, 
Give the hours of the NIC . 

Hyphen in Hat sign". The last sentence would be clearer 
if stated : "The intercept character may be echoed a third 
time after typing it twice." As currently stated, the user 
might expect to see five at-signs. 

Modify the text to say : H@R [RETURN]" will reset the TAC 
port and break the connection to the host if it has been 
established . 

What is "a full period communication line" with modems? 

In the sentence , "At the user provided end ... " Omit 
"provided" or put a hyphen in between user and provided. 

It is saying acoustic couplers are datasets, correct? 
H .. . instructions for usage" could be stated It ••• usage 
instructions" . 

A data set is a modem? I thought a data set was an acoustic 
coupler from 5-c-(1)-(b)-3 above. Then, an acoustic 
coupler is a modem? These terms should be defined 
possibly in 5-c-(1)-(b)-3. Put a hypen between user and 
provided . 

Line speed and baud rate are established conventions, use them . 
Will the use of [BREAK] [CONTROL-OJ be true in Release 114? 
If true, say so, because it doesn ' t work now. 
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In actual operation, the TAC herald does not have this line : 
"Type @:> [address or hostname1 . 
Will that be part of Release 114? 

Add II (or TAC banner) to after "Tac herald. II 

It should be indicated that for the Pacific region, 
the herald says, CALL THE PMMC AT AV 455-1472/3 

OR COM 808 655-1472/3 FOR HELP 

Also, the text states : "The second line tells how to 
connect to a host as an aid to users." This is not 
shown in the example . As a general comment, it should 
be stated that there is no "pranpt" for a TAC . The 
cursor is at the left of the screen, waiting for a 
conunand to be 9i yen after the banner is displayed . 

What is a "normal" TAC log-in capability? 
imply that there are TACs on the DON that 
TACACS? 

00 you mean to 
do not have 

The connection between the @O and (letter) is not 
clearly established. It could be interpreted to mean 
"enter @O, then some letter, and then a host address .. . " 

To aid the user, it might be clearer to say "@O 
(the letter '0')". Adding the extra words clarifies 
the explanation of the previous character and not 
"some letter" that the user needs to type before the 
[space]. The use of "Enter : " could be misleading, 
because the person might think they will see 
the word "Enter:" before they type the "@J" . Suggestion : 
"There is no prompt after the TAC banner, just enter:" 

Responses fran the TAC should have "code" capitalized. 
As in "Access Code : " 

"cooe" in "Access code:" should be capitalized. The TAC 
responds with "trying" capitalized . As in "TCP Trying ... " 

"Bad Login" should be "Bad login". Should make the point 
that after three incorrect tries, the TAC will disconnect 
and the user will have to re-establish a TAC connectiun. 

Should say: "TACACS cards are issued by the NICi 
the user should contact the Host Administrator to request 
a TACl\CS card." This is the first place the Host 
Administrator is mentioned. The HA should be explained 
before this point, or mention a section where the HA 
is explained. 

The first sentence would be clearer if it stated : "As 
explained in the previous section, the TAC displays its 
herald once the TAC and the terminal have agreed on the 
line rate . " 

Should say . . • tt After logging out from the host, close 
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the TAC connection to the host. 

Say: "For the sites without TACACS, close the TAC-host 
connection by entering:" 

And : "This cOnmland closes the connection between the TAC 
and host, displaying no response on the screen." It is 
a good idea to highlight the TAC-host connection. 

"For the sites with TACACS, close the TAC- host connection 
by entering ... " It needs to be clear which connection 
is being closed by @C. 

After the user enters @C and @L the TAC responds 
with: "Logged out". This is missing from the text. 

How long after logout does it take the 
the port, if the user does not perform 
Is there a timeout period for the TAC? 
is it? 

TAC to close 
the @C & @L? 
If so, what 

Comment : There is a blank page following 1-7. Will there 
be a diagram? There are no blank pages 
following subsequent chapters. 

... "Reset to Initial Configuration (@R I C) cOlTDl\and ... " 
The "to" could be omitted. 

DCAB651@DDNl should be DCAB65l@DDN1.ARPA 

Last sentence should be punctuated : "Error messages, as 
well as procedures for entering an intercept character 
as text, are also discussed." 

There is not a table with the different device rate 
settings and the corresponding baud rates. Previous 
TAC guides have this table. 

The intercept character is referred to as 
(the @ sign), earlier it was (the at sign). Be 
consistent throughout. "A space is not required 
between the @ and the first word." Sounds like a 
space is optional. It would be better to say, 
"There must not be a space between the @ and the 
first word or letter." 

After an abort, there is no indication from the 
system to indicate this. 

Delete" ;the third @ was echoed by the host". 

First sentence, delete "in order". Second sentence, 
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6-d-(1) 
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7-a 

7-b 
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7-c 

7-d 
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10 

10-a 

[P9 3-12) 

should state : "The user can assume that corrmunication 
has been established when the TAC herald is displayed." 

"line rates" could be "baud rates"_ 

First sentence could be edited to : "If the herald message 
is displayed, the port is set to the correct baud rate." 
Delete "In either case II , in the last sentence. 

OCONUS not defined . Line noise could be a factor in 
garbled messages. 

Text should contain a commment that some TAC ports used 
for dial-in access to DON are either 300 or 1200 only. 

Does using [BREAK] in this situation behave like @R I C? 

Why are padding and parity mutually exclusive? More 
discussion needed. 

@DEVICE CODE ASCII (@D C A) [RETURN) 
From this point on, none of the TAC commands are followed 
with 11 [RETURN] II, It was used earlier in the text, so be 
consistent and use throughout . 

Delete nnegotiate a" from the second sentence . 

DCAB651@DDNl should be DCAB651@DDN1.ARPA 

Good Table 3-1!! 

What does the "Entered @I 13" refer to? 

Reverse the order of @R I C and @R as they are discussed 
later in the text in that order. 

The last two sentences in this paragraph are out of place. 
The way the paragraph is written, the reader must read 
back to the beginning of the paragraph to find out 
the causes of two cases. One remedy would be to mention 
the cause and solution together. 

The NIC does not maintain the information about which 
type of flow control is enabled at the TAC. Should be MC? 
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3-b-(6)-(b) 
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5-a-(3) 

5-a-(4) 

5-a-(5) 

5-a-(6) 

Good description! 

Typo : Delete the carriage return after the semi-colon . 

There are three different references to chapter 5 . 
What are these sections of chapter 5? It could be 
mentioned that Binary Mode disabl es t he TAC intercept 
character and local TAC commands . 

Reverse the order of a and b . Set the terminal baud rate 
before you dial the TAC. 

"Specify a host 
or hostname . .. " 
previous TACs . 

by supplying a network address 
Hostnames have not been availabl e on 

Will this be true for Rel ease 114? 

An indication that there is a space between the 
@OPEN and a.h.c .d would be helpful for new users . 

A hostname example would be helpful for new users . 
Why isn't the hostnarne example mentioned in the 
previous section on @O? 

Is this valid for Release 114 and later? It would be nice 
feature to allow the use of hostnames with the OPEN command. 

TAC actually responds with II TCP Trying .. . II (trying 
is capitalized), the same with "Open . " 

How long does the TAC continue to retransmit? The 
sentence seems to imply that it would continue 
indefini tely . 

Re : Bad & Can't . One refers to the network address 
and the other refers to the internet address . Use 
consistent terminology; one or the other. 

"trying" should be capitalized . 

"trying" should be capitalized . 

"userid" should be capitalized" . 

Change to : "Enter your TAC user identification, followed by 
(RETURN] . If your identification is not . . . " 

Same as above . 

Same as above) . 

Should be : nLogin Ok 



5-a-(7) 

• 5-b 

{pg 4-5] 

5-c-(1) 

5-c-(3)-(a) 

5-c-(3) 

5-c-(3)-(b) 

5-c-(4) 

{pg 4-6] 

5-e 

{pg 4-7] 

6-d-(2) 

7-b • [pg 4-9] 

9 

{pg 4-10] 

10-a-( 4) 

11 

{pg 4-11] 

11-a-(2)-(b) 

11-c 

{pg 4-12] 

12 

• 12 

12-d 

TCP Trying .. . Open" . 

"trying" should be capitalized. 

Change "Release 113 and beyond" to "Release 113 and later" 
throughout the draft. The use of "beyond" is not 
appropriate in this context. 

Drop the comma after access code. 

"code" should be capitalized. 

"Bad Log in" should be "Bad log in" . 

Should be a <cr> after Bad Login and login 
should be lowercase . 

"Login" should be lowercase. 

ItLogin" should be lowercase . 

SAPVAL not def ioed. 

Release 114? 

"userid" (in Table 4-1) should be capitalized. 

Change the last sentence to: IIIf on TACACS, you may 
use the Open command without having to go through the TAC 
login procedure again . " 

The discussion of the @R and @R I C command should be 
in the same order as they are on the following page. 

Where in chapter 5? Be more specific about the section. 

TAC 114 should be: TAC Release 114 .. 

Log off and log out are used interchangeably, 
suggest use one or the other. 

Delete "in order". What happens if you don't log off 
the TAC? 

Should mention that on dial-up, the phone connection can 
only be broken by hanging up the phone. 
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Last paragraph is less clear than last definition . 

Must a connection be open for the user to request 
binary mode? Clarify. 

What must a user do to disable XON/XOFF? 

It would be useful to have a discussion in this section 
about why a person might want to transmit on word or on 
message instead of character or every number of characters. 

Is @T E 0 (letter or zero?) 

@Close ... How many minutes have to elapse before 
port closes on its own? Autologout exist on the TAC? 

@Flush ... "Note" should be followed with a dash or 
a colon. 

@Open ... Refers to chapter 5 for a discussion 
of special Open formats. They are located in Supplement 4 . 

@Send Abort Output .. . "Note" should be followed with a dash 
or a colon. 

Login expired . .. Refers to the discussion of the @U command. 
Expired login is not discussed in the @U section . 

Use a multiplication symbol in the formula to 
indicate the operation . 



COMMENTS ON DCA CIRCULAR 310-P70-74 
TERMINAL ACCESS CONTROLLER USER'S GUIDE 

DON Network Information Center 

By Jake Feinler, Steve Dennett, Hal Huntley, 
Steve Mason, Francine Perillo and Scott Smith 

General comments: 

9/30/87 

The document covers a very broad spectrum of users, from the novice 
to the experienced. There is a noticeable transition in the text from 
the introductory to advanced commands and their descriptions . In the 
overview, the novice and advanced user could be directed to those sections 
that would be most useful to each respective group. 

There are concepts and commands presented that seem to be unique to 
Release 114 and later, yet in many instances the user is not informed 
of this fact. Specific examples can be found on page 1-5, section 
5-c-(4}-(a) and on page 4-2, section 3-b-(4). Users would find it 
very helpful to have a table for quick reference which outlines the 
differences between TAC Release 113 and TAC Release 114. This could 
be added as an appendix. 

One of the most frequent problems that canes up on the NIC "hotline" 
is that of personal computer (PC) users having difficulty using their 
computers as terminals to access a TAC. It would be very useful if 
the TAC User Guide included a section addressing some of these 
problems. 

In Chapter 1, Section 2, "Connecting to the Network Using a TAC", the 
emphasis is on reaching the DDN through a TAC . This section implies this 
as the goal of using a TAC . The goal is to use the DDN to get to a host 
or a service (program) where one either has an account to log into or can 
find information. It is important to make this clear because many users 
have been confused about this point. This is particularly true for 
personal computer users who often believe that just accessing the DDN 
through a TAC will allow them to communicate with all the other PCs so 
attached . The concept of a host computer on which one does work or has 
an electronic mail account seems to be missing as the objective of using 
the network . It is not clear that the TAC access is merely the closest 
access point to the DDN backbone and that the backbone will then take the 
user to the host computer of choice. Perhaps a few sentences could be 
added or enhanced to make this point . 

Consistency in punctuation, capitalization and within secenarios is 
important. For example, TACs vs. TAC' S; "Bad login" rather than "Bad 
Login" (lower case 1 for login); and the consistent use of (RETURN] 
within the user scenarios . 

This is a key document for DDN users . It needs very wide distribution 
and is in high demand. It would be useful if the document were made 
available through a number of sources, because many non-military users 
are unfamiliar with DCA Circulars and how to obtain one . In the past 
the dtX'wnent has been available first from BBN and then the NIC. Users 
found this useful. If it will no longer be available fram these sources, 
perhaps it might also be deposited at NTIS where it would be more readily 



available to non-military users . We strongly suggest that an online 
reference copy be stored on the SRI- NIC . ARPA host for use by military sites 
who may wish to incorporate portions of it into documents they are preparing. 

OVerall, the document is well organized, informative and easy to 
understand with many helpful examples . 

Specific comments: 

Paragraph 
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4-a 

Conunent 

# sign in the right margin on the same line as character 
size. Is it extraneous? They are scattered throughout 
the document . 

NIC. Add a comment about issuing TAC cards . 
Add ARPANET, MILNET, OCONUS and SAPVAL to the list . 

Suggest modifying the first sentence to : " ... describes 
where to get help with TAC access procedures r ••• " • 

For clarity, the first sentence should say : "Terminals 
can be connected to the DON through the TAC, or indirectly 
through a host." The fourth sentence should say : "The 
terminal may be connected to the TAC by a direct line, or 
it may be connected through a dial- up line; ... " In the last 
sentence in this paragraph, "i nto" should be "in ..... to" . 

Conunent: Aren ' t all DON TACS running TACACS? The sentence 
that says: " . .. the system may include the TAC Access Control 
System .. . " sounds like there are sane TACs that are not. 

Change the first sentence to : "The network can be 
considered as a way in which a remote computer (usually 
called a host) and the user ' s terminal can conununicate." 

We prefer TACs & PSNs (without the apostrophe) . 

The second sentence says : "Normall y, the protocol is not 
visible at the terminal." What does this mean? What does 
one do if one appears? What do they look like? 

A better definition of protocol is needed . 

Need the picture to evaluate. 

We ' re cal led "Network Information Center (NIC) User 
Assistance", not "Customer Assistance Desk" . 

Re : "News" . The sentence should read : "In addition, 
there is a "News" comnand "@N [RETURN]" which connects 
the user to the NIC ' s computer . On that computer are 
various service programs providing network information . " 

We ' re call ed "Network I nformation Center (NIC) User 
Assistance" , not "Customer Assistance Desk" . 
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5-c-(4)-(a) 

5-c-(4)-(b) 
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Re: CONUS. It should say "CONUS and Hawaii". Also, give 
the hours of the NrC. 

Put a hyphen in "at sign II • 

Hyphen in "at sign". The last sentence would be clearer 
if stated: "The intercept character may be echoed a third 
time after typing it twice." As currently stated, the user 
might expect to see five at-signs. 

Modify the text to say : "@R [RETURN]" will reset the TAC 
port and break the connection to the host if it has been 
established. 

What is "a full period conununication line" with mode.rnS? 

In the sentence : "At the user provided end . .. II cmi t 
"provided" or put a hyphen in between user and provided. 

It is saying acoustic couplers are datasets, correct? 
" ... instructions for usage" could be stated " ... usage 
instructions II • 

A data set is a modem? I thought a data set was an acoustic 
coupler from 5-c-(l)-(b)-3 above . Then, an acoustic 
coupler is a modem? These terms should be defined 
possibly in 5-c-(l)-(b)-3. Put a hypen between user and 
provided. 

Line speed and baud rate are established conventions, use them. 
will the use of [BREAK] [CONTROL-Q] be true in Release 114? 
If true, say so, because it doesn't work now. 

In actual operation, the TAC herald does not have this line: 
"Type @:> [address or hostname]. 
Will that be part of Release 1l4? 

Add "(or TAC banner)" after "Tac herald." 

It should be indicated that for the Pacific region, 
the herald says, CALL THE PMMC AT AV 455-1472/3 

OR COM BOB 655-1472/3 FOR HELP 

Also, the text states : "The second line tells how to 
connect to a host as an aid to users." This is not 
shown in the example. As a general comment, it should 
be stated that there is no "prompt" for a TAC . The 
cursor is at the left of the screen, waiting for a 
cOll11land to be given after the banner is displayed. 

What is a "normal" TAC login capability? Do you mean to 
imply that there are TACs on the DON that do not have 
TACACS? 

The connection between the @O and (letter) is not 
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5-e-(1) 

5-e-(2) 
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5-e-(3) 

clearly established. 
"enter @J, then some 

It CQuid be interpreted to mean 
letter, and then a host address ... II 

To aid the user, it might be clearer to say "@O 
(the letter '0')". Adding the extra words clarifies 
the explanation of the previous character and not 
"some letter" that the user needs to type before the 
[space]. The use of "Enter : II could be misleading, 
because the person might think they will see 
the word "Enter:" before they type the "@J". Suggestion: 
"There is no prompt after the TAC banner, just enter:" 

Responses from the TAC should have "code" capitalized. 
As in "Access Code:" 

"codell in I1Access code:" should be capitalized. The TAC 
responds with "trying" capitalized. As in "TCP Trying . . . " 

"Bad Login" should be "Bad login". Should make the point 
that after three incorrect tries, the TAC will disconnect 
and the user will have to re-establish a TAC connection. 

Should say: "TACACS cards are issued by the NIC; 
the user should contact the Host Administrator on the host 
where he or she has an account to request a TACACS card . " 
TAC cards are not issued to users who do not have host 
accounts. Also, this is the first place the Host 
Administrator (HA) is mentioned. The HA should be explained 
before this point, or mention a section where the HA 
is explained. 

The first sentence would be clearer if it stated : "As 
explained in the previous section, the TAC displays its 
herald once the TAC and the terminal have agreed on the 
line rate . II 

Should say ... "After logging out from the host, close 
the TAC connection to the host. 

Say: "For the sites without TACACS, close the TAC-host 
connection by entering:" 

And : "This command closes the connection between 
and host, displaying no response on the screen." 
a good idea to highlight the TAC-host connection. 

the TAC 
It is 

"For the sites with TACACS, close the TAC-host connection 
by entering . . . " It needs to be clear which connection 
is being closed by @C. 

After the user enters @C and @L the TAC responds 
with : "Logged out". This is missing from the text. 

How long after logout does it take the 
the port, if the user does not perform 
Is there a timeout period for the TAC? 
is it? 

TAC to close 
the @C & @L? 
If so, what 
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Comment: There is a blank page following 1-7. Will there 
be a diagram? There are no blank pages 
following subsequent chapters. 

... "Reset to Initial Configuration (@R I C) corrmand ... " 
The "to" could be anitted . 

DCAB651@DDN1 should be DCA8651@DDN1.ARPA 

Last sentence should be punctuated: "Error messages t as 
well as procedures for entering an intercept character 
as text, are also discussed." 

There is not a table with the different device rate 
settings and the corresponding baud rates. Previous 
TAC guides have this table. 

The intercept character is referred to as 
(the @ sign), earlier it was (the at sign). Be 
consistent throughout. "A space is not required 
between the @ and the first word." SOunds like a 
space is optional. It would be better to saYt 
"There must not be a space between the @ and the 
first word or letter." 

After an abort, there is no indication from the 
system to indicate this . 

Delete II ; the third @ was echoed by the host". 

First sentence, delete lIin order". Second sentence, 
should state: "The user can assume that corrmunication 
has been established when the TAC herald is displayed." 

"line rates" could be ubaud rates". 

First sentence could be edited to: "If the herald message 
is displayed, the port is set to the correct baud rate." 
Delete "In either case", in the last sentence. 

OCONUS not defined. Line noise could be a factor in 
garbled messages. 

Text should contain a commment that some TAC ports used 
for dial-in access to DON are either 300 or 1200 only. 

Does using [BREAK] in this situation behave like @R I C? 
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Why are padding and parity mutually exclusive? More 
discussion needed. 

@DEVICE CODE ASCII (@D C A) [RETURNJ 
From this point on, none of the TAC commands are followed 
with "(RETURNJ u • It was used earlier in the text, so be 
consistent and use throughout. 

Delete "negotiate an from the second sentence. 

DCAB651@DDN1 should be DCAB651@DDN1.ARPA 

GoOO Table 3-1!! 

What does the UEntered @I 13" refer to? 

Reverse the order of @R I C and @R as they are discussed 
later in the text in that order. 

The last two sentences in this paragraph are out of place. 
The way the paragraph is written, the reader must read 
back to the beginning of the paragraph to find out 
the causes of two cases . One remedy would be to mention 
the cause and solution together . 

The NIC does not maintain the information about which 
type of flow control is enabled at the TAC. Should be MC? 

Good description! 

Typo: Delete the carriage return after the serna-colon. 

There are three different references t o chapter 5 . 
What are these sections of chapter 5? It could be 
mentioned that Binary Mode disables the TAC intercept 
character and local TAC commands. 

Reverse the order of a and b. Set the terminal baud rate 
before you dial the TAC. 

nSpecify a host 
or hostname .. . " 
previous TACs . 

by supplying a network address 
Hostnames have not been available on 

Will this be true for Release 114? 



3-b-(1) 

[pg 4-2] 

3-b-(3) 

3-b-(4) 

3-b-(6)-(b) 

3-b-(6)-(c) 

[pg 4-3] 

3-c 

3-c 

4-b 

[pg 4-4] 

5-a-(2) 

5-a-(3) 

5-a-(4) 

5-a-(5) 

5-a-(6) 

5-a-(7) 

5-b 

[pg 4-5] 

5-c-(1) 

5-c-(3)-(a) 

5-c-(3) 

5-c-(3)-(b) 

5-c-(4 ) 

An indication that there is a space between the 
@OPEN and a .h .c . d would be helpful for new users. 

A hostname example would be helpful for new users. 
Why isn't the hostname example mentioned in the 
previous section on @O? 

Is this valid for Release 114 and later? 
feature to allow the use of hostnarnes with 

TAC actually responds with "TCP Trying ... It 
is capitalized), the same with "Open." 

It would be nice 
the OPEN command. 

(trying 

How long does the TAC continue to retransmit? The 
sentence seems to imply that it would continue 
indefinitely. 

Re: Bad & Can't. One refers to the network address 
and the other refers to the internet address. Use 
consistent terminologYi one or the other. 

"trying" should be capitalized. 

"trying" should be capitalized. 

"userid" should be capitalized". 

Change to : ItEnter your TAC user identification, followed by 
[RETURN]. If your identification is not ... 11 

Same as above . 

Same as above. 

Should be: ItLogin Ok 
TCP Trying ... Open" . 

"trying" should be capitalized. 

Change "Release 113 and beyond!! 
releases" throughout the draft. 
appropriate in this context. 

to "Release 113 and later 
The use of "beyond" is not 

Drop the comma after access code . 

"cooe" should be capitalized. 

"Bad Login" should be "Bad login". 

Should be a [RETURN1 after Bad Login and login 
should be lowercase . 

"Login" should be lowercase. 



• 
[pg 4-6] 

5-e 

[pg 4-7] 

6-d-(2) 

7-b 

[pg 4- 9] 

9 

[pg 4-10] 

10-a- ( 4) 

11 

[pg 4-11] 

11-a-(2)-(b) 

ll- c 

[pg 4-12] 

12 

12 

12-d 

[pg 5-1] 

1 

[pg 5-2 ] 

3-c 

3-£ 

[pg 5-3] 

4 

4-c 

lILogin" should be lowercase. 

SAPVAL not defined. 

Release 114? 

"userid" (in Table 4-1) should be capitalized. 

Change the last sentence to; "If on TACACS, you may 
use the Open command without having to go through the TAC 
login procedure again . " 

The discussion of the @R and @R I C command should be 
in the same order as they are on the following page. 

Where in chapter 5? Be more specific about the section. 

TAC 114 should be: TAC Release 114. 

Log off and log out are used interchangeably, 
suggest use one or the other. 

Delete lIin order" . What happens if yOll don't log off 
the TAC? 

Should mention that on dial-up, the phone connection can 
only be broken by hanging up the phone. 

Last paragraph is less clear than last definition. 

Must a connection be open for the user to request 
binary mode? Clarify . 

What must a user do to disable XON/XOFF? 

It would be useful to have a discussion in this section 
about why a person might want to transmit on word or on 
message instead of character or every number of characters. 

Is @T E 0 (letter or zero?) 



, 

, Supplement 1 

2 

2 

3 

4 

Supplement 2 

4 

Supplement 4 

2-b-(2) 

@Close . . . How many minutes have to elapse before 
port closes on its own? Autologout exist on the TAC? 

@Flush ... "Note" should be followed with a dash or 
a colon . 

@Open . .. Refers to chapter 5 for a discussion 
of special Open formats. They are located in Supplement 4. 

@Send Alx>rt OUtput .. . "Note!! should be followed with a dash 
or a colon . 

Login expired ... Refers to the discussion of the @U command. 
Expired login is not discussed in the @U section . 

Use a multiplication symbol in the formula to 
indicate the operation. 



• 
COM~ENTS ON OQ~ USER OPf~ATI~G PROCEDURES CI~CUL.R 

Oy Francine Per11lo 
froll Nancy 

and Steve Dennett , with a5S1S~anCQ 
Filcher and Ol~ Jacobsen 

SU9~est using "login" rather than "logon" throughout docu •• nt for 
consistency and for accuracy . For exa.~le . the "anony.ous login 
convention" ~as been known for years on the network as containing the 
aord "login" r~ther than "1090n". ~l~o. us. of "logon" in docu.ent 
~hould be two ~ords: "log on", .h9n used as an ~ction verb. ·Lo~on· 

or preferably "login" 15 one cord when used as an adject1v8, as in 
"lo~in procadures" or "login convention". 

T~i$ docu'.nt 58 •• 5 to att!.pt many things--it serves to enlighten 
nOV1C95 and syste_ managers alike to net.ork topics that vary in 
scope, detail and responsibility.. This varl.ation in scope iliad. the 
docu.ent difficult to read because of the adjust.ent required on the 
part of the reader. SU9g9St as a ~olution to this tha~ there b. two 
.~in parts to the docu.ent: ~ section for the user and one for the 
~ubscriber, with referancas .adw to the other section .h~n the 
infor.at10n applie~ to both parties. 

12/2:1/136 

e Pa~e ix 

2-2-c 

Typo on l1ne "eMMe": Monitoring , not Honitorng . 
• 

Incorrect ref.rence; info on sub nets is in chapter 5. 

2-2-d 

Z-3-a 

,!- 6 

2-6 

• 
2-.- f 

We thou~ht the A~P'NET .as a l~bnet of the OO~. 

Uncl.ar ref.rence: need to state that further infor_at10n 
can be found in the docu~ent listed there rather than 
implying that the actuol infor.ation can b. found there. 

ForMa+ used for th.~. raferences is very confusing . Hakes 
~t unclear ~hether underlin.d words are titlls of dOculll9nts 
or categorl.s of infor.ation. SU~9.st that titles be 
italicized or in quotes to .ak~ that dis~inction. Source 
should be listed last, s.parately, as follo.s: 

"Oefens8 Oata Net.ork Syst •• Oe;cription . Ref.renc.s and a 
basic non-technical overvi •• of the OON . Includes a brief 
hl.;to~y •••• etc. To obtain , contact 6652 •• 

These references .ould b. ~or. us.ful ~f grouoed , either 
by technical lev.l or by intended audience (users/site 
p.rsonnal/pro~ra •• ers / etc .). 

lwoid unclrt3in ton~ of • ••• other infor.ation way 
includ • ••• " or ".ay also b. prowided- • 

Should also include her4 as ref.r~nc. the ·OON Protocol 
Handbook" ~~d the "JON Protocol t~ple.e"tations and Vendors 
CUl-de". 

Many section of the OON Ne. User Guida are included in 

I 



• 

• 
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3-2-b 

3-2-f-( Il 

Table 3-1 

'!-2-g and 
3-2-,-(2) 

3-4-a-(.3) 

3-5-d 

4-9-c 

4-~-d 

6-3, S-4t 

6-3-b-(q 

6-4-a-(2) 

th1S document--ahy list it h9~.? 

• ••• dial-up accass at spe.ds f~o. 300 to 2400 bps." 
Nead to add a not. that only ana TAC cu~rently su~ports 
2400 bps. 

Typo! .aintain, not. lIIa1ntian • 
•• 

R •• ove blank l~nes and ba~s to ~.prov. readability, ie: 

Transllission 
Hediu. 

Tai",ted Pair 
(analog) 

Taisted Pair 
(digital) 

etc ••• 

Typical 
Data 

Capaci.ty 

9.6 kbps 

Don't u~e -tarainal users· fo~ dial-up users; i· is 
confusing, because *all* users usa tar.1nals. Call th •• 
instead "TAC us~rs· •• hic~ 1s cleara,. and .o~. descriptive. 
Use -lAC acc.5~· ratne~ than "tarainal accass· fo~ the 
sa.e reasons. 

oefin1tio" of ·TELNET- is too close to tha co~.ercial 
Sugoest ·virtual taraina1 connection". 

Hoke reference hara to ·oON X.2S Host $pecificat10n" doc. 

Difficult to dist~n9uish b.t.e.n classified and unclassified 
nets. Need to e~phasiz. that on tne unclassified nets 
$only* use,. traffic is enc~YPt.d. ahereas on the clas~ifi.d 
nets use" traffic *and. control functio~s are encrypted. 

Third sentence " ••• these 1.01 •• entations are a use~ 
~esponslbility.· SU9~ast -local Host Adainistrator- b. 
substituted for "user-. 

HFEP's and TEP's should b. defined. 

User is .uch aor. likely to interact .ith HA than .ith NSC, 
50 HJ infor.ation should be put first (in the sa.e .ay Hi 
~s listed first in 6-2). 

Should refe~ to the section on the NtC here. 

Ev.,.yahe~. als. in 
abbrevi3ted to HA: 

docu •• nt riost Ad~lnistrato~ 
b. consistent. 

is 

GeNE~AL NOTE: .ak. ~.ferences to other parts of docu.ent 
as specific as possible, rather than refe~rin9 just to 
section nu_bers. ~e! "S.9 s.ction 3-2-a" rather than 
"see section 3". 



6-6-b 

• 
6-~-a 

6-11 
(Table 6-2 ) 

7-I-b-(1 ) 

7- 3 • 7-o-a 

7-6-c 

7-7-a-(Z) 

7-1-a-(4} 

7-7-b-(1) 

Table 7-1 

7-8-<-(2) 

7-q-b-(2) 

7-II-d 

Fig. 7-5 

• 7-1) 

a-Z-c-(l ) 

8- )-b 

Incorrect r.fer~nc. to chapter 9; ~hould be to Tabl. 6-2. 

Last two sentences should ba in para. 6-a . just before the 
l~st sentence of 6-a. 

What is •• ant ~y RDON MC ' s (both organic and contractor)· 
Are contractors ~nor9~nic1 Confusin9~ 

Fer CON NIC. put hot lin. nu~b.r ( (aOO) 235-3155 ] and 
co ••• reial nu~b.r [ (415) 859-3695 ] after NIC address . 

Mailbox is HOST"~STERiSRI-NIC.ARP • • not 
HOSTMASTeVSaS~[-NI'.AQPA . 

Fer all other activities , online addresses hava type: -*- should b. Wi", ia. ·~CA-"~C*OCA-EH5· should b. 
"OCA-MHC.)CA-~"S· . 

Don't enclose sinqle-character kays ~~th <>. ie. 
usa ~, not <i'> (as in exa'1lple) . 

Also, $uggest usin~ curly-braces () instead of anole - braces 
<> to enclose k.y na.es, because angle-braces Are used by 
soa. syst •• s to deli_it directory naaes, .nereas curly­
braces aren't used for anyt~ing. 

As before, the defin~t~on of -TELNET" should be changed • 
Citto for all othor definitions of -TELHET- in doc. 

Should indicate that TACs curr.ntly require use of host 
addresses and not h03tnaaes . 

qefarence needs to bo aore specific; refer to s~ction 9-6, 
rather th3n just to chapter 8. 

Indicat9 from ahoa to get perMission. 

Incorrect reference; should be -8-0·, not -Ch~pter 8 , 
paraQraph 8-. 

Incorrect reference; should be 6-11, not ·Chapter 9". 

The intercept character (i) aay be echoed a T~I~D ti~e, 

not T ... ~EE tl. •• 3. 

"ailboxs (pl.) should be Mailboxas • 

Reference too Jeneral; should b. a-o. 

The exa~ple of the aailbox should not have spaces in it. 

This is accurately called th~ -anony.ous login convention- • 
• 

3 
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• 

• 

8-3-f-0) 

__ 4_b 

8-6-111-(5) and 
8-'-0-(7) 

8-9 

5-9-8 

6- 9-" 

Tabl. '3-19 

Table 8-19 

9-10 

Tabl~ 9-2 

10-1 

The a.a_ple appears ~o use a TOPSZO svst •• a.a.ple C.ith 
the -i- pro.pt.) rather than a UNIX host as stated. 

User should ba referred t~ the latest -4ssi9ned Nu.ber3-
~~c r~th.r tnan to the ~fC index for the latest list of 
of assi~ned socket nv_bers. 

Typos: WHOtS, not ~HOSIS. 
• 

SU;9.5~ includinQ the file NETI~FO:OONETINFO-I~JEX.TXT, 
.hich lists all files in HETINFO: and gives a brief 
d.scrip~ion of each. 

Fil. na.e is TAC-PHOhfS.LIST 
• 

The fila containing the list of SICs is no. three files: 
NET1N~n:lNTEqcST-GROUPS-l.TXT 
N(TI~FO:INTEREST-~qOUPS-Z.TXT and 
NfTIN~O:INTEREST-GROUPS-3.TXT 

Ple2se ~.t a n •• lo~ of the NIC/OU~RY ~enu--it has b •• n 
updat.ed. 

Ple~s9 get a ne. lo~ of the systa. b~nner in tne TACN:~S 
._I_D1e--1t too has been updated sine •• 

Would ~he ·user- do troublesnooting. or ~ON Sita Parsonnel? 

~u_b.rin~ i$ veri confusing because last nu_ber ~n table is 
(2), and first nu_ber on ~ •• t page (unrelated) is (3). 

Suogest dropping -a.·, wb.-, wc. w and nu_bering ite~s 
lIIIIith thea, i~.: 

Priority 1 (DON-REO). 

a. Any PSN. TAC •••• 

b. Any DJN gate.av ••• etc. 

Also. orioritias should b. lIsted .ith -Prioritv 1-
3t the top and -Priority 3- on the botto., as this is 
the .ay they are l~st.d ~n Tables 9-1 and 9-3 (and 
Is also ~ore intu~tive). 

See 6-9-h above. 

CJMMENTS ON OEFENSE DATA ~ETWDR' (OO~) SYSTEM DESCRIPTION 

BV Francina Perillo, 1/23/&1 

The appendix of ref.r~nc9s that is referred to throu9hout the docu_ent 
is M~ssing. Oocu.ent citatl0n~ could not therefore be ravie.ad at this 
ti ••• 



• 

• 

• 

• 

Key doc<JI9Unt3 are not .entioned and 3hould b.: In c.ncapte,. 5 , Seetie., 
RFCs (~OQU.5tS for Co •• ents) and ~h~ DON Protocol Handbook should be 
descr~bed a~ containing back~round infor.ation about protocols . 

The Net.ark Info,..~ation Center (NIC) 1S •• ntioned in the conte.t of a 
rep/IP i.pl .Ullentations docu!lent (sec. S-S-b-( .. ». Thi.s placement in 
tho decu •• nt is to.ard the end, ~nd does not tell the raade,.. .hat the 
NIC is. The NIC should be described in the introductory chapter 
(Chapte'" 2). 

p. ii ... eptuts i l'Ind j 1." the list 

sec. 4-11 inco.plete 530t.nC8 "The host can only iak. advanta~e of 
nat.ork services co.oatible with this vie_ if the interface.-

sec. 5-8-b-(4) The title of the Tco/IP i.pl.~9ntatlons list should 
b. included hera. Full title is MOON Protocol 
Iapl ••• ntations and Vendors Guid.-. 
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Message 154 -- ************************ 
ll-Dec-86 l8 , 03,12-PST,6882;000000000001 
Mail-From : PERILLO created at ll-Dec-B6 18 :03 : 10 
Date , Thu 11 Dec 86 l8 , 03 ,10-PST 
From: Francine Perillo (PERILLQ@SRI-NIC.ARPA) 
Subject : Snively doc 
To, knight@SRI-NIC . ARPA, stahl@SRI-NIC . ARPA, fred@SRI-NIC.ARPA 
Message-IO , (12262070l65 . 22.PERILLQ@SRI-NIC. ARPA) 

Here are comments of Dennett's about the Snively doc you will (may) 
review. These are provided so you know you don ' t have to include 
them in your review. 

-Francine 

COMMENTS ON DON USER OPERATING PROCEDURES CIRCULAR DCA­
(Dennett, 12/86) 

Page/Paragraph Comment 

2-2-c 

2-3-a 

2-6 

2-6 

3-2-b 

3-6 

Incorrect reference; info on subnets is in chapter 5 . 

Unclear reference; need to state that further information 
can be found in the document listed there rather than 
implying that the actual information can be found there . 

Format used for these references is very confusing . Makes 
it unclear whether underlined words are titles of documents 
or categories of information. Source should be listed last, 
separately, as follows: 

References and a 
Includes a brief 

"Defense Data Network System Description. 
basic non-technical overview of the DDN. 
history .... etc. To obtain, contact 8652. " 

These references would be more useful if grouped, either 
by technical level or by intended audience (users/site 
personnel/programmers/etc.). 

II ••• dial-up access at speeds from 300 to 2400 bps . " 
Need to add a note that only one TAC currently supports 
2400 bps. 

Table 3-1: remove blank lines and bars to improve 
readability, ie : 

Transmission 
Medium 

Twisted Pair 
(analog) 

Twisted Pair 
(digital) 

Microwave 

Typical 
Data 

Capacity 

9.6 kbps 

3 mbps 

90 mbps 
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• 
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3-7-g 

4-iJ-a 

6-3, 6-4 

6-4-a-(2) 

6-9-a 

6-11 

7-1b-(1) 

7-7-b-(1) 

7-8-c (2) 

etc ... 

Donlt use "terminal users" for dial-up users ; it is 
confusing, because *all* users use terminals . Call t hem 
instead "TAC users" I which is clearer and more descriptive . 
Use "TAC access" rather than "terminal access" for the 
same reasons . 

Difficult to distinguish between classified and unclassified 
nets. Need to emphasize that on the unclassified nets 
*only* user traffic is encrypted, whereas on the classified 
nets user traffic *and* control fUnctions are encrypted . 

User is much more likely to interact with HA than with NSC, 
so HA information should be put first (in the same way HA 
is listed first in 6-2) . 

Everywhere else in document Host Administrator is 
abbreviated to HA; be consistent. 

GENERAL NOTE: make references to other parts of document 
as specific as possible, rather than referring just to 
section nwnbers, ie : "see section 3-2-a" rather than 
"see section 3". 

Incorrect reference to chapter 9; should be to 6-11. 

What is meant by "DON MC's 
Are contractors inorganic? 

(both organic and contractor)" 
Confusing. 

For DON NIC, put hotline number [ (800) 235-3155 ) and 
commercial number [ (415) 859-3695 ] after NIC address. 

For all other activities, online addresses have type: 
u*" should be "@", ie. "OCA-MMC*OCA-EM$ " should be 
"DCA-MMC@JCA-EMS" _ 

Don't enclose single-character keys with (), ie . 
use @' not <@> (as in example). 

Also, suggest using curly-braces {} instead of angle-braces 
<> to enclose key names, because angle-braces are used by 
some systems to delimit directory names, whereas curly­
braces aren't used for anything. 

Reference needs to be more specific; refer to section 8-6, 
rather than just to chapter B. 

Incorrect reference; should be u8-6 ", not "Chapter 8, 
paragraph B". 

Incorrect reference; should be 6-11, not "Chapter 9". 

TAC message is "Bad Log!n" not "Bad Log~n". 

Suggest using "login" rather than "logon" throughout 
document for consistancy . 

The intercept character (@) may be echoed a THIRD time, 
not THREE times. 



• 

7-13 

Fig . 7-6 

• 8-9 

8-9-e 

9-10 

Table 9-2 

• 10-1 

• 

Reference too general; should be 8-6 . 

User input should be underlined, as per your systax guide. 

Suggest including the file NETINFO : OONETINFD-INDEX . TXT, 
which lists all files in NETINFO : and gives a brief 
description of each. 

File name is TAC-PHONES.LIST -
Would the "user" do troubleshex>ting, or DON Site Personnel? 

Numbering is very confusing because last number in table is 
(2), and first number on next page (unrelated) is (3) . 

Suggest dropping "a . ", "b ." , "c." and munbering items 
with- them, ie . : 

Priority 1 (DON-RED) . 

a. Any PSN, TAC, ... 

b . Any DON gateway ... etc . 

Also, priorities should be listed with "Priority 1" 
at the top and "Priority 3" on the bottom, as this is 
the way they are listed in Tables 9-1 and 9-3 (and 
is also more intuitive). 

The file containing the list of SIGs is now two files : 
NETINFO , INTEREST-GROUPS-l . TXT and 
NETINFO , INTEREST-GROUPS-2.TXT 
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e- TERMINRL RCCESS CONTROLLER (TRC) USER'S GUICE 

TAble of Contents 

I. PURPOSE 

2. SECURITY 

3. RPPLICRBILITY 

4. SCOPE 

5. REFERENCES 

&. SUPPLEMENTRRY MATERIALS 

7. DEFINITIONS 

8. HELP! 

9. INTRODUCTION 
9.1 D@fense Oat. Network (DON) Network Overview 

10. 
~0.1 
.0.2 

10.3 
10.4 
10.5 
10.& 

PROCEDURES 
lAC Acces5 Telephone Numbers for Dial-up Connec:tion 
DON Directory 
lAC Comrnands 
TAC Protocol Parameters 
Connecting to the lAC 
C 1 05 i ng .. lAC Corlrleet i or. 

II. SPECIRL INSTRUCTIONS AND COMMENTS 
11.1 Document Availability 

ATTACHMENTS 

At t Achment t 
At t aehment II 
At t aehmtmt I I I 

FIGURES 

• 

Figure 211 
FlgUJ". 02 
Figure 213 
Figure 214 
Figure 215 

lAC Command Summary 
lAC Messages to the Terminal User 
Available lAC Dial-up Telephone Numbers 

Diagrarn of Terminal and Host Conr.ectiort to DON 
lAC Ace.5s 
TI=ICNEWS Access 
Host Connection via lAC 
Fi Ie Transfer Protocol (FTP) 

, 
L 
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(R) 31 MAy 1985 

TERMINAL ACCESS CONTRa..LER HAC) USER' 6 6UIDE 

lL ___ pYBeQ§S. This docu~.nt describes how Navy terminal users .no 
have .. cur~nt Terminal Aceess Controller (TAC) acce.s card and .. 
TAC-compatible terminal can aceess the Oefense Data N.t~ork (DON) 
to connect to hosts, retrieve online network documentation, 
transfer file., etc. 

g~ __ ~s~U8I!Y. Security ~ ••• ur.s Must comply with refereneR (a). 
This document refers only to the unclassified subnetwork of DON 
called the Military Network (MILNET>. Information covered by the 
Federal Privacy Act May b. transmitted. 

~L--BEE~I~e~lb!!y. This document apQlies to all terminal users at 
Navy activities who ace ••• unclassified Oecartment of O.fens. (000) 
information systems (IS) and data networks. Only the MILNET portion of 
DON, the unclassified DON subnet, is used and is referr.d to throughout 
this document A5 CON MILNET. 

!~ __ ~~QPE. This docum.nt provides technical information on TAC 
access And usage. You must have a current TAC access CArd to use the 
information provided in this doeurnRnt. ·· Information on how to obtain a TAC 

_access card i5 co ...... r.d in reference .(b). Reference (b) Also contains 
information on terminal hArdware and soft war., communications, power, and 
mcdem eQuipment (for dial-up access) requirements. While some f~mili.rity 
with eommur.ications terms and C'oncltpts is helpful, users of this doC'ument 
Are not eMpeeted to know DON network architeeture nor hAve an extensive 
background . in busine.s datA communications. 

• 

Ca) QPNAVINST 5239. lA, DON Automatic Data Processing (RDP) Security 
M.nual 

(b) COMNAVDAC, Procedures for Terminal Connection to the Ceferlse Data 
Netwc,rk (DDN) 

(c) FED-STD-1037, Glossary of TeleCOMmunications Terms 

(d) Defense Communications Rglu'".cy (DCA), NIC 50000, DON Directory, of 
June 1984 

(e) Bolt Beranek and Newrnar. Inc., Report No. 4780, TAC Usoe\""s' GUlde, 
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Cf) Bolt Beranek and Newmar. Inc. t Report No. 5791, TAC User Guide 
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a. ATTACHI'IENTS ... - ---

n) Attachment I. _TAC CoIDmand Su.ma..,y 

(2) Attach.ent II. TAC ..... g •• to the T.~inal u ..... 

(3) Attachment III. Available lAC Dial-up Telephone Nu_be .... 

b. Figur •• 

II) Figu,.... 111. Diagra", of T.""i~l and Host Connect ion to DON 

(2) Figure 02. TRC Ace ••• 

(3) Figure 03. TRC N... Aec ••• 

(4) Figure 04. Host Connection Via TRC 

I~) Figure 0~. FU. T ... ansf.... Protocol IFTP) 

l~ __ ~EEl~l!l~~. Telecommunications term. are defined in ref.renee (e). 
The following terms are also u •• d. 

4It. a. Host Activity. The activity r.sponsible for the m~n.g.m.nt of 
host compute ... s and, a. such, i. concerned ... it., authorized ace ••• to data 
and computing r •• oure... Security i •• ue. are the re.ponsibility of the 
command AOP Seeurity Offieer (ADPSO). 

• 

b. U.er Activity. This general category refers to tho •• who ne.d to 
u •• ADP facilities to support other Mi •• ion _ark. Seeurity i •• ue. 
including the proper acc ••• and u •• of AOP data and facilities ar. the 
re.pon.ibility of the Us.r AOPSO. 

c. Port. A port i. the point _here the cireuit for a device 
connect. it to another d.vice. For example. a ho.t connect. to an 
Int.rface "'e.5a~e Proce.sor (IMP) via. port on the IMP. (Rn IMP i. 
a .pecial i zed eOMouter that act ••• an .ntry point to DON MILNET) 
via a port on the IMP • 
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• 
-------------------------------------------------------------------------
• • •• 
• lI .. tic", 
* 

If you have problems Nith DDN MILNET or need network info\"'­
you can contact the Network Information Center (NIC) via: 

• 1) Electronic ",.il (you Must u •• an electronic ... il system 
• that is DON compatible (formats ••• s.g •• in Simple Mail Transfer 
• Protocol (SMTP) to us. this method>. 
• 
* 
* 
* 
* 
* 
* 
* • 
* 
* • 
• 
* 

.) NIC~SRI-NIC.~RPR 
For general referenee questions and doeument requests. 

b) REGISTR~R~SRI-NIC.~RP~ 
For WHOIS updates, user registration questions 

c) H05TM~STER@SRI-NIC.~RP~ 
For questions about host changes and updates. 

2) U.S. Mail. 

DON Network Information Center 
SRI lnternat ion.l ." . .: 333 Ravenswood Avenue, ~OOM EJ2S1 
Menlo Park, California 94025 

• • 
• • • • • 
• 
• • 
• 
• 
• • 
• 
• • • • • 
• 
• 
• 
• 
• 
• 
• • • 
• 
* • 

• 

• 
• 
• 
* 
* 
* • 
* 

.) Toll fr.e: 
b) Commereialz 

4) Tel •• , 334463 

(800) 23:5-315:5 
(415) 859-369:5 

* b. If you eannot reach NIC, you ean eontact the Network Opera- * 
* t ioy.s Cent.,... (NOC), in Cambridge, Massaehusetts. * 
• 
• 
• 
* 

1) Electronie Mail (see note above) I CONTROL@BBN-NOC 
• 
• 
* • 

• * * e. To loeate eleetronic mai I hosts in your .re., eall tne Nava l + 
• Data Automation Command (NAVOAC) (Code 32), in Washington, D.C. at * 
* AUTOVON 288-4671 or Commercial (202) 433-4671, 0700 - 1530, Eastern + 
• Time. * 

~~l __ ~!f!n~! ~!t~ ~!t~Qr~ iQ~~l ~!t~2~~ Q~!r~1!~· DON is • pae~p~ ­
~",'tch1rl g network that is designed to meet the d.ta communication! .,~:< Jlre­
Irer.ts of the Dep .. rtment of Defense (000 ) . Only compat ible tertn lY: . ~ ... ~,d 
ee.mr,1ur.ication& software may connect to tn. DON MILNET. Network f , ... ·,n 1.01'15 
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- --- --- -------- - -------
- - - >--- ----er. performed by the network backbone and the AcceS5 IWt...ork. 

ahows • simplified diagram of host and t.~in.l con~tion. to 
Figure 01 
the DON. 

!~lL1__~t~2~~I!~~~2Q!. The DON network backbone is eo.posed of 
packet .... itching computers called Interfaee Message Proc ••• ors 
(IMPs), transmission lines that int.rcon~ct IMPs, and 
specialized computers for terMinAl acc ••• called Tar.lna1 Ace ••• 
Controllers (TAC.). The network alao includ •• dedicated 
transmi.sion lin •• betw •• n terminals and a lAC. Th ••• network 
backbone components are the responsibility of and are paid for by 
the oefen •• Communications Agency (DCA). 

&. Interface "-••• ge Processors (IMPs). IMPs are specialized 
compute ... s that &1"'. the entry points to thR DDN MILNET. IMPs Ar. 
som.times c~ll.d communiCAtion comput.rs, pAck.t switches, or nod~5. 

NOTE: The number of hosts/TACs thAt an IMP CAn support is determined 
by the IMPs capacity to handle the d~t. it receive. -- this is 
not a port limitation. 

b. Transmis.ion line.. Tr.nsmi.sion line. interconnect IMPs. 
The ~o.t commonly used trAnsmi •• ion Medium is dedicat.d, l •••• d 
tel.phone line •• 

.. . 
c. T.rminal Acc~s. Controller (TAC). The TAC is a specialized 

_ost computer th.t c c:,r,nects to an IMP. A TAC CAn support up to 64 
terminals. Terminals connect to a TAC via ded i cated, leased line. or 
dial-up transmission lin.s. TherR c.n be More than one TAC connectRd 
to Arl IMP. 

• 

2~1~~es~!!._~!t~2C~. Termin.l. can connect to DDN MILNET vi •• 
TAC or by using "pass-through " software on a host computer that is 
connected to an IMP. Pass-through software is vendor supplied software 
for DON Access by A host. TERMINRLS CRNNOT CONNECT DIRECTLY TO IMPS . 

4 
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,- _._._------
.BU~ II. DIAGRRI'I OF TERfo!INAL AND HOST CONNECTION TO THE DDN 1 OF 1 

-----------------------.---.",---------------------
lI-l!l!Q~~D 

l'L1--!~JB££!I!_!llle~2nw_~~!~~I_!2~Vl!!=y2_~2~~st12D· 
Attach •• nt III provid .... list of currently available TAC dial-up 
telephone numbe,.s. You .ay also cheek .ith one of the follONing 
sourc •• to identify TAC dial-up telephone nUMbers in your dialing 
a ...... 

e. The point of contaet for the host activity. 

b. Anothe ... registered TAC us .... in your ar ••• 
someone .no h ••• TAC ace ••• eard. Infor •• tion on 
DON MILNET 'S d •• cribed in ref.renee (b).) 

(A registered us .... ts 
TAC registration for 

c. Defen •• Communications Agency (DCA) Net.ork Information Cente ... 
(NIC). S .. telephone nUMb.,.. in s.ettoft--8, HELP!, abov ••. 

d. Once you have. TAC phone nUMber, if you have file trans¥er 
capability on your host, you can access An online table of dial-up T~C 
telephone number. that are arranged by geographical loeation. See 
paragraph le.5.1 below on Fil. Transfer Protocol (FTP) for More information. 

~
'Le--VQ~-Vi~I't2~. Th. DDN Dir.etory (DCR, NIC ~0000) of r.f.r.ne. (d) 
s a directory of DON users and hosts. It includes the name, online and 
.S .• ail addres., and phone number of individual DON users, use¥ul 

~ont.ctsl .nd summary table. of host information. 

l'~~ __ !e~_~2m!tQ21. TAC COMmands are your way to COMMunicate with the 
TRe. TAC commands need some kind of identifier to ¥l.g them for the TAC. 
The ·It .. symbol is used •• the· intercept character" to ¥IAg command. for 
the TRe. All TAC commands must be preceded by the .... symbol. Onee you 
keyin a TAC command, enter a carriage return (CA) to .end this command to 
the TAC. A s ummary of TAC commands and their form.ts is provided as 
~ttachment t. Some ¥requently used TAC commands are: 

a. 'Q::>E~' or .0 to open connect i on to .. host. 

c. 'W~OIS HELP to get help with the WHOtS progr.m. WHOIS is a DON 
"""nite P"~.s " pro~ram that acee.s.s dat. ir. the NIC user relilistr.tion 
database. Al l users who have TAC acc ••• cards should be relilistered in the 
NIC us.r registration d.t.b.... To add your name to this database, SRnd 
your full n.m., middle initial, U.S. busine.s ..,ail addre.s (without 
abbreviat ior •• or .cronyms and include mat 1 stops), network mai Ibo)( address 
(if you have 'COYI. ) , and your telephone nUn'lber. If you have ... ail account 
on .. DON "" ! _ '~ET host m.il s.r"er, •• nd t h i. ir.form.ti on to NIC .t 
REGISTRAR !: : ~ -·\ ! C; otherwis., .end it te:, t :"l E NJ C .. ddr~e55 shown in Section e8, HELP ! c.: : 'l. e.. 

d. @ : . :~~ Ct' @c to clo •• the conn@=:: c ~ .J a host. 
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A. lAC commands can usually be entered at -any ti ••• You do not 
need to start a TAC eomrnAnd on a new 11ne. 

_. _ A. - .- . ---
b. TAC does not distinguish bet "" •• n upper and lower e ••• letters. 

e. TAC commands •• y consiat of one or More words. 

d. Since lAC only recognizes the first letter in .~ch word of • 
command, you .ay enter the first letter of •• ch command instead of 
spelling it out, e.g., 0 for Open, C for Clo •• t etc:. 

e. Space. are required between command ~ords and command parame­
ters, e. iii. I 

IIOpen <host addr ••• ) (carriage return) t or 
10 (host address) (carriAge return) • . - ---.. 

f. TAC doe. not perform code translation. 

g. A carriage return (CR) automatically transmits whatever 
you enter. 

~~~~ __ !9~_er212~21_e~~!m!1!r!. I~ you are using asynchronous 
..,ommunications software to commu~ic.ate access DON MILNET, here is 

a .ample list of compatible protocol paramltt.r values. The bit rat. value 
depends upon your Modem's tr.~smission speed and the sp •• d for the dial-up 
number that you c.all -- they must be the .ame. 

Bit rate 
Bits per character 
Stop bi ts 
Parity type 
Full duplex erlabled 
Echo received characters to se~d.r 
Force to standard 7-bit ASCII 

,300 
,8 
,I 
,NONE 
,YES 
,NO 
,NO 

(or 1200) 

!~~~ __ ~2nn~~!!ng_!2_!n~_I8~. The TAC allows the termia~l user tco 

acc •• s a host as if you were directly con~.ct.d to that host. The 
procedure for connecting to a TAC is .hown in Figure 02. 

!~~~~L_!e~~S~E' When you logor, the TAC, you "",i 11 see some 
informat ion regard i ng TACNEWS, fi ndi ng host admi nistrat ors, r(toort 1 r,g 
system problems, etc. See Figure 03 for a sample of TACNEWS .aeee.5. 

a. Informiltion availAble by FTP. NIC maintains ontin. ir,formiltion 
that is .vai labl. by FTP. For exarnple, NIC maintains an orll i~e table of 
lAC telephone numbers .rray,~ed by geographical loc.tio~ for dialuD 
connection. You cay, Fl~ thlE fde! NETINFO;TAC-PHONES.LIST, fre,m SR:-NIC 

• 
(host address 10.0.0. S l Cot" 2£.~. 0. 73), but if you don't have FTP 
oermission, you wil ) ""i- \. F- te. c.j 1 NIC and ask for a copy by mail. F7P is 
discussed in p.r.~I'··i'j~. : f .! . ~ oe-lc·w. 
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'-- ------- -- - ._ -• b. Information available via electr"Onie •• il. When you sign onto 
TAC, you •• y •••• e5sag •• that referenew .. NIC •• i1 addre •• , e.g., 
NIC~SRI-NIC.ARPA or REGISTRAR~SRI-NIC.RRPA. If you don't hay. a mail 
account on .. host that can ace ••• DDN and if that eleetronic •• i1 can't 
.end ~s •• g.s in over DDN MILNET in SiMple Mail Transfer Protocol (S~TP), 
you won't b. abl. to .end or receive ••••• g •• to th ••••• il addr.sses. 
Call NIC if you ' •• 1 it'. SOMething you .ant to kno. about. 

TAC ACCESS 

STEP * SOURCE ACTIONS/COMMENTS -i--D;;r---Conn;ct-to-TAC----------------------------------------------
a. For dedicated, l •••• d lin. connection - tUrn on termin.l. 

b. For dial-up Modem • --
1) Turn -on tar .. in.l.. _ _ 
2) Set protocol valu •• ~mp.tibl. with DON 
3) Dial TAC number and Make communications connection. 

(s •• pA~Ag~Aph 10.1 Above.) 
A) 300 bps -- nit (CR) one. O~ twiCR 
b> 1200 bps - <CONTROL-O>. (Hold tn. CONTROL key 

down And pre •• tne .~Q " key at the .... m. tim.) • 

• 2 TRC 

• 

3 

4 

~ 

£, 

7 

WELCOME TO DON 
•• FOR OFFICIAL USE ONLY" 
TRC LOGIN REOUIRED 
Call th. NIC at 1-800-23~-31~~ for h.Ip. 
(sit.n ... me ) TAC (version .>. (po~t .> 

OR 

Prints A gArbl.d ",.s .... g. or nothir.g if the termin ... l tr ... nsmis-
.io r'. speed do.s not M ... teh the TAC port's tr ... nsmission spe.d. 

USER Er.ter : ~n 

TAC TRC U •• rid: [TAC pl~om pt to us.r.) 

USER Er'.t.r your TRC us.rid from your TAC ... ce!!ss CArd. 

TRC I=lee.ss Cod.: [TAC pr ompt to user . ) 

USER Enter your TAC ... ec.ss cod I! from your TAC ... ecess c ... rd • 
----------------------------
*NOTE: S ome TAC ports ... ccept d ... t ...... t the r . t. o f 300 or 1200 bits 

j E- t' s e cond (bps) or eOlud by de t ec t ing your trOlnsmis.ion 
s:>~ed . r.d sett i ng thIPm.l!l v .,s to mOl t c h it. £Ie sure to diOll 
c 7AC r,umber th ... t mOlteh.s you r t r Ol rls rr.l ss i c·n speed. 

-------------------------------------------------------------------------
8 



----------

4il------------------------TAC-ACCESS-------------------------------------

• 

• 

Login OK 
rep Trying ••• Open 

SRI-NIC, TOPS-20 Monitor 5.3(5752)-1 
Tne system will go down today.t 5130pm until 6130pm 
for Galaxy testing ... 

• • 
• • • • 

The system is up with the reI •••• 6 EXEC now. 

For TACNEW5, '··.nterl tacnIPws (RETURN) - -- --­
To find the host administrator for host ~y-z, 

enterl whois xy-z<RETURN) 
• Report system problems to Action@SRI-NIC or call (415) 859-5921 
••• 
• [Thi5 is the TAC system prompt sysmbol. Now you 

can enter .• command to the system. ) 

-------------------------------------------------------------------------FIGURE 02. TAC ACCESS :=~~ .:. o f 2 

------------------------------------------------------------ -------------
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• _. L _ _ .. _. _____ _ 

. . 

~------------------------------------------------------------------
TACNEWS ACCESS 

2 TAC 

2 USER Enter: TACNEWS 

3 TAC 

SRI-Nle TRCn."". 1.3(34)-2 on TuesdAY, 26-M.r-85 7L53iln-PST 
Send bugs or comments to TACNEWS@RSI-NIC.ARPA 
Stop output every 24 l i nes? (Y/N/length/?) 

4 USER R •• pond Y or N. 

5 TAC 

1 • Anrll:"Jneement. (upd.ted [dilte) )" • • 
• 

2 . 
3. 

DiAl-ups (MILNET lAC telephone numbers, updAted [dAte), ~K chArs ) 
Login (Help with lAC login, upd,ated [dilte) 

• 

4. 
5. 

TYPR 

6 USER 

News l.tters (DON News, upd .. ted [d.te] ) 
Bul letins COON "',an ilgement bulletins, upd .. ted [dilte) 
• menu numbe,.. ('HELP(CR) ' for more info ) : 

Enter the numbe,.. of the it.rn you want to view, OR 
enter HELP (CR) for More informAtion. 

FIGURE 03. TACNEW5 ACCESS 

1@~~~E __ Q2~ning_!nQ_Y!ing_!_~2!1_~2nO!~1i20 . Use the @QPEN or @O TAC 
commar.d t o o~en th& connection to • h05 t t hrou gh DON MILNET. The 
following i n f o r mati on rel.tes to host add r e sse s used with the @OPEN 
comm.nd. Each host on the DON MILNET has a host address. 

• • The older address format which is still bei n g used but is 
being phased out i s: 

E~!: r!!!! 
liI:b / c 

W~ERE: a K network number 
b • host number 
c -= IMP number 

10 



- -'-----------

Full F ... rnt.· -.. --- --- --___ _Z ___ "-

a. b. c. d 

WHERE, • - network number 
b - host numb .... 
C' - constant value of " 
d - IMP number 

f!!!!!2 1 • .. _- --­
.OPEN 26.4.0.106 

~!!!m21~ 
tPOPEN 4/106 

Once tne connection to • host 1s open, you ~.Y us. that host a~ 
though you "ere directly connected to it, e.g., to .end d.t., ~cceS5 
host applications. At the end of your •••• ion, logoff from the host 
as you normally would. Th. steps for Acc •• sing & host are shown in 
Figure 04. 

NOTE: If you want to include an "'" symbol in the data. stream 
.ent to • host, enter the "@" symbol twice so that TAC 
.111 p.ss the second occur,...nce of the "(P" symbol on teo 
the host. 

, .. , 

•1@~~~~_Eil!_!t!n!!!r_er2!2k21_!E!el' File Transfer Protocol (~TP) is • 
protocol enables the transfer of files between computer systems. When you 
sign onto A TAC, some of the informAtion display ed refers to documents 

• 

'that CAn be obtAined by FTP. The sample steps for FTP s,,",own i1"l Figure 05 
•• y differ slightly 01"1 •• ch host computer depending on the host operAting 
system. Cpnt .. ct your host .. ctivity for comrnAnds .. ppropriate for its 
operating environment. To us. FTP you must me.t the following 
reCluirementsl 

a. Both hosts must be connected to .. DON MILNET IMP and you must 
know the host address for •• ch host. 

b. You must be .. ble to sign onto the sending And receivi1"lg hosts. 
In the e)(&mple in Fi~ " ' re 05, SRI NIC t'U!:s provided users with .. guest logon 
userid/p&ssword for FTP tr'a1"lsfers. 

c. You must have perril ission to use the host's FTP. This mily mean 
getting permission to USE' the host's operat in; system. For e xampl e, 
on some electronic mall host s, you may h.ve &1"1 aut hor i~ed mai 1 
account, but you mAy not have access to all oper .ating s y stem comrn .ands, 
e. g., FTP. If you try to enter An FTP command arId get ar, ert'or message, 
you may not have FTP capability. Contact your host acti vi t y for request 
procedures if you need this cap.ability. 

1~!.~1..~ __ ~!!str2!!is_~!i l, E! ectronic mai I (EM) may be- c.r le of ',hH.y 
applic.tion programs c~ a cc.mputer or it may be the rr.~ .'c,r C' p::J:i ca.tion 
on one computer. Whe ' e: ect ronic ma i l (EM) soft"'cwe :or t7'lE- " ,,;:.:01"" 

applic.ation on a CO~: . :Er, t~at computer is ~ften r~&F " - ~ ~ tc as a "mail 
host" or a "mail nOI: , ;.:.'· vel~." ONLY USERS WHO HA .... e: E:'''I'pE:..ISHED A M~tL 
ACCOUNT ON A MAIL HO::- C~~-J USE ITS ELECTRONIC MAI L = Y =-~"". Tne steps for 

\1 



------ ------
-.----
4Itcce.~ing EM are the •• me a. tho •• listed in Figure e4 ~or Host Access. 

To locate ~.il hosts in your ar •• , contact NAVD~C •• indicated in 
Section a, HELP! above. In Step 9 of Figure 04, you access EM as 
d.scribed in the procedure. for your host. 

1@~~L~ __ El!£t~2ni;_~Yll.11n_12~rQ~. The computers used to run electronic 
bulletin boards are not usually connected to DON MILNET. Unl ••• the 
computer on which an electronic bulletin board r •• id •• is connected to 
DDN MILNET and ha •• host addr ••• , it cannot be .cc •••• d via • TRCl you 
have to direct dial. bulletin board . 

l'~§ __ t12!ln;_._!8~_k2nn!£tl2n' To clo •• the connection between 
the lAC and the host, enters .. -

"CLOSE <CR) or 

The lAC should print ·Clo •• d" when the connect ion to tne nost is endlPd. 
Once _ connection to A host is closed, you m.y open A new connection by 
enter Anotner ~OPEN command for the ne~ t h~5t yo u WAnt to Access • 

• 

• 
1 -< 



- -- .. ---- -----

Shp 
_! ____ ~Qyr~! _______ ~n1ri~!LQi!Q!·y· __________ E!Rl!n!ilgn~~~----------___ _ 

1 USER 

2 TRe 

3 USER 

" TRe 

USER 

6 TRe 

• 
HOST 

8 USER 

9 USER 

10 USER 

11 USER 

12 TRe 

• 

.OPEN Ull 2/49 
1r0 UII2/49 

TAC Us.rid.) 

Enter TAC us.rid frOM 
your TAC acc ••• card. 

Enter TAC ace ••• code 
from TAC acc... card. 

Login OK 
Tep Tryin~ ..• Open 

Requests your us.rid/ 
p ••• word 

Ent.r your us.ridl 
p •• sword for the 
host . 

u •• ,... conduct. normal 
•• ssiol"l with host. 

User logs off (sign. off) 
host. 

To ace ..... ho.t. 
the address of the 
you ~.nt to ace ••• 
C •• g., 18,2/49). 

Specify 
host 

TAC prompt to enter TAC 
us.rid. 

TAC prompt to enter TAC 
acc ••• code. 

Tep program on TAC opens up 
connect ion to hc·st address 
specified in OPE~ COMmand 
in Step 1 above. 

System prompt from host 
for you to enter your 
us.rid/p.ssword. 

Follow usual logon proce­
dur •• for acc •• sing host. 

@CLOSE Close. the eOl"l\"lE'ct iol"l 
between the TAC .nd the 
host. 

CLOSED lAC h •• termin.tRd the 
cOl"ll"lectiol"l to the host • 

FIGURE 04. M~= : c:~~EC TI ON VIR TRe Page 1 of 1 

-------------------------------------------------------------------------
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- ' __ '--'-"=-""=--=='-"===- ";:;--1.-=-~-:..-. -..:: .•• ' --~". """"'!_:.=;c=========--=---

Shp 
_! ___ ~2y~£I ___ ~nt~il!!~iI21!Y.I __________ -_-_=_ ______ E~21Inlt12n _________ _ 

I 

2 

3 

4 

6 

B 

9 

10 

II 

USER 

USER 

HOST A 

USER 

HOST R 

HOST R 

USER 

HOST B 

HOST R 

USER 

HOST R 

Logon host systeM 
(Hoat A) 

FTP 

FTP) 

FTP)SRI-NIC 

Se. Fi gure 84. 

Run FTP. 

Prompt from opera­
ting system of 
Heat A. 

Enter name of 
•• cond host 
(Host B). 

(Sri-Nie TFP Server Proc ••• SA(3)-7 FTP proc •• sor info,..­
•• tion 

FTP ! 

FTP !LOGIN ANONYMOUS GUEST 

FTP ! 

FTP prompt from Host A 
- enter u •• rid/p ••• word 
for Host 8. 

This i •• -gu.st ,. 
signon that allows 
you to logon the 
~twork Inform.tioYI 
Cente,..'. (NIC'. ) 
host COMpute... -
Host B in thi_ 
eMample. 

FTP prompt from Host A 

~P.;.I ·.-~a~i:I~ia ...................... .. FTP !GET • 

14 

-Get M named doeumer lt 
from Host B (NIC'. 
host computer ). 

Host A prompt you t o 
enter name y o u .... r,t t e. 
call ... ee.ived f11. or, 
Host A • 



· .. _--- _ ._ -- - -- --

~-----------------------------------------------------------------------FILE TRANSFER PROTOCOL (FTP) 

StRp 
_! ___ ~2y~~~ ___ EDlc!~iL~i!Q!!~! _____________________ E!Q!!D!112n ___________ _ 

12 USER 

13 HOST R 

14 USER 

15 USER 

• 

WHRTEYER-FILENRME-YOU-WRNT Enter name you .~nt to 
cAll r.eai"ed file on 
Host A (must follo~ 
Host A'. file naming 
eonvantionSa 

(Paged retrieve of NETINFO sTCP-IP-IMPLEMENTATIONS.TXT 
.tarted. 

(Transfer completed. 
FTP! 

FTP !BYE 

FTP !QUIT 

To and FTP progrAm. 

.. , 

• ---------------------------------------------------- ---------------------FIGURE 05. FILE TRR~SFC:R PROTOCOL (FTP ) P.ge 2 of 2 

15 



-~ .----_ . -- --_._- -.--.'- ----- .. _--_. 

~ -- . --_.---

• 

-. 
ATTACHMENT 1 

• TAC COMMAND SUMMARY 
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----- - _ ....... . 

. _----------- --- .--.-.~. ---. ~ - ~ .... -~--.- -, .. 

. ______ . _________ ~A~7~T~A~C~~M~E~N~r_=JC=_ _________________ · 

• 

• 

____ -r!!-C. C~!'l~ 
_W" __ _ 

n.a toU.,.,ug USt reflects UC 00""."". ava11~. as of 'rAe 

,.l.as. 112 OJ. .... ~ I~"~ , , _ ___ wow 

causes tlIe TAC to attempt to Degot1&te Telnet l>iI>a:'Y .oda 11 

tlIe CO=neot1C1l 1& opeD . ~ tlIe ... got1at1on proceedS. 

user 1z>1"'t 1& IIOt aooept8l1. If 110 com>8Ct1ol1 is Opell. the 

port is aarkad as villllli· to aooept a bll1OX'1 negotiation 

frca tlIe host vbell a co=nectiOll 1.& op"" . 

causes tlIe 'rAe to attempt to negotiate out of Telnlt binarY 

.ode if tl18 connect1ol1 is op"" , Yhile the negotiatioll 

proceeds . user 1z>put is 1I0t aceept8l1 · If 110 connect1ol1 is 

ope'" the port i. acked as unYil11z>g to accept a h~"'"Y 
lIegot1at1011 frca thl host vhell a connection 1& open8l1 . 

(llota that 110 COJlllMnds call he ,iven {rca a port alrea4y 1z> 

h1nU'1 1z>put .oda . ) 

-

::I.-I 



=- ._ .::'_'~~:" __ :_:,.~:.-_<-_--.::-=-=-_- :._ -._.==-,--.-...... ;_= __ ' __ .'-'._ "_ .. __ ,kC'-- - .------ ------ . - -- -' - - '~.-:;;':::.-: ... _--- ~!.\ ! . - -: .. - -: ~ .--=' --" ' . - .... ~ - .. 
-- '::'-':"- .:...... -----."-

- ' . 

• 

• 

.- --'---... ----- _. _ .. ---

-- - - -_.-
- ""-' ~ ' ~~ --" .. . 

5'."U ~o 11lIa1'1 Iz>put _..... ezaept ~H U 110 

ftstr1et101l 01> aooeptil>& user 00 ... • ... • vbaD ~ VJ:. 15 1:1 

». "'''Y output .o4a , 

.... ts vUd .ode .0 ~t ~e 'fit/: v1ll 1>0 lo",er accept 

_et10l1 request_ frOID a bOot for ~. port . 

c&uses tbe 'fAt to pad • CR . v1 tb • JItI1.. 1J1Stea4 Of .1.1. ill 

'fell>et conneet10"", 

.a0 •• 

C&uses the 'fit/: to t"Y to close ~e conneet10" , It ¥ill "ot 

close 'QlItU the host respoDds or (if ~e port 11 cUl>l-iIl or 

v11d) 'QlIt11 f1 ve J01Ilutes h&ve tl0'" v1 ~out response, 

Cl&U'S all devioe codes aI>d aDY 11"" co"tro1, 



• 

• 

. - ' 

.. ----- .. _-----------

0" • . " 

ICevice Code Other 

- -----~..,; ..... _-_._! ,. .• , ~~. 
~ ........ -_ .... . .. -_ .... .. . 

Seta 4ev1ce rate a.oeord1l>, to the foI'llUla 1]0 TAC lI.ers· 

Gu14e (TOG) . .0 ~t rates .... npported as TAC IIelu.se 

112 11 used 0111), 0= C/30I. If ftlue 11 zero. resets h""t~i 

port to h""t~i aoie . 

lIello~1&~.S TAC local ecl>o~i. 1f the con:>e::t1ol1 U opel1_ 

Othe:-v1se. tl>l 'fAe seta a flai 10 that it vUl 110t attempt 

to l1e,ot!ate reAot. ecl>o vh811 a Connect1ol1 opena-



• 

• 

•• 

_L-___ ___ ~.~_ ___ • - • 
- - --- --- - ----

I -_ ~- ' T .~-- --- ------­, . . .. . ~ . --

ftcho -.lf4upla 

!UrDS ott .n echo1.D& _ !lie tiC W1ll "rue u ech01>ll otfar 

trca U. ~. ...s 11 a 0QDDeCt1em 1a ope~. \he tiC W1ll 

M,otla" avay trca __ echo . 

Cause. \he tiC to attempt to ..e,oUato ruote echo 11 \he 

00II%IeCt1em 10 opu: OtherY1ae. \he tAC oet. a flag to 

Uit1&to ruote ech.o =e,ot1&t1em em co~ion open _ 

.nov Illput Start 

.nov Illput !nd 

.r1ov Output Start 
"'lov Output !nd 

• 

hlble. or 41su.1es %ON /:ron' tlov-oontrol 1n the apec1fied 

cUreetion. Illc""pat~e v1th uy .pec1&l 4evioe oo4es (1 .0. 

port .un be 1n ·device oo4e ASCII· ~ I:oefore a flov­

oontrc1 004. call be set) _ 

character-or1e~ted-tranSE1 ss1oD . data 1s 

trlno' ttec! almost 1.ns'tutly. theref'o:-e there is re:el y uy 

datIL to flush . 

I- q 



• 

• 

• 

- - -- -- - ----- ----- ----------- -

hlJlet ooDDeCt1ou. 

leU llIteroept charaCter to the character represellted ~ the 

'1'&1 .... 

." , 

Set. llIteroept character -to dAlfaul t '.' . 

• IIIteroept 110". 

Turns off com~o"" prooesslll, 011 the port . 

• IIIteroept ,deeaal val"" of ASCII codAl · 

Sets TAC'. lIItercept character to the ASCII value ~1!led . 

• t7I!captUHS· ... OVIIed port . o..."..rshlp is '01 lied ~ 

prefac1ll, ... , cono "" Vi th a port IIW11ber, e . ,. , .­

ope" .•. • causes port ~ to op." a 'reP co""ectlo" aDd Cive 

the lssu1ll, port OVIIershlp of port ~ . 

:l-S 



". -• . . 
-

• 

• 

-_." ----+----~ . - .. ---- ! 

-- - ---------

II&rIts ~ port .. lo&ge<l out for ~ pu-pose, . 

..... . 

.aser~t~-bO.t 

. -- - =='--~=-=-- -- - - -

OpeS a TCI' 00"nee-t10~ to \be~" ocmf1",...,. uto tbe 

~. If AO ~sa baa l>ee~ set for tbe appropr1ate server. 

or 11 a TCI' oom>tCt1= 1s uready open. A15 "czn ·t" . 

IOpen c a&1H11 • 

Opel>.& a TCI' co=-ct10~ to \be ~c1f11011 ~ess utile 

forsat spec1f1ed U tbe ~ Vsers' Gu14e . Por 'pecif1C port 

(',' foraat) . port aust b&ve "lov-lnel pen>1 .. 1=" , 

_set 

_ re.ets &:>y TCI' co~ect1o~ 

_ =ptures &:>y owned port 

_ vi tl>d:avs ovnersb1p of tb1s port from &:>y """er 

_ resets b1J>ary aedes . 

Geset Iu t1al C'~1g 

Resets e.: ~ puoa.meters b6ck to 1.r.1t 1 !.lly l oaded 



.-..- _ _ __ ._ -= . _ .. :- . ~ -.. 7 · _~·-::'::;-=;·"7 -· .:o=:::~ ·,,,,-~-, .~ -':.:. -:~._ ;~ . ./ -.: •.. :--.•..• -, .• -=. _;.~-' -~ '.,;",,_.- =-.-7~.-._:;.. ... __ ,. _-,._ ,_" =-.,':"-."7 •. '-=.=.-"' •. '= .. ====--=-~ " -.. ' 

• 1 , 
I 
I 

• 

------- .... ----_ . __ ._ , 

e5e'"' Abort ()o.tput 
e5eDl1 Are You na .. 
e5eDl1 Break 
e5eDd Er&Sa C>&racter 
e5eDl1 Er&Sa u... 
ISeDl1 ~turllpt Pr"~oce"'sa 
ISeDl1 Sy1IC 

Sa"". the correspoDl11n' 'lelnet tlmetiOIl cede 11 a collllect1011 

1.8 open. .ot.: 'ut!lrrupt" process' is 1I0t Uple .... llted yet 

(co'"""''''' aaya ·C&!I't·). 

.set Device Wild 
. 

Puta port u 'v1l4" .ode 10 thAt, vhell closed, it v1ll 

accept lIICOJ01ll, ':CP eOllllect1ons : oDly allowed whell the port 

has 110 opell collllectioll. 

'leu. tha 'lAC to tr1ager a set>d. at least every .V&lua· 

charactara 11 V&l". • O. ne 'lAC v1ll usually 1I0t .eDl1 

!>eto ... ftl".. characters, wt is allowed to do 10. 

If V&l". _ 0, this cc-m ... "" sets the t=~1ss1011 V&l". to 1 

a:>d elton tra:>SZ1t 011 .1J', ·ud trcsmit 011 ·Ho.ag. eDd". 

- .' - , 



-=- .. - '- -= • 
-

• 

• • 

- - - --- ----------

- ------
--_ .. ------

rUZlCUons U.k.t -.t 0 1- .ut. ..... ·s .. traum.-alO1l t:rl"er. 

CaDDot 'b~ usr:d 1m. cnjunc.tln witb flow-c.ODtrol output. 

frrann.1t );0\0' 

fTraa.ait on Linefeed 

Causes a trlnsml.slon of any huffered .. ta. 
Seu tu TAC to transt1t at luat evef"7 t1M a <1.1> characte.r la 

loaerted 'by the tAC after a eel». It &lao .eta the charaeter 

~ transmils ion constant t:o ~/4 of t:br: 1Dput buffer .1Ee. 

fI'ype Buald 

Causes t he TAC to type. out the current ~et herald and port info . 

L- tI'ran.sm1 t On Musage-end 
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• 

• 

- ---- - - -- - - _. 

TIC Messages to the Terminal User 

Following Is a list of messages the TAC may, at times, give the 

terminal user. 

<sitename> TAC <verslon'>:<port#> 

Bad 

The TAC has acknowledge the user attempt to connect to the 

TAC. <version'> Is the software version number running in 

the TAC. <portl> is the octal port number the user is 

connected to. The user 'can now use the TAC to connect to 

a remote host. 

The TAC does not recognize the command. 

Can't 

The TAC could not execute the command. 

Closed 

The TAC's connection to the remote host 15 closed. 

Destination host dead 

The reoote host is not communicating w it~ :~e network . 

lr-I 



,----,,=,=_"', ==c," ,c._ ' _' , _ _ - _'--"_- _ ,'" ,-, -
. - -~ - , . ..... ------

.' 

• 

• 

" 

) 

---'--

Destination unreachable 

There is no path trom the TAC to the remote host through 

the communication networks. 

Host closing connection 

The remote host has closed its connection to the TAC. The 

TAC will close its connection to the host. The port will 

then be idle. 

Host down until <day> at <hour>:<mlnutes> <tlmezone>. The 

remote host Is not . communicating with the network. The 

day and time when the host was most recently scheduled to 

come up Is indicated. 

Host reset connection 

The remote host has reset the connection to the TAC. 

NCP Trying • • • 

; _' _' ....-... The TAC Is attemptIng t o open a NCP connection. 
Sl'"' " ~., \ -;,~ , 

',.' '.' 
,-

) . No 

Parameters cannot be set tor the spec1fIed port. 

Not authorized 

Low-level protocol au: ·:", :. ... !. zat i on Is needed. Contact ";. ""1 e 

NOC.\ 

- -,j..' 



• 
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• 

• 

-- - - - - ---- - ~--- --- - --

-- - - - -
Hum 

The TAC expects a number. The command Is aborted. 

Open 

The TAC's connection to the remote host is open. 

Open error 

An error occurred while the OPEN attempt was In progress . 

This probably indicates a host error and should no~ happen 

otten. If it Is recurrent, contact the NOC (see 

Section 5,1), 

Refused 

The remote host rejected the attempt to establish a 

connection . This may occur it the remote host does not 

support TCP and/or Telnet. The TAC port will now be idle, 

Retransmitting 

This indicates that Tep has to retransmit many times to 

open a connection to a remote host, or to get TAC data 

ac cepted by that host. The messa~e wi ll occur after Tep 

has retransmitted five times. It will appear about once a 

mi nute until the data is accepted , o~ the user resets the 

c or.~'1!'~ ~ lon • 

Jr-3 



• -- ===- --"=".""--=:.=:;-=--_. - ". .... .. -.. ------- .- .. ~ -- - --- .. - ._ . -_._----_ ... - -- ---- - --

• 

• 

Set Input Rate, Then Type Q 

The TAC bas bunted to an acceptable output rate, but too 

high an input rate . The user must set the input rate to 

2400 type <Control-Q>. (This applies 

only 

TAC's IMP going down In <mins> mins for <hra> hra <mlns> mlns. 

The TAC'. IMP 1. going down In the time Indicated. 

Although the TAC will 'till respond, It will be l,olated 

trom the network . 

TAC', IMP going down NOW 

The TAC's IMP Is going down immediately. 

TAC', IMP down 

The TAC', IMP I, down. The TAC I, l'olated from the 

network. 

TAC going down In <m l ns> mlns for <hra> hrs <mins> mins. 

The TAC I, going down in the time indicated . 

TAC going down NOW 

The TAC is going down immediately • 

TCP Trying .•• 

The TAC Is attempting to open a Tep connection to a remote 

host. 
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ATTACHMENT I II, 

• AVAILABLE TAC DIAL-UP TELEPHONE NUMBERS 

• 
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ATTACHl'lENT II I 

[ NETINFO:TRC-PHONES.LIST J 

MILNET TAC DIALUPS SORTED BY LOCRTION 7-MRV-S5 

State/Country 300 Baud 1200 Baud ------.-- . -----------------
RLRBRMR 

Anniston Army Depot 
(RNNIS-MIL-TAC) (205) 235-6285 (R4) 

(205) 237-5731 (RS) 
(205) 237-5770 (RS) 
(205) 237-5S05 (RS) 

(205) 235-7650 
(205) 237-5731 (RS) 
(205) 237-5779 (R8) 
(205) 237-5805 (RS) 

.:-2.::--~~_..:-

[ 5/S5, DBDOC J 

1200 Type 

B/V 
B/V 
B/V 
B/V 

*Ple~se notel When Accessing the Anniston lAC you must first anter a 
(RETURN), then anter DDN (RETURN). After you raceive CLASS DON START, 
oroceed as normal. . .. 

e Gunter AFS 
<GUNTER-TRC) 

Redstone Arsenal 

(205) 279-3576 
(205) 279-4682 

(MICOM-T~C) [none known) 

RRIZONR 
Ft. Huacnuea 
(HURC-MIL-TRC) 

Vum,a 
(YUMR-TAC) 

[none known) 

[none known) 

CRLIFORNIR (NORTHERN) 
Menlo Park 
(SRI-MIL-TRC) 

(USGS3-TRC) 

(415) 327-5440 (R3) 

[no dialupsJ 

(415) 327-5440 (R3) 

Moffett Field 
(RMES-TRC) (no dialucs; contact NSC for access) 

Mc.nterey 
(NPS-TRC) (none knc:·wn) 

B 

• CALIFORNIR (SOUTHERN) 
Edwards AF8 
(EDWARD-MIL-lAC) [none known) 



• 
• 

• 

• 

E1 Segundo 
(AFSC-SD-TAC) 

Chin.. Lake 
(NWC-TAC) 

San Diego 
(ACCAT-TAC) 

(213) 643-9204 

[none known] 

(619) 225-1641 (R4) 
(619) 225-6946 (R3) 

(619) 226-7884 (R2) 

Santa Monica 
(RAND2-MIL-TAC) [none known) 

COLORADO 
Denve ... Fed Ctr 
(uSGS2-TAC) 

D. C. 
W.shington 

[Andrews AFBl 
(AFSC-HQ-TAC) 

(PENTAGON-TAC) 

FLORIDA 
Eglin AFB 
(AFSC-AD-TAC) 

(303) 232-0206 

(301 ) 967-7930 (RI6) 

(2e2) :553-0229 (RI4) 

(904) 882-3242 
(904) 882-3248 
(904) 882-8202 
(904) 882-8201 

Naval Rir Station - Jacksonville 
(JRX1-MIL-TAC) [none known) 

Naval Air Station - Orlando 
(ORLRNDO-MIL-TAC) [none known] 

GEORGIA 
Robins I=IFB 
(ROBINS-TAC ) 

HAWAI I 
Camp H.M. Sm i th 
(HAWAI12-TAC ) 

(912) 926-2725 
(912) 926-272E. 
(912) 926-3231 
(912) 926-3232 
(912) 926-2204 

(808) 487-5545 

::IIr- 2 

--

(619) 225-6903 

(619) 223-2148 

(303) 232-0206 

(301) 967-7930 (RI6) 

(202) :553-0229 (RI4) 

(904) 882-8202 
(904) 882-8201 

(91Z ) '326-2204 

0.=== __ ____ _ 

B/V 

v 

v 

B/V 

B 

B 

B/V 
V 

B/ V 



• • 

1 ':"" __ " • 

• 

• 

ILLINOIS 
Scott AFlI 
(SCOTT-TAC) [none known) 

(SCOTT2-MIL-TAC) [none known) 

KANSAS 
Ft. L.avenworth 
(LVN-MIL-TAC) [none known] 

LOUISIANA 
Navy Regional Data Automation Center 
(NORL-MIL-TAC) (~04) 944-7940 

(504) 944-7948 (R2) 
(504) 944-7951 (R5) 
(504) 944-8702 (R8) 

MARYLAND 
Aberdeen Proving Ground 
(BRL-TAC) (301) 278-6916 (R4) 

(~04) 944-7940 
(~04) 944-7948 (R2) 
(~04) 944-7951 (RS) 
(~04) 944-8702 (R8) 

(301) 278-6916 (R4) 

Set".sdA 
(DAVID-TAC) (202) 227-3526 (RI6) (202) 227-3~26 (RI6) 

Pat u)(ent Ri vel'" 
(PAX-RV-TAC) (301) 863-4815 

(301) 863-4816 

Silver Spring 
(WHITEOAK-MIL-TAC) [none known] 

MASSACHUSETTS 
Hanscom AFB 
(AFGL-TAC) 

Cambr i d glll~ 

(617) 861-3000 (R8) 
(617) 861-4965 (R8) 

(BBN-MIL-TAC) [none know"', ] 

MICHIGAN 

(301) 863-4815 
(301) 863-4816 

(617) 861-3000 (R8) 
(617) 861-4965 (R8) 

U. S. Army rank Automot ive Comr,'li.nd (TACOM) - Warren 
<TACOM-TAC) [none know",J 

M:SSOURI 
St. Loui5 
(STLA-TAC) [none known) 

NEBRASKA 
Offutt AFB 
(SACI-MIL-TAC) 

(SAC2-MIL-TAC) 

NEW JERSEY 
Dover 

[none ~": ... ",J 

- -..- - .: 

(402) 292-4£::'8 ( r.. ~ I!,) 

B 
B 
B 
B 

BIY 

B/ V 

B/V 
8N 

B 

B 
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• 
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• 

I , 

(ARDC-TAC) (201) 724-6731 
(201) 724-6732 
1201> 724-6733 
(201) 724-6734 

Fort Montnouth 
(FTMONMOUTHI-MIL-TAC) 

(201) 724-6731 
(201) 724-6732 
(201) 724-6733 
(201) 724-6734 

Bill 
B/V 
B/V 
BN 

(FTMONMOUTH2-MIL-TAC) (201) 544-4254 (R3) (201) 544-2430 
(201) 544-2636 
(201) 544-2638 
(201) 544-2777 

B 
B 
B 
B 

NEW MEXICO 
~l buqu.,..quR 
(AFWL-TAC) 

White SAnds 
(WSMR-TAC) 

NEW YORK 
Griffi55 AFB 
(RADC-TAC) 

NORTH CAROLINA 
Ft. B ... gg 
(BRAGG-MIL-TAC) 

OHIO 

[none known] 

(315) 339-4913 (R5) ' 
(315) 337-2004 
(315) 337-2005 

(315) 330-2294 

(315) 330-3587 

[none known] 

Wright-Patterson AFB 
(WPAFB-TAC ) (513) 258-4218 

(513 ) 258-4219 
(513) 258-4987 
(513) 258-4988 
(513) 258-4989 
(513) 258-4990 

(WPAFB2-MIL-TAC) [none known) 

OKLAHOMA 
Tinker p!='"Et 
(TINKE:'- "" : _- iAC) [none known] 

PENNSYL',' '. : ~ 
New Cu' · : ' ';' -: a"l ~ Army Depot 
(NCAD-:", ~ _-rA: ) [rlone known] 

(315) 3Z7-2004 
(31~) 337-2005 

B/ V 
8 / V 

(315) 330-2294 (FTS ) 952 B/V 

(315) 330-3587 (FTS) 952 B/V 



• • 

, , 

INCRD2-I'IIL-TRC) (none known) - --- --- --
TEXRS 

Brooks AFB 
IBROOKS-RFB-TAC) (512) 53Eo-3081 IR6) (512) 53Eo-3081 IREo) 

UTAH 
Dugway Proving Ground 
IOUGWRY-I'IIL-TAC) [none knownl 

VIRGINIA 
Alexandria 
IDRRCOM-TAC) 

Arl ington 
IARPA1-I'IIL-TAC) 

IRRPA2-MIL-TAC) 

Oahlg,..en 
INSWC-TAC) 

(202) 274-5300 (202) 274-5300 
(202) 274-5320 (R6) (202) 274-5320 (REo) 

[none known] 

[none knC*nl 

[no dialup5; contact NSC for access] 

Mel •• n 
(ODN-PMO-MIL-TAC) [none known] 

(MITRE-TRC) 

-
Norfolk 
(NORFOLK-MILTRC) 

Reston 
IDCEC-MIL-TRC) 

(703) 442-8020 (RI5) 
(703) 893-0330 (RI0) 

(804) 423-0241 (R2) 
(804) 423-0247 (R2) 
(804) 423-034Eo (R4) 
(804) 423-0480 
(804) 423-0486 (R2) 
(804) 423-0489 
(804) 423-0570 
(804 ) 423-0572 (R2) 
(804 ) 423-0577 (R2 ) 
(804) 423-0<'51 
(8 0 4 ) 423-0<'54 (R3) 
(804) 423-0841 (R2) 
(804 ) 423-0845 
(804 ) 423-0849 
(80-4) 423-0858 
(804 ) 423-0950 
(804 ) 423-0952 

CBI?4 ) 423-0'359 

\ - L ~ , 4:! 7-2892 (RS) 
( '7 e~ ) 4 37-2925 

~-'5 -

(703) 893-0330 (RI0 ) 

(804) 423-0241 (R2) 
(804) 423-0247 (R2) 
(804) 423-034Eo (R4 ) 
(804) 423-0480 
(804) 423-048Eo (R2) 
(804) 423-0489 
(804) 423-0570 
(804) 423-0572 (R2 ) 
(804) 423-0577 (R2 ) 
(804) 423-0Eo51 
(804) 423-0654 (R3 ) 
(804) 423-0841 (R2 ) 
(804) 423-0845 
(804) 423-0849 
(804) 423-0858 
(804) 423-0950 
(804) 423-0952 
(804) 423-0955 ( R3 ) 
(804) 423-0959 

(703) 437-2928 
(703) 437-2929 

B/ V 

B 
B 

BI V 

EO 
B 
B 
B 
B 
B 
B 
II 
B 
B 
B 
B 
B 
II 
B 
B 
B 
II 
EO 
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(703) 437-2926 
(703) 437-2927 ___ _ 

GERMANY 
IFRANKFURT-MIL-TAC) 

OU 2311-~41 IRS) 

IRAMSTEIN2-MIL-TAC) [none knowJ 

KOREA 
IKOREA-TAC) 

SPAIN 

1M) 264-4951 IRS) 

(MILNET-TJN-TAC) [none known) 

(ROTA-MIL-lAC) [none kna-nl 

Not.s. 

--------

I. -(Rle)" following pnone nUMber indicat ••• rot.ry with 10 .1ine •. 

2. 

-1200 Type" refers to the lIIodem eomp~tibility for 1200 baud onlyt 
B/V s Bell and V.die 
B • eell 212A only 
V • V.die 3400 only 

~. This fist is contained in the file NETINFOITAC-PHONES.LIST at 
SRI-NIC. 

---------------------------- End of Issue ----------------------------
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PLEASE REA D 

4 DECEMBER 1987 

TO: MANAGEMENT STAFF , BARKER 

FROM: B HALEY 

SUBJECT: DECCO MINUTES 

ATTACHED ARE THE 
MEETING. I URGE 
OF THE " ACTION" 
ANY ITEM, PLEASE 
IT ALONG TO JAKE 

MINUTES FROM THE NOV 23 , 24 IN- PROGRESS 
YOU TO LOOK AT YOUR TASKS AND TAKE NOTE 

ITEMS. IF YOU ARE IN DISAGREEMENT WITH 
GIVE ME YOUR INPUT IN WRITING. I'LL PASS 
AND BARBARA CAMPH. 
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~ {~." 
DEFENSE COMMUNICATIONS AGENCY o .. ,.c"'., CO,",,,,,."C I AL COMMUN ICATIONS OI"I" ICC 

'COTT AI" "OllteE ..... " IL.LINOte .12a5·.JOO 

.. 
, 

Iff ""LT 
III.,,,, TO: 

SRI Into~ti0ft61 
AftW: .... ktbera Cuph. Br. contr.ttl Adalnlatrltor 
333 aav.n.wood Ave. 
Menlo Pork, ~ 94025 

SUiJBCT: Minuto. of protr ... ov1ew at SRI Intornat1onal 23 - 24 NOV. 1981 

Poor .... CU;>h: 

lI\eloo04 pl .... find 0 copy of tho ainut .. that took plteo lut _.k. As you 
c.n I.e, thara art I lot of action it .. that the Government and III need to 
adher. to. a.cl\llt of the hoUday .'&Son COIling up, lOCH 1. •• Ut. uy not bt 
addr.lled in .1 ttmely & f •• hien .1 prtvloualy It.tld. ~v.r, it 18 hoped 
that oueh .. tt.r. will be brought to tho ott.nt1on of tho ro.ponsible person, 
through tho proPer ehann.lo ot e00mu01ett1on. 

there are atill some conc.rna about the 41r.etlon. as W.ll •• pice that the 
D6KS .election i. t.king. In th11 r'90r4, tho GOY.r"'nt w1ll r •••• reh SRI 
.tfort./r.~nd.tlont to date 1ft or4tr to tn.urt that it can ... t ita 
requir.ment.. It you have any qu.stions or co.mentl, pl •••• le.l free to call 
.. at (6l8)2~-3094. 

lInel. aI. 

Oopy to: 
SRI Int.rnational (I. rt1nl.r) 

DCPJCOcIt 11622 (M<. "'1110004) 

linetrely, 

~!Jt.~ 
ClCIt.IA II. olQID 
contraet Sp.ei_liot 

• 
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MIN1JTBS OP IlEl'rlWO 8B'r11l!SN BRI AIIJ) OOY&RIIIU!I/T - 23 Il0'l. - 24 Il0'l. 1981 

Note: ~ll action 1t ...... 111 be .nnotated w1th tho rOlponalblo porlon/ontlty -. 
23 NOV. 8:30 a.m. 

IntroductiO!Ul III ..... do for SU. D=. and DCSDS. In attondanco: Trudy 
.. rber (SRI). Stov. Dlnnott (SRI). Ilizaboth Folnlor (SRI). Cocol1a Jon •• 
(DBcca). Barbor. Haloy (SRI). K.n Harronotion (SRI). Vivian Noou (SRI). Prod 
Ootapik (BRI). Prone in. Porillo (SRI). Bli.aboth Redfield (SRI). Capt.in Bt. 
Johns (DCA). 'l'yrono Slllallwoocl (DCA). IIory Stahl (SRI). Coptain T.tUIII (DRcca) 

copt_in Tatua opened up the .. et1ng with an eXplanation of the purpo.e of the 
.. eting .... to dO • program rovi ... 1n l1ght of tho f.ct that we wero no.ring 
the end of the contract peri04, All contract. were being revl.wed, Iveryone 
h.1 a copy of the ogon40 to follow along. 

NIC AeCOlPI1.hoent. and Bffortl for the DON -

Me. 'etnler pr ••• nt,d a Illd. pre.entation of SRI International. Handouts 
were given to everyone to follow. An organization chart which had previously 
boon roquested from SRI v •• includod in tho handout. Thoro .... lomo briof 
dilcu.llon on varlous parta of the pr •• entation that wtrt marktd for later 
discussion. Purpo •• of \.l.er &rld system service. - .. in fW1ction to direct 
traffic on and through tho n.twork. Thoro i •• mojor probles bocau •• there 
are 11141\y "users- withOUt ul1boxea. OUe,tion: HoW weh of the nett«>rk 18 
on-line and how much i. hard copy. There has been a lot of blbl10 catalog1ng. 
Service (Server) New item to gover~nt. seae comments about value added 
itellS. D1scussion about providing docUlllents , An arrangement had been made 
with ~jor TUcker instead of an actual task1ng of the contractor. There 1s a 
schedule of fees. Will dlleu •• later. 

DBMS selection/~icens1ng -

Government raised the question with SRI,-Where are we with the DaKS 
selection?- Previous notes indicate that SRI had asked to purchase a 
co.merc1al O~ 10 the past. Also SOMe 1nformation wlth the proposal package 
indicate<l SOIa8 research had been done into D8t!S stlection. SRI COIIIMnt&: 
TAo.CS - COUld rewrite W1th no problem. TOPS 20 presentl a problem. can I t 
rWl. UNIX on TOPS 20. No coamitments have been made with Syb4se or Ingre,. 
There is only one aachine available at SRI for test purposes. At this polnt 
SRI doesn't know 1t one rtlational OBKS 1s possible tor the DON requir..ent . 
LUcy Sanders at DCSDs 1& looking into the report fraa SRI wh1ch reCOlllanded 
fUTther testing of SYbase and Ingres . tt will be approxiaately two to three 
weeks before she can complete her review. l'CTIOti tT12f Need tUte Buspense for 
review from DCSDS. 
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OUe.t1on from oovernm.nt. -What 11 the reaBOn for thll?- SRI Itated that the 
DBMS 11 not 4. portabll al atat.d. some adaptation, have to be aade. 
Dhcuse10n ther\ ensued about the purpote of thl equipment. Captain St • .;Johns 
.tated tt was tor u.o of tho Audtt Troll (Talk 4 and 6). 8RI dt •• 9r •• d and 
atate4 1t wa. morl than that. Discussion continued briefly conclrn1ng this 
matter. ~. Jonl. thIn aaked that the DBMS Selection diBcussion be tabled 
untU ... had IOOro detinUe lnforlll4tion. 

Award of lqul~nt -

DlIcu .. ion to be !lOved to TUI.day morn1ng. atUI under review. 

SOftware converaion - ltOat of the conversion of Augment hlB taken place . 

Discussion enluld .round the iaBue of the d1ffertnCI bltw.tn commercial and 
portable aoftwar. Ind being able to move lnto 4 compltltlve environment. 

MAUR5 - Prototype h&J betn conv.rted except actual intlrflce. It vill tlke 
one to two .anth. t.,t1ng to complete. 

Kotlor - All C code. 

Statu. •• port converaion verlUS Portabll by .adull - actION ITEM - SRI 
directed to provide this to the 9OY.r~ent. rhey had begun thiB effort prior 
to l.aving on tue.day eVlning . Gav. govern.ent a rough draft lor verbal review 

Iteglattr - COded C. tnterEacI. to be worked out. 

WHOIS - All C coded. 

(NIC) QUOry ~.tor - A lot of row fl10 •• 

Protocol LOCator &nd Holt Na.e S.rver - All c coded. DoeIIin NIMI Server -
Oenerat1ng data for progrcas in C. 

service. - Asa~ler languagl . 

Detalle4 di&cussion foll0we4 concerning what kind of tilDe line or perfortll&nce 
line should be indicated and how. SRI stated they would color oede handout 
page. (SChema on HIe SERVICES pages given to c. ~onel by I. reinler 24 NoV.) 

Lengthy discussion followed concerning VOID DBItS and IP'PAC. SRI stated these 
two data baSIS belong to DaKS. SRI wants to convert this into C even though 
thia 1s not a requir ... nt . IFPAC tIS an asseabler l.nguage . The concern for 
the government 1s what rights we would have to th1s data if conversion efforts 
are done at th1s tt.e . SRI atated the govern.ent could use 1t but they didn ' t 
vant their ca.petitors to have access to it. 

2 
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~. Harr.nstien agaln r41.e4 the q~ •• tiont MWhat level of 4et&il do va want 
on the conversion efforts?- Discussion. ActION ItIM SRI i. to pre.ent this 
lnform.tlon on • quarterly basia, 1n the .anthly document: the first report 
being duo in tho January .anthly roport. 

Mr. 8Il411wooc1 raiae4 the conC.rn whether or not SRt had a TASK ORDBR PLNJ . tt 
had not been proviously requ1rod of SRI . Th1. w1ll be dlecu.led for the 
option y.ar contract. 

ooYtrnment I •• u.I -

fravel - D1.cut.e4 at length. Mr. Sl411wood had conc.rna about the way trav.l 
wa. being hand lId 1n thot it wa. not go1ng through thl COR. Me Itotld thot 
changes would be .. de for the opt1on year. Capt. St . Johns .ai4 thi. was 
41scuosod in dltol1 during nlgotlat10n0 ond what wa. l\lppo80d to happen 1s 
that cortain melt1ngs/trlp. Ihould go through DBCCO or COR f1rlt e.g. trips 
outlldo of 0 50 m110 rad1\1s. 

Service serv.r - 'this a.rv.r wu nw to DICCO and DCBDS. SRt .tated this was 
built becluse of all1tary r.qu •• tl 1n conjunction with the CORK NIe. the 
requests wert verbal. SRI didn ' t knoW who to a.k. SRt Itated this really 
isn't 8om.thing new. Di.cussion ensued at length concerning linea ot 
communication and the contractor doing over and abov. What the contract call. 
for. 

800 CIlIa - Ixplanation provid.d by SRt . Wher.a •• tat. ar. given on the 
numbor of calls por aonth thoro 11 no line 1t.m for th11. actION lIEn Tho 
costa for this ite. are to be spelled out either on the invoic. or in the cost 
status report . SRI viII provide. 

8iblio - Catalogued deliverables. Discussion. &CTtON ITEM DCSDS will have 
to tevi~ what they want to do with aiblio slnce SRI says it's needed and some 
at DCSDS don ' t feel the need for it. 

oevelop - What does thi. actually mean as 1t 18 repeated leveral tiMes through­
out the tasks . SRI response. This d.oes not alway. mean new initiation a& 
such but actually ~ana to •• t up, 

PUblicity - n1sC\l881on. DBOOO ,,111 probably okay if needed and printing 
price, warrant SRl providing copies of government document. aince they can do 
the. in 4 .are ttaely faShion. ftCtION ITEM SRI 1& to provide a price list to 
D&cco for review. 

N'&WSletter - How often 1. this done? SRI - on • randOlll baSis. Does DCSDS 
want to set a schedule7 AC!'ION IT!t!S DCSDS needs to aplement a poUcy. 
Also. reference to the DDN PPI) needs to be corrected to DON DCS. 

3 
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nBKS: 

If - SRt laYI they use it for NCDa. GoVlrnment .ent l-mail to SRI Itating 
tlloy will continUI to prov1dl this infor1ll4Uon to SRI. coat1ng 1141 bun 
worko4 up for pr1co 4djust .. nt for dlilting thl. task. 

III -

2b - Table doeuo.ntatlon - COR nlod. to III thl1 on a quartorly ba.1 •• 
Annually, 1. not of tIn lnough. B006K 1. tho dtliverabll. BincI th1. 1. tho 
ond of tho contract Y.lr. It was dlcldld thl1 would be changod during the 
opt10n yo.r contract. acTIOH lTEK Th1. 11 to bl prov1dld by SRI for thl 
current contract 60 daYI frea Nov. 30. 

2c - Service - FUrther dilcua.ion. Didn't get prior approval froc the COR. 
How do we want tilt oource co4e? - BRI. oovor_nt - pr1ntout. ACTION ITEK 
sal to provide by the .nd of thl contract Ylar. SOUrce code - only what 
government owna. PUrthlr 411c:u,.lon on protocola. ftCl'IOIi Up DCSDS ",111 
have to a4drl.1 thl. i.,ue of protocol,. Dilcualion concerning arc.. SRI 
Itlted no on. would want the Protocol linc. itl. utlr ace.,lible. Gov.rnment 
IpprOVI.. '!'here fori IRt h •• to provide. I\C%Iotl UBM De.cribe •• lU'C, not •• 
I protocol. COlt approv18 bl .. d on talk lIOII1tor 1nput. Government Ull only, 

~ 2d - Dilcualion - u •• r/a.rvice overlap. 

• 

3c - IfotU.t will go .... y. UDKIHlcrovlX instlllld. gu .. Uon rl1804 about 
intorlctlon bltweln lIN and SRI. BIN prov1dt. thl chock of uslr ID. SRI 
prO'Jidea user daU.ba.. . IBM .. inta1.n, the ~iptMnt b.t.c1cground.. De.ta .ent 
to SRI to analyze and det.rmin. who 6hould get what . prograraming funding 
cut . IBN to load. 950 18 the average .onthly trend. 1200 1s the limit . 
There should be no problems for a year. l),J.stlon: no deltverable? Answer­
Task 4 reports on Task 3. only report or aileatone at end of contract year? 

4 - ACTION ITEMS St. J~ to respond to format for Aud1t trail Functional 
Description . DCSOS to develop this requirement for aiause of the network. 
Thlo 10 to be done by 8602 who 1oople-
aent ada1niatrative procedures and policy gu1d&l1n&s. 

Discussion about ~ the ,ecurity officer was for DCSOS in the past. No one 
currently knoWs wt\o that ls. actION tIErS COR to provide the nue of the 
current security officer 0$ • POint of eontaet When necessary. 

6 - Discusaion concerning accounting and analysi. procedures and the coat 
recovery sche... At:TIQti ITBM DBCCO to provide when the equiptD.ent is in place 
and h~ been tested and is operational. 

Skipped Task S ,ince person responsible for Task 6 was present and Task S 
action person wa. not . 

~C!ICt/ ITEII DBCCO to provldl corrected copy of S.O.II. to SRI. SOOIe poge 
numbers were different betveen DBCCXl copy and SRI copy. 

Adjourn.ent: 4:25 p .m. 

4 
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11-24-87 8:30 •••• 

OOVern.ent tssu •• /Talka continutd -

5 - DCSDS hto provided the TAC U.or Guido to SRI for COIMont., Thore may have 
boon ono ._itt04 by tho ultr'. Roquir_nt Group, Mr. Snivoly at DCsDS 10 
the t •• k monitor WhO normally provido. this information. The DOW Opor.ting 
Procedure. h .. bt.n revlewed before. SRI aak •• c~tnt. within 30 days. sat 
hu rovlsed the 1985 DDN u.or'. GUido by updating with .inor .hang... SRI 
"""ld Uke to aond out 200 cople. per IIUropt DCA request. ACTION ITI!I1 D!CCO 
rill r .. pond v1thln • week once the prict Ult i. rtcelved. 

BRI is conctrne4 about line. of coaaunleatlon1 with DCSDS eonctrn1ng OC:Sos 
updates of seee d~nt. Without SRt input or prtor knowledge. AllOt SRI hal 
been told they can't rlcliVI copit. Of the DON Brochure for di.tribution Which 
they fool would be holpful to DCSOS. ACTION ttlll COR n .. d. to chock on DCSDS 
polley and to ... ard to IIU. 

The monthly report concerning I n.w table h •• nl t 'tarttd yet. 
on nee4. DeCIU.I of aU the .xtra UJ .. that ha. baln aandatt4 
an extra person will be edd04 to tho .tdt. 

Thl. 1. b .. ed 
for thl1 talk, 

capt ••• ked SRI dld thoy have. Product support Plan. No they don't. Ta.k 4 
mentlone thle .~at but lt doo.n't toll tho contr •• tor how to do thl •• 
ACTIOII tT!!! Copt. Tatum •• 1d he will fo .... rd e couplo ot 10",,10 •• 

Discussion centered around purpose of this teak. SRI ettetapted to ch,rt.fy 
this. They stated the probltm with the task 1s the way the tasks were broken 
out. In realtty, this tesk should be under the COR! NIC. ActION ItsK SRI to 
put in wrIting what we actuaUy get from thiB talk. Three RPCe have been 
received by capt. St. Johns for this task. !CTION I~," capt. St. Johns is to 
provide thts inforaation to Mr . Slullwood. 

1 - Discussion agaln centered on b1bl10. "MITRa didn't want It.· Check thls 
conflict. SRI .. int41nt thl. is 1abedded in many of the requlred effort •. 
ACTION ITKn DCSOS - .epeat - .hould this be doloted? 

~thly aeports - Mr. s.4llwood would 11ke to Bee the report. 40ne 
differently. SRI .ays the format 18 done accordlng to 7935 Standard. The 
following changes for .anthly report and cost status schedule report are 
acTION ITBnS for SRI. (I) Identify tho ta.ks for ar.a. of concern. (2) 
Travel i8 to be included on page two of the COSt Status Schedule report. (3) 
Both travel and salaries are to be broken out by taaks. (4) A chart should 
be established with expenditures by tasks. Ms. Haley copied the fOrMat that 
~. s.&11w004 presented on the board, wh1ch 1ncluded such Ite.a such as ataff 
hours, estimated funds, reaoufces used monthly/CUBUlative. (5) BI1alnate 
COILs Sec. 3 of the Cost Status SChedule report. (6) There 1s to be separate 
section for ~A8k8/Tfavel only for SRI NIC contract. (7) combine Task 5 with 
coR! WIC. p.ctIC!i tTm for D!CO) - Send follow-up leUer to Barbara earaph 
concerning invoices. Invoice format i8 done by OCAA after SRI sends invoices 
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to th... That can't be chang.~. Changing the coet statue 8chedule report 
will r_ .. lve tho lnvolc1ng .. lutlon by ta.k •• 

8 - ooeu..nt Center - Discut.ion centered around use of th1. Center. Is this 
a library service? What 1. unique about th1e center? What 1. the usage? SRI 
.tated that it', on the premi.... usage ha. been low becau.e they have had to 
IIOV. twic.. ftI.y could provid •••• :vlc. U they knew what tho poUey .... to 
be. Ivorythlng i •• uppo •• d to b. 4.po.ited at tho oocument eent.r not at 
OTIC. sal doeln't r •• l DCSDS .tarr can r.ally glvo .ccurat. f •• dback on the 
Center becau.e it hl.n't bltn there long enough. ACTION ItR1 DC'SDS 11 to 
provide. policy and direction to SRI about the DOCUmentation Center. 

~ •• I of conc.rn by SRI - Pl.kl or. sor.ly n •• d.d. TOo.any th1ngl baing dono 
on too 11tH. equi"",.nt. can g.t ..... through gov.rMlent .urpluo. What 18 
tho proc.dur.7 IGTIQN 11JH PICCO to ch.ck 1omodiat.ly and got bock .. ith 
sal. __ Vir no action i. to be undortaken by SRI unlo .. directed by PICCO. 
Also, it... un4.r &rea. ot concern in the .onthly report. It. not to be actad 
on until authoriz.d by tho COlt. KI'. Sll&1l1fOOd ho. 1ndicated that i .. u •• under 
~o .. of concern in tho IIIOIIthly r.porto will be .ddr .... d 110 .. quickly 1n the 
tutW'e. 

9 - 1Ir. 1III&1l1fOOd requested on inventory ust of oquiptdnt (OPS) ot SRI. 
e.CTION 1m for SRI to provide. He stated thia wae not adequate enough to 
provide receipt intormation ot equipment to SRI. ciBcusalon. ACTION I'I"!M 
Hr . saallwood 1. to check government documentation (to~) for acceptance of 
OPS. 

"-. Jones asked what has hlppened to the Kurzwel1 lease slnce correspondence 
came 1n frOIl SRI that the leue was to go Iway in P.ugust and in september an 
evaluation waa stUI being done for replace.ent equipment. P.CTION IT!PI SRI 
i5 to .end into DBCCO 4 proposal for adjust.ent of thia lease or what replaced 
1t. 

Discusslon on equipment 1ndlcate4 that SRI hiS not bought all the proposed 
equipaent under the facillties contract. P.lso so.e It-.s w.re bought cheaper 
than proposed. SOme of the equ1PMent is actually per1pherll. They would like 
to buy $OM other neede4 equipment such II dilks/work stat ions. ACTION 1m 
SKI vill have to .end in a requeet for other equipment and. .how What lt would 
be replacing and the nec ••• ity for the buy. 

Question: ~en will the 'conley be phased out?- Within 6 months after the 
new equ1peent 10 1n placo. PBC 2065 will ba aroun4 until tho end of the 
contract of the option y.ar. 

9b - Provide 10 directories. Discusslon. Capt. St. ~ohna has been .on1torlng 
because it serves the COR! billing. D1acuss1on centered around point. of 
contacts at OCSDS. It wa. reemphaslzed by the OOvern.ent what the 11nes of 
comaunlcatlona Ire and always hive been. SRI maintalna they have gone through 
the right penons. ACTION Itf'J1 ftr. Smallwood. will send out the CUrrent task 
.onitora li.t for the WIC contract immediately. 

6 
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CDI~/"ll •• tono. tlbled. 

ftC'IIOli 1'1'111 lit. SlUllwood ,,111 revl ... _ .ond out I nvloed U.t booo4 on 
ony chang ••• t thl .... tlng I .... 11 II .... 4oI1v.rlbl., thlt •• y annulily .t 
.nd ot contract porlo4. but 40 not ,poclfy 30 4.y. or 60 4oY' Inor contract 
expir ••• 

~r4 of Iqulpoent -

capt. at. JolIn. I.kad SRI tho tollowing quo.tiona or .. 4. _nU obout tho 
propoul, _ .voluation on tho IIAURS oqu~nt .Ul>altt.4 to DIIC:OO _ DIICOO'. 
pr.llalnory input. 

I. "'"' con Falcon oHor IOUrC. co4. _ lUll 414 not? 
2. D14 SRI go bock to lUll lbout OPtlcll ~lpoent7 Yo' _ thoy Itl11 414n't 
qllOt •• 
3. Moonttm. fr .. Die - 1hoU14 hove only glv.n 0 polntl concornlng 
nondtaclMW'I. 
4. 260 - lUll WOnt bock Meo to IUN. lUll con't ... t ,poc. 

5. Clarlflcltion lbout hor4 copy to .. lnolo . 

6. D14 SUN hoY. IvolleblO thl I .. or printor.? 

1. Clorlflcltlon obout coot .uomary - .VIIUltin9 non-r •• pon.lv.n ••• - 1441ng 
~lvII.nt prlc ••• 

•• 1liiy dld only 3 co.ponl0. of 45 cc:.ponlo. r •• pond to UP. I\CtIO!! IDIS SRI 
to prov14. tho orlg1nll Il.t of thoo. who r~o.to4 lIP pockovo. 

t. H&I SRI •• ko4 'Ilcon lbout portiO! IOUrco co4.? y... sal felt on Optlon 
equlpoent thot thoy ...... 14 got qllOttl fra. onywh .... !lilt 414n't h.ppon. Only 
one vondor could .upply ovorything within .nvlronDOnt I.ked for. lpoc VI. not 
r •• trlctlve. optlO11 for the 360, frea ,.loon offered. ".,. 350. won't b. able' 
to do the job. !'II. equlpoent ...... 14 only bo goo4 for 4 or 5 y..... Morb. they 
would just have .a.e of the work It.tiona upgrad.e4. Dlat Itor.gt however 1& 
the priorlty with SRI. 

10. K1aceUaneoua ~l ... nt, 1, not optional equipMnt . DCSDS gave the 
verbal authorizaUon to go ahead for the purchue ot the alaceUaneou. equlp­
_nt . eC"tION' tnns DCSDS to Hn4 to DICCO purch ••• requalt for the allceUa­
IIOOWI oqu~nt. DCSIlS to provlde roca-en4.tion to DBCOO in wrlting 
_lotely ao that SRI con 90 "".a4 with _rd of tho oqul_nt. 

n. !\ClIO!! ITII!S SRI to prov14. to D8CCO a Ust of por"",," who woro on the 
evaluation to .. for the equl~nt •• lection: • copy of vendor requests and « 
follow-up to negotl.tlons Wh.reby SRI atltod th.y ho4 followed up vith the 
quote .. ; _ • Pili Whlch 10 boing writton by JuUe. SRI proV14ed cople. of 
the vendor requests and • 11at of evaluation t ... participant. before DKOOO 
10ft SRI. 
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Open It ... -

PUblicity - A copy of copying charge. already reque.ted from SRI. Dllcussion 
concerning funeS. built Up fraD. carryover of other copying. There's. balance 
of $57.000. wh.r' Sal h .. r.coupe4 th.ir charg •• an4 11 abl. to g.t lte .. 
copi04 end bill for tho .ffort. 

organization Chort - R.c.lv.4 in pacK.t ot beglnning of MOn40y' ••••• 1on. 

Involc .. - IAttor to be forwar404 to a.rb ... co.ph. anolv04. 

Dot. light. - 8iblio- SRI n •• 4. tho tool to knoW what th.y hav •• for traCKing 
purpos.. . A ,ugg •• tion Val .. 40 that SRI lhoul4 40cument why bibllo Is the 
bockbon.. WUOH 1T111 'rOIl SRI if thoy ....,t to 4.fen4 tholr position. \/OlD 
DBMS i'lue ~n't betn relOlve4 to the extent of what level or rights the 
OOVern.ent ha.. Ma. reinler on record that the .atter 11 • contractual iaBue 
for l.g.1 to relOlv.. Howev.r. RI. Jon •• acknoWle4g.4 tho fact that lt ha. to 
bo r.oolv04 prior to lnclu4ing It &I port of tho contract. S.ctlon H. 

Dlscu8l1on aboUt .ubcontroctors - though th10 10 not on opon It.... to be 
reviewed again for opt1on yen it any cut. are or have been aid,. Sherwood 
a.ooclote. 414 the blbllo on4 coover,lon to e .ffort.. ~orl'l 414 or will 40 
tho bln4 cunll). use 11 tho 4eslgner of naming 4 ..... ln (N .... r on 'fope 20). 
They'r •• 110 r •• ponslbl. for tho Kllnet transition. 'f.I ... tlcl Is rosponsible 
for the protocol locator (OS1). SRI interact. With the IUbcontractor. in a 
working group environ-ent. 

OVertiJae - 'fhere are two kinds ot premi\&IJI other preeiWl and overtime 
pr_ita. There is no problec with the other premium. OVertille i8 pa1d at the 
rate of tia and a half to hourly workers and not .alaried persoMel. There 
are two full tiae persona for hourly operations. captain tat". cOltlll.ente4 that 
SRI i& to pay their people because it's a .anagement issue but they have to 
notify D&'CCO that overt1Ae vaa worked. J\C'rION ITm D£CCO and DCSDS resolve 
by neKt rtlday. 

Monthly .eetlng - D1acusalon centere4 around Who will come and what the 
GoYernment will expect. It wea suggested that all tasks be presented on one 
chart. 

SRI ",onted to knoW if thoro W08 a worKlng group lOOKlng at 40to ol ... nts? 
~lso, 1a DCSDS developing 4ata base strategies? Who's the point of contact 
clearinghouse for th •• , type is.u.s? SRI feela there'. lome duplicate work 
vith the data flow and: 18 unable to determine who'. doing what. Discussion 
.roune! these are .. along with a-ent8 concerning URDB. the HAC. &nd 't'ACACS. 
WIOW tm C«ptl.1n 'fat ... w111 arrange a .eting between the OOVeCT'IIMnt 
people aM SRI on tuesday, Dec. 8 so that the.e concerns can be a4dreaaed. 
Aydin and BBN COia will also be uke4 to attend. This will be • step towards 
bringing SKI -back into the loop.-
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co-unieat1on chaMels - Dillcussion. Additional CCGIlent frora 8RI ·cognizant 
of who are your CUlto.erll.· 

1'''''1011 nIDI - DICCO to chango _ PO0006 to Contrec! DCA2008'C0020 to Doc . 2 
in order for it to .. et 30 day r.spcoae t1JM . Thil wtll cerrolpond to the 
covor letter which hod 2 Doc. dato. Tho redUction for Task If viii be 
f8900.00. 

VIC Brochure dolivored under Contract DCA20084C0024. SRI pro'ontod another 
copy to Mr. smallwood tor reviow lince anothor provioully lont to DCSDS hod 
not be.n approved. &C±IOH ITIM The COR 1, to approve and ,.n4 ~ritt'n 
response. SRI il ready to ,.nd the.e out to the public. 

Ma. ~ones ask,d What account 11 DIll under .inCt invoice. aren ' t broken out. 
110 ono val lure . WIOII l'lIII! SRI to provido rupcoao to DICOO. 

Videotape - Mr . Smallwood i •• till avoit1ng tho COItl for tho v1deotaping. 
821 1. putting togothor toxt Icr1pt an4 .aoe coot • • 

SMlTr&l1send - Diac:uaaion about invoice. and Tranaend" involvement. SRI made 
o countoroffor thot we pay the invoico 'with no dot •• ' for work dono in 
IIov_r an4 Doc_r. an4 that we not POy the one thot hl •• orvice dote of 
6/1/8' through 6/30/8'. MI. Jono •• tated th11 wa. It111 unaccoptablo bocaulo 
there was no cl.ar evidence When the work for the previoua invoice wa. dona. 
Tho """Pany kept poor boob whUe lomoono wli out of town. Thoro wal ""'0 
hours printed up by .aI but the information 1. not ·original evidence,· 
FUrther discussion ensue4 on SAM license for the sof~are and Transend's 
agreement. SoUrce oode built on top of ~rc1al loftware. Governm.nt owns 
everyth1ng except what Transtnd~. SRI atill ha. a letter from D!CCO to 
respond to. 

MB . reinler indicated that sa.. persons had not previoualy been hired because 
the contract had only been incr ... ntally funded. Therefore so.e things not 
operational. Thil led 1nto d1scussion about the remainder of the contract 
year whereby there Will be funds leftover because the effort of work i. 
behind. SRI asked that the contract be extended for a .onth. It W&a 
explained to her that we would not extend the contract for a year because we 
already had an option y.ar requlreaent set to atart ~lat.ly follOWing 
expiration of the current contract. Since SRI alreacSy had personnel llned. up 
for contract purpose •• verbal agreement wa. given to Ma. reinler that they go 
ahead and hire the progcu.er cand dClD4tn staff. Training that .. a. to be done 
for this year ' . contr act vtll have to be added to the option year. ACTION 
lIm! for when the option. year contract i8 looked at again. SRI as)(ed 1f 
positive log-in Ich_ could 90 in. They wore adv1&ed if this io in addition 
to the contract they would need to aubait • propo401. 
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Dlsc:uaslon. again ensued concerning sybese and. Ingres and vbether or not SRI 
had. authorhatlon to buy the source code. DCSOS l.ke4 SRI vat.nlt they able 
to glt perfo~c, .tandards for the souree cod.. Discussion centered around 
the velD DBMS avain and SlI'. d •• ire to convert this to C. '!'he concern 1s 
what happens if they convert this 1. on governm.nt MOney .nd whether or not 
this really n •• d8 to be converted. captain Tatua .. ked. If the datab ••• le 
only. backup, And why convert VOID to unix. SRI re.ponded that the VOID can 
also be ~4re4 to the Byb ... envlron.ent. However, they would have to buy 
the sybos.. Queltion 0180 ral •• d by captain Tatum. "What happeno to Ifpac1" 
1'1\11 can be converted. 

ACtION ITI" captain !atum directed Trudy to Ichedule • CDR for the ~URS 
equipment and to lnclud. it on tho aileston. time lin.. Sal .ays the 
ml1.lton •• ar. already In the monthly report.. OOV.rn.ent not .ur. Which 
report and if it 1. 10 the .onthly report that Ma. Jone. geta, actions are 
dl.eua.ed but .11 •• ton •• ar. not cl.arly d.flntd. 

Pormal dlscua8ion tnde4 .t 5:30 p... A tour of the computer facilities was 
provid.d to ooy.rnment starr by BRI. 
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Defense Data Network User q:.erating Procpdures 

OCA Circular 31D-P7(Hll, Defense Data Neb«>rk Oser 
!:p>rating Procedlres, Mann 1990 (Revised Draft) 

..... . -
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7th Draft 
OCA Cicular 31G-P7G-81 23 Pl!bruary 1990 

ME'BIE AM> HD1"'RES 

Defense ~ta Network OBer c:perating Procedures 

1. ~. '!his CirOJlar prescribes the p:llicy, assigns IesplI.aibility, 
prOYi procedures a.lCerning the q:eratioo., .untenance, and use of the 
Defense Qata Ne"""'rk (lUI). 

2. A(E!.icabili}Yo 'lhi.s CirOJ.l.ar iIRllies to fle..:dJli1rters. rcA, IX'.A field 
actiVlhes. mill.tary departments, other Depart::Dl!nt of Defense (Ikf) am 
authorized GoYerrment agercies, ard <XJIIIIercial activities that assist in the 
management, q:eratioo, maintenance, or use the ~. 

3. Autrodty. 'Dlis Circular is plblished in aooor~ with the authority ~ 
oontainea in ()1) Directive 5105.19, Defense Ownmicatials 1qercy (0CA), --
10 August 1978. as ....-.led. It iDpl.....,ts Joint O\iefs of Staff (JeS) policy 
as set forth in MeDorarOJ:D of Rllicy (KF) 195, Defense Data Network am. 
Oonnected Systems. 9 Septeotler 1987. 

4. Procedures an:! Resp:usibilities. ~ procedures ard resp:xlSibilities are 
oontained in the chapters. 

(FR: [IX) 

DIsnu:rurIC»l: A. B. J throogh 0; Sp!cial 
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Access Line. A circuit that connects a ~ subscriber (h:lst or terminal 
e:pipoent) to In< node equipoent (a P9i. Tl'C. or MrlIC). 

Anal,,\! Signal. A signal in the form of a continuously varying IiJysical 
cpantlty, such as voltage, that reflects variaticns in informatioo states. 

xiii 

~Ri~~I%.~~~~~~~~~~~~~;~~The~~~HIC~~ exercises day-~y ~I OYer IX!S swi tc:hin;l 
satellite facilities, aoo other o:s qerating e1E51E!1ts, either 

directly or indirectly, through its subordinate regicns within the assigned 
gecgrapucal area. 'lhe M:IX. is part of the OCA <¥rations O:::ntrol O:uplex 
(IXXX:) • 

ARPANE:!'. An aperimental padtet switching network deve1cped by the Defense ~ 
_ J\dVailCed Researdl Projects ~ (DARPA). The ARPANE:!' was the prC<jeflitor 0£­

the ~ padtet swi tdling network. 

Asynch.r0l"0.lS. Transmission in whidl the intervals between transmitted 
characters ma.y be of unequal length. Transmission is cxntrolled by start am 
step elBIents at the begirmirg am ero of each character. 

Autcmatic Digital Network ,AIJIOJIN). 'Ihe [k:i) ..,rldwide, C)'""Ir-user, general 
p.upose, record lXDIDmicatlCr~ neh«>rk that serves both the Defense Special 
Serurity Omnmications SystE!ll (OOS::S) aoo General Service (GElEm) 
CDlIl1lll i ties • 

Availability. The percentage of t~ a circuit or facility is capable of 
processing tro}ftic includirg authorized service interrupticns in,the 
CDtpJtatioos . 

Baud Rate. A unit of signaling speed. 'Ihe baud rate is the rurber of 
discrete c:x:nlitions or signal eleJJe1ts per second. '1hls ~ies ally to the 
actual signals on a o::::mrunicatialS line. If each signal event represents ally 
ale bit cc:niition, the baud rate is the same as "bits per second." \JIe) each 
signal. event represents other than cne bit, as with advanced ~ 
techniques. such as ~ft keying. the baud rate does not equal "bits per 
seocnl. " 

Bit. A ClCXltractioo. for "binary digit." A bit can asstm:e cae of two states: 
alor off. It is the s:naliest unit of informatioo in a digital systen. 

Bits Per Seca"iJ (¥). A ueasure of the rate of information transfer, i.e., 
the l'I..Ilber of bits p:1SSinJ a partirular [X>int per sea:n:l. 

%u. The BINX processor used as a Defense lata Netvork padtet switching 
(PSN) (e/JOE or C/300 versioo) or as a terminal access <:x:Iltroiler (TAC) 

(e/3D versian). 
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fflQ. '!he BIHX: prCXJOSSOr used in the Defense Data Network IblitoriJ>j Center. 

Circuit D:lntrol Office (aDj. '!he facility identified by OCA as responsible 
for (7oJerali restoratioo actl.alS of a cirOJiL A aD is designated in the 
Telecrm1unicatioos Service Order ('19). 

Clock. A repetitive, precisely tiDe1 signal used to CDltrol a synchrc.n:JUS 
prcx::ess such as logic or transmission. Scmetimes clock refers to the device 
used to generate the signal. 

g!!:!~~'!9~~:..lg:~,. '!he Defense O=nm.nications 

CcmIllnications 5ecurit~ (a:M'iEl:). Cryptogr.,.ruc equijJlleflt am ancillary 
deVices for CXJIlTllrucahalS that provide for link encryption or decryption on 
circuits. 

O!. provides an orderly and aoccuntable axltrOl :-1;.aiEii.. ., "(Oelts as they exist an:) as they c:::hange. 

CD\nectioo. 1be term CXI"UleCtioo means the p-.ysical path allowing the 
subscribers terminal to (XTIIDIlnicate with a Ib;t TAC or MIYlC. It also 
in:licates the p,ysical path betooeen the IIcst. TAC or Im\C am the PSN. 

O::wltractor Inves~tion Request (IR) ~r. '!he O::wltractor IR Manager is a 
OCA CUlt ractor deslgnated person resp:nsible for receiving, rea:>rding. 
analyzinJ, trac:kin:J, oorrelatiB;J awlications across neblorks, and re(X>rting 
00 tiE status of Investigatioo Requests. 

ro;sessialS • 

'Dle 49 oontiguc:us states. Alaska, an:) the_ 
Bawaii, as ....ell as territories and 

rata Ci rcui t-Terminatirg Eguipmmt (OCE). '!he device an:l the cxxmections that 
are p) aa>a at the interface to a network by the network provider and to \lihidl 
the user's equiPJlE"1t (ure) is connected. 

rata Service Urit ([QJj. A device that performs a signal processing, IXrItrol 
signaling, and other lUnctions necessary to transmit data OYer a digital data 
transmissioo syste:D. 

'!he device, generally belcnging to a data 
'CHides the functional am electrical interface to 

a cxmnutications '1he D1'E is the scurce or destinatioo of data 
messages or transacticns, such as a tDst CDIpJter, a synchrcn::JJS or an 
async:hroroJS terminal, a teleprinter, or a Oll'. 0l'E also describes, in 
telepo.y, a device that is o:::xmected to a DDdem (data set). 

A a::uprehensive oollectioo of related data organized for quick 
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Defense Omumicatioos ratioos CUltrol lex IXXr. '!he rxx:x:: is 
the oollecbon OCA CXlIltrol centers that are assl the resp:l1Sibilities 
of levels 1 and 2 of In! systen control hierardly. rus includes In! 0CI00C. 
Mr£."s, RC[C's, aoo asscciated ~rgenc.y relocation sites (ERS's). 

Defense ~caticns System (OCS). '!he res is a ""(osite of Dc::O-owned am 
leased teJEllCiiiliimica.tioos sul:6ystens arx:s nea.Jrks ., Ii(l:sed of .facilities. 
p![9ClU"e1, ard material urrler the management CXlIltrol ard cperatialal direction 
of the IX:A. It provides the lCW'J9""""haul. point-to-p:lint, and switched network 
telecx:momications needed to satisfy the requirements of D::O and certain other 
GoYerment agencies. 

'DIe pr incipal. assigned Q> 
~t, acxJUi.sitioo-

and managEl1EJlt, testing aro evaluation, c:peratial5 am 
maintenance, cx:nfiguration ~t, subscriber interface for CXN:E ard 
rutside of aHJS (CXJ:HE). 

A highly survivable, depeOOable, and 
',II"'n user data IXIJIIImicaticns network that will satisfy all 

wrrent requirements and is ~le ali) adaptable to meet all projected 
[EQJi rements for the 1990 I s and is based on prOolerl. t.echIDlogy fran existing 
q:erat ional neb«>rks. '!he ~ is an I.mi:>rella for several sutneb.Qrks. 'Ble 
SI.lI:x'etwocks are described in Chapter 2 of this Ciro.lla.r. 

Defense Soli t.ched NehoOrk ([Q,l) . A tt..lpJterized voice neb.ork, cxnfigured to _ 
interCXll'UV!C't a aultiple f'U[ber of voice switches and their subscribers on a 
world.iide basis. (Replaoement for In! AutaDatic Voice Nebolork (l\IJlU.Ul.) 

i~~;P~~~hl~G.~m 'DIe = IR "",,-r is In! OCA a actioos. and is fespalSible for 
evaluating, forwarding. m::nitori.n:J, filiBJ. distribJting. and aut:h:>rizing 
~ and closing of IRIs. 

[)play. '!he Slml of queuing, servicing, am prqagatioo times across a 
transmission medilDl fran neb.ork scuroe to destinatiCfl. 

Digital Signal. Signals that are CXIIpletely separate fran ale another, 
d\anging fran a high state to a lo.rl state with an insignificant transition 
time lapse. 

D:mai.ns. Dc:mains are acininistrative entities that divide the name managBIent 
required of a central administratioo and assign it to sub-aanini.strations. 
Fbr excmp1e, c.-.e first level daDain is -MIL- st.and..in1 for military. 'the 
secxn:i level dc;:nein further delineates the -MIL- donain by identifying the 
speci fic Service or Department, Le., -AF"" for Air fbroe, -ARMY- for Army, 
~V'i" for Navy, -rIA" for Defense Logistics 1qerCy. 
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rual li::ming. 'Dle CXlflIlectiCWl of a I:[N user device so that it is served by twI::) 
IDi iii1i!S. 

Froot-Enj, PrCXFSSOr. A dedicated cnmunicaticns c:x:JIpJter at the Wfroot eoo." 
of a hJst a:DpJter. It may perform line rootrol, II'f!S.SiWJP hardling, oode 
a:rwersion. error rontrol, an} awIicatiCXlS functions such as exntrol am. 
operation of special-pJrpose terminals. 

Gateway. A device or a pair of devices that intercamect two or IlCre 
subnet'frCIrks, enabling the passage of data fran cr.e sutnetwork to arx>ther. 

'!he ti.n2 used to prOYide a trIIIII'Xl 'o«>cldwide 
referred to as Zulu T.i.Ioe. 

Deader. 1he ini tial 5e9JEIlt of a data block or a packet that provides 
iIlformatioo about handling the rest of the blocks. 

. 
Higt!=l.eYel IBta Link Cbntrol (B!lI.C). A syndu"ooous, full-duplex, link-levelZ 
bit~dented t}1:e of frame transmission. Informatioo is represented as 
i.n1ividual bits. whim are oot organized into dlaracters. 

~~~~~. '!he HIE 
~~::~~ ""; ..ren the dI aoo the packet switch are separated by IIOre than 2,000 feet. '!his 
prot.oc:xJl permits any subscriber host with an BIX.C prot.ocxll capability to use 
the 1822 protocol. 

Ib3t. Any device that has sufficient intelligence to execute the protocols 
required to connect directly to a neboork packet switch and that can prqlerly 
execute an -q:en <X'II'UleCtion" fran the neho«Jrk, UlUs form.i..B) an active, usable 
ocnnectioo . 

, 
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Internet. A ool.lectial of heterogenea1S nebr.l:>rks that are interconnected by 
gateways. All hosts and gateways in an internet speak a ., ""'Ii'j interret 
prot.oc:ol in additial to specific neb.ork protocx>ls. '1he term catenet is used 
to refer to an internet. 

Inter~tch Trunk (Isr). A txmqJnicatioos line that ccnnects br.I:> ~·s. 

An IR is a tko"P'lted investigatial of escalated 
lU.l r11lC aQli tiooal tedlnical aOO/or managerial 
""'lei> need subnebiork""";'de lnplementation. 

Kilobit Per Second (kbps). A measurement of the rate of data transmission; 
i.e., 1,000 bits p!r second. 

A host or terminal that is located close ernlgh to 
it may be directly connected; i.e., dces rot require -= 

any intermediate arne.s or signal cxn:liti~ equip!Ellt. . 

~~~~~~:~ Similar to a TAL in that it is a special to inter face terminals to the nebr.l:>rk. 
the in that 001 Y provides si.rteen a::nnectors rut allows 

the use of asyndlrcn:us, bi -synd'm:n:us, and lIM syndlrcn::us Dlta Link Ccfltrol 
(srIC) with Syst ... Nebiork Architecture (SNII) protoools. 

Jibiem. O:xltractial for ax:olllator-dem:rllllator. A device that nrx3:ul ates and 
aeiiXill1ates signals transmitted CNer CCIDlI.l!tications facilities. 'lhe lIo3111 ator 
is irv::luded for transnissioo and the derrcx3u1ator for reception. A 1IIX1em 
permits digital signals to be sent Oller analog lines. Also called data set. 

Jotnitoring Center (~. 'lhe JC performs the functiCX'lS of nebooork m:nitoringr­
prd)lem resolution,tabase o:nfiguration, installation, test and acceptance, 
and network status aDninistration. 

Natiooal O'T'lIIilnicaticns raticns Center. '1he central CCI'ltrol 
elBIent the rx:x:c, locat at ters, rcA, that exercises qeraticnal 
direction of the IX:S either thrcugh the lOX's for OYerseas areas or directly 
in the CXHlS, Alaska, and Panama. 

Netl'?9' 'lhe netlog displays real tiDE event messages reoei vel by the Nebiork 
otihties program fraD the network entities (e.g., ~'s, 'rAC's, AlD HB's). 
Event messages cx::.-.sist of status, trap, and ca'ltroller actioo messages. 

Neb.ork. A OCN ~t including all its inter-swi tdl trunks, packet 
switches. ard acress lines. 

NIC. 'lhe Nea.ork Information Center prOYides nebooork registration, TAC atX'PSS 

CDltrol, nea.ork auditi.rw;J, and general assistanc::e services for the I::I:N and its 
subser ibers. 

I 
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N:de. A locaticn that 5UR.X)rts ~ hardware. 1l;':II.ally includes cxmnmicatioos 
eguIpoent, ~'s, TAC's, ard su{p:)rt devices. 'lbe mde site may have many of 
tte;e devices aOO. circuits. 

N:de Site Coordinator. A person who has site ao:ess CXfltrol and exx>rdinatioo 
responsibility for CON matters at a DON node site. 

Organizatioos resp::a>ible for the operation, 
a res station. 

Packet. A grrup of binary digits, including data and call coo.trol signals, 
that are 9Witched as a ., 1I(t:6ite whole. '!be data, call CXfltrol signals, arx1 
error coo.trol informatioo are arranged in a S{:eCified format. 

Pad<et 9o<itching Ible,,£~l' 'nle packet switdl in the IDI that provides 
full-servioe neb«>rk ati"PSS p'rts for h:Jst ca:IpUters and 1ST camectivity 
betweerr ~'s. 

Patdl and Test Facilit¥ (PIF). 'nle PIF is the part of a tcS station that 
fWiCticns as a SURlOrtlIlg activity wrler the technical supervision of a TCF. 
It has the PlYsical ard electrical capability to perform required functioos. 

Port. A (ilysical ccnnectial outlet on a IXIJDImicaticns device tbrCJJgh whim 
it is camected to atk)ther device. 

A Problen Rep>rt ctx"rents an occurrence cud p:lSSible 
prcblen. 

Prcblen Review B:lard (PRB). A mE is established for each JibtitoriB} Center 
with operational technical &q:p:>rt, and other awrq>riate representatives to 
review all m's gererated by that fC for tracking p.up:lSeS, clcsure or 
p:xssible esca1atioo to an Investigation Request (IR) rea:moerda.tion. 

Strict prooedures that cue required to initiate ard maintain 
a<""". An ordered set of defined, plblished prCKBiures that regulate 

interactioo thra.lgtaJt the neb«>rk. Protocols may exist at many levels in ale 
network. sudl as link-to-link. er¥I-to-e-.d. and subscriber-to-9witdl. Protocols 
specify the order of acti vi ty in a o:mrunicaticns sessioo cud the meanings of 
amnards. q,tialS available and resp:nses to choices in nebork operation are 
also specified. 

Raday. 'nle 24-hour day in GreeJlO'idl ~ Time. (See Greenwidl Mean Time.) 

'!he percentage of tiB2 a circuit or facility was capable of 
:m:jt:ra.ff .ic~ excluding authorized service interrupticns in the 

aJrPltaticn. Circuit reliability excludes authorized service interruptioos, 
preeaptialS, aOO pgJ or 'IW: outages. 
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ReJD:)te Boat or Terminal. Host or terminal ~poent lcx:ated at a distance 
that requires the use of intermed;ate arXlel!6 or signal ocnlitioning eq.rip:oent 
00 the access line. 

~~~~~~~Mllli~. 'lbe N:S Circuit Restoratioo Priority Systen 
1, cirOJits of Federal GoYe["J'l!EJ'lt departments aOO 

agencies, to include rx:s cirOJits. '!he RP systen is designed to identify in 
whim order circuits shculd be restored in the event of a failure. 

~ M:de. 9lado,., M:de is a term describiBJ the state of the DUltiple Je's 
(!ill systBI6) am nodes ..nen they are IXlCP'rating in providing the IIUltiple 
ucnitor~ center backup envirCDIEnt. If ~ M:de is amfigured 00 the 
network, it is invoked autcmatically when HJ is turned 00.. 

Single-ikming . 
ale IDI !lOde. 

'!he CO'lJ'leCtioo. of a ~ user device so that it is served by 

Slbscriber. Syrolyun.1s with User. 

Sync:hronc:us. Baving a c:x::nstant time interval bebieen successive bits, 
dlaracters, or events. (See: -AsynChranlSo·) 

TH: }tocxpss OXltrol Systen (TN:N:S). 'Ihe TACACS restricts neb.ork acx::ess for 
users connecting to the I!l:Im!r throogh a TJ\C . 

'n!dlnical Q:lntrol Faci~ ('10'). 'Ihe 'lCF is the part of a OCS statim that 
fWiCtic:ns as the inter between the transmissioo elements of the rx:s and 
the users of the systen. It has the litysical and electrical capabilities 
re:essary to perform the requi red functicns. 

m..m. \Itlatever aqerv::y provides local tel~ facility service. 'MID 
cx:nnectors refer to the CXJlI[e[cially available connectors that are in wide use 
by the telep,one iNlustry in the u.s. 

~. A test and oertificatioo progran that attBIpts to preclude 
c:x:npranising electrcmagnetic emanatioos fran CXJMIlnicatioos equipnent. 

A data inpJt/outp.It device that can be connected to the neb<>rk. 
>UlliUS consist of a keyboard for data entry and a screen or pr inter 

for data display. (Can be a user device sudt as a video display terminal, a 
p:>rtable printin;l terminal, or a perSQ'lal CDJPlter.) Also refers to a 
a::nnectioo point 00 an electrical <XIOIpOA:--.ent or device. 

Terminal l\cOeSS D:lntroller (TJ\C). A special-plrp:>S<! CCDpIter designed solely 
to interface terminals to the neb.ork which can SlJR:Oct up to amy-feur 
syndlronous terminals. 

Messages sent fran PSN's, TAC's and HrAC's to rep:>rt on 
behavior. 'lllese messages are collected by the Neb«>rk 

utilities SOftware system at the awrcpriate JoC and evaluated by the network 
analysts. 

I 

,lJ 
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Q;er. A term used to identify a directly cnmected CXJIIIWlicatioos CXIIpJter or 
autanatic data process~ equipnent, ..tUm uses the ~ for the exdlange of 
traffic with other distant CY'JDDIJmcatialS CCIIpJters, or autcmatic data 
prooessir.J equ.ipnent. For rep:>rting purp::lSeS, user irK:l.udes any host or 
terminal oonnect.ed to a PSN or 'rAe. 

User Aooess. 'Dle term "atX"PSS" means the capability to use a partirular path 
to ai1dUCt a sessioo wi th the device to whidl a CXlCUlE!Ction has been made. 

ZUlu Time. '!he time used to provide a ,U, •• nl It<<:Icldwide reference tiDE base. 
Also, referred to as Greenwidl Mean Ti.ne ((}Ifi'). 

d 
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CllAPJl:R 1. INUUU::l'I~ 

1. General. In April 1982, the Department of Defense ([til) directed that the 
Defense Data Nebiork (~), based U(XlO J\dvanoed Researdl Projects 1q!g;:y 
lIeboiork (ARPANE:r) techoology, be iDplemented as the [til .. ""'" user 
data-a'lTl111nicaticns network to allow for the Plasing rut of expensive, 
single-user, high-speed cirruits beb.een host CCIlplters and their rE!l[)te 
users. 'lhe I::i:N, an eleaent of the Defense Omumicaticns System (lCS), is I'nIrI 

the primary means of providing lalg-haul (e.g., beyc::n3: p:l6t, c:a:IP, or statioo 
bo.lrdary) data crmumicaticns for all 000 spcnsored data systms. It provides 
a highly reliable ard fast, ...,r1dwide CCIIplter-based !>Id<et switched 
a:mtll1l.icatic:ns capability for the military departments and defense agencies. 

2. Missicn. 'Dle mission of the [U.I is to provide CXJiiiUHlSer data 
CXJIIDJJl.i.catioos services in SlJRXlrt of military operatiaw. systeaE., to ir¥:l~ 
intelligence systens, cxmJROO ar.:s cnltrol systems, general 
pup:ISe NF, and other laq-haul data CXJDDmication systEms. 

3. Policy. 'lhis Circular prescribes prCXPdalres to standardize functional 
q:eratialS areas, prCDJJlgates network p:tiicy, and details the resp:nsibilities 
of varicus associated network elE!I2nts . 'lhis Cirollar prescribes user 
c:perating procecilres am prOYides specific resp:nsibilities, guidelines, and 
general informatioo to illprC70Je network effectiveness. 

4. [[Il Publicatioos. 

a . 'lhe foilQlfi.n;;l listed doonentatioo rontain pertinent procedures, 
p::Ilicies, and instructions whid1 the users of this Circular my refer to for 
DOre details regardirg a partiallar area. A brief descriptiCll of the contents­
of eac::h p.lblicatiCll is provided to assist in selecting the proper ckoment when 
a specific subject matter is desired. It is not necessary or desired that all 
users hold all. of the referenced tkoments. 

( OCI\C 
lIeboiork. 
directioo to lklD elements arXJ 
of the~. 

Gc70Jerrment agencies 

(2) OCI\C 300-85-1, Reportin;J of llCS Facilit~ am Link Data 1lCS: 
OCA(AR) H3303. Priiiilnres tOrthe preparatioo ali! sdiliissioo Of initial 
reports ana subsequent change reports required to maintain data acruracy ard 
cmrency of llCS Facility ard Link infOIDBtion, pertainiJ>.j to lloI>-<lwned ard 
leased facilities, in the IX:A database. 
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(4) OCAC 31tr55-1, Status Reporting for the Defense CaDlunications 
PrescrilieS instructialS for status rep:>rting of the t::XS. 

(5) OCAC 310-70-1, OCS SystEm> c:bntrol, Volland Vol 2. c:bntains OCS 
facilities descripticns, aIi3 prescribes the p:>licy ana procedures for 
performing quality assurance, qW..ity control, technical supervisioo., service 
testotal, ~ status rep:>rting. VollDe 1 provides a general OYerview of OCS 
p:l1icy ard responsibilities. Vollme 2 prcwides fil.'.E!Cific operational. 
procedures, e.g., w.. outage procedlJres. 

(6) OCAC 310-70-57, OCS ()lali!'Y Assurance Pr<;'9ran. EBtablishes the 
procedures, organizational. resp::nsibihties ali! relat1C:rlShips, am rep:>rting 
for the OCS ()Jality Assurance Progran. 

(7) OCAC 310-P71Hi9, 1H< 0/5 Pm El:iitor Oser's QUde. OYerview of and 
the prooed"res for the operatioo of Pm, a videO text editor used with -= 
electronic mail (E-Mail). --

(8) OCAC 31frP7o-70, Infd4ail PriDEr. Prcwides an OYerview and the 
proceillres for the use of the Infd4aH iriforuatioo management and E-Mail 
system. 

(9) OCI!C 31G-P7G-71, Infc:mtil Reference Manual. Provides prex:ed'lres 
for the Infd4ail Wormatioo. management a.rd E-Hail system. 

(10) OCAC 31G-P7G-74, Terminal 1O"J"SS Caltroller OsetlS Guide. 
Prescr ibes the procedUres for a user atX'PSSing a TAt:. 

(11) OCAC 310-P70-75, Iblt l'dninistrator QUde--C(70. A guide for e/70 
trast management aid aaIlinistration. -

(12) OCAC 310-P70-76, N:xIe Site Ooorclinator QUde. Describes the 
[ole, resp:::nsibilities, ana: procedures of a RJde Site COOrdinator. 

(13) OCH::. 310-130-1, Subnissioo of TelecxnmmicatialS Service 
Prescr ibeS instructicns for the preparatioo aJiI SUbDissioo. of 

ilni(2,ti,ons Service RequeSts (Tffi's) awlicable to re;pir..,.,.,ts for OCS 
service. 

(14) OCH::. 310-130-2, Defense COXmmicatialS ~t 'lbresh:>lds and 
Performance (bjectives. EBtablishes OCS managBIJeI"It thresh:>l ana: performance 
Objectives. 

(15) 
pccredures 

Prescribes 
'ibJtioo of 

the CIHlTI\r Report. 
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(16) 
oerr;: 

pojllCy for the centralized prcx::urEUelt of cxmoercial (XlMUnicatioos 
selvic:es to satisfy the telecamunications requirenents of the deparbEnts, 
agencies, ard offices of the Dei) an3 other u.s. GcNerrment agencies autlx>dzed 
by the Secretary of Defense to prOO1re service through WXD. 

(17) IlCAC 30()-175-9, OCS 9>'rations-f4aintenance Electrical 
Performance StandardS. specifies tedmical SCliedUies ana standiiids necessary 
to q:erate alii uainWn GoYerrnent--o../nf!d cirari ts at the eqlE!Cterl level of 
performance for the o:s aOO o:::lltains informatioo 00 the availability arxl 
performance of leased circuits in the CIHE, tariff requirements, and 
a:m:nercial carrier performance objectives. 

(18) IlCAC 37()-P195--4, lDI Installation, Test and ~ 
Prooedllres. sets standaI'dS aOO procedures for lIN i.nstalla~ acceptance 
testing. 0:-

, -
OCAC 37o-P195-S, ~ Host Interface Qualification Testing-Link. 

Specifies that all X.2S host interfaces DllSt be qualified 
OCA developed X.25 link and ne_rk layers cxmformnce 

testing prCXJram. 

(20) JCS mao 19, Vollee I, Annex L. ratioo and 
\OiKI:S Inter<X"P;!ter Net'OOrk (WIN). The general polley pr 
effective operatl.oo and IIBJ"Ia9f1IBlt of the WIN. 

b. Requests. 

t of the 
es or the 

(1) rcA. Dxu'Pnts. GcM!rment agencies may request a (lJblicatioo by 
sutmittiD:J a OCA Fbrm 117: Publicatioo or Blank Fbrm Request. other 
organizations may request a pJblicatioo by sutmitting a letter with 
awcopriate justification. ']he OCA fbrm 117 is used by GoYeIlJDel'lt agencies 
ally. Send all requests for OCA doc ... entation to: 

Defense C):nm,Jnications J!lqetCj 
Attn: BIAR (Hl16) 
washington, IX: 20305--2000 
Telephone: 202/692~972 - (OON) 22~972 

(2) other Doo_nts. 

Defense Tedlnica.l Informatioo center 
Attn: l7l'IC-ID!> 
Cameron Station 
AlelCatdria, VA 22314 
Telephone: 703/274-7633 - (OON) 284-7633 

Natialal. Technical Informatioo center 
5801 Tabor Avenue 
Phlladel(iUa, PA 19120 
Tel~<>ne: 215/697-2000 - (OON) 442-4120 
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Natialal Technical Information Serice 
5285 R>rt ICIyal 
~ringfield, VA 22161 
Teleptx>ne: 703/487-4650 

= 3IG-PlG-81 

5. Neb«:>rk Resp:!lsibilities. '!be generalized responsibilities of the varialS 
su!p?rting nebo::>rk elenents include tre following: 

a. Joint Oli.efs of Staff (JCS) Responsibilities. 

(1) Review and awrOYe all. requireJents for FlASB, ~~, 
aOO OUTIC preoedenoe capability. 

(2) Provide support of the IDl through tre Planning, Programning, and 
arlgeting System (PPBS), includiD:J contractor and. foreign-goveIl'llEllt su{p)rt. 

(3) Provide guidance, arrl as awrq>riate, tasking to IX'.A, CX'l milit.a:i¥ 
an:) amIl.I.J'\ications doctrine and operational p::>licies ard prooednres with 
r"9""d to tre deYelO(Dll!Ot and "P'ratian of tre 1Dl. 

(4) Validate tre use of IDl by ooo-O:lD Federal, state, and local 
GooIerment departments and agencies; foreign goYerTlIB'lts; allied 
organizaticns; and a::fltractor~trolled systems. 

b. Defense C01lXllrucations Agency (OCA) Responsibilities. 

(1) Prescribe, in ccx:>rdinatiCX'l with the awropriate D:D (' "lOlents, 
p:llicies, procedllres, starrlards, and practices for the effective use of Il:::N. 

(2) Prescribe the interface protocx>l starrlards to be used CX'l ~. 

(3) Authorize tre iDplenentatian of IDl backbone software and 
hara...re changes. 

(4) Perform the acceptance test of new lIN backbane software or 
hara.are. 

(5) PrOYide current traffic statistics with narrative analysis of 
treds, deficiencies, and oorrective actions. 

(6) Drercise qeratic::nal direction and manageoent oontrol of the lIN. 

(7) PrOYide the awrq>riate informatiCX'l, protect~ acxx>r~ to 
6eO.lrity classificatiCX'l, upon which all D:i) ele:oents can iupleaent 
usage-sensitive billin:]. 

(8) safeguard the seo.rrity and privacy of user traffic. 

(9) )britor and oantro1 neb.ork performance to CXJJply with lIN 
Performance CbjectilleS (PO's) and ~t 1hresro1ds (l(I"s). 
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flO) Design IXN to prcwide efficient crmnmica.tioos between both 
simi~ az.ld dissimilar cx::IlP;lters so that hardware, software, data rescuroes, 
ard cuo.utry can be a:nveru.ently aOO ec:xxx:m.ically shared by a wide cnrmmity 
of users. 

c. ~ In accordance with 
tre Ci.tOEi! -Omumicatioos 
security (CXMSEx::) (0),· ree' ""ends basic doctrine, metrods, and procedures to 
minimize a::tiI informa.tioo seo..u-ity vulnerabilities. 

d. Defense Intelligence Agency (DIA) Responsibilities. As appropriate, 
validates ill DoD requirements and accredits each system r~ring sensitive 
D:JIpartmente<l lnforuatioo (SCI) aoa>ss to lUi. Manages and operates the 
ISlE!l'3 Ibti. tor ing Center (Ie). 

e. Military Departments (MIUlEP's) and DoD Agency Responsibilities. 

(1) Revi~ and, if awropr iate, awrOYe all sponsored hosts I 
pr",eoedeIm",,,,,, level requests. Fon.ard all approved fU\SII, D4ElGH:Y a:M4AN), 

CRITIC preoe<lence requests to JCS. 

(2) Review and, if cq:pr~riate. awrove requests for a::tiI acxPSS. 
FbNOrd approved requests to OCA. 

(3) Provide a:MSEI: equ.ip1EJ1t installatioo, operation, uaintenance, 
(Ultra!, aOO ao""Dl1\ting. 

and 

(4) Prcgram, tu3get, furxl, and provide SURlOrt for assigned p::>rtions 
of IXN through the PPBS. 

(5) Maintain crmnmications and p1ysical seru.rity, meeting the lIN 
seoJrity archi tecture requi cements. 

(6) OCA Circular defining lUi operating policy and procedures are 
Uplemente<l. 

(7) D>sure procedures for usage-sensi ti ve billing are iDplemente<l to 
the l.cM!st practical user level. 

(S) Develop and iDplement ~t procdures for ooordinating, 
installing, testing. and maintai~ user aa:PS-S. 

f. IXN tCde Site Ccordinator (l&::) Re::i£xlusibilities. 

(1) Act as a lUi Padtet ~itchlng Ible (PSN) site focal point for 
ttlOrdinating all neb«>rk ~rt activities. 

(2) Q:JJpl Y wi th role and r~ibili ties as outlined in IX'..AC 
31o-P7~76, N:xJe Site OX>rdinators Qlide. 

(3) }btiry the NrC of any changes to the assigned primary and 
alternate ts:'s. 
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g. ~ Best Aibinistrator (IIA) Responsibilities. 

(1) Assist OCA by ensuring that network policies and procedures are 
dlserved by their host users. 

(2) Mninister the Terminal l\ocess O:lntroller (1J\C) Access O:lntrol 
System (TK:.N:S), to ensure all host subscribers, usi.n:1 the network or the 
TIC's, have been aut"rorized for J::I:N aoo TAC access, ard are registered in the 
NebOrk lnformatioo Center (NrC) Oser Registratioo rata Base (liDIS/NIOW4E). 

(3) Manage their h:lst I 5 network acx'PSS CXXl.trol procedures and 
password system; be responsible for [ep;,rtih) net1lllOrk-related host 
unauth:>rized intrusioos and assist with investigative effort as needed. 

(4) Q:x>rdinate with IrA on installation, cnmectiat and rE.m:Jllal of 
hosts m the~. PrOllide the OCS Data Systems (lXS:6) directorate with 
recpired descriptive information for eadl new host addition or host c::han3e. -
Qx)rdi.r\a.te the host oertlficatioo procaillre with the IXS oata Systems 
Directorate prior to passing traffic or testing 00 the network. 

(5) Ia:plerrent and maintain IXN protQCX)ls at the host level. 

(6) Serve as local point of contact for the respective hosts and 
local users and cx:x)f(iinate suspected network-related pcoblBDS directly with 
~ awrqxiate ~ Trouble Desk or ft:nitoring Center for oorrection. 

(7) Provide network information to the NIe, and assist local 
subscribers and other interested persamel with network-related matters. 

(S) N:>tify the NrC of any changes to the assigned IIA and the host " 
t.edmical representative. 

lOrE: OCAC 31C>-P7()-75 can be used by IIA'S as a general guide for host 
mnageuent and atininistratiCXl. DJe. to tile variety of tx;:e~ hardware am 
sofbare in the r:t:IiI , it is rot feasIble to deYelq> spE!Cl.hc doolDPnt. 

, 
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1. General. 'Ihi:o chapter provides a brief overview of the IXN ex " .. w:sitioo aM 
elerents. A detailed systen descriptioo is pililished in 0Cl\C 31tr-P7o-1, 
Defense IlBta Neboiork (lDiI) Systen Descriptioo. 

2. Net:w:>rk 0 Itp:6ition. 

a. f'Unctianal Areas . 'Ibe elenents of the IXN are grooped into two 
furv:t.iooal areas: 

(1) 'n"oe neboiork bad<bone is CCJIl>r ised of Pad<et s"i tdling Ibles 
I~'s), Inter-switch Trunks (1ST's), Terminal Acn=ss Q:lntrollers (TAC's), 
KrAC's, Mailbridges (Me's), and M:nitoring centers (IC's). 

(2) Oser access, consisti.n) of dedicated or dial-up circuits, 
interface equipoent, and a::upatible protocols. 

b. 'll'le ~ is an unbrella for several 
(MIIJ<E:r) and the three Defense Sealre 

-

Net:\.orks (['QoEf's). In future, the three I9EI' sequents will be integrated 
into ale subneboork naaed Defense Integrated SeoJre Neb.ork (DISNEl'). 

(1) Militai;j Neboiork (MIIRE:r~ lJnclassified _t of the lUi. 
Network backb::ne ";;P:Sitioo is as ribed in paragrafil 2a(1) above. 

(2) 
Classified 
Nebo,ork backbone """Uiition similar to MIUEl' (except: 148'5), rut all 
facilities and circuits are protected at the ~ level. 

(3) IEtEI'2 (formerl~ \WHXS Inter<X:.ll{Alter Net...ork Omumicatioos 
9JbsystBII, WIH:S). Classifi ~t of the IXN that carries up to 'l{P SEDtE1' 
level information. Network bac:k:bale "" .. osition is restricted to !'SN's aM 
ISI"s, am includes preplanned alternate data circuits as awroved in .JCS :rue 
19, Annex L, Vol 1. All facilities and circuits are protected at the 'IO? = level. 

(4) [9El'3 formerl, Sensitive rt::mented Information Network, 
1s:It£I'). Classl. 1 segzent of the ~ that carnes up to 5ensl.tl.ve 
Ch!par-.,ted Inform>tioo (OCr) level inform>tioo. Neboiork bad<bone 
ooLpOSitioo is restricted to ~'s ard 1ST's. All facilities 
arx:I circuits are protected at the 9:1 level. 

(5) ~~~'ijI.~~~~ integrated n~ a 
encryption device is available. 
separate, dedicated networks. 
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3. NeboOrk Elertelts. 

a. Packet 9.oIi tching M::x1es (PSN' s ) • '!he PSN I 5 serve as the interface 
plints between the host CXlIp.Jters and the net:\«)rk backbone. 

(1) . Bar~re. '!he packe~ switdl permits a variety of inpIt and 
rutpJl oonhgurat>ans so that a miJcture of high-speed trunks ard oosts can te 
ccnnected. '1lle oonfigurations can aa:uon::x1ate tnsts that are either 
oollocated with the PSN at a site, or ren:otely located. 

(2) Software. 'llle PSN's software includes an adaptive dynamic 
rooting algorithn that oontiJlUCJJSly m:xti.tors network delays, and forwards 
transiting packets via rQJtes that minimize the delay time. In additioo, the 
~ software ensures packet integri ty throogh the use of a 16-bit cyclic 
redJrdancy check (CK) and an error detection and oorrection (EIW:) IDE.'lll)ry. 
Congestion CDntrol allows the packet switdl to oonti.nucusly m:nitor shared _ 
rescuroes and resp:u:is to traffic CXlrXlitions that ccw.d result in ::­
CM!rsubscriptial of these rescurces; as a result, the nebrGck adjusts traffic 
flcw.i to resolve any OYersubscriptioo. For exarrple, cne reso.rrce that DUSt 
be managed in this way is the supply of data bJ.ffers. 

(3) Standard PSN SUites. 

(a) Unclassified a:de SUite. '!he staroard unc:lassified node 
cx:nsists of a five cabinet suite. 'lhese cabinets are: 

!. A pcoressc>r cabinet, which oolds the PSN and TAC. 

2. 'l\o«;> encryption cabinets . which oontain Fixed Plant 
ldapters and KG-84A's. 

3. '1\.0 (TIIIDlnications cabinets, which CXlf'ltain space for 
a dAns. 

(b) Classified Node SUite. 'llle standard classified role 
CDlSists of a foor cabi net suite. 'lhese cabinets are: 

2. 'l\.lo encryption cabinets. 

3. c:ne o:mrunications cabinet. 

b. Inter~itch Trunks (1ST's). ISl"s are a:mroo-carrier, dedi~ted. 
data cirruits i ntera:nnecting the PSN's. '!hey range fran 9.6 to 56 hlants 
per seoord in speed. All 1ST' 5 of the ~ are, or will t:e, protecte<;1 wi th 
kG-84A encryption devices. OJrrently, [SIIE!I'2 uses J(G-34 s for 1ST lInk 
encryption tut repJ..acement KG-84A' s are ~iD:J [i1ased in. All 1ST's 00 ~ 
aOO J:SNET.3 use KG-84A's for link encryptlon. 1ST's 00 the MII.NErr' are be~D:J 
eocrypted wi th KG-84A' s on a phased inpleaentation plan. 
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c. 
OC's as 
dial-up terminal users, ard the net\.iork Detailed prcr".,duTes ~r 
using TAC's aM MrAC's are included in the OCAC 31crP7o--74 Terminal Access 
D:ntroller User I s QJide. ' 
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. d. Map'l?r~~'S)' '!he MB's serve as specialized internet gateways 
Wlth the h.mJ.t 1.on of transferrir.;J electronic mail between the 
retworks, specifically MlLNE!I' ard the ARPANF!!'. An individual MB will oot 
permit neb.ork users interactive access to b:lsts on the cxnnected net\liOcks 
witlnlt authorization. 

e. JrbUtoril"l3 center (IC). '!he J!C description and functicns are 
~tained in Olapter 4. 

(NXe: All net\ooOrk back.tx:rne elenents . eltcept the Ie, are designed to operat~ 
unattefiied &ring oormal cperatialS. N:Jrmally, m:nitocinJ, d.i.agoc.6tics, faul:j. 
isolation, service restoral. and software -I'econfiguration can be haOOled 
rmotely by the K:. In scme cases, the K: will request assistance frau the 
lS: or SA. to enhance trCJJbleshJoting am restoral.) 

4. Neboork Access. All user 0 ",onents and o:xmectin:J circuits that 
oollectively acx:ess the net:....ork ""Iose .nat is referred to as the ao:;pss 

area. User devices CDI"lfigured with OCA awrOYed hardware, software, and 
neoork acress protOCDls are CXX'lJ'leC'ted to a PSN and are cxmn:nly called 
OOsts. osee devices wi t:J"o.Jt these protocols are cormected to a TAC or MmC 
am are .,." .... "lly called terminals. (See Figure 2.1.) 

a. B::ISt Access. IX:AC 37o-P195-5, Defense reta Network Ihst Interface 
()lalificatioo Testing-Link and Neboork Layers, defines the DCA-developed X.25_ 
link am network layers exnformanoe testing program. All ta;t interface 
prcrl.Jct.s DUSt be qualified under this program prior to oonnection to IXN. A 
qualified X.2S h:6t interface list is available fran the mc. 

(1) Mandatory Protocols. 

(a) ~ network ac:o?SS protocols are: IXN X.2S Standard, IJ:fJ 
X.25 Basic, and ARPANEI' Best Interface Protexx>l (ASIP) 1822. 

1. Stardard X.2S provides interq:erable CX"ITITImications 
bet-..!en an X.25 Data Terminal EQuipnent (lJIE) and IB22 hosts using the I:d) 

standard pcotccols. 

2. Basic X.25 provides interoperable CXTtID.mications between 
X.2S OTE's using only compatible higher-level protocols. 

3. AHIP 1822 protocols provide a CXlIIlUI base for SUfP)rting 
hicj'ler level. protcXi:>ls. 'lhe ~ is migrating iNay frem the AHIP protocol and 
will use the OCN X.25 Starrlard as a baseline protocol. 

(b) Internet Protccols (IP) ~l~ the transnission of data 
across III.1ltiple packet-switdled data CXJIIIl,1Jl.lcatlons networks. 
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(c) Transnission COntrol Protoool (TCP) is the stardard 
b:lSt-to-t"clSt transp::lrt layer protcx:ol for CXlDJIlnicatiOO with rem:>te In5ts 
(1IlIrS'lD 1 n 8 ) • 

2-5 

(2) 9?tional Protooois. hDess devices may also contain the 
following prot.cxDls, wtUdl are recxJlllEl'rled for III\I users but are J'Dt 
IIliIMatory. 8:lst sofb.1are eaploys these protoools to ..,.,t the custcmized needs 
of tlle stgX>rted subser ibers. 

(a) SiapleMail Transfer Protoool (SI'm'). Ole of the III'JSt 
useful a.rd oo:;t uSeOservices on the J:DJ is the siopleMail Transfer Protoool 
(~), whid1 enables users to sero EHlail messages. E-flail can be printed 
out, read, sent, DDYed, forwarded, or deleted using the loc::al mail progran. 
ItJSt mail progrcms have these features in 0 ." .. n: 

.!. Serrli.ng Messages. A user can sero messages to other 
users an tbe same host, or to users 00 aI1}L neo.Jrk blst with a mail service. ? 
~ pas5\oOrds are reqJired CIl the destination lnst, rut it is necessary to ~ 
the neb.ork DBi~ or "address" of the person to wb::JD p.1 are sending tre -
mai l. Network mailboxes usually are of the form (SElN\ME @ EI:6'lNI\ME, e.g., 
9fi'IB @ NIC.III\I.MIL. '!he h:lst I"IalE can be ani tted if semel and receiver use 
the same rost. 

2. Reading ~. fib:>t mail progrcms have a cxmnand for 
reading ina::ming messages, usually Wlth cpt;ions for selecting ar>:l displaying 
specific DESsage5 fran aaong the messages 00 file. 

l. Getting IIelp. Ib;t mail prograas have o:mnands for 
cn-line help. 01 line help gives users information 00 amnand structure, 
syntax, usage, etc. '!he on-line help program generates help screens which can 
be called by the user c1Jring a -sessioo. SaDe help systems provide infomaticn 
based 00. what the system perceives the user is tryiBJ to 00 at the tiDe the 
help cxmnard """ inYoked. 

Messages can be prInte<:t' 
learn h::J." to or .ao.re messages after then; otherwise the user I s 
mil file IIBY CNerflOti the allotted space ar¥'J prevent further mail fran being 
delivered. Received messages can be forwarded to other users. 

(b) File Transfer Protoool (FrP). The file transfer protoool 
(FTP) makes it plSSible to IIOJ'e a file frat! ~ CXIIpJter to another. even if 
eadl CXIIpJter has a different operating system ar¥'J file storage format. Files 
may consist of data. programs. text, or anythiBJ that can be stored 
digitally. An active tast is the CDlplter to which the user is logged 00.. 
'!he passive mst is either the sauce or destinatioo of the files to be 
transferred. '1he follo..oiBJ are the general steps for transferring a file: 

1. log on to the active tast ar¥'J invac.e the FIP progrcn. 

2. Provide the host rare or host address of the passive 
rost. 
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3. Olce cx:xmectioo has been establi~ to the passive 
trJst, log on with User I'lCIE and password. 

4. Issue cxmnards to cqyy or seOO files. 

S. W1en finished, log off fran the reJ[Dte trJst and exit 
fran the F1P progran. 

{e} Telecamunications Net....ork ('I'ElNEJ'). cne other camon use 
of the J:Ifi is for users to log on to a ceJlDte cx:ap...Iter fran a local host by 
using the TEI..NEI' protocol. Cix:e oonnected and logged on to the reoote l'D:;t, 
users can enter data, run progCaD5, or 00 any other cperation, just as if they 
were directly oonnected. 'lhis is similar to a user who logs an to a TAt: and 
uses a renote neb.ork tr:et. 'ltle difference is that in this case, the network 
access j S "" "'lent is a local host. A S{:eCialized use of 'mlEl' is to ronnect 
to a partirular "assigned p:>rt~ on a cEJlDte host. '!his type of a:nnectioo _ 
takes the user directly to the progcCIll or service offered on that port. A 
SlIlIIIary of 'mlrEI' steps are....as follows: 

1. l.o;I on to a local tK:lst. 

2. Invci<.e the 'lE..lEI' program fran the local host. 

3. Identify the rBIDte host by host Ili'IIIE or host address. 

4. <ilce cx:xmected to the cE!lDte host, log 00 wi th user nate 
and pa5SW)rd for the reaote trJst systen. 

5. Nlen finished \trriOcking on the cBIDte host, if t:1e 
camection is not autanatically terminated, break the camection. 

b. TAl: Access. A user can gain access to the network for a c::ormectioo to 
a cenote lYJst COIp.lter thralgh a TAC, '!he TAC access procedures are explained 
in OCJIC 311rP71r74. '!he stardard types of TPC. NX"E'SS are as follCMS: 

(1) Bard-Wired Terminal-to--T.H:: Connection. 'Ihe stardard direct 
[ilysica.l ccnnection for a terminal to a TAC is EIA RS-232-C (25 pin) 
cx:nnector. 

(2) Dial-9> Terminal-toJrlIC camection. 01 MIDIE:r, a dial-up 
terminal may also O"JDIJlnica.te with. a 'IJIC. Regardless of the kim of te1e{hlne 
line, a dial-q> cx:nnectioo means that the TAC's attentioo. is gained by dialiD3 
or BP'Cifying a tel~ _r and letting the TIC """""r the tel~ on 
the other ere. A dial-up ccnnection ah.rays requires a dial;Jp procedure to 
establish connection between the terminal and the TAC. 'lllere are ~ steps in 
connecting a terminal to a TIC using the tel~ systen. FUrther details 
can be obtained frem OCA Circular 3lo-P7o-74. Because the exact procedures 
required to "dial-up" the TAC vary fran site to site, the user should oonsult 
with the NlC. 

(a) 1re tel~ _r of the nearest TIC may be obtained 
directly frem the network by using TACNEW; service or by calling the NIe. 1re 
telephone nwber of a specific T.AC may be obtained frCID the NIC \lH)IS server. 
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(b) '!he user shculd oonsult the marufacturer's instruction guide 
wdl cxn:es witll the m::rlem, data set, or aa::nstic coupler for details 00 lOw' 
to attadl the device to the terminal, ~ to set it preperl y, am tow to 
dial. Rlte that the trarsnission speed of the IlOdem am terminal IDlSt matm. 
In general, the user will dial the TAC IUlber in the tele(iole aoo wai t for 
the tone, switdl the m::rlem fran "voice" to "data," am set the Ila.OCIset back. on 
the telep-one cradle. !rOte that SCJle nrrlems are "smart," i.e., the user can 
dial directly fcCJD the termina1. 

c. Gateway Access. A terminal or CXllpJter CXlnJleCted to a tAN can 
CXJIlIJ.lIlicate throogh the ~ if the U\N is o::rmected to a gateway.. 'nle gateway 
i s a cmp..1ter wh:lse software interfaces the protcxx>ls of both networks. '!he 
gateway is transparent to the user; 00 special cmmands or syntax are needed 
for cymDpnication through a gateway .. 

3. Neboork I&ning am Adll"essing. Eadl oost on the r:m has a unique oost _ 
n.:ne am a txlst address assoc:iated with it as a means of identification. 'lhi.s 
address tells network program:; the lcxaticn of a host an3 00 'Ahidl subnetwork­
it resides. '!he trst address includes fcur units of information, with each --­
part separated by a decimal p:.int. '1hese units irrlicate the network address. 
the host plrt I'».Jlber 00 the PSN, a reserved section (USlL311y zero), am the 
lUIber of the PSN to ..nidi the oost is <XlIllleCte<l, e.g., 26.3.0.45. A oost 
nane or address DllSt be k:tn.m to use neb.ork services sudl as ~ or FTP, 
or to q:en a connectioo to a heISt via a TN:.. 

4 . Camon TPC Logon Problems . 

a . If the logon sequence fails on a .MIIlOO' T/JC., the user stw:uld exani.ne 
the TAC access card carefully to be sure the User Identificatioo (UID) am 
atX'PSS cx:rle were oou.ectly entered. Atxess codes never contain a zero (0), 
que (0), one (1), or zee (Z), since eadl of these characters may be mistaken 
for another. If what a{:PtXlrs to be ale of the above characters is given on 
the access card, it is really the letter oil (0), gee (G), el (L), or the 
IUIiler boo (2). 

b. If the user CXJntinues to have difficulty logging 00 to the TAC after 
following the above procedures and being sure that the DID am access o:de 
were oorrecUy entered, the user sha.lld call the NIC for additional help. 

5. 'lAC Port Managerent. rcn; is the central managerrent authority for all 
'rAe p::>rt assigments. Under no cirCUIBtanoes will site personnel 
(specifically the IB:) make dlanges or allow dlanges to be made to any TPC 
without specific IX'.A auth::lrization. 
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1. General. several safeguards are used on !DI to protect the security and 
privacy Of subscriber traffic. _ safeguards include separatien of traffic 
with different classificaticns, separatioo of traffic to specific Omumities 
of Interest (OOI's), netllllOrk access CXlIltrol, link errryptioo, and security 
violatioo rep:>rting. Personal safeguards are also essential to network 
security. 

2. SutnetllllOrk Divisioo. 

a. J)j) 5200.1-R, Informatioo Security Program ~tioo, requires 
divisioo of traffic by security level ani accreditatl.(:'r'I authority. As stated 
in Olapter 2, the OCN is an \.IJt)reila for seY'el"al subnetlllOrks which were 
derived by the level of classification needed for transiti..D) traffic. Jt:>re '::' 
specifically, KI:UEI' carries unclassified traffic, r:s£l'l carries up to Secre.,t 
traffic, I:SEI'2 carries up to 'I\:p Secret traffic, ard [Q£I'3 carries up to Top 
secret 5ensiti \Ie Crnpartmented Informatioo. 

b. ID:pleaentatioo of mAO<m will allow integratlen of the ~ classified 
neb.orks; e.g., aiNEl'l., J:SrEr2, and lS£l'3 will integrate into one classified 
ne_rk, DISNE:!'. 1he I![A()(ER syst ... is a Naticnal Security 1qe«:y (!Q) 
develope(! UI!SEI: syst ... certified as a CCIIp.Jter Security (CD!fUj]£) syst ... 
designed to su{p)rt -.u.tilevel" secure data O'Jlltunications for OCJXp.Iter 
systems across (aCket~itdled exmnmications neb.orks. Each 001 within 
DISNE!' will be assigred to an adDinistrative O:main.. Each tbnain will helve 
the capability to have up to three l\<XPss Control Centers (Aa:), _ Key 
DistribJtion Center (KOC) pairs, and 1000 Blacker Prent I')lds (JH:). 

(1) 'lhe Mr., the oontrolling element within a CDI demain, mediates 
acn"SS permissions between BF'E's fronting subscriber txJsts aoo oontrols the 
KOC: I s. l\Cn?ss is in acx:ordance to an aca"SS IDI1trol database that defines the 
b:lst pairs auth:Jrized to crmq,lOicate a.rD host pairs forbidden to CXJIID.micate, 
and at whim serurity level.. 1he Aa: is also the I!11lll<FR System focal point 
for all security audit informatioo in a a:main. 

(2) 1he KOC generates and distribJtes crypt<MIariable keys 
electronically OYer the netw:>rk to mE's in its dcmain autmrized to 
CXDJDmicate with each other by directioo of the Kr.. It mrintains a database 
of all variables used within its tbnain and tlDse used for inter""'(}'JMin 
crypt.o-cx:nnecions. '!he KIC is '!"Icsed of a Key variable Generator (K\G), a 
Key IlanageIent Interface Processor (KMIP) with associated peri];h!rals, and 
it's own BFE. 

(3) 'Ihe BFE is a neb.ork interface device bebeen an authorized tx:lst 
and a Pad<et 9.ritmlble (PSN) and permits _ hosts to eu:hange data with 
CDZplete privacy and secure cxmnmications. By design it is transparent to 
both the ne_rk and the subscriber host. 1he PSN recognizes the JH: as a 
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hc6t device while the host reoog:nizes the BFE as a PSN. '!be BFE prCNides for 
black, plaintext (Pr) at the Data DEmmications El:Ju.iPE"t (OCE) interface to 
tile host, and red, cy(ilertext (CT) at tile Data Temi.nal El:Ju.iP'l"'t (11JE) 
interface. 

c. Within a given subnet\llOrk, subscribers can be further suIxlivided into 
specific CDI's. As explained aboYe, separation of ror in DISNE!l' will be by 
tbnain. WI separation is provided 00 the other ~ sul:networks by 
c1assmarking eadl subscriber of a known CDr with a wlicpe IUltJer identifying 
that all. nus capability is provided by a configurable parameter in the PSN 
sofboare. 

3. Network Access. Nebr.ork acx:ess is based on subneb«>rk restrictions. FOr 
ex:mp1e, acxess to IS£r2 am J:Sr£l'3 is restricted to dedicated Msts. raErl 
enerns subscriber acxpss to include limited use of 'DICts am MrI!C's, e.g., J'X) 

dial-up cx:::nnectiam, ally limited use of dedicated TAC or MIJIC terminals . 
MII.l£I' has extensive use of host aoo TN: or MrAC terminal CXJI'lI'leCtions. In -
Ulitian, ~ has dial-up "rAe and HrAC capability. "rAe and MrAC aooess on... 
MmIE:I' is restricted by the "rAe Aooess COntrol Systso (TACACS). 

a. General Access Restrictions. 

(1) Ql1y subscribers engaged in U.S. GoYerrment b.lsiness or researdl, 
or subscribers directly involved in prcwiding operations and systen SlJQ;X)rt 
for Go.>errment~ ClOO/or spxlSOred CDIpJter cx:nm1mca.tions eqW,p:Ielt, may 
use the~. '!be reb«:>rk is rot available for use by the general pmlic, I'X>[ 

is i t intended to CDIpete with cnrp'Irable ~rcial neb«:lrk services. 

(2) Gateways and Local Area ",,_rks. 

(a) A!Di host syst ... my include a gateway or a local area 
ne_rk (IAN). OCA is devel~ing security standards for these. In the 
interim, i'nst gate..rays an:! IAN's are required to DEet the sane st.aOOards of 
discretic:r'larY an:! marrlatory security as other lIN elements. 

(b) A!Di host systso may include a gat ..... y or IAN that attadles 
to a ~ subneb«>rk or AlP system.. In this case, an auth:Jrized user might 
attmpt acress to lIN services or CXIIUlll1i.cations with other lIN users. lIN 
users walld have 00 assurance that the rx:n-a:N system lEt the security 
requirenents necPSSary for interoperability. Fbr this reason, IrA is 
pcepar ing a seem: i ty standard that ad:lresses nan-iXN attaduJents. In the 
interim, a J:J:N tw::Jst IIIlSt oot allow a ~ user to gain acn=oss to services 
(such as FlP, 9fl'P, ard 'DDEI') 00 a ~ subneb«>rk. If a oon--tIN user has 
backside acxPSS to a ~ tast, aoo. if that user wishes to send data thra.tgh a 
tDJ subneb«>rk, the tn3:t JIllSt require the J'XlI'l'"'iDol user to first ser..:! the data 
to an author ized J:J:N user en the san:e tn3:t; then that lr.N user may forward the 
informat i en to other [J:N hosts. 'Dle lr.N host or user sb::W.d use informal 
prooedures to label such data to indicate to recipients that the data is 
possibly Wlreliable because of its S<>.lroe and the channel throogh whim it 
passes. At a later date, [X"A will establish formal labelin:J stardards which 
will include the necessary SURXlrt for standard protoCX>ls. 
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b. TJ\C Aroess Cl:J1trol ~tan (TACACS). II1en a user atteapts to a<x'PSS 
~ lEtw:Jrk, the 'mCItCS will l1ltervene. T1tCACS re;pires termi.na.l users to 
prCNe authenticity by providing a -user identificatioo· (UID) with 
oorcespording acre;s oode. c:noe this access code has been provided to and 
verified by TACACS, the autbJrized user is al..lo.Ied acoess to the ~. 'lhe 
TACACS o:::aplies with cs:;.gm..{)02-8;;S;.'..;;'i'~ 
(otherwise krown as the 1& Green 
Prooessi~ Stardards Publicatioo '112. (see Olapter 7 for TACACS registration 
pr<reitll res. ) 

(1) 1he TJ\C Aroess Audit Trail Analyzer (ATA) subsysten is the 
aOOiting am re{X>rting facility of the TN:N:S. '!be ATA receives usage data 
fran eadl TJ\C am records the OlD (excluding the a<x'PSS cxxle), the TJ\C host 
address and terminal p:>rt IUlDer, the destination ttlst address, the rumber of 
pad<ets passed throogh the ne_rk, and the awrarimate date am time of the 
sessioo into the data base. MIlJOO" TACACS autcmatically generates incident :_ 
reports when certain Uf'IlsuaJ events occur. '11lese rep:>rts are reviewed by ~ 
OCN Network Sealrity Officer for irrlicatioos of illegal or unauth:>rized 
neb«>rk aca>SS atteapts. 'D'C's used 00 the classified subnetworks have oot 
yet iDplemented an audit trail am analysis capability. (See Cllapter 7, 
paragr"!'hs 3 am 4 for further definitioo of TN:N:S.) 

(2) 1he mc maintains a database for the KIIRE:r TJ\C OlD's that have 
been hot listed and for transmitting rot list updates to the awropriate 
Je ts. '!he hot list is c ... .,.:6ed of the OlD's of users wtx> 00 longer have a 
need for network service, exmprised OlD's, and expired TACACS guest cards. 
B::>t listed users canrot acx:ess the net\«)rk thrOJgh a TAC. 

c. Bc:6t Access. Eadl t.:st ID.lSt also use a protective o:echanism (e.g., 
subscriber identificatioo and unique pa5S\tIOrd log (0) to authenticate a 
subscribers identity prior to accessin:J the b::lst. '1h.i.s protective aechanisn 
is host wtique, therefore, is developed and IlBintained bY the host 
adninistrator or other designated individual. 

4. Cirruit ~iOO. All JXN ISl"s are encrypted to meet the seo.rrity 
level rEqUir~r exarp1e, t9EI'2 ard ~ use KG-34's and KG-84's to 
meet their security levels. J:9£I'l uses KG-84's. MIUEl' is in the prcx:ess of 
encrypt.ing all ISl"s with KG-84's using wx:Jassified key material. &Jbscriber 
NrPSS lines also cr::aply with seo.rrity levels, req.rired for the assigned 
subne_rk. 

s. Prdti.bited Acts. 9Jbscribers of II:N Dl.lSt exmply with all military, 
civilian and local regulatioos pertaining to data transmissioo systEmS. 

a. Public Law 98-473, knc:Ml as the -O::unterfeit AoJess Device and 
IhIplter Fraud am AOOse Act of 1984,· added Sectioo 1030 to Ti tie 18 Uti. ted 
States o:>de 00 Oct.ober 12, 1984. It was the first federal CXIIp1ter crime law 
to aake unautb:>rized ao:ess to o.s. GoYerrment CDIplters illegal. 'lbe law's 
definition of -CXJIpJter- .i..reludes data storage or QJIIIImicatioos facilities 
directly related to or acting in conjunctioo with a allp.1ter. It prdribits 
anyone witlx:ut autb:>rizatioo fraD k.rx:lwingly at'X'J$Sing <D1pJter systems. 
Specifically, the cxrle defense actioo as criminal of an individual: 
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(1) 11030Ia)(1)) • •.• d>tains information that has been determined by 
the U.S. Gowrnaent ... to require protectioo against unauthorized disclosure 
for reascns of natialal defense or foreign relatialS, or any restricted data 
as defined in ... the Atanic Energy Act of 1964." 

(2) 11030Ia)(3)) •••• uses , m:xtifies, destroys, or discloses 
infonoatian in, or prevents authorized use of •.• (a) ccmputer .•• operated for or 
00 behalf of the q::we['J'JJEllt of the (}rited States." 

Irdividuals faJrXJ guilty of unauth:lrized acx:::ess or use of hcst CCIIplters over 
the ~ will be subject. to prosecution urder Title 18 of the Fe:3eral Criminal 
0Jde. 

b. Transmi.ssian of informatioo eweeding the classificatioo level of the 
iKX""'S-SP'd subnetwork is strictly prohibited, per D::i) 5200.1~, Information 
Sea1rity Program ~tion. Military and civilian personnel of the DoD foond 
guilty of CXIIprClD.1.sl.fW!I classified information are subject. to adninistrative ~ 
sanctions Aescribed in DoD 5200 .1-R. _ 

c. SUbscr ibers DlSt oot use the neb«>rk for advertising or recrui ting 
pup::::ISeS witlnJt written permission of IrA. 'lhe violators 5pXlSOring 0lrM will 
be CDltacted for a:>crective action. O:xlti..ooed violation will lead to 
OlI'tailment of subscriber access. 

6. Security Violatioo Rep?rtin3. 

a. Initial Notification. Any [IN user lperson/depar~t/agency) having 
Itro.i'ledge of a suspected seaJ.I'ity violatioo DllSt alOtact the awropriate 
Defense O=mrunicatioos 1VJe1v::Y OC/N:J::C, Mll.lEI' Jtlnl.toring center to re{X>rt the 
violatioo. If p:xssible, rep:>rting sh:uld be via seo..rre means. Secure and 
<XJIIIlercial telep,one IUItlers to OCA <:p>rations centers are: liI!SlHI'J4/aHE OC 
has RY3-2222; STO III IDSN312- 222-2060; (00MM)202-692-5726-2268; or 
1-800-451-7413. P10YIC Kr£ has STO III IL'6N)315--456-277I; 
lOOMM)808-656-2777. flK1I>E>\N Kr£ has RY3-6429; STO III IL'6N)314-430-5244; 
lOOMM)4!Hl71l-680-5244. The s:D or K: supervisor will req.>est the follo.ring 
informatioo: 

(1) Identity of caller: 
- caller I s na:oe arw::I I:hJne I'l.IIber 
- iIlere is caller calling fraD (organizaticn) 
- ~re is caller callih3 fran (city am state) 
- iilat is the caller I s OCN neb.KJrk address 

(2) Details aln.It the incident: 
- M1en did the violation ocx:ur 
- li>at hawened 
- Bow did the violation ocx:ur lif krnol) 
- li>at danage was dooe 
- li>at has the subscriber dooe aln.It the violatioo 
- M1at neb.J;)rks are they connected to 
- Wlat software is beiDJ used - Version 
- Bow mny subscr ibers are krnol to be affected 
- Bow mny subscr ibers are vulnerable I if krnol) 
- Nlo else has been rotified - names and pr.ne rumiJers 
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- t:bes caller have any idea as to the identify of the 
intruder/violator 

(3) Anything else the caller wishes to rep:>rt 

3-5 

~ a suspected violatioo is reported am the aboIe infolllBtion collected, 
the PACIFIC am EIRPFAN OC's will iampdiately relay this informatial back to 
tre OCI\CC (WI'SllID!/CIHE) for action. 

b. Notification of the Defense Data Neb«>rk 5eo.1rit Officer 18). '!he 
lB) will be CXlIltacted the &D or Ie superv.lsor any tllDe there 1.5 a rep:>rted 
I"eMck security problem. 'lhe!R) will authenticate the source of the report 
ard will verify the reported informatioo. !hJuld the &D or JC be unable to 
CXl'\tact the RD, the ~ters, OCA M:IU£[' or ~ Manager. as 
aAll'opriate, will be ootified. Similarly, when an incident c:xnlCS 00 DI9El'2 
(lllrrs) or DiNE!l'3 (9:D£l') and the Jra) is not available, the liirMXS AlP 
System security Offioer (WIISOO) can be cootacted via gro III at 
(1Sl)312-227-2058 or (CJ:M!)2a2-£95-1944/0671; the 0CINElI' security Offioer <:aIL 
be cootacted via gro III at (CIHI) 202-284-0846. 

!bints of Contact in OCA 

!Dl Neb<>rk Serurity Offioer (1Hl) 
MIUiE:I' Manager 
00NE:l'l Manager 

c . tl:>tification made by the IR). 

(CIHI) 202-£92-7580/7581 
(CIHI) 202-£92-7580/7581 
(CIHI) 202-£92-7582-7583 

(1) Olntact I4aMgFn!>nt. 'llle 1m will contact and pericdically update 
4propriate OCA ma.nageaEnt CIl all security violatioos. 

( 2) 
awropriate 
p!rtains to illegal activity. 

~~ion'lhe ND will o:JIltact the FBI or 
" (AmSI, NIS, ISC) if violation 

(3) Olntact Analysis Agencies. 'llle IHl will contact the awropriate 
analysis aqercy and provide t:hOIlladeSCription of the prcblan and request 
i rmpdiate ootification when a "fix" has been developed, tested, ard 
irOependently verified. 'llle following analysis agencies will be contacted: 

(a) 'llle COIplter Emergency Reaction Team (CERr) provides SUWOrt 
for VAX/~, tHDC, am VMS systems. 'Ihese teams rep:>rt security-related 
problers to vermrs aOO assist in validatirqlverifying identified fixes. 

(b) 'llle National Security Agency (1fiI\) provides suax>rt for lB! 
aoo other non-{ND{ and VMS systems. IE'I works searrity-related prcblans 
thrcugh effected software ven:3ors and assists in fix verificatioo. 

~~~~5:l;dil~OCA~i~p~rOlrides distribJtioo and S Denter (SOC). 
'lhese services are limited to the MII.NE:I' ally. 'lhe &x: identifies all 
sul:6cribers wOO use the type(s) of haro.are ard/or sofbolare being affected, 
then IDtifies 1S:lst Jldninistrators (SA's). CIlce the "fix" is identified, the 
9J: disseminates this informa.tion.. 
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(5) Press Release. If the violatioo has the potential to be of high 
visibility (Le., sarethlng that my ~r in the press), the lB) will call 
tre OCA Public Affairs Office to warn them alxut the event. '!he tH) will 
prepare the first draft press release if c:1een:ed necessary. 'Ihe Syste:n Centrol 
Officer (&D) am the K: ~rvisor will oot provide any informatioo to the 
press, but will refer all calls to the tH> or the teA Public Affairs Office. 

1. 5eoJre SUbscriber Practices. 'lhe follcwing subparagra{tls are guidelines 
rel.at~ to secure subscriber practices. lDpleuentation is qltional tut 
suggested. 

a. Pas.!M:>rd Protectioo. Since use of the network is restricted, 
passw:>rds, access CXX1eS, a.rd 'l!AC atx'PSS cards slo.lld never be shared wittoJt 
elIPfess t:ermission fran the issuing autoority. Users sInlld f01..1.ool these 
~delines: 

(1) Users should dlange their password regularly am at any tim> u.ey 
feel their prassr.«>rds may have been CCIIp[CJDj sed. '!his includes pass!«>cds ard "­
at"J"eSS codes 00 local and rem:>te trsts, as well as any other pas5l«)cds the 
user er.::n.mters in nebo.ork sessions. Users should contact their SA's to find 
oot h:w to cha.rqe pas.5\oIOrds on thei r systems. N:>te that oot all systems allOool 
users to dlange passwords. (Sers wh::> feel that their pas.5\Clcds have been 
COIprcmised am canoot dlange them should oootact their BA. 

(2) Pa..ss\«)rds shcW.d not be part of batch rootines, macros, or 
cxmfiles. Users stculd have to type their password at eadl session. 

(3) Users stolld rep:>rt any unautrorized use of pa..s!M)rds and 
accounts to their Bl\. 

(4) 'rAe access cards and records of txJst use identificatioo and 
passwords should be kept in a secure place. 

(5) Users should be faniliar with am fOll"" local security 
guidelires. 

b. File Protection. Many operating systems have metlcds for protecting 
files fran nebt.ork read (copy) am write (save, change, delete) acx:ess. Users 
stoUd set the dpfault file protection for directories to ·m read and 00 
write to outside users." '!he users can still make files atX'PSSible to outside 
users over the neb.Jork, rut DllSt k.ro.I'ing1y set file and directory protecticn 
for this to haf:pen. Users stnUd CXXlSUlt with their host's system 
c\xurpntatioo or their BA for informatioo aboot the default settings and tlc:M 
to dlange them. 

c. Plagiarism. An Wlprotected file is rot an invitatioo to o::py or read 
it wit:.tn.Jt first obtaining permission frau the cwner. It is as inawropriate 
to read oo-linemail or peruse oo-line files wit:hoJt permission as it ...o.lld be 
to read colleagues' hardc::cpj mail or rurmage aralOO their desks. 

(1) Electrcni.c plagiarism is just as wtethical as plagiarism by any 
other means. Users IIl.ISt observe am <bey cq>yright laws. 
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(2) It is very easy and oonvenient to exdlange programning code 
acTCSS the net:\«)rk. Jlt)st developers of such oode are ertreo:ely generalS in 
sharing their ~rk. ~r, users shoold still obtain permission before 
a:pying or using SC'I'I'ffWle else I 5 cx:de. Dlder no ciramstaoces sh:Ju.ld 
programning code frau any.ohere 00 the ...,_rk be used a:moercially (verbatim 
or edited) wittoJt the a.merts explicit permission. 
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1. (l)jective. 'l1le oojective of network control is to derive pBxjallJl usage 
fran the IDI by lIBking the IIDSt effecti \Ie use of all available apipaent and 
facilities .. 

2. ~. ~rational directioo and oontrol of the IDI is prOllided by the 
Defense Qmn,nioatioos 1qercy ~ratioos center (=) and the Area 
O:Jm:u.nications C,peratioos Center (JILI);).. Integral to each NX:£ are network 
specific Jiblitoring centers ()CIS).. '!he WtSJHE)t N:rX:, rontains the CXHlS 
~, CIHE/Fllrc:pean t9£I'1, and N:>rldw'ide J:QEI'2 11:'8. 'Ihe EUropean NrC. 
CD1tains the E>.rropean MIIJ£l' te. 'Dle Pacific N:rX:, o::mtains the Pacific MII.NE!l' 
ard Pacific I9£l'l lI:'s. 'l1le ~ K: is re:r:oted withln its l)mputity of 
Interest (CDI) and reports thrrugh the iiESUID< NJX. 

3. ~~Wl(x£ll~~ (1) N 
(4) Installatioo. 
'!his sectioo will 
descriptioo of the 
31G-P7G-XX. 

Fach IC ~rforms five basic fwlctions: 
Resolutioo; (3) Data Base Cknfiguratioo; 

Aooept.ance; and (5) Neto.ork Status hEinistratioo. 
review each of these areas.. A IIIOre detailed 

and prcarlmes of an M: will be o::mtained in OCAC 
center Operations. 

a. In order to effectively rontrol the networks, ead1 
II: DlJSt the neb.urk.. Net:work utilities (NJ) is the 
software syste:n to gather real tinE network informatioo, which is 
displayed 00 the s neUog and lightlx.lx. Figure 4-1, lblitoring center 
Visibility, depicts the extent that )CIS can m::nitor the net:work. In additioo, 
each Ie IlIlflitors projected ootage.i; thrrugh use of the AlItoorized o..tage Log. _ 

(1) ~ netlog displays real time """"t messages received by NJ frcm 
the intelligent network entities (e.g., ~IS, 'rACls, HrAC's, aOO MB's). Event 
1ElssagE'S oc:csist of status, trap, and controller actioo aessages. A status 
nessage is sent to KJ when trere is any ~ in tre status of a PSN' s lSI' 
c:amectioo, host interfaces, parameter values, or b.lffer a:unts. Trap aessages 
are sent fran PSN's, TAC's, and MrAC's to report 00 any UJ'1.LcuJal net:\«)rk 
behavior. MJ generates o:ntroller action aessages whenever NJ axltrol cmmands 
are used by tre JC personnel. Informatioo gathered fran the event messages can 
be used to create additiooal displays and reports to suit the needs of 
t:peratioos Management perscnnel. For exanpl e, there is a way of narrGJIing the 
scope of the netlog to forus on specified events (e.g •• a specific kim of 
trap) or relating to specified network oiliouents (e.g., a specified ~ or 
ISr). 

(2) ~ lightbox gives the Ie a gr~c display of the status of 
network ""("lents. It can also include a tertual list~ of all ""lhe1ts 
that are dcom. 

(3) "!he AIltoor ized o..tage Log reflects all sdleduled ootages of 
backbone entities. 
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b. Problem Resolution. '!he IIDSt frequent need for net\«)rk oontrol arises 
when the uonitor~ system reports a net\«)rk C"I"O~t failure, or a neb.ork 
trst or TAl: user alerts the M: of a user cutage. As stated above, the W 
software will ilDllf'lfiiately report a neb.ork (1 "("elt failure. em the MIl1EI' 
am I:SNF:l'l. I'Dst status is not actively IID'l..itored. OJrrent pt"exFCillres require 
ootification fran the h:lst or TAC user to the awrq»riate TrCl.lble Desk or IC. 
(See Clapter 9 for detailed problem resolutioo prexM1res.) 

(1) '!he IDi trooble desk (s) prOYides a single point of contact in each 
OCA area for MIlle' am I:9El'l users to call for timely resolution of 
~rational I'Dst or terminal problems ard questioos. ~ trcuble desk is 
staffed with personnel faniliar with ~ policies, prooedures, hardware, and 
software. 'lhe tralhle desk is an integral part of, aOO oollcx;ated with, the 
MIIRrn' and lS£I'l JC I S aOO is available for problem reporting 24 taJrs a day, 
seven days a '""*. 

-(M:>te: <:peratialill hC6t and terminals are enti ties whim have been _ 
successfully installed am tested, then subsequently declared ~ratiooal by -=: 
the nebclrk manager. All entities oot meeting this criteria are o::x1Sidered to 
be in BaDe p,ase of activation and IIIJSt refer to the Installatioo, Test, and 
Acceptance office for help.) 

(2) 'Ihe oootrol capabilities of the M.J sofbere aid the M: oontrollers 
am analysts in prcbl ... resolution by all""ing them to: 

(a) Perform rem:>te loopback testing of access cirOJits am 
interfaces. 

(b) Examine the IIlEIIVry content of the PSN's am TAC's. 

(cl M3ke limited repairs, ~, and upiates to 50fbere Cl1 
network t'X'II'{'OleI1ts. 

(d) Aelood am restart ne_rk t'X'II'{'OleI1ts. 

(e) Recalfigure network data bases. 

(f) Generate artificial traffic. 

c. Data Base Confi~atiCl1. '!he MJ data base is the SCJ.lI'ce for hardwa.re 
and software oonfiguraboo oontral of all neb.ork cx:up:wlellts. 'ltIe M: ~[sonnel 
lIBIlUally update this data base to reflect all directed ~ to network 
Ultp:JneOts or their assigned parareters. 'lhese ~ are then CXJIpiled 00 
the Ie host OCIIplter am dc..nloaded to the affected PSN's. '!he III data base 
specifically COltains the follcwing: 

(I) Calfiguration (hardwa.re, software) of each ~. 

(2) lUIp files of the !'SNs' IIBIOries. 

(3) other PSN information (e.g., unem:Jf'lic natE). 

(4) Configuration of ead1 hast. 

(5) COnfiguration of each 1ST. 
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(6) Description of each ~·s software type am version. 

d. Installatioo, Test and Aocept.ance (IT&A). 1h! p.rrpose of IT&A is to 
ensure all new reh«>rk """ulIeIlts are oorrectly a:nfigured, o:nnected, aoo 
tested. 1h! Ie oontrols all IT&A actioos to ensure adverse iDpIct to the 
operaticnal neb«>rk is minim.ized. 

(I) Resp::usibili ties am procedures for the cxrdJct of neo.ork testing 
are c:a1ta.ire:l in oc.AC 37o-P195-4, ~ Installation, Test, and Accept.anoe 
PrOClE.dJres. Additiooally, it sets stardards for lIN acoept.ance testin;J. 'Ihe 
acceptance tests to be perfonJEd depend upon the type of equipoent and 
CXJIIIIJJ1icatioos syst ... being installed. Specific equipoent and systen test and 
acceptance dledtlists are included in the Circular. Aa:eptance testing is 
cx:JrlWcted for new site installatioos as well as qleratiooal sites being 
reooofigured. 

(2) FbllaM:n Test and EValuatioo (FC/I'r.E) of the II:N is performed ori:-a 
Case-by-case basis to determine if previOO5ly identified deficiencies have b!&l 
reaedied, if any new deficiencies eri.st, am if perfo~ has degraded. 

e. Neh«>rk Status Ad:ni.nistratioo. HJ is desig:rej to oollect aM store 
real time Wormatioo on neb«>rk status, t.cp::)logy and throoghpu.t. '!his 
informatioo is used to generate several periodic ard special reports, used by 
lIN management to IID1itor aoo iuprove neb.ork efficiency. locate prcblEJD 
areas, and identify unfavorable trerrls. 

(1) Status oollectioo involves real-time tracking of which ne_rk 
ullp:lUents are up, cbwn, or isolated. '1hese cx:nlitialS are rep:>rted in 
accordance with roc 310-55-1, Status Reporting for the res, and Olapter 8 of 
this Circular. ~ 

(2) 1h! tcpology collectioo reflects the real time hardware and 
software <XlI1figuratioo of the neo..ork ''''lo--'lel1ts. 'Dle ultimate p1I'PJSe of this 
roliectioo is to detect discrepancies between the operatiooal neh«>rk aOO the 
MJ data base. Advisories are generated whenever a discrepancy is detected. 

(3) q;.timal ne_rk design is highly dependent 00 the actual traffic 
distribJtioo of the users. Also, in the ~, neither the user p::{J11atioo nor 
the neh«>rk traffic distritutioo pattern rauain CDlStant. As a result, the 
traffic statistics oollectioo and analysis capWility is required for detectioo 
of trends, to permit adequate lead time, and to IIDdify the ne_rk to 
ao"""date changing patterns. 

(a) 1h! host-to-PSIiI and PSIiI-to-PSIiI traffic is recorded to 
determine host usage and to detect potential """rloads. _ figures are 
useful for deciding when and hew the ne_rk tcpology s/nlld be changed, and 
for hel.ping to isolate aocI resolve net\«)rk problems. 
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(b) In additioo to the usual traffic DDlitor~, there is 
ocx:asiooally the requirement for DJ:)re extensive statistics aOO. performance 
mcnitoring. 1his imolves loading special soft>.are pad<ages in the PSN that 
JIIIl.3sure such thi..nI;Js as IDst-host traffic or gather delay information. 'lhese 
mpaSUXBDen.ts can also be used to determine the performarx::e of specific network 
CXJI4Xletts, either as a design aid or as a aeans of fault isolatioo. 

4. 'DIe = Q:ntinlity of q>erations Plan (CIXP) 
oontingency q>erations to be used if any of the 

JlCl s fail or has an erten:jed ootage. Each neb«>rk 0 "I0lel1t has a designated 
primry IC and ale or IIDre seoandary IC(s). 'lb ensure the seoandary lees) have 
~ full capabilities of mnitoring am COltrolling the area(s) assumed dlring 
exntingency, data base syrrl1rcni.zatial is necessary. Chly the primary Ie is 
allcwed to edit its NJ data base, but within minutes this change is 
autaDatically disseminated and the seo:nIary IC'. data bases are synchrcnized. 
Auxiliary files, such as the configuration files, are IX)\: autamtica.l..ly updated 
and are aarually sent to the seoandary IC's by the primry IC after a change.is 
>lOde. Siooe the data bases are synchrcnized, back-up to the seoandary IC is ~ 
achieved siqlly by a<Dini!1tratively designating the new aaster IC. See Table 
4-1 for the primary, seo:nIary, and tertiary ICls. 

~~~~;",~::;::'~ 'lhres!-olds (Hr's) and i' in OCAC 310-130-2, OCS ManagEment 
Cbjectives (IQ). 'DIe Hr's provide a level of 

DI'\3ISW'EIEIlt wehr if not met, lIBy rEqJ.ire intensive management actioo by the 
Iesp::I'lSible network manager. 'l1le ro's reflect the level of real performance 
that can be e><pected uRler q>tiDuo cxrditions. Neboork ocntrol uses the Hr'. 
aoo. ro ls as st:.armrds 00. which to base required actions. 

6. !),Jali~ Assurance (~). OCA Circular 310-7(}-s7, OCS ()lality Assurance 
Progrilll, 15 being aIIIe!l1ed to include the II:N. Principal ~ fw>ctions will 
in:::lude real-time am rear real-time perfOIllBl'lCe acni.torinl, data acom llatioo, 
q.>ality ocntrol chedts, problen tracking, and staff assistance. As _ in 
this dlapter, many of these fw>ctions are already being acxmpl ished throogh 
neboork ocntrol. Once fully developed, the II:N ~ program will define the 
pcoceJures to identify, evaluate, and maxjmjze user service. 

7. Network Q:nfi~atioo MaMt;)Pr!Pnt. OXlficpratioo manageuent prCNides an 
orderly and acx:x:JJ.Iltable central Oller tre retwork arKi its Olltonents as they 
eltist and as they change. 'DIe OCA OCS Data Systen Directorate (=) (1l600) 
has OYerall respx.sibility for all Uplelll!!lltation activities worldwide. '!his 
includes order i.ng standard n::de hardware, CXI1figuration centrol of ha.r&ere and 
sofbere, and tasking other elements of teA and CDltractor SURDrt to install, 
test, and prCNide training 00 IDJ equiptent. 

a. Neboork Engineer~. Defense <hImlnications Engineering center (=) 
assists the = by prclY>cllng continual systen engineering and technical 
SU(p>rt for q>erations throughrut the life cycle of the lUi. q>eratiooal. tasks 
irelude deYe1..c:J.ling ard enforcing testiI"KJ requirBlB'lts and prcxpdlJres; 
ergineering criteria aM st:.ardards; and t.ectutica1 CDltent of the deliverable 
data i tE!1113 . 
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TABLE 4-1. HUMARY, AL'l.'ERNME. 1R) 'IIRI.'IARY 
K: I S Fm 'mE ~ staEnCRKS 

I'IUMARY ALTmNME nRl'Il\RY 

OK:. Arlirqton. VA OC, ca:rbridge, MIl RM:. ~er AFB,HI 
IMC. Vaihingen. GE 

IMC. Vaihi.ngen, GE OK:. Arlington, VA RM:. iIleeler AFB,m 
RM:. Wleeler AFB, HI OK:. Arlington, VA IMC. Vaihingen. GE 

CDC. Arlirqton. VA PDC. tIleeler AFB, HI To be determined 
PDC. iIleeler AFB, HI CDC. Ar lirqton. VA To be determined 

~ 

1tC. Arlirqton. VA AIK:. Ft • Ri tdl.ie, II) ODe, Restal, VA --

lIC. 8:>lling Am. IX: S'K:. l\RLIHJl{J; • VA To be determined 

NIC, CaIlbridge, MI\ ~, Caobridge, MA.. None 
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b. llardware Installation. Installation changes to eq.llp!eJlt that IIIlSt be 
directed ana coordinated by the ocs:6 are: 

(1) Installation and activation of node eqW.pIEflt. 

(2) Installation and relocation of node eqW.pIEflt. 

(3) Ellpansioo or upgrading of existing node sites. 

(4) Insuring all new or JlDdified rode installatioos o:nform with 
establi.shed ~ engineering standards. 

c. ~ Cirruit JbJting ~licy. '!he [ootiD) of IJ::fi cirruits presents 
c:mplex issues wdl were ""lauded by the AT,T divestiture. Ead'l case DlSt 
be PXiWDined indivi&ally, to.eYer, there are b«> basic prEmises up:rt which 
rooting pllicy can be based: (1) r.o. ciralits raIted via OCS transmissioo _ 
facilities will be routed via oorrespr.:nli.ng IX'S Technical COntrol Facilities ::.. 
(it:F's), and (2) GoYernaent it:F/Patdl and Test Facilities (PlF's) should oot-lle 
inserted in a cirruit segment for whidl a single amIEICial carrier has 
errl-to-end responsibility. In view of this, the following policies regarding 
the rooting of [IE circuits CIAlly: 

(1) ~ circuits will be rooted via G::.:werrmmt 'lO'{PrFls when these 
facilities occur at the natural demarcatioo p:>int between o:moercial 
carrierjGoyernment or oammercial carrier/commercial carrier responsibility. 

(2) OCN circuits rooted via G£Nerment-owned, oo-base or i.n-b:J.Jse 
cable plants will be rruted via the Go\Ierment it:F/l"lY ..nen it is technically 
feasible, CXl6t effective, and does not violate CXJDDeICial tariffs. 

(3) OCN cirOJits rooted via GoYerI'lDel1t 'IO'~5 will be configured to 
prevent inadvertent service interruption by either testing or patching, except 
at the direction of the awropriate network te. Blocking plugs should be 
inserted in the line and equ.ipIeOt jacks to prevent inadvertent service 
interruptiCrlS. 

(4) tbless specified in the TSR, the 'J.'S) issuing autlority will roote 
~ cirOJ.its via OCS'lO'/PIF's. If a OCS 'ICFjPlF is to be avoided, the 
ratiooale will be included in the T$.. 

(5) Rruting of cirruits via local non-iXll it:F/PlF's will be negotiated 
Q'l a case-by--case basis beb«!en OCA and the cognizant MIllE? representatives, 
normally dlring the site selection ard survey process. 

d. Neb«>rk ~. ~ Publicatioo, I:I:N-P7o--1, provides the procedures 
and delineates responsibility for making all operational changes to the lUI. 
Neb«>rk c::::llaBJes are defined as software, hardware, cirruit, or parameter 
changes to the operational networks . Formal prClOl!drres have been set up to 
ao, lill.x1ate ne~rk dlanges in a cnltrolled and reascnahle mnner. 'Jhese 
procedures are: 
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(1) Nen.ork ~ ~t (ICR). lin EHlail nessage, AmmIN ue;sage, 
or letter issued by an actl.vl.ty to OCA (the awrq>riate neb«:lrk aanager in 
IXXM, e.g., ~) is used to Ie:J1eSt a change to a backbone element. An 
ICR may be i.qll"""",ted by IXJ:M, or fonooarded to the awrapriate OCA office for 
evaluatioo and reo s "".....-datien. 

(2) &Jbscriber Action Form (SAP). lin E--f4ail ue;sage, AmmIN ""'5sage, 
or letter isSUed bY an activity to OCA (the cq:prq>riate network aanager in 
IXDl) is used to request a ~ to a host, terminal, or dedicated dial-up 
service. An SAF may be iD:plemented by the nebwork mnager, or forwarded to the 
awr~riate OCA office for evaluation am retrlllJlPfdatioo. 

(2) Nen.ork ~ Directive (!a». lin !a> is an E}-Mail ue;sage 
issued by OCA (the awrc:prute neb«>rk manager in lXD4., e.g., ~) to an 
)C ar%r the HIe, to direct a r~red net:\«)rk change or to provide 
after-the-fact afPrcwal of an operatiooal e:oerqency change to the network. 

(3) Nen.ork O>ange Action Notice (ICAN). lin El-Mail message fran t:hiL 
K: aOO/or the NIC. 1he ICAN is used to ootitY OCA (the awrq>riate OCA area -
ne_rk manager, e.g., ~) that a direct change (referrirw,j to the !a» 
has been OCDpleted. It is also used """"" an operational emergency change to 
the neb«>rk, which is rE.qJired to remain on a network e1eaent in excess of 48 
halrs, has been aaXJq:>lisiled by the Ie or NIC. 

e. 'l~~~~~t~ 1he a:G is chaired by the ~ 
-; representative, and is resp:n;ible 

for reviewing and awrOYin:j or discq:proving new requirements and dlanges to the 
eri.sti~ neb«>rk hardware and software baselines. '!he ~ is also resp:::nsible 
for presenting and discussing seo..u-ity issues involvinJ hardware, software, and 
procBlures. 1he = IIDlitors the Preblen Rep:>rtirw,j (PR) and Investigation ~ 
Request (IR) process, JIDI'l.itors the disp:lSitioo of the IRis and reserves the 
right to re-establish priorities or provide additiooal assessrent, when 
required. 'lhe cx::x; IDelIbership CDlSists of all the r:x:sli Divisioo Cliefs and the 
lleplty Program Manager for Logistics (COle 8630). 
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1. General. 'Dris dlapter pCOYides neb.ork ma.nageoent procedures for the ~. 

2. Points of Q:lntact. 

a. OCN Maf\?!gAnPnt and K: R:>ints of Cootact. 'lhese p>ints of caltact are 
<XIltained in Table 5-1. 

b. IS: and IIA Rlints of Contact. 

(1) 'lhe initial Point of COntact (KC) informatioo is received by an 
Kl), and the data is entered for each irdividual Fa: into the NIe's iH)IS data 
base. 'Dris data base is upiated 00 a daily basis. 'Dle host tables are. then 
UIXlated bi.........uy frao the data base. -

(2) Olce a DrJOth. the mc sends an EH4ail rEllliOOer to each IS: and BA 
that oontains their n.:m:e, electrcnic mail.bax. plStal address, J;h:ne IlI..IIber, an:3 
otrer pertinent data. 'lhe PCC' 5 are requested to verify the informatioo and 
send any dlanges back to the me; cx>crect data does oot re:}Ui.re a resp:nse. As 
resp:nses are reoei ved the dlanges are entered into the lriDIS database. 

(3) '!he NIC Iklst master sends ucnthly rep::>rts to each nebourk manager 
that identify all database upjates. 

3. Message Distribution. 

a. Electronic Mail (EH4ail). 

(1) E-Mail is the information exdlanged between individuals or 
organizatioos using the awlication of cx:op.Iter-to--o:upJter data transfer 
tedloology. normally in the form of textual JIleSSage5. It is widely used in the 
a::N enviroment for informal CCXJrdinatioo, providing [UJ cperational direction, 
ma.nageoent oontrol, o:nfiguratioo CXlIltrol, and as an informal means for 
integrating rodes and i'a;ts into the a::N sut.rleb.orks. Additiooally, it 
expodites these actions and reduces the aaninistrative '«)ckload of forma1 
oorr~ preparation. 

(2) E-Mail does oot replace the formal record cnrmmications systen, 
e.g., NJIO)m. Beads of organizatioos are oot preclWed fran designatiDJ 
E-Hail as directive or formal in nature, however, E-Mail cutside that chain of 
cxmnand will be c::alSidered informal informatioo unless other prior arrargeoents 
are made between organizations. 

(3) E-Mail service is provided by the sp:xlSOring ~/tbD service. 
'!he sponsoring MIlJEP/t'd) also governs the amess control and use of their 
E-tlail hosts. 
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TABLE 5-1. RJINI'S CF CINrJ\CI' 

rrw.jAV 

IE ArI!tf Information Syst..... 602-538-8084 AS-<PS-<lI@IIlI\CBXA-EHl.AIIIfi.MIL 
<l:mDand/ATW: AS-{PS-01 (00N)879-8084 

Fort Illadluca, 1>3. 85613-5000 

lIAW 

Naval Tele: j Illl'mications 202-282-0381 
<l:mDand/ATW: NS1 (00N)292-D381 

4401 Massadlusetts Avenue, Nj 

ISshi.ngton, OC 20390-5290 

AIR FUCE 

Air Fbroe Cbrmmications 618-256-5422 Af1IN.~AIlAM.AF.MIL 

<l:mDand/ATW: lOX (00N)576-5422 
Soott Air Force Base, IT. 62225-6001 

Uti ted States Mar ine Corps 
ATm: err 
liashiN;Jton, OC 20380 

202-694-3080 rDHQC@IDHlHE.tn<.MIL 
(00N)224-3080 

!XHlS 1KIIBIE DE'iK (1IIlliE:r • DISNE:I') 

Troob1e Desk cperator 
Defense D:mII.l.n.ications Pqercy 
ATm: N211 
liashiN;Jton, OC 20305-2000 

202-486-1982 
(00N)231-1787 
80()-451-7413 (E><CEI'T INlL, />llo.S{A, WA.'E:C MImV) 

I18rAUATIo< TEST AID ~ (IT&A) DES< 

~ q:,erator 
Defense Qmulnicatians 1v:JercY 
ATm: N211 
Washington, OC 20305-2000 

!XHlS KilllE:I' Ie 

Controller on Duty 
Defense CrrrmJnications Pqercy 
ATIN: N211 
Washington, OC 20305-2000 

202-746-2694/ SERTB@OCT.BBN.OOM 
2695 

(00N)286-2694/2695 
80()-336-4862 (E><CEI'T INlL, />llo.S{A, WA.'E:C MImV) 

202-692-2268/ OCA-MMQ@OCA-EMS.OCA.MIL 
5726 

(00N)222-2268/5726 



... 

OCAC 310-P70-81 

TABLE 5-1. roINl'S CE' CDrn\Cl' (oon.) 

():Iltroller en D.Jty 
OCA furopean Area 
ATIN: EJoo 
I>ro New York 09131-4103 

Q:f'Itroller on Duty 
OCA Pacific Area 
ATIN: P300 
Iileeler AFB. m 96854-5000 

s::INE:l' Ie (DSNE:r3) 

O::Il.troller 00 DJty 
Oefense Intelligence Iqercy 
ATIN: OOI-ill 
\eshingtoo. IX: 20301-6111 

wncs Ie (lSlEl'2) 

Cbntroller 00 DJty 
I:efense QmplnicatiCllS IV;}ercy 
ATIN: N211 
ieshingtoo. DC 20305-2000 

UHE DISNE:!' Ie (OONE:I'l) 

O:Jntroller 00 DJty 
Defense Omn mications Iq!:rcy 
ATDI: N211 
ieshingtoo. DC 20305-2000 

Pl\CIFlC DISNE:r Ie (OONE:I'l) 

Q:ntroller 00 DJty 
IrA Pacific Area 
ATDI: P300 
Wleeler AFB, HI 96854-5000 

CIV: Sl'l'-<INlH:L@~._.<D! 

011-49-711-687-7766 
011-49-680-5532/5534 
ETS:430-5532/5534 
MIL: 2729-5532/5534 
(DSN)314-430-5532/5534 

808-656-1472/ lMQ!OCA-Pl'C.DCA.MIL 
1473/1474 

808-624-3744 
(DSN)315-456-1472/1473/1474 

202-373-4000 SMC-DlAC@DDN2.DCA.MIL 
(DSN)243-4ooo 

202-692-2861 
(DSN)222-2861 

202-746-1849/ 
1850 

(DSN)851-3744 

N211@OCA-EJ4S.DCA.MIL 

CDC-DCAEJ4S@DCA-EJ4S.OCA.MIL 

808-656-1472/ P!M;@OCA-PJIC.DCA.MIL 
1473/1474 

808-624-3744 
(DSN)315-456-1472/1473/1474 

5-3 
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TA8[E 5-1. mINI'S Cf' rom>Cl' (cal.) 

lUi Net.ork Informatioo center 800-235-3155 
SRI Internatiooal 415-85,}-3695 
333 Rave!lS1o<lOd Avenue 
Roan &1291 
Menlo Park, CA 94025 

In'HIlE ~ NE:nOlK MI\IWiERS 

MIIJEr 202-692-7580 
(OON}222-7580 

202-692-7581 
(00N)222-7581 

202-692-7581 
(00N)222-7581 

DI!H:l' 202-692-7582 
(OON}222-7582 

4,}-711-68Q-7222 
(OON}314-43Q-7222 

HIlDI9G! 4,}-711-68Q-7192 

PI\OffiJ<E:l' 808-656-1124 
(OON}315-456-1124 

PACDI!H:l' 808-656-1124 
(OON}315-456-1124 

DCA IlFJ\I:QJI\RIE! 

DATA SYSl'DtS MI\NAGEJ4ENI' 703-285-5226 
DIVISICII ([0)) (OON}356-5226 

~ CFmNl'I(H; 202-692-7582 
I4I\N!\GE>4EHr BWOI (OCO!) (OON}222-7582 

DATA CFmNl'I(H; SUPRRr 703-285-5225 
BWOI ([D)S) (OON}356-5225 

NIC@NlC.lDi.MIL 

MIUl!:DGl@IDKXHJS.lDi.MIL 

s:::INE:DG!@IDKXHJS.lDi.MIL 

WIIC'JGl@IDKXHJS.lDi.MIL 

Dl_IDKXHJS.lDi.MIL 

~[DHD!.lDi.MIL 

pAD!IUQ!tDl-PAC.lDi.MIL 

PACDI~tDl-PAC.lDi.MIL 

OCN:IXl@IM)-{NlIX.DCA.MIL 

DCAOC04@IM)-{NlIX.DCA.MIL 

DCl\IXXE@IM)-{NlIX.DCA.MIL 
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TABLE 5-1. roINl'S IF cmrACI' (oon.) 

llI\TA NEIWE<S MI\Ii!IGEJ4ENl' 
DIVISlai (lJfD) 

llI\TA NEIWE<S MI\Ii!IGEJ4ENl' 
IIWCl (DEOO) 

PI\CIFIC AREA 

OCS llI\TA NEIWE<S 
DIVISlai (1:1'0) 

llI\TA CI'EllATICHl 
IIWCl (IF!X)) 

49-711-681>-5703 HXlO@OCA-~. OCA.KIL 
(DSN)314-431>-5703 

49-711--681>-7222 DilO@OCA-~. OCA.KIL 
(DSN)314-431>-7222 

808-656-1124 P600@OCA-PAC.OCA.KIL 
(DSN)315-456-1124 

808-656-1124 P65O@0CA-PAC.0CA.KIL 
(DSN)315-456-1124 

5-5 
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b. General M=:p"""'9P?0 

(1) General Messages will be issued by Headquarters, OCA, OCA lliropean 
Area, teA Pacific Area, or the OCACC to provide OCA-aa>rOYed p:>licy, standard 
procedllres, instructions, ~danoe, and information for management control am. 
q:eratiooal directioo of the a{Pl'opriate ~ subnehiork. 'lhese messages are 
directive U{Q\ activities cperatil¥1 or derivi,n;J service frem the IXfi. '1he 
following general .... sages have been established: 

General Messages 

AUDISNE:l'SrA 
AWiIlBM 
CIJIEI(llJEl'S' 

~ 
1WDISNE:l'SrA 
Pl\OmlEl'STA 

RcutinJ Indicator CDgnizant Authority 

Iq OCA IIXJ4 
Iq rcA IIXJ4 
Iq OCA IIXJ4 
rcA-ED! E610 
rcA-PAC 1'650 
rcA-PAC 1'650 

(2) General messages will be seq.lffitially """*>ered by year; e.g., 
AWiIlBM 01/83 or 02/83. General __ will rEmlin in effect until 
carwJelled by ~ message originator or c:ognizant autl'x:>rity for that general 
If'S.Sa9P series. '1he first message of each year will list all effective 
sutmeb.ork general messages am incl\de a recapitulatioo of the aOiressees and 
a.sscx:i ated routing iJrlicators. N:Jde si tes will maintain a c:x:uplete file of all 
effective general __ for their respective sutneb«>rks. 

(3) General messages are distributed to addressees via AUltDIN by use 
of a oollective ralting irxlicator (ClU) to the collective aairess designator 
(CAD). Addressees of tre CAD ... y include tre JCS, Military Services, Unified 
and ~ified CrmJams and their I I "(* -leOt CXJDIBnds, the qleratlons and 
mintenalr.e activities 5UIP'rting eadl ocde site ard their hicper hear.X,pJarters, 
am OCA areas. 

(4) O\anges to tre addressee listin;! are distrihlted by upssage as 
IIDdifications to tre CAD; e.g., Iblification 01/83 and 02/83. 1Ms is not to 
be a:nfused with tre general gpssage sequential lUIilerin;! systEm. Addressees 
shcW.d inform their serving telecrmnunications center/terminal to ensure 
awropriate CN>/OU file distrirution updates. 

(5) Internal distr ihltion will be accmpHshed by Tel('crm!llJnications 
Centers to ensure that the office of primary resp:n3ibility and/or interest is 
aware of IJ:Iri procedures am pl1icies. Of specific i..q;ortance is the 
teleamamicatiCllS qlerations office, patch and test or techni.cal CXIIltrol 
facility, crypto facility, and Ible Site Coordinator . 

(6) OCAC 2l()-7()-2, provides tre policy and procedures, and delu-tes 
responsibility for tre preparation and use of rcA general messages. 

c. !Xli ~t il1l1etins. !Xli IIanagBIelt IlJlletins are issued on-line 
by the NIC to a distrihJtion list. '1hese tulletins provide infomatioo 00 
a:anagE!IEnt, policy, and proopdures related to cperatioo of the 0Ctl. Policy 
directives are also adiressed in AUltDIN messages. ta:'s and 8A.'s that have an 
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E-Mail mail.b:JZ" are autaDatically included as an addressee Cfl b.1lletins, others 
can be added by sending a r"'P'St to NIC@NIC.lDi.MlL. 

d. [{fi Newsletters. ~ Newsletters are issued on-line by the NIC to a 
distribJHoo. list. Newsletters provide general network news items that are of 
interest to network users. ta:'s and M's that have an E-f4ail aailbox are 
autaaaUcally included as an addressee 00 newsletters, others can be added by 
sending a r_t to NIC@NIC.lDi.MlL. 

4. ~ PublicaticrlS. 'Dle cbolllf'flts referenced in this cirOJ.lar may be useful, 
depending upoo the user' s r~r""""'ts. 

5. Training. 

a. ~ Q:urse. 'Ihis oourse provides the ~ user CXJDDmity with 
sufficient technical and program informtion to enable the users to cbt:ain 
effective data ~micatioos service through the lDi am to BEet Dei> 
interoperability req.ri.reoelts. 

(1) Video Tapes. Requisition prco=d.1res for t:rfi CDurse video tapes 
are as fol.l.cMs: 

(a) Rego_t the video tapes. which are identified by Proruct 
ldentificatioo _rs (PIN) 505174 through 5051TI. directly fran the local . 
audio-visual center. '!be local audio-visual center will provide the J"If"O?SSiIry 
paperwork am funding. 

(b) To fill rut the fOrDE, the requester will have to specify, in 
additioo to the aboYe PIN's, the tape titles, format(s} (vas, Beta, aIXl/or 3/4 
inch), the respective CJ.lalltities, and, of cxurse, the shipping destinatioo 

PIN 

505174 
505175 
505176 

5051TI 

(e) Tape titles by Sl\VPIN: 

Title 

Section I - "FUraional Require::oents for tata O"JanmicatialS" 
Section II - "ChlpJ.ter Ne~rk Architectures'" 
sectioo III - "'DIe Defense Data Nebolork am the lDi Protocol 
SUite'" 
Sectioo IV - '"'Dle r.Dl: Strategies for SUbscribers· . 

(2) 1!le printed clooment is available fran the Defense Tedmical 
Informatioo Center (IJl'IC). ldentificatioo of the <koment is a acoessioo 
NLlDber ~ 173472. 

b. RJde Site Coordinator. A video-tape and workbook are provided to each 
roie site. 

(1) 1!le video-tape entitled. "'DIe !Ole Site Ooordinator-A Critical 
ItJle,· pl'cwides an intrcdJctioo to the oct.1, an OYerview of the t6:'s role, a 
typical transactioo between an tB: am the K: and reviews node site ecpipuent 
and its functions. 
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{2l 'lhe M::rle Site Ox>rdinator's ii:>rkbook is to be used in oonjWlCtion 
wi th the video-tape. 'Ihe workl:loc:« gees into &Dee detail on the subjects 
CXJYered in the video-tape. 

c. ODDercial CDJrses. Camlercial CDlrses are available. COntact OCA 
(Code 8630) for carrse deSCriptioo, ~es and fun;!ing. Also, this 
infoIllBtic:n is p.Jblished perio:llcally in a ~ Newsletter. 

6. Bill!n9- '1he a::ets of devel~, aaJUiring, iDplBlEfltin1, cperating, and 
maintaining the IDI are being shared _ the Military Departments, the DCA, 
am. otter IXi) agencies. Ne~rk operating am. maintenance costs are furded 
thrcujl the Qwu.micatiCllS Services Irdlstrial FuR1 (<:SIF) and [eaJYered 
throurjl IICIlthly billing of the Military Departments and DoD agencies based upon 
pr-eestablished rates. 'lhese rates are OJrrenU y based upx1 a pro-rata share of 
the neb«lrk CXl8ts witlnlt regard to user pcp11 atian. IbweYer, a capability is 
urder develapIEnt enabling the collectioo of network usage data, cx:r\neCt time, 
and packet co.mt as a basis for future allocation of aJSt reo::JYery aII:nJ the 
Military Departments and DoD agencies. 

7. logistics. 

a. Logistic ~rt Plan (tsP). OCAC 27G-P12G-3, logistic SU{pJrt Plan 
for the lUi, prOY~logistical Sl4P)rt information, instructialS, guidance, 
and directicn to O:ID elements and other GoYern:oent agencies oonoerned with . 
cxmnand, cperatim, or SUR;X>rt of the tniI. 'lhe D1.ited States Air Force (lEAF), 
through the sacramento Air Logistics center (!*-AIC), has been designated as 
the Life Cycle Manager (LOI) for the life of the IDI. Slglly stq:p:>rt includes: 

(1) ~r Parts. 'lhe WiI rontractor provides CXX'Itractor~ repair 
par ts an::! spares or cn-site ard off-.:.ite maintenance aoo repair. Storage of 
these rep1.i.r parts ard spares is the contractor's resp::llSibility. 

(2) Stwly Acxxuntability. 'Dle ~ contractor is respJllSwle for 
maintaining records Of repair parts an:! spares usage and for updating the 
GoYernaent 's records of deployed eguipuent when maintenance ~ the end 
i ta. serial _r and barcode date. 

b. Preventive Maintenance. Periodically, the contractor provides the 
GoYerrment a written sdlecille statiDl the frE!CJ.llf!lCY and dlration of the 
pceventive aaintenance required for each kim of eqrlpaent at the role sites 
ani )C·s. 'lhe GoYecrment specifies the schedule for the performance of the 
preventive aa.i..ntenance. 'lhis schedJ.le may require m::dification as needs arise 
o r eaerqerw:y situations occur. Scheduled preventive maintenance will be 
(X)Ordinated in advance with the awrcpriate neo..ork K: ard N:S is oormally 
performed 00 M:lnday throurjl Friday, excluding holidays. Preventive maintenance 
may be performed 00 the saIJE: call for whim oorrective maintenance is 
requested, provided there is 00 adclitiooal. charge associated with the 
pceventive aaintenance. Preventive maintenance may also be defined as CXl-Cal..l 
installatioo maintenance SlJRlOrt, in the event of systen apansion or deletioo 
to ensure CCIlti.mal c:peratian. .Eq.ripuent preventive maintenance proceillres are 
performed as follcws: 
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(1) C/70. quarterly, :Hnlr downtime. 

(2) C/70, anrual, 3-hoor doontime. 

(3) C/3 series, CJlilCterly, 1/2-hour in--servioe. 

(4) C/3 series, annual, 2-hoor doontime. 

c. Ql-call Q)rrective Maintenance. 'Dle OCA p:>licy regarding maintenance 
response tiDes for q:eraticnal entities of the Defense Data Neb«:>rk is based 00 
the existing lUI llara...re Maintenance Cbntraet. 'lhoee times vary saDI!IOhat 
based 00 tb! -missioo essentiality" of the subscriber lXJIIII1nity aM has SCIIe 
cx::nstraints ~ied We to [eacte geograprica.l lcxatioos. CbBt is also a major 
factor. 'Ite eristing resp:wlSe time r~rements are: 

(1) IBEr2 - Twenty-foor tnlrs for the entities located in Ckinawa., 
Guam and the RllliWines. 'l\elve OOurs for I.ad::n, (1(; tbrfolk, VA: LaD:Jley 
AFB, VA; Mad)ill AfB, Pt.; Offutt AF'B, N::; Atlanta, GA, Korea, and Japan. Two 
tnlrs for all reaai.n:ing sites. 

(2) M:IDEI', [Q£l'l, ard I:9El'3 - Twenty-feur hcurs for Guan, the 
PhiliWines, Ckinawa., 'l\lrkey, Greece, Spain" and Alaska. Two I'nlrs for CBhu. 
'l\elve hcurs for all other existing loc:a.ticms. 

(3) l\RPANE:r - i'oelve hours all sites. 

d. ~~rt. &Ipp:lrt of lUI a:MSEI: ... terial is provided throogh the 
relatiooshlp defined in a IlEllDcarw:Un of agreeDent (tQ&a.) between ~ lEAF, the 
rcA lUI, and the Air ftlroe Cryptograpuc &Ipp:lrt Center (Af'Cl£). '!he KJI', dated 
J ~il 1985 identifies the policies, cesp:xlSwilities and prcardllres of the 
OCA and the tSAF necessary to SUADrt cx:MiEC mater ia.l rEqJ.irenents wi th a 
timely, systBDatic ard organized iDplementatioo procedure for the ~ program. 
c:J.:MiEI: DBterial includes RG-84A encryptioo devices and associated manuals. 
Maintenance of CXJrISI: e:;p.llpDeflt is a Service or Iqer'C'j responsibili ty, the same 
as any other 0HiH: equipoent. 

(1) fbr jssujng and shlpaent, IX'A serds a message to the Air Foroe 
cryptologic &Ipp:lrt center (AFCOC), Kelly Air ftlroe Base, Te><as; National 
security 1qency (IQ), ftlrt Meade, Maryland; and the a:MSEI: AccnJnt 
OJstoiians/Air FOrce Dti.t Q:mnanders for the 19 end points of the cirOJit. 
'!his """"_ includes the follOlting actions: requests AFCOC to ship the 1<G--84A 
to the (IJSC Aocount OJstodians/Air ftlroe thit Qmaanders respoosible for 
SlJRX)rtinq the PSN's at the end p:>ints of the ciralit (note: l<G's are shi(tled 
to the Arrrj am Navy acxxJU.Ots by AFCs:: per the IX'A nessage, Air Foroe units 
IILISt serXI an AJ' Fbrm 601 to Af'Cl£ to have ((G's shiR>ed); requests NSI\ to 
provide initial distril:utioo of keying aaterial to the a:MSEI: AccnJnt 
OJsto1 jans/Air Foroe QUt O::mmnders of the 19 end points of the cirOJit; 
provides tlv! CIJ6EI: AccoJnt C1lstcrl jans/Air Force tbit COD:Da.OOers of the PSN end 
points of the cirOJit with informatioo as to ..u.d1 em p>int is the CCI'ltrolling 
authority of the keying aaterial; and provides the strawing and switch 
settings for the 1<G--84A's . ~t keying/rekeying and r .... Wy is a 
Servioe or 1qency resp"usibility. 
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(2) To ensure users are rot denied service Ole to excessive ootages 
attributable to the performance of eryptograpue key changes (crypto resets) it 
is necessary to sc:hedJle these resets. For MIU£l' and [9£l'l, the Cr:ntrolling 
Authority of the cryptograpue key sd1edules the times with the distant--end and 
advises IX71Cl:, OCA-Ellrope, or OCA-Pacific, as ~opriate. If there is a 
o::nflict. in the schedlling of the crypto resets, J::X:KC, OCA-Ellrope, or 
OCA-Pacific will resolve the issue and advise tx>th ~ em points of the 
cirruit. 'llle = scredlles the times for 1BEl'2. '!he Defense Intelligence 
Iq!«:y prOllides prooedures for crypt.o resets for the IJ:a!I.'3. It SOC:uld be 
oot:ed that cryptograpric key resets are OJI'renUy the main reason for 1ST 
cutages. 

(3) After P9t-~ coordinatioo, both sites will reset using the new 
key, check in-hoose badt-to-back, and then place the crypto back on-line. 
Proceilres for crypto reset are !1Jblished by IQ and suppl....,.,ted by the 
services. For sites that may lX>t be JIBIlI'led 00 a 24--1'Olr, 7-da.ys-a--week basis 
or other questions r~d.ing crypto resets, c:beck with )'CUr a:JIia: Account 
Olstndian for the prc::aad1res to be follCJoErl. 

(a) If either site fails to see the other a:me on-line and 
syrrllrati.ze wi thin 10 mimtes, they will CXXltact. the K: and coordinate a reset 
ard/or correct the prdllen. 

(b) No site will take DOre than ale cirwit oot of service at a 
time for a crypto reset . 

(e) It sIoJld be roted that crypto resets are one of the biggest 
a:ntrihltors to dI::M1times for the ~. 

e. Availability of rxN Teleo MiiiunicatiCXlS Service Request ('I~.) M.IIbers. 

(1) (DriJ users, 18:'5, major verdors, and local tele{tDle CY'JI'panies 
have been aperiencing o:x>rdinatioo proole:rs ciJrir.;J installatioo or repair of 
eqllp!elt and cirru.i.tB. '!his prOOlem ooncems verxbrs not having tiE 'l$ 
I'UIiler with them lItlen arriving 00 site. 

(2) '!he = and m:ro have iDpleaented a procal"re to have the ~ 
lUItler included Ql the verd:Jrs' work orders. 'De procedure adds certain 
elE!IBlts of the ~ !UIiler into It:eD 131 of the mt. An exanple using ~ 
Wl5llEIll60768 follows: 

13lA. C}l!naOOer D.S. Army Information Systen COImands, ATDl: 
ASIIIHIP-PP, Bldg 13, Aocm 136, Ft 1kXxl, TX 76544 (llJ860768). 

'Jhe aI:xJye exanp1 e stOis the Telecrnm1nicatioos certification Office 
('I(D), Fiscal Year and ~ ~r in parenthesis following the ZIP Code, e.g., 
(W860768) • '!he ~ Item 13lA is rormally on all = work orders and as 
such, the abbreviated 'l$ ruItler will also be reflected in the ~rk order. 

8. SUrvivabilisY. '!he I:DI syst:eD is a hlghly distributed network with 
adequate 1iii1t .n features to ensure that it will survive the Joint Oriefs of 
staff plStulated threats at least o""eSU'ate with tre Ileaa)uarters, agencies, 
and activities it SlBOrts. '1hree neb.ork features enable the a::ti to o:r&ti..rue 
pcaviding service even when it is partially ~: 
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a. Si te Hardening. fb:h of the IX.tI equip:oent is located on the sane 
prenises as the user equipaent that it SU(:p)rts. 'Dlerefore, it is likely to 
survive as la1g as the subscriber equipoent survives. ~ equip:oent is made 
survivable in three ways. 

(1) If "Rlrq>riate. it has High-Altitude Electro-f4agnetic PUlse (1ID4P) 
protectiCll in the form of electro--uagnetic shielding, line isolation circuits, 
am surge arresting """'::Welts. 

(2) Nlere necessary, uninterruptable power suwlies are also prOYided 
so qEratioo can CXlIltirue dlring transient power failures. 

(3) ~ circuit rooting is selected for geograpuc dispersioo and to 
avoid UJiKii facilities. 

b. ReWndanc:y. 'D>e bad<bone network is a dense trunking grid with many 
alternate crutes, and critical users are c1Ja.l--hcm:!d to ensure their access to 
the netwJrk. At critical sites the pgJ's are installed with full backup 
capabilities. In addition, critical circuits are redlOOantly cx:nfigured so a 
single failure does not isolate a oode. 

(1) DJal-b::med Dsers. Critical users can be c1Ja.l-{"a::JiBl to the 
net\«)rk, and a dense trunk.~ grid (~ lines interoonnecting the PSN's) 
will provide redJndancy at all (XlSSible '[Dints in the neb«>rk. 

(2) Ql--call Cirruits. 01-call (8 route) circuits have been 
established for certain PSN-to-~ 1ST's to provide a mini.aun of uninterrupted 
service to the ~, ...nen the primary (A coote) circuit fails or is degraded for 
an erterrled period of time. 

(a) Ql-call cirOJits will be tested at least once every three 
IIIXlths. Testing will oormally be sdv:dlled when miniDun CCIJIDmications ilIpict 
will OCOJr to users of the neh«>rk . 'Ihe p.1rp:JSe of these tests is brD-fold: 
(1) to ensure the cirwit is capable of providing the desired service in a 
timely manrer; aoo (2) to faniliarize personnel with pcocaillres for activation 
of an on-cal..l cirarit. 

(b) n>e Cirruit Cootrol Office (an) of each c:>n-t2l.1 cirruit is 
responsible for schedll.ing tests. 'llle an will coordinate with the M: ..n:, will 
evaluate the network status an:i, based 00 this information, either awrOlJe or 
diSC3{PrO\o'e the test. 0p:In c::capletioo of the test, the an will rep:>rt the 
results to .CD. ([OJ) and OCACC (IX'OX), afPl.icable service Telec""'"nicatioos 
C'rmIBrds. and DCA-furope (DEm) and/or OCA-Pacific (IFOO). as "Rlropriate. 

(c) '!he IX'.AO: or N:JX:. will maintain a list of cn-call cirOJits 
ard the date ard time each circuit has been tested. Further, the 0C1i.C or N:JX:. 
will maintain a Standing Operating Prcceillre (9:P) for each cn-call circuit 
that provides informatioo relative to the procedures, ootifications, ard other 
l.II"liqJe information necessary for activatioo of the circuit. 
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c. Dynamic Rooting. 'llle lDiI adjusts itself to damage withrut disrupting 
service to surviving users. 'DIe distrH:uted rooting functicrss enable the PSN's 
to c:cqlerate in autaJBtically routing traffic aramd cagested# damaged, or 
destroyed PSN's or ISl"s. 'lhe PSN rooting algoritl1n also allows for the 
autaDatic update of their tables as new t:qD1o:lies are a:Hed. 'lhis high degree 
of. adaptability, ooupled with autCllElltic DDnitoring of the ~IS, rSl"s, and 
aa::ess lines, enables the network to degrade gracefully when transmissioo 
~ths, PSN's, or lI:'s are inqlerative. '!he precedence and preeoptian harklling 
capabi lities of the ~rk enable it to allocate the surviving network 
resruroes iIID:'lrlg critical subscribers. 



.. 
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1. General. 'Ihi.s dlapter addresses the services the NIC provides. 'lbe 
tetwork Information Center (HIe) prOYides nebr.J:)rk registratioo, TAC access 
exntrol, neb«>rk auditiD;J, ard general reference services for the ~. 
QltaMses am. informatioo servers contai..ni.ng pertirent nebIOrk informatioo are 
acressi.ble cn-l.ine 00 a real-t.iae basis for users. 

2. Nebooork Registration. 

a . Eadl rost on the lDiI has a uniqle rost naIIII! and 3:H>it nebooork address 
associated with it. 1he network address identifi es the ~ suOOetwork to lIIhich 
the blst is CXAUIJet..'1:ed, the host port lUIbec Q'l the pgJ, am the lUIber of the 
PSN to ~ch the rost is oonnected. For """"",e, ne_rk address 26.3. 0 . 45 
irdicates the suOOetwork MIIJEr, and port ..-r 3 on P9i 45. 1he HIC 
registers the fol..lowi.n;J informatiCll: 

(1) IhMins 

(2) IP neb<>rks (naES, ..-rs) 

(3) Hosts (names, nicknames, neb«>rk addresses, CPO types, qerating 
systeJ8, and protocols for MI:UEl', ARPAlEl', and internet h::l8ts) -

(4) Gateways (names, nidtnalDes, ne_rk addresses, CPU types, 
qEcat ing systaas, am protCXXlls foe MIIlEl', ARPANEl', and interret hosts) 

(5) Aut"' ..... '" Syst ... _rs used in the HiP protocol rooting tables. 

b. TAC acxess rEQ.Lires official autrorizatioo, am a uniCJ,le user 
ident ificatioo (OlD) and a<X"'AA code (passo«>rd). 

(1) 'Jbe person authorizing TAC access is the BA. BA's register all 
ret' users by cx:upleting a registratioo tenplate for each user, then forwarding 
it to the HIC neb<>rk IIIlilbax (RBiISDWl @ HIC.lDiI.MIL). (1he tenplate, plus 
instructioos, are d>tained either via l"lF fran the SRI-filIC rost (26.0.0.73) 
using the pathname <lISm-fIUVF>nenu:r:tCHl.TXT; via &f4ai.l (HIC.lDiI.MIL); or 
via teJepole ~ry to the HIC. 'Jbe BA,ls will cont.iruaJsly a:nitor the status 
of ead1. user, ani lIBke changes as rE!rJ1i.red. 

(2) 'lhe NIe j SSlles each author ized user a card identifying the user' 5 
IIni<p! OlD and NXPSS code. _ cards are autaaatically printed and sent in 
sealed mai lers, so they are seen ooly by the S(eCified users. (Deer cards are 
rei ssued anrually as authorized by the BA.) 
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(3) If the user ally Ieq.lires TAC access for a limited ti..oE, the BA 
can issue a -9JI!St card- ...tUch is good for a pBxjnlln of three IIDlths (these 
cards are reiBAlJed quarterly if the BA has r~ted them.) 

(4) Authorization to use TAC's on one subneb«>rk does n:X provide 
arress to 'me's 00 otrer subnetworks. 

c. '!be lR)IS data base stores all ID' user registratioo infomatioo, 
KI1l£I' 'lW: Access card issuance aid inYalidatioo (1Dl'LISl') data, IIti 1K:st, 
'IAC, gateway, network cXmajn, ard ~ data. ~ NIJIS database is the saJI'ce 
of the i1di viciJal. and host infOrllBtion displayed to lDI users via the 
WlDIS;N!CliIIME server. (See paragrap. Sa for use of the WlDIS/NIOI!IME server.) 

3. D£: Access Q:ntrol System (TftCACS).. 'lb restrict nebr.Jork iNXPSS for users 
ttlU __ ing to the IClIJ£r thrcujl a TI\C, the TI\C Aocess QJntrol Systell (TlICACS) 
has been jip18!!f'1\ted. 'mCAC3 uses the OlD ard acxess a:de to authenticate 
users ani permit thBa NX'P99 to the ~. 

a. After a successful 'I!ACACS log 00, a terminal may exx"'llnicate with any 
host in the awmmity to well the terminal has been assigned. 1IoweYer, each 
I'Klst DJSt also use a protectioo medlani.sa (e.g., an identifier and paSSl«>rd -
log on) to authenticate the user's identity. 'lhls, a TAC user typically 
encx:unters tw loq-al Iecpests, ale at the TH:, which autbJrizes entry into 
the neb«>rk, and a secx:nl at the destinatioo host, which authorizes entry intq 
the host. 

b. 'the HIe maintains a database of the MIIlEl' TH: OlD's that have been 
hotlisted in order to traradt BJlLIST updates to the appropriate )C's. 'Ille 
ED1LISl' is ''''1oeed of the OlD's of users \Ih:) lD lalgel have a need for 
neb«)rk service, capcaaised um's, ani expired TAC.ACS 9JE!St cards. liJtlisted 
users camot acxpss the neb«>rk thrOllljl a TIle. 

4. Nehiork Auditing. 'Ille HIe operates and maintains the Neboork Audit-Trail 
and ll;age Reporting Systeo (1WIlS), specifically auditing MlllEr. 

a. 'Ille TI\C Aocess Audit-Trail Analyzer (Am) subsysteo is the auditing 
and rep:>rting facility of the (TI\CACS). 'Ille Am receill'l!S audit-trail data 
fraa each TI\C and records the UID (eJCCluding the access axle). the TI\C neboork 
address ard t.eDDinal p::Irt rudler, the destinatioo host address, the IUltJer of 
¥es pos",", thrcujl the neboork, and the approzimate date and time of the 
sessioo into the data base. MII1£l' 'IW:'.AQ; autalatically generates incident 
reports trmen certain WJ.lsua] events occur. 'lhese rep:>rts are reviewed by the 
IJ:IJ Network security Officer for ilwiicatioos of illegal or unauthorized 
network acxess atteapts. 'lJIC's used 00. the classified sut:networks have oot 
yet iIIpl.....,ted an audit trail and analysis capability. 
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b. '!he lIBage tata O>llectioo and Processing subsystan (lrCP) collects. 
stores, and analyzes inforDBtioo received fran the NNES and the NDIS 
database. 'the data oollected in the tIX:P dataM.se is the source of the 
IIDlthly IDI lIBage 9mnary Report. which supports the IDI billing program. 

c. 'lhe NIe pcovides network audit trail r~rts to OCA m a periodic and 
CXt-dtmind basis. 'Ihe rep)rts are classified into three types: reo..trr~ 
reports, incident reports. and special reports. 'lhese reports are ~ 
available for a "". II use and can ooly be ootained by awrOYal of DCA. 

(1) ReoJrri..'5 resorts. '!be rec:urrin;J rep:Jrts are generated 00 a 
B:Xlthly basis. 

(a) _r of Logins ~FOrt. nus report prOYide histogr .... of 
the distributioo Of TI'C logins OYer active ports 00 each TI'C. 

(b) _r of IIxliviciJal Users by FOrt. 1his report prOYides 
histogr ..... of the CliStritutioo Of the name of ~ indiviciJals using any 
given TAC port OYer all active TN: p:>rts. 

(e) Average IDgin TiDE by Port. 'lhis rep:>rt prOYides histogr&iB 
of the distributioo Ofthe average Of the oonnect: times per port for all users 
eX that port OYer all ports 00 each TI'C. 

(d) Percentage of Time in Use L\rring Prime Time by R:>rt. nus -
report prOYides histograms which shaw the percentage Of the actual use of each 
);Oct dJ.r~ time OYer the total available prime time (i.e., 9:00 a.m. to 5:00 
p.m. on weekdays. local time). 

(e) 
times associated 
o::mnect tia! of all of these users, 

'lhis report snrmarizes the c::amect 
the total IllJJi)er of users, the total 

average connection time per user. 

(t) User Activity Rep>rt. 'Ihis report snrmarizes the c::amectioo 
times of each indiviChii user to all TI'C ports that indiviciJal has used. It 
J,XOYides the user identificatioo, the auth>rizing b::st, the total c:x:nnectioo 
time for all TI'C use by that indiviciJal during the """'th. the average 
cx:aue:tim, and the average daily CXlN'leCtion time. 

(2) 
patterns of 
further exaninatioo. 

'Ihe in::ident rep:>rts are trigtJered by certain 
reports are fonerded electrcnically to OCA for 

'!he HIe develop; three reports as defined below: 

'lhis report is 
autamtically logins occur with 
the saae UID. '!he lcxatioo of the TN: where the login QCO.lrB is also 
recorded, althoocjl the ~is is 00 the rudJer of logins, since that rurber 
of simllt:aneous logins prcilably indicates that the user is sharing the DID and 
pa59«)rd. 

(b) tllltiple Login Report - Type 2. 1his report is 
autali1tically generated 1Ih!neYer tl«> or BOre siaultaneo.ls logins occur with 
the BaDe OlD, and the locatioo of the 'lW:' s frCID. which the l.ogins originate 
are geograplically distinct. 
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(e) ~tiple Wgin Report - ~ 3. 1his report is 
autcmltically generated \ritlenever a user atnmilates a c:xxmectian time 
exceediD] 16 boors. 

(3) SJ>esial I!!!glrts. Special reports are rustanized reports to 
inYestigate spec.lfic act1vities or eYeIlts, am ~tly are generated ally 
~ r_t by OCA. Typical of these special reports are: an analysis of 
activities by individlals per p,lrt: a listing of the login activities of 'me's 
.ruch are OCXESSible by "800" telepOle _rs; and a listing of all failed 
login attalpts at ale partirular 'D'oC. 

5. 'Ihe HIC provides general reference services 

to ~~~~~~~c and telepa>e. ""'"'P'es of m-line services include i'I NlC/UlE1!Y, 1:IIOHiS, and Sl'RllICE. 

a. lHlIS/NlOW!E is a NlC progr ... that provides 
base of network users. 'lhis database serves as an 

electratic "Wlite pages.. '!be informatioo retrieved iIx:l.udes the user's name, 
banile (the W1i'P' string of characters in parentheses following the name in 
the database), nebork mail.b::Dr:, u.s. mail address, tele(h:ne J'UlbeI, am 
N11U>IN aalress, if available. lHlIS/NlOW!E provides the IIDSt up-t:o-&te -
infoDIBtioo. available. 

(1) Informatioo can be retrieved via a \lll)IS/NI(N\ME search when the . 
user IuDws the indiviclJal. 's last name, partial name, full name, handle , 
directory naae, or systEm pragIan rane. 

(2) A listing of all the registered users on a partirular hcst can be 
obtained by using the lHlIS/NlOW!E cxmnand wi th the hcst name preceded by an 
aster i8k: (.). 'Ihe Iesp:xlSe frem the NIC will repeat ~ information for a 
h:lSt seardt, and will list the total rJ.JZtler of i.ndividual. meailers am their 
l'laIES, haJdles, usernallE@h:lstname, and PlOIle nmter. 

(3) lHlIS/NlCHIME respads to a query in ale of three ... ys: 

(a) If a single [ecx)rd aatdles the name given for the desired 
indivici\a.l or organizatioo, or if the HIC handle matches an existing record, 
the name, me handle, organizatioo, D.S. mailing address, and network DBil.bc»r 
are displayed 00 the user's terminal. 

(b) If several records aatcil the naoe given, a brief list of the 
-.tdling entries is displayed am the user is asked to d'K:looe the correct 
IIBtch by using the handle. A search by handle will prcd>ce the apanded entry 
for the indivic:bal or organization, as in paragra{il (a) above. 

(e) If 00 record mtches the name or handle query, IHJIS/NlOW!E 
will display the DPSSage "N) mtch for [user's name]- where [user's name) 
represents the name of the individJal or organization bein; requested. 

(4) Getting ~. 1he user can get belp with the lHlIS/NlOW!E 
syst ... by typing the allowing cmmand at the system praJpt: whois Ielp 
(return) • 
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b. NI~ry. NIC/!)Iery is a browsing system containing general 
infonetim t the IDI. Each list of topics included under the NIC/().lery 
is pcesented to the user as a n.m:bered merJJ. 'lO ac:ress NIC/O,lery, the user 
IIISt q>en a =-r crnnect:ion to the SRI-NIC host (host address = 26.0.0.73) 
aOO inIIcIte NIC/!)Iery by typing "nic" at the pr<Jll)t. "lI:lpics available in ()Jery 
iroll.de NDIS, ~ fDn'S, HIlltXlLS, RFC's, ard l£lKRK IXX'IJICENl'S. 

c. '1JIJClH6. ~ is a HIe ~line service that offers logon help to 
'DIC users. It provides a DEdlanism for reading the I:IE Newsletters and IIti 
Jgni~jen!pnt BJlletins. tJsers shalld read tlv:se pJblicatioos regularly to stay 
au'rent 00 ~ p:llicies, anrw:::unoements, and neb«>rk news iteaB. Osers can 
also have newsletters ar¥i IIIaJ'lagBIBlt b.llletins regularly delivered cn-line to 
their '"'twerk milbalt. by sending a rep!St to NIC@NIC.IDI.MIL. 'Dle rep!St 
BIDIld indicate that the user would like to be on the arline distribution 
list and CXI'ltain the user's l\aIIE and aairess. ~ can also be used to 
firo the tel~ IUItler of the nearest 1J!C when the user prClllides the area 
axle an! prefil< of his calling location. 

d. tlBer Assistance Service. 'lhe HIC provides user assistance services to 
~ users via telepxne, U .. S. mail, and E-f4ai.1. 

(1) Tel~. TelepLne service is available Iblday thcoogh Friday. 
7 am to 5 pa, Pac1 1C time .. 

1'bll-free: 
Internatiooal : 

800-235-3155 
415-85!r-3695 

(2) u.s. Ialtal Address. Send u.s. postal mil oorrespondence to: 

~ Nebork Informatioo center 
SRI Internatiooal, Rcx:m &1291 
333 Raverwxd Averue 
Menlo Park. CA 94025 

(3) 
BeYen days a 

'lO «XrItact the HIe via E-Mail 24 h:Jurs a day, 

NIC@NIC.Irfi.MIL - General user assistance, dxunent IEqJeSts 
RHiISmAR@NIC.IDI.MIL - llser registration an! IIDIS updates 
~C.IIti.MIL - IklBt, cblBin, network changes and updates 
ICl'IQil!NIC.IDI.MIL - NIC a:DpJter q:erations 
gUwrIQ6@NIC.a:fi.MIL - Q-ympnts 00 HIe pJb1icatioos and services 
smvICQ!NIC.IDI.MIL - (see below) 

e. SERVIC%. service is an autaaated ikxunent ani informatioo delivery 
service baSed en an electronic DBil docuBPot retrieval. medlanisa. It provides 
sc::.E of the NrC services to ~ users ""' cb r'Dt have access to the 'mlEI.' or 
FIP progrillllB. It allows access to NIC do,,."'nts and infornaUon via ordinary 
electrauc ail. To use the aail service, serd a DBil IIIf'SSCt9P to 
5m11II»nC.IDI.MIL. In the SlIlJErr field. r_t the type of service you 
wish follo.oed by any needed ar_ts. '!he ..... sage IxxIy is r"",.ally ignored. 
'Dle infOlWOtion you rep!St wil be sent bod< to you as soon as possible. 
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Large files will be brcken into parts arYl sent to the [EqleStor in separate 
Dessages. Exanple subject lines: 

iHlIS IDlT NIC.lDi.MIL 
I£l'INFO 1XJ4o\IlHl'MPlA. TXT 
~ EK: IHlEX 
~ RFC:ASSI~.TXT 
\lH)IS I.Ol"ICR, MARK 

f. [)"IMjns. '!be Il:lstmaster at the NrC registers top-level ard 
secord-level tXmains. '!he NrC also aCministers several top level dooeins 
(including .MIL). For relp or information aIx>.1t dcmain """,,,tians, contact 
_tmster@NIC.lDi.MIL. 

g. Useful cn-Line References. Several pililic files 00 the gu~c host 
are useful to net'flOrk users. '!be pathnames for acme of the available titles 
are listed be!ari. A CCJJ:plete listing of available files is fcund in 
l£l'INFO:~.TXT. 'lhese files may be retrieved via Fl'P, using t:SERNN4E = 
-arr.nyur.us,. PAS9«:m = -guess-. 

(1) NEl'INFO:IIIIrR£.TXT. Lists _ !B:'s for eadl PSN on _ MIIJiEr. 

(2) NEl'INFO:MIIrIIlST-Al:MINISffiATCIlS-A-L.TXT. Lists _ IIA, 
al!ilabetically, for eadl MIIm:r hc6t starting with _ letter A tbroogh _ 
letter L. 

(3) NE1'INFO:MIIrIIlST-Al:MINI~Z.TXT. Lists _ IIA, 
al\ilabetically, for eadl MIIm:r hc6t starting with _ letter M tbroogh _ 
letter z. 

(4) 'Ihis file oontaios the Official D:D Internet 
Itlst Table. and neh.ork I'llJltlers of the different netw:>rks;: 
and the names, network addresses. Q'lO types. operating systEIIB, protocols of 
rosts, gateways, am Tl\CS on _ [til Internet. It is designed to be 
machine-readable, ..nereas the previcus lists are meant to be DDre 
user-frierdly. 

(5) NE1'INFO:IXM\IN.TXT. Lists all _ tcp-level. daDains am _ir 
server madlines. 

(6) NE1'INFO:'IW:-ux;ATI~.TXT. 1his file gives _ geograpuc 
locatioo for each TAC. It is very useful for locating the TAC closest to the 
user. 

(7) 
dial up 

(8) 
to dial up 

Lists _ telep,one IUltJers needed to 

Lists _ telepx:ne !UliJers needed 
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(9) RPC:RFOlnn.TXT. Neb«>rk technical mtes, also krx>m as ~t 
f or O=pmpnts (RPC1s), are cn-line in the directory RFC 00 the 9tI-NIC b::'I6t . 
New RFC's are anrnmoed to network users via an on-line distribJtion list 
maintained by the HIC. IndiviWals wishing to be added to the RPC 
notificatioo list stnJld sed a message to NIC@NIC.IJ::fi.MIL. In the title of 
this paragrap1, "JVVl" represents the RFC ruaber. 

(10) RFC:RFC-DIlEX.TXT. Lists all RFC's in reverse ruoerica1 order. 
'Ihis i..ndeI: also inclUdE!S: autIDr, tiUe, date of issue, rud::er of pages, 
ru:ziJer of bytes, and inforatioo abcut lCUch RFt:'s have been superseded or 
obsolete!. 

(ll) ~:HIC-F!J!S.TXT. lin amotated list of HIC distriOOted 
doo.....,tatial. 
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1. General. 'lhi.s chapter provides a detailed OYerview of the prcxB3ures am 
reporting re<J.1irBlll!llts for all LCS IDI wtages. It applies only to IDI 
entities wuch have been declared operaticnal by the a{:Pl.icable neb«>rk 
"""""1"r. 

2. ~]ed Service Interruptioos. OCAC 310-70-1, Vol1..llle II, establishes the 
policy prCiidJres for scbedll.i.n:;I IXS service interrupeicas. !br~. all 
PSIi interruptioos are scIleWled aorording to 0Cl\C 310--70--1. VOl\De II. Olapter 
4. paragra(il 2<:. Interruption of !Ber Service (other than OCIIplete LCS 
statial). All other IDt facilities are schea.lled as directed in O\apter 4, 
paragra(il 211. Interruption of lEer Service (LCS Tail station). IDI specific 
excep:ioos to OCAC 310-70-1, Voll.mE II, Olapter 4 are 0CI'lt.ai.ned in Olapter 8, 
paragra(il 2r of that circular. 

3. lklsctledlled Service Interruptions. 1be foilowin;! procedures will be 
fol..l£Mi!d to ensure priorities are established, resolutioos are acted up:Il, 
OColIF!\tatial is acrrnpJished, and. the a{:Pl'cpciate organizaticns are informeir 
of all Wl9dledUed ootages and network deficiencies at MI:Uer and ts£rl, 
IS£l"2, and IU£l'3 Wl9dledUed service interrupeioos are addressed. '11le 
resolution of an operational ne_rk probl ... bosical1y goes thrrut,;! five 
~: detect.ioo, categorization, resolution, review, ard feprdw:k. (See 
Figure 7-1. ProblBD ~ution FlQI Olart.) 

a. Prci>lem Detectioo. 'lhe detection and rep:lrting of a MI:U£l' or [Q£l'1 
related prOblem to the resp£tive IC or associated IC Trooble Desk are the 
first steps in oorrectiD3' an unscheduled service interruption. Nlen reporting 
a probl .... a trouble ticket or Problem Report (PR) IUIiler will be assigned to 
reference the ootage cbring folla.r-up actioos. In addition, a formal Problem 
Report (PR) will be initiated. (See Figure 7-2. Probl ... Report Foroat.) 

(1) lEer Actions. 

(a) B::Ist subscribers sha.ll.d caltact t-.reir respe....'"tive SA to ensure 
the host is not eJperiencing proo1BE. xmc terminal. TAC terminal, HmC 
dial-up. and TI\C dial-up users shtuld contact the applicable NOC to confirm 
that the .MrAC, '!ftC, or PSN is oot causing the problem. (In order for users to 
obtain the beet possible results """" reportin;! probl ..... the _rtin;! 
organizatioo shwld ensure the BA and NOC naues and PlOI1e ....... rs are kept 
rurrent in the Net...ork Inforoatial center (HIC) iHllS data bose.) 

(b) BA'9, MmC terminal, and TAC terminal users sI'n1ld initially 
exnfi rm the status of their iICD>SS cira.rit frem their eq.rlpaent to the PSN, 
"me, or .MrAC to include the iICO"S$ cirruit Cll[dprm. 'Ibis access cirarit 
exnfirmation actioo shculd be acn:qi1 ished thrCJ.4t the local CXJTIDmicatioos 
JIIilintenance unit. Ted1nical Control Facility (TCF). Circuit Control Office 
(aD), or O ..... nunicatioos ManagellEnt Office (CX:», as prescribed in local 
instructialS, in order to shorten lead time for acn>ss circuit restoration. 
Im!C and 'D\C dial~ users shtul.d contact the appropriate IC or associated 
Trouble Desk to confirm the status of the dial-up line. 

\ 
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Phase I, 
Detection 

Phase II, 

Categorization 

Phase Ilk 

Resolution 

Pahse IV, 

Review 

Phase V, 

Feedback 
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CENTER 

~ACTIVE MONITORING 

_HOST ADMINISTRATOR 

TROUBLE DESK _NODE SITE COORDINATOR 
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PRIORITY 

MONITORING _ FIELD SERVICE 
CENTER 
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------------------------ _ NODE SITE COORDINATOR 

-CIRCUIT CONTROL OFFICE NETWORK 
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REVIEW 
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RESOLVED 

UPDATE HOST 
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AND / OR NODE SITE 
COORDINATOR 

~ PDATE REPORTSj 

FI GURE 7- 1. proBLEM TRACKING F'LaUl1\Rl' 
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HUI: aJmQLIII; II: (IF TIlE SPLIT PIJ\II IS IN Etncr. TIlE IW]([]p 11:) 

lWlE: 

-
<Afnl!lE) ~ (see Explanatory M>tes for samples) 

_ IMPACT: (see Explanatory IOtes for samples) 

_ SlHII\RY : <138 CllI\R!\CTfRS mEt: FIB<> 

<I7lG CXl'> <DETAIIB CF _ RFSXUl'ICN><UamC IIDWlKS ro DeUIE DISICJIIiI 
(KMJER) (lWlE)/ IR (1Ofi]!) (D!\1E ISSJED). Rm' _. Ere • •• > 
<AlL PNIRIES WIIL EN) Wl'lB TIlE 11:( <DmUlJ'R IHl'l'IAIS) AN) TIlE 
IC(!DJ INlTIAI.S» 

Flam: 7-2 - _ RERIIT KHII\T 
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EXl'LI\IIMaIY IVmi FCR FIG1IlE 7-2 

SUbject lines will <XlIply with the following formats: 

1Il/l';M::/EXI,IMAlllIUD: IRHaIS: 
&EJB:T : PRX-Y' : ZZ7-'f'i'{"f'i : 11 : XX.XX.O.YYY--a.;.M 'nPE : 

123456 7 

TIlC mMINI\L (TIlC-'r) CR TIlC DIAIrOP (1WXJ) PRHn4S: 
s:B.nCr : HllC-Y : ZZ7-Y'f'i'lY 11: ~(T/D)-ooH ~ : 

1234567 

FSN IRHaIS: 
s:B.nCr : HllC-Y ZZ7-Y'f'i'lY : 11 : PSIiXXX-ooH TYPE 

123 4 567 

TIlC~: 
s:B.nCr : HllC-Y : ZZ7-Y'f'i'lY : 11 : 'mCXXX-ooH ~ : 

1234567 

rsr~: 
!D!JEO' : HllC-Y ZZ7-Y'f'i'lY 11 INXXX-PSII-()(,M-~: 

1 2 3 4 5 6 7a 7b 7c 7d 

SYSTfM 9:FlW\RE IRHaIS: 
!D!JEO' : HllC-Y : ZZ7-Y'f'i'lY : SW : IRllF lEDUPTl~ : 

1 2 3 4 5 6 

SYSTfM CPmATIH; IRHaIS: 
!D!JEO' : HllC-Y : ZZ7-Y'f'i'lY : <P IRllF lEDUPTl~ : 

123 4 5 6 

Key to SUbject line terms: 

L PRX-: PRJ, HU, PRl 

3. ZZ7: zz.=:«IUEl': IC:CIHE, ME:tDO»E, MP:PACIFIC, MK:BAO«lP JiC 
7 = Y!2YR (87=7. 88=8. 89=9. Ere ••• ) 

4. Y'f'i'lY : '!BE m IOHR FIVE DIGIT 

5. n: Bi = ~ MIUNrAINED~: ClO, TIlC, EXIJ's, etc. 
PIi = SITE RaATm PRHn4S: BASE IOiER. IC. OIlIER mvIKHIENrAL 
LN = LINE~: KI»JI), ~ REIA1E), CJlCIUl' PAm, etc. 
9iI = 9J"lWI\RE RaATm FRJl[DIS 

<P = <FmATl!H\L RaATm FRJl[DIS 

d 
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~ IVlIiS RR FlGlllE 7-2 (continued) 

6/1. IC/IIBI'~: XX.XX.O.Yrr_ a> mE ICjIaII'~ 
TI\C~: 'DIC-'l'-<'llIE OOM a> mE nHIINAL> 

'I'I'C-i>-<'III OOM a> mE DIAWP> 
P51i: PSNXXX-<IBE OOM SIQHJI a> mE PSN> 
TI\C: 'D\CXXX-<IBE OOM SIQHJI a> mE 170£> 
lSI': mxxx--<ElD'OIHr PSIII. (HIGlER 104BER)>-<OWt a> PSN>­

<IHFOIHr PSNt. (UMR 104BER)>-<OWt a> PSN> 
!Ii : <S:FlWI\RE ~ , VERSICN> 
<P : <12 CJP.RAC'Im - CI£ KIm reDUPrICN, E.G., HO )nORES, 

~CN, HDl'IN:i grc ••• > 

Kmi!: (lIM = mE SRJS]UK; IIIIJE'/IXD AGEN:Y RR IBM ENITlY. 
('(91, t:lSA, lIiAF, Df\RPA, rH\, (IIC, [IrI\, OCE) 

:ax = mE IEMH( ASSIQB) KM!ffi IHUli = IE lIP 'ID 3 DIGITS. 

Affected R1......,t lines will OCIJPly with the following fOIDBts: 

1DiT~ FKElBlS: 
B:Sl' NI\ME : <H:6T ,DE,M:,MA.IIBUIXiE NNE> 

TI\C 'IfHIINI\L <TJIC-'l'> <E TI\C DIAIrIJP <TI\C-{» IKIlLIMS: 
TI\C ~ : <TI\C NIIME> 

P5Ii IKIlLIMS: 
P5Ii : <PSN NN!E : FACID : EHl aJ:E> 

TI\C FKElBlS: 
TI\C : <TI\C _ : FACID : EHl aJ:E> 

lSI' FKElBlS: 
UIXXX : <PSIII. P5Ii NI\ME 'ID PSIII. P5Ii NI\ME : = 

<CIT IDI IiIIL BE USID IF = IS N:Ir AV1illN!lE> 

SYS'IDI !IFlWI\RE FKElBlS: 
lEFlCIDCY : <S:FlWI\RE ~ , VERSICN> 

SYS'IDI CHl'IATIlC FKElBlS: 
lEFlCIDCY : <OE IDlD DfSlUPl'ICIi a> CHJU\TI(HIL l'RJlla(. E.G. 

'mAEYIC, AO"'UtES, EtC ••• > 
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EXl'U\IiM"(R{ KmS PCII FIlDIE 7-2 (cxntirued) 

PrablBD IDp>ct lines will oaIply with the follc><irg fOrJIBts: 

Tl\C mMINI\L (TAC-'l') CR Tl\C OlAIr{]P (TAC-O) ~: 
IUIT<XX> IEillD SI'l!\IICE 

PSN RI:IUXS: 
PSN : Ja1r( S) IEillD SI'l!\IICE : ~ 

Tl!C RRr( S) I»iIID SI'l!\IICE : ~ 
IlIIJmD PSN( S) : <l'S1i IWIES> 

Ja1r( S) IHillD SI'l!\IICE :~ 
Tl!C RRr(S) I»iIID SI'l!\IICE :~ 

Tl!C RI:IUXS: 
Tl!C RRr( S) IHillD SI'l!\IICE :~ 

ISl' RI:IUXS: 
IlIIJmD PSN(S) : <l'S1i IWIES> 

Ja1r( S) I»iIID SI'l!\IICE : ~ 
Tl!C RRr( S) I»iIID SERVICE : ~ 

SYg]HI ~ RI:IUXS: 
SY!1lHI( S) Afl'H:Il:D : <40 ~ DES:lUPl'ICN> 

SYg]HI CHRATINi RI:IUXS: 
SY!1lHI(S) _= : <40 ~ DES:lUPl'ICN> 
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(e) Ih!n the host or TIIC terminal equiplEDt, and the associated 
acress cirOJit are calfirmed as q»eraticnll by the local crmn.micatioos 
maintenance tmit, a call stoJ1d be made to tre ClW'ropriate K: or associated 
Trouble DesI<. Probl_ sInlld be reported by the IIA or host q>erator in order 
to begin illlllediate troubleshooting, rut may be aexxDplislel by the local 
I'XW!!lnic:atiOOS IlBintenanoe Wlit CX\ their behal£. As an initial step, the JC 
will CClnIlJct a rl!llDte l(qt>ad< test to the host _ to verify the status of 
the i'D"'PF'S cirruit. U the rBlDte test is unsncoessful, the caller will be 
asked to reax'lt.act the appropriate an or ()() for resolutioo. If the rSlDte 
locp is sucnessful ani the problBD persists, the problem will be Jogged in, 
assigned a uniqJe AI IUlDer, and additiooal. fault isolatioo will be 
ace ",{il ished by the II: oc:r1troller and/or analyst. 

(2) Mode Site COOrdinator (tH:) Actioos. 'Dle tH: does what the title 
iDplies: coordiJliites between the Ie or TraJble DesI< ani the users. E>dl 
cxx>rdinator sInJ.ld report directly to the responsible Ie or Trouble DesI< any 
known ~, Mme, 'lJIC, !Sr, or fiE prOOlems. 

(3) Ie Actioos. 

(a) 'Ibe JC controllers aatitor ard c:ontrol the subnetworks via­
the JC eq.lllD!llt. 'lhe controllers actively IIDlitor aro. jampdiately react to 
a1l. PSN, TIC, Mme, Je, or lSI' ootages. Nrile user IDst -dcMl- status is also 
r epor ted by the PSN's, rutages are proressed and reacted to differently for . 
each subnet-oork. In the case of rQiE:I'2 ani 19EI'3, the user hosts beloog to a 
<XJl!lllmity of interest (all) that is actively monitored by the respective all 
operations centers in clooe coordinatioo. with the sut:network M::. 'lhe JIC 
c::xJIltroller or Trcuble Desk operator 'flOcks with the OOI operatialS center to 
restore acxess area service. 

(b) on MIUEr and tGiEl'l, the Ie's and Ie's are the oo1y hosts 
Wlich are actively mcni.t.ored. All other ooats are passively m:::nitored because 
the BI\'s have ccuplete discretion in taking their systBD rut of service. User 
host rutages and TIIC user problBDS 00 these subnet-oorks are strictly determined 
by user rx>tificatioo. once a user (host or TIIC terminal) problBD has been 
r eported to the Ie or the Trruble DesI<, a AI ruIiler is assigned and the problem 
is entered into the pcOOlem resolutioo and feedbadt cycle for resolutioo. 

b. Prcblem ca~rizatia'l. Each problen will be categorized by Reason for 
D.1~ (REO) <Xlde Priority level to further discern actioos required for 
resolutioo. 'lhe definiticns of RFO cedes and priorities c:altai..rei in this 
section will be used as a ~de, with specific awli catioo being subneh«>rk 
wllip!. 

(1) PeafKY1 for OJtage (RFO) CDdes. 

(a) Olrrently, m I s use unique h«> p::l8itioo ~ RID CXJdes to 
i dentify the srurce of the rutage. 1re oodes are: 

IIi - OCA maintained haro..are. 
PW - Site envircnoental or power proolms. 
Of - CirOJit, wxIem, cirOJit path prcblBIIS. 
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91 - OCA maintained software. 
CP - <¥rational or proceciJ[al deficiencies. 
CR - Ereryption. 
BE - Host specific. 

!lO\C 310-1'70-81 

(b) Within the next boo> years, the RRl codes specified by !lO\C 
31()-55-1, Status Reporting for the OCS, will replace the !XIiI unique codes. 
'lhese RRl codes will be used to report the location aoo descr iption of the 
outage. 

1. An SystBD SOftware Deficiency (SID) is a deficiency 
~ch can be, with -reascaable assurance, attribJted to software, ard in DDSt 
cases can be created. An S&> also includes software which is oot performing 
in accordance with current ~ specificatialS. '!be RFO cause or syaptan 
ccxie for software (S) will be the first position of the RPO code for sse's. 
'D1e RPO outage lcx::atioo rode will identify the locatioo. of the software 
fault. If network wide, the locatioo rode for the OC.ACC JC will be used. 

2. An SystBD <:p>rating Deficiency (lnl) is a design 
deficiency which aiu.ses cperating diffirulties, e.g., tcJp)logy. ~ RFO 
cause or syaptan rode for aJDan ErrorjProOedllral Error (D) will be the first­
positioo code for 9,D's. 'lbe RPO outage locatiCXl rode will identify the 
appropr late rxrc K: req.ri.red to take action; for ex~l e, a retw::ue of an 1ST 
will identify the )C of the oontrolling t.heater ocx:x: element. 

(e) A deficiency or error in [Oil <kcurentatioo is reported as 
a Byste:n I)xu"pntatioo Deficiency {S:O} . In cases that involve ['£.fi 

operations cirOJlars, manuals, or proc::ed.lres, an SD is sent to the 
specified ~, with informatioo cq,ies to Et) OCA COdes lXXS, a:c:r, and IXXXX) 

(AIJ1tDIN aMress: OCA IiI\SHI1VIOl OC/;ra:s;rro.;ru::r:n/h E-f4ail: 
B652@!XIiIl.OCA.KIL, 8642@!Di1.0CA.KIL, N211@OCA-EHl.OCA.KIL. 

(2) Priorit¥ LeYel.s. 'Dle follGoli~ Priority levels are internal 
levels of reactioo WIthin the CXlI'ltrolling theater o:x:x: element and are 
designed to 9i ve the associated K: general cp.idelines for deploying 
r esaJ.rces to solve c:perational prcblems. 'Dlere are three levels of reaction 
based 00 the follOiing criteria: (1) backbone or user elements, (2) 
ser ioosness of proolem .i.Dpact, and (3) iIlCUllt of tiDE e l apsed in the prcblem 
dlratioo. 

(a) Priority Ckle CPR-I). A priority one (PR-l) problem has 
met thresh:>ld criteria or has been escalated frem a priority two (~2) 
l evel. It is a prcb1em that warrants ccntirual K: actioo, periodiC 
fleaCk]uarters IrA review. am ~ S(XlOSOr awareness. Within PR-l ranki~ and 
depl..oyment of rescuroes, the M: supervisor IIllSt consider whether the problem 
is backbone or user related, the cperational iDpact, an:i the duration of the 
outage. 

!. Best, MMe, or TAC Oser. 'l11e wtage exceeds 72 
ex:»: secuti ve halrs. A ~ will be sent rut at the 72 to.lr p:Jint and upiated 
every 48 hcurs thereafter, or as significant develqments occur. 'Dle Ie 
SUpervisor will determine if a deYelqment is considered significant. '!he 
)C oontroller will attempt a It>one update to the user at least every 48 
hc1lrs. 'lhe sp::naori~ 05.M ~ will be included 00 the qeni.ng, upiate, 
and closing m 1IFSSaI}E!:S. A fRJDDary of all open Rl-I user prcblBIIS will be 
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aaelded to the Prcb1 ... Review Board (RIB) mirutes. Any PR-1's closed since 
the last RU! will also be addressed. (RIB defined in paragra{h 3d(1).) 

2. 'I!le ootage exceeds 12 
<XX1SeCUtive tnrrs, or of 10 mirutes or 
Jll)re in me raday. All OliN's will be included 00 the qeU.ng, update, and 
closing PR ...... "'l"". An EHlail update will be released at a minimD of 
every 24 toJrs after qeU.ng, or as significant devel.c:pEnts occur.. 'ltle)C 
SUpervisor will determine if a deYel.cp:Ent is significant .. 

3. An !:S) is a 
prcbl ... tbat serioos1y prcb1 ... tbat 
either denies or significantly degrades service to a widespread pJrtioo of 
the network (e.g., a IIIJlti~ CXlI'qeStioo oo.tage) or a problem whim 
sericusly .iJapact.s JEb,ork operatioos. In the case of a IIIJ1.ti-PSN oongestioo 
or ootage. the iII¥_iate neboork IIIilIla9"r and NJX. .taff .... t be alerted by 
phone CDltact illlDfld;ately. 1he <Ultrolling CIHS Ie will also be alerted to 
the prcb1 ... and take illlllf'rliate actioo to mUfy the iII¥_iate !XXX: element 
and neh«>rk aanager. If OYer1il(pil'M1 regiCllS are affected, the ~ aOO. 
appropriate network manager will be the COltroll~ authJrity until 
r esolved. A PR-1 report DlSt be generated and sent by the CDltrolling M: U-
90al as p:lSSible. An update will be issued fiNery 24 hoors after qeU.ng. or 
as significant devel.c:pEnts occur. 'I!le CDI InYestigatioo REq ..... t (IR) 
Manager will detenti..ne the validity ard initiate rorre.ctive action 00 all 
SS>'s. Specifically, the ~ m Manager will either identify the SB) as not 
being a back..bc.ae 90fbere prdllan or categorize the SSD and open an m. 

(b) PriOri~ Two (1'11-21. A PR-2 prcbl ... has met threslx>ld 
criteria to be escalated rem the pnority three (FR-3) level. It is a 
pccblem that warrants i..Jx:reasing Ie action and initial &niJliIrters OCA 
awareness. 

1. Et:lSt, MmC, or TAC oser.. 'DE OJtage exceeds 24 hours 
but is rot Oller 72-hoors. 'I!le M: will iJPdOte the user as necessary but at a 
miniaD of fiNery 24 hoors via p.one. 'I!le M: will awend all q>en 1'11-2 user 
probl .... to the RIB mirutes. All 1'II-2's closed since the last RU! will also 
be addressed. 

2. pgJ, Mme, 'I7!C, 1ST, Ie, or IIC. 'lhe ClJtage exceeds 4 
b:Jurs but is rot ci.'er 12 h:Jurs; or, if in the same raday there are fClJI' 
CA.ltages of 10 airutes or !lDre, then ~ problen will be escalated to m--2. 
A closing PR will be sent via E-i4ail to the aax_iate distributioo list. 

~. Syst ... SOf-':e or cperat~ Defici~. A 
significant software or qlerating deficierx:y caJJSJ.D;J 5p:)r c:: ClJtages and 
deqradatioo of service. If OIIer:Lawing regioos are affected. the = and 
respective EQ DCA IIeboork Manager will be the CDltrolling authority. EHlai1 
distributim will be made up:JIl initiatioo of a SS> or SD m--2 using ~ 
format of an IR reo IIIIeroatiOO (see paragra{h 5. Olapter 9). 'I!le OCSOO IR 
Manager will determine the validity and initiate corrective actim m all 
SSD's. Specifically. the DCA IR Manager will have 96 hoors to either 
identify the SSD as rot being a prcb1 ... or categorize the SSD and q>en an 
IR. In either case, all SSl Hl's will be aut.cJaatically closed at 96 h:Jurs, 
if rot closed scaler. SD's will be escalated or closed by the a{:PCcpciate 
~ Manager. It> ti..l:e restraint iI(.Illies to SD Hl'S. 
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(e) Priority 1bree (_3). A _3 problen bas ..,t initial 
reporting criteria and warrants initiating IC actioo cud review. '!his level 
of a:ooem remains at the JC level. 

1. Bast, J(MC, or 'I7tC 1lger. 'Dle outage is fran the time 
of initial ootificatioo up to 24 hours. '!he FR will be logged in and given 
a uni.cp! PR rudJer for referencing. 'l1le ally «xxu"entatim will be internal 
K: 1IIiIllaY' ... t logs and reports. 0Ice resolve!, these probl .... will 
be close<l out with the entity's point ofaxltact. 

2. PSN, MrAC, TAC, 1ST, Je, or te. 'lhe altage exceeds 10 
minltes bJt is lesS than 4 hours. '!he ootage will be reported and closed 
out via the Daily OJtage Report. All backbone outages CM!r 10 mirutes will 
be assigned a FR ...-r. 

l. Systen Sofbere or tperating Deficiency. Any sofbere 
or qerati..R;r problem that is mioor in nature bit ~ correctiat will 
increase the operating efficiency of any elE!lEnt of ~, will be qlE!Iled as a 
FR-3. 'Dlese problens will be area and/or subletwork urWpo, and will oot be 
gooerned by GoYerrDellt regulatioo or oootract. If a problen affects DXlre 
than ooe-area or is regulated by eristing doo ...... tatioo, the problen will be­
q>ened, at a miniauD, as a _2 and oootrolled by the OCJ!OC and awrcpriate 
DCA lDi network ~r. 1HIai1 distribJtioo will be _ ~ initiatioo 
of a SSD or !D) FR-3. '!he lDi Sofbere and IR ~r(s) will determine the 
val.idity and initiate oorrective actioo 00 all sa>'s. 'Jhe net\«)rk manager 
will determine the validity of all !lJ)'s and take corrective action as 
nec;e;sary. As stated abcwe, any 9J)'s req.rlr~ changes to curIent 
directives, policy, or net\«)rk-wide procedures will be escalated to at least 
a FR-2 and resolve! by the network ~r. 

c. Prc:ble:a Resolutioo. All actialS taken by the JC to restore or 
iDprOYe service are o:::nsidered steps to prcblBD resolution. 'Jhe a.1trollers 
will take jlllll"rijate actioo to restore all krom ~ related prablars, in 
order of their receipt, by priority. '1'edlni.cal _rt persoonel will be 
called in as ncE~ to assist in resolutioo.. tp;Jating, trac:k:~, am 
reporting the problen is an integral _t of this actioo. 

(1) If the lDi related probl ... is 
suspected to aa»ss line, the IC will ootify the 
aRJlicable 'In.O), [Q field service, or oo-base aqency to initiate 
c:x>rrective actioo. li::weYer, these telecxmlllJnicatioos repair crews may need 
the assistance of the tB: or SA oooe cn-site. 'lhe Ie will maintain frequent 
CQ'ltact with the user to gain additiooal. informatioo. to solve the prOOlem or 
to update the user with any significant changes in status. '!he IC will 
verify that the user is satisfied prior to closing out the probl.... It will 
be ino ........ t upoo the BA. to ~ise their cx::w:anected users. 

(2) PSN, TAC, Mme, ISl', 148, or K:. 'lhe JC will 'l«)rk directly with 
the priJE c:x:Iltractor technical staff, mro, GoYerrment staff, am the 1« 
to resolve badcbone probI..... '!he resolutioo can be as sillple as a sofbere 
"""end to a given PSN or as cx:uplex as a Wal dispatch of '!nO) and priue 
ccntractor perscnnel, in c:xordinatioo with the tB:. 
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(3) Systen Sofbere or Operating Deficiency. 1bese types of 
deficiencies.ay be transparent to ~ user, or the user may, as a result, 
be suffering frustrating prcblB[6 of delay, error messages, or lac:k of 
c:xxmectivity. Pbr SS)'s, the prime axttractor software aperts will work 
with the OCA software managers to firxi the DDSt suitable 9Olutioo.. 
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(4) ta: Assistance. Prq:er operation of the neblork rapices 18; 
assistance be availlible to aid personnel in diagnosing and fixing pcoblEms 
r elated to nodes and ISl"s. Many oo~ are ertended die to site 
assistance not being available in a timely manner, notably at ni<l>t and 00 
week.erds ard tDlidays. LiJlewise, field service persamel are SCJIEtimes 
denied acxess to the site. Also, site assistance is also req..ti.red to assist 
the Me to restart ..,npaent or loop the hast and mdem interfaces. Site 
iIC"X'PSB availability is required at all times for field service personnel; 
pci.or visit notificatioo. will be pl'OY'ided. 

(a) ~ing a ~. 'nlere are three meth:xls for reloading a 
P'SN: teem a cassette, ran a neighbor ~, or frem the NJ. 'lhe cb:>ice of 
_thad depellds en the cirCUlDStaooes in wen the IC D:lntroller filxls the Pm 
and the re_rk. '!he first method, loading fran cassette, will be used ally 
f or the Cj30 at the 0CAa:: or Ntt.. '1he seccn:i method, re10ading fran a 
neighbor, will be used for the IIBjority of the Pm's. '!he third ... thod, 
l oad; ng feart the NJ, will be used \Iiben ciramstanoes dictate that the master 
<XlPY of the pcogr ... be loaded directly into a Pm (e.g., for security 
r easons or for pcqagaticn of a special PSN vecsim). 

1. Ib!n the C/30 PSN to wen the C/70 is hailed fails, it 
cannot. be re1oade,Cfraa a nei9lbor PSN. In this event, reload will be 
"" .. "{~ ished using the cassette. '!he operatiooal and badrup C/3O Pm shruld 
eac:h have an -IMPIm"' tape in their respective cassette readers at all 
times. 

2. '!he backup PSN shoold be in its loader (passive 
s tandJy with li<l>t:S 6 and 2 illlDinated) at all tiDE!e . 1his can be 
itO * , .. ,oJ ished ally by having the -D4PUD- tape in the tape reader. 

3. '!he Pm "SY5I.OAD" tape will not be used unless 
dLrected by the oclia:. '!he tB:: is respoosible for the serurity and 
accessibility of the "SYSUlI\D" tape. 

4. tB:: assistance will be required to place the proper 
t apes in the tape reader and aid in troobleshooting if problBDS arise <llring 
r eloading. 

(b) PSN ~. Pm"""'1 dmpl can be caused autanatically 
by preset a:nfitioos W1thin the progran or be forced by qJerator CXJIIMOO at 
the Me. _ cUIp cassettes are iDp:>rtant tools, used to analyze failures 
and BC{tlisticated re_rk pcoblBDS. '!he following prooedJres will assist 
the IB: in pcooessing a cUIp. 

1. Ensure that a blank cassette tape with the write tabs 
enabled (the tabe located q;{>OSi te to the cassette tape '-3 shruld be 
c10aed over the holes to enable the write functioo 00 the cassette tapes) is 
.,..,ted a'I the ri~t hand cassette drive unit. 
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2. Ib!n a valid a...., has been acxXJ'I,Hshed. the Ie 
a:ntraller will notify the me to r_ that a...., cassette tape fran the 
ri~t hand drive unit. 

3. '!he K: Q:xltroller will give the H:C a <imp oootrol 
n"'*'er that the 18': will write ooto the cassette a...., tape that was r~. 
1be ~ator will also add the ZUlu time and date to this label. 

4. '!he me will then IlDUJ)t another blank tape with a 
write enabled ooto -the ricj:>t hand cassette drive unit fran which the a...., 
~WBSr~. 

5. '!he me will fill rut a m for the a...., cassette. 
including the a...., -ca>trol lUIIber. ZUlu time and date. 

6. '!he cassette a...., and m will then be prooessed 
acxx:>rding to local-site pcocedllres and sent to OCA, ATtN: IXD, washi.ngtoo, 
IX: 203O!i-2000. 

d. ProblBD Review. A lDiI problBD will be reviewed by the awropriate 
~ PRO(s) for diSP:Sltloo (e.g., resolved, needing esca1atioo, or requirin!r 
further inYestigatioo at the rurrent priority level). Chrooic or 
lEhiork-wide probl .... my be reo ..... ended to be opened as lmIeStigatioo 
Reports (]R's). All other unresolved problBDS will ca>tinue to cycle 
thr~ pcabls catet;J>rizatiCrl, restoration, and review Wltil forDBlly 
cJoeed. 

(1) '!he PRB is chaired by the 
<q:prq>riate r:t::X£/NrX: staff representative. 
'!he ageuda and sd>eWle are set by the chairpersoo. '!he PRB reviews all 
PR-l [eplrtsto ensure tiD:ely and oorrect resolutioo, and to dete.rmine if 
further actia'l is [eq.llred to preclude recurrence. 

(a) _tor:r and 9*ional _rs. '!he DBndatory ...mers of 
the FRS CDlSist of, at a muti.nu:n, a OCK:J::.!N:J::t::. representative, the 
appropr iateI:1:6 netwrk .aanager I the JC manager, and tre AI Adninistrator. 
dlesignated alternates may fill in. tut the DEeting IIIISt be chaired by a 
GoYernDent c:peratiCllS representative. cptiooal IIEIIilers may include: the 
[DJ software aanager, the ~ IR manager, statistical analyst(s), 
te1ecxmu JmcatiCllS caltractors, field service representatives, network 
operatioos analyst(s). software _rt specialists (fireficj:>ters). and 
service and kpry representatives. 

(b) PRB COndlct of 9.>siness. '!he m Mainistrator "ill 
distribute the agenda to the PRB iiieIItiers no later than 2 working days prior 
to the up-ccming DEeting. 'nle time am ..,tIm of delivery for the agenda is 
at the discretioo of the PRB chairperscn. As part of old business. the PRB 
will review all problBDS left unresolved fran the last DEetirg. All 
pcoblE!118 CIOCUI'ring since the last 8m will then be di scuseerl as part of the 
new business. '!he PRB chairperson will atteJpt to develq> a consensus 00 
the d i sp1Sitim of each pcOOlem. If a CDlSeIlSUS is oot (XlSSible, the PRB 
c:ba.irperson will determine ..nat acti,.,(s) will be taken. All user 
ncxaoancurrence or escalatioo recpests will be o:nsidered prior to making 
final diBp"lBitioo. '!be em mirutes will reflect the board's decisioos. 
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(c) RIB Tasking Authority. 11le RIB chairperscn will have 
final authority to direct or rEq.leSt action be taken by the servicing and 
SIJ[P::>rting CDltractors or GoYeI'1'lIlel1t organizatioos. '!his autrority will 
cxx.p1y with CDltractual and GoYerTllE!llt restraints.. 'lhe PRB dlairpersoo may 
also re:pest escaJatioo to. and ~ of, an IR .. 

(d) RIB Mirutes. 11le mirutes are the after action report of 
the 8m, detailing the dispasitim of each problBD di901C!.spd. Fach entry 
will iIclude the probl ... identification rud>er. the date probl ... reporting 
was opened and cla;ed, and a SllIIJBry narrative of the prOOlem, it's 
resoluticn. and any subsecp!nt actions as deteIlllined by the FRB. 11le 
minltes will be distriruted within 2 ""rking days of the FRB meeting and 
will iIclude the tm. and place of the nert meeting. 

(2) Probl ... escalation. 

(a) Cirarit Restoratioo Priorities .. 

1. 11le National Cam'nications SysteD (K:S) Circuit 
Restoraticn Priority System aR;Uies to txmII1nicatioos cirruits of Federal 
GoIIertlllent departments and agencies. to include OCS circuits. 11le RP system­
is desigrei to identify the order in web order cirruits shoold be restored 
in the event of a failure .. 

2. '!be RP I S assigned to IDl ciralits are based 00 the 
criteria establistei in ~ MelJ:Drard.Jn RDber l~, lCS Cirruit Restoratioo 
Priority Systan, and [tj) Directive C-460S.2, Restoratioo Priorities for 
Military CcmgJnicatioos Olan.nels. 

3. 'lhe prc..,:dllres for requestirw:J assigrment of an RP for 
a cirarit and obt:aIning the necessary N:S certificatioo are ootlined in OCAC 
310-130-1, 9Jlmissioo of Teleo "".micatioos service ReglJf'Sts. 'lhe request 
for RP assigraent is an integral part of the Telernrmmicatioos service 
Pe;r_t (TSR) for the circuit. 

4. RPls are considered c:1lr~ proolem resoluticn. 
»wa1atioo to a hi~ Ie priority oorresponds directly with the assigned 
RP. 

Interest 
(b) Hi~ Interest Telf'<XJIIII.nications (HIT) and Special 

lSI) ll:aIIs. 

1. Critical cirOJits aoo. facilities are identified in the 
DCACC HIT and SI lists to ensure proper functioning of the ne~rk. 11lese 
l.ists are dIM!lq>ed and issued by the respective area = el ....... ts. 

2. 11le K: exami nes the HIT and SI lists upon initial 
identificatioo of a network problem. Tnmedj ate escaJatioo to a m-l is 
standard pcCX)F!r(\lre for these entities. 

(3) Probl ... Close Cllt. 11lere are """"ral ... ys a problem my be 
clOSEd out. _ are deta.iled below. 
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(a) JC Actien. '!be JC will clcee the ffi ..t>en the problem is 
resolved. All reo 'H'Hded closures will be reviewed am cx::ncurred with by 
the FRS. Any c1cwplI'es oot receiving Hm CXXlOJI'renoe will be re:pened under 
the old ffi IUIiler. '!be JC will close out the problem with the affected user 
or network: entity am the ~opriate1:!UD, Field service, or lR:. 

(b) Discreti~SOf~e ~t. '!be JC ... y field a 
software patch to solve an lIIIIiPdiate operatiPrOOlen a'lly if the prcblE!Zl 
has been reported as a FR-l am a r_t for the opening of an IR-l or IR-2 
is sent to the IXSlS IR '""""9"r. '!be depl~t will be ocaJOelted in a 
dj scretionary network ~ acticn notice (OISN:AN) within 72 hcurs of 
~t am IIIlSt gain OCA awrOYal wi thin 96 hours to reDBin deployed en 
the subnetwork or nebiork. Failure of the IEb«>rk IIBIlaI}er to ~rOYe the 
patdl by Network Clange Directive (10)) will result in inmediate removal. of 
the paten by the JC. A verbal ertensien my be given to the JC for the 
cx:nti..rued use of the patch, bJt an N:D DIlBt be j ssued to aake the patch a 
permanent d>aB:je. '!be JC IIIlSt sen:! an amerdod D:rstC\N if the p>ten is 
rea:JYed. 

(e) ~ of an IR. '!be IR prooedures ccntained in Olapter 
9 .. de:scribe the II: aoo OCA req.rirements in initiating the IR process. cnce ­
an Dl is opered, the m will be closed crces-referencing the IR rep:>rting 
n""""r for fol.l.cw-al action. 

(d) =!lIO:CJl!etwork Manager Actien. At any ti.ae the 
cqpropriate area netw;,)rk oanager, in c:nlSU.ltatioo with rx::x:c./NJX staff, my 
direct the clcee out of a ffi. '!be =!lIO:C staff representative, ..no has 
been delegated the 8m chairpersco respoosibility, may also act to close out 
a preaature or i..no;)rrect PR. U such an actioo has been taken, then the 
final. entry en the ffi will detail ..no ordered the clcee out am the 
justific:atioo for this actim. 

e. Prttllen Feed>acit. All closing actions will be coordinated with the 
affected user(s) to verify problen resolutien. EOrDBl reporting will be 
on-""9"ing and is reviewed in p>ragr"l*! 4, below. 

4. 
for 

'!be following reports will be rEqUired 

a. ~~f. All D:6 bac::k.bale ootages, either scheQ.lled or 
x in acxxm~ance with OCJIC 310--55-1. In additioo, 

au. MIU£r and aH'!n unsche<illed outages will be ocaJOelted in a Daily 
OUtage Rl¥>rt, <DIpiled and transmitted via 1HIai1 by the ;qprcpriate JC. 

(1) '!be fOrDBt with explanatory notes for the Daily Oltage Rl¥>rt 
is """"" in Figure 7-3. 

(2) All IDi bad<booe entities will be reported en if they are 
identified as SI or HIT entities and rep::>rti..B] is deeilM necessary by the 
cq:prcpriate IXXX: elenent am respective theater network '""""9"r. 

b. ProblEm Reporting. &>ch cperaticnal probl .... ..rum is identified by 
or to tiE II: or Troobl.e Desk, is Jo:Red with a wtiqle identificatioo IUltJer 
and doo-..ted according to the proadJres outlined in p>ragr"l*! 3 of this 
d>afPt"r. '!be ffi fOrDBt is sinon in Figure 7-2. 
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&lbject: <'Dleater-Neboork> llBily OJtage Report for <day-mn~ 

lCm: Line and _ ootages of less than ten (10) mirutes and Line ootages 
that are the result of tbie outages are not displayed, rut are 
nevertheless counted in the statistical smnaries (MIFB, MrlR, etc.) 
at the end of each sectioo. 

--Lines--

Line <device> (<naue», <class>, serial' <CCSl>: 
<day-mn~ ""<down time>"<>lp time>"" <dlratioo> """ <reasoo> 

$$<mU> j\M(S<narrati ve>$$ 

9mnary: 
downs <total times down>. peroent down <hours ~ 1n1rs> 
MmP <tiDe>, Ml'IR <time> 
mach.i.ne InJrs <rud:ler lines x 24 bJurs>, hours down <total down time> -----

IIbde <device> (<ncIDe», <class>, serial' <FI\CID>: 
<day-mn~""<down time>"<>lp time>"""<dlratioo>"""<reasoo> 

$$<mU>j\M(S<narrative>$$ 

9mnary: 
downs <total times down>. peroent down <hours down/machlne 1n1rs> 
MmF <tiDe>, Ml'IR <time> 
machine h:l.lrs <ru:ItJer lines x 24 toJrs>, toJrs down <total down time> 

--- TloC's --

TAC <device> (<naaE», <cJass>, serial' <FACID>: 
<day-mn~ ""<down time>" <>lp time> """ <dlratioo> """ <reasoo> 

$$<mU> j\M(S<narrati ve>$$ 

9mnary: 
do.ms <total times down>, percent down <hcurs down/machlne hcurs> 
MmF <time>, Ml'IR <time> 
machine In1rs <ruDber lines x 24 1n1rs>. In1rs down <total down time> 

--



7-16 
IlCJ\C 31G-P7G-Sl 

--IC's--

K: (<name». <class>, serial t <FACID>: 
<da}'"1lDlth-)'ear>" <d::Ml time>' <up time> ••• <dlratioo> ••• <reason> 

$$~jlM(S<narrative>$$ 

9mnary: 
d::Mls <total times dam>, percent dam <:tnlrs dcMl;'machine ho.lrs> 
MmF <time>, Ml'Dl <time> 
madline halrs <l'UJi)er lines x 24 lnlrs>, tnlrs d:Ml <total cb.m time> 

tbte: RFJ\1Dj FCI! <IlTJ\GE (Aro) <IDES 1Y\KEN H04 OCI\C 310-55-1. 

Dld of <'1heater-NebiOrk> Daily Oltage Rep:>rt for <da}'"1lDl~ 
• <end of report> 

Fl<DUl 7-3. IDi IlhlLY <IJrJ\GE RERRr Rl1MAT (contirued) 
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<device> 

<class> 

<date> 

<down time> 

<up time> 

<duraticm> 

<reason> 

$$ 

$$ 

= 

KEY 'ID '!ElMS IN FlG:l1E 7-3 

liner node, or ~ number: ~l~ for line 1, -39- for 
node 39, -7- for ~ 7. 

7-17 

= For a line, enter the Facility ID (FACID) codes for 
the terminatioo/end p:>ints, e.g. , JC)5-M65. For a 
node and TAC, use tre geograpuc loca.tioo.. For an 
te, give the I"IiJaE of the te. 

= For a line, indicate line speed. Fbr a node, 'DIJC or 
te, enter the type of e:,pi.pDeIlt (e.g., C/30,I.SIll, 
C/70) • 

= For a line, enter the CXDplete 8-digi t cx:::s:> assigned 
to the line. FOr lines that do not have an assigned 
(XS), use the format LlJrE"'". (where· = net:w:>rk, 
e.g . , MIIJ£l'; 'tl = Line f'UItler).. For exarple, 
LIHMl18. 

= 

= 

= 

= 

= 

= 

= 

= 

FACIO for the ocde, TIlL, te. 

9 character field of the form~: for 
example: 1~an-87 . 

Time in form hh:DID; for exarp1e: 12:30. 

Time in the form hh :DID. 

In tnJrs, of the form hh:am. 

Qle of the folloong reascos: CableCUt, 
CarrierProblan, ClearedSel f, Cleared1'est, 
Dlvironuent, FacilityPrablBD, lsolatioo, ~tiD1' 
Bardware, MicrowaveFadi.ng, flbdemPrcblem, M=rleI'kwl, 
<::p!ratia.s, 91, PQ.erFail, Repairs, ReleasedI'dIn£D, 
Retrofit, s-Bardware, s-50ftware, SJl'esting, 
SiteIQ.1er, Software, SystBJiU!loc, CInkr'om, am 
Version Clange .. 

-

Denotes start of the Reasoo FOr n.tage (REO) CXIde and 
remarks. 

n>ter the 4-digi t REO CXIde that 
and descriptioo of the wtage. 
310-55-1, C!apter 3) . 

reports the location 
(See OCA Circular 

= tb:'Jassified clarifyi.n:l narrative. (69 characters 
per line,. w'llimited I'UItler of l i nes.) 

= En:! of 55-1 idicaticn. 
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C 6 OCAC 350-135-1, Defense O::nmercial 
ct_IIlJUC 8, provides prCo:>(}UTes for 
prC05"ing and ED FOrm Use of [eased 
o:"'xlJmcaticw!s Facilities). OCI!C 350-135-1 prexBlures are DDdified as 
fOllOWS: 

(1) The respooswle IC will subnit a ED FOm 1368 to !HID to 
cbnwrent interrupticns of Jll)re than 30 mi..rJJtes of service on the 
«i ""ercially leased ISl"s. 

(2) The IC located in the same geograplic area as the aD or CKl, 
will sutmit a ID FbrIIl 1368 to dcx>me>t exten:led (1IIinUuD of 2 hours) or 
f requent interruptioos to leasM h:lBt or terminal access cirruit service. 
'lbe CIRlCqriate neoork manager will deteI1lli.ne which user aC'X"'PM. circuits 
will be rep;:>rted. By 1 OctdJer 1989, all acxPSS cirarit ~t 
resp:xlSibilities, to ircl.ude rep:>rt~ interruptioos of leased serviCle, will 
transfer to the a.M service Organizatioos aoo. Jl:1) Agencies. 

~~~ 
of staff, lhified am Specified crmnaOOs, the and other 
addressees, with essential informatioo on the glcbal lXJIIIIlnications 
situatioo within tre lX:S. CXMSTAT Ieplrts are Iec;p..llCed in acx::ordance with 
DCA Instructioo (0CAl) 310-S5-1. 

--
(1) axsror rep;:>rts are required 00 MJ:JN::r am 00NE!l'l failures that 

meet the establisred rep:>rt~ criteria. ~ ~q>riate KJ:r. Ie's are 
r esp::*lSible for providing the informatioo Ieqli.red by IX'AI 31D-85-1. 

(2) a:JGQl' rep:>rts are oot rec;p.dred for failures CIl IliNEl'2 or 
D5NET3, tDr.,1eyer, the exmtroll1.n;J K: is required to provide the same 
information to the OCJILC SysteIE Control Officer (9:D) as 9CXXI as a failure 
JD:!ets the <XJI6'mT criteria. 

(3) CDISTA.T rep:>rts are required 00 MIUEl', I&Erl, IS£l'2, and 
llSI£I'3 failures that JEet the established IE!(X>rtin3 criteria. 

(4) 'lbe OCIICX:, N::IX'; EUrq:e. and N:I:X:, Pacific are responsible for 
preparatioo arx) sutmj asian of a:JerAT and a:tEfOl' reports for their 
r espective areas of resp:msibi1ity. 

e. For tb:lse problem that are c:nlSidered to 
contain reporting will be a<XX1!pl ished by l\I1lU)IN, 
cross-referencing the assigned PR _. The unclassified ~1 will ally 
cross-reference the OR; of the ADICDIN nessage in tl'e ~ CF PfI:BB4. 
Section of the Hl. Dlder n:> ciraastance will the M: release classified 
information in an unclassified E-Mail PR message. 'Ihe SO) will ooordinate 
the AlmDIN p<oblen rep;:>rt message. 
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1. General. '!his dlapter briefly reviews and suwleuents the Investigation 
Request (IR) process outlined in the Q:nfiguration ~t (01) Plan for the 
DE. 

2. InYestigat~M!Sts. IRIs are OOnllF!lted investigations of escalate:) 
operatiooal pr~. rBpiring additiooal technical aoo,tor managerial 
resources to resolve or Wric::h need subnetwork-wide ~aoentation. 

3. IR types are classificatioos of pccblE116 

91 - System SOfbBre Deficiency 
BI - BardoBre Prable1113 

or fiIlllrBI'e) BY - SystElll Problems (hardware, 9Ofbare, 
CP - System <¥ratiooal Deficiency -a. '!be first three categories (fI!f, 1M, and SY) will be the respc.asibility 

of the cx::I\tractor to determine if the prcblBll resides in the software, 
hardware, or a cx::ai>inatioo SUR,llied by that cxntractor. 

b. '!he last category (CP) is the re5(XlrlSibility of ocsm to foDl1ll.ate a 
resolutioo and aa:end awrq>riate IrA pJblications, if OP(ESAAry • 

.4. IR Priority LeYels are established 
·'Olr«y levels and their associated 

reporting are presented Table 8-1. '!he Ch'Itractor m Manager aids 
the submitter of the IR ''''',I,erdation in setting an awropriate priority 
l.eYel.. '!he ocsm IR Manager retains final authority for initially establishing 
and,Ior subsEquently dlanging the priority level of each m within these 
guidelines . 

5. '!he following step> prOl1icle the m 
: .roati,on through IR closure. Figure 8-1 

prOY'ides an IR pE"cxEdural fl.c.J.l chart. 

a. Any ootage or occurrerce rep:>rted in a At which results in a patch or 
1iJ<e IID1i.fication to the cp!rating ne_rk (oot including euch changes as 
c:c:nfi~atim or paraxeter changes) or \Ilti.dl rBJrires further investigation, 
will be forwarded to the CXX'ltractor IR Manager as an IR re' "IIHdatioo. In 
addi tioo, the Ox1tractor IR Manager receives IR res ""HdatialS feem the r:c&6 
m. Manager, the 1C'5, the contractor techni.cal staff, and the OCA cperational 
staff. 
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'D\BE 8-1. PRICIUTllS KR INYESTIGl\TIQiI RJUJtSlS 

Priority 
Level Definitioo. Respoose Reporting 

1 lJGNl' 24hr/7day wk; Daily (working days) 
Severe and widespread preBlpts lower and DDlthly by EHlail. 
iDp:Ict at qJeratioos pciorities. 
is ocx:urr irvJ • 

2 CRITICAL 24hr/7day wk; weekly arXI lIDlthly 
BiglUy prcbable that preBlpts lower by EHlail. 
ilIp>ct m operations priorities. 
will 0C0.1I'. 

3 lImY IMIUm\Nr RJrmal ~rk week Itxlthly by EHlail. 
_t prcbable that (Itxlday thraq> 
a severe .i.apact at Friday) • 
operatioos will ocx:ur. 

4 IMRRrl\Ilr tbrmal w:lrk week. Itxlthly by EHlail.-
BiglUy prcbable that PreBlpts lower 
reO M"'lI'!d performaoc:e is pciorities. 
or will be aperieoc:ed 
by a significant groop 
of users. 

5 IHIJMNIENl' N:lrmal 't«)rk week. Itxlthly by EHlail. 
Scmewhat prcbable that PreBlpts lower 
redtv:ed perforuanoe is priorities. 
or will be experienced 
by a groop of users. 

6 DmJIESTlNi IOrmal work week. Itxlthly by EHlail. 
Clanges that ilIp>ct Badtgrowrl tasks. 
reliability, efficiency 
testing, etc. Miror 
oorrectioos wittx::ut 
fwlCtimal ilIp>ct. 
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PROBLEM 
REVIEW 
BOARO 

IR-MANAGER • DCA STAFF DCA IR MANAGER • 
PONTRACTOR 

CONTRACTOR STAFF_ _ MONITORING CENTERS 

DCA 
IR-MANAGER 

OPEN IR 

1 
DCA TECHNICAL STUDIES )1 

REVIEW REVIEW AS NEEDED -
. I DCSDS e O.fRActO l! '~ 1 

APPROVAL 
011 III CO .... IIID 

0"'0' '''0 11 

1 Dispositions 1 

I INITIATE • DCA • 
INITIATE FORMAL 

NO ACTION ~H"NGE REQUESTS 
DISTRIBUTION OF CORRECTIVE 

INTERIM SOLUTION ACTION 

1 1 1 1 

• 
, .............. , .. , .. 

DCA 
o I SA P P ROV" LI •• ------- L-'.:':":.r:..:.:---' 

........ . . , .. ae ... . 

CLOSE IR 
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b. 'lbe O::.wltractor IR Manager reviews the rec:xmoeOOatiCXlS for cr::mpleteness 
and apprq><iateness. m r .. ' IIIIeldatioos ..rum do rx>t provide <XIIplete data 
will be returned to the sul:mitter for additiooal informatioo. '!he Oontractor 
JR -.ager then c:cordinates with the tes:6 m -.ager for approval to q>en an 
JR. 

c. All IRis ~0!i0"ed by t..OO ron; m Manager are then issued in an IR 
rep::>rt. '!he CDltractor IR Manager provides the initial IR rep>rt aoo. all 
updates to the tes:6 m Manager via 1HIai1. '!he initial m report includes a 
pciority assigned by the Oontractor m Manager based 00 irp.lt fran the 
initiator and any other available informatioo. {klless the = m Manager 
c:IlancJes the priority level within """"" working days via 1HIail, the priority 
assigned will be cx:asidered oorrect. 'Ihe IXSl3 IR Manager pl'ovides an 
expl anatioo by lHIail to the Oontractor m Manager """" the establistment of a 
pciority level differs fran that reo .... elded by the Oontractor m Manager. 

d. '!he Oontractor m Manager c:cordinates assigrJlHlt of tectuUcal. staff to 
1ead an inYestigatioo and establish a achedJle for resolutioo. As an 
investigatioo progresses, the technical. staff may plan tests and studies as 
~Oed. 'lhe QJntractor IR Manager IID1i.tors all tec:hnical staff actioos for 

- -- i:ncl.uaioo in IR Iep:>rt uplates. 1be a:.ttractor ·IR Manager also oorrelates ....... 
lR's acTaas all subnetworks to ensure solutialS are ~icable generally, and 
not subnetwork. UI"l.iqJe, \lihenever p:lSSwle. If a case sb:uld ar ise ~re 
subnetwork uni.(JJe actioo is desirable, the IR report will specifically state 
that the situatioo is subnetwork tmique. 

e. As the investigation proceeds, the results are reviewed by the 
OJntractor IR Manager and technical staff management, and ale or DDre of the 
f~ disp:sitioos are rec'''''Hded: 

(1) 

(2) Initiate a formal dlange r_t. 

(3) Initiate distri.bJtioo am interim. solutioo: 

(a) Software patdl/uPgr_. 

(b) Bardroare l')}gineering Olange Prev-1 (EI:P) actioo. 

(4) ","""'ed OCA take actioo. 

f. 'lbe t'CS[6 IR Manager, ard ~rcpriate OCA staff, review each 
reuilliedatioo. For ex;mple, the OCN Q)nfi~atioo. Q:rItrol Group (CIIi) 
reviews and ClR>rO'leS all IR generated software ard hardware c:I'\arges. OCA IS 
concurrence or rorx:oncurrenoe of the re' i111edatians is then forwarded by 
E-Mail totheCOntractorIRManager.AnIR reo ""rl'Jdatioo will include the 
f~: 

(1) alIJIIi.tted by (include 1HIai1 address). 
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(2) DON network and site. 

(3) SUsp!cted IR type (91, Iii, sy, CP). 

(4) Suggested IR priority level. 

(5) Points of contact to reoei ye all IR oorrespanclenoe. 

(6) A detailed explanation of the problen, including past history and 
aurent status. 

(7) Oescriptioo of a w;.)rkaroond if available. 

(8) Description of tow this problBD can be reproduced, if krom. 

(9) Software versioo involved, if knJwn. 

(10) References (e.g., PR's). 

(ll) An __ set of any bad<-up data available (e.g., neUog 
printwt, dJIps), if mailed. If IR reo iiilHldation is transmitted via AlJIWr. 
or E-Mail, forward this informatioo via mail. 

g. 'lbe Contractor IR Manager then closes out or revises the IR Iep:Jrt 
acxx>rd.i..rK] to received OCA directioo. 

6. Investigation Request Rf;P?rting. 1he Contractor IR Manager is responsible 
for the folla.ring IR report>.ng: 

a. 'lhere are three periodic rep:>rt~ cycles for individlal IR reports. 
'Dley are: (1) daily (workiog day) reports for priority level 1, (2) _ly 
reports for priority level 2, and (3) IIDIlthly reports for levels 3 tbroogh 6. 
(See Figure 8-2 for exaq>l e of an IR Report.) 

b. In additioo to p!:riodic rep:>rting, individJal IR reports are sent via 
E-Mail any time an IR is resolved (recu'lilf'1'ded closed or clo&ed) or a dlange 
C:::W:Olrs. 

c. Each quarter, a surrllljUY list is sent via E-Mail of all IRis qe\ at 
the applicable priority level except as follows: (1) If no IR'B at that level 
are cpen, JD IE!p)rt is sent. (2) In the event that there are fewer than five 
IRIs q8\ at the priority 1 or 2 level and all tlxlse IRis will be represented 
by a full report, a BllDMry will rot be sent. (See Figure 8-3 for an exarrple 
of an IR SllIII!ary Report.) 

d. 'lbe Contractor IR Manager is also resp::l1Sible for prcwiding status in 
the oontractor's IIDlthly project status replrt. All IR Slmnaries and reports 
generated c1lring the IIDlth are included in this rep:>rt. 
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Rep:>rt CIt IIlliestigatioo Request .: 
Date of Aep>rt: 10/23/86 

IRB6--{)05~ Report.: 1 
Priority: 3 

Rep:>rting: open 

IR Title: 'D\C crashes rue to lest data blocks 

"''''''''Y of PrOOlBD: 

&lro-KIUrEl' JiC has reported that several EUropean TN:'s (FKTIC, BL'IC, IIMOC, 
and 1IN2'lI:) have crashed periodically. l'l\C-iULIEr K: has alBO rep:lrted recent 
'l7IC crashes. 

BIHl: caat>ddge Software ~rt has isolated the 'D\C crashes to be a result 
of the 'D'IC rwuting rut of Pm's (Protocol Data mod<s) or lEIU('s (M "_ Data 
B1 CX'b) . Mlen a 'IW: [eoei ves a 'lCP Reset message frem rosts for a p:lrt which 
is in a ClaIing: state or Sync-Received state, it does 0CIt return to the RE 
a5.9CCiated wi.th the message to tie free PlII~. A In) is lost each time 
this OCD.lIs. 'Ihe 'rAe eventually cr~ when there are no )lDre PIE I S a\ ~ 
f ree R:S <JleUe. 'Ihe PIE's remain loot until the TAC is reloaded. 

']he prOOl ... has been corrected in a patdl to 'D\C 113 ..tUdl properly returns 
PIE's to the free P£B ~. 

CUrrent Status: 

10/12/86 rep:lrt (fl): 

'l7IC 113 (5011-001) corrects the probl ... of the 'D\C crashing We to this data 
bl.odt ~'-1t prablen. 

Pending Actions: 

HHr will silboj t this Patch, TttC 113 (SOOl-OOl), to the ~ ax; for 
approval./dj sarprOYal for inclusion 00 the ~ shelf. 

Date <p!ne!l: 10/23/86 

Reasal for CFening: (HI or other): H186-{1l88-FHC-9I 

!D"nWlE ('D\C 113) 
mlOM, PR)"F' 11RAL) 

Additiatal Points of cootact: (otrer than standard list) 

All correspondence abrut this lR sInJld be copied to all addressees of this 
JlESsage. Additional infomatioo is available en [EqJeSt. 

FIGmE 8-2. EXAMPLE DNESTIGATI(ti RBJ 1fSl' RERRl' 
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'I!le IR identificatioo _r is logged by the contractor IR Manager and is of 
the form IR (year) - (I) - (nel:w:>rk) - (type). '!be year and sequential lUlt>er 
together prOY'ide a unique identifier. 'Dle type a.rd neo.ork infOIDBtiOO are 
used for sorting am reference .. 

'lhe rep:>rt lUIber is increDEllted by one ead1. ti..IIE an IR re:p>rt is issued by 
the contract IR Manager. 

In the case of the closed IR Rep)rt, if an actioo is required to re-open the 
report, the heading will show ~ and the report _ring will 
c:xmti.nJe SlXXJI'SSively frem the last entry .. 

Priority leIIels are defined in Olapter 7 of this cknment. 

'lbe rE!(Drting entry indicates lrI1hether an IR is a new inYestigaticn to be 
opened, an up3ate of a previcusly cp!fled IR, a closing ree, ""endatioo, closed, 
or re-qeled. -'lbe IR title is a brief descriptioo, partirularly useful for Slnnary reports. 

StmMry of the problBU is a ccncise description of the prcblen that usnally 
s tays the same while the IR is q>en. 

'lbe current status field cn1tains a series of date(! entries, latest first. 
'D1ese status entries acoJjulate so that each rep:>rt essentially SJ.J.ts1lES the 
lats. 'lhis field CDltains informatioo about the status of an i.nvestigatioo 
including Solution _rs and Patcll _rs. 

'I!le pending actioos field identifies what nert steps need to be taken and ..ro 
i.s resp::IIIsible. 'lh!! eqtlasis is 00 jlJlllf'diate actioo itBIB. 

Additional points of contact are tbJse WlO wish to receive repJrts en the 
partiallar JR. 'l!le standard list CDlSists of tb:I6e auth::>rities and functiooal 
representatives whJ wish to receive all IR rep:>rts. In BaDe cases, a perBa'l 
an the standard list ""Y also be called rut as a FOC to cknment a special 
interest in an IR. 

-Dle remaining fields are self~ anatory a 

. 
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~IRls 

m_r: 
m Priority: 
m Title: 
JC R>s j IIIIer&ng IR 
Date~: 
Date of last Report: 
Last Report !bIi>er: 
status: 
m Actioo Group: 

m M.miler: 
:IR Priority: 
IR Title: 
JC R>s j lljieding IR 
Date ~: 
Date of last Report: 
I.ast Report !bIi>er: 
status: 
m. Acticn Group: 

FR1UU'lY 4 

m a.ut>er: 
lR Priority: 
lR Title: 
JC ~ ,",exlirq IR: 
Date~: 
Date of last Report: 
Last Report !bIi>er: 
Status: 
m Actioo Grwp: 

Date of Report: 11/24/86 

IR86-0055-MIUiE:l'-SW 
3 

OCAC 31Cf-P7Cf-81 

Tl\C crashes We to lost data blocks 
OK: 
10/23/86 
10/31/86 
2 
w change. Tl\C 113 (SOOl-{)()l) sub 
Cal.tractor 

IR86-{)()5(}-KIll£l'-SW 

3 
lIP PSN drops packets 
OK: 
08/29/86 
09/25/86 
2 
w change. PSN 6.0 P54 
rcA 

IR86-o011-KIIml'-9i 
4 
HJ 6.0 verllDlist - all in glcbal dlJIpI rore 
OK: 
03/13/86 
10/31/86 
3 
w change. HJ 6.0 P26 (verllDlist) 
rcA 
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'llle IR rud>er 

'llle IR priority 

'!he IR title 

Ie reo, i1i'E"'Kling IR 

Date the IR was opened 

EXl'lJ\NMU!Y II:mS FeR I'ICDIE 8-3 

Date of the last IR rep:>rt (ard. therefore. the last status dlange) 

'llle last rep:>rt rud>er 

'Dle IR status, ..udl includes b«:> entries: 
(q,en. update. closing reamrendation. closed. or re-q>ened) 

8-9 

A short text field describing the current status (Le., waitin:l for next faG • 
rel.ease, patdl into test, etc.) 

IR action groop 
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1.. General. '!his dlapter provides procedures am guidance, and defines the 
CXXltrol responsibilities for I:I::ti sofbare CXJnfiguration oanagement .. 

2. ~. 

a.. IX".A is rot responsible for any software associated wi th user 
ecp.llpEllt. SOftware for such Eq.Lip1El>t is the sole resp:x>sibility of the 
sp:lI1SOring MIILi:P or agency. 'lberefore, unless otherwise sp;!Cified, the use of 
the ~rd sofbBre in this chapter is referriR:] to .em backlxlne sofb.are. 

b. All software used in the OCN backlxlne is the responsibility of OCA. 
Requests by MIII»P' 5 or agencies for changes to the sofbere are forwarded to 
OCA for review and awrOYal. 

c. Distri.bJtioo of the doc"rpntatioo. pertinent to the software is limited 
to th:se GoYeI1WlBlt organizations with direct SlJRX'rt responsibilities. ..... 
Requests frem other organizations shall be directed to OCA, AT.lN: IX:RA, 
washlnjton DC 20305-2000. 

3. Defense OTmr"nicatians Agency (OCA) Re:lp?lSibilities. 

a. Provides the overall deYelq::aelt, inplenentation, maintenarce, and 
manage:xent of IX'fi software .. 

h. Ensures Independent Verification, Validatioo, am Test (IW&T) of all 
revisioos, enhancements a.oo. changes to the software .. 

c. Provides quality assurance 00 all asSJm=>d or acquired software. 

d. Directs the awlicable )C's to install and deploy software. 

e.. Reviews for awroval all discretiooary software changes made by the 
M:'s. 

f.. Provides a focal p:>int for software recxmnendations and re;p.lirE!ll'ellts .. 

g. Provides advance rx>tification to Iki) activities am other awrcpriate 
agencies of any sofboare actions well 10lld ~ systems connected to the 
OCN. 

h. Defines and prCNides 
certified interface devices. 
testing. 

the MIILlEP' 5 am agencies wi th a listi~ of X. 25 
In aOtitioo, OCA prCNides for X.25 certification 

i. o:n1Icts audits aoo reviews of the oonfiguratioo management rea>rds to 
ensure that the required software configuratioo is maintained in the network. 
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4. Jb1i.toring cmter (te) Respxtsibilities. 

a. Dlsures software deficiencies are prq:erly [epJrted as HIts or IRiS. 

b. Maintains netw:>rk a:r\figuratian a:ratrol data. 

c. Re~"ests deplo:,oaent of software dlanges ard Ie data base dlanges frem 
OCA via an tOl. 

d. Cl>tains. installs. ard deploys software as directed by DCA. 1be DCA 
directicn will be via an Ml>. 

e. Mltifies OCA of installatioo and deployment CXJIPletion, via an leAN. 

f. Deploys .... rgency patches ard diagnostic software. Advises DCA within 
the defiIBi time limits via a Discretlooary N:AN. 

g. Performs software audits ard revi""" as directed by DCA. 

h. Acts as the central CXX)rdinat~ authority with the l6:'s and ..... 
~qriate Service and/or Agencies on the installaticn of software. 

5. Prime SOftware Q::mtractor ~lSibilities. 'lhe prime software contractor::, 
as directed bY IrA, is [esp1IlSible for the deSign, develCJ(JIBlt, testiD1. 
iDplementation, oonfiguratioo manageaEIlt. and routine aaninistratioo of the I:.I:fi 
sofbere. Specific [esp1IlSibilities include, rut are not limited to, the 
following: 

a. DeYelops and maintains software ca\figuratian rranagement dexurentatioo.. 

b. DeYelops ard maintains software inventory, inventory ac.x:omting, and 
update rep:>rting, in CJX)rdinatioo with OCA. 

c. Prepares and maintains a lIN software Oll101el\t library of ~rOYed 
itea:s available for distrib.ition am installation. 

d. DeYelops ard moments DCA awrOYed dlanges to q>eratianal software. 

e. Ellercises daily oanfi~ation rranagement OYer all software deIIe.lcpoent 
activities, in CXIljunctioo with OCA. 

f. DeYelops, executes, and evaluates Blergency correctia1S to rep:>rted 
deficierx:ies in the software. 

6. O::nfi~ation Manageae\t (04) for the lXN 
aJOtrol OYer the neb«>rk and its (I "1* -"leJlts as 

they exist and as they change. ClI for lXN software is divided into two areas: 
(1) Network 0 "I'"eat O::nfi~ation ""'->t. (2) ~ratianal Network 
Confi~ation ""'->t. Fi~e 9-1 depicts the !IIi 04 OYerView. 1be software 
management structure is shown in Fi~e 9-2. 
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a. Network Ch!p'!lent COnfi9W"aUoo ~nt. Ne~rk ex "IO)e!lt CM is 
basically deYel.opDental.. In this area, the prJ.JJJe sofn.are contractor works 
with the JllBlbers of the IXN co:; to review, a(l)C(NIe, and <\xl ment all new 
basel ine sofboBre releases, and suheecp!nt patd>es to these releases. 

(1) ConfiFatioo Oxltrol Group (=). OCA's formal. review and 
~0Yal or di sawrOYal Of changes to the 9OfboBre baseline is acxnpJ ished by 
the =. '!be = performs the foll""ing functioos: 

(a) Reviews and apprOYeS changes to the existing sofboBre 
baselu-, ensures that the changes are pcoperly iuplemented and tested, and 
ensures cDonentatioo changes are acxraplished. 

(b) Reviews changes to sofboBre to dleck for SEOlIity iDpact. 

(e) Manages formal records of all changes to the system. 

'd) Dlsures that all sofo.e.re releases an:i revisioos are 
rigoroosly tested. 

(e) Ccnvenes requirBlEJlts review and design review panels for ~ 
technical review of software design changes .. 

(f) Reviews software Release OJerviews and apprOYeS or 
dl._0YeS the technical design awroac:h. 

(9) 1«>rOYeS or di5a(:pcOYeS sofb.lare program releases am. 
patd>es. 

(2) CaIplter SOfboBre Configuratioo It..... Eadl IX.N hardware and 
software " "IClBlt is iaentifiea as a clilfiguration management item (CMI) .. 
SOftware 0 "I' wents are specifically identified as a:ap1ter software 
ccnfiguratioo item (C9:I's) .. IXN C9:I's calSist of all dcx'Uq:ontatioo am. 
identificatioo associated with = apprOll"ed PSN progran packages and microoode, 
TAC pcogram am microo:iJe, and any additioos or DDiifications to NJ. 

(3) SOftware Patd>es. SOfboBre patd>es are used to correct 
deficiencies or i.ocDrp:>rate m.ioor enhanceoents into existing software. Patches 
are oormally a result of software prcblems identified cn the cperatiooal 
network and 'Xxunented in a m aOO/or IR. Other prool .... are identified by the 
oc::Wltract.or during deYel.qment, testing, or q:eratioos. 

(a) Patd>es are de\Ielq>ed by the IX.N sofboBre cootractor and are 
" ..... j tted via a Patch Release Ii:>te to the lX:!Dl. ~ acoept:ance, the Patch is 
processed through the = for awroval/disawrOYal for pJ acanent an the 
aperatiooal shell. 

d 
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SOFTWARE 
D EVELOPMENT 

TEST 

PATCH 
RELEASE 

NOTE 

ONFIGURATIO 

CONTROL 

GROUP 

CHANGE 

REQUEST 

IR 
TRACKING 

CONTRACTOR 
SOFTWARE 
SUPPORT 

SERVICE 
REQUEST 
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DCA IR 
MANAGER 

INVESTIGATION 
REQUEST 

I 
PROBLEM 
REPORT 

j---:---.....!M ONITORI NG 
CENTER --

NETWO RK 
CHANGE 

DIRECTIVE 

CONFIGUR AT IO 

CHANGE 

PROBLEM 

}-_____ ~ NETWORK 
MANAGER 

NETWORK 

Network Component CM Operati o nal Network CM 

Key: 
c::> Act ion 

C:::=J Ent ity 

FI= 9-1. SOFlWARE CX:NFI GURATICN MI\NI>liEMEm 
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DEFENSE MIIDEPS 
<XM-1UNICIITIOOS MID 
~ .. . ............ l\GENCIES 

em SYSTEM TEST _______ + _______ SOF"lW\RE 

FACILITY CXNl'RAC'IOR 

llSNEI'3 M: 

= 
(DCA PAC) 

MIrnErM:(PAC) 

DSNErl M: (PAC) 

N:>te: Dashed lines rrean coordination. 

= SP=~ 
(DCA ElJR) OPERATIOOS CENI'ERS 

OR NEIIDRKS 
MIJ.NEr M: (ElJR) 

Cl-f: 
DSNErl M: (ElJR) 

DSNEr3 M: 

DSNEr2 M: 

FIGURE 9- 2. SOF1WARE MANI\GEMENI' STRJCruRE 
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(b) = does rot CXlflduct formal testing of the patdles. 
Each proposed software patch is tested by the sofboire developoent 
contractor at their test facility. 'De3e test results are used by OCA in 
the eval.uatioo of the patm for acx::eptance. 'Dle contractor then generates a 
Patch Release Ibte oontainint;J a section entitled, "Testi~ Performed." 

(e) Patdles sutmitted to 0CS:6 by the software contractor for 
CCG awroval are identified by the sofboBre release IUItler ard a Patch 
nudler. 1lle Patch IUItlers are decimal _rs preceded by the letter P. 
'1hese I'UltJers start wi th each new release of software. Patches which have 
not been sutmitted to 0CS:6 for = aw<oval are assigned a unique patch 
identificatioo ru:tJer whim ronsists of the software release am a Special 
rllmt>er preceded by the letter S. 1lle following illustrates the two types: 

1. Patch sutmitted to OCS:6: P12 for PSN6.0. 

2. ElDergency type patch: PSN6.0 SlO<Hll. 

(d) OCA tIES has the responsibility for coordinating patch 
reviews within OCA am patches are rot p1ao=rl on the en; agerda in a 
-ready-foP-YOte category until a cx:nplete review and ree, .1I.erw:Etioo is .... 
received by 0Jde 8602. 1lle = awroval causes the sofboire to be placed in 
the IDiI CaIplnent Library. 

(4) Sofbere Releases. New software releases include. rut are rx>t 
1.i.mited to, enhanc:e:I:ents that are broad in sa:pe, aco.m.Uated patches that 
require reas.sent>ly, Ceo:JIPilatialS of eristi~ nebroork O'J1'{XXleI\t progrcms, 
software foe new net'fllOrk ""IO-ents, ard CXlIlSOlldatioos of patches. 
SOftware release procedures are as foHew.;: 

(a) All sofboire releases are planned and scheC.1led by 0Jde 
8612. '!he plan ard schedlle for each release is identified by a task order 
and reviewed by the co:; for awrOYal; cnce awrOYed for developoent, the 
task order is in:x)I'P)rated into tre software SlJRl)rt contract for 
developnent. 

(b) New softwa.re releases affecting the network access 
prot<XXlls may require subscriber software or q:erating procedure changes. 
IX:A provides advanced ootificatioo of such releases to all affected 
subscribers to allcw software progrcmn.ing or q:erating procedure changes to 
be made. 1lle length of time allotted for such changes is by necessity. 
determined on a case-by-case basis. 

(c) ocs:s cDes oot oord.lct formal testing of releases. Each 
re1ease is tested by the software develqment c.ontractor at their test 
facility. A test rep::lrt is generated to doo'lllf"llt the results. J:X:Sai 
reviews the test results when reviewing the release for awrOYal. 
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(d) '!be Software Release Request (SRR) is sulmitted to the 
Contracting Officers Representative (CIR), Code OCRA, am to COde 8602, by 
the develcpl8lt cattractor. Code 8602 assigns a ax; tracking action nu:rber 
to the gm ard the CXR resses it to the Action Office, Code [DES, for 
solicitation of CXJII[eOts fran other IX'SOO elements and to provide an 
acceptance or rejection re<XllllEOOation back to the a:R. If accepted, the 
~ will be considered for awroval or disawroval by the <XXi. If awroved, 
the software will be placed on the lUi Q:up:lnent Library (p>rational Shelf) 
at the rontractor I 5 facility. If rejected, the CXlf1tractor will be directed 
to o::>rrect. the problem preventing its awrovaL SOftware is conditionally 
awrOYed for operational use in cases where <kx"rentaticra is oot totally 
accepted, but a reqri.r8lEl1t exists for the software to be JIade operationaL 

7. ~rational Neb.ork Configuratioo Mi1Mtz!!!nt. f4leratlonal neo.ork 01 
awil.es to the 04 for ~ installed sofhBre. In this area, OCA \«:lcks with 
the prime software o:ntractor to distribute am deploy awrOYed dlanges to 
the neb.l:>rk. crapYleflts, cn1trol the investigation of software proolems, 
deploy emerqency patches, am a:xrlJct audits am reviews of the operational 
neb«>rk software. 

a. Distrirution. 'lhe IX'SOO Software Manager, COde 8652, establishes .... 
the schedJle for inplE'!le"ltation of a patdl release am directs the 
distril:utioo of tlle sofboBre via Nll. '!his N:D auttorizes the designated 
M: ' s to obtain the software frem the I:I::N Ca:Iplnent Library, to install the 
sofbrere on the M:, 
and to deploy the software. 

(1) A collection of all en; awrCNed software patches is 
distriruted 00 a lUi Software l4Jdate (l:&J) tape. '!be tape contains a 
collection of irdividual patches for all software releases. \tIlen installed, 
the net result is the same as if these patdles had been installed 
i.ndividJally. '!he tape is identified as [SJ yy.i where .yy. equals the year 
i n which the tape was distrihlted am "i" equals the ru.m:.er of tapes issued 
so far that year. Fbr exaople, 1HJ86.3 WOJl.d be the third tape issued in 
1986. 

(2) 'Dle first Tuesday of February, April, June, August, o::tober, 
and l)ecert)er is the cut-off date for adding patches to the [SJ. If 00 
patches have been awrOYed since the last tape was generated, a new rsJ will 
not be generated. iIlen a new tape is generated, it will be tested am 
shiRJEd to the arnitodng centers on the third Tuesday of the above DDI"Iths . 
[)CSD5, 0XJe 8652, will direct the deployment of awrcpriate patches fran the 
tape following its distriootion. 

b . ~t. t"CSOO, Code IlXS, directs the depl"Yll""'t of each patch 
via an ~the patch \feS IDt to resolve an emergetX."y situatioo, an N:D 
will be issued to deploy all required patches fran the l:&J tape distrirution 
for that period. For emergency situations, an to> will be issued 
i.Dme<liately. '!his 10) will autrorize the designated !C(s) to obtain the 
patdl(es) fran the rm o "{oent Library, will autlDrize the sofb.B.re 
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ocntractor to honor the sofboire request, am will direct the paten(es) to 
be deployed. Itlen a sofboire paten is deployed by the IC, an !CAN is issued 
to CDlfiDII that the sofboire iJJpJ......,tatioo actioo has been COIpleted. 

c. Software Deficiency Rep?rting. I:I:.6 software ','C,llileOt deficiencies 
which cause q:eratiooaI probleas are to be rEp:>rted as an IR. (see 
O>apter 9.) 

d. Emergency PrograD Actioos. Emergency prc:qram actions are sanetimes 
reg.lired for t.re resolutioo Of program deficiencies which deny servioe to a 
significant n..JIber of users. '!be tCls are auth:>rized to initiate a 
te!p>rary progr ... dlange uroer these conditioos. 

(1) OJnditions for Emer~:r~l'Ct.iOO. &oergency action my be taken 
if the pcogr_ deficiency is in ale the following categories: 

(a) 'DIe probl ... is classified as being urgent am will cause 
severe and widespread i..apIct:. 00 qJeratic.os. 'Dlis is considered a Priority 1 
prablBll """" reported as an IR. An IR IIIJSt be opelled within 24 Ixlurs after 
deployment of the sofboire. -(b) 'DIe prabl ... is critical am it is higuy probable that a 
severe and widespread i.apact. will <x:cuc soal.. 'lhis is CDlSidered a Priority 
2 probl ... """" reported as an IR. An IR IIIJSt be opeo>ed within 24 Ixlurs of 
deployment of the sofboire. 

(c) 'DIe probl... is very ioportant am it is possible that a 
severe i.npact 00 c;perations will 0CQlr. 'lhis is ronsidered a Priority 3 
problBD when reported as an IR. In this case an IR IIIlSt be cp!Iled before 
the sofboire can be deployed. 

(2) IC Actioos. 

(a) 'DIe IC will obtain am deploy the sofboire to resolve the 
prabl .... 

(b) As sooo as possible, but not later than within 72 Ixlurs, 
the Ie will fonerd a Discretiooary M:AN to the JXS:Ii SOftware Manager. 
~s Discretiooary ICAN will describe the sofboire deployed, the probl ... 
that occurred, am specify all FR' s am IR' s opeIIed as a result of the 
prabl .... 

(e) If, at the end of 96 torrs, ocs:6 has not resp:n:led with 
an KD aduniledging the ICAN, the sofboire IllSt be rBlDlled frail the systBD. 

(3) IlCS[S Actioos. 

(a) ~ will evaluate the pcOOl.em, its resolutioo, am issue 
an M]) if the software is to reaai..n 00 the system. 
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(b) If it is determined that the software should oot remain on 
the system, an IQ) will be sent to the K: requesting that the software be 
r....:M!<l. 

8. Requests for ~Jib:lifica.tion. £XSl:j, Code rus, is resp::nsible for 
all liiiboCklXile ~t software deYelopoent actions. 

a. :"o~[!l~iiiiIf.itl,AA, software enhanceoent is defined as a new :1 that has p>tential for iDplementation by 
software prograaniR;l. has tre overall resp::nsibility for review 
of software requicE!IEOts aM enhancements regardless of their origin. 'nle 
ax; has the resp:raslbility for final ~roval of these requirements and 
enhanoements for deYelopoent and iDplementation. 

b. Syst ... Olange PTcp:6'll (&:P). All SCP serves as the vehicle for 
requestin:1 a chaRJe to the rDl backb:lne ., ''In Ierlt software. An 9:P ma.y be 
generated by any Ii::lSt Pdninistrator rut DUSt be formally subni.tted to their 
respective Couqlnications arrl/or Information Systems Q&,M Crnmaoo for 
validatioo. Validated &:P'S shall be fonerded via letter endorsenent, to 
IrA, AT.I.N: Code~, washinqtoo, IX: 20305-2000. 

c. Format for SCP 9.Jlmittal. All SCP shall be sulmitted in the 
following format am CQ1tain the informatioo described for each field: 

(1) &lbnitted By: ISDe of the person sulmitting the change. 
(Principal p:>int of contact oost faniliar with the requirement.) 

(2) Date: Date that the &:P is sulmitted. 

(3) Organization: Organization of the sulmitter. 

(4) Type of Prqn;al: Software. 

(5) O>ange Description: A detailed description of the software 
change desired. 

(6) Justification for the O>ange: Reason why the change is desired 
am the extent to wtUch the d1ange is applicable to other lIN subscr ibers I 
rost syst .... 

(7) lDpoct if rot JIRlrOYed: '!he iJJpact on the system if the change 
is not awrOYed. 

(S) Priority of Req.Jest: '!he urgency of the change. 

(9) Test Informatioo: Any special CXXlSideratioo for testirg the 
dlar>:je if apprOYed. 
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d. System 0!ange Pr~l Processing. All g:plS are processed as 
follows: 

(1) 'Dle BA. sutmits, via COYer letter, the g:p to the respective a.M 

0-11111'"'' or 1q!s"cy. 

(2) 'DIe 0l0II Qmnand or 1q!s"cy shall evaluate the prCV""'l for its 
nebJJrk-wide ~ication, ard forward validated reqri.rEDBlts, via letter 
endorsement with ., '''lents, to IX'A. Prqr&lls which are oot validated by the 
0511 Qmnand or IqenCy shall be returned to the originating II!'. with IX) 

further actial IeqLired. 

(3) Validated prCV"""s reoeived fran the 0l0II Qmnand or 1q!s"cy 
shall be evaluated by OCA 00 a case-by-case basis and rotificatioo provided 
as to its a{:PCoval or di5al=Proval. 

(4) JIRlrC>\leCl prCV""'l s shall be assigned a OCA control ruiler and 
identified for inclusion in a future software release. 
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DESCRIPTIONS OF NIe TABLES AND USTS INTRODUcnON I 

SECllON 1. lNTRODUCllON 

The DON Network Infonnation Center (NIC), under contract to the Defense Communications Agency, provides 
naming and addressing registration services for the Defense Data Network (DON). Named aod numbered entities 
registered under this contract comprise hosts (including Terminal Access Controllers (fACs) and gateways), net­
works, autonomous gateway systems. and domains. The Nle maintains and administers a number of tables and files 
containing data as a result of this registration service. 

All of the tables and files described in this document may be obtained from the Nle.DON.MIL bost via FTPorby 
sending an email requeSlIO the SERVICE@NICODN.MILmailbox. Each file is described in a separate subsection 
of this document. Online file names are specified either in the heading of the subsection that descnbes the file or in 
the subsection text describing its purpose . 

Descriptions of the files are provided in three main sections. Section 2 includes machine-readable online files; these 
are referred to as "IBbles." Files described in Section 3 are human-readable files that exist for informational reasons 
and are more user-friendly than those in Section 2. Seccion 4 includes descriptions of online mailing lists associated 
with the files and tables. All files and tables include a version number and/or the date of last update at the top of the 

file. 

Examples of the IBbles and lists described in this document can be found in the Appendix. 
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DESCRIPTIONS OF NIe TABLES AND llSTS 

SECI10N 2. TABLES 

2.1 NETINFO:HOSTS.TXT 

2.2 Purpose 

Type = Machine Readable. 

TABLES 3 

This table is the Official DoD Internet Hosl Table in ASCI text. It provides name-to-address translation and is used 
by bosts in the DDN Internet to interoperatc with ooe another. The table is avaiJable via FTP as 
NETINFO:HOSTS.1XT. It is also available via the NIC Hostname Server on port 101 efthe NIC.DDN.MILhost. 
Host data in the table are obtained from several sources: from Network Change Directives (NCOs) issued by the 
network managers; from administrators of DON and internet bosts; and from data obtained through network 
registration performed as part of the NIe Hoslmaster function. The bost table specification bas been described in 
RFC-952, "DoD Internet Host Table Specification." 

2.2.1 Format 

HOSTS.TXT comprises three types of entries., divided into groups. The groupings for cnlries are NET, 
GATEWAY, and HOST, with the network entries being the first group listed. Each group contains a variable 
number of individual entries. (See Appendix, Figure A-I.) 

MILNET (network 26) hosts are sorted according to their PSN number ([be fourth OCIet of the internet address) and 
by PSN port number ([be second OCIet of [be internet address.) All o[ber entries are sorted numerically by network 
address within each group. 

2.2.2 Description of Elements 

Each host table entry is an ASCII text string and is composed of six data fields: keyword, internet address, 
name/nickname, machine type, operating system, protocollisl. The fields are separated by colons, and each entty 
ends with a colon. 

Field 1 

Field 2 

Field 3 

Field 4 

Field 5 

Field 6 

KEYWORD indicating whether this entry pertains to a NET. GA TEW A Y, or HOST. 
NET entries are fixed and cannot have alternate addresses or nicknames. 

Internet Address of Network, Gateway. or Host. followed by alternate addresses. 

Official Name of Network, Gateway. or Host (with optional nicknames, where per­
mitted.) 

Machine Type 

Operating System 

Protocol List 

Fields 4, 5, and 6 are optional, but strongly encouraged. 

Fields 3 through 6. if included, pertain to the first address in Field 2. 

~Blanksw (spaces and tabs) are ignored between data elements or fields, but ate disallowed within a data element. 

A semicolon starts a comment; the remainder of [be line is ignored. 

Each entty ends wi[b a colon . 
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2.2.3 Method of Generation 

The host table is generated twice weekly using the NlC program TABLE.EXE. The program extracts the data from 
the NIe WHOIS data base, compiles it in table form, insens introductory commentary information at the beginning 
of the table, and increments the version number by ooc digit based on the version number of the previously 
generated lable. 

2.3 NETINFO:HOsrS.TXT·Z 

2.3.1 Purpose 

Type = Machine Readable 

This is a UNIX 4.3BSD compressed version of the informalion in HOSTS.TXT. Its formal, method of generation, 
and function are the same as for the HOSTS.TXT description above. 

2.4 NETINFO:MJL.HOsrS.TXT 

2.4.1 Purpose 

Type = Machine Readable 

Jbjs Table contains HOSTS.TXT entries of MILNET machines. Its format and function is the same as for the 
HOSTS. TXT description above. 

2.4.2 Method of Generation 

This file is generated simultaneously with the HOSTS.TXT table by using the program ST ABLE.EXE. 

2.5 NETINFO:NETWORKS.TXT 

2.S.1 Purpose 

Type - Machine readable 

This table contains one enlry for each registered network and is used by UNIX systems on the DON and Internet to 
map network names to numbers prior to establishing network O)nneaions. 

2.5.2 Description of Elements 

The individual entries in the group NET consist of three fields: 

Field 1 

Field 2 

Field 3 

Keyword NET 

Internet network numbers 

Official name of network.. 

2.5.3 Method of Generation 

This table is generated by the NlC program TABLE.EXE at the same time HOSTS.TXT is generated. 

2.6 NETINFO:DOMAINS.TXT 

2.6.1 Purpose 

Type = Machine readable 

This table is an AScn text me of all the official registered top-level domains. Data included in the table are 
obtained from information provided by the Domain Administrator and are stored in the NIC WHOIS database. The 

• 

• 

• 

• 

table is updated on an as-needed basis each time a new top-level domain is registered or when any of the data • 
change. The domains table may be obtained via FTP from host NlC.DDN,MIL as NETINFO:DOMAINS.TXT, or 
by using the NIC Hostname Server on port 101 of the NIC host. 
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2.6.2 Format 

The format of this table is based on that of the Official DoD Internet Host Table. There is only one group of entries, 
DOMAIN. (See Appendix, Figure A-2.) 

2.6.3 Description of Elements 

The individual entries in the group DOMAIN consist of three fields: 

Field 1 

Field 2 

Field 3 

Keyword DOMAIN 

Internet addresses of name servers for the domain. each one separated by a comma. 

Official name of lop-level domain. 

"Blanks" (spaces and tabs) are ignored between data elements or fields. but are disallowed within a data element. 

Each entry ends with a colon. 

2.6.4 Method of Generation 

The domain table is updated via running the NIe program DOMTXT.EXE. 

2.7 Zone Files for DDN Domain Name System 

2.7.1 Purpose 

Type == Machine readable 

These are the master files for tbe DON Domain Name System. Tbey provide a standard representation to be 
convened by individual domain name software systems. (See Appendix, Figure A-3.) Filenames are in the form 
•. ZONE. with II • • being the name of a top-level domain. A separate data file exists for each zooe or top-level 
domain. The zooe files, which are available in ASCII text format, cootain information on all top-level and 
second-level domains registered in the NlC WHOIS database. The various domain name seIVers and resolvers in 
use on the DDN and Internet convert these files into a fonnat suitable to their pwposes. The TOPS20 operating 
system that is run on the root seIVer A.ISI.EDU relies upon the domain binary file equivalents that are described 
below. Each file contains information about the name servers for the zone. This information includes the name 
servers' internet addresses. The files may also hold information on delegated subdomains and hosts for that 
particular domain. Historically, however, hosts have not been permitted to register in top-level domains; therefore, 
tbe zone files for top-level domains do not currently contain host information. 

The files also indicate the length of time that the data are considered to be valid. Information included in these files 
is obtained primarily from domain registration applications processed by NlC Hostmaster, and from corrections 
submitted to NIC Hostmaster by Domain Administrators. Other information is obtained through the host registra­
tion process via NCDs, and by correspondence with Host Administrators and coordinators of Internet hosts or 
networks. 

2.7.2 Format 

Each zone file contains some introductory commentary information at the beginning of the me. Entries follow, in 
tbe form of Resource Records (RRs) with a standard format, as sbown below. 

<name> [<ttl» [<class>] <type> 

The record is divided into fields which are separated by white space. A blank field defaults to the previously 
specified field in a previously defined resource record. 
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2.7.3 Description of Elements 

The individual elements of each entry follow the formal specified in RFC-1033. -Domain Administrators Operations 

Guide,· and in RFC-1034. · Oomain Names - Concepts and Facilities,-

<name> 

<ttl> 

<class> 

<data> 

The name field defines what domain name applies to the given RR. 

Tn.. stands for Time To Live. It specifies how long a domain resolver should cache 
the RR before it discards the data and asks a domain server again . If the TIL field is 
blank. the resolver will defaull to the minimum time specified in the record thai 
denotes the start of the zone. 

The class field specifies the protocol group. Currently. two types are defined: Inter­
Dot (IN) and CSNET (CS). 

The type field specifies what type of data is in the RR. The currently defined types 
are Name Server (NS). Internet Address (A). Canonical Name or Alias (CNAME), 
Well Known Service (WKS), Host Information (HINFO), and Mail Exchanger 
(MX). 

The da18 field is defined differently for each type and class of data. 

A semicolon starts a comment; the remainder of the line is ignored. 

The asterisk r · ") is used for wildcarding. 

The at-sign ("@") denotes the current default domain name. 

2.7.4 Method of Generation 

• 

The zone files are generated twice weekly with the NYC program MAKEZ.EXE. U no errors are found, these files e 
are transferred to the root server ns.nic.ddo.mil., and to the other root server sites in the domain name system. Binary 
equivalents of the zone files are then generated for the root server at AISI.EDU using the program MAKEDB.EXE. 

2.8 Binary Files for DDN Domain Name System 

2.8.1 Purpose 

Type = Machine readable 

These files are the binary equivalent of the zone files described above. The files, stored in the domain name server 
and domain name resolver, are used by root servers thai run the TOPS20 operating system. At this time, the only 
active TOPS20 root server is located at AJSI.EDU. 

2.8.2 Method of Generation 

The flJes are generated twice weekly by running the NYC program MAKEOB.EXE. This program reads the domain 
zone files and compiles a binat)' version of the data in the online file DOMAIN:FllP .DO. This file is then renamed 
to the <DOMAIN.VERSION5> directory. 

• 
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SECflON 3. INFORMATIONAL FILES 

3.1 NETINFO:MIlrHOsr -ADMINISTRATORS·A·L. TXT 

(NETINFO:MJL.HOST·ADMINISTRATORS·M·Z.TXT) 

3.1.1 Purpose 

Type = ASCII lext 

INFORMATIONAL FILES 

These files list the Host Administrator (HA) for each host on ~ (network 26). All data in the file are 
extracted from the NIe WHOIS database. Initially the data are collected from NCDs. then are kept current by 
monthly online solicitations for corrections to HAs by Nle Hostmaster. (See Appendix, Figure A-4.) 

3.1.2 Fonnat 

The entries in the HA file are sorted by hostname and consist of the name of the bosl; the bost network address; and 
the name, mailbox, posta] address, aDd phone number of the Host Administrator. Also included in each entry is the 
sponsoring agency for the host, and the type of communications interface between the host and the network.. In 
addition, each entry contains the text line pertaining to the host from the Official OoD Internet Host Table. II also 
shows the host configuration. (See Appendix, Figure A-4.) 

3.1.3 Method of GeneratioD 

The HA file is generated using the NIC progrnm TABLE.EXE. The me is updated weekJy. 

3.2 NEI'lNFO:MIlrNSC.TXT 

3.2.1 Purpose 

Type = ASCD text 

This file lists the Node Site Coordinator (Nsq for each host on M1LNET (network 26). lnfonnation contained in 
the file is obtained from several sources. The initial information is taken from NCDs. Changes, deletions, or 
additions are obtained from responses to NYC Hostmaster's monthly request for updates seDt to all NSCs. infor­
mation is also received from individual NSCs on a voluntary basis. AU data for this file are stored in the Nle 
WHOIS database. (See Appendix, Figure A-S.) 

3.2.2 FOnDat 

7 

The entries in the me are soned according to PSN number. Each entry contains the PSN number and name; name of 
the network; name, mailbox, address, and phone number of the NSC; and phone numbers for emergencies, after 
bours. and the NSC's home. In addition, the file contains the network address and hostname of Bny T AC or gateway 
attached to the PSN. (See Appendix, Figure A-S.) 

3.2.3 Method of Generation 

The MlLNET NSC file is generated weekJy using the NlC program T ABLE.EXE. 

3.3 NETINFO:MIlrCONFIG.TXT 

3.3.1 Purpose 

Type • ASCII lext 

This file lists the bost configuration for each bost on Mll.NE1'. The information for this file is obtained from NCDs, 
correspondence with HAs, and the results of the monthly request for updates sent to each HA by NIC Hostmaster. 
Ibe data are stored in the NlC WHOIS database. (See Appendix. Figure A-6.) 
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3.3.2 Format 
Entries in the file contain of the PSN number, PSN name, ~O&M, ~ PSN port number, hostname, host configuration, 
and type of oommunications interface connecting the bost 10 the network. The entries are sorted in numerical order 
according to PSN number; each bost connected 10 the PSN is sorted in numerical order by PSN port number. The 
host configuration information consists of the machine type and operating system used by the host. (See Appendix, 

Fig=A·6.) 

3.3.3 Method of Generation 

The bost configuration file is generated using the NYC program TABLE.EXE. An updated version of the file is 

generated weekJy. 

• 

• 

• 

• 

• 
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3.4 NETINFO:HOSf-WCATION.TXT 

3.4.1 Purpose 

Type = ASCD text 

This file lists all MllNET hosts sorted according to their geograpb..icallocation. 

3.4.2 Format 

Method of Generation 

Each entry in the file is oomoosed of hostname, bost network address, and postal address of the host site. The 
entries are sorted alphabetically according to state or counny. (See Appendix, Figure A·7.) 

3.4.3 Method of Generation 

The host location file is generated using the NIe program T ABLE.EXE. The file is generated weekly. 

3.5 NETINFO:TAC-LOCATION.TXT 

3.5.1 Purpose 

Type = ASCTI text 

This file contains a lisl of all the MILNET T ACs. Data are obtained from NCDs and from communication with 
NSCs on a regular basis and are subsequently stored in the NIe WHOIS database. 

3.5.2 Format 

Entries in the file oomprise the hostname, network address, and postal address of the T AC site; and the name, 
mailbox. and phone number of the NSC for the TAC. (See Appendix, Figwe A.a.) 

3.5.3 Method of Generation 

The fLle is generated weekly using the NIC program T ABLE.EXE. 

3.6 NETlNFO:MIL-PSN-COORD.TXT 

3.6.1 Purpose 

Type = ASCll text 

This file lists the contacts for every PSN and attached host on MILNET (network 26). 

3.6.2 Format 

Each entry in the file is composed of several layers of infonnation. The enlnes are soned according to their PSN 
number. The beginning line of the entry contains the PSN number and PSN name. The second line of information 
gives the name and network mailbox of the NSC. The fonowing line of the entry shows the host, gateway, or TAC 
attached to the PSN; these enlities are listed according to their network address. The fourth line of the entry shows 
the name and network mailbox of the HA or NSC for each of these attached entilies. (See Appendix, Figure A-9.) 

3.6.3 Method of Gf:neration 

This file is generated weekly using the NIC program TABLE.EXE. 

3.7 NETINFO:HADMINBYADDRTXT 

9 
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3.7.1 Purpose 

Type = Ascn text 

DESCRIPTIONS OF Nle TABLES AND USTS 

This file lists all and MlLNET hosts, gateways, and TACs with the name and mailbox of the contact for each. All 
data in the rue are extracted from the NYC WHOIS database. Initially the data are collected from NCOs, and then 
are kept current by monthly online solicitations by NIC Hostmaster to each Host Administralor for corrections 10 the 
dala. 

3.7.2 Format 

Each entry in the file consists of a hosmarne, host network address, and name, mailbox, and phone number of the 
HA. Entries are soned according to their network addresses so that all hosts situated on a PSN are adjacent to one 
another in the list. T AC entries are handled in a different manner; because TACs have NSCs, not HAs, a referral to 
the NSC file is iosened in TAC entries, (See Appendix, Figure A·IO,) 

3.7.3 Method of Generation 

The file is generated weekly using the NYC program TABLE.EXE. 

3.8 NETINFO:DOMAIN·CONTACfS.TXT 

3.8.1 Purpose 

Type = ASCD text 

This file contains the name and address of contacts for each registered domain in the DDN domain narning system. 
Information included in this file is obtained from domain registration applications processed by NIC Hostmaster, 
and from corrections submitted to NYC Hostmaster by Domain Administrators. The raw data are stored in the NIC 
WHOIS database. 

3.8.2 Format 

Each entry in the file consists of the name of the domain followed by the name, mailbox, and phone number of the 
administrative, technical. and zone contacts for the domain. The rue is organized by top-level domain name. The 
contacts for any existing second-level domains are listed under the infonnation for each top-level domain, (See 
Appendix, Figure A-ll.) 

3 .8.3 Method of Generation 

This file is generated weekly using the NYC program DOMFKS,EXE. 

3.9 NETINFO:DOMAIN·INFO.TXT 

3.9.1 Purpose 

Type = ASCD lext 

This file provides a summary list of alltop-level domains and any second-level domains currently registered in the 
NYC WHOIS database, Information included in this file is obtained from domain registration applications processed 
by NYC Hostmaster, and from corrections submined to NIC Hostmaster by Domain Administrators. The raw data 
are stored in the NIC WHOIS database. 

3.9.2 Format 

Each entry in the file consists of the name of the lop-level domain and subdomains registered at the second-level. In 
the case where there are DO second·leve1 domains registered under a top-level domain, a statement to that effect is 

• 

• 

• 

• 

• 

instrted in the me. (See Appendix, Figure A·12.) e 
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3.9.3 Method or Generation 

This file is generated weekly using the NIe program DOMFKS.EXE. 

3.10 NETINFO:NETWORK·CONTACfS.TXT 

3.10.1 Purpose 

Trpe = ASCll text 

Method of Generation 

This file contains the information on contacts for every registered 32-bit Internet number. Information included in 
this file is obtained from Internet number registration applications proc:esS«i by the NIe Hosun8ster, and from 
corrections submitted to NIe Hosttnaster by network coordinators. The raw data are stored in the Nle WHOIS 
database . 

3.10.2 Format 

11 

Each entry in the file consists of the Internet number and name of the network, followed by the name, Me WHOIS 
database handle. mailbox, and phone number of contaCl for the network. The fiJe is organized according to network 
number and is dividied inlO sections for Oass A, B. an C network numben. (See Appendix, Figure A-14.) 

3.10.3 Method of Generation 

This file is generated weekly using the NIe program lNI'NUM.EXE. 

3.11 NETINFO:ASN.TXT 

3.11.1 Purpose 

• Type = AScn text 

• 

This me contains the information on contacts for every registered 160bit aUlOnomous system number (ASN). 
Information included in this file is obtained from ASN registration applications processed by Nle Hostmaster, and 
from corrections submitted to Nle Hostmaster by ASN administrators. The raw data are stored in the Nle WHOIS 
database. 

3.11.2 Format 

Each entry in the file consists of the ASN number and name, followed by the name, NIC WHOIS database handle, 
mailbox, and pbone number of CODtlCl for the ASN. The file is organized according to autonomous system number. 
(See Appendix, Figure A-l3.) 

3.11.3 Method or Generation 

This file is generated weekly using the NYC program INI'NUM.EXE. 
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SECllON 4. ONLINE DISTRIBUTION LISTS 

4.1 HADMIN 

4.1.1 Purpose 

Type = AScn text 

ONUNE DISTRIBUTION USTS 13 

This file contains the online network mailbox of every Host Administrator who has 8 network mailbox. The file 
contains entries for MILNET HAs and is used when network messages must be sent to aU HAs as a group. Updates 
to the infonnation included in the file are obtained from NCDs, from responses to the monthly rcquest.for.updates 
scnt by Nle Hostmaster. or voluntarily from the HAs themselves. The data from which the file is generated are 
stored in the NYC WHOIS data base. The HA dislribution list is kept online in 
PS:<MAIL.DISTRmunoN>HOST-ADMIN.DIST. and the current version contains 576 entries . 

4.1.2 Format 

Entries in the file follow the fonnal of a standard TOPS20 online distribution list. The distribution list contains a 
beginning text line thai ends with a colon. When the distribution lisl online flJename is specified at the "TO· prompt 
by a user who is preparing to send a message, that initial text line is automatically inserted by the message handling 
system as the "Toft field of the message header. Each subsequent line in the file contains a text string oonsisting of a 
single online mailbox; each entry line ends with a comma. (See Appendix. Figure A-IS.) 

4.1.3 Method of Generation 

This distribution list is generated weekly using the NIC program DSTI..ST.EXE. 

4.2 NSC 

4.2.1 Purpose 

Type = ASCn text 

This file oontains the online network mailbox of every Node Site Coordinator (Nsq wbo has a network mailbox. 
The me oontains mailboxes for MlLNET NSCs and is used when network messages must be sent to all NSCs as a 
group. The fonnat and method of generation for this list is the same as that of the HA distribution list described 
above. (See Appendix, Figw-e A-IS.) The NSC distribution list is kept online in 
PS:<MAIL.DISmIBUllON>NSC.DIST, and the current version of the list oontains 268 entries. 

4.3 SECURITYl 

4.3.1 Purpose 

Type = AScn lext 

This file oontains the online network mailbox of DCA designated primary poinlS of oootlet for security related 
issues. The fonnat and method of generation for this list is the same as that of tbe HA distribution list described 
above. (See Appendix, Figure A-IS.) The SECURITYI distribution list is kept online in 
PS:<MAILDISTRIBUTION>SECURfIi'l.DIST, and the current version of the list contains 13 entries. 

4.4 SECURITY2 

4.4.1 Purpose 

Type = Ascn text 

This file oontains the online network mailbox of every Host Administrator, Node Site Coordinator, and DDN user 
interested in receiving security infonnation and who has a network mailbox. DDN Security Bulletins are sent to tbe 
members of tbis list. The fonnat and method of generation for this list is tbe same as that of the HA distribution list 
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descnbed above. (See Appendix, Figure A·lS.) The SECURITY2 distribution list is kepi online in 
PS:<MAIL.D1STRlBUTlON>SECURI1Y2.DIST, and the current version of the list oontains 1,198 entries. 

4.5 MGT 

4.5.1 Purpose 

Type:: ASCD text 

This distnbution list contains the network mailboxes of aU HAs and NSCs who have mailboxes. and other selected 
individuals. The list is used to seod notifications of newly issued DON Management Bulletins. Data included in the 
list are obtained from NCDs. from responses to monthly request-for-updates seot by NIe Hosrmaslcr, or from 
individuals who request to be added to the list. The data included in the file are stored in the NIe WHOIS database. 
The format and method of generation for this list are the same as that of the HA distributioD list described above. 
(See Appeodix, Figure A-1S.) The MGT distribution list is kept online in 
PS:<.\iAlL.DISTRIBUTlON>MGT .DIST, and currently contains 1,168 entries. 

4.6 DDN·NEWS 

4.6.1 Purpose 

Type :: ASaI text 

This file cootains the network mailboxes of all HAs, NSCs, and other individuals interested in receiving online 
copies of the DON Newsleners. Its format and me!bod of generation are !be same as !bat of the HA distribution list 
desm.bed above. (See Appendix, Figure A-1S.) The ~ON-NEWS distribution list is kept online in 
PS:<MAD-DlSTRlBtmON>OON-NEWS.DIST, and the currtnl version of the list contains 1.265 entries. 

4.7 HOST·UPDATES 

4.7.1 Purpose 

Type = ASCD text 

Network mailboxes of all HAs and NSCs are automatically included in this distribution list unless NlC Hostmaster 
is specifically requested DOt to do so by the individual. The list includes mailboxes for Internet site representatives 
as weD. Other mailboxes included in the list are those of site technical personnel wbo have been delegated 
responsibility for updating local host tables by !beir HAs. The list is used by Me HOSlmaster to announce the 
existence of updated host tables. Mailboxes included in the list are obtained from NCDs, from responses to monthly 
request-for-updates scnt by NIe Hostmaster, or fro m individuals wbo request to be added to the list. The data 
included in the file are stored in the Nle WHOIS database. The HOST-UPDATES distnbution list is kept online in 
PS:<HOSTMASTER>HOST-UPDATESDIST, and the currtnt version contains 829 entries. Its fonnat and method 
of generation are the Slme as that of the HA distribution list described above. (See Appendix, Figure A-1S.) 

4.8 RFe 
4.8.1 Purpose 

Type = ASCD text 

This distnbution list is used to scnd online announcements of newly released Requests for Comments (RFCs) to the 
internet community. The format of this file is the same as that of the HA distn'bution list described above. (See 
Appendix, Figure A-IS.) The RFC distribution list is kepi online as PS:<MAILDISTRIBtmON>RFC.DlST, and 
the current version of the li.sI contains 637 entries. 

• 
• 

• 

• 

• 

• 
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DESCRIPTIONS OF NIC TABLES AND USTS Method of Generation IS 

4.8.2 Method of Generation 

The distribution list is updated manually using a text editor. Additions or deletions to the list arc made in response 
to requests from individuals in the network communily. 

4.9 TCPIIP 

4.9.1 Purpose 

Type = AScn text 

This distribution list may be addressed by any person in the internet community who wishes to send pertinent 
infonnation relating to Tep. IF, and other internet protocols. The list contains the online mailboxes of any person 
interested in being on the list. It differs from the other Nle-maintained distribution lists in that network users send 
mail 10 the entire list of mailboxes by addressing their electronic mail messages to one specific online mailbox, 
TCP·lP@NIC.DDN.Mll.. 

The format of this file is the same as that of the HA distribution list described above. (See Appendix, Figure A-15.) 
The TCP/IP distribution list is kept online as PS:<MAIL.DlSTRIBUTION> TCp·IP.DIST. At the time oftbis 
writing, the TCP/IP distribution list contains 427 entries. 

4.9.2 Method of Generation 

The dislributioD list is updated manually using a text editor. Additions or deletions 10 the list are made in response 
to requests from individuals in !he network communiI)'. 

4.10 NAMEDROPPERS 

• 4.10.1 Purpose 

Type :r:::: Ascn text 

This distribution list may also be addressed by any person in !he internet communiI)' to discuss ideas and issues 
relevant to the DDN domain naming system. The list contains !he online mailboxes of any person interested in 
being on the list and participating in discussions. Network users send mail to !he entire list of mailboxes by 
addressing !heir electronic mail messages to one specific onlinemailboxNAMEDROPPERS@NIC.ODN.MIL 

The format of this file is !he same as that oftbe HA distribution list described above. (See Appendix, Figure A-15.) 
The NAMEDROPPERS distribution list is kept online as PS:<MAIL.DISTRIBUTION>NAMEDROPPERS.DIST. 
AI the time of this writing, the NAMEDROPPERS distribution list contains 231 entries. 

4.10.2 Method of Generation 

The NAMEDROPPERS list is manually updated using an online text editor. Additions or deletions to the list are 
made in response to requests from individuals in the network community. 

4.11 ISODE 

4.11.1 Purpose 

Type = ASCII text 

This distribution list may also be addressed by any person in the internet community to discuss ideas and issues 
relevant to the ISO Development Environment. The list contains the online mailboxes of any person interested in 
being on the list and participating in discussions. Network users send mail to the entire list of mailboxes by 
addressing tbeir electronic mail messages to one specific online mailbox ISODE@NlC.DDN.MlL 

_ The fonnat of this file is the same as that of !he HA distribution list described above. (See Appendix, Figure A-15.) 
The ISOOE distribution list is kept online as PS:<MAILDISTRIBUTION>ISOOE.DIST. At the time of this 
writing, the ISODE distribution list contains 499 entries. 
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4.11.2 Method of Generation 

The distribution list is updated manually using a text editor. Additions or deletions to the list are made in response 
to requests from individuals in the network community. 

4.12 Protocol Releases and OSD Network Directives 

4.12.1 Purpose 

Type = ASCll text 

There are DO standing online distributioD lists for the purpose of announcing new protocol specifications, protocol 
changes, or OSD network directives. Distribution lists for those purposes are compiled as the need arises. The 
format of the distributioD lists, when compiled, would be the same as that of the HA distribution list described 
above. (See Appendix, Figure A·15.) 

4.12.2 Method of Generation 

The distribution lists are generated either manually or by program, depending on whose mailboxes are to be 
included in the lists. If the mailboxes are of users identified in the Nle WHOIS database as members of a group, the 
list can be generated using the NIC program DSTI..ST.EXE. If the entries on the list were not identified with a 
particular group in the NIC database, the distribution list would be compiled manually. 

• 

• 

• 

• 

• 
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DESCRIPTIONS OF NlCTABLES AND USTS EXAMPLES 

APPENDIX A. EXAMPLES 

NET ; 26.0.0.0 : HILNET : 
NET : 128.10.0.0 : PUROUE-CS- EN 
GATEWAY: 26.16.0.3, 192.42.2.2 GW-GRUNION.NOSC . HIL : VAX-ll/7S0 : 

UNIX : IP/GW , EGP : 
BOST 26.21.0.17 I DDN- CONUS.DDN .HIL,DDNl . DCA.HIL,DDN.DCA.HIL : C/70 

UNIX : TCP/TELNET,TCP/FTP,TCP/SHTP,TCP/TlHE : 

HOST 192 . 67 .67 . 20 : NIC . DDN.HIL,SRI-NIC .ARPA : DEC-2060 : TOPS20 : 
TCP/TELNET,TCP/FTP,TCP/SHTP,TCP/TlME,TCP/ECHO,ICMP,UDP/TlME I 

UDP/DOHAIN ,TCP /FINGER : 

Figure A-I: Example of Host Table Entries 

DOMAIN: 192 . 67.67.53, 26 . 3.0 . 103, 128.9.0 . 107, 192 . 33 . 4.12, 128 . 8 . 10.90, 
26.1.0.13, 128.102 . 16 . 10, 192.52.195.10, 128.20.1.2, 192.5 . 25.82 : HIL 

Figure A·2: Example of Entries in Domains Table 

17 



18 EXAMPLES 

IN SOA 

NS.NIC.DDN.HIL . 

ADS .BRL.HIL. 

A.lSI-BOU. 

GUNTER-ADAM .AF.HIL . 

C.NYSER.NE'l'. 

TERP.UHD.EOU. 

NS.NASA . GOV . 

HOST NAME 

DESCRIPl10NS OF NlC TABLES AND USTS 

NS.NIC.DDN .HIL . HOSTHASTBR.NIC . DDN .HIL. ( 
900423 iBerial 
1800 ;refreeh every 30 minutes 
300 ;retry every 5 minutes 
604800 ;expire after a week 

86400 iminimum of a day 

518400 NS NS.NIC.DDN.HIL. 

518400 A 192.67.67 . 53 

518400 NS AOS . BRL.HIL. 

518400 A 128 . 20.1.2 

518400 A 192 . 5 . 25.82 

518400 NS A.1SI.BDU . 

518400 • 26.3 . 0.103 

518400 • 128.9 . 0.107 

518400 NS GUNTER- ADAH . AF . HIL . 

518400 A 26 . 1.0.13 

518400 NS C.HYSER.NET. 

518400 A 192.33.4 . 12 

518400 NS TBRP.UMD.EDU. 

518400 • 128.8 . 10.90 

518400 NS NS.NASA .GOV. 

518400 A 128.102.16.10 

518400 • 192.52 . 195 . 10 

Flgu~ A.3: Example of Domain Zone File Entry 

HOST ADDRESS BOST ADHINSTRATaR 

ABERDEEN-IGNET.ARKY . HIL 26.13.0 . 29 cogdell, Ervin 

SPONSOR : ARMY X.2S (No Mailbox Given) 
Aberdeen Proving Grounds 
Army Ordnance Center and School 
Attn: ATSL-IG 
Aberdeen, MD 21005 - 5001 
(703) 301-278-2066 
(DSN) 298- 2066 

HOST: 26.13.0.29 ABERDEEN-IGh~T . ARHY.KlL: CONVERGENT- TECS-CN1000 CTaS :: 

Configuration : CONVERGENT- TECB - CN1000(CTCS) 

Figure A.4: Example of Host Administrator File Entry 

• 

• 

• 

• 

• 

• 
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DESCRIPTIONS OF NIe TABLES AND USTS EXAMPLES 

IKPNUMBER/NAME 
NSC NAME 
ADDRESS 
PBONE 

TAC NUMBBR 

NET NAME 

TAC NAME 
GATEWAY 

24 HOUR POC 

IE) • Emergency phone 
(AI • After hours phone 
I B I • Home phone 

3 SANDIEGO-NOSC MIL (6lg) 553 - 2293 

1 

Broer.ma, Ronald L. (rOn@NOSC.MIL) 

Naval Ocean Systems Center 
Codel 914 
San Diego, CA 92152-5000 
(619) 553-2293 (DSH) 312-553 - 2293 

26 . 0.0.3 
26.1.0.3, 128.49 . 16 . 7 
26.3.0.3, 192.5.65.1 
26 . 5.0.3, 128.54.20 . 1 
26.12.0.3, 192.12 . 7.1 
26 . 15.0 . 3, 192.31 . 63.10 
26.16.0.3, 192.42.2.2 

SANDIEGO.MT.DDN.HIL 
NOSC-GW.NOSC . HIL 
NPRDC- GW.NAVY.HIL 
SDCSVAX-GW.UCSD . EDU 
SSSD_GW . SSSD . NAVY.HIL 

SCUBED-GW.SCUBBD . COH 
GW _GRUNION.NOSC.HIL 

Figure A·S: Example of NSC File Entry 

PSN PSN NAME 0," PORT HOST NAME 
HOST CONFIGURATION 

CONNECT TYPE 

----------------------------------------------------------------------------
OBERURSEL ARMY 1 OBERURSEL.HT . DDN.HIL DH 

C/30 

3 RHE-EDS.AP.HIL X. 2S 

PLEXUS-P / 60(UNIX SYSTEM VI , PCC-OBERSL . ARHY.HIL X.2S 

GEAC- 821S / PAD(ZOPAL) 

7 OBERURSEL-EHB1.ARHY.HIL X.2S 

SPERRY-SOOO / 80(UNIX SYSTEH V) 

17 OBL-LINK-GW.EUCOH . HIL X.2S 

CHC / DRN-3200 

Figure A·6: Example of Host Configuration File Entry 

19 



20 EXAMPLES 

STATE/ COUNTRY 

HOST NAM! 

ALAlWIA 

ANNISTON-ASIHS.ARMY.MIL 

BOST ADDRESS 

26.11. 0.204 

DESCRIPTIONS OF NIe TABLES AND USTS 

SITE ADDRESS 

Fort McClellan 

Building 144, Computer Room 
Anniston, AL 36205-5120 

Figure A-7: Example of Host Location File Entry 

STATE / COUNTRY 

HOST NAME 

ALAlWIA 

ANNISTON.HT.DDN.HIL 

BOST ADDRESS 

26.2.0.ll3 

SITE ADDRESS 

SITE CONTACT 

Anniston Army Depot 
USACC 

Network Control Center 
Buildinq 363 

Anniston, AL 36201 
Cranmer, Ray 
(rcranmer@ANNISTON-EMHl.ARHY.HIL) 
(205) 235-6938 or 235-4195 
(OSH) 571-6938 or 571-4195 

Figure A-8: Example of T AC Location File Entry 

• 

• 

• 
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DESCRIPTIONS OF NIe TABLES AND USTS 

IMPNUMBER NAME 

Coordinator Name (Network Mailbox) 

Net Address TAC/HOST/GW Name 
HostAdmin/Coord Name (Network Mailbox) 

1 OBERURSEL 
Wright, Chief 

26.1.0.1 

26.6.0.1 

26.7.0.1 

(nsc-oberursel@EUR.OCA,HIL) 

OBERURSEL.HT.DDN.MIL 
Wright, Chief 
PCC-OBERSL ,ARMY ,HIL 

(nsc-oberursel@EUR , DCA ,HIL) 

Burak!, Ann (No Mailbox] 
OBERURSEL- EMHl . ARMY . MIL 
Welch, Richard A (ASQEXLDOMDOl@OBERURSEL-EHHl ,ARMY.HIL) 

26.S . 0.187, 26.3.0.1 RHE - EOS.AF.HIL 
Phillips, Richard INo Mailbox] 

26.17.0.1, 192.42 . 244.1 OBL-LINK-GW . EUCOH . HIL 
Steck, Barry B. (LINKHELP@OBL-LINK.EUCOH.HIL) 

BOST NAME 
EMMC.DCA.MIL 

PATCH.KT.DDN.MIL 

Figure A·9: Example ofPSN·COORD File Entries 

BOST ADDRESS 

26.0.0 . 2 

26.1.0.2 

BOST ADHINSTRATOR 
Moore. Richard 
(rmoore@FRG . BBN . COH) 

See NETINPO:MIL-NSC.TXT 

Figure A·I0: Example of HADMINBYADDR File Entries 

21 



22 DESCRIPTIONS OF NIe TABUS AND USTS 

DOMAIN NAME • CONTACT : NAME MAILBOX PHONE 

.OU 

Admin: NIC Boatmal!lter Boatmaster@NIC.DDN.HIL 

(800) 235 - 3155 (415 ) 859 - 3695 

Tech NIe BOlltmaster Hostmaster@NIC.DDN.HIL 
(800 ) 235-3155 (415) 859-J695 

• 
Zone NIe BOlluaster Boatmaater@NIC . DDN . HIL 

(800) 235-3155 (415) 859-3695 

0 
Berkeley . BOU 

Admin: Henry, Robert w. rwh@UCBVAX.BE~BLEY.BDU (415) 642-8493 

Tech ltarelll, Hike karela@UCBARPA ,BERXELEY,BOU (US) 642-4948 

Zone , )tarel_ , Hike karela'UCBARPA.BBRXELEY . BDU (415) 642-49U 

Figure A·ll: Example of Eotries in Domain Contacts File 

(TOp-level domain with no registered 8ubdomaina:) .. 
NO known domain. under this top level domain . • 
(Top- level domain with numerous registered aubdomaina : ) 

.OU 

ACUSD.EOU ADELPHI. BOU ALASM. . BDU ALBANY.BOU ALFRED . BDU 

ALLEG.EDU AMHERST.BDU ANDREWS. BOU APPSTATE . BOU ARIZONA . EOU 

ASC.EOU ASU.EOU AUBURN.EOU AUVM.BDU BATES . BOU 

BAYLOR . EDU BELOIT.EOU Berkeley. EOU BETHEL.EOU BBTBELXS.EOU 

BGSU . EOU BINGBNfrON.EOU BOWDOIN.EDU BRADLEY. EOU BRANDEIS.EDU 

••• ( remainder of entry) •• . 

Figure A-U: Example of Entries in Domain lniormalion File 
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FILE FORMAT: 

ASN Number ASN Name 

Contact Name (NIC- identifier) Contact'. Mailbox 

1 

2 

Contact'. Phone Number 

Brescia, Michael (MB) 
(617) 873-3662 

The BSN Core Gateways 
BRESCIA@BBN.COH 

DCN-AS 

Milla, Dave (OLHl) MILLS@HUEY.UDEL.EDU 
(302) 451-8247 (302) 737 - 9212 

Figure A·13: Example of ASN File Entries 

FILE FORHAT: 

Network Number 

Contact Name (NIC- identifier) 
Contact'. Phone Number 

Cla.. A Networks 

3.rrr .rrr . rrr 
Bradt, James E. (JEBSO) 

(518) 387-7170 

4.rrr.rrr.rrr 
Blumenthal, Steven B. (SBB) 

(617) 873-3197 

Network Name 
Contact'. Mailbox 

GE-INTERNET 
bradt@CRD.GE.COH 

SATNET 
BLUHENTHAL@B8N . COH 

Figure A-14: Example ofNEIWORK-CONTACTS File Entries 

23 
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Boat Administrator distribution: 
ACTION@GUNTER-ADAH.AP.HIL, 
adamec@BRL ,HIL, 
Adkins@DOCKHASTER . NCSC.HIL, 
adm@~ . AP . HIL. 

adm'RAKSTEIN2 - EKH .AP.HIL, 
... (other entries' . .. 

DESCRIPTIONS OF NlC TABLES AND USTS 

Figure A·lS: Sample Formal of Distribution Lists 
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