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Introduction

The software for the ARPA Network exists partly in the IMPs and partly in
the respective HOSTs, BB&N has specified the software of the IMPs and
it is the responsibility of the HOST groups to agree on HOST software.

During the summer of 1968, representatives from the initial four sites
met several times to discuss the HOST software and initial experiments
on the network. There emerged from these meetings a working group of
three, Steve Carr from Utah, Jeff Rulifson from SRI, and Steve Crocker
of UCLA, who met during the fall and winter., The most recent meeting was
in the last week of HMarch in Utah. Also present was Bill Duvall of SRI
who has recently started working with Jeff Rulifson.

Somewhat independently, Gerard DeLoche of UCLA has been working on the
HOST-IMP interface.

I present here some of the tentative agreements reached and same of the
open questions encountered. Very little of what is here is firm and reactions
are expected.

I. A Summary of the IMP Software
Messages

Information is transmitted from HOST to HOST in bundles called messages.
A message is any stream of not more than 8080 bits, together wi ts
header., The header is 16 bits and contains the following information:

Destination 5 bits
Link 8 bits
Trace 1 bit

Spare 2 bits

The destination is the numerical code for the HOST to which the message
should be sent. The trace bit signals the IMPs to record status information
about the message and send the information back to the NMC (Network
Measurement Center, i.e., UCLA). The spare bits are unused.

Links

The link field is a special device used by the IMPs to limit certain kinds
of congestion. They function as follows, Between every pair of HOSTs
there are 32 logical full-duplex connections over which messages may be
passed in either direction. The IMPs place the restriction on these

1links that no HOST can send two successive messages over the same link
before the IMP at the destination has sent back a special message called
an RENM (Request for Next Message). This arrangement limits the congestion
one HOST can cause another if the sending HOST is attempting to send too
much over one link, We note, however, that since the IMP at the destination
does not have enough capacity to handle all 32 links simultaneously, the
links serve their purpose only if the overload is coming from one or two
links, It is necessary for the HOSTs to cooperate in this respect.
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The links have the following primitive characteristics. They are always
functioning and there are always 32 of them.

By "always functioning," we mean that the IMPs are always prepared to transmit
another message over them, No notion of beginning or ending a conversatlon

is contained in the IMP software., It is thus not possible to query an IMP
about the state of a link (although it might be possible to query an IMP

about the recent history of a link — quite a different matter!).

The other primitive characteristic of the links is that there are always
32 of them, whether they are in use or not. This means that each IP
must maintain 18 tables, each with 32 entries, regardless of the actual
traffic.

The objections to the link structure notwithstanding, the links are
easily programmed within the IMPs and are probably a better alternative to
more complex arrangements just because of their simplicity.

IMP Transmission and Error Checking

After receiving a message from a HOST, an IMP partitions the message into
one or more packets, Packets are not more than 1010 bits long and are
the unit of data transmission from IMP to IMP. A 24 bit cyclic checksum
is computed by the transmission hardware and is appended to an outgoing
packet. The checksum is recomputed by the receiving hardware and is
checked against the transmitted checksum. Packets are reassembled into
messages at the destination IMP,

Open Questions on the IMP Software
1. An 8 bit field is provided for link specification, but only 32 links
are provided, why?

2. The HOST is supposed to be able to send messages to its IMP, How does
it do this?

3. Can a HOST, as opposed to its IMP, control RFNMs?
4 Will the IMPs perform code conversion? How is it ‘to be controlled?

II., Some Re nts n the Host-to-Host Software

Simple Use

As with any new facility, there will be a period of very light usage until
the community of users experiments with the network and begins to depend
upon it. One of our goals must be to stimulate the immediate and easy

use by a wide class of users. With this goal, it seems natural to provide
the ability to use any remote HOST as if it had been dialed up from a

TTY (teletype) terminal. Additionally, we would like same ability to
transmit a file in a somewhat different manner perhaps than simulating a
teletype.

Deep Use
One of the inherent problems in the network is the fact that all responses
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from a remote HOST will require on the order of a half-second or so, no
matter how simple, For teletype use, we could shift to a half-duplex
local-echo arrangement, but this would destroy same of the usefulness
of the network. The 950 Systems, for example, have a very specialized
echo-

When we consider using graphics stations or other sophisticated terminals
under the control of a remote HOST, the problem becames more severe. We
must look for some method which allows us to use our most sophisticated
equipment as much as possible as if we were connected directly to the
remote computer.,

Error Checking

The point is made by Jeff Rulifson at SRI that error checking at major
software interfaces is always a good thing. He points to some experience
at SRI where it has saved much dispute and wasted effort. On these grounds,
we would like to see some HOST to HOST checking., Besides checking the
software interface, it would also check the HOST-IMP transmission hardware.
(BB&N claims the HOST-IMP hardware will be as reliable as the internal
registers of the HOST, We believe them, but we still want the error
checking. )

III. The Host Software

Establishment of a Connecticn

The simplest comnection we can imagine is where the local HOST acts as if
it is a TTY and has dialed up the remote HOST, After some consideration
of the problems of initiating and terminating such a connection, it has
been decided to reserve link O for communication between HOST operating
systems, The remaining 31 links are thus to be used as dial-up lines.

Each HOST operating system must provide to its user level programs a primitive
to establish a connection with a remote HOST and a primitive to break the
connection. When these primitives are invoked, the operating system must
select a free link and send a message over link O to the remote HOST requesting
a connection on the selected link. The operating system in the remote

HOST must agree and send back an accepting message over link O, In the

event both HOSTs select the same link to initiate a connection and both

send request messages at essentially the same time, a simple priority

scheme will be invoked in which the HOST of lower priority gives way and
selects another free link., One usable priority scheme is simply the ranking
of HOSTS by their identification numbers. Note that both HOSTs are aware
that simultaneous requests have been made, but they take complementary
actions: The higher priority HOST disregards the request while the lower
priority HOST sends both an acceptance and another request.

The connection so established is a TTY-like comnection in the pre-log-in state.
This means the remote HOST operating system will initially treat the link as
if a TTY had just called up. The remote HOST will generate the same echos,
expect the same log-in sequence and look for the same interrupt characters.
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High Volume Transmission

Teletypes acting as terminals have two special drawbacks when we consider
the transmission of a large fille. The first is that some characters are
special interrupt characters. The second is that special buffering
techniques are often employed, and these are appropriate only for 'low-
speed character at time transmission.

We therefore define another class of connection to be used for the
transmission of files or other large volumes of data. To initiate this
class of link, user level programs at both ends of an established TTY-like
link must request the establishment of a file-like comnection parallel to
the TIY-1ike link. Again the priority scheme comes into play, for the
higher priority HOST sends a message over link O while the lower priority
HOST walts for it., The user level programs are, of course, not concerned
with this. Selection of the free link is done by the higher priority
HOST,

File-like links are distinguished by the fact that no searching for interrupt

characters takes place and buffering techniques appropriate for the higher
data rates takes place.

A Sumary of Primitives

Each HOST operating system must provide at least the following primitives
to its users. This list knows not to be necessary but not sufficient,

a) Initiate TTY-like connection with HOST x.

b) Terminate comnection.

¢) Send/Receive character(s) over TTY-like connection.

d) Initiate file-like connection parallel to TTY-like connection.
e) Terminate file-like connection.

f) Send/Receive over file-like connection.

Error Checking
We propose that each message carry a message number, bit count, and a
checksum in its body, that 1s transparent to the IMP, For a checksum we
suggest a 16-bit end-around-carry sum computed on 1152 bits and then
circularly shifted right one bit, The right circular shift every 1152
bits is designed to catch errors in message reassembly by the IMPs,

Closer Interaction

The above described primitives suggest how a user can make simple use of a
remote facility., They shed no light on how much more intricate use of the
network 1s to be carried out. Specifically, we are concerned with the
fact that at some sites a great deal of work has gone into making the
computer highly responsive to a sophisticated console. Culler's consoles
at UCSB and Englebart's at SRL are at least two examples. It is clear
that delays of a half-second or so for trivial echo-like responses degrade
the interaction to the point of making the sophistication of the console
irrelevant.
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We believe that most console interaction can be divided into two parts,

. an essentially local, immediate and trivial part and a remote, more lengthy
and significant part, As a simple example, consider a user at a cansole
consisting of a keyboard and refreshing display screen. The program the
user is talking typing into accumulates a string of characters until a
carriage return is encountered and then it processes the string. While
characters are being typed, it displays the characters on the screen.

When a rubout character is typed, it deletes the previous non-rubout

cter, If the user types HE L L O + « P CR)where + 1is rubout and
@%ﬁ: carriage-return, he has made nine keystrokes. If each of these
keystrokes causes a message to be sent which in return invokes instructions
to our display station we will quickly become bored.

A better solution would be to have the front-end of the remote program =
that is the part scanning for + and@— be resident in our camputer.

In that , only one five character message would be sent, i.e.,
HELP , and the screen would be managed locally.

We propose to implement this solution by creating a language for console
control. This language, current named DEL, would be used by subsystem
designers to specify what components are needed in a terminal and how the
terminal is to respond to inputs from its keyboard, Lincoln Wand, etec.
Then, as a part of the initial protocol, the remote HOST would send to
the local HOST, the source language text of the program which controls
the console. 'This program would have been by the subsystem designer

in DEL, but will be campiled locally.

The specifications of DEL are under discussion. The following diagrams
. show the sequence of actions,

A. Before Link Establishment

v 5
i

—
Request connection
+ over link 25
UCLA
gerstine =D OPreui e
System
: LA {HOST: SRI
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B, After Link Establishment and Log-in

&~
-

UCLA

Operating
System

i0ST: UCLA

"Please send
front end control

O—a-

l]in!‘Og.
-

HOST: S

C. After Receipt and Campilation of the DEL program

Open Questions

1. If the IMPs do code conversion, the checksum will not be correct.
2. The procedure for requesting the DEL front end is not yet specified.

IV. Initial Experiments
Experiment One

SRI is currently modifying their on-line retrieval system whlch will be
the major software component of the Network Documentation Center so that
it can be operated with model 35 teletypes.
will be written in DEL. All sites will write DEL compilers and use NLS

through the DEL program.
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. Experiment Two
SRI will write a DEL front end for full NLS, graphics included., UCLA
and UTAH will use NLS with graphics.
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I LINKS

la Control Lirks

lal Logical link 0 will be a control link between any two HUSTs on
the netwoirk

lala Only one control link may exist betweer any two HOSTs on
the metworke Thus, if there are n HOSTs on the networks Lhere
are n-| control links from each HOST,

la2 It will b2 primarily used for communication between HOSTs for
the purposes of =

la2a Establishing wuser links
la2b Breaking user links

la2c Passing: interrupts regarding the status of links and/or
programs using the links

la2d Monitor; communication

la3 Imps in the network may automatically trace all messages sent
on link C.

Ib Primary Liirks

‘ l1od A user at @ given HOST may have exactly | primary link to each
of the othea 405Ts on the nelwork.

Ibla The primary link must be the first link established
between a ADST user and another HOST .

Iblb Prima~y: 1l inks are g9lobal to a users i.2. @ wser progranm
may open a primary link, and that link remains open until it is
specif ically c losed.

Iblc Theprimary link is treated like @ teletype connected over
@ normal data-phone or direct line by the remote HOST, i.e. Lhe
remote HOST considers a primary link (o be @ normal telelype
us er.

ibld Thke primary link is used for passing (user) control
inforwation ¢o the remote HOST, €. 9. it will o0e wused for
logging in tor the remote host (using the remcte hosts stangerd
login procedure).

Ic Auxilliary Links

lcl A user program may establish any number of auxilliary links
betuweem jitself and a user program in a connected HOST.



lcla These links may be used for either binary or character
transwission.

lclb Awilliary links are local to the sub-system which
establishes | t hemy and therefore are closed iuben that subsystem
is left.
2 MANTPULAT ION DF LINKS
Za Control Lirks
2al The control link is established at system load time.

2a2 The status of; a control link may be active or inactive

2a2a The statws of the control 1Ink should reflect the
relationship betueen the HOSTs.

2b Primary L inks

2bl Primary links are established by a user or execulive calld to
the monitor

2bla The mtuork identification number of the HOST Lo bDe linked
to wmust be included in the call

2bilb An attempt Lo establish more than one primary link to a
particular HOSIT wi:ll be regarded as an errory and Lhe request
will be defaulted

2blc Standarid JTransmission Character Set

2blcl There will be a st andard character set for
transmission of data over the primary links and control
links.

2blcla This will be full (8 bit) ASCII.

2bld (ge link) The protocal for establishing a 1link to HOST B
from HOST A lis as follows

2bldl A selects a currently unused link to HOSI B from its
allocation tables

2bld2 A transmits a link connect message tc B over link 0.
2bld3 A Lthen wails for:
2bldla- A communication regarding that link from B
2bld3b- A certain amount of time to elapse

2bld4 If a icommunication regarding the link is recieved from




Ba

it is examined to see if it is:

2bldéa A verification of the link from B.

231d%al This results in a successful return from the
monit or Lt o the requestor, The link rumber is returned
Lo the requestor, and the link is established.

2bldéb: A request from B to estaolish the link. this
means ' that B is trying to establish the same link as A
independently of A.

231441 If the network [D number of A(Nal) is grealer
than thati of B(NbD)e then A ignores the «equest, and
cont imues to await confirmation of the link from B.
251d402 Ify, on the other hand., Na<Kb, Az

2bld4b2a Honors the request from B to estabilish
the link,

2blag4b2b Sends verification as required,

2bldéb2c Aborts ilts own request, and wepeats Lhe
alilocation process.

2bldéc Some other communication from B regarding the
link.

2321d4cl This is an error conditions meaning Lthatl
eit her:

2bldécla A has faulted by selecting a previously
allocated link for allocation.

2bldéc b B is transmitting infermation over an
urv—allocated link,

2bldéclc Or a message regarding allocation from B
to A has been garbled in transmission.

251d4c2 In this case, A's action is to:

2bldéc2a Send a link disconnect message to B
concerning the attempted connecliaon

2bldéc2b Consider LtLhe state of HOST B to be in
error :and initiate entry to a panic routine(error).

2b1dS If no communication regarding t(he link is recieved
from B in the prescribed amount of time, HOST 8 is

comns ide~e'd to be in an error state.



2bld5a A link disconnect message is sent to 8 from A.
2bld5b. A panic rout ine is called(error).
2¢ Auxilliary Liaks

2cd Auxililiary :links are established by a call tc the monitor from
a wuser progamn.:

2c la The request must specify pertinent data about the desired
link to the monitor

2clal The number of the primary link to B.

2clb The request for an auxilliary link must be made by a wser
program in eacih of the HOSTs (A and B).

2clc If Na P ‘Nby then HOST A proceeds to establisn a link Lo
HOST B in (e manner outlined above (getlink).

2cld If Na<Nb, then A waits:s

2cldl Fotr HOST B Lo establish the link (after looking to
see if B has already established the corresponding linkJl.

2cld2 For; a specified amount of time to e lapse.

2cld2a This means that HOST B did not respond Lo the
request of HOST A.

2cld2b The program in HOST A and B should be able to
specif iy the amount of time to wait for the Limeoul.

3 ERROR CHECKING

3a All messages sent. over the network will be error checked initally
so as to help issljatie software and hardware bugs.

3b A checksum will: be asisociated with each messages which is osrder
dependen L.

300 The follosing algorithm is onme which might be used=s



3bla A checksum of length | may be formed by adding successive
fields in the string to Dbe checked seriallye and adding Lthe
carry bit into the lowest bit position of the sua.

e paerer 1---!

ADD ~—— = ———— -

R o

B e e ———

ADD “-CARRY-—--- K
1.

i i
- —RESULT ~——---

3blal Thlis process is known as folding.

3bla2 Sevewral fields may be added and Ffolded din parallel.,
if ey are folded appropiately after the addition.

!FIEJ)I 8!FIELD T!FIELD 6£IELD S—-‘

| 1
"RESULT--

3bla2a Using this scheme, it is assumed that, if there
are n fields, the carries from the first n-l fields are
autonait iccal ly added imto the low order position of the




next higher fields so that in folding, one need only add
ithe 7 result: fields to the carry from the nth fields and
then adid in an appropiately sized carry from &khat

‘ addit iory (and repeat the desired number of times) to
achiz2vie the result.

3bla3 A checksum computed in this manner has the advantage
that, Lhe word lengths of different machines may eacdh be
used optimally..

3bla3a- I1f a string of suitable length is chosen for
compating the checksums and @ suitable checksum field

lengthn is selected, the checksum technique for each of
ithe nachidines will be relatively optimal.

3rla3dlal Field lengtn: 288  bits (lowest caommon
demomenatior of (24.,32.,36)

3ola3la2 Checksum length: 8 bits (convenient field size
for; all machines)

3blb If a message is divided into 9groups of fields, and each
group  is checksummed in this manner. an order dependent
checksum may : be got by shifting the checksum for each group.
and adding it ‘in (successively) to the <checksum of the mext
group

3c A facility will be provided where two HOSTs may enter & mode which
. requires positive verification of all messages. This verification is
sent over the coatrol link.
4 MONITOR FUNCTIONS
4a Network [/0 drivewrs
4al Input

tala Input message from [MP.
4alb Do error checking on message.

4albl Ver if y checksum

4alb2 Sznd « "merssage recieved® aknowledgement over conitrol
link if @akinos lledge mode is in effect.

4alc (traasdcharacter translation.

4alcl There: is a strong possibility that the character
translation may be done in the IMP.

4alc2 This needs Lo be explored further with BBN.




4alc3 There are two main considerations

4alc3as Should the transltaion be done by table or
algor ithm?

43llc3al Initially it seems as though the best wmay to
90 jis tab le.

4alc3b- How 1should we decide which ‘messages should be
trans latleds - i.e. is it desirable to not translate
everything (YES!!) and by what means can we wuse to
differentiat e?

4ald Decod2 | header, and pass message to correct recipient as
identified by source, and link.

4aZ Output
4a2a Build header
4a2b Character! translation

4a2bl S2e remarks under the section on outpul
translativon(trans).

éa2c Cretz checksunm
4a2d Chek status of link

4a2dl If d4here has not been a RFNM since Lhe lasl message
transmitted out the link. wait for it.

ta2e Transmit wmess age to IMP
4a2fF 1f aknow ledge mode is in effecl, wait for
4a2f] RENM ifrom destination IMP.
4a2f2 Response from destinat ion HOST over control line 0.
4b Network sitatus
4bl Maintain statius of other HOSTs on network
4bla If an IMPl is down, then his HOST is considered to be doun.
4b2 Maintain statius of control lines.
403 Answer statlsus' queries from other HOSTs.

4b% Inform other: HOSTs as to status of primary and auxilliary
links on an interrupt basis..




405 Informother HOSITs as to status of programs using primary and
secondary links

@ 5 cxecunive priMITIVES

5a Pramary L inks

5al These require the HOST number as a parameter.
Sala Establish primary link
S5alb CTomezt: controlling teletype to primary link
Salc INPUT/0WTPUT over primary link
5ald Interrogalte status of primary link

Saldl don®t know what, exactly. this should dos Dut it seems
as thoughl i t might be useful.

5ale Discoynect controlling teletype from primary link

Salf Kill srdmary link

5b Auxilliary Links.

Sbl Establish auxilliary link.
Sbla requites the HOST number as a parameter
Sbilb it returns a logical link number which is similar Lo a
file incex. . It is this number which is passec to all of the
otiher Auxilliary routines as a parameter.

Sp2 I NPUT/0UTPUIT ‘over auxilliary link

503 Interrogater status auxilliary link.

S5bi3a don't know what, exactly., this should :doe bul il seems as
thouwgh it ajghit be useful.

Sbé Kill awmilliary link.
5¢ Special exeutive functions
S5cl Transparent: I NPUT /DUTPUT over link
Scla This nay be used to do block 1/0 transfers over a link

Scib The funct:ion of the mwmonitor inm this inslance is to
transfer a buffer directly to its IMP

Sclc At do2s' not modify it in any uay




Sclcl This ' means that the header and other control
informat iony must be in the buffer.

‘ Scld The iatended use of this is for network debugeing. :
6 INITIAL CHECXOU :

6a The network will be initially checked out using the 1links im a
simulate:d data-phone mode.

6al All messages will be one character in length.

6a2 Links will be transparent to the monitor, and controlled Dy
user program via la special executive primitive..

6a2a The initial test will be run from two wuser programs in
di fferent H0STs, e.g. DDT to DDT.

6a2b It willi be paralleled by a telephone link or similar.
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IN10,.

2a

2b

3a
3b
. 3c
3d
3e
3f
4 Imp
ba

4b

5a

5b

03724769

5b3

1342:42 EBS

| (n10) networ k chac kout

2 Installation of tommunication gear 8/1/69

From AT&T anid/or BBN need dimensionals power and cabling

specifications

Need to es:avdlish SRI desired alternate locations so as to

determine maximum te:lco cable lenglths

2c Need to etabllish location and drops on voice coeordination
circuits

2d Need circuit information on voice drops for tie Lo intercom
system

2e Need Lo orde~ and instal a.c. power (coordinate uwith 4b)

2f See 16

3 Design and const-ucts host-Imp interface 9/1/69

Need specificadions from BBN

Develop trial design

Review with syStem programmers

Establish f irad design

Biuld and desilgn! hardware

Debug trial soiftware: with hardware loop test

instal lation 9/165/69

from BBN ot dimensional, power and cabling specificatlions

SRI orders aidt installs a.c. power (coordinate with Ze)

5 Debug host-lmp interface 10/1769

Get debug spac if icatiions and procedures from BBN

Mrite prograass: t o debug with BBN

5ol Transfers bf) test messages

52 Test procedures for crash and recovery

Check messlagle fi'l and st ripping procedures




5S¢ Jry oun transfler tests

Scl VErify t-ansfers to Imp

5c2 Verify t~amsfers from Iimp

5¢3 Verify t~aansfers looped with lap
5d work out Imp reload and restart procedures
Test messages dDewwzen JCLA-SRI 10715769

6a Network configuration

SR1

ucLA

6b Agree with UL lon nature of test messages
6bl Formats
6b2 Sequerces |
603 C(Checks
604 Test procedures
605 Faull redocrting
6¢c fest integriiyt of messages
6d Test sequenc2 bFfy delivery
be Heasure delars:
6f Loop with LA |
69 System resporse to invalid and abnormal conditions
6h Lose and res_ore facilities
6nl Communicatlion 1link
6ne lmps

6h3 Host s
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61

Test messages secwzen JCSB-SRI 11/715/69

71a

ib
ic

1d

Te

Deve'lop net wrwuble reporting scnhneme

Network configuration
SR1 -
* &
ucLaAa ucss
ALl of &

Load network f or; alt ernate routing to be effective
Develop voic? icoordination scheme
7dl Three war conference
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ABSTRACT

The Decode-Encode Language (DEL) is a machine independent language
tailored to two specific computer network tasks:

accepting input codes from interactive consoles, giving immediate
feedback, and packing the resulting information into message
packets for network transmissin.

and accepting message packets from another computer, unpacking
them, building trees of display information, and sending other
information to the user at his interactive station.

This is a working document for the evolution of the DEL language.
Comments should be made through Jeff Rulifson at SRI.

FORWARD

The initial ARPA network working group met at SRI on October 25-26,
1968.

It was generally agreed beforehand that the runmning of interactive
programs across the network was the first problem that would be
faced.

This group, already in agreement about the underlaying notions of
a DEL-like approach, set down some terminology, expectations for
DEL programs, and lists of proposed semantic capability.

At the meeting were Andrews, Baray, Carr, Crocker, Rulifson, and
Stoughton.

A second round of meetings was then held in a piecemeal way.

Crocker meet with Rulifson at SRI on November 18, 1968. This
resulted in the incorporation of formal co-routines.

and Stoughton meet with Rulifson at SRI on Decembeer 12, 1968. It
was decided to meet again, as a group, probably at UTAH, in late
January 1969.

The first public release of this paper was at the BBN NET meeting in
Cambridge on February 13, 1969.

NET STANDARD TRANSLATORS

NST The NST library is the set of programs necessary to mesh




efficiently with the code compiled at the user sites from the DEL
programs it receives. The NST-DEL approach to NET interactive system
communication is intended to operate over a broad spectrum.

The lowest level of NST-DEL usage is direct transmission to the
server-host, information in the same format that user programs
would receive at the user-host.

In this mode, the NST defaults to inaction. The DEL program
does not receive universal hardware representation input but
input in the normal fashion for the user-host.

And the DEL 1 program becomes merely a message builder and
sender.

A more intermediate use of NST-DEL is to have echo tables for a
TTY at the user-host.

In this mode, the DEL program would run a full duplex TTY for
the user.

It would echo characters, translate them to the character set
of the server-host, pack the translated characters in messages,
and on appropriate break characters send the messages.

When messages come from the server-host, the DEL program would
translate them to the user-host character set and print them on
his TTY.

A more ambitious task for DEL is the operation of large,
display-oriented systems from remote consoles over the NET.

Large interactive systems usually offer a lot of feedback to
the user. The unusual nature of the feedback make it
impossible to model with echo table, and thus a user program
must be activated in a TSS each time a button state is changed.

This puts an unnecessarily large load on a TSS, and if the
system is being run through the NET it could easily load two
systems.

To avoid this double overloading of TSS, a DEL program will
run on the user-host. It will handle all the immediate
feedback, much like a complicated echo table. At appropriate
button pushes, message will be sent to the server-host and
display updates received in return.

One of the more difficult, and often neglected, problems is the
effective simulation of one nonstandard console on another non-
standard console.

We attempt to offer a means of solving this problem through
the co-routine structure of DEL programs. For the
complicated interactive systems, part of the DEL programs
will be constructed by the server-host programmers.
Interfaces between this program and the input stream may
easily be inserted by programmers at the user-host site.

UNIVERSAL HARDWARE REPRESENTATION



To minimize the number of translators needed to map any facility's
user codes to any other facility, there is a universal hardware
representation.

This is simply a way of talking, in general terms, about all the
hardware devices at all the interactive display stations in the initial
network.

For example, a display is thought of as being a square, the
mid-point has coordinates (0.0), the range is -1 to 1 on both
axes. A point may now be specified to any accuracy, regardless of
the particular number of density of rastor points on a display.

The representation is discussed in the semantic explanations
accompanying the formal description of DEL.

INTRODUCTION TO THE NETWORK STANDARD TRANSLATOR (NST)

Suppose that a user at a remote site, say Utah, is entered in the
AHI system and wants to run NLS.

The first step is to enter NLS in the normal way. At that time
the Utah system will request a symbolic program from NLS.

REP This program is written in DEL. It is called the NLS
Remote Encode Program (REP).

The program accepts input in the Universal Hardware
Representation and translates it to a form usable by NLS.

It may pack characters in a buffer, also do some local
feedback.

When the program is first received at Utah it is compiled and
loaded to be run in conjunction with a standard library.

All input from the Utah console first goes to the NLS NEP. It is
processed, parsed, blocked, translated, etc. When NEP receives a
character appropriate to its state it may finally initiate
transfers to the 940. The bits transferred are in a form
acceptable to the 940, and maybe in a standard form so that the
NLSW need not differentiate between Utah and other NET users.

ADVANTAGES OF NST

After each node has implemented the library part of the NST, it
need only write one program for each subsystem, namely the
symbolic file it sends to each user that maps the NET hardware
representation into its own special bit formats.

This is the minimum programming that can be expected if
console is used to its fullest extent.

Since the NST which runs the encode translation is coded at the
user site, it can take advantage of hardware at its consoles to
the fullest extent. It can also add or remove hardware
features without requiring new or different translation tables
from the host.



Local users are also kept up to date on any changes in the system
offered at the host site. As new features are added,

the host programmers change the symbolic encode program. When
this new program is compiled and used at the user site, the new
features are automatically included.

The advantages of having the encode translation programs
transferred symbolically should be obvious.

Each site can translate any way it sees fit. Thus machine code
for each site can be produced to fit that site; faster run
times and greater code density will be the result.

Moreover, extra symbolic programs, coded at the user site, may
be easily interfaced between the user's monitor system and the
DEL program from the host machine. This should ease the

problem of console extension (e.g. accommodating unusual keys and
buttons) without loss of the flexibility needed for man-machine
interaction.

It is expected that when there is matching hardware, the symbolic
programs will take this into account and avoid any unnecessary
computing. This is immediately possible through the code
translation constructs of DEL. It may someday be possible through
program composition (when Crocker tells us how??)

AHI NLS - USER CONSOLE COMMUNICATION - AN EXAMPLE
BLOCK DIAGRAM

The right side of the picture represents functions done at the
user's main computer; the left side represents those done at the
host computer.

Each label in the picture corresponds to a statement with the
same name.

There are four trails associated with this picture. The first
links (in a forward direction) the labels which are concerned
only with network information. The second links the total
information flow (again in a forward direction). The last two
are equivalent to the first two but in a backward direction.
They may be set with pointers tl through t4 respectively.

[">tif:] OR I" >nif"]; ["<tif:] OR ["<nif"];
USER-TO-HOST TRANSMISSION

Keyboard is the set of input devices at the user's console.

Input bits from stations, after drifting through levels of monitor
and interrupt handlers, eventually come to the encode translator.
[>nif (encode) ]

Encode maps the semi-raw input bits into an input stream in a
form suited to the serving-host subsystem which will process the
input. [>nif(hrt)<nif (keyboard)]




The Encode program was supplied by the server-host subsystem
when the subsystem was first requested. It is sent to the user
machine in symbolic form and is compiled at the user machine
into code particularly suited to that machine.

It may pack to break characters, map multiple characters to
single characters and vice versa, do character translation, and
give immediate feedback to the user.

1 dm Immediate feedback from the encode translator first goes to
local display management, where it is mapped from the NET standard
to the local display hardware.

A wide range of echo output may come from the encode
translator. Simple character echoes would be a minimum, while
command and machine-state feedback will be common.

It is reasonable to expect control and feedback functions not
even done at the server-host user stations to be done in local
display control. For example, people with high-speed displays
may want to selectively clear curves on a Culler display, a
function which is impossible on a storage tube.

Output from the encode translator for the server-host goes to the
invisible IMP, is broken into appropriate sizes and labeled by the
encode translator, and then goes to the NET-to-host translator.

Output from the user may be more than on-line input. It may be
larger items such as computer-generated data, or files
generated and used exclusively at the server-host site but
stored at the user-host site.

Information of this kind may avoid translation, if it is already in
server-host format, or it may undergo yet another kind of translation
if it is a block of data.

hrp It finally gets to the host, and must then go through the
host reception program. This maps and reorders the standard
transmission-style packets of bits sent by the encode programs
into messages acceptable to the host. This program may well be
part of the monitor of the host machine. [>tif(net mode)<nif (code)]

HOST-TO-USER TRANSMISSION

decode Output from the server-host initially goes through decode,
a translation map similar to, and perhaps more complicated than,
the encode map. [>nif(urt)>tif(imp ctrl)<tif(net mode)]

This map at least formats display output into a simplified
logical-entity output stream, of which meaningful pieces may be
dealt with in various ways at the user site.

The Decode program was sent to the host machine at the same
time that the Encode program was sent to the user machine.
The program is initially in symbolic form and is compiled
for efficient running at the host machine.

Lines of charaters should be logically identified so that
different line widths can be handled at the user site.



Some form of logical line identification must also be made.
For example, if a straight line is to be drawn across the
display this fact should be transmitted, rather than a
series of 500 short vectors.

As things firm up, more and more complicated structural
display information (in the manner of LEAP) should be sent ‘
and accommodated at user sites so that the responsibility for
real-time display manipulation may shift closer to the user.

imp ctrl The server-host may also want to send control
information to IMPs. Formatting of this information is done by
the host decoder. [>tif(urt) <tif(decode)]

The other control information supplied by the host decoder is
message break up and identification so that proper assembly and
sorting can be done at the user site.

From the host decoder, information does to the invisible IMP, and
directly to the NET-to-user translator. The only operation done
on the messages is that they may be shuffled.

urt The user reception translator accepts messages from the
user-site IMP 1 and fixes them up for user-site display.
[>nif(d ctrl)>tif(prgm ctrl)<tif(imp ctrl)<nif (decode)]

The minimal action is a reordering of the message pieces.

dctrl For display output, however, more needs to be done. The
NET logical display information must be put in the format of
the user site. Display control does this job. Since it
coordinates between (encode) and (decode) it is able to offer
features of display management local to the user site.

[>nif (display)<nif (urt)]

prgmctrl Another action may be the selective translation and
routing of information to particular user-site subsystems.
[>tif(dctrl)<tif(urt)]
For example, blocks of floating-point information may be
converted to user-style words and sent, in block form, to a
subsystem for processing or storage.
The styles and translation of this information may well be a
compact binary format suitable for quick translation, rather
than a print-image-oriented format.

(display) is the output to the user. [<nif(d ctrl)]
USER-TO-HOST INDIRECT TRANSMISSION
(net mode) This is the mode where a remote user can link to a node

indirectly through another node. [<nif (decode)<tif (hrt)]

DEL SYNTAX

NOTES FOR NLS USERS




All statements in this branch which are not part of the compiler
must end with a period.

To compile the DEL compiler:

Set this pattern for the content analyzer ( (symbol for up arrow)P1l
SE(P1) <-"-;). The pointer "del" is on the first character of pattern.

Jump to the first statement of the compiler. The pointer "c"
is on this statement.

And output the compiler to file ( '/A-DEL' ). The pointer "f"
is on the name of the file for the compiler output -

PROGRAMS
SYNTAX
-meta file (k=100.m=300,n=20,s=900)
file = mesdecl $declaration $procedure "FINISH";
procedure =
procname (
(
type "FUNCTION" /
"PROCEDURE" ) .id (type .id / -empty)) /
"CO-ROUTINE") ' /
$declaration labeledst $(labeledst ';) "endp.";
labeledst = ((left arrow symbol).id ': / .empty) statement;
type = "INTEGER" / "REAL" ;
procname = .id;

Functions are differentiated from procedures to aid compilers in
better code production and run time checks.

Functions return values.
Procedures do not return values.

Co-routines do not have names or arguments. Their initial
envocation points are given the pipe declaration.

It is not clear just how global declarations are to be??
DECLARATIONS
SYNTAX

declaration = numbertype / structuredtype / label / lcl2uhr /




uhr2rmt / pipetype:

numbertype = : ("REAL" / "INTEGER") ("CONSTANT" conlist /
varlist);

conlist =
.id '(left arrow symbol)constant
$('. .id '(left arrow symbol)constant);
varlist =
.id ('(left arrow symbol)constant / .empty)
$('. .id('(left arrow symbol)constant / .empty)):;
idlist = .id §('. .id);
structuredtype = (tree" / "pointer" / "buffer" ) idlist;
label = "LABEL1" idlist;
pipetype = PIPE" pairedids §(', pairedids);
pairedids = .id .id;
procname = .id;
integerv = .id;
pipename = .id:
labelv = .id:;

Variables which are declared to be constant, may be put in
read-only memory at run time.

The label declaration is to declare cells which may contain the
machine addresses of labels in the program as their values. This
is not the BS5500 label declaration.

In the pipe declaration the first .ID of each pair is the name of
the pipe, the second is thke initial starting point for the pipe.

ARITHMETIC
SYNTAX

exp = "IF" conjunct "THEN" exp "ELSE" exp:

sum = term (

'+ sum /

- sum /

-empty) ;

term = factor (



'* term /
'/ term /
' (up arrow symbol) term /
.empty) ;
factor = '- factor / bitop;
bitop = compliment (
'/' bitop /
'/'\ bitop /
'& bitop / (
.empty) ;
compliment = "--" primary / primary:

(symbol for up arrow) means mod. and /\ means exclusive or.

Notice that the uniary minus is allowable, and parsed so you can
write x*-y.

Since there is no standard convention with bitwise operators, they
all have the same precedence, and parentheses must be used for

grouping.
Compliment is the 1's compliment.

It is assumed that all arithmetic and bit operations take place in
the mode and style of the machine running the code. Anyone who
takes advantage of word lengths, two's compliment arithmetic, etc.
will eventually have problems.
PRIMARY
SYNTAX
primary =
constant /
builtin /
variable / (
block /
"(exp ');
variable = .id (
' (symbol for left arrow) exp /

'( block ') /




-empty) ;
constant = integer / real / string;
builtin =

mesinfo /

cortnin /

("MIN" / "MAX") exp $('. exp) '/ :

parenthesized expressions may be a series of expressions. The
value of a series is the value of the last one executed at run time.

Subroutines may have one call by name argument.

Expressions may be mixed. Strings are a big problem? Rulifson
also wants to get rid of real numbers!!

CONJUNCTIVE EXPRESSION
SYNTAX

conjunct = disjunct ("AND" conjunct / .empty):

disjunct = negation ("OR" negation / .empty):;

negation = "NOT" relation / relation;
relation =
'( conjunct ') /
sum (
"<=" sum /
">=" sum /
'< sum /
'> sum /

= sum /

sum /

-empty) ;

The conjunct construct is rigged in such a way that a conjunct
which is not a sum need not have a value, and may be evaluated
using jumps in the code. Reference to the conjunct is made only
in places where a logical decision is called for (e.g. if and
while statements) .

We hope that most compilers will be smart enough to skip
unnecessary evaluations at run time. I.e a conjunct in which the
left part is false or a disjunct with the left part true need not




have the corresponding right part evaluated.

ARITHMETIC EXPRESSION
SYNTAX
statement = conditional / unconditional;

unconditional = loopst / cases / cibtrikst / uist / treest /
block / null / exp;

conditional = "IE" conjunct "THEN" unconditional (
"ELSE" conditional /
.empty) ;
block = "begin" exp $('; exp) "end";
An expressions may be a statement. In conditional statements the
else part is optional while in expressions it is mandatory. This
is a side effect of the way the left part of the syntax rules are
ordered.
SEMI-TREE MANIPULATION AND TESTING
SYNTAX
treest = setpntr / insertpntr / deletepntr;

setpntr = "set" "pointer" pntrname "to" pntrexp:

pntrexp = direction pntrexp / pntrname;

insertpntr = "insert" pntrexp "as"

(("left" / "right") "brother") /

(("first" / "last: ) "daughter") "of" pntrexp;
direction =

"up" /

"down" /

"forward" /

"backward: /
"head" /
"tai 1" :

plantree = "replace" pntrname "with" pntrexp;
deletepntr = "delete: pntrname;

tree = '( treel ') ;




treel = nodename $nodename ;

nodename = terminal / '( treel ');

terminal = treename / buffername / point ername;

treename = id;
treedecl = "pointer" .id / "tree" .id:

Extra parentheses in tree building results in linear subcategorization,
just as in LISP.

FLOW AND CONTROL
controlst = gost / subst / loopstr / casest;
GO TO STATEMENTS
gost = "GO" "TO" (labelv / .id):
assignlabel = "ASSIGN" .id "TO" labelv;
SUBROUTINES
subst = callst / returnst / cortnout;
callst = "CALL" procname (exp / .emptyu):
returnst = "RETURN" (exp / .empty):
cortnout = "STUFE" exp "IN" pipename;
cortnin = "FETCH" pipename;

FETCH is a builtin function whose value is computed by envoking
the named co-routine.

LOOP STATEMENTS
SYNTAX
loopst = whilest / untilst / forst;

"WHILE" conjunct "DO" statement;

whilest

untilst = "UNTIL" conjunct "DO" statement;

forst = "FOR" integerv '- exp ("BY" exp / .empty) "TO" exp
"DO" statements;

The value of while and until statements is defined to be false
and true (or O and non-zero) respectively.

For statements evaluate their initial exp, by part, and to part
once, at initialization time. The running index of for
statements is not available for change within the loop, it may
only be read. If, some compilers can take advantage of this
(say put it in a register) all the better. The increment and




the to bound will both be rounded to integers during the
initialization.

CASE STATEMENTS
SYNTAX
casest = ithcasest / condcasest;

ithcasest = "ITHCASE" exp "OF" "BEGIN" statement §(':
statement) "END";

condcasest = "CASE" exp "OF" "BEGIN" condcs §('; condcs)
"OTHERWISE" statement "END";
condcs = conjunct ': statement;
The value of a case statement is the value of the last case executed.
EXTRA STATEMENTS
null = "NULL";
I/0 STATEMENTS
iost = messagest / dspyst ;
MESSAGES
SYNTAX
messagest = buildmes / demand;
buildmest = startmes / appendmes / sendmes;
startmes = "start" "message";
appendmes = "append" "message" "byute" exp;

sendmes = "send" "message";

demandmes = "demand" "Message";
mesinfo =
"get" "message" "byte"
"messagel”" "length" /
"message" empty: '?;
mesdecl = "message" "bytes" "are" ,byn "bits" long" '..
DISPLAY BUFFERS
SYNTAX

dspyst = startbuffer / bufappend / estab;




startbuffer - "start" "buffer";

bufappend = "append" bufstuff §('& bufstuff);
bufstuff = :
"parameters" dspyparm $('. dspyparm) /
"character" exp /

"string"l strilng /

"vector" ("from" exp ':exp / .empty) "to" exp '. exp /
"position" (onoff / .empty) "beam" "to" exp '= exp/
curve" ;

dspyparm F :
"intensity" "to" exp /
"character" "width" "to" exp /
"blink" onoff /
"italics" onff;

onoff = "on" / "off";

estab = "establish" buffername;

LOGICAL SCREEN

The screen is taken to be a square. The coordinates are
normalized from -1 to +1 on both axes.

Associated with the screen is a position register, called
PREG. The register is a triple <x.y.r> where x and y
specify a point on the screen and r is a rotation in
radians, counter clockwise, from the x-axis.

The intensity, called INTENSITY, is a real number in the
range from O to 1. O is black, 1 is as light as your

display can go, and numbers in between specify the relative
log of the intensity difference.

Character frame size.
Blink bit.
BUFFER BUILDING
The terminal nodes of semi-trees are either semi-tree names

or display buffers. A display buffer is a series of logical
entities, called bufstuff.

When the buffer is initilized, it is empty. If no
parameters are initially appended, those in effect at the




end of the display of the last node in the semi-tree will be in
effect for the display of this node.

As the buffer is built, the logical entities are added to it.
When it is established as a buffername, the buffer is

closed, and further appends are prohibited. It is only a
buffername has been established that it may be used in a tree
building statement.

LOGICAL INPUT DEVICES

Wand

Joy Stick
Keyboard
Buttons
Light Pens

Mice

AUDIO OUTPUT DEVICES

.end

SAMPLE PROGRAMS

Program to run display and keyboard as tty.

to run NLS

input part
display part
DEMAND MESSAGE ;
While LENGTH " O DO
ITHCASE GETBYTE OF Begin
ITHCASE GETBYTE OF ¥%file area uipdatej), BEGIN
%literal areay
Ymessage areay
%name areay
#ougy
%sequence specsy
%filter specsy

%format specsy




%command feedback line}
%filer areay
%date timey
%echo registery
BEGIN %DEL control¥®
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Network Working Note Steve Crocker, UCLA
RFC-6 10 April 1969

CONVERSATION WITH BOB KAHN

I talked with Bob Kahn at BB&N yesterday. We talked about code conversion
in the IMP's, IMP-HOST communication, and HOST software.

BB&N is prepared to convert 6, 7, 8, or 9 bit character codes into 8-bit
ASCII for transmission and convert again upon assembly at the destination
IMP. BB&N plans a one for one conversion scheme with tables unique to the
HOST. I suggested that places with 6-bit codes may also want case shifting.
Bob said this may result in overflow if too many case shifts are necessary.
I suggested that this is rare and we could probably live with an overflow
indication instead of a guarantee.

With respect to HOST-IMP communication, we now have a five bit link field
and a bit to indicate conversion. Also possible is a 2-bit conversion
indicator, one for converting before sending and one for converting after.
This would allow another handle for checking or controlling the system.

The HOST can send messages or portions of a message to its IMP specifying

Tracing

Conversion

Whether message is for destination IMP or HOST
Send RENM

HOST up or down

Synchronization

Format Error Messages

Master Link Clear

Status Requested

VOO bW -

The IMP

an send to its HOST information on

0

Conversion
REFNM Arrived

IMP up or down
Synchornization

Called HOST not Responding
Format Error

Status in IMP

NOOdwN =

I also summarized for Bob the contents of Network Notes 1, 2, and 3.
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HOST=IMP INTERFACE (NWG/RFC T)
ARPA Network: Specification outlines of the HOST=IMP (HI) Interface
Programs
4 G. Deloche
May 1969; UCLA
outline
I. Introduction
1I1. Scope of the software organization
TI=-1 Network programn.
1I-2 handler program
I1I. Questions

I. Introduction

This paper is concerned with the preliminary software design of
at the ﬁos;-IMP_intgrface. Its main purpose is on the one hand to

to provide a base Ior Aiscussions and & . . (unreadable).
This study is based upon a study of the BBN Report No. 763,

-
II. Scope of tne software organization.

The system is based upon two main proZrams: tne Handler
program that drives tne channel hardware unit, and the Network
program which carries out tne user's wransmission requests.

AS the communicaticn is full duplex, each of tnese programs
can be viewed as aivided into two parts: one is concerned wiin
the output data, the other with the input, (See £ig. 1)

These tWo Programs exchanre data through a pool of buffers,
and logical inzormation through an interface vaple.

In the following we only focus on the output part of each
progran (see fig. 2). The input part would be very similar.

1I=1 Network Progran
1I-1~1 Multiplex function
’"““‘Tnts‘progrrm»multiplexes~the c)u-t.gtai.ns»-meuugea,.(xmt.i.....A.~

aistrivbutes the incoming nessages) = The multiplexing
consists in stacking up all ther user's (or caller, Or

define funciions tﬁaﬁ‘vfli“ﬁe“twbiéﬁeh08ﬂ1“tnﬂ”onHMhe—othevﬂhcndv»m;




party) « . o(unreadaople) and £411ing up the pool of buffers
so as to Keep the handler busy emitting

Multiplexing (and aistripution) is based on the 1link
identification nunbers. (Link = logical connection between
two users). The multiplexing proolen is closely related to
the interface between a user's progran and the network
program, that 1s in fact . . . lunreadable) operating systerm
(see below: Questions)

I1I-1=2 Output message processing

when a user's program wants to send out textv it snould
indicate tne following information (through a macro, or as
call p parameters): text location, text length in bytes,
and destination=

Using these data the Network program:

# prepares a 16 bit Host Leading (1 bit: trace, 2 bits:
spares, 8 bits: 1link jdentification no., 5 bits:
destination nost)

% inserts a 16 bit marking between the header and the
text SO as to start the text at a word poundary. This
markineg consists of a one preceding tne first bit of the
text and, in turn, preceded by fifteen -zeros to £1ill up

Carl "o L il 0 She Sl Tl ol s BT, 8 | 1 - 1 - B e e
#* cnecks he lenguh of tne user's text = if it exceeds
1006 bytes [ .XXxX. ] tne progran breaks down the text
—- into a sequence of messages whose maximum length is 1006
= bytes = tcach of these messages is preceded by a headine
as explained abtove,

Remark: in that case one of the neading spares could
pe used for indicating that several messakes belong to
the sane text,

# transcodes the EBCDK characters constituting the
nessages into ASCII characters,

% £i11s the buffers of the pool with the contents of the
messages.

% updates une content of the interface table and moves
the £illing pointer (see below)

II=-2 Handler Program

This program 1s initiated eitner by the network program, or oYy
the I1/0 interrupt



L S LIt S ] ATAw 3 Spreees

This program will be very snort. It will be coded in master
node (privileged instructions) and should be integrated in the
1/0 supervisor of the operating system.

This program:

# controls the channel hardware unit. It initiates the
emission % controls the channel hardware unit, 1Iv
initiates the emission, eventually provides data chaining
petween the ouffers, tests tne different device status upon
receiving an interrupt

enpries the buffers tnav are filled up by tne network
program.

% explores and updates the inverface table (see below)

% can eventually insure a control transmission procedure
with the IMP (See Questions)

II=-3 Buffers ana Iinterface Table.
II-3;1 Buffers.

They should be large enough for containing the maximum host
nessage text + neading and marking (1006 + L = 1010 bytes)

s ‘JCOROQQUCR%1¥‘QhQ“b“fie!'lt'&ﬂcoulﬂwDQMOQQCeanQuB$r$O—256~m'
woras (102n) byves). As for the buffer number it will
determine oy tne link utilization frequency =

31-3-2 Interface Table

It 1§ through this table tnatl the network program informs
the handler with the location and length of tne emitting
data.

This table could oe a ring taple with two pointers: one
for filling, tne other for exvracting., They are
respectively upcated oy tne network and the handler
Programs.

II1I. Questions

III-1 Why is there not a sinmple control procedure between the
host and the IMP? Wwhat happens if a message, issued from the
HOST, reacnes the IMP witnh an error due to tne transmission?

From the BBN specifications it appears that tanis error will
pe transmitted as far as the receiving HOST.




R

ntrol procedure bve provided?

In that case musv an HOST=HOST co

11I=2 Where will the special channel nardware unit be connected

(MIOP/SIOP)?
How Will tnis device be notified of an outzoing message end in
order to start the padding?

10P the numpber of bytes
k an interrupt
ignal which will

(The program will provide to tne MIQP/S
of the Outgoing message, and will receive bac
when the last byte is sent out. Is it that s
pe also sent toc the special device?)

the Hanaler know tune length of the

ntents of the previous one or
ready to receive a messSage of

pe triggered when the

yice versa now does

incoming message? From the co
ghould this program always be
maximum length? (then an interrupt should
real end is detected by the nardware),

tation will be availaole in
ogran interface, What are the
transferring parameters fron

1II1-3 When does the Gordo documen
order to design the user=-networx or
mechanisms for progran initiations,
one progran to anotnen etc.

Fig. 1
Fig. 2
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FUNCTIONAL SPECIFICATIONS FOR THE ARPA NETWORK (NWG/RFC 8)
G. Deloche
5 May 19693 UCLA
TABLE OF CONTENTS
I Transmission feawurs
l, Transmission checking
2, HOST(A) to HOST(B) links
II Functional software specifications
l, User programs. DEL language
2., Network program
3. Transmission Handler
III Link establishment procedure
1. General procedure
2. Example
I. Transmission Features
I=1 Transmission checking
There exists two kinds of transmission checking:
# IMP to IMP

It is a2 cyclic checksum computed and checked by the BBN
haraware

# HOST to HOST

It is a special 16 bit checksum computed and checked by the
HOST programns.

For this purpose a HOST message is broken down into 1152
bits pieces A, B, C + « « (1152 = 224 sup 2 # pocket , .
. (unreadable)

For each of pieces, we calculate an end=around carrying sum
and form the checksum as follows:

Checksum = Sum of A + 2% Sum Oof B + L% Sum of C etc. . »

This 16 bits checksum is located just after the marking of



the HOST heading, that is at the beginning of a message text
(see Fig., 1)

This checking procedure allows the verification of the
right IMP to IMP procedure., It also protects against HOST
to IMP (or IMP to HOST) bad transmission and against IMP
packet number inversion,

Remark: Example of an end=around carry sum
I=2 HOST(A) to HOST(B) links

32 1links are possible between two HOSTS, Each of those links
are viewed as full duplex., Link O is considered as a control
link (request connection, status of any kind. « ««)« The 31
others are used either for "teletype like" connections or for
file transmission connections. A "TTY like" connection is one
where:

= ASCII characters are sent or received,
= Echos are generated by the remote HOST

= The remote HOST looks for specific character (break or
interrupt control characters).

= The transmission is slow.

II. Functional Software Specifications (See Fig, 2)

II=1 User Program =~ DEL language

It's an application program that exists within a HOST. For
example the NLS program at SkI. For network purposes this
program should be viewed as parted in two: The local part and
the hard part (the body).

= The hard part represents the user application,

= The local control part is the user interface, It exerts
immediate control of the terminal and provides specific
responses to the man's inputs.

In oraer to facilitate and speed up remote interaction the
'local control' program can be transmitted to another Host,
Thanks to that capability an UCLA user, for example, will use
its terminal exactly like the SR]I user uses its own, Also only
the program data are transmitted over the link (versus the
user~- terminal dialogue) See fig. ?

DEL language. (Decode Encode Language)




The "local control" program should be written in the DEL
language= when it is transmitted over to a remote HOST . .
. (Unreadable line),

II=2 Network Progran
This program should provide:

= The outgoing messages multiphasing (and incoming message
distribution)

= The link initiation procedure: see below

= The HOST message Heading.

= The "HOST=HOST" checksum computation/checking.

= The receiving of the RFNM control messages,

= The supervisory control of the Handler progranm,

II=3 Transmission Handler Progran

This program is initiated either by the network program, or oy
the 1/0 interrupt., 1Its purpose is to control the channel
hardware unit,

This program is very short and slosely related to the Network
Prograf.

Remark= AS the communication is full duplex, the Network and
Handler programs can be viewed as divided into 2 parts: one is

concerned is the outgoing messages, the other with the incoming
messages,

III., Link Establishment Frocedure
I1I-1 General Procedure
# Establish link to HOST(X). A "TTY like" connection is
established to HOST(X). The connection is in a pre=log=in
state, Standard TTY « « «(unreadable ?codes) . , .are
expected, The remote HOST provides the echo,.
# Send/Receive characters over "TTY like" link.

# Establish file transmission link parallel to existing "TTY
like" link. Tnis nmust pe executed by both HOST user prograns,

# Send/Receive over "file like" 1link

I1I=-2 Example




Suppose that we, at UCLA, want to use NLS at SRI

A. local arrangements

# Log=in on local TTY to Sigma £, We are now talking
to the command level of the Sigma operating systenm,

# Select an user program to put in executive on the
Sigma f. We start up a program we previously wrote, It
will cont??? our TTY and the transmission with SRI

# Or select the standard UCLA communication program,
This is the standard option for simple control of a
remote HOST.

B. Connection to SRI

# Initiate 1link to remote HOST., The previously
selected progranm asks the UCLA Network program to
initiate a link to SRl. The Network program:

= Selects an open 1link e.g. 25

- Sends a message to SRI over link 0 , .
. (unreadable) connection on link 25,

= Waits for an acceptance from the SRI network
program. This acceptance is in the form of another
message over link O.

= If it should happen that both SRI and UCLA try to

initiate a connection over 25, the one with the higher
priority would prevail. (This is extremely rare). We

suggest that the priority be exactly the HOST
identification numper,

= This connection is teletype=like connection only a
standard subset of ASCII characters is expected or
accepted,

= Tne connection is a "pre=log=in" connectien, The
remote HOST expects its standard log=in sequence,

# Log=in atv SRI

This may be done either by the ucla user program, if
it knows how, or by the man at UCLA by typing the
required sequence, We are now talking to the command
level of the SRI operating system,

(in margin): Get user program at SRI into
execution.



C. Request 'local control' program from SRI.

# The UCLA selected program sends a message over the
link to the SRI user program. The message requests that
SRI transmit to UCLA the 'local control' program which is
written in the DEL language

# We compile this program through our . . «(unreadable
?local) compiler

# We turn control of the TTY 1ink ., ,(unreadable), . .
terminal over the just compiled DEL progranm,

Fig. 2
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2. HOST-HOST Protocol

2.1 Logical Links (Figure 2) 3

Any IMP can be viewed as an interface between a locel center and the
trunk network. Locally, an TP may 'serve up to four HOSTs; for each
of then it provides 256 logical links to any remote HOST.

However, between an IMP and &ll the other IPs no more than 64 links
may be in use simultaneously. In other words, a HOST dialoguing

with a remote HOST can consider its local IMP as a switching center
offering 256 lines to-the remote HOST,put only 64 can be activated _
at a time. (If a local center includes n HOSTs, 64 should be shared

amount the n HOSTs).

The 256 logical links connecting two HOSTs can be distinguished as
follows:

Link O has a special status. It is the control link (connection
requests, status report of any kind...).

The 255 others can be used either as primary links, i.e., "teletype
1ike" connections, or as auxiliarv links for file transmisslon.
2.1.1 Primary Links Features
A primary link
# is the first link established for a HOST=HOST transmission.
*% is a "INY-11ike" cornecticn that is:
- ASCII characters are transmitted.
- Echos are generated by the rewote HOST.
-~ The remote HOST scans for break character.
- The transmission is slow (less than 20 characters per second).
# is mainly used for transmitting control ccmands, i.e., for
log-in to the remote HIST operating system.
# provides special buffering technigues for slow, short
. transmission.

2.1.2 Auxillary Links Features

An auxiliary link
# is used for transmission of large volumss of data.
# 13 established in parallel to the primary link

¥ can be established only if the following conditlons are
fulfilled:
user programs, at the two extremities, must both requin
its opening.

# 1s used for elther binary or character transmission.




1 links connecting the HOST, and the way data

and 5 is on software organization and data

erent programs involved in a HOST.




2.2 Link Establishinent
b 2.2.1 General Procedures
" Each HOST(X) user will respect the following procedure for

communicating with HOST(Y).

(a) . Bstablish a vrimary link to HOST(Y).
A primary link is established to HOST(Y) through the
control link 0. The connection is then in a pre-log-in
state, i.e., the remote HOST expects its standard log-in
procedures.,

(b) Log=1n Seguence
Standard ASCLL characters are sent/received over the
orimary link., In that way, the HOST(X) user signs in
to remote HOST(Y) by using its standard log-in procedures.

(c) Establish an auxilizrv link to HOST(Y)
This establishment must be executed by both extremities.
As in (a), this i3 done by using the control link 0.

(d) Send/Receive Text over Auxiliary link

2.2.2 Example
Figure 3 focuses on the data exchanged over the links during
a HOST(X)=-HOST(Y) dialogue.
HOST(X) has the network identification 8.
HOST(Y) has the network identification 5.

Notations Used
( * Circled stui‘fs represent characters, e.g. E:‘J§)
# Parenthesised nurhers are used for cross relferencing wlth
further explanaticns, e.g. (2)

Explanaticns

* (1) and (2) constitute the primary link establishment
(\ serds the following message over link 0:
‘3}{1'_ OU’@"
Enouiry for link establishment (ASCII character)
L: Link type: primary (Spzecial Character)
: Logical link identification nw"’*er in decimzl
(3 TASCIT characters)
: Options: it is an alphanumerical character, e.g O
Possible options could be: Full Echo, data ’cyue...

=HOSP(Y)_acimowledees by sending back:
"g_gx ENG BRI VLD 0"1' i
@_() : postive aclmowledgement (ASCII character)-Link 12
is now estublished,
e U o
\Qg’i’l})’ Q,'J_.f?,.'«:-ux : Tne previcus message 1s returned to
R the requestor for security purpose.




# (3) and (4) constitute a trivial example of a log-in
procedure -Sec remark 2 below-

#(5): HOST(X), talking to the operating system of HOSE(Y),
requests for URSA, u'HSA is supposed to be a user application
program in HOST(Y).

#(6) and (7) constitute the auxiliary link establishment.
After (5),an auxiliary link should be established. This
is dore by HOST(X) since it has the higher identification
numer in network. e.g., 8 against 5.

The procedure is very much 1like (1) and (2)

#(8): HOST(X) transmits a2 "file" to URSA, The transmission
is done over link 25 which has just been established.

#(9): IOST(Y) answers back with a "file" over link 25.
And the dialogue zoes Chae.

¥(10): HOST(X) frees the links he has established

: End of transmission (ASCII character).

Q lumber of links wanted to be closed (3 ASCII character)
ODE@P5): Link identification number (ASCIT characters)

#(11) HOST(Y) ackmowledges back as in (2), (7).

Remark 1: The figure 3 dcesn't show the heading of each
message which are of course transmitted over these links.
The characters represented on each line should be viewed
inserted in the text zone of a message.

Remark 2: These characters =see (3) and (4)- can elther
be transmitted one at a time over the line (each character
eonstitutes the text of a2 message) or be packed before
transmission oy the user communication program,

In either czse, the remote HOST can consider the link as
a normal teletype (Searchs breaking characters, provides
echoS.es)e

Remark 3: In (2), (7), or (11), HOSI(Y) can answer hack a
negative a:'mo;lled;e’rent character LiAK)instead of (ACK).
This, for many various :~easor:s such as bad transmissTon, HOST(X)

wants to open a linl alrsady establighed, and so forth. The
mssabe could be CZA.‘ vwhere (IND) is a character

indicating u'fg the previous block has been refused. Upon
receiving back such neypative acknosledgerents, HOST(X) will
repeat its messaze until HOST(Y) accepts it. An emergency
procedure will take place if too many successive NAK occur,

"

A i i AR




Netork Service Call

(M

transmission...) through service calls.
traps to a monitor service routine that interprets and executes the ser-
vice., Control is then routed back to the user program,

A user program acceszes the network facilitles (link establishment, data
Under execution, a service call

3.1 List of service calls at user's disposal.

(a) Open Primary Link

OPENPRLI(PRIMID,INSIID, BUFFADDR , IWNTRPT-CODE,[OPT])

PRIMID: User ldentification of the primary link,

HOSTID: Remote HOSD identilication.

BUFFADDR: Buffer address for the inceming messages.
INTRPT-CODE:; Code that tne networi program should give to the

user progrzm when he is interrupted because a mesSsaze

has ccme back.
OPT: Options such as "full echo" (for testing purpese) , message
required after successful link estaplishment, etc....
Remark: [ J: not required.
(b) Open auxiliary link
OPENAUX (AUXID, PRIMID, BUFFADDR, TiTRPT-COLE, [oFr])
AUNID: User identification of the auxiliary link.
PRIMID: User identification of a primary lini. Refers to an
already established rrimacy link, ¥
BUFFADDR, LIIRPI-CODI, OPT same meaning as above.

(¢) Transmissicn cver link
TRANSLINK (ID, BUFFADDR, i, [OPT]) o - i
ID: User link identification. Depending on which type of links
we want to transmit, this identification number will be equal
to a previocusly define d AUXID/PREAID,
BUFFADDR: Data location addruss for transmission.
N: Data bytes numier for transaission,
OPT: Options such as data type (character vs, binary),
acknowledzarents required (utilization of the auxiliary
links in a half duplex mode), trace bIt, etc....

(@) Modify link parameters
MODIFLINK (ID, OFPT)
ID; User link identification (Equal to either AUXID/PRIiZID)

(e) Close link
CLOSE LINK (ID, [foretl)

ID: Same meaning as avove.
OPT': Can be used to close all the links in use by the user.

!




u.

Data Structure
e ————§

The allocation and the management of the links are carried out by means
of three tables:

A Table Sorted By HOST.

A Table Sorted By LINK.

‘A Table Sorted by USER,

4,1 HOST Table (See Figure 4)
It is a bit-table indicating, for a glven remote HOST, which links
are free. (bit-0 means free 1link)

This table should provide 256 bits per HOST (256 logical links
possible). At a given time no more than 64 bits can be set to
1 in the whole table.

4,2 LINK Table (See Figures 4 and 5)

Tnis table contains as many sections as links in use,Figure 5
describes the structure of a section.

Starging and retrieval are carried out dynamically upon using
a hashing technligue based on the network link'identifications.,

4,3 USER Table (See Figure 4)

The table structure is given on Figure 4, These are as many

sections as active users, Each section contalns the user
identification (given by the operating system) and the identifications
of the 1links in use by this uzer., Notice that a link has two
identifications: that of the user (given as a parameter in the

OPEN service call) and that of the network (that is attributed by

the networic program).

This table is hashed by users.
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Network Prozram

The emission functions of the network programs are fulfilled by monitor
service routines. In tnat sense, this program can be viewed as belonging

to the operating systenm.

These functions are concerned with the link establishments and data
transmission; they are started by the service calls previously described.

Let's explain how these routines allocate and manage the links by
describingthe operations involved during the execution of t:he OPENPRTHM
routine,

Suppose that the value of the parameter HOSTID is equal to J

(a) J is used as an index for the "HOST" table to reach the "HOST j"

(b) In "EEOS’E‘.HJ' section, we select the first ﬁ‘ee link (First bit=0)
€.8.5 1 'bit,

(c) J and i determine respectively the HOST~-I'IP destination and the
network link number.

(d) This j-1 value is used as a hashing code to oren a new section in
the link tavle. e.g. section . .

(e) In this section §, the link ID zone is filled up with j-i, the
"link opened by us" and "primary" bits are set to 1. (See Fipure 5.)

(Remark: It is only when we receive back the acknowledzement
message from the remote HOSI'—-See Mzure 3: (2)-that the link is
considered coipletely establisned, Then we set tc 1 the bit
"1ink established".). Also in this section P, we store the para-
meter BUFFADD Velue in the "buffer address zone", and the user
identification nurber, implicitly given, in "the user ID zone".

(f) Using the user identification number, we hash the USER Table to
open (or find) the right m section.
We update this m section by storing the user link ID number (PRIMID)
and the network link ID nurber (i).

(2) ae prepare the message text:

. @ERLDDI0 11QFT)

(h) *We prepare a heading according to BEN specifications: (in order to
send the ressage over link 0).

(1) We calculate the HOSI' checksum.

(J) We put together the heading, checksum, text by providing marking.

(k) We queue up this message for the handler,

The receiving “unctiocns will use these tables in a very similar way,
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