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Cover Letter

This note announces release of the second published version of the
Procedure Call Protocol == PCP Version 2, Version 2 is

SUBSTANTIALLY éifferent than vVersion 1; it and all intermediate,
informally distributed PCP documents are obsOleted by this release, 1

versioen 2 consists of the following documents, Each is availakble
on=line in twe forms: as an NLS file and as a formatted text £ile,
The Journal nurper (e,a, 24459) refers to the former, of course, and
the pathname (e,5, [SRI=ARC)<NLS>PCP,TXT) to the latter, accessible
via FTP using USER=ANONYMOUS and PASSWORD=GUEST (no account
required), Hardcopy is meino forwarded by US Mall to all those who
have expressed an interest in PCP, 1If you don’t receive a copy and
would 1ike one of this and/or future releases, send a note to that

effect to WHITEGSRI=ARC: 2
(20391,) "Some Thoughts on System Desian to
Facilitate Resource Snarina" 24
This document discusses issues present in the design of
network hased rescurce sharing systems, 2al
PCP (24459,) "The Procedure Call ProtocCol!" 2b

This document describes the virtual programming environment
provideéd by PCP, and the inter=process exchanges that

implement it, 2b1
Pathnamet! [SRI=ARC)<NLS>PCP,TXT 2bla
PIP (24460,) "The Procedure Interface Package" 2¢

This document describes a package tnat runs in tne setting
provided by PCP and that serves as a procedureascallelevel
interface to PCP proper, It includes procedures for calling,

resuming, interrupting, and aborting remote procedures, 2¢l
Patnnames [SRI=ARCI<NLS>M>PIP,TXT 2cla
PSP (24461,) "The PCP Support Package" 24

This document describes a package that runs in the setting



JBP 30=DEC=74 11119 24852
PCP Cover Letter

provided by PCP and that augments PCP proper, largely in the
ares of data store manipulation, It includes procedures for
obtaining access to groups of remote proeedures and data
stores, manipulatino remote data stores, and creating

temporary ones, 241
pathname! [SRI=ARC)<NLS>»PSP,TXT 2d1la
PMP (24462,) "The Process Management Package" 2e

This document describes a package that ruyns in the setting
provided by PCP and that provides the necessary tools for
interconnecting two or more processes to form a multie-process
system (e,q, NSW), It includes procedures for creating,
deleting, loaically and physically interconnecting processes,

and for allocating and releasing processors, 2el
Pathname: [SRI=ARC)I<NLS>PMP,TXT 2ela
PCPFMT (24576,) "pPCP Data Structure Formats" 2f

This document defimes formats for PCP data structures, each of
which is appropriate for one or more phvysical channel types, 2f1

pathname! (SRI=ARCI<NLS>PCPFMT,TXT 2fla
PCPHST (24577:) "pCP ARPANET IntersHost IPC Implementation' 29

This document defines an implementation, appropriate for
mediating cemmunication between Tenex forks, of the IPC

primitives required by PCP, 291
pathnanme! [SRI=ARC)<NLS>PCPHST,TXT 201a
PCPFRK (24578,) "pCPp Tenex Inter=Fork IpPC Implementation! 2h

This document defines an implementation, appropriate for
mediating commynication between processes on different hosts

within the ARPANET, of the IPC primitives required by PCP, 2nhi
Pathname: [SRI=ARC]<NLS>PCPFRK,TXT 2hia
PCPTNXINT (24792,) "Tenex PCP Process Internal Structure" 21

T™his decument defipnes the interna)l structure of a PCP process
implemented te run on Tenex, and as such serves as a process
implementer®s auide, It describes the process*® fork
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structure, the role and composition of each fork, and the

manner in which the various forks interact with one another;
indicates which gomponents are supplied with PCP and which are

the respensipility of the process implementery and describes

the manner in which the components are assembled at load time, 241

pathname! [(SRI=ARC)<NLS>PCPTNXINT,TXT 2i1a

The first docurent, PCP, is tne place the interested reader should
start, It aives the required motivation for the Protocol and states

the substance ¢f the Protocol preper, The reader may then, if he
chooses, read the next three documents: PIP, PSP, and PMP, The

latter has the most to offer the casual reader; the programmer faced
with coding in the PCP environment should read all three, The final

few documents ~= PCPFMT, PCPHST, and PCPFRK == are of interest only

to the PCP implementer, The final (and most recent) document shouyld

be 0f interest to implementers of the PCP mechanisms in TENEX, 3
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INTRODUCTION 1

The concept 0f the NSW Frontend is a very important vet, we think,
not fully understood part of the NSW as a wnole and is, we
believe, very vital to the overall success of the NSW progranm,
This paper attempts to clarify the Frontend concept somewhat, to
raise some issues that have come up so far, and to present our
current thoughts on those issues, This is a draft document and
has been ypdated te reflect the outcome of the NSW Project Review
meeting heléd Nov 6,7, and 8 at SRI (attendees: Millsteln, Balzer,
Crocker, Watson, Irby, White, Postel, Waal, Triolo, Michael,
Lehtman, Viector, and other SRY staff), The decisions reached at
this meetinc are denoted py [)'s, 1a

THE PURPOSE OF THE FRONTEND FOR THE NSW 2

The Frontend is & buffer between the user and the VWorks Manager
angd tools ©f the NSW, The Frontend provides a logical function
(interfacing the user to tnhe NSW) and will initially be
implemented on a PDP=1] satellite computer, In the future, the
Frontend may consist of a program running on a satellite
cooperating with a program running on some larger computer, The
‘ primary reasons for having a Frontend, as We perceive them, are as
follows: 2a

1) To previde the user with a coherent and consistent command
language discipline throughout the NSW, 2al

NO matter whether the user 18 giving commands to a tool or
to the WOrks Manager or the Frontend itself, ne does so
ysing the same methods for specifying which commands he
wishes executed, the same Mmethods for specifying arguments
or parameters to commands, gets the same type of prompting
and regquests help in the same way, always, In addition, the
general syntactic form(s) should be the same from teool to
tool unless there is good reason for the tool to deviate
from the standard, 0f course the particular commands and
vocapularies will varyv with the tool and in fact the same
verhs may be used with guite different semantics in
different tools, but at least most other facits of the
commard language (including asking £or help and being
prompted for the proper type of input) should stay the same
across tool boundaries, 2ala

It {s expected that initial users of the NSW will have to ,
access some tools in a "transparent" mode [ see discussion
below in Issue | ), where the Frontend cannot provide the

‘ ' user with the facilities just described, 1In this instance,

the Frontend could take on the nature of a TIP or ELF
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2)

3)

terminal concentrator, However, we expect that as time goes
on and the NSW grows, the user will be able to use most
tools through the unified user interface provided by the
Frontend, and it is toward this end that we should build,

To provide tools with vell=formed commands.,

It is proposed that this he done by issuing remote procedure
calls to "external" procedures in the tools to actually
execute commands, This will be accomplished throuagh the
Procedure Call Protocal (see Jim Whites papers on the PCP),

Many operating systems and application programs have elected
to use half duplex, line=ate=a=time terminals becauyse o0f the
incregsed computer efficiency provided by this aperoach,
Other operatinge systems and application programs have
chosen, instead, to utilize character-at=a=time £ull duplex
terminal disciplines because 0f the opportunity this
provides for utilizing a more humanemengineered command
language,

The NSW Frontend is an attempt to combine these two
approaches inte a COMMAND=AT=A=TIME system, where the
application programs do not directly interact with the
terminal, but ratheyr receive £fully specified commands from
the Frontend, At the same time, the Frontend will attempt
te provide the yser with the best poSsible human=engineered
command language discipline, This means that interfacing to
applicaticn programs developed for line-atwa=time terminals
shoule be gquite straioht forward, even though the user
cperates from a character=at=a=-time fyll duplex terminal,
since such programs tend not to interact with the user
extensively [ See discussion under Issue 2 below ),

Te provide a terminale=independent interface to the tools,

Because the Frontend handles all terminal interaction
(except In transparent meode), it will present to the tocl a
virtual terminal, Thus, once a tool is developed, little
attention need me given teo the type or particular
characteristics of the terminal the end useér may choose to
empley while using the tool, In fact, the cost of creating
new tools should be considerably reduced because of the
facilities made avajlable by the Frontend,

This Means that even thoygh the creators of a tool
envisioned the user sittina at a tvpewriter terminal, the
NSW user who happens to be using a display terminal with
a pointing device may be able to interact with the tool

24853
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in a two dimensional sense, pointing to arguments on his
screen instead of typing them, etc, [ See discussioen
under Issue 2 helow])

Fer tools which wish to make more extensive use of a
display terminal if the user has one, the Frontend
presents primitives for allocating windows On the display
and allows the tool to write/delete/move/make invisible
items displayed within the windows,

4) Possible asvnehronoys operation,

In some instances, it May be possible for the execution of
the user’s commands to be accomplished in parallel with
subsegquent command specification and execution, This frees
the user to do other thinags while a lengthy command is beling
executed by a tool,

§) NSWwwide macro facilities

The yser should be able to define (text substitution) macros
whiech he can then use with any tool, since the macros will
. me expanded oy the Frontend,

(NOV 6«7 DECISION?

A macro facility wil) probably not be made available for
first year NSW,]

£) 70 previde standard mechanisms for presenting status or
error conditions to the user,

an errcr gshould congist of the followings
a human readable error message

a code indicating whether this error caused the command
to be aborted, completed or yndefined and whether the
tocl is now in & state to receive more commands or should
be restarted,

certain types of errors will haye to be reported to the
Wores Manager so that it can taxe action (e,g, file system
errors, disk errors, ete), Does the Frontend do this or
does the teol? [ Could Millstein or Warshall address this? )

In particular, from the user’s standpoint, the first and last ot
thegse justifications are very impertant, With very few
‘ exceptiong, most user’s would pecome very frustrated in an

|
|
|
|
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enyironment where every new tool he chose to use required tpat ne

iearn a new interaction discipline, (Imagine having to speek

Greek to the gas station attendant, Spanish te the grocer, French

to the waiter, and so forth,) In fact, it is our belief that this

would spell certain doom for the NSW, 2b

The Frontend functiong could be much mere extensive and could be
distributed between the satellite PDP=1]l and a larger host, This
notion wili have to evolve as we galpn experience with the NSW as a

wvhole, 2c
ISSUES THAT HAVE COME UP SO FAR 3
Some of the issues that should be raised now are the following: 3a

1) What §{s to be done for tools that already exist as
monelithic packages where the user interaction cannot readily
me separated out into the NSW Frontend? 3al

1t is our belief that the more tools which are fully
integrated into the NEW framework the better the NSW will
seem as & total system, HOwever, we must also allow users
' to run tools which were not built or modified to run within
the NSW, Aside from the impact this has on the Works
Manager, the Frontend cannot be expected to help the uyser
when he is using this type of tool, It is envisioned that a
transparent mode (with a user=settable escape character)
will be provided for sueh tools and that tool output to the
user will appear as though the user had a TTY, even though
ne may be using a display, 3Jala

[NOV =7 DECISIONS 3alb

Frem the Frontend's standpoint, all tools have a grammar

that drives the Frontend’s interaction with the user,

For someé tools, however, this grammar may be very trivial

and may cause a trivial backend to be inyvoked (through

PCF) that simply passes characters to the actual tool,

This means that the tool itself need not pe modified, bhut

that tne user interacts with the tool just as he

interacts with other tools and that he still has easy

access to the Works Manager and to the Frontend itself, 3albi

Inis meang that to install a tool into the NSW,
§OMeCne mMust write the CML grammar fO0r {t (this may be
very trivial, such as just collecting a string of
characters from the user and passing them to the
backend) and construct a simple backend which will
‘ interact with the frontend through PCP procedure calls
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and ship characters to/from the real tool and perhaps
nhandle some error conditions, It may be possible to

use the same grammar and simple backend for several

such tools if the simple backend can treat the real

tools the same all the time, 3alibia

If it turns out to be trivial to also supply a

transparent moede that allows for trial, evaluative use of

a tool without any investment in a grammar, etc, then

this will also be provided,) 3alb2

2) Whar eclasses of terminals should he supported in the first
vear? 3a2

A Network Virtual Terminal (NVT) was defined for TELNET, We

would propose that {n addition to this definition of a

virtusl typewriter terminal, the NSW needs a similar

definition of a virtual alpha=numeric display and a virtual

display with a pointing device, 3a2a

It is our assumption that it is ADR’s responsibility to
write drivers for any terminals the NSW management decjides
‘ the NSW Frontend will support to map them into the
appropriate virtual terminal, 3a2b

The Frontend will provide external procedures to present

error and status messages to the user and, {f he is using a

display terminal, te allocate and manipulate text and

graphics within windows on the display, A tool will not,

nowever, be able to effect certain areas of the screen which

are used by the Frontend for command feedpack, 3a2e

Wwhile many acplication programs in conventional operating

systems now make use of jine=atwastime terminals, as

discussed above, these terminals do not allow the Frontend

to actively interact with the user to answer help reguests,

to previde keyword recognition, noise words, or to prempt

him fer various types of input, For these reasons, the NSW
Frontend should perhaps support half duplex terminals for

printing devices only (since the best hardCopy seéems to be
produced on some of these devices), 3a2d

Preper support of half duyplex terminals as interation

devices may call for quite a different interaction

strategy on the part of the rFrontend, Should we be

planning on this or just support them awkwardly, as is

now done throughout much o0f the ARPANET? 38241

. (NOV =7 DECISIONG 1a2e
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SRT will support half duplex, linee-atwa~time terminals as
interation devices, ARC currently believes that the
specitication of the command lanauage for a tool should
be, fOr the most part, independent of the terminal class
being used with the tool, There is now a facility in the
CML fOr the command language designer to specify that
certaln commands (or parts thereof) should not be
available for certain terminal clagses, This facility
will probably have to he expanded to account for half
duplex terminals, CHI will think about interaction form
for a half duplex terminal = the Frontend may be able to

de special, nicer thinas for users at such terminals, 3azel
SRI (Victor) will define the following virtual terminal
classes £for NSW§ 3al2e?2
1) Half duplex, line-at=a=time terminal, jale2a
2) NVT (already defined), 3Jaze2b
3) Alpha=numeric display without pointing device and
with and without editing functions; and Jaz2e2¢
. 4) Line Processoreenhanced alpha=numeric display
(already defined), 3aze2d

The definition of a virtual graphiecs terminal may be
deferred until next year (May be aple to use Network
Graphles Protocol here,), 3a2el

A facilitv should be made available for alpha=numeric

display terminals to automatjcally page output (halt

output until the user types a character to continue

outputting), 1In addition, it would be desireable from

sueh & terminal to be able to seroll back though recent

tty outpuyt that {s no longer on the screen, The frontend

will accomodate this within memory size limits (may have

to dufip it en a file somewhere),) JaZed

1) Is the Command Meta Languacge flexible enoyagh for first=year
NSW (documentation of currently planned language will be
avajilable shortiv)? 3a3

As cuyrrently planned, the NSW CML will be derived from the
current CML, used {n the NLS system, The re=implementation
and generalization of this CML will remove problems that we
have fourid during its use for the past year within NLS but
are there other steps we should take to aeneralize {t even
. turther? 3a3a



CHI 30=DEC=74 11:36 24853
‘ NSW Frontend Issues =~ reflects Decisions of Nov NSW Review Meeting

We are now in tne process of writing trial grammars for

TECO, WYLBUR, CANDI, NETED, 508, and two forms of DDT, A
discussion of these will pe distributed shortly, Are there

other interactive systems that people know of that we should

try te express in CML at this time? 3aib

[NOV 6=7 DECISIONG laic

It was felt that 1f the CHML could actually be used to

descripe the above set of user languages that it would be
sufficient for first vear NSW use, We were able to

specify one of the most complicated commands in the Works
Manager with no difficulty, Wwe will bring up any

precblems that arise, 3aidel

Bop Balzer felt gtrongly that the user should be aple to
execute "yniversal" (always avajlahle) commands to the
Frentend Or wWorks Manager even if these conflict with
tocl=specific commands, Please note that this imposes a
liritation on tool command languages since they cannot
use commands that beoin with tne same command words as
the Frontend or worKks Manager commands (warshall was
. oprosed to this in a meeting in Atlanta, feeling that it
would be better to have an escape character which the
user typed in order to talk to the Frontend or Works
Manager), We have used the "universal'" command strategy
within NLS with little problem of conflicts, This
aprroach seems (to uUs) to present a simpler user
intertace to the overall system but either approach is
acceptable to us, It seems more discussion is needed
here,l 3a3e2

4) What language form ghould be the NSW gtandard? a4

Wwe currently envision NSW commands that will consist of
command words (which might serve as verbs for commands or as
modifiers for partialy specified commands), parameter
specifications (pointing operations for users at displays
and typing parameters), standard command confirmation (final
ok to proceed), standard backup to a previoys state in the
specification of the current command, standard ways of
determining the currently available alternatives or the
general syntactic form of commands, and general semantic
tdata pase driven) help for particular tools and commands
within those tools, Jada

Shouyld the NSYW CML attempt to enforce some conventlons about
the ferm of commands, such as specifving command words at
. the begining of commands followed by parameters or vice
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versa? Shouyld the yrecognizers for soOme lowelevel parameter
tvpes, suUch as word, textwstrina, and file name, be bullt
into the CML s¢ that thev will he the same for all tools?

shoyld post fix be allowed? Shouyld functional notation be
allowed?

[(NOV 6=7 DECISIONS

It was felt that the CML should not be changed to be more
restrictive in an attempt to enforce a standard NSW
command lanouage conyention, This can be done later when
the issues are more clearly understood, Althouah this
issue was not discussed at length, we feel that certain
commonly used recoagnizers should be built into the
frontend (to facilitate writing simple command languages
and to present a more uniform "system" to the user) in
sych & way that a command languyage designer can override
them 1f# necessary, FExamples of such builtin recognizers
are flile names, free text, words, and vigibles (words
with ajoining punctuation),)

. ) what interaction and presentation forms shoyld be provided?

shoulé function Keyboard simulation or menu selection be
provided for tools?

(NOV 6«7 DECISION:

Function keypoards and menuy selection will not be
supported in the first year system, Interaction forms
will be similar to those now supported by NLS,)

f) What sorts of things shouyld the uyser be allowed to tajler in
the Frontend to his own personal preferences?

Should he be able to sPecify the level of verndosity, the
amount of prompting, the succinctness of error messages, the
recognition algorithm for command word recoagnition, toels
availaple to him, ete, what should a site or group manager
be able to specifv on behalf of his people?

(NQV A=7 DECISION}

The facilities now supported by NLS for this purpose will

be provided, In addition, the list of avalilable tools

will be settable by a project leader for his project

personnel, A User Profile too)l will be provided as a
. subset of the NLS backend,)

24853
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7) HOw much control should a tool be allowed to have over the
user's terminal?

Our current plan {s to provide a standard mechanism for
presenting statuys and error messages and the ability to
write text (and perhaps graphics) in or to subdivide windows
on a portion of the screen, 1Is anything else needed or does
anything peyondéd this constitute a violation of the primary
reason for the frontends existence == {,e, to present a
standard interface ¢0 all NSW tools?

[NOV 6=7 DECISION:

It was not felt that additional facilities would be
needed for the first year system,)

R) Semantic help

It is envisicned that the user will be able to obtain
English help with tools in the NSW, This will be
accomplished by providing a separate tool, capable of
interacting with the user (via a grammar in the Frontend)

. and using a structured data base provided along with the
tool grammar, This help tool will not run in the satellite
machine put will be invoked by the satellite whenever the
user asks for semantic help with a tool, The help tool will
pe previded with the name o0f the help data base for the tool
the yséer was using and a representation of the user’s
command state at the time ne requested help, (0Once a
connection has been established to the help tool for & user,
the connection will probably be maintained until the user
terminates the session,) It is expected that the command
language designers will provide the data basges, It s
expected that there will be one data hase for the NSW as a
whole, describing global concepts, organization, and purpose
of the NSW, This data pase will pe available at all times
t0o the user, In additien, we may wish to produce a data
hase that 1s a highelevel guide to all the tools accessable
throueh NS8W,

We Would propose that for firsteyear NSW, this help tool
is simply a set of calls on the NLS backend, with the
data bpases being NLS structured files (this approach is
now being used within NLS),

In the future it {s expected that the help tool Will ke able

to take on the character of a tutor and show the user how to

execute Commands and wnhat the effects of doing so are as
‘ #ell as providing the user an environment in which he is

24853

3a7

3a7a

3a7b

3a7bl

3aB

3aBa

3aBal




CHI 30~DEC=74 1113136 24853

. NSW Frontend Issues == refleects Decisions of Nov NSW Review Meeting

free to try things without running the risk of destroying
anvthing or leaving unwanted trash around, (We refer you to
the NLS=SCHOLAR project at BBN and to the COTCO system being
designed at ISI as examples 0of more active help facilities,)
Initially and for some time, however, we expect the help
tool tc be more of a browsing aid, using a structured data
pase to allow the user to more gquickly find the information
ne seeaks,

[NOV 6=7 DECISION:

This was felt to be an acceptable plan for first vear
NSW,.] 3a6cl

9) UNDO and REDD 3a¥%

What mechanisms must be in the Frontend to facilitate UNDO |
and REDO capabilities on an NSWewide basis and what must be |
done for tools which can undo the effects of previous |

function executions, 3ag%a |
|
[NOV 6=7 DECISION® 3a%b |
‘ UNDO was not discussed and will not bhe ayailable in first

vear N8W, REDD was discussed briefly and was felt to pe

valuable, 1f resources permit, the frontend will provide |

this for the most recently specified commands for first i

vear NsWw,] 3a9%p1 |
I

10) Checkpointing 3alo0

Must the Frontend do anything with respect to NSW |
eheekpointing, packinag up to a checkpeint, etc? What does |
the Frontend 40 when the Works Manager crashes and restarts? |
Jhat must the Frontend do to allow the user to pickup where |
he left off at the end of his last session? 3al0a !
I
|
|

[NOV 6«7 DECISIONG 3alob

This was not discussed (we ran out of time), Perhaps

Warshall or Millstein could write a short blurb on this?

Is it to be available in first year NSW? Suspending and
resuming a session will not mne provided py the Works

Manager for the first year system,] 3ajoby

11) Terminal Linking 3ail

The arility for two or more users to connect thelr terminals
(especially displays) together in order to work together or

10
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simply t0 type to each other has been found to be a very
valuarle facility, Should this be offered in the N§W,

[NOV 6=7 DECISION

Terminal linking, although a very valuable facility, will
not be supported in f£first year NSW,)

THE CML AND ITS IMPLICATIONS FOR NSW TOOLS, TOOL BUILDER, TOOL
INSTALLERS, AND COMMAND LANGUAGE DESIGNERS

The Frontend system that is bPeing planned for tne NSW consists of
the following:

1) A formal lanquage (CML) for specifying NSW user interfaces

2) A compliler for that formal language that runs under TENEX as
A subsystem or from NLS

3) Tool grammars, products of the CML compiler or any other
such progran

‘ 4) A CML interpreter that processes a CML grammar in order to
work with the user in gpecifying syntactically correct commands
to the NSW, ‘

5) A user profile data base that is ysed by the CML interpreter
while interactina with the user, This data base allows the
Frontend to be tailored to the individual preferences of the
users,

6) A yser statistics data base, where, if desired, statistics
can be accumyjated on commands used by a user, error rates,
etc, This will be accuymulated on a file or perhaps reported to
the YWerks Manager,

7) Access tO a semantic help tool which is emploved by the
Frontend when the user requests semantic level help with & tool
or a comrand, It is presumed that each tool, in additioen to
supplyving the Frontend with a grammar will also supply it with
the name of a help data hase file whose structure and content,
as with the grammar, are the sole responsipility of the tool
puilder/supplier,

This help tool ecould also be Kept informed of the user’s

dialog with the Frontend, can have access to the tool
grammar, the current parse state of the user, and the user'’s

. profije,

i1

24853

3alia

3allb

Jalibl

4~

dal

4a2

4a3

4ad

4as

4a6

4a7

4a7va




CHI 30-DEC=74 11136

. NSW Frontend Issues == reflects pecisions of Nov NSW Review Meeting

Detajled discussions of the CML and the CML interpreter are being

prepared ané will pe forwarded to you as sOon as they are
completed,

DOCUMENTATION THAT SEEMS NECESSARY FOR THE NSW T0 FUNCTION (Someone

(Carlson,

Balzer, or Crocker) should specifv such a list of necessary

documentation and affix responsibility for proyiding it,]?

A system guide to installing and running an NSW Frontend

System specs for tool bearing host execs

A system manual on the flow of econtrol in the NSW as a whole

A svstem guide for Command language designers

A svstem guide fOr tool

System
System
‘ Systenm
System
Syseem

systen

docurentation
docunrentation
documentation
documentation
docymencatction

docurentation

on

on

on

on

on

on

installers

the Procedure Call Protocol

depbugging NSW tools

(PCP) external procedures for each tool
CML

tunctions the Frontend provides to a tool

functions the Works Manager provides

12
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‘Nsw Frontend Issues == reflects Decisions of Nov NSW Review Meeting

(J2485853) 30«DEC=74 1113631813 Titles Authorc¢s): Charles H, Irby/CHI};

Distributions /CHI( [ INFO«ONLY ) ) 1 SubeCollections: SRI=ARC) Clerky
CHI; Origini < NSW=SNURCES, FEwISSUES.,NLS34, >, 13«NOVe=74 07359
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JMB 30=DEC=74 12323
. Response to NSW Documentation thing (24848,>

I read <gjournal,24848,> ==jlgWw Documentation draft==put have no
comments to offer riaght now, If I think of anvything I"l1l let you
know, FPrav tell, what is DPCS?722727

24854
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‘pesponse to NSW Documentation thing (24848,>

(J24854)  30=DEC=74 121233313 Titlet Author(s)i Jeanne M, Beck/JNB}
Distributiont /DVN( [ ACTION ) ) j SubsCollectionsi SRIwARC) Clerk
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‘PCP Table of Contents

Procedure Call Protocol Documents

Table of Contents

(20391,) "Some Thoughts on System Design to

Facilitate Resource Sharing" *
PCP (244599) "The Procedure Call Protocol"
PIP (24460,) "The Procedure Interface package"
PSP (24461,) '"The PCP Support Package'
.Pb‘P (24482,) "The Process Management Package!
PCPFMT (24576,) "pPCP Data Structure Formats"
PCPHST (24577,) "PCP ARPANET Inter=Host IPC Implementation'
PCPFRK (24578,) "pCp Tenex Inter=~Fork IpC Implementation”

PCPTNXINT (24792,) "Tenex PCP Process Internpal Struycture"

* These documents are added to this collection in this printing, The
other documents are reprinted withoyut change,




‘PCP Table of Centeéents

(J248B55) 30=DEC=74 15321
Poste]l/JBPs Distribution:
SRI=ARC; Clerk: Jap;

30=DEC«74 14:54 JBP grppsens,

H
/

1

Titles

Author(s):

JBRP( [ INFO=QNLY ] )

Origint < POSTEL, PCP

JBP 30=DEC=74 15321

Jonathan B,
Sub=Collections:?
TOC ,NLS31, >,
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‘ NSW Tahle 0of Contents

National
HOST (24581,) "NSW
EXEC (24580,) "The
FILE (24582,) "The
FILE=APP (24813,) "The
BATCH (24583,) "The
LLDBUG (24579,) "The
BOXES (24584,) "Rla

RJE=MODEL (24655,)
TRH (24656,)

NVTP (24827,)

!lTr\e

JBP 30=DEC=74 15122 24856

Software YWorks PCP Documents

Tanhle of Contents

Host Protocol"

Executive Package'

File Package"

File Package Appendix" #«
Batch Job package"
Low=Leye] Debua Packaage'
ck Boxes in PCP"

Remote Job Entry Model! #

"Reguirements on Tool Bearing Hosts!" «

"The

Network Virtuyal Terminal Package'" #

# These documents are added to this collection in this printing, The
other documents are reprinted without change,
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. NSW Table of Centénts

|
(J24856) 30=DEC=74 15322221 Title! Author(s): Jonathan B, :
Postel /JBP; Distripoution: /JBP( [ INFO=ONLY ] ) 3 Sup=Collections: |
SRI=ARC; Clerk: JBP; Drigin: <€ POSTEL, NSWTIOC,NLS3l, >,

30=DEC=74 15306 JUBP syss888#,




KIRK 30=DEC=74 15335
Response to > ROUGH DRAFT NSW Documentation Work Breakdown and Time
Allocatiom <€24848,>

Comiments in response to ROUGH DRAFT NSW Documentation Work Breakdown
and Time Allocation >» <24848,>, First the bad news, then the good
news followed kY Some recommendations,

Primers, scenarios, and "discursive introductions" for sending a
letter, reading mail, producing a document (5 or so primers in this],
and DEX, should be incluyded in documentation for "inexperienced
users",

I should have 9 weeks to spend on the NSW documentation (counting
vacation), not 5 as listed,

It seems to me that i{f a multiesubsystem nls is to be a single "tool"
in the nsw, those subsvstems could pbe a part of one blg file, It is
clear that additional code and conventions for a multi=file help
system will be necessary for subsystems or "tools" which are not an
integral part cof nls, A design for this should be started
immediately so that it can be planned for in the help documentatjon,
There are several aguestions that need to be answered in that respect,

With respect to the time element, {t looks like the design documents
for each part of the WNSW should be agreed uypon by everyone including
documenters and be complete enough to document from (or preferably BE
the documentation), In addition, FOOQOLPROOF procedures need to be
worked out to ensure that documenters are not just informed of, but
have a sav in any deviations from the design, Otherwise,
inconsistencies between the code and the documentation must pe
considered bhugs in the code,
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Response to > ROUGH DRAFT NSW Documentation Work Breakdown and Time
Allocation <24848,>
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.This is a test of insert sendmailform

this is a test of the glossary
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. This {s a tesgt of insert sendmaiiform

EXE MES MOV MES JOURNALD 1
EXE PRO DEL LAS 2

TITLE: This is a test of insert sendmallform
COMMENT: this is @ test of the glossary
AUTHOR(S)1PDOH

NUMBER$ 24858

DISTRIBUTE FOR ACTION TO: POOH

DISTRIBUTE FOR INFO=ONLY TO: POOH

SUBCOLLECTION(S)?

KEYWORD(S) !

HANDLING INSTRUCTION:

RECORDING INSTRUCTION:

OFFLINE ITEM we LOCATED AT}

RFC NUMBER:

OBRSOLETES ITEM NUMBER(S):

ACCESS STATUS}

UPDATE TO ITEM NUMBER(S):

INSERT LINK TO FOLLOW:

FORWARD ITEM NUMBERj |
. MESSAGE: none |

BRANCH AT: |

PLEX AT |

GROUP AT: |

FILE} |

SEND THE MAIL, 5. 2
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.This is a test of insert sendmailfornm

(J24858%

) 30=DEC=74 163125311 Title: Author(s): Ann Weinbera/PO0OH)
Distribution: /POOH( [ ACTION ) ) POOHC [ INFO=ONLY 1 ) 1
Sub=Collections: SRI=ARCs Clerk: PODH:




KIRK 30=~DEC=74 16:29
Some reasons £or having <iwg> and uysing angle nhra.kets in general in
the proposed new sandmail ‘enyelope’ format

I think placing <iwg> hefore the 1link to a message that has been
delivered to a user is an excellent idea to save user and cpuy time,
while at the same time allowing a single process (jump to link) for
seeing all senémall iters,

In general, I tnink the uyse of apngles=brackets consistant with the
rest of NLS (file commands, oridin statement, insert link command,
etc,) should be encouraged instead of parentheses for the following
reasons (copieé from hels),

problems with using parens ():

Since parentneses are legal characters in a filename, placing two
l1inks delimited by parens next to each other causes an irresolvable
confusion, Also, it is nossible for parenthetical clauses in a
statement to become confysed with links, If you are using the Link
entity while editing a8 link that does not have proper syntax, it is
possible to endé up editing the parenthetical clayse instead, To
avoid confusien, we sudgest vou use andleesbrackets <> instead cf
parentheses,
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Some reasons for Naving <iwg> and using anale prackets in general in
the prorosed new sendmall ‘envelope® format

(J24859) 30=DEC=74 1631293133 Title: Author(s): Kirk E, Kelley/KIRK}
Distributiont /RLL( [ INFO=ONLY 1 ) FDBK( [ INFO=ONLY ] ) 3
Sub=Collections: SRI=ARC FDRKy Clerk: KIRK;
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. CML Paper and Command Summary go to COM

On Satuyrday the 28th I put off On tape 121 at 1SI a corrected COM

version of Ken’s CML paper, Note this version will not have

statement numbers because of an error on my part in confusing

SNFFontshow with SNFontshow, On the same tare I put a COM version of

the cuurrent cemmand sumary, That file name is commands, 1
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.CML Paper and Ccommand sSummary go to COM

(J24860) 30=DEC=74 21101813 Title: Author(s): Dirk H, Van
Nouhuys/DVN; Distributiont /JOANC [ ACTION ) dpcs notebook please) KEV(
{ INFO=ONLY ] ) JMB( [ INFO=ONLY ) ) j SubeCollectionsi SRI=ARC DPCS)
Clerk: DVN;
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. More on Current Marker

Follows journal items (24815,)

(24802,)

DVN 30«DEC=74 21137

and (24821,)

24861




More on

In Help
acronym
journal
is used
than to

DVN 30=DEC=74 21337 24861
Current Marker

generally we have used the term Current Marker and the

CM rather than any of the terms suggested in the cited

items, In particular we have avoided the word "pointer" which
to refer to a text point i{n L=10 which points between rather

characters, I believe Kirk’s "command marker" was a slip of

the mind, However, we have also been trving to aveid the use of any
such esoteric term and to use instead constructions such as "moves

vou to

or "you are at", see for example Help's account of '"address"

or effects under "delete grouyp", 1
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. More on Current Marker

(J24861) 30«DEC=74 21137331 Titlet Author(s): Dirk H, Van
Nouhuys/DVYN; Distributions /J0AN( [ ACTION ] dirt notebook please) DIRT(
[ INFO=ONLY ) ) 3 Sub=Collections: SRI=-ARC DIRT; Clerk: DVN;
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rRIs0s PROJECT
1974 ARPA Project Summary

Prepared for: ARPA IPT Principal Investigators Conference
san DIQQO' Mar, 12‘14; 1975

Prepared bv: Robert P, Abbptt
Lawrence Livermore Laboratory
Box 808 [L=307
Livermore, California 94550

The programfs initial intent was to proyvide a group which {s capable
of examining any operating system (0/S) for integrity flaws, The
group has evelved into what is better described as an audit team in
that a aiven problem in an 0/S may or may not be regarded as
a security breach depencing on the environment of the computer
installation {tself, As such, it s necegsary to 1identify
problems in general and leave the security determination up to the
installation,

The uynderlying philosephy of the project recognizes the similarities
in design amene the various 0/S, It follows that integrity flaws
must haye similarities which are applicable across the various
systems,

The work procedes along three major lines:

1, A set of preoorams has been constructed which aid in the
examination of 0/Ss, The tools are semi=automatic requiring
programmer interaction, The tools operate on a data base which is
constructed and maintained for each 0/8, The data base eleMents are:

@, The output edit from the assembly of the 0/S,

b, The Parsed Data Structure (PDS) is a fixed agsemply format
in
which all 0O/S edits are placed,

¢cs The Total Source Listing (TSL) is identjal to the assembly
edit
with the addition of the seguence numbers from the PDS,

d, The Master Cross Reference (MCR) {s an {nverted £file of
all
symbols in an 0/S,

The teools themselves consist of:

24916
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JAKE 20=MAR=75 13:59
Pl=Write=up,

The source Program Alteratien Medule searches a module of PD§
aceording a Boolean list containing opcodes,
operands,

and labels, User comments may ke inserted at each match

A Statistical Analysis program operates on the
Farsed pData Structure,

A Cross Reference Interface and Search Program oberates
to a Boolean string encompassing multiple

according
instruection

External Reference Program produces listing

external references,
Compare = capable of comparing two system

identifying
diffences, additions,

releases
deletions,

A modeling effort to produce a graph model of a given p/§
parts of that system = procedures or data
structures « and edges show either synchronizing gperatiysns betweep
shared components or changes in the use of capability controlled
suspects are t0 be yncovered at those places
unexpectedly acquired or released, Or where the
synchronizatien of shared information is inadeguate,

which nodes represent

resources,
resources

The development of a TENEX "exerciser!" program consisting of
to drive the TENEX mgniter throught all
possible exits of eonditional instructions and to note any fault
that occur,

predrars designed

situations

The tools have ceen applied to TENEXjy GECOS=3; EXEC=8;
base jncjudes muliple copies of some of these

It is currently around three times ten to the ninth bits,
data base are on the LLL Octopus system,
plans are under way to transfer the tools to our PDPell system for
greater utility to ARPA

systems,
programs

and DOD,

A taxonomy of genepic errpor clasgificationsg is
pased on our experiences witn the various 0/S and
reflects an analysis of the RISOS flle of reported and confirmed

in each manufacturer*s product,

consructed,
The taxonomy

errors found
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RISOS PROJECT
1974 ARPA Project Summary

Prepared for: ARPA IPT Principal Investigators Conference |
San Diego, Mar. 12-14, 1975

Prepared by: Robert P. Abbott
Laurence Livermore Laboratory
Box 888 L-3@7
Livermore, California 94558

The program’'s initial intent was to provide a group uhich is capable of
examining any operating system (0/S) for integrity flaus. The group has
evolved into what is better described as an audit team in that a given
problem in an 0/S may or may not be regarded as a security breach
depending on the environment of the computer installation itself. As
such, it is necessary to identify problems in general and leave the
security determination up to the installation.

‘ The under lying philosophy of the project recognizes the similarities in |
design among the various 0/S, It follows that integrity flaws must have
similarities which are applicable across the various systems.

The work procedes along three major |ines:
1. A set of programs has been constructed which aid in the examination
of 0/S. The toals are semi-automatic requiring programmer interaction.

The tools operate on a data base which is constructed and maintained for
each 0/S. The data base elements are:

a. The output edit from the assembly of the 0/S.

b. The Parsed Data Structure (POS) is a fixed assembly format in
which all 0/S edits are placed.

c. The Total Source Listing (TSL) is idential to the assembly edit
Wwith the addition of the sequence numbers from the PDS.

d. The Master Cross Reference (MCR) is an inverted file of all
symbols in an 0/S.

The tools themselves consist of:

‘ a. The Source Program Alteration Module searches a module of PDS or
TSL according to a Boolean list containing opcodes, operands,
and labels. User comments may be inserted at each match point.




NIC 24816
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b. A Statistical Analysis program operates on the modules in the
Parsed Data Structure.

c. A Cross Reference Interface and Search Program operates on MCR
according to a Boolean string encompassing multiple instruction
I ines.

d. The External Reference Program produces a listing of all
external references.

e. Compare - capable of comparing tuo system releases identifying
diffences, additions, deletions, etc.

2. A modeling effort to produce a graph model of a given 0/S in which
nodes represent parts of that system - procedures or data structures -
and edges shou either synchronizing operations betueen shared components
or changes in the use of capability contro!led resources. Flaw suspects
are to be uncovered at those places uwhere resources are unexpectedly
acquired or released, or uwhere the synchronization of shared information
is inadequate.

3. The development of a TENE) "exerciser"-program consisting of a set
of programs designed to drive the TENEX monitor throught all possible
exits of conditional instructions and to note any fault situations that
occur.

The tools have been applied to TENEX; GEC0S-3; EXEC-8; IBM - VM, OS/MVT.
The data base includes muliple copies of some of these systems. It is
currently around three times ten to the ninth bits. All programs and
the data base are on the LLL Octopus system, but plans are under uway to
transfer the tools to our POP-11 system for greater utility to ARPA and
DOD. :

A taxonomy of generic error classifications is being consructed. The
taxonomy is based on our experiences With the various 0/S and reflects
an analysis of the RISOS file of reported and confirmed errors found in
each manufacturer’s product.
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ALOHA SYSTEM RESEARCH
1974 ARPA Project Summary

Prepared fort ARPA IPT Principal 1nvestigators Conference
San Diege, Mar, 12=14, 1975

Prepared by: Norman Abramson
THE ALOHA System
University of Havwall
Honolulu, Hawali 96822

1, ALOHA REPEATERS = ALAN OKINAKA

THREE ALOHA REPEATERS HAVE BEEN SUCCESSFULY BUILT AND TESTED FOR USE
IN THE ALOHANET, BY MEANS OF THE REPEATER THE REACH OF THE ALOHANET
CAN BE EXTENDED BEYOND THE 50 TO 100 MILE RANGE OF A SINGLE RADIO
TRANSMITTER, THE NETWORK CAN BE EXTENDED OVER OR AROUND OBSTACLES AND
THE GEOGRAPHICAL COVERAGE OF THE SYSTEM CAN BE SHAPED TO CONFORM T0
OTHER REQUIREMENTS, THE REPEATERS HAVE MADE POSSIBLE THE STUDY OF
TRAFFIC WHICH ACCESSES THE MENEHUNE THRU SINGLE AND MULTIPLE REPEATER
HOPS (SEE ITEM 3), SINCE THE REPEATERS BUILT S0 FAR DO NOT INCLUDE
PROGRAMMABLE UNITS, WORK ON PROVIDING THIS CAPABILITY IS CONTINUING,
AS SOON AS PROGRAMMABLE CAPABILITY IS AVAILABLE, WE PLAN TO USE THE
ALOHA REPEATERS IN SUPPORT OF OUR THEORETICAL WORK ON SPATIAL CHANNEL
CAPACITY,

2, ALCHA CHANNEL PROTOCOL AND PCU’S « CHRISTOPHER HARRISON

DURING THE. PAST YEAR THE FIRST ALONHA PROGRAMMABLE CONTROL UNITS
(pCU*5) WERE CCMPLETED AND PUT INTO SERVICE, THE pPCU’S ARE BUILT
AROUND AN INTEL 8080 MICROCOMPUTER CHIP AND PROVIDE IMPORTANT
EXPERIMENTAL SUPPOURT TO THE THEORETICAL STUDY OF PACKET BROADCASTING
CHANNELS AND TC THE STUDY OF PROTOCOLS FOR SUCH CHANNELS (SEE ITEM
3), BY MEANS CF PCU’S WE ARE NOw ABLE TO INTEGRATE
CHARACTER=BY«CHARACTER TRANSMISSION, VARIABLE LENGTH PACKETS AND FILE
TRANSFERS WITHIR THE EXISTING ALOHA CHANNEL, AN UNEXPECTED BYPRODUCT
OF THIS WORK I8 THE DEMONSTRATION OF THE FLEXIBILITY OF PACKET
BROADCASTING CKANNELS IN PERMITTING A WIDE VARIETY OF SYSTEM AND
PROTOCOL CHANGES WITHIN AN ESTABLISHED SYSTEM WITHOUT REQUIRING ANY
CHANGES IN THE CPERATION OF EXISTING USERS,

3, STATISTICS COLLECTION sYSTEM = RICHARD BINDER, MICHAEL FERGUSON
AN INITIAL STATISTICS COLLECTION SYSTEM WHICH MONITORS THE

PERFORMANCE OF THE ALOHANET HAS BEEN PUT INTO OPERATION AND HAS
PROVIDED THE FIRST SET OF STATISTICS AVAILABLE ON ALOHANET TRAFFIC,
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THE SYSTEM MEASURES ALOHANET DOWNTIME, USER PACKETS ON THE RANDOM
ACCESS CHANNEL, PACKET LENGTHS, INTERPACKET TIMES, THE NUMBER OF
PACKET REPETITIONS AND OTHER QUANTITIES, THE SYSTEM NOW MONITORS
ONLY THE RANDCM ACCESS CHANNEL BUT WORK ON UPGRADING THE EXISTING
SYSTE¥ TO ALLCwW STATISTICS COLLECTION ON THE BROADCAST CHANNEL FROM
THE MENEHUNE TC THE USERS IS IN PROGRESS, THE STATISTICS COLLECTION
SYSTEM HAS ALREADY PROVIDED DATA FOR GUIDANCE IN THE USE OF THE ALOHA
SIMULATION FACILITY (ITEM 4),

4, ALOHA SIMULATION FACILITY = RICHARD BINDER, MICHAEL FERGUSON

A SIMULATION FACILITY FOR THE ANALYSIS OF PACKET BROAPCASTING
CHANNELS HAS BEEN COMPLETED, THE FACILITY CAN ACCOMODATE A VARIETY
OF CHANNEL PROTOCOLS AND OF USER CHARACTERISITICS TO ALLOW THE STUDY
OF FACKET BROADCASTING SYSTEMS, THE OUTPUT OF THE STATISTICS
COLLECTION SYSTEM (ITEM 3) HAS BEEN USED AS A GUIDE IN THE SELECTION
OF USER

CHARACTERISTICS FOR THE SIMULATION FACILITY, THE QUTPUT OF THE
SIMULATION FACILITY IN TURN HAS BEEN USED TO SUGGEST NEW THEORETICAL
RESULTS WHICH WILL BE REPORTED IN EARLY 1975,

5, SATELLITE pACKET BROADCASTING = DAVID WAX

THE FIRST USE OF A SATELLITE TRANSPONDER IN A PACKET BROADCASTING
MODE AMONG MORE THAN TWC USERS WAS SUCCESSFULY DEMONSTRATED IN 1974,
THE TRANSPONDER USED WAS THE ATS=1 VHF TRANSPONDER AND THE EARTH
STATIONS IN THIS EXPERIMENT WERE NASA/ARC, THE UNIVERSITY OF ALASKA
AND THE ALOHA SYSTEM, THE EARTH STATIONS EMPLOYED WERE SMALL VHF
STATIONS SUPPLIED BY NASA; NEW FAST ACQUISITION ALOHA MODEMS WERE
LATER EMPLOYED 10 IMPROVE ERROR RATES THRU THE ATS~1 TRANSPONDER, IN
ADDITION, A NEW TECHNIQUE WHICH ALLOWS THE TRANSMISSION OF SHORT DATA
PACKETS AT THE SAME TIME AS A CONVENTIONAL VOICE SIGNAL ON A SINGLE
VOICE CHANNEL HAS BEEN TESTED ON THE ATSel SATELLITE,

6, THEORY OF ALOHA DYNAMICS = THOMAS GAARDER

A MATHEMATICAL MODEL OF AN ALOHA CHANNEL WITH BLOCKING AND CARRIER
SENSE HAS BEEN CONSTRUCTED T0 DESCRIBE THE DYNAMIC BEHAVIOR OF THE
CHANNEL, IN THIS MODEL NEW PACKETS AND BLOCKED PACKETS ARE EACH SENT
AT TIMES WHICH FORM A POISSCN POINT PROCESS, FROM THE SOLUTIONS
OBTAINED IT HAS BEEN FOUND THAT THE THRUPUT MAY APPROACH i/E, BUT IN
THE SATURATED CONDITION THE AVERAGE DELAY IS PROPORTIONAL TO THE
NUMBER OF USERS AND THE USERS ARE BLOCKED MOST OF THE TIME, BY
REDUCING THRUPUT BELOW THE CHANNEL CAPACITY, THE AVERAGE DELAY AND
THE AVERAGE NUMBER OF RLOCKED USERS CAN BE REDUCED,
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7+ VARIABLE LENGTH PACKETS = RICHARD BINDER, MICHAEL FERGUSON

THE BEHAVIOR OF AN ALOHA CHANNEL USING VARIABLE LENGTH PACKETS WITH A
GEOMETRIC DISTRIBUTION OF PACKET LENGTHS HAS BEEN INVESTIGATED USING
THE ALOHA SIMULATION FACILITY AND A MARKOV MODELLING

TECHNIQUE, AVERAGE CHANNEL THRUPUT AND USER DELAY DISTRIBUTIONS WERE
OBTAINED UNDER A VARIETY OF CONDITIONS, RESULTS SHOWING THE EFFECTS
OF CHANNEL DATA RATE ON RANDOM ACCESS CHANNEL STABILITY WERE ALSO
OBTAINED,

8, THEORY OF MULTIPLE USER CHANNELS = SHU LIN

WE HAVE OBTAINED NEW CODING RESULTS FOR TWO CHANNEL MODELS, THE
FIRST CHANNEL MODEL IS REFERRED TO AS A NOISELESS MULTIPLE ACCESS
BINARY ERASURE CHANNEL, 1IN THIS MODEL, IF THE TWO TRANSMITTED BITS
FROM THE TWO USERS ARE BOTH ZEROS (ONES), A ZERO (ONE) IS TRANSMITTED
OVER THE CHANNEL T0 THE RECEIVERjy IF THE TWO TRANSMITTED BITS ARE
DIFFERENT, AN ERASED SYMBOL X IS TRANSMITTED TO THE RECEIVER, IN THE
SECOND CHANNEL MODEL, NOISE IS8 INTRODUCED, FOR BOTH CHANNEL MCDELS,
THE INPUT TO THE DECODER IS A VECTOR WITH SYMBOLS FROM (0,1,X), THE
DECODER PROCESSES THE RECEIVED VECTOR AND DECODES IT INTO TWO CODE
WORDS,0ONE FOR EACH OF THE DATA SINKS,
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Interactive Systems Research
1974 ARPA Project Summary

Prepared fort ARPA IPT Principal Investigators Conference
san Diege, Mar, 12=14, 1975

Prepared bpbVyi Morton I, Bernstein
System Development Corporation
2500 Colerado Avenue
Santa Monica, California 90406

The goal of SDC’s Interactive Systems Regearch (ISR) program is to
provide new ané improved technology requjired by compuyter system end
users to interface with these systems in ways that are most natural
to their needs, skills, packrounds, and disciplines, The ISR program
presently consists of three projectst (1) Speech Understanding
Research, (2) Lexlcal pata Archive, and (3) Commen Informatioen
Structures, The following summarizes the activities of each of these
projects during 1974,

1, SPEECH UNDERSTANDING RESEARCH = H,B, Ritea, J,A, Barpett

The objective of this project, being conducted jointly with SR]I, 1s
the development of a data management system that is controlled by a
variety of users through a free form spoken English vocabulary of
1,000 words, The target data base contains information about the
naval fleets of the U,8,, U,k,, and the U,§5,5,R,

The yoice controlled data management system (VDMS) incorporates a
variety of techniques and sources of knowledge inciuding; speech
waveform parameterization tecnniques, acouystic feature extraction,
acousticephonetic analysis, phonological procegses, wordesmatching
procedures, prosodics, semantics, and pragmatics,

During 1974, substantial progress yas made in acoustjc feature
extraction, aceusticephopnetic analvsis, and software support, Iwo
acoustic feature extraction programs were developed that perfornm
automatic formant frequency analvsis and fundamental freguency
extraction, An experiment was conducted on the acoustic correlates
of styles 0f speech to attempt to determine whether or not there are
significant differences petween read speech and spontaneous speaking
as used in testing speech understanding systems, Preliminary results
indicate that there are significant differences in the formant
structure of yewels in read and spontaneous speeeh,
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Continuing efferts in basic acousticephonetic research is providing
algorithms that improve the overall accuracy Of the system, Results
0f an experiment on vowels in a retroflexed enyironment have provided
the basis for developing a vowel identification method based on the
non=retroflexed vowel formant space,

A new programming language, called CRISP, has peenh designed
specifically fer implementing large comMplex systems, and in
particular, SUR systems, CRISP will provide the ability to implement
both numerical pottom=end processes and the linguistic tope=end
processes in & single language without loss of efficiency to either,
The desian specifications haye peen distributed te a wide audience
for comment, Implementation has pegun and CRISP will be operational
on the IBM 370,145 under VM/370 in July 1975,

By the end of 1974, considerable progress had pbeen made toward the
implementation of the latest version of VDMS that combines SRI®s
linguistic components with the SDC portions to form a complete
prototype system, This version has been designed to permit
continyous, incremental expansion to the 1976 system,

2, LEXICAL DATA ARCHIVE = T,C, Diller

The Lexical Data Archive (LDA) project has as its primary objective
the collection and dissemination of semantic information pertinent to
the 3,000~0d4d werds appearing in the SUR lexicons, LDA monitors a
broad range of sources Of lexlcal data, selects that data most
relevant to the SUR tasks, formats the data for archiving purposes,
and makes the data accessible to the SUR lexicon bullders both by
printout and by oneline access via the ARPA network,

Ar the end of 1974, LDA offered the SUR lexicon builder (a) aboyt 300
of the pest apnalyses of the seémantics of words (from the linguystic
literature), (k) explanations of about 200 semantic components used
as elementary constituents in the semantic analyses, (¢) summaries of
the best analyses of 15 pasic semantic notions (from the philosophic
literature), (¢) collocational information on about 1,000 SUR words
(from webster®s Seventh), (ej contexts of occurrence for about 2,000
SUR words (from the Brown Corpus), and (f) bibliographic reference to
nearly 3,000 documents relevant to speech understanding,

In addition to augmenting each of these files, LDA is currently
preparing (g) a semantic field file that will show all English words
connected to a given SUR word by a definitional, synonymitive,
antonymitive, or morpnological link, and at the request of the BBN
SUR group, (h) a field intended to show definitional links between
words in particular lexicons,

3, COMMON INFCRMATION STRUCTURES = A, Shoshan{
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This project addresses the problem of converting and transferring
data pases among disparate data management systems, The approach is
based on the concept that the data conversion process ¢an depend
basically on cenversion at the logical level, At this level,
conversion can be achieved by using the existing query and generate
functions Of the data management systeMs themselves t0 move the data
from their physical representation to the logical leyel and back,

The conversion system has three principal coemponentsy (1) a source
reformatter, (2) a translator from source to target format, and (3) a
target reformatter, The reformating process does not involve any
logical restructuring of data, but rather a one=to~one mapping of
values,

The major achievement during 1974 was the development of the
translator, which is the neart of the system, This translator
accepts statements in a pogical Data Description Language for the
source and tarcget data bpases and statements in a Logical Data
Translation Language that describes mappings and associations between
source and target data fields, 1Its design has been completed and one
of its two main components, the Converter, has been implemented and
tested, Implementation ¢f the other component, the Analyzer, will be
completed next year,
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COMPUTER NETWORK AND USER DEVICE DEVELOPMENT
1974 ARPA Project Summary 1

Prepared for: ARPA IPT Principal Investigators Conference
san Diego, Mar, 12=14, 1975 2

Prepared by Roland F, Bryan
Computer Systems Laboratory
University of California
§anta Barbara, California 93106

This summary covers research and development work carried out during
calendar year 1974, Our research took place under the designations! 4

Research in Computer Network Development
Research in Micro=Terminal Development 4a

RESEARCH IN COMPUTER NETWORK DEVELOPMENT 5
=~===NCP 350/370 (M, Krilanovich, R, Stoughton)ese== 6

Work on the UCSE Network Control Program was completed in August,

The last addjitions vwere completion of P111ingd routines to incorporate
‘trattic charges to0 Network users both on and 0ff site; to finalize

RJSs Network File service and to complete documentation for continued

maintenance, The NCP has been replicated at most of the 360 and 370

sites on the NetwOrk, Specifications for the addition of the

Stanford WYLBUR System were completed, This was to pbe added for

Network use as well, 7

~em=l/ser Support Services, Hardware and Software
(Berggreen/pcAfee)mwen 8

Assistance was provided to other sites so that testing of Network

program additiens could take place, This work included Very Distant

Host connection for CHI, Benchmark testing on services provided by

various sites, development of Graphics Protocol Level 0 as a test

fronteend to the UCSR Nn Line System, export to 370 sites of 370/IMP
controllers with NCP programming support, and consulting to other

sites on techniques for Network attachment, 9

=e=w=RemMote Conferencing by ARPANET (Pickens/Pfeifer)ewe= 10

This work was tc develop technigues for both voice and visual

transmission on the packeteswitched Network, The basic goal was to

find ways to smooth the flow between conferencing sites by design of

a data "streaming" processor, 11
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Equipment for the task was late in arriving which resulted in the
substjtution of a plasma termina) from the Illinois PLATO system as a
test ynit, This terminal reguires the continuous flow Of display
1ntormation to produce dynamic CAI presentations, Hardware and
software additions were made to Network interfaces at UCSB and at
Illinois ANTS, Protocol modifications were imMplemented to allow this
equipment to operate On the Network, and the flow of information was
monitored in order to assess buffer size and the effect Oof packet
switching upon the display flow, This work is continuing under a
separate contract from ARPA=HRRO and includes the fapbrication cf a
number of special processors for operation of plasma terminals in
Network conferencing, Methods for delta modulation were explored and
algorithms written for voice communication between the UCSB Sel=810B
Signa)l preocessor and alternate Network sites,

RESEARCH IN MICRO=TERMINAL DEVELOPMENT

eew=Micro=Terminal Development
(Beracreen/Wells/pDanielson/McAfee)wwanm

The CSL desicn team {s to seek out the latest developments in
miniature display, keyboard, storage, and micro=procCessors so as to
incorporate these components in the implementation O0f a highly
portaple computer terminal for individual use, Wwhere deyices do not
exist to accomplish the task, the Laboratory is to direct and support
research {n the designated area, The proposed terminal will weigh
less than 10 pounds, will nhave 8,000 characters of storage and will
equal certain minicomputers {n performance, The terminal is te¢
provide the user with enouah processing power to handle text editing
and message creation in a manner similar to ARPANET technigues, A
small tape cassette will pe added for auxiliary storage, Dpuring the
first four months of the project the prototype terminal was specified
and processor, dismlay, keyboard, storage, and power source were
ordered, The assembly of the prototype should begin in March,

~e==End to End Error Recovery (Proctor/Pickens)e=cacass

This task involves the investigation of the requirements and the
application of endetomend error checking/ree-transmission equipment
for use on the Network, Implementation of a pair of programmable
units is planned, Ihese devices will to insure terminaleto=términal
integrity of the data beinag transmitted, Consideration is also being
given to a physical means for detection and correction Of errors
produced by the keypoard of the sending terminal and the printing
mechanism of the receiving terminal,
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Internetworking Research
1974 ARPA Project Summary

Prepared for: ARPA IPT Principal Investigators Coenference

San Diego, Mar, 12=14, 1975

Prepared bpbv: vinten G, Cerf

ERL Z228R
Stanford University
Stanford, California 94305

This summary covers work performed during fiscal year 1975 (1 July
1974 throuah 30 June 1975),

1,

Internetwork Protocol Desian

A detajled specification for an internetwork protocol was written
and implementations of the protocol were started {n January, 1975,
The protocol permits host computers on different networks to
communicate through one or more intermediate networks using a

logical GATEWAY facility which connects the networks together, The
GATEWAY appears to he a host from the point of view 0f the network

communications nodes (e,3, IMPs in the ARPANET), however, the
GATEWAY need not be a real host machine but might be implemented
in software in communication nodes adjacent to each other in two
agifferent nets,

The internetyork protocol is realized by a Transmission Control
Progranm (TCP) resident in each pnetworx host which wants to
communicate witn hosts in other networks, The TCP views all the
intervening networks as communication facilities which tie the
GATEWAYS together, To allow for wide variatjions in actual network
facilities, the TCP assumes only that there is a finite lifetime
during which an internetwork packet can be delayed in the
intermediate networks, After the lifetime, T, expires, either the
packet has been delivered or it has been logt, AN internetwork
packet arriving at a GATEwWAY may be split into smaller pieces for
transmission through an intermediate network, but need not be put
back together until it reaches the destination TCpP, This permits
alternate routing to different GATEWAYs connpected to the same
intermediate network, No assumptions about the order of packet
arrival at the destination are made, so the TCP can put things

back in order 1f they have béen permuted by the transit across the

networks,
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An end-tow=end retransmission scheme and duplicate detection scheme
have been designed which can screen duplicates of packets which
may be the result of earljier incarnations 0f a given connection,
Hosts which crésh and lose all TCP related {nformation can start
up again without injecting potentially coenfusing duplicate packets
into the net using an initial seguence numbering scheme proposed
by R, Tomlinson of BBN for this purpose, A non=incremental,
endetoe=end flow control scheme has also been implemented which is
derived from the notion of a "window" of seguence numpers the
receving TCP pérmits the sending TCP to emit, Loss of flow control
information is not a cause for deadlock since such information can
safely be retransmitted without confusing the receiver even 1f
duplicates should arrive,

Cooperating in this effort are BBN (J, Burcnhfiel, R, Tomlinson, W,
Plummer, an¢ E, Mader) and University Ceollege London (P, Kirstein,
P, Lloyd, P, Higginson, M, Galland), At Stanford, the working
party includes Y, PDalal, R, Karp, C, Sunshine,

Internetwork Experiments

A series of experiments using GATEWAYs and TCP’'s at the three
sites listed in (1) above has been scheduled for second guarter
1975, A number of design issues can only be resolyved through
measurement (e,q, timeouts, delays, algorithms for setting window
sizes, relative "out of order" of packet arrival, retransmission
frequency, and pbuffer allocation strategies, Furthermore, these
experiments should reveal the statistics of throughput and delay
that result from multiple GATEWAY transitions, To achieve this
kind of experimenting, we will first simulate a number of nets
using the ARPANET and the three sites (BBN, UCL, SU=«DSL) as both
TCP and GATEWAY, Through a simple trick (using different link
numbers on ARPANET packets), it is possible to emylate multiple
networks, Later we expect to try connecting ARPANET with EPSS to
observe real internetworking in action,

Hypothetical Studies
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Interconnection of ARPANET with terminal oriented networks can
pose some very tricky proplems (e,g, with terminal echoing and
control) so we have been designing a hypothetical interface
between AREANET and TYMNET to uncover some of the fundamental

issues, Two distinct approaches are being considered, One involves

the use of a TCP in hosts on both nets and a GATEWAY of the sort
imagined in section (1) above, The second approach is more along
the lines proposed py the UCLondon team in which the GATEWAY
performs an actual translation of protocols, This latter path has
not had much success for uys so far, largely owing the the number

of restrictions on services one would have to live with to achieve

anything == e,g, line at a time service only, T, wolpert is the
active worker,

International Standards

As chairman of IFIP working group 6,1, I have been active in the
promotion of packet internetwork experimentation and protoccl
design, This effort has been going on since October 1972 and is
beginning te bear fruit in the form of contriputions to CCITT,

As users of the ELF system, we have implemented both a Simple
Minded File System coOmpatible with DOS files and also a bpasic
Server FTP which can accept network mail, text files and binary
files, At the time of this writing, the FTP is still in the
checkoyt stage, D,Rubin and J, Mathis are responsible for this
effort; and earller, T, Haugland (Norwegian Defense Research
Establishment) contributed a version of FTP during his visit with
us,
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Network Speech Compression
1974 ARPA Project Summary

Prepared for: ARPA IPT Prinecipal Investigators Conference
San Diego, Mar, 12+=14, 1975

Prepared by Glen J, Culler
150A Aero Camino
Goleta, California 93017

The work yndertaken by CHI may be gummarized ag threeseparate tasks,
aljthough they were directly coordinated andmutuyally supportive,
These are:

1, Development of an interactive signal processing system of
significant power,

2, Real time implementation of the Markel algorithm on the
ARPANET,

3, pasic research on the application of discrete waye theory to
speech siagnal processing,

In descriptive terms, the hardware of the signal processing systen
was completed and checked out during the early part of the vear, The
connection to the network in hardware and software came up in
November., The real time implementation of network speech compression
was demonstrated Jointly with Lincoln Lab in December, The part of
our program which is in basic research stands on the shoulders of the
foregoing and got underway in December, It will be our primary
activity for the remainder of our contract year (which ends September

1)
SUMMARY :

1, A system for Interactive signal processing Hardware (R, Bjorkman,
J. Vanderfora, B, Lum)
Software (M, McCammon, D, Taylor, G, Ball)

A, This system has a VDH=connection to the UCSB=IMP, The

hardware consists ¢of a pair of microeprogrammable processors, four
user statiomns that are graphics consoles with functicn keyboards,
64K of 1/2 microsecond, 18=bit word memory, three 23l4=type disk
drives, and an analog subgystem currently being extended to
control an array of & microphones in a sound tunnel,
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B, The operating system provides a time=sharing facility with
interactive features in the foreground and signal processing,
liprary transfers and system processes in the background, Real
time applications temporarily lock out all other processes when
reguired, Each user station is cued by a lock out light when this
occurs,

C, The languages supporting the system consist of a
micro=programming janguage, & macroeassemPly language and a user
interactive language tailored to the needs of signal processing
research, and which includes a console programming facility,
armed with this capapility, we can select the natuyre of
proaramming best related to the reguirements of the computational
tasks desired to be implemented,

2, Real Time, Packet Speech = NSC Prototype
(M, McCammoen, D, Tavier, G, Ball)

As a means to guarantee an early capability, the NSC=group
selected the LPC algorithm defeloped by J, Markel of SCRL, A pair
of sites, Lincoln Lab and CHI, were selected to carry out a
prototype experiment for real time LPC experience, A simplified
form of the Network Voice Protocol and a parcel format of 67 bits
per 20 milliseconds speech frame were used, Aside from some
hangups, mostly concerned with the way the UCSB=IMP treated our
VDH cennection, the whole thing went very well, Expected
difficulties with network delays were vallidated and an effort to
improve several aspects of the overall process have bedgun, These
included

a, Improvement of the IMP=VDH buffering,

b, Further study of network delays by appropriate sites,

¢, Better matching of LPC algorithms at different sites,

d, Improvement ¢f quality of LPC analysis,

e, Investigation of type 3 message usage,

£, Development 0f better packet handling for netwoOrk speech
communication,

3, Discrete Wave Theory Applied to Speech Signal Processing
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Consider a scund wave propagating from a small source into a
domain bounded by walls with separations legs than acoustical wave
lenaths asscciated with speech signals, If an array of
microphones is placed inside this domain or imbedded in its walls,
then the data collected by synchroncusly sampling the outputs of
these microphones

comprises a discrete wave on myltiple indices, one for time and
the rest for space, If the array is linear and oriented outward
from the soyrce, then we have a discrete waye on two indices, The
Kick=off for a thecry of discrete waves on two indices is the
following theoremi 9a

"The discrete Fourier transform with respect to a time index of

finite extent satigsfies gne and (up to Common factars) only one
linear, second order difference equation with real

coefficients," 9al

In the cases of primary interest, these coefficients are a
function of the geometry of the domain and thus, with a computer
system providing synchronized D/A stimulation of the source and
A/D sampling of the micropnone array, we have a direct
phenomenolocical means of deriving discrete difference equations
of compoynd cavities, Research is under way to determine such
' equations for cavities of interest in speech generation and relate
them to aree functions as determined by the lpc technigue, our
hope is that through a better understanding of discrete wave
equations, we may improve the relationship of speech gquality to
data rate in representation, 9p
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Internetworking Research
1974 ARPA Project summary

Prepared fors ARPA IPT Principal Investigators Conference
8an Dlegeo, Mar, 12=14, 1975

Prepared bpy: Mmichael L, Dertouzos
Project NMAC
Massachusetts Institute of Technolodgy
Cambridge, Massachusetts 02139
(617) 253=2145

In 1974 Project MAC continued work under ARPA support in the areas of
Automatic Programming, Automatjion of Proaramming Technolody,

ARPANET RELATED ACTIVITIES, AND THE MATHEMATICAL LABORATORY,
A, Automatic Programming

The principal goal of this work is to seek a long=term solution to
the high=cost of software by automating the process of program
generation from highelevel descriptions of desired tasks, We are
well underway in the planning and development of our prototype called
PROTOSYSTEM=I which is an expert system in many aspects of the design
problem to pbe solved, This system helps the human designer to
express his solution in termg of methods already known to the system,
and in & very highelevel languagde, Using this information and
knowledge of the environment in which the system being designed will
run, PROTOSYSTEM=I finds an efficient way of implementing the
specified system &nd produces the required software, PROTOSYSTEM=I
also stands ready to explain the design and its behavior, for future
maintenance purposes in a natural language familiar to the system
maintainer,

In 1974, several expPeriments yere done on a data base query system;
modules for operations managdement were implemented; heuristic
alaorithms for designing IBM«370 PL/I files were tested; the number
of data items generated in PROTOSYSTEM=I was studied; the OWL system
for building expert problem~solving systems was redesigned and its
implementation was begun, In addition, a conceptual framework was
produced for automatically programming micro computers from a very
highwlevel languadGe,

B, Automation of Programming Technology
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The gcal of this work, which is part of our Automatic Programming
effort, is to increase programmer productivity through & system and
associated tocls that make possible the creation, debugging and
documentation of procorams, puring 1974, a version 0f ABSTR, an
automated apstractor, was made operationaly a sophisticated message
system was completedy CALICO the system with over 2,000
welledocumented subroutines was completed and generalized tc MUDDLE
(higher=level langduage) subroutines, 1In addition, an initial TENEX
MUDDLE was come pleted along with several additional projects in
graphics, with these various subsystems it 1s now possible to
augment a programmer’s apility te specify, retrieve, prepare, test,
debug, valldate, document and update programs in an effective way,

C, Arpanet Activities

puring 1974, the ARPANET was successfully connected to the MULTICS
development machine, thereby making possible through this second
connection a variety of testing, modification and diagnostic
procedures, In addition, several hardware and software interface
related activities were carried out and buffering strateglies were
revised leading to 40,000 ysefuyl data tits per second, end=tomend
file transfer rates via standard ARPANET protocols,

D, Maghematical Laboratory

This system, one O0f the mest advanced operational expert prograns
continuyes to become progressively more important as a research tool
for people who need expertise in symbolic manipulation, During 1974,
work was completed on the use of the Hensel Lemma in algebraic
manipulation) pover serlies and polsson series packages vere
completedy new algorithms were developed for inverting matrices with
symbolic entries; and new versions of the reference manual were
produced, In addition, much time was devoted to user interaction,

We are hopeful that in 1975, we will be able to offer this unique
pro9ram to many mOre researchers through a congortium arrangement,
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HEURISTIC PROGRAMMING PROJECT
1974 ARPA Project Summary

Prepared for! ARPA IPT pPrincipal Investigators Conference

san Diego, Mar, 12=14, 1975

Prepared by Edward A, Felgenbaum

Stanford University

Heuristic Programming Project
Department of Computer Science
Serra House

Stanford, California 94305

ACCOMPLISHMENTS OF THE PROJECT IN 1974:

1,

Knowledge Acquisition by Theory Formation processes: The
Meta=DENDRAL Program

Our objective hés been to design and implement computer programs
that use inductive inference to extract facts, regularities, and
good heuristics in naturally occurring processes, s0 that
reasoning programs can use this knowledge to assist human

experts in selyving complex real=world problems, Specifically,
our objective has been to complete a program that automatically
infers rules 0f analysis of instrumentedata concerning the
fragmentation of molecules in a mass spectrometery and to put
this program to werk in the service of expert analytical chemists
doing theory formation in mass spectrometry,

In 1974, significant progress was made on the three main parts
of Meta=DENDRAL:

a) the Interpreation/Summarization program (INTSUM) for
making
firste=level empirical generalizations apoyt mass spectral
processes from an underlying (fixed) conceptual base and a
great deal of reale-wOrld datajy
b) the rule Generalization program (RULEGEN), which attempts
to generalize the output of INTSUM into rules of broader
applicapbility in mass spectral theoryj) and
¢) the Rule Modification program (RULEMOD), which modifles
the
output of RULEGEN by retrospectively pruning and/or
aggregating the rules, using a global eyaluation over the
full rule set,
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The INTSUM program is now essentially finished, The RULEGEN
program has been written and debugged, and is undergoing

"fine tuning" through application to real data, e,9,, the
families of androstanes and aliphatic amines, RULEGEN has now
reached a point of completion where we can beagin perturbing
the model of Mass spectroscopy to study the eifect 0of such
perturbations on the explanatory power of the program, The
RULEMOD program is still under development, 1Its purpose is

to modity and condense a set of rules in Order to find a more
economical way ¢f explaining the data, The data gathered in
response te the guestions asked about the rules will determine,
for example, whether thoge rules should be made more specific
or more aeneral,

The INTSUM and RULEGEN programs have been transferred to mass
spectroscopists at Stanford for routine use as ipntelligent
assistants to their theoryeformation activities, and their use
constitutes a normal part of the scientists® work,

Heuristic Computing in X=ray Crystalloaraphy: Another
Applicaticn of AI to Scientific Hypothesis Formation

The general objective of this research is to apply problem
solving technigues, which have emerged from artificial
intelligence (Al) research, to the well kKnown "phase proplem" of
x=ray crystallography, in order to determine the
three=dimensiona) structures of proteins,

In 1974, our group, working with protein crystallographers at
the University of california at San plego, developed and
implemented some of the basic analytical technigues (Patterson
search, superposition, rotation function) which will comprise
the performance modules of the overall system,

Knowledge Deplpyment Researchy 1Inexact Reasoning

pften the knowledge acquired from Experts is intrinsically
imprecise, i,e,, although it accurately captures the Expert's
best understanding of the situation, his understanding is
imprecise, BY what processeés can a program be made to reason
with such knowledge of a domain?

24925

10

11

12

13

14



JAKE 20=MAR=7S5 17328 24925

PI=Write=up, Feligenbaum

In a recent péaper (to appear in the March, 1975 {ssue of
Mathematical Biosciences) we examined the nature of such
nonprobarilistic and unformalized reasoning processes, considered
thelr rejationship to formal probabijity theory, and proposed a
model whereby such incomplete ‘expertise’ might be quantified,

We
have develecped this model of inexact reasoning in response to the
needs of Al Knowledgeehased systems, That is, the goal has been
to
permit the opinion of experts to become more generally usable by
programs and thus more available to nonexperts, The model is, in
effect, an approximation te conditional probability, Although
conceived with one problem area in mind, it is potentially
apolicaple to any domain in wnhich real world knowledge must be
combined with expertise pefore an informed opinion can be
obtained
to explain observations or to suggest a coyrse of actlion, 15
4, Knowledge Deployment Research for Real=World Applicationsi The

Problem of Explaining a Prod9ram’s Reasoning ié

As Al’s researech in knowledge=hased systemg moveg toward

application to real=world problems, it pecomes essential for

the intelligent agdents sg conStructed tpo be able tg explaipn to

thelr users the knowledge and inference paths used in solving

problems (er suggesting solutions), wWithout this ability, it

is our pelief that Ay systems will not receive widespread

acceptance, Nor will it be possible adeguately to "debug" the

knowledge in the systems® knowledge hases, 17

To conduct this research, we turned once More to the specific
task domain and program (MYCIN) for diagnogls and treatment of
infectious disease (an NIHespOnsored effort), 18

Recent progress in the development of the MYCIN system has

included the development of & capability for providing

sophisticated explanations of the programfs reasoning steps and

the strategy employed which resulted in those steps, 19

Several aspects of the implementation of MYCIN facilitate the
accomplishyrent of this gpal == the modularity of the program’s

rules simplifies the task of maintaining a record of the

programes chain of reasoning, which the use of an interpretive

language like 1L ISP makes feasible the examination by the program

0f its own knowledge base, as well as the translation of the

rules intec English for display to the user, Tnhis ability of the

program te keep track of its reasoning and to examine its own

knowledge and data is the central component in its ability to

explain itself, 20
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5, Application of AI rTechnigues to a Programmer’s Task! Automatic
Debugging

The work on Automatic Programming has been done in the context
of a ph,D, Thesis on Automatic Debugaing of Logical Progranm
Errors, The longe=term goal of this research is to provide a

system which will detect, diagnose, and treat logical proegramming

errors, We make a distinction between three classes Of errorsit
(a) syntactic errors, (b) Semantic errors, and (¢) Logical
errors, A prototype system is now up which is capable of
detecting a small but interesting class of InterLISP bugs, and
diagnosing and treating a subset of the detected bugs, The
prototype has correctly repaired a *real’ bug in a ‘real’
program,

6, Teechnology Transferd ¢to0 Medicine, Biology, Chemistry.
Crystallography

Yet another objective has been the transfer of ouyr science and
rechnology to digciplines other than computer science, and to
federal agencies other than pOp/ARPA, 1In 1974, we received
funding from NIH for, and established, a national computer
facijity for Application of Artificia)] Intejligence to Medicine
and Biology, tied toc its user community by national computer
networks (see pelow), We received NIH support for research on
automatic theopry formationy and received favorable review from
NgF for extension of our research on heuristic computing in
Xeray crystallography (the grant was officjially received in
February, 1975),

ESTABLISHMENT OF THE SUMEXeAIM FACILITY

The mest significant instance of technology transfer, inyolving
the transfer of concepts and technigues developed under ARPA
support to another area of science and another source of support,
occurred durinc the past year, The Co=principa) Investigators of
this project were successful in obtaining grant funds from the
Biotechnology Resources RBranch Of NIH to establish a computing
facility to satisfy not only the expanding needs of this project,
the NIMe=sponsored DENDRAL project, and the other NIHeSpOnsored
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activitys but also the needs of an embryonic but rapidly arowinag
national community of scientific work in the application of
artificial intelligence technigues to Biology and Medicine, The
facility (with staffy, called SUMEX, has been established at the
stanford Medical School, 1Its complement of eguipment is similar
to that at the ARPA=sponsored Al laboratories == the main frame |
is a ppp10I, cperating under the TENEX operating system, It 1is |
currently connectéed toc the TyMnet, and in the near fyture will be

connected to the ARPAnet by a VDK connection, 27

SOME PROJECT PERSONNEL 28

The Co=principal Investigators are Edward A, Feigenbaum, professor

of Computer Science, and Joshua Lederberg, Professor of Genetics,

Associate Investigator is Dr, Bruce Buchanan, Leading the Protein

Structure Application project is Dr, Rebert Engelmore, in

collaboration with xXeray crystallographers at UC San Diego (Professor

Joseph Kraut and Dr, Stephan Freer), Manager of the SUMEX Facility

is Mr, Tom Rindfleisch, 29

SELECTED PUBLICATIONS IN 1974 30

{1} p, H, smith, L, M, Masinter and N, §, Sridharan, "Heuristic
‘DENDRALz Analysis of Molecular Structure," Proceedings of the

NATO/CNNA Advanced Study Institute on Computer Representation and

Manipulation of Chemical Information (W, T, Wipke, S, Heller,

R, Feldmann and E, Hyde, eds,) John Wiley and Sons, Inc,, 1974, 31

(2) L, Masinter, N, S, Sridnaran, R, Carhart and D, H, Smith,

"Appiications cf Artificia) Intejligence for Chemica; Inference XII:
Exhaustive Generation of Cyclic and Acyclic Isomersn, Journal of

the American Cremical society, 96 (1974), 7702, (Also Stanford

Artificial Intelligence project Memo No, 216,) 32

[3) B, G, Buchapnapn, "8cientific Theory Formation by Computer," Tg
appear in Proceedings of NATO Advanced Study Institute on Computer
Oriented Learning Processes, 1974, Bonas, France, 33

(4] E, A, Feigenbaum, "Computer Applicationsi: Introductory
Remarks," in Proceedings of Federation of American Scoleties for
Experimental Bioloaqy, Vel, 33, No, 12 (Dec,, 1974) 2331-2332, 34

() E, H, Shortliffe and B, G, Buchanan, "A Model of Inexact
Reasoning in Medicine, July, 1974, To appear in Matnematical
Biosciences, pMarch, 1975, 35
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PACKET RADIC CHANNEL MEASUREMENT AND CHARACTERIZATION
1974 ARPA Project Summary 1

Prepared fort ARPA IPT principal Investigators Conference
san Diego, Mar, 12~14, 1975 2

Prepared pyj; Stanley C, Fralick
Stanford Research Institute
Menlo Park, California 94025

One of the long range objectives of the Packet Radio project is to

prove that packet=switched radjio networks are technojogically

feasible and viable in a military context, SRI has yhdertaken the

task of coordinatinc and integrating an experimental packet radlo

network being developed by & group of ARPA IPTD contractors during CY

¢74 and ¢75, 1The network will be used to demonstrate feasibility and

to support application=oriented measurements, During CY *74 our

activities have included: 4

1, Mobile Instrumented Packet Radlio Repeater, 5

. puring CY *74 a flexible and nighly instrumented mobile van facility
was developed, 1In addition to an experimental packet radlo |
spread=spectrur receiver, the van is equipped with censiderable RF |
instrumentation and a minicomputer~based data acquisition systenm,
This van was used to obtain propagation and noise measurements and |
will soon be used as an instrumented repeater for RFelink |
measurements and network testing, This facility is descriped in SRI |
Packet Kadio Note (FRN)3, "A Measurement Program for Packet Radio
channel Characterization", by D, L, Nielson and R, A, Shepherd, 6

2, Pagket Ragio Propagation and Noise Measurements, 7

Introduycing a wide=band digital radio commynications system such as
packet radio into the urban and suburban environment requires a
knowledge of the limitations imposed by that environment on a
commuynications signal, we collected and analyzed sufficient
propagation measurement data to quantify, with hich resolution and
over a wide range of urcanization, distortion cauysed by multiple
transmitter=receiver paths, we described the impulse distortion, the
time variability, and the spatial coherence of the signal at street
level==the latter being of importance to space~diversity reception,
The noise inherent to the urban and suburban environment was found to
be almost totally due to automobile ignition systems, 8
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We made the first aMplitude and time characterization of that noise
in the fregquency range above 1000 MHz, The results of these
measurements are documented in SRI PRN 4, "Microwave Propagation and
Noise Measurements for Mobile Digital Radio Application", by D, L.
Nielson,

3, Packet Radio Link Apalysis,

The results of the measurements have been used to sUppOrt packet
radio network RF link desiagn, SRI consulted with and provided data to
Collins Radio Group of Rockwell International to estaplish a
prelimipary desiaon that will be tested during CY *75, We analyzed
and compared modulation schemes and randomeaccess methods to
determine those that are feasible and to predict the effect Of the
radio environment on performance, This analysis was required to
arrive at a design for the experimental network; however, it has
broadeyr implications to a larde variety of military and commercial
digital communications networks since it compares a variety of
modulation schemes and network access modes in a realistic
environment, These results are documented in SRI PRN 1, "RF Channel
Capacity Considerations" by S8, C, Fralick, SRI PRN 2, "Study of
Throughput and Delay 0f Spread Spectrum Multiple Access Modes", by S,
C, Fralick and J, K, Leung, and SRI PRN 7, "Technological
Considerations for Packet Radio Networks" by 8, C, Frajick and J, C,
Garrett (Garrett is with the Collins Radioc Grouyp),

4, Packet Radio Traffic Soyrceg and Teyminalg,

To provide controlled sources t0 generate required time= and
geogQrapnic=traffic patterns for planned network measyrements, we
developed a microprocessor=controlled portable (sultcasewssize, 30
lp,) traffic source, The trafflc source has a full ASCII keyboard,
80 characters of display, and a 20 char/line printer so that it can
double as a terminal, The microprocessor is programmed to format
messages into packets and to support minor text editing tasks, The
microprocessor will provide a simple but powerful tool to generate
packets with a wide cand software changeable) variety of lengths,
formats, etec, This work is documented in "The Role of
Microprocessors in High Speed Portable Data Commynications Terminals"
by 8, C, Fralick and D, Brandin, Prceedings of Journhees 4°
Electronique, Lausanne, SW, 1974, and SRI PRN 6y "Digital Terminals
for Packet Broadcasting by s, C, Fralick, p, H, Brandin (both of
SRI) and F, F, Kuo, and ¢, Harrison (bpoth of the ALOHA system,
University of Hawail),
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THE PRACTICAL IMPACT OF RECENT COMPUTER ADVANCES
ON THE ANALYSIS AND DESIGN OF LARGE SCALE NETWORKS
1974 ARPA Project Summary 1

Prepared for: ARPA IPT Principal Investigators Conference
San Diego, Mar, 12=14, 1975 2

Prepared by:! Howard Frank
Network Analysis Corporation
Beechwocod, Dld Tappan Road
Glen Cove, New York 11542
(516) 671=9580

This summary describes Network Analysis Corporation’s
accomplishments in the study of local, regional and large scale data
communications problems, -

PACKET RADIO SYSTEM NETWORK STUDIES: 5

Efforts during the past contract vear wvere aimed at
establishing pase performance characteristics of a single
station, fixed repeater location Packet Radio System and to
evaluate the effects o©On performance of a numpber of fyndamental
hardware desiaon decisions, Analytic and simylation studies of
throughput and delay were conducted to enable various design
decisions ineclyding: uyse of muyltiple or single detectors at
repeaters and stations, evaluyation of tradeoffs between range,

power and interference, incorporation of single or dual data rate
repeaters, common versus split channel operation, and the use of
omni versus directional antennas, In addition, numerous studies
were performed to guantify system delay, throughput and blocking
under various routing alternatives, acknowledaement schemes, repeater
network organization and to insure that Qross system performance
using unoptimized operating parameters and algorithms was within a
level that would justify further desian efforts, 6

PACKET RADIO SYSTEM NETWORK ALGORITHMS AND CONTROL} 7

During the vyear, the main effort has been towards developing

workable netwcrk algorithms, to insure order of magnhitude

performance and design robustfess for a single station multiple
repeater, Myltiple terminal network, Preliminary designs of

elevenr routing algerithms were evaluated using combinatorial
analysis, three were selected for detailed design, and two of

these were simulated and tested, and pased on these tests,

recommended for implementation, 8ingle station, multirepeater
initialization, network mapping, and transmission algorithms

were proposed, 8
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Hop=by=hop and end=to-end acknowledgement schemes were developed,
simulated and tested, Simple terminal search and local

terminal contrel algorithms vere developed and simulated, In
addition, a repeater lccation optimization algorithm was
developed, precgrammed, and tested, The apove family of
algorithms provided a basis for demonstrating the rellable
transmission of packets within the Packet Radio System, but further
work is required to improve efficiency, to handle multiple
stations, and to0 increase the number of types of terminals that can
be handled py the system,

LOCAL AND REGIONAL DATA NETWORK PERFORMANCE, COST COMPARISONS AND
ALTERNATIVES:

A varlety of tocls have been deyeloped tO allow economical
cost/performance tradeoff studies, Accomplishments 4include:
the practical demonstration that low cost terminal access can
be achieyed py hardware myltiplexing at TIPs} the prcof of the
cost=effectiveness O0f multipoint 1lines for eonnecting 1low and
medium speed terminals into ARPANET; the demonstraticn of the
use of software demultiplexing as a means of increasing the
terminal handlingd capacity of a TIP by a factor of 103 and the
theoretical calculation ot capacity, error rates and delay to
establish of feasibllity incorporating broadcast packet radio
technigues on a widebanéd coaxial caple local distribution netwerk
to serve a large group of densely located military users,

INTEGRATED LARGE SCALE PACKET«SWITCHED NETWORK COST AND PERFORMANCEj

puring the year» the groyndwork was laid to complete the study Of
cost and performance tradeoffs 4in large scale packet=switched
networks, Basic analysis and design algorithmg for
optimization of terminal processor location, topological
optimization, throuyghput and delay analysis, and reliapility analysis
were completed, 1In addition, a number of cOst/performance studles
were completed, These include the proof of the cost effectiveness Of
using satellites to increase the capacity of ARPANET, the
establishment c¢f the feasipility of a 1,000 1IMP packete=switched
network using terrestrial 1inkKs, and studies of the
cost/effectiveness of packetweswitching within an environment
containing severa) thousand terminals, Thege studies are expected
to lead to methods for handling large numbers of both terminals
and processors and varicus packet access methods implemented
within different hierarchy levels 0f large integrated command
and control communication networks for the DOD,

24927

10

11

12

13




JAKE 20«MAR=75 17337
Pl=Writeeuyp, Frank

SUPFORT FACILITY DEVELOPMENT;

puring the past vear, a bpagic packet radio simulator was
developed, The simulator nandles a single staticn, up to 48
repeaters and several hundred terminals of the game type,
Imbedded in the simulator are models of the repeater, station, and
terminals, two routing algorithms, non=persistent carrier sense and
unslotted ALOHA random access schemes, zero capture receivers,
single and dual data rate channels, ompnidirectional antennas, and
an interactive terminal to station protocol, All device
actions required to initiate, relay, and receive a packet are
simulated in the same seguence Of events that would occur in
the actuyal packet radio system, Last year*s experience showed
that for systems like packet radio, interactive, graphical
displav can greatlv reduce the time reguired to carry out certain
formg of svstemr studies such as repeater data rate, power, and
operating parameter variations, During the contract period, the
first phase of a graphical digplay system, specifically designed
to deal with netwOrk problems was developed, In addition, several
stand alone analysis and design algorithms and prografms were
developed, including a repeater location algorithm and a basic
network editer,
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1974 ARPA Project Summary

Prepared fors ARPA IPT Principal Investigators Conference
San Diego, Mar, 12~14, 1975

Prepared bpby: Peter Kirstein
Department of Statistics and Computer Science
44 Gordon Sa
London, W,C,1
UK,

Dyring 1974 oyr activities hayve concentrated on the attachment oOf
Hosts by means of a fronteend computer with the minimum of software
modification in the main Host, mMeasurement and evaluation of the
Network in our environment, i{nvestigation of the requirements for
support activities, investigation of the management problems in the
international environment, and the investigation of the regquirements
for internetworking, It should be noted that although this project
has access to ARPA provided facilities, it is largely funded from
other scurces, Our activities are discussed with, and reported to
IPTO; however gnly certain aspects of the work belong to main IPTO
research proaranm,

1, FRONTeEND ATTACHMENT OF HOSTS

A congiderable effort has gone into improving the attachment of the
Rutherford Laboratory (RL) IBM 360,195 as a Host via a fronte=end PDP
9 computer, the Host is now attached to ARPANET in a rugged manner,
and File Transfer is possible, Users connected directly to the RL
360 can get out to access ARPANET Hosts, The eXcercise showed where
certain echanges were required for the network environment==and
improved, whep the chapnges were implemented, lgcal facilities alsp,
Examples of the the improvements required are petter flow contrel,
HELP facilities and Status information,

The Cambridge Computer Ajded Design Center (CADC) ATLAS Computer yas
attached alse in @ prejiminary wayy; the PDP 9 provided a sing)e
TELNET channel, The technigue was shown to work also in attaching
the University of London Computer Center (ULCC) CDC 6000,7000
complex, These HOsts are not being incorporated operationally yet,
since to have several Hosts attached simultaneously via the PpP 9 {n
this way requires some operating system modifications; these will pe
completed during 1975,

afe . - B
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2, MEASUREWMENT AND EVALUATION B

In order to measure and evaluate ARPANET in oUr environment, it was
necessary to bulld up a significant level of usage, An adeguately
diverse user community has been built up==most in projects which
invelve cooperation petween UK and US research groups, We are
analysing which features of networks hayve been most significant for
our communities, We are preparing to measuyre the overhead in the
different levels Of protocel, and the traffic characteristics oOf |
users as a fuynction of their applications, In this we have only

developed muyen of the infrastructure during 1974, 9

3, SUPPORT ACTIVITIES 10 |

In order tO develOp the yUser cCommunity of $2, and even for many
administrative activities, a number of sypport activities are
necessary, An onweline catalogue of documents is being prepared, and
the doeuments distribyted by the British Library, The POST System
permitting the sharing of of an account by several users for mail
purposes has been improved, A number ©f short FACT cards have been
produced, and cours€s run, it Nas become clear that facsimile
trangsmission is reguired in the coordination of certain

‘ projects==hence an activity of incorporating facsimile transmission
into the megsage facilities has been started, 11

4 ,MANAGEMENT PROBLEMS 12

It has become clear that in tnis international environment, "Balance

of payments" issues become very serious, With the nymber of

goyernment agencieg involved, and international restrictions on

payments, even finding c¢riteria to measure a balance of payments

problem is difficult, Some initial papers have been prepared on this
subject, and are being discussed with various podies in the US and

UK, 13

5, INTERNETWORK ACTIVITIES 14

We haye started preparing teo implement the HOST«HOST protocols of the
Internetworx Protocol preoposed by Cerf and Kahp as part of a Jeint
experiment with Stanford U and BBN, Independently, we have
considered what the sallent factors might he in the interconnection
of networks, and have concluded a virtual circuit connection at
gateways , with protocol mapping there, looks the most promising,
Following this approach , ve have started simulating the operation of
the Packet Switch on the proposed British post Office Experimental
packet Switching Service (EPSS), and are starting to implement the
link to the CADC ATLAS as {f it was via an Internetwork Gateway and
EPSS, When EPSS becomes operational in late 1975, this
interconnection will be implemented in earnest, 15
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UCLA COMPUTER NETWORK RESEARCH
1974 ARPA Project Summary 1

Prepared fort ARPA IPT Prinecipal Investigators Conference
san Diego, Mar, 12~14, 1975 2

Prepared byi Leonard Kleinrock
Computer Science Dept,, 3732 B,H,
University of California at LOs Angeles
Los Angeles, California 90024

At UCLA, we are concerned with advanced teleprocessing systemls,
emphasi{zind network measurements, packet radjo for terminal
networks and fer satellite communications, secure operating systems
and networks, and the general problem of resoyrce allocation and
sharing of finitewcapacity resources, Below, we describe
accomplishments for calendar vear 1974, namely: results from
the Network Measurement Center) performance evaluyatlion of packet
switehing in satellite and Jround radio; secure computing
systems; tradecff analysis in large shared systemsj performance
evaluation of realistic operating systems models) and prediction
‘ and observation of network deadlocks and degradations, 4

(1) As a result of our activities as the Network Measuremepnt Center
(NMC), we have predicted and/or observed numerous and serious
deficiencies with the ARPANET throughput i.,e,, network deadlocks and
degradation, We predicted the ‘'"plagyback allocate" deadlock
condition by examining the IMPSyYS code and proyided a solution to it
which BBN has implemented, The famous "Christmas deadlock" was
exposed a5 a result of experiments performed by the NMC; this
deadlock occurred due to a lack of pointers to allocated pbuffers in
the destinatien IMP and has since been corrected, As a result of

our packetized speech experiments in whieh we measured
singlespacket throyghput, we identified seriouys degradation

due to oyutwofeorder packets in the data stream, Furthermore, we
identified the source of ynacceptably 1long delays as being dye
to persistent looping caysed by the routing procedure; we are
currently working on a Jloop=free solution o0 this problem, 5
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(2) We have been Successful in evaluating the performance o0f packet
switehing ip satellite communication systéms and also in Qground
radio systems, The carrier sense acccess Mode for ground radio
has been completely analyzed in the single hop casej that
access mode has been shown to be superior to slotted ALOHA, The
serioys problem of hidden terminals has been analyzed and the
busywstone soclution to this problem has been shown to yield
performance which is only slightly degraded as compared to a
system with no hidden terminals, Furthermore, a reservation scheme
for using the ground radio channel has been sugdested and analyzed
and appears to offer sianificant advantages cver an important
operating range, These random access modes Offer distinct advantages
ever the more classical access modes when the traffic 1is
bursty (as with terminal traffic and other interactive traffic),

with the simple slotted ALOHA method as compared tO the
classical FDM methods, we find that we can reduce the reguired
bandwidth and/er increase the number of users and/or reduce the
delay over & wide range of system parameter choices) these
advantages are even greater with the use of carrier sense,

(3) We have made important prodress in the field of secure computing
systems, The major thesis underlying our prototype development has
been that those porticns of an operating system which insure its
security can he separated into small modules, whose security
correctness can be mathematically proven, The bulk of our security
work falls into three major categories: security desian
principles, security verification and certification, and prototype
development, The majority of the design principles concern
operating system structures, Strong evidence has been developed
which argues that the ¢traditional practices of placing
supervisor code into yser tasks, as well as locating virtual
memory support at the lowest system levels, are design flaws with
respect to0 security, The simplifications provided by virtual
machine desions are nOw apparent, Progress has been made in
developing agreatly simplified approaches to0 I/0 handling,
usually one of the most serious sources of secyrity flaws, Subtle,
generiec communication paths in systems have been identified, In
addition, the general principle of "least common mechanism" was
developed and illustrated, Work on verification and validation
of security software has now progressed to the point where it 1is
clear that the approach s viable, The design of a
complete, practical, verifiable security kernel has been completed,
parts of that kernel code are now debugged and running, Design of
the virtual machine monitor, which runs over the kernel, 1is
also complete, Substantial portions of that prototype software are
also debugged, Operating systems such as ANTS have already

been successfully run in virtual machine environments,
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(4) We have proven that there are very significant gains to be had
with large shared svstemgs, This has been demonstrated
mathematically for a reagonaply broad class 0f systems and we are
currently exending that class, In particular, we have shown
that as one scales up the system capacity and the throughput of any
finitewscapacity system, then the delay in passing through that
system decreases by the same scale factor, Wwe have shown this as a
bound for general systems and as an exact result for more specific
systens, The significance here is on the design of processing
and commuynicaticn systems, "Bigger is better" seems to be the
message when the auestion 1s posed correctly, The exact form of
these results and their impaet On system design will bring
consideranple light to costeeffective system degign, 8

(5) We have made Major progress in the modelling of multiple~resource
models of operating systems, We are now Capable of identifying
system cottlenecks, calculating ¢throughput and delay and
sudgesting system configuration, This work is based on queueing
network models of multiple resource operating systems, we have peen
able to generalize these models to include muech of the realistic
behavior of these systemg, The costly errors of the past need no
longer be made, and intelligent design can now beé done, The
costmeffectiveness of proposed design options and changes can now bpe

evaluated, B

(6) Analysis and measurements of the effect of networx overhead on
the performance as seepn by the user have beepn copnducted, We £ind
that what appear to be harmless options offered to the system
implementers can have significant effects on network
performance, We haye identified a number of these and have pointed
oyt how they shoyld bte restricted in order tnhat really major
improvements (one t0 two orders of magnitude) in netyork throughput
be achieved, The overnead on the commynication 1lines due to0 the
various levels of protocol have been fouynd to have profound effects
on throughput, The whole mecnanism of allocating buffer space in
the destinatien HOST and 4in the destination IMP must be very
carefully examined, We find that the maximym line efficiency is
roughly #80% uynder the most 1deal conditions, and that it 1s as
low as 1% under vepy common conditions, If the current traffic
patterns continue, then we can obtain only 20«25% line efficiency in
the ARPANET, 10

11
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Information Processing Technigues Research
1974 ARPA Project Summary 1

Preparecd for: ARPA IPFT Prinecipal Investigators Conference
San Diego, Mar, 12~14, 1975 2

Prepared bvi: Irwin L, Lebow
Data Systems Division
¥,1,T, Lincoln Laboratory
Box 73, Lexington, Ma, 02173

The following is a summary of Lincoln project activities during CY

74 in the four areasg A) Network Speech Compressjion, B)

Speech Understanding, C) Surface=Acoustic wave Convolvers for

Packet Radio, and D) Airborne Command and Control, 4

A) NETHWORK SPEECH COMPRESSION (B, Gold) 5

The overall goal 0f the Network sSpeech (Compregsion (NSC) program is
te investigate and demenstrate the technology requjred ¢to carry
speech over packeteswitched networks, A potentially large economic
‘ galn can pe realized 1if secure digital veoice and data can be
carried over a single inteagrated packet switched network, To
achieve this geal, the NSC group is investigating the delay and
throughput characteristics of the ARPANET for speech at different
rateés and s developing speech compression algorithms matched to
Network properties, Lincoln is contributing to the areas
described below: o

1, Network Delay Measurements, Using the ARPANET "fake host"

facility we have obtained measurements of fixed and random components

of network transmission delays as well as delays caused by network

flow control mechanisms, These results have helped focus

attention on ongoing speecheoriented network modification, 7

2, CVSD EyPeriments on ARPANET, Lincoln and 1ISI communicated via

CVSD at a 10 Kbps rate, As a result of this experiment, several

specific network changes have been implemented to increase

throughput, 8
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3, LPC speech Demonstration on ARPANET, In Dec, 1974, the

first successful network speech communications demonstration using

LPC was carried out between Lincoln and CHI at 3450 bps, This
experiment invelved the use of a new Network Volice Protocol

desioned at ISI, Single.packet messages were used avolding the

reservation delay of the higher=rate multiepacket CVSD messages, The

LPC speech at 3450 bps was of much higher quality ¢than CVSD

speech at 10 Kbps, and it was generally agreed that this

speech 1link ¢ould be used without significant annoyance dye to

delays or speech guality, 9

4, Conferencing, Lincoln has specified and Procured from industry
12 CVSD eguipments, These wijl be used {nitiajly for
conferencing experiments between Lincoln and ISI, 10

5, Voice Excited Linear Prediction Vocoders, A voice=excited

LPC system is being implemented on the FDP to run at 8 Kbps, This

data rate will permit specific comparisons between this system

and the better known adaptive predictive coding (APC) algorithm, 11

6, Variable Rate LPC Processors, In packet communication,

channel bandwidth utilization is adjusted automatically to the

current transe= mission rate, which facilitates bpandyidth reduction

via variable rate coding technigues, We have achleved reasonable

quality speech at 1400 bps by eliding silences, using decreased

rates during veiceless sounds, and speaker adaptation, 12

B) SPEECH UNDERSTANDING (J, W, Forgie) 13

In April 1974, Lincoln Laboratory successfuylly demonstrated
its mideterm speech understanding system £or the government®s
Joint Advisory Committee for the Laboratory and later f£or
other groups including the SUR Steering Committee, The system
recognized sentences which were constrained to be appropriate to a
particular lirmited task domain and a 250 word vocabulary, The
system correctly recognized sentences from a large number of
speakers without prior training or speaker=dependent adjustments,
Informal testing showed about 75% correct sentence recognition,
controlled testing with more difficult sentence material (275
sentences from & speakers) showed approximately 50% completely
correct with another 30% having errors in only one word or phrase,
Processing time £0r a tvpical 3 to 4 second sentence was usually
less than oOne minute, 14

€C) SURFACE ACQUSTIC=WAVE CONVOLVERS for PACKET RADIO (E, &8tern) 15
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In the second half of CY 74, a program was pegun at Lingoln
Laboratory to devélop advanced acopoustic cponVelvers for use as
matched filters in Packet Radio, Our goal is to achieye
highetimeebandwidth (TW) product systems which synchronize rapidly
for protection against interference, jJamming and interception,
Conventional hioch=TW matched filters require long sync times, As a
result, these systems often give up jamming and/or interception
reslstance to0 preserve reagonable access times, Our studies
indicate that a SAW conyolyer which spreads 100 Kbps data over 100
MHZ (TW = 1000) should synehronize in under one MmsecC,

24932
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Furthermore, a code could be implemented wWith a structure Wwhich

could pe changed with sufficient rapldity to make cryptographic

analysis and subseguent interception virtually impossible, In

a preliminary experiment a data stream of 140 Kbps spread over 67

MHz (TW = 500} with a changing code was successfully decoded, We

are currently perfecting a convolver with Tw = 1000, 17

D) AIRBORNE COMMAND and CONTROL (A, J, McLaughlin) ig

Early ({n CY 74, a study was undertaken of aircraft

digital communications with emphasis on satellite links, A report
summarizing this work was delivered to ARPA, It was generally

concluged that satellites provide the only means of achieving

nighly reliaple 1long range communications to aircraft, Major

increases in system data rates should be possible by exploitation of
electronically steered, high gain satellite antennas and by

efficient sharing of network capacity by packet access techniques, 19

During the second half of CY 74, a study was pbegun to investigate
the applicanility of cofputer networking technolog9y to the Airborne
Command Post Command and Control problem, It has been concluded
that netting the computers of several airborne command posts and
. ground facilities provides the framework for achieving
significantly enhanced performance, A series of experiments ({is
being defined using the ARPANET as an RgD test bed to validate and
demonstrate this conclusion in an environment in whieh poth
the ADP capacities and the communication rates are constrained,
In these experipents some of the podes wiy) be alrborne and seme
simulated py ground nodes on the network, The experimental
program will permit evaluation and refinement of developmental
technigues of data management, resource sharing, and packet
communications in a realistic environment, 20
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THE ARC OFFICE-1 WORKSHOP UTILITY SERVICE
1974 ARPA Project Summary

Prepared for: ARPA IPTO Principal Investigators Meeting
March 12-14, 1875 :

Prepared by: James C. Norton
Augmentation Research Center
Stanford Research Institute
333 Ravensuwood Avenue
Menlo Park, California 34825

I BACKGROUND

AUGMENTED KNOWLEDGE WORKSHOP (AKW) TECHNOLGGY

The Augmentation Research Center (ARC) of Stanford Research
Institute (SRI) has developed, over a period of more than
tuelve years under government sponsorship (primarily from
ARPA, but also from NASA, AFOSR, and RADC), a general-purpose
interactive augmentation system centering about what ue nou
call an “"Augmented Knowledge Workshop." The goal of ARC’s work
has been to evolve a prototupe Workshop system that will |
significantly improve the performance of individuals and teams
engaged in knouledge-work activities, where the Horkshop

\ "system" involves daily use of coordinated tools, procedures,
methodologies, and languages.

ARC’S "COMMUNITY PLAN"

The research and develoment activities of ARC are aimed at
exploring the possibilities for augmenting individuals and
groups in the performance of knouwledge uork with the help of
computer aids. Exploratory developnent and operation of
augmentation systems have been our substantive work.
A neu stage of development has been established with the first
year of a neu "Horkshop Utility Service." MWe are involving a
much wider group of system users, a community, so that we can
transfer the results of our past work to others, and so that
we can obtain feedback neaded for further evolution from wider
application than is possible in our Center alone.

Our last few years of work have concentrated on the means for
delivering support to a distributed community, for providing
teleconferencing and other basic processes of collaborative
dialogue, consciously aiming touward having experience and
capabilities especially applicable to support remote and
distributed groups of exploratory users.

I1 THE WORKSHCP UTILITY SERVICE
A transfer and application of neu technology

The purpose of the Workshop Utility Service that began in January
1974 is to deliver useful advanced Workshop Utility computer and
related technical services to subscribing organizations’ users
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while concurrently providing the system developers with useful (:)
information about further system development needs based on the
real experiences of users in their work environments. The service
is being provided to organizations that are willing to undertake
exploratory use of knouwleadge workshop techniqueas through
continued use of the on-line system (NLS) at OFFICE-1.
The service is composed of two primary activities: computer
services and technical services.
The computer services are being supplied through the ARPANET
to geegraphically distributed user groups from the OFFICE-1
.computer .ac«lltg maintained, and operated by Tgmshare, Incs. in v SA iy aregEs

Technical services are provided by ARC personnel in the

following areas: |
Maintaining and updating the "utility" version of ARC's |
application software (NLS). |
Supporting the user groups in learning hou to use these |
tools, both at the individual user level and at the |
organizational application level. ~ |
Assisting clients in obtaining advanced display terminal ;
and teleprinter hardware and the necessary ARPANET l
connections.
Obtaining user reactions to system features and the service ‘
itself and integrating these into the sgstem development :
process. {

The types of workshop services that we support at varying Ievels '
of capability include:

Col laborative Dialogue

Document Development, Production, And Control

Research Intelligence

Communi ty Handbook Development

Computer-Based Instruction

Meetings And Conferences

Communi ty Management And Organization

Special Knowledge Work By Individuals And Teams

IT1T ACCOMPLISHMENTS -- Activity in 1974

A. OFFICE-1 service started 18 January 1974 via the ARPANET
The computer and technical services offered as the Utility
commenced are being provided to over 282 users and their
organizations. This service not only provides assistance to
users in their work and feedback of useful information into
the further developmant process, but also takes the form of a
real delivery of the results of government-supported research
and developnent to government workers and, as the user
community grouws, to the public in general.
B. Developnent and use of neuw teaching methods
This endeavour involves transfer of an advanced technology —
from our local group of experienced users to a nuch wider
group of less experienced, geographically separate users.

AT — g ——— -
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Training users is necessary for the transfer; and requires a
transfer of the additional technology ussd to support the
training, e.g. on-lina classroom sessions, remote

| inked-terminals, special "architect" seminars and on-line
feedback services to users.

C. The Present User Community

The following organizations have been using the Workshop

Utility:

RADC Rome Air Development Center (Air Force)

Bell Bell Canada Businass Planning Group

ARPA s «..0eneral, ARPA, usg, and National, Softuare Norksl‘m””gﬁhggx;ﬁlﬁhwﬁ¢¢"; ,
CEBI T T UARPA: Conguter—éaséd Thetruction Communi ty el =g
Energy ARPA: SRI Energy Project

NIC ARPA: Network Information Center Users

Seismic ARPA: Seismic Data Mgt System Development

BRL Ballistic Research Laboratories (Army)

Hudson Hudson Institute (ARPA subcontract)

NSROC Naval Ship Research and Development Center

SRI Stanford Research Institute

NSA National Security Agency
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Artificial Intelligencee-~Research and Applications
(Computer=Based Consultant Project)
1974 ARPA Project Summary

Prepared for: ARPA IPT principal Investicators Conference
San Diego, Mar, 12=14, 1975

Prepared py! Nils J, Nilsson
Artificisl Intelligence Center
Stanford Research Institute
Menlo Park, California 94025

The Compuyters=Based Consultant (CBC) project at SRI has as 1its goal
the development of a Computer system that can eéngage {n & sSpokeén
dialog with a human user to dgive him detailed advice about some
particular subject area, we have selected maintenance,
assembly/disassembly, troubleshooting, repair and operation of
electromechanical equipment as a subject, To create a CBC system
requires the integration of subsystems for natural language input and
output, vision, diagnesis of faults, planning assembly/disassembly
sequences and information retrieval, Wwe are conducting research in
each o0f these areas, and {n addition, in the area 0f integrating
these abilities into a coherent system, TO provide speclific goals
and focal points for our research we have planned a8 series of
demonstrations to oeccur in April of each year 1975 through 1978
inclusive, The £final demonstration is planned to {illustrate the
feasipility of applying this technology to any of seyeral DOD problem
situations reguiring interactive expertise,

puring calendar 1974 we achleved the following speclific results:

1, PROCEDURAL NET SYSTEM == During 1974 we developed a prototype
version of an integrated problemssolving and executionemonitoring
system, The systém uses a new method of storing in a computer memory
information akout actions, The new representation, called the
"procedural net," represents actions in a structured way, so that the
same action appears several times, represented at different levels of
detail, The problem solving portion of the system easily solves some
problems involving simultaneous goals and long chains of actions,
The execution monitoring system encages in a dialog with a novice
mechanic, varying the level of detall in response tO the mechanic’s
needs,

24938
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2, MODELING == We have desioned and implemented a modeling system
for describing the ehanging physical states of the workstation
environment as tasKs are being performed, This system allows one
toe specify in a highly modular form relations, predicates, derivation
functions, state transition functions, and models of the actions that
a human can be asked to do, Furthermore, we have defined in this
system a set of standard relations (such as ATTACHED and REMOVED) and
actions (such as INSTALL and CONNECT) ¢that in effect provide a
descriptive language {n which electromechanical eguipment and
assemply/disassembly tasks can be descriped, This modeling package
allews the systéem ¢to maintain a coherent description o¢f the
workstation both while monitoring actual operations bpeing done by a
human and while considering nypothetical operation sequences during
planning,

3, SELECTION CF VOCABULARY AND SEMANTIC CONCEPTS == We have Selected
a vocabulary of ébout 650 English words extracted from protocels
between expert c¢onsultants and novice mechanics, These have been
grouped into semantic categories to help define the key concepts to
be used in dialcgs, This achievement is important because it permits
us to begin work ©n the programs for syntactic and semantic analysis
of natural language dialog in the computer congultant system,

4, SCANNING LASER RANGEFINDER == We have {mplemented a Jlaser
randefinder device that works 1like a radar to measure distances to
objects in a scene, The device uses mirrors to scan a raster of
points in a scene and determines range to each point by measuring the
time of f£light of a modulated CW laser signal, The rande finder is
playing an important role in oyr automatic scene analysis work
pecauyse it provides a crucial additional parameter, range, that can
be used with <color and brightness data to |interpret visuyal
information,

5, POINTING SYSTEM == We have implemented a pointing System that 1)
points @ laser beap at an object named by the user and 2) identifies
an object pointed at by the user, The system can point at any of
about a dozen parts of an air compressor that the user requests by
voice input, It also can identify, by voice output, any of these
same parts that the uyser mignt point at ysing a wand with a lightbulb
on the end, The system yses a TV camera and a stored internal model
of the compressor to control its pointing behayior, This system i{s an
impertant 1/0 tool in our Computere=gased Consultant project and
achieves several functiong directly that would be much more
cuMbersome to achieve by conyentional graphics,

24938
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6, DISTINGUISHING FEATURES SCENE ANALYSIS SYSTEM -- We have
implemented a scene analyslis system that takes as Iinput a
multisensory (i,€,, range, 1intensity and color) image and locates
objeects in the scene pased on the most distinguishing sensory
properties of the object, FOr any oproblem, the system itself
automatically cenerates the pest strategy for f£inding an object based
on internal models of {ts own perceptual abilities, Presently, the
system can lccate several objects and parts of objects in office
scenes (desk tops, chairs, chalr seats, doorways, etc,),

7, COMPILING GQLISP USER CODE =« The comPyter language QLISP hag
been enhanced by the additjon of the ability to compile user code
containing QLISP, Previously, any part of the user’s program which
contained any GLISP at all c¢ould only be executed through the
interpretative facilities provided by QGLISP, but now the flexibility
of the INTERLISP system has been ysed ¢to interface ¢the standard
compiler to the particular ways in which QLISP extends the INTERLISP
language, Qur preliminary measurements show that compiled QLISP runs
aboyt twice as fast as noncompiled, but the main advantage shouyld
show up in the way users can now freely intermix QLISP code with
their recular LISP without the need to introduce artificial
separations for the sake of efficlency,

8, DEMONSTRATION SYSTEM e+ We haye put together a preliminary
computer consultant demonstration system witp rudimentary abjlities
to g9ive instructions about assembly and disassembly of an air
compressor, It also combines the laser pointer system (item #5
above) and canr answer certain gquestions aboyt the status c¢f the
compressor., This initial version will serve as a base for a much
more elaborate system toc be ready in April 1975,
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INSTITUTE FOR ADVANCED COMPUTATION
1974 ARPA Project Summary 1

Prepared for: ARPA IFT Principa)l Investigators Conference
San Diego, Mar, 12=14, 1975 2

Prepared bvi DRe MEL PIRTLE
NASA AMES RESEARCH CENTER
MOFFETT FIELD, CALIFORNIA 94035

GENERAL: 4

The Institute for Advanced Computation (IAC) is a NASA/AMES Research
center Institute established under a NASA=ARPA intere~ agency
agreement with the charter to develop and operate a largde computing
and informaticn storage facility for NASA, ARPA and other groups
invited py either of these two, The major equipment of the institute
is the ILLIAC 1V, PDP=10/TENEX, the B6700 and the UNICON 690, This
equipment, except for the B6700, is incorporated inte a single systenm
which also includes several PpP=11 management processors, small
capacity rotating memories and assorted peripheral devices, the
.86700 is operated as a secondary facility and {s utilized for certain
ILLIAC program compilations and for some test programs, 5

SUMMARY OF ACTIVITIES: b

The primary resource in the IAC system today is the ILLIAC IV, Wwe
had two major objectives for the ILLIAC IV during this past vyear,
These were! 7

1, To provide an ILLIAC IV service to netWork usersjy and
2, To continue the checkput of the machine with emphasis
on improved reliability and maintainability, 7a

There yere significant accomplishments in both of these areas, At
the bedinning of 1974, we were providing about 4 hours of ILLIAC time
dally to about a dozen ARPA and NASA users, at that time, the
quality of this service, particularly the state of the ILLIAC IV, was
uneven, Today, we schedule about 10 hours of ILLIAC IV time daily to
a Jroup of 1820 ARPA and NASA users, The guality of this service 1is
relatively uniform and the state of the ILLIAC IV is good, The
results the users are getting are almost always correct when the
ILLIAC IV is up, (The "ILLIAC IV" here refers to the I4 processor,
array memory, and one=half of the total 14 disk memory Capacity,)
Some specific accomplishments in these two general areas areg; 8
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USER SERVICES:

Several notable ILLIAC IV user successes have peen accomplished this
vear, For example, RAND nas successfully completed a 30O=day global
climate simylation which rung for 2 hours on the 14, NASA’S GODDARD
INSTITUTE FOR SPACE STUDIES (GISS) has successfully run Z2eweek
weather simulations, The NAVAL RESEARCH LABS CASE PROGRAM (SIGNAL
PROCESSING) hecame operational on the ILLIAC IV in November of this
Vedr, NRL has abolt 100 raw gata sets to process; edch data set takes
about | hour cof I4 processing time, SYSTEMS, SCIENCES AND SOFTWARE
(8SS) has run several 3.D finite element calculations on the ILLIAC
1V, each of which takes in excess of 1 hour processing time on the
machine, SDAC successfully converted the first phase of thier "Long
wave" apalysis programs to the ILLIAC IV, 1In general, all users have
had successful runs on the ILLIAC IV with increasing frequency and of
longer duration, Runs ¢f 30 to 120 minutes are becoming common as
compated t® runs Of 2«3 minutes at the beginning of the year,

ILLIAC CHECKOUT

The main objective was to increase reliability and maintainabpility.
In this regard, many hardware modifications were made tO replace
faulty components and to0 correct desian errors, Speclfic examples
include:

The design, faprication and replacement of several boards in the
Control unit and in the processing elements (PE) and the setup of
an "assembly line" modification to all PE*S which includes
replacement of all terminators, sleeving of the back plane pins,
and some logic corrections,

In order to impreove pur ability to maipntaipn the machine, IAC desidped
and developed a PE simulator (PESO), This simylator, which runs on
the ILLIAC 1V, accepts fault detection test data as input, simulates
the execution of & PE, and produces as output specifically identified
component failures consistent with the input test data, With this
scphisticated diagnostic too)l most PE faults can be guickly isclated
to a specific component for corrective repair action,

In the early part of this year, IAC established (in conjunction with
the owners) the objective of havi{ng one half of the I4 disk memory
capacity solid, and routinely available for users, TO achieye this
objective, both of the disk memOry subsystems were extensively
modified, These modifications were principally in redistribution of
power, adding capacitors, and logic error corrections, One disk
system is relatively solid today, and is rountinely ysed successfully
by 14 ysers, The second subesystem with further improvements is in
final testing, A comprenhensive I4 disk memory test was also
developed,
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UNICON

IAC*’S objective for the UNICON memory this year was to make the
deyice reliable and, by the end of the year, available for the
storage of data files associated with ILLIAC Iv applications, During
the year, the UNICON controller (designed and fabricated last year)
was checked out and numerous modifications were made to the laser
recording unit, These efforts have significantly incCreased the
stability of the device and have provided for verification of correct
recording during the write operation, A "clean room" was built
around the device, providing a c¢lean environment for both the laser
recOrding unit and the off=line storage of recording strips, The
UNICON has been used for the storage 0f selected ILLIAC I4 user data
files since Novemuer,

CENTRAL SYSTEM

The major accomplishment in the central (e,9, TENEX) IAC System has
been the routine provision of a stacle PDP=10/TENEX service to ILLIAC
IV and selected network users, Specific enhancements in this Central
System include:

1, The addition of a second PDP=10/TENEX system in May of this
Year,

2, The implementation of a magnetic tape facility for ILLIAC IV
Users, This implementation included the design and integration of
hardware, apd the design and develooment of diagneostic and
operating scftware,

3, Design, development, and implementatjon of an "Operatore11"
facility which runs on @ PDPe=i1l, The "Qperatpore=ii" greatly
simplifies the IAC system Operae tOrs function by performing real
time system status monitoring and proyviding a single interface to
the varioys devices and software in the system,

ORGANIZATIONAL

Consideraple effort has been spent over the vear to carry out the
Transition from a development tO an operational system, Organizae
tionally, these efforts have included the estaplishment and staffing
of an administration group, increasing the user support staff and
extensively chanaing the operations greoup inclyding the addition of
personnel, retraining personnel, and restructuring the group, Key
personnel additions have occurred at all levels in the Institute,
notably with the addition of experienced management in the operation
groups,
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Future plans for the Institute are under Study and devVelopment,

Discussions have begun with both ARPA and NASA, with increased

frequency in the latter halt of the year, This planning activity

involves a sionificant oytlay of IAC management time, 21

MISCELLANEQOUS 22

In September, IAC initiated a survey of application areas for the
ILLIAC IV, Initial results were presented to ARPA in November, This
survey will pe completed in April or May of 1975, 23

Plansg for accorcdating classified data on the I4 are progressing and
a preliminary approach has been reviewed with representatives from
ARPA, the NAVY and the ARC facility contractor, 24
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IMAGE PROCESSING RESEARCH AT THE

UNIVERSITY OF SOUTHERN CALIFORNIA
IMAGE PROCESSING INSTITUTE
1974 ARPA Project Summary 1

Prepared fort! ARPA IPT Prineipal Investigators Conference
gan Diego, Mar, 12-14, 1975 2

Prepared by: william K, Pratt
Image Proecessing Institute
University of Southern California
Powell Hall 306 = University Park
Los Angeles, California 90007

The research project in image processing is concerned with the

analysis and development of technjoues for effjciently

generating, processing, interpreting, transmitting, and displaying

visual images and two dimengional arrays of data, 4

IMAGE CODING: X

.During 1974 initial steps were taken py various Federal and

commereial organizations toward the implementation of image coding

systems based ypon the adaptive linear predictive coding and
transform coding concepts developed at the USC Image Processing
Institute, Further research at USC in 1974 has led to the
discovery of a new reconstruction algorithm for linear predictive
and transform image coding svstems, This algorithm which involves
joint linear processing of groups of guantized image variables can |
reduce the mean square coding error by 20% to 50% and improve l
subjective quality as compared to conventional processing
techniqgues, The hybrid DpcCM/transform coding technigue
previocusly developed for coding individual image frames has been
successfully extended to the removal of image redundancy between
television or movie frames, In this system a two dimensional
image transform is taken over small image blocks in each frame and
differential pulse codinag is performed on the coefficients between
frames, only a single frame of data storage is required, Bandwidth
reductions of about 1511 to 20:1 have been demonstrated, 6

IMAGE RESTORATION AND ENHANCEMENT} 7

A new method of computer image restoration has been developed to
correct for astigmatism and curvature of field aberrations caused

by imperfect cptical systems, Neither type of abperration error

can be removed by conventional filtering technigues because the

error 1s space variant, 8
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The nevw restoration method involves an inverse geometric
correction, spéce invariant image restecration, fellowed by another
inverse geometric correction to compensate for the
aberrations, A novel 1image restoration technigue has als¢ been
discovered for the restoration of images degraded by dgeneral
forms of space varlant bluyr, This techniguye, called singular
valye decomposition, involveg decomposing a blyrred 1image into a
serles of subeinages of increasing resolution which are sequentially
processed and recombined to yield the restored image, The beauty
of the restoratlion technigue is its ability to avoid nymerical
errors which plague conventional restoration methods,

IMAGE DATA EXTRACTION:

A prototype laser/computer optical feature extraction system has
been bpuilt and s presently undergoino applications testing,
This system consists of a minicomputer, electronic image
scanning camera, and laser optical device which act together to
detect and locate optical features In an {mage, The computer
driven scanner searches for and locates gross objects or recions
within a picture, Then the computer directed laser beam
performs a high resclution spatial frequency analysis of the
region, The spectral data is proOcessed by a pattern recognition
program on the comMputer to0 gquantitatively determine ¢the location
and character cf objects within a picture, The overall system is
capable of analyzing large size, high resolution pilctures in
under five minytes, The cptical processing technigue has been
combined with digital edge and texture analysis algorithms for
image recognition and interpretation, This compined processing
exploits the parallel processing capbility of the optical system
and the adaptive nonlinear attributes of computer 1image manipulation,

IMAGE ANALYSISS

A ney model of the huyman visyal system for coler images has been
found, This medel accurately predicts known visual phenomena suych
as color sensitivity and color constancy under luminance
changes, The major attribute Oof the model, in addition to its
modelling accyracy, is its relative simplicity, The model has led to
a form of irmage pree=processing in which a simple nonlinear
operaticn is performed en a color image before conyentional

coding, filtering, enhancement, ete, The addition of

this simple pree-processing, dictated by the model, has resulted in
improved coleor image gquantization, better subjective flltering
results, and an additional bandwidth reduction of 2:1 for transform
coding of color images,
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IMAGE PROCESSING FACILITIES:

In August 1974 @ PDP=KI10 computer cperating under TENEX was
added to the USC Engineering Computer Laboratory for support of
the image processing research program, The initial stages of
implementation o©of a front end image processing sOftware system on
the PDP~10 have begun, The objective of the software system
is to handle file manipulation for an image processing user and
permit transparent access to larce scale network computers for
image processing tasks, Construction of a real time color image
display TIP terminal was completed in 1974, Implementation of a
real time color image magnetic tape recorder/playback unit s
alsc underway, This unit is capable of recording a one minute
segment of real time color television data at conventional scan
rates and plaving back the data at a slow rate for computer
entry, The inverse operation of transferring digital pictures
from a computer tO a real time display is also possible,

24941
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Research on Command and control Related Computer Technology

1974 ARPA Project Summary

Prepared £or:i ARPA IPT Prineipal Investicators conference

san Diegqo, Mar, 12=14, 1975

Prepared by! William R, Suytherland

Bolt Beranek and Newman Inc,
S0 Moulton Street
Cambridge, Massachusetts 02138

This summary cevers work done during the calendar year 1974,

I, 8peech Compression = John I, Makhoul

In our speech compression research we nhave developed

timeeasynchronecus linear predictive vocoder that transmits high
quality speech at low bit rates, The transmission rate varies
according to the properties of the incoming speech signal, We have
develcped several methods for reducing the reduyndancy in the speech

signal without sacrifieing speech gquality, Incluyded among these

. methods arej

1)

Z)

3)

4)

$)

Adaptive optimal selection of predictor order, A new
information theoretic criterion was employed to determine the
optimal (lowest) order that adeguately represents the speech
signal in each analysls €frame,

Optimal selection and quantization of transmission
parameters, The refjection coefficlepnts were judged to be
the best for use as transmission parameters, An optimal
nrocedure for guantizing the reflection coefficients was
developed by minimizine the maximum spectral error due ¢to
guantization,

Variable frame rate transmission, A scheme was Uused to
transmit speech parameters at varlable rates in accCordance
with the changing characteristics of the incoming speech,

Optimal encoding, Variable length (Huffman) ¢coding was usSed
to encode the parameters at the jowest bit rate pessible for
a aiven guantization scheme,

Improyed synthesis methodology, We found that with the
timessynchronous method of analysis, improved speech quality
was obtained when synthesis was also done timessynchronously,

.,II. Packet Radio Netyork = Jerry D, Burchfie)
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The Packet Radio Network, an ARPA project in the CCC Program, is
developing technigues for secure moblle digital commynications which
are inexpensive, difficult to detect or jam, and which permit a high
degree of coexistence with existing applications of a broadcast
band, The Packet Radlo nNetwork (PRN) consists of a shared common
broadcast channel, fixed and mopile terminals which are sources and
sinks of diagital information, (e,9, test, g@raphics, encrypted
compressed voice) repeaters which provide area coverage for mobile
terminals by storee-andeforward technigques, and stations whiech
provide centralized control of network routing, statistics,
debugging, and connections to other networks, 8

BEN is responsible for development of the PRN Station and the
protoCols which support interprocess Communication bPetween processes
(terminals and hosts) of the PRN and other processes on the PRN or
other networks, we are active in desiagn of systemwide protocols,
and have published numerous packet Radio temporary notes in this
area, Initial inteagration of Station hardware will begin at BEN in
march 1975, and an initial demonstration of working stationeterminal
protocels is planned for August 1975, 9

10
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SRI SPEECH UNDERSTANDING RESEARCH
1974 ARPA Project Summary 3 1
Prepared for: ARFA IFT Prineipal Investigators Conference
San Diego, Mar, 12-14, 1975 2

Prepared py: Donald E, Walker
Artificial Intelligence Center
Stanford Research Institute
Menlo Park, California 94025

INTRODUCTION == There haye been five major accomplishments in the
Speech Understanding Research Project at SRI this year,
First, we have completed with the System Development
corporation the initial implementation of a system being built
jointly by the twC contractors, Second, within this system we
have developed & control strategy, embedded in the parser,
that 1is able to focus the operation of the system and to reduce
time spent on incorrect interpretations, Third, we have written a
performance grammar, based on studles ¢f task=oriented dialoags, that
relates information about meaning and about stress and intonation
‘ patterns to that of syntax in the process ©of analyzing an
utterance, Fourth, we have developed a way of partitioning spaces in
a network representation for semantic structures that 1s
particularly well=suited for working with complex task domains,
Fifth, we have introduced procedures, building on the
semantics, ¢that allow us to establish a discourse history, that is,
to use information from previous utterances in the analysis of the
current one, 4

1, SYSTEM IMPLEMENTATICON «= In the joint syStem, SRI s
concentrating en 9rammar, semantics, pragmatics (infermation about a
situation that is changing dynamically), and the integration of these
components threcugh a parser to proyide analyses of the

structuyre of English questions, statements, and commands so0 that
they can pe interpreted and an appropriate response made,

The parser alsec constitutes the mechanism for coordinating knowledge
abouyt acoustics, phonetics, and phonology toward the analysis
of spoken languéage, The system will allow the efficient use Of
many different kinds of Kknowledge iIn processing an ytterance,
currently, we are working on two task domains: one provides data
management capabilities for gquerying a ¢f£ile of {information on
attributes of shipsy) the second involves using the computer
as a consultant to guide a technician in the repalr of
electro=mechanical equipment, 5
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2, A FOCUSED PARSER =« The lack of separation petween words in
fluent speech and the variability in pronunciation as a fupction
of context reguire a different parsing strategy for speech
understanding than that needed for text understanding and questicn
answerine, Ceonsequently, we have deyeloped a parser that both can
predict words or phrases on the basis of context and can build
up phrases and clayses from words that have been identified
acoystically at some place in an utterance, The parser
coordinates knowledge vrelating to the structure of English, to the
nature Oof the task being undertaken, tO the relevant features in the
world of the task domain, to previous conversations, to variations
in stress and {ntonation (prosodic features), to the effects of
noise, and te individual differences in speaking, to mention
only some of the critical elements involved, The uyncertainty of
the inmput and the variety of kinds of kKnowledge required can
lead to consideration of a large range of interpretations in the
analysis o0f an utterance, The parser contains mechanisms that
enakle it to examine the most reasonable alternativeg first and to
focus its activities with respect both to processing time and to
space used in the computer, 6

3, A PERFORMANCE GRAMMAR == The grammar developed for the
systenp differs from other grammars ipn severa) important ways,
First, it is pased on a careful study of protocols recorded of
people performing tasks like those in the area of intended
application, Thus it reflects the way people actually talk, rather
than new they should talk, sSecond, the grammar is written so that it
is not restricted to a particular kind of parsing strategy, That is,
it can be used both in byilding uyp more complex dgrammatical
structures from words that have been identified acoustically, and
in working down from a grammatical structure to the words it
contains, Third, the grammar incorporates in 4its rule
statements infermation on semantic¢ and prosodic features, as well as
on gramrmatical ones, Thus, when the grammar is compiled with the
lexicon into an internal representation that the parser operates on,
it results in a more efficient use of knowledge sources in the
system, 7
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4, PARTITIONEC SEMANTIC NET SPACES == Semantiec information, which
is directly cecordinated with the grammar, is embodied in a network in
which the nodes represent concepts==objects Or evyents=-and the arcs
represent structural relations among the concepts, Our semantic
nets differ from Oother network representations in the way nodes can
contain structural relations and in the partitioning of nodes
and arcs into net spaces, Net spaces provide a uniform mechanism for
distincuishing hypothetical and imaginary situations from reality,
The result is a more effective procedure for encoding the multiple
alternative states of & c¢nhanging task or situation, The
hierarchical structure of the net spaces results in a more eccnomical
storage of infermation, becauyse elements common to related nodes can
be stored once for all of them, This mechanism allows attention to
be focused on particular levels of detail as appropriate, In
addition, the net space partitiening makes it much easler to handle
general statements and rules, items that have caysed
consideraple difficulty in previous programs for doing semantics,

5§, DISCOURSE ANALYSIS == In discourse, whether spoken or written,
a given utterance or statement may depend directly on what has
already been said or written for even a minimal uynderstanding of

the content, Fronouns are ysed ¢to avoid having ¢tO repeat the
names of people or objects, and, particularly in spoken language, the
subJect or predicate may be omitted and the listener expected to
recover it from the context, For oyr speech understanding system, we
are developing procecdures that can handle instances of

anaphoric reference and of ellipsis, We now have programs that
provide these kinds c¢f information based on an analyslis of
the previous utterance, We intend to extend these mechanisnms
s0 that for ecomplex goalworiented tagks we will be able to predict
what & person is saying and te use that information to increase the
efficiency of the system,
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SRI Augmentation presearch Center
1974 ARPA Project Summary

Prepared for: ARFPA IPT Princiral Investigators Conference

San Diego, Mar, 12=14, 1975

Prepared by Richard W, Watson

Aygmentation Regearch Center
Stanford Research Institute
Menlo Park, California 94025

MAJOR R&D ACCCMPLISHMENTS FOR CALENDAR YEAR 1974

1) Released a Major New Version of NLS (NLS=8)

The main deslan Joals of this system were listed in last vear's
accomplishments, The significance of this yearf’s accomplishment
was their successful implementation, checkouyt, documentation, and
user training,

NLS«=8 from the uyser point of view consists of new capabilities for
tajjoring the interaction te user preferences through a User
Profile database; a multilevel Help capability, providing
prompting and optiona)l showing of next=alternative command terms,
command syntax, Or relevant entry into a Help database with a
simple query facility for full online documentation (Hardcopy
documentation 1ls derived from these facilities as well); greater
consistency in command language formMsj new commands where there
was a8 strong need; and the ability to write sequences Of commands
and have them executed from a file,

From a svstem point of view, NLS=8 has a number of structural
changes and ideas for specification of the yser interaction at a
nigh level, compilation of this specification inte a data
structure that in conjunction with the User Proflle controls an
interpreter, 1Ihese ideas are being adopted in other ARPA programs
such as the National Software Works (NSW), ISI message system, and
are under censideration in ARPA programs under plan,

2) Released Line Processors to Sypport DNLS on Cheap, Commercial CRT
Terminals

Last yvear we designed a micro computer based pbox that would adapt
a class of low cost commercially availabple alphanuymeric CRT
systems into true twe dimensional devices for cutput (multi=window
split screen operation) and allow use of two dimensional input
pointing devices,

24948
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3)

4)

This vear a nNuMper of these devices are in fileld use supporting
terminals of f0ur different manufacturers, The Air Force through
the NSW program will pe exploring their use, The basic display
technigques and commynication protocols were published and have
influenced cther ARPA contractors in their design of terminal
control systems,

The Line Processor is now being adapted to handle general graphics
displays as well as offline cassette devices,

Designed Advanced Protocols for Resource Sharing on the ARPANET

As part of the work for NSW, a new approach to protocels has been
designed and thoroughly documented for intereprocess and/or
interhost communication and control, We call the approach a
Procedure Call Protocol, It creates a distriputed programming and
process control environment, In effect it makes procedures and
data structyres Of remote software systems as accessible to the
programmer &s those within his own system,

This approach will make it quite easy for ney systems to be
Constructed from appreopriate parts of existing systems and should
greatly facilitate crossnet and cross process resource sharing,

Desjgned a Distributed~Service Frontend System

A mini=computer system hag been designed tO provide a coherent
command language environment for the multi=tool NSW system, We
expect this approach to0 have considerable impact on system
organizaticns Of other systems to operate within an ARPANET like
marketplace of information services, It will not only supply
services to users to simplify the numbher of conventions they have
to know when using a varlety of ARPANET tools, but also provide
services for tool builders to greatly simplify the task of
specifying the yser interface, The Frontend will provide all
terminal nandling and command parsing faclilities and thus decrease
the cost of providing new tools,

The initial Frontend will pe implemented on a PDP=11 running the
ELF operating system, We have developed a cross compiler and
debugging environment for use of our system programming language
Le10 for use with the PDPel11,
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5)

6)

7)

Designed a pistributed=service Operating system Interface

One important goal of the work ARC is doing on NLS and the NSW
Frontend is to provide mechanisms to simplify and decrease the
cost 0f movemeNnt of the programs developed to a variety of
machines and operating system environments, TO this end we have
designed a3 virtual environment that all application level programs
will see as their operating System Interface (0SI), The OSI will
in turn contain the actual calls on a given operating system,

Designed Extensions for the NLS File System

Designs have been completed that will enable NLS t0 support text
and other media such ag dgraphics, voice and so forth in an
integrated fashion, Many systems support text, Or speech, or
graphics, but this development will open the way for tool
developments that utilize mulltimedia,

Desjigned Access Support for R&D Spoftware Workers from ARPANET

Sources

We made the plans and ordered the hardware necessary to allow us
to obtain tne Computer needed by our development staff from
ARPANET hosts,

The significance of thisg develcpment s that it is the first case
of a fajrly large project qgiving up its local computing capacity
to obtain equivalent capacity through the Network, from sites
specializing in providing service,
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Image Analysis and Modeling
1974 ARPA Project Summary 1
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School of Electrical Engineering
Purdue University
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This summary cecvers work done during calender year 1974, we haye
concentrated on research on {made structure analysis leading to

applications in information extraction, image enhancement, and

coding, 4

1, Image Segmentation, 5

We have developed a computer algorithm called plob Which segments an
imace into recions so that points in the same reglion have similar
characteristics, The blob alogrithm was used to increase the accuyracy
. of classifying multispectral ERTS data, These data had been
classified point py point using spectral signatures, By the
application of plob, regional classification became possible, This
not only increased the classification accuracy (by apout 5 % on the
average ) but also reduced the calssification time ( by a facteor of
about 30:1 ), &

2, Image Decgonmposition, t

Many image processing tasks are facllitated if the image is
decomposed intc simpler components and each component 1s handled
according to its own characteristics, We have peen developing
algorthms to deconpOse an image into® three componentsi edges,
background (slewlye=changing), and textures, In this connection we
have develoOped several edge detection and texture analysis
algorithms, This idea of image decomposition has been applied to
image noise reducticn, Applying & wiene filter to a noisy image
reduces the noise but also blurs the edges of the object in the NIC
24950 part of NIC 24950 image, By treating the edges separately, one
is able to reduyce the noise and at the same time retain edge
sharpness, 3

3, Error=Free DPCM Codes for ERTS Imagery, 9
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The different statistics of ERTS imagery have heen measured, and

baseéd on these several easily implementable classes of DPCy codes

have been developed, They reduce the pit rate form B pits per picture
element to 10
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about 4 bits per picture element, A slightly more complicated
adaptive code reduces the bit rate to abouyt 2,5 bits per picture
element, These codes are errorefree in the sensge they do not
introduce any distortion to the images,

4, Recursive Image FKestoration,

By modeling images as twoedimensional random fields, it becomes
feasible to apply the Kalman formuylatien of recursive estimation to
imace restoration, However in trying to derive the optimum
twoedimensional estimator, one encounters fundamental mathematical
difficulties, we have never the less developed several suboptimum
estimators which In practice may perform almost as well as the
optimum,

5, Three«Dimensional Reconstruction,

We have studied several methods of reconstructing three=dimensional
structyres from two=dimensional x=ray pictures, Specificaly we have
investigated guantizing effects, beam divergence, and unknown keam
strength, It was found that a beam divergence of up t0 ten deqgrees
can be tolerated and that an unknown beam strength introduces a
ring=like structure t¢ the reconstruction,

6, Iterative Image Restoration,

Many image degradtions can be approximated by linear models, Then
image restoration on the computer becomes the problem of solving a a
set of linear alcepralc eguations, Because of image noise
conventiocnal iterative methods are unusable, We have developed an
iterative method for doing the restoration which offers a tradeoff
petween nolse and image sharpness,

7, Image Phase,
Althoygh it is well Known that the phase of the foyrier transform of

an image is cenerally move important than the magnityde, most past
wWork on twoedimensional digital filter design concentrated on

magnitude specification only, We demonstrated that the phase accuracy

of image processing filters are extremely improtant, Even if the
desired filter has linear phase, failure to specify it may lead to
desaster, We also developed methods of designinog twoe dimensional
dicital filters which specify both the magnitude and the phase,
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SPEECH DIGITIZATION AND TRANSMISSION ON THE ARPANET
BY ADAPTIVE LPC TECHNIQUES
1974 ARPA Project Summary

Prepared for: ARPA IPT Prinecipal Investigators Cconference
San Diego, Mar., 12=14, 1975

Prepared by: D,T, MAGILL
STANFORD RESEARCH INSTITUTE,BLDG, 3062
333 RAVENSWOOD AVE.
MENLO PARK,CA, 94025

THIS SUMMARY COVERS WORK DONE DURING CALENDAR YEAR 1974, OUR
RESEARCH HAS BEEN CONCENTRATED IN TWO THEORETICAL AREAS, IN
ADDITION, CONSIDERABLE EFFORT HAS BEEN DEVOTED TO THE DEVELOPMENT OF
A COMPUTER FACILITY THAT WILL PERMIT REAL-TIME, LOW=RATE DIGITIZED
SPEECH TRANSMISSICON ON THE ARPANET,

BROADLY SpEAKING OUR OBJECTIVE HAS BEEN THE DEVELOpMENT OF BETTER
QUALITY AND LOWER DATA RATE VOICE DIGITIZERS, THE BASIC APPLICATICON
IS TO THE PROBLEM OF ECONOMICALLY ACHIEVING SECURE COMMUNICATION WITH
HIGH INTELLIGIBILITY AND GOOD QUALITY, OUR RESEARCH EFFORT HAS BEEN
IDENTIFIED IN TWO MAJOR TASKS WHICH ARE DESCRIBED SEpPARATELY BELOW,
IT SHOULD BE NCTED THAT PRIOR TO 1975 CUR MAJOR SIMULATION RESULTS
HAVE BEEN ACHIEVED IN NONeREAL TIME, REAL-TIME DEMONSTRATIONS ARE
PLANNED IN EARLY 1975,

A, SPEECH DIGITIZATION BY LPC ESTIMATION TECHNIQUES

THE OBJECTIVE OF THIS TASK HAS BEEN THE DEVELOPMENT OF AN LPC SPEECH
DIGITIZATION SYSTEM THAT ACHIEVES LOWER DATA RATES(WHILE MAINTAINING
HIGH QUALITY) THAN PREVIOUS SYSTEMS, THE RESULT OF OUR EFFORTS HAS
BEEN THE DEVELCEMENT OF THE DELCO ALGORITHM FOR SPEECH ENCODING,
DELCO RECOGNIZFS KEDUNDANCIES IN THE LPC PARA= METERS AND REMOVES
THEM, CONSEQUENTLY, THE DATA COMPRESSION I8 INCREASED BEYOND THAT
ACHIEVED WITH CONVENTIONAL LpC TECHNIQUES, AN ADDITIONAL REDUCTICN OF
APPROXIMATELY 3 TO i HAS BEEN DEMONSTRATED, DELCO PRODUCES
ASYNCHRONOUS DATA TRANSMISSIONS AS DO MOST GOOD COMPRESSION
TECHNIQUES, PACKET COMMUNICATION SYSTEMS, EITHER

PACKET SWITCHING OR RADIO, ARE IDEALLY SUITED 710 CAPITOLIZE ON SUCH
TECHNIQUES, 1IN SUMMARY, DELCO HAS BEEN DEMONSTRATED TO PROVIDE A
REDUCTION OF TRANSMITTED BIT RATE(FOR LPC PARAMETERS) OF
APPROXIMATELY THREE TO ONE WITH ESSENTIALLY NO SPEECH QUALITY
DEGRADATION,
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B, SPEECH DIGITIZATION EXCITATION STUDY

THE OBJECTIVE OF THIS TASK HAS BEEN TO DEVELOP MORE EFFECTIVE METHODS
OF ENCODING THE EXCITATION SIGNAL USED TO DRIVE THE LPC SYNTHESIZING
FILTER AT THE RECEIVER, PREVIOUS TECHNIQUES HAVE EITHER REQUIRED TO0O
HIGH A BIT RATE OR HAVE SUFFERED FROM THE WELL.KNOWN PROBLEMS OF
PITCH EXTRACTION, OCUR INITIAL RESEARCH CONSIDERED SOME METHODS OF
IMPROVING THE PITCH EXTRACTION PROCESS, HOWEVER, OUR MAJOR EFFORT
HAS BEEN DEVOTED TO MORE ROBUST METHODS OF ENCODING THE EXCITATION
SIGNAL, THAT IS, WE HAVE CONCENTRATED ON THE DEVELOPMENT OF AN
ENCODING SYSTEM THAT IS CAPARLE OF OPERATING IN THE pRESENCE OF
BACKGROUND NOISE AND/OR MULTIPLE SPEAKERS, TWO SYSTEMS HAVE BEEN
DEVELOPED AND DEMONSTRATED AS A RESULT OF THIS EFFORT, BOTH
DIGITIZERS ARE BASED ON THE SAME FUNDAMENTAL CONCEPT,

NIC24952
PART OF NIC 24980

THESE DIGITIZERS ARE BASED ON SHORTTERM POWER SPECTRUM MATCHING AND
THE PRINCIPLE OF THE VEV, BOTH SYSTEMS USE RESIDUAL ENCODING AND
LINEAR PREDICTION AND ARE KNOWN AS RELP SYSTEMS, THE FIRST USES
ADAPTIVE DELTA MODULATICN(ADM) FOR ENCODING THE RESIDUAL WHILE THE
SECOND USES ADAPTIVE DIFFERENTIAL PULSE CODE MODULATION(ADPCM), THE
RELP/ADM SYSTEM HAS BEEN DEMONSTRATED TO PROVIDE VERY GOOD QUALITY IN
THE RANGE OF § T0 9,6 KBPS, FURTHERMORE, IT HAS BEEN DEMONSTRATED TO
OPERATE SUCCESSFULLY WITH TWO SIMULTANEOUS SPEAKERS, THE RELP/ADM
SYSTEM WAS THE FIRST LPC EQUIVALENT TO THE VEV TO BE DEMONSTRATED,

THE RELp/ADPCM SYSTEM HAs ALSO BEEN DEMONSTRATED, THE MOTIVTION FOR
THIS SYSTEM WAS TWO=pOLD, FIRST, IT WAS DESIRgD TO COMPARE THE
QUALITY DIFFERENCES BETWEEN THE TWO ENCODING SCHEMES, SECOND, IT MAY
BE POUSSIBLE TO ACHIEVE 4800 BPS OPERATION WITH THE RELP/ADPCM SYSTEM
WHILE PROVIDING ACCEPTABLE QUALITY, WE HAVE DEMONSTRATED THAT THE
ADM SYSTEM pROVIDES BETTER HIGH FREQUENCY CONTENT IN THE SYNTHETIC
SPEECH THAN THE ADPCM SYSTEM, HOWEVER, THE LATTER APPEARS TO BE
ACCEPTABLE, WE HAVE THEORETICALLY SHOWN THAT 4800 BpS OQPERATION
SHOULD BE POSSIBLE; HOWEVER, ADEQUATE QUALITY HAS YET TO BE
DEMONSTRATED,

IN SUMMARY, TWO FORMS OF THE RELp SYSTEM HAVE BEEN DEMONSTRATED TO
PROVIpE VERY GOOp QUALITY IN THE 8 TO 9,6 KBPS RANGE, FURTHERMORE,
THESE RELP SYSTEMS HAVE BEEN DEMONSTRATED TO OpERATE SUCCESSFULLY IN
PRACTICAL ENVIRONMENTS THAT GIVE CONVENTIONAL VOCODERS GREAT
DIFFICULTY,
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Computer Network sSecurity
1974 ARPA Project Summary 1

Prepared fori ARPA IPT Prineipal InvesStigators Conference
San Diego, Mar, 12=14, 1978 2

Prepared by! David g, Farber
University of California at Irvine
Department of Information and Computer Science
Irvine, California 92664

The charter of thig research groyp is the study of a new protocol

for networks i{n which the transmittingd and receivind processes

designate each other by the use of mutually agreed upon algorithms,

This protocol is to pe 1investigated and documented on the UCI
distriputed computer system ¢DCS), We are developing and will

implement, evaluate, and document an Internetworking protocol for

the DCS based on traffic flow security, which can be applied tc other
computer networks such as the ARPA Net, The project (s currently
focusing on twe research areas, The research team includes Ken

Larson and Jonhn Pickens, 4

. Area |1, Protocol Design and Testing 5

A protocol based On dynamic process renaming has been developed
which provides the basic elements of a security system, The
protocol scheme is based on the creation of a chain of names, Each
message contains & retuyrn address which is the next name by which
pthe sending process will be known, Thus, if process A sends a
message to process B, process A would inclyde its new name, C,
as the return address, Wwhen process B returns a message to process
A, it would use the new name, C, and wouyld send its new name, D,
as the return address, The names used can be generated by a
pseudosrandom number generator Or other suitable scheme, Multiple
use of a name canh be prevented by maintaining a list of names in
use, 6

This simple protocol scheme does not alloy for the loss of a message
or the (introduction of nolse inteo a message, To handle these
possible problems, the protocol has been extended to include a
backup means of reestablishing the communications link if the names
are altered or destroyed, A scheme has also been deyeloped to
prevent these errors from influencing the generation of names by
cluttering the list of names in use, A difficuylty in such a scheme
is the initial creation of the chain of names, To strenathen
this aspect of the protocol a procedure for dynamic user
. identification has been developed, 7
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To test the protoecocl, name aqgeneration, and user
{dentification procedures we have developed a simulation of the
system, The initial design is belng implemented on a conventional
system and is designed around a control terminal, A systenm
consisting of two hosts will pe simylated, The control terminal will
be used to simylate wuser entrles and 1logons £rom as many as
ten terminals on each host, The contrel terminal will also be used
to destroy or alter messages on the network, This flexipility will
allow us to fully exercige the protocols,

To test the protocol in an aSynchronous environment, Wve Will
then trapnsfer the simulatign to the Distributed Computer System
network at the University of California, 1Irvine, The design of
the current implementation {s specifically chosen so this
change can pe easily accomplished, The same flexibility will be
maintained in the new simylation, but tw0 separate machines will
be used to simylate the two hosts, and files representing
pseudoeterminals will be used to maintain operation at reasonable
speeds, The initial simplation includes no use of encryption
techniques; hewever, the desliagn of the protocol specifically
allows for this option if desired,

. Area 2, Security Detection: Debugging, and Monitoring

The goal of this effort is to create descriptive and control
mechanisms which enable ¢the observability angd verification of
distributed process behavior, security detection, debuggaing,
and monitoring with distributed processes all have the following
attributes in common}

1) Monitoring nooks must be placed either statically or
dynamically
in key locations,
2) Intraemcdule communications must be observable and descrlibable
at a high level,
3) The sequential and/or parallel behavior of a set of modules
must
be observable and describable at a high level,
4y Arbitrary behavioral attributes must be observable and
describable at a high level,

Additionally, in the case of debuygaing, it may be desired to

invoke preakpoints and DDT~like coperations internal to modules as a
function of externally chbservable conditions,
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This effort has been developed into four phases} In the first,
a metawlanguyage is being developed whiech may be used to
describe the syntax and semantics ©0f single 1logical message
channels between procegses, Some of its Key attributes arei 1)
the language is a human engineered BNF with facilities for
structured editing and macro programming, and 2) metarules
within the BNF may be made dependent upon external conditions (such
as the state of a pregram graph or other communication
channels), In the second phase the mechanisms £for describing
the sequential/paralle) behavior of a group of distributed modules
are being investigated, Past and present work on graph models has
been examined, and & modified model is being created which is better
sulited for use in the context of this effort, In the third phase
all the levels 0f potential monitoring/debugging will be integrated
inte a single consistant system, Constructs for controlling
these tools and passing smoothly from one level to the next will be
outlined, in the fourth and final phase two potential
implementations will be mapped out, The first will consider the
Distributed Computer System network and the second will consider
the ARPA network, In hoth cases the problems of obtaining effective
monitoring taps wlll be considered, and the requirements upon
host operating systems (if any) and/or programming conyentions will

. be outlined, 13
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Advanced Computer Science Applied to pefense Needs
1974 ARPA Project Summary 1

Prepared fort ARPA IPT Principal Investigators Conference
San Diego, Mar, 12=14, 1975 2

Prepared by} Feter Weiner
Ihe KRand Corporation
1700 Majin Street
Sante Monica, California 90406

Rand’s cuyrrent ARFA=IPTO compuyter research project started 1 Jyly
1974, All research summarized below was performed durind the last six
months of calendar year 1974, 4

1, Intelligent Terminal Research = Ropert H, Anderson 5

we have explored the design of "user agents" for intelligent
terminals, by creating prototype agents capable of operating on
Rand’s PpP=11/45 minicomputer, 1In pecember 1974 we demonstrated RITA
(Rand’s Intelligent Terminal Agent), an agent whose behavior is
‘qoverned entirely by a set of productien rules (i,e, patterp=action
rules), The design of RITA is heavily influenced by the MYCIN system
of E, 4, Shortliffe et al, at stanford University) we have created a
MYCIN=1ike system (but without the ability to state numerical levels
of assurance) in the "C" language under the UNIX operating system on
the PDP 11, Our rulespased system is capable of either goal=driven
behavior, starting with a designated goal rule, or else
patternedriven penavicr, in which the pattern parts of rules are
scanned until 3 valid match {s found ==« and then that cycle 1is
repeated, 6

We haye created rule sets which alloy RITA to handle yarious ARPANET
protocels, including lo99ing into remote hosts and executing fijle

transfers automatically, During the next six montns, we expect toO

create sets of rules allowing RITA to handle essentially all of File
Transfer Protocol, including the many error conditions which may

arise, We also expect to create rule sets implementing a "trickle

file" transfer process, in which very large flles are automatically

broken into smaller segments that are individually transmitted via

ARPANET, then rewassembled into a large file at the destination host, 7

2, ARPA Program Planning Support: Intelligent Terminals = Robert H,
Anderson ; 8

Rand has assisted ARPA«IPTD in planning a major research program in
Intellicent Terminals, Rand Wa$ asked to prepare recommendations to
ARPA covering such guestions as: should ARPA pursue this pregram and 9
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why? what is the role of indystry? Wwhat is the uyniguye DOD relevance,
if any? what is the projected benefit to the military? what research
is teing pursued at this time? what critical jdeas, eaccomplishments
Or technology exist now that make the program possible? What are
proper goals, milestones, and program management plans?

We completed a report entitled: "Intelliagent Terminalsi DOD
Requirements and Plan for an ARPA Research Program" which addresses
these guestions, vWe ccncluded that a five~year research and
development program could lead to Intelligent Terminals having three
main important attributes:

(1) they are capable of "intelligent" pehavior, derived from the
use of knowledge bases contalning heuristics, assertions, and data
about a limited domain, Examples of such domains are: the
behavior of external systems and how to deal with them, and an
individual user’s preferences and characteristics;

(2) tney nave excellent numan factors i{n tne desjign of the
mane-machine interface, They are capable of interpretina natural
human input signals, such as limited voice commands and
handeprinteéd annotationss

(3) they are carable of handling common, mundane tasks == Such as
text management, task management, mMessage Management, and
calendar=related scheduling == quickly and efficiently, We have
recommended three application areas within pOp for testing of
Intelligent Terminal prototypest intelligence analysisy) logistics
and maintenance management; and tactical operations information
systems, we are continuing to work with ARPA=IPTO in this progranm
planning effort,

3, ARPA Prograr Planning Supports: very Large Data Bases = R, StoCKtop
Gaines

Rand hasg provided asgistance to ARPA=IPTO in developing a regearch
program in the area of vVery Large Data Bases, An injtjal
investication ¢t the area was conducted to determine if such a
research program would be appropriate, and to identify some of the
central problems the program could attack, In conjunction with this,
informal meetings were held at Rand to solicit the views of
nationally recegnized experts in the fields of data base management,
artificial intelligence and cognitive psychology, A report has been
prepared as a result of these activities, entitled "yery Large Data
Bases: An Emerging RFesearch Area," We haye concluded that this area
is one in which significant advances in the next few years are
likely, and that &n ARPA research program could make an important
contribution,
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There is a supstantial and ravidly increasing need within DoD to make

use of very large amounts of information via computers, and an APRA

prodram to spur developments of appropriate facets would have a high
provability of producing important and useful results, Among the

areas of research identified in the report, the use of AI concepts in

data base systems was particularly recommended, we are continuing to

work with ARPA=IPTIO in this program planning effort, 14

4, System Syppert Activities = Peter Weiner 15

Much of Rand’s computer research is being performed on a PDP=11/45
minicemputer, using the UN1X operating system developed by Bell
Laboratories, We are developing several support programs to make the
facilities of UNIX more uysefuyl te the ARPA research community, We
have completed a working prototype version of a CRT~oriented text
editor (the Rand Editor) which operates within the UNIX environment
on Ann Arpor 40eline text terminals, The Rand gditor allows multiple
text windows onto one or more files, and movement of twoedimensional
chunks of text within a file, We have also started development of a
Network Access Froaram (NAP) to interface PDP~1ls with UNIX tO the
ARPANET as a nost maechine, we expect to complete the UNIXeNAP in
May, 1975, 16
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RESEARCH ON SECURE OPERATING SYSTEMS AND
DATA BRASE SYSTEMS AND On AUTOMATIC PROGRAMMING
1974 ARPA Project Summary

Prepared for: ARFA IPT Principal Investigators Conference

San Diego, Mar, 12«14, 1975

Prepared by: Sauy)l Amarel and C, Vv, Srinivasan

Department of Computer Science
Rutgers University
New Brunswick, N, J, 08903

This symmary coyers work done dyring calendar year 1974 in the areas
of Secure Systems and Automatic Programming,

I,

SECURE SYSTEMS
5 Protection and Integrity of Data Bases (Minsky)

Oyr research has centered on the process of ySer = data base
(DB) interacticn., and on the structure of the DB, The
conventional protection technigues = ysually called access control
= were found to be insufficient, The concept of intentional
resolution was defined, and was shown to be an important aspect of
protection, 1The DB is conceived as a programming system

whieh has procedura)l as well as structural components, Wwe
started work on the design of a Data Base Language (DBL) for
constructing Such a system, In parallel, we are planning
an experimental design of a DB system using the SIMULA language,
This work has been documented in the following SOSAP reports by
Minskv: TRe«7 "OUn the Interaction with Data Bases", TR=8 "Comments
en Privacy of Dpata Bases", TR=9 "On the Resolution Power of
Privacy Protection {in Data Base Systems" (also to appear in Comm,
ACN), TR=10 "On the Formation of Abstract Data Types",
TR=1] "Protectlon 0f Datae-Rases, and the Process of User Data=Base
Interaction", and TM=6 "Another look at Data Bases",

2. Geherating Valigé Implementations (WelSch)

Our approach has been to specify a Kernel of an operating system,
and to use a precondition cenerator to validate properties
of the kKernel, Experimental work on validation has pointed out
difficulties in stating formal assertions for large programs,
A eritical review of this approach is now undervay,
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3 Resource Enhancement for Operating Systems
Support (Ruschitzka)

Exploratory work has beguyn on architectyral features which would
support an cperating system in maintaining its intearity
and privacy characteristics,

AUTOMATIC PROGRAMMING
1, studies, and systems in Specific pomains

1,1 Use of Finite state Machine Theory to Synthesize
Efficient Programs (Wilkens)

We nhave bheen working on the deyelopment of a program to produce
the best code assignment for the states of a program described
as a finite state system, The werk of consolidating space and
time expenditures 4in the state code optimization program has
peen larcely conmpleted,

1,2 Forpulation and Manipulation of Enumeration BasSed
AlQorithes (Paulyild

We are building a system which is intended to aid a user
in the formylation of a recursive definition, and then to
provide him with one or more "good" algorithms that
implement the definition and/or sudgestions about the
redesian of the definition, To produce a "good" algorithm we
look for certain significant properties, The search for
some of these has beepn automated, Recent theoretical work has
resulted in the identification of additional significant
preperties, This work is described {n TM=5 by Paull,
"properties which allow Optimization of Recursive pefinitions

.l."'
1.3 Design of Nopn=adaptive Comparator Algorithms (Levy)

We naye implemented most Of the functional comMponents o0f a
system fO0p synthegizing programg ¢to find order statistics =
e,9, tO £ind the ith largest element in a list, The design of
the control and evaluation subsystems is nOw underway,
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1,4 Autcmatic Program Formation from Proplem
Specifications (Amarel)

we are centinuing to explore systems that accept a problem
statement in noneprocedural form and form a program by
usineg AI methods of problem solving, In addition to
proplems of sorting and reasoning apbout actions, we are
working en a problem in the area of partially ordered sets
which 1is preéesented in the form of inputeoutput
correspondences,

Several approaches to the latter problem have been
programmed, Amarel organized a one=day session on the
"Inference Of Programs from Sample Computatjions" at the
Nato Advanced Study Institute on Computer Oriented Learning
Processes, Ponas, France in August,

- 3 General Systems for Automatic Programming (Srinivasan)

Our objectiye is tec create a meta system that can specialize
itsejf tec ke an efficlient problem solver in a demain based on
the descriptions of knowledge in the domain, The system is called
Meta peseription System (MDS), The architectyre of MDS is
descriped by Srinivasan in TRe20 "A Coherent Information System"
and in TR=13 "The Meta Description System", The nature of the
use of MDS for Automatie Programming is discussed in TM=4
‘*"Programming oVer a Knowledge Base", A major program

development effort was carried out (in INTERLISP) at the
181 TENEX and at the stanford SUMEX~AIM System throughout the
vear, Substantial progress was made in the implementation of the
CHECKER and the INSTANTIATOR, A novel concept of a Theorem Prover
for MDS was developed) it is discussed via examples 1In TRe=25
"A New Approach to rheecrem Proving by Synthesis", This effort is
now moving to the program design stage, Otner activities include
work on data structure optimizationy TRe12 by Srinivasan covers
this work,
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1974 ARPA - Project Summary

Prepared for: ARPA IPTO Principal Investigators' Meeting — March 12-14, 1975
Prepared by: Franklin S. Cooper, Haskins Laboratories, 270 Crown Street,
New Haven, Conn. 06510
The research has focused on syllable-oriented methods for deriving phonetic
and/or lexical information from the acoustic speech signal; also stressed were
the development of research tools and an effective interface of our operating
system to the ARPA NET.

Speech Understanding Research

A program for syllable segmentation and manner-of-production feature analy-
sis of speech signals has been implemented and partially evaluated. The output
is a tree-structure description of the syllabic unit where the nodes point to
the various constituent phonetic segments. A dictionary encoded in similar form
is to be used to retrieve reference items that are likely transcription hypothe-
ses based on acoustic-phonetic information alone. Subsequent phonetic analyses
are guided by the requirement to disambiguate such hypotheses.

A series of experiments was conducted to assess human visual analysis of
acoustic data. Subjects were able to match reference spectrograms to spectro-
gram of continuous speech‘with up to 657 words correct, using only visual pattern
information. Agreement at phonemic segment level was better than that reported
for phonetic transcription of unknown utterances, without support from semantic
or syntactic processing. Experiments with isolated vowel-consonant-vowel sylla-
bles gave scores for consonant identification up to 90% and marked improvement
with practice.

Software development for our PDP-11/45-/10 multiprocessor system for inter-
active visual examination of speech spectra has been nearly completed. The
system allows direct on-line comparison of spectrograms of unknown utterances

with spectrograms stored or generated on demand. The human analyst can also




use the programs to examine and correct, if necessary, the structured analysis
derived from the speech.

Biologically motivated signal processing techniques have been explored
with the aim of transforming speech spectra so that the information that is
suppressed by known perceptual processes (such as masking) will be eliminated,
and the cues that are enhanced by perceptual processes will be emphasized.
Cues for automatic stress location in the speech signal have been examined and
compared to human stress judgments of the same speech. The observed result is
that syllable-to-syllable increases in intensity, pitch and duration all con-
tribute to perception of increased stress, and decreases in the same increase
the likelihood of stress on the previous syllable.

Network Communication Software

Software interfacing of the Network Communication Program to run under the
RSX-11D operating system is practically completed. The new program will allow
local multiprocessing use of the PDP-11/45 in cooperation with processes

running at remote sites but controlled locally.
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SPEECH UNDERSTANDING RESEARCH AT BBN
1974 ARPA Project Summary

Prepared fori ARPA IPT Prineipal Investigators conference
San Diego, Mar, 12=14, 1975

Prepared by: We A, Woods
Bolt Beranek and Newman Inc,
50 Moulton Street
Cambridge, Mass, 02138

This summary covers work done during calendar year 1974 on the
speech understandind project at BBN,

INTRODUCTION

The BBN speech understanding system (SPEECHLIS) s a4 research
prototype of an intelligent speech understanding system which makes
use of advanced techniques of artificial intelligence,
natural language processing, and acoustical and phonological
analysis and sigonal processing in an integrated way t0 understand
continuous speech utterances, A central issue of the project is to
gain insight into the ways in which the higher level linguistic
components (vecabulary, syntax, semantics, pragmagics) interact
with the acousticephonetic and phonological components in the
overall speech uynhderstandina process and to develeop technigues for
makKing this happen efficiently, The need for support from these
higher level components in order to effectively understand spoken
sentences has now been well established in the literature,

The BBN effort {is especially concerned with discoyering
techpnicgues whieh will be capable of dealing with a large
vocabulary, a fluent English syntax, and a diversified range of
semantic concepts, rather than attempting to optimize performance for
small vocakularies and restricted syntax and semantics, We are
concerned with f£inding the limits where increased vocapbulary size,
increased fluency of language, and increased range of semantic
diversity cannot bpe compensated for by increased reliability in
acousticephonetic and phonoloaical analysis and word verification,

24959




JAKE 20«MAR=75 19304
‘ PI=Write~uyp, Wcods

PROGRESS

A —————— —

puring 1974, work on SPEECHLIS has consisted mainly of detalled
analysis of the performance of the November 1973 system, publication
of our results, experiments leading to improved capabilities in
the individual components, and the design of new or improved
componentss We have also deyoted considerable effort tc the design
and implementation of a second toplc domain, a travel budget
management system, (The November 1973 system dealt with guestions
about the Apcllo 11 moon rocks).

Specific projects during 1974 have included the
implementation of a facility for performing statistical
experiments leading to improved acoustice-phonetic ajlgoritnms, a
series of human parameter reading experiments (in which
experimenters attempt tc decipher unknown utteérances on the basis of
acoustic parameters mechanically extracted from the signal == an
approximation cf the data which computers algorithms have
available), construction of a vocabulary and semantic network for the
new travel budget management domain, design and partial
implementation of a new Jlexical retrieval component using a

.statistically metivated scoring strategy and a new word

verification component based on an analysisebyesyntheslis
approach, and the beginnings of a pragmatics component including a
model of the speaker’s intents,

A final report describina the first phage O0f the Project (BBEN
Report No, 2976, Vol, 1) was issued {n December of 1974 and
contains a detalled description of the status of the system at
that time and a list of the publications resylting £rom the
project,
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Distriputed Computation/TENEX Project
1974 ARPA Project Summary

Prepared for: ARPA IPT Prinecipal Investigators Conference
San Dieqo, M.r. 1?'140 1975

Prepared by: Jerry Burchfiel
Bolt Beranek and Newman Inc,
50 Moulton Street
Cambridge, Mass, 02138

Oyr work during 1974 nag regylted in signhificany accomplishments
in the following Aareas:

Prototype, multi=machine, program execution environment,

We have developed and are continuing to improve a program
execution environment for ARPANET TENEX hosts that includes a
networkwide file system, This executien environment makes it
possible for existing application programs to operate in a context
that includes the file systems Of the entire collection of network
machines, without requiring that the programs themselves be
rewritten, The initial prototype implementation of this environment
was accomplished within the context of the RSEXEC (Resource Sharing
Executive) system (1) and it makes use of a mechanism for
intercepting selected operating system calls made by the application
programs (2],

Access Control and Accounting for Terminal IMPs

Together with the Computer Systems Division at BBN we have
developed a login and accounting system for ARPANET TIPs, Prior to
development of this system, anvone with a terminal and data set who
knew the telephone number for a TIP dialeup port had free and
uncontrolled access to the ARPANET, TIP login corrects this
situvation by requiring that a TIP user establish his authorization to
use the network by supplying a valid network user name and password,
I£f the user successfully pasges this access control check, accounting
procedures for nis TIP session are initiated and he is free to use
the TIP in the usual manner,

TIP login and accounting was implemented by building upon the
existing TIPSER=RSEXEC system which provides a means for TIPs to
support what are usually thought of as "large host" functions by
sharing some of the rescurces of ARPANET TENEX hosts, In order to
satisfy reliapility requirements and to achieve a degree of load
leveling, the TIPSER-RSEXEC is implemented as a distributed,
multi=computer system,
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Management of Distributed Data Bases,

we have developed a method for maintaining multiple, distributed
copies of A data base in the presence of distributed data base
updating in a manner that guarantees the mutual consistency of all
coples of the data base, Although this work was motjivated by the
reliapility and efficiency requirements of the TIP login system
which dictated that the Network uyser data base be majintained in this
manner, we believe that the method has applicability beyond the TIP
login system, The method is completely distributed in the sense that
it requires no centralized control nor does it reguire that all
copies of the data base be locked simultaneously in crder to
accomplish the updates,

The method, whieh ig described in detail {n [3], consists Of two
parts: a reliaple, data independent, update transmission and
distribution mechanism which guarantees that ajl data base updates
reach all data base slteg; and, a data dependent update procedure
which is activated at data base sites when update commands arrive,
The update procedure makes use of a "time stamping" scheme which
enabples data base sites to regenerate a sufficient portion of the
time sequence of update events to determine how a particular update
command should pe inccrporated into their coples in a consistent
manner,

Network Protocel Research

We have developed a prototype implementation of the Cerf~Kahn
Internetwork Protocol [4) as a TeNEX facility which will support
communicarion with hostS on the ARPANET and other networks, (e,g,
pPacket Radlio Net), We have ajso developed a prototype of the new
TELNET RCTE (Remote=cOntrolled echoing and transmission) option in
TENEX t0 provide responsive terminal cennections even through
satellite links,

Secyrity

we have provided nNew TENEX mechanisms fOr creating a new
encapsulated capabilities domain for either a process Oor an entire
jobi servers operate by creating a new domain for each instance of
service, setting the capabilities of that domain to match the
qualifications cf tne authenticated user,

Respource Allpcation

The TENEX ple=slice scheduyler is a novel approach to the
resource allocation proplem which removes administrative pelicies
from the regulator mechapism, It provides a Juaranteed level of CPU
service to each group of users based on tables maintained by the
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facility administration, and it permits sale of a

processor to eacnh

subscribing erganization,
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