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G a d  mmingr MP. @afman,,Senatar Nunn, and Members of the Subcomni ttee, 

As a member of 4ner4caSs high technology industrial cammmf ty, Inote with great 
d 

interest th is  Subeoaglfttee's concern over the increasing loss of h r i c a n  technologfcal 

know-how t o  the Saviets. Iam pleased t o  be here th is  morning t o  share with you qy. 
personal experiences i n  confronting th is  problew fn  the c w u t e r  sofltwawt industry. 

Iam currently both President and Chairmen o f  the Board of Software AG of 

Mrth k r i c a ,  Incorporated, located i n  Reston, Virginia. Our company focuses on the 

productfan and sale of carnputer software, as opposed t o  computer hardware. Computer 

hardware, fncludfng raicroprecessor chips, can be and has been reverse engineered. As 

a result  o f  Soviet UM of that technique, Sovfet hardwam technology i s  now nearly 

equf valent t o  U. S. hardwam technology. 

By contrast, saftware cannot be so easily deciphered and duplicated. Software 

-ins the key to future cumputer & w l o p n t .  Y&, g i v n  rhi i nab i l i t y  t o  n v e n a  

engineer, current Soviet ef for ts  a t  software development are "antfque" by camparison 

to  those i n  M e  Unfted Statas. Even the Japanese are approximately many years behind 

the Utrfted States fn develqment o f  computer software. The United States undoubtedly 

has both an enormous investment and a substantfally important "ndtural resource" i n  its 

technology lead i n  the software field. 

In that context, my cawany has proven i t se l f  as a leader i n  the software f ield. 

Speciftealfy, ne have been respoffsfble fo r  the development and manufacture o f  ADABAS, 

a Data Base Managmemt 5yst.ecn (DBMS) d i c h  constitutes the present state-of-the-art 

fo r  thfs very faporta~$ aswet of deftware technology. OEMs i s  the trnplemerntation toot 

used by pm$ramers to f~18-7emmtcbnrguttrfaed i n f o m t f  on systemf--wf t h  an f ncrcase f n 

productivity o f  approxfmately f,aOO%--as compared t o  conventional computer software 

technolagl. Betwen 1960 and 1960 over one b i  1 t ian &l lars <has been spent on hundreds 

of projects t o  selw the DBMS problem. The current A W A S  Source Code represents the 

highest level of sophistication yet achfeved i n  DBMS teChnalogy. It naw inetudes over 

200,000 detai led fnstructiont, 



Like other .ohware, ADABAS is not susceptible to c o p y b  tha 

technique of reverse engineering. By analogy, one might coruidv ADABAS a 

would be obtained by competitors by the quirk of an identicat, independent 
I 

"inventionn, sale or  theft  of the source code itself. 
7 

Unfortunately, our task in guarding the  source code as a private company, 

does not stem only from the economic rigors of the competitive dbmestic 

marketplace. The most blatant and obvious attempts t o  secute the secrets of 

ADABAS have come, not from our American competitors, but from the Soviet 
* 

Union. 

Although the ADABAS source code is not classified, it is considtred to be 

sensitive technology requiring a validated nccnse for export. My story to you this 

m m h g  will  detail not one, but two, focused attempts to secure our computer 

software know-how for use In the Soviet Union. 

In 1979 a Belgian national by the name of Marc DeCeyter contacted our 

marketing representative in the state of Callfomia. OeCeyter wanted the name of 

the most technologically expert individual Sn Software AC. He was referred to Jim 

Addis of our Reston, Virginia office. Jim b one of two kdividwls in our company 

who have access to the ADABM source code. 

Addiq offering him $150,000 for the vdu~of 

Addis told DICeyter  that ha would have CO ~ ~ V U S Smd offer with his superiorr. 

When Addii told me about the approach by Ddaytcr ,  I Immediately contacted the 

At their request, 1 agreed to cooperate by personally dealing with 

DeGeyter. As part of that coop-ation, I agreed to the tape recordSng of my 

conversat im with OcCaytff C o n c ~ n i gthe possibte sale of the source code. 

Based on his conversationr with Addit, D c C C Y ~ ~  contactad me, confirming the 

original offer of $150,000 for ths source code- He told me that  he had many 

b2ncs d d h y  witb the Swiartr h thck country; in arder to  insure continued 

good buslnau dealings with them an other matten, he needed to obtain the 

ADABAS source code for them. 



WorWry with * Rbl, I WI- for 8 puu ofnegotiat- ~ ) c ~ a y t e r  

Wafhi- as well as phoning him in Belgium and vice versa. I recall that, In at 

l e m  one com&saticm, DeCeytu told me that the Soviets had approached hirn with 

a specific wshoppinglist" of technok@cal items needed from American sources. He 

Btcviou~ly, tw b d  tw~udcdt b  A D A B ~  

not at first figure out a way to obtain the 

code, DeGeyter had h i W y  bypassed it and gone after  other technology items on 

the Ilat The Soviets had evidently changed their priorities and were now insisting 

that  DeGeyter secure ADABAS on their behalf. 

My QWII knowkdg8 of DeGeyter was consistent with his description of his 

effarts for the Souiets. I knnw that -tar had personally approached software 

expart Charlar Mathany roma two or thrcs years previousiy, attemptlag tohire him 

to steal wlucted IEM tedumlogy oo h& behalf, I latar l e a d  from a software 

representative fm Amstcrdun that 06;eytur had been caught stealing trade secrets 

and prints from thdr BcsigSan plant wsnl years earlier. DeCaytcar had taken the 

items while employed at tht plant. Altftmgh he had been initially charged in the 

bfgian courts, was newconvictd of th offense in$dStrJl. 

1 olso knew that D d b y t t r  moved constantly in high t&logy c i rc les  

During my negotiations with him, hs traveled Sn a d  out of California's "Sincon 

ValleyAan numerous occasions Certainly Siicon Valley might weft have been the 

home of many of the I t e m  on ths requested "shopping listm* When OcCeytcr was 

eventually arrested at K W y  Abport, Fedcrd ag-u seatdrfng h b  briefcase 

companies in Moscow, [)nc such -1- dadt with a payoff tb DeCeyter. 

mjc roproccw chip in the proCeB of devcjopm-t at Intel in Sillcon Valley, me 
chip war not, of course, publicly marketed at the h hh conversati- with 

me, DeCeytu made no bones about his tedrnology efforts on behalf of the Soviets. 

He told me that he was not alone In doing ro; rather, technology transfa was 

simply "their (theS o v i e d  way of doing b h I L "  

In &-ing the sale of ADABM, I voiced to DeCcytu my concam thar 

the source code might eventwlly be disclosed to our Amuican competitors, 

I 



additSon t o  h.Soviets inthe contest of highly ampetitie ~m-1- w t  fa 

computer ~ ~ f h v u h , ~ i t  
b 

tat reat of Amartcsnwas certainly naUstic to 

companies -DABASP me- t- *iog 

development. DeGeyte  assured me that the m u r a  codewould not be  coming back 

to tk Stat= or to American competitors anywhere. He told me that he wss 

pur-tng the coda an behalf of Techmash Import, a Soviet trading company and 

that  the Soviets had no interest in fumishiig the code to my competitors. 

DurSng the course of my negotiations with DeCeyter, I attempted to 

arrange for the delivery and sale of ADABAS t o  him in the United States. A 

planned delivery in this country was necessary in order to  successfully prosecute 

DeGeyter under our export laws. Unfortunately, he insisted that I fly to Brussels 

for delivery of the code where he would make arrangements for payment of the 

cash price through a Swiss bank account. \When I voiced hesitation ko him about 

delivery abroad and, consequently, the e n t h  transactSon, DeCeyter upped the cash 

price from $l30,00~to $200,000 plus some California real estate, and later to 
6M-4, VBH~;M.+

$450,000~ Of course, by comparison t 0 . p  Investment of $1billion over years,A 
the  Soviets were still taaClng k tcnnr of "bargainb a s e m a p  pAces. 

Eventually, our negotiations broke down, due t o  his unwillingness to agree 

to  delivery Sn the United States. DeCeytar later contacted Charles Matheny, the 

owner of a computer comjmny in our building, and asked him if he knew of any 

other way t o  secure the ADABAS code on DeCeyter's behalf. The F.B.I. again 

stepped In and, through the use of undercover operatives, eventually arranged a 

planned delSvery of a "dummyw code in New Yo& As a resuit, DeGeyter was 

eventually charged and sentenced for hi efforts to steal the code. I understand 

that Mr. Crewberg, the Federal prosecutor in th?t case, will describe that matter 

in detail for the Subcommittee. 

When the DeCeyter case ended I assumed, perhaps naively, that ADABAS 

was reIatively secure from Soviet attempts to buy or steaL In the spirit of 

American free cnterprisq 1 even used the fact of the SovSet efforts for the 

pten t ia l  economic advantage of Software AGO We subsequently p u r d  

magazine advertisements boasting "ADABAS. The Rusians weren't smart enough 

to Invent S t  ...but they knew enough to want it." 

Unfortunately, desplte D e C ~ t d  conviction, I soon discovered that the 

Soviets still want ADABAS and our other software and are, In fact, still t r ~ l n 6to 

secure i t  As with other technology companies, Sof mare  AC ~ a r t i c i p a t e  In 



shows on a r r p d ~basis. h 1981 a RussSrn dlp1-t named V. Veremey 

visited the Software AG booth in at Ittart two separate t raa  shows In the 

Washington area. SSnce ha was registered with the show and also provided us with 

his business card, we have a formal record of the trade show cmt bot 

inn-, Vetemw ask, o e m i n e A D A B M n w  

After the trade show contacts, Veremey personally visited the S o f m m  

AG 0 f R w  in Reston, W.- On September 25, 1981, Veremy arrived, 

introducing hfnutlf as a member of the Soviet embassy staff In Washington, D.C 

and r q u d g  to See various documentation on our products. He spoke to  Sunday 

L e w b  a Senior ExccutIve at the Reston off3ce. He told Lewis that he wanted a 

c o m p l ~ t e  bblfography of ail Software AC prod- Ha disdaimcd any particular 

PutposQ far ~~* that he was just %term*. Ye was extremely 

vagw: about the natureof hIs work with the Soviet embassy. After Lewisgave h h  

a standard bibfiography 8nd an arder form, he left. 

On September 26,1981, Lewis told me about the Incident. I told her that, 

as company p o U q ,  we would not sell products to the Soviets. Moreover, 1 toid her 

that to do so without a 11cense was prohlbIted by federal Iaw, 

On October 2. 1981, V e m e y  again arrived at the Software AC offoies. 

Whii waitlng for Lewis t o  return from lunch, Veremay continually wandered In and 

out of the  Software offlrn despite the receptlonisVs request that  he be seated. 

When Lewis arrived, Varemey gave ha an order forail of Software ACTS documents. 

~t a price of about $400, the documents would fill about twelve boxes. This type 

of t h i c a l  documentation tefk one how to use variaus systems produced by 

Softwarn A G  One would have no use for this dtu(1) YOU have the system or are  

pl;mning on acquiring It; w <;1)you a t t e m ~ r hto kvefop  the system via 

knowledge of user techniques 

h reponsc, Lewis told V t m ~*t she could not sell him tbe 

h m m t a t i o n .  ma added that, if hc h ~ b t e d ,she would have to ffrst go to the 

appropriate federal agency to KQtre e e ~ w y  Veremy lwghIngly licensing. 

e e d  M r s ,  Iiccrua was for the U.S.-U.S.S.R. wheat deal?" He left 

and, to  my knowledge, has not returned since. 

Our t x p e r i m  with both ate btCeyter and, mol;t recently, 

Vmemy, have i n w e d  my frustratioru with the current lack of adequate legal 

protetions for American hiih technology. Despite the fact that ~0ftw-

technology is the recognized keY to future computer development, the 

yT 




Stam hss r r ~eurra Statute which, tr my opinion, adequately protects thlr 

technoIogy. To the average bwhmman, the Expart AdministratSon Act and ia 

concomitant regutations am, simply spakhg, a "'WrEbIe Wfl. Most industry 

representatives know that a license is requid for trade with the U3.S.R Few, 
howeve, know whi& other natims, U any, require export Ilcenses from the 

Commerce Departmen% The U.S.S.R. is not, of course, alone in efforts to transfer 

t d n o l o g y r  our own company has a h  received i q u i r i  on ADABAS from Hungary 

and Poland. In both instances, we have dcched t o  transact any business. 

As for thecontrolliig export Ms, when a p p r o a d d  by D e C q t t r  I did not 

know If any of my products were specifically included on those IIsm I strongly 

suspected, however, that they might well have been. The information currently 

avdWfa to bwincsmenon US. export laws, regulations, and policy in this area is 

~ g n g i b l e ,despitet tha fact that bwlnusmm are the real key to dckection and 

enforcementi While a few large=ms Jib IBM may be extremely f d l a r  with the 

lists aurd regulations, those firms acrount for only 40% of a software market of $23 

billlon annusUy (esthatcd 1 9 s  p r o d u c t h  d $a billion). The nmdning 2,500 

companies have 6U% ofthe market. I swpcct h t  represcntatSvu of most of thwe 

companies are mmore awareof these laws and lists than 1was. 

Lastly, when businessmen such as I do get  involved in the cnforcemcnt 

Pr- the oftentimes even more frustrating. In the OeGeyter case,I 

spent n d y  ths dealing with a man openly working for the Soviets to 

purchass one of the most significant trade secrets in the U.S. software industry. 

Despite that  fact, he was eventually charged only with misdemeanors under 

commercial bribery statutes. In my mind, i t  Is entirely incomprdmsibie that the 

man was f i l l y  sentenced to a jaii term of mcrcly four months 

By comparison, 1 read newspaper reports of a Celanese corporation 

employ- who h gun&,1979, crnvictcd and sentenced to  a term of forty y e w  

fat xlling trade to Mitsubishi Plastics Co., a Japanese competitor of 

CelancsG From scant newspap= reports, I can glean no evidence of national 

-city ht01eStS W Soviet ivolverncnt. In wm, a bujim-an receive forty 

y, for sel- trade Secrets I0 a c o m g t i t w  while a % v i a  agent r ~ c i v - f* 

months for artcmpting to transfer one of our most guarded tcchn0loQl sea to 

tha US.% It Is, indeed, a sad stateof affairs if those wa accurate1y renost  h* 

country's prioritla on technology trMlf=-

Thank you. 
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