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‘program.
‘children  in
through grade six.

‘FURTHER BEHIND

S hools Seek
Aid to Improve
Reading Skills

By JOHN P. CORR

. Inquirer Education Writer

The public school system
jJhere is preparing to enter
mto “performance contracts”
under which private - firms

will take over reading in-.

struction in the schools and
guarantee results.

The firms will not be paid
for their services unless chil-
dren progress as far as
guaranteed each school ;’ear.

Although eight firms have
submitted proposals, th: one
most likely to go into effect
flrst — probably in Septem-
'ber — costs $40 per pup.l.

'STANDARDS LISTED

o gpa——

"The  firm, Behaviora: Re- ‘

.search Laboratories of New
'York City, will receive no

money, however, for any
child who does not:

—Achieve at least a one-
year advance in reading
scores on standardized fests
every year.

—Read at grade level —
according to national norms
approved by the school sys-
tem — by the end of three

‘ years.

It is e\pectcd that about
20,000 children — all of them
dcing poorly in reading —
will be included in the first
Included will be
kindergarten

Now, the average child in

“the public schools here is a
‘year and a half below nation-

al norms in reading. There
,are thought to be thousands
“at all grade levels who :lo not
‘read at all.

Here, children in the publie’

schools — according to stan-

: dardized tests — fall further

behind in reading the longer

. they stay in school.
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The Board of Education, it-
was learned, soon will adopt
minimum reading achieve-
ment standards for the school
system. The action may come
at Monday’s regular meeting.
“‘District supermlendents of
the city’s eight school dis-
tricts have been presented
with the proposals of the

eight private firms. In addi-

tion, seven other proposals
for reading programs have
been submitted to them by
the system’s curriculum of-
fice.

The district superintendents
are expected to adopt one of
the 15 proposals or to put
ferward his own plan for
achieving the minimum
achievement standards set by
the Board of Education,
SOLUTION UNTRIED

However, if the school sys-
tem undertakes the contract
being offered by Behavioral
Research Laboratories ana if
BRL c2p fulfill its gumantees

(\"‘wwh with arivate {rims
may ‘< . s.al throughout
the sysweit O ¢ ghort time.

No Ameri ;) urban center
has yet tri€ out the private
contract soli,on to the perva-

sive problex of the failure of
public schols in the big cities |
to educaby poor children of |
all races nd backgrounds, |

Last S¢iember, Texarkana

— the city on the Texas-
Arkansas border — entered
into a similar performance
coniract with Dorset Educa-
tional Corporation, a small
Midwest firm. Final testing
has not been done yet, but

optimism and enthusiasm are
high.

The materials and methods
of BRL have been tested suc- |
cessfully in some 70 American
cities. This is the first time,
however, that the company
has offered “no-strings”
guarantee of progress. )

Under the proposal,” BRL
will provide all of the neces-
sary books and materials,
will train teachers and supply
psychologists, consultants and
program Inanagers.

The company also will spon-

sor meetings {o acquaint par-,
ents with its program.s.
The  program takes..the
“linguistic” approach to read-
ing instruction, concentrating
on helping children to “break

the code” and relate symbola
to sounds,
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Engineering truth
in competitive
environments

The success of decisions in both public affairs and
industry depends today on the correct assessment of
technical uncertainties. In an atmosphere of adver-
sary confrontation, the efforts to hide them can prove
the source of much harm

Raymond M. Wilmotte Management Consultant, Washington, D.C.

The lack of understanding, analyzing, and communi-
cating technological “‘uncertainties’” are presented by
the author as seriously undermining the effectiveness
of decision-making in both public affairs and industry.
Uncertainties are as important to truth as certainties
and should be part of all forms of technical communi-
cation. ‘“‘Technical truth,” it is pointed out, is not de-
veloped in the legal process of adversary confronta-
tion. On the other hand, “‘adversary truth,”” as pre-
sented by the contestants, is only part of the truth,
for it excludes uncertainties, which are left to ‘he
perspicacity of the audience. In the well-publicized
ABM controversy, the technical atmosphere had de-
generated into that of an adversary confrontation, and
technical truth with its uncertainties could not emerge.
This basic and typical deficiency of the ABRM contro-
versy is not limited to public affairs: it exists strongly
in industry and takes its toll in reducing the quality
of decision-making in inefficient operations and in un-
necessary crises, all carrying a burden of cost. It ap-
pears that the damaging effects of inattention to tech-
nical uncertainties could be radically reduced under a
carefully worked out and nurtured environment.

In a recent article in IEEE spECTRUM (August 1969),
the late Seymour Tilson gave an outstandingly compe-
tent reporting of a controversy of national importance
involving technology. The reporting had a message that
took the form of a question. It was stimulated by a
statement that the Director of Research and Engineering
of the Department of Defense, Dr. John Foster, made in
the midst of the controversy. “I want to point out,”
he said, “that one does not obtain a meaningful tech-
nical judgment by taking a vote of the scientific com-
munity, or even of Nobel Laureates.” “How then,”
asked Seymour Tilson, “does one obtain a meaningful
technical judgment ?” '
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A lesson from the ABM debate

This statement and question were made in the context
of the ABM controversy, a controversy that split the
Senate almost exactly 50:50—a split undoubtedly largely
political, but affected also by the fact that the technical
discussion left the Senate and the public better informed
about some of the mechanics and critical features of the
ABM, but confused as to the conclusions that could be
drawn.

Tilson’s question opens up an area of importance, one
that is particularly critical to the scientific community
today, when society is beginning to question the prag-
matic value of technology. But the more important
aspect of this question, as will be shown, is its bearing
on the management of technology—on the relationship
between decision-makers of government and industry
on the one hand and scientists and engineers on the
other. The ABM controversy is an important incident
that brings this larger problem to the fore.

What are the practical conditions that would enable
scientists and engineers, individually or as a community,
to give the public and the decision-makers technical in-
formation and advice that is reliable, fully truthful, and
of practical use? What were the conditions in the ABM
controversy, for example, that inhibited the scientific
community from providing the advice that society could
reasonably expect of it? The expertise was there, but
the technical foundation that would have been helpful for
decision-making was not provided. What conditions
are favorable for allowing engineers—individually and
as a community—to give the most effective service to
society ? How can these conditions be provided ?

The present analysis leads to the conclusion that favor-
able conditions are rare, but in many cases—possibly in
most—it may be practical to set up a routine that will
develop more meaningful technical judgment than was
possible in the ABM debate.

4.
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Scientists and engineers used to be thought of as rather
special people, different from others. It was generally
believed that what they said was likely to be free from
personal bias, that they could be depended on to present
a balanced picture, and that they would reach a con-
clusion through an objective analysis of the facts, not by
selecting the facts that support a predetermined conclu-
sion. Their candor in technical areas was viewed as very
special. What made them appear special was the way
their thinking was structured in the limited area of their
technical expertise—an area in which they often could
talk at length and objectively because here their human
emotions and personal interests were assumed not to be
operative.

Others, when asked to do so, certainly would be willing
to raise their right hands and swear to the truth, the
whole truth, and nothing but the truth ... and then to
take advantage of a few socially accepted deviations,
such as witholding aspects of the truth that might be
damaging to one side of an argument, or introducing
expressive adjectives that might create a more desirable
impression than the bare facts might warrant, or avoiding
explanations that might clarify a point that they hoped
would remain misunderstood. Scientists and engineers,
though, were expected to do more than merely use sen-
tences that were true in themselves; they had the reputa-
tion for wanting also to communicate what they thought
was the whole truth—without equivocation, subterfuge,
or guile. The whole truth clearly is not limited to what
one knows and to one’s opinions; it includes also the
uncertainties about one’s knowledge and experience, so
far as one is aware of them.

‘Two ways of seeking truth

Scientists have been accustomed in their work to
question anything about which they were unsure.
Whenever they ¢ould, they would seek to remove their
uncertainties. When they could not, they were expected
to state what the uncertainties were, thus giving full
information to their audience and possibly leaving
members of that audience to fathom questions left un-
answered. This is the way in which science uncovers the
secrets of nature. In broad terms, the constant question-
ing—the delving into uncertainties in a continuous and
systematic way—may be said to be the scientific process.
Some aspects of the process are routine to all scientists
and engineers. In the measurement of a physical quan-

tity, it would be unheard of for a professional to question

the necessity of giving a number without qualifying it
with the accuracy (the uncertainty) of the measurement.

The mental attitude of the individual who sees that
there is a gap in the truth when uncertainties are not
expressed is altogether different from the attitude attend-
ing the process of finding the truth by the legal process of
adversary confrontation, for that method in effect elimi-
nates the voluntary disclosure of uncertainties. Scientists
are inherently unsympathetic with this legal process, at
least on technical matters. They would question the
integrity of an engincer who would swear that a power
line produced a force on a hand-held steel reinforcing rod
a few feet away, without explaining that the force was a
small fraction of an ounce. But the client—possibly
others too—would admire the lawyer who obtained a
large settlement from a power company by arguing the
existence of this force and withholding mention of its

size.* In fact, the lawyer might have been considered
delinquent in his responsibilities if he had brought out
that the size of the force was negligible! To do so was
the responsibility of the opposing lawyer.

As scientists and engineers have encountered more and
more the value system that controls political life, their
natural bent on technical matters has given way with
increasing frequency as their emotions and personal
interests have become more closely involved.

The success of scientists and engineers in the develop-
ment of technology—the complexity of the systems they
can put together, their ability to analyze complex opera-
tions into elementary parts from which one can begin to
understand the whole—moves them into social promi-
nence. Their advice is sought by Presidents. They have
begun to express opinions on all kinds of subjects, assert-
ing the same degree of authority that they rightfully use
in areas where they are truly expert.

It is not surprising, therefore, that on some matters of
great national import involving technology, one now
finds scientists and enginecrs espousing opposite conten-
tions. One finds them presenting well-organized arrays of
technical facts and analyses mixed with overtones of
political opinions, and opposing groups reaching contrary
conclusions. The public, which has begun to believe it
possible that technology is doing more harm than good,
has watched these encounters and is coming to the
conclusion that scientists and engineers are not special
people after all. They are much like everyone else.

“Technical truth” should be seen to be different from
the ““adversary truth” presented in adversary coafronta-
tion. The former includes both the findings and the
uncertainties, the latter only a set of findings. Just as a
technical measurement is not complete without an analy-
sis and statement on the probability of error, so a tech-
nical conclusion is not complete without an analysis and
statement of its uncertainties. The fact that uncertain-
ties of measurement can be expressed quantitatively does
not relieve the scientist from the responsibility of listing
and explaining his nonquantifiable uncertainties. The im-

* portance of recognizing the difference between technical

and adversary truth, as we shall see, is not limited to
the political arena but carries over into industrial life.
The scientific process in the ABM controversy had all
the earmarks of endeavoring to establish the truth on
technical matters by adversary confrontation, which,
though possibly best for legal proceedings, does not work
out in the technical arena. It did not work with the
ABM. In this case, well-known  scientists, men who
could be relied upon to know and understand the techni-

cal intricacies of the problem, presented for all to hear

very differerit conclusions, not only on what action
should be taken but also on the technical analyses under-
girding their recommendations. How could the audience
that they were addressing decide which set of analyses
and conclusions was the correct one? Scientists as a
community failed to give the country what it could reason-
ably expect—a reliable foundation of technical conclu-
sions on which politicians could build their decisions.

In the technical arena, the truth requires an over-
whelming consensus of the scientific community. Unless
the consensus is overwhelming—that is, unless there are
extremely few reasonable scientists likely to disagree

* The legal case outlined actually took place.
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when presented with the facts, analyses, and uncertain-
ties—the “technical truth” in the area under considera-
tion has not been reached. Where technical conclusions
differ, the development of technical truth requires an
effort to examine the uncertainties that are the basis of
the differences, to try to reduce the gap or devise ways
for so doing.

It is to be noted that there is little depth to an agree-
ment unless it includes agreement on the nature of uncer-
tainties. This concept brings out a basic difference be-
tween the processes for developing technical truth and
adversary truth. In a technical controversy, technical
truth is reached when the two sides have convinced each
other what the truth is. In adversary controversy, there
is no effort to have the two sides agree as to what is the
truth. The truth is established by the audience whom
the participants are addressing—Congress, a judge, a
jury, or the public. The decision of the audience be-
comes the truth.

The importance of uncertainties
The quality of the truth obtained with adversary con-
frontation depends heavily on the ability of the audience

~ to fill in the information or uncertainties known to or

obtainable by the participants, but not provided by them.

The controversy over the ABM involved some tech-
nical and some political factors. There was a wide gap
of disagreement in both. One can well understand the
difficulty of bridging the gap on questions in which the
scientific community has no particular competence—
such as the probable Soviet reaction to the building of the
ABM—and recognize the impossibility of carrying out
tests or reliable analyses that would be helpful to bridge
them. But it is more diflicult to understand why there
was a wide gap on technical matters. It could have been
helpful, for instance, for the two sides not only to give
their opinion on the e ‘imated performance of a Soviet
attack and of the ABM defense against it, but for them
to have also included their uncertaintics, the reliability
of the assumptions, and the facts and analyses they used,
in terms that would be broadly understod. These
should have been an essential part of the engineering
process. With them, a better understanding of the
reasons for the differences in conclusions could have been
developed. But in the environment that existed this
simple approach seemed impossible.

What could have been done? Probably nothing, in
the environment that was allowed to develop. Probably
a lot, in a different environment requiring only a slight
change in discipline. The change may require consistent
effort but should become so routine as to take place
almost unconsciously.

No scientific or engineering study should be considered
complete without an “uncertainty analysis.” No system
or component is really understood by its designer until he
has carried out such an analysis.

Uncertainty analysis is an important part of the design
process and needs to be applied not once in a while, but
routinely. In the case of the ABM, it should have been
possible to reduce drastically a number of critically
important technical differences—the difference between
25 percent and 5 percent in the estimates of the number of
our Minuteman missiles surviving the first Soviet attack;
the difference between the estimates of 4:1 and 1:1 in
the cost ratio of defense to attack; the difference between
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“hardly effective” and “seriously confusing” in the
evaluation of penctration aids. It may be difficult to re-
duce the range of reasonable uncertainty on the reliability
of ABM, particularly its computer, and the human prob-
lem of operating the system for the first time on a few
minutes’ nolic_c after years of being on the alert, but even
there one could hope that the wide range of disagreement
could be reduced, or analyzed into its component reasons.

Why was it not possible for the scientists on either side
of the controversy to develop their uncertaintics and
establish the reasons for the differences in their con-
clusions? The answer is that the environment was that
of adversary confrontation and the scientists in the con-
troversy followed its well-established pattern. The
controversy could not lead to the “technical truth” be-
cause the parties were not trying to reach a conclusion,
but to prove one. They were addressing the public and
its representatives, the nontechnical decision-makers.
In such an environment, one side cannot admit uncer-
tainties unless the other side reciprocates. The result is
that description of uncertainites is avoided wherever
possible. The whole truth could not, therefore, be
developed. There is little doubt, however, that if it were
routinely considered that good engineering requires an
uncertainty analysis covering assumptions, facts, analy-
ses, and opinions, reasons for differences would bz
clarified and the differences greatly reduced.

What the ABM controversy can teach industry

In industry, the truth developed is sometimes the
technical truth, but more often and at considerable
expense—it is the adversary truth that prevails, with tke
customer cr a superior as the “audience.”

One can generalize from the example of the ABM that
whenever the purpose of a technical presentation is to
“sell” rather than communicate something, and com-
petition exists, the foundation for a process of adversary
confrontation is established.

In industry, the selling environment comes from what
might be termed the “think-positive syndrome.” Corpo-
rate. management is constantly “selling” the corporate
image to customers; divisional vice presidents sell their
capability to corporate management; middle-manage-
ment people sell their ideas to divisional vice presidents;
engineering managers sell their competence to the pro-
gram manager—and so on, each seeking recognition and
avoiding being the bearer of bad news.

At each level, the conditions are ripe for adversary
confrontation. “Think positive” is the advice stated or
implied that travels from each level to the next lower one.
That ‘advice is often interpreted to mean “concentrate
on positive things” even though the most positive thing
to do may be to concentrate on negative things.

The syndrome inevitably tends to obscure uncertain-
ties until they become visible as deficiencies, to let nega-
tive things develop until they reach crisis proportions,
to make difficult the introduction and operation of
managerial feedback loops, to undermine attempts at
measuring performance; in sum, to postpone the dis-
covery of trouble. In large programs, it tends to hide
from the program manager the true condition of his
program. Near its end, he is often faced with urgent and
competing demands from his managers for additional
funds and more time, and has quite an inadequate back-
ground of information on which to judge the relative
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merits of the demands—and usually has no time to ac-
quire more. He becomes the “audience” of an adversary
confrontation.

Effects of the think-positive syndrome

The generalized effect of the syndrome is to distort all
managerial feedback loops in which it is manifested.
It thus degrades decision-making processes, for they all
depend in one way or another on feedback of informa-
tion. The effectiveness of feedback depends on assessing
accurately and communicating speedily changes in a
situation, in order to check whether the operation con-
forms with the plan and what uncertainities arise in their
development. The syndrome tends to degrade both the
accuracy and the speed. It always delays information,

often injects errors, and may even prevent entirely the

establishment of a communication channel.

It would clearly be desirable for uncertaintics to be
brought into the open, not to overemphasize them but to
bring them into proper balance with other information.
They would help guide the progress of a program, show
where timely support might prevent the development of
serious problems, and provide major support to decision-
making generally.* Schedule and cost controls are essen-
tial, but they cannot be fully effective without better
information of the true state of a program, the hurdles
that it faces and may face, and a better estimate of its
probable outcome than is currently possible.

The effect of the “think-positive” syndrome on a
program or an operation may be answered by asking a
few questions such as the following.

It is generally admitted that many problems originate
at managerial interfaces. Why then are much effort and
many charts devoted to detailing line-managerial re-
sponsibilities ¢ 1d practices and hardly any to interface
responsibilities and practices? Why do routine audits of
operations concentrate on the adequacy of line operation
and gloss over interface operations? Why does com-
munication of defective interface opcration have to go
up the line, across, and down on the other side, leading
to delays and distortions rather than in the first instance
by a routine straight-across path? Is it that the circuitous
path helps “control” the natural flow of negative infor-
mation, of uncertaintics, in the operation ?f

Operations across managerial interfaces are a good
example of some of the effects of the think-positive
syndrome. A short discussion with a lower-level manager
in charge of an operating unit typically develops the

* An important application of this principle is in the communica-
tion of the results of mathematical modcling or simulation model-
ing to a decision-maker. For him to make effective use of the
model and its outputs he must understand its assumptions,
approximations, and sensitivities; in other words, its uncertainties.
Without this information, the model can lead him seriously astray.

{ Sometimes acting in accordance with the rules of the think-
positive syndrome may appear to benefit an individual or even
to be nccessary to maintain his status within an organization.
In most cascs, however—possibly in every case—this is an illusion.
The benefit, when it exists, is usually temporary. In the long run,
the syndrome inevitably causcs damage, and he who can consis-
tently overcome it will be recognized and will benefit from this
recognition, It is important when acting contrary to the rules of
the syndrome that uncertainties be brought out in a forthright
manncr, free from a sense of explaining a dcficiency, but rather
from the point of view of presenting a fact and, where appropriate,
the corrective action that appears desirable. Understanding, re-
cognizing, and acting to counteract the syndrome’s damaging
effects will help channel personal goals and emotional rcactions
along steady and constructive lines rather than along temporary

and damaging ones.

following information: He knows what his unit is ex-
pected to produce, and who receives his product. He
knows the expected costs and schedules. He knows the
areas that interface with his unit, but when there are
many he may forget some as he lists them. He will also
know what flows across the interfaces but he will miss
some items as he talks about them. It may be difficult to
know whether he has left out anything important. He
has made no list, nor does he keep a record of what flows
or what fails to flow across the boundaries of his unit,
unless it is connected with some hardware inventory for
which he is accountable. He keeps close track of his
output, personnel, costs; quality nearly always takes
secondary place. When asked about his principal problem
areas—what gets in his way in seeking to meet his cost
and schedule assignments—he gives clear answers with
examples of recent experiences. His analysis of the causes
of his problems nearly always leads to the operation
of an adjacent unit that does not provide what he needs
at the time that he needs it, or provides something that
is deficient. He has always been able, he explains, to
wangle something to overcome these problems. He is
proud of his success in some particularly difficult situa-
tions and the compliments he received. He is clearly
better at fighting fires than at preventing them. When
conditions grow bad beyond his endurance, he brings the
matter up at the weekly staff meeting, following which
something sometimes happens, sometimes nct. By in-
vestigating the other side of an interface that appears to
give trouble, it is usually easy to find the true nature of
a problem. Not infrequently, other problems are un-
covered at the same time. In many cases, it i3 relatively
simple for the managers on either side of an interface
to agree to some simple routine reporting giving each
side information on the flow across the interface and the
deficiencies encountered. For instance, the manager of a
manufacturing shop could advise production control on
the number of times each week his production has been
hampered by failure to provide the planned accumulation
of parts and materials. This simple information developed
on a routine basis will speak more clearly than many
orders from above.

Curing the think-positive syndrome

Another common example is that of a unit whose
responsibility is to issue reports—statistics, perhaps.
The unit generally endeavors to demonstrate its impor-
tance by expounding on the number of reports distributed
and the managerial ranks on the distribution list. Seldom
does the unit make an analysis of the “uncertainties”
of its activity—how well are the users’ needs or wants
served, and to what extent does the report provide for
them information that is useful in a form that is conve-
nient and takes up a minimum of time to use ? What the
reports were planned to do is often known; what they
actually do and what they could do are seldom known,
certainly hardly ever reported. It is usually simple and
requires no great cffort to have from time to time personal
interviews with a sample of key users, to discuss the
uncertaintics of those who prepare the report and thus
be able to reduce them (the uncertainties, that is!)toa
minimun.

An interesting case involved an area that was under
review in a wide search for the reasons for problems
that were besetting a large program. The area made a




self-audit. It uncovered some 50 places of defective
operations, 48 of which originated outside the boundaries
of the arca. The audit was thorough and quite accurate.
The interesting feature of the episode was not the audit
itself or the effort that followed to correct the specific
symptoms uncovered, but the lack of interest in answer-
ing the basic questions: Why had these defects origi-
nating across the interfaces remained uncovered and
why had not those who knew of their existence taken
steps to help correct them and, if they had, why had
they been unsuccessful? Was it the syndrome’s inhibiting
power ?

The preceding are examples of simple cases generally
applicable to junior managers. There are many such
throughout a major operation. Relatively little effort is
needed to introduce routine corrective feedback that can
counteract many of the syndrome’s effects at these levels.
Similar conditions in more complex form exist at higher
levels. The common basis for operational problems
appears to be the unwritten but generally accepted law
that the mention of uncertainties should be avoided as
much and as long as possible. The reason for this law
lies in the fact that much of our activities take place in
an atmosphere of adversary confrontation.

There is little doubt that the think-positive syndrome
is damaging and costly. As a start at developing a cor-
rective trend, scientists and engineers should make it a
routine on technical . matters to include an uncertainty
analysis, to expect one from their peers, and, if necessary,
to demand it.

A concluding note

It seems appropriate 10 apply a modicum of uncer-
tainty analysis to the previous discussion. What are the
uncertainties associated with the stated and implied
recommendations for industry? Most of the analysis in
this article is subjectie reasoning and therefore open
to criticism by those with different subjective thinking.
There is, to date, little experimental verification of the
effectiveness of such recommendations. What there is,
follows.

Concentration on interface operations in managerial
audits has been found to be an effective technique for
locating problems—the degree to which managers did
or did not understand their true responsibilities, their
place in the scheme of things, and the irrationalities of
some of their behavioral patterns. It is also consistently
true in corporations that uncertainties in engineering
design, though known, are not systematically passed up
the line or communicated across the interface to inspec-
tion or test. These uncertainties are manifested in a lack
of knowledge of areas that could not be inspected and
of parts that are not fully exercised in final test. There is
plenty of knowledge and documentation of what tests
and controls can do, but little of what they cannot do
and what remains undone. Usually, for example, little
information is available on why a test procedure has
failed to give warning of a defect in design. The lack
of information on this negative side makes it difficult
to assess the relative values of different test procedures.

More complex situations occur in design engineering.
It is not uncommon for a subsystem manager, for in-
stance, to supervise and review the design of the com-
ponents of his subsystem and yet not know the weak
spots that are known or suspected by the component de-
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signers. The subsystem manager usually knows that cer-
tain desirable analyses and tests had to be discarded
bccaus_e of limitations of budget or schedule, but gen-
erally he has only a vague idea of the uncertainties intro-
duced by their omission. It is even less common for
plans, procedures, and implementation of final testing—
qualification and acceptance tests—to reflect the exis-
tence of these uncertainties. The systematic transmission
of uncertainty information could be very helpful, first
to the subsystem manager, then to the system manager
and to the manager of testing, and thence to the prozram
manager, not only to direct the program as it progresses
but also to develop a deeper understanding of exactly
what has been designed and produced under their direc-
tion. This flow of uncertainty information takes the
managers beyond the performance of the elements of the
system and of the system itself as the work progresses,
giving them greater ability to make rational projections
of what is likely to occur. It will generally permit cor-
rective action before it is too late or excessively costly,
and at the end it will give a more accurate sense of the
degree of confidence that can be placed in the system—
that its performance will be maintained, that it can be
safely duplicated, and how it can be improved.

As yet, there has been no opportunity to apply broadly
the concepts and principles outlined here. Will behavioral
patterns prevent an effective application? The answer to
this question is not known and represents an important
uncertainty. A subjective judgment is that they will often
be a serious impediment, but that effective application
can be developed in a suitable environment.

The author wishes to express his appreciation for interesting and
valuable suggestions made by the late Seymour Tilson during the
preparation of this paper.
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spacecraft, the first NASA communications satellite. During
recent years, he has been a consultant on special aspects
of management to major electronics corporations, non-
profit organizations, and government agencies. Dr. Wil-
motte has recently coauthored
a study that was published by
the ASCE on technology and de-
cisions in transportation, using
.1 the problem of airportaccess as
‘ . anexample.He hasreceivedthe
' Bureau of Ordnance Develop-
ment Award from the Navy
Department for his efforts in
W.W.1I, published over 50 pro-
fessional papers, and been
awarded more than 40 patents.
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Art Callery Sells

Computers As Art

The same company that
recently auctioned the Car-
tier diamond and a Van
Gogh masterpiece will put
computer hardware on the
block July 30.

The Parke-Bennet Galler-
ies of New York, the na-
tion's largest fine arts auc-
tion house, will put to bid
items ranging from second
and third generation com-
puters and their associated
components to simple card-
handling equipment.

“People who own comput-
ers treat them with as much
reverence as a work of art,”
said Joseph Kirby, the man
who originated the idea.

By Robert J. Samuelson
Washington Post Staff Writer

The Federal Communica-
tions Commission yesterday
laid down the broad guidelines
for the national regulations of
cable television (CATV).

In a series of documents,
the FCC formally:

e Proposed that cable sys-
tems — which transmit pro-
grams directly into subscri-
bers’ homes—be permitted to
carry signals from four sta-
tions in addition to local sta-
tions. )

® Prohibited-television sta-
tions from owning cable sys-
tems in the same locality. Net-
works were also . excluded
from controlling CATV sys-
tems.

® Proposed that newspapers
and radio stations also be
barred from owning cable sys-
tems in the same area.

eSet April 1, 1971 as the
date when cable systems with
more than 3,500 customers
must begin originating their
own programs—instead of
merely retransmitting either
local or distant television pro-
grams via cable.

The CATYV package also con-
tained a proposal for provid-
ing permanent, longterm fi-
nancing for educational televi-
sion by assessing a 5 per cent
annual levy on the gross reve-
nues of cable systems. The

ymoney would go to the Corpo-

ration for Public Broadcast-
ing, and, for every 10 million
CATV subscribers, the FCC
estimated, the CPB would re-
ceive $30 million.

At the end of 1970 there
were about 2400 CATV sys-
tems, covering 4.5 million
households, or about 7 per
cent of the total U.S. televi-
sion audience, according to
the National Cable Television
Association.

Nevertheless, the FCC’s pro-
posals—if and when they are
finally adopted—could spur
the growth of the industry and
make it a majoir competitor of
the existing over-the-air broad-
casting system.

The key issue in the FCC’s
proposals is regarded as the
authority for CATV systems to
add “distant” television sig-

Proposed :

nide

}m:_! ®

nals to the local programs al-
ready offered customers.

By adding these programs,
the CATV systems theoreti-
cally should be able to attract
more customers, who pay an
average of $5 a month for re-
ceiving the cable service.

With CATYV households hav-
ing a choice between local and
“distant” programs (a Chicago
station being shown over a
Washington cable system, for
example), local over-the-air
broadcasters fear that their
audiences will decline.

In the past, the FCC has
been sympathetic to this posi-
tion.

The agency now appears
ready to make a quick rever-
sal in its policy. It has called
for comments on its “distant
importation” proposal within
90 days and for reply com-
ments 45 days after that; a
final decision appears possible
this year.

Other proposals will be han-
dled on a more leisurely
schedule, but yesterday’s one
final order—regarding CATV
ownership—could have a
wrenching effect on the fledg-
ling industry.

In that order, television net-
works are given three years to
dispose of any existing cable
properties they own; both the
Columbia Broadcasting Sys-
tem and the National Broad-
casting Company have pur-
chased CATV system as an ap-
parent hedge adalmt a decline
in the value of over-the-air sta-
tions.

Moreover, according to the
latest figures, television broad-
casters have interests in 38.7
per cent of all existing CATV
systems. The station owners,
too, would have three years to
eliminate conflicting holdings
of cable and television proper-
ties in the same area.

Yesterday’'s FCC announce-
ments also included a proposal
to limit franchise fees im-
posed by the local govern-
ments to 2 per cent of a
CATYV system’s gross revenues
—a recommendation that is al-
most certain to be opposed by
cities in search of new sources
of funds.

The Commission’s proposals

on distant signal importation

JUN 491970
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could not take effect until
Congress passed copyright leg-
islation, giving copyright own-
ers (such as movie studios)
payments for programs
snatched from the air by cable
systems. Such a bill is now
pending in the Senate.

The FCC suggested a copy-
right fee of .7 per cent (of
gross revenues) for each addi-
tional “distant signal” used by
a CATV system. If that for-
mula were to be adopted by
Congress, cable owners would
face a 10 per cent charge on
their incomes for various fees.
The breakdown is as follows:

5 per cent for educational
television; 2 per cent for local
franchise fees; 2.8 per cent for
distant signals (four distant
signals at .7 per cent for each
one).

Retail Sales
Rise 4%
During Week

Retail store sales rose
sharply last week, up 4 per
cent from the previous week
and up seven per cent from a
year earlier, the Commerce
Department reported yester-
day.

The year-to-year gain ex-
ceeded the 3 per cent average
increase retail sales have been
posting in 1970. Sales last
week totaled $7,370,000,000.

Durable goods sales were up
3 per cent at $2,430,000,000,
while over the past four weeks
sales have suffered an average
decline of 1 per’'cent.

During the four most recent
weeks, sales of non-durable
goods totaled $4,950,000,000, 9
per cent ahead of a year ear-
lier and exceeding the 5 per
cent average rise in the past
four weeks.

The largest year-to-year
gains were the 18 per cent reg-
istered by department stores’
and the 16 per cent in the ap-.
parel group. Automotive sales
were only 1 per cent above a
year earlier.

The figures aren’'t adjusted
for seasonal variation.
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Judge Smys Aﬁ'g'my From Trying

Sergeantin Mylai Massacre Case

By Bruce Galphin
Washington Post Staff Writer

ATLANTA, June 25—U.S,
Distriet Judge Newell Eden-
field temporarily restrained
the Army from trying a ser-
geant on Mylai massacre
charges after defense attor-
neys submitted 15 complaints,
including an allegation that
the Vietnam war is illegal.

It was the first time that the
Mylai incident has come be-
fore a civilian court, and it
was believed the first time a
civilian court had enjoined a
military court-martial.

Judge Edenfield issued a
temporary restraining order
and set a July 2 hearing on
the petition of Sgt. Esequiel
Torres, stationed at Ft. Mec-
Pherson pending prosecution
on two counts of murder and
one of assault with intent to
murder.

Torres’ petition includes
several of the defenses raised
by Lt. William L. Calley Jr.’s
attorneys, including the con-
tention that President Nixon’s
remarks about Mylai, in ef-
fect, put pressure on courts-
martial to bring in guilty ver-

dicts.

But it was the first time in
the Mylai cases that it was al-
leged court-martial proceed-
ings in capital cases are illegal
because the nation is not le-
gally in a state of war.

Torres’ petition also levels
an attack on the court-martial

system itself, alleging that a
commanding officer who al-
ready has determined that a
soldier shoul be place on
trial chooses the court that
tries him, thus violating the
Fifth Amendment’s due proc-
ess guarantees.

Most of the points in Torres’
complaint, if sustained, would
bar prosecution of any of the
defendants accused in the
Mylai incident.

Torres was formally charged

only today. Pvt. Gerald A.
Smith, like Torres a member|
of Capt. Ernest Medina’s rifle
company, also was charged
today with murder in connec-
tion with the March 16, 1968,
incident. :

Torres, a 22-year-old Texan|
with a heavy Latin accent, is
living at Ft. McPherson with
his wife and 10-month-old son.
Sitting ramrod-erect, he at-
tended a news conference this |
afternoon at which his attor-’
ney, former Rep. Charles
Weltner, (D-Ga.), did most of
the talking.

“I'm not guilty. I didn’t com-
mit no crime,” Torres said.

Weltner alleged a general
lack of jurisdiction for the
Army to try Torres for actions
in Vietnam because Congress
had not declared war and the
Army thus lacked authqrity to
order him into combat.

Except “in time of war or
public danger,” according to

the Fifth Amendment, no per-
son may be tried for a capital
crime “unless on a present-
ment or indictment of a grand
jury.” this section, Weltner
contended, overrules a court-
martial.
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NATIONAL ACADEMY OF SCIENCES

2101 CONSTITUTION AVENUE
WASHINGTON, D.C., 20418

10 June 1970

LONY G. OETTINGER, CHAIRMAN
PUTER SCIENCE & ENGINEERING BOARD
N COMPUTATION LABORATORY

vARD UNIVERSITY
BRIDGE, MASSACHUSETTS 02138

Mr. Bernard Strassburg, Chief
Common Carrier Bureau

Federal Communications Commission
Washington, D. C.

Dear Mr. Strassburg,

I take pleasure in submitting this report of the Computer Science
and Engineering Board's Panel on Communications/Interconnection.

This Panel was asked to make an assessment of the technical factors
affecting the common carrier/user interconnection area of public communi-
cations. It was asked to develop technical and background information that
might be useful to the Commission, common carriers, users and equipment
manufacturers in reaching and implementing solutions to immediate problems,
including a technical evaluation of various contending points of view
regarding the common carrier/user interconnection area, of the various
problems to which these views relate and of the various technical and policy
alternatives for responding to these problems in the near future.

You stated on September 25, 1969 that "the essential technical questions
to be considered by the NAS Panel now appear to be (1) the propriety of the
telephone company-provided network control signalling requirements and -
various alternatives to the provision thereof by the telephone company,

(2) the necessity and characteristics of telephone company-provided connecting
arrangements and various alternatives to the provision thereof by the tele-
phone company, and (3) basic standards and specifications for interconnection
and the appropriate method to administer them".

The Computer Science and Engineering Board selected Mr. Lewis Billig,
Technical Director - Communications, The MITRE Corporation, Bedford, Mass.
to chair the Panel. After extensive consultations to identify the most
competent people available with the required technical specialties,

Mr. Billig nominated the fourteen people listed following this letter
for appointment by the Board.

SCIENCE & G
! ENGINEERING BOARD, JOSEPH HENRY BUILDING, 21ST & PENNSYLVANIA AVENUE, N.W., WASHINGTON, D. C. 20418




Mr. Strassburg -2- 10 June 1970

The Board hereby commends to you these principal technical findings
of the study:

1. Uncontrolled interconnection to the common carrier network as
it now exists would be harmful.

2. The requirements of the tariff criteria limiting characteristics
of interconnected lines are technically based and in accord with
the operational limits of the common carrier network as it now
exists.

3. The nature of potential harm, criteria for protection against
such harm and the performance of various components of the tele-
phone system can be specified explicitly enough to be understood

and acted upon properly by people with normal technical competencies.

Having found that harm of various kinds can occur and that technical
limitations on interconnection are therefore necessary, the Panel studied
protective measures. On the technical basis of the third set of findings,
the study concluded that the following two approaches -- used either alone
or in parallel in such proportions as non-technical factors might determine --
can supply the required degrees of protection for the network, including
network control signalling:

1. Protective arrangements as required by the tariffs

2. A properly authorized program of standardization and properly
enforced certification of equipment, installation, and maintenance.

Analysis of potential harm and protection capabilities revealed no
technical reasons why innovation would be significantly restricted by either
of the two approaches alone or in combination. The choice clearly impinges
on economic and social problems and on questions of industrial structure
which are beyond the purview of the study.

Sincerely yours,

Anthony"“§. Oetting;:\1?/‘—————~

Chairman
Computer Science and Engineering Board

PANEL

- PANEL CHAIRMAN

Lewis S. Billig
Technical Director

Communications

The MITRE Corporation

Bedford, Mass,

Raymond M. Alden

Executive Vice President -
Operations

United Utilities, Inc.
Kansas City, Missouri 64112

James D. Babcock

Chairman of the Board
Allen-Babcock Computing, Inc.
Los Angeles, California 90067

Jack A, Baird

Vice President

Bell Telephone Laboratories, Inc.
Holmdel, New Jersey 07733

Ralph L. Clark

Associate Director

International Communications

Office of Telecommunications
Policy

Washington, D. C. 20504

Charles H. Elmendorf

Assistant Vice President

American Telephone &
Telegraph Company

New York, New York 10007

01730

Ronald Enticknap
Associate Group Leader
M,I.T. Lincoln Laboratory
Lexington, Mass, 02173

Charles L. Hutchinson
Hutchinson Associates
Wilmington, Delaware 19809

Robert C. Karvwatt

Director of Communications Services
Penn Central Company

Philadelphia, Pennsylvania

Jordan Kassan

President

Dynelec Systems Corporation
Glen Rock, New Jersey 07452

Herman Lukoff

Director of Research and
Advanced Techniques

Univac Division of Sperry-Rand
Blue Bell, Pennsylvania 19422




Bernard Rider

President

American Communications Corp.
Arlington, Virginia 22209.

Elmer B. Shapiro

Senior Research Engineer
Stanford Research Institute:
Menlo Park, California 94025

PANEL AIDES

George W. Gilman
Senior Consultant
The MITRE Corporation
Bedford, Mass. 01730

John L. Wheeler
Engineering Manager

Xerox Corporation
Rochester, New York 14604

Harry S, White, Jr.
Chairman, American National
Standards Institute (ANSI)
National Bureau of Standards
Washington, D, C. 20234

Victor Evans

Consultant

Office of Telecommunications
Policy

Washington, D, C, 20504

NATIONAL ACADEMY OF SCIENCES

COMPUTER SCIENCE & ENGINEERING BOARD
2101 CONSTITUTION AVENUE
WASHINGTON, D. C. 20418

15 April 1970

Professor Anthony G. Oettinger

Chairman ) .
Computer Science and Engineering Board

National Academy of Sciences
Washington, D. C. 20418

Dear Professor Oettinger:

The Special Panel on the Common Carrier/Interconnection area of the
Computer Science and Engineering Board was established to perform a
technical analysis of certain factors in the common/carrier/user
interconnections area in accordance with the terms of Contract

No. RC-10091, dated 27 June 1969. It is a pleasure to transmit this
report which represents the judgments of that Panel.

Both the timeliness of the report and its content reflect a high level
of dedication and professional objectivity of the entire Panel through-
out all phases of the study. The work of the Panel was possible only
because of the cooperation of the many organizations and individuals

in producing technical papers and presenting supplemental briefings
which provided the basic information on which the Panel based its
judgments, Many of the papers reflect special research undertaken in
response to the request of the Panel for technical support. In addition
to contributing to the report, the papers submitted constitute the bulk
of the existing literature of the field for the common carrier/user
interconnections area.

From the start, it was our aim to produce a report which reflected the
best technical competence and experience available on the various aspects
of this problem area., I believe that we have succeeded in this, and

am pleased to commend this report to the Computer Science and Engineering
Board,

This has been a rewarding experience for me, personally and professionally,
and I believe the same is true for the members of the Panel,

Sincerely,

Lewis S. Billig
Chairman
Special Panel on
Common Carrier/Interconnections
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SECTION 1

BACKGROUND, SUMMARY, AND CONCLUSIONS

BACKGROUND

The "Carterphone Decision'" was widely recognized as potentially
g to a fundamental change in communications carrier/user relation-

By this decision, the FCC ordered the American Telephone and
to delete general prohibitions against interconnection
chments from its interstate message toll tariffs. In
after consultation with representatives of the
filed the following revised tariffs:

. #260 - "Private Line

#263 - "Long Distance Message Telecommunications Service."
d define certain key limiting signal
" believed necessary by AT&T

characteristics and "access arrangements
as well as those

to protect telephone service and the telephone system,

who come in contact with the system as employees or users.

The FCC allowed these proposed tariffs to go into effect and
requested comments from interested parties. It received a considerable
number and range of responses. The technical portions of these responses
ranged from complete acceptance, through challenges as to the basis of
determination of the protection requirements, to complete rejection.

The FCC decided that a study should be made of the technical
factors involving interconnection and user-provided attachments. The
National Academy of Sciences, through its Computer Science and Engineering
Board, agreed to undertake such a study.

The objective was to evaluate and report on the issues of "harm,"
and protection of the telephone network from "harm," under conditions of
user-interconnection. The approach involved the following considerations:

(a) Susceptibility of the network of "harm'" in terms
of hazards to personnel and equipment, network
performance, and degradation of service to other

users

(b) Evaluation of the tariff criteria limiting signal
amplitude, waveform, and frequency distribution of
interconnected lines

1Section 3




(c) Evaluation of the effectiveness of several
methods of protecting the network

(b) The signal criteria in tariffs 260 and 263 relating
to signal amplitude, waveform, and spectrum are
technically based and valid and, if exceeded, can
cause harm by interfering with service to other
users,

(d) Evaluation of the impact of interconnection
on innovation by carriers and user-manufacturers.

The charter of the Panel and the urgency of the problems of (c)
voice-band interconnection required that this report concentrate on
the technical aspects of those problems, to the exclusion of other
significant considerations involved in interconnection, such as:

Present tariff criteria together with carrier-
provided connecting arrangements are an acceptable
basis for assuring protection.4

(d) Present tariff criteria together with a properly
authorized and enforced program of standards
development, equipment certification, and controlled
installation and maintenance are an acceptable basis
for achieving direct user interconnection.

(a) Distribution of costs of interconnection
among carriers, the general non-interconnected
user, and the interconnected user

(b) Reliability or adequacy of service obtained by =

a user from his own interconnected equipment (e) Innovation by carriers need not be significantly

impeded by a certification program. Opportunities

(¢) Effect on service when one party has carrier- for innovation by users would be increased.

provided equipment and the other party has his

own interconnected equipment (f) Mechanisms are needed to promote the exchange of

information among carriers, users, and suppliers.
(d) Validity of the criteria for acoustic or

inductive coupling

Final judgment by the FCC as to courses of action must, of STUDY PLAN
course, include, in addition to the technical factors, such matters
as rates, costs, legal implications, and basic economic policy. In
this connection, it should be noted that future changes in costs or Organization
rates by the carriers for interconnection devices could have a signi-
ficant impact on the interconnection situation.® This factor was not
evaluated by the Panel. The principles that underlie the conclusions

in this report may be applicable to other types and circumstances of
interconnection,

An initial analysis indicated that a broad range of experience
should be represented in the membership of the Panel. The technical
coverage included the following subjects:

Switching Systems

Transmission Systems

Standards - Development and Use

Equipment Manufacturing

Privately Owned and Operated Communications Systems
Communications-Oriented Computer Systems

Principal Conclusions

The principal conclusions arrived at by the Panel follow.
Further detailed conclusions are included in the body of this section.

(a) Uncontrolled interconnection can cause harm to personnel,

network performance, and property,3 N ection 5

D 5
23ection 6 Sections 3, 4, and 5

6Section 7

3sections 3, 4, and 8

7Section 9




Procedures
zriocedures

The Panel first reviewed the FCC files concerning interconnection
and determined what additional data were necessary. Facts and opinions were
accumulated from those who expressed their interest to the FCC and directly
to the NAS Panel as a result of announcements, publicity, and direct
solicitations. Organizations and individuals with knowledge of and
experience in subjects of particular interest to the Panel were also
contacted directly.8 Among the organizations providing data were:

Communication Common Carriers
Telephone Equipment Manufacturers
Computer Manufacturers

Terminal Equipment Manufacturers
Organizations with Private Communications Networks
Regulatory Agencies

U. S. Government Agencies

Standards Agencies

Foreign Communications Agencies
Testing Laboratories

Computer Service Organizations
Installation and Service Organizations
Trade Associations

In all, over fifty written technical communications were
submitted, and over twenty-five organizational representatives, by
Panel invitation, made supplemental oral presentations and responded to
intensive questioning at closed panel sessions,

This study makes clear the need for improved communications
between the carriers, users, manufacturers, and other members of the
community in this field., On a number of occasions what were considered

to be significant problems raised were apparently a matter of lack of;
or poor, information.

EFFECTS OF INTERCONNECTION ON THE PERFORMANCE OF THE NETWORK

The objective of the Panel has been to determine how

8Section 8

B

i nnection can be achieved without impairment of service t9 users
lﬁtiazonetwork generally, and hazards to employees of the carriers. :

?n its approacﬂ to this objective, the Panel has analyzed the approprlzte
portions of the carrier network to determine how harm can be caused an
has then considered how this harm can be prevented.

Harmful Effects

Harm may arise through the introduction into the network ?f
(a) voltages dangerous to human life, (b) signals of excessive amplitude
or improger spectrum, (c) improper line balance, or (d) improper control

signals.

INCREASED EXPOSURE TO
HAZARDOUS VOLTAGES CAN
RESULT FROM UNCONTROLLED
INTERCONNECTION1O

Uncontrolled installation of user-owned terminal devi?es
involving the use of 115 v AC and other hazard?us voltages can introduce
risks to telephone company installation and maintenance p?rsonnelt For
maintenance and expansion of telephone service to be car?l?d on w1th9ut
interruption of existing service, it is standard and eff1c1ent.pract1ce
for cable and exchange plant workers to work bare-handed on pairs and
junctions in the immediate proximity of hundreds of other pairs in
normal use. To avoid increasing the hazard, it is mandatory th?t
stringent measures be taken to ensure that hazardous voltages will not
be applied at points of interconnection.

SIGNALS THAT VIOLATE THE
CRITERIA RELATING TO SIGNAL
AMPLITUDE, WAVEFORM, AND
SPECTRUM IN TARIFFS 260 AND
263 CAN CAUSE HARM BY INTER-
FERING WITH SERVICE TO OTHER
usErs!l

9Section 2

10Section 3

11Section 3




The non-linear characteristics of transmission components,
which are widely used in the telephone plant, require that inband signal
power be limited to avoid deterioration of service to others due to
cross-talk or overload. The signal-limiting characteristics of voice-
frequency and carrier-transmission systems do not provide the required
restraints on signal power. The signal powers specified in the tariffs
represent reasonably optimized values for voice and data usage.

The limits on the inband signal-power spectrum are specified to
avoid the possibility of interference with internal network signaling.
The out-of-band power limits are based upon limitations of local cable
plant and requirements for minimum interference with present and expected

greater-than-voice-band services. The telephone plant does not supply
this protection.

Signal criteria specified in the tariff must be observed
for both voice and data services, Data services present the more
serious problem, since, when transmitting data, the user has an incentive
to exceed the signal-power criteria in order to reduce his error rate
with possible degradation of service to others.

LINE BALANCE IS IMPORTANT
TO NETWORK PERFORMANCE12

Imbalance in line terminations will render ineffective the
careful electrical balance built into the pairs in the cables connecting
users and the telephone company central offices. The resultant imbalances
can cause loss of privacy and increased interference, not only to the
unbalanced pair, but to other pairs in the cable as well, Terminal

imbalance can occur due to poorly built equipment, improper installation,
or inadequate maintenance,

IMPROPER NETWORK-CONTROL
SIGNALING CAN IMPAIR TELE-
PHONE SERVICE AND INCREASE
cosTs13

12g5ections 1 and 3

13Sections 1 and 4

Network-control signaling must be properly pe?formed for correct
ion and message accounting. For example, in a télephone set,

i alEIZre produced by the switchhook and Fhe rota?y dial or the
v d. Mechanisms for producing these signals, if not car?fully
tou?h-tone piu%actured installed, and maintained, can, in conjunctl?n with
de51gned3 macharacteri;tics of the telephone loops, cause improper §1gnals
oy varyzzgved at the central offices. Central offices vary in their
Eglzsazie to distorted control signals and in their ability to.coir:ct
such signals before re-transmission into the netYork.. In partlcE a ;
dial-pulse signaling of poor quality can cause significant harm by the :

: rgtion of wrong numbers, causing annoyance to others, Vasteful uﬁe ?
gen:ral office equipment and transmission facilities, and improper billing.
gﬁnthe other hand, improper signals g?nerat?d by touch-tone padstﬁzecentra1
inherently less harmful since, if a signal is out of toleran;e,. enera

ffice equipment will not complete the call. Netvork-contro signa g °
;ultiparty lines is particularly difficult Fo defl?e b?cause of differen
practices with respect to ringing and line identification.

system opera

Protecting the Network

Several approaches for protecting the public telephone network
were considered. Two which the Panel considers acceptable are:

(a) Operation under present tariffs thaF call for
common-carrier ownership, installation, and
maintenance of connecting arrangements and .
adherence to tariff-specified signal criteria.

(b) A program of enforced certification of equipment
and personnel, with appropriate standards for
safety and network protection. This approach
would allow user ownership, installation, and
maintenance of protective coupling units or
complete terminal equipment.

PRESENT TARIFF CRITERIA AND
CARRIER-PROVIDED CONNECTING
ARRANGEMENTS ARE AN ACCEPT-
ABLE WAY OF ASSURING NETWORK

PROTECTIONL4

The present tariffs specify signal criteria for electrica%,
acoustic, and inductive coupling, and specify that the carrier provide

l4dgections 3 and 5
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cqn?ecting arrangements and network-control signaling.
%;th th? signal inputs to the network to those consider
> ;:zit:;:;C:ndEr ﬁhe tariffs, assume responsibility for installation
o oI the connecting arrangements and for protection of
rrqer personnel and of the network itself, Technically, the Panel
considers this to be an acceptable approach. ’ e

ed to be harmless,

" carrieSazﬁisg;provided connecting arrangements involve addition by
- e pone?ts between the user's terminal and the carrier's
e equi ent.om§'51tuations, t@ese may duplicate components of the
iy pm ; this redu?dancy in components and functions may, in
princip €, cause some loss in performance and some reduction in
reliability, However, the Panel's analysis indicates that the added

components, if well designed, should ignifi
reliability o pestom . not significantly affect overall

Concerning the need for some of the rotective fe

i;aiysss of th? presently available connectingparrangementsazzgiséte
inaso;eezaprov1ie a degree of protection of voice~signal limiting that,
e sesi s unnecessary: Present carrier-provided coupling units
deg;ade Z?? nstances, comgllcated and marginally effective and may
Accordinp : oz$ance, particularly in net-control signaling,

pocord aﬁtr?b &g, the problems relating to present protective equipment
by ofle;te ito the rap%d introduction of the connecting arrangements
et perience on thch to base judgments, Further development
it produce more effective units, Additionally, the sudden demand

Or interconnection and the need for time to determine the features
required by a large number of users is a cause for present delays.

THE ESTABLISHMENT OF STAND-
ARDS AND ENFORCED CERTIFICATTION
OF USER~SUPPLIED EQUIPMENT AND
PERSONNEL CONSTITUTE AN
ACCEPTABLE WAY OF ASSURING
NETWORK PROTECTION16

o ) It is important to note that the standards to be established
over only network-protection considerations such as personnel safet
glgnal levels, transmission, and network-control signaling, and d o
include standards for user—equipment performance. ® BE=

15Section 5

16Section 16

The signal criteria

Despite some variability from installation to installation,
there has been enough experience with the telephone network to provide
a basis for standards for network protection. A standards-development
program requires the resources of a qualified standards organization.
The purpose here is to provide coordination, structural guidance, and
staff services to those preparing the standards. Such organizations
st in both the private sector and government. Standards can be

exi
prepared by qualified representatives of the carriers, suppliers, and
users. A definition of the interface between the user-owned equipment

@nd the network, so far as protection is concerned, is part of the basis
for standardization.

Finally, although general standards can be written to cover
jnterconnection with various types of central offices and loops, each
individual installation will be, to some extent, customized due to
varying loop characteristics and other factors. Therefore, interconnected
equipment should be provided with proper adjustment features to deal with
individual case-by-case variations. Necessary adjustments can be worked
out cooperatively at the time of installation between carrier and user.
Cooperative guideline procedures should be formalized.

Type certification of equipment could be accomplished by
government or by independent testing laboratories. It must include
evaluating and monitoring each manufacturer and his specific products.
Government and independent test laboratories exist which are capable
of performing these functions in related fields. They could expand
their resources to qualify for the program envisaged here. With a
significant volume of work, costs of this program should not be
prohibitive. Certification can be applied to couplers, to protective
sections of larger equipment, or to the protective characteristics of
entire units of equipment.

Equipment-type certification alone is not sufficient to protect
the telephone network. The equipment must be installed and maintained
by certified technicians. In addition, standards must make provisions
for assurance that the network protection is maintained by documented
periodic inspection.

Certification of the installation and maintenance of interconnected
equipment will require a program of personnel training, development of
tests and test equipment, and licensing of installation and maintenance
personnel. On the last point, the Panel believes that a nucleus of
support personnel exists in the servicemen and organizations who now
install and service communications and computer equipment. They can be
certified (or licensed) by examination, following procedures included
in the overall certification program. Each certification (or license)
would be endorsed as applicable to equipment of one or more classes,
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Requirements for an Enforced Certification Program

AUTHORITY FOR A NATION-
WIDE CERTIFICATION PRO-
GRAM MUST RESIDE WITH
THE FEDERAL AGENCY
RESPONSIBLE FOR THE
TARIFFSL/

. To be effective, a certification program must be recognized in
the tar%ffs and the federal agency that approves these tariffs must assume
responsibility for authorizing implementation of the overall certification
program. This agency should develop and publish rules and procedures
and propose timetables and sequence of applications.

. Plan§ should be developed under control of the federal agency
or the sele?tlon of the organization or organizations that will coordinate
the preparation of standards, the procedures for the qualification of

tec?nicians, and the organizations to be given the authority to certify
équilipment,

' Uniformity in standards and certification procedures for
equ%pment and in personnel qualifications throughout the country is
qe31rab1e, since installation and maintenance may be supervised and
}nspected locally. Therefore, coordination by federal and state agencies
1n necessary to establish policies which will permit the nationwide use

of certified equipment and procedures for the certification of technicians, 18

ENFORCED CERTIFICATION
PROCEDURES MUST BE TAKEN
AS A WHOLE

The Panel emphasizes that the development of standards and a
program of certification requires a complete system of control which
Vlll not be effective unless all elements of the system, as de;cribed
in thi§ report, are adopted. For example, the developm;nt of standards
alone is inadequate., Certification of equipment without certification of
installation, testing, and maintenance

will be ineffective in rotectin
personnel, facilities, services, etec, : 3

17Section 6

18Section 6

£
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A CAREFULLY PLANNED
STEP-BY-STEP EFFORT IS
NECESSARY TO ENSURE THE
SUCCESSFUL IMPLEMENTATION
OF A CERTIFICATION PROGRAM19

Experience with interconnection is limited and has, for the most

jnﬂbart been with users with extensive experience and resources.20 There
1) ’

js little applicable experience involving smaller, less sophisticated users
. or with large-scale public interconnection. A certification program is
new to the telephone industry and to many of the major user industries.

Existing laboratories are not equipped to test and certify
communications equipment in the quantities envisioned. The personnel
needed by all parties for this kind of operation are in short supply.

There is much to be learned. If a start is made promptly, and
if all concerned assign the task a high priority, the necessary certifi-
cation programs and guidelines for qualifying personnel should be produced
in reasonable time. The same effort should produce both standards for
equipment and guidelines for qualifying personnel. Thereafter, when the
personnel program has started to function, the certification of interface
devices and equipment will permit their installation and operation by users
according to the new standards.

The Panel believes that the certification program should be
undertaken on an incremental basis in order to develop a meaningful base
of knowledge and experience. The first implementation should be in an
area with high probability of success and sufficient complexity to test
the validity of the certification program. The first application should be
to equipment with limited distribution and for which a knowledgeable
technical base for manufacture, installation, and maintenance now exists
(such as PBX). Application of the standards to one service can proceed
while standards are set for others. Since the standards program is an
iterative process, requiring procedures for continuous reconsideration
and renegotiation of specifications, it is important that an
organizational mechanism be set up to gather data and evaluate the
progress of the program.

SELF-CERTIFICATION BY
MANUFACTURERS OR USERS
WILL NOT ENSURE AN ACCEPT-
ABLE DEGREE OF NETWORK
PROTECTION21

195ection 6 21gection 6

20Section 8
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A self-certification program allows the manufacturer or user to
test and approve his own equipment, installation, and maintenance, On the
other hand, an enforced certification program separates the res o;sibil't
for certification from the organizations having direct financiai invol o
ment in the production or use of interconnected equipment. e

E Self~certification requires the user to procure and use equipment
considered harmless and to operate in accordance with the tariffs., 1In the
absence of some control system, it is ineyitable th

i t marginal equipment
will make its way t : A quipm
e y to the market and that there will be usage outside of the

WE FIND NO PERSUASIVE ARGU-
MENTS FAVORING THE EXEMPTION
OF WHOLE CLASSES OF USERS

L The Panel endeavored to classify users
right-of-way companies, agencies of the federal govermment, etc in an
effort to show that one or more classes might be permitted’unreééricted
interconnection without risk of impairment to the operation of the
network. An analysis of information in the
and other information
this was not possible,

» including utilities,

Applicable Experience section?2
presented to the Panel led to a firm conclusion that

In a certification

rogram th
reasonable terms, Proe that enables any user to qualify on

there is no reasonable basis, in th i
y e opinion of the
Panel, for any class or group of users to be exempted from conforming,

EFFECTS OF INTERCONNECTION ON INNOVATION

THE PROPOSED CERTIFI-
CATION PROGRAM SHOULD
NOT SIGNIFICANTLY IM-
PEDE INNOVATION BY THE
CARRIERS AND MAY PRO-
MOTE INNOVATION BY USERS

Several opinions have b
een expressed to the Panel regarding th
potential impact of interconnection on innovation. ¢ ¢ -

22Section 8
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The carriers have said that widespread interconnection will tend
to impede innovation in the network, because, among other things, users
will tend to oppose changes by the ecarriers that make the users' equipment
obsolete or require it to be modified. They have also said that direct
interconnection without carrier—owned interconnecting arrangement will
further impede their innovation because it removes the carrier~controlled
buffer with known characteristics between the network and the interconnected
equipment.

Some users, especially the large ones and those in rapidly
developing fields such as computer time-sharing, have expressed the opinion
that, with the necessarily deliberate rate of innovation expected in the
network, there will be no major problems in keeping up with the network
innovation. They do not agree with the carriers' concerns regarding the
need for a carrier—controlled buffer.

Some suppliers of equipment and services have expressed the
opinion that the presence of the carrier-owned interconnecting arrange-
ment will impede innovation on the user side of the interface where the
goal is to optimize the users' system or use of equipment, Further, and
perhaps more importantly, they question the ability of the carrier to
respond rapidly enough to new situations in which new interconnection
arrangements are required.

While data on which to base conclusions are limited, it is the
opinion of the Panel that:

(a) The advent of widespread interconnection itself,
regardless of how it is implemented and controlled,
will indeed have some effect on the rate of
innovation by carriers, suppliers, and users. In
some cases, it may impede innovation in the net-
work; in others, it could conceivably promote
innovation because of competition and the
pressures of demand from users. It will certainly
tend to increase the rate of innovation by
suppliers and users.

(b) The introduction of a certification program
permitting direct interconnection should not
significantly restrict carrier innovation if
there is effective information exchange
between carriers, suppliers, and users. On
the other hand, the suppliers and users will
have more freedom to innovate.

(c) On balance, under the certification program,
innovation in the overall system of carriers
and users of interconnected equipment is likely
to increase.
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INFORMATION INTERCHANGE

THE PANEL BELIEVES THAT
MECHANTSMS SHOULD BE
ESTABLISHED TO PROMOTE
THE EXCHANGE OF INFOR-
MATION AMONG CARRIERS
USERS, AND SUPPLIERS23

» the Panel was continually reminded of the

manufacturers, causing unnecessary confusion

v nistrative levels, The carri
2 . riers expressed
trongly the need for more direct information exchange and a morepcompre—

hensi i ui
Ve picture of user Téquirements. With the aniticipated acceleration

in innovation affectin
g data systems and telecommuni
ment for this improved exchange i u cationzé ;:ZSZEEUi;e-
. , no

mechanism existsg that ade t
should be established.. it 3 such a mechanism

23Section 9

SECTION 2
COMMUNICATIONS BACKGROUND

TELEPHONE SYSTEM

In discussions of the interconnection situation, it is convenient
to consider separately the exchange and long-distance parts of the telephone

p;l.ant .

Exchange System

In its very simplest form this consists of a telephone, a '"loop"
to the central office, the automatic telephone exchange, and, perhaps,
trunks running from the nearest central office either (a) to other central
offices nearby; or (b) extending into the toll-telephone network,

The Telephone

The user interfaces with the telephone system at the telephone
instrument., From the network-control viewpoint, the user performs as a
highly adaptable logic and memory system that responds to incoming calls,
initiates calls, and reacts reasonably predictably to a variety of
situations encountered in using the telephone. The mechanisms he uses

'to exert this control in the simplest form of telephone are the switch hook

and the dial, Lifting the handset closes electrical contacts in the switch
hook to signal the central office., These switch-hook signals play an
important role in subsequent operations. (One of them is establishing, for
charging purposes, the times at which the call was initiated and terminated.)
On receiving dial tone (which the user distinguishes from several other
tones produced for his use), the user responds by operating the rotary dial
OF Set of push buttons to correspond to the number he desires to reach, as
read from the telephone directory or taken out of his memory (not always
d€curately), The user takes certain actions depending on whether, subse-
quently, he hears the voice of the wanted party, receives busy tone,
eontinues to hear an unanswered audible ringing signal, reaches the wrong
telePhone, etc, At times he may hear a voice-recorded announcement and
react daccordingly, or he may reach an intercept operator with whom he
CONVErses, The user, in short, by manipulating the telephone instrument,
Plays a crucial role in the network~control signaling function of the
telephone system, The telephone instrument, its controls, and the various
signals from the system beyond the instrument to which the user responds
are chosen ip recognition of experience with the user's capabilities,
limi§ations, and behavior patterns. The same is true of the quantity of
switching €quipment at the central office, which is chosen to fit traffic
patterns as to calling frequency, duration of message, etc.

- 15 -
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The various systems' solutions arrived at for the user/telephone
combination at the point of access to the network may not necessarily be
the same and certainly are not necessarily optimal where the combination
is replaced in part or completely by machine or computer. Such a machine
or computer, with or without interface devices, must reproduce most or
all of the logical and memory operations now performed by the user. It
may be conjectured that the machine is more accurate and more rapid,
though not necessarily as versatile.

The primary function of the telephone instrument, of course, is to
transmit and receive speech., The statistical distributions of levels and
waveforms sent into the telephone system depend on the characteristics
of both the user and the telephone instrument. The loops and long-distance
trunks are designed to handle the range of levels encountered, without
introducing crosstalk between pairs in multi-paired cable, or overloading
the long-distance multiplexed system with its common amplifiers. To this
end, there are limits both as to the output at the user station and the
input to the trunks.

The telephone instrument is being used with increasing frequency
to handle signals other than human voice, the telephone user's voice and
ear being replaced by an acoustically or inductively coupled data set,
cardiograph machine, facsimile machine, etc. Again, replacement of the
user by a machine implies compromises. Specifically, the machine-generated
signal levels and waveforms must be chosen to be both effective and non-
interfering. This is accomplished in part by specification in the appropriate
tariffs. 1In acoustic coupling, the signals are first converted to specified
audible sounds and the telephone handset is fitted into a specified holder
where these sounds are picked up. In inductive coupling, the electrical
circuits within the handset pick up electromagnetic signals from the
attached device. 1In both cases, the exact details of telephone-instrument
design are important. Small changes in the telephone instrument may take
obsolete acoustic and inductive coupling arrangements. Coordination
between the designers of telephone instruments and the designers of
acoustic and inductive couplers is required to avoid this.,

A third function of the user's telephone installation is to
protect the user, telephone employees, and the rest of the telephone
system against harm. The telephone instrument and installation are insulated
against contact with electric power sources. The telephone instrument con-
tains a "click reducer" to eliminate the hazard of acoustic shock (a
dangerously high level acoustic impulse to the listener's ear) etc. It
is designed to maintain careful balance to ground on both sides of the
telephone line, avoiding noise and cross-talk effects. It contains non-

linear devices that limit energy levels, particularly on short loops to
the central office,

) Where the user telephone system is replaced by a machine, with or
without interfacing equipment, the three basic functions of network control,

4
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transmission, and protection must all be preserved.

Finally, these basic functions must be handled without mutual
interference. Specifically, the network-control signali?g function m9st
be protected against interference from speech or other s1g?a¥s. As will
be pointed out later, this consideration sets additional limits on the
level and waveform of signals that can be transmitted throughout the
system from the telephone.

The Loop

The "loop" connecting the telephone to the central office (or
"trunk" connecting the PBX to the central office) is one of the major
elements of total telephone-plant investment. The loop, for our purposes,
includes the interior wiring in the users' premises, the "drop'" from the
premises to the point of attachment to the cable running to the central
office, and a selected pair of wires in that cable, either assigned wholly
for the use of a single user or shared with other users. Important
characteristics of the loop are its length and the size of the copper
conductors. Since a minimum of direct current, at least, must be drawn
over these conductors to supply the microphone in the telephone and 20-cycle
alternating current must be fed over them to ring the telephone bell, there
are upper limits on length of loop and fineness of conductor gauge.
Similarly, there are limits connected with the attenuation of voice signals,
and the distortion to the direct-current signals used for switch-hook
supervision and the detection at the central office of the fact that the
called party has answered so that ringing may be "tripped." 1If considerations
of limiting loop length and gauge are identical when the user/telephone
subsystem is replaced by a machine, there need be no changes in loop design

and layout. If not, some changes may eventually be indicated.
op

Loops and short-haul trunks are derived from copper-wire pairs in
cables carrying several hundred or several thousand pairs. To hold cross
talk between services carried over these pairs to a minimum, there must be
"SErict control in cable manufacture to avoid structural imbalance. The
effect of this careful control can be destroyed if improperly designed or
improperly installed equipment is connected to the ends of the pairs.
'One.of the basic requirements for any device connected to the telephone
network, therefore, is that it not introduce imbalancel in impedance to
gfoung from the two wires of the pair at the point of connection.

S

i Cross talk (undesired coupling of signals from one channel to
another) can also be created if excessively high signal levels are applied.
To avoid cross talk from this source, limits are set on the output levels
from the user station. Finally, cross talk in cables increases with

2IMBELS
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1Section 3
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frequency. Since paired cables are used increasingly to handle communica-
tions involving higher frequencies (e.g., PICTUREPHONE), the limits on
levels into these cables are set differently for frequency bands above the
voice range.

Key Telephones and PBX's

Not all telephone instruments are connected directly to the
central office over loops, particularly non-residence telephones for
business, government, or professional use. 1In this case, additional
switching systems are interposed between the telephone instrument (extension
telephone) and the central office. These are manually operated key telephon
systems and automatic (or sometimes manual) PBX's or PABX's (two acronyms
for essentially the same thing). Some of these systems are of a size and
complexity comparable to a telephone central office.

PBX's are sometimes, but not always, located on the user premises.
In recent years there has been increasing use of Centrex service. In
Centrex service, the PBX's switching may be done either on the customer's
premises, or in the telephone central office. PBX extensions are reached
directly by dialing from the telephone network (direct inward dialing).
The telephone extension number becomes part of the nationwide numbering
system. On outward calls from approved extensions, the called telephone
is reached without the intervention of the PBX operator (direct outward
dialing). The extension in some cases is identified automatically for
billing purposes,

The Central Office

Dial central offices are of the step-by-step progressive-control
type, or of the common control type (crossbar and most recently electronic
switching). 1In a step-by-step office, the user more or less directly
controls the switches in the central office when he operates the dial
mechanism. Since these switches are mechanical devices with definite speed
limitations, the dial-return mechanism is equipped with a speed governor,
as a kind of buffer against an impatient user. In common-control offices,
operation of the dial controls the condition of groups of relays or solid-
state electronic circuits, which are made available for the user's sole
use, when he gets a dial tone. These relay or electronic-circuit combina-
tions then control the central office switches to set up the desired
connection. In general, these latter arrangements are faster. In some
cases this is taken advantage of by doubling the speed of the dial
mechanism from 10 to 20 pulses per second,

Except for this, however, the same type of telephone instruments

are used for all types of dial central offices. Push-button or Touch-Tone
control will be referred to later.
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Exchange and Toll Trunk Carrier Systems

Telephone switching offices are interconnected %nto.a natlﬁnw1de

hing plan orhierarchy in which the local central off1§e is at the
s 'hierarchical level, The switching centers of the h1erarch¥ ar?
p, nnected over short- and long~haul trunk circuits, These c1r?u1ts
inter(f:qvoice~bandwidth (approximately 3,200 cycles) and handle two klnﬁs of
S o1 : 1) the message signal itself -~ voice, data, etc.; and 2? the
i i’control signals used in setting up and taking down con?ectlons,
networ11:‘Ln switches, start of billing, and, in general, wha? is known as
controfficg "handshaking,' (exchange of call status informatlgn ?etween
:3::Z§ing offices by single-frequency [S.F.] signaling), It is 1Epor§:221
to good service that the message signals not produﬁe false neFWQr a?o :

b gals This can happen, For example, "talk-off" is a condition in which an
3n§2ual.voice sound can be interpreted by the signaling equip?ent az ?gr
indication that the subscriber has hung up. When the system is 1_1seosed o
other than voice, restrictions on energy.level and waveform are 1mEe e
avoid similar adverse effects, In certain trunk systems, a separa o
is used for network control-signals and these precautions arehnot reg:s .
The majority of trunks, however, use a single channel f?r bot purig réss
Restrictions on energy level and waveform are also.r?q?lred to avo ¢
talk and noise among services sharing the same facilities.

Multi-channel carrier systems carry twelve to many thouﬁands of
yoice channels through common amplifiers over paired cables, coaxial iébles,
microwave radio relay and (internationally) Subma?ine cable anq satel 1tef.
These common amplifiers can handle only limited 51gnal'power without OZEr
loading. The effect of overloading is to introduce n01se.and cro;s ta
into many voice channels. The total available load capacity of the .
amplifiers are designed to be shared evenly by all the ch?nne%s, wfet er
they are handling voice or other communications. Speciflcatl?ns or .
individual channel loading have been established to be an optimum comprise
between low levels where underlying system noises dominate and the higher
levels where intermodulation noise and cross talk prevail.

Other Uses of the Telephone System

One of the uses of the telephone network for purposes.other-than
switched message telephoning has been mentioned -- acoust%c or 1nduct1Ye
coupling to the telephone instrument for handling data, picture transmission,
ete, This is only one of many non-telephone uses.

Private-Line Services

Uses of the telephone system fall into two broad categories:
1) private-line services, and 2) services provided on the switched network.
Private-line channels may be terminated in either carrier-provided or
Customer-provided terminal equipment.
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SECTION 3

TRANSMISSION AND PROTECTION CONSIDERATIONS

INTRODUCTION

Tn this section we discuss the factors behind the carrier's
tariff restrictions on the power and waveform of signals sent over the

telephone networks (signal criteria),

THE PANEL HAS CONCLUDED
THAT THE SIGNAL CRITERTA

IN THE TARIFFS ARE REASON-
ABLE. SIGNALS WHICH VIO~
LATE THESE CRITERIA CAN
CAUSE HARM BY INTERFERING
WITH SERVICE TO OTHER USERS

We discuss next the sources and effects of harmful voltages on

personnel and plant, the exposures of the telephone system to these
voltages, and the additional risks introduced by user-provided equipment.

THE PANEL CONCLUDES THAT
INCREASED EXPOSURE TO
HAZARDOUS VOLTAGES CAN RE-
SULT FROM UNCONTROLLED
INTERCONNECTION

Finally we discuss the subject of cross talk, and how this
undesirable effect may be produced by unbalanced (to ground) attachments

to telephone lines.

THE PANEL CONCLUDES THAT

THE MAINTENANCE OF LINE
BALANCE IS IMPORTANT TO

GOOD SERVICE., LINE BALANCE
CAN BE IMPATRED IF POORLY
DESIGNED OR IMPROPERLY IN-
STALLED AND MAINTAINED EQUIP-
MENT IS ATTACHED TO THE SYSTEM
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The following paragraphs introduce the technical background
appropriate to the later, more detailed discussion of signal criteria,
protection criteria and line unbalance,

TECHNICAL FACTORS TO BE CONSIDERED IN THE INTERCONNECTION OF USER~OWNED
TERMINALS TO THE PUBLIC NETWORK

The public telephone network has been engineered, on a statistical
basis, to provide a variety of services to a large number of residential,
commercial, military, and other users with different service requirements,
The numbers and duration of the calls placed by these users cover a wide

Users are served by many types of telephone facilities at a range
of distances from their serving central offices, The trunks that tie these

offices into the long~distance portions of the network also vary statisticalll
in type and length, Resultant ranges in transmission parameters of the loops

and trunks produce variations in the overall end-to-end characteristics of
switched connections through the network. The alternate routing of calls,

setting up successive calls between the same two locations, 1In short, both

the service and the plant have been designed and can only be understood
and treated on a statistical basis,

Because the numbers involved in telephone network are large, it is
always possible to provide service to a small number of identified users
whose requirements depart from the statistics in terms, for example, of
the nature of signals to be transmitted. Special treatment might, for
example, involye the selection of suitable pairs in local cables to minimize
cross talk, Tt is clearly not economic, however, nor in some cases even
possible, to provide special treatment to a very large portion of the total
subscribers since the bulk of the service provided must match the capabilitie
of the bulk of the serving facilities. If, in addition, users whose signals

depart from normal are not identifiable, there is no way to provide them
with special treatment. .

If the network is to accommodate large numbers of user~-owned
terminal equipment, it follows that signal amplitude, waveform, and energy
distribution introduced by this equipment must continue to conform to the
parameters used in the overall network design. Even a single user, whose
signals are such as to cause cross talk or interference in multi-pair cable
Systems or cause overload in broadband carrier systems, can cause serious
deterioration of service to a group of users.
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Data and Voice

Motivation is one factor in the determination of Fhe likei%??zd
enerated signals will exceed the spectral power-handling caga ility
thateie hone facilities. Where voice transmission is involved, t eri is
of ¥ aliy no motivation for exceeding design limits since theknetwoiumes
o ents have been designed to. accommodate the range of talker vo e
COZPOthork links that will be experienced, with no advant?ge go e:ces ot
e i i it is to the user's advantage
. In data communication, howeveri L )
i:v:i:se the signal-transmission level in order to improve h;s o;n error
pe:formance, albeit at the expense of degraded performance zh ztsignals
i in this case to ensure tha
. It is necessary, therefore, in : tha
u::;:ed to the network do not exceed the transmission capabilities of the
a

telephone facilities.

In addition to control of signal %evels and v~raveform§(,1 thiions
interconnection of user-provided terminals involves other cons;eir:nd to.
The first of these is the risk of voltages hazardous to pﬁrsgnn L and
the network, The most important problem, of course, is Eleti:ngand
telephone installation and maintingnci ieissgﬁsiionIzthXizting B e

must be carried on without inte
:¥:1?§ezzzc;ractice for cable and exchange‘plant wo¥k?rs t; ;SEETZEZeginded
on cable pairs and junctions in the immediate proximity o
other pairs and junctions in normal use,

There is potential hazard in this activity due to the ﬁdjacezgytﬁz
the telephone system to electric power systems, H?weYe?, overszmilZiiy
two systems have evolved effective measures to §v0}d injury. 5 > us;r—
effective measures must be evolved where there is interconnection g
pﬁhed devices, to ensure that additional hargful voltage§ do ?zﬁ i;z
~ telephone network from this source. Due to 1nt§rconne?tloglglv e o
anticipated increase in user-owned terminal devices u31ng A,
high DC voltages, the possibilities of harm due to poor 1n}t1?f- estga;d
improper installation, and/or inadequate maintenance are significan
must be faced in the interconnection of user—owned equipment.

Another situation in which service to other subscribers may be
impaired is where the telephone line, normally well.bal?nced, bgcom?s
unbalanced when a poorly designed, installed, or maintained device is
attached to it,
?t Telephone cables are very carefully manufactured to mi?iml?e .
 Sawanted pickup of interference —~~ either from other telephone c1?cu3Fs i
.sﬁ!qnwnearby pPower systems, It is necessary to maintain this longitudina
balance at 211 times on all pairs, If this balance is degraded by some y
attacheq €quipment, not only will interference be present on the unbélance
pair, but also other pairs in the same cable will be disturbed. Again, .
adequate provision must be made to ensure that user-owned termi?a%s meet an
maintain the longitudinal balance that is fundamental to maintaining the

- Quality of Neétwork service, as do carrier-provided terminals.
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Signal criteria, protection, and line balance a i
i re discussed
detail in the following paragraphs, ? cussed in

SIGNAL CRITERTA

pd The Panel has examined the basis of the signal criteria (as
sPec1f1?d in the tariffs) that set limits on both "in-band" and “out-
of-band" power, Criteria for in~band (below 3,995 Hz) signal-power levels
are set to load the frequencyndtvision<multiplex carrier systems which
f?rnish most long-haul voice-grade services, so as to optimize the
signal-to~noise ratio for all users, The criteria for out~of~band signale~
power leyels are set to avoid interference to other pairs in the same
cable, at frequencies above 3,995 Hz, Such cross talk between cable
pairs increases at higher frequencies,

\A‘third category of signal eriteria sets limits on signal power
in a ?pe?lflc region of the in-band range (2,450 to 2,750 Hz), These
restrictions safeguard the operation of the 2,600 Hz in~band signaling
system, whic? is almost universally used in long~distance telephone service,
?alse operation of the in~band signaling system has serious results:
improper billing, intermittent interruptions, insertion of a band~elimina~

z;;? filter in the transmission path, or even complete disconnection of a

As a part of this study, the Panel has examined the structure of
the telephone~company plant and has determined that it does hot provide
p¥otective mechanisms by either level limiters or filters to correct for
Signals exceeding criteria limits. We have also examined the operation of
the telephone-company plant and have determined that the system is designed
to operate in accordance with the criteria,

g The defivations of the three classes of signal criteria, as set
orth in the tariffs, are discussed under the following three subsections,

In-Band Signal~Power Criteria

e - The tariff requirements on in~band powerl are as follows: FCC
» FCC 263 -~ the power of the signal at the central office not exceed

i
3,995 Hz, In-Band power is defined as the total power in the band ‘below

There is also a r i . .
Plant not exceed 0dBm. cauirement that the signal applied to the Lsog
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will be specified by the Telephone Company for each application to be
consistent with the signal power allowed on the telecommunications

network.

The above requirements on in-band power are based on interference
considerations of long-haul3 frequency division multiplex carrier systems.
These systems include cable carrier systems with capacities ranging up to
3,ax)channels and microwave radio carrier systems with up to 1,80 channel
capacity. Virtually all voice~grade services longer than about 200 miles
use these types of facilities,

These systems are designed to handle a per-channel load of -16dBm
long—term average power measured at a network reference transmission level
point. This -16dBm power is the maximum average power per 4kc channel that
can be permitted without incurring a noise penalty (increase in total system
noise power). Below the -16dBm per channel average signal power, the noise
is predominantly thermal (or random) noise. In addition to this thermal
noise (which is independent of total signal power), the broadband systems
are also subject to intermodulation noise due to non-linearity of the
carrier amplifiers. At these low levels, this increases with signal power
and at the -16dBm average signal power per channel, the intermodulation
noise and thermal noise are equal. At signal power above -16dBm, the
noise is predominantly intermodulation noise, this increases at a faster
rate than the signal power. Maximum signal-to-noise ratio is obtained with
average signal power at -16dBm.

Since both directions of transmission normally are not used
simultaneously and not all channels are active at the same time, it has
been determined that an average power limit of —-13dBm applied to all users
of a system is consistent with the long-term loading objective of -16dBm.
In developing the tariff criteria, this ~13dBm three-second average power
limit was translated to refer to a specific physically identifiable location.
The selected location was the serving central office and the usual loss
between this point and the equivalent network reference transmission level
point is 1dB. Thus, the maximum signal power that may be permitted at the
central office is -12dBm when measured over any three-second interval.

When this power level is exceeded, the effect on other users of
Voice and data services is increased noise and interference. Depending
upon the nature and number of the excessive signals, this noise and inter-—
ference may appear in the following forms:

(a) Increased background noise or hiss on
the channel

(b) Crackling or static on the channel

(c) Cross talk of other users' conversations into
the channel. This cross talk may be either

-

3Section 2s P« 19
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intelligible or merely bursts of garbled
speech

(@)

Increased error rates on data channels

(e) Complete loss of service caused by catastrophic
overload of line facilities

The network of long~distance facilities to which the in-band power
criterion is applicable is used on almost all long~distance connections
(over 200 miles in length), This network provides many diverse paths over
which voice and data calls may be carried, Network-management techniques
plus dynamic alternate routing plans vary the specific path (and specific
broadband facility) that a particular point~to-point call will use, Similar
changes in routing also occur on private~line services, particularly when
a facility failure requires an alternate facility for service restoration,
This need for facility flexibility necessitates that all channels be operated

\ at equal signal levels. Hence, an equal apportiomment of system power-
handling capability to all channels is appropriate,

CALLEAL 7 AT TR LR gy s v

. Out-of-Band 'Signal~Power Criteria

The tariff requirements on out~of~band”® power are as follows:
FCC 259, FCC 260, FCC 263 -~ the signal that is applied by the customer-
provided equipment to the Telephone Company interface located on the
customer"s premises meet the following limits:

(a)

The power in the band from 3,995 Hz to 4,005 Hz
shall be at least 18dB below the stipulated
maximum in~band signal power.

(b) The power in the band from 4,000 Hz to 10,000 Hz
shall not exceed 16dB below one milliwatt,

(c) The power in the band from 10,000 Hz to 25,000 Hz
shall not exceed 24dB below one milliwatt,

(d) The power in the band from 25,000 Hz to 40,000 Hz
shall not exceed 36dB below one milliwatt,

(e) The power in the band above 40,000 Hz shall not
exceed 50dB. below.one milliwatt,

4The out-of-band region is defined as those frequencies greater
than 3,995 Hz,

Criterion (3,995-4,005 Hz)
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is
limitation on power in the band from 3,995 E§ tzs4;205 Hz 1
5 T:Zntial interference in N3 carrier systems.c.1 inincity
S ogiZie-range cable carrier system usedhto pzoz; i968 i sre sETA
interme in length. By the en B
to 200 miles 1 g y = _ which
CirCUitz ogOSgOOOcircuit miles of N3 carrier 1n t?e Bgii iiSEEZ'SX—ZOO
p— ’ 15 cent of all intercity circul
for about per
accounted

mile distance range.

riteria
The interfering effect caused by e iﬁ §§Ziss %ﬁ zzzei to meet
G i her user s cha .
iation or flutter in another ower of
- gaiglga:ystem-flutter objective, it is necessary Z:;; EZirzer at the
;:: i:ierfering signal be 56dB below thi power ;f zzeupon nbe TeuEiEwents
: as
rier s stem's gain regulator. . llows:
izPUt izezgincizr the 2,995 Hz to 4,005 Hz band is calculated as fo
the cr

Spurious signal-to-carrier ration +52§g

Carrier to maximum signal

Average 4kHz suppression in 13048
channel filters . e
Allowable 4kHz to in-band power ratilo

Criterion (4-10kHz)

z is
The criterion for power in the band from 4,000 tod%g,ggg Eelevision)

based on interference considerations in audio br?odcast (Ezelstandpoint,

i no

iti of these services, from an i
flue moat. cuLbies all peak signal-to-nolse requlrement'zi
: io-to-transmitter

60dB. In order to meet this overall requirement, the sﬁ9d1:itga§-to—noise
allo;ation of peak signal-to-noise is 65dB. Based Ont;eliaxiium hange]
requirement and a peak transmitting level of +18dBm, 10kHz criterion is
noise permitted is -47dBm. Using this limit, the 4 to

calculated as follows:

services.
is FM broadcast, which has an over

-47dBm

Maximum noise ) 5
Correction for measuring teéhnlques' AT

and allowance for maintaining margin =
Correction for multiple disturbers e
System equalization “
Cross-talk coupling loss at 8kHz 69d
Allowable 4 to 10kHz power on

-16dBm

disturbing pair

. . nd
5Broadcasters normally use nonweighted noise measure22n32i2hted
align their equipment at 400Hz, while the Telephone Company us
noise measurements and aligns audio channels at 1,000 Hz.
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The interference mechanism in the case of these channels is cable
cross talk. The resulting user effect is noise or tones heard in the
channel. Due to the large number of ultimate users affected by interferenc
with audio broadcast services, it is very important to avoid such effects.

Criterion (10-25kHz)

The criterion for the 10 to 25kHz band is based on considerations

of interference into the Ul carrier system which uses the 14 to 22kHz band
for transmission from the user to the central office.

The Ul subscriber carrier system is a relatively new system and i
not widely used at present. However, looking ahead to increased copper cos
and reduced electronic costs, it is expected that loop systems operating
in this frequency range will likely be used to an increased extent.

To meet noise objectives for this system, the minimum carrier-to-
interference ratio in this band is set at 75dB. Based upon this requiremen
a maximum signal of 21dB below a milliwatt would be permissible on a single
disturbing pair based upon cable cross-talk coupling characteristics alone.
Because other noise and cross-talk sources can exist in a given cable, the
criterion was set 3dB lower than the limit for a single disturbing source.
This provides assurance that the system-noise objective will be met under
most conditions. The criterion is computed, as follows:

Interference-to-carrier (18kHz) ratio
for 15dBm noise at subscriber
terminals

Carrier level

Correction for multiple disturbers

Cross-talk coupling loss at 18kHz

Allowable 10-to-25kHz power on
disturbing pair

Criterion (25-40kHz)

The criterion for the 25-to-40kHz band is also based on inter-

ference into the Ul carrier system. The Ul system uses the 26-to-34kHz
band for transmission from the central office to the user.

The required carrier-to-interference ratio for this band is 77dB.
To meet this requirement the criterion of 36dB below one milliwatt was
established. It reflects consideration of both the increased cable
cross-talk coupling and the greater transmission loss at these higher
frequencies and also makes allowance for other. noise and cross talk in the
cable. The criterion is calculated as follows:

- i OkHz) ratio
rference-to-carrier 3
I?E: 15dBm noise at subscriber terminals

Carrier level . .
Correction for multiple disturbers

Cross-talk coupling loss at 30kHz

Allowable 25-to-40kHz power on
disturbing pair

Criterion (Above 40kHz)

The criterion for power in the band above 40kHz is based o?
tential interference into PICTUREPHONF service and into cable carrier
lo)
gystems operating in that frequency range.

The effect of interference to PICTUREPHONE service on thedusgr ;
is snow in the picture or herringbone patterns superimposed on the desire
picture, due again to cable cross talk.

Signal Criteria (Criteria for Distribution of In-Band Power)

The tariff requirements concerning distribution of power w1;h1n
the transmission band are: FCC 259, FCC 260: FCC 263 -- t? Erevent E e
interruption or disconnection of a call, or 1?terferencg :15 nitwozpr_
control signaling, it is necessary that the §1gnal applied Z t..et::e.uspr'S
provided equipment to the Telephone Company interface locate onb - o
premises at no time have energy solely in the 2.450-t0o-2,750 Hz danﬁ; .
;ignal power is in the 2,450-to-2,750 Hz band. it must not exceed the po
present at the same time in the 800 to 2,450 Hz band.

Tn the 2,600 Hz single-frequency (SF)6 signaling system, the SF
receivers respond to signal power in a relatively narrow b?nd nominally
centered on 2,600 Hz. However, factors such as manufacturing tolerances,
aging of components and ambient-temperature differences produce some
variation in both the nominal bandwidth and the center frequency o£ rhe.
receiver-response band. In addition, a form of distortion termed ''carrier

» issi s
- 8hift " which may be encountered on certain types of transmission systems,

causes small frequency changes in the signal and is another source 9f
variation. When fartors such as these are taken into account, we find that
the effective SF response band lies between 2,450 and 2,750 Hz.
are designed, however, not to respond to power in this band when an qual
OF greater amount of power is present at the same time in the 800-2,4§u =
portion of the voice band. This criterion applies at the user's terminal
and includes allowances for the sources of variation cited before as wel.1
as differences in transmission loss for different frequencies in the voice

g:P§3 OVEr regular telephone connections.

83es; -

+ B0

6
Section 2, p. 19.

The receivers
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Harmful Voltages

In thi i i
18 section we discuss sources of harmful voltages

appropriate i i
p to the Interconnection issye network, exposures to these

voltages
ges, and effects produced by them, The major hazard of significance

is to maintenance personnel. Equipment h

case of excessive voltage,

Hazard to Personnel

ff f l i i

equipment and/or systems.

as
a result of the connection of user—-provided

1. Ef i
fects of Electric Shock, Harmful effects are determined

In
fat:inzuways, t?e most dangerous source of potentiall
rrents is 110 or 220 volt AC. The major dangz
o

2,
Ef;;:;hgi Personnel Exposure., As explained, the
€ companies provide servi :
; Vice to custome b
te rs
ans of physical conductors in the exchange planty

'

Each ti i is i
e h;ge serV}ce 1s installed, removed or repaired
phone servicemen make Physical contact with wiré

poles, and in the central office building

In
Cong::sralihthe work operations require a hands-on type
. e size of the wires, th i
Sonte : 3 € terminal sizesg
tﬁe i:gs,fand the qexterlty required, generally precing
of protective clothing or devices such asg : o bg :
ubber

Th . . .

particularly when working on joint-use poles shared with

ower c i i
P Ompanies. But they are lnappropriate for such tasks

as splicing together multi-conduct

| or, fine-gauge cables.
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The conductors that fan out from a wire center (or central
office building are carried in densely packed cables, ranging
from as few as 6 to 2,700 pairs of conductors per cable, and
they are spliced together and terminated on closely spaced
terminals in cross-connection boxes and in sealed splices
along the routes. Therefore, servicemen working on a

single pair are exposed not only to that one pair at terminal
field appearances, but also to additional pairs that are

connected to adjacent terminals.

Effects of Interconnection on the Harmful-Voltage Problem

The direct electrical connection of user-provided equipment and
communications systems to telephone company lines adds an additional source
for the introduction of potentially harmful voltages into the telephone
plant. This can come about by a faulty equipment design or manufacture,
or a faulty installation, both of which could cause 110 V AC or higher to
appear on the loop. This potential hazard is also unique in that it is
perhaps the easiest source to protect against in that the telephone-line
exposure occurs specifically at the point of interface with the user
equipment. Assured protection at the interface can provide suitable
protection in both directions, i.e., protect the user from possible voltages
on telephone lines and protect the telephone personnel from high voltages
introduced by user-provided equipment or systems. In Section 5 we discuss

protective mechanisms for this need.

Loop Balance

Connections between customer premises and central offices are
normally made by individual wire pairs in multi-paired cables. The wires,
because of the close proximity to each other, have mutual capacitive and
inductive coupling effects. Mutual coupling results in cross talk between
adjacent pairs, which, if not controlled, increases the noise level on all
circuits concerned. Cross talk, in aggravated instances, can produce
interfering signals of an intelligible nature, which violates, or appears to

violate, the privacy of one or more users.

Cross Talk in Cables

To minimize electrical interactions among individual wire pairs
within the cable, the pairs are twisted and balanced to ground. Twisting
of the wire pairs reduces the effects of magnetic coupling to an insignifi-
cant factor, Capacitive coupling is, however, still a factor and has to be

carefully controlled.
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NETWORK-CONTROL SIGNALING
The longitudinal balance in cables is controlled in manufacturing

so that the coupling loss between pairs is generally well over 100dB with
about one percent of Pairs having coupling losses of 80dB or less at

1,00 Hz. Since this coupling is primarily capacitive, the coupling loss

I
A g " CTION ‘
will decrease (hence cross talk will increase) with Increasing frequency INTRODU
at the rate of 6dB per octaye, Tests have shown that if one conductor The network-control signaling functions are associated with the
of one pair is grounded, cross talk will be worsened by 20dB, and if one E . . laci answering, and charging of calls over the switched
conductor of each of two pairs is grounded, it will be worsened by as much ag 1n1ti:£10n, PLacTRE, ’ ‘
60 dB. Therefore central-office circuits and telephone-station equipment EEvork. l
and wiring in the telephone network are designed, installed, and maintained to Malfunctions can cause incompleted calls, or calls completed to i
ensure a high degree of balance to ground, other than the intended terminal. Processing such calls reduces tge r
: n i . e effects of these
While cables are designed and controlled in manufacture to capac1ty_of the ngzw§2§ttgyszizeuszg§m§% t;:li;stei? not just those h
s " ) . ma
maintain balance and reduce cross talk, these controls become ineffective ma%f?nztignsandyanswering imperfect calls. I
if equipment attached to the cable pairs is itself improperly designed, prigin &
}nstalled,or maintained. Cr?ss talk will'result if user-provided equipment The present state of the switched te%eph9ne network d0e§ n?t "~ |
*8 mbslaneed to ground. This can occur if: permit easy identification of the source of this kind of malfunction; t al \
. . ; t i i T
. : : b e o is, to locate it as occuring in the subscriber's statl?n.or 1n.the centdares V
(a) Equipment is poorly designed initially, office. Carrier-maintenance personnel, tests, and admlnl?tratlve procedu |
Te;minatlgg Fhe Fsl?phone il become involved in the attempt to localize these malfunctions as they come ﬂ
unbalanced circuit is a common error. .
. to light,
(b) Equipment is improperly installed so as
to apply a ground to one side of the line. k-Control Signaling
4 s . 5 nces of Improper Networ on g
This may occur accidentally through insulation gposeque BLEP 1
being scraped away or with nails or staples

The consequences of improper network signaling pervade the entire P
cutting through wires. network and can be grouped into the following categories: H
(c) Equipment can fail in service. A component
|

i

: \

(a) Wasteful use of central office and i

can break down and cause unbalance on the transmission facilities I

line, “

. e b) Annoyance to other users |

Cross talk can be insidious and difficult to locate because the (b) 7 ;

malfunction is‘partia% rather than total, The'user may or may not be ' (c) Incorrect billing |

aware that he is causing trouble to other parties, especially if his service |
appears normal. Thus, the deteriorated performance can exist for a long

(d) Wasted testing and maintenance effort
period before diagnosis and correction. Tt should be noted that, with

multiple party-line operation, one side of the line is grounded through (e) Added administrative expense
the ringer, However, the ringer impedance is high enough to avoid
unbalance at voice frequencies,

Following are examples of each category:

1. Wasteful Use of Central Office and Transmission Fac%liti?s.
Wrong numbers caused by a faulty networ%—control signaling
unit represent a waste of switching equipment and a source

of annoyance to those who are wrongly called.

|
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Furthermore, a wrong number resulting from faulty signaling
can cause a call to end up in the wrong city. In the near
future, a wrong number may tie up, for a time, a trans-
atlantic cable or satellite trunk connection. There are
other sources of faulty control signaling. If, when a

call is completed, the switch hook contacts fail to open
properly, or some extraneous impedance remains bridged
across the line, it is arranged that the connection will
release after a time—out of thirty seconds, This is thirty
seconds during which the circuits are not available to other
users,

Annoyance to Other Users, In the example mentioned above, in whic

the call is not released properly, the user himself will be
unable to place calls during this interval and others trying
to reach him will receive busy signals.

Incorrect Billing. On a two-party line, the billing equipment
at the central office recognizes which party is making a
call because there is a high-impedance DC connection to
ground on one side of the line. If the connection is not
made in the telephone, or if the telephone is installed or
maintained improperly, the wrong party will be charged for
some calls. On lines with more than two parties, more
complex party identification schemes are used, which
depend upon the telephone instrument having particular
identifying characteristics that differ from the
instruments on the same line.

Added Testing and Maintenance Effort. When excessive wrong
numbers occur, action must be taken to identify the source.
It might be on the loops, in the line circuit, or in the
central office. On the other hand, it might be in the
network-control signaling unit. The user unable himself
to determine where the problem is located will normally
call the telephone company. Faulty network contact signaling
often shows up as an intermittent trouble. These are the
hardest to trace and to diagnose.

Added Administrative Effort. Improper network-control
signaling can result in customer demands for credit
against his telephone bill due to false charges.

Since the source of the trouble, as previously mentioned,
is difficult to trace and correct, the added administra-
tive effort required can be considerable.

Improper network-control signaling leads to inaccurate billing,

wasteful use of the telephone plant and administrative effort, as well as

«

s

o
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& annoyance to other users, In planning for the use of user-owned network-

control signaling devices, the quality of network-control signaling
must be preservyed.

AT&T Company Experience with Network-Control Signaling

The only available reliable source of information to the Panel
on network-control signaling is experience with this function in the

~ operation of the switched telephone network. In this section, information
. and data furnished by AT&T are summarized.

Dial-Pulse Signaling

Network-control signaling failures are largely related to the
familiar rotary dial. Sources of trouble here are:

(a) Finger wheel and stop
(b) Contact

(¢c) Mechanism

(d) Noise

(e) Other

The dial mechanism itself was the most frequent source of
difficulty. The mechanism is required to operate at speeds nominally
between 9.5 and 10.5 pulses per second and with a percentage break
between 58 and 64 percent. Generally, the units used by the Bell System
fail in such a manner as to fall outside the percentage-break tolerances.
This type of failure can lead to dialing wrong numbers.

Data on units supplied by others is sketchy. AT&T and Bell
Laboratories, however, had reported experience with some equipment they
have tested and found deficient. For example, one unit tested had a
low-priced "antique" telephone with these two faults:

(a) Low ringer impedance

(b) Percentage break 67 percent outside
allowable range of 58 - 64 percent

The first fault is attributable to poor design. The second
may indicate either poor design or maladjustment. Bell has also tested
commercial answering machines and repertory dialers. Some answering
machines had the characteristic of failing to disconnect promptly. One
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repertory dialer tested exhibited improper percentage break as a function
of line voltage, missed digits on low linevoltage, and had inadequate
interdigital time. A second repertory dialer exhibited dial speed and
percentage-break characteristics that aged beyond specified limits.

On the other hand, general experience with telephones made by
reputable manufacturers of telephonic equipment has indicated that the
quality of network-control signaling units is on a par with those supplied
by Bell, No comparative statistics are available.

Based upon the statistics provided AT&T, the mean time between
failures for Bell station sets is 8.5 years., The mean time between
failures for rotary dials is 46 years and for ringers 59 years.

The combination of rotary dial and ringer has a mean time between
failures of 26 years.

It is this kind of performance, or better, that must be
realized where new devices and systems are attached to the telephone
system if present network-control performance levels are not to be
degraded.,

Touch-Tone Signaling

Touch-tone signaling uses two tones per digit generated by
pushing buttons on the telephone. One tone is selected from four fre-
quencies between 697 and 941 Hz. The second tone is selected from four
frequencies between 1,209 and 1,633 Hz. Both tones must be received by
the central office for it to be accepted as a valid digit. Frequencies
have a + 1.5 percent tolerance. Output power is made a function of line
current to regulate the received power at the central office for various
loop lengths. Other tolerances are specified to hold the two sets of
tones at appropriate power levels, The unit must operate within tolerance
over a -30°C to +55°C temperature range and during its service life.

Reliable statistics on types and frequency of failures are not
available on touch-tone dialers. Failure of the multi-frequency dialer
due to improper frequency or power level, for example, will not be
interpreted by the central office as a wrong number. The more likely
condition is a register time-out due to its failure to recognize all
the transmitted digits. This use of central office facilities is
considered relatively insignificant as a harmful effect when compared
to harmful effects due to malfunctioning rotary dials.

We conclude failure of touch-tone (multifrequency) signaling to

be considerably less harmful to the network than failure of dial-pulse
signaling,
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Maintenance Data

In the switched telephone network, network-control signaling is
exercised by the customer through the telephone instrument and over his
wire loop to the central office. It is pertinent, therefore, to examine
available data on station troubles and the costs associated with mainten-
ance and trouble clearing. The following data were supplied to the Panel
by representatives of AT&T.

In 1967, Bell had 42,586,551 customer-trouble reports - 27,392,760

troubles were found as a result. These troubles broke down as follows:

Station set 8,608,962 30.8%
Other station

equipment 4,302,696 15.47%
Station wiring 4,802,760 17.2%
Outside plant 5,390,924 19.37%
Central office 2,485,913 8.9%
Customer action 1,801,505 6.4%

A Bell System study of station troubles made in 1966 showed the
following breakdown:

Trouble rate/100 stations/month

Cord 0.21
Dial 0.18
Ringer 0.14
Key and lamp 0.12
Mounting and plastic 0.12
Circuit 0.08
Receiver 0.03
Transmitter 0.03
Other 0.03

Whether these data reflecting carrier experience would be valid
for customer—-furnished station equipment, would depend on the performance
of this equipment relative to that furnished by the common carrier. I
would also depend on the extent of use of touch-tone control instead of
rotary dial.

FAULTY NETWORK-CONTROL SIGNALING WITH USER-OWNED EQUIPMENT

It is difficult to evaluate the effect of interconnection on
network-control signaling, since it is not known at present what precise
instrumentalities users will employ for this function. Network-control
signaling performance is closely related to the very detailed design and
performance of the device used (switch hook, rotary dial, touch-tone pad).
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The best that can be done, therefore, is to cite present experience
of the carriers using their own devices. Starting from this as a reference
point, it may be postulated that devices owned and used by customers will
be either (a) as good as, or (b) poorer than, these carrier-furnished

devices., The consequences of these assumptions are drawn in the following
section.

ECONOMIC PENALTIES OF NET CONTROL SIGNAL-DEVICE FAILURES

Data on Bell System rotary dial and ringer units show a mean
time between failures (MTBF) of 26 years. This is equivalent to
a failure rate of 0.0385 per year.

Except for the special case in which competent maintenance personnel

are continually at hand, trouble visits will be required and costs will be
incurred and must be paid for.

Some vendors and users might be satisfied with a seemingly
reasonable, though lower, MTBF, Reliability, however, has a profound
impact on network operation and cost. Based on a large volume and using
the Bell System experience of $15 per maintenance visit, Table 1 shows
the annual average per phone cost for maintenance alone as a function of
MTBF. The distribution of this cost between the user and the carrier
cannot be determined at this time; however, it represents a substantial

factor to be considered in specifying the performance of network-control
signaling units,

TABLE 1

Annual Maintenance Cost

MTBF Allocated to Each Phone
26 years $ .57
20 years 15
15 years 1.00
10 years 1.50
5 years 3.00
1 year 15.00

Another cost (to the carrier) associated with improper network-
control signaling failures is that attributed to wrong numbers, wrong toll

charges, etc, It is difficult to estimate the frequency of such occurrences
as a function of MTBF.

A third cost associated with network-control signal-unit failures
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is that due to false calls for assistance by the user. Where limited
free interconnection has been permitted in the past, it has been the
experience of the carrier that he is frequently called to perform the
maintenance when, in fact, the interconnected equipment is at fault.
This phenomenon can be expected to persist with any form of
interconnection in which a specific interface between vendor equipment
and the telephone company is not clearly defined.

The three types of costs described are a function of the MTBF
of the net-control signal unit. The costs are very significant when
evaluated in terms of a large number of subscribers. These costs will
be borne by both users and the carrier, since some costs cannot be
easily allocated.

CONCLUSIONS

Net -control signaling is a critical element, and a high order of
reliability is necessary to avoid loss of net performance and excessive
costs to both carrier and user.

x.\
I




SECTION 5

PROTECTIVE DEVICES

TARIFFS AND PROTECTIVE DEVICES

Unrestricted interconnection of user—owned communications devices
or of privately owned unregulated communications systems to the public
telephone network, as discussed in detail in Section 3, introduces the
possibility of harm to the users of the networks in the form of degraded

performance or an increase in the hazards of exposure of carrier personnel
to dangerous voltages and currents.

As a safeguard against these potentially harmful effects, AT&T has
incorporated in FCC tariffs 259, 260, and 263 not only protective criteria
relating to levels, bandwidth, and signaling frequencies, but, in some
cases, a requirement for carrier—furnished and installed protective and
coupling arrangements to be placed between the telephone network and
customer-owned and customer-maintained equipment and systems, Private-line
customers obtaining service under FCC tariff 260 are not, in all cases,
required to obtain protective devices.

This Section discusses this concept of protection along with
alternative arrangements, At the present time, the selection of
devices and priority of design and manufacture rests with the carrier.
The number of different types of coupling devices available is limited
and are intended to fill immediately-known requirements, They are to be
followed by additional types as needs are identified, economics are
justified, and as development is completed. Systems innovation and
development of user—owned devices may be influenced by the willingness
of the carrier to produce specialized interface units. This approach
will be discussed in depth in later portions of this section,

PROTECTION AFFORDED BY PRESENT CARRIER-FURNISHED DEVICES

It is not intended here to provide a detailed description of
eyvery available coupler. Each is described in detail in a Bell System

Technical Reference., The couplers are similar in their basic functions,
which are:

(a) To isolate the line from hazardous voltages

(b) To limit signal levels

(c) To preserve longitudinal balance
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(d) To protect the network control and
signaling functions

In its simplest form, the coupler is designeq arounq an "
jsolation transformer that interfaces directly, via a jack, with the

user—-owned equipment. This transformer serves three functions:

(a) It ensures longitudinal balance on the loop'
regardless of any unbalance in the customer's
equipment

(b) It isolates DC currents in the customer's
equipment from the loop

(c¢) It prevents hazardous A.C. voltages from being.
impressed on the loop by virtue of its saturation

capability

Varistors, shunted across the line side of the transformeF, limit
peak signal voltages. A capacitor in one side of the line blocks line current
from saturating the transformer core.

Some of the more complex forms of coupler inc%ude a more
sophisticated signal limiter designgd-to reduce digtoitzon oiaiazients
signals that exceed the allowable limits. Others inc u-e ar g o oly
for signaling and supervision, either manual or.automatlc, answeg ng 9
or answering and calling, Coupler-for interfacing customer-owne
equipment are much more complex units.

Degree of Protection

1. Hazardous Voltages. The major hazard is thaF involving
personnel and the protection provided here is excellent
in the carrier-furnished units. A saturable transform?r
is an effective method of protection. Fuses and c1¥cu1t
breakers rated for equipment protection do not provide
personnel protection.

2 Signal Amplitude. The protection provided here also is
excellent. The various types of limiter all ensure that
proper levels are not exceeded.

3. Spectrum Limitations. No attempt is made in any of thc?d
couplers to limit signal spectrum. The couplers provide
no protection against unwanted frequencies.

lSection 3
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4. Longitudinal Unbalance, The isolation transformer provides
excellent protection against any defects in the customer's
equipment or installation that could cause unbalance on the
user loop and consequent hazard of cross talk and noise.

4. Improper Network Control Signaling., The subject of network-
control signaling and the consequences of improper control
are dealt with in some detail in Section 4, 1In this
section, conclusions are reached as to the effectiveness
of the current carrier-provided interface arrangements in
preventing improper network-control signaling.

The degree of protection afforded to customer—generated
network-control signals is minimal, DC isolation is
indeed provided between the customer's equipment and the
%oop, but since signals are usually merely repeated, there
18 no protection against dial-pulse speed variation, make-
break ratio (in most cases), or repetitive dialing from a
malfunctioning auto-calling device. In certain cases,
particularly with relays that repeat dial pulses, the
coupling device can, in fact, degrade the dial pulses

by inferior timing characteristics of the relay. 1In
another instance, the dial repeating function in one of
the protective devices was less tolerant to dial pulse
variation than if no protective device were used. In

this latter case, AT&T is redesigning the unit.

IDENTIFIED ISSUES

Reliability

The protective arrangement or coupler introduce another electronic
b9x into the system. What are the chances of failure occurring in a coupler
with an attendant reduction in reliability? The answer, of course depends
on the complexity and soundness of design of the coupler. 1In the ;ery
simplest type of voice coupler, several solid-state diodes and an isolation
t¥ansformer are all that is involved, Since all elements are solid-state
life under normal operating conditions is indefinitely long. Transformer:

lnsu%ation failure at telephone-line voltage is extremely rare unless the
quality of the insulation is initially poor.

At the next higher level of coupler com lexity, the diod
replaced by amplifiers and an AGC circuitpwith poger sugély. Addi:io::;
resistors, capacitors, transistors, and diodes are introduced. Under
normal c?nditions, the life of this sort of coupler should be comparable
to the life of the attachment. Certain of these couplers use relays for
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dial-pulse repeating. Relays are notably poorer in reliability than
B solid-state devices and can, therefore, be expected to have a somewhat
higher, but still acceptable, failure rate.

Redundancy

Redundancy, for purposes of this discussion, means that essential
functions are duplicated in the coupler and in the devices attached to it
and the requirement for protection, in many cases, can cause such a
redundant condition. For example, redundancy occurs in some of the
couplers provided for use with PBX's. In these cases, all functions of the
coupler are repeated within the PBX itself from transformer isolation to
regeneration of subset dial pulses which themselves may meet the dial
criteria.

One approach would be to delete the redundant features from the
user equipment designed for interconnection to the common carrier network.
A manufacturer, on the other hand, would then be required to supply two
types of equipment -- one to interface with the carrier provided coupling
unit and another where a coupler is not required. Another approach would
be to allow interconnection under the provisions of a Certification
Program. 2

Transparency

Ideally, the protective device should be '"transparent'; that is,
its presence should have no effect upon normal system functions. In this

connection, the present coupling units are not transparent in that they do
not pass DC due to the transformer provided for line balance.

"Transparency' has another, and somewhat different, meaning to
the designer of equipment attached to the telephone network. The ideal
protective device to him is one that does not require that he make design
changes in his equipment. For example, the AT&T CDH coupler for PBX's
presents a manufacturer of PBX's with a ten-terminal interface, whereas a
PBX is designed for a two-terminal connection direct to the carrier's
line.

Certainly, the greater the transparency of the protective device,
the fewer the problems presented to the designer and manufacturer of
terminal equipment. As with the redundancy case, transparency can be
improved by cooperative action by the carrier and the supplier of
attachments to produce improved couplers or by incorporating the protection
into a unit built under an enforced certification program.

2Section 6
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| Availability
« . . . ’ . Although the ideal protective arrangement should be without loss,
w AT&T stateSeEEZtntﬁngi szpzoteczive dev%cez —-— Fo Ee ava;lazle. coupler losses amounting to 2 db to 3 db are practically achieved. Normal
w . . . Bt APSGUELL T DeRIre Lypes are.avélla Rt Gl (E : variations of attenuation in the received signal of the line can vary over
| carrlerhls proceeding with the development of other varieties, They further , 10's of dB's due to differences of loop length and other circuit variables.
1 stat; Ehak ihe ;uddeznei§ Ofdth? tarlfi filing created problems with regzrd Therefore, losses induced by the coupler are small compared to normal
1 STRE SUpPLy OF PYOLCULEVEe CeRilosh mimimum number of.types WETE Teacy circuit variations. There is usually no problem in compensating for this
for distribution at the time of, and shortly after, the filing. Nevertheless, ' additional loss. Most modems and other attachments have adjustments or 1
a number of users have complained about lack of availability of announced taps by which these losses may be fully compensated. ’
units. Some have complained that, due to the difficulty in defining all
protective requirements in advance, design and production of devices by
w the carrier could unduly delay installation of systems There is also :
‘ . Packagin ‘
concern on the part of manufacturers that their desire and ability to . —as2eTe |
; : P o . . \
| innovate will be limited by the decisions of the carriers. At this time, The carrier-supplied protective device now appears as a separate k
5 availability is further complicated by a lack of a firm interpretation of entity in its own cabinet or box. While clean-cut from the carrier's
i tariff language. A lack of uniform interpretation among the many telephone point of view, it represents to the user just another box that has to be ;
I

located in the customer's equipment, although the carrier indicates it is

| : 1111 i hi |
P Supply Desendense willing to discuss this issue. ‘

} companies and the various state Public Service Commissions is also a factor. put somewhere. Presently, the protective device cannot be physically i

Protective arrangements (above the simplest level) require a source Integrated Protection

of power and typically commercial AC power is used. In the event of a
power-line failure, therefore, the protective arrangement becomes inoperative. Assuming a Certification Program3 to allow direct connection between |

. . . . t r n . : |
Communications within the customer's site can continue if the customer has ‘ carrier and users, the following are some factors involved in the inclusion |
provided emergency power for his own equipment, but communications with the of the protective arrangement within the equipment cabinet.
outside world, where it is most needed, is cut off. This problem can be ) ﬂ
resolved and, fortunately, many solutions exist. Automatic means for 1. Redundancies can be removed in various ways;
bypassing the coupler in the event of an emergency is one possiblity. The ' one way is through repackaging. A manufac: i

roblem disappe i is i i ;

P isappears, of course, if the protection is incorporated into the turer, having complete control over both [l

d 1 . ) . : f
eign of the user's equipment. the protective device and his own attach-

ment, will tend to eliminate all redundancies

in order to get the best cost advantage.

Glare
. 2. There may be small maintenance advantages. An !
"Glare" is a condition that occurs on trunks or lines when the interfaZe oF tus wives is exsddr Eo mgintain i i
circuit is seized at both ends at, or nearly at, the same time (or during the interface of eight or more wires of the more |

what is called the '"unguarded interval'), When this happens, the switching

& complex couplers.
machines at each end of the circuit are confused, each fruitlessly waiting P P |

for an answer from the other end. Early-type protective couplers were 3 There are fewer hardware variations. Manufactuxbss
designed to a 1.5 second unguarded interval. The addition of this coupler ' ) of the user's equipment will build.the protective
introduced a three-fold increase in potential glare with customer-provided » arrangement from the same hardware building blocks
PBX's over normal operation, However, a field change order for all CDH units, that ire used in the rest of this equipment The
which reduces their unguarded interval from 1.5 to .5 seconds, has been nsibar of tVpes bf J—— assembliesqnegded éor
issued. The risks of glare with this change are no different with the maintenanceygs conseguently reducad.

protective coupler and user-provided PBX equipment than that with
carrier-provided PBX' s. The increase in glare incurred by the addition of

the protective arrangement would, therefore, a ‘ 3
ppear to be a minimal :
problem at this stage, ’ ’ - Section 6
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4. The appearance of the installation is enhanced
if there is one less box to contend with., The
space occupied by the protective arrangement
within the user equipment should be considerably
less than as a free-standing box. The sharing
of common facilities (power supplies, framework,
etc.) will contribute to the better packaging
efficiency.

5. No conclusions can be drawn with regard to
manufacturing-cost advantages, It appears
that a large-volume manufacturer would have
a manufacturing-cost advantage through
elimination of redundancies and the sharing of
common facilities (as discussed in 1 and 3).

6. A built-in protective device has greater potential
for mobility where that feature is important.
Carrier—-supplied protective devices would other-
wise be required at each point of use of the
portable attachment.

PROTECTION AT THE TELEPHONE CENTRAL OFFICE

This section discusses the feasibility of transferring the
protection function to the telephone central office itself.

Perhaps the most significant observation to make about providing
protection in the central office compared to protection of the customer's
station is that no protection can be provided in the central office for
certain effects. Protection at the central office cannot affect high-level
signals that cause cross talk in exchange cables, high voltages that may
be hazardous to those working on the loops, or unbalance which destroys the
inherent balance of cables. Protection in the central office could, in
principle, prevent excessive levels on carrier systems in the trunk plant.
Present central-office designs, however, do not provide facilities to
limit signals to the levels required to prevent overloading carrier systems
or to prevent cross talk in loops or on voice-frequency intertrunks. In
any case, such facilities, if provided, would also have to be provided on
a per-loop basis or switched into service as required. At this writing,
the Panel does not have enough information to make recommendations.

OTHER PROPOSED PROTECTION ARRANGEMENTS

Although the present coupling arrangements provide an acceptable
way of providing protection from the hazards discussed in Sections 3 and 4,

- 47 -

there may well be other and better ways of accomplishing it. An approach
proposed by one manufacturer provides partial protection., The exact
nature of the protective device, which uses solid-state elements, is not
disclosed by the manufacturer, Its virtue is apparently low cost, The
device does not use transformer isolation, yet appears to guard against
hazardous voltages and out-of-limit signals. The protection, hdwever,

is not complete in that capacitive unbalance can still exist,

CONCLUSIONS

The need for some forms of protection is well established, The
questions are: How much? Where? and In what form? Clearly, there must be
protection against harmful voltages, excessive signal amplitudes and
longitudinal unbalance introduced by attached equipment. We draw the
following conclusions: !

1. Existing carrier-provided protective devices are indeed
effective in providing protection for hazardous voltages,
excessive signal amplitudes, and longitudinal unbalance
from users.

2. Existing carrier—provided protective devices provide, on the
whole, minimal protection against faulty network control
and signaling.

3. A protective device obviously introduces another potential
point of failure, Reliability of the protective devices
under normal operating conditions, however, should be
comparable to the attachment and should, therefore, present
no great concern.

4, There are redundancies between the functions of the protective
devices and those of certain user-provided equipments; e.g.,
PBX's.

5. Carrier-provided couplers are not inherently transparent.

6. The present dependence of some couplers on commercial power
is a significant and probably unnecessary disadvantage.

7. Protective arrangements do not contribute to any significant
performance degradation., Increase in glare is minimal.
Transmission loss is a small effect.

8. Central office protection cannot provide the same degree
of protection as customer-site protection.




SECTION 6
CERTIFICATION PROGRAM

Certification procedures in the interest of safety are customary
in areas where safety to personnel and equipment depends critically upon
engineering design, installation, maintenance and inspection, The Federal
Aviation Agency regulates private flying under such a program. The Federal
Communications Commission regulates the operation of radio and television
broadcasting stations through the issuing of station and personnel licenses.
A certification of satisfactory inspection by an inspector, who is himself
certified as competent, is required before an electric power utility.will
permit the connection of its power lines to a new home, office building
or factory. There are other familiar examples in which certification procedures
are in daily operation.

It is natural to inquire whether similar procedures can be applied
to the interconnection of user—owned equipment with the telephone network.
The Panel has studied this question and has concluded that:

ALTHOUGH EACH TELEPHONE
INSTALLATION IS, TO SOME
EXTENT, CUSTOMIZED BECAUSE
OF DIFFERENCES IN LOOP AND
SWITCH CHARACTERISTICS,
NEVERTHELESS, THERE IS
SUFFICIENT COMMONALITY TO
ALLOW STANDARDIZATION

THE PANEL CONCLUDES THAT
THE STATE OF KNOWLEDGE AS
TO THE CHARACTERISTICS OF
THE TELEPHONE PLANT AND

THE DEMONSTRATED CAPABILITY
OF REPUTABLE MANUFACTURERS
AND USERS WILL ALLOW THE
DEVELOPMENT AND CAREFULLY
PHASED-IN IMPLEMENTATION
OF A CERTIFICATION PROGRAM

A successful certification program for telephone interconnection
must be made up of three principal functions. These cover the areas of:

(a) Standards development
(b) Equipment certification

(c) Certification of installation and maintenance
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STANDARDS

No certification program, whether it be for equipment or for
seryices, will work unless proper standards have been established. .
In the case of telephone interconnection, standards must be developed to
coyer certification for installation and maintenance of equipment and
facilities, as well as for equipment manufacture, since all of these
combine to determine the net effectiveness of the program.,

The standards, as defined for this effort, cover those factors
relating to protection of the telephone network and to personnel safety,

These limited performance and safety standards would not guarantee
the performance that the use of user-owned and maintained equipment would
receive, Programs for this area could be developed., However, they are not
within the realm of this study, which is limited to the technical issues that
have evolved from the Carterphone decision.

Since enforcement will require that the standards be referred to
in the tariffs, final authority for the entire program should remain with
the governmental agency having jurisdiction over the tariffs.

Standards Development

A standards-development program requires the resources of a
qualified standards organization to provide coordination, structural
guidance,and staff services to those writing standards. Such organizations
exist within both the private sector and government., In addition, a standards-
development program in this area requires the work of knowledgeable people
with sufficient training and experience in the design, manufacture, installa-
tion, operation, and maintenance of modern complex communication equipment
and systems. Without this depth of practical technical knowledge, the
resulting standards will fall short of the requirements for a workable
certification program. The technical expertise in this area resides with
the carriers, users, and manufacturers, and these must all be involved
in this program. In this connection, several organizations representing
such expertise are now active in the United States in the preparation of
standards for communication equipment, systems, and interfaces. They can
contribute knowledge and experience toward the establishment of the
program being considered,

Assuming federal government participation in the establishment
and conduct of standards-deyelopment activity for telephone-interconnection
certification programs, this participation should take several forms:

(a) Establish the line of authority that gives weight
to the enforcement of the standards. Cooperation
between federal and state governments will be most
important in this area.
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(b) As a large user of communications facilities
and services, it should participate in the
committees developing new standards,

(c) Establish priorities and schedules to
ensure that an orderly and expeditious
development program proceeds,

Development of proper standards will take time. Even with
qualified personnel working on their preparation, some standards have
required more than a year before agreement could be achieved. If the
program is recognized to be sufficiently urgent, the time required for
development will be shortened. The importance of each standard
influences the manner in which necessary qualified personnel are made
available and the willingness of affected organizations to work out
compromise agreements, and this, in turn, determines the time needed to
arrive at an approved standard, In the opinion of the Panel such a
standardization program can be successfully implemented.

EQUIPMENT CERTIFICATION

In addition to standards, procedures must be established and
enforced to ensure that equipment meets those standards. The degree of
inspection performed as a part of equipment certification determines the
probability that the equipment will meet the standards.

An enforced equipment~certification program requires not only an
evaluation of equipment samples but evaluation of the manufacturing
organization to establish that procedures for quality of component
procurement, manufacturing, testing, personnel training, and quality
control ensure that there is a consistency of production quality,

In setting up an enforced certification program, overall
organization responsibilities and relationships, therefore, need to be
considered. One approach involves separating central management and
administration of the certification and standards program from the day-to-day
operation of test and inspection facilities. A central management
organization might be continuously responsible to the government agency
granting its authority. At the same time, performance of equipment testing
and manufacturer inspection could be handled by government facilities or by
many competing firms looking for more cost-effective methods of performing
their tasks. There are a number of independent test laboratory
companies in the United States today,
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Certification of Installation and Maintenance

After a user obtains his certified terminals or other equipment,
he must assume responsibility for their operation. As discussed earlier
in this report, it is essential that the equipment be installed and
connected to the telephone facilities correctly, and it must be maintained
in a way which will not cause future harm to the telephone network. A
complete certification program must, therefore, cover installation and
maintenance, as well as manufacture, of the user-owned equipment.

An installation— and maintenance-certification program must
include standards for, and inspection of, the equipment connection to each
telephone line. In addition, consideration must be given to the
qualifications and responsibility of the personnel who do the work.
Minimum standard requirements will specify whether a given individual
is authorized to carry out installation and maintenance of the equipment
and to certify that the work has been properly completed.

A certification program for installation and maintenance would
require that testing and licensing procedures be specified. In this case,
licensing would follow examination under rules developed in the standards
program with every license certificate endorsed to indicate its
applicability to equipment of one or more classes.

The procedure for installing user-owned equipment will require
close cooperation with telephone company personnel, since each case will
require some degree of customer adjusting or fitting. This cooperative
action will need to be recognized in a standard through the establishment
of guideline procedures for installation and checkout.

In its simplest form, installation and maintenance certification
would apply to a protective coupling unit designed to prevent harm to the
public telephone network. If the protective features are not in a
separate unit, but are incorporated into the user's equipment, then these
procedures must apply to pertinent parts of equipment and facilities in the
user system connected to the telephone line.

Inspection at the time of installation will not certify the
installed user equipment indefinitely. Periodic inspection with appropriate
documentation by licensed personnel must also be required by the standards
for installation and maintenance.

Another area requiring careful consideration is the certification
of equipment for resale to a second user. After connection and use at one
installation and subsequent removal, it must be serviced and inspected by
authorized personnel before it can be sold to a second user.
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. Maintenance requirements will include both routine and emergency
service of the user's equipment. The correct type of routine or preventive
maintenance can protect the network by preventing trouble before it starts
éfter trouble has been observed or suspected, optimum methods for fault .
isolation will help greatly in reducing the time needed to correct the
trouble and to return the system to satisfactory operation, Responsibility

and duties of t@ose on each side of the common carrier-user interface must
be spelled out in sufficient detail,

A maintenance organization, in order to secure certification
should carry the necessary stock of replacement units spare parts ané
other material needed for service of the equipment, %raining prog;ams
for service personnel should also be implemented in a way that meets or
exceeds minimum standard requirements.

PHASE-IN PROGRAM

' In the Applicable Experience Section (Section 8) of this report
we point ?ut Fhat there has been considerable successful experience of '
U.S. Cﬁrrler Interconnection of large-scale organizations -- such as "right-
of-way'" companies. However, this experience is limited in scale relative
to th? overall telephone plant, and detailed data on the degree and specifics
of this interconnection was not gathered. The past experience has been with
1arge.and technically capable organizations. There is no such equivalent
?xperlence with the larger-volume/smaller-user type of customer on a direct
iInterconnection basis. As a matter of fact, since this whole area is so
new,.there is no large-scale experience of interconnection using the
carrier-supplied connecting arrangements. As discussed earlier in this
rep9r?, t@ose elements are also new, relatively untried, and already some
def1C}enc1es are evident. All this leads to the caution that if a program
for direct interconnection by the customer via a certification program is
t9 ?e carried out, it should be done carefully and in a way planned to
minimize risk to the success of the program. This program must be set up to
gather data to provide feedback to the standards organization for furthez
development of the program.

Therefore, the Panel feels that. as a fi i
. . ; : 5 rst step of implementation
cgnflguratlons.1?v01v1ng smaller numbers of installations (such as PBX) ’
E ould be.certlfled. é ready technical base of servicemen exists, which could
e certified, The equipment manufacturers and users are already familiar with

telephone practices. This application would not represent a significant volume

impact, so that if errors are made and lessons are learned they can be
remedied.. Following this, the next most widespread area can develop (probably
data terminals), and then proceed to the remainder of the field. It must

be emphasized that the development of the certification program for both
equipment and personnel must proceed apace.

A number of installations, primarily the "right-of-way'" companies,

o 5% we

are presently directly interconnected with the carrier system, Over a
period of time, these existing interconnections should be certified or
access arrangements used, The Panel has not investigated a schedule
for this, but it could be considered as an element in the overall

certification program.

SELF-CERTIFICATION

If a user-manufacturer sets up his own program for equipment
certification and verifies that he, in fact, meets all the stated require-
ments of a producer of specific products, and that the finished product
has been installed and inspected according to published standards, the
resulting program would be called self-certification.

Limited self-certification has proved to be satisfactory in several
areas. The FCC requires that manufacturers of radio transmitting equipment
mark all such products in a way that certifies that particular standards
are met. Although the units are not tested by a third party, provision is
made for monitoring in case of interference and inspection when required.

In a similar way, the U.S. Coast Guard requires that standards be met in the
manufacture of equipment and accessories for small craft used in specified
areas, Again, the manufacturers' own certification is sufficient. However,
annual inspection of small craft equipment is required.

An enforced certification program formally separates the
responsibility for inspection from the manufacturing, distributing, and
using organizations that have a direct financial involvement in the
outcome., In the case of direct electrical interconnection where
intractable harm can be done, it is the considered opinion of the
Panel that this risk cannot be avoided by self-certification. This
is particularly so in the case where a large group of small users with
little technical knowledge might buy lower~quality equipments (new or
used) and cause serious harm to the rest of the using community. Faults
in equipment quality, installation, maintenance, and operating procedures
will have a high likelihood of occurrence in the absence of the controls
of an enforced certification program.

Responsibility

It was pointed out that the allocation of responsibility for
protection of personnel, equipment, and service is important to the
success of a certification program,

At present the carriers are responsible for the safety of their
personnel, equipment, and the services they provide, and the regulatory
agencies (both federal and state) exert authority over these carriers,
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The widespread interconnection of user-owned terminals and systems,
without isolating protective interface devices (which assign responsibility
to the carriers), would cause the dispersal of responsibility for service

to include, in addition to the carriers, one or more of the following:

is needed. Nationwide service considerations would seem to require

that practices be uniform, or nearly so, and certainly, certified equip-
ment will be shipped from state-to-state. To retain the greatest practi-
cable degree of centralized responsibility, the Panel recommends, therefore,
that all standards and certifying organizations cooperating in the program
derive their authority from the same federal regulatory agency having
jurisdiction over the services of the common carrier. The tariffs would
contain the provisions governing interconnections.

(a) Users who own their own equipment

(b)

- Manufacturers who assure that standards are met

(c) Those who prepare standards
(d)
(e)
(£)

Those who test or certify products

COSTS

The source of certifying authority The Panel has been requested to consider the

technical aspects of interconnection with the telephone network, and of
making recommendations on the basis of those considerations. At this
time there is no available cost-data base for analysis. Nevertheless,
every technical conclusion is associated with costs, and some general
comments in this area would be worthwhile,

Those who certify the competence of individuals
or organizations for installation and maintenance

(g) Inspectors

(h) Commission (directly, in contrast to present

back-up responsibility) for system design Many of the presentations made to this Panel have included

protestations that this or that solution entailed an unnecessary cost
burden, Consideration of any one cost by itself is easily transformed
into a debate about who should bear the cost, or of how costs should be
distributed among users and suppliers of telephone service. Such a
debate is beyond the scope of the assignment given to this Panel.

The Panel also believes that any significant dispersal of responsi-
bility for service and cost would ultimately jeopardize the performance of
-the telephone network. The Panel also believes that this can be prevented
by so structuring a program of standards and certification that the final
authority for each segment of the program rests with the federal regulatory

gommigsion having jurisdiction over the carriers. What matters is that all costs that result from interconnection

be recognized, and that they be held to a level that is reasonable in
relation to the benefits expected to follow. While the directly
connected user will have expenses for equipment purchase, installation
and maintenance, the carriers will also have costs associated with direct
connection, These will be primarily associated with changed maintenance
and installation procedures and administrative tasks.

Installation and maintenance work will usually be performed at the
request or direction of the user. The user therefore should be required to
acknowledge his responsibility for abiding by rules he understands.

The Panel believes that the vast majority of users will accept such responsi-
bility if care is taken to be certain that each one is aware of the rules

and limitations. Users who wish to interconnect directly with the network
should be required, in the process of applying for such privilege, to

affirm their acceptance and understanding of the provisions of the tariffs
governing such interconnection. If the evidence of such awareness is pro-
vided in the form of an application for service, then the carriers and the
commissions will have the necessary tools and authority to deal with

problems on a case-by-case basis.

The apparent waste involved in requiring the use of
protective interface devices in all cases, may be offset more or less by
the reduction or elimination of other costs that are less visible,
but just as real. The overall standardization-certification program
will also entail costs. In this connection, a figure of $1,000 has been
suggested for test and evaluation of the production run for one manufacturer's
small product. Final figures will depend upon volume as well as details of
the equipment configuration.

The question of jurisdiction among the several commissions, federal
and state, must be considered, Equipment manufacturers cannot deal with a
multiplicity of standards, and centralized authority is thus essential.
Minimum standards for the certification of servicemen will be a parallel
effort with the setting of standards for equipment, and the same uniformity

It should be noted that the whole subject of rates has been
outside the scope of this Panel's consideration. Nevertheless, rates are
basic to this entire issue, as they will determine the degree of interest

among users in any interconnection method beyond that presently
authorized by the tariffs. Since there is as yet no experience with




direct interconnection, no conclusions in the area of rates are possible.

CONCLUSIONS

(a)

(b)

(e)

d)
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The establishment of standards and the enforced
certification of user-supplied equipment and
personnel form an acceptable way of ensuring
network protection,

Authority for a nationwide certification program
should reside with a federal regulatory agency
responsible for the tariffs,

A carefully planned and timed step-by-step
effort is necessary to ensure the successful
implementation of a certification program.

Self-certification by manufacturers or users
will not ensure an acceptable degree of
protection,

SECTION 7

INNOVATION

INTRODUCTTON

For the purpose of this section, the term "innovation" will be
taken to mean the introduction and use of new equipment, new uses of
equipment, or new services. We are not concerned here with inventions
or ideas per se, but rather with the ability to put inventions or ideas
to practical use by the telephone companies or those who wish to
interconnect.

The principal consideration here is interconnection with the
Direct Distance Dial (DDD) network, although some of what is discussed is

obviously applicable to the question of interconnection with private lines
as well,

The impact of innovation has not been presented as a major issue
before the Panel, but some concerns have been expressed. It is clear that
many of those concerns are the result of interconnection itself and the
fact that interconnecting parties and the carriers will have to cooperate
in some way to reach solutions to problems when their interests do not
coincide. The amount and kind of protection required for the network
and the method of providing it tend to change the nature and degree of
the problems, but do not solve them., Few, if any, of the problems are
entirely technical in nature, although technical factors should be
considered in any policy decision.

Although the discussions before the Panel have been addressed
primarily to problems that might limit innovation, it seems clear that
interconnection will have a positive influence on innovation in some cases.
The Panel has made no systematic attempt to survey new technology and
potential new developments. For our purposes, the material presented to
the Panel in response to our inquiries seems adequate. For this reason, the
references to new technology and new developments cited below should be
considered only as examples of things that are reasonably well understood
and which may have some impact in the not too distant future.

The incentiye to innovate is usually economic, either directly
or indirectly, whether it be to provide an existing seryice at lower cost
or to provide a new service, The increasing dependence of the business
community on communications in a yariety of forms will provide ample
incentive for continuing innovation in an era in which technology is
likely to adyance rapidly,
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New Switching Systems

The move toward all-digital transmission in the long-distance
plant will lead also to the switching of signals in digital form. Such
switching already exists in special networks like that of Western Union.
Since such a switch looks essentially like another digital~-transmission
link, it would have no additional effect on the criteria for interconnection.

In the local or exchange switching plant, the desire to go to solid-
state electronic crosspoints  in the switching network has been thwarted
somewhat because of the need to pass the high voltages required for ringing
the telephone. This is one example of a situation in which the system balance
may change with integrated electronics, It may be that by putting a tone
ringer and perhaps tone transmission of off~hook/on-hook signals in the
telephone, even at added expense, the resulting impact on the local office,
which might then make extensive use of electronics in the switching path,
would more than offset the additional costs, if any, in the telephone.

Such tradeoffs could, of course, have a significant impact on inter-
connection and the interface between user-owned and carrier-—owned facilities.

New Signaling Systems

Currently, signaling in the DDD toll plant includes the use of
a 2,600 Hz tone to indicate the busy or idle status of trunks. The tariff
criteria are set up’ to protect this 2,600 Hz signaling system. The future
direction of signaling appears to be toward systems that are separate from
the voice-band path. Hence, with such systems, the protection of 2,600 Hz
will no longer be necessary, but because of the very widespread use of the
present system, it will be a significant factor for years to come.

NEW SERVICES

PICTUREPHONE

The Bell System has conducted trials of a switched see-while-you-
talk service called PICTUREPHONE and has announced that a commercial service
offering will be made in 1970. Tt has also advised the Panel that inter-

connection arrangements will be available at, or soon after, the introduc-
tion of the service.

This service will haye, in addition to the normal audio pair in
the loop, two pairs of wire for the video (one for each direction), with a
transmission capability approaching 1 MHz. In the digital toll transmission
plant, the yoice and yideo will be multiplexed on a 6.4 MB/s bit stream.
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The system clearly has capability for high-speed data.

Since the interconnection arrangements have not been announced,
the Panel has no basis on which to make detailed comments, One observation,
however, can be made. The audio pair is used for network-control signaling,
The question of interconnection to the two video pairs should then be
limited, in the technical sense, to transmission and physical-protection
criteria,

DATA-PHONE 50

The Bell System has recently begun a 50 kilobit service called
DATA-PHONE 50. Ne provisions have been made for interconnection and a
few parties have suggested that interconnection be allowed. Although the
Panel has not studied the characteristics of this service, it sees no
technical reason why interconnection should not be permitted, consistent
with the final decisions regarding interconnection for voice-band circuits.
The use of this service will likely be primarily for computer-to-computer
data transmission in load-leveling, national data banks, national network
access for remote access users, etc. It will be desired to incorporate into
computer communication hardware all automatic functions as opposed to
manual functions most used today in voice-band data transmission.

OTHER NEW SERVICES

Other new services are likely to be offered in a way and form that
can only be estimated at this time and which will depend not only on
technical factors but also on actions by regulatory agencies. The
offerings of the types recently proposed by MCI and the DATRAN service are
examples. We have grouped such services under the general heading of
customized common carriers, They will, in general, we believe, aim their
offerings at the business community and perhaps especially at users of data
services, where the rate of innovation will be high. In this connection, we
observe that, from a technical point of view, many of them will depend on
interconnection with the common carrier.

POTENTTIAL RESTRICTIONS TO INNOVATION

" 'Problems of Information Transfer

The need for more information to be exchanged between suppliers
and users on the one hand and the carriers on the other was evident in the
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presentations before the Panel. Users suggested arrangements to the Panel
that the Bell System had already provided for, but about which the user

was unaware. Other cases came up in which the Bell System stated its intent
to the Panel to provide for connecting arrangements, but that intent was
unknown to suppliers and potential users., Regardless of the procedures
finally adopted for providing protection to the network, whether by
interface boxes, by standards, or some other arrangement, some method

should be worked out to allow for better interchange of information. Some
of this will come naturally with time as all parties gain experience with
interconnection, but the problem will remain to some degree, Further, it is
evident to the Panel that many customer systems have or will have terminal
points in independent companies, as well as Bell System territory, and
better communication with the Bell System is not sufficient. This issue
will be addressed further in Section 9.

Questions of Timing

Perhaps the most significant question of timing is that of the
response time of carriers to new user requirements. Users have found that
arrangements that are nominally available are not actually readily available
in all Bell System companies when they want them and not available at all in
some independent companies. This is inevitable in the initial stages of a
change as significant as interconnection. Nevertheless, many people feel
that the carriers will not be able to respond rapidly enough with new
protective arrangements and that they could innovate faster if they
included the protection in their terminals. They could then make it
available on their equipment regardless of the location or company.

A second question of timing has to do with the changes in the
carriers' system that might make user equipment obsolete. The Bell System
has expressed concern that if a user has just purchased new equipment, he
will be reluctant to accept a change in the telephone system that would
require substantial change in his equipment.

Several users, especially those in fast-moving fields like
computer communications and those who have historically interconnected
with the carriers' private lines, suggest that the rate of innovation in
the DDD network will pose no problem to them.

°

Questions of Cost

An important cost question from the suppliers point of view is the
cost of a new connection arrangement for some new service or use he may want
to offer, If he included the protection in his own design, he would be able
to determine the total cost himself, If he must wait for a carrier tariff,
the total cost of his service will be uncertain until the tariff is filed.
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Another criticism of the present arrangement is that suppliers
fear that the carriers can compete unfairly because, in.their opinion,
the added protective box makes customer-owned systems more expensive and
less reliable than comparable carrier-owned systems. The Panel
recognizes that the question of actual overall cost is a complex one and
has made no eyaluation of costs,including those of administration, etc.,
as they relate to different approaches, Section 6 discusses some of the
general cost tradeoff areas in greater detail,

Restriction of Use

Present connection arrangements are on a per line basis and are
tailored to a specific terminating arrangement. Some users may want to use
a line for one purpose at one time (e.g., during the day) and something else
at another time (e.g., during the night). This argues, in their opinion,
for an arrangement that is physically a part of the terminal rather than
the line, The Bell System has agreed that this may be possible using
carrier-owned protective devices integrated into the customer
equipment,

In a different vein, the carriers point to a potential use of
characteristics of specific designs in the network that are incidental to
its normal use and that may be different in subsequent generations of
equipment. An interconnecting arzangement that takes advantage of such
arrangements may unknowingly be made obsolete by new designs. An example
brought before the Panel involved the use of single tones produced by
pressing two touch-tone buttons simultaneously. The new integrated
circuit version of the touch-tone generator does not produce the single
tone since that feature was only incidental to the origimal design.

SUMMARY OF ISSUES AND CONCLUSIONS

The carriers have said that widespread interconnection will tend
to impede innovation in the network, because, among other things, users will
tend to oppose changes by the carriers that make the users' equipment
obsolete or require it to be modified. They have also said that direct
interconnection without carrier—owned interconnecting arrangement will
further impede their innovation because it removes the carrier-controlled
buffer with known characteristics between the network and the interconnected
equipment.,

Some users, especially the large ones and those in fast-moving
fields such as computer time~sharing, have expressed the opinion that, with
the necessarily deliberate rate of innovation expected in the network, there
will be no major problems in keeping up with network innovation. They do
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not agree with the carriers' concerns regarding the need for a carrier-
controlled buffer,

Some suppliers of equipment and services have expressed the
opinion that the presence of the carrier-owned interconnecting arrangement
will impede innovation on the user side of the interface, where the goal
is to optimize the users' system or use of equipment, Further, and perhaps
more importantly, they question the ability of the carrier to respond rapidly
enough to new situations in which new interconnection arrangements are
required,

While data on which to base conclusions are limited, it is
the opinion of the Panel that:

1. The advent of widespread interconnection itself,
regardless of how it is implemented and controlled,
may indeed have some effect on the rate of innova-
tion by carriers, suppliers, and users. In some
cases, it may impede innovation in the network and,
in other. cases, it could conceivably promote innovation
because of the pressures of demand from users. It
will certainly tend to increase the rate of
innovation by suppliers and users.

2, The introduction of a certification program for
direct interconnection will not significantly
restrict carrier innovation if there is effective
information exchange between carriers, suppliers,
and users., On the other hand, the suppliers and
users will have more freedom to innovate.

3. On balance, under the certification program,
innovation in the overall system by carriers and
users of interconnected equipment is likely to
increase,

SECTION 8
APPLICABLE EXPERIENCE

COMMON-CARRIER APPLICABLE EXPERIENCE

The common carriers have had extensive experience with inter-
connection between carrier systems and with non-carrier user-owned
and user-maintained equipment and systems.

Interconnecting with Each Other

Communications carriers are extensively interconnected with each
other, There are approximately 1,900 independent telephone systems
connected with the Bell System. The Western Union Telegraph Company is
interconnected with the Bell System and many of the independent telephone
companies. The international communications carriers, including COMSAT,
are interconnected with the Bell System. The Bell System, the international
carriers, and COMSAT are interconnected with foreign carriers.

These interconnections are all arranged on a contractual basis
with standardized interface arrangements developed by extensive inter-
carrier committees and consultative groups. The Federal Communications
Commission and forty-nine state regulatory commissions act as referees,
or courts of appeal, if difficulties arise over the interconnection
interface. However, the fifty or more years of experience the telephone
industry has had in arranging interconnections from simple interfaces
involyving manual plug and jack telephone switchboard to the complex
automatic systems providing for nationwide (and now international) Direct
Distance Dialing (DDD) have resulted in a surprisingly small number of
appeals to these commissions. Design procedures and the authority for
interconnection have been formalized between the carriers and the regulatory
commissions, such that these practices are well established and
thoroughly understood throughout the telecommunications industry.

Equipment standards and practices are based on voluminous docu-
mentation prepared by joint industry committees. Equipments and practices
developed by the Western Electric Company are widely used ''standards" of
reference throughout the industry and many manufacturers substantially
duplicate this equipment for use by the independent telephone companies.

Standards for maintenance and repair and standard practices for
installation and preventive maintenance have been established by the
industry through experience with extensive analysis of equipment failures
and faults. Technical equipment and system innovation promoted by both
the carriers and the manufacturers of communications equipment is pursued on
an industry-wide basis, with extensive consultation through the many joint
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committees between the Bell System and the independent carriers. New
services, when requiring new technical equipment, system practices,
transmission standards, etc., are developed jointly between the AT&T and
the independent companies, After new services haye been tested
experimentally, standard operating procedures, inter-company tariff
agreements, and revenue-sharing arrangements are established.

The assignment of cost burdens between the several carriers
is established on the basis of the curreat separations formulas, or
through negotiation and action with the responsible regulatory commissions.

The experience of inter-carrier interconnection arrangements has
applicability to the present study to the extent that two organizations
operating on the opposite side of an interconnection interface can perform
successfully when both operate to compatible or the same standards and
are technically and operationally qualified, and when both are similarly
motivated to provide efficient, economical service with minimum disrup-
tion due to interconnection difficulties. Common regulatory authority
assures a degree of common motivation of all telephone carriers.

Non—-Carrier Interconnections

There has been experience with a very considerable number of
non-carrier interconnection arrangements. The largest of these users
are the United States Government agencies, particularly the Department
of Defense, which, for many years, has made extensive use of common-
carrier systems,often providing its own terminal equipment, including
PBX's. Another class of users has been the so-called right-of-way
organizations (railroads, pipelines, electric utilities) who have operated
their own communications systems with varying degrees of interconnection
with the telephone carriers. Aeronautical Radio Incorporated (ARINC),
serving the air-transport industry, has operated an extensive network and
many localized interconnection arrangements. Most of these are on an
allocated circuit (leased-line) basis, but there has been some use of
interconnection with the switched network, theoretically only on an
emergency basis,

User systems are designed, in most cases, with extensive consul-
tation with the carrier involved and often with installation of test
equipment and practices to protect the network.

In many cases in the past, the equipment employed has been
Western Electric-manufactured or manufactured by other concerns on the
basis of Western Electric's specifications and designs, Currently,
equipment is being manufactured in accordance with accepted national or
international standards by competent manufacturers and many satisfactory
interface arrangements have resulted.

In most cases, the organizations concerned are adequately competent
technically and motivated to maintain equipment to high standards of
performance, and interconnection problems have been manageable.
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There is applicability to the present study in these non-carrier
interconnection arrangements, both from the standpoint that several have
been highly successful and trouble-free, while others have resulted in
troubles, Both of these cases will be discussed in greater detail later
in this section. '

Experience of Right-of-Way Companies with Carrier Interconnections

The right-of-way companies, to which might be added ARINC, have
had extensive experience using carrier circuits as part of their systems.
In many cases, these right-of-way companies own and operate private
communications systems (microwave relays being the most important, but
other systems are also included) which serve their principal operational
locations. These locations include railroad switchyards and terminals,
pipeline pumping stations and control centers, utility generating and
distribution systems, substations, and other installations, In the
case of ARINC, circuits are used to interconnect transmitter and receiver
or transceiver sites with communications and control centers,

Much of the equipment used by the right-of-way and similar utility
companies has been developed and procured in accordance with specifications
or practices developed by carriers or manufacturers who are skilled in
providing equipment for the telephone utilities. Interface problems have
developed from time to time, but these are generally worked out amicably
between the user and the carrier with satisfactory settlement of areas of
responsibility.

One submission by such a user summarizes its experience with inter-
connection. It has nearly 500 unattended stations controlled over Bell
System circuits by operating centers sometimes located several hundred miles
away. The user also has an Electronic Switching System interconnected with
over 800 Bell System circuits, This user had no reports of dangerous voltages
or currents having been introduced into the carrier system through its
operations, and, from the user's standpoint, service has been entirely
satisfactory without the necessity of interface devices between the user and
the carrier facilities. The user has extensive procedures and facilities for
monitoring the nature of the signals introduced by it into the carrier
network, It has also established rigorous preventive maintenance procedures
with about sixty maintenance men and thirty fully-equipped maintenance trucks
constantly visiting and checking facilities throughout the United States.

Experience of Foreign Communications Carriers

Foreign communications carriers have been concerned with the
problem of interconnection of non~carrier equipment in varying degrees.
The extent of the problem depends upon the policies of the carrier, the
extent to which the carrier is able to meet urgent demands for switched
telephone services, and the nature of its organization.
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The applicability of the experience of foreign carriers to the
specific problems facing the FCC and the U,S. carriers varies, both because
of the widely differing circumstances under which different foreign carriers
operate and the lag in the development of pressures for the use of the
carrier networks for many non-telephone purposes,

In general, the carriers in the developed industrial countries have
a monopoly of telecommunications services, This is achieved by the carriers,
either being a ministry of government -- as in the case of the Bundespost
and the PTT's in various countries -- or a chosen instrument government-
chartered corporation, such as the Nippon Telephone and Telegraph Public
Corporation or the British Post Office Corporation, The extent of the
monopoly varies but, in general, it is quite complete and to challenge it
is, in effect, to challenge the government,

Most of these foreign carriers are responsible for the total
of domestic (and, in many cases, foreign) telecommunications
services. This includes message telephone service, telegraph services
including TELEX, the provision of leased lines for all services from
narrow-band telegraph to television program relay. There are exceptions
to the provision of television program distribution, such as the separate
network of EUROVISION in Europe, but such exceptions are limited. In the
case of the communications systems operated by government ministries, the
ministry is, in effect, the FCC, the AT&T, the independent telephone
companies, Western Union, private microwave services, etc., all
incorporated in one organization. In general, the policies of such an
organization can be challenged only through the national parliament, In
the case of the recently established British Post Office Corporation, one
of the objectives was to remove the carrier from detailed political
surveillance by parliament and permit it to concentrate on the technical,
operational, and business-management aspects of a major service business.
In this case, to provide for customer or public influence or guidance in
the operations of the carrier, several Country Councils and a National
Council have been established.

In many countries, the primary orientation has been almost
exclusively toward public message telephone and telegraph services and
financial and plant resources have been inadequate to fulfill the demands
for these services; hence, the carriers have been slow in permitting any
extensive use of their facilities for other services. This has been
particularly true of certain countries of Western Europe that have been
loath to commit transmission facilities to private-line services when they
are sorely needed for public message telephone service.

An advantage a government ministry or chosen instrument corpora-
tion has is the ability to rank order subscribers or using agencies
glying preference to those adequately qualified. These include other
goyernment departments and agencies, the railroads or other right-—of-way
companies, and large technically qualified industries. The government
department, or govermment-backed corporation, is in a strongposition to
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discontinue seryice if established specifications, practices, or standards
are not adhered to.

These "monopoly' carriers can, and do, establish and enforce rules
ensuring adherence to high standards in the procurement of customer equip-
ment, They can establish specifications, require type approval of all
equipment -- eyven to the extent of testing it in their own laboratories --
before manufacturers are permitted to sell to prospective users for inter-
connection. The British Post Office, for example, has long avoided the
investment in large PBX's by requiring the user to procure his own, but
it has type-approved only a few models produced by manufacturers who supply
equipment to the Post Office and manufacture in accordance with Post Office
specifications, practices, and standards. The PBX is then installed in
accordance with the Post Office-established specifications and then
maintained by Post Office personnel. The Post Office permits inter-
connection of automatic dialers and other devices for fire, burglary, high
water, and other alarm services. However, these must be connected in
parallel with a standard telephone installation, the device must pass a
Post Office qualification test, and be maintained in accordance with
established standards.

The ministry of telecommunications or a national telecommunications
corporation can make any necessary decisions as to the placement of economic
burden for provision of non-standard services for any interconnection
arrangements or for other costs occasioned by user-provided equipment.

The British Post Office requirement that the user provide large PBX's is
a good example of this.,

Experience with Extra-Legal Interconnections

Prior experience with unauthorized interconnection has given some
indication of problems that might develop with formal arrangements for inter-
connection of user-provided equipment without some protective interface between
customer-owned and customer-maintained equipment and the carrier facilities.

Amateur radio operators have long used ''phone patches" for
connecting amateur radio telephone stations to the switched network in
order to permit their friends to communicate with distant parties
through amateur radio. Most of the telephone companies have countenanced
this "illegal" use of the system as a service to the amateurs and the public
and relatively few cases of trouble have been experienced, In general, an
amateur operator is a competent technician and the amateur's carrier-
provided telephone is used to perform the signaling functions, and the phone
patch is only connected while the call is in progress,

There is a body of experience of difficulties with user-installed
extension telephones that usually shows up only when the telephone is
defective or the mismatch between the characteristics of the "foreign"
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telephone and the requirements of the loop are such as to result in a
report of poor seryice or a failure of service.

A suryey of state regulatory commissions indicates a_limited
accumulation of knowledge concexning troubles from interconnection of
user-owned equipment, although a considerable number of examples were
cited in which such equipment had beent interconnected with Felephone
company facilities resulting in service calls and difficulties in clearing
the trouble, One commission cited fifty-four trouble reports during a
recent, but unspecified, period in which user-owned equipme?t was involved,
of which forty-five were found to be faults in the user equipment, A
second commission cited an example of computer time-sharing terminals
connected through a local central office, which contributed to a serious
overload condition. In this case, the holding time per call on the .
terminals was approximately ten times the holding time on regular bu819ess
telephone lines, A number of other specific examples were cited by this
commission.

The experience here is applicable to the present study to the
extent that it indicates that a customer with inadequate technical and
operational competence may create difficulties in the common-carrier
network,

Experience in Other Areas

There is experience in other technical and service enterprises
in which interconnections between systems or system components may be
pertinent to the study of interconnection with telephone systems.

Computers (Main Frames and Peripheral Equipment)

A good example is the interconnection of peripheral equipment of
one or several manufacturers with a computer main frame of another
manufacturer.

The computing industry had to face the interconqect%on issue
years ago., The large computer main-frame manufacturer maintained a strong'
sense of overall systems responsibility very similar to the common carrier's
position, which has been altered by the Carterphone decision, The manufac-
turers maintained that they could not be responsible for the perfgrmance of
the system if the customer uses other than the manufacturer's equipment gnd
supplies, The issues are comparable in certain respects to those p?sed in
the common-carrier interconnection case, Who is responsible for mainten-
ance and installation? Will the attachment harm the system? The attach-
ment may have greater capability, lower cost, etc,

The first departure from the entrenched position of the main-frame
manufacturers in the computer field occurred over ten years ago 1n the
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magnetic tape area. Computer manufacturers sold their approved magnetic
tape, but the users started buying from other independent suppliers, In
general, the tape worked quite well and it represented an appreciable

cost saving to the user. Customers were warned, however, that they had
now transferred the responsibility for tape-handler performance to
themselyes. When there was doubt as to whether the tape handler or the
tape was at fault, the manufacturer's serviceman used a '"good standard"
tape to prove the case one way or the other., Even though the responsibility
for tape performance was thus assumed by the user, he was willing to take
this responsibility judging by the amount of magnetic tape being purchased
from independent manufacturers today.

Within the past few years and with the fantastic growth of the
computer industry, many independent peripheral device businesses have been
spawned., More are being born each day. There are now a large number of
organizations providing peripheral devices like punched-card readers and
punches, high-speed printers, tape handlers, and disc handlers to customers
in competition with computer main-frame manufacturers.

Interconnection of these attachments raised grave concerns
among the computer main-frame manufacturers. The complexity of the inter-
face between the peripheral device and the control unit or computer is
such as to make the telephone interconnection interface seem much simpler
in comparison, Signal frequencies are in the megacycles rather than
cycles, levels are in the milli or microvolts, cross-talk problems are
fierce, and timing-control sequences are much more complex and precise
than the dial pulses or tones used in the telephone network-control
system. Yet, users have decided of their own volition to risk the

interface problem and incur the division of responsibility to accrue cost
savings.

To the Panel's knowledge, the use of such attachments, especially
disc and tape units, has been successful despite the complexities of the
interface. The user will undoubtedly experience greater difficulty and
delay in resolving a malfunction, but he apparently feels it is worth the
cost differential. In the event of malfunction, the user will, in most
cases, have to call the computer main-frame maintenance man to diagnose
whether the problem is in the peripheral or in the system, If the problem
is in the peripheral, he then has to call the peripheral service company,
thus paying a double maintenance charge and incurring extra delay. If the
problems are obyiously in the peripheral, he need call only the one company.
The same maintenance philosophy can apply to the interconnection of foreign
attachments to the telephone lines,

It appears that foreign attachments will be a way of life for the
computer industry. The weakness of the analogy pointed to above is that only
the user may be harmed in the case of the computer attachment while many,
who are generally unknown, may be harmed with a bad telephone attachment,
although, with the advent of computer time-sharing, this may become less
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true, but here again, it is the user or provider of the particular computer
time-sharing service who accepts the degradation in service to reduce costs.
Further, there is no comparable problem of hazard to personnel or property

of other than the user of the computer,

Broadcast Interconnection Arrangement

There is considerable experience of some relevance in the
broadcasting industry (sound as well as television) in the interconnection
of user-owned equipment with the carrier facilities. These are almost
exclusively leased-line situations with full-period or temporarily allocated
circuits in use for broadcast purposes, These systems are operated without
additional complex interface deyices between the user and the carrier
facilities.

AP =i
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Experience with Government Networks and Equipment

The largest single class of interconnected communications systems
and terminals in the United States are those of U,S. Government agencies --
the largest being the Department of Defense.

Defense Communications Systems

There is a long complex history of a partnership between the
Department of Defense and the U.S. domestic and international common
carriers. In this connection, a wide latitude of interconnection of
govermment—-owned equipment and systems has been permitted by the common
carriers as exceptions to normal tariff arrangements. Last year, the
govermment obtained approximately one-half billion dollars of telecommunica-
tions services and facilities from these carriers., The largest single aggre-
gation of such facilities is the Defense Communications System (DCS), which
is being evolved from the systems of the three military services. When

put together with systems of the other principal departments and agencies of
the government, the whole becomes the National Communications System.

Leased carrier facilities (particularly in the continental forty-eight
states) comprise the bulk of the National Communications System (NCS).

Major components of the NCS are:

1. The CONUS AUTOVON system, a leased telephone
network provided by AT&T and the independent
telephone companies, AUTOYON provides the
backbone yoice network for national security

command~control communications.

2, A companion to AUTOVON is CONUS AUTODIN, a
leased system provided by the Western Union

= T ive

Telegraph Company, providing record
communications for the Department of
Defense and certain other associated
activities,

DCS Specifications

The Defense Communications Agency, with the advice and assistance of
other agencies, has developed DCS and NCS specifications (in many cases, sub-
stantially equivalent to thpse descriptiye of the public telephone networkj
to guide the evolution of the Defense Communications System and the
National Communications System. These specifications include interface
specifications for interconnection of the government-owned equipment
with carrier facilities,

Government Systems Other Than Those Operated by Defense

There are a number of government systems other than those
operated by Defense, Principal among these are:

1, The FTS (Federal Telecommunications System),
a CCSA voice network administered by the
General Services Administration and
providing service to all government agencies,
but primarily service to agencies other
than DoD.

2. The ARS (Advanced Record System), a GSA-
administered record-communications system
leased from Western Union, provides these

services for government agencies other than
the DoD.

Preferential Treatment by Common Carrier

Because of the nature of government requirements, particularly
those associated with national security activities, the space program, and
other critical government activities, the carriers have afforded the
government special treatment in regard to interconnection, such as the use
of customer-provided equipment and the provision of special telecommunications
arrangements to meet unique requirements. As was demonstrated to the Panel,
these arrangements haye not been without cost and difficulty, Although the
DoD is probably the largest technical organization in the world with
extensiye capabilities for procurement, installation, and operation of
telecommunications-type equipment, many problems have developed as a result
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of interconnection arrangements without interface devices to shield the

common carrier network from failure, malfunction, or deliberate misuse of
user facilities,

It has been shown that DoD interconnection of user-owned and
maintained equipment with the Bell System accounts for a disproportionate
share of the troubles in terminal equipments and transmission arising
through interconnection,

Conclusions

The review of the practices of certain foreign carriers and the
experience of U.S. carriers with interconnections provides many lessons
germane to the recommendations of the study Panel, The most comprehensive
experience is that derived from interconnections of government-owned

equipments and systems (primarily those of the U.S., Department of Defense)
with systems of the common carriers.

There is also a large background of experience with interconnection
of systems and equipments operated by the right-of-way companies, including
the railroads, pipelines, electric utilities, etc., and with communications-
service organizations such as ARINC. There is also some applicable
experience with the connection of user-owned telephones and other terminal
devices to carrier networks. There is, however, no experience applicable
to large-scale interconnection of small, individual users, and the Panel
concludes that it must be approached with great care.

The Panel also concludes that:

1, Interconnection without special interface devices
is possible without service impairment or hazard to
carrier personnel only under favorable conditions;

2, Such interconnections without restrictions could
cause substantial service impairment,

3, Favorable conditions are necessarily associated
with incentive, ability, responsibility, and user
resources,

SECTION 9
INFORMATION AND ORGANTIZATION

The need for improved information transfer among carriers, users,
and sponsors was demonstrated on numerous occasions during the study, This
lack of information is felt by all and will grow more serious as the inter-
connection area evolyes, It exhibits itself in the improper design of equip-
ment, confusion as to rules, rates, and procedures, and a certain rigidity in
the approach to mutual problems., At present, no formal organizational
mechanisms exist to provide the desired information interchange, It is the
opinion of the Panel that such mechanisms should be established in this
area to cope with the problems that are sure to develop.

Existing inter—~ and intra~industry organizations should be encouraged
to assist in improving the flow of technical information not only among the
carriers, manufacturers, and users, but also within manufacturing and user
organizations. It is especially important to expedite the process of

obtaining agreement among the groups through technical and standardization
meetings.

As discussed in the section on "Certification,'" certain organiza-
tional steps and mechanisms should be developed if that program is to be
implemented. In that connection, organizational mechanisms may be similar
to others but with a major difference, i.e., that of responsibility. Since
the certification program will be reflected in tariffs, the federal Tregulatory
agency responsible should ensure that the certification program reflects
that responsibility. Such a new organizational mechanism should, therefore,
be formally recognized to ensure that proper weights are attributed to its
recommendations,

The Panel recommends that organizational mechanisms
be established to:

1. Promote a two-way exchange concerning problems of
interconnection interfaces among users and suppliers
and between them and the carriers. This exchange is
vital to the problem of possible liberalization of
interconnection and the resulting integrity of the
public telephone network.

2, Promote and establish working groups that will be
concerned with standards development, certification
programs for equipment, licensing programs for
installation and maintenance procedures, and finally,
with the data gathering and analysis of technical
interfacing problems. The various user groups should
have a common, authoritative forum to which data are
fed and reacted to in the coming decade. Other trade
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I and industrial organizations would probably welcome f oo

an independent atmosphere for discussions related to 8

their specific positions on interconnection policy 0

from a technical standpoint. B R

8 0

3. Develop recommendations to a federal regulatory agency 22

as to the timing of the elements of a phasing-in g

process if a certification program is established, o g

These recommendations should specify specific changeover 2 8

interim periods for certain classes of users to minimize %-g

; the impact of the new standards and certification programs. cZ=
| H 0
| 4, Promote a workable atmosphere concerned with innovation g g E
problems in interconnection on a continuing basis. There gyt =
are three areas of concern: (a) interchange of ideas and g §

information before new concepts and equipment developments
1 are implemented; (b) interchange of ideas and new approaches
| " 'before installations are made (by the carrier or user);
| and (c) interchange of problems data after new services
| are installed in which unforeseen problems sometimes

Other Government Agencies

"Innovation"
Conferences

‘ arise.,
A possible structure of a possible new organization is noted in
Figure 1. This structure is purely an example and is by no means meant to 1
\

be definitive. Various standing committees on continuing problems could be
‘ organized and short-range ad hoc groups would function on specific problems
! such as the phasing-in period for the proposed standards and certification
1 program for direct-connection equipment. Another important area is that of
\ coordination with the gtate regulatory agencies to foster a degree of
uniformity on technical matters.

FIGURE 1
ORGANIZATION(S)

Lab and Technician
Certification Process

Independent

Standards
Agency
Development

Federal Regulatory Agency

i
J
1‘
|
i
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Phase-in
Program
Task Forcel
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March 9, 1972

Dr. Sidney Fernbach

Head, Computation Department
Lowrence Radiation Laboratory
University of California

Box 808

Livermore, California 94550

Dear Sid:

Tony Oettinger asked me to comment on the draft report, "Computer/Calculator
Differentiation for Export Control Purposes", prepared by the panel you recently
chaired.

| agree with the basic conclusions and recommendations outlined in this report,
Relaxing the export licensing requirements to the bloc countries on calculators will
enable more of the resources of the Office of Export Control to be devoted to the
case~by~case analysis of export license applications for digital computers. Manu-
facturers of digital computers and the US balance of trade will both benefit if more
expeditious processing of Communist Bloc export licenses becomes possible.

| realize that the Office of Export Control is at the moment overloaded with requests
for export licenses for calculators to the bloc countries. This report recommends an
approach that seems to be a sensible way of approaching the problem.

| would comment, however, that some provision should be made to establish a com=
mittee representing oll the interests involved, to periodically review both the "boundary”
value of the numbrical processing rate and its concept to assure its continuing effectiveness.

| have not listened to the pro and con arguements for some time, but | think now is the
time to drop all or almest all restrictions on export of computers.,

Sincerely yours,

Kenneth H. Olsen
President

DIGITAL EQUIPMENT CORPORATION, 146 MAIN STREET, MAYNARD, MASSACHUSETTS 01754
(617)887-5111 TWX: 710-347-0212 TELEX: 94-8457




COMPUTER SCIENCE & ENGINEERING BOARD
2101 CONSTITUTION AVENUE

AR 6 197

NATIONAL ACADEMY OF SCIENCES

WASHINGTON, D. C. 20418

Mr. Kenneth Olsen, President

Digital Equipment Corporation
146 Main Street

Maynard, Massachusetts 01754

Dear Mr. Olsen:
Engineering Board has asked us to request your assistance in commenting on

the attached draft report for the .Office of Export Control of the Department
of Commerce, recently prepared by a Panel chaired by Dr. Sidney Fernbach.

hope that you will be able to assist us in this regard. Should you find
that you are unable to get your comments to Dr. Fernbach by March 9th,
please let us know at your earliest convenience.

ments may be made anonymous, if you so desire. The main point is that you
feel you can express your judgments freely.

JFK : kmp

Enclosures:

March 1, 1972

Professor Anthony G. Oettinger, Chairman of the Computer Science and
The proposal governing the study is provided as background with the

Dr. Fernbach's address is:

Dr. Sidney Fernbach

Head, Computation Department
Lawrence Radiation Laboratory
University of California

Box 808

Livermore, California 94550

Your comments will be held in strict confidence. In fact, your com-

Sincerely,

£ )

P g

\ " Jtictz
7’ 2/ F. Kettler
(/// ssistant Secretary

As stated above.

PLEASE NOTE THAT THE ATTACHED PROPOSAL AND DRAFT REPORT ARE PROVIDED
UNDER THE ''NAS ACADEMY PRIVILEGED SYSTEM," MEANING ACCESS IS RESTRICTED
AT THIS POINT TO YOURSELF AS A CONSULTANT TO THE NAS.




TO:

FROM:

RE:

Ken Olsen ,F/

Dick Finn/PDP-11 Sales Support

E

DATE: 8 March 1972

Comments on attached National Academy of Sciences Draft Report

Presently, desk calculators are subject to most of the
same regulations and procedures governing export of full-
fledged digital computers. The attached draft report
proposes that a boundary between calculators and computers
be defined, and that the regulations governing the export
of calculators be greatly relaxed. This is a good idea.

When the workload associated with licensing calculators

on a case-by-case basis is eliminated, I see an immediate
advantage to us. More of the limited resources of the
Office of Export Control will become available to process
the case-by-case type of export licensing application
which will still be required for the communist bloc export
of most of our products.

The only disadvantage this procedure might have is that
the communist bloc countries might be able to get their
hands on advanced LSI chips a little sooner than they
might otherwise be able to do by buying them in calcula-
tors. It was rumored in the early days of integrated
circuits that the communist bloc purchased instruments
just to take out IC's and use them for other things. If
technology of interest to the communist bloc becomes
available in calculators the potential leakage of technology
can be remedied simply by redefining the boundary between
calculators and computers and placing advanced calculators
under more strict export regulations again.

The definitions seem reasonable; ie, desk calculators
should not have I/O connectors that can be used for
controlling external devices or gathering external data.
The panel has defined a quantity they call Numerical
Processing Rate (NPR) defined on Page 9 of the report.




InterOffice -2- Ken Olsen

All machines which exceed 0.25 million bits per
second, numerical processing rate would be considered
computers and would be subject to computer export
licensing procedures; those with NPR less than 0.25
million bits per second would be considered calcula-
tors. Applying this concept, the PDP-11 would require
usual export licensing for bloc country export as

I believe it should.

The proposal does not provide a mechanism for reviewing
and perhaps redefining the value of the NPR which deter-
mines ' the boundary between calculators and computers.

As desk calculators become more sophisticated, they may
represent a means of exporting technology if the proposed
procedures are not given constant review.

The report seems to be somewhat apologetic for defining
a somewhat arbitrary quantity such as the numerical
processing rate but they had to start somewhere and to
me this seems to be a reasonable way of doing it.

Attached is a draft of a letter that you might want
to consider when you reply to Dr. Fernbach.




8 March 1972

Dr. Sidney Fernbach

Head, Computation Department

Lawrence Radiation Laboratory

University of California

Box 808

Livermore, California 94550
sd

Dear Dr. EﬁrnbEEE;

Pr%fegges~0ettinger asked 4§ to comment on the draft
report "Computer/Calculator Differentiation for Export Control
Purposes" prepared by the panel you recently chaired.

e LE

W£>agree that the basic conclusions and recommendation
outlined in this report. Relaxing the export licensing require-
ments to the bloc countries on calculators will enable more of
the resources of the Office of Export Control to be devoted to
the case-by-case analysis of export license applications for
digital computers. Manufacturers of digital computers and
the US balance of trade will both benefit if more expeditious
processing of communist bloc export licenses becomes possible.

We realize that the Office of Export Control is at the
moment overloaded with requests for export licenses for calcula-
tors to the bloc countries. This report recommends an approach
that seems to be a sensible way of approaching the problem.

I would comment,however, that some provision should be
made to establish a committee representing all the interests
involved, to periodically review both the "boundary" value of
the numerical processing rate and its concept to assure its
continuing effectiveness. |

reéciate t port to o
e o fur assi e toy

please do not hesita O call upon us. —
:l, Lﬂ‘p~ﬁ€ h4?+'” h ;17 f’(— IZ Bl f)@
‘\" L b i l 5P
so—tThe—ty,

T\ - To dw-p =) o il —”7‘
;;ng-h;w\.) @ Cﬂ?*—*ﬁ{ MTM

L SN i




mn e ™ FTTN, T
| NS YN O jo, &t Y

s =T N
Rt faNy |
CRVREAETE S B ALY

COMPUTER/CALCULATOR DIFFERENTIATION
FOR EXPORT CONTROL PURPOSES

I. BACKGROUND

The Office of Export Control in the Department of Commerce is
responsible for the administration of the issuance of export licenses
for computer systems. At present export licenses arg required for
computer systems as described in C"”‘”"”fﬁtgp%ﬁix A)L: C;?gulators

5 .
fall under the heading "Other Digital Computers' and are described

;- .,
. " NN
in CQL-399./, as follows: Crar
Mol
Loy

'frioré' common control
S ;
units and capable of all of the following: " | '~

. -~ . 4
N . -

Digital computers operated by one" o;r'

(&) Accepting, storing, proces§ing\ar'xd:pxi.‘oducir_1g anyf output in

numerical and/or alphabetic fo"fmzr
(b)  Storing more than 572 _numerical;énd/or alphabetical charac-

ters or having an internal memory of more than 2048 bits.

s

(<) Performing a stored‘“.sedue'n-c’e of operations that are modifiable

by means other tl;al‘n\@ ph\ysical change in circuitry.

~
~NJ
(d) Selecting a sequence from a plurality of stored operations based

upon data or on internally computed results.

Recently there has been a proliferation of calculators, bookkeeping
and accounting machines having memories in excess of 2048 bits but
depending on how the terminology is interpreted, meeting the other
conditions of the above definition. Trade in these items is becoming so

heavy that, unless they can be separated from computers that are of
AT ER AT (P AT )
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concern, they will overwhelm the licensing capabilities of the Office of
Export Control.

The Department of Commerce is concerned that handling the grow-
ing volume of calculators, accounting machines, and even small computers
is taxing resources that could better be applied to more significant trans-
actions. It, therefore, sought with the assistance of the Computer Science
and Engineering Board a definition of a minimum computer that could
clearly, without ambiguity, distinguish it from’ mo\rgignificant computers.

SSP

The Computer Science and Engineering Board organized a conference

TS, S

N .- e
with the intent of including: (a) Those peO}Jle on bot~H sides of the boundary
O )
in industry and business, particularly those coﬁcerned with technologxcal
- ~ R ~ \7

and systems developments; (b) Those o%flcers engaged in administering the
~Y

export control program, those OfflCQ/I:S con\cerned with operating and policy
. \

aspects of East-West trade; (c) Those offxcers concerned with general

d1plomat1c relations between the, U S and/natlons affected by the U. S.

\». - \ " -

export control program; (d) Those o{flce'rs concerned with current inter~
NN
national negotiations with the’ COCO\/Lafpparatus, (e) Those officers
\7

currently studying the U.S. balance\jof trade problem in both the near- and

mid~term; (f) and those officers concerned with national policy regarding
the export from the U.S. of high technology products and of high technology
itself.I '

' The conference was held on October 12, 1971, in Washington, D. C.
The attendees (Appendix B) represented most of the_parties listed above.
The information exchange at this meeting was very useful and served to

set the tone for several working sess1ons mvolvmg maz,nly those persons
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in industry on both sides of the boundary. It was at the follow-on
meetings that the technology involved in the '""lower' bounds of com-
puters was reviewed and the technical differences between the calcu-
lator and computer were argued.

Initially a list of criteria was proposed that contained the major

considerations for distinguishing most calculators from most computers.
e

These included the questions of whether the dg‘-u%'has an "internally-

stored program' or not. A computer generally is istinguis}ied by the
\\\\1 '
fact that it is operable under program control, this program being
! Gl ™ .\.v(f

ST
stored inside the computer, being alter\a}bl,e'.bUnodifying the contents

of storage without altering the machin‘g“s' 'c_i_x:_g\litry, and finally being
capable of-modifying itself. £,

Unfortunately, this criterion ié not zdequate to satisfy the intent

\

of the U.S. Government in setting 1ts bounds for embargoing the ship~

;~

[

ment of certain computing dev1ces to t\he Communist Bloc nations. The

\ ~

difficulties stem from the facﬁ‘.‘f‘q;t ;Be technical computer/calculator
boundary does not fall at thke \sa:m\/.;ﬂane as the boundary for the strategic/
non-strategic digital processor. There are computers as defined above
that are so slow as to have no strategic value and, furthermore, there are
. some devices that are not computers as defined above but do have strategic
~value.> Hence, one is forced to consider other criteria such as measures
,of performance or capacity which are relative and arbitrary. The cut off

level of performance could then be determined by comparison with devices

considered to be of strategic importance in the U.S. military environment.
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II. DIGEST OF PANEL DICUSSIONS

. A,

The Problems

It is clear that a definition for the boundary between calculator
and computers can be framed. However, for the purpose of
strategic consideration in export control, the definition may not
be too useful. The reason is that any good modern electronic

calculator with some modification can be made useful in some

military application. /7\
,

When fire control and guidance contfolMters were first

designed, they had a fairly well de,{ined rhfe of capability.

'N
~o iy

This range was considerably belgWw: thé _capabilities of the general
L" Soued ! ~7

purpose computers of the period.,._}.?o;: &xample, they generally

S~ TN

use fixed point arithmetic, and ha{r‘é‘:fajzrly limited file handling

capabilities. On the other ha’r;a;‘,\fﬁ‘emequirements were far more
\\

-~ ~
~

sophisticated than calculatos. could “provide in the 50's and early

Ll
60's. In the last decade, ngu”ter capabilities have extended on

the low end, and a whole(n;w class of machines, the mini~
\ e %

\./
computers, have come {fita ‘existence. In a similar way, elec-

‘\\\h

tronic calculator capabilities Have gone up to include sophisticated

-programmable calculators. The computer and the calculator

applications now have considerable overlap. The military require-
ments fall entirely in the range of the overlap. So long as this is

the case, the end use must be considered in this overlap area.

Although, in the United States, decisions on release of technical

information can be made independently of the items being described,
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this is not the case with all governments involved in the inter~
national export control of commodities to Communist Bloc
countries, It is perhaps more important to protect the techno-
logy for producing the computer than the computer itself. This
may not be possible if the level of control is set too high. It is
recognized that the purpose of tile meetings was to establish a

way of removing from the administrative burden of case-by-case
/ ‘*

S~
licensing commercial computing deviccs\m' S\‘G]'l a way that the

}\f\

embargo on export of technology, direct’ deé'lgn and engineering

{ .
S e '1

pancd

assistance. [\\,\
R S
s g s
State of the Art (7 \]
T~ )

The present generation of desk.top cal¢ulators incorporate one

-~ «\

to six LSI chips to perform a11 of the légm. It is interesting to

‘J

note that at present the mlnl—-computers whith pose the most

-~ .. S

difficulty to the boundary deﬁmtlon are constructed with conventmnal

/ s .,4,-

TTL and MSI prlmarlly because de31red speed could not be achieved

-~ L \-/
N TN
~J "\\\J
L

with LSI.

Two areas of advancement will affect the present status. First,

the semiconductor companies are developing LSI mini-processors

which incorporate speed and computing power comparable (approx.
1/2 to 1/3) to present TTL mini's. Secondly, the cost per bit of
semiconductor memory will be lowered with competition and

improving production rates as core memory replacement between

now and 1975. L e e




The LSI mini-processors to be announced within the next few

months will incorporate 8 to 12 general registers and up to

32 words of push down stack. They will operate under complex
micro-programmed control and be able to perform an add or
load immediate in approximately 4 us (3.3 ~ 5.2 us) depending
of course on the speed of mernory Thesy& to 5 chip mini's are

intended for the point of sale, crt termmal %Jlex programmatic

\/\
calculator, and TTL rmm-replacement mark ts. Therefore, we
can accurately predict that EXAClLY fhe same processor will
- v

appear as both a calculator andfa\.compqt/é"r. The primary

RO

differences will lie in the fuﬁ’?;ti_ons\p‘é:f;ormed, the use of the

m1cro~programm1ng, and. the quantuy of memory.

T >, ‘* :".__‘ ~.‘\ 7
/~_ . ‘~__\ )
It can be predicted t(hat small desk top and hand held calculators
e ey ‘/'
realizing only the, four bas\/m functions will continue to use LSI to
tailor and mlmmlze'ﬂie_b 1og1c for the specific task. There will be
N

a great emphasir-s' on reducing the number of chips to one. There
now exists at least six different single chip designs of which one
is a 5 digit unit that performs all the functions of a slide rule plus
add and subtract. The introduction of the LSI mini and the ability
.to "get more on the chip"r combined with the introduction of silicon
gate, ION implant, and other processes which result in a natural

gain in speed and will certainly close any gap that existed between

boundaries.

The question of how much memory a calculator of the future will

have on the quantity of memory is difficult to answer. Experts in

L owhh O L e




III.

the field of semiconductor memory have found it difficult to

predict exactly when core will be replaced. The evolution has
already taken place in the crt terminal area. The cost effective~
ness of core is still predominant on larger systems. If pre~
dictions are correct, then they would suggest an increased

interest in utilizing a greater quantity of meméry for the '"complex"
calculator. Also note that biapo}a{Z-\ROMS are predicted to be
competitive with MOS ROMS. T/he ,u;l\}\)adt of cost competitive

SO
bi~polar ROMS on system spe/;:ds wﬂl Be significant.
s

RESOLUTION OF THE PROBLE'E'M;

-y

/S~ N
Recognizing the fact that th‘e’\‘cofmputer/calculator boundary and the
Ny
strategic/non-strategic bp/undary could not be reconciled by a simple

N
definition, it was dec1ded to seek a solution that would permit the general

11cens1ng of classes o{::omputers in the lower performance range, leaving

N \

"those in the more stfé.tegic range to be considered on a case-by~case

pec:

N
basis. ~2
To accomplish this aim and to leave flexibility in the ""moveable'' boundary

that would be decided by consideration of strategic importance, it is

suggested that the lower end of computer definition be left virtually as is.

The first change recommended is to strike out item (c) as specified in

Comodity Control List - 339.1 paragraph 714(5)A. The section currently

Ry
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K
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reads:

""Other digital computers, and statistical machines used in conjunction
with punched cards or tape (including auxiliary machines), operated
by one or more common control units and capable of all of the follow-
ing: (a) accepting, storing, processing, and producing an output in

numerical or alphabetical form: (b) stozing more than 512 numericdn

e ™
and/or alphabetical characters or havirfc‘fa\p\'mternal memory of more

\\/

than 2048 bits; (c) performing a stczred s¢quence of operations that are

\\\

modifiable by means other than af/ghyfspa\l change in c1rcu1try; and
(d) selecting a sequence from aph:rah\tgfo)f stored operations based
upon data or an internally comé);lté; .i:e\sult and specially designed parts
and accessories, n.e.c. (sE[e\cﬁ‘y na:ne model number, and systems

~/

characteristics. Also see’ 376 10 )"

P

[\ "»:"\ -~_/
Item (c) sometimes called ‘the von Neumann criteria could be construed

as allowing the uncor}trolled.shpmem of guidance and control computers

whose programs are 1Ir read’only memory. The recommendations to
= ~

eliminate item (c) thus helps protect the strategic interests of the United

States and would not affect calculator exports.

The second change would have the effect of easing the administrative
burden of exporting calculators that are controlled commodities due to
714(5)A. The recommendation is that a new export licensing procedure
be followed. The licensing authorities should review a specific model

of a computing device to determ‘ne whcthcr the device could be exported

= e 20 Ry . 3 o ® ‘
R R AL A AR Sl T S ORI e . :
I3 s L I o

ﬁ\,'f'.-“r..:'.n L} FRARGIREE FP R S ';.J
Wi ra L s 2304 wmed 8 haavibend Ya d Undd




under a general license without further review on a case~by~case basis.
As a guide to the licensing authorities the following was proposed as a
"movable' boundary on devices which would not be eligible for general

license.

""Other digital processors capable of all of the following: (a) numerical

processing rate* exceeding 0.25 mi11i§n bi‘t/i/,quzizsecond; (b) accepting

electrical input signals; and (c) providing éli%\\ci'?ical output signals. It

is further provided that the devices have\(‘;ec\:n\d}ngned specifically for
R R

identifiable civil applications and by gé!z‘/it'\tn\:\_e;y'_.c;f j:gl\esign or performance

are substantially restricted to the part1(<\:u~1\a’r) application for which they
N N
have been designed." P

)

> . .~\\\ TS
s N L.
The intent of these conditions is to permit shipment of programmable
e gy

. . L e N , .
calculators including those with integral devices such as magnetic

. \..“v\.“ J ‘1;
\ " e
cards or magnetic cassettes.or dis

Il . .
. %0 e Pt i B . ;
There is not to be an I/O‘tonn‘ec‘f@r for information transfer; i. e.,
\‘\

g

5)1‘ays or alphanumeric printers.
without major physicalinodifi:aiion, the device cannot be used for both
generally controlling external devices and electrically inputing external
data, Detachable peripherals are to be individually considered under

their own embargo regulations if any.

’

% The definition of numerical processing rate (NPR) is given as

(NPR) = Data word size/(0.9 x average add time + 0.1 x average
multiple time)

If data word size exceeds 32 bits, 32 is used in the formula




The complete set of proposed changes to the existing commerce regu-

lations described in CCL 399. 1 appears in Appendix G. The only

parameter involved in defining the boundary between the general and

case~by~case licensing is the numerical processing rate. The recom-
S

mendation is that it be established at 250 thousé{ﬁ‘&f‘-\'ts per second. The
/7

number was chosen on the basis of cornparls/o/n ~w1fh numerical processing

rates for existing aero space computers deterr;u;éd\‘f'rom a compilation

of such prepared by Don Baechler of Bell /.C<‘>mm.'.,j‘]\1nc, Only three com-

~n N

puters of the 87 listed {see Appendix) fal'/l.‘bg\lc):\.y:/t\}ie selected figure.

These are the IBM Gemini Guidance cé\‘mpute.r\;;: 155 and the General

Prec1s1on AN/ASN-24 at 26, both of Whlch a;)eared in 1963 and GPI

Kearfott GPK~10 at 193 which appeare:i 1n~ 1967 The recommended figure
i \-. B

of 250 could be altered to suit thc requ;rcmcms of the U.S. Government.

-~

It is not expected that the calculator max)lufacturers will introduce machines
s

that have an NPR in excess of 100° thop.sand bits/sec for several years.

There is no doubt that this number will be exceeded within the next five

years, 250 seems to be a reasonable compromise.
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or‘ lap‘e (including auxi! 1 . operated by one or mcre common control units and capa able
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oned parts and acces\sorics, n.e.c. (Specify name, model numis

modes, and related e\.'.n.A ient; and specially desi
end systems characterisiies,  Also see 837";.10.)“
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Those attending the first Comﬁuter/ca1cu1ator Boundary Conference:’

Dr. Sidney Fernbach
Livermore Laboratory

Mr. Sherman Abrahamson
Office of Export Control
Department of Commerce

Mr. Thomas Bun
Smith Corona Marchant

Mr. John Collins
Office of Export Control
Department of Commerce

Mr. Edward Dawson
Texas Instruments

Mr. Clark Dilks
Burroughs Corporation

Mr. Gaymond Schultz
American Micro Systems

Dr. Ronald Finkler
IDA

Mr. Ned Chang
Wang Laboratories, Inc.

Mr. EE?A. Kritzer
Office of Export Control
Department of Commerce

Mr. George Lindamood

Center for Computer Sciences & Technology
National Burggu of. Standards

Mr. Thomas Ogbbrhe 2
Hew]ett-Packérd_-f§>

“

Mr. Saul Padwo -
U. S. Department of Commerce

Mr, Jéan*Tartier
Office of East-West Trade

- Department of State

~ v

Additional people attending Comoufér/Ca1cu1étor Boundary Panel Meetings:

Sep

Mr. Daren Appelt <§(uf;\;£f)
Texas Instruments NG T
: s,
~

Mr. E. W. Pughe
Raytheon

Mr. Jorge Hernandez
Smith Corona Marchant

Dr. Michael Schneider
Data General Corporation

Mr. Ray Holt
American Micro Systems
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"APPENDIX (C)

L.

- and change to read:

.intent- ' | <}\H“\

PROPOSED CHANGES TO COMYERCE REGULATIONS .

Change subitem 714(5)A(b) of CCL 399.1 to read:

"(b) Storing in fixed or alterable memory more than 512

nunerical and/or alphabetical characters or having a

fixed or alterable internal memory of more than 2048

bits."

Delete subitem 714(S)A(c) of CCL 399.1. /2
7\\

Renumber subitem 714(5)A(d) of CCL 399.1 o subltem 714(5)A(c)
e

Ty, ,"‘ —~ \J
r’\\ ’ Mo "‘x,:// \."

"(3) Selectlng a sequence from a plurallty of operations

stored in fixed or alterable merorz»based upon data \

- r\

or an internally computed resul“ 4

Add a new note in the appropriate ;Qca;ion with the following

:,\__‘.\\\.
e
#Distribution (general) llcenses may be issued for digital com-

\\ i‘ ~

puters and/or devices embargoed by subitem 714(S)A of CCL 399.1

" provided that:

(a) The digital computers and/or devices have been de-
" signed Spec1f1cally for identifiable civil applica-
tions and, by nature of design or performance, are
. substantially restricted to the particular application

for which they have been designed;
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W (b) The manufacturer submits details of such devices to

the Commerce Department; who has agreed that the par-
k. B AT . ticular digital computers and/or devices should be

eligible for such a license;

. (e) The digital computers and/or devices are not capable

W

of all of the following:

(1) Having a "numerical processing rate" exceeding

: T SRR S 0.25 million bits per second;
; (2) Accepting electrical input signals; and
- (3) Producing electrical output signals;

g ‘;° . (d) Exports of technology are embabgoed,

* -5, Add a new note as follows: . [(Z\\

“"pefinitions of the terms of Note - above: \(Q\ﬁ 'ny
PR L
A _,a(a) "Numerlcal processing rate" is the product of the number

¢
S
N

of bits in an "operand" and the “proce551ng rate."

- : . s & L R
. e . » S

VAT e
L

" .:(b) “Processing rate" is the reciprocal of the sum of:

k! \ﬂ

noa et

"*fl 'f.f;:‘f(l) 0.9 times the average "executlon time" of an

A («.« ~.
2 LR i s
E ’ addition, and  { .- -
e . i A R
5 Pt o :
P _ (2) 0.1 times thelaverage "execution time" of a multi-
i ' \j\'
% B e pllcatlon, *:
r-.;:, ;‘ . . . .
i “(e¢) The "operand" length and "execution times" of the above
¥ operations are based on:
£ i (1) Either fixed point or floating point operands and
: ! T E e g s :
i - : .. ' " execution times or if both are provided then which-
« X $ . .‘,.' : s
3 ever type yields the greater numerical processing
% : Ny T o o= s e
. . P AR K £, Gl el i) i~ i e e
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For operand lengths in excess of 32 bits, a

- value of 32 bits shall be used as the operand

(3)

(4)

(5)

(6)

(7N

. (8)

length;

The fetching of the one or more instructions
necessary to perform an arithmetic operation from
memory (for CPUs Simultaneously fetching more
than one instruction in a memory word, the execu-
tion time shall be the average over the possible

locations of the 1nstructlon(s)/w1th1n the fetch
/7

word); <\\\> O
o C\x
One operand being in the. accumulator(s) or a
\ t "'.( » \
location in memory ac»zng as the accumulator(s)
\-'\ e

The second operand ben.nrf in- Lhe most accessible

\

Ny

portion of memory, i RN
f

~

The result belng 1eft 1n the same accunulator or

~

a 1ocat10n Jin menory actlng as the accunulator;
//\ -, N
\;"; Socil

The 1nstructlon(s) and operands being in optimum

locations in memory;

No indexing or indirect operations being in-

cluded,n

~
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r a — of 5‘”“‘» IRCLUD NG AN/ LE R0 & hARIETY
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e S r & // - SR—
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] Fx 36 | 18 210 on(con(, ./ Is el (134 3 1 2 TION. ADD TINMZ oR AD) TO NEuS? ~f e
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TABLE 1 - CHARACTERISTICS OF AfR

0SPACE COMPUTERS (CONTINUED)

~ BELL Or‘w‘v‘., I
T\ Y -
2| COMPUTING IN/OUTPUT) 5
s = \EMORY
E::) w | S| 1L, #SEC \€ MRS . PHYS!CAL CHARACTERISTICS NPR
) O+ -
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PROPOSAL TO
STUDY AND DEFINE THE BOUNDARIES DIVIDING COMPUTERS,

COMPONENTS AND PERIPHERALS FROM CALCULATORS

AND ASSOCIATED EQUIPMENTS
AND TO

REVIEW AND EVALUATE THE PREVIOUS AND CURRENT WORK

RELATING TO THE MEASUREMENT OF THE STRATEGIC

POTENTIAL OF COMPUTER SYSTEMS

The administration and execution of U.S. exbort policies covering
computers, components, and peripherals is becoming increasingly important
to (1) the U.S. government in relation to general export policy and
foreign relations; (2) to the operating departments responsible for
reaching judgments regarding the exportability of computer systems;

(3) to the operating departments concerned with the application of
guidelines to the measurement of the existing and potential strategic
- value of work done by a given computer system; and, (4) to the various

computer companies marketing computer systems in the international area.

The rising importance derives, in part, from the sharpening competition
*§n the world market among computer manufacturers, from the greater
complexity of U.S. computer systems being exported, and from the recent

arrival of the latest generation of computer technology.

In regard to the sharpening competition in the international market,
it is becoming 1ncreasihg1y difficult to use the existing criteria to

distinguish consistently between computer systems, on the one hand, and
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calculators and similar equipments, on the other hahd. This difficulty
arises in part from an irregular ebb and flow among the various technologies
which at any given point in time are included in computer systems, calculating
and processing systems, data hand]ing equipments and general communications
equipments. The desired combination of the above technologies and equipments
reflects the operating requirenents o1 an organfzation at a given point in
time. These requirements have their own "drift" or "float". For example,
on-coming combinations of calculators and assoéiated equipments possess

some properties previously found in small computef systems. Small,
specialized computer systems often possess one or more capability or

. capacity that raises them above the export control threshold. Re-defining
the boundaries would be a task of considerable complexity, including both

technical and operational aspects of systems applications.

Devising a feasible method for consistently and reliably measurjgg“ﬁhe
c&éacity of a computer system to perform work of strategic value involves
three separate sets of action. The first has to do with general and specific
technology evaluations and would include (1) the overall evaluation of the
"new geheration technology" as téchno]ogy, per se, and as an interactive

force within the current computer systems technology package, and (2) the

evaluation of measurable and viable "elements of technology" within the
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new generation and an updating of the evaluation of "elements of technology"
carried forward to current systems from preceding generations. The second
has to do with the functional criteria currently being used to measure the
capacity of computer systems to perform work of strategic value, and would
include re-evaluation of the functional criteria used and possib]e modifi-
cations in Tligi ux";hcfcxperience of the past few years and of the new
generation technology. The third has to do with the "administrability" of
any given formula or method and would include a comparative‘eva1uation of

the current method with any newly developed method.

The Computer Science and Engineering Board proposes to undertake the
first task of defining the boundaries dividing computer systems from calcu-
lators and similar equipments and to eva]uafe previous and current work
- relating to the second as a combined technical analysis in support of the
President's Special Assistant for Science and Technology, the DeparﬁTent of
'Stgte, the Department of Defense, the Department of Commerce, and othé;m-

government elements having interests and responsibilities in the computer

export area.

The two studies wbu]d be handled as separate, but concurrent and closely
related activities. A special sub-Panel of the CS&E Board would be estab-

"1ished to do the technical analysis to distinguish more clearly the line

separating computer systems from calculators and similar equipments. The
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pertinent information, experience and expertise within the government and
the private sector will be utilized, as appropriate. The results will be
issued and distributed to those government activities having priority con-
cern with the problem. Further distribution of this report, or generalized

version, may be made as mutually agreed upon.

‘The work to develop a technically reliable method for consistently
measuring the capacity of a computer system to perform work of strategic
value would be undertaken concurrently by a second special sub-Panel of
the CS&E Board. The work would be performed in two stages. The first

. stage would include, but not necessarily be Timited to, a survey and
evaluation of previous and current work in the field relating to the
measurement of the strategic potential of computer systems. The out-
come could take the form of consultations, informal briefings and perhaps
an informal paper, aé mutually agreed upon. If the outcome of stage cne
indicates the need for further work to develop a satisfactory method for

“measuring the strategic potential of computer systems, a supplemental
proposal will be submitted outlining the nature of the additional work to
be undertaken, a new time period for performance and the additional funding
schedule. As in the case of task one, i.e., computer systems vs. calculators,
the pertinent information and expertise within the government and the private

sector would be brought to bear.

The decision to move into stage two could occur at any time during the

course of the initial inquiry that is mutually agreed upon.

—<_
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These two concurrent efforts would take place between 15 June 1971 and
31 December 1971. Interim or preliminary papers, technical consultations,
briefings or conferences would be provided as mutually agreed upon.
Close liaison will be maintained with the elements of government concerned
with various aspects of the problem in order to assure the timing and focus
that would be most usetul to those government activities having policy and

implementation responsibilities.

Attached is a proposed budget showing the total funds needed and the

estimated expenditures within that total.

N~ a—
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PREFACE

Due process and privacy have long been matters of fundamental
imporiance to all Americans. At its inception in July 1968, the
Computer Science and Engineering Board of the National Acadé-
my of Sciences invited one of its members, Alan . Westin,
Professor of Public Law and Government at Columbia University,
to discuss issues of due process and of privacy in the context of
trends toward increasing computerization of personal records.
Because of the sparseness of information, the board concluded
that the public interest would be served by searching out and
publishing a comprenensive body i facts about the actuai elfects
that compuiers, communications, Qiied information technolo-
gies have had on creating, sharing, and using files on individuals.
This goal was to be reached through firsthand observations in
depth of as broad a cross-section of private and public files as
resources would permit. In keeping with the board’s policy, com-
mitment to this goal implied looking not merely at file technolo-
gy, but also at the nontechnical factors shaping its usetit implied
estimating technoelogical trends and developing the future implica-
tions of these trends for individual and public policy choices on

matters of due process and of privacy. Including classified govern-

ment files in the study was precluded by legal limitations on access
to ihese files and, when access is granted, on freedom to publish
findings. Attempting, asan alternative, to deveiop implications for
public policy choices from the fragmented and unverifiable infor-
mation publicly available seemed unwise.

Professor Westin, with Dr. Launor Carter, Vice-president and
Manager of the Public Systems Division of the Systems Develop-
mer.t Corporation; Dr. John R. Meyer, President of the National
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Bureau of Econcmi Research and Professor of Economics at Yale
University; Dr. John R. Pierce, then Execcutive Director of the
Research Communications Sciences Division at Bell Laboratories
and now Professor of Engineering at the California Institute of
Technology; and Dr. J. Barklev Rosser, Professor of Aathematics
and Director of the Mathematics Research Genter at the University
of Wisconsin, developed a study plan for review and approval by
the board.

Sharing as they do the board’s interest in the interrelation of
law, the behavioral sciences. and tcchnology, Russell Sage Founda-
tion and its President, Orvilie G. Brim, Jr., were receptive to our
plan. In February 1069, Russell Sage Foundation accepted a
formal study proposal submiticd by the Computer Seience and
Enginecring Board and approved DY the President and Council of
the National Academy of Sciences. Named Project, Director, Alan
Westin, with the advice of the board, assembled a staff well versed
in computer science, economics. journalism, Jaw, political science,
psychology, and sociolegy. Based on the contributions and critical
comments of the entire project staff, the final report was written
by Alan F. Westin and Michael A. Baker.

To assure that major viewnoints and contrasting positions on
basic issues involv [
research, and reporting of the project, the board appointed a
National Advisory Group to the project. writh the understanding
that their role was advisory and that responsibility for this report

ed in databanks would influence the planuing,

. rests with the authors. the Computer Science and Engineering

Board and the National Academy of Sciences, these people gave
fully and freely of their advice and their criticism at several stages
of the work. This report owes much to their probing and their
prodding. '

A distinguishing mark of this report is its fascinating first-
hand accounts of 1. out of over 50 site visits made by the project
director and his staff to public and private organizations whose
files on people are in transition from manual to computer technol-
ogy. The staff was welcomed with courtesy over extended and,
occasionally, repeated visits. To each organization and to every
individual in it who met with the staif and answered their ques-
tions, the board expresses its thanks.

Those who answered the qucstionnaires used in the study
were pledged anonymity. In their privacy, they too have our
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thanks, along with the anonymous reviewers of this report selected
by the National Academy of Sciences’ Repo

port Review Committee.
The board ciosely supervised the study thre ughout its course.
Alan Westin and his st we of themsalves unstintingly in devel-
oping the factual buase for their findings end analyses. The board
deeply appreciates their efforts and is pleased to commend this
report to all Americans.

Computer Science and Enzineering 3oard
< -

By _

Anthony G. Oettinger
Chairman




SUMMARY

The United States has become a recoids- oriented society. In
each major zone of personal and civic 1ifr (education, employment,
credit, taxation, health, welfare, licensing, law enforcement, etc.),
formal, cumulative records are assembled about each of us by hundreds
of private and government record-keeping crganizations. These personal
histories are relied on heavily by the collecting organizations in making
many decisions about our rights, benefitc, and opportunities, and in-~
formal networks for sharing record-information among public and private
organizations become a common feature of organizational life heavily
dependant on credentials.

During the past two decades, as most govermment agencies and
private organizations have been computerizing their large-scale files,
the American public has become concerned that dangerous changes might
be taking place in this record-keeping process. Because of the computer's
enormols capacities to*record, store, process, and distribute data, at
great epeeds end in enormous volumes, it ie feared that far more personal
data might be assembled about the individusl than it had been feasible
to collect before; that much greater sharing of confidential information
might take pluce among the computerized recsrd holders: and that there
might be a lessening of the individual's ability to know what records
have been crected about him, and to challenge their accuracy er
completeness,

DATABANKS IN A FREE SOCIETY {s the renort of the first nationwide,

factual study of what the use of computers i{s actually doing to record-




keening processes in the United States, and what the growth of large~-scale
databanks, both manual and computerized, mean for the citizen's constitu-

tional rights fo privacy and due process,

Et alsoloutlirts the kindas of public policy {ssues about the use of
databanks in the 1970's that must be resolved if a proper balance between
the individual's civil liberties and society's needs for information, 1Q to
be achieved.

HOW THE STUDY WAS CONDUCTED

The Project on Computer Data Banks was & three year research study
conducted under the auspices of the Computer Science and Engineering Roard
of the National Academy of Sciences, under grants of $164,000 from Russell
Sage Foundation, The Director of the Project was Dr. Alan F. Wesatin,
Professor of Public Law and Covermment, Columbia University, and author

of the well-krown book, Privacy end Freedom, published in 1967. An inter-

disciplinary staff of seven scholars from the fields of law, computer
science, and the social sciences collaborated in the rcseé;éﬁ;:\The
project received contiﬁuing guidance mot only from the Computer Science
and Engineering Board but also a special Advisory Board of 18 prominent
figures in public 1life vhose views spamned the full apecfrum of opinion
on issues of catabanks end civil liberties.® The final report of the
project was written by Br. Westin and Mr. Michael A. Baker, Assiatant
Birector of the Project and an Imstructor in Sociology at Brooklyn College
of the City University of Mew York.

The majcr sources collected and used by the Project include:

1. Bocimentary materials om computerized recerd systems in more

* MNames of staff and Advisory Board members appear later in this summary.




than 500 government agencies and private orgamizations.

2. petailed on-site staff visits to 55 of the most advanced
computerizing organizations, ranging acroess the most sensitive fields of
personal record-keeping.

3. Replies from over 1500 organizations in a national mafl survey
of developments in computerization and record-keeping among goﬁernment
agencies and private organizations.

4. Exteasive interviews with officials from computer companies,
software houses, systems consulting firms, industry associations, civil
liberties groups, labor unions, congumer organizations, minority-rights
organizations, and professionsl associations.

5. Legal, legislative and regulatory-agency materials dealing with
databank issues in 25 distinct major fields of personal record-keeping.

6. Materials and interviews on the state of databank developments
and regulatory controls in 23 foreign nations, for purposzes of comparison
with the United States.

ORGANIZATION OF TUE REPORT

The Report 18 organized inte five parts:
Part I presents a brief, orienting discussion of computer systems

and civil liberties concepts for general readers.

Part II consists of "profiles' of 14 governmental, commercial, and
private orgarizations, drawn from 55 to which the Project staff made site
visits. FEach profile describes the nature and function of the organiz-
.ation, its pre-computer record-keeping, its move into computer usage,

the effect of automation on its record-keeping about people, previous




civil liberties issues involving the organization's manual record-keeping,
the effect of computerization on civil liberties protections, and the
organization's plans for further computerization in the next five years.
The 14 organizations given this detailed treatment are:

The U.S. Social Security Administration

The FP.B.I.'s National Crime Information Center

Kanses City (Missouri) Police Department

New Yorl State Department of Motor Vehicles

City of Hew Haven, Connecticut

Santa Clara County, California

Bank of America

T.R.W. =« Credit Bata Corporation

Mutual of Oumaha Insurance Company

R.L. Pollk & Company

Massachusetts Institute of Technology

Church of Latter Day Saints

Office of Reegearch, American Council on Education

Kaiser-Permanente Health Plan

Part IIL has three chapters which present and analyze the Project's
principal findings. These include an overview of what kinda of files have
and have not been computerized in advanced orgenizations; an analysis of
computer effects on civil liberties that are not taking place as yet; and
a descripiion of those changes in record-keeping that the use of computers
and communication systems 12 producing in these organizations.

Part IV is an analysie of the way in which the reception of computer
tachnology is affected by crganizational, legal, and socio-political
factors, foliowed by a forecast of developments in new computer and commun=-
ications technologies that are likely to occur in the remainder of the 1970's,

and an analyeis of their implications for civil liberties,

Part V discusses public policy choices in the 1970's in light of

the project's findings and forecasts. The firet chepter analyzes the larger




socio-political significance of the computer's arrival in the late 1950's
and 1960's; it gces on to suggest the basic civil liberties principles
that ought to be followed when seeking to safeguard citizen rights in
large-sgalevrecord systems, especfally in the increasingly computerized
sectors of American organizational life. The final chapter of the report .
presents &an agenda for the 1970's, identifying six areas of priority for
public policy and civic action.

Three appendixes to the report present the results from the Project's
survey of organizations, an analysis of public opinion literature on privacy
and the computer, and information about the experience of ether advaaced
industriul nations in dealing with the datebanks-and-privacy problem,

HIGHLIGHIS CF THE REPORT

1. A great many coumentators have warned that the spread of computers
1s fundamentally altering the balance between information policies of
organizations and individual rights to privacy that marked past eras of
record-keeping. ‘Compared to what was done in the manual era, it is said,
the new capacities of the computer inevitably lead organizations to collect
more detalled and intrusive personal information about individuals; to
consolidate confidential {nformation from previously separate files; and
to share confidential personal data with govermment agencies and private
organizations ghat had not received it before. The Project's findings
from visits to 55 organizations with kighly advanced computer applications
is that computerization is not yet having such effects in the overvhelming
majority of such organizations. For a cowbination of technological and
organizatior;l reasons, central databank developments are far from beirg

‘as advanced as many public commentaries hove assumed. Organizations have



so far failed to achieve the "total" consolidation of their intormation
about individuals which raised civil liberties alarms when such goals were
announced in the 1960's.by various government agencies or private organ-
{zatons.

Further. in computerizing their records on individuals organizations
have generally carried over the same policies on data collection and shar-
ing that law and administrative traditions in each field had set in the
pre-computer era. Where new law or practices have evolved to protect
individual liberties over the past decade, organizations with computerized
systems have followed such new policies as fully as those that still use
manual files end procedures. Even the most highly computerized organiza-
tions continue to rely heavily on manual record keeping and retain in their
paper files the most sensitive personal information they possess.

2. Another widely held fear is thar computerization makes it more
difficulet for the individual to know what 13 in the file about him, to
have erroxrs corrécted, ér have the data erased where public policy
specified that certain information about an indivi@ual‘s past should be
ignored. The Project's inspection of advanced systems showed that notice
to the individual about a record's existence, opportunity to inspect and
challenge that record, and policies as to the removal of out-of-date
or irrelevant information were not being substantiaelly altered by computer<
{zation. Where policies affording individuals rights of due process such
as the above had been provided in an organization prior to computerization,
those rules arve being fellowed in the new romputerized systems &s well.

Where no such rights were given, the adoption of computers has not made
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the situation either worse or better. Neither has computerization intro-
duced impersonal decision maxking in systems where this was not present
before, nor forced organizations into greater reliance on 'the tecbrd" in
uak#ng decisions about clients, customers or citizens. Where abuaes
along these lines were present in computerized systems -- raiaing serious
due processe queaclonsl-- they had been carried»dver from the high-volume
“"processing" of people in the manual era.

Over and over again, the Project's findings indicate profound pubiic
misunderstanding a&bout the effect of computars on large scale record
systems. To some extent, the inflated claims and proposals of organizational
managers about the capacities of their computer systems helped to generate
what were in fact baseless privacy concerns on the part of the public.

In addi¢{on, as the Report shows with resrect to law enforcement uses ard
airline-reservations and charge-card systems, many commentators on computers
and privacy fcsues have failed to do adequate regearch into the actual
operations of systems about which they write, and have presented entirely
incorrect pictures to the press and public about hew these computer systems
work. The danger in this, the report points out, is that we wmay give up the
fight in the telief we have already lost. "If we agssuwe that compufer users
are already doing things that they are not, we risk surrendering without a
fight the border between properly iimited and surveillance-oriented computer
applications... The question of what border control measures should be adopted
can herdly be understood -and properly considered...if the public and opinion
leaders assume that the borders have already been obliterated."

3. Comprterization in advanced organizations is producing changes
in rééord-keeping methods that can increase the efficiency with which

organizations carry out their basic decision making about the people
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they process or serve. Computerization is making it possible for many
organizations to maintain more up-to-date &nd complete records; obtain

faster responses to inquiries about a given individual; and make more

extensive use of information already in the files. Computers have also

made possible dramatic expansion of networiks for exchange of data among
organizations that have shared data since pre-computer days; and the

creation of some large data bases of information about people that

would not have been feasible without autcraation. These changes have been
felt already in police information systems, national credit reporting systems,
charge card systems, and others.

4. looking at technological trends for the remaining years of the
1970's, the Report forecasts that while there will be i{mportant continued
increases in computer capabilities, no developments are now foreseeable
that will alter the technological, organizational, and socio-political
considerations that presently frame the databanks and civil libeities
isgue. @rganizations will have more flexible, reliable, and cost-effective
computer aysﬂemn‘to use in pursuit of their policies, but these will not
represent a radical departure from the computer capabilities presently
available. The most important development with implications for civil
liberties will be @n increase irn the ease with which data can
be shared among organizations which have computers, coupled with a
reduction in the coat of doing go. This will make it imperative that
legal boundaries as to data-sharing are sei &s clearly as possible.

5 iﬁe Project concluded that the real issue of databanks and civil
liberty facing the nation today is not that revolutionary new capacities
for data surveillance have come into being as a result of computerization.

The real {ssue is that computers arrived to augment the power of




organizations just when the United States entered a period of fundamental
debate over social policies and organizational practices, and when the
traditional authority of govermment institutions and private organizations
has become the object of wide-spread dissent. Important segments of the
population have challenged the goala of major organizations that use
personal records to control the righta, benefits, and opportunities of
Americans. There is also debate over the criteria that are used to make
such judgments (religious, racial, political, cultural, sexual, educational,
etc.), and over the procedures by which the decisions are reached, espe-
cially those that involve secret proceedings and prevent individuals frem
having access to their own records. Computers are making the record keeping
of many organizations more efficient precisely at the moment when trust
in many large organizations is low and wher major segments of the American
population arc calling for changes in valuca that underly varfous socicl
programs, for new definitions of personal rights, and for organizationsl
euthorities to make their decision-making procedures more open to public
scrutiny and to the review of specific individuals involved.

6. Despite the rapid spread of computers, there has been little so far
by way of nev legislation, judicial rulings, regulatory-agency rules,
or other legal remedies defining new rights to privacy and due process
in major record systems. The Report stresses that, because of the increased
efficiency of record-keeping and the growing intensity of the public's
concern, the middle 1970's is the moment when law-makers and the public
must confron: both long-standing and newly raised civil liberties issuet,

and evolve a new structure of law and policy to apply principles of privacy
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and due process to laxge~scale record keeping.

7. The Report identifies six areas of priority for public aﬁtion,
and presents examples of specific policy measures under each of these
that ought to be seriously considered by policy makers:

A. Development of laws to give the individual & right of access
and challenge to almoat every file in which records about him are kept
by city, county, state, or govermment agencies. At stake here is the
possibility that, denled access to records being used for decisions
about hiuwself, the citizem is left with '"feelings of powerlessness and
the conviction that government authority is fundamentally arbitrary."

At the very least, citizens ought to know what record systems
exist in governmeunt egencies. 4 €itizen's Cuide to Files, published at

every approprilate level of govermment jurisdiction, should "

provide the
citizen with a thorough, detailed and non~technical directory of the
record systems that contain information about him, and the general rules
under which it 16 being held and used." Providing adequate due
procegs protection in government files, the Report suggests, is best
achieved by assuming that individuals shouvld be able to see and get a
copy of any records used to affect them pereonally -- with the record
keeping agency 'bearing the burden of proving that some specific public
interest justifies denying access."

B. Developuent of explicit laws or rules balancing confidentialifry
and data-sharing in many sensitive record systems that today do not have
clearly defined rules. Among these would be rules governing the provision

of informaticn to law enforcement agencies from bank accounts, travel

and entertair—snt card records, airline and hotel reservation systems,




etc. The Report predects thac one or twe large systems will come to dominate

in each of these areas. '"This development will make the individuni'a accournt
record more comprehensive and a very inviting target for investigators

of all kinds. With that rise in sensitivity and attractiveness ought to

go legislative enactments spelling out retention and destruction policies,
confidentiality rules, and procedures for protecting individual rights

when outsiders seek to obtain access for what are asserted to be lawful

and necessary purposes.'

As a case study in how not to build new record systems, the Report
discusses some of the major Administration &and Congressional proposais fer
national welfare reform, which generally hinge on the availability of con-
puters for masasive data storage and exchange. Several of the welfare system
proposals contain "sweeping authorizations for data collection and shariug
but alwmost nclhing by way of confidentiality standards and due-process review
procedures.' ‘The Report points out that we may be 'creating one of the
largest, most seﬁsitive, and highly computerized record systems in the
nation's history, without explicit protections for the cfivil liberties of

millions of persons whose lives will be profoundly affected..."

C. Limit the collection of personasl information where a proper
regard for the citizen's right to privacy cuggests that records ought not
to be maintaired at all by certain organizﬁtiona, or never furnished for
certain uses in the society. Among the examples are the use of arreat-only
records in licensing and employment decisions, and the selling to
comnercial advertising services of names &1d addresses collected by

government undar its licemsing and regulatory powers, unless the individuval
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specifically conzents to such use.

In the case of arrest records, the Report stresgses that "a democratic
society should not allow arrest records to be collected and circul#ted
natipnwide with increasing efficiency without considering directly the
actual social impact of their use in the employment and licensing spheres,
and without examining the poseibility that dissemination beyond law-enforce-
wment agencies represents an official stigmatization of the citizen that |
ought to be either forbidden by law, or closely regulated."

D. Increased work by the coumputer industry &nd professionals within
it on technological safeguards which will make it possible to implement
confidentiality policies more effectively than {8 now feasible. The Report
notes that "No 'technological fix' can be epplied to the databank problem.”
Protection of privacy is & matter of social policy, on which "computer
professionals are fellow citizens, not experts.'" But the Project calls
for more research, develcpument, and tegting.efforte to be undertaken by
the computer industry to see that the computer's capacities for protection
of confidcntialiﬁy and insurance of proper citizen access are turned inta
"available and workable products." Law and public pressure, the Report
suggests, require that such measures be taiken by managers of sensitive record
systems when they are computerized, thereby stimulating the "user demand” to
provide a practical market for such devices and techniques.

E. Reconsideration by congress and fhe executive branch of the
current permissive policies toward use of the social security number in
an increasing number of government and private record systems. The Report
notes that having such & number is not a prerequisite for linking files
within’or betwcen organizations, but notes +hat a common numbering system

clearly makes record linkage easfer and cheaper. Further, the Project




concludes that resolving the critical civil liberties issues in record

keeping "will require that a minimum level of trust be maintained between
American citizens and their govermment. Under these conditions, adopting
the social security number as a national identifier or letting 1£s use
spread unchecked cannot help but contribute to public distrust of
govermment."

F. Experimentation with special information-trust agencies to hold
particularly sensitive bodies of personal data. For example, the Report
suggeate that the handling of both national crime statistice and summary
criminal historfes ("rap sheets") might be taken away from the Federal
Bureau of Investigation and placed in an independent national agency under
control of a board that would have public representatives as well as
law enforcement officials on it. Such an agency would have to be established
"with a clear legislative wandate to be a ‘guardian’' {institution,"
paying attention to civil liberties interests &s well as law enforce-~
ment needs.

The Report stressed that the next five years would be a critical
period in the reception and control of sensitive personal record systems,
especially those managed by computers. More sensitive areas of record-
keeping are being entered by many computerizing organizatiens, many larger on-
line (instant access) networks are being bfnught into operations, and more con-
solidations of presently scattered records about individuals can be seen
as a trend in certain ereas, such as criminal justice, credit and financial
transactions, and welfare. The Report stresses that .unless law makers and
‘ guards for privacy and due process,

organizationil managers develop proper saf«

and create mechanisms for public gcrutiny and review, the record systems they are
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puilding could sharpen the already serious debate in American gociety
over the way to apportion rights, benefits, and opportunities in a
credential-oriented society, and leave organizational uses of records to
control individual futures too far outside the rule of law.

In its closing paragraphs, the Repor’ sums up the databanks and civil
liberties problem aes follows:

" "If our empirical findings showed anything, they indicate
that man is still in charge of the nachines. What is collected,
for what purposes, with whom inforvstion is shared, and what
opportunities individuals have to sce and contest records are
all matters of policy choice, not technological determinism.
Man cannot escape his social or moral responsibilities by
murmuring feebly that 'the Machine made me do it."

"There is also a powerful tendency to romanticize the
pre-ccuanuter era as & time of robust privacy, respect for
individuality in organiz&tions, and 'face-to-face'
relations in decision=-making. Such arcadian notiona
delude ua. In every age, limiting the arbitary use of power,
applyirg broad primciples of civil liberty to the troubles
and chullenges of that time, and using techuology to advance
the social well-being of the nation represent terribly hara
questions of public policy, and always will. We do not help
resolve our current dilemmas by thin+ing that earlier ages
had magic answers.

"Computers are here to stay. So are large organizations and
the neced for data. So is the American comaitment to civil
liberty. Equally real are the social cleavages and cultural
reasseasments that mark our sra. Our task is to see that
appropriate safeguards for the individual's rights to privacy,
confidentiality, and due process are embadded in every major
record system in the nation, particularly the computerizing
systems that promise to be the setcing for most important
organizational uses of information affecting individuals in
the coming decades.'
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INTRODUCTION

It makes no sense to discuss software for privacy-
preserving or secure time-shared computing without
considering the hardware on which it is to run. Software
accoss controls rely upon certain pieces of hardware.
If these can go dead or be deliberately disabled without
warning, then all that remains is false security.

This paper is about hardware aspects of controlled-
access time-shared compu’ing* A detailed study was
recently made of two picees of hardware that are re-
quired for sccure time-sharing on an 1BM System 360
Model 50 computer: {he storage protection system and
the Problem/Superviso  state control system.! It un-
covered over a hundred cases where a single hardware

failure will compromise securily without giving an’

alarm. Mazards of this kind, which are present in any
computer hardware which supports software access
controls, have been essentially cli ninated in the SDC
ADEDPT-50 Time-Sharing System through techniques
described herein.?

Analysis based on that work has clarified what
avenues are available for subversion via hardware; they
are outlined in this paper. A number of ways to fill
these sceurity gaps are then developed, including meth-
ods applicable to a variety of computers. Adminis-
trative policy considerations, problems in seenr v eerti-
fication of hardware, and hardware design consider-
alions for sccure time-shared computing also receive
comment.

FAILURE, SUBVERSION, AND SECURITY

I'wo types of security problem can be found in com-
puter hardware. One is the problem of hardware failure.

+°F . . . . .

Fhe relutionship between “secarity” and “privacy’” has been
1o : . 5 "

dizeussed elsewhered¢ In this paper “sccurity” is used to cover
contiolied-access computing in general.

This includes not only computer logic that fails by
jtself, but also miswiring and faulty hardware caused
by improper maintenance (“Customer Yingineer”) ac-
tivity, including CIZ errors in making ficld-installable
engineering changes.

The other security problem is the cloak-and-dagger
question of the susceptibility of hardware to subversion
by unauthorized persons. Can {rivial hardware changes
jeopardize a secure computing facility even if the soft-
ware remains completely pure? This problem and the
hardware failure problem, which will be considrred in

depth, are related.

Weak points for logic failure

Previous work involved an investigation of portions
of the 360/50 hardware.! Its primary objective was to
pinpoint single-failure problem locations. The question
was asked, “If this element fails, will hardware required
for secure computing go dead without giving an alarm?”’
A total of 99 single-failure hazards were found in the
360/50 storage protection hardware; they produce 2
variety of system effccts. Three such logic clements
were found in the simpler Problem/Supervisor state
(PSW bit 15) logic. A failure in this logic w_ould cause
the 360/50 {o always operate in the Supervisor state.

An assumption was made in finding single-failure
logic problems which at first may seem more restrictive
than it really is: A failure is defined as having occurred
if the output of & logic clement remains in an invalid
state based on the states of its inputs. Other failure
modes certainly exist for logic elements, but they reduce
{o this case as follows: (1) an intermitient logic element
meets this eriterion, but only part of the time; ) a
shorted or open input will cause an invalid output
state at least part of the time; (3) a logic clement which
exhibits excessive signal delay will appear to have an
invalid output state for some time after any input
{ransition; (4) an output wire which has been con-




136 Spring Joint Computer Conference, 1970

nected to an improper location will have an invalid
output state based on its inputs at least part of the
time; such a connection may also have permanently
damaged the clement, making its output independent
of its input. Tt should be noted that failure possibilities
were counted; for those relatively few cases where a
security problem is eaused whethor the element gots
stuck in “high” or in “low” state, two possibilities were
counted. ;

A situation was frequently encountered whiel is con-
sidered in a general way in the following section, but
which is touched upon here. Many more logic clements
besides those tallied would eause the storage protection
hardware to go dead if they failed, but fortunately
(from a security viewpoint) their failure would cause
some other essential part of the 360/50 to fail, leading
to an overall system crash, “Ifailure detection by faulty
system operation” keeps many logic elements from
beecoming sceurity problems.

Circumventing logic Jailupe

Providing redundant logic is a reasonable first sug-
gestion as a means of eliminating single failuics ag
security problems. However, redundancy has some
limits which are not apparent until a close look ig
taken at the arecas of seeurity concern within the Central
Processing Unit (CPU), Security problems are really
in control logic, such as the logic activated by a storage
protect violation signal, rather than in mu'ti-bit data-
paths, where redundancy in the form of errc ~deteeting
and error-correcting codes is often useful. Indeed, the
360/50 CPU already uses an error- detecting code exten-
sively, since parity cheeks are made on many multi-bit
paths within it.

Effective use of redundant logic presents another
problem. One must fully understand the system as it
stands {o know what needs to be added. Pulting it
another way, full hardware certification must take
place before redundaney can be added (or appreciated,
if the manufacturer claims it is thero to begin with).

Lastly, some areas of hardware do not lend them-
selves too easily to redundancy: There can be only one
address at a time to the Read-Only-Storage (ROS) unit
whose microprograms control the 360/50 CPUS% One
could, of course, use such a selieme as triple-modular
redundancy on all control paths, providing three copies
of ROS in the bargain. The result of such an approach
would not be muel like a 360/59.

Redundancey has « specialized, supplementary appli-
cation in conjunction with hardware eertification. After
the process of certifieation reveals whicl logice clements
can be checked by software at low overhead, redundant,

L

logic may be added to take care of the remainder. A
good example is found in the storage protection logie.
Eleven failure possibilities exist where protection inter-
rupts would cause an incorreet microprogram branch
upon failure. These failure possibilitics. avise in part
from the logic clements driven by one control signal
line. This signal could bo provided redundantly to
make the hardware sccure.

Software tests provide another way to ecliminate
hardware failure as a seeurity problem. Code can be
written which should cause a protection or privileged-
operation interrupt; to pass the test the interrupt must
react appropriately. Such software must interface the
operating systein software for scheduling and storage-
protect lock alteration, but must excecute in Problem
state to perform its tests. There is clearly a tradcoff
between system overhead and rate of testing. As pre-
viously mentioned, hardware certification must he per-
formed to ascertain what hardware can be cheeked by
software tests, and how to cheek it

Software testing of critical hardware is a simple and
reasonable approach, given hardware certification; it is
closely related to a larger problem, that of testing for
software holes with soft ware. Software testing of hard-
ware, added to the SDC ADLEPT-50 Time-Sharing
System, has climinated over 85 percent of present
single-failure hazards in the 360/50 CPU.

Microprogrammaing could also be put to work to
combat failure problems. A microprogrammed routine
could be included in ROS whicl, would automatically
test critical hardware, taking immediate action if the
test were not passed. Such a microprogram could either
be in the form of an exceutable struction (e.g., TEST
PROTECTION), or could be automatic, as part of
the timer-update sequence, for example.

A microprogrammed test would have much lower
overhead than an equivalent software test performed
at the same rate; if automatie, it would test even in
the middle of user-program exceution. A preliminary
design of a storage-protection test that would be exer-
cised every timer update time (60 times per second)
indicated an overliead of only 0.015 percent (150 test
eyeles for every million ROS cycles). Of even greater
significance is that microprogrammed testing is. speci-
fiable. A hardware vendor can be given the burden of
proof of showing that the tests are complete; the vendor
would have to take the testing requirement into account
in design. The process of hardware certifieation could
be reduced to a design review of vendor tests if this
approach were taken. ;

tetrofitting microprogrammed testing in a 360/50
would not involve extensive hardware changes, but
gome changes would have to be made. Testing micro-
programs would have to be written by the manu-
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facturer; new ROS storage clements would have to be
fubricated. A small amount of logic and a large amount
of documentation would also have to he changed.

]ogie failure can be totally climinated as a security
problem in computer hardware by these methods. A
finite effort and minor overhead are requived; what
Jogic is secured depends upon the approach takeu. 1
microprograi or software functional testing is used,
miswiring and dead hardware .aused by CI errors will
also be discovered.

Subversion lechnigues

It is worthwhileto take the position of a would-be
system subverter, and proceed to look at the easiest
and best ways of using thé-360/50 to steal files from
unsuspeeting users. What hardware changes would have
to be made to gain access to protected core memory
or to enter the Supervisor state?

Fixed changes to climinate hardware features are
obvious enough; just remove the wire that earrics the
signal to set PSW bit 15, for example. But such changes
1 Iy

Yy
Jtysital

»identical to hardware failures, since some-

are }
thing is permanently wrong. As any functional testing
for dead hardware will discover a fixed change, a po-
tential subverter must be more clever.

In ADEPT-50, a user is swapped in periodically for
a bricf length of time (a “quantum’). During his
guantum, a user can have access to the 360/50 at the

ma hine-language level; no interpretive program comes’

between the user and his program unless, of course,
he requests it. Thus, a clever subverter might seek to
add some hardware logic to the CPU which would
look for, say, a particular rather unusual sequence of
two instructions In a program. Should that sequence
appear, the added logic might disable storage pro-
tection for just a few dozen mieroseconds. Such a small
“hole” in the hardware would be quite sufficient for
the user to (1) aceess anyone’s file; (2) cause a system
erash; (3) modify anyone’s file.

User-controllable changes could be implomented in
many ways, with many modes of control and action
bosides this example (which was, however, one of the
more cffective schemes contemplated). Countermea-
sures {o such controllable changes will be considered
below, along with ways in which a subverter might {ry
to anticipate countermeasures.

Counlermeasures (o subversion

As implied carlier, anyone who has suflicient aceess
to the CPU to install his own “Jdesien changes” in the
hardware is likely to putina controllable change, since

a fixed change would be discovered by even a simple
software test infrequently performed. A user-control-
Jable change, on the other hand would not be dis-
covered by tests outside the user’s quantum, and
would be hard to discover even within it, as will become
obvious.

The automatic microprogrammed test previously dis-
cussed would have a low probability of discovering a
user-controllable hardware change. Congider an at-
tempt by a uscr to replace his Jog-in number with the
Jog-in number of the person whose file he wants to
steal. Fle must exceute a MOVE CHARACTERS in-
struction of length 12 to do this, requiring only ahout
31 microscconds for the 360/50 CPU to perform. A
microprogrammed test occurring at timer interrupts—
once cach 16 milliscconds-—would have a low prob-
ability of discovering cuch o byief. security breach. In-
creasing the test rate, though it raises the probability,
raises the overhead correspondingly. A test oceurring
at 16 microsccond intervals, for example, represents a
15 pereent overhead.

A reasonable question is whether a software test
might do a better job of spotting user-controllable

hardwa e changes. One would approach this task by

attempting to discover changes with tests inserted in
user programs in an undetectable fashion. One typical
method would do this by inserting invisible breakpoints
into the user’s instruction stream; when ey were
encountered during the user’s quantum, a software test
of storage protection and PSW bit 15 would be per-
formed.

A software test of this-type could be written, and as
will be discussed, such a software test would be difficult
for a subverter to circumvent. Nevertheless, the draw-
backs of this software test arc severe. Reentrant code
is required so that the software test can know (1) the
location of the instruction stream, and (2) that no
instructions are hidden in data arcas. Requiving re-
entrant programs would in turn require minor changes
to the ADEDPT-50 Jovial compiler and major changes
to the F-level Assembler. A small microprogram change
would even be required, so that software could sense
the difference between a fetch-protect interrupt and
an exccute-protect interrupt. Changes would be re-
quired to the ADEPT-50 SERVIS, INTRUP, DE-
BUG, and SKED modules. Were such a software test
implemented, run-time overhead would likely be rather
high for frequent breakpoint-insertions, since each
breakpoint inserted would require execution of 50 or
more instructions at run time. Tastly, programmers
might not always like having to write reentrant code.

These implementation problems, thoush deseribed
for one specific test approach, are likely to extend to
any test which attempts to interrupt ranning user pro-
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grams via software, since any such test must isolate
and augment every user’s instruction stream.
Although the above does not demonstrate that de-
teeting user controllable subversion hardware is im-
possible, it should indicate that by no means is such
detection trivial. 1t is even harder than the above may
suggest, for, as the next section indicates, while the
subverter is busily building his controliable changes
into the CPU he may add insult to injury by inacti-
vating anti-failure and anti-subversion hardware.

Defeat of countermeasures

Hardware countermeasures that are casy to install
arc casy to remove. Redundant logic can be disabled
with the same wire cutters or wirc-unwrapper as other
logic. This is also truc of state-testing and parity-check
logic. Alternatively, a clever subverter may add logic
that picks up a test signal and uses it to inactivate his
own Jogic while the test is performed. The subverter
may, alternatively, arrange things so that tests always
pass during his quantum.

Microprogrammicd countermeasures are somewhat
more difficult for the subverter to inactivate, since he
must decode particular ROS addresses to know that a
microprogrammed test rouline has begun. Once he has
done this, though, he nay proceed as if he were dealing
with hardware, since on a short-term basis, micro-
program contents and addresses do not change, The net
result of putting countermeasures in ROS rather than
in logic is to raise the “work function” for subversion;
that is, the subverter must do more work to achicve
his goal, but he can reach it.

On the other hand, a thorough software test, such
as the breakpoint test previously deseribed, would be
nearly impossible to defeat by hardware techniques.
This is beeause of the transient nature of software:
a subverter would have to decode program variables
such as addresses via hardware; then cven minor
changes in the breakpoint-placing routines would malke
that hardware useless. One must recall, however, the
large implementation and overhead problems inherent
in a user-interrupting software test. In summary,
countermeasures can be devised which have a high
“work funetion,” but they entail major costs in imple-
mentation and system cfficiency.

Two assumptions have been inherent in this dis-
cussion; namely, that the subverter has both knowledge
of system hardware (including subversion countor-
measures) and means of changing the hardware. This
need not be the case, but whether it is depends on
administrative rather than technical considerations.
Administrative considerations are the next subjeet.

Administrative policy

Special handling of hardware documentation and
(\n;j;iiwcring changes may be worthwhile when com-
mercial lines of computers are used for secure time-
sharing. First, if hardware or microprograms have been
added to the computer to test for fajlures and subversion
attempts, the details of the tests should not be obtain-
able from the computer manufacturer’s worldwide net-
work of sales representatives. The fact, that testing is
done and the technical details of that testing would
seeimn to be legitimate sceurity objects, since a subverter
can neutralize testing only if he knows of it. Cis
cation of those documents which relate to testing is a
policy question which should be considered. Likewise,
redundant hardware, sueh as a second copy of the
PSW bit 15 logie, might be included in the same
calegory.

The second area is that of change control. Presumably
the “Customer Engincer” (CE) personnel who perforin
engincering changes have clearances allowing {hem
access 1o the hardware, but what about the. teehnieal
documents which tell them what to do? A clever sub-
verter could easily alter an enginecring-change wire st
to include his modifications, or could send spurious
change documentation. A CR would then unwittingly
install the subverter’s “engincering change.” Since it
is asking too much to expeet a CE to understand on o
wire-by-wire basis each change he performs, some new
step is necessary if one wants to be sure that engineering
changes are mace for {echnical reasons only. In other
words, the compufer manufacturer’s engineering
changes are sceurity objects in the scense that their
integrity must be guaranteed. Special paths of trans-
mittal and post-installation verification by the manu-
facturer might be an adequate way to sceure engineering
changes; there are undoubtedly other ways. It is clear
that a problem exists. ;

Finally, it should be noted that the 360/50 RO3
storage elements, or any cquivalent parts of another
manufacturer’s hardware that contain all system micro-
programming, ought to be treated in a special manner,
such as physically sealing them in place as part of
hardware certification. New storage clements containing
engineering changes are security objects of even higher
order than regular engineering-change documents, and
should be handled accordingly, from their manufacture
through their installation.

1
1=

GENERALIZATIONS AND CONCLUSIONS

Some general points about hardware design that
relate to sceure time-sharing and some short-range and

long-range conclusions are the topics of this section.

e I A L U -y
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Iail-sccure vs. fail-soft hardware

Television programs, novels, and motion pictures
have made it well known that il something is “fail-safe,”
it deesn’t blow up when it fails. In the same vein,
designers of high-reliability computers coined the term
“fail-soft” to deseribe a machine that degrades its
performance when a failure oceurs, instead of hecoming
complelely useless. It is now proposed to add another
term 1o this family: “Fail-sccure: to proleet secure
imformation regardiess of failure.”

The ability (o deteet failures is a prerequisite for
fail-sccure operation. However, all system provisions
for corrective action based on failure detection must be
carefully designed, particularly when hardware failure
correction is invalved. Two cases were recently de-
scribed wherein a ((mfth arose between hardware and
software that had been included to cireumvent f:ailmm-, ¥
Automatic correction hardware could likewise mask
problems which should be brought to the aiiommn of
the System Sceurity Officer via sceurity software.

Clearly, something between the extremes of system
crash and silent automatic correction should occur
when hardware fails. Definition of what does happen
upon failure of eritical hardware should be a design
requirement for fail-secure time-sharing systems. 1Mail-
soft computers are not likely to be fail-sccure com-
puters, nor vice versa, unless software and hardware
have been designed with both coneepts in mind.

Frilure detection by faully system opcration

Computer hardware logic can be grouped by the
system operation or operations it helps perform. Some
logic—for example, the elock distribution logic—helps
perform only one system operation. Other logic—such
as the read-only storage address logic in the 360/50—
helps perform many system operations, from floating

point mu}hplm ion to memory protection interrupt’

handling. When logic is needed by more than one system
operation, it is cross-checked for proper performance:
Should an element needed for system operations A and

‘At the “Workshop on Hardware
System Reliability and Recovery in Fault-Tolerant Coraputers,
held July 14-15, 1069 at Pacific Palisades, California, J. W.
Herndon of Bell Telephone Labs reported that a problem had
arizen in a developmental version of Bell’s “Bilectronie Switching
System.” It seems that an elaborate setup of relays would begin
reconfiguring a bad communications channel at the same time
that software in F33 was trying to find oul what was wrong.
R. ¥, Thomas, Jr. of the Los Alamos Scieatific Laboratory,
having had a similar problem with a self-checking data acquisi-
tion syslem, agreed with Herndon that hardware 5 not clever
cuough to know what to do about system failures; software
feilure correction approaches are preferable,

~Software Interaction for

i3

B fail, the failure of system operation B would indicate
the malfunction of this portion of operation A’s Jogie.

Such interdependence is quite useful in a fail-secure
system, as it allows failures to be deteeted by faulty
system operation—a seemingly inelegant ervor detection
mechanisim, yet one which requires neither software nor
hardware overhead. Some ideas on its uses and limi-
tutions follow.

The result of a hardware logie failure can usually be
defined in terms of what happens to the system oper-
ations associated with the dead hardware. Some logic
failure modes are detectable, beeause they make logic
clements downstream misperform  unrelated system
operations. Analysis will also reveal failure modes which
spoil only the system operation which they belp per-
form. These failures must be detected in some other
way. There arc also, but more rarcly, cases \\']‘wrc a
hardware failure may lead to an operation failuie tl
is not obvious. In the 360/50, a failure could cause
skipping of a segment ,f a control microprogram that
wasn’t really nceded on that cyele. Such failures are
not deteetable by faully system operation at least part
of the time.

Advantage may be taken of this failure-detection
technique in certifying hardware to be ffnl—w(-mc* as
well as in original hardware In general, the
more interdependencies existing among chunks of ](;;z,n,,
the more likely arve failures to produce fau'ty system
operation. For example, in many places in a computer
one finds situations as sketched in Figure 1. Therein,

design.
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Figure 1-—Inhibit logic vs sequencing logic

e

el et e i S e



T L L e o e e e

e T

e e ot d b e PRERS

140  Spring Joint Computer Conference, 1970

~

TABLE 1-—Control Signal Frror Detection by 0dd Parity A further point can be made here which may be
' Check on 0dd-Lengih Data Ficld somewhat controversial: that an overabundance of
- “inhibit,”-typc asynchronous logic is a good indicator
DATA BITS of sloppy design or bad design coordination. While a

012 r MEANING certain amount must exist to deal with asynchronous
T T —— pieces of hardware, often it is put in to “pateh” prob-

000 0 data crror or control Jogic error* lems that no one realized were there till system checlkout

3 .

000 1 0 time. Evidence of such design may suggest more

0 i . .

001 0 ! thorough serutiny is desirable.

001 1 data error ' ) f .

010 0 5 System Operations can be grouped by their frequency

010 1 data erroy of occurrence: some operations aye needed every CPU

011 0 data error cycle, some when {he programmer requests them, some

011 1 3 only during maintenance, and so on. Thus, some logic

0 i : .
i:}’:' ;J 41 . which appears to provide a cross-check on other logic
aata error .

101 0 Ak, Sigor may not do so frequently or predietably enough to

101 1 ” 5 : salisfy certification requirements.

110 0 data crror To sum up, the fact that a system crashes when &

1101 6 hardware failure occurs, rather than “failing soft” by

110 4 . continuing to run without, the dead hardware, mav be

1111 data error or control logic errort* ’ ’

a blessing in disguise. 1f fail-soft operation encompasses
hardware that is needed for continued security, such
as the memory protection hardware, fail-soft operation
is not fail-secure,

i *Conlrol logic incorrectly set all bits {o 7ero,
© *Control Jogic incorreetly set all bits (o one.

Logic Group 2 and ] gic Group 3. Note at this point

that, as above, if System Operation A doesn’t work
because of a failure in Logic Group 3, we have con-
currently deteeted & failure in the logic supporting
Systemn Operation B.

A further point is made in Figure 1. Often System

| System Operation A needs the serviees of Logic Group Data checking and control signal errors
| I and Logic Group 3, while System Operation B needs

Control signals which direct data transfers will often
be checked by logic that was put in only {o verify
data purity. The nature and extent of this check is
dependent on the error-detection code used and upon
the length of the data field (excluding check bits).

What happens is that if logic fails which controls a
Operations A and B must be mutually exclusive; hard- data path and its eheck bits, the data will be foreed to
ware must be added to prevent simultancous activation

either ll zeros or all ones, If one or both of these eases

of A and B. Two l;:“;i(" design approaches may be [:l];}(‘ﬂ is illegal, the control logic error will bo detected when
to solve this problem. An “Inhibiting” scheme may be ata is cheeko oxtensive parity cheekine 5
used, wherein logie is added that inhibits Logic Group 1 ;28/(18{(]1,{]]:3513% (i]n\l(li I:(;‘\ il::;:,;\ ]Z];;i;“fl‘,]:i‘])“?zl i‘l};{_
when Logic Group 2 is active, and vice versa. This  yoction capability therein.) Table 1 demonstrates an
approach s illustrated by Figure 1(a). Alternatively, example of this effect; Table 2 deseribes the conditions
a “sequencing” scheme may be used, wherein logic not for which it exists for the common parity check.

dircctly involved with 1 or 2—such as system clock,
mode selection logie, or a status register—defines when
A and B are {o be active. This approach is illustrated

}

by Figure 1(b). TABLE 2-—Control Siznal Error Detection by Parity Checking
Now, “inhibit” logic belongs to a particular System ———— e
Operation, for its function is to asynchronously, on DATA CONTROL LOGIC
demand, eondition the hardware to perform that System PIELD ERROR CAUSES:
Operation. It depends on nothing else; if it fails by LENGTIT: PARITY: all zeros all ones
going permanently inactive, only its System Operation T e
is affected, and no alarm js given. On the other hand, even odd CAUGHT 1\“5:\'%“]?‘
“« FRR TR e A even even MISSED CAUGHT
sequencing” logic feeds many areas of the machinge; i by CAUGHT CAUGHT
its failure is highly likely to be deteeted by faulty odd . MISSED MISSED
system operation. e
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CONCLUSIONS

From a short-range viewpoint, 360/50 CPU hardware
has some weak spots in it butl no holes, as far as scecure
time-sharing is coneerned. Furthermore, the weak spots
can be reinforced with little expense. Several alterna-
tives in this regard have been deseribed.

Trom a longer-range viewpoint, anyone who confem- |

requirement for hardware certifi-
cation should know what such an effort invelves. As
reference, some noles are appropriate as to what it
took to examine the 360/50 memory protect
to the level required for meaningful hardware certifi-
cation. The writer first obtained several publications
which deseribe the system. Having read these, the
writer obtained the logie diagrams, went to the be-
gining points of several operations, and traced logic
backward

cause
tion system

plates .»]\((‘11\1‘)&, a

jon system

forward. Signals entering a point were traced
until logic was found which
faulty machine operation outside the protee
if it failed. Dwing this tedious A
arose between what had been read and what the logic
to show. Some discrepancics were

1

would definitely

progess, discrepancies
diagrams appearced
resolved by further study; some were accounted for
by speeial features on the SDC 360/50; some remain.
After logic tracing, the entire protection gystem was
sketched out on eight 84 X 11 pages. This drawing
proved to be extremely valuasble for improving the
writer’s understanding, and enabled failure-mode chart-
ing that would have bee
from the manufacturer’s Jogic diagrams.
hardware, documentation quality and
The manufacturer’s

For certifying
currentness is certainly a problem.

publications alone are neeessary but definitely not
suflicient, because of version differences, errors, over-
simplifications, and insufficient detail. Both these and

machine logic diagrams are needed.

Though the hardware certification outlook is bleak,
an alternative doos exist: testing. As previously de-
scribed, it is pessible to require inclusion of low-over-

head functional testing of eritical hardware in a secure

a ?- ! LINDIE

n intractable by manual means |

computing system. The testing techniques, whether
embedded in hardware, micropregrams, or software,
could be put under seeurity control if some protection
against hardware subversion is desired. Furthermore,
administrative sceurity control procedures should ex-
tend to “Customer Iingineer” activity and to engineer-
ing change documentation to the extent necessary to
insure that hardware changes are made for technieal
reasons only.

Caveful control of access to computer-based infor-
mation is, and ought to be, of general concern today.
Aceess eontrols in a secure time-sharing system such
as ADISPT-50 are based on hardware fcatu;‘c.\'."' The
Jatter deserve serutiny.

REFERENCES

—

L, MOLIIO
Hu“J vare reliability study
NC N-(1,)-24276/126/00 December 1969
C WEISSMAN C 10X
1-60 time-sharing system
e Fall Joint Comp

The ADEP
Proceedings of th
P 30-50 1950

ter Conference Vol 35

Also issued as SDC document SP-334+
3 W I WARE ;

" Security and privacy in computcr systems

Prc ~eedings of the Spring Joint Computer Conference
Vol '0 p 279-282 1967
4 W I WART
< Seeurily and privacy:
Praceedings of the Spring Joint Computer Conference
Vol 30 p 287-290 1067
58 G TUCKER
Micraprogram conlrol for system /360
IBA ‘\) stems Joi mul Vol 6 No 4 p 222-241 1967
6 G C VANDLING D I WALDECKER
The microprogram cmz'ru[ technique for digital logic design
Computer Design Yol 8 No 8 p 44-51 August 1969
¢ 7 C WEISSMAN
Sccurity controls in the ADEPT-50 time-sharing syslem
Proceedings of the Fall Joint Computer Conference Vol 35
p 110-133 1960
Also issued as SDC document SP-3342

imilaritics and differences




Security and privacy: similarities

and differences

by WILLIS H. WARE
The RAND Corporation
Santa Monica, California

For the purposes of this paper we will use the term
“security” when speaking about computer systems
which bhandle classified defense information, and
“privacy” in regard to those computer systems which
handle non-defense information which nonetheless
must be protected because it is in some respect sensi-
tive. It should be noted at the outset that the context
in which security must be considered is quite different
from that which can be applied to the privacy question.
With respect to classified military information there
are federal regulations which establish authority, and
discipline to govern the conduct of pcople who work
with such information. Morcover, there is an estab-
lished set of caterories into which information is
classified. Once infc.mation is classified Confidential,
Secret, or Top Sccret, there are well-defined require-
ments for its protection, for controlling access to it,
and for transmitting it from place to place. In the
privacy situation, analogous/conditions may exist
only in part or not at ali.

There are indeed Federal and State statutes which
protect the so-called “secrecy of communication.”
But it remains to be established that these laws can
be extended to cover or interpreted as applicable to

“the unauthorized acquisition of information from com-
puter equipment. There are also laws against thicvery;
and at least one case involving a programmer and
theft of privileged information has been tried. The
telephone companies have formulated regulations
governing the conduct of employees (who are subject
to “secrecy of communication” laws) who may intrude
on the privacy of individuals; perhaps this experience
can be drawn upon by the computer ficld.

Though there apparently exist fragments of law and
some precedents bearing on the protection of infor-
mation, nonetheless the privacy situation is not so
neatly circumscribed and tidy as the security situa-
tion. Privacy simply is not so tightly controlled. Within
computer networks serving many companies, organi-

zations, or agencies, there may be no uniform govern-
ing authority; an incomplete legal framework; no
established discipline, or perhaps not even a code of
cthics among users. At present there is not even a
commonly accepted sct of categories to describe levels
of sensitivity for private information.

Great quantities of private information are being
accumulated in computer files; and the incentives to
penetrate the safeguards to privacy are bound to in-
crease. Existing laws may prove inadequat~, or may
need more vigorous enforcement. Therc may be need
for a monitoring and enforcement establishment
analogous to that in the security situation. In any
event, it can not be taken for granted that there now
exist adequate legal and ethical umbrellas for the pro-
tection of private information.

The privacy problem is really a spectrum of prob-
lems. At onc end, it may be necessary to provide only
a very low level of protection to the information for
only a very short time; at the opposite end, it may be
necessary to invoke the most sophisticated techniques
to guarantee protection of information for extended
periods of time. Federal regulations state explicitly
what aspect of national defcnse will be compromised
by unauthorized divulgence of each category of classi-
ficd information. There is no corresponding par-
ticularization of the privacy situation; the potential
damage from revealing private information is nowhere
described in such absolute terms. It may be that a
small volume of information leaked from a private
file may involve inconscquential risk. For example,
the individual names of a company’s employees is
probably not even scnsitive, whercas the complete
file of cmployees could well be restricted. Certainly
the “big bLrother” spectre raised by recent Congres-
sional hearings on “invasion of privacy” via massive
computer files is strongly related to the volume of
information at risk. :
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Because of the diverse spread in the privacy situa-
tion, the appearance of the problem may be quite
different from its reality. One would argue on principle
that maximum protection should be given to all in-
formation labeled private; but if privacy of informa-
tion is not protected by law and authority, we can ex-
pect that the owner of sensitive information will re-
quire a system designed to guarantee protection only
against the threat as he sees it. Thus, while we might
imagine very sophisticated attacks against private
files, the reality of the situation may be that much
simpler levels of protection will be accepted by the
owncrs of the information.

In the end, an engineering trade-off question must
be assessed. The value of private information to an
outsider will determine the resources he is willing to
expend to acquire it. In turn, the value of the informa-
tion to its owner is related to what he is willing to pay
to protect it: Perhaps this game-like situation can be
played out to arrive at & rational basis for establishing
the level of protection. Perhaps a company or govern-
mental agency-—or a group of companies or agencics,
or the operating agent of a multi-access compulier
service—will have to establish its own set of regula-
tions for handling private information. Further, a
company or agency may have to cstablish penalties
for infractions of these regulations, and perhaps even
provide extra remuneration for those assuming the
extraordinary responsibility of protecting private
information.

The sccurity measures deemed necessary for a
multi-processing remoie terminal computer system
operating in a military classified environment have
been discussed in the volume.* This paper will com-
pare the security situation with the privacy situation,
and suggest issucs to be considered when designing a
computer system for guarding private information.
Technology which can be applied against the design
problem is described elsewhere. |

First of all, note that the privacy problem is to some
extent present whenever and wherever sharing of
the structures of a computer system takes place. A
time-sharing system slices time in such a way that
each user gets a small amount of attention on some
periodic basis. More than one user program is resident

-in the central storage at one time; and hence, there

are obvious opportunities for leakage of information
from one program to another, although the problem
is alleviated to some extent in systems operating in
an interpretive software mode. Ina multi-programmed
“Peters, B., “Security Considerations in a Multi-Programmed Sys-
tem”.

{Petersen, 1. E., and R. Turn, Systems Implications of Privacy.”

computer system it is also true that more than one
user program is normally resident in the core store
at a time. Usually, a given program is not executed
without interruption; it must share the central storage
and perhaps other levels of storage with other pro-
grams. Even in the traditional batch-operated system
there can be a privacy problem. Although only one
program is usually resident in storage at a time, parts
of other programs reside on magnetic tape or discs;
in principle, the currently executing program might
accidentally reference others, or cause parts of previ-
ous programs contained on partially re-used magnetic
tape to be outputed.

Thus, unless a computer system is completely
stripped of other programs—and this means clear-
ing or removing access to all levels of storage--
privacy infractions are possible and might permit
divulgence of inforination from onc program to an-
other.

Let us now reconsider the points raised in the
Peters* paper and extend the discussion to include
the privacy situation.

(1) The problem of controlling user access to the
resource-sharing computer system is similar in both
the security and privacy situations. It has been sug-
gested that one-time passwords are necessary to
satisfactorily identify and authenticate the user in
the sccurity situation. In some university time-shar-
ing systems, permanently assigned passwords are
ccasidered acceptable for user identification. Even
though printing of a password at the console can be
suppressed, it is easy to ascertain such a password by
covert means; hence, repeatedly used passwords
may prove unwise for the privacy situation.

(2) The incentive to penetrate the system is present
in both the security and privacy circumstances.
evelation of military information can degrade the
country’s defense capabilities. Likewise, divulgence
of sensitive information can to some extent damage
other parties or organizations. Private information
will always have some value to an outside party, and
it must be expected that penetrations will be at-
tempted against computer systems handling such in-
formation. It is conceivable that the legal liability
for unauthorized leaking of sensitive information
may become as severe as for divulging classified
material. s ’

(3) The computer hardware requirements appear
to be the same for the privacy and security situations.
Such features as memory read-write protection,
bounds registers, privileged instructions; and a
privileged mode of operation arc required to protect

*Peters, B., loc cit.
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information, be it classified or sensitive. Also, over-
all software requirements seem similar, although cer-
tain details may differ in the privacy situation be-
cause of communication matters or difference in user
discipline.

(4) The file access and protection problem is
similar under both circumstances. Not all users of a
shared computer-private system will be authorized
access to all files in the system, just as not all users
of a secure computer system will be authorized access
to all files. Hence, there must be some combination
of hardwarc and software features which controls
access to the on-line classified files in conformance
with security levels and need-to-know restrictions
and in conformance with corresponding attributes
in the privacy situation. As mentioned carlier, there
may be a minor difference relative to volume. In
classified files, denial of access must be a ysolute,
whereas in private files access to a small quantity
of sensitive information might be an acceptable risk.

(5) ‘The philosophy of the overall system organiza-
tion will probably have to be different in the privacy
situation. In the classified defense environment,

users are indoctrinated in security measures and their

1 A ~
cicd a5 part Ui

personal responsibility can be consi
the system design. Just as the individual who finds
4 classified document in a hallway is expected to
return it, so the man whe accidentally receives classi-
fied information at his console is expected to report
it. The users in a classified system are subject to the
regulations, authority, and discipline of a govern-
mental agency. Similar restrictions may not prevail
in a commercial or industrial resource-sharing com-

puter network, nor in government agencies that do
not operate within the framework of government
classification. In general, it would appear that onc
cannot exploit the good will of users as part of a priva-
¢y system’s design. On the other hand, the co-opcra-
ton of users may be part of the design philosophy if it
proves possible to impose a uniform code of cthics,
authority, and discipline within a multi-access sys-
tem. Uniform rules of behavior might be possible if
2 users are members of the same organization, but
rite difficult o impossible if the users are from many
{empanies or agencies.
(6) The certifying authority is certainly different
the two situations. 1t is easy to demonstrate that
2 total number of internal states of a computer is
Y+ enormous that some of them will never prevail in
lifetime of the machine. It is equally casy to
<amanstrate that I:u‘gc computer programs have a
e number of internal paths, which implics the
entiul existence of error conditions which may ap-

*

« rarcly or even only once. Monitor programs
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governing the internal scheduling and operation of
multi-programmed, time-sharing  or batch-operated
machines arc likely to be extensive and complex;
and if sccurity or privacy is to be guaranteed, some
authority must certify that the monitor is properly
programmed and checked out. Similarly, the hard-
ware must also be certified to posscss appropriate
protective devices.

In a sccurity situation, a security officer is re-
sponsible for establishing and implementing measures
for the control of classified information. Granted
that he may have to take the word of computer ex-
perls or beccome a computer expert himself, and
granted that of itself his presence does not solve the
computer sccurity problem, there is nonetheless at
least an assigned, identifiable responsible authority.
In the case of the commercial or industrial system,
who is the authority? Must the businessman take the

word of the computer manufacturer who supplied
the softwaice? 1f so, how does he assure himself that
the manufacturer hasn’t provided “ins” to the sys-
tem that only he, the manufacturer, knows about?
Must the businessman create his own analog of de-
fense sccurity practices?

(7) Privecy and security situations arc certainly
similar in that deliberate penctrations must be antici-
pated, if not expected; but industrial espionage a
computers may be less serious. On the other hand,
industrial penetrations against computers could be

gainst

very profitable and perhaps safer from a legal view-
point.

It would probably be difficult for a potential pene-
trator to mount the magnitude of cffort against an
industrial resource-sharing computer system that
foreign agents are presumed to mount against secrecy
systems of other governments. To protect against
large-scale cfforts, an industry-established agency
could keep track of major computing installations
and know where penctration efforts requiring heavy
computer support might originate. On the other hand,
the resourceful and insightful individual can be as
great a threat to the privacy of a system. 1f one can
estimate the nature and extent of the penetration
effort expected against an industrial system, perhaps
it can be used as a design parameter to establish the
level of protection for sensitive information.

(8) The sccurity and privacy situations are cer-
tainly similar in that cach demands secure communi-
cation circuits. For the most part, methods for assur-
ing the sccurity of communication channels have been
the exclusive domain of the military and govern-
ment. What about the non-government user? Could
the specifications levied on common carriers in their

!
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implicd warranty of a private circuit be extended?
Does the problem become one for the common
carricers? Must they develop communication security
equipment? If the problem is left to the users, does
each do as he pleases? Might it be feasible to.use the
central computer itself to encode information prior
to transmission? If so, the console will require special
equipment for decoding the messages.

9) Levels of protection for communications arc
possibly different in the two situations, If onc be-
licves that a massive effort at penctration could not
be mounted against a commercial private network,

a relatively low-quality protection for communication
would be sufficient. On the other hand, computer

4?

networks will inevitably go international. Then wi
A foreign.industry might find it advantageous to {ap
the traffic of U.S. companies operating an intcrna-

tional and presumably private computer network.
Might it be that for reasomns of national interest we

will someday find the profes ional cryptoanalytic
effort of a foreign government focu sed on the privacy-

protecting measures of a computer nctwork?
If control of int

important instrument of goveinmcint policy, then any

rnational trade wWerd {0 become an

international communications network involved with

nercial computer-private systems
protection that can be provided.
wpted to identify and briefly
similarities between

industrial or con
will need the bes
has atter

erences and

This paper
discuss the difl
computer systems operating with classified military

information and computer systems handling private
or sensitive: information. Simnilar hardware and soft-
ware and systems precautions must be taken. In most
" respects, the differcnces between the two situations
are only of degrec. However, there are a few aspects
in which the two situations genuinely differ in kind,
and on these points designers of a system must take
special note. The essential differences between the
two situations appear to be the following:
(1) Legal foundations for protecting
information are well established, whereas in

classified

the privacy situation a uniform authority over
users and a penalty structure for infractions
are lacking. We may not be able to count on the
wod will and disciplined behavior of users as
part of the protective measures.

(2) While penetrations can be expeccted against
both classified and sensitive information, the
worth of the material at risk in the two situa-

tions can be quite different, not only to the
owner of the data but also to other parties and
to society.

(3) The magnitude of the resol
protection and for penctration are markedly
smaller in the privacy situation.

rees aveilable for

(4) While secure communications are required in

both situations, there are signii

e 1 oo YInthe Aof
in details. In the aci

ant differences
it QUICTEnces

ensc environment, p';'ofcrh*c\
o4 £ o
Aty or a

oo . e ey it e
NCy, appi YPTIELE C\.:‘u‘]{)l}?"»l;‘ 1S

communications are the responsibi

government
available, and the importance of protection
over-rides considerations. In the
privacy circumstance, secure satisfactory coni-

ent 15 geiiCial

economic

(Y NOL <

munication eq
g commut

arcfully as

and the economigs of protectin

tions is likely to be more

(5) Some software details have to be handl
ferently in the privacy situation to acCOMMOK

differences ir- the security of communications.

It must be ren ~mbered that since the Federal

1dling cla

authority and regulations for has
tary information do not function for private or s
tive information, it does not automatically follow that
a computer network designed to safely protect ci
fied information will equally well protect sen
information. The all important difference is that the
users of a computer-private network may not be sub-
ject to a common authority and discipline. But even
if they are, the strenpth of the a ithority may not be
adequate to deter deliberate attempts at penetration.
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INTRODUCTION

Information leakage in a resource- sharing
compuier system

Vith the advent of computer systems which share
the resoun of the configuration among several
users or several ;'xi'(al\;(.i:z*; there is the risk that in-
formation from onc user (or cor nputer program) will
be coupled to zmoh"mr user (or program). In many
cases, the information in question will
classification or be sensitive for
safeguards must be provided to

ear a military

leakage of information. This session is concerned with
.eunhnrx or deliberate attempts which div ulge com-
puter-resident information to unauthorized parties.

Espionage attempts to obtain mil‘tary or defense

information regularly appear in the news. Computer
1d defense
ttempts to penetrate

be anticipated.

systems are now widely used in military ar
and deliberate
such computer systems must
can be no doubt that safeguards must be conceived
which will protect the information in such com-
ruter systems. There is a corresponding situation
in the industrial world.
IS company-confidential because it relates to pro-
prictary processes or technology, or to the success,
Lalure, or state-of-health of th company. One can
Imagine a circumstance in which it would be prof-
ttuble for one company to mount an industrial ¢s-
Pionage attack against the computer system of a
--’"x'imctilur Similarly, one can imagine scenarios in

installations, a
1 There

Much business information

which confidential information on individuals which
i kept within a computer is potentially profitable to
“ party not authorized to have the information.
Hence, we can expect that penetrations will be
"empted against computer systems which contain
f-'n-mxhhuymfummhon.

This scssion will not debate the existence of es-

systems

pionage n'l\u.pls against resource-sharing systems.
Rather, it is assumed that the problem exists, at least
in principle if not in fact, and our papers will be
devoted to di 1 technological aspects of the
problem and possible approaches to

First of all, clarification of terming ology
For the milita

S'E’r(‘!'(i('l'(l".

/is in order.
*'3 or defense situation, lln

\.L:?L stablished. We speak of “classified i ‘(\;‘
“military .*:u*.:wl;, and “secure coi puter nstalla-
tione ™ Tharn o = ' 1oy .
Lions, BT dl'C TUICS anag FCgUd

use and divulgence of military-classificd informs ttion,

and we need not dwell further on the issue. In the non-
military area, terminology is not establish d. The
ph “industrial security”

protecting proprictary designs and business infor-
mation; but it also covers the physical protection of
plants and facilities. For our purposes, the term is
too broad. In most circles, the problem which \‘.'i.H

concern us is being called the

includes such things

“privacy problem.’

1 ¢ . .y 1

The words “private” and “privacy” are
associated with an individual in
but Webster's Third New Internationel Dictionary
also provides the following definitions:

Private:. . .

normally

personal sense,

intended for or restricted to the use
of a particular person, or group, or
class of persons; not freely available
to the public

isolation, seclusion, or freedom from
unauthorized oversight or observation.

Privacy:. ..

We are talking about restricting information within
a computer for the use of a specified group of per-
sons; we do not want the information freely avail-
able to the public. We want to isolate the infor-
mation from unzuthorized observation. Hence, the
terminology appears appropriate cnough, although
one might hope that new terms will be found that do
not already have strongly established connotations.
For our purposes today, “security”™ and “classified”
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al configuration of resource-sharing

computer sysiem

will refer to military or defense information or situa-
tions; “private” o “privacy,” to the corresponding
industrial, or non-military governmental situations.
In each case, -the individual authorized to rececive
the information will have access
authorization.”

We will do the following in this session. In order to
bring all of us to a common level of perspective on
resource-sharing computer systems, 1 will briefly
review the configuration of such systems and identify
the major vulnerabilitics to penetration and to leak-
age of information. The following paper by M
will describe the sccuiity s:\fcgum'ds provided for
a multi-programmed remote-access computer system.
Then 1 will contrast the sccurily and privacy situ-
ations, identifying similarities and differences. The
final paper by Dr. Petersen and Dr. Turn will discuss
technical aspects of security and privacy s afcguards.
Finally, we have ‘a panel of three individuals who
have faced the pri\‘zxcy problem in real-life sys-
tems: ecach will describe his views toward the pxob-
lem, and his approach to a solution. In the end,
vill fall upon mch of you to conceive and impl ~;‘m°nt
satisfactory safeguards for the situation which con-
cerns you.

A priori, we cannot be certain how dangerous a
given vulnerability might be. Things which are scrious

“need to know” or *

r. Peters

for some compt

Py
for others. Let us take the point of view

ter systems may be (‘m“‘ :

rorrA ol
not prejudge the risk associated v
bility or threat to privacy. Rat
suggest some of the

vith a given )
, let us try only to

€ ways in which a computer system

might divulge information to an um.m}.:w";«.-\t} }'-i'.z':'-'
in either the security or the privacy situation. We'll
leave for discussion in the context of icular in-
stallations the question of how mmY lnul\d

irds must

we want to provide, what explicit safegt
be }"UNLK d, and how serious any pd]m"ﬂ"'r vulnera-
bility might be.

The hardware configuration of a typical resource-
sharing computer system is shown in Figure 1.
There is a central processor to which are attached
computer-based files and a communication network
for linking to remote users via a switching center.
Ve observe first of all that the files may contain
information of different levels of sensitivity or
military classification; therefore, access. to these
files by users must be controlled. Improper or un-
authorized access to a file can divulge information
to the wrong person. Certainly, the file can also be
stolen—a rather drastic divulgence of information.
On the other hand, an unauthorized copy of a file
might be made using the computer itself, and the copy
revealed to unauthorized persons.

L
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The central processor has both hardware and soft-
ware components. So far as hardware is concerned,
the circuits for such protections as bound registers,
memory read-write protect, or privileged mode might
fail and permit information to leak to improper
destinations. A large varicty of hardware failures
might contribute to software failures which, in turn,
lead to divulgence. Since the processor consists of
high-speed electronic circuits, it can be expected
that large quantitics of electromagnetic energy will
radiate; ably an cavesdropping third party
might acquire sensitive information. Failure of the
softwarc may disable such protection features as
access control, user identification, or memory bounds
control, leading to imp roper routing of information.

Intimately involved with the central computer are
three types of personncl:

concei

(‘.-;v;rui(:s‘s,
The operator who is
ioning of the

programmers,
ntenance  enginects.
for minute-by-minute fu
system might reveal ix'u’b:‘;:»'#fw by doir
as replacing the correct momtor w ith a no
one of his 0'-“;‘:, or perhaps with

and nx
responsible

o such things
1-protecling
ynitor which

a i‘l::’}f,x."gi K

has special “ins” fo" manthorized p;a:'iic.;. Also, he
might reveal to unauthorized parties some of the pro-

¢

1 ~
ed into the sy

programmcr

fective measurcs w }mn are designe stem.
A Co—opgsl.,twc cffort between a
and an cnginecer could

own gain in such a sophis icated manner that it might
-emain unnoticed for an d period. (“Bug”
as just used docs not refer to an error in a program,
but to some computer equivalent of
transmitter in 2 martini olive.) Bugging of
could very casily appear innocent

Opcrator

principle one mi

be bugged by an apparently casual
are subtle risks associated with maintenance
process. While attempting to diagnose a system
failure, information could casily be generated which
would reveal to the maintenance man how the soft-
 protections are coded. From that point, it might
be easy to rewire the machine so that certain in-
structions appeared to behave normally, whereas in
fact, the protective mechanisms could be bypassed.

clever

“bug” a machine for their

extende

l‘ll‘: ’\(‘ iﬁl/"‘
~ 1
a machine

and open.

~less machine systems are practical, and in
,
ight conjecture that a machine could

passerby. There

the

ware

While some of the things that I've just proposed
require dcliberate acts, others could happen by
accident.

Thus, so far as the computing central itself is con-
cerned, have potential vulnerabilities in control
of access to files; in radiation from the hardware;
in hardware, software, or combined hardware-soft-
ware failures; and in deliberate acts of penctration
or accidental mistakes by the system personnel.

The communication links from the central processor
to the switching center, and from the switching center
to the remote consoles are similarly vulnerable. Any
of the usual wiretapping methods might be employed
to steal information from the lines. Since some
communications will involve relatively high-fre-
quency qit:;mls, clectromagnetic  radiation might
be intercepted by an eavesdropper. Also, crosstalk
between conmlmnczation links might possibly reveal
information to unauthorized individuals. Further-
more, the switching central itself might have a radi-
ation or crosstalk vulnerability; it might fail to make
the right connection and so link the machine to an
incorrect uscr.

A remote console might also have a radiation
vulnerability. Moreover, there is the possibility that
recording devices of various kinds might be attached
to the console to pirate inf (‘(\;'nf«i(*ﬂ;:wini]
might have to be given to destroying the ribbon in the
printing mechanism, or designing the plaien so that
impressions could not be read from it.

Finally, there is the user of the system. Since his

formation.
orniaild

link to the computer is via a switching center, the
central processor must make certain with whors it
is wmusiwg:. Thus, there must be means for properly

identifying the user; and this means must be proof

against recording devices, pirating, unauthorized

use, etc. Even after a user has satisfactorily es-
tablished his identity, there remains the problem

bl
of verifying his righ’ to have access to certain filcs,
and powb“' to ceriain components of the co
uration. There neans for
the requests which he will make of the system,

st bugging, recorders,

must be a authenticating
dhu
this means must be proof agai
pirating, unauthorized usdg . cic Finally, there is the
ingenious user who skillft invades the soltware
system sufficiently to d“CCI'I(Hl‘ its structure, and to
make changes which are not apparent to the operators
or to the systems ]*mm‘zum1"!:1\ but which give him
“mns”’ to nu.mu.! y unavailable information.

To summarize, there are human vulnerabilities
throughout; individual acts can accidentally or delib-
crately jeopardize the protection of information in
a system. Hardware vulnerabilitics are shared among

the ¢ omputu the communications system, and the
consoles. There are softwarc vulnerabilities; and
vulnerabilitics in the system's organization, ¢.g.,

access control, user identification and authentication.
How serious any onc of these might be depends on
the sensitivity of the information being handled, the
class of users, the operating environment, and

certainly on the skill with which the network has been
designed. In the most restrictive
might have to be protec

network
types of

case, the
cted against all the
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.
invasions which have been suggested plus many
readily conceivable.

This discussion, although not an cxhaustive con-
sideration of all the ways in which a resource-sharing
computer system might be either accidentally or
deliberately penetrated for the purposes of unauthor-

ized acquisition of information, has attempted to out-
line some of the major vulnerabilities which exist in
modern computing systems. Succeeding papers in this
session will address themselves to a more detailed
examination of these vulnerabilities and to a dis-
cussion of possibie solutions.
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3 TABLI I--~Security property determination matrix
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: Object A ! C . F

: User, u Given Constant Given Constant u
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Baisting file Existing file
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New {"7c New ﬁ[«’
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Job. Aple) and Cule) are hmportant new conc D for properties A (o) nid
v (AN 4 J v Vi s ) x
4 3 ] iy ]
cihier (i(:xzr_ (&), and
s the s
3
z_e.:n‘z- 'L\: Uy ey (=0)

If equations (25) ¢

and Ax(e) and C,

1 . &
) 18 CO and (14).
;|
L'k G Cri
e file, Fodel interpretation
T A v A At Pas irxetrs
1,:'('(_‘1'""" co {5'(& 11 nree («"1 rent dimensions for restri
Al W N B LA

ive information and i“yfuimﬂfi(m proce:

. . 3 & 2 “p Y len LA}
Our mu-:h:l 13 now rich enough to express the equations : :‘:-\- with the seeurity }nm ile {riplet. The
IR 9 . ' ‘ . . 3 ) o ) -y
(h access control. We \‘»],'«".1 10 ot rol acc ‘x)y user to (;f ﬂn\-; if‘\';';)!:u;m: nas ('r_m«m:'\ able apph
the systen, tz‘- a torminal, and to a file. Ac i @ and military systems. For the :,.;s':;i(:x:

to the system if and only if however, the Authority property corres)
Sceret, Secret, ete., levels of government.
uel (22)  security: Category edrresponds iu the he

conlrel compr *"'-vn:m-.ﬂ; used

. : Y3 rars i " ." to 1<
where U is the set of all sanctioned users known to the  and ar ea; such ng those clligence snd Atomic
system. Energv  communities; Tranchize  pr

Access is granted to a terminal if and only if corresponds to access sanclioned on the L;zs:n o
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need-to-know. With this interpretation, the popular
security terms “elassification” and “clearance” can be
defined by our model i1 the same dimensions--as a
pin/max test on the security profile triplet. Classifica-
tion is attached to a security objeet to designate the
minimun security profile required for seeess, whereas
clearance grants to a sceurity object the maximum
cccurity profile it has permission to exercise. Thus, Jegal
sccess obtains if the clearance is greater than or equal
{o the clussification, i.e., if equation (25) holds.
Another obam'vntiou on the  -modd is the “job
ambrella” concept implied by equations (22) through
(26); i.c., the derived clearance of the job (not the
cloarance of the user) is used as the security control
triplet for file access. The job umbrella spreads

Lomogencous  clearance 1o normalize access to a
heterogeneous assortment of progrem and data files.
This simplifics the problem of control in o multi-level
wenrity system. Also nole how the job umbrelly’s
Wgh-water mark (equations (11) through (14)) is used
to automatically classify new files (equations (17) and
{18)); this subjeet is discussed further below.

A final ohservation on the madel is its application of
need-to-know to terminal access, equation (23). This
{eature allows terminals to be restricted to special
people and/or gpecinl gronns for greater control of

personnel inteifaces-—ie., systems progranmers, com-
puter operators, cte.

Security control tmplementation

The selection of a sel theoretic medel of security
control was not fortuitous, but o deliberate cho,ee biased
toward computations! clficiency and ease of implemen-
tation, It permits the clean &'r‘»p".rﬂ.ﬁun and isolation of

eurity control code from the security control data,

clits abilo :

vwhich enables ADED ,| s security mechanisms to be
nenlv dieenes and 11 H

spenly ([)~~(,‘|:.\‘"~"(] \1:(1 still remain safe--o point advo-
wted by others ¢ We achieve this safety by “arming”

the system with seeuvity control data only. once at
art-up time by the SYSLOG procedure discussed later,

1y the model improves the credibility of the security
u\{l-m, enhancing its understending and thereby pro-
Lwting its certification.

H(-cm‘ii)' ohjects: Identity and structure
ach seenrity objeet has a unique identification (ID)
34),3 .
o the system sueh. that it can be managed individu-
S The form of the 11 depends upon the security-
“aieet type; the syntax of each is given below.,

User identification

For generality of definition, each user is uniquely
identified by his user:id, which must be less than 13
characters with no embedded blanks.

The wuser:id can be any meaningful encoding for the
local installation. I'or example, it can be the individual’s
Social Sceurity number, his milimry seria) mumber, his

“last name (if unique and less than 13 characters), or

some local installation man-number convention. The set
of all user:ids constitutes the universal set, U,

I‘ornuml identification

All pcriphr-z'al devices in ADEPT are identifled
uniquely by their IBM 360 device addresses. Besides
interactive teyminals, this includes disc drives, tape
drives, line printer, e“ld reader-punch, drums, and 1052
keyboard. Therefore, terminal:id must be a two-digit
hexadecimal number corresponding to the unit address

.of the device.

ADEPT consists of two puaris: the Basic IDxecutive
(BASEX), which handles the ‘.»]..‘L,C.Eblull. and sch ing
of ha 1(1\-»:nv- resources, and the Extended Fxenutive
(EXEX), which interfaces user programs with BASIS
ADEPT is designed to operate itsell and vser progre
as o set of 4096-byte pages. BASEX is 1(1.(::!.(,31’}(.:& as
cortain pages that are fixed in main core, whereas EXEX
and user progeams are identified as sets o" 1:'\'

11

Uy between main and s %

move (i\'n:-mu

k q 04“ usaer

=

&1
sots fu} each § \
the ]m)ng ronment a'\.‘,lu‘).
oves 'y IUI' i ,l‘.f'}"’lﬂ Ea

tl. 4he

\"'\n*'“(* with the jol te
bookkeeping mn’;‘.‘mf:‘ii(!lk pe 11
the (',Ox)*.-{sm s of the m'”'N'm by in the
job is swapped out), internal fi ol tables,

7

wmap of all the proge 'S5 0N, d am, wsersid, and
the job sceurit (-;,.m_h'ul parameters. The environment
page(s) are memory-protected against reading and
writing by user p s as they are really swappable
extensions of the monitor's tables.

.The job:d is then a transitory internal parameter
which changes with each user entrance and exit from the
system. The job:id is a relative core memory address
used by the exceutive as a major index into central
system tables. It is m(.‘];p:;d into an external two-digit
number that is tvped to thoe user in response o a
suceessful LOGIN. :

un’s Pl

DR YOOI Sy O Sproeie. (LW
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File identification

ADEPTs file system is quite rich in the variety of
file types, file organization, and equipment permitted.
There are two file types: temporary and permanent.

Temporary files are transitory “seratch” dise files,
which disappear from the system inventory when their
parent job exits frem the system. They are always
placed on resident system volumes, and are private to
the program that created them.

Permanent files constitute the majority of files
catalozed by the system. Their permanence derives from
the fact that they remain inventoried, cataloged, and
available even after the job that created or last refer-
enced them is no Yonger present, and even if they are not
being used. Permanent files may be placed by the user
on resident system volumes or on demountable private
volumes.

There are six file organizations from which a user may
select 1o structure the records of his file: Physical-
sequential, S1; non-formatted, 82; index-sequential, 33;
partitioned, S4;muliiple volume fixed record, 85; and
single volume fixed record, 9. Regardless of the
organization of the records, ADEPT manages them as a
colleetion, called & file. Thus, seeurity control is at the
file Jevel only, unike more definitive schomes of
sub-clement control.$-1¢

All the control information of a file that describes
type, organization, physical storage Jocation, date of
creation, and security is distinet from the data records
of the file, and is the catalog of the file.

All cataloged ADEPT files ave un.quely identified by
a four-part name; each part has various options and
defaults (svstem assamptions). This nawme, the file:sid,
has the following for:

filesid 12 = name, form, user:id, volume:id

1)

Name is a user-generated character string of up to
cight characters with no embedded blanks. It must be
unique on & private velume as well as for Public files
(deseribed below).

Form is a deseriptor of the internal coding of a file.
Up to 256 encodings are possible, although only these

seven are currently applicable:

fa—y

= binary data

reloeadable program

. non-relocatable program
card images

= ealulog

6 = DLO (Delayed Output)
7 = line images

CNNGUR S
[

e
2

User:id correspouds to the owner of the file, i.e., the
creator of the file. '

Volume:id is the unique file storage device (tape, dise,
disc pack, ete.) on which the file resides. For various
reasons, including reliability, ADEPT file inventorics
are distributed across the available storage media,
rathor than centralized on one particular volume. Thus,
all files on a given dise volume are inventoried on
that volume.

Security propertics: Encoding and structure

Tmplementation of the security propertics in ADIIPT
is not uniform across the security objeets as suggested
by our model, particularly the Iranchise property. Lack
of uniformity, brought about by real-world considera-
tions, is not a liability of the system but a reflection of
the simplicity of the model. Extensious to the model are
developed here in accordance with that actually
implemented in ADEPT. '

Authority is fixed at four levels (@ = 3 for equation
(1)) in ADEPT, speeifically, UNCLASSIFIED, CON-
FIDENTIAL, SECRET, and TOP SECRET in
accordance with Department of Defense security
regulations. The Authority set is encoded as a logical
4-bit item, where pogitional order is important. Meagni-
tude tests are used extensively, such that the righ-order
bits imply high Authority in the sense of equation (8).

Category is limited to a maximum of 16 compart-

ments (¢ < 15 for equation (2)), encoded &3 a Jogical
16-bit itom. Poolean tests are used exclusively on this
datum. The definition of (and bit pos
ence 10) specific compartments is an installation eption
at ADEDPT start-up time (see SYSLOG),

examples  of compartments are EYES:

CRYPTO, RESTRICTED, SENSITIVE, ete.

3
1

1031 correspona-

ryu

['vpieal

ONLY,

Franc

wr

Property Franchise corvesponds to the military
coneept of need-to-know. Essentially, this corresponds
to a sot of wser:ids; however, the ADEP'T implementa-
tion of Franchise is different for each security object:

1. Uscr: Al users wishing ADEPT sorvice nust be
known to the system. This knowledgeis imparted
by SYSLOG at start-up time and limited to

approximately 500 user:ids (max(U) < 560).

" % ? -
e o ST S
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2.

-gpeeifies and controls the file's privaey

Terminal: Equation (5) speeifies the I'ranchise
of a given terminal, Fy, as a set of useriids. In
ADEPT, I', does not exist. One may define all
the users for a given terminal, i.e:, I'/; o1 alterna-
tively, all the terminals for a given user. Bzeause
SYSLOG orders its tables by wser:dd, the latter
definttion  was  found more convenient  to
implement.

Job: The I'ranchise of a job is the wser:id of the
creator of the job at the time of LOGIN to the
system. Cwrrently, only one user has aceess te
(and control of) o job (x = 0 for equation (6)).
Tile: Im])lunont ation of Franchise for a file (17)),
is more extensive than equation (7). In ADEPT,
we wigh to contro] not only who acecsses a th:,
but also the quality of access granted. We have
defined a set-of four exclusive qualilies of access,
such that a given quality, q, is defined if

q ¢ {READ, WRITE, READ-AND-
WRITE, RVAD-AND-WRITE
\"\'ITH—LOC KOUT-OVERRID B} 27)

ADEPT permits sinultancous access to a file by
many jobs if the quality of access is for RIEAD

(:iL‘a“,'. N«ul‘:;»(‘l‘, (,;,'\' vie 3’0.5; INay access a file
with WRITE, or READ-AND-WRITE quality.

ADIPT automatic: '1'\* m(L s out access to a file
being written to avoid simdiancous reading and
writing conflicts. A special access quality, how-
ever, does permit: Joekout override. Bquation (7)
led as a set of pa

Call oW h\z exto

W, 0 6 1 S AT D o

J I {(\]1’ 4,7, (U )y "y (”J'» (i,)} 3 (9‘)

where gfare not necessarily distinet and ave given

by equation (27).

The implementation of equation (28) is depend-
number of franchised us

ent upon v, the 101
When v = 0, we have ﬂ)«' ADISPT Private file,
; for ¢ = max(U), we

J]ur s of 4 between ih(“r‘

exclusive to the owner, u
have the Publie file;
extremes  yield the Semi-Private file. v s
implicitly encoded as the ADRIPT “privacy”
item in the file’s catalog control data, and takes
the place of I, for all cases except a Semi-Private
file. I'or that case exclusively, equation (28) holds
and an actual 19, list of wser:d, qualily pairs
exists as a need-to-know list, The owner of & file
, ineluding
the composition of the need-to-know 11:;

Security control initialization: §YS1,0G

SYSLOG is a component of the ADEPT initialization
package responsible for arming the seccurity controls. It
operates as one of a nunber of systen start-up options
prior to the time when terminals are enabled. SYSLOG
sets up the sccurity profile data for wsersid and
lerminal:id, 1.¢., the “given constants” of Table 1. ‘

SYSLOG cr mt es or updates a highly sensitive
system dise file, where cach record corresponds to an
authorized user. These records are constructed from a
deck of cards consisting of separate data sets for
compartment definitions, terminalidd classification, and
wser:id cleavance. The dictionary of compartiment defini-
tions containg the less-than-9-character mnemonie for
cach member of the Category set. Data sets are formed
from the card types shown in Table 11. Use of passwords
is deseribed later in the LOGIN procedure.

AnIDT card must exist for cach authorized user; the
PWD, DEV, SEC, and CAT card types are optional.
Other card types are possible, but not germane to
security control, e.g., ACT for accouniing purposes.
More than one PWD, DIV, and CAT card is acceptable
up to the current maximuni data limits (i.c., 64 pass-
words, 48 terminal:ids, and 16 (.ump(uu,-e',,:!:).

A varicty of Tegality checks for proper data
quantity, aud order are provided. SYSLOG assumes thie

following default conditions when the correspending

syntax,

card type is oinitted from euch data sct:

PWD No password required
DIV Al termuinaliids anthorized
SEC A 3 NCLASSITIIED

CAT C = null (all zero mask)

This gives the lowest user clearance as the default,

ss. Various options

while permitting convenicnt user ace
exist in SYSLOG to permit maintenance of the internal
SYSLOG tables, including the
of existing d:m.L sots in total or in par 5

The seusitivity of the 1Mv srmation in the ‘UJ]L

='(“|'ié'=(*~"n‘n-<:ni or deletion

contro! deek is obvious. Procedures have been develope d
at each installation that give the function eof deck
v cleared

ereation, control, and loading to speciall
seeurity personvel. The internal SYSLOG file ifself is

protected in a speeial manuer described later, 3

Access control !

A fundemental security concern in multi-eccess sys-
is that many users with different clearances will be
simultanconsly using the system, thereby raising the
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TABLE II—-SYSLOG control cards

Card Type .
DICT

compartmenty - -

Purpose
comparlmentys

TERMINAL

UNIT lerminal:id
IDT wser:id

PWD password - - -
DEV terminal:idy, -+

password
terminaliidg

SEC Authority

CAT compartmenty «-+ compartmenty

possibility of security compromise. Since programs are
the “active agents” of the user, the system must
maintain the integrity of each and of itsclf from
accidental and/or deliberate intrusion. A multifile
system must permif conewrrent access by one or more
jobs to one or more on-line, independently classified files.

ADEPT is all these things—multiuser, multiprogram,
aud multifile syster. Thus, this \Cﬂwn dml: with aceess
control over users, programs, and {

User access control: LOGIN

To gain amml(,u;r-(: to the system,

satisfy the ADEPT

a user must first
OGIN dn”i\-?(m procedure. This
to mli‘x( miicate the user in ¢
us to challenge-response praclices.

The syntax of the ADEPT LOGIN commund, typed
by a user on his ter

p)‘ucguuro attempts

v fashion
analogo

ninal, 1s as follows:

JLOGIN wseriid password accounting

Figure 1 pi LOGIN deeision
proccdure based upon the 11&(:1'».'\.'}»\?4-1{'(‘,(1 input param-
oters. User:id is the index into the SYSLOG file used to
retricve the user sceurity profile. If no such record exists
(i.e., equation (22) fails), the LOGIN is unsuccessful and
system access is denied. If the security profile is found,
LOGIN next retrieves the terminal:id for the keybeard
in use from internal system tables, and searches

o

ctorially displays the

for a
match in the terminal:id list for which the wseridd was
franchised by SYSLOG. An unsuccessful search is an
unsueeessful LOGIN.

If the terminal is franchised, then the current pass-
word is retrieved from the SYSLOG file for this userid
and matched agzainst the password entered as a keyboard
parameter to LOGIN. An unsuceessful match is again

~ Identifies start of data set of compartment definitions.
Defines up to 16 compartments.

Tdentifics start of data sets of terminal definitions.
Identifies start of a
Tdentifies start of a user data set.

Defines legal passwords for user:id up to 64.
Defines legal terminals for usersid up to 48.

terminal data set.

‘Defines user:id Authority.
_Defines user:id Category set.

an unsuecessful LOGIN. Furthermore, the terminal s
ignored (will not honor input) for approximately 30
seconds to frustrate high-speed, compuier-assisted,
ponetration attempis. If, however, the mateh 1s
ful (equation (22) holds), the current password in
the SYSLOG file for this wserid is discarded and
LOGIN proceeds to create the job clearance.

G
¢

Notdif
-grfof un
ful LOGIN

Sl Bete
. Wi

-mew= Equation (22)

----- Equaticn {23)

.l
%

————— Equatien (22)
0y

~w-w= Equations (15) and (i6)

Tigure 1-—LOGIN decision procedure

e —
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Passwords in ADEPT obey the same syntax conven-
tions as wuser:id. (Sce the eavlier deseription of User
Jdentification.) Although casily increased, currently
SYSLOG pormits up to 64 passwords. Each suceessful
LOGIN tlrows away the user password; 64 successiul
LOGINs are possible before a new set of passwords
need be established. I othier than raxdom, onee-only
passwords aoe desived, the 64 passwords may be encoded
in some algorithmic manner, or replicated some pumber
of times. Once-ouly passwords is an casily implernented
technique for user authenticstion, which has been
advocated by others.®? It is a highly eficciive and
secure technique because of the high permutability of

12-character-passwords - and  their time and order
111«.(,1'(1'-1)“11(1'\1m known only to the user.
Onee the suthentication process is completely satis-

fied, LOGIN eroates the job security prof ile '2(.<.,m‘ding to
cquations (15) and (16) of our model. That is, the lower
Authority of the user and the terminal becomes A 5, and,
the intersection (logical AND) of the user and terminal
Category sets becomes the Catagory of the '.-'x!’» C;. For
example, a user with TOP ‘~i‘(,, ET Authority and &
Calegory sef, (1001 1001 €000 1101) ("xn'u‘m" from &
SECRET level terminal with a Category set (0000 0000
0000 0
empty Category

0010) controls a job cleared to SECRET w ith an
sct.

P TOGram fCeess

As noted carlies
twWo ]:.xl‘a PAS '/;;,‘”Ln !
awapped part. EXEX is a
shared by all users; however,
Program in ea
exist ¢ 'mcnm-mh in the job. Bach operates with the job
vmbrelld.

part, and BXEX, the
body of reentyant

o distinet

1 1a frpatod as
15 185 Ureaue, as

eh user's job. Up to four prorrams can
clearance —the job ('1“'1 MLCE

LOA] YEPT component used to load the
programs chosen by the user; it is part of XX and
honee operates as part of the user’s job with the job's
claarance. Programs are cataloged files d as such may
be classificd with a given sceurity profile. As is deseribed

“File Access Control” LOAD can only load
those programs for which the job clearance ig suflicient.
Oneo londed, however, the new program ope wrates with
the job clearance.

In this manner, we ﬂce the power of the job umbrella
in providing smootly, flexible user o} pation concurent
with neeessary seeurity (m.h-)] Program files may be
classified with a vaviety 01 seeurity profiles and then
operate with vet another, i.c., the job clearance. By this
technique secnity is assur wl and programs of different
a user as one job. It

1) 1s hw A

below,

Y
k'n

classifications may be operated by

tors—some of which are in the OPX]

permits, for example, an unclassified program file (e.g.,
a file editor) to be loaded into a highly classified job to
process sensitive classified data files. ;

Tiile access control: OPEN

Before input/output can be performed on a file,
a program must fn,st acquire the file by an OPXN call
to the Cataloger. Each program must OPEN a file for
itself beforu it can nmnqmlatc the file, even if the file is
already OPXENed for another program. A successful
OPEN requires proper specifieation of the file’s descrip-
v call, others of
which are picked up directly by the Cataloger from the
job envirounment area (e.g., job clearance, use raid)—and
sotisfactory job clearance and wser:id need-to-know
qualifications according to equations (25) and (26) of
cur model. Tkma‘unn (25) is implemented az (8) as a

straiohtforward magnitude comparison between A ar nd
A,. Equation (25) is implemented as (9) as an equality
test between C; and (C; A Cp). We use (C; A Cr) to
cnsure that G, is a subset of the job categories; ie., the
job umbrella. Lastly, equation (26) is a NOP if 111\, file
is Public; a simple equality test between u; and g if the
IMile is Private; end a t "")]f‘. search of Iy for u; if the file
i Semi-Priv {‘,t These tests do increase processing time
for file access; however, Um tests are performed only
once at OPEN time, where the cost is insign ificant
relative to the 1/0 processing subsequently performe vd
on the file.

The quality of access granted by & sucecessiul OPIN,
4y enforced for all 1/0 transfers ig t)
groater Franchise. |

the owner of a file

ST

iat

and subseque
';t('d even if the user hes o

3 P
roq 07

wogram debu
V.]“*);‘slf) aceess only, cven ‘-Jumf"u
quality is permitted. He
3

from possible uncontrolled

' :.-;-'[‘1:: acccss
. 55

i1 an erroncous WRITE call.

Mol
o1 OV arponnds the jssue of
Caoi confroversy - surronnds  the Jssue Of
autonm ,1 ention of new files formed by subset or

The hesrt of the issue is the poor
lassification techniques'? and
, fear of too many over-clagsified files (u fear of
op'\xu {iong personnel) or of too many under-elessified
files (a fear of the security control officers)., ADEPT
finesses the problem with a clever heuristic—most new
files are erested from existing files, henee ¢ Jossify the new
file as a private file with the c'mn‘)oqlto Authority end
This is achicved in

) files.

3,«3\ racyv of many guch ¢l

]‘H“‘K“(‘]' (‘l‘ X l:.‘[.v‘h'

Catesory - of all files refer onced.,
ADEPT by use of the “high-water mark.”

Starting with the boundexy conditiors of canations
(11) and (13), the Cataloger epplies equatiors (12) end
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(14) for each successful file OPEN, and hence maintains
the composite classification history of all files referenced
by the job. I'or each new and temporary file OPIEN, the
Cataloger applies equations (17), (18), and (19); they
are reapplied for each CLOSE of anew file, to update
the classification (due to changes in the high-water mark
since the OPEN) when the file becomes an existing
cataloged file in the inventory. The scheme rarely
underclassifies, and tends to overclassify when the new
file is created late in the job eycle, as shown by hound&rs
equations (20) and (21).

Trans-formal security features

ADEPT contains a host of features that transecend,
the formalism presented earlier. They arce described here
because they are integral to the total security control
system and form a body of experience from which new
formalising can draw.

Computer hardware

ADEPT operates en o IBM System 360/50 and is,
therefore, limited to the hardware available. Studies l;\
Bingham?® suggest a variely of hardware features for
security control, many of which
S) 3 stem 360,

IBM System 360 can opierate in one of two states: the
Supervisor state, or the Problem state. ADEPT execu-
tive programs operate i the Supervisor state; user
programs operate in the Problem state.

A number of machine instructions are “privileged” to
the Supervisor state only. Au attempt to exceute them
in the Problem state is trapped by the hardware and
control is returned to the am for
remedial action. ADEPT disposes of these alarms by
suspending the guilty job. (A suspended job may be
resumed by the user.) Clearly,
the machine state

are possessed by

execufive

prog;

instructions that chenge
wro privileged to the exceutive only.

Another class of privileged instructions consists of
these dealing with input/output. Problem state pro-
grams cannol directly access information files on
secondary memory storage deviees such as dise, tape, or
drum. They must access these files indirectly by
requests to the executive system. The requests are
subjected to interpretive sercening by the executive
software.

Main memory is selectively protected against un-
authorized change (write protected). We have also had
the 360/50 modified to include fetch protection, which
guards against unauthorized reading of—or axeeuting
from—protected memory. The memory protect instrue-

‘mul{,i—:ai-x-mw' svsten.

txons are also privileged onl) in the Supervisor state.

ADEPT software protects memory on a 4096-byte
“page” basis (the hardware permits 2048-byte pages),
allowing a non-contizuous mosaic of proteeted pages in
memory for a given program. To satisly multiprogram-
ming, many different protection groups are needed.
Through the use of programmable 4-bit hardwaie masks,
up to 15 difierent protection groups can be accom-
modated in core concurrertly. ADEPT executive
programs operate with the all-zero “master key”
permitting universal access by all Basic and Extende d
Executive componcum

There are five classes of interrupts processed by
System/ %LO hardware: input/output, program, super-
visor eall, external, and machine check, Any interrupts
that oceur in the Problem state cause an automatic
hardware switch to the Suporvisor state, with CPU
control flowing to the approprinte ADEPT exccutive
All security-vulnerable funetions
and keyboard
] instrue-

thask,

interrupt controller.
including hardware errors, external timer
actions, user program service requests, llega

tions, memory protect violations, and input, /output, are

ealled to the attention of ADIEPT by the System/360
interrupt system. The burden for security integrity is
then one for ADIEPT software.

i $ 2 ettt vira v
Wonitor sofiware

Tnducing the system to violate its own ]wmmm!
meehanisms is one of the most likely ways s of breaking ¢
stem components t?uzi

Thoss a8
5 10 1esponse 1o user or pre

AT TG .J_(g.i{.x:

perform {asks
are most susce)

ible to such seduction.

On- Lh‘(‘ (‘o..

The (11‘\\“},'
for the professional programiner 10 dynamically look at
and change selected portions of his program s memory.
DEBUG can be dirccted {o aceess seis itive core
memory that would not be trappec d by memory protec-
tion, since, as an EXIEX component operating in the
Supervisor state, DIBUG operates with Hm';!m;mm;\'
protection master kev. To close {his “trap door,
DEBUG always performs inte apretive cheeks on the
legality of the debugging recuest. These « Necks are
based upon address-out- of bounds eriteria, 1.e., the
requested debugging address must lie within the user's
program area. If not, ihe request will be ¢ jenied and the
wser warned, but he will not be term rinated as h:\,s been

suggested.’

: I L
fing program provides anon- Jine capability

g ¥ .
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Input//output

Input/output in System/360 is hardled by a number
of special-purpose processors, called Selector Channels.
To initizte any 1/0, it is necessary for a channel
program {0 be exccuted by the Selector Channel.

SPAMN, the BASEX component that permits symbolic
input/ouiput calls frone user programs, is really a
special-purpose compiler that produces I/0 chamnel

programs from the SPAN calls. These channel progams
are subszguently delivered and executed by the ADI Pl
Input/CGuiput Supervisor, 10S.

SPAM permits a variety of calls to read, write, alter,
search for, and position to records within cataloged files.
To achizve these ends, SPAM depends upon a variety
of contred tables dynamically ereated by the Cataloger
in the job environment,

The initinting and subsequent monitoring of channel
prograir: execution is the respensibility of the BASEX
Input/Cuiput Supervisor, 108, TOS is called to exccute
a chaniel program (SNCP). System comnponents, such
as SPALI, branch to 108 at a known entry point that is
fet.ch-})r + *(-10(3 against entry in the Problem state. JOS
is off-limits fo user programs at (nm} ting to access
cataloged storage. For proteciion against unauthorized
EXCP _r'-\:qu._z,-,f‘ IOS always porfmr» Jegality checks
hefore ex

euting & channel program, These ehecks bogin
by examingation of the device addressed by the chanuel
program. If it is the device address for cataloged
storage, further checks are made to determine the
lvnacl.m,.« state of the (.‘:LUEn;";]‘);'n_;;r:;m..'l'i»,.'-: state must be
Supervizir state for the eall to be honored. A eallin the
Problem state would indicate an illegal EXCP call from
a usey program.

108 1 k. therchecks to guarantee the validity of
anl/C 7'(""0(“‘?‘{; t ¢hecks to see that the sparified bufic
arcas for the - transfer do not overlay the (’.h;chnv.f..
program )t;—;z:H'; ar i within the user’s prog
memory ares, 1.¢., do not modify or access system or
protecte:d I)L(’“‘lOl'Y

Cover? 1/0 violations are also forestalled since 1/0
compon ‘.!{..‘, take direction from information stored in
the job erwvironment— an area read- and write-protected
from Problem, state programs.

ram

Classified residue

Classiiiod residue is classified information (either code
or data) left behind in memory (Le., core, drum, or
dise) afier the program that referenced it has been
dismissed, swapped out, or quit from the system. The
standard solution to the problem is to dynamically
purge the contaminated memory (e.g., overwrito with

random numbers, or zeros). In a system supporting over
14 billion bytes of memory, that solution is unreasonable
and in conflict with high performance goals. ADIEPT’s
golution to the dilemma of denying access to classified
residue while maintaining high performance depends
upon techniques of controlled memory allocation.

1. Core Residue
s noted carlier, all core storage is allocated as
4005-byte pages. These pages are always cleared
to zero when allocated, thereby overwriting any
potential residue.

Via the program’s page map, the ADEPT
executive system labels all code and data pages
(they need not be contiguous) belonging to a
given program with a single hardware memory
protection key, thereby prohibiting unauthorized
reading or wriling by other, potentially co-
re%idont user programs that may be in execution.
Turthermore, BASEX keeps a running account
of the status and disposition of all puges of core.

The Loader and Swapper components of
ADEPT always work with full 4096-byte pages.
Unfilled portions of pages at load time are kept
cleared to zero as when they were allocated, and
the full 4096 bytes are swapped into core, if not

scheduled  time  slice.

N

alveady resident, each
Further, newly allocated pages ave murk ed as
“changed” pages, thus g
gwap out to drum.
With these }):‘0(\';(‘1”‘(-“, ADEPT denies aceess
m those pages of core not
identified as part of his program, and clears core
¢ core at load

uarantechig subsequent

residue by over-writing act
and swap times.

2. Druwin Residue
ADEPT always clears a drum pe
before it is: The page may subs
be cleared again to user-specificd data.
also maintaing a drum map thab 1-0‘(% the
pages for the
like all

allocated.

.

disposition of all drum pages s (800
IBM 2303 drwm). Drum input/output,
ADY ]”J 1/0, is controlled by exceutive i nivileged

%

mstrmn.lun.s. : :

3. Disc Residue . .
Dise files in ADEPT are maints
“dirty” memory. That is, the large ('ap::r:tv of

the file system makes it infeasible to “consider
automatic over-writing technigues for residue
control; thercfore, deleted dise tracks are re-
turned to the available storage pool contaminated
and unclean. It then becomes the burden of the

teined as
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ADEPT file system to contro! any unauthorized
file access, whether to cataloged files or un-
cataloged dise memory.

Team work between the Catsloger, SPAN and
108 components of ADEPT achieves this control
via legality checking of all OPEN and 1/0
requests.

For cexample, all dise packs are Jabeled
internally and externally with their volime:id,
and this label is checked at the time of mounting
by the Catalager OPEN procedurc to assure

proper volume mounting. T'epes may also be

labeled and checked as a user option.

Of particular note, SPAN vlways assumes that
an end-of-file (KO immedistely follows the
last record written in a new file, and it prohibits
reading bevond that EOF. Contaminated trocks
allocated to new files eannot be read until they
are first Written. The act of writing advences the
EOT and the user simuliarcously over-writes the
classified residue with his own data. The user
cannot skip over the EOT, and the EOI loeation
i3 itself protected in the job environment area.

4. Tape Residue
No ,&:p(‘.('i!'] foatnres for tanas residue eontrol nre
implemented in ADEPT. Tape residue control is
casily satisficd by manual, off-line tape de-
gaussing prior to ADEPT usc.

Systen files

Equation (28) led us to examine Private, Semi-
Private, and Public files. ADIEPT possesses two
additional file privecies that trenseend our model; both
arc system files. Privacy-4 system files are the need-to-
know lists ereated by the Cataloger itsell for Semi-
Private files. Privacy-5 system files sre private system
memory for the SYSLOG files end the catalogs
themselves. '

Access to these files is restricted to the system. only.
Special access checks are made that differ from those of
equations (25) and (26). First, a special wsersid is
required that is not & member of U (le., not in the
SYSLOG file). Second, the program meking the OPIIN
call must be in Sunervisor state. Third, the program
makirg the OPEN call must be a member of a short list
of EXI0X programs. The list is built into the Cataloger
at the time of compilation. In this manper, acces

5 to
system files Js severely restricted, ceven to system
‘)]'(‘g}’.”.l!‘rﬁ.

ity service commands

ADEDPT provides u variety of service commands that
involve seeurity control. The commands are listed ]
Tehle 1T, Note that cominands VARYON, VARY(
REPLACE, LISTU, AUDIT, AUDOIT, and W
UP are restricted to & particular termainal—the Security
Officer’s Station.

E |
L

TABLE TIT--Security service commands

Conimand
AUDIT* &
AUDOTFT* !
CHANGE

the file.
CRIEATE
LISTU*
RECLASS

Enables the owner of a file to chunge any of

Purpose

Turns on security andit recording.

Turns off security audit recording.

the access contro! information of

Iinables o user to create o Semnd-Private file and its need-to-know list.
Lists by ferminal:id 21l the current logged in userids,
Tnables a user to raise or lower his job clearance between

the bounds of the

original LOGIN and current high-water mark clearance.

RELOG

terminal drops off the communications line.
Tanables a user 1o move his job to another terminal or to reclass
Print on the user’s terminal approximately every 100 lines (or only by requestd
the job high-water mark (or clearance by request) as

REPLACIE*
SECURITY

Like LOGIN, but reconnects a user to an already existing job, as \\'l{(%{n a remote

]

ify a given device.

a reminder to the user an)

as a classification stamp of the level of current security activity.

VARYON/VARYOQEI'™

Pornits terminals to be varied on- and off-line for

fiaxibility I system

maintenance and configuration control.

WRAPUP*

* Restricted to Sceurity Officer’s Station only.

Shuts down system after a specified clapsed time.
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Audit

The AUDIT function rccords certain {rarsactions
relating to files, terminals, and users, and is the clec-
tronic equivalent of manual security accountability logs.
Its purpose is to provide a record of user access in order
to determine whether security violations have oecurred
and the extent to which secure dala has been com-
promised. The AUDI'T fumetion may be initiated only
at start-up time, but may be terminated at any time.
All data re recorded on dise or tape in real tinie so the
data 1s safe if the system malfunctions. An auxiliary
utility program, AUDLIST, may be used to Jist the
AUDIT file. The information recorded is shown 1n
Tuable 1IV.

Implementation of AUDIT is quite straightforward,
a product of general ADEPT recording and instrumen-
tation.’s® AUDIT is an EXEX component that is
called by, and at the completion of, cach function o be
recorded. The information to be recorded is pass d to
AUDIT in the general registers. Additional 170
overhead is the primary cost inevrred in the operation
of AUDIT, for swapping and file maintenance. This
cost 1s nominal, however, amouniing to less than one
percent of the CPU time.

SUMMARY

In summary we.-may ask: How well have we met our
goals? First, we believe we have developed and success-

TABLE 1V—Security events and information audited by ADEPT-50

EVENT
LOGIN
LOGOUT X X X ]
OPEN F1LE B I S .. - i NN NS . S 0. S S S
1. . N .
! FILE b xpx o Y N b b X X X S _
o JCHANGE FILE . o X b X ] - - Jo X X b X IX LR
CLOSE FI1LI R I ) . T R N I X x| X 1 .
i .,
_ U DELETE FALE 04X 4 X S B S 0, GRS FPNURSE | S SRS SO
RECLASS Y X X
LA SO, (5 I S . LT W - - S —
_ REFLACE s 11X - 0, (N S BN (- I RS AR S
pevicr vist’ X _ . X N Fas S
____CATECORY_DICTIO! X SRR IR AU BN NS RS AU SH S N
4
A0 AR (£ NS, S T S - FEAE LSS M - b
NI’J\!’lTl‘S B X |

This is the “OPEN existing file" command.

WO

=~

Whenever the system i
the restart is recorded.

: : : e ~rdec c o ter sad
A list of all the terminal devices and their assigned sccurity and categories is recorded at each systen load.
A list of the prose category nawes is recorded at each system load.

is restarted on the ssme day (and AUDIT had been turned on earlier that day) the time of

3 that the AUDOFF action was taken, or the time that the WRAPUP function called AUDIT, to terminate the

The tiwme
AUDIT function.

—
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fully demonstrated a security control mechanism that
more than adequately supports heterogencous levels and
typos of classification. Of note in this regard is the
LOGIN decision procedure, access control tests, job
umbrella, high-water mark, and audit trails recording,.
The approach can be improved in the direction of more
compartments (on the order of 1000 or more), extension
of the model to include system files, and the imple-
mentation of a single Franchise test for all sceurity
objects. The implementation needs redundant encoding
aud error detection of security profile data to increase
confidence in the system-—though we have not ourselves
experienced difficulty here. The inerease in menmory
requirements to achievé these improvements may force
numerical encoding ef secwrity data, particularly

Category, as suggested by Petors
Second, SYSLOG has been highly suceessful in

demonstrating the concept of “sceurity arming” of the
system at start-up time. Our greatest difliculty in this
area has been with the human element--
operators-—in preparing and handling the control deck.
In opposition to Peters,? we believe the operator should
not be “designed out of the operation as much os
possible,” but rather Lis capabilitics should be upgraded
to meet the greater levels of sophistication and rosyx

the computer

bility required to speraie 2 time-sharing sysiein.™ Iie

should be considered part of line management. ADIPT

1s oriented iu this direction and work now in progress is
aimoed at building a real-time soeurity surveillance and

operations station (308}
Third, we missed the target in our attempt to isolate
and limit the amount of eritical coding. 'l‘l‘._oug:h mmuch
of the control mechanism 13 restrie
pouents —LOGIN, SY&
~enough is .s'}:n'i:LHa«;i a
impossible to restrict the ommipotent eapabilitic
monitor, e.g., to run

cd to a fow com-
, CATALOGER, AUDIT
0101 (i i other arcas to make it
sof the
[XEX in Problem state. Some
additional design forethought could have avoided seme
of this dispersal, particularly the wide distribution in
memory of system data and programs that sct end use
these data. The effeet of this shoricoming is the need for
considerably greater checkout time, and the lowered
confidence 1n the system’s integrity.

Lastly, on the brighter side, we were surprisingly
frugal in the cost of implementing this security control
mechuanism. It took approximately five percent of our
effort to design, code, and checkout the ADEDLT
security control features. The code represents about ten
percent of the 50,000 instruetions in the systém. Though
the code is widely distributed, SYSLOG, security
commands, LOGIN, AUDIT, and the CATALOGER
account for about 0 pereent of it. The overlicad cost of

operating these controls is difficult to measure, but it is
quite low, in the order of one or two percent of total
CPU time for normal operation, excluding SYSLOG.
(SYSLOG, of course, runs at card reader speed.) The
most significant area of overhead is in the checking of
I/0 channel progrems, where some 5 to 10 msce are
expended per call (on the average). Since this time is

'ovmh]» ed with other I/0, only CPU bound progroms

suffer degredation. AUDIT recording also contributes
to service call overhead. In actuality, the net operating
cost of our sccurity contrels may be zero or possibly
negative, since AUDIT recordings showed us numerous
trivial ways to measurably lower system overliead.
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The ADEPT-50 thme-sharing sy

by R. R. LINDE and C. WEISSMAN
Systent Development Corporation

<auts Monica, Culifornia

and
C. E. FOX

King Resources Company
Lo Angeles, California

INTRODUCTION

Iu the past decade, many computer systenis intended
for operationsal use by large military and govern-

mental organizations bave been “custom made” to
meot the needs of the particular operational situation
fur which they were intended. In recent years, how-

growing reclization that this
. approach is not the best method for long termo

vver, there has been o

system development. Rather, the development of
yeneral purpose systems has Dbee promoted that
provide a broad, general base ov whicli to configure

new systems. The coneepls of time-sharing and gen-
eral-purpose data mausgement have been under de-
velopment for several years, particularly in university
or research settingst* These uethods of computer
wsage have been tested, evaluated, and refined to
the point where today they are ready to be exploited
by & broad user cominunity.
- Work on the Advanced Development Prototype
{ADP) contract was begun in January 1967 for the
vurpose of demonstrating—in an operational envi-
fotnent—the potential of automatic information-
endling made possible by recent advances in com-
miter technology, particularly advances in time-
haring executives and general-purpose data manage-
fuent techniques. The result of this work is a large-
ieale, multi-purpose system known &s ADEPT, which

e .

operates on IBM gysten 360 computers.”

The ontire ADEPT system is now being used &
four field installations in the Washington, D. C. area,
+ SDC in Senta Monica. The system was

Qs
S

«
<
b By

as well t S

installec the National Military Commai 1 System
Support Center in May 1808, at the Air Foree Com-~
mand Post in August 1968, and at two other govern-
ment agencies in January 1968, These four field sites
80 to 100 hours per

O\

Qa6
as ¢
3 4
i av

1

o

collectively run ADEPT from
weck, providing a total of some 2000 terminal hours
of time-shating service monthly to their users.

The ADEGPT system consists of three major coms-

e ais
s

ponen a time-sbaring exccutive; a data manage-
ment system adapted from SDC’s Time-Shared Data
Management System (TDMS) deseribed by Bleier,*
and a pregrammer’s package. This paper deals ex-
clusively with the ADEPT Time-Sharing Executive,
and particularly with the more novel aspeets of its
architecture and construction. Before examining these
aspects it will be instructive if we review the basie
design and hardware configuration of the, systen.

2

A general purpose operating system

The ADEPT exccutive is a general-purpose time-

* Development of ADEPT was
veneed Research Projects Agency of the Departine

supported in part by :the Ad-
nt of Defense.

39
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sharing system. The system operates on a 360 Model
50 with approximately 260,000 bytes of core memory,
4 million bytes of drum memory, and over 250 million
bytes of dise memory, shown graphically in Pigure
1 and schematically in the appendix. With this machine
configuration, ADEPT is designed to provide respon-
sive on-line interactive service, as well as background
service to approximately 10 coneurrent user jobs. It
handles a wide variety of different, independent ap-
plication programs, and supports the use of large
random-access data files. The design—basically a
swapping system —provides for flexibility aund expan-
sion of system functions, and growth to more powerful
modelsin the 360 family.

ADEPT functions both as a batch processor (where-
by jobs are accuinulated and fed to the CPU for opera-
tion one by one) and as an interactive, on-line system
(in which the user controls his job directly in real
time simply by typing console requests).

Viewed as a bateh system, ADEPT allows jobs to

be submitted to console operators or submitted from -

consoles via remote batch commands -(remote job
entry). In cither case, jobs are “stacked” for exccution
by ADEPT in a firsé-in/first-out order. The stack is
serviced by ADEPT
(o the prioritie

“foreground” interactive users. Viewec
a.ctlve system, ADIPT allows the user to work with
a typewriter, allowing computer-user dialog in real
time. Via ADEPT cons le coinmands, the uger iden-
tifies himself, his programs, aud his data files, and
selectively controls the sequence and extent of opera~
tion of his job in an ad lib manuner. A prime sdvantage
of the interactive use of ADEPT is 1"!":\{ the svstem

as a background task, subject
5 of the installation and t! he demands
as an inter-

provides an extendable library of service programs
that permit the user to edit data files, compile or
assemble programs, debug ‘,nd (»\Iimin:m- program

errors, and generally manage large data bases in a

responsive on-line manner.

System archilecture

The architecture of the ADEPT executive is that
of the “kernel and the shell”. The “kernel,” referred
to as the Basic Bxccutive (BASEX), handles the
major problemg of allocating and scheduling hard-
ware resources. It is small enough to be permanently
vesident in'low core memory, permitting rapid response
to urgent tasks, c.g., interrupt control, memory al-
location, and input/output traflic. The “shell)” ve-
ferred to as the Extended Ixecutive (IOXIEX), provides
the interface between the user’s application programn
and the “kernel”. It contains those non-urgent, large-

“utilizes

/ CORE (.26M BYTES)
/

2303 DRUM
(3.9M BYTES)

2311 DISC PACKS
(7.25M BYTES PER PACK)

2314 DISC STORACE
(207M BYTES)

2302 DISC STORAGE
(22844 BYTES)

Figure 1—Relative eapacity of various ADEPT direct-sccess
storege media 2 Lle in Jess than () 2 seconds. 'The initial
em that operates ot SDC utilizes core, 2303 drum, 2211 and
2314 dise packs, and 2302 disc storage. The NMCSS t
2314 x‘s.\v storage n lieu of 2311 or 2302 dises. '}
teeture of the ADI that it penn
combinstionof the = rein varying emounts

PT executive is such ts any

bove types of dise storag

task extensions of the basic “kernel” ¢ a
rather than h m(l\\ arc-oricnied;
they may, thercfore, be scheduled and ow i

The version of the ADEPT time-sharing system,
thus far developed has muliiple levels of control
beyond the {wo-level “kernel structure—i.e.,
it can be thought of figuratively as an “onion skin”
Figure 2 shows these relationships graphically.

Beyond EXIIN, “object systems” may exist as
subsystems of ADEPT (developed by the user com-
munity without modification to EXEX or BASEX),
thus further distributing and coutrolling the system
resources. for the object programs that form still
another level of the system. The design ideas embodied
in ADEPT paraliel those of Dijkstra’ Corbato,®
and Lampson,” but differ in techuiques of iniplemen-
tation.

The ADEPT Basic Executive operates in the Jower
quarter of memory, thereby providing three guarters
of memory for user programs. With the current H
cove configuration, ADEPT preemipis the first 65,000
bytes of core memory, the bulk of which is dedicated
to BASEX; EXIIX must then operate in user memory

are  user-oriented

-shell”’
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~~ OTHER FUNCTIONS ™\

OJIECT PROGRAMS

OBJECT SYSTEMS

Figure 2—Multiple levels of control in ADIPT

in a fashion similar to user programs. ADEPT is
designed to operate itsell and user programs as a
collection of 4006-byie puces. BASIX is ideutified
as certaln pages that are fixed in main slorage and
that cannot be overlayed or swapped. BXEX and
other programs are idoalificd as sefs of pages that
move dynamically between main sterage and swap
storage (i.c., drum). It is necessary to mwintain con-
lerably more descriptive information about these
swappable than about BASEX. This
deseriptive information is carried in a set of system
tables that, at any point in time, deseribe the current
state of the system and cach program.

ADEPT views the user as a job consisting of some
number of programs (up te four for the 260/50H
configuration) that were loaded at the user's reouest.
These programs may be independent of one another
or, with proper design, different segments of a larger
task., Implicitly, BXEX is considered {o be one of
these programs. To simplify system scheduling, com-
munication, and control, only oue program in the
user's sel may-be active (eligible to run) at a time.
When ADEPT scheduling determines that a job may
be serviced, the current job in core is saved on swap
storage, and the active program of the next job is
brought into core from swap storage and exceuted
for & maximum period of time, called a quantum. The
process then repeats for other jobs. Figures 3 and 4
schematically depiet these relationships,

S0

programs

Figure 3—Simple commutiation of users programs. This
iustrates the reletionship between user’s programs’ I

end BAS? s ioh, with his BNEY

X' Yeeh “n - renrpson{s & neor

providing the interf
resources. The maximum
1BM 360/50H confignration is ten.

P
O REY

N
A

ce between BASEX and the lrdwere

nunmber of interactive job

4-< USER'S BXEX O OBJECT IRROGRAM [XETUTION
——— B D U O S A

RNTRNTN
EI’I?“.I ) o) [

shows the basie operating system eyele: idle loop is interrupted
by an externol interrupt (an activity request); & pi'g, m is
scheduled, swapped into core from the drum, aad- executed
escape from the exceution phase occurs when quentum termina-
tion eondition (e.g., time expiration, service or I/O call, error
condition) is met; the progeain is then swapped out and control
is returned to the idle loop (if no other programs are g:!i;gil)le to

be scheduled). 1
RBasie executive (RASEZX .

Table I lists the BASEX components and their
general funetions as of the eighth and latest executive
release. These basic system components form  an
non-relocatable, perma-

integrated, non-reentrant,
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nently-resident, core memory package 16 pages long
(cach page is 4096 bytes). They are invoked by hard-
ware interrupts in response to service requests by

users of terminals

and their programs. Note the

‘division of input/output control into cataloged (SPAM

and JOS), terminal (TWRI), and drum (BXEC)
activitics to permit local optimization for improved
system performance.

TABLE I—Basic executive components

Component
ALLOC
BXBUG
BXEC
BXECSVC

DALJ 11\

NTRUP
I0S

RECORD

KR
SIS V)

System Tables

Function

Drum and core memory ‘dl()(,,mon.

Debugger for executive programs.
(&)

Basic sequence and swap control.

SVC handlers for
D]‘\’ICIL, STOP
calls.

WAIT, TIME,
AND DISMISS

Linkage routines for EXEX (B

EXEX interfaces); also servic
mands DIALOFE, DIALON.

ASEX/
S COM-

Firgt-level interront control,

Chaunnel-program level input/output
supervisory control.

Records SVC, interrupt activity in
BASEX.

Scheduler.

Input/output acecss methods to cata-
loged storage.

Terminal input/output control,
! / !

Resident system data areas for com-
ble (COMTADB), logped-
in user's {a w(k)l}) loaded programs
table (PQU), drum and core status
tables (DSTAT, CSTAT), and a
variety of other tables.

munics xfmni

Extended executive (EXEX)

Unlike the tight, closed )mcl..mc of integrated

BASEX components, EXEX i
collection of sewmiantonomous programs,

15 a loose, open-ended
Table II

lists this collection of programs. XX is treated
by BASIX as a user program, with certain privileges,
and cach user is given his own “copy’” of the BXIEX.
It is transparent to the user that BXEX is reentrant

TABLE II-—Extended executive components

Component
AUDIT
BMON
CAT
DTD
DBUG

LOGIN
BSIRVIS

RU

—
<y

CXXT00

SYSDEFRF

SYSLOG

TEST

SYSDATA

Function

Maintains a real-time recording of all
security transactions as an account-
ability log.

Batch monitor for control of back-
ground job execution,

] \
Cataloger for file storage access con-

trol; also services FORGET command,

Trausfers recording information from
drum to dise.

Debugger for non-executive (user)
programs.

User authentication and job creation.

Library of service commands thut are
reentrant, interruptible and scheduled ;
APPEND, CIHANGE, CREATE,
CYLS, DELETE, DRIVES, INTT,
LIS ,‘,i~‘, LISTU, LOAD, ,/)*DJ),
LOAD and (x(), oV n‘}’LA:, l-t.}:f-
PLACE, R 0

SAVE, SEAR
VARYON.

BN, T 176
didy AVl

CH, VARYOFL,

BQUIT, r»
GO, J..owm
SKED, SKEDOV
STOP, TIME, US

Defines input/output

Lardsvare con-
figuration at time of system-start up.

Defines authorized us .r/tux,- nal se-
curity profiles at time of system
start up.

Initializes system tables af, time of
system start up.

system data
and other

Non-resident, shared,
toble for dial messages
common data, e.z., lists of all logged-in
users; other non-resident, job-specific
tables also exist, e.g., job envirenment
page, push-down list data page.
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and is being shared with other users, except for its
data space. Each job has its own “machine state”
{ables saved in its unique set of environment pages.
This stracture permits flexible modification and orderly
system expansion in a modular fashion. LXDBEX is
always scheduled in the same way as other user pro-
Erams.,

Though EXIIX components are, in large part,
non-self-modifying reentrant routines and thus, could
ab small ‘O\L be rdo(::mt,:‘tbh"- programs
por XX components are relocated betbween swaps.
The lack of any mapping hardware on the IBM lé{'r.!/:"»()
and the design goal and knowledge that most user
programs would be of maximun size made unnccessary
a seftware provision to relocate programs dyunamically.
User programs may be relocated
however.

neither user

once at Iu.m time,

Communication and control lechniyues used tn AD)P]

egencrie termused to cover those
g thut permit two (or more) programs to inter-

Communicationisth

serviee

communicate, be they syst

or both. F¥

Cm program, user ]LI(WTMA,
From this communication vantage peint we

shall exe

mine the connective mechanism used befween
endad T :

components within the F"] X to

!
Jasic and Toxi
Y

that allow

o of one another; and the system design that periuits

ceentives; the teelmign

as to commun

: 1 -~ MY
objeet programs,

we discuss the system mechanics, let us

how the svstem freats cach user logicull

A uvser in the system is assigned 4 job number. Ifach
.

job in the system may be viewed as a separate process

3y
and each process i3, by definition, independent, of all
other processes running on the machine. A process—
It is the logieal entity for

cal processor,

or job— is not a program.
the execeution of a program on the physi
and it ay contain as many as four separate progy:
A program consists of the set of machine instructions
swapped into the processor for cxceution, and the
Ixtended xecutiveisone of these programs,

The ADEEPT exccutive 1'(”('1“}1‘(”\' a large numbr.:r of
system tables to permit Basie and Fxtended Iixecu-
tive communication, Conceptually, the use of t,lor‘-grip—
tive tables defining the condition of a user's process
18 anilogous to the state veetor (m state word) dis-
cussed by Lampsen and Saltzer$® 'That is, the col-
lection of information contained by these tables is

in the

sufficient to define an inactive user’s process state
at any given moient. By resetting the central proec-
essor from the state vector, a user’s job proceeds
from an inactive to an active state as if no mtcnup-
tion had occurred. The state vector contains such
items s the program counter, the processor’s general
registers, the core and drum map of all the programs
job, and the peripheral storage file data. All
of the collective duia for each program or task in the
process are contained in the state vector.

3

cutive communieat

Ba 'EC and exten uf,r} exec

Bach ADEPT user (e,
some ,.(:(»\J(,_y within the system by
wands) is given a job number and ¢
i’ the JOB table. The JOB table mnu ns the system’s
top-level beokkeeping on user aclivily. It couvtains
the ide 'zﬁﬁ:“\i‘irn':, his lo(-fmmx his
clearance, and a pointer to his program queue. 15
user is assigued one entry, or JOB, in the table. /
ONE O INOIe Programs

any person who initiates
typing in com-
wsigned an entry

security

}

user’s

sociated with each JOB are th
that the userisrunning. _

Top-level bookkeeping on programs is contained
in the Program Queue (PQU) table. Xach PQU ('z;_‘::‘j.'

zation ¢

seribes that prograr
activity, its
othes

contains a wnd some (but not
all) information that de
of its space requirements, its current
schcduling conditions, and its relationship ‘o
programs in the P"" that belong to the same JOI.
51‘;.’0!‘1‘x3:‘;i‘i<‘>1‘: and the si

afried in the s

program ideuntifi
M in terms

The detailed descriptive
J

of cach JOR and ils programs are

o

pable

e '\l OLMentt s
The envirgnment

nw;u

5 (there can be as many
four) comprise a number of separate tables that con-
tain
register
balance of the program resides,
and lists of all active data files. A single environment
page (or pages) is shared by all programs tha it belon iy
to the same JOB (uger). The system design y allows for
environment page overflow at which time additional
pages are assigned dynamieally. The environment
pages, PQU table, JOB table, and data pages com-
prise the state veetor of the user’s job. 4

To permit storage of “global” system variables,
and to allow system components to reference s\\lom
data that may be perindically relocated, there exi
a systermn communication table, which resides in low
core so that it can be referenced without loading a
base register. :

The 1BM

1

ch information as th
, the swap storage page

e contents of the gencral

numbers \';h(;u:. the

the program map,

360 supervisor call (SVC) is used ‘exclu-
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sively by EXEX components and object programs to
request BASEX services. Though additional overhead
is incurred in the handling of the attendant interrupt,
the centralization of context switching provided is
of considerable value in system design, fabrication,
and checkout.

Extended executive communication

An EXIEX may make use of another EXTEX fune-
tion by use of the SVC call mechanism. To support
the recursive BXEX, an additional 8VC processing
routine is required to manage the different recursive
contexts. This routine, called the SVC Dispatcher,
processes calls from user and BEXIX functions alike,
manages a swappable data page, and switches to an
interface linkage routine. The data contains
a system communication stack that consists of a
program’s general registers and the Program Status

page

Word at the time of the SVC. This technique is
analogous to the push-down logic of rccursive pro-
cedure calls found in ALGOL or LISP language

systems, The stack provides a convenient means of
passing p-‘\:wwtﬂrf; between routines in the EXIDX.
Since ¢ ® page
vironment page, 12X 152 is both recuarsive and reentrant.

The environment status table (ISSTAT) contains

ach job has its own unique dat and en-

the swap and core location for each component in
the B EX and for cach program in the mh It resides
in th ‘ij (‘n\ iromnent page. When an EXJIX service
only that particular EXTX program is
torage, revher than the full
r¢ routine provides

is 1¢ eques sted 3
brought in from swap s
The interf:
this manscement funetion; it lies as a.link between
the SVC Dispatcher and the particular EXEX
funetion. The interface routine picks up nece
work pages for the JOXTEX
branches to that component after it
core. The interface routine mainiains a ('v;)'unt'\ push-
down ¢
for the LXEX component to properly exit and return
control to its interfzce routine and then to the system.

The EXEX compenent called may make additional
EXEX SVC ealls before exiting. To provide correct
worlk page allocation during recursive calls, the inter-
face routine also saves the work page core and drum
page addresses in the push-down stack. Upon com-
pletion of a ecall, the 1XIEX component returns to
its interface routine; the interface routine releases
all allocated wor < paces to the system and branches
to a common unwind procedure. -

The unwind procedure, like the SVC T)rpmhr‘
is simply a switching mechanism. It determines, via

service hibrary. ce link:

A

('.(nnn.:n*«'r"r- involved and

s brought into

tack of return addresses providing the means

the stack, whether to return to a still higher level
IXEX function, or to turn the EXIX ofl and exit
to the Basic Sequence. This recursive/reentrant con-
trol is the most complex portion of ADEPT and is
the “gluc” that binds BASEX and BXEX together.
Figure 5 illustrates the recursive process.

Object program communication

One of the more stringent services required of ai
operating system is the rapid interchange of luﬂc
quantities of data between object The
nu(udmn;;c of even simple arrays, matrices, and (‘-::hles
via stack parameters or a common file suffers from the
inadequacy of limited capacity or extensiveI/O time.
Xiany operating systems ignore this’ requirement,
thercby restricting the gencral-purpose qpn]imti(\“'\:.
Yet there are solutions to this problem, and one suc-
cessful technique omp oyed in the ADEPT .;\st("w 18
that of “shared memory” 7 1s achieved
by using the basic mechanisim for managing reentrancy,
namely the program environment pr:v-v map, T hx(mw;‘zl
the ADEPT SHARI Page call, ;
can request uh:tt designated pages of @

i ]

programs

. Shared memory

DATA PASE PUTH
i

( INTERFLZE

Figure 5—DBlock diagram of EXIX behavior and
control

POPR AR KR S5 o S CIE
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in the job be added to its map. If core page numbers
are passed as parameters in various service calls, whole
pages of dita may be passed bebween programs. EXEX
and many object programs operating under this system
use this method for inter-program communication.

ADEPT operating on the-JBM 3G0/50IT restricts
jts user programs to 46 active core pages. However,
by utilizing the GETPAGIS call, an object program
may "u‘qui)'e up to 128 drum pages and may subse-
quently activate and deactivate various page sets
by utilizing another service call, ACTDIACT (acti-
vate/ desctivate). This scheme permits bulk data from
dise stora ;,k to be placed on drum and operated upon
at “swap” speeds. T lmfc skilled systein users
achicve eflicient use of time and memory by managing
their own “paging”. We consider this t lterna-
tive considering tlm questionable state of other, auto-
matie }W'mo, algorithms 0101228 Most XX com-

can

o
the best ¢

ponents use these calls for just such purposes. Jor
example, the interface routines mentioned above use
activate calls to “burn on” called components of the

XL
The Allocator component of ADEPT manages the
This software map re-

page map for each program.
3

flects the correspondeuce belween dx'nm and core
established initi: :1;« by the SERVIS (serviee)

ot at Joad time. The Allocator’s function is
to inventory available core and drum pages by main-
taining two resident system tables: one for core, the

ther for drum. Whenever drum pages are released

COMpPOTIc

or ohtained, the Allecator upd;;{'w the page map in
{

the job's environment page. The \Hocator proces

the SHARE (page), GIZIPAGIS, FRIED ’,‘\(vl—l‘), and
ACTDEACT calls from BXEX and uh“\r- WOETATS,
SERVIS allows a program at run time to :add data
pages or to overlay ram segments from dise o
tape. In so doing, SERVIS makes use of the various

Allocator calls.

Simulating console commands

An important attribute of ADEDT ti“'n—‘:h'n'iw
is that nearly all the functions and serviees that car

be initiated at the user's console can also be called
forth within a user’s program. A program designer
can, for example, build a system of prograims, which
san operate in bateh mode under the control of a pro-
gram by issuing internal commands n mm"} the same
manner as the user sitting at the console. W ith this
mmu(‘h, the ADIPT bateh monitor (n'mm back-
ground tasks by simulating user iumnml requests.
Bateh requests can be enqueued by user s from any

console and then processed in turn by this supoxvuor
function,

Armed interrupts and rescue function

The basic design of ADEPT conveniently provides
for processing object program ‘“‘armed” interrupt
calls. This means that an object program is able to
conditionally start (wakeup) and stop (sleep) the
execution of its own programs, and others as well.
The conditions for employing w akeup calls include
too much elapsed time, or the occurrence of unpre-
dictable but anticipated events, e g., errors and other
program calls. In these “software-inter-
rupt” conditions by object program calls, the program
entry point(s) for the various conditions are specified.
When such conditions occur, the operating system
transfers to the specified cutry ‘point and gives the

;\vopnu o condition code. (Wote that if we takethis
call one step further, and permit one object program
to arm the software ::,neil hardware interrupts of another
ohject progra e the basi
necessary to permit the npu;tmn of “object systems

Loy
syasvelns,

“arming”’

n, we ha e eontrol mechanism

necessary to permit the operation of “objee

i.e., subexccutives-——another Jevel in thec ynion skin”
of ADYPT control.)

User programs interface with the ADIDT system
primarily via the supervizor eall (SVC) instruction;
a secondary interface is provided via the )
cheek interrupt that proteets the ]».~>«vrm~x ol

saend 1vrs

executive

after various conditions. The ¢
allows user programs to trap Jy such i xim.'::“'-.
the system via its

means that one program can trap and

CIrroy

reseue arming

control of {AH oceurrences of SVC’s and program checks
within a & This hen,

that ﬂw responsibility and meaning for
faces can be redefined at the user p:wx“n

As of this writing, this mechanism is being e ployed
to construct object systems for an m rum‘ d h:.trh
monitor, an interface for the proposed ARPA Net-
work, " and to ex periment with automatic translators
for compatibility with other opers wting systems. ()i‘l.cr
rovements in program recovery Iu

single job. mechanism also means,
heze inter-

level.

usces include impr

a variety of user tools, e.g., compiler diagnostics.

Resource allocalion, access, and manageme ni ;
- o, Sralides @ .

ADEPT system design, of course, includes a com
plete set of 1'(,\.::0\11'0(_‘, controls that momter secondary

storage devices, :

QLB
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The cataloger

The Cataloger, an.FIXTX component, is functionally
analogous to the core/drum Allocator, but is used
for devices accessible by user programs, It maintains
an inventory of all assignable storage devices, assigns
unused storage on the deviees, maintains deserip-
tions of the files piaced on these devices, controls

aceess to these files, and—upon authorized request——
deletes any file. Specifically, the Cataloger:

, 2311

<Assigns storage on 23 and 2314 discs.

« Assigns tape drives.

an inventoried file by its name mid cer-

« Locates
tain qualifiers that uniquely identify the file.

«Jssues tape or dise pack mounting instructions
to the operator when necessary.

« Verifies the mounting of labeled vohunes.

«Passes deseriptive information to the user pro-
gram opening a file.

4

«Allows the user of a file to request more storage
for the file.

« Denies unauthorized users aceess to files.

:ISSQS,”"-”' storage to available

« Retuwrns
fil s \L',(A’[O'

whenever a file

« Maintains a table of contents on cach dise veluine.

As the largest single component of the ADI

Iexeutive (65,000 bytes), the Cataloger was writien

in a new, experimental programming language called
MOL-360 (Machine-Oriented Language for the 360).1
It is a llfrh("'»!v\(: machine I:m-{f,n.:wc"
under an ARPA-sponsored SDC research
metacompilers. ]u resolved  the
our desire for higher-level source language and our
need to achieve flexibility with machine code. The
Cataloger design and cheekout, enhanced by the use
of MOI-360, showed simultancousty the validity
of MOL compilers for difficult machine-dependent
programming. ’

developed

project on

dilemma involving

The SPAR coraponent

SPAM is a BASEX. component that permits sym-
bolie, user-oriented I/0. 1t can be viewed as a sy ecial-
purpose compiler that compiles sy mbolicuser program
1/0 ealls inlo 3060 chunnel programs, and delivers themn
to the Input/OQutput Supervisor (105) for exceution

via the EXCP (exceute chanuel program) call. The

results of EXCP for the call are “interpreted” by
SPAM end returned to the user program as status in-
formation. As such, SPAM represents a more symbolic
I/0O capability than the EXCP level. It provides a
relatively simple mncthod for exceuting the operations
of reading, writing, altering, searching for, and po-
sitioning records within ADEPT cataloged and con-

trolled disc-based and tape-based file structures.

Resource management

As of this writing, the computer operator has a se
of commands at his disposal that allow him to control
the system resources.- Various privileged on-line com-
mands enable him to monitor the terminal activities
of system users and to control assignment and availa-
bility of storage deviees. However, there is an in-
need for a “manager” to be
latitade in dynamically controlling the system re-
sources and observing the status of system ,
pmu,m wly because ADEPT was designed to handle
sensitive information in classified government and
military facilities. "o meet these objectives, a design
effort is under way that gives the computer «'wpm*w'(.-"
ity to ob

atus, with the ability
'V}"' result

the ma

creasing given more

118ers

C
o

o- f,nl\ rIsNAac: IRCTVE

L7

‘md comurol the actions of system us
program that ("i:c,f.)mjm sses some of

nde and (;h&llc_“, g

will be a

agement fn*-]“)l ques L\,‘).l"( ]) ]

tailored to present necds.

Swapping and scheduling user programs

Most of the programs that run under ADEPT

occupy all of the core memory the
the resident Basic Fxeeutive (46 pages
50I1). If the set of needed pages could be
considerable reduction in swap overhead

expested. One way to achieve thisis to v nark for swap-
out only those pages that were changed during pro-
gram exceution, The har dware needed o aute ‘mu.xm.l
mark changed pages is unavailable for the360/5
however, Hx rough use of the store-protect feature on
the M()(l:_‘ 0, ADEPT
feel and pmuucu u')m\\'ur(-h_\‘ savings in swap time.

>

]

1

b s not used by
on the d69/
reduced

could be

)

Page marking

Whenever a user program is swapped into eore, its
pages are seb in a read- only condition. As the progran
exceutes, it periodically attempts to store data (write)
in its \\’HL\,‘.-])[OL(‘,(,{-LJ pages. The res sulting interrupt
is ficlded by the system. After satisfying itsclf that
the store is legal for the prrmmm {he cxecutive marks

the target page as “written,” turns ofl write-protect

coftware can simul de the ef-

N e
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cm——

for that page, and resumes the program’s execution.
The gituation repeats for each addivional page written.
1t the completion of the program’s time slice, the
swapper has a map of all the program pages that
wore changed (implied in the storage keys with no
write proteetion). Only he changed pages are swapped
aut of core. Measurement of thiz scheme shows that
about 20 percent of the pages are changed; hence,

for every five pages swapped in, only onc need be
Cswapped out, for a
than the full swap of ten pages (five in, five out) he.

total swap of six pages,
ceheme makes the dram appear to be 10 pereent faster,

I'lie use of the storage protection keys is based on
the functional status of each page rather
some user identity. User programs :i)\\'nys
& program status word key of one,
the storage key ascoeiated with the programs start
at zero. After a page has been iunitially ehanged,
its key is set to onc also. The othier bits in the key are
used toindicate: first, a page s transient, not
completely moved to or from swap storage; r:(";’;n},

4 page 18 u

than on
run with
and the bitsin

ath

vet,
1 .

iavailable, ie., it belongs to someone clse;

third, a page is lofked and canuol be swapped or
changed; and finally, a page is feteh-protected he:

aURe

’nr)n

it may contain sensitive inform

Scheduling algx

arithm

The scheduling v for t

kmu};m pm e Jevel

£ : " .

of scheduling. Jobs. that are in & “terminal l/\) come
plete’” state get first preference in the schedule. Jobs
i the seeond level, or background ueue, ave yun if

1
re are no level-one jobs to run. A job is placed in
/"\‘:_\l two when the (‘\.\.\'J-:,w(‘,oml quanium clock a
terminates its oper "?fm two censecutive times. C
pule and T/0-bound programs are treated alika. A
level-two Job--“\ﬂ\(}!!_ allowed to run—is given quant
tilerval equel to the basic quantum

M
time nm“xruu d

oy the scheduling level (e, 2 see X 2 = 4 sce).
However, a level-two background job may be pre-

empled after two seeonds for terminal 1/0. Any opera~
tion a level-two job makes that terminates its quan-
Lt prematurely will return the job to a le
status, The batch menitor job is run when the first
bwo queues are empty. User programs may be wiitten
W ooverlap execution and I/0 activity. Our choice of
schieduling parameters for quantwin sgize, and num-
ber of service levels was selected empirically and as a
fesultof prior experience?

A command SKED, which is limited to the opera-
War's terminal, has the efiect of forcing top priority
for g job (the job stays at level one all the tin ne). Only

vel-oue

ather .

their acct

one job may run in this privileged scheduling stute

at a time,.

Pervasive securtly controls

Integrated throughout the ADEPT executive are
software controls for safeguarding security-sensitive
information, The conceptual framework is based
upon four “security objects”: wusecr, terminal, file,
and job. Fach of these security objects is formally
identified in the system and is also described by a
sccurity profile triplet: Authority (e.g., TOP Sli-
CRET, SECRET), Need-to-Know Franchise, and
Sp(\cifv"l Category (c.g., EYES ONLY, CRYPTO).
At sy® initialization time, user .md terminal-
security profiles are cstablished by security of‘"cur:_e
via the system component SYSLOG. SYSLOG also
permits the association of up to 64 passwords with
each user. At LOGIN {ime, a user identifies himself
by his unigue name, vp to 12 characters, zmrl cnl
his private password fic lentity. 11

stem

TSTLOG

O«

authenticate his ident
LOGIN component of ADEPT validates the us
and dynamically derives the security pr rofile for
user’s jobh as function of the user and ter-
minal security )'y:'r‘-"vlz';. The job seenrily profile is

£ of “koys,” used wher seecss

oL O

a complex

used o ently :
is made ‘w \])Ll‘ I' files. The file
the “Gock” and is under control of

file access Need-to-Iinow is permitted
Private, and Public use. With

command, a lst

urity profile is

he file g ‘.)3:_\'5:{1&;1.

for

Sem

ih
of suihorized users and the exten

; authorization (i.e., read-only, write-only,

read and write) can b established easily for Sem-
Newly ecreated files are automatic

-(\ J(‘ ) ,: ‘:i"(,'l\.?".l'_“,’

in(”

Private

i : v marik??
“":} W ]{‘l (]!}'x‘h watler mark
a cumulative security profile history

erenced by the job. Thro

seeurity of files ref
dicious use of the C
ties may bealtered by the owner of the filc.

Seeurity controls ave also involved in the control
Software and-hardware
used. © Software

NTT

HANGE command, these proper-

of classified memory residue.
memory protection “is  extensively
memory proteetion is achieved by interpretive, le-
gality checking of memory bounds for I/0 buffer
transfers, legality checking of device addresses for
unauthorized hardware access, and checks' of other
user program attempts to seduce the operating system
into violating sccurity controls. -

The hardware protection keys are used to feteh-
protect all address space outside the user program and
data arca. Also, newly allocated space to user prograins
croed out to avoid classified memory ‘residue.
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for that page, and resumes the program’s exccution.
The situation repeats for each additional page written,
At the completion of the program’s time slice, the
swapper has a map of all the program pages that
were changed (implied in the storage keys with no
write protection). Only the changed pages are swapped
out of core. Measurement of this scheme shows that
about 20 percent of the pages are changed; hence,
for cvery five pages swapped in, ouly one nced he

swapped out, for a total swap of six pages, rather

than the full swap of ten pages (five in, five out). The
scheme makes the drum appear to be 40 pereent faster,
The use of the storage protection keys is bascd on
the funectional status of each page rather than on
some uscr identity. User programs always run with
a program status word key of one, and the bitsin
the storage key associated with the programs start
out at zero. After a page has been initially changec
its key is set to one alzo. The other bits in the key are
used toindicate: first, a page is transient, not vet
complctely moved {o or {from swap
a page s unavailable, ie., 1t belongs
third, a page is locked and c'“"'"’m{ be swapped or

Y, 4 page 18 fr teh-prote R

to someone clse;

ch.mwﬂ mxd final ]

Scheduling alporithm

The scheduling algorith v provides for three levels
Jobhs that are in a “terminal I/0 com-

/
plete’” state get first preference in the schedule. Jobs

keround queue, are run if
1

in the second level, or be

1

there are no level-one jobs to run. A job is place
level two when the two-second quantum clock alarm
utive times. Com-

in

terminates its operation two consc
pute and I/O-bound programs are treated alike, A
level-two job—when allowed to run-—is given quantum
interval equal to the basic quantwm time multiplied
by the “’}u duling level (ie., 2 see X 2 = 4 see).
]Io-.‘.v‘.'u s, a level-two background job may be pre-
empted after two seconds for terminal 1/0. Any opera-
tion a level-two job makes that temuinafes its quan-

tum prematurely will return the job to a level-one
status. The batch monitor job is run when the fivst
two queues are empty. User programs may be written
to overlap exccution and I/0O activity., Our choice of
scheduling parameters for quantum size, and num-
ber of serviee levels was selected empirically and as a

result of prior experience M

A command SKED, which is limited to the opera-
tor’s terminal, has the cffect of forcing
for a job (the job stays at level one all the time). Only

top priovity

storage; second,.

one job may run in this privileged scheduling state
at a time.

Pervasive securily conirols

Integrated throughout the ADEPT executive are
software controls for safeguarding sccurity-sensitive
information. The conceptual framework is based
upon four “security objects”: wuser, terminal, file,
and job. Each of these security objects is formaliy
identified in the system and is also deseribed by a
seeurity profile triplet: Authority (e.g., TOP SE-
CRET, SECRET), Need-to-Know I‘ranchise, and
Special Category (e.g., EYES ONLY, CRYPTO).
At system  initialization time, user and terminal
security profiles are established by scourity oflicers
via the system comiponent SYSLOG. SYSLOG also
permits the association of -up to 64 passwords with
cach user. At LOGIN {imne, a user himssal{
by his unigue name, up to 12 c‘p:-rfwisrs, and cuters
authenticate bis identity. The
ADEPT validates the user

profile for the

identifies

his private password to
LOGIN component of
and dynamically derives the sceurity
user’s job as a cmn)ﬂz,:; function of the user and tei-
pr 1»{] 3 ""’-H j:;!‘ y’c“ ‘}“fﬁ‘:,:" l

juently as a set of ¢

Ay

min-ﬂ seonrifv

) .
used when access

used subs

is made (o ADIPT files. security profile is
1
i

/'\.

1C ‘J]k

the “loek” and is under control of the file subsystem.
I'ile acces ;‘\(_f(:d-—?ﬂ-«]\‘{‘(iv\"{ is permilted for Private,

Semi-Private, and Public use. With the CREFA’ ‘-,
command, a list of anthorized users and the extent
]

write-o0

authorization (i.e., read-only,
be established casily
ated files are
“high water mark’

their access
read and wrife) can
iles. Newly ci
wsified with the job's
11‘3)\11-1-»-” cumulative security prefi
seeurity of files referenced by the job. Through ju-
dl(‘.lol‘:.\’ use of the CITANGIE comm ‘..\‘, these proper-
ties may be altered by the owner of the file.
also involved in the cantrol
Software and hardware
Software

for 8

automatie:

security

4

file history of the

Sceurity eontrols are
of classified memory residue.
memory protection is  extensively used.
memory profcetion is achieved by interpretive, le-
gality checking of wmemory bounds for I/O bufier
transfers, legality checking of device addresses for
unauthorized hardware access, and checks of other
uger program attemnpis to seduce the operating system
into vielating sceurity controls.

The hardware protection keys are used to fetch-
proteet «ll address space outside the user programn and
data area. Also, newly allocated space to user programs
is zeroed out to avoid classified memory residue.
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Typically, the complete system reaches “on the air”
statusin less than a minute.

System instrumentalion

Many of the parameters built into the scheduling
and swapping of early ADEPT versions were based
upon cmpirical knowledge. The latest versions 0‘[
the Basic and BExtended DIxccutives include routines
to record system performance, reliability, and security
Jocks.

Built into the BASEX is a routine to measure the

overall and the detailed system performance.® Such .

factors the number of wsers, file usage, h'»n'd\';m*c
and software errors, and page
time ave recorded on unuscd portions
drum. These measurements provide a better under-
standing of the s_\,’.‘»tcm under g variety

of inputs and
give the designers insight into how the hardware and
software components of the system affect the per-
formance of the human user.

An AUDIT prograra was made part of the EXEX
to record the ity interaction of terminals, users,
‘nu filez., AUL ceords }“"Ci)).. ectivity in the areas

f LOGIN, I DUT, and Tile Mani This
ro"ﬁ‘n o sbreng the sccurity safleg: j

u?‘)ll!;_z{,,j()!\.

exccutive. u;u;c._uw items that are 1{_-(:\,»u_:(-:.£ nvolve:
me of cvent, user

type © J

})'-A.L, 1CD

file identif

account num-

X recording functio

yeen. written that siniu-
.3, J -

and provide con-

; g |

(i:fi}:n:n

5 of user activity
These programs,
conditions and

]:Li'; Various moc
trolled job

“henchmarks,” run under

controlled

1 r a

improving systemn periormance
21

enhance the means of

and throughput, as Jwﬂnhf d elsewhere by Karush.

The prosrams are designed to g;;a(}\.._r performanee
on the major roulines seeutive and
have Leen of considerable help in system “tuning,”
because they refleet the cffect of coding and design
changes {o various system routines. Hn,: routines in
the executive that arve of primary concern are the
swapper, the scheduer, the terminal read/write pack-
age, and the interrupt handling Attempts
are heing made to design a set of benchmarks that

measures

Processes,

represent o typical job mix. However, we are primarily

interested in measuring the }v»;m: mance of our system

against various modifications of itself m.". in measuring
; tjo

SUMMARY

The ADEPT executive is a second-gencration, general-
purpose, time-sharing system designed for IBM 360
computers. Unlike the monolithic systems of the past,*?
it is structurcd in modular fashion, employing distrib-
uted execulive design techniques that have nermitted
evolutionary development. This design has not only
produced a flexible exceutive system but has given the
user the same facilities used by the exccutive for
controlling the behavior of his programs. ADEPT’s
security aspeets are unique in the industry, and the
osting and fabrication methods employ a number
of novel approsches to system checkout that con-
tribute to its operational reliability.

this system deals pa:

problems of very

1t is important to note that
ticularly well with size limitation
large files and very large programs. The provisic
per job, active/inactive

than core size, page

made for multiple progr

page status for programns Iszr;:;;x

gharing belween programs, common file access acrc

programs within jobs, and the commitment of
environment tables {up

\cxu«

siderable space to active file

to four pages worth) contribute to this success
theless, all these capabilitics ;
the smaller entities as well. We feel ADLEPT

sienificant contribution to the technology of e

are d

purpose time-sharing.

tion for the

ro y

e 0 express our apprecl
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