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Schools Seex

hid to Improve

Reading Skills
By JOHN P. CORB

Inquirer Education Writer
The public school svstem

here is preparing to enter
into "performance contiacts"
under which private firms
will take over reading in-.
struction in the school; and
guarantee results.
The firms will not be paid

for their services unless chil-
dren progress as far a$
guaranteed each school ear.
Although eight firms have

submitted proposals, th one
most likely to go into effect
first - probably in Septem-
'ber - costs $10 per pup 1.

STANDARDS LISTED
The firm, Behaviora: Re-

search Laboratories of New
York City, will receive no
money, however, for any
child who does not:
Achieve at least a one-

year advance in reading
scores on standardized tests
every year.
-Read at grade level -

according to national norms
approved by the school sys-
tem - by the end of three

- years,
It is expected that about

20,000 children - all of them
dong poorly n readirg -
will be included in the first
program. Included wil be
children in kindergarten
through grade six.
.FURTHER BEHIND
Now, the average child in

the public schools here is a
year and a half below nation-
al norms in reading, There
bre thought to be thousends
fat all grade levels who lo not
read at all.

; Here, childien in the public
schools - according to stan-
dardized tests - fall farther
behind in reading the .onger
they stay in school.
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The Board of Education, it
was learned, soon will adopt
minimum reading achieve-
ment standards for the school
system. The action may come
at Mozday's regular meeting.
"istrict superintendents of

the city's eight school dis-
tricts have been presented
with the proposals of the
eight private firms. In addi-
tion, seven other proposals
for reading programs have
been submitted to them by
the system's curriculum of-
fice.
The district superintendents

are expected to adopt one of
the 15 proposals or to put
forward his own plan for
achieving the minimum
achievement standards set by
fhe Board of Education.
SOLUTION UNTRIED
However, if the school sys-

tem undertakes the contract
being offered by Behavioral
Research Laboratories and if
BRL ec? fulfill its guarantees
~corscacts-with orivate frims
may - -,al throughout
the sySie.i. , short time.
No Ameri :1 urban center

has yet trie out the private
contract soh.on to the perva-
sive probley of the failure of
public scHols in the big cities
to educaln poor children of
all races nd backgrounds,
Last Se.ember, Texarkana
- the city on the Texas-
Arkansas border - entered
into a similar performance
contract with Dorset Ediutca-
tional Corporation, a small
Midwest firm. Final testing
has not been done yet, but
optimism and enthusiasm are
high.
The materials and methods

of BRL have been tested suc-
cessfully in some 70 American
cities. This is the first time,
however, that the company
has offered '"no-strings"
guarantee of progress.
Under the proposal,' BRL

will provide all of the neces-
sary books and materials,
will train teachers and supply
psychologists, consultants and
program managers.
The company also will spon-

sor meetings to acquaint pats,
ents with its program.+:
The program takes ,.the

"linguistic? approach to read-
ing instruction, concentrating
on helping children to "break
the code" and relate symbols
to sounds,
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Engineering truth
in competitive
environments
The success of decisions in both public affairs and
industry depends today on the correct assessment of
technical uncertainties. In an atmosphere of adver-
sary confrontation, the efforts to hide them can prove
the source of much harm

Raymond M. Wilmotte Management Consultant, Washington, D.C.

The lack of understanding, analyzing, and communi-
cating technological "uncertainties" are presented by
the author as seriously undermining the effectiveness
of decision-making in both public affairs and industry.
Uncertainties are as important to truth as certainties
and should be part of all forms of technical communi-
cation. 'Technical truth,"' if is pointed out, is not de-
veloped in the legal process of adversary confronta-
tion. On the other hand, '"'adversary truth,"' as pre-
sented by the contestants, is only part of the truth,
for it excludes uncertainties, which are left to 'he
perspicacity of the audience. In the well-publicized
ABM controversy, the technical atmosphere had de-
generated into that of an adversary confrontation, and
technical truth with its uncertainties could not emerge.
This basic and typical deficiency of the ABM contro-
versy is not limited to public affairs: it exists strongly
in industry and takes its toll in reducing the quality
of decision-making in inefficient operations and in un-
necessary crises, all carrying a burden of cost. It ap-
pears that the damaging effects of inattention to tech-
nical uncertainties could be radically reduced under a
carefully worked out and nurtured environment.

In a recent article in IEEE spectrum (August 1969),
the late Seymour Tilson gave an outstandingly compe-
tent reporting of a controversy of national importance
involving technology. The reporting had a message that
took the form of a question. It was stimulated by a
statement that the Director of Research and Engineering
of the Department of Defense, Dr. John Foster, made in
the midst of the controversy. "I want to point out,"
he said, "that one docs not obtain a meaningful tech-
nical judgment by taking a vote of the scientific com-
munity, or even of Nobel Laureates." 'How then,"
asked Seymour Tilson, "does one obtain a meaningful
technical judgment ?"

A lesson from the ABM debate
This statement and question were made in the context

of the ABM controversy, a controversy that split the
Senate almost exactly 50:50-a split undoubtedly largely
political, but affected also by the fact that the technical
discussion left the Senate and the public better informed
about some of the mechanics and critical features of the
ABM, but confused as to the conclusions that could be
drawn.
Tilson's question opens up an area of importance, one

that is particularly critical to the scientific community
today, when society is beginning to question the prag-
matic value of technology. But the more important
aspect of this question, as will be shown, is its bearing
on the management of technology-on the relationship
between decision-makers of government and industry
on the one hand and scientists and engineers on the
other. The ABM controversy is an important incident
that brings thislarger problemtothe fore.
What are the practical conditions that would enable

scientists and engineers, individually or as a community,
to give the public and the decision-makers technical in-
formation and advice that is reliable, fully truthful, and
of practical use? What were the conditions in the ABM
controversy, for example, that inhibited the scientific
community from providing the advice that society could
reasonably expect of it? The expertise was there, but
the technical foundation that would have been helpful for
decision-making was not provided. What conditions
are favorable for allowing engineers individually and
as a community-to give the most effective service to
society ? How can these conditions be provided ?
The present analysis leads to the conclusion that favor-

able conditions are rare, but in many cases-possibly in
most-it may be practical to set up a routine that will
develop more meaningful technical judgment than was
possible in the ABM debate.

:
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Scientists and engineers used to be thought of as rather
special people, different from others. It was generally
believed that what they said was likely to be free from
personal bias, that they could be depended on to present
a balanced picture, and that they would reach a con-
clusion through an objective analysis of the facts, not by
selecting the facts that support a predetermined conclu-
sion. Their candor in technical areas was viewed as very
special. What made them appear special was the way
their thinking was structured in the limited area of their
technical expertise-an area in which they often could
talk at length and objectively because here their human
emotions and personal interests were assumed not to be

operative.
Others, when asked to do so, certainly would be willing

to raise their right hands and swear to the truth, the
whole tcuth, and nothing but the truth ... and then to
take advantage of a few socially accepted deviations,
such as witholding aspects of the truth that might be

damaging to one side of an argument, or introducing
expressive adjectives that might create a more desirable
impression than the bare facts might warrant, or avoiding
explanations that might clarify a point that they hoped
would remain misunderstood. Scientists and engineers,
though, were expected to do more than merely use sen-
tences that were true in themselves; they had the reputa-
tion for wanting also to communicate what they thought
was the whole truth-without equivocation, subterfuge,
or guile. The whole truth clearly is not limited to what
one knows and to one's opinions; it includes also the
uncertainties about one's knowledge and experience, so
far as one is aware of them.

Two ways of seeking truth
Scientists have been accustomed in their work to

question anything about which they were unsure.
Whenever they « ould, they would seek to remove their
uncertainties. When they could not, they were expected
to state what the uncertainties were, thus giving full
information to their audience and possibly leaving
members of that audience to fathom questions left un-
answered. This is the way in which science uncovers the

secrets of nature. In broad terms, the constant question-
ing-the delving into uncertainties in a continuous and

systematic way-may be said to be the scientific process.
Some aspects of the process are routine to all scientists
and engineers. In the measurement of a physical quan-
tity, it would be unheard of for a professional to question
the necessity of giving a number without qualifying it
with the accuracy (the uncertainty) of the measurement.
The mental attitude of the individual who sees that

there is a gap in the truth when uncertainties are not

expressed is altogether different from the attitude attend-

ing the process of finding the truth by the legal process of
adversary confrontation, for that method in effect elimi-
nates the voluntary disclosure of uncertainties. Scientists
are inherently unsympathetic with this legal process, at

least on technical matters. They would question the

integrity of an engineer who would swear that a power
line produced a force on a hand-held steel reinforcing rod

a few fect away, without explaining that the force was a

small fraction of an ounce. But the client-possibly
others too-would admire the lawyer who obtained a

large settlement from a power company by arguing the

existence of this force and withholding mention of its

size.* In fact, the lawyer might have been considered
delinquent in his responsibilities if he had brought out
that the size of the force was negligible! To do so was
the responsibility of the opposing lawyer.
As scientists and engineers have encountered more and

more the value system that controls political life, their
natural bent on technical matters has given way with
increasing frequency as their emotions and personal
interests have become more closely involved.
The success of scientists and engineers in the develop-

ment of technology the complexity of the systems they
can put together, their ability to analyze complex opera-
tions into elementary parts from which one can begin to
understand the whole moves them into social promi-
nence. Their advice is sought by Presidents. They have
begun to express opinions on all kinds of subjects, assert-
ing the same degree of authority that they rightfully use
in areas where they are truly expert.
It is not surprising, therefore, that on some matters of

great national import involving technology, one now
finds scientists and enginecrs espousing opposite conten-
tions. One finds them presenting well-organized arrays of
technical facts and analyses mixed with overtones of
political opinions, and opposing groups reaching contrary
conclusions. The public, which has begun to telieve it

possible that technology is doing more harm than good,
has watched these encounters and is coming to the
conclusion that scientists and engineers are not special
people after all. They are much like everyone else.
"Technical truth" should be seen to be different from

the "adversary truth" presented in adversary coafronta-
tion. The former includes both the findings and the

uncertainties, the latter only a set of findings. Just as a

technical measurement is not complete without an analy-
sis and statement on the probability of error, so a tech-
nical conclusion is not complete without an analysis and
statement of its uncertainties. The fact that uncertain-
ties of measurement can be expressed quantitatively does
not relieve the scientist from the responsibility cf listing
and explaining his nonquantifiable uncertainties. The im-

q

and adversary truth, as we shall see, is not limited to
the political arena but carries over into industrial life.
The scientific process in the ABM controversy had all

the earmarks of endeavoring to establish the truth on
technical matters by adversary confrontation, which,
though possibly best for legal proceedings, does not work
out in the technical arena. It did not work with the

ABM. In this case, well-known scientists, men who
could be relied upon to know and understand the techni-
cal intricacies of the problem, presented for all to hear

very different conclusions, not only on what action
should be taken but also on the technical analyses under-

girding their recommendations. How could the audience
that they were addressing decide which set of analyses
and conclusions was the correct one? Scientists as a

community failed to give the country what it could reason-

ably expect-a reliable foundation of technical conclu-
sions on which politicians could build their decisions.

In the technical arena, the truth requires an over-

whelming consensus of the scientific community. Unless
the consensus is overwhelming-that is, unless there are

extremely few reasonable scientists likely to disagree

portance of recognizing the difference between technical

* The legal case outlined actually took place.
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when presented with the facts, analyses, and uncertain-
ties-the "technical truth" in the area under considera-
tion has not been reached. Where technical conclusions

differ, the development of technical truth requires an

effort to examine the uncertainties that are the basis of
the differences, to try to reduce the gap or devise ways
for so doing.
It is to be noted that there is little depth to an agree-

ment unless it includes agreement on the nature of uncer-
tainties. This concept brings out a basic difference be-

tween the processes for developing technical truth and

adversary truth. In a technical controversy, technical

truth is reached when the two sides have convinced each

other what the truth is. In adversary controversy, there

is no effort to have the two sides agree as to what is the

truth. The truth is established by the audience whom

the participants are addressing-Congress, a judge, a

jury, or the public. The decision of the audience be-

comes the truth.

The importance of uncertainties
The quality of the truth obtained with adversary con-

frontation depends heavily on the ability of the audience

to fill in the information or uncertainties known to or

obtainable by the participants, but not provided by them.

The controversy over the ABM involved some tech-

nical and some political factors. There was a wide gap
of disagreement in both. One can well understand the

difficulty of bridging the gap on questions in which the

scientific community has no particular competence-
such as the probable Soviet reaction to the building of the
ABM--and recognize the impossibility of carrying out

tests or reliable analyses that would be helpful to bridge

them. But it is more difficult to understand why there

was a wide gap on technical matters. It could have been

helpful, for instance, for the two sides not only to give
their opinion on the e timated performance of a Soviet

attack and of the ABM defense against it, but for them

to have also included their uncertaintics, the reliability

of the assumptions, and the facts and analyses they used,

in terms that would be broadly understo 1d. These

should have been an essential part of the engineering

process, With them, a better understanding of the

reasons for the differences in conclusions could have been

developed. But in the environment that existed this

simple approach seemed impossible.
What could have been done? Probably nothing, in

the environment that was allowed to develop. Probably

a lot, in a different environment requiring only a slight

change in discipline. The change may require consistent

effort but should become so routine as to take place

almost unconsciously.
No scientific or engineering study should be considered

complete without an "uncertainty analysis." No system

or component is really understood by its designer until he

has carriedout such an analysis.
Uncertainty analysis is an important part of the design

process and needs to be applied not once in a while, but

routinely, In the case of the ABM, it should have been

possible to reduce drastically a number of critically

important technical differences-the ditference between

25 percent and 5 percent in the estimates of the number of

our Minuteman missiles surviving the first Soviet attack;

the difference between the estimates of 4:1 and 1:1 in

the cost ratio of defense to attack; the difference between
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"hardly effective' and "seriously confusing" in the

evaluation of penctration aids. It may be difficult to re-
duce the range of reasonable uncertainty on the reliability
of ABM, particularly its computer, and the human prob-
lem of operating the system for the first time on a few

minutes' notice after years of being on the alert, but even
there one could hope that the wide range of disagreement
could be reduced, or analyzed into its component reasons.

Why was it not possible for the scientists on either side

of the controversy to develop their uncertainties and

establish the reasons for the differences in their con-
clusions? The answer is that the environment was that

of adversary confrontation and the scientists in the con-

troversy followed its well-established pattern. The

controversy could not lead to the "technical truth'? be-

cause the parties were not trying to reach a conclusion,
but to prove one. They were addressing the public and

its representatives, the nontechnical decision-makers.

In such an environment, one side cannot admit uncer-

tainties unless the other side reciprocates. The result is

that description of uncertainites is avoided wherever

possible. The whole truth could not, therefore, be

developed. There is little doubt, however, that if it were
routinely considered that good engineering requires an

uncertainty analysis covering assumptions, facts, analy-

ses, and opinions, reasons for differences would be

clarified and the differences greatly reduced.

What the ABM controversy can teach industry
In industry, the truth developed is sometimes the

technical truth, but more often-and at considerable

expense-it is the adversary truth that prevails, with tre

customer cr a superior as the "'audience."
One can gencralize from the example of the ABM that

whenever the purpose of a technical presentation is to

"sell" rather than communicate something, and com-

petition exists, the foundation for a process of adversary
confrontation is established.

In industry, the selling environment comes from what

might be termed the "think-positive syndrome." Corpo-
rate. management is constantly "selling" the corporate

image to customers; divisional vice presidents sell their

capability to corporate management; middle-manage-

ment people sell their ideas to divisional vice presidents;

engineering managers sell their competence to the pro-

gram manager-and so on, each seeking recognition and

avoiding being the bearer of bad news.

At each level, the conditions are ripe for adversary

confrontation. "Think positive" is the advice stated or

implied that travels from each level to the next lower one.

That advice is often interpreted to mean "concentrate

on positive things" even though the most positive thing

to do may be to concentrate on negative things.

The syndrome inevitably tends to obscure uncertain-

ties until they become visible as deficiencies, to let nega-

tive things develop until they reach crisis proportions,

to make difficult the introduction and operation of

managerial feedback loops, to undermine attempts at

measuring performance; in sum, to postpone the dis-

covery of trouble. In Jarge programs, it tends to hide

from the program: manager the true condition of his

program. Near its end, he is often faced with urgent and

competing demands from his managers for additional

funds and more time, and has quite an inadequate back-

ground of information on which to judge the relative
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merits of the demands-and usually has no time to ac-
quire more. He becomes the "audience" of an adversary
confrontation.

Effects of the think-positive syndrome
The generalized effect of the syndrome is to distort all

managerial feedback loops in which it is manifested.
It thus degrades decision-making processes, for they all
depend in one way or another on feedback of informa-
tion. The effectiveness of feedback depends on assessing
accurately and communicating speedily changes in a

situation, in order to check whether the operation con-
forms with the plan and what uncertainities arise in their

development. The syndrome tends to degrade both the

accuracy and the speed. It always delays information,
often injects errors, and may even prevent entirely the
establishment of a communication channel.
It would clearly be desirable for uncertainties to be

brought into the open, not to overemphasize them but to

bring them into proper balance with other information.
They would help guide the progress of a program, show
where timely support might prevent the development of
serious problems, and provide major support to decision-
making generally.* Schedule and cost controls are essen-

tial, but they cannot be fully effective without better
information of the true state of a program, the hurdles
that it faces and may face, and a better estimate of its

probable outcome than is currently possible.
The effect of the '"think-positive" syndrome on a

program or an opcration may be answered by asking a

few questions such as the following.
It is generally admitted that many problems originate

at managerial interfaces. Why then are much effort and

many charts devoted to detailing line-managerial re-

sponsibilities « 1d practices and hardly any to interface

responsibilities and practices? Why do routine audits of

operations concentrate on the adequacy of line operation
and gloss over interface operations? Why does com-

munication of defective interface opcration have to go.
up the line, across, and down on the other side, leading
to delays and distortions rather than in the first instance

by a routine straight-across path? Is it that the circuitous

path helps "control" the natural flow of negative infor-

Operations across managerial interfaces are a good
example of some of the effects of the think-positive
syndrome. A short discussion with a lower-level manager
in charge of an operating unit typically develops the

* An important application of this principle is in the communica-
tion of the results of mathematical modeling or simulation model-

ing to a decision-maker. For him to make effective use of the

model and its outputs he must understand its assumptions,

approximations, and sensitivities; in other words, its uncertainties.
Without this information, the model can lead him seriously astray.

{Sometimes acting in accordance with the rules of the think-

positive syndrome may appcar to benefit an individual or even

The benefit, when it exists, is usually teniporary. In the long run,

the syndrome inevitably causes damage, and he who can consis-

tently overcome it will be recognized and will benefit from this

recognition. It is important when acting contrary to the rules of
the syndrome that uncertainties be brought out in a forthright
manner, free from a sense of explaining a deficiency, but rather

from the point of view of presenting a fact and, where appropriate,
the corrective action that appears desirable. Understanding, te-

cognizing, and acting to counteract the syndrome's damaging
effects will help channel personal goals and emotional reactions

along steady and constructive lines rather than along temporary
and damaging ones.

following information: He knows what his unit is ex-
pected to produce, and who receives his product. He
knows the expected costs and schedules. He knows the
areas that interface with his unit, but when there are
many he may forget some as he lists them. He will also
know what flows across the interfaces but he will miss
some items as he talks about them. It may be difficult to
know whether he has left out anything important. He
has made no list, nor does he keep a record of what flows
or what fails to flow across the boundaries of his unit,
unless it is connected with some hardware inventory for
which he is accountable. He keeps close track of his
output, personnel, costs; quality nearly always takes
secondary place. When asked about his principal problem
areas-what gets in his way in seeking to meet his cost
and schedule assignments-he gives clear answers with
examples of recent experiences. His analysis of the causes
of his problems nearly always leads to the operation
of an adjacent unit that does not provide what he needs
at the time that he needs it, or provides something that
is deficient. He has always been able, he explains, to
wangle something to overcome these problems. He is

proud of his success in some particularly difficult situa-
tions and the compliments he received. He is clearly
better at fighting fires than at preventing them. When
conditions grow bad beyond his endurance, he brings the

matter up at the weckly staff meeting, following which

something sometimes happens, sometimes net. By in-

vestigating the other side of an interface that appears to

give trouble, it is usually easy to find the true nature of
a problem. Not infrequently, other problems are un-
covered at the same time. In many cases, it is relatively
simple for the managers on either side of an interface
to agree to some simple routine reporting giving each

side information on the flow across the interface and the

deficiencies encountered. For instance, the manager of a
manufacturing shop could advise production control on
the number cf times each week his production has been

hampered by failure to provide the planned accumulation
of parts and materials. This simple information developed
on a routine basis will speak more clearly than many
orders from above.

Curing the think-positive syndrome
Another common example is that of a unit whose

responsibility is to issue reports-statistics, perhaps.
The unit generally endeavors to demonstrate its impor-
tance by expounding on the number of reports distributed
and the managerial ranks on the distribution list. Seldom
does the unit make an analysis of the "uncertainties"
of its activity how well are the users' needs or wants

served, and to what extent does the report provide for

them information that is useful in a form that is conve-

nient and takes up a minimum of time to use ? What the

reports were planned to do is often known; what they

actually do and what they could do are seldom known,

certainly hardly ever reported. It is usually simple and

requires no great effort to have from time to time personal
interviews with a sample of key users, to discuss the

uncertainties of those who prepare the report and thus

be able to reduce them (the uncertainties, that is!) toa
minimum,
An interesting case involved an area that was under

review in a wide search for the reasons for problems
that were besetting a large program. The area made a

yation, of uncertaintics, in the operationa

1 to be necess
to maintain iis status within an organization,

in every case this is an illusion.In most cases, however
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self-audit. It uncovered some 50 places of defective
operations, 48 of which originated outside the boundaries
of the areca. The audit was thorough and quite accurate.
The interesting feature of the episode was not the audit
itself or the effort that followed to correct the specific
symptoms uncovered, but the lack of interest in answer-
ing the basic questions: Why had these defects origi-
nating across the interfaces remained uncovered and
why had not those who knew of their existence taken
steps to help correct them and, if they had, why had
they been unsuccessful? Was it the syndrome's inhibiting
power ?
The preceding are examples of simple cases generally

applicable to junior managers. There are many such
throughout a major operation. Relatively little effort is
needed to introduce routine corrective feedback that can
counteract many of the syndrome's effects at these levels.
Similar conditions in more complex form exist at higher
levels. The common basis for operational problems
appears to be the unwritten but generally accepted law
that the mention of uncertainties should be avoided as
much and as long as possible. The reason for this law
lies in the fact that much of our activities take place in
an atmosphere of adversary confrontation.
There is little doubt that the think-positive syndrome

is damaging and costly. As a start at developing a cor-
rective trend, scientists aid engineers should make it a
routine on technical.matters to include an uncertainty
analysis, to expect one from their peers, and, if necessary,
to demand it.

A concluding note
It seems appropriate 10 apply a modicum of uncer-

tainty analysis to the previous discussion. What are the
uncertainties associated with the stated and implied
recommendations for industry? Most of the analysis in
this article is subjecti e reasoning and therefore open
to criticism by those with different subjective thinking.
There is, to date, little experimental verification of the
effectiveness of such recommendations. What there is,
follows.
Concentration on interface operations in managerial

audits has been found to be an effective technique for
locating problems-the degree to which managers did
or did nét understand their true responsibilities, their
place in the scheme of things, and the irrationalities of
some of their behavioral patterns. It is also consistently
true in corporations that uncertainties in engineering
design, though known, are not systematically passed up
the line or communicated across the interface to inspec-
tion or test. These uncertainties are manifested in a lack
of knowledge of areas that could not be inspected and
of parts that are not fully exercised in final test. There is

plenty of knowledge and documentation of what tests
and controls can do, but little of what they cannot do
and what remains undone. Usually, for example, little
information is available on why a test procedure has
failed to give warning of a defect in design. The lack
of information on this negative side makes it difficult
to assess the relative values of different test procedures.
More complex situations occur in design engineering.

It is not uncommon for a subsystem manager, for in-

stance, to supervise and review the design of the com-

ponents of his subsystem and yet not know the weak

spots that are known or suspected by the component de-
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signers. The subsystem manager usually knows that cer-
tain desirable analyses and tests had to be discarded
because of limitations of budget or schedule, but gen-
erally he has only a vague idea of the uncertainties intro-
duced by their omission. It is even less common for
plans, procedures, and implementation of final testing-
qualification and acceptance tests to reflect the exis-
tence of these uncertainties. The systematic transmission
of uncertainty information could be very helpful, first
to the subsystem manager, then to the system manager
and to the manager of testing, and thence to the prozram
manager, not only to direct the program as it progresses
but also to develop a deeper understanding of exactly
what has been designed and produced under their direc-
tion. This flow of uncertainty information takes the
managers beyond the performance of the elements of the
system and of the system itself as the work progresses,
giving them greater ability to make rational projections
of what is likely to occur. It will generally permit cor-
rective action before it is too late or excessively costly,
and at the end it will give a more accurate sense of the
degree of confidence that can be placed in the syster-
that its performance will be maintained, that it can be
safely duplicated, and how it can be improved.
As yet, there has been no opportunity to apply broadly

the concepts and principles outlined here. Will behavioral
patterns prevent an effective application? The answer to
this question is not known and represents an important
uncertainty, A subjective judgment is that they will often
be a serious impediment, but that effective application
can be developed ina suitable environment.

The author wishes to express his appreciation for interesting and
valuable suggestions made by the late Seymour Tilson during the
preparation of this paper.
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tems group of RCA and became program manager respon-
sible for the development and production of the ''Relay"
spacecraft, the first NASA communications satellite. During
recent years, he has been a consultant on special aspects
of management to major electronics corporations, non-
profit organizations, and government agencies. Dr. Wil-

motte has recently coauthored
a study that was published by
the ASCE on technology and de-
cisions in transportation, using
the problem of airport access as
an example. He has received the
Bureau of Ordnance Develop-
ment Award from the Navy
Department for his efforts in
W.W.IL, published over 50 pro-
fessional papers, and been
awarded more than 40 patents.

:
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Art Gallery Sells
Computers As Art
The same company that

recently auctioned the Car-
tier diamond and a Van
Gogh masterpiece will put
computer hardware on the
block July 30.
The Parke-Bennet Galler-

jes of New York, the na-
tion's largest fine arts auc-
tion house, will put to bid
items ranging from second
and third generation com-
puters and their associated
components to simple card-
handling equipment.
"People who own comput-

ers treat them with as much
reverence as a work of art,"
said Joseph Kirby, the man
who originated the idea.

Liberal Guideli
for

By Robert J. Samuelson
Washington Post Staff Writer

The Federal Communica-
tions Commission yesterday
laid down the broad guidelines
for the national regulations of
cable television (CATV).
In a series of documents,

the FCC formally:
® Proposed that cable sys-

tems - which transmit pro-
grams directly into subscri-
bers' humes--be permitted to
carry signals from four sta-
tions in addition to local sta-
tions.

® Prohibited-television sta -

tions from owning cable sys-
tems in the same locality. Net-
works were also . excluded
from controlling CATV sys-
tems.

® Proposed that newspapers
and radio stations also be
barred from owning cable sys-
tems in the same area.

*Set April 1, 1971 as the
date when cable systems with
more than 3,500 customers
must begin originating their
own programs instead of
merely retransmitting either
local or distant television pro-
grams via cable.
The CATV package also con-

tained a proposal for provid-
ing permanent, longterm fi-
nancing for educational televi-
sion by assessing a 5 per cent
annual levy on the gross reve-
nues of cable systems. The
;money would go to the Corpo-
ration for Public Broadcast-
ing, and, for every 10 million
CATV subscribers, the FCC
estimated, the CPB would re-
ceive $30 million.
At the end of 1970 there

were about 2,400 CATV sys-
tems, covering 4.5 million
households, or about 7 per
cent of the total US. televi-
sion audience, according to
the National Cable Television
Association.
Nevertheless, the FCC's pro-

posals-if and when they are
finally adopted-could spur
the growth of the industry and
make it a major competitor of
the existing over-the-air broad-
castin# system.
The key issue in the FCC's

proposals is regarded as the
authority for CATV systems to
add "distant" television sig-

nals to the local programs al-
ready offered customers.
By adding these programs,

the CATV systems theoreti-
cally should be able to attract
more customers, who pay an
average of $5 a month for re-
ceiving the cable service.
With CATV households hav-

ing a choice between local and
"distant" programs (a Chicago
station being shown over a
Washington cable system, for
example), local over-the-air
broadcasters fear that their
audiences will decline.
In the past, the FCC has

been sympathetic to this posi-
tion.
The agency now appears

ready to make a quick rever-
sal in its policy. It has called
for comments on its "distant
importation" proposal within
90 days and for reply com-
ments 45 days after that; a
final decision appears possible
this year.
Other proposals will be han-

dled on a more leisurely
schedule, but yesterday's one
final order-regarding CATV
ownership could have a
wrenching effect on the fledg-
ling industry.
In that order, television net-

works are given three years to
dispose of any existing cable
properties they own; both the
Columbia Broadcasting Sys-
tem and the National Broad-
casting Company have pur-
chased CATV system as an ap-
parent hedge against a decline
in the value of over-the-air sta-
tions.
Moreover, according to the

latest figures, television broad-
casters have interests in 38.7
per cent of all existing CATV
systems. The station owners,
too, would have three years to
eliminate conflicting holdings
of cable and television proper-
ties in the same area.
Yesterday's FCC announce-

ments also included a proposal
to limit franchise fees im-
posed by the local govern-
ments to 2°per cent of a
CATV system's gross revenues

a recommendation that is al-
most certain to be opposed by
cities in search of new sources
of funds.
The Commission's proposals

on distant signal importation

JUN 29 1970
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could not take effect until
Congress passed copyright leg-
islation, giving copyright own-
ers (such as movie studios)
payments for programs
snatched from the air by cable
systems. Such a bill is now
pending in the Senate.
The FCC suggested a copy-

right fee of .7 per cent (of
gross revenues) for each addi-
tional "distant signal" used by
a CATV system. If that for-
mula were to be adopted by
Congress, cable owners would
face a 10 per cent charge on
their incomes for various fees.
The breakdown is as follows:

5 per cent for educational
television; 2 per cent for local
franchise fees; 2.8 per cent for
distant signals (four distant
signals at .7 per cent for each
one).

Retail Sales
Rise 4%
DuringWeek
Retail store sales rose

sharply last week, up 4 per
cent from the previous week
and up seven per cent from a
year earlier, the Commerce
Department reported yester-
day.
The year-to-year gain ex-

ceeded the 3 per cent average
increase retail sales have been
posting in 1970. Sales last
week totaled $7,370,000,000.
Durable goods sales were up

3 per cent at $2,430,000,000,
while over the past four weeks
sales have suffered an average
decline of 1 percent.
During the four most recent

weeks, sales of non-durable
goods totaled $4,950,000,000, 9
per cent ahead of a year ear-
lier and excceding the 5 per
cent average rise in the past
four weeks,
The largest year-to-year

gains were the 18 per cent reg-
istered by department stores
and the 16 per cent in the ap-.
parel group. Automotive sales
were only I per cent above a
year earlier.
The figures aren't adjusted

for seasonal variation.



26 June 1970

TO ALL BOARD MEMBERS

FROM: W. C. House

JUN 2 9 1979

Judge Stays Army From Trying
SergeantinMylaiMassacreCase

By Bruce Galphin
Washington Post Staff Writer

ATLANTA, June 25-US,
District Judge Newell Eden-
field temporarily restrained
the Army from trying a ser-
geant on Mylai massacre
charges after defense attor-
neys submitted 15 complaints,
including an allegation that
the Vietnam war is illegal.
It was the first time that the

Mylai incident has come be-
fore a civilian court, and it
was believed the first time a
civilian court had enjoined a
military court-martial.
Judge Edenfield issued a

temporary restraining order
and set a July 2 hearing on
the petition of Sgt. Esequiel
Torres, stationed at Ft. Me-
Pherson pending prosecution
on two counts of murder and
one of assault with intent to
murder.
Torres' petition includes

several of the defenses raised
by Lt. William L. Calley Jr.'s
attorneys, including the con-
tention that President Nixon's
remarks about Mylai, in ef-
fect, put pressure on courts-
martial to bring in guilty ver-
dicts,
But it was the first time in

the Mylai cases that it was al-
leged court-martial proceed-
ings in capital cases are illegal
because the nation is not le-
gally in a state of war.
Torres' petition also levels

an attack on the court-martial

system itself, alleging that a
commanding officer who al-
ready has determined that a
soldier shoul be place on
trial chooses the court that
tries him, thus violating the
Fifth Amendment's due proc-
ess guarantees.
Most of the points in Torres'

complaint, if sustained, would
bar prosecution of any of the
defendants accused in the
Mylai incident.
Torres was formally charged

only today. Pvt. Gerald A.
Smith, like Torres a member
of Capt. Ernest Medina's rifle
company, also was charged
today with murder in connec-
tion with the March 16, 1968,
incident.
Torres, a 22-year-old Texan

with a heavy Latin accent, is
living at Ft. MePherson with
his wife and 10-month-old son.
Sitting ramrod-erect, he at-
tended a news conference this

the Fifth Amendment, no per-
son may be tried for a capital
crime "unless on a present-
ment or indictment of a grand
jury." this section, Weltner
contended, overrules a court-
martial.

afternoon at which his attor-:
ney, former Rep. Charles
Weltner, (D-Ga.), did most of
the talking.
"Tm not guilty. ]I didn't com-

mit no crime," Torres said.
Weltner alleged a general

lack of jurisdiction for the
Army to try Torres for actions
in Vietnam because Congress
had not declared war and the
Army thus lacked authority to
order him into combat.
Except "in time of war or

public danger," according to
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NATIONAL ACADEMY OF SCIENCES
2101 CONSTITUTION AVENUE

WASHINGTON, D.C., 20418

10 June 1970

LONY G. OETTINGER, CHAIRMAN
PUTER SCIENCE & ENGINEERING BOARD
IN COMPUTATION LABORATORY
VARD UNIVERSITY
BRIDGE, MASSACHUSETTS o2138

Mr. Bernard Strassburg, Chief
Common Carrier Bureau
Federal Communications Commission
Washington, D. C.

Dear Mr. Strassburg,
I take pleasure in submitting this report of the Computer Science

and Engineering Board's Panel on Communications/Interconnection.

This Panel was asked to make an assessment of the technical factors
affecting the common carrier/user interconnection area of public communi-
cations. It was asked to develop technical and background information that
might be useful to the Commission, common carriers, users and equipment
manufacturers in reaching and implementing solutions to immediate problems,
including a technical evaluation of various contending points of view
regarding the common carrier/user interconnection area, of the various
problems to which these views relate and of the various technical and policy
alternatives for responding to these problems in the near future.

You stated on September 25, 1969 that "the essential technical questions
to be considered by the NAS Panel now appear to be (1) the propriety of the
telephone company-provided network control signalling requirements and
various alternatives to the provision thereof by the telephone company,
(2) the necessity and characteristics of telephone company-provided connecting
arrangements and various alternatives to the provision thereof by the tele-
phone company, and (3) basic standards and specifications for interconnection
and the appropriate method to administer them".

The Computer Science and Engineering Board selected Mr. Lewis Billig,
Technical Director - Communications, The MITRE Corporation, Bedford, Mass.
to chair the Panel. After extensive consultations to identify the most
competent people available with the required technical specialties,
Mr. Billig nominated the fourteen people listed following this letter
for appointment by the Board.

i
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Mr. Strassburg -2- 10 June 1970

The Board hereby commends to you these principal technical findings
of the study:

1. Uncontrolled interconnection to the common carrier network asit now exists would be harmful.

2. The requirements of the tariff criteria limiting characteristics
of interconnected lines are technically based and in accord with
the operational limits of the common carrier network as it now
exists.

3. The nature of potential harm, criteria for protection against
such harm and the performance of various components of the tele-
phone system can be specified explicitly enough to be understood
and acted upon properly by people with normal technical competencies.

Having found that harm of various kinds can occur and that technical
limitations on interconnection are therefore necessary, the Panel studied
protective measures. On the technical basis of the third set of findings,
the study concluded that the following two approaches -- used either alone
or in parallel in such proportions as non-technical factors might determine --

can supply the required degrees of protection for the network, including
network control signalling:

1. Protective arrangements as required by the tariffs
2. A properly authorized program of standardization and properly

enforced certification of equipment, installation, and maintenance.

Analysis 'of potential harm and protection capabilities revealed no
technical reasons why innovation would be significantly restricted by either
of the two approaches alone or in combination. The choice clearly impinges
on economic and social problems and on questions of industrial structure
which are beyond the purview of the study.

Sincerely yours,

Anthony*@. Oettinger
Chairman

Computer Science and Engineering Board

AGO: chm

ii

PANEL

PANEL CHAIRMAN

Lewis S, Billig
Technical Director
Communications
The MITRE Corporation
Bedford, Mass. 01730

Raymond M. Alden Ronald Enticknap
Executive Vice President - Associate Group Leader
Operations M,I.T. Lincoln Laboratory

United Utilities, Inc.
Kansas City, Missouri 64112

Lexington, Mass, 02173

James D, Babcock
Chairman of the Board
Allen-Babcock Computing, Inc.
Los Angeles, California 90067

Charles L, Hutchinson
Hutchinson Associates
Wilmington, Delaware 19809

Jack A, Baird
Vice President
Bell Telephone Laboratories, Inc.
Holmdel, New Jersey 07733

Robert C. Karvwatt
Director of Communications Services
Penn Central Company
Philadelphia, Pennsylvania

Ralph L. Clark Jordan Kassan
Associate Director President
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Policy

Glen Rock, New Jersey 07452

Washington, D.C. 20504
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Assistant Vice President
American Telephone &

Telegraph Company
New York, New York 10007

Herman Lukoff
Director of Research and
Advanced Techniques
Univac Division of Sperry-Rand
Blue Bell, Pennsylvania 19422
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Bernard Rider
President:
American Communications Corp.
Arlington, Virginia 22209.

Elmer B. Shapiro
Senior Research Engineer
Stanford Research Institute.
Menlo Park, California 94025

1PANEL AIDES

George W. Gilman
Senior Consultant
The MITRE Corporation
Bedford, Mass. 01730

iv

John L. Wheeler.
Engineering Manager
Xerox Corporation
Rochester, New York 14604
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Washington, D, C. 20234
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NATIONAL ACADEMY OF SCIENCES

COMPUTER SCIENCE & ENGINEERING BOARD
2101 CONSTITUTION AVENUE
WASHINGTON, D. C. 20418

15 April 1970

Professor Anthony G. Oettinger
Chairman
Computer Science and Engineering Board
National Academy of Sciences
Washington, D. C. 20418

Dear Professor Oettinger:

The Special Panel on the Common Carrier/Interconnection area of the
Computer Science and Engineering Board was established to perform a
technical analysis of certain factors in the common/carrier/user
interconnections area in accordance with the terms of Contract
No. RC-10091, dated 27 June 1969, It is a pleasure to transmit this
report which represents the judgments of that Panel.

Both the timeliness of the report and its content reflect a high level
of dedication and professional objectivity of the entire Panel through-
out all phases of the study. The work of the Panel was possible only
because of the cooperation of the many organizations and individuals
in producing technical papers and presenting supplemental briefings
which provided the basic information on which the Panel based its
judgments. Many of the papers reflect special research undertaken in
response to the request of the Panel for technical support. In addition
to contributing to the report, the papers submitted constitute the bulk
of the existing literature of the field for the common carrier/user
interconnections area.

From the start, it was our aim to produce a report which reflected the
best technical competence and experience available on the various aspects
of this problem area. I believe that we have succeeded in this, and
am pleased to commend this report to the Computer Science and Engineering
Board,

This has been a rewarding experience for me, personally and professionally,
and I believe the same is true for the members of the Panel.

Sincerely,
4,

Lewis S. Billig
Chairman
Special Panel on

Common Carrier/Interconnections
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accord with the operational limits of the network and to be technically
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SECTION 1

BACKGROUND, SUMMARY, AND CONCLUSIONS

BACKGROUND

The "Carterphone Decision" was widely recognized as potentially
leading to a fundamental change in communications carrier/user relation-This report represents the result of study of the technical
ships.to the regulated common carrier network.

issues involved in the interconnection of user-owned terminal equipment

By this decision, the FCC ordered the American Telephone and

Telegraph Company to delete general prohibitions against interconnection
and customer attachments from its interstate message toll tariffs. In

compliance, the AT&T, after consultation with representatives of the

independent telephone companies, filed the following revised tariffs:
#259 - "Wide Area Telecommunications Service"; #260 - "Private Line
Service'; #263 - "Long Distance Message Telecommunications Service."
These revised tariffs specify and define certain key limiting signal
characteristics and "access arrangements" believed necessary by AT&T

to protect telephone service and the telephone system, as well as those

The pertinent characteristics
personnel, equipment network performance and degradation of service to
of the network were analyzed to determine its susceptibility of harm to

It was determined that such susceptibility does exist andother users.
that uncontrolled interconnection would indeed be harmful The require
frequency distribution of interconnected lines were found to be in
ments of the tariff criteria limiting signal amplitude, waveform and

based. Several methods of protecting the network -- when interconnectedto user-owned equipment -- from hazardous voltages, line unbalance,excessive signal levels and improper network control signaling
who come in contact with the system as employees or users,

ments required by the tariffs can provide the basis for the required
the protective arrange-were investigated. The Panel concluded that 1

The FCC allowed these proposed tariffs to go into effect and

requested comments from interested parties, It received a considerable
number and range of responses. The technical portions of these responses
ranged from complete acceptance, through challenges as to the basis of
determination of the protection requirements, to complete rejection.

properly-authorized program of standardizationdegree of protection.
and enforced certification of equipment, installation and maintenancecan be developed to provide the desired protection. The Panel concludedthat innovation by carriers need not be significantly impeded by this
program, while opportunities for innovation by users would be increased.

The FCC decided that a study should be made of the technical
factors involving interconnection and user-provided attachments. The

National Academy of Sciences, through its Computer Science and Engineering
Board, agreed to undertake such a study.

has resulted in
The poor information exchange among carriers, users, and manufacturers

considerable misunderstanding and the Panel concludesthat mechanisms are needed to address this problem.

The objective was to evaluate and report on the issues of "harn,"
and protection of the telephone network from "harm,'' under conditions of
user-interconnection. The approach involved the following considerations:

(a) Susceptibility of the network of "harm in terms
of hazards to personnel and equipment, network
performance, and degradation of service to other
users

(b) Evaluation of the tariff criteria limiting signal
amplitude, waveform, and frequency distribution of
interconnected lines

lgection 3



(c) Evaluation of the effectiveness of several
methods of protecting the network

(d) Evaluation of the impact of interconnection
on innovation by carriers and user-manufacturers,

The charter of the Panel and the urgency of the problems of
voice-band interconnection required that this report concentrate on
the technical aspects of those problems, to the exclusion of other
significant considerations involved in interconnection, such as:

(a) Distribution of costs of interconnection
among carriers, the general non-interconnected
user, and the interconnected user

(b) Reliability or adequacy of service obtained by
a user from his own interconnected equipment

(c) Effect on service when one party has carrier- 6
provided equipment and the other party has his
own interconnected equipment

(d) Validity of the criteria for acoustic or
inductive coupling

Final judgment by the FCC as to courses of action must, of
course, include, in addition to the technical factors, such matters
as rates, costs, legal implications, and basic economic policy. In
this connection, it should be noted that future changes in costs or
rates by the carriers for interconnection devices could have a signi-ficant impact on the interconnection situation.' This factor was not
evaluated by the Panel. The principles that underlie the conclusions
in this report may be applicable to other types and circumstances of
interconnection,

Principal Conclusions

The principal conclusions arrived at by the Panel follow.Further detailed conclusions are included in the body of this section.
(a) Uncontrolled interconnection can cause harm to personnel,

network performance, and property.3

2Section 6

3Sections 3, 4, and 8

(b)

(c)

(4)

(e)

()

STUDY PLAN

Organization
An initial analysis indicated that a broad range of experience

- 3 -

The signal criteria in tariffs 260 and 263 relating
to signal amplitude, waveform, and spectrum are
technically based and valid and, if exceeded, can
cause harm by interfering with service to other
users,

Present tariff criteria together with carrier-
provided connecting arrangements are an acceptable
basis for assuring protection.4
Present tariff criteria together with a properly
authorized and enforced program of standards
development, equipment certification, and controlled
installation and maintenance are an acceptable basis
for achieving direct user interconnection.

Innovation by carriers need not be significantly
impeded by a certification program. Opportunities
for innovation by users would be increased,

Mechanisms are needed to promote the exchange of
information among carriers, users, and suppliers.

should be represented in the membership of the Panel. The technical
coverage included the following subjects:

Switching Systems
Transmission Systems
Standards - Development and Use
Equipment Manufacturing
'Privately Owned and Operated Communications Systems
Communications-Oriented Computer Systems

'section 5

*Sections 3, 4, and 5

6 section 7

7Section 9

7

2
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Procedures

The Panel first reviewed the FCC files concerning interconnectionand determined what additional data were necessary. Facts and opinions wereaccumulated from those who expressed their interest to the FCC and directlyto the NAS Panel as a result of announcements, publicity, and directsolicitations. Organizations and individuals with knowledge of andexperience in subjects of particular interest to the Panel were alsocontacted directly.8 Among the organizations providing data were:
Communication Common Carriers
Telephone Equipment Manufacturers
Computer Manufacturers
Terminal Equipment Manufacturers
Organizations with Private Communications Networks
Regulatory Agencies
U. S. Government Agencies
Standards Agencies
Foreign Communications Agencies
Testing Laboratories
Computer Service OrganizationsInstallation and Service OrganizationsTrade Associations
In all, over fifty written technical communications weresubmitted, and over twenty-five organizational representatives, byPanel invitation, made supplemental oral presentations and responded tointensive questioning at closed panel sessions,
This study makes clear the need for improved communicationsbetween the carriers, users, manufacturers, and other members of thecommunity in this field. On a number of occasions what were consideredto be significant problems raised were apparently a matter of lack of,or poor, information.

EFFECTS OF INTERCONNECTION ON THE PERFORMANCE OF THE NETWORK

The objective of the Panel has been to determine how

Ssection 8

In its approach to this objective, the Panel has analyzed the appropriate
portions of the carrier network to determine how harm can be caused and
has then considered how this harm can be prevented.

Harmful Effects
Harm may arise through the introduction into the network of

(a) voltages dangerous to human life, (b) signals of excessive amplitude
or

improper spectrum, (c) improper line balance, or (d) improper control
signals.

INCREASED EXPOSURE TO
HAZARDOUS VOLTAGES CAN
RESULT FROM UNCONTROLLED
INTERCONNECTIONLO

Uncontrolled installation of user-owned terminal devices
involving the use of 115 v AC and other hazardous voltages can introduce
risks to telephone company installation and maintenance personnel. For
maintenance and expansion of telephone service to be carried on without
interruption of existing service, it is standard and efficient practice
for cable and exchange plant workers to work bare-handed on pairs and
junctions in the immediate proximity of hundreds of other pairs in
normal use. To avoid increasing the hazard, it is mandatory that
stringent measures be taken to ensure that hazardous voltages will not
be applied at points of interconnection.

SIGNALS THAT VIOLATE THE
CRITERIA RELATING TO SIGNAL
AMPLITUDE, WAVEFORM, AND
SPECTRUM IN TARIFFS 260 AND
263 CAN CAUSE HARM BY INTER-
FERING WITH SERVICE TO OTHER
USERS

%Section 2

l0gection 3

Ulgection 3

interconnection can be achieved without impairment of service to users
of the network generally, and hazards to employees of the carriers.

11



The non-linear characteristics of transmission components,which are widely used in the telephone plant, require that inband signalpower be limited to avoid deterioration of service to others due tocross-talk or overload. The signal-limiting characteristics of voice-
frequency and carrier-transmission systems do not provide the requiredrestraints on signal power, The signal powers specified in the tariffs
represent reasonably optimized values for voice and data usage.

The limits on the inband signal-power spectrum are specified toavoid the possibility of interference with internal network signaling.The out-of-band power limits are based upon limitations of local cableplant and requirements for minimum interference with present and expectedgreater-than-voice-band services, The telephone plant does not supplythis protection,

Signal criteria specified in the tariff must be observedfor both voice and data services, Data services present the moreserious problem, since, when transmitting data, the user has an incentiveto exceed the signal-power criteria in order to reduce his error ratewith possible degradation of service to others.

LINE BALANCE IS IMPORTANT
TO NETWORK PERFORMANCEL2

Imbalance in line terminations will render ineffective thecareful electrical balance built into the pairs in the cables connectingusers and the telephone company central offices, The resultant imbalancescan cause loss of privacy and increased interference, not only to theunbalanced pair, but to other pairs in the cable as well. Terminalimbalance can occur due to poorly built equipment, improper installation,or inadequate maintenance,

IMPROPER NETWORK-CONTROL
SIGNALING CAN IMPAIR TELE-
PHONE SERVICE AND INCREASE
costs13

12Sections 1 and 3

l3sections l and 4

_ 7 -6

Network-control signaling must be properly Pee

designe®+ macharacter iLst cs of the telephone loops, cause improper signals

tolerance to distorted control signals and in their ability to correct

office equipment will not complete the call. Network-contro1 signaling on

practices with respect to ringing and line identification.

formed for correct
system operation and message accounting. For example, in telephone set
these ignals are produced by the switchhook and the rotary dial or the
touch-tone pad. Mechanisms for producing these signals, if not carefully

can, in njunction withtalled, and maintained,
the varying at the central offices. Central offices vary in theirto be received

cause significant harm by thesuch signals before re-transmission into the network. In particular,
numbers causing annoyance to others, wasteful use ofdial-pulse signaling of poor quality can

central office equipment and transmission facilities, and improper billing.generation of wrong

On the other hand, improper signals generated by touch-tone pads are
entralinherently less harmful since, if signal is out of tolerance, the

multiparty lines is particularly difficult to define because o different

Protecting the Network

Several approaches for protecting the public telephone network
were considered. Two which the Panel considers acceptable are:

(a) Operation under present tariffs that call for
common-carrier ownership, installation, and
maintenance of connecting arrangements and
adherence to tariff-specified signal criteria.

(b) A program of enforced certification of equipment
and personnel, with appropriate standards for
safety and network protection. This approach
would allow user ownership, installation, and
maintenance of protective coupling units or
complete terminal equipment.

PRESENT TARIFF CRITERIA AND
CARRIER-PROVIDED CONNECTING
ARRANGEMENTS ARE AN ACCEPT-
ABLE WAY OF ASSURING NETWORK
PROTECTION14

The present tariffs specify signal criteria for electrical,
acoustic, and inductive coupling, and specify that the carrier provide

l4sections 3 and 5
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connecting arrangements and network-control signaling.limit the signal inputs to the network to those considered to be harmless.
The signal criteria Despite some variability from installation to installation,

there has been enough experience with the telephone network to provide
a basis for standards for network protection. A standards-development
program requires the resources of a qualified standards organization.
The purpose here is to provide coordination, structural guidance, and

staff services to those preparing the standards. Such organizations
exist in both the private sector and government. Standards can be

prepared by qualified representatives of the carriers, suppliers, and
users. A definition of the interface between the user-owned equipment
and the network, so far as protection is concerned, is part of the basis
for standardization.

The carriers, under the tariffs assume responsibility for installation
carrier personnel and of the network itself, Technically the
and maintenance of the connecting arrangements and for protection of

Paneconsiders this to be an acceptable approach.

the carrierCarrier-provided connecting arrangements involve addition bycomponents between the user terminal and the carrier 'of
facilities In some situations these may duplicate components theusers equipment this redundancy in components and functions

Finally, although general standards can be written to cover
interconnection with various types of central offices and loops, each
individual installation will be, to some extent, customized due to
varying loop characteristics and other factors. Therefore, interconnected
equipment should be provided with proper adjustment features to deal with
individual case-by-case variations. Necessary adjustments can be worked
out cooperatively at the time of installation between carrier and user,
Cooperative guideline procedures should be formalized.

reliability. However the
cause some loss in performance and some reduction in

may, inprinciple
analysis indicates that the addedcomponents if well designed should not ignificantly affect overallreliability or performance,

Concerning the need for some of the Protective featuanalyses of the presently available connecting arrangements indicate

required by a large number of users is a cause for present delays.

res
that they provide degree of protection of voice-signal limiting thats unnecessaryin some cases Present carrier-provided coupling unitsare in some instances complicated and marginally effective and

arran&ements are not yet available according to someusers.

Type certification of equipment could be accomplished by
government or by independent testing laboratories. It must include
evaluating and monitoring each manufacturer and his specific products.
Government and independent test laboratories exist which are capable
of performing these functions in related fields. They could expand
their resources to qualify for the program envisaged here. With a
significant volume of work, costs of this program should not be
prohibitive. Certification can be applied to couplers, to protective
sections of larger equipment, or to the protective characteristics of
entire units of equipment.

degrade performance 15'particularly in net-control signaling.
uy

According to AT&T, the problems relating to present protectivecan be attributed to the rapid introduction of the connecting arrangements
equipment

and lack of experience on which to base judgments, Further developmentshould producefor interconnection and the need for time to determine the features
effective units. Additionally, the sudden demand

Desired connecting

Equipment-type certification alone is not sufficient to protect
the telephone network. The equipment must be installed and maintained
by certified technicians. In addition, standards must make provisions
for assurance that the network protection is maintained by documented
periodic inspection.

THE ESTABLISHMENT OF STAND-
ARDS AND ENFORCED CERTIFICATION
OF USER-SUPPLIED EQUIPMENT AND
PERSONNEL CONSTITUTE AN
ACCEPTABLE WAY OF ASSURING
NETWORK PROTECTION16 Certification of the installation and maintenance of interconn :cted

equipment will require a program of personnel training, development of
tests and test equipment, and licensing of installation and maintenance
personnel. On the last point, the Panel believes that a nucleus of
support personnel exists in the servicemen and organizations who now
install and service communications and computer equipment. They can be
certified (or licensed) by examination, following procedures included
in the overall certification program. Each certification (or license)
would be endorsed as applicable to equipment of one or more classes,

cover only network-protection considerations such as personnel safety
It is important to note that the standards to be established

signal levels transmission and network-control Signaling and do notinclude standards for user-equipment performance.

losection 5

l6section 16
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Requirements for an Enforced Certification Pro;ram

AUTHORITY FOR A NATION-
WIDE CERTIFICATION PRO-
GRAM MUST RESIDE WITH
THE FEDERAL AGENCY
RESPONSIBLE FOR THE
TARIFFS./

To be effective
the tariffs and the feder

» 4 certification program must be recognized inal agency that approves these tariffs must assumeresponsibility for authorizing implementation of the overall certificationprogram. This agency should develop and publish rules and proceduresand propose timetables and sequence of applications.
Plans should be developed under control of the federal agencyfor the selection of the organization or organizations that will coordinatethe preparation of standards, the procedures for the qualification oftechnicians, and the organizations to be given the authority to certifyequipment,

Uniformity in standards and certification procedures forequipment and in personnel qualifications throughout the country isdesirable, since installation and maintenance may be supervised andinspected locally. Therefore, coordination by federal and state agenciesin necessary to establish policies which will permit the nationwide useof certified equipment and procedures for the certification of technicians, 18

ENFORCED CERTIFICATION
PROCEDURES MUST BE TAKEN
AS A WHOLE

The Panel emphasizes that the development of standards and aprogram of certification requires a complete system of control, whichwill not be effective unless all elements of the System, as describedin this report, are adopted. For example, the development of standardsalone is inadequate. Certification of equipment without certification ofinstallation, testing, and maintenance will be ineffective in protectingpersonnel, facilities, services, etc.

17section 6

18section 6
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A CAREFULLY PLANNED
STEP-BY-STEP EFFORT IS
NECESSARY TO ENSURE THE
SUCCESSFUL IMPLEMENTATION
OF A CERTIFICATION PROGRAML9

:

Experience with interconnection is limited and has, for the most
been with users with extensive experience and resources, 20 There

little applicable experience involving smaller, less sophisticated users
te

=r
A certification program 1@-with large-scale public interconnection.

ew to the telephone industry and to many of the major user industries.
1 Existing laboratories are not equipped to test and certify
communications equipment in the quantities envisioned. The personnel
needed by all parties for this kind of operation are in short supply.

There is much to be learned. If a start is made promptly, and
if all concerned assign the task a high priority, the

devices and equipment will permit their installation and operation by users
. according to the new standards,

necessary certifi
cation programs and guidelines for qualifying personnel should be produced

forin reasonable time, The same effort should produce both standards
equipment and guidelines for qualifying personnel, Thereafter, when the
personnel program has started to function, the certification of inter fac e

The Panel believes that the certification program should be
undertaken on an incremental basis in order to develop a meaningful base

while standards are set for others, Since the standards program is an
iterative process, requiring procedures for continuous reconsideration

progress of the program.

of knowledge and experience. The first implementation shou ld be in an
complexity tarea with high probability of success and sufficient test

the validity of the certification program. The first app lication should be
knowledgeab leto equipment with limited distribution and for which a

technical base for manufacture, installation, and maintenance now exists
proceed(such as PBX). Application of the standards to one service can

and renegotiation of specifications, it is important that an
organizational mechanism be set up to gather data and evaluate the

SELF-CERTIFICATION BY
MANUFACTURERS OR USERS
WILL NOT ENSURE AN ACCEPT-
ABLE DEGREE OF NETWORK
PROTECTION2Z1

19section 6 2lsection 6

20section 8
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A self-certification program allows the manufacturer or user totest and approve his own equipment, installation, and maintenance. On the

Self-certification requires the user to procure and use equipmentconsidered harmless and to operate in accordance with the tariffs. In theabsence of some control system, it is inevitable that marginal equipment

WE FIND NO PERSUASIVE ARGU-
MENTS FAVORING THE EXEMPTION
OF WHOLE CLASSES OF USERS

The Panel endeavored to classify users, including utilities
effort to show that one or more classes might be permitted unrestrictedinterconnection without risk of impairment to the operation of thenetwork. An analysis of information in the Applicable Experience section22

Panel, for any class or group of users to be exempted from conforming

EFFECTS OF INTERCONNECTION ON INNOVATION

THE PROPOSED CERTIFI-
CATION PROGRAM SHOULD
NOT SIGNIFICANTLY IM-
PEDE INNOVATION BY THE
CARRIERS AND MAY PRO-
MOTE INNOVATION BY USERS

22Section 8
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The carriers have said that widespread interconnection will tend
to impede innovation in the network, because, among other things, users

other hand an enforced certification the responsibility will tend to oppose changes by the earriers that make the users' equipment
for certification from the organizations having direct financial involye- obsolete or require it to be modified. They have also said that direct
ment in the production or use of interconnected equipment. interconnection without carrier-owned interconnecting arrangement will

further impede their innovation because it removes the carrier-controlled
puffer with known characteristics between the network and the interconnected
equipment.

will make its way to the market and that there will be outside of the Some users, especially the large ones and those in rapidly
rules, developing fields such as computer time-sharing, have expressed the opinion

that, with the necessarily deliberate rate of innovation expected in the
network, there will be no major problems in keeping up with the network
innovation. They do not agree with the carriers' concerns regarding the
need for a carrier-controlled buffer.

Some suppliers of equipment and services have expressed the
opinion that the presence of the carrier-owned interconnecting arrange-
ment will impede innovation on the user side of the interface where the

right-of-way companies agencies of the federal government, etc., in an goal is to optimize the users' system or use of equipment, Further, and
perhaps more importantly, they question the ability of the carrier to
respond rapidly enough to new situations in which new interconnection
arrangements are required.

this was not possible. While data on which to base conclusions are limited, it is the
opinion of the Panel that:

reasonable terms there is no reasonable basis in the opinion of the (a) The advent of widespread interconnection itself,
regardless of how it is implemented and controlled,
will indeed have some effect on the rate of
innovation by carriers, suppliers, and users. In
some cases, it may impede innovation in the net-
work; in others, it could conceivably promote
innovation because of competition and the
pressures of demand from users. It will certainly
tend to increase the rate of innovation by
suppliers and users.

(b) The introduction of a certification program
permitting direct interconnection should not
significantly restrict carrier innovation if
there is effective information exchange

Several opinions have been expressed to the Panel regarding the between carriers, suppliers, and users. On
potential impact of interconnection on innovation. the other hand, the suppliers and users will

have more freedom to innovate.

(c) On balance, under the certification program,
innovation in the overall system of carriers
and users of interconnected equipment is likely
to increase,

program separates

usage

9

and other information presented to the Panel led to a firm conclusion that

program that enables any user to qualify onIn certification



INFORMATION INTERCHANGE

THE PANEL BELTEVES THAT
MECHANISMS SHOULD BE
ESTABLISHED TO PROMOTE
THE EXCHANGE OF INFOR-
MATION AMONG CARRIERS
USERS, AND SUPPLIERS2:3

As stated earlier, the Panel was continually reminded of theneed for improved exchange of information among the parties concerned,There were instances of incorrect interpretations of conditions ofuse of the network by user and manufacturers, causing unnecessary confusionat both the technical and administrative levels, The carriers expressedstrongly the need for more direct information exchange and a more compre-hensive picture of user requirements. With the aniticipated accelerationin innovation affecting data systems and telecommunications, the require-ment for this improved exchange is even more pronounced. At present, nomechanism exists that adequately serves this function; such a mechanismshould be established,.

23Section 9
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COMMUNICATIONS BACKGROUND

TELEPHONE SYSTEM

In discussions of the interconnection situation it 1s convenient
tder separately the exexhange and long-distance parts of the telephoneto cons

plant .

Exchange System
tt loop tIn its very simplest form this consists of a

telephone,&ps.

nearby; or (b) extending into the toll-telephone network,offices 3

O the central office, the automatic telephone exchange
trunks running from the nearest central office either (a) to other central

The Telephone

The user interfaces with the telephone system at the telephone

switching equipment at the central office, which is chosen to fit traffic

instrument, From the network-control viewpoint, the user performs as a
highly adaptable logic and memory system that responds to incoming calls,initiates calls and reacts reasonably predictably to a variety of
situations encountered in using the telephone. The mechanisms he uses
to exert this control in the simplest form of telephone are the switch hook

contacts in the switchand the dial, Lifting the handset closes electrical
hook to signal the central office, These switch-hook signals play an
important role in subsequent operations. (One of them is establishing, for
harging purposes, the times at which the call was initiated and terminated.)

On receiving dial tone (which the user distinguishes from several other
tones produced for his use), the user responds by operating the rotary dial
or set of push buttons to correspond to the number he desires to reach as
read from the telephone directory or taken out of his memory (not always

The user takes certain actions depending n whether subse-accurately)
continues to hear an unanswered audible ringing signal, reaches the wrong
quently he hears the voice of the wanted party, receives busy tone

telephone, etc, At times he may hear a voice-recorded announcement and
reach an intercept operator with whom hereact accordingly or he may

? in short ? by manipulating the telephone instrumentconverses The user
plays crucial role in the network-control signaling function of the

signals from the system beyond the instrument to which the user responds
telephone system, The telephone instrument its controls and the various
are chosen in recognition of experience with the user capabilities,

the qduantity oflimitations and behavior patterns. The same is true of
patterns as to calling frequency, duration of message, etc.

- 15 -
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The various systems' solutions arrived at for the user/telephone
combination at the point of access to the network may not necessarily be
the same and certainly are not necessarily optimal where the combination
is replaced in part or completely by machine or computer. Such a machine
or computer, with or without interface devices, must reproduce most or
all of the logical and memory operations now performed by the user. It
may be conjectured that the machine is more accurate and more rapid,
though not necessarily as versatile.

The primary function of the telephone instrument, of course, is to
transmit and receive speech. The statistical distributions of levels and
waveforms sent into the telephone system depend on the characteristics
of both the user and the telephone instrument. The loops and long-distance
trunks are designed to handle the range of levels encountered, without
introducing crosstalk between pairs in multi-paired cable, or overloading
the long-distance multiplexed system with its common amplifiers. To this
end, there are limits both as to the output at the user station and the
input to the trunks.

The telephone instrument is being used with increasing frequency
to handle signals other than human voice, the telephone user's voice and
ear being replaced by an acoustically or inductively coupled data set,
cardiograph machine, facsimile machine, etc. Again, replacement of the
user by a machine implies compromises. Specifically, the machine-generated
signal levels and waveforms must be chosen to be both effective and non-
interfering. This is accomplished in part by specification in the appropriatetariffs. In acoustic coupling, the signals are first converted to specifiedaudible sounds and the telephone handset is fitted into a specified holder
where these sounds are picked up. In inductive coupling, the electricalcircuits within the handset pick up electromagnetic signals from the
attached device. In both cases, the exact details of telephone-instrument
design are important. Small changes in the telephone instrument may take
obsolete acoustic and inductive coupling arrangements. Coordination
between the designers of telephone instruments and the designers of
acoustic and inductive couplers is required to avoid this.

A third function of the user's telephone installation is to
protect the user, telephone employees, and the rest of the telephone
system against harm. The telephone instrument and installation are insulated
against contact with electric power sources, The telephone instrument con-tains a "click reducer" to eliminate the hazard of acoustic shock (a
dangerously high level acoustic impulse to the listener's ear) etc. Itis designed to maintain careful balance to ground on both sides of the
telephone line, avoiding noise and cross-talk effects. It contains non-linear devices that limit energy levels, particularly on short loops tothe central office,

without interfacing equipment, the three basic functions of network control,
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transmission, and protection must all be preserved.

Finally, these basic functions must be handled without mutual
interference. Specifically, the network-control signaling function
be protected against interference from speech or other signals. As will
be pointed out later, this consideration sets additional limits on the
level and waveform of signals that can be transmitted throughout the
-system from the telephone.

Zhe LoopBee a
The loop" connecting the telephone to the central office (or

funk't connecting the PBX to the central office) is one of the major
mts of total telephone-plant investment. The loop, for our purposes,
udes the interior wiring in the users' premises, the "drop" from the
ses to the point of attachment to the cable running to the central
ee, and a selected pair of wires in that cable, either assigned wholly

faethe use of a single user or shared with other users. Important
feteristics of the loop are its length and the size of the copper

Since a minimum of direct current, at least, must be drawn
hese conductors to supply the microphone in the telephone and 20-cycle
iting current must be fed over them to ring the telephone bell, there
er limits on length of loop and fineness of conductor gauge.
ty, there are limits connected with the attenuation of voice signals,
Mdistortion to the direct-current signals used for switch-hook
gion and the detection at the central office of the fact that the
party has answered so that ringing may be "tripped." If considerations
ing loop length and gauge are identical when the user/telephone
is replaced by a machine, there need be no changes in loop design

wt. If not, some changes may eventually be indicated.

Loops and short-haul trunks are derived from copper-wire pairs in
tying several hundred or several thousand pairs. To hold cross

services carried over these pairs to a minimum, there must be
petrol in cable manufacture to avoid structural imbalance. The
'this careful control can be destroyed if improperly designed or

my Mistalled equipment is connected to the ends of the pairs.
measic requirements for any device connected to the telephone
Before, is that it not introduce imbalance! in impedance to

tors.

the two wires of the pair at the point of connection.

atOks talk (undesired coupling of signals from one channel to
be created if excessively high signal levels are applied.talk from this source, limits are set on the output levels

station, Finally, cross talk in cables increases with
e va °

Baction 3
vis.

Where the user telephone system is replaced by a machine, with or
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frequency. Since paired cables are used increasingly to handle communica-tions involving higher frequencies (e.g., PICTUREPHONE), the limits onlevels into these cables are set differently for frequency bands above thevoice range.

Not all telephone instruments are connected directly to thecentral office over loops, particularly non-residence telephones for
business, government, or professional use. In this case, additional
switching systems are interposed between the telephone instrument (extensiontelephone) and the central office. These are manually operated key telephonesystems and automatic (or sometimes manual) PBX's or PABX's (two acronymsfor essentially the same thing). Some of these systems are of a size and
complexity comparable to a telephone central office.

PBX's are sometimes, but not always, located on the user premises.In recent years there has been increasing use of Centrex service. InCentrex service, the PBX's switching may be done either on the customer's
premises, or in the telephone central office. PBX extensions are reacheddirectly by dialing from the telephone network (direct inward dialing).The telephone extension number becomes part of the nationwide numberingsystem. On outward calls from approved extensions, the called telephoneis reached without the intervention of the PBX operator (direct outwarddialing). The extension in some cases is identified automatically forbilling purposes.

The Central Office

Dial central offices are of the step-by-step progressive-controltype, or of the common control type (crossbar and most recently electronicswitching). In a step-by-step office, the user more or less directlycontrols the switches in the central office when he operates the dialmechanism, Since these switches are mechanical devices with definite speedlimitations, the dial-return mechanism is equipped with a speed governor,as a kind of buffer against an impatient user. In common-control offices,operation of the dial controls the condition of groups of relays or solid-State electronic circuits, which are made available for the user's soleuse, when he gets a dial tone. These relay or electronic-circuit combina-tions then control the central office switches to set up the desiredconnection. In general, these latter arrangements are faster. In somecases this is taken advantage of by doubling the speed of the dialmechanism from 10 to 20 pulses per second.

Except for this, however, the same type of telephone instrumentsare used for all types of dial central offices. Push-button or Touch-Tonecontrol will be referred to later.
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Exchange and Toll Trunk Carrier Systems

Telephone switching offices are interconnected into a nationwide
plan ortierarchy in which the local central office is at the

h erarchical level, The switching centers of the hierarchy aresweet
ected over short- and long-haul trunk circuits, These circuits

are of yoice-bandwidth (approximately 3,200 cycles) and handle two kinds of
ignals; 1) the message signal itself -- voice, data, etc.; and 2) the
twork control signals used in setting up and taking down connections,

interoffice "handshaking (exchange of call status information between
offices by single-frequency [S.F.] signaling). It is important

to ood service that the message signals not produce false network-contro1

unusual voice sound can be interpreted by the signaling equipment as an

talk and noise among services sharing the same facilities.

Key Telephones and PBX's interconn

ne
controlling switches, start of billing, and, in general, what is know as

switc

signals. This can happen. For example, talk-off" is a condition in which an

level and waveform are imposed toindication that the subscriber has hung up. When the system is used for
other than voice, restrictions on energy

requ ired
avoid similar adverse effects, In certain trunk systems, separate channel
is used for network control-signals and these precautions are not

level and waveform are also required to avoid eross
The majority of trunks however use single channel for both purposes.
Restrictions on energy

Multi-channel carrier systems carry twelve to many thousands of
voice channels through common amplifiers over paired cables, coaxial cables,
microwave radio relay and (internationally) submarine cable and satellites.
These common amplifiers can handle only Limited signal power without

they are handling voice or other communications. Specifications for
individual channel loading have been established to be an optimum comprise
between low levels where underlying system noises dominate and the higher
levels where intermodulation noise and cross talk prevail.

loading. The effect of overloading is to introduce noise and cross' ta1k

whether
into many voice channels, The total available load capacity of the
amplifiers are designed to be shared evenly by all the channels,

Other Uses of the Telephone System

One of the uses of the telephone network for purposes other than
switched message telephoning has been mentioned -- acoustic or inductive
coupling to the telephone instrument for handling data, picture transmission,
etc. This is only one of many non-telephone uses.

Private-Line Services

Uses of the telephone system fall into two broad categories:
1) private-line services, and 2) services provided on the switched network.
Private-line channels may be terminated in either carrier-provided or
customer-provided terminal equipment.



available to other services operated
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The loops and trunks of the telephone network have been madeby large users of communications:

the user attaches his own equipment,
Touch-Tone Services

e touch-tone Signals, unlike the rotary-dial signalscont rol1 the setting up of the connection, but alsodata once the connection has been set up,

can be used, not

SECTION 3

TRANSMISSION AND PROTECTION CONSWestern Union he railroads large industries government etc, In some
cases these arrangements have involyed interconnection between leased

INTRODUCTION

In this section we discuss the factors behind the carrier's
d waveform of signals sent over the

operated by the user (for example the 8l-type teletype store-and-forward

lines and equipment owned and maintained b the telephone companies but

tariff restrictions on the power an
telephone networks (signal criteria),

only are provided
switching system), In other cases Western Union for example circuits

THE PANEL HAS CONCLUDED
THAT THE SIGNAL CRITERTA
IN THE TARIFFS ARE REASON-
ABLE, SIGNALS WHICH VIO-
LATE THESE CRITERIA CAN
CAUSE HARM BY INTERFERING
WITH SERVICE TO OTHER USERS

There are over 1,000,000 telephone installations in which therotary dial has been replaced by 10- or 12-button touch-tone"Th combination,
to transmit

only to

We discuss next the sources and ef fects of harmful voltages on
the exposures of the telephone system to thesepersonnel and plant, ditional risks introduced by user-provided equipment.voltages, and the ad

THE PANEL CONCLUDES THAT
INCREASED EXPOSURE
HAZARDOUS VOLTAGES

TO
CAN RE-

SULT FROM UNCONTROLLED
INTERCONNECTION

Finally we discuss the subject
balanced (to ground) attachmentsundesirable effect may be produced by un

to telephone lines.

of cross talk, and how this

THE PANEL CONCLUDES THAT
THE MAINTENANCE OF LINE
BALANCE IS IMPORTANT TO
GOOD SERVICE. LINE BALANCE
CAN BE IMPAIRED IF POORLY
DESIGNED OR IMPROPERLY IN-
STALLED AND MAINTAINED EQUIP
MENT IS ATTACHED TO THE SYSTEM

- 21 -
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The following paragraphs introduce the technical backgroundappropriate to the later, more detailed discussion of signal criteria,protection criteria and line unbalance

TECHNICAL FACTORS TO BE CONSIDERED IN THE INTERCONNECTION OF USER-OWNED components have been designed to accommodate the range of talker volumesTERMINALS TO THE PUBLIC NETWORK and network links that will be experienced with no advantage to excessiv
The public telephone network has been engineered, on a statisticalbasis, to provide a varlety of services to a large number of residential,commercial, military, and other users with different service requirements,The numbers and duration of the calls placed by these users cover a widerange,

Users are served by many types of telephone facilities at a rangeof distances from their serving central offices, The trunks that tie theseoffices into the long-distance portions of the network also vary statisticallin type and length, Resultant ranges in transmission parameters of the loopsand trunks produce variations in the overall end-to-end characteristics ofswitched connections through the network. The alternate routing of calls,which allows the automatic adjustment of traffic patterns to meet changingload requirements, can increase or decrease the number of links used insetting up successive calls between the same two locations, In short, boththe service and the plant have been designed and can only be understood ofand treated on a statistical basis,
Because the numbers involved in telephone network are large, it is ofalways possible to provide service to a small number of identified userswhose requirements depart from the Statistics in terms, for example, ofthe nature of signals to be transmitted. Special treatment might, for devices usinganticipated increase in user-owned terminal 115 V AC and/orexample, involve the selection of suitable pairs in local cables to minimize initialcross talk, It is clearly not economic, however, nor in some cases even andpossible, to provide special treatment to a very large portion of the totalsubscribers since the bulk of the service provided must match the capabilitiesof the bulk of the serving facilities, If, in addition, users whose signalsdepart from normal afe not identifiable, there is no way to provide them

If the network is to accommodate large numbers of user-ownedterminal equipment, it follows that signal amplitude, waveform, and energydistribution introduced by this equipment must continue to conform to the unwanted pickup of interference -- either from other telephone circuits rparameters used in the overall network design, Even a single user, whosesignals are such as to cause cross talk or interference in multi-pair cable balance at allSystems or cause overload in broadband carrier systems, can cause serious attacheddeterioration of service to a group of users, pair but also other pairs in the same cable will be disturbed. Again,
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Data and Voice

Motivation is one factor in the determination of the Likelihood

performance, albeit at the expense of degraded performance of other

plied to the network do not exceed the transmission capabilities of theap
telephone facilities,

[Tn addition to control of signal levels and waveforméy the
interconnection of user-provided terminals involves other considerations,

It is the practice for cable and exchange plant workers to work barehanded
on cable pairs and junctions in the immediate proximity o hundreds of
other pairs and junctions in normal use,

There is potential hazard in this activity due to the adjacencythe telephone system to electric power systems, However, over the years

owned devices, to ensure that additional harmful voltages do not reach the

high DC voltages, the possibilities of harm due to poor design >

improper installation, and/or inadequate maintenance are significanmust be faced in the interconnection of user-owned equipment.

Another situation in which service to other subscribers may be
impaired is where the telephone line, normally well balanced, becomes
unbalanced when a poorly designed, installed, or maintained device isattached to it,

from nearby power systems, It is necessary to maintain this longitudinal

Maintain the longitudinal balance that is fundamental to maintaining thequality of network service, as do carrier-provided terminals.

that generated signals will exceed the spectral power-handling capability
of telephone facilities, Where voice transmission is involved there is
generally no motivation for exceeding design limits since the network

e
levels. In data communication, however it is to the user advantage tot

increase the signal-transmission level in order to improve his own error

users. It is necessary, therefore, in this case to ensure that signals

The first of these ts the risk of voltages hazardous to personnel and to
the network, The most important problem, of course is the danger to
telephone installation and personnel, Installation and
maintenance must be carried on without interruption of existing service,

the
two systems have evolved effective measures to avoid injury. Similarlyeffective measures must be evolved where there is interconnection

telephone network from this source. Due to interconnection with the

with special treatment.

Telephone cables are yery carefully manufactured to minimize

times on all pairs, If this balance is degraded by some
equipment not only will interference be present on the unbalanced

adequate provision must be made to ensure that user-owned terminals meet and
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SIGNAL CRITERIA

The Panel has examined the basis of the signal criteria (asspecified in the tariffs) that set' limfts on both "in-band" and "out-of-band af power, Criteria for tn-band (below 3,995 Hz) signal-power levelsare set to load the frequency~division multiplex carrier systems whichfurnish most long-haul voice~grade services, so as to optimize thesignal-to-noise ratio for all users, The criterta for out-of-band signal-power levels are set to avoid interference to other pairs in the samecable, at frequenctes above 3,995 Hz, Such cross talk between cablepairs increases at higher frequencies,

restrictions safeguard the operation of the 2,600 Hz in-band signalingsystem, which is almost universally used in long-distance telephone serviceFalse operation of the in-band signaling system has serious results:improper billing, intermittent interruptions, insertion of a band-elimina-tion filter in the transmission path, or even complete disconnection of a

As a part of this study, the Panel has examined the structure ofthe telephone-company plant and has determined that it does not provideprotective mechanisms by etther level limiters or filters to correct forsignals exceeding criteria limits, We have also examined the operation ofthe telephone-company plant and have determined that the system is designedto operate tn accordance with the criteria,

In-Band Signal-Power Criteria

1 In-Band power is defined as the total power in the band -below3,995 Hz,
2
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?
Signal criteria ? protection and line balance are discussed in will be specified by the Telephone Company for each application to bedetail in the following paragraphs, consistent with the signal power allowed on the telecommunications

network.
The above requirements on in-band power are based on interference

considerations of long-haul3 frequency division multiplex carrier systems.
These systems include cable carrier systems with capacities ranging up to
3,600 channels and microwave radio carrier systems with up to 1,80 channel
capacity. Virtually all voicergrade services longer than about 200 miles
use these types of facilities,

These systems are designed to handle a per-channel load of --16dBm
long-term average power measured at a network reference transmission level
point. This -16dBm power is the maximum average power per 4kc channel that
can be permitted without incurring a noise penalty (increase in total system
noise power). Below the -16dBm per channel average signal power, the noise
is predominantly thermal (or random) noise. In addition to this thermalA third category of signal eriteria sets limits on signal noise (which is independent of total signal power), the broadband systemsin specific region of the in-band (2,450 to 2,750 Hz), Theserange are also subject to intermodulation noise due to non-linearity of the
carrier amplifiers. At these low levels, this increases with signal power
and at the -16dBm average signal power per channel, the intermodulation
noise and thermal noise are equal. At signal power above -l6dBm, the
noise is predominantly intermodulation noise, this increases at a faster
rate than the signal power. Maximum signal-to-noise ratio is obtained with
average signal power at -16dBm.

Since both directions of transmission normally are not used
simultaneously and not all channels are active at the same time, it has
been determined that an average power limit of -13dBm applied to all users
of a system is consistent with the long-term loading objective of -16dBm,
In developing the tariff criteria, this -13dBm three-second average powerlimit was translated to refer to a specific physically identifiable location.
The selected location was the serving central office and the usual lossThe derivations of the three classes of signal criteria as set between this point and the equivalent network reference transmission levelin the tariffs > are discussed under the following three subsections. point is 1dB. Thus, the maximum signal power that may be permitted at thecentral office is -12dBm when measured over any three-second interval.

When this power level is exceeded, the effect on other users ofvoice and data services is increased noise and interference. DependingThe tariff requirements on in-band are as follows: FCC upon the nature and number of the excessive signals, this noise and inter-259, FCC 263 the of the signal at the central office not exceedpower ference may appear in the following forms:
FCC 260 the of the stgnal thatpower be applied by the user-providedmay (a) Increased background noise or hiss onequipment to. the Telephone Company interface located on the user's premises the channel

(b) Crackling or static on the channel

(c) Cross talk of other users' conversations into
the channel. This cross talk may be either

3section 2, p. 19.

power

call,

forth

power1

12 dB below one milliwatt when averaged over any three-second interval. 2
t

plant not exceed OdBn
There is also requirement that the signal applied to the loop
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intelligible or merely bursts of garbled
speech

(4) Increased error rates on data channels

(e) Complete loss of service caused by catastrophic
overload of line factlities

The network of long-distance facilities to which the in-band powercriterion is applicable is used on almost all long-distance connections
(over 200 miles in length), This network provides many diverse paths over
which voice and data calls may be carried, Network-management techniques
plus dynamic alternate routing plans vary the specific path (and specific
broadband facility) that a particular point-to-point call will use, Similar
changes in routing also occur on private-line services, particularly when
a facility fatlure requires an alternate facility for service restoration,
This need for facility flexibility necessitates that all channels be operatedat equal signal levels, Hence, an equal apportionment of system power-
handling capability to all channels is appropriate,

Out~of-Band 'Signal-Power Criteria
The tariff requirements on out-ofband4 power are as follows:

FCC 259, FCC 260, FCC 263 -- the signal that is applied by the customer-
provided equipment to the Telephone Company interface located on the
customer *s premises meet the following limits:

(a) The power in the band from 3,995 Hz to 4,005 Hz
shall be at least 18dB below the stipulated
maximm in-band signal power,

(b) The power in the band from 4,000 Hz to 10,000 Hz
shall not exceed 16dB below one milliwatt,

(c) The power in the band from 10,000 Hz to 25,000 Hz
shall not exceed 24dB below one milliwatt,

(d) The power in the band from 25,000 Hz to 40,000 Hz
shall not exceed 36dB below one milliwatt,

(e) The power in the band above 40,000 Hz shall not
-exceed 50dB.below..one milliwatt,

4The out-of-band region is defined as those frequencies greaterthan 3,995 Hz,
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Criterion (3,995-4 005 Hz )

The limitation on power in the band from 3,995 Hz to 4,005 Hz is

cable carrier ystem provide intercity
of 50 to 200 miles in length. By the end of 1968, there werebased on otentia interference in N3 carrier systems. This is an

intermediate-range
used to

ycircuits
almost 4,000,000 circuit miles of N3 carrier in the Bell stem. which

accounted for about 15 percent of all intercity circuits in the 50-200

mile distance range.

channel. In order to meetThe interfering effect caused by power in excess of the criteria

is a gain variation or flutter in another user

the overall ystem-flutter objective, it is necessary that the power of

the interfering signal be 56dB below the power of the 4kHz carrier at the

input to the carrier system gain regulator. Based upon this reuqirement,

the cr iterion for the 3,995 Hz to 4,005 Hz band is calculated as follows:

Spurious signal-to-carrier ration
Carrier to maxinum signal

56dB
+ 8dB

+30dBAverage 4kHz suppression in
channel filters -18dB
Allowable 4kHz to in-band power ratio

Criterion (4-10kHz )

The criterion for power in the band from 4,000 to 10,000 Hz is
based interference considerations in audio braodcast (radio and television)
services. The most critical of these services, from noise standpoint,

transmitteris FM broadcast, which has an overall peak signal to-noise requirement of

allocation of peak signal-to-noise is 65dB. Based on this60dB In order to meet this overall requirement, the to-noise

peak transmitting level of 18dBm,
to 10kHz criterion is

noise permitted is -47dBm. Using this limit, the 4

calculated as follows:
requirement and

the maximum channel

-47dBm
Maximum noise 5

-10dBmCorrection for measuring
- 3dBand allowance for maintaining margin

Correction for multiple disturbers
69dBSystem equalization 25dB

Cross-talk coupling loss at 8kHz
Allowable 4 to 10kHz power on
disturbing pair 16dBm

and>groadcasters normally use nonweighted noise measurements
align their equipment at 400Hz, while the Telephone Company uses weighted
noise measurements and aligns audio channels at 1,000 Hz.
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The interference mechanism in the case of these channels is cable
cross talk. The resulting user effect is noise or tones heard in the
channel. Due to the large number of ultimate users affected by interferenc
with audio broadcast services, it is very important to avoid such effects.

Criterion (10-25kHz)

The criterion for the.10.to 25kHz band is based on considerations
of interference into the Ul carrier system, which uses the 14 to 22kHz band
for transmission from the user to the central office.

The Ul subscriber carrier system is a relatively new system and i
not widely used at present. However, looking ahead to increased copper cost
and reduced electronic costs, it is expected that loop systems operatingin this frequency range will likely be used to an increased extent,

To meet noise objectives for this system, the minimum carrier-to-
interference ratio in this band is set at 75dB. Based upon this requirement
a maximm signal of 21dB below a milliwatt would be permissible on a single
disturbing pair based upon cable cross-talk coupling characteristics alone.
Because other noise and cross-talk sources can exist in a given cable, the
criterion was set 3dB lower than the limit for a single disturbing source.
This provides assurance that the system-noise objective will be met under
most conditions. The criterion is computed, as follows:

Interference-to-carrier (18kHz) ratio
for 15dBm noise at subscriber
terminals -75dB
Carrier level -29dBm
Correction for multiple disturbers - 3dB
Cross-talk coupling loss at 18kHz 83dB
Allowable 10-to-25kHz power on
disturbing pair -24dBm

Criterion (25-40kHz)

The criterion for the 25-to-40kHz band is also based on inter-
ference into the Ul carrier system. The U1 system uses the 26-to-34kHz
band for transmission from the central office to the user.

The required carrier-to-interference ratio for this band is 77dB.
To meet this requirement the criterion of 36dB below one milliwatt was
established. It reflects consideration of both the increased cable
cross-talk coupling and the greater transmission loss at these higher
frequencies and also makes allowance for other. noise and cross talk in the
cable. The criterion is calculated as follows:

-29 «

ratioInterference-to-carrier (30kHz)
for 15dBm noise at subscriber terminalis -77dB

Carrier level
Correction for multiple disturbers

34dBm
3dB

78dBCross-talk coupling loss at 30kHz

Allowable 25-to-40kHz power on

disturbing pair -36dBm

Criterion (Above 40kHz)

The criterion for power in the band above 40kHz is based on

notential interference into PICTUREPHONF service and into cable carrjer

systems operating in that frequency range.

The effect of interference to PICTUREPHONE service on the user

is snow in the picture or herringbone patterns superimposed on the desired

picture, due again to cable cross talk.

Sienal Criteria (Criteria for Distribution of In-Band Power)

The tariff requirements concerning distribution of power
the transmission band are: FCC 259, FCC 260, FCC 263 -- to prevent the

interruption or disconnection of a call, or interference with network

present at the same time in the 800 to 2,459 Hz band.

within

control signaling, it is necessary that the ignal applie bv the user-

provided equipment to the Telephone Company interface located on the user
premises at no time have energy solely in the 2,450-to-2,750 Hz band. If

powersignal power is in the 2,450-to-2,750 Hz band, it must not exceed the

Tn the 2,600 Hz single-frequency (SF)® signaling system, the SF
receivers respond to signal power in a relatively narrow band nominally
centered on 2,600 Hz. However, factors such as manufacturing tolerances,
aging of components and ambient-temperature differences produce some

variation in both the nominal bandwidth and the center frequency of the
receiver-response band. In addition, a form of distortion termed carrier
shift," which may be encountered on certain types of transmission systems,
causes small frequency changes in the signal and is another source of
variation. When factors such as these are taken into account, we find that
the effective SF response band lies between 2,450 and 2,750 Hz. The receivers
are designed, however, not to respond to power in this band when an equal
or greater amount of power is present at the same time in the 200-2,450 Hz
portion of the voice band. This criterion applies at the users terminal
and includes allowances for the sources of variation cited before as well
as differences in transmission loss for different frequencies in the voice
band, over regular telephone connections.

6
Section 2, p. 19.
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Harmful Voltages
In this section we discuss sources of harmful voltages

Hazard to Personnel

connection of user-provided equipment and/or systems.

danger

2. Extent of Personnel Exposure. As explained the

poles » and in the central office buildin
In general, the work operations require a

gloves, This is not to Say that rubber gloves are never
joint "use poles shared with
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The conductors that fan out from a wire center (or central
office building are carried in densely packed cables, ranging
from as few as 6 to 2,700 pairs of conductors per cable, and
they are spliced together and terminated on closely spaced
terminals in cross-connection boxes and in sealed splices
along the routes. Therefore, servicemen working on a
single pair are exposed not only to that one pair at terminal
field appearances, but also to additional pairs that are
connected to adjacent terminals.

appropriate to the interconnect ionvoltages and effects produced by. them
issue network exposures to theseis to maintenance

only the single termination
SignificanceThe major hazard ofPersonnel, Equipment hazards considered minor since

oop would be harmed inassociated with eachcase of excessive volt 1age.

Effects of Interconnection on the Harmful-Voltage ProblemThis involves: (1) the effects of electric shock on human beingsand (2) the extent to which network
The direct electrical connection of user-provided equipment and

communications systems to telephone company lines adds an additional source
for the introduction of potentially harmful voltages into the telephone
plant. This can come about by a faulty equipment design or manufacture,
or a faulty installation, both of which could cause 110 V AC or higher to
appear on the loop. This potential hazard is also unique in that it is
perhaps the easiest source to protect against in that the telephone-line
exposure occurs specifically at the point of interface with the user
equipment. Assured protection at the interface can provide suitable
protection in both directions, i.e., protect the user from possible voltages
on telephone lines and protect the telephone personnel from high voltages
introduced by user-provided equipment or systems. In Section 5 we discuss
protective mechanisms for this need.

as a result of the personnel may be exposed to such shock

1. Effects of Electric Shock. Harmfulby the amount of effects are determined
The amount of

current passing through the human body.
voltage on the electric conductor to which the body is

current depends on several factors: the
exposed, the source impedance ofhighly variable body resistance,

the voltage and the

In many ways' the Tost dangerousfatal currents is 110 or 220 volt AC, The major
Source of potentiall

of this source stems from its biquity aroundpremises and the fact that the users
are presently connected to telephone lines will usually

protective devices that
not operate if the line is exposed to 110 volts, Yet Loop Balancethe presence of the voltage isPersonnel who come in contact with that line,

lethal topotentially
Connections between customer premises and central offices are

normally made by individual wire pairs in multi-paired cables. The wires,
because of the close proximity to each other, have mutual capacitive and
inductive coupling effects. Mutual coupling results in cross talk between
adjacent pairs, which, if not controlled, increases the noise level on all
circuits concerned. Cross talk, in aggravated instances, can produce
interfering signals of an intelligible nature, which violates, or appears to
violate, the privacy of one or more users.

telephone Companies provide service CoO Customers bymeans of physical conductors in the exchangeEach time Service is installed removed or repaired
plant,

telephone servicemen make physical contact with wirepairs and terminals at one or more pointsstation equipment or at the terminal
in the

customer premises in outside manholes or on
wire pairs on appearances of the

Cross Talk in Cables

To minimize electrical interactions among individual wire pairs
within the cable, the pairs are twisted and balanced to ground. Twisting
of the wire pairs reduces the effects of magnetic coupling to an insignifi-
cant factor. Capacitive coupling is, however, still a factor and has to be
carefully controlled.

contact The size of the wires the terminal sizes and
hands-on type

Spacings and the dexterity requiredthe use of protective clothing or devices such rubber
generally preclude

worn, They are prescribed forParticularly when working
many construction operations

power companies. But they are inappropriate foras plicing together multi-conductor > fine~gauge
such tasks
cables,
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The longitudinal balance in cables is controlled in manufacturingso that the coupling Joss between pairs is generally well over 100dB withabout one percent of pairs having coupling losses of 80dB or less at1,00 Hz. Since this coupling is primarily capacitive, the coupling losswill decrease (hence cross talk will increase) with increasing frequencyat the rate of 6dB per octave, Tests have shown that if one conductorof one pair is grounded, cross talk will be worsened by 20dB, and if oneconductor of each of two pairs is grounded, it will be worsened by as much ag60 dB. Therefore central~office circuits and telephone-station equipmentand wiring in the telephone network are designed, installed, and maintained toensure a high degree of balance to ground.
While cables are designed and controlled in manufacture tomaintain balance and reduce cross talk, these controls become ineffectiveif equipment attached to the cable pairs is itself improperly designed,installed, or maintained. Cross talk will result if user-provided equipmentis unbalanced to ground, This can occur if:
(a) Equipment is poorly designed initially.Terminating the telephone pair in anunbalanced circuit is a common error,
(b) Equipment is improperly installed so asto apply a ground to one side of the line,This may occur accidentally through insulationbeing scraped away or with nails or staplescutting through wires,
(c) Equipment can fail in service. A componentcan break down and cause unbalance on theline.
Cross talk can be insidious and difficult to locate because themalfunction is partial rather than total. The user may or may not beaware that he is causing trouble to other parties, especially if his serviceappears normal. Thus, the deteriorated performance can exist for a longperiod before diagnosis and correction. It should be noted that, withmultiple party-line operation, one side of the line is grounded throughthe ringer, However, the ringer impedance is high enough to avoidunbalance at voice frequencies.

SECTION 4

NETWORK-CONTROL SIGNALING

INTRODUCTION

The network-control signaling functions are associated with the
initiation, placing, answering, and charging of calls over the switched
network,

Malfunctions can cause incompleted calls, or calls completed to
other than the intended terminal. Processing such calls reduces the

malfunctions may be felt by all users of the system, not just those
originating and answering imperfect calls.

nocapacity of the network to serve rmal" calls. The effects of these

The present state of the switched telephone network does not
permit easy identification of the source of this kind of malfunction; that
is, to locate it as occuring in the subscriber's station or in the central>

office. Carrier-maintenance personnel, tests, and administrative procedures
become involved in the attempt to localize these malfunctions as they come
to light.

Consequences of Improper Network-Control Signaling
The consequences of improper network signaling pervade the entire

network and can be grouped into the following categories:
(a) Wasteful use of central office and

transmission facilities
(b) Annoyance to other users

(c) Incorrect billing
(d) Wasted testing and maintenance effort

(e) Added administrative expense

Following are examples of each category:
1. Wasteful Use of Central Office and Transmission Facilities.

Wrong numbers caused by a faulty network-control signalingunit represent a waste of switching equipment and a source
of annoyance to those who are wrongly called.
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Furthermore, a wrong number resulting from faulty signaling
can cause a call to end up in the wrong city. In the near
future, a wrong number may tie up, for a time, a trans-
atlantic cable or satellite trunk connection. There are
other sources of faulty control signaling. If, when a
call is completed, the switch hook contacts fail to open
properly, or some extraneous impedance remains bridged
across the line, it is arranged that the connection will
release after a time-out of thirty seconds, This is thirty
seconds during which the circuits are not available to other
users,

Annoyance to Other Users. In the example mentioned above, in which
the call is not released properly, the user himself will be
unable to place calls during this interval and others trying
to reach him will receive busy signals.
Incorrect Billing. On a two-party line, the billing equipment
at the central office recognizes which party is making a
call because there is a high-impedance DC connection to
ground on one side of the line. If the connection is not
made in the telephone, or if the telephone is installed or
maintained improperly, the wrong party will be charged for
some calls. On lines with more than two parties, more
complex party identification schemes are used, which
depend upon the telephone instrument having particular
identifying characteristics that differ from the
instruments on the same line.

Added Testing and Maintenance Effort. When excessive wrong
numbers occur, action must be taken to identify the source.
It might be on the loops, in the line circuit, or in the
central office. On the other hand, it might be in the
network-control signaling unit. The user unable himself
to determine where the problem is located will normally
call the telephone company. Faulty network contact signaling
often shows up as an intermittent trouble. These are the
hardest to trace and to diagnose.

Added Administrative Effort. Improper network-control
signaling can result in customer demands for credit
against his telephone bill due to false charges.
Since the source of the trouble, as previously mentioned,
is difficult to trace and correct, the added administra-
tive effort required can be considerable.

Improper network-control signaling leads to inaccurate billing,
wasteful use of the telephone plant and administrative effort, as well as
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annoyance to other users, In planning for the use of user-owned network-
control signaling devices, the quality of network-control signaling
must be preseryed,.

AT&T Company Experience with Nétwork-Control Signaling

The only available reliable source of information to the Panel
on network-control signaling is experience with this function in the
operation of the switched telephone network. In this section, information
and data furnished by AT&T are summarized.

Dial-Pulse Signaling
Network-control signaling failures are largely related to the

familiar rotary dial. Sources of trouble here are:

(a) Finger wheel and stop

(b) Contact

(c) Mechanism

(d) Noise

(e) Other

The dial mechanism itself was the most frequent source of
difficulty. The mechanism is required to operate at speeds nominally
between 9,5 and 10.5 pulses per second and with a percentage break
between 58 and 64 percent. Generally, the units used by the Bell System
fail in such a manner as to fall outside the percentage-break tolerances.
This type of failure can lead to dialing wrong numbers.

Data on units supplied by others is sketchy. AT&T and Bell
Laboratories, however, had reported experience with some equipment they
have tested and found deficient. For example, one unit tested had a
low-priced "antique" telephone with these two faults:

(a) Low ringer impedance

(b) Percentage break 67 percent outside
allowable range of 58 - 64 percent

The first fault is attributable to poor design. The second
may indicate either poor design or maladjustment. Bell has also tested
commercial answering machines and repertory dialers. Some answering
machines had the characteristic of failing to disconnect promptly. One
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repertory dialer tested exhibited improper percentage break as a function
of line voltage, missed digits on low line voltage, and had inadequate
interdigital time. A second repertory dialer exhibited dial speed and
percentage-break characteristics that aged beyond specified limits.

On the other hand, general experience with telephones made by
reputable manufacturers of telephonic equipment has indicated that the
quality of network-control signaling units is on a par with those supplied
by Bell, No comparative statistics are available.

Based upon the statistics provided AT&T, the mean time between
failures for Bell station sets is 8.5 years. The mean time between
failures for rotary dials is 46 years and for ringers 59 years.
The combination of rotary dial and ringer has a mean time between
failures of 26 years.

It is this kind of performance, or better, that must be
realized where new devices and systems are attached to the telephone
system if present network-control performance levels are not to be
degraded,

Touch-Tone Signaling
Touch-tone signaling uses two tones per digit generated by

pushing buttons on the telephone. One tone is selected from four fre-
quencies between 697 and 941 Hz. The second tone is selected from four
frequencies between 1,209 and 1,633Hz. Both tones must be received by
the central office for it to be accepted as a valid digit. Frequencies
have a + 1.5 percent tolerance. Output power is made a function of line
current to regulate the received power at the central office for various
loop lengths. Other tolerances are specified to hold the two sets of
tones at appropriate power levels. The unit must operate within tolerance
over a -30°C to +55°C temperature range and during its service life.

Reliable statistics on types and frequency of failures are not
available on touch-tone dialers. Failure of the multi-frequency dialer
due to improper frequency or power level, for example, will not be
interpreted by the central office as a wrong number. The more likely
condition is a register time-out due to its failure to recognize all
the transmitted digits. This use of central office facilities is
considered relatively insignificant as a harmful effect when compared
to harmful effects due to malfunctioning rotary dials.

We conclude failure of touch-tone (multifrequency) signaling to
be considerably less harmful to the network than failure of dial-pulse
Signaling,

~37 -

Maintenance Data

In the switched telephone network, network-control signaling is
exercised by the customer through the telephone instrument and over his
wire loop to the central office. It is pertinent, therefore, to examine
available data on station troubles and the costs associated with mainten-
ance and trouble clearing, The following data were supplied to the Panel
by representatives of AT&T.

In 1967, Bell had 42,586,551 customer-trouble reports - 27,392,760
troubles were found as a result. These troubles broke down as follows;

Station set 8,608,962 30.87
Other station
equipment 4,302,696 15.4%
Station wiring 4,802,760 17.2%
Outside plant 5,390,924 19,32
Central office 2,485,913 8.9%
Customer action 1,801,505 6.4%

A Bell System study of station troubles made in 1966 showed the
following breakdown:

Trouble rate/100 stations/month

Cord
Dial
Ringer
Key and lamp
Mounting and plastic
Circuit
Receiver
Transmitter
Other

Whether these data reflecting carrier experience would be valid
for customer-furnished station equipment, would depend on the performance
of this equipment relative to that furnished by the common carrier. It
would also depend on the extent of use of touch-tone control instead of
rotary dial.

FAULTY NETWORK-CONTROL SIGNALING WITH USER-OWNED EQUIPMENT

It is difficult to evaluate the effect of interconnection on
network-control signaling, since it is not known at present what prectse
instrumentalities users will employ for this function. Network-control
signaling performance is closely related to the very detailed design and
performance of the device used (switch hook, rotary dial, touch-tone pad).

0,21
0.18
0.14
0.12
0.12
0.08
0.03
0.03
0.03
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The best that can be done, therefore, is to cite present experienceof the carriers using their own devices. Starting from this as a reference
point, it may be postulated that devices owned and used by customers will
be either (a) as good as, or (b) poorer than, these carrier-furnisheddevices, The consequences of these assumptions are drawn in the followingsection.

ECONOMIC PENALTIES OF NET CONTROL SIGNAL-DEVICE FAILURES

Data on Bell System rotary dial and ringer units show a mean
time between failures (MTBF) of 26 years. This is equivalent to
a failure rate of 0.0385 per year.

Except for the special case in which competent maintenance personnelare continually at hand, trouble visits will be required and costs will beincurred and must be paid for.
Some vendors and users might be satisfied with a seemingly

reasonable, though lower, MIBF, Reliability, however, has a profound
impact on network operation and cost. Based on a large volume and usingthe Bell System experience of $15 per maintenance visit, Table 1 showsthe annual average per phone cost for maintenance alone as a function of
MTBF. The distribution of this cost between the user and the carriercannot be determined at this time; however, it represents a substantialfactor to be considered in specifying the performance of network-control
Signaling units,

TABLE 1

Annual Maintenance Cost
MTBF Allocated to Each Phone

26 years $ .57
20 years 75
15 years 1,00
10 years 1.50
5 years 3.00
1 year 15.00

Another cost (to the carrier) associated with improper network-control signaling failures is that attributed to wrong numbers, wrong tollcharges, etc. It is difficult to estimate the frequency of such occurrencesas a function of MTBF,

A third cost associated with network-control signal-unit failures
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is that due to false calls for assistance by the user, Where limited
free interconnection has been permitted in the past, it has been the
experience of the carrier that he is frequently called to perform the
maintenance when, in fact, the interconnected equipment is at fault.
This phenomenon can be expected to persist with any form of
interconnection in which a specific anterface between vendor equipment
and the telephone company is not clearly defined.

The three types of costs described are a function of the MTBF
of the net-control signal unit. The costs are very significant when
evaluated in terms of a large number of subscribers. These costs will
be borne by both users and the carrier, since some costs cannot be
easily allocated.

CONCLUSIONS

Net -control signaling is a critical element, and a high order of
reliability is necessary to avoid loss of net performance and excessive
costs to both carrier and user,



SECTION 5

PROTECTIVE DEVICES

TARIFFS AND PROTECTIVE DEVICES

Unrestricted interconnection of user-owned communications devicesor of privately owned unregulated communications systems to the publictelephone network, as discussed in detail in Section 3, introduces thepossibility of harm to the users of the networks in the form of degradedperformance or an increase in the hazards of exposure of carrier personnelto dangerous voltages and currents.
As a safeguard against these potentially harmful effects, AT&T hasincorporated in FCC tariffs 259, 260, and 263 not only protective criteriarelating to levels, bandwidth, and signaling frequencies, but, in somecases, a requirement for carrier-furnished and installed protective andcoupling arrangements to be placed between the telephone network andcustomer-owned and customer-maintained equipment and systems, Private-linecustomers obtaining service under FCC tariff 260 are not, in all cases,required to obtain protective devices.
This Section discusses this concept of protection along withalternative arrangements, At the present time, the selection ofdevices and priority of design and manufacture rests with the carrier.The number of different types of coupling devices available is limitedand are intended to fill immediately-known requirements. They are to befollowed by additional types as needs are identified, economics arejustified, and as development is completed. Systems innovation anddevelopment of user~-owned devices may be influenced by the willingnessof the carrier to produce specialized interface units. This approachwill be discussed in depth in later portions of this section,

PROTECTION AFFORDED BY PRESENT CARRIER-FURNISHED DEVICES
It is not intended here to provide a detailed description ofevery available coupler. Each is described in detail in a Bell SystemTechnical Reference. The couplers are similar in their basic functions,which are:

(a) To isolate the line from hazardous voltages
(b) To limit signal levels
(c) To preserve longitudinal balance
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(d) To protect the network control and
signaling functions

In its simplest form, the coupler is designed around an
isolation transformer that interfaces directly, via a jack, with the
user-owned equipment. This transformer serves three functions:

(a) It ensures longitudinal balance on the Loop
regardless of any unbalance in the customer s
equipment

(b) It isolates DC currents in the customer's
equipment from the loop

hazardous A.C. voltages from being(c) It prevents
impressed on the loop by virtue of its saturation
capability

Varistors, shunted across the line side of the transformer, limit
peak signal voltages. A capacitor in one side of the line blocks line current
from saturating the transformer core.

Some of the more complex forms of coupler include a more
sophisticated signal limiter designed to reduce distortion of data
signals that exceed the allowable limits. Others include arrangarents
for signaling and supervision, either manual or automatic,
or answering and calling. Coupler for interfacing customer-owned PBX
equipment are much more complex units.

answering only,

Degree of Protection

1. Hazardous Voltages. The major hazard is that involving
personnel and the protection provided here is excellent
in the carrier-furnished units. A saturable transformer
is an effective method of protection. Fuses and circuit
breakers rated for equipment protection do not provide
personnel protection.

2. Signal Amplitude. The protection provided here also is
excellent. The various types of limiter all ensure that
proper levels are not exceeded.

3. Spectrum Limitations. No attempt is made in any of the
couplers to limit signal spectrum. The couplers provide
no protection against unwanted frequencies.

lsection 3
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4,. Longitudinal Unbalance, The isolation transformer providesexcellent protection against any defects in the customer's
equipment or installation that could cause unbalance on theuser loop and consequent hazard of cross talk and noise,

4. Improper Network Control Signaling. The subject of network-control signaling and the consequences of improper controlare dealt with in some detail in Section 4, In this
section, conclusions are reached as to the effectivenessof the current carrier-provided interface arrangements in
preventing improper network-control signaling.
The degree of protection afforded to customer-generatednetwork-control signals is minimal, DC isolation isindeed provided between the customer's equipment and the
loop, but since signals are usually merely repeated, thereis no protection against dial-pulse speed variation, make-break ratio (in most cases), or repetitive dialing from a
malfunctioning auto~calling device. In certain cases,particularly with relays that repeat dial pulses, the
coupling device can, in fact, degrade the dial pulsesby inferior timing characteristics of the relay. Inanother instance, the dial repeating function in one ofthe protective devices was less tolerant to dial pulsevariation than if no protective device were used. Inthis latter case, AT&T is redesigning the unit.

IDENTIFIED ISSUES

Reliability
The protective arrangement or coupler introduce another electronicbox into the system. What are the chances of failure occurring in a couplerwith an attendant reduction in reliability? The answer, of course, dependson the complexity and soundness of design of the coupler. In the verysimplest type of voice coupler, several solid-state diodes and an isolationtransformer are all that is involved, Since all elements are solid-state,life under normal operating conditions is indefinitely long. Transformer-insulation failure at telephone-line voltage is extremely rare unless thequality of the insulation is initially poor,
At the next higher level of coupler complexity, the diodes arereplaced by amplifiers and an ACC circuit with power supply. Additionalresistors, capacitors, transistors, and diodes are introduced. Undernormal conditions, the life of this sort of coupler should be comparableto the life of the attachment. Certain of these couplers use relays for
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dial-pulse repeating. Relays are notably poorer in reliability than
solid-state devices and can, therefore, be expected to have a somewhat
higher, but still acceptable, failure rate.

Redundancy

Redundancy, for purposes of this discussion, means that essential
functions are duplicated in the coupler and in the devices attached to it
and the requirement for protection, in many cases, can cause such a
redundant condition. For example, redundancy occurs in some of the
couplers provided for use with PBX's. In these cases, all functions of the
coupler are repeated within the PBX itself from transformer isolation to
regeneration of subset dial pulses which themselves may meet the dial
criteria.

One approach would be to delete the redundant features from the
user equipment designed for interconnection to the common carrier network.
A manufacturer, on the other hand, would then be required to supply two
types of equipment -- one to interface with the carrier provided coupling
unit and another where a coupler is not required. Another approach would
be to allow interconnection under the provisions of a Certification
Program. 2

a

Transparency

Ideally, the protective device should be "transparent"; that is,its presence should have no effect upon normal system functions. In this
connection, the present coupling units are not transparent in that they do
not pass DC due to the transformer provided for line balance,

"Transparency" has another, and somewhat different, meaning to
the designer of equipment attached to the telephone network, The ideal
protective device to him is one that does not require that he make design
changes in his equipment. For example, the AT&T CDH coupler for PBX's
presents a manufacturer of PBX's witha ten-terminal interface, whereas a
PBX is designed for a two-terminal connection direct to the carrier's
line.

Certainly, the greater the transparency of the protective device,
the fewer the problems presented to the designer and manufacturer of
terminal equipment. As with the redundancy case, transparency can be
improved by cooperative action by the carrier and the supplier of
attachments to produce improved couplers or by incorporating the protection
into a unit built under an enforced certification program.

2section 6
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Availability
Certain types of protective devices are said not to be available.

AT&T states that the most frequently required types are available and the
carrier is proceeding with the development of other varieties, They further
state that the suddenness of the tariff filing created problems with regard
to the supply of protective devices. A mimimum number of types were ready
for distribution at the time of, and shortly after, the filing. Nevertheless,
a number of users have complained about lack of availability of announced
units. Some have complained that, due to the difficulty in defining ali
protective requirements in advance, design and production of devices by
the carrier could unduly delay installation of systems. There is also
concern on the part of manufacturers that their desire and ability to
innovate will be limited by the decisions of the carriers. At this time,
availability is further complicated by a lack of a firm interpretation of
tariff language. A lack of uniform interpretation among the many telephone
companies and the various state Public Service Commissions is also a factor.

Power Supply Dependence

Protective arrangements (above the simplest level) require a source
of power and typically commercial AC power is used. In the event of a
power-line failure, therefore, the protective arrangement becomes inoperative.
Communications within the customer's site can continue if the customer has

resolved and, fortunately, many solutions exist. Automatic means for
bypassing the coupler in the event of an emergency is one possiblity. The
problem disappears, of course, if the protection is incorporated into the
design of the user's equipment.

Glare

"Glare" is a condition that occurs on trunks or lines when the
circuit is seized at both ends at, or nearly at, the same time (or during
what is called the "unguarded interval"), When this happens, the switching
machines at each end of the circuit are confused, each fruitlessly waiting
for an answer from the other end. Early-type protective couplers were
designed to a 1.5 second unguarded interval. The addition of this coupler
introduced a three-fold increase in potential glare with customer-provided
PBX's over normal operation. However, a field change order for all CDH units,
which reduces their unguarded interval from 1.5 to .5 seconds, has been
issued. The risks of glare with this change are no different with the
protective coupler and user-provided PBX equipment than that with
carrier-provided PBX' s. The increase in glare incurred by the addition of
the protective arrangement would, therefore, appear to be a minimal
problem at this stage,

-~45 -

Transmission Degradation

Although the ideal protective arrangement should be without loss,
coupler losses amounting to 2 db to 3 db are practically achieved. Normal
variations of attenuation in the received signal of the line can vary over
10'sof dB's due to differences of loop length and other circuit variables.
Therefore, losses induced by the coupler are small compared to normal
circuit variations. There is usually no problem in compensating for this
additional loss. Most modems and other attachments have adjustments or
taps by which these losses may be fully compensated.

Packaging

The carrier-supplied protective device now appears as a separate
entity in its own cabinet or box. While clean-cut from the carrier's
point of view, it represents to the user just another box that has to be
put somewhere. Presently, the protective device cannot be physically
located in the customer's equipment, although the carrier indicates it is
willing to discuss this issue.

Integrated Protection
3.Assuming a Certification Program~ to allow direct connection between

carrier and users, the following are some factors involved in the inclusion
of the protective arrangement within the equipment cabinet.

1. Redundancies can be removed in various ways;
A manufac-one way is through repackaging.

turer, having complete control over both
the protective device and his own attach-
ment, will tend to eliminate all redundancies
in order to get the best cost advantage.

2. There may be small maintenance advantages. An
interface of two wires is easier to maintain than
the interface of eight or more wires of the more
complex couplers.

3. There are fewer hardware variations. Manufacturers
of the user's equipment will build the protective
arrangement from the same hardware building blocks
that are used in the rest of this equipment. The
number of types of spare assemblies needed for
maintenance is consequently reduced.

3section 6

provided emergency power for his own equipment, but communications with the
outside world, where it is most needed, is cut off. This problem can be
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4. The appearance of the installation is enhanced
if there is one less box to contend with. The
space occupied by the protective arrangement
within the user equipment should be considerably
less than as a free-standing box, The sharing
of common facilities (power supplies, framework,
etc.) will contribute to the better packaging
efficiency.

5. No conclusions can be drawn with regard to
manufacturing-cost advantages, It appears
that a large-volume manufacturer would have
a manufacturing-cost advantage through
elimination of redundancies and the sharing of
common facilities (as discussed in 1 and 3).

6. A built-in protective device has greater potential
for mobility where that feature is important.
Carrier-supplied protective devices would other-
wise be required at each point of use of the
portable attachment.

PROTECTION AT THE TELEPHONE CENTRAL OFFICE

This section discusses the feasibility of transferring the
protection function to the telephone central office itself. A

Perhaps the most significant observation to make about providing
protection in the central office compared to protection of the customer's
station is that no protection can be provided in the central office for
certain effects. Protection at the central office cannot affect high-level
signals that cause cross talk in exchange cables, high voltages that may
be hazardous to those working on the loops, or unbalance which destroys the
inherent balance of cables. Protection in the central office could, in
principle, prevent excessive levels on carrier systems in the trunk plant.
Present central-office designs, however, do not provide facilities to
limit signals to the levels required to prevent overloading carrier systems
or to prevent cross talk in loops or on voice-frequency intertrunks. In
any case, such facilities, if provided, would also have to be provided on
a per-loop basis or switched into service as required. At this writing,
the Panel does not have enough information to make recommendations.

OTHER PROPOSED PROTECTION ARRANGEMENTS

Although the present coupling arrangements provide an acceptable
way of providing protection from the hazards discussed in Sections 3 and 4,
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there may well be other and better ways of accomplishing it. An approach
proposed by one manufacturer provides partial protection, The exact
nature of the protective deyice, which uses solid-state elements, is not
disclosed by the manufacturer, Its virtue is apparently low cost, The
device does not use transformer isolation, yet appears to guard against
hazardous voltages and out-of-limit signals. The protection, however,is not complete in that capacitive unbalance can still exist.

CONCLUSTONS

The need for some forms of protection is well established. The
questions are: How much? Where? and In what form? Clearly, there must be
protection against harmful voltages, excessive signal amplitudes and
longitudinal unbalance introduced by attached equipment. We draw the
following conclusions: ;

1. Existing carrier-provided protective devices are indeed
effective in providing protection for hazardous voltages,
excessive signal amplitudes, and longitudinal unbalance
from users.

2. Existing carrier-provided protective devices provide, on the
whole, minimal protection against faulty network control
and signaling.

3. protective device obviously introduces another potential
point of failure, Reliability of the protective devices
under normal operating conditions, however, should be
comparable to the attachment and should, therefore, present
no great concern,

4, There are redundancies between the functions of the protective
devices and those of certain user-provided equipments; e.g.,
PBX's.

5. Carrier-provided couplers are not inherently transparent,
6. The present dependence of some couplers on commercial poweris a significant and probably unnecessary disadvantage.
7. Protective arrangements do not contribute to any significant

performance degradation, Increase in glare is minimal.
Transmission loss is a small effect.

8, Central-office protection cannot provide the same degree
of protection as customer-site protection.
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CERTIFICATION PROGRAM

49

Certification procedures in the interest of safety are customary
in areas where safety to personnel and equipment depends critically upon
engineering design, installation, maintenance and inspection, The Federal
Aviation Agency regulates private flying under such a program, The Federal
Communications Commission regulates the operation of radio and television
broadcasting stations through the issuing of station and personnel licenses.
A certification of satisfactory inspection by an inspector, who is himself
certified as competent, is required before an electric power utility will
permit the connection of its power lines to a new home, office building
or factory. There are other familiar examples in which certification procedures
are in daily operation.

It is natural to inquire whether similar procedures can be applied
to the interconnection of user-owned equipment with the telephone network.
The Panel has studied this question and has concluded that:

ALTHOUGH EACH TELEPHONE
INSTALLATION IS, TO SOME
EXTENT, CUSTOMIZED BECAUSE
OF DIFFERENCES IN LOOP AND
SWITCH CHARACTERISTICS,
NEVERTHELESS, THERE IS
SUFFICIENT COMMONALITY TO
ALLOW STANDARDIZATION

THE PANEL CONCLUDES THAT
THE STATE OF KNOWLEDGE AS
TO THE CHARACTERISTICS OF
THE TELEPHONE PLANT AND
THE DEMONSTRATED CAPABILITY
OF REPUTABLE MANUFACTURERS
AND USERS WILL ALLOW THE
DEVELOPMENT AND CAREFULLY
PHASED-IN IMPLEMENTATION
OF A CERTIFICATION PROGRAM

A successful certification program for telephone interconnection
must be made up of three principal functions. These cover the areas of:

(a) Standards development

(b) Equipment certification
(c) Certification of installation and maintenance
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STANDARDS

No certification program, whether it be for equipment or for
In the case of telephone interconnection, standards must be developed tocoyer certification for installation and maintenance of equipment andfacilities, as well as for equipment manufacture, since all of these
combine to determine the net effectiveness of the program.

seryices, will work unless proper standards have been established.

The standards, as defined for. this.effort, cover those factors
relating t0 22d to personnel safety,protection of the telephone network

These limited performance and safety standards would not guaranteethe performance that the use of user-owned and maintained equipment would
receive, Programs for this area could be developed, However, they are notwithin the realm of this study, which is limited to the technical issues that
have evolved from the Carterphone decision.

Since enforcement will require that the standards be referred toin the tariffs, final authority for the entire program should remain withthe governmental agency having jurisdiction over the tariffs.

Standards Development

A standards-development program requires the resources of a
qualified standards organization to provide coordination, structural
guidance, and staff services to those writing standards. Such organizationsexist within both the private sector and government. In addition, a standards-
development program in this area requires the work of knowledgeable peoplewith sufficient training and experience in the design, manufacture, installa-tion, operation, and maintenance of modern complex communication equipmentand systems. Without this depth of practical technical knowledge, the
resulting standards will fall short of the requirements for a workablecertification program. The technical expertise in this area resides with
the carriers, users, and manufacturers, and these must all be involvedin this program. In this connection, several organizations representingsuch expertise are now active in the United States in the preparation of
Standards for communication equipment, systems, and interfaces. They can
contribute knowledge and experience toward the establishment of the
program being considered,

Assuming federal government participation in the establishment
and conduct of standards-development activity for telephone-interconnectioncertification programs, this participation should take several forms:

(a) Establish the line of authority that gives weight
to the enforcement of the standards. Cooperation
between federal and state governments will be most
important in this area.
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(b) As a large user of communications facilities
and services, it should participate in the
committees developing new standards,

(c) Establish priorities and schedules to
ensure that an orderly and expeditious
development program proceeds,

Development of proper standards will take time. Even with
qualified personnel working on their preparation, some standards have
required more than a year before agreement could be achieved. If the
program is recognized to be sufficiently urgent, the time required for
development will be shortened, The importance of each standard
influences the manner in which necessary qualified personnel are madeavailable and the willingness of affected organizations to work out
compromise agreements, and this, in turn, determines the time needed toarrive at an approved standard, In the opinion of the Panel such a
standardization program can be successfully implemented.

EQUIPMENT CERTIFICATION

In addition to standards, procedures must be established and
enforced to ensure that equipment meets those standards. The degree of
inspection performed as a part of equipment certification determines the
probability that the equipment will meet the standards.

An enforced equipment-certification program requires not only anevaluation of equipment samples but evaluation of the manufacturingorganization to establish that procedures for quality of component
procurement, manufacturing, testing, personnel training, and qualitycontrol ensure that there is a consistency of production quality.

In setting up an enforced certification program, overall
organization responsibilities and relationships, therefore, need to be
considered. One approach involves separating central management and
administration of the certification and standards program from the day-to-dayoperation of test and inspection facilities. A central managementorganization might be continuously responsible to the government agencygranting its authority. At the same time, performance of equipment testingand manufacturer inspection could be handled by government facilities or by
many competing firms looking for more cost-effective methods of performingtheir tasks, There are a number of independent test laboratory
companies in the United States today.
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Certification of Installation and Maintenance

After a user obtains his certified terminals or other equipment,he must assume responsibility for their operation. As discussed earlierin this report, it is essential that the equipment be installed and
connected to the telephone facilities correctly, and it must be maintainedin a way which will not cause future harm to the telephone network. A
complete certification program must, therefore, cover installation and
maintenance, as well as manufacture, of the user-owned equipment.

An installation~ and maintenance-certification program mustinclude standards for, and inspection of, the equipment connection to each
telephone line. In addition, consideration must be given to the
qualifications and responsibility of the personnel who do the work.
Minimim standard requirements will specify whether a given individualis authorized to carry out installation and maintenance of the equipmentand to certify that the work has been properly completed.

A certification program for installation and maintenance would
require that testing and licensing procedures be specified. In this case,licensing would follow examination under rules developed in the standards
program with every license certificate endorsed to indicate its
applicability to equipment of one or more classes.

The procedure for installing user-owned equipment will requireclose cooperation with telephone company personnel, since each case will
require some degree of customer adjusting or fitting. This cooperativeaction will need to be recognized in a standard through the establishment
of guideline procedures for installation and checkout.

In its simplest form, installation and maintenance certification
would apply to a protective coupling unit designed to prevent harm to the
public telephone network, If the protective features are not in a
separate unit, but are incorporated into the user's equipment, then these
procedures must apply to pertinent parts of equipment and facilities in the
user system connected to the telephone line.

Inspection at the time of installation will not certify theinstalled user equipment indefinitely. Periodic inspection with appropriatedocumentation by licensed personnel must also be required by the standardsfor installation and maintenance.

Another area requiring careful consideration is the certification
of equipment for resale to a second user. After connection and use at one
installation and subsequent removal, it must be serviced and inspected byauthorized personnel before it can be sold to a second user.
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Maintenance requirements will include both routine and emergencyservice of the user's equipment. The correct type of routine or preventivemaintenance can protect the network by preventing trouble before it Starts.After trouble has been obseryed or suspected, optimm methods for faultisolation will help greatly in reducing the time needed to correct thetrouble and to return the system to satisfactory operation, Responsibility

A maintenance organization, in order to secure certification

exceeds minimum standard requirements,

PHASE-IN PROGRAM

U.S. carrier interconnection of large-scale organizations -- such as "right-of-wayrt companies. However, this experience is limited in scale relativeto the overall telephone plant, and detailed data on the degree and specificsof this interconnection was not gathered. The past experience has been withlarge and technically capable organizations. There is no such equivalentexperience with the larger-volume/smaller-user type of customer on a directinterconnection basis. As a matter of fact, since this whole area is sonew, there is no large-scale experience of interconnection using thecarrier-supplied connecting arrangements. As discussed earlier in thisreport, those elements are also new, relatively untried, and already somedeficiencies are evident. All this leads to the caution that if a programfor direct interconnection by the customer via a certification program isbe carried out, it should be done carefully and in a way planned tominimize risk to the success of the program. This program must be set up togather data to provide feedback to the Standards organization for furtherdevelopment of the program.

be certified, The equipment manufacturers and users are already fami liar withtelephone practices. This application would not represent a significant volumeimpact, so that if errors are made and lessons are learned they can beremedied, Following this, the next most widespread area can develop (probablydata terminals), and then proceed to the remainder of the field. It mustbe emphasized that the development of the certification program for bothequipment and personnel must proceed apace,
A number of installations, primarily the "right-of-way" companies,
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are presently directly interconnected with the carrier system, Over a
period of time, these existing interconnections should be certified or
access arrangements used, The Panel has not investigated a schedule
for this, but it could be considered as an element in the overall
certification program.

and duties of those on each side of the common carrier-user interfacebe spelled out in sufficient detail, must

SELF-CERTIFICATION

If a user~manufacturer sets up his own program for equipmentcertification and verifies that he, in fact, meets all the stated require-
ments of a producer of specific products, and that the finished product
has been installed and inspected according to published standards, the
resulting program would be called self-certification.

should carry the
other material needed for service of the equipment, Training programs

necessary stock of replacement units Spare parts, and
for service personnel should also be implemented in a way that meets or

Limited self-certification has proved to be satisfactory in several
areas. The FCC requires that manufacturers of radio transmitting equipment
mark all such products in a way that certifies that particular standards
are met. Although the units are not tested by a third party, provision is
made for monitoring in case of interference and inspection when required.
In a similar way, the U.S. Coast Guard requires that standards be met in the
manufacture of equipment and accessories for small craft used in specified
areas, Again, the manufacturers' own certification is sufficient. However,
annual inspection of small craft equipment is required.

In the Applicable Experience Section (Section 8) of thiswe point out that there has been considerable successful experience of
report

An enforced certification program formally separates the
responsibility for inspection from the manufacturing, distributing, and
using organizations that have a direct financial involvement in the
outcome. In the case of direct electrical interconnection where
intractable harm can be done, it is the considered opinion of the
Panel that this risk cannot be avoided by self-certification. This
is particularly so in the case where a large group of small users withlittle technical knowledge might buy lower-quality equipments (new or
used) and cause serious harm to the rest of the using community. Faults
in equipment quality, installation, maintenance, and operating procedureswill have a high likelihood of occurrence in the absence of the controls
of an enforced certification program,

to

Therefore, the Panel feels that as aconfigurations involving smaller numbers of installations (such as PBX)
first step of implementation >

Responsibilityshould be certified. ready technical base of servicemen exists, which couldA

It was pointed out that the allocation of responsibility for
protection of personnel, equipment, and service is important to the
success of a certification program,

At present the carriers are responsible for the safety of their
personnel, equipment,and the services they provide, and the regulatory
agencies (both federal and state) exert authority over these carriers,
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The widespread interconnection of user-owned terminals and systems,without isolating protective interface devices (which assign responsibilityto the carriers), would cause the dispersal of responsibility for service
to include, in addition to the carriers, one or more of the following:

(a) Users who own their own equipment

(b) Manufacturers who assure that standards are met

(c) Those who prepare standards

(d) Those who test or certify products

(e) The source of certifying authority
() Those who certify the competence of individuals

or organizations for installation and maintenance

(g) Inspectors

(h) Commission (directly, in contrast to present
back-up responsibility) for system design

The Panel also believes that any significant dispersal of responsi-bility for service and cost would ultimately jeopardize the performance of
-the telephone network, The Panel also believes that this can be prevented
by so structuring a program of standards and certification that the final
authority for each segment of the program rests with the federal regulatorycommission having jurisdiction over the carriers.

Installation and maintenance work will usually be performed at the
request or direction of the user. The user therefore should be required to

The Panel believes that the vast majority of users will accept such responsi-bility if care is taken to be certain that each one is aware of the rules
and limitations. Users who wish to interconnect directly with the network
should be required, in the process of applying for such privilege, to
affirm their acceptance and understanding of the provisions of the tariffs
governing such interconnection. If the evidence of such awareness is pro-vided in the form of an application for service, then the carriers and the
commissions will have the necessary tools and authority to deal with
problems on a case-by-case basis.

The question of jurisdiction among the several commissions, federal
and state, must be considered, Equipment manufacturers cannot deal with a
multiplicity of standards, and centralized authority is thus essential.
Minimum standards for the certification of servicemen will be a paralleleffort with the setting of standards for equipment, and the same uniformity
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is needed. Nationwide service considerations would seem to requirethat practices be uniform, or nearly so, and certainly, certified equip-
ment will be shipped from state-to-state. To retain the greatest practi-
cable degree of centralized responsibility, the Panel recommends, therefore,that all standards and certifying organizations cooperating in the program
derive their authority from the same federal regulatory agency having
jurisdiction over the services of the common carrier. The tariffs would
contain the provisions governing interconnections.

costs

The Panel has been requested to consider the
technical aspects of interconnection with the telephone network, and of
making recommendations on the basis of those considerations. At this
time there is no available cost-data base for analysis. Nevertheless,
every technical conclusion is associated with costs, and some general
comments in this area would be worthwhile.

Many of the presentations made to this Panel have included
protestations that this or that solution entailed an unnecessary cost
burden, Consideration of any one cost by itself is easily transformed
into a debate about who should bear the cost, or of how costs should be
distributed among users and suppliers of telephone service. Such a
debate is beyond the scope of the assignment given to this Panel.

What matters is that all costs that result from interconnection
be recognized, and that they be held to a level that is reasonable in
relation to the benefits expected to follow. While the directly
connected user will have expenses for equipment purchase, installation
and maintenance, the carriers will also have costs associated with direct
connection, These will be primarily associated with changed maintenance
and installation procedures and administrative tasks.

acknowledge his responsibility for abiding by rules he understands.

The apparent waste involved in requiring the use of
protective interface devices in all cases, may be offset more or less by
the reduction or elimination of other costs that are less visible,
but just as real. The overall standardization-certification programwill also entail costs. In this connection, a figure of $1,000 has been
suggested for test and evaluation of the production run for one manufacturer's
small product. Final figures will depend upon volume as well as details of
the equipment configuration.

It should be noted that the whole subject of rates has been
outside the scope of this Panel's consideration. Nevertheless, rates are
basic to this entire issue, as they will determine the degree of interest
among users in any interconnection method beyond that presently
authorized by the tariffs. Since there is as yet no experience with



direct interconnection, no conclusions in the area of rates are possible.

CONCLUSIONS

(a) The establishment of standards and the enforced
certification of user-supplied equipment and
personnel form an acceptable way of ensuring
network protection,

(b) Authority for a nationwide certification program
should reside with a federal regulatory agency
responsible for the tariffs,

(c) A carefully planned and timed step-by-step
effort is necessary to ensure the successful
implementation of a certification program.

(d) Self-certification by manufacturers or userswill not ensure an acceptable degree of
protection,

SECTION 756

INNOVATION

INTRODUCTION

For the purpose of this section, the term "innovation" will be
taken to mean the introduction and use of new equipment, new uses of
equipment, or new services, We are not concerned here with inventions
or ideas per se, but rather with the ability to put inventions or ideas
to practical use by the telephone companies or those who wish to
interconnect.

The principal consideration here is interconnection with the
Direct Distance Dial (DDD) network, although some of what is discussed is
obviously applicable to the question of interconnection with private lines
as well,

The impact of innovation has not been. presented as a major issue
before the Panel, but some concerns have been expressed. It is clear that
many of those concerns are the result of interconnection itself and the
fact that interconnecting parties and the carriers will have to cooperatein some way to reach solutions to problems when their interests do not
coincide. The amount and kind of protection required for the network
and the method of providing it tend to change the nature and degree of
the problems, but do not solve them. Few, if any, of the problems are
entirely technical in nature, although technical factors should be
considered in any policy decision.

Although the discussions before the Panel have been addressed
primarily to problems that might limit innovation, it seems clear that
interconnection will have a positive influence on innovation in some cases.
The Panel has made no systematic attempt to survey new technology and
potential new developments. For our purposes, the material presented to
the Panel in response to our inquiries seems adequate. For this reason, the
references to new technology and new developments cited below should be
considered only as examples of things that are reasonably well understood
and which may have some impact in the not too distant future.

The incentive to innoyate is usually economic, either directly
or indirectly, whether it be to provide an existing service at lower cost
or to provide a new service, The increasing dependence of the business
community on communications in a yariety of forms will provide ampleincentive for continuing innoyation in an era in which technology is
likely to adyance rapidly,

-57
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New Switching Systems

The moye toward all-digital transmission in the long-distance
plant will lead also to the switching of signals in digital form. Such
switching already exists in special networks like that of Western Union.
Since such a switch looks essentially like another digital-transmissionlink, it would have no additional effect on the criteria for interconnection.

In the local or exchange switching plant, the desire to go to solid-
state electronic crosspoints in the switching network has been thwarted
somewhat because of the need to pass the high voltages required for ringingthe telephone, This is one example of a situation in which the system balance
may change with integrated electronics. It may be that by putting a tone
ringer and perhaps tone transmission of off-hook/on-hook signals in the
telephone, even at added expense, the resulting impact on the local office,
which might then make extensive use of electronics in the switching path,
would more than offset the additional costs, if any, in the telephone.
Such tradeoffs could, of course, have a significant impact on inter-
connection and the interface between user-owned and carrier-owned facilities.

New Signaling Systems

Currently, signaling in the DDD toll plant includes the use of
a 2,600 Hz tone to indicate the busy or idle status of trunks. The tariff
criteria are set up'to protect this 2,600 Hz signaling system. The future
direction of signaling appears to be toward systems that are separate from
the voice-band path. Hence, with such systems, the protection of 2,600 Hzwill no longer be necessary, but because of the very widespread use of the
present system, it will be a significant factor for years to come.

NEW SERVICES

PICTUREPHONE

The Bell System has conducted trials of a switched see-while-you-talk service called PICTUREPHONE and has announced that a commercial service
offering will.be made in 1970. It has also advised the Panel that inter-
connection arrangements will be available at, or soon after, the introduc-tion of the service,

This service will have, in addition to the normal audio pair inthe loop, two pairs of wire for the video (one for each direction), with a
transmission capability approaching 1 MHz. In the digital toll transmissionplant, the yoice and yideo will be multiplexed on a 6.4 MB/s bit stream.
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The system clearly has capability for high-speed data.

Since the interconnection arrangements haye not been announced,the Panel has no basis on which to make detailed comments, One observation,
however, can be made. The audio pair is used for network-control signaling,The question of interconnection to the two video pairs should then be
limited, in the technical sense, totransmission and physical-protectioncriteria,

DATA~PHONE 50

The Bell System has recently begun a 50 kilobit service called
DATA-PHONE 50. No provisions have been made for interconnection and a
few parties have suggested that interconnection be allowed. Although the
Panel has not studied the characteristics of this service, it sees no
technical reason why interconnection should not be permitted, consistent
with the final decisions regarding interconnection for voice-band circuits.
The use of this service will likely be primarily for computer-to-computerdata transmission in load-leveling, national data banks, national network
access for remote access users, etc. It will be desired to incorporate into
computer communication hardware all automatic functions as opposed to
manual functions most used today in voice-band data transmission.

OTHER NEW SERVICES

Other new services are likely to be offered in a way and form that
can only be estimated at this time and which will depend not only on
technical factors but also on actions by regulatory agencies. The
offerings of the types recently proposed by MCI and the DATRAN service are
examples. We have grouped such services under the general heading of
customized common carriers, They will, in general, we believe, aim their
offerings at the business community and perhaps especially at users of data
services, where the rate of innovation will be high. In this connection, we
observe that, from a technical point of view, many of them will depend on
interconnection with the common carrier.

POTENTIAL RESTRICTIONS TO INNOVATION

Problems of Information Transfer

The need for more information to be exchanged between suppliers
and users on the one hand and the carriers on the other was evident in the



- 62 -

presentations before the Panel. Users suggested arrangements to the Panel
that the Bell System had already provided for, but about which the user
was unaware. Other cases came up in which the Bell System stated its intent
to the Panel to provide for connecting arrangements, but that intent was
unknown to suppliers and potential users, Regardless of the procedures
finally adopted for providing protection to the network, whether by
interface boxes, by standards, or some other arrangement, some method
should be worked out to allow for better interchange of information. Some
of this will come naturally with time as all parties gain experience with
interconnection, but the problem will remain to some degree, Further, it is
evident to the Panel that many customer systems have or will have terminal
points in independent companies, as well as Bell System territory, and
better communication with the Bell System is not sufficient. This issue
will be addressed further in Section 9.

Questions of Timing

Perhaps the most significant question of timing is that of the
response time of carriers to new user requirements. Users have found that
rrangements that are nominally available are not actually readily available
in all Bell System companies when they want them and not available at all in
some independent companies. This is inevitable in the initial stages of a
change as significant as interconnection. Nevertheless, many people feel
that the carriers will not be able to respond rapidly enough with new
protective arrangements and that they could innovate faster if they
'included the protection in their terminals. They could then make it
available on their equipment regardless of the location or company.

A second question of timing has to do with the changes in the
carriers' system that might make user equipment obsolete. The Bell System
has expressed concern that if a user has just purchased new equipment, he
will be reluctant to accept a change in the telephone system that would
require substantial change in his equipment.

Several users, especially those in fast-moving fields like
computer communications and those who have historically interconnected
with the carriers' private lines, suggest that the rate of innovation in
the DDD network will pose no problem to them,

Questions of Cost

An important cost question from the suppliers point of view is the
cost of a new connection arrangement for some new service or use he may want
to offer, If he included the protection in his own design, he would be able
to determine the total cost himself, If he must wait for a carrier tariff,
the total cost of his service will be uncertain until the tariff is filed.

- 63 -

Another criticism of the present arrangement is that suppliers
fear that the carriers can compete unfairly because, in their opinion,
the added protective box makes customer-owned systems more expensive and
less reliable than comparable carrier-owned systems. The Panel.
recognizes that the question of actual overall cost is a complex one and
has made no eyaluation of costs, including those of administration, etc.,
as they relate to different approaches. Section 6 discusses some of the
general cost tradeoff areas in greater detail,

Restriction of Use

Present connection arrangements are on a per line basis and are
tailored to a specific terminating arrangement. Some users may want to use
a line for one purpose at one time (e.g., during the day) and something else
at another time (e.g., during the night). This argues, in their opinion,
for an arrangement that is physically a part of the terminal rather than
the line. The Bell System has agreed that this may be possible using
carrier-owned protective devices integrated into the customer
equipment.

In a different vein, the carriers point to a potential use of
characteristics of specific designs in the network that are incidental to
its normal use and that may be different in subsequent generations of
equipment, An interconnecting arzangement that takes advantage of such
arrangements may unknowingly be made obsolete by new designs. An example
brought before the Panel involved the use of single tones produced by
pressing two touch-tone buttons simultaneously. The new integrated
circuit version of the touch-tone generator does not produce the single
tone since that feature was only incidental to the original design.

SUMMARY OF ISSUES AND CONCLUSIONS

The carriers have said that widespread interconnection will tend
to impede innovation in the network, because, among other things, users will
tend to oppose changes by the carriers that make the users' equipment
obsolete or require it to be modified. They have also said that direct
interconnection without carrier-owned interconnecting arrangement will
further impede their innovation because it removes the carrier-controlled
buffer with known characteristics between the network and the interconnected
equipment,

Some users, especially the large ones and those in fast-moving
fields such as computer time-sharing, have expressed the opinion that, with
the necessarily deliberate rate of innovation expected in the network, there
will be no major problems in keeping up with network innovation. They do
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not agree with the carriers' concerns regarding the need for a carrier-

Some suppliers of equipment and services have expressed the
opinion that the presence of the carrier-owned interconnecting arrangementwill impede innovation on the user side of the interface, where the goalis to optimize the users' system or use of equipment. Further, and perhapsmore importantly, they question the ability of the carrier to respond rapidlyenough to new situations in which new interconnection arrangements are
required,

While data on which to base conclusions are limited, it is
the opinion of the Panel that:

1. The advent of widespread interconnection itself,
regardless of how it is implemented and controlled,
may indeed have some effect on the rate of innova-tion by carriers, suppliers, and users. In some
cases, it may impede innovation in the network and,in other. cases, it could conceivably promote innovation
because of the pressures of demand from users. Itwill certainly tend to increase the rate of
innovation by suppliers and users.

2. The introduction of a certification program fordirect interconnection will not significantlyrestrict carrier innovation if there is effective
information exchange between carriers, suppliers,
and users. On the other hand, the suppliers and
users will have more freedom to innovate.

3. On balance, under the certification program,innovation in the overall system by carriers and
users of interconnected equipment is likely to
increase.

SECTION 8

APPLICABLE RXPERLENCEcontrolled buffer,

COMMON-CARRIER APPLICABLE EXPERIENCE

The common carriers haye had extensive experience with inter-
connection between carrier systems and with non-carrier user-owned
and user-maintained equipment and systems.

Interconnecting with Each Other

Communications carriers are extensively interconnected with each
other, There are approximately 1,900 csindependent telephone systems
connected with the Bell System. The Western Union Telegraph Company is
interconnected with the Bell System and many of the independent telephone
companies. The international communications carriers, including COMSAT,
are interconnected with the Bell System. The Bell System, the international
carriers, and COMSAT are interconnected with foreign carriers.

These interconnections are all arranged on a contractual basis
with standardized interface arrangements developed by extensive inter-
carrier committees and consultative groups. The Federal Communications
Commission and forty-nine state regulatory commissions act as referees,
or courts of appeal, if difficulties arise over the interconnection
interface. However, the fifty or more years of experience the telephone
industry has had in arranging interconnections from simple interfaces
involving manual plug and jack telephone switchboard to the complex
automatic systems providing for nationwide (and now international) Direct
Distance Dialing (DDD) have resulted in a surprisingly small number of
appeals to these commissions, Design procedures and the authority for
interconnection haye abeen formalized between the carriers and the regulatory
commissions, such that these practices are well established and
thoroughly understood throughout the telecommunications industry.

Equipment standards and practices are based on voluminous docu-
mentation prepared by joint industry committees. Equipments and practices
developed by the Western Electric Company are widely used "standards" of
reference throughout the industry and many manufacturers substantially
duplicate this equipment for use by the independent telephone companies.

Standards for maintenance and repair and standard practices for
installation and preyentive maintenance have been established by the
industry through experience with extensive analysis of equipment failures
and faults. Technical equipment and system innovation promoted by both
the carriers and the manufacturers of communications equipment is pursued on
an industry-wide basis, with extensive consultation through the many joint
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committees between the Bell System and the independent carriers. New
services, when requiring new technical equipment, system practices,
transmission standards, etc., are developed jointly between the AT&T and
the independent companies, After new services have been tested
experimentally, standard operating procedures, inter-company tariff
agreements, and reyenue-sharing arrangements are established.

The assignment of cost burdens between the several carriers
is established on the basis of the current separations formulas, or
through negotiation and action with the responsible regulatory commissions.

The experience of inter-carrier interconnection arrangements has
applicability to the present study to the extent that two organizations
operating on the opposite side of an interconnection interface can perform
successfully when both operate to compatible or the same standards and
are technically and operationally qualified, and when both are similarly
motivated to provide efficient, economical service with minimum disrup-
tion due to interconnection difficulties. Common regulatory authority
assures a degree of common motivation of all telephone carriers.

Non-Carrier Interconnéctions

There has been experience with a very considerable number of
non-carrier interconnection arrangements. The largest of these users
are the United States Government agencies, particularly the Department
of Defense, which, for many years, has made extensive use of common-
carrier systems, often providing its own terminal equipment, including
PBX's, Another class of users has been the so-called right-of-way
organizations (railroads, pipelines, electric utilities) who have operatedtheir own communications systems with varying degrees of interconnection
with the telephone carriers. Aeronautical Radio Incorporated (ARINC),
serving the air-transport industry, has operated an extensive network and
many localized interconnection arrangements. Most of these are on an
allocated circuit (leased-line) basis, but there has been some use of
interconnection with the switched network, theoretically only on an
emergency basis.

User systems are designed, in most cases, with extensive consul-
tation with the carrier involved and often with installation of test
equipment and practices to protect the network,

In many cases in the past, the equipment employed has been
Western Electric-manufactured or manufactured by other concerns on the
basis of Western Electric's specifications and designs, Currently,
equipment is being manufactured in accordance with accepted national or
international standards by competent manufacturers and many satisfactoryinterface arrangements have resulted.

In most cases, the organizations concerned are adequately competent
technically and motivated to maintain equipment to high standards of
performance, and interconnection problems have been manageable.
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There is applicability to the present study in these non-carrier
interconnection arrangements, both from the standpoint that several have
been highly successful and trouble-free, while others have resulted in
troubles, Both of these cases
in this section.

will be. discussed in greater detail later

The right-of-way companies, to which might be added ARINC, have
had extensive experience using carrier circuits as part of their systems,
In many cases, these right-of-way companies own and operate private
communications systems (microwave relays being the most important, but
other systems are also included) which serve their principal operationallocations. These locations include railroad switchyards and terminals,
pipeline pumping stations and control centers, utility generating and
distribution systems, substations, and other installations, In the
case of ARINC, circuits are used to interconnect transmitter and receiver
or transceiver sites with communications and control centers.

Much of the equipment used by the right-of-way and similar utility
companies has been developed and procured in accordance with specifications
or practices developed by carriers or manufacturers who are skilled in
providing equipment for the telephone utilities. Interface problems have
developed from time to time, but these are generally worked out amicably
between the user and the carrier with satisfactory settlement of areas of
responsibility.

One submission by such a user summarizes its experience with inter-
connection. It has nearly 500 unattended stations controlled over Bell
System circuits by operating centers sometimes located several hundred miles
away. The user also has an Electronic Switching System interconnected with
over 800 Bell System circuits. This user had no reports of dangerous voltages
or currents having been introduced into the carrier system through its
operations, and, from the user's standpoint, service has been entirely
satisfactory without the necessity of interface devices between the user and
the carrier facilities, The user has extensive procedures and facilities for
monitoring the nature of the signals introduced by it into the carrier
network, It has also established rigorous preventive maintenance procedures
with about sixty maintenance men and thirty fully-equipped maintenance trucks
constantly visiting and checking facilities throughout the United States.

Experience of Foreign Communications Carriers

Foreign communications carriers have been concerned with the
problem of interconnection of non-carrier equipment in varying degrees.
The extent of the problem depends upon the policies of the carrier, the
extent to which the carrier is able to meet urgent demands for switched
telephone services, and the nature of its organization.

Experience of Right-of-Way Companies with Carrier Interconnections

O
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The applicability of the experience of foreign carriers to the
specific problems facing the FCC and the U.S. carriers varies, both because
of the widely differing circumstances under which different foreign carriers
operate and the lag in the development of pressures for the use of the
carrier networks for many non-telephone purposes,

In general, the carriers in the developed industrial countries have
a monopoly of telecommunications services. This is achieved by the carriers,
either being a ministry of government -- as in the case of the Bundespost
and the PTT's in various countries -- or a chosen instrument government-
chartered corporation, such as the Nippon Telephone and Telegraph Public
Corporation or the British Post Office Corporation, The extent of the
monopoly varies but, in general, it is quite complete and to challenge it
is, in effect, to challenge the government,

Most of these foreign carriers are responsible for the total
of domestic (and, in many cases, foreign) telecommunications
services. This includes message telephone service, telegraph services
including TELEX, the provision of leased lines for all services from
narrow-band telegraph to television program relay. There are exceptions
to the provision of television program distribution, such as the separate
network of EUROVISION in Europe, but such exceptions are limited. In the
case of the communications systems operated by government ministries, the
ministry is, in effect, the FCC, the AT&T, the independent telephone
companies, Western Union, private microwave services, etc., all
incorporated in one organization. In general, the policies of such an
organization can be challenged only through the national parliament, In
the case of the recently established British Post Office Corporation, one
of the objectives was to remove the carrier from detailed political
surveillance by parliament and permit it to concentrate on the technical,
operational, and business-management aspects of a major service business,
In this case, to provide for customer or public influence or guidance in
the operations of the carrier, several Country Councils and a National
Council have been established.

In many countries, the primary orientation has been almost
exclusively toward public message telephone and telegraph services and
financial and plant resources have been inadequate to fulfill the demands
for these seryices; hence, the carriers have been slow in permitting any
extensive use of their facilities for other services, This has been
particularly true of certain countries of Western Europe that have been
loath to commit transmission facilities to private-line services when they
are sorely needed for public message telephone service.

An advantage a government ministry or chosen instrument corpora-tion has is the ability to rank order subscribers or using agencies
giving preference to those adequately qualified. These include other
government departments and agencies, the railroads or other right-of-way
companies, and large technically qualified industries. The government
department, or government-backed corporation, is in a strong position to
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discontinue service if established specifications, practices, or standards
are not adhered to.

These "monopoly" carriers can, and do, establish and enforce rules
ensuring adherence to high standards in the procurement of customer equip-
ment, They can establish specifications, require type approval of all
equipment -- eyen to the extent of testing it in their own laboratories --
before manufacturers are permitted to sell to prospective users for inter-
connection. The British Post Office, for example, has long avoided the
investment in large PBX's by requiring the user to procure his own, butit has type-approved only a few models produced by manufacturers who supply
equipment to the Post Office and manufacture in accordance with Post Office
specifications, practices, and standards. The PBX is then installed in
accordance with the Post Office-established specifications and then
maintained by Post Office personnel. The Post Office permits inter-
connection of automatic dialers and other devices for fire, burglary, high
water, and other alarm services. However, these must be connected in
parallel with a standard telephone installation, the device must pass a
Post Office qualification test, and be maintained in accordance with
established standards,

The ministry of telecommunications or a national telecommunications
corporation can make any necessary decisions as to the placement of economic
burden for provision of non-standard services for any interconnection
arrangements or for other costs occasioned by user-provided equipment.
The British Post Office requirement that the user provide large PBX's is
a good example of this.

Experience with Extra-Legal Interconnections

Prior experience with unauthorized interconnection has given some
indication of problems that might develop with formal arrangements for inter-
connection of user-provided equipment without some protective interface between
customer-owned and customer-maintained equipment and the carrier facilities.

Amateur radio operators have long used "phone patches" for
connecting amateur radio telephone stations to the switched network in
order to permit their friends to communicate with distant parties
through amateur radio, Most of the telephone companies have countenanced
this "illegai" use of the system as a service to the amateurs and the public
and relatively few cases of trouble have been experienced, In general, an
amateur operator is a competent technician and the amateur's carrier-
proyided telephone is used to perform the signaling functions, and the phone
patch is only connected while the call is in progress,

There is a body of experience of difficulties with user-installed
extension telephones that usually shows up only when the telephone is
defective or the mismatch between the characteristics of the "foreign"



- 70 - 71

telephone and.the requirements. of . the loop are such as to result in a

report of poor serviceor aailure of service.

A suryey of state regulatory commissions indicates a limited
accumulation of knowledge concerning troubles from interconnection of
user-owned equipment, although a considerable number of examples were
cited in which such equipment had beeni interconnected with telephone
company facilities resulting in service calls and difficulties in clearing
the trouble, One commission cited fifty-four trouble reports during a

recent, but unspecified, period in which user-owned equipment was involved,
of which forty-five were found to be faults in the user equipment, A
second commission cited an example of computer time-sharing terminals
connected through a local central. office, which contributed to a serious
overload condition. In this case, the holding time per call on the
terminals was approximately ten times the holding time on regular business
telephone lines, A number of other specific examples were cited by this
commission.

The experience here is applicable to the present study to the
extent that it indicates that a customer with inadequate technical and

operational competence may create difficulties in the common-carrier
network,

Experience in Other Areas

There is experience in other technical and service enterprises
in which interconnections between systems or system components may be

pertinent to the study of interconnection with telephone systems.

Computers (Main Frames and Peripheral Equipment)

A good example is the interconnection of peripheral equipment of
one or several manufacturers with a computer main frame of another
manufacturer.

The computing industry had to face the interconnection issue
years ago, The large computer main-frame manufacturer maintained a strong
sense of overall systems responsibility very similar to the common carrier's
position, which has been altered by the Carterphone decision, The manufac-
turers maintained that they could not be responsible for the performance of
the system if the customer uses other than the manufacturer's equipment and

supplies, The issues are comparable in certain respects to those posed in
the common-carrier interconnection case, Who is responsible for mainten~
ance and installation? Will the attachment harm the system? The attach~
ment may have greater capability, lower cost, etc,

The first departure from the entrenched position of the main-frame
manufacturers in the computer field occurred over ten years ago in the

magnetic tape area. Computer manufacturers sold their approyed magnetic
tape, but the users started buying from other independent suppliers, In
general, the tape worked quite well and it represented an appreciable
cost saving to the user. Customers were warned, however, that they had
now transferred the responsibility for tape-handler performance to
themselyes. When there was doubt as to whether the tape handler or the
tape was at fault, the manufacturer's serviceman used a "good standard"
tape to proye the case one way or the other, Even though the responsibility
for tape performance was thus asaumed by the user, he was willing to take
this responsibility judging by the amount of magnetic tape being purchased
from independent manufacturers today.

Within the past few years and with the fantastic growth of the
computer industry, many independent peripheral device businesses have been
spawned, More are being born each day, There are now a large number of
organizations providing peripheral devices like punched-card readers and
punches, high-speed printers, tape handlers, and disc handlers to customers
in competition with computer main-frame manufacturers.

Interconnection of these attachments raised grave concerns
among the computer main-frame manufacturers, The complexity of the inter-
face between the peripheral device and the control unit or computer is
such as to make the telephone interconnection interface seem much simpler
in comparison, Signal frequencies are in the megacycles rather than
cycles, levels are in the milli or microvolts, cross-talk problems are
fierce, and timing-control sequences are much more complex and precise
than the dial pulses or tones used in the telephone network-control
System, Yet, users have decided of their own volition to risk the
interface problem and incur the division of responsibility to accrue cost
savings,

To the Panel's knowledge, the use of such attachments, especially
disc and tape units, has been successful despite the complexities of the
interface. The user will undoubtedly experience greater difficulty and
delay in resolving a malfunction, but he apparently feels it is worth the
cost differential. In the event of malfunction, the user will, in most
cases, have to call the computer main-frame maintenance man to diagnose
whether the problem is in the peripheral or in the system, If the problem
is in the peripheral, he then has to call the peripheral service company,
thus paying a double maintenance charge and incurring extra delay. If the
problems are obyiously in the peripheral, he need call only the one company,
The same maintenance philosophy can apply to the interconnection of foreign
attachments to the telephone lines,

It appears that foreign attachments will be a way of life for the
computer industry. The weakness of the analogy pointed to above is that only
the user may be harmed in the case of the computer attachment while many,
who are generally unknow, may be harmed with a bad telephone attachment,
although, With the advent of computer time-sharing, this may become less
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true, but here again, it is the.user or provider of the particular computer
time-sharing. service who accepts.the degradation in service. to reduce costs.

Broadcast Interconnection Arrangement

There is considerable experience of some relevance in the
broadcasting industry (sound as well as television) in the interconnection

circuits in use for broadcast purposes, These systems are operated without
additional complex interface deyices between the user and the carrier
facilities.

Experience with Government Networks and Equipment

The largest single class of interconnected communications systems
n and terminals in the United States are those of U,S. Government agencies --

the largest being the Department of Defense.

Defense Communications Systems

There is a long complex history of a partnership between the
Department of Defense and the U.S. domestic and international common
carriers. In this connection, a wide latitude of interconnection of
government-owned equipment and systems has been permitted by the common
carriers as exceptions to.normal tariff arrangements. Last year, the
government obtained approximately one-half billion dollars of telecommunica-
tions services and facilities from these carriers, The largest single aggre-
gation of such facilities is the Defense Communications System (DCS), which
is being evolved from the systems of the three military services. When
put together with systems of the other principal departments and agencies of
the government, the whole becomes the National Communications System.
Leased carrier facilities (particularly in the continental forty-eight
states) comprise the bulk of the National Communications System (NCS).
Major components of the NCS are:

1, The CONUS AUTOVON system, a leased telephone
network provided by AT&T and the independent
telephone companies. AUTOVON provides the
backbone yoice network for national security
command=control communications.

2.. A companion to AUTOVON is CONUS AUTODIN, a
leased system provided by the Western Union
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Telegraph Company, providing record
communications for the Department of
Defense and certain other associated
activities,Further, there is no comparable problem of hazard to personnel or property

of other than the user of the computer,

DCS Specifications
The Defense Communications Agency, with the advice and assistance of

other agencies, has developed DCS and NCS specifications (in many cases, sub-
stantially equivalent to those descriptive of the public telephone network)to guide the evolution of the Defense Communications System and the
National Communications System. These specifications include interface
specifications for interconnection of the government-owned equipmentwith carrier facilities,

of user-owned equipment with the carrier facilities. These are almost
exclusively leased-line situations with full-period or temporarily allocated

Government Systems Other Than Those Operated by Défense

There are a number of government systems other than those
operated by Defense. Principal among these are:

1. The FITS (Federal Telecommunications System),
a CCSA voice network administered by the
General Services Administration and
providing service to all government agencies,
but primarily service to agencies other
than DoD.

2. The ARS (Advanced Record System), a GSA-
administered record-communications system
leased from Western Union, provides these
services for government agencies other than
the DoD,

Preférential Treatment by Common Carrier

Because of the nature of government requirements, particularly
those associated with national security activities, the space program, and
other critical government activities, the carriers have afforded the
government special treatment in regard to interconnection, such as the use
of customer-provided equipment and the provision of special telecommunications
arrangements to meet unique requirements. As was demonstrated to the Panel,
these arrangements haye not been without cost and difficulty, Although the
DoD is probably the largest technical organization in the world with
extensive capabilities for procurement, installation, and operation of
telecommunications-type equipment, many problems have developed as a result
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of interconnection arrangements without interface devices to shield the
common carrier network from failure, malfunction, or deliberate misuse of
user facilities,

It has been shown that DoD interconnection of user-owned and and sponsors was demonstrated on numerous occasions during the study, This
maintained equipment with the Bell System accounts for a disproportionateshare of the troubles in terminal equipments and transmission arising
through interconnection,

Conclusions

The review of the practices of certain foreign carriers and the
experience of U.S. carriers with interconnections provides many lessons
germane to the recommendations of the study Panel, The most comprehensive
experience is that derived from interconnections of government-owned
equipments and systems (primarily those of the U.S, Department of Defense) important to
with systems of the common carriers.

There is also a large background of experience with interconnection
of systems and equipments operated by the right-of-way companies, includingthe railroads, pipelines, electric utilities, etc., and with communications-
service organizations such as ARINC. There is also some applicable
experience with the connection of user-owned telephones and other terminal
devices to carrier networks. There is, however, no experience applicableto large-scale interconnection of small, individual users, and the Panel
concludes that it must be approached with great care.

The Panel also concludes that:
1, Interconnection without special interface devices

is possible without service impairment or hazard to
carrier personnel only under favorable conditions,

2. Such interconnections without restrictions could
cause substantial service impairment,

3. Favorable conditions are necessarily associated
with incentive, ability, responsibility, and user
resources,

SECTION 9

INFORMATION AND ORGANIZATION

The need for improved information transfer among carriers, users,
lack of information is felt by.all and will grow more serious as the inter-
connection area evolves, It exhibits itself in the improper design of equip-
ment, confusion as to rules, rates, and procedures, and a certain rigidity in
the approach to mutual problems, At present, no formal organizational
mechanisms exist to provide the desired information interchange. It is the
opinion of the Panel that such mechanisms should be established in this
area to cope with the problems that are sure to develop.

Existing inter- and intra-industry organizations should be encouragedto assist in improving the flow of technical information not only among the
carriers, manufacturers, and users, but also within.manufacturing and user
organizations. It is especially expedite the process of
obtaining agreement among the groups through technical and standardization
meetings.

As discussed in the section on "Certification," certain organiza-tional steps and mechanisms should be developed if that program is to be
implemented. In that connection, organizational mechanisms may be similar
to others but with a major difference, i.e., that of responsibility. Since
the certification program will be reflected in tariffs, the federal Tegulatory
agency responsible should ensure that the certification program reflects
that responsibility. Such a new organizational mechanism should, therefore,
be formally recognized to ensure that proper weights are attributed to its
recommendations.

The Panel recommends that organizational mechanisms
be established to:

1. Promote a two-way exchange concerning problems of
interconnection interfaces among users and suppliers
and between them and the carriers. This exchange is
vital to the problem of possible liberalization of
interconnection and the resulting integrity of the
public telephone network.

2. Promote and establish working groups that will be
concerned with standards development, certification
programs for equipment, licensing programs for
installation and maintenance procedures, and finally,
with the data gathering and analysis of technical
interfacing problems, The various user groups should
have a common, authoritative forum to which data are
fed and reacted to in the coming decade. Other trade
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and industrial organizations would probably welcome
an independent atmosphere for discussions.related to
their specific positions: on interconnection policy
from a technical standpoint.
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3 Develop recommendations to a federal regulatory agency
as to the timing of the elements of a phasing-in
process if a certification program is established,
These recommendations should specify specific changeover
interim periods for certain classes of users to minimize
the impact of the new standards and certification programs,
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&4, Promote a workable atmosphere concerned with innovation

problems in interconnection on a continuing basis. There
are three areas of concern: (a) interchange of ideas and
information before new concepts and equipment developments
are implemented; (b) interchange of ideas and new approaches
before installations are made (by the. carrier or user);
and (c) interchange of problems data after new services
are installed in which unforeseen problems sometimes
arise,
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A possible structure of a possible new organization is noted in
Figure 1, This structure is purely an example and is by no means meant to
be definitive. Various standing committees on continuing problems could be
organized and short-range ad hoc groups would function on specific problems
such as the phasing-in period for the proposed standards and certification
program for direct-connection equipment. Another important area is that of
coordination with the state regulatory agencies to foster a degree of
uniformity on technical matters.
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March 9, 1972

Dr. Sidney Fernbach
Head, Computation Department
Lawrence Radiation Laboratory
University of California
Box 808
Livermore, California 94550

Dear Sid:

Tony Cettinger asked me to comment on the draft report, "Computer/Calculator
Differentiation for Export Control Purposes", prepared by the panel you recently
chaired.

l agree with the basic conclusions and recommendations outlined in this report.
Relaxing the export licensing requirements to the bloc countries on calculators will
enable more of the resources of the Office of Export Control to be devoted to the
case~by~case analysis of export license applications for digital computers. Manu-
facturers of digital computers and the US balance of trade will both benefit if more
expeditious processing of Communist Bloc export licenses becomes possible.

| realize that the Office of Export Control is at the moment overloaded with requests
for export licenses for calculators to the bloc countries. This report recommends an
approach that seems to be a sensible way of approaching the problem.

| would comment, however, that some provision should be made to establish a com-
mittee representing all the interests involved, to periodically review both the "boundary"value of the numbrical processing rate and its concept to assure its continuing effectiveness.

I have not listened to the pro and con arguements for some time, but | think now Is the
time to drop ali or almost all restrictions on export of computers.

Sincerely yours,

Kenneth H. Olsen
President

DIGITAL EQUIPMENT CORPORATION, 146 MAIN STREET, MAYNARD. MASSACHUSETTS 01754
(617)897-5111 TWX: 710-347-0212 TELEX: 94-8457
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NATIONAL ACADEMY OF SCIENCES

COMPUTER SCIENCE & ENGINEERING BOARD
2101 CONSTITUTION AVENUE

March 1, 1972WASHINGTON. D. C. 20418

Mr. Kenneth Olsen, President
Digital Equipment Corporation
146 Main Street
Maynard, Massachusetts 01754

Dear Mr. Olsen:

Professor Anthony G. Oettinger, Chairman of the Computer Science and
Engineering Board has asked us to request your assistance in commenting on
the attached draft report for the Office of Export Control of the Department
of Commerce, recently prepared by a Panel chaired by Dr. Sidney Fernbach.

The proposal governing the study is provided as background with the
hope that you will be able to assist us in this regard. Should you find
that you are unable to get your comments to Dr. Fernbach by March 9th,
please let us know at your earliest convenience.

Dr. Fernbach's address is:
Dr. Sidney Fernbach
Head, Computation Department
Lawrence Radiation Laboratory
University of California
Box 808
Livermore, California 94550

Your comments will be held in strict confidence. In fact, your com-
ments may be made anonymous, if you so desire. The main point is that you
feel you can express your judgments freely.

Sincerely,

JA F. Kettler
ssistant Secretary

JFK: kmp

Enclosures:
As stated above.

P. §. PLEASE NOTE THAT THE ATTACHED PROPOSAL AND DRAFT REPORT ARE PROVIDED
UNDER THE "NAS ACADEMY PRIVILEGED SYSTEM,'' MEANING ACCESS IS RESTRICTED
AT THIS POINT TO YOURSELF AS A CONSULTANT TO THE NAS.
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DATE: 8 March 1972

Comments on attached National Academy of Sciences Draft Report

Presently, desk calculators are subject to most of the
same regulations and procedures governing export of full-
fledged digital computers. The attached draft report
proposes that a boundary between calculators and computers
be defined, and that the regulations governing the export
of calculators be greatly relaxed. This is a good idea.

When the workload associated with licensing calculators
on a case-by-case basis is eliminated, I see an immediate
advantage to us. More of the limited resources of the
Office of Export Control will become available to process
the case-by-case type of export licensing application
which will still be required for the communist bloc export
of most of our products.

The only disadvantage this procedure might have is that
the communist bloc countries might be able to get their
hands on advanced LSI chips a little sooner than they
might otherwise be able to do by buying them in calcula-
tors. It was rumored in the early days of integratedcircuits that the communist bloc purchased instruments
just to take out IC's and use them for other things. If
technology of interest to the communist bloc becomes
available in calculators the potential leakage of technology
can be remedied simply by redefining the boundary between
calculators and computers and placing advanced calculators
under more strict export regulations again.
The definitions seem reasonable; ie, desk calculators
should not have I/O connectors that can be used for
controlling external devices or gathering external data.
The panel has defined a quantity they call Numerical
Processing Rate (NPR) defined on Page 9 of the report.



InterOffice ~2= Ken Olsen

All machines which exceed 0.25 million bits per
second, numerical processing rate would be considered
computers and would be subject to computer export
licensing procedures; those with NPR less than 0.25
million bits per second would be considered calcula-
tors. Applying this concept, the PDP-11 would require
usual export licensing for bloc country export as
I believe it should.

The proposal does not provide a mechanism for reviewing
and perhaps redefining the value of the NPR which deter-
mines" the boundary between calculators and computers.
As desk calculators become more sophisticated, they may
represent a means of exporting technology if the proposed
procedures are not given constant review.

The report seems to be somewhat apologetic for defining
a somewhat arbitrary quantity such as the numerical
processing rate but they had to start somewhere and to
me this seems to be a reasonable way of doing it.
Attached is a draft of a letter that you might want
to consider when you reply to Dr. Fernbach.



8 March 1972

Dr. Sidney Fernbach
Head, Computation Department
Lawrence Radiation Laboratory
University of California
Box 808
Livermore, California 94550

Dear Dr. Eernbach:

O-LL.U.y-.. asked &$ to comment on the draft
report "Computer/Calculator Differentiation for Export Control
Purposes" prepared by the panel you recently chaired.

agree that the basic conclusions and recommendationoutlined in this report. Relaxing the export licensing require-ments to the bloc countries on calculators will enable more of
the resources of the Office of Export Control to be devoted to
the case~by-case analysis of export license applications for
digital computers. Manufacturers of digital computers and
the US balance of trade will both benefit if more expeditious
processing of communist bloc export licenses becomes possible.

We realize that the Office of Export Control is at the
moment overloaded with requests for export licenses for calcula-
tors to the bloc countries. This report recommends an approachthat seems to be a sensible way of approaching the problem.

I would comment, however, that some provision should be
made to establish a committee representing all the interests
involved, to periodically review both the "boundary" value of
the numerical processing rate and its concept to assure its
continuing effectiveness.
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COMPUTER/CALCUIA TOR DIFFERENTIATION
FOR EXPORT CONTROL PURPOSES

a

BACKGROUND
The Office of Export Control in the Department of Commerce is

responsible for the administration of the issuance of export licenses
uired forfor computer systems. At present export licenses

computer systems as described in Calculatorsnd

fall under the heading "Other Digital Computers" and are described

in CC1- as follows :

™

Digital computers operated by one or more common control
a

units and pable of all of the following:

(a) dproducingan utput inAccepting, storing, processing
numerical and/or. alphabetic. form,

(b) Storing more than 572 numerical d/or alphabetical charace

ters or having an internal memory of more than 2048 bits.

{c) Performing a stored'seqi of operations that are modifiable

by means other phys ical change in circuitry.

(d) Selecting a sequence a plurality of stored operations based

uence

from

-upon data or on internally computed results.

Recently there has been a proliferation of calculators, bookkeeping

and accounting machines having memories in excess of 2048 bits but

depending on how the terminology is interpreted, meeting the other

conditions of the above definition. Trade in these items is becoming so

heavy that, unless they can be separated from compere that are of

:
::

:

: 7
:
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concern, they will overwhelm the licensing capabilities of the Office of

Export Control.

The Department of Commerce is concerned that handling the grow-
ing volume of calculators, accounting machines, and even small computers
is taxing resources that could better be applied to more significant transe
actions. It, therefore, sought with the assistance of the Computer Science
and Engineering Board a definition of a

minimum computer that could

clearly, without ambiguity, distinguish it i nt computers.
The Computer Science and Engineering.Boakd organized a conference

with the intent of including: (a) Those people on botH sides of the boundary

in industry and business, particularly those with technological
and systems developments; (b) Those Tf gaged in administering the

export control program, those officers concerned with operating and policy

diplomatic relations between the U. $: and/nations affected by the U. S.

export control program; (d) Those :officer s concerned with current inter~

currently studying the U.S. balancesof trade problem in both the near~ and

aspects of East-West trade; (c) Those officers concerned with general

a

:

national negotiations with the COCO pparatus (e) Those officers

mid-term; (f) and those officers concerned with national policy regarding

the export from the U.S. of high technology products and of high technology

itself.
The conference was held on October 12, 1971, in Washington, D.C.

The attendees (Appendix B) represented most of the parties listed above.

The information exchange at this meeting was very useful and served to

set the tone for several working sessions
>

1involving mainly, those persons
:
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t
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in industry on both sides of the boundary. It was at the follow-on

meetings that the technology involved in the "lower" bounds of com-

puters was reviewed and the technical differences between the calcu-
lator and computer were argued.

Initially a list of criteria was proposed that contained the major
considerations for distinguishing most calculators from most computers.
These included the questions of whether the dewice has an "internally~
stored program! or not. A computer generally is istinguished by the

stored inside the computer, being alterable:b jnodifying the contents

fact that it is operable under program control,thi s program being

of storage without altering the machine's cizauitry, and finally being

capable of modifying itself.
+

Unfortunately, this criterion is not.adequate to satisfy the intent

of the U.S. Government in setting its bounds for embargoing the ship-

ment of certain computing devices" to the Communist Bloc nations. The

difficulties stem from the fact that the technical computer/calculator

boundary does not fall at the same, plasie as the boundary for the trategic/

nonestrategic digital processor. There are computers as defined above

that are so slow as to have no strategic value and, furthermore, there are

some devices that are not computers as defined above but do have strategic

value. Hence, one is forced to consider other criteria such as measures

,of performance or capacity which are relative and arbitrary. The cut off

level of performance could then be determined by comparison with devices

-considered to be of strategic importance in the U.S. military environment.

3
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DIGEST OF PANEL DICUSSIONS

. A. The Problems

It is clear that a definition for the boundary between calculator

and computers can be framed. However, for the purpose of

strategic consideration in export control, the definition may not

be too useful. The reason is that any good modern electronic

Il.

calculator with some modification can be made useful in some

military application.

When fire control and guidance cont were first

designed, they hada fairly well defined of capability.

This range was considerably belowthe "capabilities of the general

purpose computers of the period: For--éxample, they generally

use fixed point arithmetic, and limited file handling

capabilities. On the other hand, tHezequirements were far more

sophisticated than calculators. could provide in the 50's and early

60's. In the last decade, eomputer capabilities have extended on

programmable calculators. The computer and the calculator

applications now have considerable overlap. The military require-

ments fall entirely in the range of the overlap. So long as this is

the low end, anda whole of machines, the mini-

computers, have into 'existence. In a similar way, elec

tronic calculator capabilities Have gone up to include sophisticated

the case, the end use must be considered in this overlap area.

Although, in the United States, decisions on release of technical

information can be made independently of the items being described,

:
} :

: : : :
:
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this is not the case with all governments involved in the interes

national export control of commodities to Communist Bloc

countries, It is perhaps more important to protect the techno-

logy for producing the computer than the computer itself. This

may not be possible if the level of control is set too high. It is

recognized that the purpose of the meetings was to establisha

way of removing from the administrative burden of case-by-case

embargo on export of technology, direct design and engineering

licensing commercial computing devices a way that the

assistance. 4
State of the ArtB.

The present generation of desk.top caléulators incorporate one
~

to six LSI chips to perform all of the logic. It is interesting to
+ 7

note that at present the whith pose the most

difficulty to the boundary definitioniare constructed with conventional

TTL and MSI primarily because- desired speed could not be achieved

with LSI.

Two areas of advancement will affect the present status. First,
the semiconductor companies are developing LSI mini-processors

which incorporate speed and computing power comparable (approx.

1/2 to 1/3) to present TTL mini's. Secondly, the cost per bit of

semiconductor memory will be lowered with competition and

improving production rates as core memory repla cement between

now and 1975.



The LSI mini-processors to be announced within the next few

months will incorporate 8 to 12 general registers and up to

32 words of push down stack. They will operate under complex

micro-programmed control and be able to perform an add or

load immediate in approximately 4 us (3.3 - 5.2 us) depending
of course on the speed of memory. These to 5 chip mini's are

intended for the point of sale, crt terminal, € plex programmatic
calculator, and TTL mini-replacemefittmarkets. Therefore, we

can accurately predict that EXACTLY the same processor will

appear as botha calculator and'a computer. The primary
differences will lie in the parlormed, the use of the

micro-programming, andthe quantity of memory.

It can be predicted tha t small désk top and hand held calculators

realizing only the four basic functions will continue to use LSI to

tailor and minimize the logic for the specific task. There will be

a great emphasis on reducing the number of chips to one. There

now exists at least six different single chip designs of which one

is a 5 digit unit that performs all the functions ofa slide rule plus

add and subtract. The introduction of the LSI mini and the ability

to "get more on the chip" combined with the introduction of silicon

gate, ION implant, and other processes which result ina natural

gain in speed and will certainly close any gap that existed between

boundaries.

The question of how much memory a calculator of the future will 4

have on the quantity of memory is difficult to answer. Experts in

be esul
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the field of semiconductor memory have found it difficult to

predict exactly when core will be replaced. The evolution has

already taken place in the crt terminal area. The cost effective~

ness of core is still predominant on larger systems. If pre
dictions are correct, then they would suggest an increased

interest in utilizing a greater quantity of memory for the "complex"

calculator. Also note that bi-polar ROMS are predicted to be

competitive with MOS ROMS. the mpart of cost competitive

bi-polar ROMS on system speedswillBe significant,

Ill RESOLUTION OF THE PROBL M

Recognizing the fact that the computer/calculator boundary and the
~

strategic/non~strategic béundary could not be reconciled by a simple

definition, it was decided to, seek-a solution that would permit the general

licensing of classes in the lower performance range, leaving
Y

those in the more trategic range to be considered ona case-by-case

basis.

To accomplish this aim and to leave flexibility in the "moveable" boundary

that would be decided by consideration of strategic importance, it is

suggested that the lower end of computer definition be left virtually as is.

The first change recommended is to strike out item (c) as specified in

Comodity Control List « 339.1 paragraph 714(5)A. The section currently

: :

: : : :
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"Other digital computers, and statistical machines used in conjunction

with punched cards or tape (including auxiliary machines), operated

by one or more common control units and capable of all of the follow-

ing: (a) accepting, storing, processing, and producing an output in

numerical or alphabetical form: (b) sto

and/or alphabetical characters or nternal memory of moreee more than 512 numeri

than 2048 bits; (c) performing a ce of operations that are

modifiable by means other than a,physical-thange in circuitry; and

(d) selecting a sequence from a,pluralityof stored operations based

upon data or an internally computer result; and specially designed parts

and accessories, ne. c, (specity.name,
model number, and systems

characteristics. Also seg 376. 10. )

Item (c) sometimes called the. von Neumann criteria could be construed

as allowing the uncontrolled. shipment of guidance and control computers

whose programs are lirreadonly memory. The recommendations to

eliminate item (c) thus helps protect the strategic interests of the United

States and would not affect calculator exports.

The second change would have the effect of easing the administrative

burden of exporting calculators that ate controlled commodities due to

714(5)A. The recommendation is that a new export licensing procedure

be followed, The licensing authorities should review a specific model

of a computing device to determine whether the device could be exported

:
t

:

:
:



:

under a general license without further review ona casexby-case basis.
As a guide to the licensing authorities the following was proposed as a

"movable" boundary on devices which would not be eligible for general
license,

"Other digital processors capable of all of the following: (a) numerical

processing rate* exceeding 0.25 million bits,per second; (b) accepting
electrical input si : and (c) providing output signals. It

is further provided that the devices have been:designed specifically for

identifiable civil applications and by nature of design or performance
are substantially restricted to the particular application for which they

f

have been designed."
:

The intent of these conditions isto permit shipment of programmable
:

calculators including those with integral devices such as magnetic

splys
or alphanumeric printers.cards or magnetic cassettes.or dis

There is not to be an I/O'connector for information transfer; i.e.

without major shysical modification the device cannot be used for both

generally controlling external devices and electrically inputing external

data. Detachable peripherals are to be individually considered under

their own embargo regulations if any.

* The definition of numerical processing rate (NPR) is given as

(NPR) = Data word size/(0.9 x average add time + 0.1x average
multiple time)

If data word size exceeds 32 bits, 32 is used in the formula



ES
:

: eee :
: a

:

74:
: r

: +

:

:
: : :

The complete set of proposed changes to the existing commerce regue
lations described in CCL 399.1 appears in Appendix G. The only

parameter involved in defining the boundary between the general and

case«by~case licensing is the numerical processing rate. The recome

mendation is that it be established at 250 its per second. The

number was chosen on the basis of comparisonWith numerical processing
rates for existing aero space computers determired4rom a compilation
of such prepared by Don Baechler of Bell Comm, ;7Inc. Only three come

puters of the 87 listed {see Appendix) fall -below"the selected figure.
These are the IBM Gemini Guidance computer at 155 and the General

Precision AN/ASN-24 at 26, both of which appeared in 1963 and GPI

Kearfott GPK-10 at 193 which appeared in 1967, The recommended figure
of 250 could be altered to suit thé requirements of the U.S. Government.

It is not expected that the calculator manufacturers will introduce machines

that have an NPR in excess of 100 thasand bits/sec for several years.
There is no doubt that this number will be exceeded within the next five

years, 250 seems to be a reasonable compromise.
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CCL-38 APPENDIX (A)

TI2C8)G* net listed above, classified 2 208
Tin ona,

(Also specify Schedule B No.)

connected to and operating over a wire comniuni-
cation circvit; and parts and accessories, mec.

the folowing characteristics: (2) with summers,
or intezrators with st taiiic accuracs Letter than 6,02 ecnt, or (ii) total error at 1 KHz fetter

t 0.19 (b) with multipliers with (i) accuracy better than 0.1 percent, or (i1) totel error at

4(1)D Flectric typing devices capable of being

1 KHz better than 6.25 pereent: qc} with feed function cenerators Log X and cine/ecsine, ote.)

with 'static accuracy better than 6.1 pereent: (d) rsore than 75 operational amplifiers: or (e more than four

integrator time scales switchable during one program; and special

(Specify name, reodel number, and characteristics. Also sce §576.10.)5

form of one or more continuous vari
integrators, multipliers, or function
components; and specia y desicned parts a

FL4(3)A Other analor computers capable of 621} QSTYWAYZ 500 j 500]
cepting, processing, and putting out cat

>
tra

cries, n.€.c. e, model number, sys

sum o1 er "T/Q*bus rate" or the "total

C million bits;
than

iy, .

more than 13 inch tape width, or (iv) for perfpheral memory devices other than magnetic ta

total connected "net capacity" exce2ds 3 milion or (2) number of accesses exe:

the computer is

displays for which circuitry and cnoractor-coneration devices external to the tube limit disoiays to ai

characters in fixed or to rapns composed only of the same basic elemenis as used for

character composition (this exclusion is to disn ays for which the sequence of

elements of symbols are fixed by the format and character generstors in the and cannot be menerat

meric characters in Axed formats to etaphs composed only of the same basic elements as use@ fora

meric character cor:position: and specialiy cesigned parts and accessories, ne.c. (Specify name, model num

to -

and systems characteristics, Also see § 376.10.)° ->

FStL Yes for art

Report machines
BRerart fer exch eemruallly im acerruance wath & requiretent

authorization froin tae Department uf state. see aunvement No. 2 to Part 320.

September 1971 ECB SO Export Control Regulations



15}02) CCL

TLE(SJA Other comsiuters, and statistieallf....." 621] QSIVWAYZ 500% S00] GIR
machines used in coniuneiion punched cards
or tape (including machines), operated by one or mere common control units and capabla cf
following: (a) accepting, storing, tceussing, and preducing aa output in numerical or alphabetical form; 1

storing more then 512 numerical andor alphabetical characters or having an internal memery of risre

change in circuitry; and fd) a sequence from a plurality of stored operations based upen or

internally computed result; and speciaily designed parts and accessories, nec. (Specify name, meme

W1S()4 computers (for example, hyr: id)

modes, lated equipment; and specially desicned parts and accessories, nec. (Specify name, mocel nami

and systems characterisiies. Also see §5745.10.)'

714(7)G Other analog or digital computers, nec: ff if SZ

niodel number, and systems characteristics. Also see §3

and accessories, nec, (Svecify name and model

VIACIOJA Magnetic recording and/or reproducing QSTVWXYZ 5004 2508 043

-puters; and epecially designed

sories, nec. (Specify by name and mode nuBoer . Also sce 376.10.}

4 W14(12}G? Commodities now-lisied class > 1218 ; sz - -

(Also specify 7-digit B No.
Machines and machine working metals [Report parts in No. 7195]:

Export Control Regulations ECB 47 June 30,

or Irasers exporied as replacements or accessories in No. 7299.)

3 .

fur export te the Poogte's Republic of China.

>



APPENDIX (B) :
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Those attending the first Computer/Calculator Boundary Conference: :

Dr. Sidney Fernbach Dr. Ronald Finkler
Livermore Laboratory IDA

Mr. Sherman Abrahamson Mr. Ned Chang
Office of Export Control Wang Laboratories, Inc.

Mr. Thomas Bun Office of Export Control v
Smith Corona Marchant Department of Commerce

Mr. John Collins Mr. George Lindamood
Office of Export Control Center for Computer Sciences & Technology
Department of Commerce National Bureau of.Standards

Mr. Edward Dawson Mr. Thomas Osborne Y
Texas Instruments Hewlett-Packard Jam

Mr. Clark Dilks Mr. Saul Padwo

Burroughs Corporation U. S. "Department of Commerce

Mr. Gaymond Schultz Mr., Jean -Tartter
American Micro Systems Affice of East-West Trade

Department of Commerce
Mr. EYA. Kritzer

4

,- Department of State

Additional people attending Computer/Calculator Boundary Panel Meetings:

Mr. Daren Appelt :

Texas Instruments ~

Mr. E. W. Pughe
Raytheon

Mr. Jorge Hernandez
Smith Corona Marchant

Dr. Michael Schneider 4
Data General Corporation

Mr. Ray Holt
American Micro Systems

:
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PROPOSED CHANGES TO OCOMMERCE REGULATIONS

. Change subitem 714(5)A(b) of CCL 399.1 to read:

"(b) Storing in fixed or alterable memory more than 512

numerical and/or alphabetical characters or having a

fixed or alterable internal memory of more than 2048

bits,"

2. Delete subitem 714(5)A(c) of CCL 399.1. 7
3. Renumber subitem 714(5)A(d) of CCL 399.1 to.subitem 714(5)ACc)

and change to read:
:

stored in fixed or alterable based upon data .
or an internally computed rest;

"(3) Selecting a sequence from a plurality. of operations

:

4. Add a new note in the appropriate location with the following

"Distribution (general) Licensed may be issued for digital com-

puters and/or devices by subitem 7L4(5)A of CCL 399.1

provided that:
(a) The digital computers and/or devices have been de-

* signed specifically for identifiable civil applica-

3

xe

tions and, by nature of design or performance, are

. substantially restricted to the particular application

'for which they have been designed;
1

:
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(b) The manufacturer submits details of such devices to

the Commerce Department, who has agreed that the par-
ticular digital computers and/or devices should be

eligible for such a license;

(ce) The digital computers and/or devices are not capable
a

7

(1) Having a "numerical processing rate" exceeding
0.25 million bits per second;

: (2) Becepting electrical input signals; and

of all of the following:

(3) Producing electrical output signals;

(d) Exports of technology are embargoed.

5. Add a new note as follows:
Definitions of the terms of Note - above:

(a) "Numerical processing rate" is the prodiict of the number

of bits in an "operand" and the "processing rate."

(bd) "Processing rate" is the peciprocal of the sum of:

(2) 0.9 times the average "execution time" of an

operations are based on:

t "Either fixed point or floating point operands and

ever type yields the greater numerical processing

addition, and
2 >
2

(2) 0.1 times the! average "execution time" of a multi-

(e) The "operand" Length and Nexecution times" of the above
:

:

execution times or if both are provided then which-
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PROPOSAL TO

STUDY AND DEFINE THE BOUNDARTES DIVIDING COMPUTERS,

COMPONENTS AND PERIPHERALS FROM CALCULATORS

AND ASSOCIATED EQUIPMENTS

AND TO

REVIEW AND EVALUATE THE PREVIOUS AND CURRENT WORK

RELATING TO THE MEASUREMENT OF THE STRATEGIC

POTENTIAL OF COMPUTER SYSTEMS

The administration and execution of U.S. export policies covering

computers, components, and peripherals is becoming increasingly important

to (1) the U.S. government in relation to general export policy and

foreign relations; (2) to the operating departments responsible for

reaching judgments regarding the exportability of computer systems;

(3) to the operating departments concerned with the application of

guidelines to the measurement of the existing and potential strategic

value of work done by a given computer system; and, (4) to the various

computer companies marketing computer systems in the international area.

The rising importance derives, in part, from the sharpening competition

the world market among computer manufacturers, from the greater

complexity of U.S. computer systems being exported, and from the recent

arrival of the latest generation of computer technology.

In regard to the sharpening competition in the international market,

4t is becoming increasingly difficult to use the existing criteria to

distinguish consistently between computer systems, on the one hand, and
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calculators and similar equipments, on the other hand This difficulty
arises in part from an irregular ebb and flow among the various technologies

which at any given point in time are included in computer systems, calculating

and processing systems, data handling equipments and general communications

equipments. The desired combination of the above technologies and equipments

reflects the operating requirements v7 an orgatri zation at a given point in

time. These requirements have their own "drift" or "float". For example,

-on-coming combinations of calculators and associated equipments possess

some properties previously found in small computer systems. Small,

specialized computer systems often possess one or more capability or

-capacity that raises them above the export control threshold. Re-defining

the boundaries would be a task of considerable complexity, including both

technical and operational aspects of systems applications.

Devising a feasible method for consistently and reliably measuring the

capacity of a computer system to perform work of strategic value involves

three separate sets of action. The first has to do with general and specific

technology evaluations and would include (1) the overall evaluation of the

"new generation technology" as technology, per se, and as an interactive

force within the current computer systems technology package, and (2) the

evaluation of measurable and viable "elements of technology" within the
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new generation and an updating of the evaluation of "elements of technology"

carried forward to current systems from preceding generations. The second

has to do with the functional criteria currently being used to measure the

capacity of computer systems to perform work of strategic value, and would

include re-evaluation of the functional criteria used and possible modifi-

cations in ligne ci of the past few years and of the new

generation technology. The third has to do with the "administrability" of

any given formula or method and would include a comparative evaluation of

the current method with any newly developed method.

The Computer Science and Engineering Board proposes to undertake the

first task of defining the boundaries dividing computer systems from calcu-

lators and similar equipments and to evaluate previous and current work

relating to the second as a combined technical analysis in support of the

President's Special Assistant for Science and Technology, the Department of

State, the Department of Defense, the Department of Commerce, and other

government elements having interests and responsibilities in the computer

export area.

The two studies would be handled as separate, bu
t concurrent and closely

related activities. A special sub-Panel of the CS& Board would be estab-

Jished to do the technical analysis to distinguish more clearly the line

separating computer systems from calculators and similar equipments. The
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pertinent information, experience and expertise within the government and

the private sector will be utilized, as appropriate. The results will be

issued and distributed to those government activities having priority con-

cern with the problem. Further distribution of this report, or generalized
version, may be made as mutually agreed upon.

The work to develop a technically reliable method for consistently

measuring the capacity of a computer system to perform work of strategic
value would be undertaken concurrently by a second special sub-Panel of

the CS&E Board. The work would be performed in two stages. The first
. Stage would include, but not necessarily be limited to, a survey and

evaluation of previous and current work in the field relating to the

measurement of the strategic potential of computer systems. The out-

come could take the form of consultations, informal briefings and perhaps

an informal paper, as mutually agreed upon. If the outcome of stage one

indicates the need for further work to develop a satisfactory method for

measuring the strategic potential of computer systems, a supplemental

proposal will be submitted outlining the nature of the additional work to

be undertaken, a new time period for performance and the additional funding

schedule. As in the case of task one, i.e., computer systems vs. calculators,

the pertinent information and expertise within the government and the private

sector would be brought to bear.

The decision to move into stage two could occur at any time during the

course of the initial inquiry that is mutually agreed upon.
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These two concurrent efforts would take place between 15 June 1971 and

31 December 1971. Interim or preliminary papers, technical consultations,

briefings or conferences would be provided as mutually agreed upon.

Close liaison will be maintained with the elements of government concerned

with various aspects of the problem in order to assure the timing and focus

that would be most useful to those governiient activities having policy and

implementation responsibilities.

Attached is a proposed budget showing the total funds needed and the

estimated expenditures within that total.
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PREFACE

Due process and privacy have long been matters of fundamental

importance to all Americans. At its inception in July 1968, the

Compter Science and Enginecring Board of the National Acade-

my of Sciences invited one of its members, Alan F. Westin,
Professor of Public Law and Government ai Columbia University,
to discuss issues of due process and of privacy in the context of

trends toward increasing computerization of personal records.

Because of the sparseness of information, the board concluded

that the public interest would bo served by searching out and

publishing a comprenensive body facts about the aciuai effects

that computers, communications, and a lied information technolo-

gies have had on creating, shaving, and using files on individuals.

This goal was to be reached through tirsthand observations in

depth of as broad a cross-section of private and public files as

resources would permit. In keeping with the board's policy, com-

mitment to this goal implied looking not merely at file technolo-

gy, but also at the nontechnical factors si.aping its use: it Implied

estimating technological trends and developing the future implica-

tions of these trends for individual and public policy choices on

matters of due process and of privacy, Including classified govern-

ment files in the study was precluded by 1egal limitations on access

to files and, when access is granted, on freedom to publish

findings. Attempting, as an alternative, to develop implications for

public policy choices from the fragmented and unverifiable infor-

mation publicly available seemed unwise.
Professor Westin, with Dr. Launor Carter, Vice-president and

Manager of the Public Systems Division of the Systerns Develop-

mer.t Corporation; Dr. John R. Meyer, President of the National
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Bureau of Economi Research and Professor of Economics at Yale

University; Dr. John R. Pierce, then Executive Director of the

Research Communications Sciences Division at Bell Laboratories

and now Professor of Engineering at the California Institute of

Technology; and Dr. J, Barkley Rosser, Professor of Mathematics

and Director of the Mathematics Research Center at the University

of Wisconsin, developed a study plan for review and approval by

the board.
Sharing as they do the board's interest in the interrelation of

law, the behavioral sciences, and technology, Russell Sage Founda-

tion and its President, Orville G. Brim, Jr., were receptive to our

plan. In February 1969, Russell Sage Foundation accepted a

formal study proposal submitted by the Computer Science and

Engineering Board and approved by the President and Council of

the National Academy of Sciences. Named Project, Director, Alan

Westin, with the advice of the board, assembled a staff well versed

in computer science, economics, journalism, law, political science,

psychology, and sociolecy. Based on the contributions and critical

comments of the entire project staff, the final report was written

by Alan F. Westin and Michael A. Baker,

To assure that major v :ewnoints and contrasting positions on

basic issues Involved in databanks would influence ihe

research, and reporiing of the project, the board appoinied a

Nationa! Advisory Group to ihe project. With the understanding

that their role was advisory and that responsibility for this report

rests with the authors. the Co.nputer Science and Engineering

Board and the National Academy of Sciences, these people gave

fullv and freely of their advice and their criticism at several stages

of the work. This report owes much to their probing and their

prodding.
A distinguishing mark of this report is its fascinating first-

hand accounts of 14 out of ove 50 site visits made by the project

director and his staff to public and private organizations whose

files on people are in transition from manual to computer technol-

ogy. The staff was welcomed with courtesy over extended and,

occasionally, repeated visits. To each organization and to every

individual in it who met with the staff and answered their ques-

tions, the board expresses its thanks.

Those who answered the questionnaires used in the study

were pledged anonymity. In their privacy, they too have our
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thanks, along with the anonymous reviewers of this report selected
by the National Academy of Sciences' Report Review Committee.

The board ciosely supervised the study thre ughout. its course.
Alan Westin and his staff gave of themselves unstintingly in devel-
oping the factual base for their findings end analyses. The board
deeply appreciates their efforts and is pleased to commend this
report to all Americans.

Computer Science and Engineering Board

By.
Anthony G. Oeitinger

Chairman
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SUMMARY

The United States has become a recoids- oriented society. In
each major zone of personal and civic lif: (education, employment,
credit, taxation, health, welfare, licensing, law enforcement, etc.),
formal, cumulative records are assembled about each of us by hundreds
of private and government record-keeping crganizations. These personal
histories are relied on heavily by the collecting organizations in making
wany decisions about our rights, benefitc, and opportunities, and in-
formal networks for sharing record-information among public and private
organizations become a common feature of organizational life heavily
dependant on credentials.

During the past two decades, as most government agencies ane

private organizations have been computerizing their large-scale files,
the American public has become concerned that dangerous changes might
be taking place in this record-keeping process. Because of the computer's
enormoiis capacities to record, Store, process, and distribute data, at
great speeds and in enormous volumes, it is feared that far more personal
data might be assembled about the individual than it had been feasible
to collect before; that much greater sharing of confidential information

might take plaice among the computerized record holders; and that there

might be a lessening of the individual's ability to know what records

have been about him, and to challenge their accuracy er

completeness.

DATABANKS IN A FREE SOCIETY is the renort of the first nationwide,
factual study of what the use of computers is actually doing to record-
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keening processea in the United States, and what the growth of large-scale

databanks, bot manual and computerized, mean for the citizen's constitu-

tional rights to privacy and due process.

it also outlirss the kinds of public policy issues about the use of
databanks in the 1970's that must be resolved if a proper balance between

the individual's civil liberties and society's needs for information, is to

be achieved,

HOW THE STUDY WAS CONDUCTED

The Project on Computer Data Banks war a three year research study

conducted under the auspices of the Compute Science and Engineering Board

of the National Academy of Sciences, under grants of $164,000 from Russell

Sage Foundation, The Director of the Project was Dr. Alan F. Westin,

Professor of Public Law and Government, Columbia Universit:y, and euthor

of the well-known book, Privacy and Freedua, published in 1967. inter-

disciplinary staff of seven scholars from tne fields of law, computer

science, and the social sciences collaboratcd in the research, The

project received continuing guidance not only from the Computer Science

and Engineering Board but also a apecial Advisory Board of 18 prominent

figures in public life whose views spanned the full spectrum of opinion

on iseues of catabanks end civil liberties.* The final report of the

project was written by Dr. Westin and Mr. Michael A. Baker, Assistant

Director of the Project and an Instructor fn Sociology at Brooklyn College

of the City University of New York.

The majcr sources collected and used vy the Project include:

1. Bocimentary materials on computerized record systems in more

* Wanues of steff and Advisory Eoard members appear later in this summary.
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than 500 government agencies and private organizations.

2. Detailed on-site staff visits to 55 of the most advanced

computerizing organizations, ranging across the most sensitive fields of

personal record-keeping.

3. Replies from over 1500 organizations in a national mail survey

of developuents in computerization and record-keeping among government

agencies and private organizations.

4. Exteasive interviews with officials from computer companies,

software houres, systems consulting firms, industry associations, civil

liberties groups, labor unions, consumer organizations, minority-rights

organizations, and professions1 associations.

5. Legal, legislative and regulatory-agency materials dealing with

databank issues in 25 distinct major fields of personal record-keeping.

6. Materials and interviews on the state of databank developments

and regulatory controls in 23 foreign nations, for purposes of comparison

with the United States.

ORGANIZATION OF THE REPORT

The Report is organized into five parts:

Part I presents a brief, orienting discussion of computer systems

and civil liberties concepts for general readers.

Part If consists of "profiles" of 14 governmental, commercial, and

private orgarizations, drawn from 55 to which the Project staff made site

visits. Each profile describes the nature and function of the organiz-

ation, its p record-keeping, its move into computer usage,

the effect o automation on its record-keeping about people, previous



civil liberties issues involving the organization's manual record-keeping,

the effect of computerization on civil liberties protections, and the

organization's plans for further computerization in the next five years.

The 14 organizations given this detailed treatment are:

The U.S, Social Security Administration
The F.B.I.'s National Crime Information Center
Kansas City (Missouri) Police Department
New York State Department of Motor Vehicles
City of New Haven, Connecticut
Santa Clara County, California
Bank of America
T.R.W. Credit Data Corporation
Mutual of Oasha Insurance Company
R.L. Polk & Company
Massachusetts Institute of Technology
Church of Latter Day Saints
Office cf Research, American Council on Education
Kaiser-Permanente Health Plan

Part LIL has three chapters which present and analyze the Project's

principal findings. These include an overview of what kinds of files heve

and have not been computerized in advanced organizations; an analysis of

computer effects.on civil liberties that are not taking place as yet; and

a description of those changes in record-keeping that the use of computers

and communication systems is producing in these organizations.

Part is an analysis of the way in which the reception of computer

technology is affected by organizational, legal, and socio-political

factors, followed by a forecast of developments in new computer and commun

ications technologies that are likely to occur in the remainder of the 1970's,

and an analysis of their implications for civil liberties,
Part \ discusses public policy choices in the 1970's in light of

the project's findings and forecasts. The first chapter analyzes the lacger
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socio-political significance of the computer's arrival inthe late 1950's

'and 1960's; it gces on to suggest the basic civil liberties principles
that ought to be followed when seeking to safeguard citizen righta in

large-scale record systems, especially in the increasingly computerized

sectors of American organizational life. 'The final chapter of the report

presente an agenda fr the 1970's, identifying six areas of priority for

public policy and civic action.

Three xppendixes to the report present the results from the Project's

survey of organizations, an analysis of public opinion literature on privacy

and the computer, and information about the experience of ether advanced

industrial nations in dealing with the datebanka-and-privacy problem.

HIGHLIGHTS CF THE REPORT

1. A great many commentators have warned that the spread of computers

is fundementally altering the balance between information policies of

organizations and individual rights to privacy that marked past eras of

record-keepiig. Compared to what was done in the manual era, it is said,

the new capacities of the computer inevitably lead organizations to collect

more detailed and intrusive personal information about individuals; to

consoli@ate confidential information from previously separate files; and

to share confidential personal data with government agencies and private

organizations that had not received it before. The Project's findings

from visits to 55 orgenizations with high); advanced computer applications

is that computerization is not yet having such effects in the overwhelming

majority of such organizations. For a of technological and

organization1 reasons, central databank developments are far from beirg

as advanced as many public commentaries have assumed. Organizations have
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so far failed to achieve the "total" consolidation of therc intormation

about individuals which raised civil liberties alarms when such goals were

announced in the 1960's by various government agencies or private organ-

izatons.

Further. in computerizing their records on individuals organizations

have generally carried over the sume policies on data collection and shar-

ing that law and administrative traditions in each field had set in the

pre-computer era. Where new law or practices have evolved to protect

individual liberties over the past decade, organizations with computerized

systems have followed such new pelicies as fully as those that still use

manual files and procedures. Even the most highly computerized organiza-

tions continue to rely heavily on manual record keeping and retain in their

paper files the mat sensitive personal information they possess.

2. Another widely held fear is that computerization makes it more

difficult for the individual to know what is in the file about him, to

have errors corrected, or have the data erased where public policy

Specified that certain information about an individual's past should be

ignored. The Project's inspection of systems showed that notice

to the individual about a record's existence, opportunity to inspect and

challenge that: record, and policies as to the removal of out-of-date

or irrelevant: information were not being substantially altered by computer-

fzation. Where policies affording individuals rights of due process such

as the above had been provided in an organization prior to computerization,

those rules ave being followed in the new computerized systems as well.

Where no such rights were given, the adoption of computers has not made
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the situation either worse or better. Neither has computerization intro-
duced impersonal decision maxing in systems where was not present

before, nor forced organizations into greater reliance on "the record" in

making decisions about clienta, customers or citizens. Where abuses

along these lines were present in computerized systema -- ralaing seriov3

due process questions -- they had been carried over from the high-volume

"processing" of people in the manual era.

Over and over again, the Project's findings indicate profound pubiic

misunderstanding sbout the effect of computers on large scale record

systems. To some extent, the inflated claims and proposals of organiza-'onel

managers about the capacities of their computer systems helped to generate

whet were in fact baseless privacy concerns on the part of the public.

In addition, as the Beport shows with respect to law enforcement uses ard

airline-reservations and charge-card syste, many commentators on comprters

and privacy 'csues have failed to do adequate regearch into the actual

operations of systems about which they write, and have presented entirely

incorrect pictures to the press and public about hew these computer systems

work. The danger in this, the report points out, is that we may give up the

fight in the telief we have already lost. "If we assume that computer users

are already doing things that they are not, we risk surrendering without a

fight the border between properly limited and surveillance-orfented computer

applications... The question of what border control measures should be adopted

can hardly be understood and properly considered...if the public and opinion

leaders assume that the borders have already been obliterated."

3. Comprterization in advanced organizations is producing changes

in record-keeping methods that can increase the efficiency with which

organizations carry out their basic decision making about the people
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they process or serve. Computerization is making it possible for many

organizations to maintain more up-to-date znd complete records; obtain

faster responses to inquiries about a given individual; and make more

extensive use of informetion already in the files. Computers have also

made possible dramatic expansion of networks for exchange of data among

organizations thst have shared data since >re-computer days; and the

creation of some large data bases of information about people that

would not have been feasible without autc::ation. These changes have been

felt already in police information systems, national credit reporting systems,

charge card system3, and others.

4. Looking at technological trends for the remaining years of the

1970's, the Report forecasts that while there will be important continued

increases in computer capabilities, no developments are now foreseeable

that will alter the technological, organizational, and socio-political
consideration that presently freme the databanks and civil
issue. Organizations will have wore flexible, reliable, and cost-effective

computer syarena to use in pursuit of their policies, but these will not

represent a radical departure from the computer capabilities presently

available. The most important development with implications for civil
liberties will be an increase in the ease with which data can

be shared among organizations which have ccmputers, coupled with a

reduction in the cost of doing eo. This will make it imperative that

legal boundaries aa to data-sharing are aei as clearly as possible.

5.° The Project concluded that the real issue of databanks and civil

liberty facing the nation today is not that revolutionary new capacities

for data surveillance have come into being as a result of computerization.

The real issue is that computers arrived to augment the power of
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organizations just when the United States entered a period of fundamental

debate over socizl policies and organizational practices, and when the

traditional authority of government institutions and private organizations

has become the object of wide-spread dissent. Important segments of the

population huve challenged the goals of major organizations that use

personal records to control the rights, benefits, and opportunities of

Americans. There is also debate over the criteria that are used to make

such judgments (religious, racial, political, cultural, sexual, educational,

etc.), and over the procedures by which the decisions are reached, espe-

cially those that involve secret proceedings and prevent individuals from

having accesa to their own records. Computers are making the record keeping

of many organizations more efficient precisely at the moment when trust

in many large organizations is low and when major segments of the American

population arc calling for changes in valuca that underly varfous socisl

programs, for new definitions of personal rights, and for organizational

authorities to make their decision-making procedures more open to public

scrutiny and to the review of specific individuals involved.

6. Despite the rapid spread of computers, there has been little so far

by way of new; legislation, judicial rulings, regulatory-agency rules,

or other legal remedies defining new rights to privacy and due process

in major record systems. The Report stresses that, because of the incressed

efficiency of record-keeping and the growing intensity of the public's

concern, the niddle 1970's is the moment when law-makers and the public

must confron: both long-standing and newly raised civil liberties issuer,

and evolve a new structure of law and poli-y to apply principles of privacy
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and due process to large-scale record keeping.

7. The Report identifies six areas of priority for public action,
and presents examples of specific policy measures under each of these

that ought to be seriously considered by policy makers:

A. Development of laws to give the individual a right of access

and challenge to almost every file in which records about him are kept

by city, county, state, or government agencies. At etake here is the

possibility that, denied access to records being used for decisions

about hiuself, the citizen is left with "feelings of powerlessness and

the conviction that governwent authority is fundamentally arbitrary."
At the very least, citizens ought to know what record systems

exist in government egencies, A Citizen's Guide to Files, published at

every appropr'ate level of government jurisdiction, should "provide the

citizen with a thorough, detailed and non-technical directory of the

record systens that contain information abont him, and the general rules

under which it is being held and used." Providing adequate due

process protection in government files, the Report suggests, is best

achieved by assuming that individuals should be able to see and get a

copy of any records used to affect them personally -- with the record

keeping agency "bearing the burden of proving that some specific public

interest justifies denying access."

B. DBvelojuent of explicit lawa or rules balancing confidentiality

and data-sharing in many sensitive record systems that today do not have

clearly defined rules. Among these would rules governing the provision

of inforuaticn to law enforcement agencies from bank eccounts, travel

and entertaircent card records, airline and hotel reservation systems,
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etc. The Report predects tnac one or two large systems will come to dominate

in each of these areas. "This development will make the individual's account

record more comprehensive and a very inviting target for investigators
of all kinds. With that rise in sensitivity and attractiveness ought tc
go legislative enactments spelling out retention and deatruction policics,
confidentiality rules, and procedures for protecting individual rights
when outsiders seek to obtain access for what are asserted to be lawful
and necessary purposes."

As a case study in how not to build new record systems, the Report

discusses some of the major Administration and Congressional proposais fer

national welfare reform, which generally hinge on the availability of

puters for masgive data storage and exchan,;e. Several of the welfare system

proposals contain "sweeping authorizations for data collection and

but almost acthing by way of confidentialiiy standards and due-process review

procedures." 'ihe Report points out that we may be "creating one of the

largest, most sensitive, and highly computecized record systems in the

nation's history, without explicit protections for the ciivil liberties of

millions of persons whose lives will be profoundly affected..."
C. Limit the collecttion of personal information where a proper

regard for the citizen's right to privacy cuggesate thet records ought not

to be maintaired at all by certain organizotions, or never furnished for

certain uses in the society. Among the examples are the use of arrest-only

records in licensing and employment decisicns, and the selling to

commercial advertising services of names eid addreases collected by

government uncar its licensing and regulatoy powers, unless the individual
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specifically consents to such use.

In the case of arrest records, the Report stresses that "a democratic

society should not allow arrest records to be collected and circulated
nationwide with increasing effictency without considering directly the

actual soctal impact of their use in the employment and licensing spherer,
and without examining the poseibility that diasemination beyond law-enfo'ce-

ment agencies represents an official stigmatization of the citizen that

ought to be either forbidden by law, or closely regulated."
D. Increased work by the computer industry and professionals within

it on technological safeguarda which will make it possible to implement.

confidentiality policies more effectively than ia now feasible. The Report

notes that "No 'technolcgical fix' can be epplied to the databank probleu.."

Protection of privacy is a matter of social policy, on which "computer

professionals sxe fellow citizens, not experts." But the Project calls
for more resessch, devalcpaent, and teeting.efforts to be undertaken by

the computer industry to eee that the computer's capacities for protection

of confidentiality and insurance of proper citizen access are turned intc

"available and workable products." Law and public pressure, the Report

suggests, require that such measures be tacen by managers of sensitive record

systems when they are computerized, thereby stinulating the "user demand' to

provide a practical market for such devices and techniques.

E. Recoisideration by congress and the executive branch of the

current permissive policies toward use of the social security number in

an increasing number of government and private record systems. The Repo.t

notes that having auch a number is not a prerequisite for linking files

within or betvcen organizations, but notes that a common numbering systein

clearly makes record linkage easfier and chesper. Further, the Project
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concludes that resolving the critical civil liberties issues in record

keeping "will require that a minimum level of trust be maintained between

American citizens and their government. Under these conditions, adopting

the social security number as a national identifier or letting its use

spread unchecked cannot help but contribute to public distrust of

government."

F. Experimentation with special information-trust agencies to hold

particularly sensitive bodies of personal deta. For example, the Report.

suggests that the handling of both national crime statistice and summary

criminal historfes ("rap sheets") might be taken away from the Federal

Bureau of Investigation and placed in an independent national agency under

control of a board that would have public representatives as well as

law enforcemert officials on it. Such an agency would have to be established

"with a clear legislative wandate to be a 'guardian' institution,"

paying attention to civil liberties interests as well as law enforce-

ment needs.

The Report stressed that the next five years would be a critical

period in the reception and control of aersitive personal record systems,

especially those managed by computers. Mote sensitive areas of record-

keeping are being entered by many computer/zing organizations, many larger on-

line (instant access) networks are being brought into operations, and more con-

solidationa of presently scattered records about individuals can be seen

as a trend in certain ereas, auch as criminal justice, credit and financial

transactions, and welfare. The Report str.sses that .unless law makers and

organization] managers develop proper sef:guards for privacy and due process,

the record systems they are
and create wechanisns for public scrutiny and review,
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building could sharpen the already serious debate in American society
over the way to apportion rights, benefits, ard opportunities in a

credential-oriented society, and leave orgrenizational uses of records to

control individual futures too far outside the rule of law.

In its closing paragraphs, the Repor': sums up the databanks and civil
liberties problem as follows:

"Tf our empirical findings showed anything, they indicate
that man is still in charge of the nachines. What is collected,
for what purposes, with whom inforsstion is shared, and what
opportunities individuals have to sce and contest recorda are
all matters of policy choice, not tcchnological determinism.
Man cannot escape his social or moral responsibilities by
turnmuring feebly that "the Machine wade me do it."

"There is also a powerful tendency to romanticize the
pre-ce era as a tine of robust privacy, respect for
individuality in organizations, and "face-to-face"
relations in Such arcadian notions
delude ua. In every cge, limiting the arbitary use of power,
applyirg broad principles of civil liberty te the troubles
and chullenges of that tine, and using technology to advance
the social wall-being of che nation represent terribly kara
questions of public policy, and always will. We do not help
resolve our current dilexisas by thinving that earlier ages
had magic answers.

"Computera are here to atey. So are large organizations and
the nced for data. So is the American to civil
liberty. Equally real are the social cleavages and cultural

chat mark our era. Ovr task is to see that
appropetate safeguards for the individual's rights to privacy,
confiduntiality, wad due process are erbedded in every major
record systca dn the nation, particularly the computerizing
systems that premise to be the setc.ig for wost important
organizational ucce of inforsstion affecting individuals in
the coming decades."
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Llardware aspects of secure compuling
1

by LEE M. MOLNO

System Development Corporation
Santa Moniea, California

INTRODUCTION

It makes no sense to discuss software for privacy-
preserving, or secure time-shared computing without

considering the hardware on which it is to run, Software

necess contiols icly upon catam prc ccs of hardware

If these ean go dcad or be dehbarately G d without

warning, then all that reinains is false security,
This paper is about hardware aspects of contralled-

access shared A study was

recently made of two picces of hardware that are re-

quired for secure time-sharing on an TBM System 360

Model 50 computer: {he storage protection system and

the Problua/Supcrviso state control system.! It un-

covered over a hundred eases where a single hardware

failure will comproimise seeurily without giving an'

alarm. Hazards of this kind, which sre pre: ant in any

computer hardware which supports software access

controls, have been chimunated im the SDC
ADOPT-59 taTnoe-Shanng System thiough tcchiqucs
described hercin?
Analysis based on that work has clarified what

avenues are available for subversion via hardware; they
are oullined jn this paper. A number of ways to fill

these sccunty gaps we then develop rd, meluding meth

ods applicable to a variety of computers. Adminis-
trative policy considerations, problems in seer' v cer

fication of hardware, end hardware design considcr-

ations for <ceure time shued computing also receive

comment.

FAILURE, SUBVERSION, AND SECURITY

puter hardware. One is the problem of hardware failure.

'The relationship between "security"? and "privacy" has beon

here In this paper "security" is used to cover

1 aeceas computing in goneral,

This includes not only computer logic that fails by

itself, but uso miswiring and faulty hardware caused

by improper maintenance ("Customer Jugincer") ac-

tivity, including CF errors in making field-installable

engineering changes.
The other security problem is the clonk-and-dageer

question of the suscepttalty of hadwate to subversion

by unauthonzed parsons Can hardware changes

jeopardize a semire computing facility even if the solt-

ware remains completely pure? This problem and the
which will he considered in

Ved rey pre:J1:
: :

depth, are related.

Weak points for logic failure

Previous work snvolved an investigation of portions

of the 360/50 hardware. Its primary objective was fo

pinpoint single-failure problein locations. The question

wasashcd, "If this clancnt fuls, will hardw ue required

for secure computing go dead without giving an alarm?"

A total of 99 sinele-failure hazards were found in the

360/50 storage protection hardware; they produce 2

yaricty of system effects. 'Three such logic elements

wore found in the simpler Problem/Supervisor state

(PSW lit 15) logic. A m this Jomc would cau

the 360/50 {o always operate in the Supervisor state.

An assumption wes made in finding single-failure

logic problems which at first may seem more restrietive

than at really A failure ys def ned as having occu «cd

if the output of a logic clement remains in an mvelid

state based on the states of its inputs. Other failure

modes certainly exist for logic elements, but they reduce

Lo {his case 2s follows: (1) an intermittent Jogic clement

meets this criterion, but only part of the time; (2) a

shorted or open input will cause an invalid output

state at least part of the time; (3) a logic clement which

exhibits excessive signal delay will appear to have an

invalid output state for some time after any input

transition; (4) an output wire which has been con-

J Wo type of security problem ean be found in com

cw
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nected {o an improper location will have an invalid
output state based on its inputs at least part of thetime; such a conection may also have permanentlydamaged the clement, making its output independentof its input. 1€ should be noted that failure possibilitieswere counted; for those relatively few cases where a
sceurity problem is caused whether the element getsstuck in "high" or in "low" stale, two possibilities werecounted.
A situation was frequently escountered which js con-sidered j n a general way in the following section, butwhich js touched upon here. Many more logic clementsbesides those fallicd would cause the storage protectionhadwae to go dead af they failed, but fortunately

(from a security viewpoint) their failure would causesome other cs part of the 3860/50 to fiat, leadingto an overall sy ccm "Paiwe detection by faultysystem operation" keeps many logie clements from
becoming security problems.

Circunventing logte failure

Providing redund int logic a re wonible fast saggestion as atoincaus of
scamity prodlems Vowevs, iedandanes hs somelimits which are not apparent until a lose look istaken at the areas of recurity concern within the CentralProce ang Unit (CPU Secmity problenis uc reallyin control Josie, such as the logic activated hy a storageprotect violation signal, rather than in mit ti-bif data
paths, where redundancy in the fur of cae etectingand cio? codes i often u-cful Ind ds the
360/50 CPU alresdy uses an crrer-detecting code exten-
sively, since parity checks ave made ou many multi-bit
paths within it.
Feffective use of redundant lugic presents another

problem. Onc must fully understand the system as it
stands to know what necds to be added. Putting itanotha way, full hadware cotification must take
place before redundancy ean be added (or appreciated,if the manufacturer claims it is there to begin with).
Lastly, some aveas of } 1 : 1 dv tl + do net lend them

sclves too easily to redundancy: There can be only one
address nt a time to the Re: 1 Only-Storace (ROS) unit
Whose micropray1 ur control the 460/00 CPL 2 One
could, of course, use such a seberme as aiple-moduluredundney on all control paths, providing three copiesof ROS in the bargain. Phe result of such an approachwould not be much like a 369/50,
Redundancy has a specialized, supplementary apph-cation in conjunction with hardware certification. Atter

the process of certification reveals which logic clerents
can be checked by software at low overhead, redundant

logic may be added to take care of the remainder. Agood example is found in the storage protection logic.leven failure possibilities exist where protection inter-rupts would cane an incorrect microprogram branch
upon failure. czThese failure possibilities acise in partfrom the Jogic cloments driven by one control signiJing. This signal could be provided redundantly tomake the hardware secure.
Software tests provide another way to climinatehardware failure 28 a security problem. Code can bewritten which should cause a 1 protection or privileged-operation interrupt; to pass the test the interru 7 { mustreact approprivtely Such software must the

operabne systen software for scheduling and storge-protect lock alteration, but must execute in Problemstale to perforia its tests There as cleatly a tradcothetwecn systom OV and rite of testing. As pie-Viously inentioncd, hardware certification must be per-formed to aseertain what hardware can be checked bysoftware tests, and how to cheek it.
Software testing of eritical hardware Is a siinple andreasonrble approach, given hardware certification; it is

clovely related to a larger problem, that of testing forsoftware hoksvith software Software te fing
wan, .dded to the SDC ADEP I 50 The > 7

System, has chine ted over 83 percent of pre ent
single-fatlure hasards in the 860/50 OPU,
Microprogramiiing could also be put to work tecombit fadtne probleas A ramincd routinecould be Included in ROS which would automaticallytest eritical hardware, taking immediate action if the

test ware not pissed Such ameaupreg un could abein the form of on executable mstruction @ LesePROTECTION), or could be auloiatic, as part of
the timer-update sequence, for example.A micropregramimed test would have much lower
overhead than an cquivalent software test performedat the same rate; if automatic, it would test even in
the middle of user-program execution. A preliminarydesign of a storage protection test that would be ever-
cised every timer update time (GO times per second)indicated an overhead of only 0.015 percent (150 test
evcles for every million ROS evcles) Of even gicater
significance is that microprogrammed testing is. speci-fiahle. A hardware vendor can be given the burden of
proof of showing th ct the tests are complete, the verdor
would have to take the testing requirement into account
in design. The process of hardware certification could
be reduced to 2 design review of vendor tests if this
approach were taken.

Yetrofitting inicroprogrammned testing in a 360/59
would not involve extensive hardware changes, but
some changes would have to be made. Testing micro-
programs would have to be written by the manu-

dud at
J
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facturer; new ROS storage clements would have to be

fubricated A small amount of logic and a Jarge amount

of documentation would also have to he changed.

Logic failure can be totally cluninated as a security

problem in computer hardware by these methods. A

finite effort and minor overhead are required; what

logic is secured depends upon the approach taken, If

microprogian or software function d testing ds used,

miswiting and dead hurdware caused by Cli errors will

also be discovered.

Subversion techniques

It is worthwhile te take the position of a would-be

system subverter, and pracced to look al the casiest

and best ways of using the 860/80 to stenl Ses froma

unsuspecting users, What bardware G } would have

to be made fo gam to profcetcd core mawary

or to enter the Supervisor state?
Vived chinacs to Cminate hardy ue fcatures are

obvious crenph: just remove the wire that. carries the

Ging } pamancnth As any functional tcting
for dead hardware wil discover a fixed change, a po-

fentiel subyerter must he pore clever

In ADUPE-50, 6 uo is swapped 1 n penodically for

a brief Jeneth of time (a "quantum"). During his

quantum, a user can have access to the 360/50 at the

ma hine-language level; no interpret ve program come'

between the user and his prograin unless, of course,

he requets Ht. Thus, a clever subverter might seck to

add soine hardware logic to the CPU which would

look for, say, a particular rather unusual sequence of

two Instinctions in a program. Should that sequence

appear, the added logic might disable storage pro-

tection for just a fon mero cconds Such e small

am the hard: ae would be quite sufliereat for

the user to (1) aceess anvone's file; (2) cause a system

eresh, (3) modily anvone's file

Usa contiolable changes could be implemented I n

many ways, with modes of control and action

besos this example (which was, howcvu, one of the

more eflcctive sch contempleted) Cotnterme t-

sures to uch contiollsble chane.s will be constdered

below, along with Wiys which a subyerter might

to antierpate countermeasures

Countermeasures to subversion

As jmplicd carlior, anyone who has sufficient access

to the CPU to has own "de-ign PSin the

hardware is likely to pul ina controllable change, since

a fixed change would be discovered by even a simple

software test infrequently performed. A user-control-

lable change, on the other hand would not be dis-

covered hy tests outside the user's quantum, and

would be hard to discover even within it, as will become

obvious.
The aufometic microprogrammed test previously dis-

assed would have a dow probability of discovering a

user-controlable hardware ehange. Consider an at-

tempt by a user to replace his log-in mumber with the

log-in number of the person whose file he wants to

steal. Ho must exeente a MOVE CHARACTIERS in-

struction of length 12 to do this, requiring only about

8L microseconds for the 3€0/50 CPU to perform. A

microprogranmmed test occurring at timer Interrupts-
onee cach 16 milliscconds-~would have a low prob-

ability of discovering such a brief. security breach. In-

Cleave the test rate, though it reises the proliability,

raiscs the overheud correspondingly, A test occurring

at. 16 aitcrosccand intervals, for example, represents a

15 pereot averhead.
A ocasonable question is whether a software te

imght do s better job of <potting u er-contobahle

ha' One and a ch this tash by

allempting to discover } 1 with fest, mseted in

user progriims in an undetectable fashion. One typical

methods onld do this by in erting invisible bie. ports
into the {vue <trcam, when wey woe

encountered during the user's quantum, o software test

of storage protection and PSW bit 15 would be per-

formed,
A software test of this-type could be wriften, and as

will be discu-ced, such a roftware test would be difficult

for a subyert-r to circumvent Neverthele-3, the d draw-

back arof Hus sefty acc test are scy cl JRecntiant code

is reqmired su that the sofuware test can huow (1) the

location of the inslruction stieam, and (2) that no

mnstiuctions are Indden in date areas }Requung re-

entiant program. vould wm tum requine minor chinges

to the ADEPT-50 Jovicl compiler and majer changes

to the level Assembler 4 small mu roprogiam chanre

would even be required, so that softy ire could sense

the diftercnee between a fetch-protect imterupt and

an evceule-protect mtenupt Changes would be 1c-

quaed to the ADLPT 00 SERVIS, INTRUP,

BUG, and SKE) modules Were such a software tet

implemented, run time overhead vould hi ely be rather

for frequent breikpomt-mseitors, sinee each

breakpoint mserted would require execution of 50 oO

more instructions at run time. Lastly, programmers

might not ahyvays ike having to write recntrant code,

These Implementation problems, though described

for one specific test epprovch, are likely fo extend to

any fest which attempts to mnterrupt runmng weer pron

1 to ot PSW bit 15, for example But such cher

y

2) i nee sone



338 Spring Jomt Computer Conference, 1970

Cent +

fiams via softwiue, since any such test must isolate
and augment cveiy user's instruction sticam
Although the abuve does not demonstrate that de-

tecong user controllable subver ion hardwaie ms
2 should that by no means is such

detection even hada than the above may
suse ot, for, as the next section wale thesubvater busily budding his
mio the CPU bc may add an ult to impos bs
vating anti-fualur aid and--ubya ron hadwaie

Defeat of countcrmecsures

Jiudware that ey to
me casy fo remove JRedundant logic cau bo ch wbhdwith the same wie cutters of Wire a otha
Josie This alo trac of st Gag and pordy-chodJo, a Gover subvour my edd
thet up a test and te hisova dogic winle the tests The subve termo, dlanatvdy, auenge that tests abs ays
pass dung das quantwa

ate cant yb !

moe Cuatcult for the to ictivate, snee hicmul decade putwuba ROS addi sto hnosy that
hes Once has

done thi, thou,h, h one proceed > afhe were denewith hudvaic, spce on a shot tam besic, micro
plogiam content and ddresse, do not chuaee Phe uct
result of potting an ROS rather thir

logie is toa c the "worl function" for subyersua,that 1, the suhvc tar invest da mote worl to
his pou, but he cap reich it
On the othe: hound, a thorough software ict, such

as the breakpoml tc.t previously de cubed, would be
nowt able to defeat by drudware techmaucsThis ws because af the transient nature of softyare
a subvciter woull have to decode proghim var bles
such as addresses via hardwaic, then even mina
chances in the brea pomnt pliems would inike
that heidware 3 must aecall, hov ever, the
luge mmplonentation and averherd puoblems
In a intcuepting software In summary,countermeasure? en be devised which have a high"wark function," but they cnt yor costs imple-mentation end systan

cussion, namely, that the subs citer hos both knowl dye
subver ion counter-of hardwerc

measurcs) and means of chengine the h hudware This
need not the case, bul aoa depends on

than techie iw considerstionsAdin conndcations are the next sulycet

Adminishative policy

Speen handing of hadware documentation and
enginerung changes may be when commace of computers are us.d for sectue time-
shaun, Fist, I P hardware or pneroproptrams ve beenadacd to t) computa to test for farleres and sabvo son
attemp's, the details of the tests should not be obi. im-
able from the computer meuufecturc's worldwide nct-work of sues repre catatives The fact that fest as
done and the techmed details of tht testi, v
seein to be Jogrtmnate objects, ance a subvciter
can testing, only af he hnows of at 14
cation of documents which to a
pohcy gue tion which shuuld be comdeacd Likew 9,rdund nt badwaie, such as a copy ofPSV. bit 15 Jogi, nneht be mclukd m the
ealcgon
The «seond areas thet of chauge control Pre

the "Cu tomer (CE) poss nnel who peter
changs Lave elearence allow ang there

acecss to the Dardw or, but vhot about the techmic |

docuncnis which tdI them what to du? A elevur sub-

to include his modtfcitions, or end spurgechane A CH vould thom ds
mst the eubvete ?

ong) change" Sines 3

ys tuo much to expect a Chl io undeistand a1 4
wie bas, eich chenege he some ne

stepisneacs us fone wants tobecue that
changes aie mace far te oils Tn of} ci

computer manufacture enginels
chauac. etc secuiity am the sense

inv t be Guuantced Apeaal paths of tras
and post by the mona

fectwrer uncut be an adegv ite way to scree
changes, there we undoubtedly othar wiys ltas deu
that ap chlem exists
Finally, it should be noted that the 360/50 ROs

storage Cements, o1 any cquivalent parts of anothe
manufoctura's hardy ve that contain all system inter
protiamiuny, to bo treated une
such physically sealing them m place as pait of
hadwaecoufieation New «tor.ee cements contamn,

ch inges are security objects of even
order than ieeulu cngmeening chenee documents, aid
should be handled acco.diegly, fom thar manufacture
throveh then

GUNERALIZATIONS AND CONCLUSIONS
Some pencial points about hadware doeagn thal

iclite to «me time-shormg and some short-range
long-range conclusions are the topics af this section

1 sCOV ld eas sly p rare7
7

7

'Tw 4



Fail-secure vs. farl-soft hardware

Television programs, novels, and motion pictures
have made it well known that if something is "fail-safe,"
it docsn't blow up when it fails. In the same vein,
de-igners of igh-rdiability computers coined the term

fv' to de ul a mechine that degrades its
performance when a faihwe oveurs, Instead of becoming
completdly u lt is now pruposcd to add another
tam to this family 'Fail<ccure to protcet seme
information rezardless of fellure."

The ability to detect failures is a prerequisite for
opartion Howey, ell system provi ions

for concctive action b. sed on fvlvre detection wt € be

cued, designed, prcticulardh when hadwere failure
correction is invalved. Two coses were recently de-
scuibat whe cine conflict aru e hotween dard and
softy ate thet had been inchwhd to ciiewavent *

Autonmdic correction herdwere could likewise mask
probe which sould bo to the attention of
the Syetcmn Scwmity Oficer via security software.

\ somethiig between the of sy ster
crash and silent automatic coirection should oecor
When hoadwere Definition oF het doce hi

upon of i 1 be a desi n

requncnent for foil come tine daring Vib
soft compufas ae not Jikely ta be f con.
palets, nor vice vera, unk xf ware and hadw ic
have been designed with both caneepts in mind.

PF ilure detection bi fully custom operation

Computer hardwere logic ean be grouped by the
system: operation or operations it helps perform. Somme

logic--for exainple, the elock distribution logic helps
perform only one system operation. Other apie -sach
as the read-only storage address logie in the :

helps perform many system operations, fron floating
point inultiplieation to memory protection interrupt
handling, \When logic is needed by more than one system
operation, it is cross-cheeked for proper performance:
Should an clemcut needed for oper tions A and

'At the "Workshop on Hardware-Suftware Interaction for
System Reliebility and Recovery in Fault-Tolerant Computers,"
held July 14-15, 1960 et Pacifie Palisades, California, J. W.
Herndon of Bell Telephane Labs reported (hat a prohlom had
ari-en iu a developmental version of Pell's "eleetronic hing

" Ttseems 1]ml ch bor t setup of relay vould borin

reconfiguring a bad communications channel : { the samo time
that softwere in ESS was trying ta find ont what was wrong.
K.P Thomas, Jr. of the Los Alumnos Svieatifie Laboratory,
having had a similar problem with a self-checking data acauii-
tig sy a, awecd wich that ho as not elevet
cumich to know what do about system failures; software
failure correction approaches ave preferably,
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B fail, the failure of system operation B would indieate
the malfunction of this portion of operation A's logic,
Such interdependence is quite useful in a fail-secure

system, as it allows failures to be detected by faulty
system operation-~a seemingly inelcgant error detection
mechanisin, yet one which requires ucither software nor
hardware overhcad Some ide is on it uses and limi-
tutions follow.
The result of a hardy ue ] failme can U3 be

dfn din teams of v hat happens to the syste n
aliows associated with the dead hardware. Some logicfive modes are deteelible, because they male loric
Cements dosnsQeim uurelated sy {tin
oporetions Ani i vill elsorevealf anodes which
spuil oaly the operation v hich they help par
form. These failu 1 Cs must be detected in some other
wiv Thoe ae alo, but more: ich, eascs whe a

1 faite may had to an operation fabuc thet
is nat obvious. In the 869/50, a failure could cate
Slapping of a cepa cut of a control th t

Wasn't really needed on that eyele. Such failures are
not acter thle by f vity system op vation at le pal
of the Gime,

y he t of this f ihac detection
{cela ne In to he fail s

wall as i 1 adware deen Tn gong d,
more inferdepeadcnciescsi-ting amas chunks of Joi,
the ] are foilures to produce far sy

operation. Por
onc finds siuations shetched in 1 Therein,

f {1

hardy

on

Chua Canes

Ady y en
1 d h Wore houle no heidw J

n I

Jo, in many places in a computer

SYSTEM

OPERATION q

8

SYSIEM
OFERATION

SEQUENCING

SYSTEM LOGIC
OPPATI 2

&)

Figure 1--Tnhibit logie vs sequencing lecie
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TABLE 1--Control Signal Error Detection by Odd ParityCheck on Odd-Length Data Field

DALA BITS
o12 P MEANING

000 0 datn error or control Jogic error?000 1 0
cal Q 1

J data errer
010 0 2
G10 J data erier
031 0 da crroroll t 3
160 0 4
100 J data error
101 0 data error
IUI I 5
110 0 data error
Yyu } 6
111 0 7Jjl 1 data error or contiol logic enort*

hh wie 'ly set all bits 9 coeControl jagie ureonectiy ret ait bats to one.

Sy {cm Opaation A neds the SOT VIC of Loge Croupland Logic Grow ) as
3, whileSyrtum Operation necdsLovie Group 2 snd Josie Group 8. Note at this pointthat, as above, if Sa tem Oprriton A doen't vorkbecause of a fathoe J n Joo Grotp 3, havc con-currently detected fuhne m the los

Sysicm Operation B.
A further point is made in Figure 1. Often SystemOperations A and Boanust be mutually exclusive: hard-Ware must be added to prevent simuliauecous activationof A and B. Pwo basic design approzches may be takento <olye this pooblom An Gnhibiting scheme mv be

used, wherein logic is added that inhibits Logic

a "equenemp sche nia be used, wherein logic notdirectly involved with or 2--such as system clock,mo le tion Jogi, or a { register defines whenA and B are to be active This approach is illusti ted
by 1(b).
Now, "inhibit" logie belongs to a particular Svstem

Operation, for its function is to asynchronously, on
demand, condition the hardware to perforin that SystemOperation. 11 depends on nothing else; if it fails by
going y permanently inaelive, only its Syetem Operationis affected, and no i is given. On the other hand,"sogucneing"logic feeds many arcas of the machine;its failure is highly likely to be deteeted by faultysystem operation.

A further point can be made here which may besomewhat controversial: that an overabundance of"inhibit"-type asynchronous logic is a good indicatorof sloppy design or bad design coordination, Whilecertain amount must exist to deal with asynchronouspieces of hardware, often it is put in to "patel" prob-Jems Chat yO onc realized were there till system checkouttime. HMvidence of such design inay suggest morethorough serudiny is desirable.
System Operations can be grouped by their frequeneyof occurence: some operations ore necded every CPUcycle, soine when the programmer requests them, comeouly during maintenance, and so on. Thus, some lozicwhich appears to provide a cross-check on other logicmay not do so frequently or predictably cnough tosauisfy cerlificntion requirements.To sun up, the fact thet a system erashes when a

a blessing in disguise. Hf fail soft operation cucompes<cshardware thet ig needed for cantinned security, suchap (he measur protection hands. al feral solt Operis not fail-secure.

Con rol sienals which direet data transfers will oftenbe cheghed by ite] 1 bat wae pat 19 verydata pauty dhe netm ond estent of th. chedin, 1

dependent on the error-detecuion code used and uponthe Jengih of the data field (excluding: cheek bits).\Vhat happeus is that if logie fails which controls adata path and its cheek bits, the data will be forced tueither all zeros or all ones. If one or both of these casesis Heaal, the eontrel logic error will be detected whenthe data. cheche} panty che king on the
360/50 CPU resulls in much control logic failure de-tection capability thercin.) Table 1 demonstrates anexaple of this effect; Table 2 deseribes the conditionsfor Which at exists for the common pauty check.

TABLI 2-- Control Signal Error Detection by Parity Checking

DATA CONTROL LOGICWELD ERROR CAUSES:PARTLY : all zcroz all ones

even odd CAUGHT MISSHD
even even MISSJs1) CAUGHTodd odd CAUGHT CAUGHTodd even MISSHD

hardware failure ocens, rather than "failing oft"continu to run wilhoul the dead hardware. may be
*Co

Date

ly

when Logie Group 9 Is id vice versa. Phi
approach is illustrated by Figure Ia). Alternatively,

a Us

1 a
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CONCLUSIONS

From a short-range viewpoint, 860/50 CPU hardware
has some weak spots in it but no holes, as far as secure
time-sharing is coneernmec. Furthermore, the weak spots
ean be reinforced with little expense. Several alterna-
tives In this 7 : LL d have beeu deseribed.
Vrom a Jonsemrange viewpoint, anyoue who contem-

plates specifying a requirament for hardware cerlif-

reference, some noles are appropriate as to what it
tooh fo Gummi c the 860/00 rece. profes ten
to the level reyuhid for meaningful hardware certifi-
cation Tho vaitar fist ol oad several public cons
which describe Che system. Vraving read these, the
writer obt: ducd the legie diosrms, went to the be-
ginning, points of several cperations, and traecd logic
forward, Sienals cufering a point were traccd backward
until logic was found which would definitely cause
faulty machine operation outde the profection systons
Mat faked this teu a

arose between what had heen read and whit the lugic
diverains appearcd to show. Some disercpanccs were
resolved by fuythee study some were accounted for
by special features on the SUC 860/59; sume remain.
Afta Josie tr ene the ertnc yr otee

sketched out on cleht S} X JL pages.
proved to be oxtramely velueble for impraving the
writer's understanding, and enabled failure mode chart-
ins, thet would havebeer dati. et ble by mond means

lan
This drawing

from the manufneturer's lacie diawrains.
For certifying, hardware, deeumentation quality and

but definitely not
errors, OVer-

the and

eurrentness is eerteinly a problon, J he

publication alone ate neo + 0
sufficient, because of version diferences,
sumphfication, and msuflic cat Both
macune logic diagrams wae ded

Though the hardware ecrifiertion outlook is bleak,
an alternative doos exist: testing. As preview by de-
scribed, it is porsib e to require inchusion of low-over-
head functional testing of eritical hardware in a secure

Ilardware Aspects of Sceure Computing 141

computing system. The testing techniques, whether
embedded in hardware, microprograms, or software,
could be put under security control if some protection
agninst hardware subversion is desired. Furthermore,
administrative sceurity control procedures should ex-
tend to "Customer Engineer" activity and to engineer-
ing change documentation to the extent necessary to
insme that hardware changes are made for {echnical
reasons only.
Careful control of access to computer-based infor-

mation is, and ought to be, of general concern today.
Ace coution in a sceuie time-sharingcysten such
as AD ) 50 are based on hardware features." The
Jittar deserve suiutiny
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and differcnces

by WILLIS H. WARE
The RAND Corporation
Santa Monica, California

For the purposes of this paper we will use the term
"security" when speaking about computer systems
which handle classified defense information, :

"privacy" mregeid to those compater: systems which
handle non derense ipfoumetio® which poneth ess
must be protected because ilis in some respect sensi-
live. Ht should be noicd at the outset that the context
in Which security rust be considered is quite dificrent
from that which can be applied to the privacy question.
With respect to clas ificd miltary information Uiere
are ane
discipline to govern the conduct of prante who wark
with such infornuition. Morcover, there is an estib-
lished set of caterories into which information is
classified. Once infG.mation is classified Confidential,
Secret, or Top Secret, there are well-defined reauire-
ments for its protection, for controlling access to it,
and for transmitting it from plice to place. In the
privacy situation, ancloyous/conditions may exist
only in part or not at all,
There are indeed Federal and Stale statutes which

protect the so-called "secrecy of conimunication."
But it remains to be cstabhished that these laws can
be extended to cover or interpreted as applicable to
the unauthorized acquisition of informetion from com-
puter equipment. There are also laws against thievery;
and at least one case involving a programmer and
theft of privileged information has been tried. The
telephone companies have formulated regulations
governing the conduct of employees (who are subject
to "secrecy of communication" laws) who may intrude
on the privacy of individuals; perhaps this experience
can be drawn upon by the computer field.
Though there apparently exist fragments of law and

some precedents bearing on the protection of infor-
mation, nonetheless the privacy situation is not so

neatly circumseribed and tidy as the security situa-
lion, Privacy simply is not so tightly controtled. Within
computer networks serving many companies, organi-

security and privacy: similarities

zations, or agencies, there may be no uniform govern-
ing authority; an incomplete legal framework; no
established discipline, or perhaps not even a code of
ethics users At picsent thore is not even
comma ay weepledselofccteganics to oe leve s

of sensitivity for private information.
Great quantivies of private information are beine

accumuletcd in computer files; and the incentives to
penctrate the safeguards to privacy are hound to in-
crease dws mo. prove ip { oa ra

need more OO s CH 1 beaccd
for a monitoring and enforcement establishment
analogous to that in the security situation. In eay
event, it can not be taken for granted that there now
exist adequate legal and ethical umbrellas for the pro-
tection of privete inforraation.

yn? t :

nt. Tf iC. OYa
i :

1 1

The privacy problem is really a spectrum of proh-
lems. At one end, it may be necessary to provide only
a very low level of protection to the information for
only a very short tine; al the opposite end, it may be

necessary to jvoke (he most sophisticated techuaigues
to guarentee protection of information for extended
periods of time. Federal regulations staie explicitly
what aspect of national defense will he commromiscd
by unauthorized divulgence of each catepory ofclassi-
fied information. Theie is no cormespording par-
ticularization of the privacy situation; the patential
damage from revealing private information is nowhere
described in such absolute (erms. It may, be that a

small volurne of information leaked from a private
file may involve inconsequential risk. For example,
the individual names of a company's employees is

probably not even sensitive, whereas the complete
file of employees could well be restricted. Certunly
the "big brother" spectre raised by recent Congres-
sional hearings on "invasion of privacy" via massive
computer files is strongly related to the volume of
information at risk.
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Because of the diverse spread in the privacy situa-
tion, the appearance of the problem may be quite
different from its reality. One would argue on principle
that maximum protection should be given to all in-
formation labeled private; but if privacy of informa-
tion is not protected by Jaw and authority, we can ex-
pect that the owner of sensitive information will re-
quire a system designed to guarantee protection only
against the threat as he sees it. Thus, while we might
imagine very sophisticated attucks against private
files, the reality of the situetion may be that much
simpler levels of protection will be accepted by the
owncrs of the information.

In the end, an cnsincering trade-off question must
be assessed. The value of private information to an
outsider will deternine the resourccs he is willing to
expend to acquire it. In turn, the value of the informiu-
tion to its owner is related to what he is willing to pay
to protcet its Perhaps this game-like situation can be

ployed out to et bist. for estal bshang
the level of protection. Perhaps a compuny or govern-
mental agency- or a group of companies or agencies,
or the operating a of a mult access compuicl
service- will have to establish ifs own set of repula-
tions for handling private informetion. Further, a

company or ecency have to cstublish penalties
for infractions of these repulations, and perhaps even
provide extra remuneration far those assuming the

Gn iesponsitility of protecting privete
information
The security measures deemed necessary for a

multi-processing remote terminal computer system

operating in a military classificd environment have
becn discussed in the volume > This paper will com

pare the security situation with the privacy situaiion,
and suggest issues to be considered when designing a

computer system for guarding private information.
Technology which can be applied against the design
problei is described elsewhere.j

First of all, note that the privacy problem is to some
extent present whenever and wherever sharing of
the structures of a computer system takes place. A
time-sharing system slices time in such a Way that

each user pets a small amount of attention on some

periodic basis More than one user program 1s resident
in the central storage at one time; and hencc, there
are obvious opportunitics for leakage of information
from one program to another, although the problem
is alleviated to same extent in systems operating in

an interpretive software mode. Ina multi-programmed

*Peters, B., "Security Considerations in a Multi-Programaied Sys-
tem".
fPetersen, HE, and 8. Turn, Systems Implications of Privacy."

computcr system it is also true that more than one
user program is normally resident in the core store
at a time. Usually, a given program is not executed
without interruption; it must share the central storage
and perhaps other levels of storage with other pro-
grams. Even in the traditional batch-operated system
there can be a privacy problem. Although only one
program is usually resident in storage at a time, parts
of other programs reside on magnetic tape or discs;
in principle, the currently executing program might
accidentally reference others, or cause parts of previ-
ous programs contained on partially re-used magnetic
tape to be outputed.
Thus, unless a computer system is completely

stripped of other programs-and this means clear-
ing or removing access to all levels of storage --

privacy infractions are possible and might perimit
divulgcuce of information from onc progtam to an-
other.
Let us now reconsider the points icised in the

Peters' paper and extend the discussion to inchide
the privacy situation.
(1) the p oblews of costioling user access to the

resource-shering computer system is simular in both
the security and privacy situations. Hi has beci sue-
gested thet one-y poeswords
satisfactorily identify and authenticate the user in
the sccuity situation. In some university time-shar-
ine syofcis, periniwicutly assyied pesswords are
ec widered eceeptable for user gentificat on E

though printing of a password at the console can be

suppressed, iL is easy to ascertain such a pussword by
covert means; henec, repeatedly used passwords
may prove un ise for the privacy situate
(2) The incentive to penetrate the system is present

in boih the security and privacy circumstances.
1Zevelation of military information can degrade the

country's defense capabilities. Likewise, divulgence
of sensitive information can to some extent damage
other parties or organizations. Private information
will alvays have some value to an outside party, and
it must be expected that pencwvanons will be at-

tempted acainst compier systems hanHing such in-
formation. Htas concurvable that the legal liability
for unauthorized Jeaking of sensitive information
may become as severe as for divuleing classified
material.
(3) I he computer hardware requirements appear

to be the same for the privacy and security situations.
Such features as memory read-write protection,
bounds registers, privileged instructions, and a

privileged mode of operation are required to protect

: : : :

*Peters, B., loc cit.
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information, be it classified or sensitive. Also, over-
all software requirements seem similar, although cer-

tain details may differ in the privacy situation be-

cause of communication matters or difference in user

discipline.
(4) The file access and protection problem is

similar under both circumstances. Not all users of a

shared computer-private system will be authorized

access to all files in the system, just as not all users

ofa sccure computer system will be authorized access

to all files. Hence, there must be some combination

of hardwate and software features which controls

access 10 the on-line classified files in conformance

with security levels and need-to-know resirictions
and an conformance vith conespor n attributes

in the privacy situ fina As muntoued cerher, Ur ie

may be a saior difference relative to volume. Jn

classeicd files, deniul of access must be al veto,
whereas in private files access to a SUG: 1 quantity
of suns tive deform tion n bo

(5) the philosophy of the ove 1 \ 1 t

tion will probah! y have fa be diftient in the privecy
a at,

users are indoctrinated in secuiily 4 and their

pusowa psponstb Cate cera yr

the sy tern de + 1 Tastes the
a clas: ifed document in a hellway is expected to

reluin it, so the mien wh. aecidcnially pcceives classi-
fied information at his cunsole is expected to report
it. The users in a classified sysiem are subject to the

reputations, authority, and discipline of a povern-
asercy Srviar restriciers may not prevail

operate within the framework of goverument
chosification. In general, it would appear that onc
cannot exploit the good wilbof users as part of a priva-
ey system's design. Ou the other band, the co-opera-

users may be pa tof the design plutoso, dy if i
roves possible to impose a uniform code of cthics,

Ponty, and discipline vithin a riulleeccess sys
'om. Uniform rules of behavior might be possible if

users are members of the same organization, but

difficult or impossible if the uscrs are from many
apanies or agencies.

(O) lhe certifying authority is certainly different
he Uo situations. I is easy to demonstrate that

total number of internal states of a computer is

Chormous that some of them will never prevail in

trate that large computer programs have a

number of internal paths, which implies the

ential existence of error conditions which may ap-

governing the internal scheduling and operation of

multi-programmed, time-sharing or batch-operated
machines are likely to be extensive and complex;
and if security or privacy is to be guaranteed, some

authority must certify that the monitor is properly
programmed and checked out. Similarly, the hard-

ware must also be certificd to possess appropriate
protective devices.
In a security situation, a security officer is re-

sponsible for establishing and implementing measures

for the control of clessified information. Granted
that he may heve to the word of computer ex-

peris or become a computer expert himself, and

granted that of itself his presenee does nat salve the

computer sceurity pool' there is norethelese et

least an : cd, ada ide responsible euthorty
In the case of the ar industrial syster,

word of ibe computer manufacturer wha supphed
the softvae? Hso, hot does he assure himself th +

thon ctmer 1 providcd ns to dhe «

tem thet cnly he, the manufacturer, bnows about?
Chote his ov hb nog of dq.

fense seculity practic :

a

pated, if not espected: but industrial
compuicrs micy be serious. On the other haad,
industrial penctrations aeainst computers cauld bs

very profitable and perhans safer fron a legal vicw-

point.

It would probably : difficult for a potential pone

trator to mount the I of effort

indushicd resource-sharing computer system that

foreian apcifs are presemed to mount apainst secrecy

systems of other governments. To preiect against

large-scale efforts, an industry-established agency
could de p treck of m ior computing stal atio 1s

and know where pencthation efforts requiring heavy

comput.r sipport mbt originate On the other hand,

the resourceful and insightful individual can ve as

great a threat to the privacy of a system. If one can

estimate the nature and extent of the penetration
effort expected against an industrial system, perheps
it can be used as a desien parameter to establish the

Jevel of protection for sensitive information.

In the

P Vang 1 11

: : :

:

& nt

014 iiCral 1 com
4 a

k, HOD that c
i :

4 :

(8) The secuiity and privacy situations are cer-

tainly similar in that each demands secure communi-

cation circuits. For the most part, methods for assur-

ine the security of communication channels have tbeen

the exclusive domain of the military and govern-
ment. What about the non-government user? Could

the specifications levied on common carriers in then

:

:

AC of the machine. It is equally easy to

+ rarcly or even only once. Monitor programs

"s
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da
:

a

implicd warranty of a private circuit be extended?

Does the problem become one for the common

catricrs? Must they develop communication security

equipment? Jf the problem is left to the users, does

each do as he pleases? Might it be feasible to use the

central computer itself to encode information prior

to transmission? If so, the console will iequire special

equipment for decoding the messaccs.

(9) Levels of protection for communications are

possibly different in the two situations, If one be-

licves that a massive effort et penctret :on could not

be mounted ageing a commercil private netwo.k,

areh.tivelylow-qualityprotection for cammunicution

would be sah 1 a On the other hand, coupatea

A foreion jadastry sieht find iC fo tap

the : a of ULS. companics operating an iuicrna-

Vong) apd prostiualy provate computer network.

Mitt it be thet in n We

pates : ergyptect Tue

effort ofa foreign javermnent focused on t privecy-

protecting meastics Of a computor network?

Ho control of tone trade were to becomeon

Maser FO COV y

Forel cour a

or cornmeal canyeter-private systems

will yced the h protection that con be provded
'hans paper hoy ete npted to n'c a { 7 and bare fy

syste operating with cho. med ty

Information and comouter systems handing private

Ol scnutwe 1

respects, the Gh Club. between the [Wo situ tod
are anly of iy cic ale a few 48

movi sh tho tho s differ in bind,

and on these designers of a system must tale

special note. Phe essential difercuces between the

two situations appear to be the following:

(1) Leeal foundations for protecting clessified

nformation aie well este bhisi d, whereas 1 n

the privacy situation a uniform authority ovér

users and a penalty structure for infractions

are lacking. We may not be able to count on the

good will and disciplined behavior of users as

part of the protective measures.

(2) Whie penetrations can be expected anainst

both classifiedaid sensitive information, the

worth of the material at risk tn Che two situe-

tions can be afferent, not only to the

owner of the data but also to other parties aad

to society.

G) } meanitude of the resources availabie for

Isotcetion cial fo. peact. i971 ale man

smaller in the plivacy sitvation
4

(4) While secure ccnunmnications are required tn
1 1 { cous >

bet +

i tpatrons, tere
: 4 ils 1

prof r :
:

ALOIS OS

vail
> importerice of protectionavalible, and Un

overndes ccauamic conunlasctoans. dn

privecy circum secure sate 7

meine ation
anu the of pect
tions is 1 to are cre

tory :
4 :

te
i : :

7 i : : : : :

:
:

COP: : : :

1 : : :

(5) Sane softy re d tals have nai di
fantyan ( povay stadt
dn Grerces 1 the seernty cf 7 tons

It mist be rev ctmbcred thet since the Fader1

arto ty endacsul tions for 1 cl SHER 1

tary Co not furctor or

live i: ination, ti do

acon pice destined to protec
fied rYormation wil caudly p tive

information. 'Pho all is that Gry

users af a computer-private network may not be sub-

ject to @ common wuthority and discipline. Bul even

if they are, the streneth of the autharity may not be

adc quate to deter rane ocrate atiempt, penetration

the d/crerces and caus! b & n
41 ir

1

1:

wore ald aenot 7
7

ree e 2

y j Ss



Chairman's Introduction to the SICC Session

security and privacy in computer systems

by WILLIS H. WARE
The RAND Cotporation
Santa Monica, Calvornia

INTRODUCTION
Information leakage in a resource-sharing

COINIHMW H3S7CIII

\Vith the advent of comptier systems which share

Cases, 4

provided to agaist the

cary
7 rt infos is no ta umantho wed portics

Pspior ce : t
1
yty 1 nomte y ar detonse

systems are naw widely used in 1 ond defers.
iostallations, and c { to penetrate
such camsputer systenis mint be antiinated.
can be no doubt that safcnuards must be conceived
Vhieh will profect the information in such com-
pater systems. There is a corresponding situation

the industiial world. Much business information

tathite, r State-of-healih of the company. One can
imagine a circumstance in which it would be prof-
Mable for one company to mount an industrial es-
Fionage attack against the computer system of a
"ompetitor. Similanly, one can imagine scenarios in
"hich confidential information on individuals which

hept within a computer is potentially profitable to
* pany not authorized to have the information.
Hence, we can expect that penetrations will be
"enipled against computer systems which contain

information,
This session will not debate the existence of es-

pst) be

Phere

279

pionare alk inpts against resource-shating
Rather, tt is assumed that the
In principle: in fact, and Our py
devoted to discussing technological aspocts of the
problem rai

birst of al, 1 of terninoloay is in order,

systems.
problem caisis, at least

to sefeouards.

will be

: 1 bie :t &

:the resources of the con 7 :
OF Uae f : : yoor derense situation, the darson is

1 :
users puch thefim: al
fora rola Gig Us FCO} COU baw bea )

a We po ban
1be counlsd to another ee a co 7 11

use and drweonce a militery-classmicd inieracten,and we need 1 I : dwell fu. ther on (iv issue. du t non
1military oyea, terminch : is pot establish ad. The
Ble securiy' includes such things es

1ay Goss and busiiess mnfo-

reason, and& iflesden OF be + \ &:

Je ped
: 71 7 :

moton, baat
plus end § ebacs Ver
too browd.

cho covers the physical p ote a ron of

Jn cncles, the pickles winch wilI

pute}

for 1 lai t h Co 41 1

concern 18 Caled the "pu
:

:

+Vhe words "private" and "privacy" are 1 r I 1 Ne{I
associated with an individual in personal seise,
also provides the following definitions:
but Third Newbs

intended for ar restricted to the use
of a particular person, or group, or
class of persons; not freely available
to the public
isolation, seclusion, or freedom from
unauthorized oversight or observation.

Private: ..
iS company-confident! it relaies lo pro-

{ " to the suceess

Privacy:...

We are talking about restricting information within
a computer for the use of a specifiedgroup of per-
sons; we do not want the information freely avail-
able to the public. We want to isolate the infor-
mation from unauthorized observation. Hence, the
terminology appears apprepriate enough, although
one might hope that new terms will be found that do
not already have strongly established connotations.
For our purposes today, "security" and "classified"
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RADIATION RADIATION TAPS

PROCESSOR

FILES
Theft
Cop, : +
Unauthorized access

OPERALOR

Replace a pre. rng m a o seth

boy PalTt t

Desa he

RADIATION

TAPS
RADIATION

RADIATICH
CROSSTAIK

CROSSTALK

_ CENTER :

*

SFHUH NG
COMMUNICATION LINES

: :

:
: :

: :
HATOW ARE

t conet to:
bre,

SYSTEMS ChOGRAMNER

fig?
Mars' to Seal

Posre cpfa

::n :

OTE
87

Fr : AL: 7: : : : :

Centribule to software fausies
On Ty tse:

:

: han flies : c :

k 3 TeyArcess tr teat te ex, $32
Use : : :

: H C 1 ing: : 1: :

will refer to milltary or dufense information or situa-
tions, "prvi? oa "pits. cv," tO the cot esp oud
mdustueal, Of

In each ase, the indiv dual authoriz. d to reccive
the information will have "need to know" or "access
authorizetion."
We vill do the follo th Tnord 1 to

bring fl of us to a Co. den devel I r
& p tive on

reso ice sharme ul systems, briily
review the configaration of such systems end wenury
the veoh s to penetration aiea to lek
age of information. The following paper by Mr. Peters
will describe the security safeguards provided for
a multi-programmed remate-access computer system.
Then 1 will contrast the security and privacy situ-

ations, identifying similarities and differences, The
final paper by Dr. Petcisen and Dr. Turn will discuss
technical Aspects of sceurity and privac sufepuards.
Finally, we have 'a panel of three individuals who

have faced the prvacy problem an ical life sys
tems: cach will describe his views toward the prob-
fem, and his approach to a solution. In the end, it

will fall upon cach of you to conceive and implement
satisfactory safeguards for the situation vinch con-

cerns you.
A priori, we cannot be certain how dangerous a

given vulnerabthty might be "Things W hich are serious

for some computer systems muy be only a nursance
for othe
Not I TMI apis
bilty or threat to privacy. Rather, Jet ec try

j oe g t 3 v J

it

1

+ com: : :

might to an
in cher (i a u

for me the contest of po

: qnestron of how muca I

we Went to provice, Whol phat sia,
be provided, and how Parad oF VUE
bility be.
The liwdware configuration of a typical resource-

sharing cemputer system is shown in) Fieure 7,

There is a central processor to which are attached
computer-based files and a communication network
for linking to remote users via a switching center.
We observe first of all that the files may contain

: :

1 \cy Stk

information of different levels of sensitivity or

miltary class fieation, therefore, access to these
files by users must be controlled. Improper or un-
authorized access to a file can divulge information
to the wrone. person. Certainly, the file can also be
stolen-a drastic divule of niform ition
On the other hand, an unauthorized copy of a file

might be made using the computer itself, aud the copy
revealed to unc uthorzed persons.



+

The cential processor has both hardware and soft-
ware components So fat as hardware is concerned,
the circuits for such protections as bound registers,
memory tead protcet, or privileged mode might
fall and permit information to Tcak fo rnproper
destinations A large variety of herdwore farures
might copurbute to softwere wiaob, m turn,
lead to divul-ence Since the processor consists of
lugh specd electronic creuits, can be expected

rediatt, concavebly an 12 paity
acaune tion of the

sofiwanc disable sneh on fo tures a

access Cor userid nbSce spor rime y bounds
coutol, Jodie) to imp opo. reeuing of reoraition
Jntm tly imvolved vith (central puter

bo

coop choot b cheve 1
ep ane cok' "hor he for thea

as just tt cd docs an enon ts 2

but to som. cempiter cemvclept (iz Core,

aie risks wah the

process While atfcnipane to degno o a system
futlare, casi be per rated which
would to the meipten ace men hov the soft

Wate ns are coded }iom that point, it

be ecesy to rewne the michine so tht cettam in

structions appeared to behave normally, whereas in

fuct, the protective mechanisms could be by passed

While some of the thimes that Pve just proposed
require dcbbcrate acts, others could h-ppen by
acentent

Thus, so far as the cor puting central self ts con

cerned, we have potentral vulnerabilities in control
of access to files, in rectaton froin the hardware,

herdy ore, software, or combined hudware-soft-
ware failures, and in dehberete acts of penctration
or accident.! mist hes by the system personnel

Security And Privacy In Computei Systems 28!

The communication links fiom the central processor
to the switching center, and fiom the switching center
to the remote consoles are similarly vulnerable Any
of the usual wictepping methods might be employed
to steal infosmation fiom the Ines Since .ome
communications will involve iclatively high fie-
quency sigails, electromagrctic radiation mught
be by an eavesdropper Also,
between commtiacetion Hal's mipht posobly icveal
mforpiation to unauthonscd mdividuals J uither-

have a rad
d) it fail te

the isht coteston wad so Pp? the to an

A remote cowole af o have a ie diation
vulncrabigy Ge eas the pass that

OF bards maght bc tter ted

boa duc

In, CL tbe pbuca seo th et

Puls, tes user th
te the pat mia, the

to the con Cor id

mec

c

fs,
to of

Fhore rut be for
the requests vila of the evsteny, etd
tes atedus bo progfe t bus, i

user Vino invedes theo

system to ascertam its and to
mehech pees hich e e not apparent to the op iators
or to the progiamn is, but which give tara

"ans" tonal unavanablewformation
To summernvze, there arc human vulnerabiltics

thieushout, sad vidual acts cen aceidentally delb
ecruely jeopudize the protection of information

the computa, the commu ucaticns system, and the

consules Thre are softveerc vulnerabilities, and
vulnerabilitics the system's organiziton, eg,
access contiol, user identification and authentication
Hiow serious any onc of these bo depends on

the sensitivity of the information being handled, the
class of users, the operating enviioniaent, and

certainly on the shill with which the network his been

designed In the most restricuve case, the mtv ork

might have to be protected against all the types of
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4 *

invasions which have been suggested plus many ized acquisition of information, has atterapted to out-
readily conceivable. line some of the major vulnerabilities which exist in
This discussion, although not an exhaustive con- modern computing systems. Succeeding papers in this

sideration of all the ways in which a resource-sharing session will address themselves to a more detailed

computer system might be cither accidentally or examination of these vulnerabilities and to a dis-
deliberately penetrated for the purposes of unauthor- cussion of possible solutions.
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ny od We
ails abject

can now define Franchise for each

Fy - {u} (4)

wh} (5)

Fy (vw, ue} (6)

I*y _ h, Ww, (7)

tute th a th

(3)

Cile -1) U > 0 (14)

JSquations (17) though (14) recusive define two
useful sets thf accumulue abistory of file references
a function of fl A of the
Inghest as dein dl py equation (32) as
either the sot, Ape - 1), or the cuiucnt sit,

ation the condition as sonn low
fre thy

Ingh as as umon of the as
the Quint cet, Gv b hoe 7 tow

hao ran the Senge of

lie

> 4
1

}

} t i

3
1

1

4

aren (11) DYCr C, ( ) €

] Vita Ca, at the cf]



geovter then) i nny protle The a peche

> A; (29)

(2/)
Por G, the ith (a their

fury Poawever, as the histories
acetaul: fo, never o nooad the upper Pit by the
job. AnG) ore,

aif

Our moadclis rie 1 tu express the equations

the
to the system if sod only if

(22)

where U gs the of all sanetioned users known to the
systom,
Acecss is granted to a terminal if and only if
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TABLE I--Security property determination matrix

Property Authorily Catesory Franchise
Object A C F
User, u Given Constant Given Constant u

Terminal, t Given Constant Given Constant uj

Job, j minn A,) C,O C, uj

file Haisting file
File, f Given Constant Given Constant uy

Now Now filee>u > 0

integrity, histories eeu never exces} (ic, be ueF, (22;

JF equations (22) aud (28)) hotd, then by definition

Us

« ra
:

P 7 Pi :

J: G :a C : : :

), :1 of

t
id hJ

+ x
: : : : : : :

: the tbs eth the: : Wa :

: {us : : tien:: :

:

TO:

:
5 or O n

: YOM :

levals OL Lu+ bys

Cate, ory eorresponis to the hest of spent
control comparinents used to restrict secess by
and areas such vs thave of the and

conmuunities; and the
corresponds to secess sanctioned on the bass of
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necd-to-know With this mterpretation, the popular
security terms "classification" apd "clearance" can be

defmed by our model the seme duncnstons as 8

min/mis test on the secunty profile
tion 18 att vched to a obiect fo designate the

muumunr seeurlly profde requtied for sccos, whereis
chawrance grants to a secunty objet the maximum
wourtty prafde { has persion to 'Pats, leg
wecess Obtains fF the ence is than op equal
to the cle ufe dion, re, f equation (25) holds

Anothe: observation on the as the "job
umbrella'? concept unphel by cquations (22) through
(20), 1, the devved clhatance of the yob (not the

clearance of the user) 1. used as the control

(riplet for file access Lhe Job spreads 4

clearince ta norm.hve acess to a

heterogcneous assortment of pragrem and dita files
the probk ot of control in a multi level

seedy Also nole haw the job un brell's
ga water mak (equat ens (11) through CO) 1s used

ty autom vvelly clasafy new files (equetions (17) and
(iS)), thr voreet is deca further below

cry. tion on the ay he vion uf
read to hiow to terminal access, equ. tion (3)
f aure allows terminal, to be to special

ople rndror spec} for pro control of

Lomogeneons

p
7 e systems pro rate com

pier opis stores, ete.

Cohan its une ada pra
Totnes cer Ghe won

Seauily objects and structine

obreet hos cumque tion (TE)
1 Qe thf he"Ths form of the HD deponds upos the security

"Ubon, (he syntes cfeach given below

User identification

For generality of defimtion, cach user 1s uniquely
identified by Jus W which must be less than 13
characters with no embedded
The user can be any me uungful encoding for the

Vor exsenple, rt cau be the
Social Sccwity number, is wabtary ser al munber, lus
last name Gf unique and loss than 18 char .cters), o1

some localin {ationman numlcr convention The set
of all user.ids con tatutes the sct, U

Terminal

All perple: devices in ADEPT sme idcntifled
unquely be then TBAL 3600 device addiesw Besides

fevminals, tls mcludes disc dimes, tape
duives, lune ter, ecard road) panch, dian +, and J052
keyboard The cfoie, termane lid must be a ty o

number comesponding to the unt address
of the

Jobide st vison

ADEES of two 7.15) the Baie Uaecutive
(BASLA), ch bande, the Hee thu sands) edakpe
of h ye ours, shad the Tac ative
(ZS TS), win aot aces e 1 vat BRBAL.
ADEPT bto open and vu eprom. ms
as 4 set of S09) beta paces BASEX 1.

certain pages that are fixed? seca,wh wow LALM

move dynes betye and pop ney,
and user won AIC went "was sets of }

abn ith }
ay +

> :

the cayt of he

way POA, ny, i deny bir
amapafadiule poortm's pe, on drum, wc and
the qoh es

ve(s) mee and
by to agi vena they aeie

The tana tru 1 dore intemnel puameter
which oat anceamd cut atom1 the
system The five core
uced by the es a indes nto contral
system t.blos Tt as mepp<d an extemal vo dist
mainbe: th t is tvp ed to tho uscr in resporss to 4

sucees.ful J OGIN
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File identification

ADEPT's file system is quite rich in the variety of
file types, file organization, and equipment permitted.
There are two file types: temporary and permanent.
Temporary files are transitory "scratch" disc files,

which disappear frem the system inventory when thei
parent job exits frem the system. They are always
placed on resident system volumes, and are private to
the program that created them.
Permanent files constitute the majority of files

catalozed by the system. Their permanence derives from
the fact that they remain inventoricd, cataloged, and
available even after the job that created or last refer-
enced thom is no longer present, and even if they are not
being used. Permanent files may be placed by the user
on resident system volumes or on demountable private
volumes.
There are six file organizations fram which 4 user may

select to structure the records of his file: Physical-
sequential, S1; non-formatted, $2; index-scquential, 83;
partitioned, S{jmuliiple volume fixed record, 85; and
single voluine fixed record, 89. ] Rogardless of the
organization of the records, ADEPT manages them as 4

collection, calledi a file 'Thus, seewits control i at the

sub-clement contra
All the infermetion of a file thet describes

creation, and security is Cistinct from the data records
of the file, and is the catalog of the file.

identified by
afow pot mane, cub pat hes vases Gp tons nd

defaulis (svslan essiaptions). 'This muse, the fled,
has the following fori:

Name is aouser-generated character i of up to
t be

unique ony privele yomne ds well for Pubbe files

(deseribed below).
Form is a deseriptor of the internal cading of a file.

Up te 256 encodings are possible, although only these

seven are currently applicable:

1 = binary data
2 = rclooatable program
3 = non-relocatable program
4 = card images
§ = ealalog
6 = DLO (Delayed Output)
7 == line images

User:id correspouds to the owner of the file, ie., the
ercator of the file.

is the unique file storage dc vice (tape, disc,
disc pack, etc.) on which the file resides. For various
reasons, Inchiding reliability, ADEPT file inventories
are distributed across the available storage media,
rathor than centralized on one particular volume. Thus,
all files on a given dise volume are inventoricd on
that volume.

Security propertics: Encoding and structure

Implementation of the security properties n ADEPT
is not uniform across the security objects as suggested
by our model, particularly the 'ranchise property. Lack
of uniformity, brought about by real-world considera-
tions, is not a liability of the system but a reflection of
the simplicity of the model. Extensions to the model are

developed here in accordance with that actually
implemented in ADEPT.

Authority

Authority is fixed at four levels (@ = 3 for equetion
(1)) in ADIPT, specifically, UNCLAFSIFIED, CON-
VIDE LIST, SPERPT, cud SPORIep om

accordance with Departiwent of Defense security
ulations The Authority is encoded as a logical

4 bil item, where postiunal ordex ssamportent Mie gin.
tude tests ave used extensively, such thet the agh-wder
bits imply high Authority in the sence of equation (8).

file Jevel ouly, rave

ren

type

Catevory

Category is limited {o a THANE of 16 corpart-
menis (fv < 5 for equation (2), encoded as a dogical
1G-bit iti Boolean tests are used exclusively on 2 7 :

datum, 'The definition of (and hit position corre spond.

ence te) specific compartments is an installation option
at startup time (sea SYSLOG).
comples of compatnents arc LYES ONLY,
CRYPTO, 1 SENSITIVE,

? form ?ae

14

ulch

+

Franchise

Property Franchise corresponds to the miliary
concept of need-to-know. Exgentially, this corresponds
to a set of u creteIs; however, the ADEPT i n 1 :

tion of Franchise is different for each security object:
:

1. User: All users wishing ADEPT sorvice must be

know? to the system. 'his knowledye is imparted
by SYSLOG at start-up time and limited to

approximately 500 usersids (max(U) < 509).
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2. Terminal: Equation (5) specifies the Franchise
of a given terminal, F;, as a set of usersids. In
ADEPIR F docs not exist. One may define al]
the users for a given terminal, i.: , }*,; 01 alterna-
tively, all the terminals for a given user. Bacause
SYSLOG orders its tables by wserid, the latter
definition was found more convenient {o
implement.

8. Job: The Pranchise of a job is the USCT LU 1 of the
creator of the joh at the time of LOGIN to the
systom. Currently, only one user has access tc
(and control of) « job (u = 0 for equation (6)).

4. Vile: Implementation of Franchise for a file (F5)
is more extensive than equation (7). In ADEPT,
we wish to contra) not only who accesses a file,
but. also the quality of access pranted. We have
dufined a set-of four exchisive qualities of access,
such that a given quality, q, is defined if

qe {READ, WHITE, READ-ANS)-
WRITE, RMADANDAWHI
WITH-LOCKO0T-OVERRIEDD}

ADEPT permits simultencows access toa fle by
many jobs if the quality of access is for REAY

with WRITE, or 1 7 READ-AND-WRIETE quality.
ADISPT automatically locks ouf access to a file
heing written to avail sinvutanceis reading and
writing conflicts, A special access €quality, hovw-

ever, does permit. lockout override. Equation (7)
beast a set of pas,

Jea {(uy, @), (uy, Si (uy, (25)

whee gare not rece sarily distinet and are given
hy equation (27).
Jho beplomentation of equation OS) is depend-

upon vy, Ure number of franchised users,
When y 0, we have ADELY Private hile,
exclusivea { to the owner, for y max(C), we
have the Publie file; vcalves of y between these
emremes yichd the Semi-Private file. y is

1 las the ADUPT 'privacy'
Tica in the file's cat log controPda va, and takes

and an actual Fy list of userstd, qualdy pairs
exists as a need-to now hist. The owner of a file
species and contruls the file's pracy,
the composition af the need-to- know list,

ent

Security control initialization: sysog
SYSLOG is a component of the ADEPT initialization

package responsible for arming the security controls. It
operates as one of a number of system start-up options
prior to the time when terminals are enabled. SYSLOG
sets up the security profile data for USES aud
terminaleid, Le., the "given constants" of 'Table I.
SYSLOG ereates or updates a highly sensitive

system dise file, where each record corresponds to an
authorized user. These records are constructed fron a
deck of cards consisting of separate data sets for
comparfnent definitions, classification, and
userid clearance. The dictionary of compertinent defini-
tions contains the less-than-9-character mnemonic for
each member of the Catagory set. Data sets are formed
from the eard types shown in Table Ll, Use of passwords
is described later in the JLOGIN procedure.
An IDT card must exist fur each authorized user; the

PWD, DEV, SIUC, and CAT ecard types are optional.
Other card types are Jpossible, but not germane to
security control, Qa.g ACT for accounting purposes,
Moye than r one PWD, DEY, aud CAT eard is aceeptable
up to the current maximus duta limits (La, Gb pass
wards, 45 terminalsids, and 16 compaoinv its).
A varicty of legality Geeks for prepor Gaskin syntax,

quantity, aud order are p SYSLOG : the
following default condiiigus when the corresponding
card type is omitted fron: euch data set:

:

(27)

Ah she : v17 :

No password required
AH

PW)

SEC A UXCLASSID
CAT CG = nul Call ae 64)

This givesthe lowest user Cearance os the defank,
while }parmitiing convenicnt access. Various options
exis{ SYSLOG to permis tunmtenance of (he mterusl
SYSLOG tubles, inchidiag Popeacemcnt or deletion
of existing data sete i totalor in part. a

'The sensitivity of the information the se:

control deck is obvions. Procedues have boon developed

creation, control, snd loading to specidly 'cleared
cou ily personel 'The ternal BYSLOG fc itself 1s

: ion that give the function of deck

implic ily
wotected m a speaatl mance: descubed eter 5

the place of fur all cases except a aM. Private
Access controlfile a tha1 CASE ONC lusively eg : Gia (28) holds

A fundamental seeunty concern in multi access sys-
% that maw with ( vill be

sunulianconsly using the systern, thercby raising the
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TABLE II-SYSLOG control cards

Card Type
pICT
compartment, +++

Purpose

compartment

TERMINAL
UNIT
IDT
PWD password
DEV

password
terminalzidyg

SEC Authority
CAT compartments +++ comparimenty

possibility of security compromise. Since programs are
the "active agents" of the user, the system must
maintain the integrity of each and of itself from
accidental and/or debberate intrusion. A multifile
system must permit concurrait. access by one or more
jobs to ne or more on-line, independently classified Hes,
ADEPT is all these Giings--multiuser, multiprogram,

and mnultifile system. 'hus, this scetion deals with aceass
control over users, programs, aud files.

User access contral: LOGIN

To gain admittance to the system, a user must first
satisfy the ADED'R LOGIN decision procedure. 'This
procedure attempts to authenucate the user ina fashion
analogous to challengc-response pras Uecs.

'Loe of the ADEP U conn nd typel
by on his is as follows

/LOGIN pacsuard accounting

Vieure J pictorinvy dispiuvs the LOGIN decision
procedure based upon the user-specified inpat param.
eters. ts the index into the SYSLOG file need to
retuicve the user sceurtty profile Thao such 1ece id ext {9

(.c., equation (22) frils), the LOGLN js unsuecessful and
system access is denied. If the security profile is found,
LOGIN next retrieves the fermi for the kevbeard
in use from internal svstem tables, and searches for 4
match in the terminal i list for which the userid was
franchised by SYSLOG. An unsuceessful seared: is an
unsuccessful LOGIN,

Tf the terminal is franchised, then the current pass-
word is retrieved from the SYSLOG file for this userstd
and matched against the password entered as a keybuard
parameter to LOGIN. An unsuccessful match is ayain

Identifies start of data set of compartment definitions.
Defines up to 16 compartments.

Tdentifies start of data sets of terminal definitions.
Identifies start of a terminal data set.
Identifies start of a user data set.
Defines legal passwords for up to 64.
Deines legal terminals for userid up to 48.

Defines user: id Authority.
Defines userid Category set.

an unsuccessful LOGIN. Furthermore, the terminal is

ignored Qvill not honor input) for spproximately 30
seconds to frustrate high-speed, computer-assisted,
penetration attempts. Tf, however, the match is
successful (equation (2?) helds), the current password in
the SYSLOG file for this id is discarded and
LOGIN proceeds to ercate the job clearance.

pr

AYL
required

Notify user
of unsnccess-No Tadt

Patencters ful LOK

Tavation (77)

fer 7

Tpnore

a

No::

:

: >

usersid
Lquaticr (23)

:

:
7 et

te fn L fercurrent
30 ge ca ids

4

Equation (22)
:

ho
Tegal t
wo: ta.

x

Yes

toned

Create jos
clearance

Crit

Figure 1---LOGIN decision procedure

Equations (1$) and (16)
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Passwords in ADEPT obey the same syntax conven-
tions as uscr.id. (Sce the carher dercuption of User
Idontification ) Although cauly imereased, currently
SYSLOG pe:mits up to 64 passwords. Each successful
LOGIN tlnows away the user password; 64 successful
LOGINS aie possible hefuie a new set of passwords
need be established Uf other than random, onee only
passwords desued, the ot passaads mev he encoded

of times Once only passuade is aneasily mmplermented

technique for user authentic ston, which has been

advocated by othe #? It as a a } ve and
secure technique because of the Jugh permvtebihty of
12-char ier passuards and then time and order

interdependence, hnewn only to the user
Ones the authentication pro ess is completely satis-

fied, LOGIN ers vtes the job security profile ecco ding to

the inter ection AND) of the aud ternunal

examp's, Aiwa wath TOP CRET Anil + i ty end &

Cateyory set (1001 1001 tthe 1 1101) operators trot a

0000 0010) CONT a ieh clear d to SBECHUP with an

empty Category sct

Program «cee control Tf VAT)

As noted the ADF Bsecauve cousists af

depen the r

LO! Phas the ADEPT cmy rent wed t a the

henes opertics 45 pub of tho w web vith the

lear mee Pro. mse ctl cd files vehi
bedwah dv ahagnen ccuriyproide Aside scribed

me "Pile Access Contiol" below, LOAD cin joad

those prot arts for which the wah cle as

the yob cluu anes.
In this rzmner, we ee the power of the job wabiclla

In providine, smooth, Pesible user dion concurrent
with nero suv seeurty conti Program files mav be

classified vath a variety of yro4te and then

classiftc Wiens may Le operated by a user one job

permits, for example, an unclissified program file ( g.,
a file editor) to be loaded into a highly classified job to
process sensitive classified data files.

Vile aceess control. OPEN

Before input/output can be perfurmed on a file,
a program must fast acqune the file by an OPUN call
to the Cataloger Pach program inust OPEN a file for
itself before at can mampulate the file, even uf the hie 1s

ahoady Ol } for another program A successful
OPEN regunes proper speerfice ton ef the file's dv

{orn -some of Which mein the OPEN call, others of
which ate picked up directly by the Cataloger fiom the

job envnonment area (eg, Job ch vance, user wd) and
sptisfactory clearance and woes id need to-hnow
qualifications ocuidmg to cquetions (25) and (26) of
our model Equation (25) 1s mented (8) as a

straghtfory ad 7 tonutude comp aison bet ween A, and

fost betwan C, and (C, A Cy) We use (, A Cy) to
ensure that Gris . subset of t the

16 Pubhe, : equality test betv eon uy and uy uf the
Pyle ws Pry ite, : cade table search of Ty for u, if the fle
{Sem Private 'Those tests do inviease processing time
for file access, hovever, the are pafome } only
once at OPIN tine, vhere tho cost is mae, ficent

on the fil>

READ AND WHITE accoss quabty is perm. d ii@

ther by press i dns file fiom possible uncop soled
by WRITE A

Com darblo cer the 2. of

of such ela afcetion techniques!) and

the few of too many over ch files (a fear of

oper ions p 1) a ef too many under cl sated
files (x fea of the control ofhces) ADEPT
finresses the prob'em with a clever hewistic -mo t new

files areere Hod fram les, herce the ves

fle as a private fle wich Cie composite Authauis end

Catesary 'of cll fdes refmerced This Is echfeved an

ADMPT by uve of the "hich water mek"
Startins with the bounds condor s of carn tons

somein

equations (15) and (16) of ou nodal That, the lowe
Authority of the user an Ay Equation (9 ) le Unpement'@ as (9) as an equalityal 1

4,, and

Category sci, becomes the 4 G, Fortla +

ar Lo sily, equation ( ) ls YP } he file

STORET + lew } with e Catepors (9009 GELS
Te

relive to The YO proces ing, sub cquently pe: formed

two parts BARNA, the eave t pert, end ated by a succesful OPIN,

wapped DK 13 cud subse enforccd ios i} I/O t ye this{
1 of oud cod.

aed bv all Uses. hov ever, 4ewer : che tieq he user}17

mn ch users qh Lp to fom Jou PUPS Cals c wmple,

evisy oner for RT 11 7

k Allee 1

re]

hy { wu fic 4 ONEoUs

: 2 { a formed by

flor Phe he. at of the issue the poor
:

O €

h

Onco lon d Leweva. the new program ep rates with

1

& By tas
techmique secuats Is : aued and programs of diferentoperate vet another, re, the job cle u

(11) and (18), the Catalog pphes eque tors (12) ond
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(14) for each successful file OPEN, and hence maintains
the composite classification history of all files referenced
by the job. For cach new and temporary file OPIEN, the
Cataloger applies equations (17), (18), and (19); they
are reapplicd for each CLOSE of a new file, to update
the classification (due to changes in the high-water mark
since the OPEN) when the file becomes an existing
cataloged file in the inventory. The scheme rarely
underelassifies, and tends to overclassify when the new
file is ercatod late in the job cycle, as shown by boundary
equations (20) and (21).

Trans-formal security features

ADEPT contains a host of features that transcend
the formalism prosanted earlier, They are described here
because they are intcegral to the total security control
system and form 4, bady of experience from which new
formalisins can draw.

Computer hardware

ADEPT operates on on TBAT System 360/50 and js,
therefore, limi to the hardware available. Studies by
Bingham' t a variety of lurdware features for
security control, many of which sre possessed by
System O69.
IBMJ System 860 ean operate in one of two stites: the

Supervisor sta's, or the Problems state 4ADT eceu-
tive programs operate the Svpervisor «tite, usa
programs opornte MW the Probl in state
Anumbe: of ae "privilesed to

the Supervisor state only An :tt mit te ure them
in the Prablain ctyute is trapped by the hradwere and
control is ieturned to the exentive pragma for
remedial action, ADEPT disposes of these couems by
suspending the (4 suaponde byob mex be
resumed by the user.) C teach tier tha }

the machine state a 6 te the executive oily
Another els. of Ue ced mnspuction, cons of

those desing with input/output. Vroblem state pro-
grams cannot directly aeeess infermation files on
secondary memory storage devices such as disc, tape, or
drum. They must access these files indirectly by

requests to the executive system The requests: ate
subjected to uterpretive sereemng by the cxecutive
softwate

Main memory as 4 tively protected : web un
authored change (write protected) We have ako hed
the 360/40 morlified to include fetch protection, which

guards against unauthorized reading of-- or executing
froin--proleeted memory. The memory protect mnstruc-

tions are also privileged only in the Supervisor state.
ADEPT software protects memory on a 4096-byte

"page" basis (the hardware permits 2048-byte pages),
allowing a non-contiguous mosaic of protected pages in
memory for a given program. To satisfy multiprogram-
ming, many different protection groups are necded.
Through the use of programmable 4-bit hardware masks,
up to 15 different protection groups can he accom-
modated in core concurrently. ADEPT executive
programs operate wilh the all-zero "inaster lev' rhask,
permitting universal access by all Basic and Extended
Executive components.

There are five classes of interrupts processed by

System/3C0 hardware: input/output, program, super-
visor eall, external, and machine check, Any interrupts
that ocewr in the Problem state cause an automatic
hardware switch to the Supervisor state, with CPU
contro) flowing to the appropriate ADEPT executive
interrupt controller. All security-vulnerable fimetions
including hardware errors, external timer and keyboard
actions, User program service requests, egal instruc

tions, Nerory protect violations, and input/output, are
ealled to the attention of ADEPT by the System,3e9
iiterrupt system. 'The burden for security intayrity Is

then one tov 4ADEE software.

Monitor soriwere

are mosh susceptible to such seduction.

On-Line de} :

delet ou proce provide
o 1 t

pid change selected portioy sof pro 1

DEBUG can be duccted to ecess vive core

memory that would not be trapped by memory protec

Supervisor state, DEBUG operates with the Meno

of the debugging a]ue at These are

based upon address ont af } bounds italia, 1, the

requested debug, address must he withm the user's

progran ares. If rat, the request ill be dened and the

user warned, but he will not be terminated as has been

suggested?

>

we the stem to ite own protect
MOGne oO ft

nut : Pho tem con wn
Ol prper how noe { a

VI
: t

1 loon

tion, ince,
4
a 1

:

protection nvsk? kev 'To this

DEBUG iN y } far me cheek on the
c 1
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Input foutput

Input/output in System/360 is handled by a number
of special-purpose processors, called Selector Channels.
To initinte any 1/0, it is necessary for a channel
program «0 be executed by the Selector Channel.
SPAM, the BASEX componant that permits symbolic

input/ortput calls fron. user programs, is really a
specinl-yrerpose compiler that preduces J/O channel
programs fram the SPAM calls. These channel proganys
are subsxently delivered and executed by the ADEPT
Input/Criput Superviser, JOS,
SPAN permits a variety of calls to read, write, alter,

search fur, and position to records within cataloged files.
To these ends, SPAM depends upon a variety
of contre.) tables dynamically created by the Catalozer
in the cnvironment.
The inHinting and subsequent monitoring of channel

prograan, exeeution is the responsibility of the BASIN
Input/Con put Supervisor, }CiS. TOS is called to execute
achane: d program (NCP) Syston components, such
as SPAR), branch to J : ata, known etsy point that i +

feteh-pr fected against entry in the } >
3 state. JO >

is to user provgams attempting to accass
catalogs) storage. For protection against wuutherized
RACP requ ois, IOS eb ays performs ] huy check,
hefe rn «

by erat : tion of the Ccvee addsesscd bs the chen of

progiat's Jf sts the device address for Cat 1

: further sre made to det the
machine & of the calling program.Thad sive must be

Supervir state for the call to be honored. A enllin the
Problen. state would jadiesta an LAC? call
a user program.Sa. k ther-ehecks te guarantee the validity of

ae t (check voscethabthe od
fa the trar fa do not to Charu!

pregrapy { an He within the user's program
«vet, 1, do wet inoduy oystene on

protecic? niemory.
Cova 1/0 violate aie ako adhe sinco I/O

compor {5 take dnectton fiom infor wien stored n

thejobc .uonment- anaicaread and wine protertcd
from Prublem state progzants.

ClassiCed residue

Classit od residue is classified information (either cude
or dated Jeft beliind in memory (ic, core, drum, or

dise) afier the progam that referenced if Jus beon

1, ewopped out, or quit fiom the system 'Lhe
standarc: solution to the problem is to dynamically
purge the contaminated memory (e.g, overwrite with

random numbers, or zeros). In 4 system supporting over
Y billion bytes of memory, that solution is unreasonable
and in conflict with high performance goals. ADIEPT's
solution to the dilemma of denying access to clammfied
residue while maintaining high performance depends
upon techniques of controlled memory allocation.

1. Core Residue
A s noted carlier, all core sturage is allocated as

4025-byte pages. These pages are always cleared
to zero when allocated, thereby overwriting any
potential residue.
Via the program's page map, the ADEPT

executive system labels all code and data pages
(they need not be contiguous) belonging to a

given progiam With a single hardware memory
protection key, therchy prohibiting unauthorized
readiug or writing by other, potentially co-
resident user programs that may ke in execution.
Furthermore, BASICXN keeps a raaning account
of the slatus and disposition of all peges of core.
The Loader and Swapper components of

ADEPT always work with full 4696-byte pages.
Unfilled partions of pages at load time ure kept
cleared to zero as when they were Wlocated, and
the ful 1096 bytes are swayed into core if not
ahesdy yeudent, och schedwed toe shee.

r 1 pares, (hes puaanteems subsequent4

gwep out te a
Wath these procedures, ADEPT denics acecss

hy a 1 or progr to those pages of core not

N

residue by OVER accensible core at Icad
and swap times.

2. Divina 7 >
f

ADI PT always deus a dum p. vc to sero

before itis sHoeated. The pare may ::

becker dvcam foes peated dt. AVEDT
also qonintains a Gaim map that notes the

1 of all dram pages (ECT pages for the

IBM 2305 drwa) mput/output, :

instructions.

Dise files in ADIPT are maintained as

"dinty" memory. That is, the large capacity of

the file system makes it infeasible to consider

automatic over-writing techniques for residue

contol, therefore, leted disc trachs are Te-

turned (0 the available storage pool contaminated
and uuclean. Lt then becomes the burden of the

85

7 a

:2

7 et 5]7 td a
am 4 ?

pag€Sa 1uw the cd as

:

and clears Careident fed : }Wi 1 :
:

il

ADEPT 1 ls cont iby exe vive pide d

3. Dise Residue >
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ADEPT file system to control any unsuthorized
file access, whether to cataloged files or un-
cataloged dise memory.
Team work between the Catsloger, SPAM and

10S components of ADIEP'T achieves this control
via legality checking of all OPEN and J/O
requests.
Vor exemple, all dise packs are Jabeled

internally and externally with their eolumecd,
and this label is clheeked at the Uc of mounting
by the Cataloger QPEEN procedure to assure

proper volume mounting. 'lspes may also be
labeled and checked as a user option.
Of particular note, SPAAT oiways assuines that

an end-of-file (QP) : follows the
last record ane file, and at prolubits
reading beyond that MOP. Contaminated tracks
nllocated to new files cyprot be read 1 { 1 thov
ave fist Phe vet of advo Nes the
BOF and the user ad dhe

classified residue with his,own datu The user
enannot skip over the FOF, cad the FOF location
is itself protected in the job cuviremment roa,

4. Tape Residue
residue

unplenote ADEPT. I

easily satisfied by manual, eff-line tape de-

geassing prior to ADEPT usc.

System files

Equation (28) led us to examine Private, Semi-
Private, and Public files. ADEPT possesses two
additional file privecics that transcend our model; both
are system files. Privaey-4 system files are the need-to-
know lists created by the Cataloger itself for Semi-
Private files. Privacy-5 system files are private system
memory for the SYSLOG files snd the catalogs
themselves.
Access to these files is restricted to the system only.

Special access checks are made that differ from those of

equations (25) and (26). First, a special SC ? is

required that is not s member of U (.c., not in the
SYSLOG file). Seeotd, the program making the OPIN
eall must be Supesvisor state Thed, the prog: ium

making the OVEN ULL{ be a thes ut a abort lest
of EXIEX programs. The list is built into the Cataloger
at the tine of compl tion Jn this 1 access to
system files as severely restucted, even to

prepiaiss.

Security serviee

ADEPT provides 1 : i 4 of service commands that
wrolve comity contol Ene eonpa rt Bid in
Pehle GP Note th + : ndsVAPYON, RYO L

tch LESbu, VJs, ALDGPE eud WP ay?

UP are restricted tos particular terrainal -the Sew
Officer's Station,

'TABLE ]Security services commands

Purpose

Enables the owner of a file to change any of the eecess contro! information of

Enables a user to ercate a Sem 1 rivate file and its need-to- know list.

Enables » user to raise or lower his job clesrance between the bounds of the

original LOGIN end current high-water mah clearsnec.

Command
a Turis on security andit recording.

CHANGE
the file.

CREAT IG

RECLASS

RELOG
terminal drops off the communications hne,

REPLACI*

AC Sy

cil scar ?y adel L€ dune
1

t

LISTU* Vt hie Curren { ed in &j ists by fermi : :

LOGIN +
1 a job, as when a remote

:

1
1 bles 9 user to move Ine job to another tential or to ee} 2 given devine

SECURITY nanal approvimately every 160 Ines (or only by requestedPrint on the user's wa
the job

Iavel f current security activity

VARYON/VARYOFF* Pormits terminals {o be varied on- and off-line for flexibility. ne systein
classi of the

Wier (or LiL a by requ to the

maintenance and confituration control,
WRAPUP*

* Restricted to Security Officer's Station only.

Shuts down system after a specified clapsed time.
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Audit

The AUDIT function records certain travsactions
relating to files, terminals, and users, and is the elec-
tronic equivalent.of manual secnrity accountability logs.
lis purpose is to provide a record of user access in order
to determine whether security violations have occurred
and the extent to whieh secure data has heen com-
promised, The AUDITS function may be initiated only
at start-up time, but may be terminated at any time.
All data re recorded on dise oy tape in real tinie so the
data is safe if the system malfunctions. An aux lary
utility program, AUDLIST, may be used tu Hist the
AUDIT file. The information recorded is shown in
Table LY,

Implementation of AUDIT is quite straightforward,
a produet. of general ADEPT recording and instrumen-
tation."649 AUDIT is an EXEX component that is
alled by, and at the completion of, each function o be
recorded. The information to be recarded is pass d to
AUDIT in the general registers. Additional T/O
overhead is the primary cost incurred in the operation
of AUDIT, for swapping and file maintenance. This
cost is nominal, however, amounting to less than one
pereent of the CPU time.

SUMMARY
In sununary we may ask: How well have we met our
goals? First, we beheve we have developed aud suecess-

TABLE JV-Seeurily events and information audited by ADEPT-55

Nx
dak CG,

us:

EVENT

LOGIN X y x

LOGOUT x

OPEN FLY x x

CLOSE FUG x __

x

DELP EE FIDE AN

REPLACR

4

WRAPUP?

This is the "UPEN existing file" cormand.

A of all the terminal c and their assagned security and categories record d at each syeten load,
3 A list of the prose category naaces is recorded at each system load,
4

$ X X

REOPIN HII

xCHAKCE FILE x

REC]

y t

DEVIC? List 2

€

RESTARI

2

Whenever the system is restarted on the same day (and AUDIT had been turned on earlier that day) the tive of
the restart is recorded.

AUBIY function.
Yhe time that the AUBOFF action was taken, or the time that the WRAPUP function called AUDIT, to terminate the5
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fully demonstrated a security control mechanism that
moie than adequately supports heter ogencous levels and
typos of classification, Of note in this regard 15 the
LOGIN decision procedure, access contiol tests, job
umbrella, Jugh-water math, and audit trails recording
The approach can be unuprovcd in the direction of more
comp atments (on the order of 1600 oF nore), exton ton
of the model to meclude system files, and the unple
mentation of a single Fronchise test for all sccuty

and erro. detection of sceunty profile data to macase
confidence mn the system ~though wo have not aurselvcs
exspenenced Lure 'bhe ure se me py mory
requirements to aclueve these umprovements may force
numerical encoduy, of data particululy
Catego. v, as sugested by Petus?
Second, SYSLOG has been Inghlv sucees 3 ful ny

demonstratine the conc. pt of 1 amuse of the
system stat up time. Oa thie
merheas been with the Ru. the computer
operafols the control dc1
Tn opposition te I ve hr Ye the shoa'd
not be "desen d out of the opaetion as midi as
possible," buti patebticsshaulddy 1 ded
tomect the greata ef soph 2 pans
Jnbdy deguacd tity a

showld be conde adport ling mans ep ent
ts orsentd tu this divcet aa cad work DON ALT

ocd at a 1 time mee oud
oparavions statiun (OS
Thad, we posed the

and the amunt of ade Tough auch
of the control tore 1 a few com
ponent, LOGIN, hoG, CAVALOGER, AUDIT
cnoudulsspratkled.. ota dap athe wea tune

imporble ture at the oneupeto a cep ofc che
motutay og, to run PNEX Some
addivonal de jen forethe could bve voided some
af this disper, pate dab the m
memoiy of system date and propre: thay cer end
these data tThe effcet of Gus w ] the nce} fo
conaderably greater
confidence mn the svstem 6 nite
Lesty, on the bueht 1 side, we were

fiugal in the cost of my! anenting thas contol

to denen, code, and chechuut the ADEVT
security control fostines The code represents about ten
percent of the 10,000 + the sy stam Though
the code is widely deaindnicd, SYSLOG, secuity
commands, LOGIN, ALDITS and the CATALOGER
account for about $0 purcent of it The overlicad cost of

operating these contiols 1s difficult, to measure, but it 13

quite low, in the order of one or tno parcent of total
CPU tune for normal opcration, excluding SYSLOG
(SYSLOG, of conse, runs at card reader speed ) The
most signifeant ares of overhead 1s the cheching of
J/O channel progiems, wheie some 5 to 10 msce are
expended per call (on the average) Since this tine is
ovo 7 lapped with otha L/Q, only CPC bound progiems
suffer degredation AUDIT iecaiding, also eor tributes
tore Vic call ovaheud Inaetuahiv, the ret opa. tng
cost of our seewty controls mey Le zero or posubls
negative, since AAUDIT recordings showed us num ous

ets 'The necds rcdund

tania ways tome
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The ABDEPT-30 time-sharing system
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+
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INTRODUCTION
Tete corpater toms j

+ ape tiga a sige end povern-
{il ore mivations 1 bave been "custom: made" to

mot the } of the
for winch thes were Ir yceent years, how-

ever, there has been grawing re livatian thot this

approceh woot fhe bef meine 1 love toi
'vate development. Rather, the development of

reneral purpose has been promoted that.

vrovide x bread, general base on whieh to configure
new systems, The of time-sharing and gen-
tal-purpose deta management haye been under de-

wpn cnt for several yous, partice! uly iv university
Wore settings? aPhese methods of computes
we have been tested, evaluated, aud ref}ned to

the point. where today they are ready to be exploited
by a bioud user commuiuity,
Work on the Advenrcd Development Prototy pe

'ADP) contract was begun in January 1967 for the

furpose of demonstrating--in an operational envi-
Tonment-the potential of automatic information-

'wndling made possible by recent advances in com-
Tatar technology, particuhaly advances Mh (ime-

"iaring executives and general-purpose data manage-

techniques. The result of this work is a Jarge-
Teale, multi-purpose system known as ADISPT, which

opermtes op IIBM pystain 360 computers, *

The satire ADEPT system is now bbeing used at
four Seld pn fall. troutin th» Washington, i) C. arca,
as well at SDC m Senta Monmea. 'Puc system was

at the Nation d Uhtary Camm . 1

Support Conter ar Mey 166%, at de Air Force GCam-

mand Post August and at two other govern-
meat agsnoe sin dant ry 1259 Thee for field sitcs
culechvely run ADL? from 50 to 199 hours per

week, providing a totsl of come 2009 terminal houre

The ADUP'L system consisis of three major cora-

ponents: a time-sharing exceutive; data manage-
ment system adapted from SDC's Thnc-Shared Data
Mana,ement (PUIMIS) deseribed by

and prostuomer's package 'This paper deals cx-
duswels with the ADLP Tume-Shaung Taccutive,
and particularly, with the nore nove) aspects of i's
archiiectwe and construction, Bure ex unining thicse

aspects Jt Le ftruct if we sevicw the bacie

design and hardware configuration of the'
+ system.

de ver,Ne qo

operational atuation
: :

The ADDPL cxeeulive is a general-puipose time-

* Development of ADEPT wes supported in part by 'the Ad-

vanced Research Projects Agency of the Departinent of Defense,

39

of time-shaiig serviee month > to their users,: : :

pts

€103

'eal L

we

A general purpose operating system
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sharing system, The system operates on a 360 Model
50 with approximately 260,000 bytes of core memory,
4 million bytes of drum memory, and over 250 million
bytes of dise memory, shown graphically in Figure
Land schematically in the appendix. With this machine
configuration, ADIEPT is designed to provide respon-
sive on-line interactive service, as well as background
service to approximately 10 concurrent user jobs. It
handles a wide variety of different, independent ap-
plication programs, and supports the use of large
random-access data files. 'Ihe design--basically a
swapping system -provides for flexibility and expan-
sion of system functions, and growth to more powerful
modelsin the 360 family,
ADEPT functions both as a batch processor (where

by jobs are accuunulated and fed to the CPU for opera-
tion one by one) and as an interactive, on-line system
(in which the user controls his job directly in real
tinesimply by typing console requests).

Viewed as a batch system, ADEPT allows jobs to
be submitted tu console operators or subinilted from
consoles via remute batch commands (remote job
entry). In either cse, jobs re "tached" for
by ADEPT a order. The stack as
saviced by ADU as a hb clgiound test, subject
to the priovities of the installation and the deinands
of "foregrounl interactive users. Viewed as an inter-
active system, ADIPT allows the user to wark with
a typewriter, allowing computor-user dialog in real
time, Via ADLPT cons + I: exinmands, the user iden-
titics himself, his programs, and his data files, and
selectively cuutrols the sequence and eatcnt of opera
tion of his job in an ad Jib manner, A prime rdvantage
of the interactive use of is that, the svsfem
provides an cvtendable of service prom ams
that permit the user to ca l dati files, corenle a1
assenble provams, debug oud chminate program
errors, and generally manne large data bases in a
responsive online nanner,

System architecture

The architecture of the ADEPT execeutive is that
of the "kernel and the shell", The "kernel," referred
to as the Basie Executive (BASIEX), handles the
major problenis of allocating and scheduling hard-
ware resources. It is small chough to be permanently
resident in low core memory, permitting rapid response
to urgent tasks, e.g, interrupt control, memory al-
Jocation, and input/output trafic. The "shell," re-
ferred to as the lixtended Iexceutive (OXEN), provides
the interface between the user's application prograin
and the "kernel", It contains those non-urgent, large-

CORE (.26M BYTES)

é

2303 ORUM
(3.5 BYTES)

2311 DISC FACKS
(7.25M BYTLS PLR PACK)

2314 DISC STORAGE
(207M BYTES)

2302 Dre STORAGE
(284 BYTES)

stor ce meds eve! a Jes, th uw 42 ce onds Phe
system that at SDC utilizes cre, 2303 drum, 2211 and

1 c me I-RelotWe pied ty of vans. ADEPT duet eres
ul

2314 dis ssorege in lieu af2311 ar 2802 dises. Th,
tecture of the executive is : that it pois ts ony

214 re packs, 2392 dise stor NMC» oC :he
u { hi:

corbinadionof the vbove: types of in varying :

task extensions of the basie "kernel? prgcesses that
ate user-oriented rather than hardware-oricnted;
they may, therefure, be sehedeled and gwanped,
The version of the ADLPT timesharing

Bey ond EXPN, "object systems'? may exist as
subsystems of ADEPT (develuped by the uecr com-
munity without modification to ENTE or BASEN),
thos 1 {hres ada Wig tem
resuurees for the object plow ums that fon sill
another level 0 the system, 'Che design ideas embodied
in ADEPT psraliel those of Dijkstra,® Corbato,®
and Lampson,i but differ in techniques of iniplemen-
tation.

The ADEPTBasie Executive operates in the Jower
quarter of memory, thereby providing three quarters
of memory for user prograins. With the current H
core configuration, ADEPT preenipts the first 65,000
byles of core memory, the bulk of which is dedicated
to BASIEX; EXIEX must. then operate in user memory

devdlo pr do has mult 1 levels of rolfa:
:

bovoud the iwo devel "kernel spe l structu &

t. ofhe 1} fem ativel shin
2 shows these :
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OTHERFUNCTIONS

PROG.
OBJECT PROGRAMS 3

OBJECT SYSTEMS ROG.
2

: :

PROG.

BASE XK

a

Figure 2--Muliple levels of control in ADEPT

in a fashion similar to near programs ADEPT ic
desened fo opaafe ite If and we prog as a
callection of 40}o-byte pecs BASILN as sdentibed
as certain pages thei are fixed WL want clorepe and
that cannot be overlayed or swapped. MNEN and
other programs are id. itificd as sets of pases that
move dynamically between pian storage and swap
storage (i ? drum), It 3s neecesury to : i vin con-

nmore des mptive udoimauor ra) } out th
swappable progremas than about BASMEX. This
de cuptive 1 fou vitea} is erred yp of sy &

tables that, at any point jn time, deseribe the eurront
state of the eystein and each progsan
ADEPT views the user as a job consisting of some

pomber of (up to four for the 2°0/50H
coufigmation) that vee d at the u's reauest
These programs may be independent of once another
or, with proper design. diferent seemconts of a larger
bash. Tmphatty, BNE 1s considered to be one of
these programs. simplify system scheduling, com-
munication, and control, only one promaim in the
wser's sel. may-be aetive (cligible to run) at a time.
When ADEPT scheduling determines thal a job may
be serviced, the current job in core is saved on swap
storage, and the active program of the next job is
brought into core from swap storage and exceuted
for :4 maximum period of time, called a quantum. The
procam then repeats for other yobs Taree 3 and 4

schematically depiet these relationships.

Fivure 3--Simple commutation of users prograins. IMus
Whishetes dpe a} traastip between users programy LAPS

f eye yy) \ tr.

tv pest coo a Ba EN wad
yevuncas Lhe noammun of job the

IBAL 300/E0H configuration is ten,

ct 1

UIGNS PEK OF OSJECT

:

A -ADV P's base yu ce of operation This figure
op 7 ley I adie loop 1s

by an external inferrupt (an aelivity request); & program in

scheduled, swapped inte core from the drum, aad- executed

expe frum the aC tion} ocetrs when quentuay tcrmi ia-
tion condition (cy, time expiration, service or T/O cat, error

condition) is met; the program is then swapped out end control
is returned to the 1 He loop Gf no otha: pre ste ch, ible te

be scheduled).

Basie executive (BASIOR)
Table I lists the BASEX components and their

general functions as of the cighth and latest executive
There base systum coluponents form an

non-reloeatable, perma-
rele ise
integrated, non-recutrant,
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nently-resident, core memory package 16 pages long TABLE II-Extended executive components
(cach paze is 4096 bytes), They are invoked by hard-
ware interrupts in response to service requests by Component Function

security transactions as an account-and IOS), terminal (TWRI), and drum (BXIEC)

system performance, BMON Batch monitor for control of back-
ground job execution.

TABLE I-Basic executive components CAT Cataloger for file storage access con-
trol; also servicesFORGETcommand,

ALLOC Drum and core memory allocation. drum to disc.
BXBUG Debuager for executive programs. DBUG Debugger for non-executive (user)

DitVICH, STOP AND DISMISS SERVES Library of service caupmands thet are
calls. reentrant, Interruptibleand sehedulad:

INTRUP t-Jovel T :

mun von dibt- (C OArPAB) lopecd-

start up.
Extended executive (EXLEX) TEST Initializes syste tables af, time of

Function

LOGIN

IOS Chaunel-prograin level input/output VARYONsupervisory cuntcol,
RUW Remote bate joh subiniss control1Be

XA LOO

loged storage.

1

Sor, TIME,

table (PQU), diura and core status figuration at linc of system start up.
CS

Unlike the tight, closed package of integrated

collection of sciniautonomous programs, 'able II
common data, .7., lists of all logged-in
tuble for dial messages and other

lists this collection of programs. JiXJSX is treated
uscrs, other non-resident, job-specifie
tables also exist, job envizenment

It is transpurenut to the user that EXICX is reentrant
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and 1s being shared with other useis, except for its
data space. Hach job has its own "machine state"
{ubles saved in its unque set of cuviromment pages.
This structure permits flextble m> lihcation and orderly
system expansion nh a modula fashion WAN 1s

always scheduled J the same way as other wer pro-
giams
Though IENIEN components ac, in large part,

non-self-modifyane reentrent rout and thus, could
at small cost, be rloculable, neither user prog. ms
par J de! fe

1 ou y
The lach of any mapp ng hardw uc on the IBM.
and the dex pou and kuus ledge thet mo { ue

would be of maxnnum mide unnecessary
aceftware provi to relocate 1 t dy aauncally
Usa proseams 1 he relocated once at loud trie,
howevet

Carirwurcatvon cad control used tit ADLPT
Commiagneationtsthe { TICLE te uiucedtocover (hore

1 Lec tu + 1 oa fo, more) pLogiams to miter
coomtnicate, be they ss temopro pyr 1 pra ria,
o doth Piom J comonnan cles

pane the vie? 1

wt Je
th fo eho. comport rts with the J ia mie

of wad the
pron ri behsvier

as to cone do vith the sy oom and with oth
Ob prot Mm,

vantage pont we
peed b

Ahan 4 r

2 Or PEE

and cach Proce a, ry dof + mice pendent of U

other proce dummy on the mining A
oryoh not progam it the In ent for
the caccution of a progiam en the } hy proces Hn,

and itivay contain es miny as feu. par teyre rims
A } consists of the set of instructs

1 ante the proces or for ution, and the
Pvtcnced Lxecutive sone of these prostains

The ADP t exceulive requucs a large nutnber of
"stam tables to punt Basie md Ustended Tsvecu-
(ive ecammune inn Conceptually, the use of 1

1 NW tables defimne the condition ef a user's process
8 tnilozous tu the stite vector (or state word) dis-
cas cd by Lampoon and Saltver$*® 'That as, the col-
lection of anformatton contuned by these table. ts

sufficicnt to define an inactive user's process state
at any given moincnt By resetting the central proc-
esso. from the state vector, a uscr's job proceeds
from an inactive to an active state as if no intelup-
tion had oceuned The state vector contams such
items es the pro,rim counter, the proecssoi's gcneral
registess, the core and drum map of : I the programs
m the job, and the pertpheral file data All
of the collective dati for each pruziam or task in the
proces3are contained yn the state vector

7

Baste and exta dod exeentive comraunieatir
Fach ADEPT wer Qe, any pe,son who initiates

some act vity within the system by typing in com
mand) Is paven a job aamube: and ned an enti
ni ths JOB table 'The JOB table contc1is the system'.
top ak cl heol he on user Tt cont
the veu's went Is location, Ins eecurn,
clo vane, and a to he queue Toh

or JOR, m the table A.-
vith each JOU 1c the one 3 1 moie prow

thet then
Pop 7 \ 1 boo!

7

I ud
: On propre Is came

(POU) tithe Lach PAL r

Colt ome
al) tefooucton thet cubes that yy ter
of ab «page req acti, a
echedt ay, condit or, oud ats preter 3 Oo

pro the > thet } to the same qk

Phe d tw + d desi, 4) on aul the &
1

ofc ChUOP anda
y

a gams uc care sy

guna Ghee can he as many

1

7

be Lhe
1 t:

in7

a :{ he syste
four) r Carmi G of Foto thet cor
tam 1 foo tas the cortcnts of the ect od

reg (a, the swap yee page nv a when Ue
of the progam the program map

and It, of all A it

pace (at 4 1 by ali progrems thet 1 } :
to the seme JOB ot) Phe system design allo vs tor
envionment page at watch tune addinons'

aned do numeliy The cnvnonncnt
OR table, and data pages com-

the iyL free{ e User lo
4 Mec NU :

1 : 1 } { h he Viev ed 7a \ : :
be

pages alot
pace , POU tiie,
price the Slate veetor of the user'? eb
Jo permet sturace of "global? system

aud to allow systa components to rcfcrenee system
dita th $ may be hie dly sclocvted, there exists
a system compnunc won table, whieh resides n los

4

core that at can be referenced without Joadins 4

1

The 1BM 360 supervisor call (SVC) is used exclu
1 {cr

+
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sively by EXEX components and object programs to

request BASEX services. Though additional overhead
is incurred in the handling of the attendant interrupt,
the centralization of context switching provided is
of considerable value in system design, fabrication,
and checkout.

Extended executive communication

An may make use of another EXTEX fune-
tion by use of the SVC eall mechanism. To support
the recursive EXIEX, an additional SVC processing
routine is required to manage the different recursive
contexts. This routine, called the SVC Dispatcher,
processes calls from user and JENIGX functions alike,
manages a swappable data page, and switches {o
intesface Luhage routne The data page contiins
a system communi dion stack that consiets of a

program's general registers and the Program Status
Word at the 4 J 7 a the SVC This technig
analogous to the a

down lose of pro
ecdure calls found in ALGOL or LISP language
systems. 'Che stack provides a convenient incuns of

passing parameters bets routes an the UNEA
Since cach job has its own unique data page and en-
vironment page, HAIN is woth recursive and reentrant,

The envianment : te tu- treble (Us PAT) concans
the swap ard core location for each component in
the J da PN end for ly program the job Tt resides
in the job + a } pagc, When a WAIN 3

is avg. ted, only thet paudicuha FEN prog ans
brought jn from swap storage, revher than the full
service ibrery. Phe interface linkexe routine provides
this manneement funedion; it Les as a Tink between
the SVG Dispatch and the paticulan ENIX
funetion Phe routine piche up neces Ty

work p for the PSN componcit oly ond

branches to that compenent afier it is brought into
core Phe L : ravine munis a cepuete push
down stock of retumn addiesscs providing, the inc ins
for the DX HN comps cot ty properly exit and J

contralto Hsintef and then to the
The EXUX component called may mike addition u

SVC ealls before exiting. To provide correct

work page wlocalon during iecur-lve calls, the 1

face routine also snvex the work page core and druin

page addresses in the push-down stuck. Upon com-

pletion of a eall, the HAIN component returns to

its interface routine; the interface routine releases

allallocated work pages to the system and branches

The unwind procedure, like the SVC Tiispatcher,
is simply a switching mechanism. It determines, via

Figure 5 illustrates the recursive process.

the stack, whether to return to a still higher level
EXEX function, or to turn the EXIEX off and exit
to the Basic Sequence. 'This recursive/reentrant con-
trol is the most complex portion of ADEPT and is
the "glue" that binds BASIEX and J together.

Object program communication

One of the more stringent services required of an

operating system is the rapid interebange of large
quantities of data between object programs. "The

interchange of even simple arrays, matrices, end tebles
via stack prurameters or a common file suffers from the

inadequacy of limited capacity or extensive 1/O tine.
Niany operating systems ignore this requirement,
thercby restricting the gencral purpose applications,
Yet there ue solution to this problem, ard one suc-
cessful technique employed in the AVLPT system is
that of "shared menor" Shared memory is

by using {he haste mechs for mane ring Ane,
namely the program. cavironment page map. Vurourh
the ADEPT + Page call, an object program
een regucal that designated pages of { her pres on

:
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Figure 5-Block diar ram of EXPN behavior and
control

fo acommun unwind procedure. :
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jn the job be added to its map. If core page numbers
are passed as parameters in various service calls, whole

pages of data nay be passed between programs, EXEX
and many object programs operating under this system
use this method for inter-program communication.
ADEPT operating on the IBM 3060/5011 restricts

its user programs to 46 active core pages. However,
by utilizing the GETPAGT call, au object: program
may acquire up to E28 drum pages and may subse-

quently activate and deactivate various page sets

by utilising another service call, ACTDMACT (acti-
vate/ deactivate). This seheme permits bulk data from
dise storage to be placed on drum and operated upon

achieve efficient use of time and memory by manoging
their own "paging". We consider this Cie best alterna.
tive considcring, the quediouuble +f de of other, auto
matic prying als,

activate calls to "lura called components of the
TNS
The \ovater component of ADP thc

pase mp for cach pe oon his riap re

fleds the corpora. ce between diem cor
pages,

: My by tha

compunret at Joad Cre, Tho PrAllasstoi's function is

and drum pages by nain-
one for core, the

we

to inventory : core

taining two resident : : tah
other for dium Wh
or obvuned, the 4 updates the poe wap
the joW's canto wnere 1

the (uige), PP UCD, ERE PACH,
ACTDEAC P el. fre ct

SLAVES ra lows apr, pe etaun ime fo add dita
preg or ta crenlay poe stam seeps nts fiom die 4

fape In so doing, SUNVES inakes
Allocator calls.

evel pare

and

Simulating cansolo comunands

An importent
t of ADEPT time-shauug

js that nearly all the fuvetions and saviccs that &

be initiated at the uver's console cxn also be called

forth wilhin a user's program. A progra designer

can, for exaniple, build a system of programs, which

can operate in bateh mode under the contre) of 8 pro-

gram by is wing intern 1 commands mn mreh the sare
manneras the user sitting at the console. With this

approach, the ADJePP bitch monitor controls i
ground tusks by sunulating used tormimal reque.is,
Bateh requests can be enqueued by users from any

console and then processed in turn by this supervisor
function.

Armed interrupts and rescue function

The basic design of ADEPT conveniently provides
for processing object program "armed" interrupt
ealls. This means that an object program is able to
conditionally start Qvakeup) and stop (sleep) the
execution of its own programs, and others as well.
The conditions for employing wakeup calls include
too much elapsed time, or the occurrence of unpre-
dictable bit anticipated ovenis, eg., errors and ether

program calls. Tn "arming" these "software-inter-
rupt" conditions by object program calls, the program
entry point(s) for the various conditions are specified.
When such conditions eco, the operatmy: svetem
trancfers fu the spcomed cutry poimt and geves the

appropriate condition code. CNots that if we trke this
call one step further, and permit one object : :

to arin the aad hartwrre interrupts of quote
obect J on we heve the b contiol arm
nevessary the ope. tran of

at "swap"? speeds. 'Fhus. skilled in wsers CaM

ponents uce these calls for just such purposes. Jor
ONATE the

+ +

: re:

7 }

& abswn11 :

:is: :

User Wer ae fy J ry :

peimarily via the supervizor : 1 (SVC)
+

) hsteuction;
a secoudary biterface is provided via prsomg

poo. ch che po POD de ME

wows uc

means tf ane qrogp aa can te pond fa t Clay

that the L ane Tuc for the c inte
faces can pe yedehned at the user preg level.

to construct object systems for an improved batch

motor, ar interface for the propor ARV 4 Net

work, and to cxpenment with autem + fan a

uses include improvements in programs recovery iu

& varicty of uscr tools, .g., compiler diagnostics.

:

4 1

1

:

1

the «yeten vie Tes TC 117 in

a the v h

As of thi. \ rine thi 7

a -

for compatibility with other operating, S : Other

Resource allocation, access, ond management

ADEPT deongn, of courre, inciude? a com-

plete set of re auice contiols that momiter econdary

storage devices.
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The cataloger

The Cataloger, an EXEX component, 1s functionally
analogous to the coic/drum Allueator, but 3s used
for devices aceessible by user progiams It mamtuns
an inventory of all asignable storace devices, assent
unused storage on the deviecs, mamtuns descrip
tions of the files placed on these devices, controls
access to these filc, and-vpon autharzed request. -

deletes any file Spe sfieally, the C uUaluger

«Ass,ns storage on 2302, 2311 and 2314 disc.

«Assigns tape dives
eLocates an nnentoued file by ns name and cei
tam gualiBas that identify the filc

«Issues tape ot dive pack mounting instructions

Veufies the moantirg of libel dv cluines

pro
gram openmne. fle

for the fie
oto files

sto ise
whenever a fleas d teted

7 asst wht } tol. gC te

e 1 Ns 9 fable of conte: on co h disc velu ne

As the largest eamponent of Che ATP CP
Reventive (67000 bet), the GO Glo om wart

MOL oft! J ented for the dud)?

an ARPA por oc 1 BDC woh yuo t

mctacaaguler Jt a the ddaumea
our de ate for v YW level soureo aud ous

need to achieve flex b hit5 with mecame code
Cat dosor de- and ehcel out, enlanccd by the u

of shoved ennult 4 naw the adats
of MOL compiles for difnealt macune dependent
prog ammine.

The SPAM conmonent

SPANL is a BASES componcut that permis sym

bohe, user oriented1 /O. It ean be viewed as a spee .

purpose compila: that compiles sy program
1/Oe dls lo 360 chante) promans, snd delivers vein
to the Juput/Outpat Supervises GOS) for excention
via the EXCP (exceute channel pro,,ram) call 'The

results of EXCP for the call are "interpreted" by
SPAM end returned to the user program as status in-
formation As such, SPAM represents a more symbohe
1/O than the I level Jt provides a
relatuely simple method fur executing the ope: tions
of yeiding, writing, altering, searcling for, and po-
sitiouiny records within ADEPT eitaloged and con-
trolled disc based and tape-bascd file structures,

XCP

Resource maprcement

As of this wiitmg, the computer operator has a set
of commands at lus dispo that alloy him to cuntiv1
the system 1.0urces Vv LIOUS privileged on linc com-
mands erable him ta motor the terminal activities
of system and to control assignment and Ave 1

bility of storage Howevu, thao is an in-

labtide dynamically contialhug the sy cle

sources end observing the statu, of system uses,
paucaady ADEPT was 1 to h +

Go these obie Gives, a des n

efter vey thet Tea

i the ta aleve
of The rosa

of then:

L
1

caea.ing mcd fur 4
> to be given] Hane Ct

tothe ope ato) ae

n : d Va

desciiptty. mtormatwn to the

1 1 >

«Allows the ue of a file to acne t more «lone { : ) 1

ey 4 rage

and com the
a pre 1 van

1
+ 1

1 a

\ ible coun f t Tur ACRetu : nd

:

Moi of the joes ous thal aun under AD!
occupy all of the care micas thet isonet Ly

cons rcduchan nm wep oaled comd he

d One wey tas for

The t rdyare 1

however, Uh ough we of the store-proted( feature on

the Mode] 50, ADEPT voftvare cm snnul ite th

1 Jthe 2. WeenA

Gly di set ef ne dd co lt be
m 'tt OV : 6 Aw)

deve} M wdTt ou "hired ue

out oily tl ho a : Werle

ad Bram Once atic
fo t 94 i eJ

fork cud produce nelewar (hy savings 3 swap tune.300.

Page marking

Whenever a user program 15 &Wappcd mito core,

pages ve ef in arerd only condition As the prowes
exceutes, 1 t pertodically attempts to store dita rite)

is fic t a t by the system After satisfying itself that

the store 13 legal for the progam, the ex scutive mathe

the taiget page as "nstticn," tins off write protut

in write protected p
1
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for that page, and 1esumes the program's execution.
The situation repeats for each addiuonal page
at the completion of the program': time shec, the

mper bas a map of all the progiam pargcs that
ehunged (anpled in the storage keys with no

wate protection) Only fhe changed pages are swappcd
cof eure Metsurement of cheme show. that

bout 20 pereent of the pages we changed, hence,
rar vary five pages swapped onky onc need he
, pod out, for a total swap of piges, rather
tive the full swap of ton pases (ye an, five oul) The

the fod. perecnt fa ter
The use of the heys as br ca on
tanctional of each p ze rather than on
teed identity Voor proses alavye van with

pty, 1 bap status 3 ord hev of one, ad the
gr hey @ with fhe programe stud
at' at sero After a hes been cha ved,

to one The oll ad Tad the hey uf
ra dtemdicate first, a prise tt nent, vet

to from p

state fast an

serand Jey ot bod : af

nol 2. pho

vhen a clove
Pon tag ce tive fines Cun-

andl O-bot d pragams oe f > Med ab\> 4

3 5even qu
rtm to the bo sic av tine aabigted
". the sche twang Jacl Qe, & 4 ee)

& lev tye becherornd bo pues
coped after two ads for term a P/Q) Anv

tes que
pomtwen the joo to a dose

tne betch rac ntor jobs sua when the fit
gucues are empty User promims be

% execution and 1/0 Ow chore of
'.dulipg poamefe. for quanti and ona

» cf rvice levels vas selected empnicaly and a

A command SHED, which is lin. id to the Cpera-
"t's has the efleet of fucmg top puornty

1 oh (the yob slays at Ievel one all the me) Only

t

one job may run in this privileged scheduling state
ata time

Pervustve security controls

Jutcmated throughout the ADEPT executive are
software controls for caferuarding seeutty-sensitive
wformition The conc plual framework 3s based
upon fom "secwaity obyecis'?* user, termini, file,
and job Each of secunty objects is formally

the 93 fom and as ako 'by a
scemity profile tuplet Authority ( , TOP
GREE. SPORET), Need-to-bknow, Vranelice,
Speerl Crtngory (Co, EYES ONLY, CRYPTO)
At system time, and
secuniy prcGles me evabhohed by secuity officers

the sytem compu nt SYSLOG alo
permit. tho assaur of up te Gt prsswoids wth
each At LOGIN tric, a Wentfies hin 1

hy Jus on que none, vp to 12 ch rector, and aul >

Ins to te
LOGIN corponent of the
and ody do othe secun'y pr Glo for

jp) com firetion ot tac etd
gobo gem fy profs

a

1

the 'Tod " apd ware? coptrol tile cub y

Paved Nevtv Ce files «re

esd the got! 4

Caylee Cats pia' ta tory cf
des by the Caste g

ue of the conan 60, Giese p ann
West, be ultadby tee owner of { the

a also myuly. bin the contre!
of due Softy ne and hardv

1 edneycd by aiccrprete e, le

unauthorved hardware access, and checks of other

renee)

weMerr protection 35 cxtensivcly wed Softy

chtu,, of 1, nery hourd. tor I/O bale
forG } of det Ve 4 ada

Wer program attempt lo seduce tre mi

The hadware keys ere uscd to fetcl-
protect all ad Hess <p ce out ide the uscr program and

data areca, Also, nevly dlecated space fo u er program
1s out to avoid memory reduc

into eecurds controls
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for that page, and resumes the program's exccution.
The situation repeats for each additional page written.
At the completion of the program's time slice, the
swapper has a map of all the program pages that
were changed (implied in the storage keys with no
write protection). Only the changed pages are swapped
out of core. Measurement of this scheine shows that
about 20 percent of the pages are changed; hence,
for every five pages swapped in, oly one need be
swapped out, for a total swap of six pages, rather
than the full swap of ten prges (five in, five out). 'Phe
scherne makes the d + : in appear to be 40 percent. faster.
The use of the storage protection keys is bascd on

the functional status of cach page rather than on
some uscr ideutity, User programs always run with
& program status word key of onc, and the bits in
the storage key assosiaied with the programs start
out at zero. After a page has been chaneed,

et toon a The other { in the bey itd

uscd (oar dicate
couy M { iy' moved fo or frum sw storage, 6 cond,
page Is unavailable, 1.€ belones to comeane cho;

third, a page is Joched end cannet be swapped or
O YS fae! protected b

first, 6 page Is NOU vet

The ech
of 4 1 Joh. 4

level ty when the eccond quo clocl elam
fenva Gs ope ta cur, dhe times C YD

pute ond J/O-bourd programs are abhe A
gob wher alice, ed fore given avant!
cyval to the bane querun turc muh pled

by the scheduln, level Ge, 2 2 = 4 see)
a level-two background 1 nay be pice

cmpted after two sconds for terval l/O thy eper. -
tion a level-two job aides thet mumnes quan
tum pronuuely will icturn the to a ley c}-one
status 'he batch monitor job a run when the fi st

tivo queucs are User proyams may be wutten
to overlap exccution end T/O ty Our choice of

scheduling parameters for quantum ove, and num-
ber of scrvice Jevels was selected empnic uly and a

result of prior experience!
A commend SKED, which is limited to the opera-

tor's terminal, has the efiect of Jorciug top pri nity
for a job (the job stays at level one all (he time), Only

lula g al oth uv proved > for three

one job may run in this privileged scheduling state
ata time.

Pervasive security controls

Integrated throughout the ADEPT executive are
software controls for safeguarding sccurity-sensilive
information. The conceptual framework is bascd
upou four security objects': user, terminal, file,
and job. Each of these security objects is formaliyv
identificd in the system and js also described by 2

security profile triplet: Authority (cg, TOP SE-
CRET, SECRET), Need-to-Know Franchise, and
Speciul Cstegory (c.u., EYES ONLY, CRYPTO).
At system initialization time, user and terminal
security profiles are ertablished by security On ols
via. the system cumponent SYSLOG, SYSLOG
permits the associsiion of -up to Of passwords with
each user, At LOGIN time, a user identvies h 1 +

by Jus umgee name, up to 12 characcers, and 1

Inst de pesword te uthortie te identity Vie
LOGIN comperent cf ADLPE late. the
and a e diy derives the seaurity yiofilo for the
were jodes compl + { ion of the user aad ter

its

a
fa

used il : phekt lv esa set of "hoys, a> wheo :
:

71
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the ards ines. control af (he aa
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of cli sued tucmory Te

Memory protection
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gality cheding of bound for F/O Lufic
Jeg 1 checking of device addresses for

1 haadwae access, and cheeks of other
user progr un attempt. to seduce the op ating svetcm
into v.uliimy security controls

The hardware protection keys are used to fetele
protect all address space outside the user program and

ner Alsa, newly ited space to ues Py m

is zerucd out to avoid clissified memory residue
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Typically, the complete system reaches "on the air"
status in Jess than a minute.

System instrumentation

Many of the parameters built into the scheduling
and swapping of early ADEPT versions were based

upon cmpirical knowledge. The Jatest versions of
the Basic and lxtended Executives inc 1ude routines
to recurd system performance, reliability, and security
locks.
Built into the BASEX is a routine to measure the

overall and the Geta1, d svstun porfounanee ® Buch
factors as the number of urots, file uswe, hardwere
and softy ae and poge trarsuction respors
time ate recorded on wun d portion, of the 233
drum hese mowuromods provide a better under
standin of the tcm und") a vanety of mpucs ond

give the dc Iguers wg) t into how the hardware and
softw ue cougonents cf the system affect the per-
fornenre of che human wel
An AUDIT pro poi au mate pur of the

to recor' che se undy mic Chron of { 1 I nel ucts,
and 1 AUDIT 1 wily an the
of LOGIN, LOGOUS, ene Wile \ : bat

strength

type of tht, user : 1. user account
ber, Job scourity, identification, tise of event,
file idartificnGon, file and event suceces, Tn

addition, this routine provides accounting infoime-
tion : + ups of dcbu, ins the commits

@>

In : 7 { HL fo de JBATON
sevoe 1 objet pee thet
Jule it med sof u war : in uy aud provide con

{ioc} qb Phe ms,
abs," ran wider controlled cundior, and

enhan the ineen, of
and throvahput, as deseribed ewhe} & by Jkaru-b"
The promrems are designed to paler performance

have becn of consideruble help in system "tuning,"
becauce they reflect the effect of coding and design

the executive that aie of prmary concen are the

swapper, the scheducr, the terminal read/write pack
age, and the interrupt handling processes. Attempts
are being made to design a sch of benchmarks Chat

2 typical job mix Towever, we are primarily
m measuiung the perform nce of ou system

vewOus modification . of 1
a measnnag

its behavior with respect to different job mixes.

SUMMARY
The ADEPT executive is a second-gencration, gencral-
purpose, time-sharing system designed for IBM 360
computers. Unlike the monolithic systems of the past,!?
it is structurcad in modular fashion, employing distrib-
uted exccutive design techniques that have vermitted
evolutionary development. This design has not only
produced u flexible exceutive system but has riven the
user the same facilities used by the executive for

controlling the behavior of his programs. ADEP'T's
security aspects are uniyue in the industry, and the

testing and fabrication 1iathods employ a number
of novel approsches to systcm checkout that con-
tribute to its oper-tional reliability
It mpatant to note that this system decls pat

wll with lumtation problans of very
Large files ond very large progiams 'The provision
made for multiple proy.ws per ob, active/mactive

jobs, ord {he & tt of

7 bute. to the tcelmolo, y Of

pige stata fis prog 1 Lt7 burger than caie sue, Pp wo

Cees ECC >

file moon hh

to font px mith) but to thisJ Nevii-2

{ IC ke these ate ta bed
the su!1 } of the

a & I We fo ADIT

OAC DIAS re a

purpose thec-sharing.
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