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USE OF COMPUTERS IN THE LEGISLATIVE PROCESS

May 20, 1969.—Committed to the Committee of the Whole House on the State
of the Union and ordered to be printed

Mr. Dawson, from the Committee on Government Operations,
submitted the following

REPORT
together with

SUPPLEMENTAL VIEWS

[To accompany H.R. 10791]

The Committee on Government Operations, to whom was referred
the bill (H.R. 10791) to amend the Budget and Accounting Act, 1921,
to direct the Comptroller General to establish information and data
processing systems, and for other purposes, having considered the
same, report favorably thereon without amendment and recommend
that the bill do pass. This proposal provides:

That section 312 of the Budget and Accounting Act, 1921 (31 U.S.C. 53), be
amended by adding at the end thereof the following new subsection:
“(f) The Comptroller General shall—

“(1) cooperate with the Director of the Bureau of the Budget in the
development, establishment, and maintenance of a standard data processing
and information system (including uniform classifications of programs,
activities, receipts, costs, and expenditures, as well as other necessary
standards) for budgetary and fiscal data for use of the Federal Government;

“(2) coordinate the development, establishment, maintenance, and
operation of data processing systems necessary for the effective and efficient
fulfillment of the substantive responsibilities of the Congress. Other units of
the Congress utilizing data processing techniques to carry out the responsi-
bilities Congress has delegated to them shall adhere to the guidelines the
Comptroller General may establish to assure optimum effectiveness and
efficiency in the overall acquisition and use of computers by the Congress;

‘‘(3) enter into contracts with organizations or individuals, or employ i1di-
vidual experts and consultants, to assist in the development and establishment
of such systems, at rates not in excess of those prevailing at the time for com-
parable services in private industry, but otherwise in conformity with section
3109 of title 5 of the United States Code, and acquire data processing capac-
ity to carry out the responsibilities delegated him under this part; and
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i i i : iate to the
‘“(4) submit recommendations at such times as he deems appropriate |
Con(gr)ess as to the most effective and efficient manner by whlchft}lxgndgt,a;
processing and systems design requirements of the Congress can be fulfilled.

HEARINGS

ril 23, 1969, the committee, through its Government Activities
Su%goi&ngnittee, held a hearing on H.R. 404, introduced by Congress-
man Jack Brooks, and H.R. 5522, introduced by Congressman Dante
B. Fascell. Following subcommittee consideration of these proposals,
H.R. 10791 was introduced reflecting the amendments agreed upon by

ittee. .
the subcommitle. o URPOSE OF THE BILL

The purpose of H.R. 10791 is to provide for the efficient and effective
utilizatIi)onpof modern data processing techniques to give committees
and individual Members of Congress better information for decision-
m%I‘klhrilsg proposal does not alter the jurisdiction or authority of any
committee. Nor is the authority or jurisdiction of any of the sub-
ordinate units of either the f%Iouse oi tlte Senate, or the Congress as a

ted to any significant extent.
WI}I(‘)%leé %gﬁc delegatesyaugthority to the Comptroller General of the
United States to provide for and coordinate electronic data processing
usage in the Congress. Thr}el:e closely related, but distinct, respon-
ibilities are delegated to him: : 1
Slblz‘lilrst is the res%)onsibility to cooperate with the Director of the
Bureau of the Budget in the development of a compatible data system
to support the budget and appropriations cycle. Under this autho:‘llty,
the Comptroller General would see that the system and the data
base under development in the executive branch of the Governmentf:
have those inherent characteristics necessary to meet the needs o

S. . .
thggzg?lcgll,‘esthe Comptroller General is delegated the coordinating
authority necessary to extend these basic concepts of compatibility
to all other data processing systems to be developed in the Congress
to process substantive data pertinent to the legislative process.

Third, the Comptroller General is given responsibility to coordinate
the general management of computers in the legislative branch, irre-
spective of their application or use, to assure effective and efficient
exploitation of these techniques in the Congress. :

Under this approach, Congress can work toward the developmen
of an optimum level of computer capability without unnecessary
duplication in computer capacity.

DISCUSSION

There is a growing need for the use of computer technigues in the Congress

This legislation reflects the awareness and concern Members have
over the increasingly difficult information problem that confronts
Congress in carrying out the legislative process. Committees anfl }n};
dividual Members need better, more up-to-date information on whic
to consider and decide the issues coming before the Congress.

The United States is now a nation of more than 200 million people
with increasingly complex commitments at home and throughout
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the world. As the Nation has developed, the workload of the Clongress

“has increased. Our first House of Representatives was composed of 65

Members with an average constituency of less than 50,000 persons.
In contrast, each of the present 435 Members of the House represents
an average of some 450,000 constituents. Most Senators have con-
stituencies mounting into the millions.

Each session, literally thousands of individual proposals and many
complex problems are given active consideration by the Congress. In
contrast with the First Congress which enacted in its entirety some
100 public and private bills, more than 25,000 individual measures
were introduced in the House of Representatives during the 2-year
span of a recent Congress. Of these, 1,284 were enacted into law. The
FP irst Congress in the years from 1789 to 1791 appropriated or otherwise
expended approximately $4.269 million. For fiscal year 1968, Congress
approved expenditures of $190 billion.

The proper evaluation of the Federal budget, the consideration of
the vast array of bills that are introduced, and, in the most funda-
mental terms, the enactment of the laws necessary to the defense and
welfare of the Nation, require a broad flow of pertinent, authoritative,
reliable, up-to-date information into the legislative process. Under
present methods, utilizing primarily the traditional approaches in the
acquisition and processing of data, the flow of information is fast
becoming inadquate to meet the growing needs of the Congress.

Of critical importance to the Congress is fiscal data relating to the
budget and appropriation process. At present, Congress must rely
principally upon the budget and budget appendix documents. This
data source, or, more precisely, this means o? communicating budget
information to the Congress, has become increasingly unresponsive
and unwieldly. The source of this information is entirely controlled by
the executive branch through the Bureau of the Budget. Because of
rapidly changing conditions, the information in these documents often
becomes outdated and unreliable soon after submission to the Congress
early each spring. Crucial elements in the budget of particular interest
to committees and individual Members are often buried in a multitude
of other data and are extremely difficult to extract on any authoritative
basis within reasonable periods of time.

. The support data that accompanies the actual budget figures is
limited in amount, difficult to identify, almost impossible to assess,
and is not conducive to any broad spectrum cf evaluation based upon
the differing criteria reflecting the varying interests of the committees
and individual Members of the Congress.

In areas of substantive legislation—in carrying out “oversight” or
audit responsibilities—in the framing and evaluation of revenue bills—
the squeeze for a better flow of information is equally pronounced.
Throughout all aspects of the substantive legislative process, the tradi-
tional methods of handling data and the means of communicating this
data so as to provide pertinent, material, reliable, and up-to-date
information to support the legislative process, are fast becoming
outdated and ineffective.

As the testimony on this roposal suggests, the time is already here
when the Bureau of the Bu get could not prepare the budget without
the use of the computer. The problems inherent in legislative analysis
of the budget, at the very least, are equal in magnitude to the prob-
lems of budget preparation. In the absence of prompt and effective
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action to provide the Congress with computer capacity, the problem
will not simply be the maintenance of effectiveness and efficiency in
the legislative operation, but whether Congress will be able to perform
its responsibilities in any meaningful sense.

Modern systems design and data processing techniques have broad
potential use in Congress :

The state of the art in data processing and information handling has
reached the point of development that these techniques can be of
material assistance to the Congress in coping with the constantly
increasing complexity and volume of data inherent in the legislative
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5 The time has come to make full use of these capabilities. In many
of the departments and agencies in the executive branch, data process-
ing systems are either in use or under development at Government
expense to meet priority needs lower than those of the Congress. In
the departments and agencies of Government, there are approximately
4,300 data processing systems now in use with applications runnin

from the routine admimstrative tasks, such as reconciling the Federa
Government’s checkbook, to control of space capsules in orbit around
the earth and the moon.

In the Defense Department, ‘‘command and control” systems are
under development at considerable expense to process data of military
significance. These systems are designed to cope with the vast flow
of data inherent in tactical and strategic planning allowing our military
leaders to make quicker and more responsive military decisions.

In business ang industry, there is no large corporation in America
(and probably very few medium or even small ones) that can survive
in the competitive world of today without extensive data processing
capacity to provide information needed in making management
decisions. : -

Much of the information requirement essential to the legislative
process could be effectively and efficiently obtained through data
processing, offering Congress a significant advantage over present
information handling techniques. : :

Requirements involving recurring data that can be described in
general terms in advance, such as the items in an appropriations bill
where the actual dollar amounts change but nevertheless the item
recurs under stated categories in programs year after year—data of
this type is particularly susceptible to storage, processing, and evalua-
tion through electronic data processing techniques. '

Other datum, such as is found in the average reference book in a
library, that is nonrecurring in nature, that expresses judgments,
opinions, and precedents, can be made more readily available through
computerized index systems of various kinds. Although applications
of this type are not as advanced as in the case of recurring data, com-
puter retrieval systems are slowly becoming more adaptable to user
needs. With broader capability, they allow the user to select on a
more random basis the particular data he requires for some specific
purpose. R . e t effect:

In the area where application of data processing is most eliectively
applied, the Bureau of the Budget is developing a st{ftilm that will
give officials in the executive branch of Govemmen;t the data needed
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in the preparation and evaluation of the budget.! In very general
terms, this effort centers on improving the identification of the basic
“building blocks” of budget requests as they relate and can be
identified under varying formats and classifications needed for different
purposes and for various evaluation techniques. The system then
extends to structuring the capability to handle support data pertinent
to the basic budget elements, the development of the data bases
within the departments and agencies to serve as a source of the data
flow for use in these systems, and, lastly, improvement of the overall
budget evaluation capability.
Inherent in these developments is the effort to ultimately attain the
capacity to make comprehensive correlations between input and out-
ut—between Federal expenditures and the nature and extent of the
enefits these expenditures produce. The ability to make broad com-
parisons of the purposes or objectives of programs and their costs
would make it possible for Congress to devise better programs to
meet the Nation’s needs. In addition, it is of vital importance that
both the executive and legislative branches of the Government have
the ability to alter the budget within short periods of time without
resort to arbitrary “across the board” cuts affecting many Federal
operations irrespective of need or priority.
Through data processing, highly selective alterations could be made
in the Budget almost overnight, reflecting changes in revenues, un-

~ expected changes in the Nation’s economy, or for whatever reason the

President and the Congress may deem advisable. Such changes,
based upon predetermined priorities, would, in the most practical
sense, give the President and the Congress more effective control
over Federal expenditures throughout the Budget process.

Through a countless variety of special applications, Federal ex-
penditures could also be more closely monitored in a manner and to
an extent hopelessly beyond present capabilities. It would be well
within computer capability, for example, to monitor contract price
overruns and provide data on them at least as soon as they were
reflected in the obligations or expenditures of the various Kederal
departments and agencies. By this means, both the executive and
legislative branches of Government would be able to anticipate prob-
lems of this kind in the procurement area rather than react to them.
Decisions could be made on costly defense systems when they began
to exceed original cost estimates rather than after additional millions,
or even billions, in tax funds were obligated.

The work in the Bureau of the Budget can lead to an ever-increasing
capacity to evaluate and improve the budget and to make Government
more effective, efficient, and responsive to the needs of the public.
These improvements offer the opportunity to save countless billions
in public funds. Even an improvement of only a minor percentage in
the efficiency of the budget and appropriations cycle could mean
savings mounting into the billions annually. _

Congress must keep pace with this work in the executive branch
and, in addition, supplement this capacity with systems geared to
make whatever additional studies, comparisons, or evaluations that
1 The testimony of the Deputy Director of the Bureau of the Budget, together with an outline of a
preliminary report submitted to the Bureau of the Budget of a consulting firm working on improvements

in the overall budget process, are included in the Appendix for the convenience of those desiring a more
detailed explanation of the work now under way in the Bureau of the Budget.
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might be of unique assistance to Members and committees in making
the most informed decisions.

Futhermore, the compatible computer capability that Congress
obtains through the computerization of the budget and appropriations
cycle must be extended into all other aspects of the legislative process.
Computers must be applied to the extent practical and feasible to the
work of the Legislative Reference Service and the other support units
of the Congress. The vast store of historical data housed in the Library
of Congress—and particularly those areas of specific interest and
value to the Congress in the decisionmaking process—must be made
the subject of more effective retrieval.

Data processing development and use in the Congress must be coordinated

Any effort to apply data processing techniques to the legislative
branch is immediately confronted by two considerations: First, the
need for a unified and compatible approach to system development
and, second, the need to avoid any unnecessary duplications in com-
puter system capability. If systems are developed that are incompatible
with those of the Bureau of the Budget or other units in the Congress,
then the usefulness of all of the systems will be compromised. If sys-
tems are developed independently, there will be voids or duplications
which will also limit system effectiveness and waste public funds.

Yet, obviously, the Bureau of the Budget, the House and Senate, as
well as the various support units in the legislative branch, do not
operate under any single authority despite a broad commonality in
the need for information. Nor at the present time is there any one office
or official that has the responsibility to coordinate computer design
and management functions for the Congress as a whole. B s

The development of a compatible system to support the legislative
branch without duplications or voids in system capacity, therefore,
requires coordination among those units having common information
needs. On closer examination, there are three levels or degrees of
coordination that must be established and maintained.

First, there is the coordination between the Congress and the execu-
tive branch. Congress must rely upon the executive for the actual
budget and budget support data. In addition, Congress would be
benefited by the use of the executive -branch’s budget evaluation
capability. To acquire this computer capability requires coordination
with the Bureau of the Budget and, in addition, development in the
legislative branch of a supplemental computer system that is com-
patible with that in the Bureau of the Budget. Only by this means
can we preclude the very real possibility of the development of dupli-
cative requirements of computer capacity that are costly, delay accom-

lishment, and introduce crippling confusion through overlapping and
Inconsistent terms, definitions, and system standards. Loy

The achievement of this compatibility requires that coprdlpatlve
authority be delegated to some specific office in the legislative to
interact with the executive branch. This authority would be used to
assure recognition of the needs of Congress in the development of the
basic system in the Bureau of the Budget and in the formulation of
the data that will flow through this system. It would then be possible
to develop a suplplenient.al system in the Congress needed to evaluate

is data in the legislative process. :
tJhlSse(clond, there izgfhe need for coordination between the House and
Senate and the support units in the legislative branch regarding those
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computer systems processing data pertinent to the substantive legis-
lative process, or, n other words, data that is needed by Members
and committees to reach decisions concerning revenues, appropria-
tions, legislation, and legislative oversight. To achieve a uniform
compatible system within the confines of the legislative branch means
that the Senate and the House and the support units of the Congress
must act in unison to develop and maintain informational systems.
This requires delegation of coordinating authority to some one office
or official in the legislative branch to extend the concept of compatibil-
ity that has been established in concert with the Bureau of the %udget
to all systems that support the legislative process in substantive terms.

Third, a lesser degree of coordinating authority to cover the manage-
ment aspects of all computers in then%ongress must be established.

There are a number of units or offices in the Congress requiring data
processing capacity which has no substantive link and is not pertinent
to the legislative process. Many of the “housekeeping’”’ functions
of the House and Senate, the internal management requirements of
various offices and units in the Congress, the external operations of
the Library of Congress—activities such as these may not directly
interface with the legislative process. Therefore, there is no affirmative
and demanding requirement of system compatibility in these areas.

However, to the extent that any unit of the legislative branch
utilizes data processing capacity for any purpose, sound, business-
like management requires that the acquisition and use of this capacity
be coordinated on an organizational basis, or, in other words, in
concert with the overall computer requirements of the Congress.
Extensive investigations of this committee over many years into the
management and use of computers in the executive branch of govern-
ment demonstrate that a coordinated approach to computer manage-
ment—coordinating those aspects of management which must be
coordinated on an organizationwide basis—is essential to efficiency
and economy.

There is no basis for Congress being an exception to this well-
established policy. Accordingly, the office or official in the legislative
branch having coordinating authority over other aspects of computer
development should also coordinate in general terms the procurement
and use of computer capacity for Congress as a whole.

The Comptroller General should be delegated basic responsibilities to
coordinate the various levels of computer usage in the Congress

The selection of the Comptroller General as the official to coordin-
ate computer usage in the Congress meets with no meaningful or
obvious alternatives once the various factors controlling the selection
are considered.

The data classifications and the systems standards that become a
part of the budget and appropriation system under development in
the Bureau of the Budget must extend to all systems in the Congress
that relate to the substantive legislative process. Otherwise incom-
patibility and unnecessary voids and duplications will result. Although
the system under development in the Bureau will process a broad
spectrum of data, in the most fundamental sense all the data in the
system will be oriented to meet the fiscal requirements of the
Government.
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The Comptroller General’s primary responsibilities lie in the fiscal
area. And, even were the additional responsibilities outlined in this
bill not delegated to him, the General Accounting Office would have
to develop to a considerable extent the computer capability to analyze
budget and appropriation data to carry out the responsibilities that
are inherent in the office of Comptroller General. We cannot separate
the General Accounting Office from computer capability that must
become an inherent part of its operations. Nor can we permit a costly
and unnecessary duplication o? this computer capability through
assignment of these coordinating and systems development responsi-
bilities to some other unit in the Congress.

The Comptroller General, therefore, is the logical choice for delega-
tion of the responsibility to cooperate with the Bureau of the Budget
in the development of a standard fiscal system, to extend these basic
concepts of compatibility to all other data systems Congress may need
to support the substantive legislative process, and to provide that
lower level of management coordination necessary to assure efficient
and effective use of computers in the Congress.

There are other considerations supporting this selection. The Gen-
eral Accounting Office, under the Comptroller General, is constantly
delving into the operations of the executive branch of the Govern-
ment 1dentifying problem areas and seeking to determine more effi-
cient and effective means to perform the Government’s business. The
optimum exploitation of the General Accounting Office’s activities
requires a broad flow of budgetary and fiscal data concerning govern-
ment operations at the very earliest point in time when such data can
be made available. The General Accounting Office, with an annual
appropriation of $60 million and more than 4,000 auditors, investi-
gators, and other employees, is considered the “watchdog” of the
Congress. Extension of these overall coordinating responsibilities to
the Comptroller General, particularly as they relate to systems design
and development in the Bureau of the Budget, will increase the effec-
tiveness of the GAO audit staff—a matter of vital importance to
efficient and effective government.

A further consideration is that day-to-day contact with all the
departments and agencies of the executive affords the General Ac-
counting Office the opportunity to verify data base. Simply because
data flows through a computer does not make the data accurate and
reliable. The General Accounting Office, on a routine basis, audits the
activities of the Federal departments and agencies. The General
Accounting Office also establishes the accounting principles that
Congress has determined executive agencies should follow in main-
taining control over appropriated funds. At such time as the executive
branch ever develops an effective computerized data base to support
the budget and appropriation cycle it will be of vital importance that
Congress verify the data obtained from the executive branch and used
in legislative deliberations. In future years, the ability to check the
reliability of such data may well become one of the most important
facets of the legislative computer operation.

The Comptroller General would consult with the commitiees of Congress
and the appropriate offices and officials in the legislative branch
This legislation is drawn in very general terms. Essentially, this
proposal is in the nature of a directive to agents of the Congress. The
interests of third parties are not involved. Accordingly, it is appro-
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priate that the responsibilities and the authority be clearly set forth
as well as the overall objective. However, it is also appropriate that
broad latitude be left to the Comptroller General as to how he reaches
those objectives. Only by this means can the Comptroller General
and the other offices and officials in the legislative branch develop
and maintain a plan of operation conducive to the highest level of
efficiency and economy.

Generally, however, the approach this committee anticipates would
be for the Comptroller General to consult with the various committees
of the House and Senate to determine their data requirements. In
turn, he would advise them of the nature and extent the data which
he believes would be of value to them can be acquired through data
processing capability.

Through consultations of this type, the Comptroller General can
determine the net requirements of the Congress and in cooperation
with the Bureau of the Budget structure to the extent that it is techni-
cally feasible to do so the computer capability to provide data coming
within the categories the committees require.

Meanwhile, through consultations with the Legislative Reference
Service in the Library of Congress, as well as the other support units
in the legislative branch, the requirements coming within the sub-
stantive jurisdiction of other support units can be ascertained to some
reasonable degree, broad outlines as to standards and other compati-
bility criteria can be agreed upon, and various options relative to the
size and scope of computer systems to serve various functions can be

determined.
CONCLUSION

It will not be possible to develop immediately a comprehensive over-
all system to meet all legislative needs. Rapid advancements in the
state of the art and continuing changes in requirements generally rule
out the “‘grandiose’ approach to computer design in a single develop-
ment cycle. However, as the computer requirements of Congress are
identified, it is essential that all options be exploited at the earliest
reasonable date that are either essential or desirable to the ultimate
development of the most useful computer capability for Congress that
the state of the art allows.

The development of these systems will be a difficult and time-
consuming task, and will involve significant expenditures in public
funds. But, if these systems are properly designed and oriented effec-
tively to meet the legislative needs, for every dollar of investment in
com;()iuters and systems design, literally thousands of dollars can be
saved.

This legislation offers Congress an effective means to begin the ex-
ploitation of computer techniques so as to give individual Members and
committees better, more up-to-date information on which to make the
crucial decisions coming within their responsibilities. The approach is a
cautious one. This caution comes from years of investigating horror
stories of computer misapplication in the executive branch of the Gov-
ernment and knowledge of similar instances in business and industry.
The misapplication of computer techniques, the misapprehension that
the computer can replace the decisionmaker, the extension of these
techniques to applications that can best be maintained through tradi-
tional data processing procedures, the lack of effective planning, in-
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adequate organizational coordination to assure compatibility—these
and other deficiencies in the use of computers can lead to more prob-
lems than a computer can solve.

By the nature of the authority delegated to the Comptroller General
under this proposal, this committee believes that Congress can obtain
optimum use of computers, yet avoid many of these problems. And,
it is for this reason that the committee urges prompt approval of this

proposal.
SECTION-BY-SECTION ANALYSIS

Subsection (f)(1)

The primary delegation in this bill is to the Comptroller General to
cooperate with the %)irector of the Bureau of the Budget in the de-
velopment of a compatible data system to support the budget and
appropriation cycle. The cycle begins in the executive branch some
9 or 10 months before the budget is ultimately submitted to Congress
soon after the beginning of each annual session. The Bureau at this
time is developing a comprehensive system to make the necessary
evaluations and to otherwise support the preparation of the budget.
Long-range studies are underway aimed at constantly improving the
budget process, particularly as it relates to data rocessing capability.

The Budget Bureau has “captured” the hard core budget data as
well as select support data in a data system operational at this time.
However, this system is inadequate compared to the need, as well as
in comparison to the potential offered by data processing techniques.
Computers cannot only be used more extensively in the improvement
of routine aspects of budget preparation, but to assist in determining
priorities, making input versus output comparisons relating to various
Federal programs, and, in the ultimate sense, the many evaluations
of a budgetary and economic sense that are inherent in budget
formulation.

Under this section, the Bureau would retain full responsibility for
continuing the development of this modern comprehensive system for
the preparation and evaluation of the budget. As indicated in the
testimony of the Deputy Director of the Bureau, législation is not
necessary for continuation of this work purely within the executive
branch of the Government. At this time, this may well be true. How-
ever, this subsection deals primarily with the ‘‘other side of the coin.”
This section would authorize and direct the Comptroller General, as
the representative of the legislative branch in its entirety, to ‘“‘co-
operate” or otherwise coordinate, oversee, or monitor the systems
development work in the Bureau to assure the inclusion in this system
of those design characteristics and capability necessary to meet, or be a
suitable interface for the development of, the unique and additional
requirements Congress will have.

The data processing and information system the Comptroller Gen-
eral develops under the authority of this subsection would not dupli-
cate system capability presently being developed within the Bureau of
the Budget. The objective would be to develop a supplement.ary
system to serve the particular needs of the Congress, yet compatible
with the system of the Bureau so as to allow full interchange of data
and evaluating capabilities.

—ﬁ—'—'—————'ﬁ
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Subsection ( )(2)

Authority extended the Comptroller General to coordinate the
development, establishment, maintenance, and operation of data sys-
tems necessary for the effective and efficient fulfillment of the sub-
stantive responsibilities of Congress does not disturb the substantive
responsibilities of the Legislative Reference Service, the Government
Printing Office, or any other units in the legislative branch, except to
the extent, that these and any other support units of the Congress

. must coordinate systems development and operation under the overall

authority of the Comptroller General.

Under subsection (f)(2), the Comptroller General would see that
the concept of compatibility initiated as a result of his coordination
with the Director of the Bureau of the Budget relating to the budget
and appropriation cycle extends to data processing systems of all
units of the Congress that would contain substantive data pertinent
to the legislative process.

The purpose of this coordination would be to avoid duplications,
incompatibilities, inconsistencies, and voids in systems development
and use of computers to support the legislative process. In the exercise
of this coordinating authority, the Comptroller General would
maintain a close liaison with the heads of all support units in the legis-
lative branch regarding systems development plans and problems
coming within this general category. It would be expected that broad
consultations would take place concerning any criteria that the Comp-
troller General was considering, and it 1s expected that all officials
in the legislative branch would work in unison, without regard to the
jurisdictional limitations of their particular office, to see that the
most effective computer system could be developed for congressional
use.

The third responsibility, to provide guidelines for the efficient and
effective acquisition and use of computers in the Congress, as ex-
pressed in the second sentence of subsection (f)(2), is the most general
in scope and at the same time the most limited in nature of these
delegations of authority. The purpose of this responsibility is to
assure a modern businesslike approach to computer usage in the legis-
lative branch. The Comptroller General would coordinate, through
the issuance of guidelines and other appropriate actions, those aspects
of data processing acquisition and use which must be coordinated on
an organizational basis to achieve optimum efficiency and use of
computer techniques. Under this authority, all computers used in the
legislative branch would be subject to the GAQ’s general manage-
ment guidelines. But, this overall management responsibility would
not routinely extend to systems design, the selection, or the use of
any system that some other unit of Congress may require.

Under this provision, the Comptroller General would be concerned
with the issuance of the same type of general criteria and policy direc-
tives as flow from the Bureau of the Budget and the General Services
Administration under authority of Public Law 89-306. Under this
authority, it would be appropriate for the Comptroller General to
require, as examples, the d%ve opment of effective feasibility studies,
the pros and cons of lease versus purchase, the need for new capacity,
as well as such matters as the possibility of joint use or sharing of
computer capacity with other organizations in the Congress or the
executive.
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The Comptroller General would tie in congressional computer acqui-
sition with the management system established in the executive branch
under Public Law 89-306 to assure the best possible terms of purchase
or lease, as well as the other advantages the management system in
the executive branch may offer, and use such system to the extent he
considered it advantageous to do so.

Subsection (f)(3)

Under authority of this subsection, the Comptroller General can
employ experts and consultants to assist him in carrying out the re-
sponsibilities delegated to him under this proposal, at rates not in
excess of those prevailing at the time for comparable services in private
industry. This unique authority is extended him in recognition of the
extremely difficult and complex problems that must be resolved if
Congress is to have data processing systems of optimum capability
and the most efficient design.

Subsection (f)(4)

Incident to the operations outlined in this measure, it will be
appropriate for the Comptroller General to submit reports from time
to time outlining his plans and recommendations for the implementa-
tion of computer usage in the Congress. By this means, Congress will
be kept advised of the prospective plans for data processing and sys-
tems design under the authority of this legislation and thereby have
the opportunity to revise these plans on a comprehensive basis in
advance to the extent Congress may consider modifications necessary.

REPORTS OF AGENCIES

Reports on H.R. 404 and H.R. 5522 have been received from the
General Accounting Office, the Bureau of the Budget, and the General
Services Administration. These agency reports are set forth as follows:

ComPTROLLER GENERAL OF THE UNITED STATES,
Washington D.C., February 20, 1969.
B-165958.
Hon. WiLLiam L. Dawson, :
Chairman, Committee on Government Operations,
House of Representatives.

Dear Mr. CaairMAN: Reference is made to your letter of January
14, 1969, requesting our comments on H.R. 404, entitled “A bill te
amend the Budget and Accounting Act, 1921, to direct the Comptroller
General to establish information and data processing systems, and
for other purposes.”’

In introducing H.R. 404 on January 3, 1969, Congressman Brooks
said that in substance the provisions of the bill correspond to title IT,
entitled “Fiscal Controls” of the proposed Legislative Reorganization
Act of 1968, with two exceptions. First, rather than set forth explicit
descriptions of the data to be submitted to the Congress as provided
in that proposed reorganization bill, this had been made a matter
within the discretion of the President pro tempore of the Senate and
the Speaker of the House. Second, certain provisions are not included
which relate principally to committee grocedures. :

The purpose of the bill, as stated by Qonﬁressmap Brooks, is to
provide for coordination with the exectuvie branch in the develop-
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ment of one basic compatible data processing and information system
to serve both the legislative and executive branches of the Govern-
ment in providing budgetary and appropriation information. The
Bureau of the Budget is in the initial stages of developing such a
system. For a part of that compatible system, the bill would have
the Comptroller General develop, establish, and maintain data
processing and information systems necessary for the effective and
efficient fulfillment of the substantive responsibilities of the Congress
as determined by the President pro tempore of the Senate and the
Speaker of the House. With reference to the other part of that system,
the bill would have the Comptroller General cooperate with the
Director of the Bureau of the Budget in the development, establish-
ment, and maintenance of a standard data processing and information
system for budgetary and fiscal data for use of the Federal Government.

Congressman Brooks believes that there is a need, separate and
apart for the maintenance of an information system to support the
budgetary and appropriation cycle, for a legislative capability in ad-
vanced cost analysis techniques so that the legislative branch can
make its own cost evaluations and have the capability to analyze
those of the executive branch.

He also believes that there are other areas in which the Congress can
effectively and efficiently utilize modern information handling and
data processing techniques to provide congressional committees and
individual Members and their staffs with immediate information on the
status of legislation. The system used could be extended to keep an
index of the Congressional Record constantly and immediately
available, and for the storage of the entire United States Code, the
Statutes at Large, and other similar data.

We are in full agreement with the purposes of the bill. It has been
generally recognized that the Congress has a real need for data proc-
essing and information systems of its own in order to fulfill its responsi-
bilities. As we understand the provisions of H.R. 404, the data proc-
essing and information systems to be developed for the Congress would
not duplicate the system presently being developed by the Bureau of
the Budget. The objective would be to develop a supplementary system
to serve the particular needs of Congress, yet compatible with the
system being developed by the Bureau for budgetary and fiscal data.

With respect to section “(f)(1)” of the bill, which would direct the
Comptroller General to develop, establish, and maintain data process-
ing and information systems for the Congress, we have some question
as to whether the Comptroller General should be given these responsi-
bilities. It may be that the development, establishment, and mainte-
nance of the system should be the responsibility of the Congress itself
in order that it could have complete control over the system and
thus be assured that its needs will be fully served. However, if the
Congress should decide that this task should be performed by the
Comptroller General we will, of course, make every effort to carry
out the responsibilities assigned.

It should be understood that the development of the systems
contemplated, whether performed by the Comptroller General or by
Congress itself, will require considerable time. The development of
the needs of Congress and its committees and the systems necessary
to serve those needs will be a difficult task. Also, it should be recog-
nized that the costs will be significant. Considerable additional funds
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over and above our present funding levels will be required if th
General Accounting Office is to do the job. ‘

Subsection “(f)(2)” of the bill requires the Comptroller General to
cooperate with the Director of the Bureau of the Budget in the
development, establishment, and maintenance of a standard data
processing and information system including uniform classifications
of programs, activities, receipts, costs, and expenditures, as well as
other necessary standards for budgetary and fiscal data for the use of
the Federal Government. We construe section 2 to mean that the
primary responsibility under the section is with the Director of the
Budget but that the Comptroller General will cooperate with the
Director in an effort to see that the needs of the Congress are met.

With regard to subsection “(f)(3)”” we wish to call your attention
to progress already made toward establishing the capability in the
General Accounting Office to conduct and to analyze cost effective-
ness studies. A systems analysis group was established in 1967 in our
Office of Policy and Special Studies with the responsibility to provide
such capability and to provide leadership and policy guidance in
developing appropriate levels of this capability among our profes-
sional staff. f

The Systems Analysis Group has performed a substantial part of
our review under title IT, section 201(2), of the Economic Opportunity
Amendments of 1967 to determine the “extent to which such programs
and activities achieve the objectives set forth in the relevant part or
title of the Economic Opportunity Act of 1964 authorizing such pro-
grams or activities.” _

We believe the actions already taken and the experience gained in
actual studies have prepared the General Accounting Office to provide
an orderly growth of this capability.

We recommend the deletion of subsection “(g).” We believe that
the Comptroller General should retain the discretion and the flexibility
to organize the General Accounting Office in such a manner as he
considers necessary to carry out the duties which the legislation
places upon him. f ond :

As previously stated we favor the purposes of this bill and we will
make every effort to fulfill such responsibilities as Congress may give
us in this area. »

Sincerely yours, .
ELMER B. STAATS,
Comptroller General of the United States.

ExecuTivE OFFICE OF THE PRESIDENT,
BuRrEAU OF THE BUDGET,
Washington, D.C., April 2, 1969.
Hon. WirLiam L. Dawson, _
Chairman, Committee on Government Operations,
Washington, D.C.

DEear MRr. CHAIRMAN: This is in reply to your requests for comments
on H.R. 404 and H.R. 5522, the purpose of which is to amend the
Budget and Accounting Act, 1921, to direct the Comptroller General
to establish information and data processing systems, and for other
purposes.
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Both bills would amend the Budget and Accounting Act, 1921, by
requiring the Comptroller General to provide the Congress with data
processing and information systems to meet the substantive responsi-
bilities of the Congress. They would also require him to have available
in the General Accounting Office employees qualified to conduct and
analyze cost effectiveness studies at the request of committees of the
Congress.

To the extent that these activities involve the collection and com-
pilation of factual data, as distinguished from the performing of
analyses they would seem to unnecessarily duplicate work which is
being performed in the executive branch. We understand the bills
are intended to relate basically to activities of the Legislative Branch,
and that they are not intended to impose new rules or procedures upon
the executive branch. Whether the Congress needs to formalize
arrangements to provide such support and assistance is a matter for
each House to decide for itself, and one on which we do not believe it
would be appropriate for us to comment.

Section 312(f)(2) would require the Comptroller General to cooper-
ate with the Director of the Bureau of the Budget in the development,
establishment, and maintenance of a standard data processing and
information system for budgetary and fiscal data for use of the Federal
Government. We have customarily received the full cooperation of the
Comptroller General in respect of our work on such matters and we
would expect such cooperation to continue without the necessity for
enactment of such a provision. Further, we have considerable doubt
as to the wisdom of a provision which might inject the Comptroller
General—an official of the legislative branch—directly into the budg-
etary processes of the executive branch. Subject to the normal
qualifications regarding information in support of budget requests
which are still under consideration by the President, information in
the possession of the executive branch generally is available to the
Congress, or to the Comptroller General on its behalf, without the
nect(e?sity for any specific provision of the nature proposed in section
312(£)(2).

If we can supply further information with respect to these measures,
please do not hesitate to call on us.

Sincerely yours,
Wivrrep H. RoMMEL,
Assistant Director for Legislative Reference.

GENERAL SERVICES ADMINISTRATION,
Washington, D.C., April 4, 1969.
Hon. WirLiam L. Dawson,
Chairman, Committee on Government Operations,
House of Representatives, Washington, D.C.

DEar MRr. CHAIRMAN: Your letter of February 11, 1969, requested
the views of the General Services Administration on H.R. 5522, 91st
Congress, a bill to amend the Budget and Accounting Act, 1921, to
direct the Comptroller General to establish information and data
processing systems, and for other purposes.

The automatic data processing and information systems to be de-
veloped and established by the Comptroller General under H.R.
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5522 would be used for the purpose of providing the Congress with
data and information necessary for the effective and efficient fulfill-
ment of its substantive responsibilities as may be determined by the
President pro tempore of the Senate and Speaker of the House. Addi-
tionally, the bill would require the Comptroller General to cooperate
with the Director of the Bureau of the Budget in the development,
establishment, and maintenance of a standard data processing and
information system for budgetary and fiscal data for use by the
Federal Government. '

GSA is responsible under section 111 of the Federal Property and
Administrative Services Act of 1949, as amended, to coordinate and
provide for the economic and efficient purchase, lease, and mainte-
nance of automatic data processing equipment (ADPE) by Federal
agencies. The General Accounting Office is a Federal agency as
defined in section 3(b) of the Property Act. We do not believe that
H.R. 5522 is intended to provide independent authority to GAO to
acquire ADPE or otherwise except GAO from the requirements of
section 111 of the act. However, the language of the bill is not clear
in this respect. For example, the language of proposed new subsection
(f)(5) of section 312 of the Budget and Accounting Act on line 23,
page 2 of the bill authorizes the Comptroller General to ‘‘acquire
data processing capacity.” The apparent purpose of subsection (f)(5)
is to provide authority to the Comptroller General to contract for
assistance to develop and establish information systems rather than
to provide specific authority to acquire ADPE. For purposes of
clarafication, therefore, we recommend that a new subsection ‘“‘(h)”
be added at the end of the proposed bill to state that:

“(h) Nothing in this section is to be construed as superseding
section 111 of the Federal Property and Administrative Services Act
of 1949, 79 Stat. 1127.”

If H.R. 5522 is enacted with the amendment suggested, GSA would
be pleased to make available to the GAO automatic data processing
equipment in the same manner as such equipment is now made
available to other Federal agencies.

Subject to the foregoing, GSA does not object to enactment of
H.R. 5522.

The Bureau of the Budget has advised that, from the standpoint
of the administration’s program, there is no objection to the sub-
mission of this report to your committee.

Sincerely,
RoserT L. Kunzig, Administrator.

CHANGES IN TEXT OF EXISTING STATUTES

In compliance with clause 3 of rule XIII of the Rules of the House
of Representatives, the text of the section of the existing Federal
statute which the bill, as reported, would amend is printed below,
with the proposed change shown by printing the new matter in italic
type and by printing in roman type those provisions in which no change
is to be made.

Section 312 of the Budget and Accounting Act, 1921
(31 U.S.C. 53)

Sec. 312. (a) The Comptroller General shall investigate, at the
seat of government or elsewhere, all matters relating to the receipt,
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disbursement, and application of public funds, and shall make to the
President when requested by him, and to Congress at the beginning
of each regular session, a report in writing of the work of the General
Accounting Office, containing recommendations concerning the
legislation he may deem necessary to facilitate the prompt and ac-
curate rendition and settlement of accounts and concerning such other
matters relating to the receipt, disbursement, and application of
public funds as he may think advisable. In such regular report, or in
special reports at any time when Congress is in session, he shall make
recommendations looking to greater economy or efficiency in public
expenditures.

(b) He shall make such investigations and reports as shall be
ordered by either House of Congress or by any committee of either
House having jurisdiction over revenue, appropristions, or expendi-
tures. The Comptroller General shall also, at the request of any such
committee, direct assistants from his office to furnish the committee
such aid and information as it may request.

(¢) The Comptroller General shall specially report to Congress every
expenditure or contract made by any department or establishment in
any year in violation of law.

(d) He shall submit to Congress 1eports upon the adequacy and
effectiveness of the administrative examination of accounts and claims
in the respective departments and establishments and upon the
adequacy and effectiveness of departmental inspection of the offices
and accounts of fiscal officers.

(e) He shall furnish such information relating to expenditures and
accounting to the Bureau of the Budget as it may request from time to
time.

(f) The Comptroller General shall—

(1) cooperate with the Director of the Bureaw of the Budget in the
development, establishment, and maintenance of a standard data
processing and information system (including uniform classifications
of programs, activities, receipts, costs, and expenditures, as well as
other mecessary standards) for budgetary and fiscal data for use of
the Federal Government,

(2) coordinate the development, establishment, maintenance, and
operation of data processing systems necessary for the effective and
efficient fulfillment of the substantive responsibilities of the Congress.
Other units of the Congress utilizing data processing techniques to
carry out the responsibilities Congress has delegated to them shall
adhere to the guidelines the Comptroller General may establish to
assure optimum effectiveness and efficiency in the overall acquisition
and use of computers by the Congress;

(8) enter into contracts with orgamizations or individuals, or em-
ploy indiwvidual experts and consultants, to assist in the development
and establishment of such systems, at rates mot in excess of those
prevailing at the time for comparable services in private industry,
but otherwise in conformity with section 3109 of title & of the United
States Code, and acquire data processing capacity to carry out the
responsibilities delegated him under this part; and

(4) submit recommendations at such times as he deems appropri-
ate to the Congress as to the most effective and efficient manner by
which the data processing and systems design requirements of the
Congress can be fulfilled.




SUPPLEMENTARY VIEWS OF
HON. WILLIAM S. MOORHEAD

The chairman of the Government Activities Subcommittee of the
House Committee on Government Operations, the Honorable Jack
Brooks, has wisely called for a coordinated, businesslike approach to
the introduction and use of computers in the Congress. He has further
emphasized the need for proper coordination between the executive
and legislative branches o? Government in order to avoid costly and
wasteful duplication in the design of compatible data systems to serve
elements of both branches. In both of these matters I fully concur.

Coordination on Capitol Hill is not the easiest of tasks. You start
with a bicameral legislature with one House having 435 Members and
the other 100 Members, and there is no single leader of both Houses.

In addition, there are semiautonomous bodies such as the Library
of Congress, the Public Printer, the General Accounting Office, and
the Legislative Counsels of both Houses.

To bring order out of this chaos there must be a very strong co-
ordinator. H.R. 10791 assigns the duty of coordination to the GAO.

The reason I believe that H.R. 10791 is only a step in the right
direction is because I believe that the General Accounting Office,
which is the servant of Congress, cannot successfully carry out an
assignment of being the master of Congress.

The Comptroller General of the United States, Elmer B. Staats,
in tes(tiimony before our subcommittee, reflected this sentiment when
he said:

It may be that the development, establishment, and
maintenance of the system should be the responsibility of
the Congress itself in order that it could have complete
control over the system and thus be assured that its needs will
be fully served.

However advantageous at this time, assigning the responsibility
for coordinating all computer support of the Congress to the General
Accounting Office should therefore be considered a stopgap measure.

Certainly the handling of budgetary and fiscal data through the use
of automatic data processing is an absolute prerequisite as the size and
complexity of the Federal budget increases. This function for Congress
should be assigned to GAO. However, the use of computers in other
applications, such as the indexing, storing, and retrieval of topical
research information on issues under legislative consideration properly
belongs with the Legislative Reference Service of the Library of Con-
gress. Similarly, the Office of the Clerk of the House of Representatives
should continue to perform those housekeeping tasks using ADP
which fall within that aegis. f

The effort now underway by the House Committee on House Ad-
ministration will do much to establish a plan of action for developing a
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computer support capability for the Congress. Its determination of
long-range needs, as well as immediate requirements for computer
services, will create a framework within which the GAO can chart its
course as it assumes the basic responsibility for insuring that ADP
render all possible support to the Congress in its decisionmaking role.

However, I am convinced that the Congress will ultimately conclude
that the Congress itself should be the coordinator of computer capa-
bility on Capitol Hill.

H.R. 7012 which I have introduced would do this and ultimately T
think Congress must pass legislation along the lines of H.R. 7012.

To achieve strong congressional coordination, H.R. 7012 would
create an independent computer center, manned by a highly profes-
sional staff. The purpose of the center, as set forth in the bill is to
assist the two Houses of Congress, their officers, committees, joint
committees, Members, and supporting services in the performance of
their respective functions by making available to them automatic
data processing services.

Under this bill, coordination between the Senate and the House
will be achieved through a Joint Committee on Legislative Data
Processing made up of five representatives from each body, with
House Members appointed by the Speaker, Senators by the President
pro tempore of the Senate, with party representation as it prevails
in the respective bodies.

The Computer Center itself would be supervised by a Director
appointed by the Speaker of the House and President pro tempore of
the Senate, after consultation with the Joint Committee.

For expertise and further coordination, the Joint Committee would
rely on an independent Advisory Board made up of eight ex-officio
Members (the Director of the Center, the Librarian of Congress, the
Comptroller General, the Public Printer, the Secretary of the Senate,
the Clerk of the House, and the Legislative Counsel of both Houses of
Congress), and four data processing experts—two appointed by the
Speaker of the House and two by the President pro tem of the Senate.

The organization contemplated by H.R. 7012 is shown on the
attached chart.

Because I believe that H.R. 10791 is a step forward, I support it.

WiLriam S. MOORHEAD.
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SUPPLEMENTARY VIEWS OF HON. JOHN E. MOSS

With reference to the above views expressed by my colleague, the
Honorable William S. Moorhead, I subscribe entirely to both the
content of his remarks and the intent of his purposes and the legisla-
4 tion which he introduced, H.R. 7012.
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APPENDIX

StaTEMENT OF ELMER B. Staars, CoMPTROLLER GENERAL OF THE
UNITED STATES

Mr. Chairman and members of the subcommittee, I appreciate this
opportunity to appear before you to discuss H.R. 404, 91st Corgress,
which would amend section 312 of the Budget and Accounting Act,
1921, 31 U.S.C. 53, by adding the following new subsections:

“(f) The Comptroller General shall—

“(1) develop, establish, and maintain data processing and
information systems necessary for the effective and efficient
fulfillment of the substantive responsibilities of the Congress as
may be determined by the Presi(i)ent pro tempore of the Senate
and the Speaker of the House;

“(2) cooperate with the Director of the Bureau of the Budget
in the development, establishment, and maintenance of a standard
data processing and information system (including uniform
classifications of programs, activities, receipts, costs, and expendi-
tures, as well as other necessary standards) for budgetary and
fiscal data for use of the Federal Government;

“(3) have available in the General Accounting Office employees
qualified to conduct and to analyze cost effectiveness studies at the
request of committees of the House or Senate;

“(4) to the extent feasible, provide committees of the House
or Senate with data and information from such systems or with
data otherwise available to the General Accounting Office;

““(5) enter into contracts with organizations or individuals or
employ individual experts and consultants in accordance with
section 3109 of title 5 of the United States Code, to assist in the
development and establishment of such systems, at rates not in
excess of those prevailing at the time for comparable services in
private industry, and acquire data processing capacity to carry
-out the responsibilities delegated him under this part and to
meet any additional requirements for data processing capacity
the President protempore of the Senate or the Speaker of the
House may determine is required; and

“(6) submit recommendations at such times as he deems
appropriate to the President pro tempore of the Senate and the
Speaker of the House as to the most effective and efficient manner
by which the data processing and systems design requirements ot
the Congress can be fulfilled.

“(g) to assist in the performance of the duties and functions
extended the Comptroller General under this part, there is hereby
established in the General Accounting Office a Division for Budget
Information and Analysis. The Division shall be headed by a Director
who shall be appointed by the Comptroller General and shall receive
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compensation at the rate provided for GS-18 under the classified
civil service.” ) )

As we understand it the purpose of the bill is to provide for coordi-
nation with the executive branch in the development of one basic
compatible data processing and information system to serve both
the legislative and executive branches of the Government in pro-
viding budgetary and appropriation information. The Bureau of the
Budget is in the initial stages of developing such a system. For a part
of that compatible system the bill would have the Comptroller
General develop, establish, and maintain data processing and infor-
mation systems necessary for the effective and efficient fulfillment of
the substantive responsibilities of the Congress as determined by the
President pro tempore of the Senate and the Speaker of the House.
With reference to the other part of that system, the bill would have
the Comptroller General cooperate with the Director of the Bureau of
the Budget in the development, establishment and maintenance of
a standard data processing and information system for budgetary
and fiscal data for use of the Federal Government. :

It is understood that you, Mr. Chairman, are of the view that
there is a need, separate and apart from the maintenance of an
information system to assist the Congress in its review of appropriation
requests for a legislative capability in advanced cost analysis tech-
niques so that the legislative branch can make its own cost evaluations
and have the capability to analyze those made by the executive
branch. You have also indicated possible further areas in which the
Congress could effectively utilize modern information handling and
data processing techniques. For example, the system could be used
to provide the congressional committees and individual members and
their staffs with immediate information as to the status of legislation.
It might also be extended to keep an index of the Congressional Record
constantly and immediately available, and for the storage of the
entire United States Code, the statutes at large and other similar data.

As you know there are several specific computer operations already
underway which could play an important part in the system to be
developed for Congress. One of these is Project LITE (Legal Informa-
tion Through Electronies). This project for computerized storage and
retrieval of legal information is operated by the Air Force Accounting
and Finance Center, Denver, Colo.

Included in the LITE data base at the present time are the published
Decisions of the Comptroller General, the United States Code, the
Armed Service Procurement Regulations, the Defense Contract Audit
Manual, unclassified Air Force Regulations and certain other items of
particular interest to the Department of Defense.

We have recently received the first computer generated key word
index to the published Decisions of the Comptroller General of the
United States from July 1, 1921, to June 30, 1967 (vols. 1 through 46).
This was a cooperative effort between the Department of Defense and
the General Accounting Office and utilized the GPO Linotron printing

rocess.
P Another system which might be utilized is the one being developed
by the Library of Congress to provide information on the status of
bills. The Library is now using an IBM 360 model 40 computer with 14
remote terminals. In addition to providing current status information,
the system provides a biweekly report containing synoptic and iden-
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tifying information on bills. It also provides a monthly status report on
200 major pieces of legislation with a bibliography on the subject
matter of the legislation.

We are in full agreement with the purposes of the bill. It has been
generally recognized that the Congress has a growing need for data
processing and information systems of its own in order to fulfill its
responsibilities. As we understand the provisions of H.R. 404, the data
processing and information systems to be developed for the Congress
would not duplicate the system presently being developed by the
Bureau of the Budget. The objective would be to develop a supple-
mentary system to serve the particular needs of Congress, yet com-
patible with the system being developed by the Bureau for budgetary
and fiscal data.

With respect to subsection “(f)(1)” of the bill, which would direct
the Comptroller General to develop, establish, and maintain data
processing and information systems for the Congress, we have some
question as to whether the Comptroller General should be given these
responsibilities. It may be that the development, establishment, and
mamtenance of the system should be the responsibility of the Congress
itself in order that it could have complete control over the system and
thus be assured that its needs will be fully served. However, if the
Congress should decide that this task should be performed by the
Comptroller General we will, of course, make every effort to carry
out the responsibilities assigned.

It should be understood that the development of the systems con-
templated, whether performed by the Comptroller General or by the
Congress itself, will require considerable time. Ascertainment of the
specific needs of Congress and its committees and the systems neces-
sary to serve those needs will be a difficult task. Also, it should be
recognized that the costs will be significant. Considerable additional
funds over and above our present funding levels will be required if
the General Accounting Office is to do the job contemplated in the bill.

Subsection “(f)(2)” of the bill requires the Comptroller General to
cooperate with the Director of the Bureau of the Budget in the de-
velopment, establishment, and maintenance of a standard data pro-
cessing and information system including uniform classifications of
programs, activities, receipts, costs, and expenditures, as well as other
necessary standards for budgetary and fiscal data for the use of the
Federal Government. We construe this subsection to mean that the
primary responsibility under the subsection is with the Director of
the Budget but that the Comptroller General will cooperate with the
Director in an effort to see that the needs of the Congress are met.

With regard to subsection “(f)(3)” we wish to call your attention
to progress already made toward establishing the capability in the
General Accounting Office to conduct and to analyze cost effectiveness
studies. A systems analysis group was established in 1967 in our Office
of Policy and Special Studies with the responsibility to provide such
capability and to provide leadership and policy guidance in developing
appropriate levels of this capability among our professional staff.

The Systems Analysis Group has for example, played an important
part in our review under title II, section 201(2), of the Economic
Opportunity Amendments of 1967 to determine the ‘“extent to which
such programs and activities achieve the objectives set forth in the
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relevant part or title of the Economic Opportunity Act of 1964
authorizing such programs or activities.” It developed last year a
comprehensive report on the need for improved policies in the dis-
counting of costs and benefits in cost-effectiveness studies and is
currently developing a report to Congress on the status and problems
in the Planning Programing and Budgeting System (PPBS). )

We believe the actions already taken and the experience gained in
actual studies have prepared the General Accounting Office to provide
an orderly growth of this capability.

We recommend the deletion of subsection “(g).” We believe that the
Comptroller General should retain the discretion and the flexibility to
organize the General Accounting Office in such a manner as he con-
siders necessary to carry out the duties which the legislation places
upon him.

pThe General Accounting Office would not need new authority to
seek funds to carry out the purposes of this bill. Also new authority
would not be required for departments and agencies to obtain funds to
comply with direct requests made upon them for information in sup-
port of appropriations under the Budget and Accounting Act. How-
ever, there may be sizable necessary recurring requirements to furnish
information which the departments and agencies might not need for
their own use. Therefore the committee may wish to include language
in the bill which would authorize appropriations for this purpose.

As previously stated we favor the purposes of this bill and we will
make every effort to fulfill such responsibilities as Congress may give
us in this area.

Mr. Chairman, this concludes my statement and I will be glad to
discuss any of these matters in further detail or answer any questions
the subcommittee may have.

STaATEMENT OF PHinuip S. HugrEs, DEPUTY DIRECTOR OF
THE BUREAU OF THE BuDGET

Mr. Chairman and members of the subcommittee, I appreciate this
opportunity to discuss with you H.R. 404, a bill to amend the Budget
and Accounting Act, 1921, to direct the Comptroller General to
establish information and data processing systems, and for other
purposes.

The Bureau of the Budget shares the committee’s concern over the
need to make more effective use of automatic data processing and
information handling techniques to help cope with the constantly
increasing volume and complexity of information pertaining to both
the executive and legislative processes. :

Certainly we agree that modern information systems and computers
play a vital role in insuring effective handling and analysis of informa-
tion, not only within the respective branches of government, but in the
continuous communication and dialog which takes place between them
at all levels. Actions which the Bureau has taken in carrying out its
responsibilities under Public Law 89-306 demonstrate our purpose to
assure that the variables of the technology will not prevent our ability
to interchange and intercommunicate data among the various levels of
the executive branch. We do not have all of the answers to this informa-
tion problem, but we have taken a number of significant steps, and are
planning to take additional steps, to deal with it. Likewise, as the
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committee knows, much progress has been achieved within individual
agencies in tailoring their information systems and their use of data
processing and information science techniques to the management and
operational characteristics of their particular programs or agencies.
In this respect the Government’s situation is very similar to that in
industry where much has been done by individual corporations to
their own information systems to improve responses to their markets,
but progress on either a specific industry-wide basis (i.e., railroad, air
transportation, etc.) or interindustry basis has been limited.

The problem is a chronic and complex one and is not susceptible
to quick solutions or panaceas. Qur own assessment is that sub-
stantially upgrading of agency and Government-wide information
systems and information management practices will require several
years of intensive work by both the Bureau and the agencies. This
estimate reflects consideration of wide divergence in agency needs,
goals and technological capabilities, and from the inherent difficulty of
correlating data elements and codes across agency lines for the purpose
of developing standard, Government-wide systems.

This does not mean that significant results have not already been
achieved or cannot, continue to be achieved in the interim period, on
an incremental basis: rather it means that the ultimate goal of devel-
oping fully comprehensive, integrated reliable management informa-
tion systems to support legislative and executive processes and
decisionmaking, cannot be achieved, realistically, much before the
middle 1970’s. Furthermore, we feel it would be a mistake to embark
now upon any ‘“grand design” because experience thus far clearly
points to an evolutionary—learn by doing—approach as the more
prudent course of action, given the substantial complexities involved.

Accordingly, we are moving ahead concurrently on both long- and
short-range fronts. I would like to take this opportunity to briefly
identify for the subcommittee the most significant efforts already
underway and planned by the Bureau of the Budget. All of these
efforts are aimed, broadly speaking, at improving the usefulness of
Federal program and budget information, information systems and
information management concepts.

First, efforts to unify the Federal budget—Former President Johnson’s
Commission on Budget Concepts placed great emphasis on the need
for unifying budgetary and fiscal information by using commonly
defined and understood concepts and terms that would replace
competing concepts and definitions that in the past have been con-
fusing both to the public and the Congress. As you know, that report
was published in October 1967. The Bureau immediately undertook
to implement 10 of its key recommendations, including a unified
budget statement presentation to the Congress, bringing the form
of the budget closer to serving also as a broad financial plan, making
a loan and expenditure distinction, and others.

Other recommendations, such as the reporting of budget expendi-
tures and receipts on an accrual basis instead of a cash basis, are
more difficult and change cannot be effected immediately. Never-
theless, President Nixon has given personal impetus to concerted
action now being taken by the Bureau and agencies to move forward
on the remaining recommendations. The work of both the Congress
and the executive branch will be greatly facilitated by the adoption
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of budget concepts in which all the different major purposes of the
budget come into focus in a comprehensive, unified framework.

Second, efforts to improve the usefulness of Federal budgetary informa-
tion.—For some time the Bureau has been concerned about the
growing size and complexity of the task of examining and evaluating
both agency budgets and the Federal budget as a whole and the need
for more comprehensive and detailed information for these purposes.
In a survey completed last year, we identified some 22 different clas-
sification schemes used in the formulation and execution of the Federal
budget. These schemes vary from presentational and explanatory
purposes to resource allocation and decisionmaking purposes. Au-
thority for their use stems directly, in many cases, from specific
legislation such as the Budget and Accounting Act of 1921, the
Government Corporation Control Act of 1945, and the Budget and
Accounting Procedures Act of 1950. In other cases they stem from
more recent endeavors such as recommendations made by the Budget
Concepts Commission.

While all of these categories of information serve a useful purpose,
one result of their separate development has been unnecessary over-
lap and duplication. Certainly some overlap and redundancy is both
inevitable and even desirable, since not all classifications can or
should be constructed on a mutually exclusive basis. But substantial
room for streamlining and simplification is apparent.

Beyond the problem of multiple classifications, the tabulation of
the detailed data needed to prepare the 200-odd summary and special
tables that go into the budget and its related documents has been
primarily a manual job over the years. As the Federal Government
and therefore the Federal budget has become larger and more com-
plex, the Bureau has begun to develop an integrated, computeriaed
budget preparation system. When completed, this system will allow
us to quickly revise and up date our initial agency budget figures
that flow into the Bureau between September and December (during
the period of budget preparation). Progress last year enabled us to
generate directly from the computer over 40 tables in the printed
budget documents and to ‘‘automatically” reconcile actual year data
reported by agencies to the Treasury with corresponding data re-
ported to the Bureau in budget submissions through use of automa-
tion techniques. We plan to make further substantial improvements
and refinements in computer support to the budget preparation
process as further experience is gained.

We are also exploring the development of a year-round ‘rolling
budget” system to support Bureau decisionmaking needs. This system
would combine: (1) Recording congressional action on appropriation
bills for the President’s budget year request under consideration by the
Congress; (2) apportionment control on spending for the current year
and comparison of actual with planned financial performance; (3)
planning for the upcoming budget year, beginning with the agency
and crosscutting program reviews we hold in the spring; and finally
(4) providing for checking the consistency of budget authority, receipts
and outlays between successive budgets.

Third, efforts to improve the meaningfulness and consistency of Federal
program information to support the budget process.—The Budget Con-
cepts Commission recognized a crucial prerequisite to the continued
evolution of program budgeting when it recommended that—
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“Flowing from the definition of a budget as a basic part of a com-
prehensive financial plan, the budget should include all programs of
the Federal Government and its agencies.”

When the Bureau examines agency budgets on a Government-wide
basis in order to recommend a balanced overall Federal program to
the President, it must conduct certain of its reviews horizontally,
across agency lines in order to evaluate the relative effectiveness of
similar programs with similar objectives; in ‘vertical,” functional
terms to assess the relative efficiency and effectiveness of individual
agency programs one to another; and in broad dollar terms to make
the necessary fiscal and financing decisions. Since the basic information
building block for review and decisionmaking may be different in each
of these three areas, decisions made in the context of one type of
review may be difficult to translate into those of another.

Our major longer range effort to deal with this problem is a study
we initiated last September, using an outside management consultant
firm to help us identify ways to strengthen the planning, programing
and budgeting processes in the Bureau and in the executive branch as
a whole. The key objectives of this study are: (1) to identify ways of
more effectively integrating established appropriation budgeting pro-
cess with budgeting and analytical processes based on other systems;
(2) to recommend an integrated classification scheme; and (3) to
conceptualize an underlying information system that would be flexible
enough and comprehensive enough to support such an improved
integrated process. We view this study as a major step in the evolution
of program budgeting. The study is now at the three quarter mark of
its first phase. Specific recommendations are being reviewed by the
Bureau, départments, and major independent agencies.

In addition to the longer range consultant study, however, we are
pursuing a number of shorter range efforts, some of which are already
operational:

(1) Issuance in March 1969 of the latest updated ‘“Catalog of Fed-
eral Domestic Assistance” pursuant to BOB Circular A-89. This
catalog explains the nature and purposes of Federal domestic assist-
ance programs, specifies major eligibility requirements, tells catalog
users and potential beneficiaries of Federal aid where to apply, and lists
printed materials available. The catalog contains information on 581
domestic assistance programs administered by 47 departments and
agencies. It superseded the “Catalog of Federal Assistance Programs,”
dated June 1, 1967, published by the Office of Economic Opportunity,
and similar documents of a more limited scope previously published by
various executive departments and agencies. We are currently explor-
ing the feasibility of automating some of this data to make it more
readily accessible and to facilitate substantive analysis for the purpose
of producing special-purpose catalogs such as a compilation of Fed-
eral programs that may assist minority entrepreneurs.

(2) Issuance in January 1969 of two related publications—"Fed-
eral Outlays in States’” and ‘“Federal Outlays in Cities”’—pursuant
to BOB Clircular A-89. These complementary documents provide
Federal outlay data for more than 980 programs, activity or appro-
priation items summarized by agency, program and appropriation for
States broken out by counties and for cities with a population of
25,000 or more. The purpose of this report is to provide a guide to the
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general nature and order of magnitude of the Federal impact on the
tates and U.S. territories as well as 700 of the Nation’s largest
cities. Substantial effort is being devoted to improving the accuracy
and reliability of the basic source data reported by agencies. The
information is on a computer and is processed by the so-called Federal
information exchange system which is operated by the Office of Eco-
nomic Opportunity pursuant to title VI of the Economic Opportunity
Act of 1964. This legislation authorizes the Director of OEO to collect,
analyze, correlate, and distribute information concerning Federal
social and economic programs.

Fourth, efforts to improve the coordination and management of executive
branch information systems and establishment of an intergovernmental
wnformation interchange.—We have recently taken a number of im-
portant steps in this area:

(1) Issuance in September 1968 of BOB Circular A-90, ‘“Coopera-
ting With State and Local Governments To Coordinate and Improve
Information Systems.” This circular furnishes guidance to Federal
agencies for cooperating with and assisting State and local governments
in the coordinated development and operation of information systems.
A major thrust of the circular is to establish an orderly mechanism for
the consideration by Federal agencies of requests for financial assist-
ance to State and local governments to develop and operate informa-
tion systems.

(2) Undertaking a comprehensive inventory of executive branch
information systems to service users at all governmental levels. The
Bureau views the undertaking of an inventory of executive branch
information systems as an essential prerequisite to the creation of a
Federal information systems exchange program, and it views the
latter as a logical building block leading to the eventual establishment
of an intergovernmental information systems clearinghouse. Such a
clearinghouse was recommended in the report by the intergovernmen-
tal task force on information systems in April 1968.

(3) DeveIO{)ment of additional Bureau of the Budget guidance
aimed squarely at the problem of improving the coordination and
management of executive branch information management practices.
While the precise form of this guidance has not yet been determined,
we anticipate issuance sometime this summer.

We are, of course, coordinating our efforts in this area closely with
the newly established Office of Intergovernmental Relations in the
Vice President’s Office.

Improvement in the use of computers and automated techniques in the
development and maintenance of data processing and information sys-
tems.—From the time computers first came upon the scene, the Federal
Government has aggressively sought ways in which this new tech-
nology could be used to improve governmental operations. The first
computer produced commercially was acquired by the Bureau of the
Census in 1951 to assist in processing census returns. Since then, the
inventory of computers used by Federal agencies has grown to about
4,300. Extensive use of computer-based systems will be found, for
example, in such programs as military logistics, tax administration,
satellite tracking, scientific and. engineering laboratories, social se-
curity, and veterans’ benefits administration, military base operations,
air traffic control, and Federal supply activities.
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The accumulation of data processing experience, coupled with
advancements in computer technology and new information system
concepts, provide a continuous spur to improve these computer appli-
cations and extend the use of computers to other areas. Increasingly,
computer systems are becoming interrelated, in the sense that data is
exchanged from one to another in machine-processable form, with
substantial savings in time and cost. To facilitate such interchange,
considerable effort is being devoted by the Federal Government to
establishing standards to eliminate the incompatibilities among data
and computers which at the present time are severely handicapping
the efficient exchange of data among systems.

However, computer systems are only as good as the data fed into
them. This means, of course, that we can neither produce from the
computer information that didn’t get introduced into the computer
in the first place; nor except information of a different character or
quality than the basic source data. These considerations are the ones
that have led us to emphasize the improvement of management
information.

Undergirding the efforts to improve the effectiveness of our com-
puter systems are a number of other Government-wide ADP manage-
ment programs devoted to achieving greater economies in the manage-
ment procurement, utilization, and redistribution of computers. These
programs have been undertaken pursuant to Public Law 89-306,
sponsored by the chairman.

The common goal of all of these efforts is, we believe, consistent
with the objectives of H.R. 404. Moreover, we believe the organization,
methodological, and technological experiences we are gaining in all of
these efforts is essential to the ultimate development of truly modern
and effective agency and Government-wide information systems which
will, be believe, meet many of the objectives and needs of the Con-
gress as well as the executive branch.

In summary, the Bureau of the Budget favors the objectives of
H.R. 404 and will assist the Congress in any way possible in the
development of information systems necessary to support its legis-
lative functions. We believe we are making significant progress in
tasks fundamental to these objectives and do not believe that specific
legislation is necessary to continue or even accelerate this progress.
If specific legislation of the type contemplated fy H.R. 404 is deemed
desirable, however, we will be pleased to work with the committee
and its staff on such legislation.

In this statement I have outlined the activity underway within the
Bureau so that the committee may be aware not only of what we are
doing, but also of the fact that to a considerable extent the informa-
tion developed within the executive branch to conduct its executive
functions should to the maximum degree possible serve the needs of
both the President and the Congress. With this recognition and with
careful systems design we may preclude the very real possibility of the
development of noncoordinated or duplicative requirements which
are costly, delay accomplishment, and introduce crippling confusion
through overlapping and inconsistent terms, definitions, and system
methodologies.

In closing, let me assure you, Mr. Chairmaa, that we are keenly
aware of the need to improve the accuracy, reliability, and timeliness
of both budget and program information for Federal decisionmaking.
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Therefore, the system concepts, design criteria, and implementation
plans we are developing are and W'lﬁn continue to take into careful
account the needs oF the Congress in furtherance of its substantive
decisionmaking responsibilities and functions.

STRENGTHENING PLANNING, PROGRAMING, AND BUDGETING IN THE
Bureau or THE BUpGET, A STUDY BRIEFING

(A synopsis of the McKinsey & Co., study effort)

To better fulfill its role as a principal staff arm of the President, and
to set the tone for analytic and information support to decisionmaking
throughout the Federal Government, BOB over the years has fostered
the development of improved management tools—appropriation
budgeting, program budgeting and, most recently, program planning.

Typically, these new tools have supplemented, but have not re-
placed one another. Thus, while individually needed for effective
decisionmaking, together they have produced a complex, cumbersome,
and weakly integrated process.

This study, which is another step in the evolution toward improved
decisionmaking in the Federal Government, is aimed largely at welding
existing tools into a more responsive, effectively functioning whole.

The purpose of this meeting is to present the results of our work to
date, covering in turn:

1. The background and status of the study.

2. Our frame of reference.

3. Study recommendations.

4. Implication of those recommendations for the road ahead.

STUDY BACKGROUND AND STATUS

BOB conceived of this study in two broad phases—concept develop-
ment and system design—covering in total a 20-month period. We are
now at the 75-percent mark of the first phase. To date, we have—

(1) conducted several hundred factfinding and followup inter-
views;
(2) performed in depth analyses and preliminary tests of our
concepts in nine selected bureaus; and
(3) submitted two major progress reports:

(a¢) In December, outlining high-leverage improvement
opportunities and, in light of these, future study direction—
which was generally endorsed.

(b) In February, blocking out the basic approach we
recommend to solving the problems identified.

At the present time, we are—

(1) reviewing our recommendations within BOB and among
the agencies;

(2) resolving key issues raised by these reviews; and

(3) developing plans for the upcoming design phase, including
a rough cut estimate of its timing and costs.
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STUDY FRAME OF REFERENCE

In undertaking this study, we all recognized that—

(1) we would be %rappling with hard problems of long standing,
but problems which must be met in light of mounting national
needs and increasingly limited resources; and

(2) our recommendations would only be a start down a long,
tough road.

To keep this study on target, dealing as it does with an impressive
array of problems and issues, we have consistently moved towards
two basic goals:

(1) Improve the quality of BOB support to the total Presi-
dential decisionmaking process.

(2) Produce workable results, not only in theory but, more
importantly, in practice.

Supporting BOB’s role
It goes without saying that the total Presidential decisionmaking
process is immensely important and incredibly complex, and that
BOB is only one element in this process.
However, BOB is a very significant element, for it—
(1) assists in estimating available resources (beyond study
scope) ; :
(2) provides analytic support to establishing goals, setting
priorities, and resolving major policy issues;
(3) helps guide agency program planning and development;
(4) is the central staff for balancing agency plans and programs
within Presidential priorities and economic constraints;
(5) examines agency programs both individually and across
agency lines to spot program gaps and redundancies; and
(6) monitors program funding and execution, adjusting pro-
grams and funding where necessary. , ST
In this study our focus has been on these key BOB functions in the
total decisionmaking process, and our purpose has been to develop
an approach for performing these functions more effectively. ;
In time this approach must be “fit” with the other elements in
the process (the White House and Congress). To date, however, we
have restricted our work to BOB and the several agencies.

Producing practical results : )
In formulating our recommendations, we have aimed at following
five basic guidelines: ; > :

(1) Build on sound prior developments, avoiding still another
‘“new’’ system. ;

(2) Root recommendations in the real world. For example, our
proposed approach to resolving the “crosswalk’ problem is to
return to the touchstone of the individual operating program
responsibly managed by a single agency.

(3) Avoid doctrinaire answers. Thus, we have retreated for
now from a Government-wide program structure or a frontal
assault on the appropriation structure.

(4) Recognize there are a few general answers, but mainly
specific remedies; thus, our approach to levying information
requirements is a case-by-case one.
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(5) While recognizing that presidential decisionmaking cannot
and never should be routine, develop an approach t%mt will
adequately orchestrate the many process steps, the different
analytic cuts, the many management disciplines, and the several
parties at interest.

RECOMMENDATIONS FOR MEETING BOB DECISIONMAKING NEEDS

Our goal in this study has been to assist BOB in performing more
effectively its principal functions—listed above—as a key staff arm
of the President. To perform these functions well in the demanding
. and complex Federal environment, we believe BOB must build a
process that—

(1) is capable of guiding program planning and budgeting
through a series of successive approximations—from the earliest
issue analysis to the final expenditure;

(2) maintains a cross-agency, goal-oriented view of the total
grogyam and budget in order to (a) help define and apply presi-

ential goals and priorities and (§) pinpoint program gaps and
duplication;

(3) views the total program and budget in several frames of
reference—each responsive to the legitimate needs of the many
parties at interest;

(4) can move readily among these different frames of reference,
and always back (o the individual agency operating program;

((15) has quickly available the relevant data for decisionmaking;
an

(6) is practical to operate and maintain.

To meet these needs, we have targeted on six major opportunities
for improving BoB’s ability to play its role effectively.

(1) Although the overall process contains all the essential
steps, more substance can be given to some key steps and the
whole process better integrated;

(2) BoB’s ability to aggregate and analyze the total program
and budget across agency lines can be strengthened;

(3) Major structural gaps, overlaps, and confusion, which
exists because the varied—but valid—bases for review are not
meshed, should be cleared up;

(4) A program for obtaining essential information should be
undertaken;

(5) BoB should build the capability to manipulate available
data efficiently and quickly; an(f

(6) The whole system, once pulled together, can be simplified.

In the following sections, we briefly discuss each improvement
opportunity.

Strengthening and linking individual steps

The basic mechanism for planning, programing, budgeting, and
execution exists today.

(1) Priorities are set.

(2) Major issues are identified, analyzed, and finally resolved.

(3) The budget begins to take shape in the spring.

(4) Programs are reviewed and a budget is produced.

(56) Funds are appropriated and apportioned, and programs are
monitored.

35

Notwithstanding, key early steps lack the real substance needed to
formulate goals and begin to shape the total program.

(1) There are too many issues, often of marginal interest,
typically poorly analyzed, and often submitted too late to be of
practical value.

(2) The key spring preview step (a) lacks solid input, beyond
late and inadequate issue analysis (e.g., agency plans), (b) does
not systematically take a cross-agency view of the program, and
(¢) produces only spotty programmatic guidance to set up
subsequent budget formulation.

Furthermore, the individual steps lack the integration and follow-
through needed to carry initial planning through succeeding steps.

(1) The issue process is not disciplined to insure that (@) timely,
high-quality results are obtained; and (b) continuing relevance
of individual issues is maintained.

(2) The capability is limited to carry forward major decisions
in cross-agency terms from spring preview to Director’s review,
and beyond.

(3) There is only a limited capability to keep the program and
budget updated as decisions are made, legislation is enacted,
changes occur, and programs are executed.

To meet these needs, we have proposed a significant strengthening
of key early process steps.

(1) The issue process should be made more relevant to Presi-
dential decisionmaking needs by: () building the Director more
intimately into the issue identification process to insure all key
issues—but only key issues—are captured; (b) working with the
agencies more closely to agree on analytic approaches, required
results, and practical timetables; and (¢) starting the process
sooner, targeting it on spring preview.

(2) Spring preview should be upgraded into a more substantive
program decision point (a) to the extent possible, get resolution of
major policy issues; (b) review present and proposed programs
across agency lines; and (¢) produce better programmatic guidance.

2 Tﬁ) better link together the whole process, we recommend that
OB—

(1) install an issue-tracking system to ensure not only that
analyses are performed in time but also that the issues are up-
dated as external conditions change;

(2) use spring preview to make the transition from planning to
guidance for budget formulation, setting the stage for Director’s
review; and

(3) support the entire process with a “rolling”’ information
system capturing decisions and changes as they are made, and
reflecting program execution as 1t proceeds.

Positioning the total program

At each step of the process, BOB requires a cross agency, goal-
oriented overview of the total program and budget to aid the Director
and his top staff in—

(1) formulating feasible goals and reasonable priorities at early
planning stages; 73

(2) developing long-run policies aimed at reshaping the pro-
gram over time;
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. (3) pinpointing options for redirecting outlays and authority
in line with Presidential desires, both for budget formulation and
subsequent reexaminations; and

(4) to highlight program gaps-and duplication throughout.

To get this analytic overview of the whole, BOB requires—

(1) the ability to aggregate individual programs in functional
and other goal-oriented ways;
~ (2()1 Information on program status, constraints, and outyear

rends;

(3) visibility into the performance of the individual operating
pr(()igra.ms that comprise the functional and other aggregates;
an

(4) adequate analytic support.

Although progress toward developing this capability is being made,
BOB'’s present capacity for achieving this overview is limited.
1) Onlg part of the budget is now presented in aggregate
terms, and analysis is incomplete;

(2) The ability to aggregate program data is severely restricted;

(3) Program data is partly out of phase with need (e.g., com-
mitment projections on PFg), or missing entirely.

To build this capability, we have recommended that—

(1) BOB start viewing the budget in functional aggregates,
recognizing this structure will evolve with use;

(2) BOB’s staff analytic capability be aimed toward providing
more complete support;

(3) Information sources (e.g., PFP) be restructured to collect
more useful data on financial status, statutory status, and selec-
tive outyear trends; and
(4) Build the information processing capability—as informa-
tion becomes available—to aggregate the budget in other ways
that will aid in applying Presidential priorities and constraints.

The use of a functional structure in BOB is-widely misinterpreted.

(1) Some view it as another structure to be imposed on
agencies—which it is not;

(2) But others view it as backing away from a governmentwide
program structure that should be imposed on the agencies; we
}iot in fact recommend against this move for the foreseeable
uture.

Meeting multiple review requirements

The existing inability to move smoothly among the varied, but
valid, views of the budget has produced an intolerable situation.

(1) Gaps, overlaps, and confusion permeate attempts to relate
these structures (e.g., PPB, appropriation functional).

(2) Not only is it costly in terms of waste motion but this
confusion, also, erodes the ability of individual examiners to
focus on the quality of individual programs, and of the Director
to obtain meaningful aggregate data.

The missing link that relates these structures is the individual
agency operating program.

(1) Operating (or “‘entity”) programs are the real world of
the Federal budget—the only things that actually consume re-
sources, produce results, and embody work activities under
responsible agency management control.
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(2) Trying to solve the “crosswalk’’ problem without starting
from this touchstone is to move from structure to structure
without ever passing through the real world.

This concept is not foreign to BOB or agency operations today; our
examination of nine agencies shows that—

(1) examiners in fact target on operating programs, largely
informally, in seven of the nine agencies; and
: (21) most agency information systems start at the program
evel.

Although the operating program is a natural starting point for
building aggregations, the fact is that neither agency PPB nor appro-
priation structures embody these programs explicitly.

(1) Only one agency defined more than half of its entity pro-
grams in its PPB structure.

(2) Only five defined more than half of its programs in their
appropriation structures.

We recommend BOB undertake a positive program to bring order
to this situation.

(1) Identify the entity programs.

(2) Embed them in agency PPB structures.

(3) Take the lead in simplifying needlesslycomplex funding
arrangements.

(4) Base its own information system on these building blocks.

Reconciling these structural problems is not an insurmountable
task; our recommended approach—

(1) is straightforward, based on the real world of operating
programs;

(2) is not costly in terms of the benefits to be reaped, we esti-
mate a BOB investment of 84 man-months to cover the entire
Government; and ‘

(3) offers a balanced, fact-founded approach to Congress for
modifying appropriation structures.

Closing the information gap

There is a generally recognized need for better information at BOB,
especially on program outputs and benefits, recipient characteristics,
and even some work activity measures.

But the job of closing this gap—a job independent of any system
BOB adopts—is the task of many years. Thus, what is needed now is a
reasonable structure for identifying data needs and for meeting them
at minimum cost.

We believe that our recommendations provide this framework;
within it, BOB can— :

(1) pin down specific needs for specific programs—avoiding
the pitfall of a general call for data;

(2) apply uniform requirements to satisfy BOB aggregates;
and

(3) apply sensible cost-value judgments to individual data
requirements.

Building an information processing capability
As BOB acquires the data and information building blocks it needs,

an internal information processing capability, probably computer-
based, must be built.
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At this stage of the study, we have outlined the concept of a system
aimed at—
(1) maintaining “rolling” files;
(2) aggregating program dats for the Director and his staff; and
(3) cutting the clerical load, especially during budget prep-
aration.
We see this capability being built from sound work started last
year by the MIS staff. :
(1) Refining last year’s system.
(2) Building a ro]in appropriation file this year.
(3) Designing the balance of the system as experience is gained.
Simplifying the present system
Over time, system has been grafted to system to produce excessive
complexity.
In addition to buttressing the basic decision process and information
system, our recommendations aim at simplifying them. For example:
(1) Substantial simplification will be attained by clearing up the
“crosswalk” problem.
(2) The A-11 and 68-9 procedures will be consolidated.
(3) The PFP will be simplified and restructured to provide less,
but more useful data.
(4) The number of issue analyses will be reduced to cover only
key issues.
(5) Some special analysis submissions will be dropped.
(6) Computer support will be provided to free up BOB personnel
from clerical duties.

THE ROAD AHEAD

We recognize that the recommended approach is not a quick answer
to the long accumulation of problems. It will require a long-term,
sustained executive commitment to—

(1) discipline process, particularly in its early pacesetting
steps;

(I.)‘Z) evolve new analytic dimensions (e.g., functional analyses);

(3) take the lead in defining entity programs and modifying
PPB and appropriation structures;

(4) define and satisfy information requirements; and

(5) marshal the resources required to carry out the program.

To make this commitment move ahead along the path we have
proposed, based on comments we have received, these questions must
still be answered:

(1) Is the process really responsive to BOB’s role in support of
Presidential decisionmaking particularly in the earlier ‘“‘pace-
setting’’ steps?

(2) Can BOB move readily from functional analyses to agency
guidance, given the existing tim:ﬂgressures.

(3) Can spring preview be sufficiently disciplined to produce
the necessary decisions and guidance?

(4) Will entity programs constitute just another structure and
require another crosswalk?

(5) Can the entity program concept be implemented at a
reasonable cost?
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(6) Can information requirements be met at a reasonable cost?
In the next weeks, we will focus on—

(1) developing responses to these questions;

(2) blocking out the plan for the second phase effort; and

(3) preparing our first phase final report.

@)
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EFFECTIVE AND EFFICIENT USE OF COMPUTERS
IN CONGRESS

WEDNESDAY, APRIL 23, 1969

House oF REPRESENTATIVES,
GOVERNMENT ACTIVITIES SUBCOMMITTEE
oF THE COMMITTEE ON (GOVERNMENT OPERATIONS,
Washington, D.C.

The subcommittee met, pursuant to notice, at 10:05 a.m., in room
2247, Rayburn House Office Building, Hon. Jack B. Brooks presiding.
Present: Representatives Brooks, Moorhead, Hicks, Reid, and
Buchanan.
Also present: Ernest C. Baynard, staff administrator; C. Don
\ Stephens, research analyst; Irma Reel, clerk; Lynne Higginbotham,
clerk; Druenette Fleischmann, clerk; William Copenhaver, minority
staff; and James Lanigan, majority counsel.

Mr. Brooks. Gentlemen, the Government Activities Subcom-
mittee having been duly organized under the rules of the House of
Representatives, and a quorum being present for the purpose of taking
testimony and receiving evidence, the meeting is hereby called to
order.

The time has come to use advanced electronic data processing
techniques in the legislative processes of the Congress. The state
of the art in data processing and information handling has reached
the point of development that these techniques can be of material
assistance to Congress in coping with constantly increasing complexity
and volume of data inherent in the legislative process.

Based upon sound experience in business, industry, and Govern-
ment, a significant increase in operational efficiency can be expected
through the efficient and effective use of electronic data processing
techniques. It is clearly evident that application of these techniques
to the budget and appropriation process as well as other aspects of
our legislative responsibility can mean billions in savings annually
to the taxpayers. Use of computers in Congress will bring increased
efficiency and effectiveness to all operations and give the American
people better service and more responsive government.

Optimum exploitation of computer techniques in the Congress will
not be an easy task. It will be time consuming and will involve a
considerable outlay of public funds. However, the potential savings
far outweigh the cost of such a system; and, in a more fundamental
sense, we have no choice but to apply these techniques to the legisla-
tive process if the Congress is to continue to fulfill its obligation to
the people.

The legislation we consider today, H.R. 404 and H.R. 5522, pro-
vides for a coordinated businesslike approach to the introduction
and use of computers in the Congress.

(The bill H.R. 404 follows:)

1)
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91st CONGRESS
1sT SESSION H R. 404
@

(N THE HOUSE OF REPRESENTATIVES

JANUARY 38,1969

mittee on Government Operations

A BILL

To amend the Budget and Accounting Act, 1921, to direct

the Comptroller General to establish information and ‘data-

yrocessing systems, and for other purposes.
D )

1 Be it enacted by the Senate and House of Representa-

[

tives of the United States of America in Congress assembled,

(V&)

That section 312 of the Budget and Accounting Aect, 1921
4 (31 US.C. 53), is amended by adding at the end thereof

(]

the following new subsections:
“(f) The Comptroller General shall—
“(1) develop, establish, and maintain data process-

ing and information systems necessary for the effective

© 0w a9 o

and efficient fulfillment of the substantive responsibilities

I

Mr. Brooks introduced the following bill; which was referred to the Com-

[02)
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of the Congress as may be determined by the President
pro tempore of the Senate and the Speaker of the House;

“(2) cooperate with the Director of the Bureau of
the Budget in the development, establishment, and
maintenance of a standard data processing and informa-
tion system (including uniform classifications of pro-
grams, activities, receipts, costs, and expenditures, as
well as other necessary standards) for budgetary and
fiscal data for use of the Federal Government;

“(3) have available in the General Accounting
Office employees qualified to conduct and to analyze
cost effectiveness studies at the request of committees of
the House or Senate;

“(4) to the extent feasible, provide committees of
the House or Senate with data and information from
such systems or with data otherwise available to the Gen-
eral Accounting Office;

“(5) cnter into contracts with organizations or
individuals, or employ individual experts and consult-
ants in accordance with section 3109 of title 5 of the
United States Code, to assist in the development and
cstablishment of such systems, at rates not in excess
of those prevailing at the time for comparable services

in private industry, and acquire data processing capacity

to carry out the responsibilities delegated him under this
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part and to meet any additional requirements for data

processing capacity the President pro tempore of the

Senate or the Speaker of the House may determine

is required ; and

“(6) submit recommendations at such times as he
deems appropriate to the President pro tempore of the

Senate and the Speaker of the House as to the most

effective and efficient manner by which the data process-

ing and systems design requirements of the Congress can
be fulfilled.

“(g) To assist in the performance of the duties and func-
tions extended the Comptroller General under this part,
there is hereby established in the General Accounting Office
a Division for Budget Information and Analysis. The Di-
vision shall be headed by a Director who shall be appointed
by the Comptroller General and shall receive compensation
at the rate provided for GS-18 under the classified civil

service.
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Mr. Brooks. There are at least two basic levels of coordination
which we must consider. First and foremost is the overriding needs
of the Congress to be reflected in the systems design efforts that the
Bureau of the Budget is undertaking to computerize the budget and
appropriation cycle. This basic system, the development of which
will remain the primary responsibility of the executive branch,
must, however, have those factors that will allow for the production
of the data Congress needs relating to the Federal budget.

This legislation does not affect the traditional relationship between
the executive and legislative branches of Government. Really, what
we seek is proper coordination between them to avoid costly and waste-
ful duplication in systems design and possible compromise in system
capability which would arise through the development of incompatible
data systems in the two branches of Government. Where there is a
common need for data, we must coordinate systems development.
Otherwise, incompatibility will plague us and compromise all we do.

The matter of executive privilege would remain as it is today. We
are simply improving the system for the handling of data.

Furthermore, it is our intention that should conflicts arise between
the Comptroller General and the Director of the Bureau of the
Budget, these conflicts would be resolved through the legislative
process. By this means we avoid injecting the Comptroller General,
an officer of the legislative branch of Government, into the budgetary
responsibilities of the executive, which is represented primarily by
the Bureau of the Budget at that level.

There is a second level requiring coordination of data processing
within the Coongress, and that is between the Senate and the House.
Under this legislation, the Comptroller General would serve this pur-
pose. He would have the responsibility for meeting the needs of the
two Houses of Congress as these needs may be determined by the
Speaker of the House and the President pro tempore of the Senate.

Under this approach, the Comptroller General would determine the
net requirements of the Congress. He would then structure the data
systems needed to meet these needs. Under this authority, he could
call upon other offices in the legislative branch to provide certain com-
puter services or to assist in maintaining computer systems in opera-
tion. For example, the Legislative Reference Service in the Library
of Congress would have major responsibilities in support of a unified
system to maintain the status of legislation.

Under this new legislation the traditional jurisdictions of congres-
sional committees remain undisrupted. The Comptroller General
would deal directly with committees and, to the extent feasible, as
he does now, meet the individual committee requirements. Routine
administrative review of the Comptroller General’s operations would
be at the discretion of the Speaker of the House and the President
pro tempore of the Senate. And, in regard to most aspects of this
authority, it would be assumed that the oversight jurisdiction would
be given to the House Committee on Administration and the Senate
Rules Committee.

We have with us today the Honorable Elmer B. Staats, Comptroller
General of the United States, and the Honorable Phillip S. Hughes,
better known as Sam here, Deputy Director of the Bureau of the

Budget.
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We look forward to hearing from these witnesses. First. h
would like to introduce the Honorable Dante B. Fascell,, a(irvg:;e(li.is{
tinguished and capable Member from Florida who over a period of
many years has served on the Government Operations Committee.
Congressman Fascell is a leading exponent of broader usage of
computers in Congress and in the Federal Government as a whole.

Congressman Fascell, if you would like to, we would be honored to
hear from you, sir.

STATEMENT OF HON. DANTE B. FASCELL, A REPRESENTATIVE IN
CONGRESS FROM THE STATE OF FLORIDA

Mr. FasceLn. Thank you, Mr. Chairman, and members of the com-

mitteée‘ 1 have a prepared statement which 1 would submit for the
record.

Mr.Brooxks. Without objection.
(The statement referred to follows:)

PrEPARED StaTEMENT OF HON. DANTE B. FAscELL, A REPRESENTATIVE IN
CONGRESS FROM THE STATE OF FLORIDA

Mr. CrairMAN. The time has come to use computers in the Congress. American
business and industry have more than 50,000 c%mputer systemsgand are us%ﬁg
computers in ever-increasing numbers to increase the efficiency of operations
and provide more responsive service to customers.

The Federal Government, the world’s largest user of computers, now has more
than 4,000 computer systems, and these systems are making it possible for the
various departments and agencies to manage their operations more effectively and
to be more responsive to the publie.

Ye@, it is a paradox that_ the legislative branch of the Government, which from
a decisionmaking standpoint probably has the most complex and difficult role
of any of the branches of Government, has not kept up with these advancements.
Only in recent months has the House of Representatives applied computer
techniques to such mundane operations as payroll and inventory. No facet of
our legislative responsibilities is supported by an adequate flow of accurate, up-
to-date information such as can be obtained through application of these
techniques.

The design of efficient computer systems is a costly and time-consuming
process. Exploitation of these techniques by the Congress will take many vears,
We cannot afford to delay any longer in establishing an efficient management
system to allow for the fullest application of computers to assist us in meeting
the growing responsibilities we have to the American people.

I recommend H.R. 5522 for your consideration. It is a cautious approach in
that it does not interfere in any way with the traditional jurisdiction of congres-
sional committees or significantly alter the functions of congressional support
organizations such as the General Accounting Office and Legislative Reference
Service of the Library of Congress. The bill provides the coordinating authority
in the Con_lptroller General and the accompanying responsibility to get an efficient
and effective job done.

Mr. Chairman, this bill can save the taxpayers countless billions of dollars in
the years to come through providing the Congress of the United States with more
accurate mfprmation upon which we make our decisions. I urge that you approve
this legislation and recommend its passage to the full committee, the House of
Representatives, and to the Congress as a whole.

Mr. Fascerr. I would like to make some brief remarks. I thank you
for this opportunity to appear and I commend you and the members
of this committee for your long and continuing interest to modernize
the operation of the Congress. ’

It is a paradox that we do not now have the most modern techniques
and equipment available to us to do a most difficult complex and time-
consuming job.

7

It is very easy to make a decision if you can ever get the facts, and
marshalling the facts is a most difficult problem. The legislative
branch in making policy decisions needs all of the surrounding facts,
administrative implementing, and operating. Therefore, it is incon-
ceivable to me that anybody could seriously object to making avail-
able to the Congress all of the modern techniques available with
computers and automatic data processing.

I remember your interest, Mr. Chairman, in automatic data pro-
cessing, and its uses in Government, and how important it was for us
to take the steps necessary to establish guidelines for use and acquisi-
tion. I see that same kind of problem arising with respect to the uses in
the Congress and I hope that the first thing we would do would be to
establish an integrated system between the Bureau of the Budget and
the Congress and its committees, particularly the Appropriations
Committees.

We find ourselves today in the Congress in the same condition as
one who uses a quill pen to write all of our reports and to record all of
the actions we take in the Congress compared with someone who has
available to him a 1,200-line-a-minute printer. I just cannot see why
we in Congress insist on shackling ourselves and continue to make
our complex job more difficult.

Therefore, I strongly support this legislation. I commend the
chairman of this committee, the Bureau of the Budget, and the General
Accounting Office for their efforts on this bill. I support coordination
of acquisition and use being in the General Accounting Office. It
seems to me that they are better equipped to work out compatible
and integrated systems between the legislative and executive branches.

The quicker the better, Mr. Chairman. I would hope that this bill
will be approved promptly, and we can start putting this system into
effect immediately.

That is all I have to say, Mr. Chairman, except once again to say
that I commend you and the committee because I think this bill is
a vital step for the effectiveness and the efficiency of the Congress in
this day and age.

Mr. Brooks. Thank you, Mr. Fascell.

Mr. MooruEAD. I am just sorry that all of the Members of Con-
%ress could not hear that eloquent statement of the gentleman from

lorida.

Mr. FascerLn. Thank you, now that you suggest it I will run right
down to the House floor and make it again.

Mr. Brooks. We just happen to have a copy here.

Now we will hear from the Honorable Elmer B. Staats, the Comp-
troller General of the United States.

Following a great and distinguished career in the executive branch
in which he served as Deputy Director of the Bureau of the Budget,
through several administrations, he brings to the Office of the Comp-
troller a broad knowledge of all facets of Government operations. We
are fortunate to have a man of your capabilities, General, in this
crucial spot in the Government.

Before beginning, you may want to introduce those of your staff
that are accompanying you.
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STATEMENT OF HON. ELMER B. STAATS, COMPTROLLER GENERAL
OF THE UNITED STATES; ACCOMPANIED BY ROBERT F. KELLER,
GENERAL COUNSEL; AND EDWARD J. MAHONEY, ASSOCIATE
DIRECTOR, OFFICE OF POLICY AND SPECIAL STUDIES

Mr. Staats. Thank you very much, Mr. Chairman. Yes, indeed,
I would like to introduce Mr. Robert Keller, to my right, General
Counsel of GAO, and well known to the Congress and to this com-
mittee.

On my left is Mr. Ed Mahoney. He is Associate Director of our
Office of Policy and Special Studies, our principal officer concerned
with computer application, and our chief adviser on all work in the
computer ADP area.

Mr. Chairman, I have a statement in which for sake of completeness
I have included the wording of the bill, which I will not read, but with
your permission I will start on page 3 of this statement which com-
ments on the substance of the proposed legislation.

As we understand it, the purpose of the bill is to provide for co-
ordination with the executive branch in the development of one basic
compatible data processing and information system to serve both the
legislative and executive branches of the Government in providing
budgetary and appropriation information. The Bureau of the Budget
is in the 1nitial stages of developing such a system.

For a part of that compatible system the bill would have the
Comptroller General develop, establish, and maintain data processing
and information systems necessary for the effective and efficient ful-
fillment of the substantive responsibilities of the Congress as deter-
mined by the President pro tempore of the Senate and the Speaker
of the House. With reference to the other part of that system, the bill
would have the Comptroller General cooperate with the Director
of the Bureau of the Budget in the development, establishment, and
maintenance of a standard data processing and information system
for budgetary and fiscal data for use of the Federal Government.

It is understood that you, Mr. Chairman, are of the view that
there is a need, separate and apart from the maintenance of an
information system to assist the Congress in its review of appropria-
tion requests, for a legislative capability in advanced cost analysis
techniques so that the legislative branch can make its own cost
evaluations and have the capability to analyze those made by the
executive branch.

You have also indicated possible further areas in which the Congress
could effectively utilize modern information handling and data
processing techniques. For example, the system could be used to
provide the congressional committees and individual members and
their staffs with immediate information as to the status of legislation.
It might also be extended to keep an index of the Congressional
Record constantly and immediately available, and for the storage of
the entire United States Code, the Statutes at Large, and other
similar data. g

As you know, there are several specific computer operations already
underway which could play an important part in the system to be
developed for Congress. One of these is Project LITE (Legal Informa-
tion Through Electronics). This project for computerized storage and
retrieval of legal information is operated by the Air Force Accounting

Y

and Finance Center, Denver, Colo. Included in the LITE data base
at the present time are the published Decisions of the Comptroller
General, the United States Code, the Armed Services Procurement
Regulations, the Defense Contract Audit Manual, unclassified Air
Force Regulations, and certain other items of particular interest to
the Department of Defense.

We have recently received the first computer generated key word
index to the published Decisions of the Comptroller General of the
United States from July 1, 1921, to June 30, 1967 (vols. 1 through 46).
This was a cooperative effort between the Department of Defense
and the General Accounting Office and utilized the GAO Linotron

rinting process. ]
. Anot%gr system which might be utilized is the one being developed
by the Library of Congress to provide information on the status of
bills. The Library is now using an IBM 360 model 40 computer with
14 remote terminals. In addition to providing current status informa-
tion, the system provides a biweekly report containing synoptic and
identifying information on bills. It also provides a monthly status
report on 200 major iecels of legislation with a bibliography on the
ject matter of the legislation. )
Su%]VZ are in full agreelrﬁant with the purposes of the bill. It has been
generally recognized that the Congress has a growing need for data
processing and information systems of its own in order to fulfill its
responsibilities. ¢

1}&)5 we understand the provisions of H.R. 404, the data processing
and information systems to be developed for the Congress would not
duplicate the system presently being developed ny the Bureau of the
Budget. The objective would be to develop a supplementary system to
serve the particular needs of Congress, yet compatible with the system
being developed by the Bureau for budgetairﬁ/ and fiscal data.

With respect to subsection (f) (1) of the bill, which would direct the
Comptroller General to develop, establish, and maintain data process-
ign and information systems for the Congress, we have some question
as to whether the Comptroller General should be given these respon-
sibilities. It may be that the development, establishment, and
maintenance of the system should be the responsibility of the Congress
itself in order that it could have complete control over the system and
thus be assured that its needs will be fully served. However, if the
Congress should decide that this task should be performed by the
Comptroller General we will, of course, make every effort to carry out
the responsibilities assigned.

It should be understood that the development of the systems con-
templated, whether performed by the Comptroller General or by the
Congress 1tself, will require considerable time. Ascertainment of the
specific needs of Congress and its committees and the systems neces-
sary to serve those needs will be significant. /

Considerable additional funds over and above our present funding
levels will be required if the General Accounting Office is to do the
job contemplated in the bill. ;

Subsection (f)(2) of the bill requires the Comptroller General to
cooperate with the Director of the Bureau of the Budget in the
development, establishment, and maintenance of a standard data
processing and information system including uniform classifications
of programs, activities, receipts, costs, and expenditures, as well as
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other necessary standards for budgetary and fiscal data fo

the queral Government. We construeythis subsection torrrtl};:;l Stii(::’
the primary responsibility under the subsection is with the Director
of the Budget, but that the Comptroller General will cooperate with
the Director in an effort to see that the needs of the Congress are met.

With regard to subsection (f)(3), we wish to call your attention to
progress already made toward establishing the capability in the
General Accounting Office to conduct and to analyze cost effectiveness
studies. A systems analysis group was established in 1967 in our
Office of Policy and Special Studies with the responsibility to provide
such capability and to provide leadership and policy guidance in
dte\ﬁelopmg appropriate levels of this capability among our professional
staff.

The Systems Analysis Group has for example, played an important
part in our review under title II, section 201(2), of the Economic
Opportunity Amendments of 1967 to determine the “‘extent to which
such programs and activities achieve the objectives set forth in the
relevant part or title of the Economic Opportunity Act of 1964
authorizing such programs or activities.” It developed last year a
comprehensive report on the need for improved policies in the dis-
counting of costs and benefits in cost-effectiveness studies and is
currently developing a report to Congress on the status and problems
in the Planning Programing and Budget System (PPBS). We believe
the actions already taken and the experience gained in actual studies
have pre¥argd the General Accounting Office to provide an orderly
growth of this capability.

We recommend the deletion of subsection (g). We believe that the
Comptroller General should retain the discretion and the flexibility
to organize the General Accounting Office in such a manner as he
considers mnecessary to carry out the duties which the legislation
places upon him. The General Accounting Office would not need new
authority to seek funds to carry out the purposes of this bill. Also
new authority would not be required for departments and agencies
to obtain funds to comply with direct requests made upon them for
information in support of appropriations under the Budget and
Accounting Act. That is already provided for, Mr. Chairman, in the
Budget and Accounting Act. However, there may be sizable necessary
recurring requirements to furnish information which the departments
and agencies might not need for their own use. That is separate and
apart from the appropriations request. Therefore, the committee may
wish to include language in the bill which would authorize appro-
priations for this purpose.

As previously stated, we favor the purposes of this bill and we will
make every effort to fulfill such responsibilities as Congress may give
us in this area.

_Mr. Chairman, this concludes my statement and I will be glad to
discuss any of these matters in further detail or answer any questions
the subcommittee may have. I would simply like to state what you
stated at the outset, that the concept of a system which is designed to
be compatible with other information needs of the Government, so as
to serve the needs of Congress, and which would not duplicate those
already in being or in process of being established, is a highly desirable
objective. It is our understanding that it is this approach which you
are seeking, and we commend you for your interest in it.

11

Mr. Brooks. General, I thank you very much for an excellent
statement, and I have a couple of questions that you might elaborate
on for us, if you would.

What is your general estimate of the future of data processing in
Government?

Mr. Staars. Mr. Chairman, this is a difficult question to answer.
If you look at the inventory of the acquisition and development of
ADP in the Government since the Bureau of the Budget first started
maintaining such an inventory, I think you see in very graphic form
the spectacular growth which has taken place here in the Government.
Going back to 1960, when the total ADP cost to the Government was
less than $500 million, to a projected 1969 cost of nearly 2 billion il-
lustrates one dimension of the growth of computers in the Federal
Government. We have now something over 4,000 computers in use. I
believe this will go up another 400 or 500 in 1970. This figure, by the
way, excludes those computers which are utilized solely in connection
with the weapons systems, but it does include all computers which the
Government is financing 100 percent.

I am sure that Mr. Hughes will have additional data on this, since
this is primarily BOB’s responsibility, but I think it does give you some
indication as to the growth of the use of computers in the Federal
Government as a whole.

Now, a computer serves, of course, only a part of the Govern-
ment’s interest in improving its capability, both to acquire information
and to analyze information. The acquisition portion of it is somewhat
easier to grasp than the analytical part because it is in the analytical
part that you have so much disagreement as to need for information,
how this information can best be obtained, the qualifications with
respect to the use for different purposes, and, in effect, the costs and
the benefits of obtaining information. In many cases it is not always
possible to anticipate far enough in advance a need to be sure that you
have got the data in your system to make all of the analyses that
you need. But, as you suggested at the outset, even though there are
these problems, every large organization in both Government and
in private industry is finding it necessary to use the computer both
for data collection and data analysis.

I think I should say here that I believe some of the State govern-
ments are ahead of the Federal Government in terms of utilizing this
technique for legislative purposes.

Pennsylvania, for example, has a well advanced system that is
being used in its legislative process.

Mr. Brooxks. Again, in a more specific sense, how do you view the
role of the computer in audit operations such as you conduct in the
GAO?

Mr. Staats. As you know, Mr. Chairman, the GAO has three
broad interests in computers. One is for internal management of the
GAO itself. We have not had an integrated management information
system in the GAO, but our work has become more complicated and
we are having more and more assignments, and we are trying to
improve the scheduling of our work to meet deadlines. In order to
improve our capability we have undertaken a program to provide
GAO internally with computer capabilities, not only for our ordinary
business operations, payroll, and all of this, but to give us better
information as to the capability of our people to undertake audit
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assignments, and to assist us in scheduling our work. As you know,
we have a large number of field offices, and frequently we have
to interrupt our scheduling to meet the priority needs of, say, a com-
mittee of the Congress. We feel, from the standpoint of more effective
internal operation, that the computer can be a highly useful instrument.

The second interest we have is to assist us in our audit work itself.
We have now developed ways in which we believe we can use a com-
puter. We have already made arrangements to establish terminals in
the GAO, and we have arrangements where we can utilize terminals
of the defense agencies out in the field to speed up the computations
and calculations which are required, thus saving enormous amounts of
time.

We are also interested in the computer from the standpoint of data
refrieval, data that is already on the computer. We are experimenting
with two or three different approaches. One that has been used to the
greatest extent in our office is called the Auditape which has been
developed by Haskins & Sells for their own purposes, and which they
are now making available to the Government and other concerns at a
very nominal cost.

But, there are other means as well, such as one by a firm in New
York which has developed a different approach and we are experi-
menting with that. But, the point is we feel that computers can give
us a much greater capability to retrieve data that is already recorded.
And the reason that Haskins & Sells, for example, went to this ap-
proach was a very simple one. They found that the traditional records
they had to use were all disappearing, their information was on the
computer, so that this was a matter of necessity.

Mr. Brooxks. It was disappearing?

Mr. Sraars. In the terms of a formal piece of paper like this. Not
disappearing in the sense that it didn’t exist, but you could no longer
go and pull it out of a file, because it was on a tape.

We have a third interest, of course, and a broader interest which is
how the Government itself utilizes the computer in its operations.
That is the question of lease versus purchase; the question of whether or
not there is adequate planning for the design of the system; the
question of how the equipment is maintained, and whether it is main-
tained more economically in-house or by contract. These are all ques-
tions of concern because of the fact that we do have this very large
investment in computers and we are interested in the economy and
effectiveness and efficiency of that equipment.

Mr. Brooxks. You recall this subcommittee has long maintained an
interest in this area.

%/[r. Staats. Yes, indeed; I do not need to educate you on this
subject.

I\}Ir. Brooxks. Contractor-held equipment still fascinates me. Have
the conglomerates got into the contract-held computer equipment?
That ought to be the day.

Mr. Staars. Well, I did not mean to extend this answer too long,
Mr. Chairman, but we do have all three of these interests. y

The financial management systems of the Government are being
placed more and more on computers as an integral part of management
information systems, and without the kind of design which the Budget
Bureau, for example, is attempting, it would not be possible to accom-
plish the objective which H.R. 404 seeks. There has to be a close
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relationship between the management information systems, mchldlng
the budgeting system and the accounting systems which are de&gnlel
by the agency under our principles and standards, and which norvnm1 5:
have to be approved as a statutory duty of the GAO. So, we have this
interest as well. ;

mtl\ellr. Brooxks. General, what are the ongoing programs at GAO at
this time to exploit ADP in carrying out the responsibilities Congress
has delegated to you; that is, other than the Auditape activities which
y xploring?

)Of\l [?.reS'T“AIATs. Let me ask Mr. Mahoney to supplement what I have
said. T think I have answered this in part in my previous response, but
let me ask Mr. Mahoney if he would care to elaborate on tha‘t.

Mr. Manoney. Well, Mr. Chairman, 1 believe the Comptroller
General’s statement adequately covered the basic programs that we
have underway. There are a few things, perhaps, that 1 could
add. As you know, over the years we have provided analyses and
reports to the Congress through what we call our green cover reports.
These reports get at the heart of how the computer is being used, the
applications being developed, and these reports are intended to cover
the trend of development, and so forth. 1 think that these reports
have proven to be quite useful to the Congress over the years. We
still carry out many reviews along that particular line, and further
reports will be forthcoming. h ; ‘

We have a great many plans for using the computer in a more
sophisticated environment as the Government agencies convert more
and more to the realtime environment. As many of you know, this is
the way the big logistic systems are going, using realtime and having
many terminals and all sorts of data being inputted from various
points, with computers and communications so closely interwoven it
is not necessary to be right next to the computer any more to perform
auditing operations. So, we have some plans to do auditing in what
we would consider to be a realtime environment which we plan to
implement in the future. :

Mr. Staars. Could I just add one point.

Mr. Brooks. Yes, General. '

Mr. Staars. We feel that it is important to all of our professional
staff to have a working familiarity with how the computer works,
what it can do, and what it cannot do. 1t is becoming more and more
one of the tools of the trade, you might say, like the typewriter or
any other device, and it is important that any person on our staff
have at least some familiarity with it. That does not mean necessarily
that everyone of them has to be a leading expert in the country in
computers, but \V(ﬁ %0 want to hts}lee in ofur bli)ﬂ(img a number of
indivi rill be experts in the use of computers.
m(ll\ll‘;d %a;lj)c‘)‘;?s? ‘]‘)o you f?nd also, _General, that most of the better
accounting schools and business-trained young men and women have
had some computer experience, some course work and experience,
and

Mr. Staats. We find it more and more. ; .

Mr. Brooks. And have used it, actually, in their courses and their
study? :

Mr. Staats. That is correct.
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Mr. Brooks. Which means the auditor of tomorrow is computer
trained and utilizes it as a tool?

Mr. StaaTs. We have, as I say, a goal that every individual in our
professional staff will have some training. If he has had this training
before he comes with us, then obviously we do not have to do as much
asif he did not have that, but we have something around 60 percent

Mr. Brooks. Exposure?

Mr. Staats. About 60 percent of our professional staff have had
some tramning.

Mr. Brooxks. In the Marine Corps, as of last year, maybe a year, a
full year ago, they had given some, maybe just a little, exposure to
every general officer in the U.S. Marine Corps. The Commandant,
Mr. Chapman, felt that they had to have some understanding of what
its capabilities were, and I believe he told me that every general officer
in the Marine Corps last year had had something like a 2- or 3-week
course on computer use and potential. That was so that they would
understand it and would realize that it was fundamental and essential,
not only to the normal operations of the Government, but to the de-
velopment of a good fighting system and maintenance of it.
~ Mr. Staars. 1 think this is very important, not only for the value
it provides to them, but also as a symbol of their interest to their
subordinate officers.

Mr. Brooxs. Some of these generals are not going to be computer
experts; they concede that. General Walt, he is not just a computer
man, but he is a good general, and he will be tolerant of those people
who are, and understand them better if he has that kind of exposure.

Mr. Staars. We have arranged to have eventually all of our top
people have at least a short course in computer and computer appli-
cations. I took it myself.

~ Mr. Brooxks. Turning to the purpose of this legislation, do you be-
lieve that Congress will benefit by this approach?

Mr. Staars. Well, I think there has been a great deal of testimony
already presented on this point. There is no question about it, that
the normal needs of the Congressmen and the committees have
grown. This, at least, is my observation. I have not been a Member of
Congress or have not served directly as a member of the staff of a
committee, but judging from all of the testimony that I have seen
from members of committees, and of staff, and judging from the
numbers of requests that come to our office and to the Legislative
Reference Service, I think it can be said without much fear of contra-
diction that this normal requirement is fantastic, not only to meet the
needs of the committee, but also the constituency which the members
have to serve. This constituency, as you well know, is growing. I
believe it is about 500,000 population on an average now for each
Member of Congress, which contrasts, by the way, with the British
ll\geénbler of Parliament, who has less than 55,000, an order of about

o 1.

So, this in itself has generated need for information which somehow
has to be provided, and if Congress cannot provide it out of its own
staff resources, then it ends up in some other part of the Government
for a reply.

Mzr. Brooxks. General, I would say that your awareness of this is
reflected by your background. The GAO developed the 1958 to 1965
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ADP reports that were a significant contribution to this Nation and
to this committee. They certainly were a big help.

Now, do you see a need, then, for coordination with the Bureau of
the Budget in the design of a capable system to support the budget
and appropriation cycle as provided in this legislation?

Mr. Staats. I think the Budget Bureau can respond in a more
definitive way to this. We are quite interested in the system which
they are working on. At the time it was inaugurated, the Bureau
invited a number of us from the GAO to participate in a briefing.
We had conversations with them recently, and 1 believe it is their
intent that we have further discussions as the work progresses. 1
think it is quite obvious, and I think this is basic to the whole Budget
and Accounting Act, that the executive branch be the primary source
of the data for support of the appropriation requests, support of

authorization requests, and in supplying information that the Con-

gress needs in its oversight responsibilities.

So, again, the concept which we both have is to build on the data
management capabilities of the executive branch to supply the needs
of Congress. Thus, it is important that coordination take place at an
early enough point to avoid developing an incompatible system, or
invest in unnecessary equipment which could otherwise have been
avoided if we had started our planning early enough. I believe your
idea is a good one.

I would like to emphasize, though, something here, and that is that
the concept of supplying this information is in some ways not as radical
as some people might assume that it is in that we already have capa-
bility in many of the agencies. Not only am I thinking here about the
Bureau of the Budget system, I am thinking about the capabilities of
the Department of Defense, the Legislative Reference Service, the
Science Information Exchange, which is a highly computerized opera-
tion, and the Commerce Department clearinghouse. All of these would
be related, as I understand it, under the concept of this bill.

Mr. Brooks. General, thank you very much. I think that ade-
quately handles that question.

Do you see any difficulty in cooperating in the design of such a
system?

Mr. Staats. Well, T do not believe we are far enough along in our
discussion to be completely definitive about it. I see no problem at all
in willingness to cooperate on either side. I think I understand the
problems of the Budget Bureau pretty well, and I believe they under-
stand the role and the problems that we would face in this undertaking.

There would obviously have to be some adjustments. I do not be-
lieve the problem would be so much of cooperation as it might be one
of what kind of information of an appropriation request nature could be
supplied under the ground rules of the executive branch in terms of
forward budgetary requirements and appropriations requests.

Secondly, there may be problems of finding the necessary funding if
additional requirements are indicated which the agency feels that they
could not justify on the basis of their own internal requirements. Then
quite conceivably there would be questions of who is going to pay for
it, this sort of thing. But, I do not see any problem of cooperating in
the development of the system that the Bureau of the Budget is in
the process of attempting to bring to fruition in so far as any indicated
responsibility that we would have.
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I\f’II'.'BROOKS. You understand, General, of course, that as Repre-
sentatives of Congress we are vitally concerned with all of the infor-
mation we can get, feeling that the Government is based on a
democratic evaluation of facts as they are presented to the Congress,
and we are going to want to get them all. We are just basically en-
couraged about your feeling that there would be no problem in
cooperation between the Bureau of the Budget and the GAO. Certainly
I am sure that the Executive would be pleased to have as much infor-
mation as is available turned over to the House Appropriations
Committee and the Senate Appropriations Committee, and any other
committee that would have a pertinent request, or to individual
Members, as it is developed.

Would you assess the technical problems in GAO in implementing
this legislation? Do you see any difficult problems?

Mr. Staars. Well, it is obvious that the effort, to supply a manage-
ment information system presents problems. We have been almost
2 years in the process of trying to develop the one that I mentioned,
for our own internal requirements, and all for good and understandable
reasons I suppose that if there is a common fault in developing
management information systems, it is that the organization will
try to go too far too fast without adequate assessment of the needs in
relationship to the cost. This is the kind of precaution that practically
every expert in the field will give you.

We had in our office yesterday one of the top experts from a manage-
ment consulting organization. T thought he put it pretty well when
he said, “Do not expect to go too far too fast, but at the same time
you cannot afford not to start.” What he was really suggesting to
us is that we define our needs as they become a specific need, and as
we can justify the expenditure of the effort, but also have a continuing
plan and a process by which to assess those needs so that we do not
delay employing our plan when that need becomes clear. I thought it
was really quite a good statement.

Mr. Brooxs. Maybe more simply stated, do not buy the kid an
automobile when he cannot yet ride his tricycle. I think you have
got to learn those things.

Mr. Sraats. You have to learn to crawl before you can walk, and
walk before you can run.

Mr. Hicks. Mr. Chairman.

Mr. Brooks. Mr. Hicks.

Mr. Hicks. Mr. Chairman, for one of the lesser troop here that does
not understand the technicalities, could we just have two or three
simple illustrations of what this might do to help? I hear all of these
general words, that it is going to be excellent and greatly helpful, but
just a couple of real simple concrete illustrations would be of help to
me. Would there be less testimony that we would be listening to once
this thing got into effect, or what?

Mr. Brooxs. I think we would have better questions.

Mr. Hicks. It would be helpful if I could understand it, it would
be from this end, anyway.

Mr. Brooxks. Essentially what we hope is that the GAO would be
able, in response to a congressional committee or individual, to pro-
vide a realistic, workable readout on what is being done in any one
area within the Government activities—any area that you were
interested in, whether it be education or housing. This readout would
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give figures that reflect the actual costs, say from a program budget-
ing standpoint. These figures would give you an opportunity, and
give me an opportunity, to know how much money they are spending
on roads, secondary and primary, whether we are doing anything for
disturbed children, whether we are doing anything for old people, or
what the extent of our efforts are in the various categories. Now, this
gives you an opportunity to know what is being done and base a
judgment on what should be done.

Mr. Hicks. Like the statement made 2 moment ago that now we
go to some other department of the Government to try to find out
this sort of thing, and under this system you are talking about you
would go to the system, whatever that is, to find it out, instead of
going to this specific agency or department? Now you are asking your
questions to some other department?

Mr. Brooks. That is right. The basic system would be between
the agencies and the Bureau of the Budget and you would draw from
that. This is an ultimate operation, they are not going to get this
done for a couple of years, and they are going to have a lot of fighting
every inch of the way. Sometimes Government agencies do not want
anybody to know what they are doing. They want it as involved and
as complicated as they can make it, or so it seems. The object in many
agencies is to keep Congressmen and the world from knowing just
what they do, how they spend their appropriations, and what their
results, basic results, are, other than keeping them all on the payroll.

Mr. Hicks. Didn’t you just a minute ago say that there were not
going to be any problems, and that they wanted Congress to know all
of these things?

Mr. Brooks. No, my confidence is that they will do this sooner or
later, or you cannot run the Government. You have got to come to it.

Mr. Hicks. Thank you, Mr. Chairman.

Mr. Brooxks. They are going to come kicking and screaming, some
of them.

Mr. Staars. I think if I could just supplement that a little bit,
Mr. Chairman, and maybe I could make some of my statements a
bit more concrete. I know that Mr. Hughes can elaborate on this
more than I can. For example, more crosscutting information is needed
on programs which are being administered by more than one agency
where we have either similar or very closely related programs with
similar objectives which are carried on in maybe half a dozen indi-
vidual agencies. We have not been able up to now to supply currently
a detailed estimate of what is involved in terms of prior expenditures,
or what is in the current budget year with respect to that kind of
information.

Mr. Hicks. Oreven what the program is, according to Congressman
Roth, T understand.

Mr. Staars. We hope that more of this kind of information could
be made available to the committees of Congress considering budget
requests for one individual agency, to know really what the total is.
The budget can provide us with some detail on this now, but it can-
not go beyond what is called an activity breakdown in the budget.
The hope has been to define this system in such a way that you could
get a quick readout on what the total costs and what the total obliga-
tions are with respect to some common activities. This is just one
illustration.
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Mr. Hicks. Thank you very much, sir.

Mr. Brooks. Fine. You agree then that despite the difficulties and
the problems of implementing, that the effort of bringing computers
to congressional use would fully justify that effort in expenditure?

Mr. Staars. I think you stated it quite well, Mr. Chairman, a
while ago when you indicated that our role in this would be, as I
understand it, to try to bring together what would be the capabilities
as against the need. We would not determine that need. I do not think
this is your intent. I think this would have to be a determination of
the committees of the Congress or whatever arrangement the Congress
might establish for this purpose. The bill contemplates that this would
be done through our working with each committee to try to assess their
interests and their needs and our own part would be to try to say how
this could be done and what it would cost. I think you get down
again to the question of how do you ascertain these needs, how far
do you go, how fast can you go, and at what price. I think this is
what it comes down to.

Mr. Brooxs. And you would talk with the committees and see
what their needs were, try to evaluate them and see what kind of
flow could be developed that would meet those needs.

Mr. Staats. I think that states it very well.

Mr. Brooks. General, I have just a couple of more questions. Once
the computer requirements of the Congress are established in general,
what do you consider to be the systems design problems?

Mr. Staats. I would like to turn to my expert here on that. I am
not trying to avoid it, but I think he can really answer the question
quite well.

_Mr. Manongey. Well, I think, Mr. Chairman, this is one of the most
difficult problems which one confronts, whether in Government or
industry, whether in State government or Federal—the actual design
to fit the need. Now, we have many kinds of computer systems. We
have computer systems where you can browse and you can do informa-
tion retrieval-type things, and we have batch-type systems for proces-
sing masses of data where you do not need every second or two to have
impact or direct interface with the system. So, in thinking about this I
had the feeling, that first of all we would have to develop a conceptual
framework to see basically how we would go about solving these parti-
cular problems, and then based on the objectives that the committees
of the Congress establish, we could look at these objectives in relation
to applying the various system design techniques.
~ Now, there are many ways to do this. You can use advanced model-
ing techniques, and simulation techniques. There is a necessity to
perform these operations to assist in the actual design of the system.
Then once the basic information as to system design requirements is
established, testing can be accomplished without really performing
actual programing operations until system design concepts are firmly
established. Once we get past that kind of a milestone, then we can
move right into the question of tradeoffs, the question of costs versus
benefits. What the benefits would be to the Congress, what timesaving
features would be involved, and so on. This basically, I think, is the
approach that would have to be taken, regardless of whoattempted
to do this particular job.
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Mr. Brooks. General, to what extent do you believe this system
could be supported operationally by legislative employees other than
those in the GAO, that is, some of our people here?

Mr. Staars. Well, I think that certainly the Legislative Reference
Service plays a part in this. This is well known, and my impression
is that they have made very commendable progress in providing
information on the status of bills. The staff in the Legislative Ref-
ference Service obviously would be one resource that would be in-
volved. And there might be as well, I think, the staff of the com-
mittees that would be concerned with the assessment of the need for
information. Now, this seems to me to be a very natural starting
point as far as any role that we would have under this legislation.

Mr. Brooxs. Now, General. what about building up a large com-
puter complex on the Hill? Do you envision such a possibility?

Mr. Staars. I would not. I would not foresee this, myself, as a
real need, if we understand the objectives. I think the point that I
made earlier, which I would reiterate, would be that we ought to
develop and build on the capabilities we already have anywhere in
the Government so that it is a matter, as you say, of making that
system compatible either by modification or by running additional
analyses to supply these needs.

Mr. Brooks. And you recommend, General, that we delete sub-
section (f)(3) relating to the availability of employees qualified to
conduct cost-effective studies. What are your present thoughts on
this? As I understood it, you did not think it was required.

Mr. Staars. Well, no, not particularly with respect to that pro-
vision on cost-effectiveness studies. This provision, I think, is identical
or very similar to the one that was in the Legislative Reorganization
Act of last year. We do not technically need that provision of it to
carry on this activity. Any expression of interest, either in this form
or otherwise, to the extent that it indicates an interest of Congress
in our doing work in this field, is obviously of interest to us.

Just to take an illustration, last year the Senate Labor and Welfare
Committee expressed an interest in our doing more cost-effectiveness-
type reviews in manpower training. We feel this is an area in which
we can be very helpful. We want to build our capability in this area,
generally, and we will do so, irrespective of whether this provision is
enacted. We have adequate legislative authority to do this at the
present time. I think it certainly would not create any problems for
us if the Congress

Mr. Brooks. General, I think that is excellent. I am glad we put
the section in, just to get that kind of a delineation and your keen
awareness that the authority you now have requires you to exercise
this capability and have computers throughout the GAO, and that it
is not going to be a five-man job or a 10-man job, but you are hoping, as
T understand it, that all of your people will be able to utilize this kind
of equipment and cooperate in its implementation and expansion.
That is a good deal.

Now, you also suggest subsection (g), establishing a new division to
carry out these functions, be deleted. This, I assume, is on the same
basis that you are trying to use all of your people in this capability
and upgrade them all?
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Mr. Staars. That is right. It is for the very reason you just indi-
cated. We feel that we ought to have the maximum flexibility on how
we would organize and carry out the responsibilities, not only in this,
but in other areas as well.

Mr. Brooks. Do you have a question?

Mr. MooruEAD. General, when did the GAO first acquire com-
puter hardware? When did you first get into the computer business?

Mr. Sraars. Well, we would have to differentiate here. We do not
at this time have any computers directly. We are considering this just
currently, as a matter of fact. We have leased the terminals which I
mentioned to you a while ago and have two different arrangements on
that, and we have made the arrangements for the terminal use for
these people. But, this has to be distinguished from the interest of the
GAO and how computers are used in Government as a whole.

Mr. MooruEAD. Oh, I realize that.

Mr. Sraars. This goes back a long ways, at least to 1960.

Mr. ManonEgy. If I could just supplement a little bit on this, Mr.
Moorhead, this is going back really to the early 1950’s. The General
Accounting Office had some major, fairly routine type operations that
we wanted to convert to computer type operations. We also thought it
best to divest ourselves of some of those operations by helping the
agencies to design systems and to acquire the capability of placing those
types of operations in the agencies. So we have actually over the years
been involved in computer system design and implementing these
systems and training programers and all these sorts of things, but we
never had actually acquired specific hardware for our own use. We
have always used other people’s hardware throughout.

Mr. MooruEAD. I want to encourage you to get your own hardware.
I believe very strongly that the Congress, and the GAO, should have
computer capability under its direct control, rather than to be borrow-
ing.

Mr. Staars. We are finding it very difficult to rely on other agencies.
Their work comes first, and our work necessarily has to come second.
We are finding our people having to work Saturday nights and Sunday
mornings to do this. Also, we are going to be using the computer more
and more and, therefore, we think that the investment is necessary.
Our problem is not whether we should acquire it, but what particular
type of equipment. :

Mr. MooruEgab. [ think it is terrible that the Congress votes money
for these agencies to have computers, and then the Congress itself,
and its agent, the GAO, has to go hat-in-hand to borrow a little bit
of time on Saturday night to answer our questions. This is terrible.
Three years ago I tried to find out what computer capabilities we had
on Capitol Hill, and they consisted of one computer in the Library of
Congress which handled the payroll of the employees of the Library of
Congress, and that was all.

I think the chairman has done a magnificent job of arousing not
only the support of Congress, but of the people in giving us a computer
capability, without which we cannot discharge our constitutional
functions in this modern day. Fortunately, I think we have finally
managed to stir np a little bit of interest in the Congress, and I think
we should continue to do this.
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As you no doubt are aware, General, the Secretary of the Senate
now has a computer to help the Senators with their constituent
work, which is an important function of the Members of Congress
on either side of the Capitol, and I think he should be encouraged to
carry on with it, and I assume, from your testimony, you would agree
with that.

Mr. StaaTs. Oh, yes.

Mr. MooruEaDp. And the Clerk of the House is now doing some of
the housekeeping chores of the House of Representatives on a com-
puter, and he has been conducting a demonstration of legislative re-
trieval work. I think he should be encouraged to go on with this. The
Democratic caucus adopted a resolution encouraging the House
Administration Committee to look into this matter, and I think this
action should be encouraged. The House Administration Committee
has been having hearings about computer capability for the House of
Representatives.

Also, the Appropriations Committee staff is looking into computer
capabilities for the Congress. I believe all of these activities should be
encouraged. I know they sent some staff members up to my State of
Pennsylvania to look into the way the Pennsylvania Legislature has
been computerizing the legislative process.

Mr. Staats. I referred to that.

Mr. MooruEAD. Yes. It is embarrassing to me to think that
about 10 States are ahead of the Congress of the United States in
computer services. The Joint Committee on Reorganization, on which
our chairman served, recommended computer utilization by the Con-
oress, and I think this should also be encouraged.

I do not know if you know it, but the Banking and Currency
Committee is putting the legislative calendar on computers, through
a terminal tied into the Library of Congress’ computer and I think this
is a good thing. The Legislative Reference Service, as you have stated,
is working on computer assistance to the Congress. I think there
should be an information retrieval system in the Library of Congress.
We should have that there. That is the greatest store of information in
the world, and it is so large that it is almost useless because you cannot
retrieve the information quickly.

I would suspect the the Government Printing Office would be in-
terested in this field because I think a lot of the work that they print
can be kept more effectively and more efficiently on computer printout
rather than the old style printing of calendars, and now the General
Accounting Office is expressing its interest in assisting the Congress,
particularly with the budget. I certainly support the theory of this
legislation which would be for the General Accounting Office to be
able to retrieve budgetary information quickly and effectively for the
Congress.

So, I think we are moving ahead very well, though unfortunately
in a somewhat scattered arrangement. I think, if I had my preference,
T would say that GAO should be part of this operation which should,
in my judgment, be coordinated by a special joint committee of the
Congress, rather than have the GAO do the coordinating for us. But,
the important thing is that the Congress have computer capability.

General, I believe you can answer my question yes or no. I was very
much interested in your testimony about your systems analysis
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capability now, and your cost effectiveness studies. Will you not need
to have computer capability to do that work as effectively as you
would like to?

Mr. Sraars. Yes. In our study of the OEO programs we had to go
outside and purchase time to make analyses in connection with that
study. Yes; I think the answer is clearly that we are going to need
more and more computer capability as we do more and more work in
the cost effectiveness area. It is just inevitable that that will be the
case.

Mr. MoorueaD. General, you have done the cost effectiveness on
programs like the Economic Opportunity Act. Do you have the
capability to do a cost effectiveness study on the military, on one of
our weapons systems; for instance, this system versus that system,
or can you check upon the cost effectiveness done by the Department
of Defense?

Mr. Staars. I think it is primarily the latter, Congressman Moor-
head. We feel that we do have the capability to analyze cost effective
studies made of weapons systems by the Department of Defense or
similar systems by any other agency, whether it be FAA or any
other agency.

Mr. MooraEAD. You mentioned defense systems

Mr. Staars. We do not think it is necessary that we do this ab
initio in the sense of redoing all of the work that has been done, but
we must have sufficient familiarity with the techniques and with the
pitfalls involved in making such studies so as to raise the proper
questions and make the kind of analyses we think would be most
useful for the committees of the Congress, as they act on authoriza-
tions and appropriations.

Mr. MooruEAaD. Well, I think this is extremely important today,
and particularly following the retirement of Robert McNamara of the
Defense Department. One can come up to the Congress and say,
“We have analyzed this weapons system and its cost effectiveness,
and it is the best way of doing the job,” and we have no way of really
checking this out. But you will now be developing a system that,
should the Congress ask, not if you do it ab initio, but if the House
Government Operations Committee should ask you to do a cost-
effectiveness study of the anti-ballistic-missile system you could check
it, check the computations or the study of the Defense Department?

Mr. Staars. Within the limits of the capabilities of our staff, and
here I think the limit is not our interest or our charter, but rather
the capability of the individuals involved, and we are making a heavy
investment in training for our people, for this very purpose. There
will always have to be the question as to the extent of our capability,
but I would have no reservations with respect to the interest or
responsibility to the extent, as you indicate, that the Congress
expresses interest in our doing so.

Mr. MoorueaD. Well, the Congress gets puzzled when Mr. Mec-
Namara’s computer says that a manned bomber is no longer effective,
and Secretary Laird seems to say it is, and we are in the dark. We
need somebody with the capability to be responsive to questions of
Congress and say “In our opinion the question and the judgment
factor is this” or 1s that, and I think we should encourage the General
Accounting Office to increase its systems analysis computer capability.
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Mr. Brooxks. I think they will, but, of course, to be realistic, it is
going to take them several years to get the design worked out, to get
the needs identified, to design a system that would meet the needs
and then implement the system. It is a longtime project and the thrust
of it is a good ways off. We have just got to start now. We are behind
and it will be some years before they get it done. Furthermore, the
basic systems will always need updating and improving as ADP
capability increases and we learn better methods of systems design.
I am just trying to encourage them to try and get it done yesterday
when I know very well you will not have it done for a goog7 while.

Mr. MoorugaD. General, you asked for authorization for appro-
priations in this bill on page 8 of your testimony. Do you have a figure
in mind?

Mr. Staats. No. I will make this point very clear; we do not need
an authorization for the GAO, and for supplying of information to
appropriations requests by the agencies, they do not need it for that
either.

What we are referring to here was the possibility that there would
be data needed from the executive branch agencies, by the Congress
which would not relate specifically to an appropriation request and,
therefore, the question would be as to the legality of funding for that
function. We suggested there should be included in the bill the usual
language to authorize appropriations for that purpose.

Mr. MooruEAD. On page 4 of your testimony you mentioned
the storage of the entire United States Code on computers. Are you
aware that the statutes of the 50 States have been placed on com-
puters by an outfit called the Aspen Corp.? I just mention this to
you because you might want to call on this existing capability, rather
than having to do all the extra work.

Mr. Staars. That would be very important in connection with
this.

Mr. KeLLer. I knew that they were working on it, but I was not
aware that they had completed the job.

Mr. MooruEAD. They have completed it.

Mr. KeLLer. Perhaps we could buy their tapes and put them into
a system for Congress. I do not know.

Mr. MooreEAaD. I do not know how you could relate to it, but you
would not have to do the manual work of putting them all on tape
originally.

Mr. Brooks. Mr. Reid.

Mr. Rem. Thank you, Mr. Chairman.

General Staats, it is very nice to have you here this morning, and
I appreciate very much the thoughtful and precise character of your
testimony. I have just a few questions.

First, I would assume that in the design of the systems or the kinds
of information that you would seek to retrieve in the first instance
you are concerned with existing programs and the coordination of
facts relative thereto.

A second area, it seems to me, is whether we can get current and
up-to-date information to see whether certain assumptions are being
borne out. This would be items such as: Is the budget proceeding the
way it was designed to? Have the economic indicators that have been
put into the budgetary process proved to be correct? Would that be
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an initial area where you think you could provide some guidance?

Mr. Staats. I would prefer to have Mr. Hughes answer that ques-
tion because this relates to the design of the system which they are now
working on.

Mr. Reip. Well, I assume you can design most any system today,
but I was asking you from your concept how you visualize that. In
other words, what we do not know over here at the Congress a great,
great deal of the time is whether the assumptions are being borne out
on any number of programs with current experience. By the time we
get the data it is frequently relatively late; or, putting it another way,
you cannot correct things as promptly as you would like.

Mr. Staats. There has been a good deal of discussion and there was
last year in connection with the Legislative Reorganization Act about
current updating of estimates on receipts and expenditures so that the
Congress would have this information prior to the time it acts on a
particular appropriation bill, rather than having this come up at a later
point in time. The action of Congress might have been different if they
had had this information in advance.

I would say, from my standpoint, that the objective is clearly to do
what you are talking about. The only reservation I was making was
t%le feasibility of doing this, on how current a basis, and that is really
the—

Mr. Rem. I assume when you are talking about these several
committees, that is something that you would have to study, but I
think it would be welcomed both in the executive and in the Congress
to get information as currently as possible.

I have before me here a letter to Chairman Dawson, from a Mr.
Wilfred H. Rommel, Assistant Director for Legislative Reference,
the Bureau of the Budget. He states in here that section 312(f)(2)
of the instant bill would require the Comptroller General to cooperate
with the Director of the Bureau of the Budget in the development,
establishment, and maintenance of a standard data processing and
information system for budgetary and fiscal data for use of the
Federal Government. We have customarily received the full coopera-
tion of the Comptroller General in respect of our work on such matters
and we would expect such cooperation to continue without the neces-
sity for enactment of such a provision.

Now, I wonder whether you would care to comment on that?

Mr. Staars. Well, I think we would have to certainly confirm that
the relationship we have had has been excellent, and the cooperation
has been very good. I think the issue is more one of an expression by
the Congress itself of the importance of this.

Mr. Rem. Another question he raises:

We understand the bills are intended to relate basically to activities of the
legislative branch, and that they are not intended to impose new rules or pro-
cedures upon the executive branch.

I would question that a bit because I think the executive does not
always provide information in a timely fashion to the Congress, and
certainly the currency of the information, if not the substance, can
be improved.

Mr. Brooks. Pardon me, would the gentleman yield?

Mr. Rem. Yes.

Mr. Brooxks. We are going to include in the record in consideration
of the testimony of Mr. Hughes, their efforts to do just what you are
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talking about. They have the McKinsey report and we have the
synopsis of thet, and it is an effort by the best people they could get,
in their judgment, to try to make such a report readily available both
to the executive, and optimistically, I say, to the Congress.

Mr. Remw. To put it another way, I think one of the roles of the
Comptroller General, that he could play that would be particularly
helpful is to help start to develop for the Congress better research of
the quality that is germane to agieed purposes so that we are not
only current, but more accurately informed as to what is happening
in any particular area. _

This obviously would include some concept of evaluation. I have
noted recently that in a number of programs it is very difficult to
find out just what the performance has been, and I would hope that
some systems analysis could help without your necessarily having to
et into judgmental factors, whether Program ABC is going good or
bad, although that might be a proper request of the Congress.

Mr. Staars. That is the reason I answered Congressman Moorhead
the way 1 did. To put it this way, if the question is whether a pro-
gram that is before a committee of the Congress for authorization
has really proven to be a good program or one approach is better
than another, I believe that our proper role is to come into that at the
request of the committee or the request of the Congress as a whole.
Otherwise, we would be injecting ourselves into a stream or a process
of authorization in a way which might or might not be of interest
to the Congress. M) )

Mr. Rem. Well, I think we totally agree on that, but it is a question
of areas where the specifics are relatively clear, or where 1t 1s new,
where the parameters are agreed to, so that we can get the timely
information to check for a legitimate legislative purpose, or improve
on it, or find out we need more or less funding, as the case might be.
But I think that basically what happens on the Hill is that the Execu-
tive comes up with information in support of a particular program, and
sometimes it is not disinterested in its presentation, and when it comes
to statistical information of one kind or another it is hard for the
Congress to make a judgment. Certainly it is hard fiscally, without
more current information, but I think anything that would speed up
the process and identify the kind of facts that could be made available,
and properly so, would be extremely helpful. } |

So, I certainly welcome your interest and support in this general
area, and I think that you can develop some system that will be of
oreat benefit both to the executive and to the legislative, and it would
serve a clear national purpose. :

Mr. Staars. Well, we certainly welcome the interest of the members
of all of the committees of the Congress in this area, because it is clearly
an objective that we have, and I hope we can move in this area and
that we will realize it. We will not be producing 100 percent in the
first week, of course.

Mr. Brooks. Mr. Buchanan? l

Mr. Bucranax. Thank you, Mr. Chairman. sl

Let me precede my question with a statement of appreciation to
you, Mr. Chairman, for introducing this legislation. As one of the
many sponsors of the Legislative Reorganization Act which has some
related provisions in title 11, I am glad you proceeded in this needed

area.
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General Staats, on page 6 of your statement, you raised a question as
to whether or not the Comptroller General should be given the
responsibility to develop, establish, and maintain data processing
information systems for the Congress.

You have mentioned the work and responsibility of the Legislative
Reference Service in this area. Would you recommend some amend-
ment to point up the responsibility of the LRS to provide for the
intermingling of these two systems, particularly in areas outside of the
fiscal area, which are clearly your problems?

Mr. StaaTs. What 1 was really trying to emphasize and underscore
here is perhaps the difference between our ascertaining the need and
the interest of the committees of Congress as against determining
those needs.

Now, this is more than a semantics point as far as we are concerned.
I think the chairman has pretty well stated, and satisfactorily from
my point of view, the concept here; namely, that our role would be
“broker role” in the sense of trying to meet the capability with needs,
and so my reservation goes more to the question of how far would
the Congress look to us to supply this kind of information on demand,
because it just does not lend itself to that. We also do not feel as a
part of the Legislative Branch that we ought to be telling the com-
mittees what information they ought to have to perform their legis-
lative functions.

So, this is what I think states my position on that.

Mr. Bucaanan. Now, let me ask you the policy of the GAO in
supplying information to individual members, your present policy?

Mr. Staats. Yes. Our present policy is to supply that information
to the extent of our capability to do so, and we respond to inquiries,
particularly those that relate to problems in a congressional district
from either party, without regard to the individual’s party affiliation.

We serve both parties of the Congress, and we do not provide any
priority to one individual as against another. If an individual’s request
involves a major undertaking on our part we have usually been able
to get the appropriate committee to formulate a request, in cooperation
with us, so as to reflect the interest of a committee as a whole, rather
than say one or two members. But on a matter which might relate to
your congressional district, but which did not relate specifically to
matters before a committee as a whole, we would make every effort to
respond to it.

Now, there are times when we have to beg off as to timing because
‘we may have our staff all tied up on other priority work. But generally
we have been able to accommodate these requests. But we are not
looking for more business.

Mr. Bucaanan. Well, Mr. Chairman, you had mentioned our
obtaining information, but the resolution itself puts it in terms of
committee, whereas the Legislative Reorganization Act does speci-
fically mention individual members, and I was interested both in what
you had in mind and also your appraisal of what this might mean if
this function were to include some such services directed to individual
members.

Mr. Brooks. Now, as a general rule, when the GAO makes a
report to a committee on a given matter, that committee, all of that
committee staff, has it available, and they generally would make the
same information available to a direct inquiry. It is available to any
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Member of Congress, Republican, Democratic, old, or new. GAO is a
source of information and they are perfectly willing, within the limits
of their capability, to extend that same service to everybody, but you
cannot design a system that would meet the individual requirements
of each Member of the Congress at this point.

Later it can be adapted, where they can extract most of the infor-
mation that you might want, but it would have to be based, I think,
primarily on a committee breakdown of the areas of concern, whether
1t is housing, or banking, as examples. The individual Member would
probably be able to get it without any problem. In many instances
they could run it off and give you the same sheet they run off for the
committee.

Mr. Bucaanan. Would this then be within your capability and
not impose an undue burden on the GAO?

Mr. Staars. As we indicated in our statement, we would have to
have more staff than we now have in this area, and we do not assume
that it could be done without some additional staff on our part.

Mr. BucaaNaN. Thank you.

Thank you, Mr. Chairman.

Mr. Brooks. Thank you very much.

General, we are grateful for your interest and your contributions,
and your awareness of the necessity for this type of information for
the Congress, and the need for this step forward for our Government.
We appreciate your bringing down your able counsel, Bob Keller,
and Ed Mahoney, who has worked long and diligently in improving
the capabilities of this Government.

Our next witness is the Honorable Phillip S. (Sam) Hughes, Deputy
Director of the Bureau of the Budget, and he is one of the truly
outstanding eareer officials in the Federal Government. He has exten-
sive knowledge and experience in the complex areas of budget and
finance legislation, and other vital fields important to the efficient
and effective operation of the Federal Government.

Before you give us your statement, Mr. Hughes, would you be so
kind as to introduce those of your staff that have accompanied you
here this morning?

STATEMENT OF HON. PHILLIP S. HUGHES, DEPUTY DIRECTOR,
BUREAU OF THE BUDGET ; ACCOMPANIED BY WALTER W. HAASE,
DIRECTOR, MANAGEMENT INFORMATION SYSTEMS STAFF; AND
JOSEPH F. CUNNINGHAM, DEPUTY DIRECTOR, GENERAL GOV-
ERNMENT MANAGEMENT DIVISION

Mr. Hucnes. T surely will, Mr. Chairman, and thank you for the
kind introduction.

On my right is Joe Cunningham, known to you, and I believe to
the committee. He is Deputy Director of our General Government
Management Division, and the man in the Bureau of the Budget
primarily concerned with the management of computers and auto-
matic data processing equipment.

On my left is Mr. Walter Haase, who is in charge of our Manage-
ment Information Systems effort, a systems expert on how you put
together, not just the equipment, but the manually processed data
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and the whole complex arrangement to be made and is in the process
of being made, both for preparation of the budget and to evolve
toward a Government-wide management information system,

Mr. Brooxs. Delighted to have both of you here.

Mr. HuGrgs. Mr. Chairman and members of the subcommittee.
I appreciate this opportunity to discuss with you H.R. 404, a bill to
amend the Budget and Accounting Act, 1921, to direct the Comp-
troller General to establish information and data processing systems,
and for other purposes.

The Bureau of the Budget shares the committee’s concern over
the need to make more effective use of automatic data processing and
information handling techniques to help cope with the constantly
increasing volume and complexity of information pertaining to both
the executive and legislative processes.

Certainly we agree that modern information systems and computers
play a vital role in insuring effective handling and analysis of informa-
tion, not only within the respective branches of Government, but in
the continuous communication and dialog which takes place between
them at all levels. Actions which the Bureau has taken in carrying out
its responsibilities under Public Law 89-306 demonstrate our purpose
to assure that the variables of the technology will not prevent our
ability to interchange and intercommunicate data among the various
levels of the executive branch. We do not have all of the answers to
this information problem, but we have taken a number of significant
steps, and are planning to take additional steps, to deal with it.
Likewise, as the committee knows, much progress has been achieved
within individual agencies in tailoring their information systems and
their use of data processing and information science techniques to
the management and operational characteristics of their particular
programs or agencies. In this respect the Government’s situation is
very similar to that in industry where much has been done by individ-
ual corporations to their own information systems to improve responses
to their markets, but progress on either a specific industry-wide
basis (ie., railroad, air transportation, etc.) or interindustry basis
has been limited.

The problem is a chronic and complex one and is not susceptible to
quick solutions or panaceas, in our judgment. Our own assessment is
that substantially upgrading of agency and Government-wide infor-
mation systems and information management practices will require
several years of intensive work by both the Bureau and the agencies.

This estimate reflects consideration of wide divergence in agency
needs, goals, and technological capabilities, and from the inherent
difficulty of correlating data elements and codes across agency lines
for the purpose of developing standard, Government-wide systems.

This does not mean that significant results have not already been
achieved or cannot continue to be achieved in the interim period, on
an incremental basis; rather it means that the ultimate goal of
developing fully comprehensive, integrated reliable management
information systems to support legislative and executive processes and
decisionmaking cannot be achieved, realistically, much before the
middle 1970’s. Furthermore, we feel it would be a mistake to embark
now upon any ‘“grand design” because experience thus far clearly
points to an evolutionary—learn-by-doing—approach as the more
prudent course of action, given the substantial complexities involved.

L=
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Accordingly, we are moving ahead concurrently on both long- and
short-range fronts. I would like to take this opportunity to briefly
identify for subcommittee the most significant efforts already under-
way and planned by the Bureau of the Budget. All of these efforts
are aimed, broadly speaking, at improving the usefulness of Federal
program and budget information, information systems, and informa-
tion management concepts. !

First, efforts to unify the Federal budget. Former President
Johnson’s Commission on Budget Concepts placed great emphasis on
the need for unifying budgetary and fiscal information by using com-
monly defined and understood concepts and terms that would replace
competing concepts and definitions that in the past have been con-
fusing both to the public and the Congress. As you know, that report
was published in October 1967. The Bureau immediately undertook to
implement 10 of its key recommendations, including a unified budget
statement presentation to the Congress, bringing the form of the
budget closer to serving also as a broad financial plan, making a loan
and expenditure distinction, and others. )

Other recommendations, such as the reporting of budget expendi-
tures and receipts on an accrual basis instead of a cash basis, are more
difficult and change cannot be effected immediately. Nevertheless,
President Nixon has given personal impetus to concerted action now
being taken by the Bureau and agencies to move forward on the re-
maining recommendations. The work of both the Congress and the
executive branch will be greatly facilitated by the adoption of budget
concepts in which all the different major purposes of the budget come
into focus in a comprehensive, unified framework. i [

Mr. Brooxs. Mr. Hughes, that may be one of the areas in which
President Nixon and I agree, and maybe one of the few, but T am
delighted to see that he has encouraged you to continue on this par-
ticular effort, because it is a major breakthrough for the Government,
whatever party is in power. He, as President, has much to gain by it.

Mr. Hueres. He has indeed, Mr. Chairman, and I am sure that
is the basis for his particular interest.

Second, efforts to improve the usefulness of Federal budgetary
information. For some time the Bureau has been concerned about
the growing size and complexity of the task of examining and evalu-
ating both agency budgets and the Federal budget as a whole and the
need for more comprehensive and detailed information for these pur-
poses. In a survey completed last year, we identified some 22 different
classification schemes used in the formulation and execution of the
Federal budget. These schemes vary from presentational and explana-
tory purposes to resource allocation and decisionmaking purposes.
Authority for their use stems directly, in many cases, from specific
legislation such as the Budget and Aceounting Act of 1921, the Govern-
ment Corporation Control Act of 1945, and the Budget and Account-
ing Procedures Act of 1950. In other cases they stem from more recent
endeavors such as recommendations made by the Budget Concepts
Commission. !

While all of these categories of information serve a useful purpose,
one result of their separate development has been unnecessary over-
lap and duplication. Certainly some overlap and redundancy is both
inevitable and even desirable, since not all classifications can or
should be constructed on a mutually exclusive basis. But substantial
room for streamlining and simplification is apparent.
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Beyond the problem of multiple classifications, the tabulation of the
detailed data needed to prepare the 200-odd summary and special
tables that go into the budget and its related documents has been
primarily a manual job over the years. As the Federal Government
and therefore the Federal budget has become larger and more com-
plex, the Bureau has begun to develop an integrated, computerized
budget preparation system. When completed, this system will allow
us to quickly revise and update our initial agency budget figures that
flow into the Bureau between September and December—during the
period of budget preparation. Progress last year enabled us to generate
directly from the computer over 40 tables in the printed budget docu-
ments and to automatically reconcile actual year data reported by
agencies to the Treasury with corresponding” data reported to the
Bureau in budget submissions through use of automation techniques.
We plan to make further substantial improvements and refinements
in computer support to the budget preparation process as further
experience is gained.

We also are exploring the development of a year-round “rolling
budget” system to support Bureau decisionmaking needs. This gets,
I think, to Mr. Reid’s inquiry.

This system would combine: (1) Recording congressional action on
appropriation bills for the President’s budget year request under
consideration by the Congress; (2) apportionment control on spending
for the current year and comparison of actual with planned financial
performance; (3) planning for the upcoming budget year, beginning
with the agency and crosscutting program reviews we hold in the
spring; and finally (4) providing for checking the consistency of
budget authority, receipts, and outlays between successive budgets.

Third, efforts to improve the meaningfulness and consistency of
Federal program information to support the budget process. The
Budget Concepts Commission recognized a crucial prerequisite to the
continued evolution of program budgeting when it recommended that:

Flowing from the definition of a budget as a basic part of a comprehensive
financial plan, the budget should include all programs of the Federal Government
and its agencies.

When the Bureau examines agency budgets on a Government-wide
basis in order to recommend a balanced overall Federal program to the
President, it must conduct certain of its reviews horizontally, across
agency lines in order to evaluate the relative effectiveness of similar
programs with similar objectives; in vertical functional terms to
assess the relative efficiency and effectiveness of individual agency
programs one to another; and in broad dollar terms finally to make
the necessary fiscal and financing decisions. Since the basic information
building block for review and decisionmaking may be different, in
each of these three areas, decisions made in the context of one type
of review may be difficult to translate into those of another.

Our major longer range effort to deal with this problem is a study
we initiated last September, using an outside management consultant
firm to help us identify ways to strengthen the planning, programing,
and budgeting processes in the Bureau and in the executive branch as
a whole. The key objectives of this study are: (1) to identify ways of
more effectively integrating established appropriation budgeting proc-
esses with budgeting and analytical processes based on other systems;
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(2) to recommend an integrated classification scheme—which, inci-
dentally, is fundamental to the whole effort, and (3) to conceptualize
an underlying information system that would be flexible enough and
comprehensive enough to support such an improved integrated process.
We view this study as a major step in the evolution of program
budgeting. The study is now at the three-quarter mark of its first
phase. Specific recommendations are being reviewed by the Bureau,
departments, and major independent agencies.

In addition to the longer range consultant study, however, we are
pursuing a number of shorter range efforts, some of which are already
operational :

Issuance, in March 1969, of the latest updated Catalog of Federal
Domestic Assistance pursuant to BOB Circular A-89. This catalog
explains the nature and purposes of Federal domestic assistance
programs, specifies major eligibility requirements, tells catalog users
and potential beneficiaries of Federal aid where to apply, and lists
printed materials available. The catalog contains information on 581
domestic assistance programs administered by 47 departments and
agencies.

It superseded the Catalog of Federal Assistance Programs, dated
June 1, 1967, published by the Office of Economic Opportunity and
similar documents of a more limited scope previously published by
various executive departments and agencies.

We are currently exploring the feasibility of automating some of
this data to make 1t more readily accessible and to facilitate substan-
tive analysis for the purpose of producing special-purpose catalogs
such as a compilation of Federal programs that may assist minority
entrepreneurs.

Issuance in January 1969 of two related publications—“Federal
Outlays in States’” and ‘Federal Outlays in Cities”—pursuant to
BOB Circular A-89. These complementary documents provide Federal
outlay data for more than 980 programs, activity or appropriation
items summarized by agency, program and appropriation for States
broken out by counties and for cities with a population of 25,000 or
more.

The purpose of this report is to provide a guide to the general
nature and order of magnitude of the Federal impact on the States
and U.S. territories as well as 700 of the Nation’s largest cities.

Substantial effort is being devoted to improving the accuracy and
reliability of the basic source data reported by agencies.

The information is on a computer and is processed by the so-called
Federal information exchange system which is operated by the Office
of Economic Opportunity pursuant to title VI of the Economic Op-
portunity Act of 1964.

This legislation authorizes the Director of OEO to collect, analyze,
correlate, and distribute information concerning Federal social and
€CoNnomic programs.

Fourth, efforts to improve the coordination and management of
executive branch information systems and establishment of an inter-
governmental information interchange. We have recently taken a
number of important steps in this area:

Issuance in September 1968 of BOB Circular A-90, “Cooperating
‘with State and local governments to coordinate and improve informa-
tion systems.”’
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This cireular furnishes guidance to Federal agencies for cooperating
with and assisting State and local governments in the coordinated
development and operation of information systems.

A major thrust of the circular is to establish an orderly mechanism
for the consideration by Federal agencies of requests for financial
assistance to State and local governments to develop and operate
information systems.

Undertaking a comprehensive inventory of executive branch in-
formation systems to service users at all governmental levels.

The Bureau views the undertaking of an inventory of executive
branch information systems as an essential prerequisite to the creation
of a Federal information systems exchange program, and it views the
latter as a logical building block leading to the eventual establishment
of an intergovernmental information systems clearinghouse. Such
a clearinghouse was recommended in the report by the Intergovern-
mental Task Force on Information Systems in April 1968.

Development of additional Bureau of the Budget guidance aimed
squarely at the problem of improving the coordination and manage-
ment of executive branch information managment practices.

While the precise form of this guidance has not yet been determined,
we anticipate issuance sometime this summer.

We are, of course, coordinating our efforts in this area closely with
the newly established Office of Intergovernmental Relations in the
Vice President’s Office.

Improvement in the use of computers and automated techniques
in the development and maintenance of data processing and infor-
mation systems.

From the time computers first came upon the scene, the Federal
Government has aggressively sought ways in which this new technol-
ogy could be used to improve governmental operations.

The first computer produced commercially was acquired by the
Bureau of the Census 1n 1951 to assist in processing census returns.

Since then, the inventory of computers used by Federal agencies
has grown to about 4,300. Extensive use of computer-based systems
will be found, for example, in such programs as military logistics,
tax administration, satellite tracking, scientific and engineering
laboratories, social security, and veterans’ benefits administration,
military base operations, air traffic control, and Federal supply
activities.

The accumulation of data processing experience, coupled with ad-
vancements in computer technology and new information system
concepts, provide a continuous spur to Improve these computer appli-
cations and extend the use of computers to other areas. Increasingly,
computer systems are becoming interrelated, in the sense that data 1s
exchanged from one to another in machine-processable form, with
substantial savings in time and cost. To facilitate such interchange,
considerable effort is being devoted by the Federal Government to
establishing standards to eliminate the incompatibilities among data
and computers which at the present time are severely handicapping
the efficient exchange of data among systems.

However, computer systems are only as good as the data fed into
them. This means, of course, that we can neither produce from the
computer information that didn’t get introduced into the computer
in the first place; nor expect information of a different character or
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quality than the basic source data. These considerations are the ones
that have led us to emphasize the improvement of management
information.

Undergirding the efforts to improve the effectiveness of our com-
puter systems are a number of other Government-wide ADP man-
agement programs devoted to achieving greater economies in the
management, procurement, utilization and redistribution of computers.
These programs have been undertaken pursuant to Public Law 89-306,
sponsored by the chairman of this subcommittee.

The common goal of all of these efforts is, we believe, consistent
with the objectives of H.R. 404. Moreover, we believe the organiza-
tion, methodological, and technological experiences we are gaining
in all of these efforts is essential to the ultimate development of truly
modern and effective agency and Government-wide information sys-
tems which will, we believe, meet many of the objectives and needs
of the Congress as well as the executive branch.

In summary, the Bureau of the Budget favors the objectives of
H.R. 404 and will assist the Congress in any way possible in the
development of information systems necessary to support its legis-
lative functions. We believe we are making significant progress in
tasks fundamental to these objectives and do not believe that specific
legislation is necessary to continue or even accelerate this progress.
If specific legislation of the type contemplated by H.R. 404 is deemed
desirable, however, we will be pleased to work with the committee
and its staff on such legislation.

Mr. Brooks. Pardon me at this point. You mean for your own
purpose you do not think there is any additional legislation necessary?

Mr. Hucrgs. That is correct, sir.

Mr. Brooks. Right.

Mr. HuGrgs. In this statement I have outlined the activity under-
way within the Bureau so that the committee may be aware not only
of what we are doing, but also of the fact that to a considerable extent
the information developed within the executive branch to conduct
its executive functions should to the maximum degree possible serve
the needs of both the President and the Congress.

With this recognition and with careful systems design we may
preclude the very real possibility of the development of noncoordi-
nated or duplicate requirements which are costly, delay accomplish-
ment, and introduce crippling confusion through overlapping and
inconsistent terms, definitions, and system methodologies.

In closing, let me assure you, Mr. Chairman, that we are keenly
aware of the need to improve the accuracy, reliability, and timeliness
of both budget and program information for Federal decisionmaking.
Therefore, the system concepts, design criteria, and implementation
plans we are developing are and will continue to take into careful
account the needs of the Congress in furtherance of its substantive
decisionmaking responsibilities and functions.

Thank you, Mr. Chairman, and we would be pleased to attempt to
respond to questions that you and your committee may have.

Mr. Brooks. Mr. Hughes, I think that was an excellent disserta-
tion on the problem. You presented it realistically and forthrightly.
[t was very helpful. And, I would say that in your statement you
eliminate or preclude, rather, the very real possibility of the develop-
ment of noncoordinated or duplicated requirements. This is one of
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the basic reasons that I introduced this legislation. so that the design
can be worked out in coordination with your own efforts in the Bureau
so that Congress can avail itself of that input.

Mr. Hucues. Well, we certainly appreciate that, Mr. Chairman,
and recognize that that was your objective, expressed in both the
bill and the accompanying legislative statement.

Mr. Brooks. And you understand, of course, that my original
thrust some years ago was to get the Bureau of the Budget to do
what you are doing now, and I am quite pleased with the effort that
you all are making, you have gotten away from the pencil and the
old adding machine a little bit, but it was quite an effort to do it,
was it not, Sam?

Mr. Hucres. Indeed it was, Mr. Chairman, and I think that is
a point worth giving some emphasis. We are all creatures of habit,
even us in the Bureau of the Budget, and you in the Congress

Mr. Brooxks. Especially.

Mr. HucrEgs. And partly what we are undergoing here, all of us,
even us in the Bureau of the Budget, is a process of education in new
techniques and in their utilization, not just in budget preparation,
but in the management of the Government, and it is difficult.

As I believe Mr. Staats mentioned, it is difficult for you and it is
difficult for us to get used to seeing reports in a different form or not
seeing them. They now come out in a form which at least is not
before your very eyes preservable. It may come out on a screen or
something of that sort, and these problems are mental problems that
all of us will need to struggle with as we proceed with this effort,
Wélich is an educational effort perhaps, as much as it is a technical
effort.

Mr. Brooks. I agree, and would you send a copy of this statement
to my old and distinquished adversary down there, Mr. Gordon
Osborne?

Mr. HucnEes. I certainly will.

Mr. Brooks. I think he would appreciate it. A friend of mine
I was visiting with at the NATO conference said he had no enemies,
only adversaries.

Mr. Hughes, it would seem that the Bureau of the Budget is now
fully dedicated to the concept of exploiting data processing techniques
to the utmost in this important maintenance of the budget and ap-
propriations cycle. How would you assess information requirements
of the Bureau of the Budget in the next decade and can they be
efficiently and effectively met by the proper use of data processing
techniques?

Mr. Hucres. Well, I think that I can answer that question with
several fairly specific examples.

Mr. Brooks. We have a few questions that I want to get clarified,
and I hope if you will, Mr. Hughes, that we can conclude that right
now, and not come back after lunch, if that is all right with you, and
the members will bear with me.

Mr. Hucres. If that was a suggestion that I should be as brief as
possible in my responses, I will try hard.

Well, with respect to your question, Mr. Chairman, the time is
already here when we could not have handled the budget without the
computer. This last year you may have read in the newspapers about
the great surtax hassle. In our terms it was reflected in the fact that
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we came down to the wire, and I mean down to the wire, with three
different budgets depending on how the President or the President-
elect jointly decided they were going to handle this matter. We could
not have done it had we not had the computer capability that Joe
and Wally have developed for the Bureau.

So, that time is here. In terms of the future, Mr. Moorhead has
impressed on me fairly recently the need to give as much emphasis
as possible to the analysis of the Defense establishment and weapons
system, and those analyses likewise require equipment and the detailed
look that you can only take through the mechanized approaches.

Mr. Brooks. How do you assess the present capabilities within
the Bureau?

Mr. Hugues. I think, in brief, Mr. Chairman, they are limited
but growing, and we are doing our best in our appropriations request
for fiscal year 1970 to have them grow still further. We have more
than a start. We are going through the contract effort which I
mentioned. Mr. Haase has a staff which is significant, by our terms,
working on the systemization of not just the budget preparation
process, but the whole accumulation of management information.
This effort started within the last 3 or 4 years, and Mr. Haase has been
with us about a year. It is a massive effort, as you appreciate very
well, and we have proceeded, not as far as we would like, but I believe
we are getting stimulation from a lot of sources.

President Johnson, you know as well as I, was not a patient man
when it came to meeting his information requirements, and he gave
us a good shot in the arm on this.

Mr. Brooks. You are stating that kindly, I remember. I have
worked with a lot of Bureau of the Budget Directors, as you know, and
I used to meet them when they were sworn in and tell them that I
wanted them to get with it, with that bill, and get with it in the
Bureau, and I have just visited just casually with your new boss.

I hope that he has taken this to heart and is fully cognizant, and
that he is prepared to work on this report which you have made.
I think it is important that the general in charge understand, or those
privates are not going to be able to operate too well.

Mr. Hucags. He certainly does, Mr. Chairman. He is aware of the
effort, the various efforts that the Bureau is making and has had
occasion to review very carefully the McKinsey contract work. Also,
he has a substantial background in a very large bank which was a
heavy user of computer equipment for a variety of purposes, including
management purposes.

Mr. Brooks. And I hope that his effort to cut the Public Works
projects will not deter him from going ahead and asking for all of the
money that is required for Mr. Haase and Mr. Cunningham and for
you to implement the progress you all are making and need to be
making in the Bureau. I think it would be foolish economy to be
reluctant to request and to approve in the Bureau of the Budget
for your own purposes all of the money and all of the personnel that
you need. This is going to save billions of dollars if you all can get
it set up, and the longer we delay the more the cost is going to be.

Mr. Hucugs. That is correct, and we share your view.

Mr. Brooks. Now, as I understand it, you are working on a hard
core system that will provide a continuously updated version of what
the budget is. Is that correct?
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Mr. Hucags. That is correct, and I tried to describe this ‘“rolling
budget” process in my prepared statement. Again, it is not an easy
thing to do because of the range of the input and the range of the
users. At some point in this system definition process, as we relate to
the Congress, we will come up against the question of who should
get what information, but I

Mr. Brooks. Well, that is a problem between the executive and
legislative. We cannot resolve that here. I want to encourage Elmer
to get it out of you.

Mr. Hucugs. Fair enough. I do not see that problem as any more
acute with the system probably than without it. It is here all the
time, and we live with it, and are able to work one way or another to
deal with it.

Mr. Brooks. What is the relation of the Mc¢Kinsey recommenda-
tion to the development of this basic system? And we will include
this 16-page synopsis that you furnished us in the record.

(See app. A, p. 45.)

Mr. HucuEs. Perhaps we rest pretty largely on that synopsis as
reflecting the nature of the effort, Mr. Chairman. The one thing that
I would like to emphasize is the very difficult nature, but the funda-
mental importance of the concept on the one hand, and the system
for classification of information on the other. When we are trying to
deal on a Government-wide basis, this is a very difficult problem.

Mr. Brooxs. Terminology is your problem?

Mr. HucuEes. Terminology, and communications is the problem we
are struggling with. Mr. Hicks mentioned the Catalog of Federal
Assistance Programs and Congressman Roth’s criticism of it. T think
the fundamental question there is how the Federal Government should
be divided up into program categories, and ‘“boxes” for various funda-
mental purposes. We need to work with Mr. Staats, the agencies, and
I am sure directly with the Congress from time to time on that
problem.

Mr. Brooks. In your testimony you mentioned several additional
projects. Would either you or your staff wish to elaborate on any of
these projects as they affect the basic availability of budget data?

Mr. Hucrazs. I do not think we need to elaborate, Mr. Chairman.
We could furnish some material for the record with respect to the
oeneral question which Mr. Reid raised of availability of data to the
Congress. 1 think some of the problem here, not all of it, but at least
some of it, rests in the fact that data is frequently not available
anywhere or sometimes it is not available in time to be really helpful.
One of the objectives of the management information system, whether
looked at from the executive branch or the congressional standpoint,
must be to speed up the flow of information, and in one way or another
make significant information available earlier.

Mr. Brooks. Would you review for us the time phasing that you
contemplate in the development of these various systems?

And as an example, when will Congress have available through the
Bureau of the Budget up-to-date information as to budget changes?
B Mr. Hucugs. Well, forecasting in this area we have found hazardous,

ut

Mr. Brooxs. To say the least.

Mr. HucHEs (continuing). But we regard the effort we are engaged
in as a long-range effort. To some extent the results appear without
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anybody actually realizing it. I cite again our struggle with the budget
last fall. It probably buys me no credit, but we just could not have met
the budget schedule had it not been for advances we had made, so
some of the results are flowing out now.

The catalog of Government programs, whether it meets all of the
requirements of the Congress and the executive branch or not, repre-
sents a gain over the situation a year or two ago.

The data on the geographic distribution of Federal expenditures,
again, needs significant improvement, and we are working on it all of
the time. But that is a product really of detailed budget analysis,
statistical techniques and information handling processes, which could
not be made available were it not for the machinery that we have.

As far as looking forward to the rolling budget and a kind of a con-
tinuing capability to plug into the system and find out where we stand,
I think that s off 2, 3, or 4 years. The timing is dependent upon on how
detailed a system we try to establish, what sort of a cost cut is built
into it, and how much luck we have in wrestling with problems that we
do not fully understand.

The fundamental problem, again, here is this classification problem,
very difficult.

Mr. Brooks. Will this data be on a program budgeting basis?

Mr. Huewes. It will, Mr. Chairman. We are, I think, devoted, I
think that is the right word, and we are convinced that program bud-
geting is the fundamental system. However, we will need to maintain
some of the crosscutting types of information that have been available
on the more traditional appropriation budgeting basis.

Mr. Brooks. You will still have the classification problem within
program budgeting?

Mr. Hucrgs. That is right. Part of the classification problem
results from the need for various types of crosscutting classifications.
You can see, if you divide the Government into 500 programs and
need 500 crosscutting slices in order to meet these other kinds of prob-
lems, you have a volume of data to manipulate vastly greater than if
we can reduce the number of cross-tabulations.

Mr. Brooxs. If this is so, will the funds allocated to the various
programs be broken down under any further subcategories such as the
traditional appropriation classifications as reflected in our survey hear-
ings last year?

Mr. HucrEes. Yes; traditional appropriation cuts certainly will be
provided, Mr. Chairman, and I see no way, even at the present time,
of fulfilling all individuals’ needs with only one fundamental classifi-
cation system. We are just going to have to structure our system so
that we can put this data together in different kinds of program pack-
ages, depending on the need. The specific cuts of information to be
included in the system are still under consideration.

Mr. Brooks. Would you describe the progress the Bureau is making
in developing an effective data base in the various departments and
agencies in our Government?

For example, how many departments furnish you budget informa-
tion in computerized form?

Mr. Hucues. The answer to that question is relatively simple,
Mr. Chairman, and somewhat disappointing.

Mr. Brooks. I will bet.
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Mr. Huenes. It is none, basically. We have more capability of
receiving this kind of information at the present time, but the agencies
by and large do not have the capability of giving us data in that form.

(Mr. Hughes subsequently supplied the following for the record:)

Bureau of the Budget Circular No. A-11, comprising the instructions for
preparation of the annual budget, provides, in section 11.1: ‘“* * agencies
having computer capability are encouraged to provide certain budget data in
the form of input to the Bureau’s computer operation. Bureau of the Budget
staff should be consulted concerning the detail of the Bureau’s requirements.”

Mr. HueHEs. So that 1 will not be misunderstood, we could in some
circumstances, and 1 believe have from time to time in the past,
received pieces of information from the agencies in punchcard form
or in tape form, but for the most part what they have to do is, in a
sense, some of our work. They are simply doing the punching, the key
punching of the data that we would otherwise be doing, and that is
not—that is not the desirable way to do the business. The data ought
to come out of their machine and into ours in some fashion.

Mr. Brooks. Now, this is going to be one of the problems, Mr.
Hughes. In the Bureau of the Budget you have the authority to reason
with the agencies. You know, just before you cut this out of their
budget, eliminate this or that item, you just tell them, ‘“This is very
touchy now, you know, and we have a little trouble getting all of these
things done.”

You know how to reason with them, you have been down there
long enough, and they have got to be aware of the urgency of preparing
that information for you. They need to comply here.

Mr. HucaEs. You are correct, Mr. Chairman. There is a funda-
mental need to get this data converted to a form where it can be
transmitted and translated without human hands, so to speak, or
without the use of a pencil or from within an agency and from one need
to another.

Mr. Brooks. Now, your present capability, as well as that antici-
pated, is based upon an obligation rather than a cash basis. Is that
correct?

Mr. HucaEs. We have got to keep track of both obligations and
cash. Particularly, as long as we are under congressional lexpenditure
limitations, so that we have got to work both sides of that street.

Mr. Brooks. Of course, if you had real computer capability it
would not be necessary for either Congress or the executive to put
arbitrary limitations on the budget as a whole. That, I think, is a
hatchet approach to running the Government—the executive, or the
Congress putting a percentage decrease on everything. That is not
responsive to the needs of the public.

It is dangerous, actually, from the standpoint of efficient operation
in Government, and I am thinking if you can get this capability at the
Bureau of the Budget it will give the executive an opportunity to
make whatever adjustments in the budget that are required by
income or by other changing circumstances within the economy.

Mr. Hucaes. Well, certainly one of the big and sensitive concerns
for us in the executive, and I am sure for the Congress as well, is to
develop better information handling capabilities that should enable
us to do better budgeting and better program management, and that
is built in or is common to all of the agencies, the Bureau, and the
Congress.
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Mr. Brooxks. That is right. Now, what is the Bureau doing, Mr.
Hughes, to inject the necessary computer discipline in the development
of compatible standardized accounting systems for the Government
as a whole? 3 :

Mr. Hucars. Well, I think Mr. Cunningham might wish to talk
to that. We have initiated a number of efforts within the executive
branch to standardize the languages used in computers and to enable
one agency and one machine thereby to talk and to communicate
with another machine. This is part of the problem, of course, of our
receiving budget data in machine processable form.

Joe, would you like to comment?

Mr. Cux~iNeHAM. Yes. There are other aspects of the problem of
integrating data that have been pursued, aspects that the committee
and the staff are aware of, under Public Law 89-306. For example,
the President approved the adoption of standards for recording data
last year that will facilitate the interchange of data among computer
installations. ' ]

These and other standards will be used in the modification and de-
velopment of all kinds of systems throughout the Government. There
are standards, for example, in a register now published by the Bureau
of Standards which standardize certain nomenclature so that specific
data that is used is identified uniformly in all data systems. 0

Mr. Brooks. The same terminology problem as in classification.

Mr. Cun~iNGgHAM. Yes, the manual 1s now being published but 1t is
a continuing program and will go on indefinitely.

Mr. Brooks. Have you had Mr. Haase operating in that same area
of trying to set up standard accounting systems in the systems design?

Mr. Hucaes. Mr. Haase and others, both in and out of the Bureau,
Mr. Chairman, as far as the accounting side of the problem is con-
cerned. o

Following the work of the first Hoover Commission, the Congress
enacted the Budget and Accounting Procedures Act of 1950, which
replaced the old concept of a uniform accounting system for the diverse
agencies of the Government with the concept of separate accounting
systems designed to meet the specific needs of each agency, but n
conformance with ‘“principles, standards, and related requirsments
prescribed by the Comptroller General of the United States. The
agency accounting systems must also, under the law, provide ﬁnancu,zl
information required by the Bureau of the Budget. The Bureau’s
contribution to standardized accounting therefore is not in the pre-
seription of a single, rigid system for all agencies, but in the deter-
mination of the uniform types of data needed from all agencies to
carry out the Bureau’s functions. ) .

Of course, it is a fundamental requirement of management infor-
mation that it be standardized in the sense that it is manipulatable
and understood to a wide range of users. Now, through our manage-
ment information system effort and through our participation in the
financial management program with Treasury and GAO, we are
struggling with the accounting problem which is a basic part of the
whole management information problem.

Mr. Brooks. Yes, and do you anticipate any problem, or any
unusual difficulty with the Comptroller General in your efforts along
this line?
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Mr. Hugngs. If we cannot get along with Mr. Staats, Mr. Brooks,
we are in real trouble. If anybody ought to understand our problem,
he should, out of his experience in the executive branch, and I cer-
tainly have not experienced any difficulty thus far, and do not expect
any.

Mr. Brooxks. I think one of our problems is he is a little too sym-
pathetic to yours.

Mr. Hugags. I will withdraw that comment.

Mr. Brooks. You fully understand, then, that the full responsi-
bility for design of the information system remains with the Bureau
of the Budget?

Mr. Huengs. You are speaking of a system that would be estab-
lished under the terms of the bill?

Mr. Brooxs. That is right.

Mr. Huengs. I think basically that is right. I think the Comptroller
General used the term “primary responsibility,” and I would feel a
little more comfortable with that, because we do have cooperative
relationships with him.

Mr. Brooks. I understand, but really the buck is going to stop
with the Bureau of the Budget because the GAO does not have the
clout to encourage the agency sufficiently, and you do. You know,
you can tell them, this is the way we are going to do it, and they can
complain, but who do they complain to? The President? And then he
asks Mr. Mayo, “Well, did you tell them that?”

And he says, “Yes, this 1s in accordance with your requirements
and desires,” and they are blocked—one, two, three—just like that.

Mr. Huengs. Certainly, Mr. Chairman, I can accept full responsibil-
ity. I simply refer to the fact that we have got to work with the
Comptroller General and with the Congress on that design, and
regardless of our persuasive capacity we do not always find the agencies
persuaded as soon as we wish they were.

Mr. Brooxks. Some of them have a tendency to forget after their
budget is approved. You ought to keep a list of those, because they
also always come back next year. They are the kind that you really
want to take care of next time around, and I will be delighted to help.
It appeals to me, you know.

Do you believe that there would be any significant compromises of a
technical sense that will have to be made in the Bureau’s system in
order to provide the capabilities that the Congress will require?

Mr. Hucrges. I am not a technician in this business, but from the
education that I have had, Mr. Chairman, I do not really see any
problem of that sort. I think the problems are of a policy nature, and
not a technical nature. Would you agree with that, Joe?

Mr. Con~NingHAM. I think so. The technical problems, as I men-
tioned a few minutes ago, we—and the Comptroller General—are
well aware of and we are trying to solve these technical problems.
We do not find complete cooperation from all interested parties in
solving them. It is a slow process, but we are getting there. I do not
see that there are any unsurmountable technical problems.

Mr. Brooks. Do you foresee any problems arising out of the concept
of the Executive privilege?

Mr. Hugurs. Well, I think that the shortest and the simplest way
to answer that, Mr. Chairman, is to say no new problems there. We
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are now, one way or the other, working with the Congress on providing
information.

Mzr. Brooks. We have only a couple of more questions. What cost
estimates are presently available and what cost projection can you
make on any reliable basis for the work that is being done on these
various systems? § : _

Mr. Hucnes. Well, I think any cost estimate really is speculation
at this point. Mr. Haase, Joe and I and others have talked about this,
and we have a figure that scares us a little bit. They tell me something
like $4 to $6 million development cost is in the ball park here.

Mr. Brooks. What is the total budget figure this year, $200
billion?

Mr. HugaEes. In round numbers, that will do it.

Mr. Brooks. Of that magnitude. That is one of those words.
$4 to $6 million.

Mr. Hucues. It is not a big number, Mr. Chairman, and I do not
think it is big enough, frankly. If we had to gather all of the pieces
that will have to go into this thing, by the time we are through, it
will take substantial funds, I mean, in the millions or tens of millions,
to do this job. s

Mr. Brooks. And it has a potential savings of billions?

Mr. HucHEs. Yes, certainly the expenditures not only are worth
it, they are essential. ] _

Mr. Brooks. You cannot even make it, can you, without it?

Mr. Hucaes. I do not believe we can over the long run, Mr.
Chairman.

Mr. Brooks. It must have been interesting, Mr. Hughes, that you
all played a surtax both ways, and it must have been a real test of
computer capability, I mean just in that instance, and also the people.

Mr. Hucaes. I am glad you included the people.

Mr. Brooks. Now, I want to say one thing further. I hope that
when we get the record back that if there is any additional factual
information that you could add to any of these answers, Mr. Hughes,
that you would add that to your answers so that we can fit them in
and 1t will give us the best response we could get to the questions
that we proposed. _

Mr. Hucnes. I will certainly be glad to do that, Mr. Chairman.

Mr. Brooks. Mr. Moorhead, do you have any questions, sir?

Mr. MooruEAD. Just two, Mr. Chairman.

First, Mr. Hughes, I am pleased that you remembered that I was
interested in your giving a hard look at the military budget in this
connection. You said that there were 4300 computers in Government.
How many of those are in the Department of Defense, in the military?

Mr. CunNiNGHAM. About 60 percent.

Mr. MooruEAD. Sixty percent? Now, looking way down the road,
do you envisage a system where the agencies would put their informa-
tion irtto their machines which would translite to your computers,
and then up here on the Hill there would be also machines that could
tap into your machine, or into the agency, or both?

Mr. Hugrgs. Conceivably both, Mr. Moorhead. This is one of the
problems, you know, and this is part of a conceptualized system that
we have. I am not clear on how this should go. Part of the problem
here, of course, is what information should flow to the Congress, and
there has been a good deal of talk about that.
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I think it is worth saying that the problem arises here when we
move from fact to information to speculation, judgments or work
papers of some sort with respect to the factual data. It may be that
it will only happen kicking and screaming as the chairman suggested,
but it seems to me basically that information, historical data, facts
with respect to programs and program accomplishments insofar as
we can measure that data, should flow to the Congress.

They need it to do their work. The difficulty starts to arise, I think,
when you are talking about forecasts on such things as what will be
the program level next year in a given area, what is the expected
workload, how many beneficiaries are going to be benefited, and those
are only some of the simple items.

But, they begin to pose policy questions, because a forecast is in a
sense a policy statement and it starts to raise all kinds of questions.
They raise policy questions and political questions, in the best sense
of that term, as to what an administration intends to do. It is in that
area where we start to get into difficulty.

But, to answer your question, I think that rather than a single
kind of monolithic system, we have been thinking of individual agency
systems so designed that they can be integrated, and that they are
compatible, one with another. Some data can flow from the individual
systems to one point, perhaps, for Presidential or Executive Office
use, and then from that point to the Congress. In some areas, infor-
mation could flow directly from the agencies to the Congress.

Computers are fast, but whether you want all data to come up
through the system and back to the Congress, I do not know. I doubt
it offhand. If we can solve the problem of what data should flow ade-

uately——
3 Ml“yMOORHEAD. The important thing I think is that we must be
compatible on both ends of Pennsylvania Avenue.

Mr. HugrEes. That is correct. And it gets again to this tough
classification question, making sure that you know what we are talking
about in a given program, and vice versa, what we are talking about
and right now the world is not nearly that simple. We are not used to
dealing in such clearly designed and precise terms.

Mr. MooruaEAD. We have serious subdivisions of the Congress
working independently of each other, and maybe we cannot even
communicate up here.

Mr. HugnEs. I pass.

Mr. MooruEAD. That is my statement, it was not intended as a
question.

Thank you, Mr. Chairman.

Mr. Brooxs. Mr. Buchanan?

Mr. BucaanaN. Thank you, Mr. Chairman.

I certainly appreciate both your work and your performance here
today, and I am particularly interested in your statement on page 13.
“However, computer systems are only as good as the data fed into
them.” and I might paraphrase and say, decisions of Congress are
only as good as the information upon which they are based, and for
this reason, of course, I think this information is very much in order.

Mr. Hucass. I think that is a very important point, Mr. Buchanan,
and one of the things contesters are doing is making us aware of the
inadequacy of data, and I include data in the budget in that area.
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We have not had the manpower, let alone the time to do the cross-
referencing necessary in a budget document to make sure that every-
thing adds up. The computer has enabled us to apply new techniques
which have assured a better, a more refined, more accurate final
product.

The same thing is true in the geographic distribution business.
That data first time around was not all that it ought to have been.
I am understating the case somewhat.

Mr. Bucaanan. What is your personnel complement in the Office
of Management in BOB, and how many would be involved in the
development of the computer capability?

Mr. Hueres. Mr. Haase, our management information systems
man, has a total of eight that are loud and clear in this business, and
we are detailing three others at the present time, and borrowing some
additional part-time help.

We are, also, using some of our persuasive ability to get computer
time and computer expertise from other agencies as well, and ob-
viously in this area, as in many others, we are drawing in the budget
analysts representing particular program areas where their expertise is
important.

But, I would say, 11 is a pretty good approximation of the present
manpower on this business within the Bureau.

Mr. Bucaanan. I see. Well, in connection with your statement on
the four million scaring you a little, I hope it will not scare you too
much, because it is conceivable that hundreds of millions of dollars or
billions even could be saved through the implementation or continued
implementation of this.

Mr. HucrEs. We agree, and we are seeking more of the same kind
from your Appropriations Subcommittee, and if any of you gentlemen
would like to put in a word, we would be appreciative.

Mr. Bucaanan. That would be very much in order.

Mr. Brooks. Thank you very much, Mr. Buchanan. I have just
one further question of you, would your General Counsel give us a reply
or a judgment, rather, on whether 1t is necessary to authorize expendi-
tures in departments and agencies to comply with data requests by
the GAO?

Mr. Hugaes. I will.

Mr. Brooks. My recommendation, my feeling is, of course, that it
is an ordinary requirement of the departments and agencies, and they
do not need any special request, they just need the money to do it,
and need to get with it as with any other request from GAO, but I
would like to have the counsel for the Bureau of the Budget give us
such a statement.

Mr. Hucaes. Would you object if we worked with the GAO on
this and talked with them about their needs as they see it?

The reason I asked the question

Mr. Brooxks. Find out. They had some question about it but they
are supercautious, as you know.

Mr. Hucues. We are a little bit that way, too.

Mr. Brooks. You are not as cautious as they are, I know that.

Mr. HucsEgs. One of the points that we had in mind with respect
to the bill was the possibility of some indication of the sort that
Elmer, Mr. Staats, talked about.
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Mzr. Brooxks. Of course, my feeling is the agencies are not going to
be doing their jobs unless they have that capability, period. I would
appreciate that.

(Subsequently, Mr. Hughes submitted the following information:)

The General Accounting Office, in the audit and settlement of accounts, makes
the ultimate decision as to the purposes for which appropriations are available.
Consequently, the Bureau of the Budget would defer to the Comptroller General
as to whether agencies could use their appropriations to pay the cost of supplying
information which the Comptroller General might request to enable him to carry
out his duties under section 312 of the Budget and Accounting Act, as that section
would be amended by H.R. 404.

However, the General Counsel of the Bureau of the Budget observes that
section 313 of the Budget and Accounting Act already contains a requirement that
agencies ‘‘shall furnish to the Comptroller General such information regarding the
powers, duties, activities, organization, financial transactions, and methods of
business of their respective offices as he may from time to time require of them”.
He believes that section 313 contains ample authority for using any appropriations
which may be available generally for an agency’s necessary expenses to pay the
cost of furnishing information which the Comptroller General might request
under the provisions of the pending bill.

In any event, the Bureau of the Budget would recommend that any provision
dealing with this matter be in the form of an amendment to section 313, rather than
in the form of a general authorization for appropriations to all agencies for carrying
out the purposes of the bill; the latter approach might have the unfortunate effect
of requiring specific amendments to the appropriation language for each agency of
the Government.

Mr. Brooks. Are there any other questions?

(No response.)

Mr. Brooks. Well, gentlemen, I thank you very much, and I
appreciate your coming down, Mr. Hughes.

Mr. Hugres. Thank you, Mr. Chairman.

Mr. Brooxks. It is always a pleasure to do business with you.

The committee is adjourned, subject to the call of the Chair.

(Whereupon, at 12:35 p.m., the committee adjourned, subject to
the call of the Chair.)

APPENDIX A.—STRENGTHENING PLANNING, PROGRAMING, AND BUDGET-
ING IN THE BUREAU oF THE BunceT—A STUDY BRIEFING

(A Synopsis of the McKinsey & Co. Study Effort)

To better fulfill its role as a principal staff arm of the President, and to set
the tone for analytic and information support to decisionmaking throughout the
Federal Government, BOB, over the years, has fostered the development of im-
proved management tools—appropriation budgeting, program budgeting, and,
most recently, program planning.

Typically, these new tools have supplemented, but have not replaced one an-
other. Thus, while individually needed for effective decisionmaking, together
they have produced a complex, cumbersome, and weakly integrated process.

This study, which is another step in the evolution toward improved decision-
making in the Federal Government, is aimed largely at welding existing tools
into a more responsive, effectively functioning whole.

The purpose of this meeting is to present the results of our work to date,
covering in turn:

1. The background and status of the study ;

2. Our frame of reference;

3. Study recommendations;

4. Implication of those recommendations for the road ahead.

STUDY BACKGROUND AND STATUS

BOB conceived of this study in two broad phases—concept development and
system design—covering in total a 20-month period. We are now at the 75-percent
mark of the first phase. To date, we have—

1. Conducted several hundred factfinding and followup interviews;

2. Performed indepth analyses and preliminary tests of our concepts in
nine selected bureaus;

3. Submitted two major progress reports:

(@) In December, outlining high-leverage improvement opportunities
and, in light of these, future study direction—which was generally
endorsed ;

(b) In February, blocking out the basic approach we recommend to
solving the problems identified.

At the present time, we are—

1. Reviewing our recommendations within BOB and among the agencies;

2. Resolving key issues raised by these reviews;

3. Developing plans for the upcoming design phase, including a rough cut
estimate of its timing and costs.

STUDY FRAME OF REFERENCE

In undertaking this study, we all recognized that—

1. We would be grappling with hard problems of long standing, but prob-
lems which must be met in light of mounting national needs and increasingly
limited resources;

2. Our recommendations would only be a start down a long, tough road.

To keep this study on target, dealing as it does with an impressive array of
problems and issues, we have consistently moved toward two basic goals:

1. Improve the quality of BOB support to the total Presidential decision-
making process;

2. Produce workable results, not only in theory but, more importantly, in
practice.

(45)
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SUPPORTING BOB'S ROLE

It goes without saying that the total Presidential decisionmaking process is
immensely important and incredibly complex, and that BOB is only one element
in this process.

However, BOB is a very significant element, for it—

1. Assists in estimating available resources (beyond study scope) :

2. Provides analytic support to establishing goals, setting priorities, and
resolving major policy issues;

3. Helps guide agency program planning and development ;

4. Is the central staff for balancing agency plans and programs within
Presidential priorities and economic constraints;

5. Examines agency programs both individually and across agency lines
to spot program gaps and redundancies;

6. Monitors program funding and execution, adjusting programs, and
funding where necessary.

In this study our focus has been on these key BOB functions in the total de-
cisionmaking process, and our purpose has been to develop an approach for
performing these functions more effectively.

In time this approach must be “fit” with the other elements in the process (the
White House and Congress). To date, however, we have restricted our work to
BOB and the several agencies.

PRODUCING PRACTICAL RESULTS

In formulating our recommendations, we have aimed at following five basic
guidelines :
1. Build on sound prior developments, avoiding still another “new” system ;
2. Root recommendations in the real world. For example, our proposed
approach to resolving the “crosswalk” problem is to return to the touchstone
of the individual operating program responsibly managed by a single agency ;
3. Avoid doctrinaire answers. Thus, we have retreated for now from a
Government-wide program structure or a frontal assault on the appropria-
tion structure;
4. Recognize there are a few general answers, but mainly specific remedies ;
thus, our approach to levying information requirements is a case-by-case one.
5. While recognizing that Presidential decisionmaking cannot and never
should be routine, develop an approach that will adequately orchestrate the
many process steps, the different analytic cuts, the many management disci-
plines, and the several parties at interest.

RECOMMENDATIONS FOR MEETING BOB DECISIONMAKING NEEDS

Our goal in this study has been to assist BOB in performing more effectively
its principal functions—listed above—as a key staff arm of the President. To per-
form these functions well in the demanding and complex Federal environment,
we believe BOB must build a process that :

1. Is capable of guiding program planning and budgeting through a series
of successive approximations—from the earliest issue analysis to the final
expenditure ;

2. Maintains a cross-agency, goal-oriented view of the total program and
budget in order to:

(a) Help define and apply Presidential goals and priorities;
(b) Pinpoint program gaps and duplication ;

3. Views the total program and budget in several frames of reference—
each responsive to the legitimate needs of the many parties at interest ;

4. Can move readily among these different frames of reference, and always
back to the individual agency operating program ;

5. Has quickly available the relevant data for decisionmaking ;

6. Is practical to operate and maintain.

To meet these needs, we have targeted on six major opportunities for im-
proving BOB’s ability to play its role effectively.

1. Although the overall process contains all the essential steps, more
substance can be given to some key steps and the whole process better
integrated ;

2. BOB’s ability to aggregate and analyze the total program and budget
across agency lines can be strengthened ;
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3. ngor structural gaps, overlaps, and confusion, which exists because
the varied—but valid—bases for review are not meshed, should be cleared up;
‘f' A program for obtaining essential information should be undertaken;
5. BQB should build the capability to manipulate available data efficiently
and quickly ; and
6. The wh_ole system, once pulled together, can be simplified.
In the following sections, we briefly discuss each improvement opportunity.

STRENGTHENING AND LINKING INDIVIDUAL STEPS

The basic mechanism for planning, programming i i
St prog g, budgeting, and execution

1. Priorities are set ;

2. Major issues are identified, analyzed, and finally resolved ;

3. The budget begins to take shape in the spring;

:1. Programs are reviewed and a budget is produced; and

59 Fuuds.are appropriated and apportioned, and programs are monitored.
Notwithstanding key early steps lack the real substance needed to formulate
goals and begin to shape the total program.

1. There are too many issues, often of marginal interest, typically poorly
analyzed, and often submitted too late to be of practical value. ’

2. The key spring preview step—

(@) Lacks solid input, beyond late and inadequate issue analysis (for
example, agency plans) ;
3 fl b) Does not systematically take a cross agency view of the program ;
n
(¢) Produces only spotty programmatic guidance to set up subsequent
budget formulation.
Furthermore, the individual steps lack the integration and followthrough
needed to carry initial planning through succeeding steps.
1. The issue process is not disciplined to insure that—
(a) Timely, high quality results are obtained ; and
(b) Continuing relevance of individual issues is maintained.

2. The capability is limited to carry forward major decisions in cross-
agency terms from spring preview to Director’s review, and beyond.

3. There is only a limited capability to keep the program and budget up-
dated as decisions are made, legislation is enacted, changes occur, and pro-
grams are executed.

To meet these needs, we have proposed a significant strengthening of key early
process steps.

18 ‘The issue process should be made more relevant to Presidential decision-
making needs by—

(@) Building the Director more intimately into the issue identification
process to insure all key issues—but only key issues—are captured ;

(b) Working with the agencies more closely to agree on analytic ap-
proaches, required results, and practical timetables -

(c) Starting the process sooner, targeting it on spring preview.

2. Spring preview should be upgraded into a more substantive program

decision point— 7
(a) To t_he extent possible, get resolution of major policy issues;
(b) Review present and proposed programs across agency lines;
(¢) Produce better programmatic guidance. }
To better link together the whole process, we recomend that BOB—

1. Install an issue-tracking system to insure not only that analyses are per-
f(})lrmed in time but also that the issues are updated as external conditions
change;

2. Use spring preview to make the transition from lanning gui
for budget formulation, setting the stage for Director’s rgview s b i
3 3. Support the entire process with a “rolling” information system captur-
ing decisions and changes as they are made, and reflecting program execution
as it proceeds.

POSITIONING THE TOTAL PROGRAM

.At each step of the process, BOB requires a cross-agency, goal-oriented over-

view of the total program and budget to aid the Director and his top staff in—

1. Formulating feasible goals and reasonable priorities at early planning
stages;
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2. Developing longrun policies aimed at reshaping the program over time;

3. Pinpointing options for redirecting outlays and authority in line with
Presidential desires, both for budget formulation and subsequent reexamina-
tions;

4. To highlight program gaps and duplication throughout.

To get this analytic overview of the whole, BOB requires—

1. The ability to aggregate individual programs in functional and other
goal-oriented ways;

2. Information on program status, constraints, and out-year trends;

3. Visibility into the performance of the individual operating programs that
comprise the functional and other aggregates;

4. Adequate analytic support.

Although progress toward developing this capability is being made, BOB’s
present capacity for achieving this overview is limited :

1. Only part of the budget is now presented in aggregate terms, and
analysis is incomplete ;

2. The ability to aggregate program data is severely restricted ;

3. Program data is partly out of phase with need (e.g., commitment pro-
jections on PFP), or missing entirely.

To build this capability, we have recommended that—

1. BOB start viewing the budget in functional aggregates, recognizing
this structure will evolve with use;

2. BOB’s staff analytic capability be aimed toward providing more com-
plete support;

3. Information sources (e.g., PFP) be restructured to collect more useful
data on financial status, statutory status, and selective outyear trends;

4. Build the information processing capability—as information becomes
available—to aggregate the budget in other ways that will aid in applying
Presidential priorities and constraints.

The use of a functional structure in BOB is widely misinterpreted :

1. Some view it as another structure to be imposed on agencies—which it
is not;

2. But others view it as backing away from a Government-wide program
structure that should be imposed on the agencies; we do in fact recommend
against this move for the foreseeable future.

MEETING MULTIPLE REVIEW REQUIREMENTS

The existing inability to move smoothly among the varied—but valid—views of
the budget has produced an intolerable situation :

1. Gaps, overlaps, and confusion permeate attempts to relate these struc-
tures (e.g., PPB, appropriation, functional) ;

2. Not only is it costly in terms of waste motion, but this confusion also
erodes the ability of individual examiners to focus on the quality of individual
programs, and of the Director to obtain meaningful aggregate data.

The missing link that relates these structures is the individual agency op-
erating program:

1. Operating (or ‘“entity”) programs are the real world of the Federal
budget—the only things that actually consume resources, produce results,
and embody work activities under responsible agency management control ;

2. Trying to solve the ‘“crosswalk” problem without starting from this
touchstone is to move from structure to structure without ever passing
through the real world.

This concept is not foreign to BOB or agency operations today; our examina-
tion of nine agencies shows that—

1. Examiners in fact target on operating programs, largely informally, in
seven of the nine agencies ;

2. Most agency information systems start at the program level.

Although the operating program is a natural starting point for building ag-
gregations, the fact is that neither agency PPB nor appropriation structures em-
body these programs explicitly.

1. Only one agency defined more than half of its entity programs in its
PPB structure;

2. Only five defined more than half of its programs in their appropriation
structures.
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We recommend BOB undertake a positive program to bring order to this
situation:
1. Identify the entity programs;
2. Imbed them in agency PPB structures;
3. Take the lead in simplifying needlessly complex funding arrangements;
4. Base its own information system on these building blocks.
Reconciling these struetural problems is not an insurmountable task; our
recommended approach—
1. Is straightforward, based on the real world of operating programs;
2. Is not costly in terms of the benefits to be reaped; we estimate a BOB
investment of 84 man-months to cover the entire Government ;
3. Offers a balanced, fact-founded approach to Congress for modifying
appropriation structures.

CLOSING THE INFORMATION GAP

There is a generally recognized need for better information at BOB, especially
on program outputs and benefits, recipient characteristics, and even some work
activity measures.

But the job of closing this gap—a job independent of any system BOB adopts—
is the task of many years. Thus, what is needed now is a reasonable structure
for identifying data needs and for meeting them at minimum cost.

We believe that our recommendations provide this framework; within it,
BOB can:

1. Pin down specific needs for specific programs—avoiding the pitfal of a
general call for data ;

2. Apply uniform requirements to satisfy BOB aggregates;

3. Apply sensible cost-value judgments to individual data requirements.

BUILDING AN INFORMATION PROCESSING CAPABILITY

As BOB acquires the data and information building blocks it needs, an internal
information processing capability—probably computer based—must be built.
At this stage of the study, we have outlined the concept of a system aimed at—
1. Maintaining “rolling” files;
2. Aggregating program data for the Director and his staff;
3. Cutting the clerical load, especially during budget preparation.
We see this capability being built from sound work started last year by the
MIS staff.
1. Refining last year’s system ;
2. Building a rolling appropriation file this year;
3. Designing the balance of the system as experience is gained.

SIMPLIFYING THE PRESENT SYSTEM

Overtime, system has been grafted to system to produce excessive complexity.
In addition to buttressing the basic decision process and information system,
our recommendations aim at simplifying them. For example:
1. Substantial simplification will be attained by clearing up the “cross-
walk” problem ;
2. The A-11 and 68-9 procedures will be consolidated ;
3. The PFP will be simplified and restructured to provide less, but more
useful data;
4. The number of issue analyses will be reduced to cover only key issues;
5. Some special analysis submissions will be dropped;
6. Computer support will be provided to free up BOB personnel from
clerical duties.

THE RoAD AHEAD

We recognize that the recommended approach is not a quick answer to the
long accumulation of problems. It will require a long term, sustained executive
commitment to—

1. Discipline process, particularly in its early pace-setting steps;

2. Evolve new analytic dimensions (for example, functional analyses) ;

3. Take the lead in defining entity programs and modifying PPB and
appropriation structures;
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4. Define and satisfy information requirements ;
5. Marshall the resources required to carry out the program.
To make this commitment move ahead along the path we have proposed, based
on comments we have received, these questions must still be answered :
1.. I-s the process really responsive to BOB’s role in support of Presidential
decisionmaking particularly in the earlier “pace-setting” steps?
2. Can BOB move readily from functional analyses to agency guidance,
given the existing time pressures?
3. Can Spring Preview be sufficiently disciplined to produce the necessary
decisions and guidance?
4. Will entity programs constitute just another structure and require an-
other crosswalk?
5. Can the entity program concept be implemented at a reasonable cost?
6. Can information requirements be met at a reasonable cost?
In the next weeks, we will focus on—
1. Developing responses to these questions ;
2. Blocking out the plan for the second phase effort ;
3. Preparing our first phase final report.

Arpexpix B.—Acexcy ReporTs ox H.R. 404 : GENERAL ACCOUNTING

Orr1IcE—BUREAU OF THE BUDGET—GENERAL SERVICES ADMINISTRATION

COMPTROLLER GENERAL OF THE UNITED STATES,
Washington, D.C., February 20, 1969.
Hon. WirLLiaM L. DAWSON,
Chairman, Committee on Government Operations,
House of Representatives.

DEeAR MR. CHAIRMAN : Reference is made to your letter of January 14, 1969, re-
questing our comments on H.R. 404, entitled “a bill to amend the Budget and
Accounting Act, 1921, to direct the Comptroller General to establish information
and data processing systems and for other purposes.”

In introducing H.R. 404 on January 3, 1969, Congressman Brooks said that in
substance the provisions of the bill correspond to title II, entitled “Fiscal controls’
of the proposed Legislative Reorganization Act of 1968, with two exceptions. First,
rather than set forth explicit descriptions of the data to be submitted to the Con-
gress as provided in that proposed reorganization bill, this had been made a mat-
ter within the discretion of the President pro tempore of the Senate and the
Speaker of the House. Second, certain provisions are not included which relate
principally to committee procedures.

The purpose of the bill, as stated by Congressman Brooks, is to provide for
coordination with the executive branch in the development of one basic com-
patible data processing and information system to serve both the legislative and
executive branches of the Government in providing budgetary and appropriation
information. The Bureau of the Budget is in the initial stages of developing such
a system. For a part of that compatible system the bill would have the Comp-
troller General develop, establish, and maintain data processing and information
systems necessary for the effective and efficient fulfillment of the substantive re-

sponsibilities of the Congress as determined by the President pro tempore of the

Senate and the Speaker of the House. With reference to the other part of that
system the bill would have the Comptroller General cooperate with the Director
of the Bureau of the Budget in the development, establishment, and maintenance
of a standard data processing and information system for budgetary and fiscal
data for use of the Federal Government.

Congressman Brooks believes that there is a need, separate and apart for the
maintenance of an information system to support the budgetary and appropria-
tion cycle, for a legislative capability in advanced cost analysis techniques so that
the legislative branch can make its own cost evaluations and have the capability
to analyze those of the executive branch.

He also believes that there are other areas in which the Congress can effectively
and efficiently utilize modern information handling and data processing tech-
niques to provide congressional committees and individual members and their
staffs with immediate information on the status of legislation. The system used
could be extended to keep an index of the Congressional Record constantly and
immediately available, and for the storage of the entire United States Code, the
Statutes at Large and other similar data.

We are in full agreement with the purposes of the bill. It has been generally
recognized that the Congress has a real need for data processing and information
systems of its own in order to fulfill its responsibilities. As we understand the
provisions of H.R. 404 the data processing and information systems to be devel-
oped for the Congress would not duplicate the system presently being developed
by the Bureau of the Budget. The objective would be to develop a supplementary
system to serve the particular needs of Congress, yet compatible with the system.
being developed by the Bureau for budgetary and fiscal data.

With respect to section (f) (1) of the bill, which would direct the Comptroller
General to develop, establish, and maintain data processing and information
systems for the Congress, we have some question as to whether the Comptroller
General should be given these responsibilities. It may be that the development,
establishment, and maintenance of the system should be the responsibility of the
Congress itself in order that it could have complete control over the system and-
thus be assured that its needs will be fully served. However, if the Congress.
should decide that this task should be performed by the Comptroller General we-
will, of course, make every effort to carry out the responsibilities assigned.
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It should be understood that the development of the systems cont.emplatgd,
whether performed by the Comptroller General or by Congress itself, will require
considerable time. The development of the needs of Congress and its commlttegs
and the systems necessary to serve those needs will be a diﬁicult task. A_1§o, it
should be recognized that the costs will be significant. Considerable additional
funds over and above our present funding levels will be required if the General
Accounting Office is to do the job.

Subsection (f) (2) of the bill requires the Comptroller General to cooperate
with the Director of the Bureau of the Budget in the development, establishment,
and maintenance of a standard data processing and information system including
uniform classifications of programs, activities, receipts, costs, and expenditures,
as well as other necessary standards for budgetary and fiscal data for the use
of the Federal Government. We construe section 2 to mean that the primary
responsibility under the section is with the Director of the Budget but that the
Comptroller General will cooperate with the Director in an effort to see that the
needs of the Congress are met.

With regard to subsection (f)(3) we wish to call your attention to progress
already made toward establishing the capability in the General Accounting
Office to conduct and to analyze cost effectiveness studies. A Systems Analy_sis
Group was established in 1967 in our Office of Policy and Special Studies with
the responsibility to provide such capability and to provide leadership and policy
guidance in developing appropriate levels of this capability among our profes-
sional staff. ¢

The Systems Analysis Group has performed a substantial part of our review
under title II, section 201(2), of the Economic Opportunity Amendments of 1967
to determine the “extent to which such programs and activities achieve the ob-
jectives set forth in the relevant part or title of the Economic Opportunity Act of
1964 authorizing such programs or activities.”

We believe the actions already taken and the experience gained in actual
studies have prepared the General Accounting Office to provide an orderly growth
of this capability.

We recommend the deletion of subsection (g). We believe that the Comp-
troller General should retain the discretion and the flexibility to organize the
General Accounting Office in such a manner as he considers necessary to carry
out the duties which the legislation places upon him.

As previously stated we favor the purposes of this bill and we will make every
effort to fulfill such responsibilities as Congress may give us in this area.

Sincerely yours,
ELMER B. STAATS,
Comptroller General of the United States.

ExXECUTIVE OFFICE OF THE PRESIDENT,
BUREAU OF THE BUDGET,
Washington, D.C., April 2, 1969.
Hon. WiLrtaAM L. DAWSON,
Chairman, Committee on Government Operations,
Rayburn House Ofice Building, Washington, D.C.

DEAR MR. CHAIRMAN : This is in reply to your requests for comments on H.R.
404 and H.R. 5522, the purpose of which is “to amend the Budget and Accounting
Act, 1921, to direct the Comptroller General to establish information and data
processing systems, and for other purposes.”

Both bills would amend the Budget and Accounting Act, 1921, by requiring the
Comptroller General to provide the Congress with data processing and informa-
tion systems to meet the substantive responsibilities of the Congress. They would
also require him to have available in the General Accounting Office employees
qualified to conduct and analyze cost effectiveness studies at the request of com-
mittees of the Congress.

To the extent that these activities involve the collection and compilation of
factual data, as distinguished from the performing of analyses they would seem
to unnecessarily duplicate work which is being performed in the executive branch.
‘We understand the bills are intended to relate basically to activities of the legis-
lative branch, and that they are not intended to impose new rules or procedures
upon the executive branch. Whether the Congress needs to formalize arrange-
ments to provide such support and assistance is a matter for each House to decide
for itself, and one on which we do not believe it would be appropriate for us to
comment.
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Section 312(f) (2) would require the Comptroller General to cooperate with
the Director of the Bureau of the Budget in the development, establishment, and
maintenance of a standard data processing and information system for budgetary
and fiscal data for use of the Federal Government. We have customarily received
the full cooperation of the Comptroller General in respect of our work on such
matters and we would expect such cooperation to continue without the necessity
for enactment of such a provision. Further, we have considerable doubt as to the
wisdom of a provision which might inject the Comptroller General—an official
of the legislative branch—directly into the budgetary processes of the executive
branch. Subject to the normal qualifications regarding information in support of
budget requests which are still under consideration by the President, information
in the possession of the executive branch generally is available to the Congress,
or to the Comptroller General on its behalf, without the necessity for any specific
provision of the nature proposed in section 312 (£) (2).

If we can supply further information with respect to these measures, please
do not hesitate to call on us.

Sincerely yours,
‘WILFRED H. ROMMEL,
Assistant Director for Legislative Reference.

GENERAL SERVICES ADMINISTRATION,
Washington, D.C., April }, 1969.
Hon. WiLLiAM L. DAWSON,
Chairman, Committee on Government Operations,
House of Representatives,
Washington, D.C.

DeAR MR. CHAIRMAN. Your letter of February 11, 1969, requested the views
of the General Services Administration on H.R. 5522, 91st Congress, a bill “To
amend the Budget and Accounting Act, 1921, to direct the Comptroller General to
establish information and data processing systems, and for other purposes.”

The automatic data processing and information systems to be developed and
established by the Comptroller General under H.R. 5522 would be used for the
purpose of providing the Congress with data and information necessary for the
effective and efficient fulfillment of its substantive responsibilities as may be
determined by the President pro tempore of the Senate and Speaker of the House.
Additionally, the bill would require the Comptroller General to cooperate with the
Director of the Bureau of the Budget in the development, establishment, and
maintenance of a standard data processing and information system for budgetary
and fiscal data for use by the Federal Government.

GSA is responsible under section 111 of the Federal Property and Administra-
tive Services Act of 1949, as amended, to coordinate and provide for the economic
and efficient purchase, lease, and maintenance of automatic data processing equip-
ment (ADPE) by Federal agencies. The General Accounting Office is a Federal
agency as defined in section 3(b) of the Property Act. We do not believe that H.R.
5522 is intended to provide independent authority to GAO to acquire ADPE or
otherwise except GAO from the requirements of section 111 of the Act. However,
the language of the bill is not clear in this respect. For example, the language
of proposed new subsection (f) (5) of section 312 of the Budget and Accounting
Act on line 23, page 2 of the bill authorizes the Comptroller General to “acquire
data processing capacity.” The apparent purpose of subsection (f) (5) is to pro-
vide authority to the Comptroller General to contract for assistance to develop
and establish information systems rather than to provide specific authority to
acquire ADPE. For purposes of clarification, therefore, we recommend that a new
subsection “(h)” be added at the end of the proposed bill to state that:

“(h) Nothing in this section is to be construed as superseding section 111 of
the Federal Property and Administrative Services Act of 1949, 79 Stat. 1127.”

If H.R. 5522 is enacted with the amendment suggested, GSA would be pleased
to make available to the GAO automatic data processing equipment in the same
manner as such equipment is now made available to other Federal agencies.

Subject to the foregoing, GSA does not object to enactment of H.R. 5522.

The Bureau of the Budget has advised that, from the standpoint of the ad-
ministration’s program, there is no objection to the submission of this report to
your committee.

Sincerely,
RoBerT L. Kunzie, Administrator.
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PREFACE

An American’s right to be left alone—his right to privacy—must
be given paramount consideration in the development and use of com-
puterized data systems which contain personal information on in-
dividually identifiable citizens.

The committee recognizes that computers are indispensable to mod-
ern society. They extend man’s intellectual capability and will con-
tinue to occupy a key role in our struggle against poverty, ignorance,
and disease. An essential element in computer application is the
processing and evaluation of statistical information, for a flow of
reliable and accurate data must be available to those who try to under-
stand our increasingly complex society. The need for insuring this
salutary flow has motivated the executive branch of the Federal Gov-
ernment to consider pooling records now scattered among separate
agencies.

While this report focuses primarily on the suggestions advanced
from the Bureau of the Budget to establish a National Data Bank, the
views and recommendations are applicable more generally to the struc-
ture of any data system which allows unified or central retrieval of
diverse information in a form that could relate such data to individ-
uals. The creation of dossiers by means of such systems poses a grave
threat to the constitutionally guaranteed rights of each American to
express himself and his ideas freely.

A suffocating sense of surveillance, represented by instantaneously
retrievable, derogatory or noncontextnal data, is not an atmosphere
in which freedom can long survive. Liberty under law is our founda-
tion as a stable Nation, and it is the conviction of the committee that
any private or governmental action which would restrict the exercise
of liberty would compromise respect for law.

At the same time, we must recognize the value and legitimacy of
properly safeguarded computerized data systems containing limited
personal information for limited and specific aims, such as those used
separately and noninterchangeably for medical records, social secu-
rity records, military records, and for law enforcement purposes.

The committee believes that a forceful assertion of privacy, in-
dividuality, and dignity need not be contradictory to the fullest ex-
ploitation of electronic data processing within rigidly defined spheres.
The computer is as vital to efficient and economical government as
civil liberties are to the citizen’s confidence in democratic government.

This report, therefore, charges the Federal Government as well as
the computer community with a dual responsibility. While they have
the opportunity to create meaningful programs and to measure their
effectiveness by the use of electronic data processing, they must also
guarantee Americans that the tonic of high speed information han-
dling does not contain a toxic which will kill privacy.

(¥)
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Mr. Dawson, from the Committee on Government Operations,
submitted the following

THIRTY-FIFTH REPORT

BASED ON A STUDY BY THE SPECIAL SUBCOMMITTEE
ON INVASION OF PRIVACY

On July 31, 1968, the Committee on Government Operations ap-
proved and adopted a report entitled “Privacy and the National Data
Bank Concept.” The chairman was directed to transmit a copy to the
Speaker of the House.

INTRODUCTION

The rapid expansion of our Nation’s population, its vastly more
complicated laws, and the increasing reliance upon statistics to create
and evaluate social action programs, have developed an understand-
able desire to take advantage of advances in computer technology to
make Government recordkeeping and analysis more efficient and
economical.

By 1961, this desire led the Bureau of the Budget to commission a
feasibility study for the centralization and computerization of the
many personal records now residing in individual agencies of the Fed-
eral Government. It was performed by the Committee on the Pres-
ervation and Use of Economic Data of the Social Science Research
Council, with Richard Ruggles, professor of economics at Yale Uni-
versity, as chairman. In 1965, that committee issued the so-called
Ruggles report, which recommended “that the Bureau of the Budget
... immediately take steps to establish a Federal Data Center.” Two
subsequent reports were developed upon request by the Bureau of the
Budget: the Dunn report, by Edgar S. Dunn, Jr., of Resources for
the Future, Inc., and the Kaysen report, by Dr. Carl Kaysen, chair-
man of the Institute for Advanced Study at Princeton University.

(1)
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Both endorsed and expanded the Ruggles report findings that such a
data center would be technically feasible and would make the Federal
statistical system more comprehensive and relevant.

The Special Subcommittee on Invasion of Privacy undertook a
study into the potential erosion of the citizen’s right to privacy that
might be the ultimate result of the proposed National Data Bank. The
far-reaching implications of the proposed National Data Center and
other data banks on a lesser scale which are contemplated or already
in existence, inside and outside the Government, caused the subcom-
mittee to seek the benefit of the views and experience of many indi-
viduals, Government agencies, and private institutions.

On July 26, 27, and 28, 1966, the subcommittee held public hearings
on the proposed data bank. Testimony was presented by : Paul Baran,
computer expert with the Rand Corp., Santa Monica, Calif.; Raymond
T. Bowman, Assistant Director for Statistical Standards, Bureau of
the Budget (accompanied by Paul Krueger, Assistant Chief, Office of
Statistical Standards, BOB) ; Edgar S. Dunn, Jr., research analyst,
Resources for the Future, Inc.; Robert R. J. Gallati, director, New
York State Identification and Intelligence System (accompanied by
Eliot H. Lumbard, special assistant counsel for law enforcement to
Governor Rockefeller, and Edward DeFranco, executive assistant to
the director) ; Vance Packard, sociologist, author, and lecturer ; Prof.
Charles A. Reich, Yale Law School; Richard Ruggles, Department of
Economies, Yale University; and Burton E. §quires, Jr., visiting
assistant professor of computer science, University of Illinois,
Urbana, Il

Material was submitted for the record by : Mr. Gallati; the Honor-
able Frank Horton, a Representative in Congress from the State of
New York; Dr. Donald N. Michael, professor of psychology and pro-
gram director in the Center for Research on the Utilization of Scien-
tific Knowledge, University of Michigan; and John deJ. Pem-
berton, Jr., executive director, American Civil Liberties Union, New
York, N.Y.

The hearings have been printed under the title “The Computer and
Invasion of Privacy,” referred to herein as “hearings.” Appendixes
to the printed hearings are the Ruggles report, the Dunn report, “The
New Computerized Age” (from Saturday Review, July 23, 1966), and
a_speech by Vice Admiral H. G. Rickover, U.S. Navy, entitled
“Liberty, Science, and Law.”

Appendix T to this report contains an excerpt from “Privacy and
Freedom” (Atheneum, 1967, New York) by Professor Alan F. Westin
of Columbia University, The committee acknowledges the contribu-
tion of Professor Westin and the Association of the Bar of the City of
New York in this significant summation of the problems created by
the National Data Bank concept and the dangers inherent in the grow-
ing use of computerized data systems. )

Appendix II to this report contains excerpts from a report to the
Congress by the Comptroller General of the United States entitled
“Review of Reliability of the Air Force Personnel Data System”
(B-164471, July 25, 1968).

The Special Subcommittee on Invasion of Privacy would like to ex-
press its appreciation to Mr. Steven J. Eagle who was assigned from
Chairman Gallagher’s staff to assist in the preparation of this report.
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(Note.—In this report and in literature in the field generally, the
proposed centralized computer system is being referred to as the Na-
tional Data Bank, the National Data Center, the Federal Statistical
Data Center, and the Federal Statistical Service Center. Other similar
designations are used. As of this date the Bureau of the Budget has
not selected a formal name for the system and all of the names cited
above continue to be used. Hence, it should be understood that in its
report, this committee uses the terms interchangeably unless a distine-
tion is made in a particular context.)

Finpines AND CONCLUSIONS

1. RUGGLES AND DUNN REPORTS RECOMMEND DATA CENTER

Prior to the hearings, surveys commissioned by the Bureau of the
Budget reported that the National Data Center is feasible and should
be instituted promptly.

2, SUBCOMMITTEE NOTES POSSIBLE THREAT TO INDIVIDUAL FREEDOM
POSED BY THE NATIONAL DATA BANK CONCEPT

The creation of such systems might well make the individual citizen
apprehensive about exercising his rights to express controversial views
and behave spontaneously, lest he run afoul of what he might con-
ceive of as a “big brother” system. The hearings developed the neces-
sity for due consideration being given to privacy from the very start
of any projected data system which can retrieve information on spe-
cific individuals.

3. TESTIMONY INDICATED THAT DATA CENTER INFORMATION MIGHT BE
MISUSED

Specific units of data might be used to violate the privacy of specific
individuals, or cause particular individuals to be unjustly deprived
of privileges as American citizens. Malfunction or misuse could occur
anywhere in the long process from gathering to utilizing computerized
information.

4., NEED FOR LIMITATIONS ON TYPES ON DATA STORED DEMONSTRATED

From testimony presented at the hearings, it is clear that there
should be definite limitation on the types of data contained in the
National Data Center. There is a natural tendency for more and more
data to be requested ; and, if uncontrolled, this process would infringe
on individual freedom. Well defined restraint is necessary on anyone
who evolves or operates data systems containing personal information.

5. KAYSEN REPORT RECOMMENDS STATUTORY PROVISIONS AS SUFFICIENT
TO PROTECT PRIVACY

In his report to the Bureau of the Budget after the hearings, Dr.
Kaysen stated that statutory protection of privacy has worked well
in the Census Bureau. Dr. Kaysen maintained that such protection,
together with an anticipated lack of individual dossiers in the Na-
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tional Data Center, would be sufficient to safeguard personal privacy.
The Kaysen report, however, represented an insufficient examination
of all the problems and potentialities that would arise from the estab-
lishment of a National Data Center and should not be considered an
acceptable basis for undertaking actual construction of such a center.

6. DATA CENTER SECURITY WOULD BE MORE DIFFICULT THAN PRIVACY
PROTECTION IN PRESENT AGENCY SYSTEMS

Although statutory provisions are generally effective within the
Census Bureau, that agency is not faced with the multitude of prob-
lems which would have to be solved before security could be guaran-
teed for confidential information within the National Data Center.

7. INDIVIDUAL DOSSIERS APPEAR INEVITABLE

Testimony and studies suggest that individual dossiers (i.e., ways
of storing all information on an individual in one place or of com-
piling it quickly) cannot be avoided under the envisioned National
Data Bank.

8. THE CITIZEN MUST HAVE ACCESS TO HIS OWN RECORDS

The best and most reliable way to assure that erroneous or non-
contextual information is not stored in a National Data Center or any
data system would be to allow each individual access to information
concerning him.

Even with restrictions on the type of material that can go into a
data system and provisions for guaranteeing that only proper re-
trievals can be made, procedures should be established to allow an
American the right to determine the nature of information that could
harm him. Electronic data processing need not, and must not, subvert
the constitutional and legal safeguards Americans have the right to
expect and demand.

9. THE DANGER OF UNAUTHORIZED ACCESS TO INFORMATION IS GREAT

The problem of totally unauthorized use of the national data bank
or of similar systems containing personal information demands sober
analysis. Access could be gained either by an outsider intercepting
data transmissions or using keys and procedures to which he has no
right, or by an employee of the Center, altering, taking, or giving
out data without authorization. These illegal steps could be taken
inadvertently, under compulsion, or with malice.

10. BUREAU OF THE BUDGET STATES NATIONAL DATA CENTER WOULD BE
FOR STATISTICAL PURPOSES ONLY AND SUPPORTS ADVISORY COMMISSION

Charles J. Zwick, Director of the Bureau of the Budget, stated in
1967, when he was an Assistant Director, that the National Data Cen-
ter would not store investigative information but would be used only
for statistical aggregate purposes.
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11. BUREAU OF BUDGET NOW CONSIDERING SPECIFIC PROPOSALS TO SUBMIT
TO CONGRESS

In a letter dated March 21,1968, Mr. Zwick stated :

In our study of the data center idea, we are proceeding
along the lines we discussed when Director Schultze and I
met with you over a year ago; that is, we will prepare a
specific, concrete plan which could be exposed to the critical
review of a group representing the broad variety of interests
in the matter. Only after that would we consider that we have
a proposal for appropriate consideration by the Congress.
In view of the priorities which we must give within the total
program of the Bureau, it is doubtful if we will reach this
latter stage in time to make a formal presentation to this
Congress.

12, STUDIES BY PROFESSIONAL GROUP SUGGEST IMPROVED FEDERAL STATIS-
TICAL SYSTEM MAY RENDER NATIONAL DATA CENTER CONCEPT IR-
RELEVANT AND UNNECESSARY

The Federal Statistics Users’ Conference has suggested that im-
provements in the present Federal statistical system might make it
totally adequate and that the National Data Center might not be
necessary.

A comprehensive sudy of the National Data Bank proposal is cur-
rently being undertaken by the conference. This group is composed
of over 160 member corporations, unions, and universities that are
major users of available federally compiled data.

According to the executive director of the conference, Mr. John
Aiken, this independent group decided to do a study of the Kaysen
report, and is devoting a large part of its investigation to the privacy
implications of the data bank proposal.

RECOMMENDATIONS

1

As it has been clearly demonstrated that a grave threat to the
constitutional guarantees exists in the National Data Bank concept,
the committee strongly recommends that in the design and implemen-
tation of such systems the priority of privacy be asserted. While com-
puterized data bases hold great promise, they must contain proce-
dures which can assure the continuation of freedom of thought and
action that is such a vital part of the American tradition. The collec-
tion and processing of statistical data should not and need not be
gained by sacrificing the guiding principles of our democracy.

II

The Bureau of the Budget is to be commended for reflecting these
concerns by its decision to prepare legislative proposals with great
care. Its pledge to emphasize individual privacy in a National Data




6

Center and its willingness to obtain opinions from a broad spectrum
of interested parties are also highly commendable. The Bureau of
the Budget is to be further commended for avoiding commitments
to establish the National Data Center without following the tradi-
tional congressional process of authorization and appropriation.

However, studies by and testimony presented to the special Sub-
committee on Invasion of Privacy indicate that the reports commis-
sioned by the Bureau of the Budget do not contain well thought-out
theoretical or practical procedures necessary to assure privacy. Al-
though the Bureau of the Budget has acknowledged that privacy is
a consideration, it has not come to understand fully the importance
of privacy in the National Data Center system. Nor has it commenced
the difficult task of devising the complicated technical facilities which
would be needed to assure protection of confidentiality even in the
most elementary data system.

The committee, therefore, recommends that no work be done to estab-
lish the national data bank until privacy protection is explored fully
and guaranteed to the greatest extent possible to the citizens whose
personal records would form its information base.

IIT

Tt is recommended that the Bureau of the Budget, in formulating
specific proposals for a national data bank, be informed that it is the
sense of the committee that the following procedures, safeguards, and
alternatives be considered :

A. The Bureau of the Budget should include within its presentation
to the preliminary panel at the executive branch level as well as to
the Congress in its enabling legislation, a detailed treatment of the
following questions:

1. How would individual and business economic data be uniformly
classified in the agency system ? ,

9. Assuming that a data center received a request for a certain
combination of economic aggregates, should it request each agency
to provide its subaggregate according to a uniform classification
system so that the center itself would only total and transmit the
necessary aggregate desired ¢ . e

3. Should a similar classification system in social and personal areas
allow each agency of Government to process its files on its own com-
puter and thus restrict all transfers to the central data bank to ag-
gregates without identifying individuals?

4. In those cases where variables from more than one a(glency must
be correlated, should other agencies involved send their data to the

s « re b gy L .
agency contributing the most “sensitive” data for processing? Fur
thermore, would it be possible in some of the cases for each agency
giving its nonaggregated data to another agency to employ a one-
time-only identifier in conjunction with outgoing data ?

5. Could the cases where it is necessary that several agencies analyze
variables about the same person be held to a strictly defined mini-
mum? (i.e., where interagency exchanges on specific individuals are
needed for analysis, could these exchanges be confined to small samples
of the population in question?) If so, what procedure would be nec-
essary to determine and enforce the size and type of sample limits?

7

6. How might an objective standard on confidentiality of personal
information be established ? Who would judge what information from
one agency could be mixed with information from another agency, and
how would that judgment be made?

7. What precedures will be established to insure the existence and
use of objective standards to prevent contextual errors? (i.e., trans-
mission of facts innocuous in one context but detrimental in another?)

8. What would be the cost in time, efficiency and money in imple-
menting special hardware and software that would provide an ac-
ceptable level of privacy protection from physical access by unauthor-
ized persons, tapping of transmission lines, obtaining of physical ac-
cess keys or identifying access codes by unauthorized persons, and
unauthorized programing to provide easy access to information?
What procedures will be instituted to guarantee that safeguards ade-
quate to meet current levels of threats will be improved sufficiently
to counter the increased sophistication of future devices to “crack”
the data bank? How would these additional requirements and costs,
both present and anticipated, affect the total program?

9. How can individuals be protected from the creation and distribu-
tion of derogatory data caused by clerical errors or machine malfunc-
tion? Would a system of vertification be instituted to protect against
machine malfunction? In what way could a check against clerical
error be instituted? What quality controls will be devised to translate
privacy theory into Data Center practice?

10. What system of checks and counterchecks would be necessary
to prevent a janitorial, clerical, technical, administrative or execu-
tive employee of the data bank to insert, modify, delete, or take in-
formation from the Data Center in an unauthorized manner or for
an unauthorized purpose?

11. What procedure should be instituted to assure that information
in the National Data Center will be accessible to the individual?
The manner in which the person in question would apply for and ob-
tain the information should be discussed in detail. If some or all of
the information in the Center is to be restricted and kept unavailable
from the person who is the subject of the information, the reasons
why this information would be withheld, the special procedures used
to verify any information that the subject could not challenge for
accuracy, and the degree to which this information would be utilized
by any Government agency without the individual or his counsel hav-
ing access should be explained in detail. This question is most im-
portant and a comprehensive answer is necessary.

B. The Bureau of the Budget should accept statements from inter-
ested parties other than its appointed panel before making its recom-
mendations to Congress.

C. The Bureau of the Budget should supply the Congress with
transeripts of the statements made to it concerning its preliminary
draft and the report of its panel of experts.

D. The Bureau of the Budget should obtain a copy of the final report
of the Special Committee to Study the National Data Center proposal
of the Federal Statistics Users’ Conference as soon as that report is
issued. Further, the Bureau of the Budget should be prepared to dis-
cuss any disparities between its recommendations and those of the
conference and justify its own position.
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E. The Bureau of the Budget should report the nature of improve-
ments that might be made in the present system of gathering, storing,
and utilizing Federal statistics as they relate to identifiable citizens
without establishing a national data bank system. This report should be
made to the Commaittee on Government Operations within 6 months of
the issuance of this report.

IV

The Bureau of the Budget should include within its proposals to
the Congress a detailed plan for the establishment and operation of an
independent supervisory commission. This commission would regulate
the extent and operations of the National Data Center and would
insure objective review of the data center’s operations and its use
by agencies of the executive branch.

A. Such a supervisory commission should be appointed from non-
governmental as well as governmental experts in the fields of data
cathering, storage and usage, statistics, law, the social sciences, and
civil liberties.

B. The commission should report to the Congress on a regular basis.
Its reports should include financial, administrative, and systems sum-
maries. They should also include detailed information on the types
and sources of information stored in the system and on the agencies
with access to the data. They should list the types of information
available to each agency, the purposes for which each type might be
used, as well as the justification for and description of each printout
from the national data bank.

C. The supervisory commission would be independent of any exist-
ing agency or bureau and would be responsible solely for the opera-
tion of the national data bank. Various suggestions have previously
been advanced to locate the national data bank in, for example, the
General Accounting Office, the Library of Congress, the Bureau of
the Budget or the Bureau of the Census. It is the feeling of the com-
mittee, however, that the creation of a separate and distinct super-
visory commission would most adequately resolve the manifold prob-
lems contained in the national data bank concept.

'\Y

The committee recommends that the Bureau of the Budget include
procedures to permit access to the national data bank by standing
committees of the Congress. The committee recommends this broad-
ened access for three basic reasons:

1. The Congress encompasses a broad spectrum of public philosophy
within both political parties. Congressional committees or members
of committees already have the power to call for information, relevant
to their jurisdiction, from the executive branch. However, affirma-
tively asserting this procedure for all standing committees of Con-
gress will assure the American people that the immense storehouse of
knowledge contained in a national data bank would not be misused
for the partisan benefit of the political party which controls the execu-
tive branch.

2. Congressional access to the national data bank would give the
public some assurance that the system does not contain dossiers of
potentially harmful data on individual citizens. While executive

branch proponents of the national data bank have pledged that dos-
siers could not be its product, knowledge of congressional access would
help dispel public fears of creating an intelligence system within the
national data bank.

3. The national data bank would give the executive branch an
allegedly powerful statistical aid in the creation of legislative pro-
posals. In order to evaluate fairly the legislation suggested by the
executive branch, the Congress must have the advantage of access to
such a system. The viability of congressional alternatives to executive
branch programs would be greatly enhanced and the growth of execu-
tive power would be accompanied by a counterbalancing growth in
congressional capability.

Discussion

RUGGLES AND DUNN REPORTS RECOMMEND DATA CENTER

There is no question that the total number of bits of personal infor-
mation on individuals in the United States is rising at a rapid rate.
Since 1950 our population has increased from 150 million to over 200
million. Consumer credit has expanded so rapidly that over 100 mil-
lion Americans now have charge accounts. Over 67 million individual
tax returns are filed with the Internal Revenue Service each year.
There are over 22 million veterans’ dossiers on file in the Department
of Defense and the Veterans’ Administration, and over 7.5 million
individual résumés on file at the U.S. Civil Service Commission.

The plight of many in the Nation’s urban areas has caused the
passage of much Federal legislation such as the Public Works and
Economic Development Act, the Economic Opportunity Act, and the
Urban Mass Transportation Act. The aggregate of Federal grants-in-
aid to States and municipalities has increased from $4 billicn in 1957
to $8 billion in 1962, to $11 billion in 1965, and is now several billions
of dollars above that figure. Albert Mindlin, Chief Statistician of the
District of Columbia government, has noted that “the information
about the conimunity that government needs in order to research, plan,
administer, and evaluate these vast new programs has escalated in
parallel with the new activities themselves.”

It is within this context of rapidly expanding needs in the data-
gathering and analyzing field that the Bureau of the Budget com-
missioned the Ruggles report in 1961. The area of chief interest to
the Ruggles committee was that of “development and preservation of
data for use in economic research.” Its central recommendations were :

First, * * * that the Bureau of the Budget, in view of its
responsibility for the Federal statistical program, immedi-
ately take steps to establish a Federal Data Center. Second,
* % * that the Office of Statistical Standards of the Bureau
of the Budget place increased emphasis on the systematic
preservation in usable form of important data prepared by
those agencies engaging in statistical programs. Third, * * *
that at an early date the Social Science Research Council
convene representatives from research institutions and uni-
versities in order to develop an organization which can pro-
vide a clearinghouse and coordination of requests for data
made by individual scholars from Federal agencies.

H. Rept. 1842, 90-2——3
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The Ruggles report was primarily devoted to technical problems,
such as the type of automatic data processing (ADP) systems that
would be needed, and their indexing systems. Very important was its
recognition that in order to be compatible in input, storage and re-
trieval, bits of data from all agencies would have to be standardized
and mutually supportable. After its study of machine-readable sta-
tistical information in over 20 Government agencies, the Ruggles com-
mittee concluded that there would be some important pro%lems in
making information compatible. Among them, it noted inconsistent
policies in maintaining past records (length of time before destruc-
tion, ete.), time gaps in certain files, collection, coding and tabulation

rocedures that are different in various agencies and which would
Eave to be re-done, different conceptions of statistics within the agen-
cies (ie., ranging from recognition of statistical data as necessary
to decisionmaking, to the mere storage of data as they are developed
in the course of the agencies’ operations.)

The important problem of the different standards by which agencies
give their information to outside groups was also mentioned, but
received no detailed treatment.

The Dunn report was commissioned in early 1965 to evaluate the
points in the Ruggles report noted above. It concentrated on trying
to learn what was, in fact, necessary for “a systematic and compre-
hensive coverage of the material available in its area of competence”
(i.e., to provide a wide range of service based upon computer tech-
nology in a way similar to that provided by the Library of Congress
with books.) The Dunn report also analyzed “the relationships be-
tween the collecting and compiling processes on one hand, and the
preservation and accessibility for further use on the other.” It stressed
the importance of classifying data so that variables would be singled
out and their correlation, 1f any, noted. et S

The Dunn report made two recommendations for possible immedi-
ate action—the development of uniform standards of data-gathering
and treatment within the agencies to make their data compatible, and
the establishment of a 9,000 reel core for the projected data bank to
be composed of existing tapes from the Internal Revenue Service, the
Bureau of Labor Statistics, Bureau of Old Age and Survivors’ Insur-
ance Social Security data. ) !

With the need for a better information usage system established,
its technical feasibility confirmed, and the beginnings of the system
actually planned, the Bureau of the Budget made a tentative decision
to commence work. Since it already had jurisdiction over the inter-
agency statistical field, and since initial expenditures would be modest,
the Bureau of the Budget did not feel that specific authorization of the

project by the Congress was necessary.

SUBCOMMITTEE NOTES POSSIBLE THREAT TO INDIVIDUAL FREEDOM POSED
BY DATA BANK

Due consideration should be given to individual privacy from the
very start of any projected data bank system. Special Subcommittee
Chairman Gallagher noted that the subcommittee sought to “create
a climate of eoncern” and develop “guidelines” to protect privacy, and
not to hinder efficient operation of Government or statistical analysis
in the social sciences. s
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Two main threats to individual freedom were developed at the sub-
committee hearings. The first was stated in the testimony of Vance
Packard as growing mistrust of Government: “People are becoming
wary of what they tell their Government as they discover that in-
formation they are confiding for one purpose may be used to affect
their life in some entirely different connection.” More generally, this
point was asserted by Mr. Gallagher in a recent speech in which he
declared that a data bank might result in “the eventuality that the
social outlook of a given individual will and must be altered to meet
the possibility that everything he does is recorded and remembered,
without, necessarily, an understanding of the contextual or historical
evolution of the action or event.”

Implicit in all such eriticism is a deep fear, which has been ex-
pressed by Dr. Norman A. Hilmar of the U.S. Public Health Service,
in the February 1968 issue of American Journal of Public Health.
He declared that “Many of the pressures generated by the need for
information may well incline us toward viewing individual persons
not really as persons at all, but simply as objects.” He quoted Abraham
Heschel : “Just as death is a liquidation of human beings, dehumaniza-
tion is a liquidation of being human.” Discussing the data center, Dr.
Hilmar added “A Federal data bank is obviously possible in a tech-
nologically advanced nation, but this may well demand our bolstering
the individual’s privacy and prerogatives, even, in some cases, at some
painful loss in the efficiency of research or even the effectiveness of
Government operations.”

The major argument against a full-scale data bank is that it would
tend to make each American fearful and constantly on guard lest a
spontaneous statement or act ruin his record forevermore. This fear
rests upon an abstraction, but it might be noted that privacy is not
tangible and was defined by Supreme Court Justice Louis D, Brandeis
as “the most comprehensive of the rights of man and the right most
valued by civilized men.” It must be recognized that an apprehensive
public might lose the freedom of thought, action, and creative risk
taking that has been the cornerstone of our national power and
prosperity.

TESTIMONY INDICATES THAT DATA CENTER INFORMATION MIGHT BE
MISUSED

Americans could be deprived of constitutional rights by errors in
gathering information at the investigative level, at the clerical level
within any agency, and at the input level at the data bank. Certainly
errors are much less likely with ADP techniques than they are at
present.

There probably would be fewer errors in a quantitative sense. Quali-
tatively, however, an error would be many times more destructive to an
individual. Since all requests for information would go into the cen-
tral data system, all agencies would receive the erroneous information
instead of the error being confined to the agency in which it was made.

The error would be more detrimental for another and more subtle
reason. A computer printout is accorded a very high status, for it
comes from a machine which is impartial (if not programed other-
wise) and which very rarely makes a mistake itself.
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The irrefutability of the scientific method and the mystique of the
computer would tend to superimpose the status of validity on what in
other contexts would be highly suspicious data.

Some critics have stated that a much more widespread problem
than malfunction might be misuse both in terms of the nature of the
information stored and in violations of privacy when confidential in-
formation is given to agencies that have, or should have, no legitimate
access.

NEED FOR LIMITATIONS ON TYPES OF DATA STORED DEMONSTRATED

The basic structure of any proposed data bank demands that per-
sonal information on indiviauals must be a part of the system. In the
future we might expect the types of information considered important
for collection to he in areas now considered too personal or simply
irrelevant to the decisionmaking process. In a recent magazine article,
Prof. Alan Westin of the Columbia University Department of
Public Law and Government declared: “When machines can store so
much data, and so many questions that we once thought beyond our
capacities to receive can be answered factually and logically, our
society comes to expect that decisions of business, government, and
science ought to be based on analysis of all data. Anyone who advo-
cated withholding the necessary data from the information systems in
the name of fragile values such as privaey or liberty may be seen as
blocking man’s most promising opportunity in history—to know him-
self and to make more rational, more predictable decisions about
human affairs” (Playboy, May 1968).

In view of the expected constant pressure for more intimate infor-
mation to be collected and centrally stored. it would appear that limits
on the compilation and storage of such information must be set by a
Congress to whom human values are more important than statistics.
Otherwise, they may never be set at all. Many would agree with the
observation of Yale Law Prof. Charles A. Reich:

“I would like, in the first place, a law that would prohibit Govern-
ment agencies from asking some kinds of questions at all,” including,
he added, questions that are “either so personal it is nobody’s business
or so close to the constitutional area of religion and free speech that it
1s nobody’s business in a constitutional sense” (hearings, p. 31). There
are, however, many divergent views as to what kind of questions are
“so personal.”

KAYSEN REPORT RECOMMENDS STATUTORY PROVISIONS AS SUFFICIENT TO
PROTECT PRIVACY

Neither the Ruggles report nor the Dunn report discussed the threat
to privacy contained in their recommended centralization of the Fed-
eral statistical system. This oversight was partially rectified by the
}Iliay§en report which was issued shortly after the subcommittee

earings.

The “Report of the Task Force on the Storage of and Access to Gov-
ernment Statistics” was compiled under the direction of Dr. Carl
Kaysen of the Institute for Advanced Studies at Princeton University.
The main body of the report gives recommendations concerning the

B
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organization and structure of the data center within the Executive
Office of the President. It included flow charts for possible interagency
cooperation and more efficient planning in individual agencies through
the use of information pooled via the data bank. Appropriation re-
quests totaling $10 million (exclusive of buildings and computers) were
suggested, as was the obtaining of high-grade positions for much of the
staff. Privacy is not treated in the report proper. There is an “‘annex”
to the report, however, which notes that the subcommittee “has raised
questions about the possible threats to privacy and freedom that a
national data center might present. These are serious questions,” it
continues, “that deserve to be met squarely.”

“In general, our committee believes,” Kaysen states, “that the prob-
lem of the threat to privacy can be met best by congressional action,
which defines a general statutory standard governing the disclosure of
information that is collected on individuals either as a byproduct of
administrative, regulatory, and taxing processes, or through census or
sampling procedures. The Director of the Federal Statistical System
should then be given the responsibility for monitoring compliance with
this standard, not only by the data center, but by all the parts of the
system.”

The Kaysen report commends the record of the Bureau of the Cen-
sus in protecting confidential information. It further notes that other
agencies, by their nature, might have to use information supplied by an
individual against him. Its example was the Internal Revenue Service
in the case of tax fraud. Adding that “it is a real question whether tax
returns or social security records should be turned over to other groups
who may wish to use them for other purposes if the persons or firms
to whom the records refer may individually be affected thereby. The
question of the proper or improper use of information by different
agencies is indeed a ticklish one, and procedures should be developed
by both the executive branch and the legislative branch which will pro-
tect confidentiality and insure the privacy of the individual.

“The enforcement of a statutory obligation as the primary method
of dealing with the problems of safeguarding privacy can work excel-
lently, as the experience of the Census Bureau shows. Indeed, the pres-
ent situation, in which there exist a variety of different disclosure
standards, some statutory and some executive, is much less conducive
to protection of individual’s privacy than would be in a situation in
which, as our report suggests, the director and the data center would
have th’g obligation of enforcing a uniform standard over the whole
system.

Finally, the Kaysen report dizmisses the possibility of individual
“dossiers” existing within the data bank. “It is not the purpose of the
proposed center at all, and it is clearly within the power of Congress
to distinguish between the collection and organization of general eco-
nomie, social and demographic information of the sort that Federal
statistical agencies have traditionally collected—much of it on a sam-
ple basis—to which our proposed national data center is directed, and
assembly of the sort of personal history information on named indi-
viduals that is contained in a personnel file or police file.” (Nore.—The
Ruggles, Dunn, and Kaysen reports may be obtained from the Bureau
of the Budget.)
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It should be noted, however, that the Kaysen report did not contra-
dict Dr. Bowman’s testimony that it would be impossible to delete the
names of all individuals from information concerning their activities.

In response to a question by Chairman Gallagher, the widely re-
spected computer/communications expert, Paul Baran, contended “In
specific answer to your question, you can extract intelligence informa-
tion from a statistical system and get statistics from an intelligence
system” (hearings, p. 128).

The Kaysen report recognized the importance of “uniform disclo-
sure standards so that the legal requirement of confidentiality can be
met with no unnecessary sacrifice of analytically useful information.”
It also declared that “Federal agencies or other users should not be
able to draw on data which is available within the Federal statistical
system in any way that would violate the right of the individual to
privacy.” However, it made no recommendations as to the specific laws
or regulations that would reduce these ideal goals to practical realities.

Chairman Gallagher, noting the lack of specific recommendations
concerning protection of privacy within the Kaysen report, declared
it represented an insufficient examination of all the problems and po-
tentialities that would arise from the establishment of a national data
center and that it should not be considered an acceptable basis for the
beginning of a national data center. Rep. Jackson E. Betts of Ohio
noted on the floor of the House that: “Legal safeguards would not, in
the final analysis, prevent an overzealous bureaucrat or autocratic gov-
ernment, from using a national data center to persecute or prosecute
its detractors” (August 25, 1967).

DATA CENTER SECURITY WOULD BE MORE DIFFICULT THAN PRIVACY
PROTECTION IN PRESENT AGENCY SYSTEMS

As the Kaysen report noted, the Bureau of the Census is highly
respected for keeping its data confidential. It does this, however, by
strict adherence to its policy of releasing information in aggregate
form. Not only does it not release information on individual people
or firms, but 1t will not release information on a class if there is a
reasonable possibility that an informed reader might be able to glean
information on a member of the class (that is, the dominant company
in a small industry). Thus, the Bureau of the Census is not faced with
the difficulty of making fine diseriminations among its data on individ-
uals as to which information should be released and which should not.

Another point lessens the validity of using the Bureau of the Census
and its record for protecting privacy and confidentiality as an argu-
ment for the future success of proposed safeguards in a national
data bank. While it must be conceded that Census questions in recent
years have become more personal in nature, yet it must clearly be
recognized that the data stored in a national data bank will be
orders of magnitude more sensitive than those now at the Bureau of
the Census. While many observers are totally justified in praising the
Bureau of the Census for the responsible manner in which it has
protected its information, it is a dangerous illusion to allow this reliable
record to justify a national data bank.

In practice, at least 30 to 40 Federal agencies could be expected
to participate in a data center. Each would have numerous bureaus
and other subdivisions. For each of these hundreds of bureaus there
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would have to be developed a complicated set of standards whereby
every type of report would have to be evaluated. It would be possible.
of course, to establish a single rating on a “confidentiality scale” for
each report. However, the sensitivity of a given document is not
intrinsie, but varies with the relationship between the agency gather-
ino the data and the agency receiving it. (E.g., a person giving his
income for a HUD housing survey would have his confidence violated
if this income figure were to be given to the Internal Revenue Service,
but not if it were given to the Bureau of the Census for aggregate
purposes. )

Therefore, each of the hundreds of bureaus would have to rate every
type of information it possesses separately for all other bureaus that
might request the information.

With the problem of transferral of information now defined as that
of taking information gathered from any group of agencies and trans-
mitting this information to any combination of agencies, the number
of mathematical possibilities for transfer paths becomes huge.

In any case, it would be very difficult to categorize data and data re-
quests properly in the first instance, as has been noted by both Ruggles
and Dunn.

The Ruggles report indicates that :

Few outsiders can know enough about the data, their nature
and characteristics to make sensible requests, or to have a real-
istic appreciation of the analytic limitations which the data
impose * * *

The Dunn report added :

Tha structural problems of concern to today’s policymakers
and the effort to bypass problems of record incompatibility
foree the utilization of data at levels of disaggregation that
place severe strains upon regulations restricting the disclosure
of information about individual respondents.

INDIVIDUAL DOSSIERS APPEAR INEVITABLE

The annex to the Kaysen report stated that the Data Center would
not intend to collect dossiers. However, this reassurance must be con-
sidered in the light of the evident usefulness in maintaining the con-
nection with each bit of information the name (or identifier) of the
person associated with that information. It is probably true that a
data bank would initially collect the social, economic, and demographic
information that is “traditional,” but, as the Dunn report stressed,
it is the relationship between variables that researchers are most in-
terested in. In order to determine the correlation between various bits
of social, economie, and demographic data, it is necessary, for example,
that changes in the economic status of an individual be compared with
changes in the social pattern of the same individual, not with those
of a neighbor. Social scientists recognize that the problems of the
disadvantaged urban dweller are very much interconnected. It is felt
that the solution to the interrelated problems of modern life can only
be accomplished through study of the combined forces—economic,
political, social, educational, medical, legal, etc.—which affect the in-
dividual. Since a majority of these records exist in separate agencies
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and, it must be noted in any projected future for a Data Center, in
separate jurisdictions, it appears that information must be consoli-
dated before it can be usefully analyzed. The identifiers or names
attached to files in scattered places are neither absolutely compatible
nor totally reliable, so the process of compilation will require great
effort. Thus, a file on each person in the Data Center, which correlates
the various interrelated forces would appear to be inevitable and ex-
ceedingly expensive.

In considering the manner in which information should be fed into
the computer, the confrontation between an unrestricted recording
system and the right to privacy is direct. At the hearing, Dr. Raymond
T. Bowman, Director—then Assistant Director—of Statistical Stand-
ards at the Bureau of the Budget, noted that the data center would

not attempt to compile large files on individuals, but that names would
remain linked to stored information :

Dr. Bowmax. I would not want to say that within the Data
Center * * * there would be no identification of information
with an individual, just as the Census Bureau can now iden-
tify information about a particular business firm and about a
particular individual. You would not be able to use this in-
formation meaningfully unless this kind o f identification
were maintained, particularlry by the agency which collects
the information or the agency which wants to assemble it for
analytical purposes. * * %

I would emphasize * * * there is no intention to organize
the data in the center with regard to individuals; that data
in different files, data on different tapes, might certainly iden-
tify individuals enough so that this information can be asso-
ciated together for statistical purposes, but there would be no
intention and no need for the data center to organize specific
records about specific firms or specific individuals so you ac-
cumulated a lot of information about individuals, * * *
[Ttalic supplied.]

Mr. Garraguer. You have narrowed it down somewhat
from Mr. Dunn’s report, and you are zeroing in on the statis-
tical data center aspect of this.

Mr. Bowma~. The Dunn report and the Ruggles report,
while they are not as specific as T now am, were addressed to
the same idea. They were just not careful enough in their
wording. What they were thinking about and at least what we
were interested in, in reviewing their proposals, was not a
data center for all purposes, but a Federal Statistical Data
Center. We recognize that there are needs for other kinds of
data centers for other kinds of purposes, but so far as the data
center I am talking about and so far as the data center that
the Bureau of the Budget has been interested in, in connection
with my work, it has been a Federal Statistical Data Center,
not a center for other purposes.

Mr. GarracHER. Are you sufficiently confident to say cate-
gorically that this will never be used for any other purpose

when you have the capacity of a computer to do all sorts of
things in this day and age?
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i f
r. Bowman. We have the capacity to do all these sorts o
thil\rfgs right now in the Census Bureau. We can do 75 or 60
peﬁ?‘??flﬁAGHEH. Let’s not talk about the Census Bureaut:
Let’s talk about the IRS. Do you think the same pattern o
confidentiality exists there?
Mr. BowMAN. NOYL but let mg———t 12 A
. You are going to !
ﬁg %éfvlﬁifiet me make th%s clear. The IRS data releass
is governed by law. These laws can be changed. I wquldfcon-
ceive of the Federal Data Center as having information tr}(:rré
the IRS files in it, but the data center would not release . a:t
information about individuals. If it were released at, la "tll
would be released under the conditions that now prevai glbl
regard to the IRS and only with respect to its data %n y
IRS. The data center would not itself release that in milrpa-
tion, nor would it associate that information with anyt 1tng
else and release it in associated form. The kind of data é:ntei
that I am talking about is a Federal Statistical Data Cen ef
which would do a great deal to relieve American buﬁmess o
duplicate reporting, would not reveal information akopt anS)_f
individual or any individual business, but would make 11t po j
sible to bring this information together for statistica fp'lcl}ll'e
poses when released in %{:amlsmc?il form. The identity o
indivi ould not be disclosed. )
m%fr?déiixcngk. Then why can you not give us assurance
the identity of the individual or the individual corporatlcﬁn
will be eliminated before those statistics will be put into the
nter ? 0
da%r?eBOWMAN. Mr. Chairman, for this reason: Suppose we
have certain information in the data that are in the Center
from the Census Bureau about individual persons. Suppose
we have certain information in the Internal Revenue returns.
We do not want to ask the business firms to give us 1nfor1;11?-
tion they have already given us, but we must be able to take
the information that we have given to us which are not on
the Internal Revenue returns and put it together with the
information that is on the individual returns and save them
the job of giving us additional information, and making Stai-f
tistical analyses Whic*h =;W}kll indicate various characteristics o
nomic scene. Y :
th?‘ e We have an excellent, relation with the business com-
ity. and we want to protect that. ]
mlll\{IIIII'F}E}iiISAGHER. Whege it is on a voluntary basis and where
they know it is adequately protected and not going to be ex-
changed with other information, the American business com-
munity has been very willing to give you information on a
voluntary basis. Will not this well of voluntary flow now dry
up if they know you are going to put it in a central data bank
where the IRS and Census keys might get mixed up some
afternoon ?
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Dr. Bowsan. Mr. Chairman, all I can say is that we have
to assure them in the same way we have in the past (hearings,
pPp- 52, 53, 54, and 55).

Another explanation for the necessity of linking all data within the
Center to the name or identifier of the person the data concerns was
recently offered the subcommittee staff by Mr. Herbert Schwartz
(May 22, 1968). Mr. Schwartz is former vice president of the First
National City Bank of New York for computer systems, and former
chairman of the Committee to Study the National Data Center Pro-
posal of the Federal Statistics Users’ Conference. Mr. Schwartz said :

In order to correlate the relevance of various statisties to
various kinds of urban problems—for example, the relation-
ship between education and income—it is necessary that the
computer be able to link all of the relevant variables about
each individual within a particular study. Thus, within the
machine it has to be possible to identify the variable as be-
longing to a particular individual.

He added that if a knowledgeable person “were to stop the machine
and know the program, he would be able to figure out just where the
bits of information on a particular person might be.”

INDIVIDUALS MUST HAVE ACCESS TO THEIR OWN RECORDS

Even in theory it would be very difficult to establish rigid regula-
tions as to what contexts would be needed in what cases and when they
would be needed. Low level clerical employees of the agencies yielding
information to the Data Center might well be the people to make these
sensitive and crucial decisions.

The most effective way to call the attention of the Center to con-
textual and also to clerical, machine, and investigatory errors would
be to give an individual access to material in his own file. This pro-
cedure would have the disadvantage of being costly and also of inject-
ing the possibility of the subject learning of confidential informa-
tion against him. In borderline cases, legal adjudication might be
necessary.

Aside from its allowing the subject to call attention to errors in his
file, the need for accessibility of his file by an individual was called
for at the hearings for more fundamental reasons.

Professor Reich testified :

I think this is a denial of the constitutional right to con-
front, the constitutional right to face those who make state-
ments about you, to question them, and to rebut, to an-
swer. * * * The truth, as lawyers know, is brought out in
an atmosphere of adversary proceedings, of cross-examina-
tion, of being able to answer, to rebut. * * * Here are people
who are not even charged with crime, and yet who may be
punished far more severely than the ordinary criminal. Here
are people whose opportunity to have jobs, to earn money,
whose reputations and everything else are about to be dam-
aged forever, and they have no trial, no lawyer, no opportu-
nity to find out anything. It seems to me without question a
denial of due process of law to send forth bad information
about a person in secret in that way (hearings, p. 28).
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THE DANGER OF UNAUTHORIZED ACCESS TO INFORMATION IS GREAT

Writing in the magazine of the System Development Corporation,
computer expert Charles Fanwick noted that all conventional com-
puter hardware and software are designed as straightforwardly as
possible—simple retrieval, which if fast and inexpensive, is the rule.
“A hardware system with a greater degree of maintenance of privacy
would have additional hardware complexities. Its design and con-
struction costs would be greater and its selling price higher.”

“Even then”, Mr. Fanwick continued, “the system cannot be perfect.
The philosophy of cryptography must be adopted. No cryptographic
code is ever considered foolproof, but rather is designed only to delay
the unauthorized use of the encoded information for a long enough
period for the information to become valueless to the interceptor”
(SDC magazine, July-August 1967).

The second way that an authorized person could misuse information
contained in the bank would be for him to obtain an access key. Mr.
Fanwick noted that physical keys can be lost or stolen, and that iden-
tity codes can be broken or inadvertently given away or discovered.
Indeed, his conclusion is that the only way to achieve real privacy is
to develop a two-key principle similar to that used in the American
ballistic missile sgstem. Even with the need for two men to separately
operate access codes, he also recommends separation of data so that un-
authorized entry into one file would not mean that all or most of the
information on an individual would be learned.

It has been said that the present system of information storace in
manila folders protects privacy less than a computer system would.
Any investigator who can locate a currently existing folder can easily
read what is in it without a computer, access key, and technican. Not
only would it be harder to obtain information from the computerized
system but, as the Dunn report indicated, it would be more expensive.

The Dunn report concluded that the additional expense would deter
snooping, but several experts in the computer field have indicated
that this is doubtful. Their consensus was that since all material about
an individual would be stored in one place, the reward for each act of
snooping would be much greater than at present. Also, there would
be more material in the data center file than in all current dispersed
records, because the efficiencies of computer techniques would allow
more information to be gathered and stored cheaply. It is probable
that advances in electronic surveillance will continue to outpace ad-
vances in protective devices, in addition.

Finally, it was noted that many sophisticated organizations that
would desire unauthorized information, including branches of this
or of a foreign government, would be in possession of an almost un-
limited amount of funds and would not be deterred by cost if the mis-
sion were Important.

Based on his own personal experience in dealing with computer-
based information systems, similar to the proposed data center, which
contain data vital to national security, Rand Corp. computer expert
Paul Baran put these concerns into real and disturbing terms:

A multiplicity of large, remote-access computer systems,
if interconnected, can pose the danger of loss of the individ-
ual’s right to privacy—as we know it today.
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The composite information data base may be so large and
so easily accessible that it would permit unscrupulous indi-
viduals to use this information for unlawful means.

Modern organized crime should be expected to have the
financial resources and access to the skills necessary to ac-
quire and misuse the information in some of the systems now
being considered.

We are concerned not only with the creation of simple
“automated blackmail machines” using this information, but
with the added implication of new powerful “inferential
relational retrieval” techniques now being developed. Such
techniques, when fully refined, could determine relationships
of any person, organization, event, et cetera, to any other per-
son, organization, or event.

Human beings, by their day-to-day need to make decisions
using totally inadequate evidence, are prone to jump to con-
clusions when presented with very thin chains of inferred
relationships. For example, merely plastering a man’s name
on billboards will markedly change the outcome of an elec-
tion, if the other candidate’s name is not equally displayed.

The use of private detectives to unearth defaming informa-
tion on political candidates and their associates has become
an increasingly prevalent feature of elections and is expected
to increase in the future.

The cost per unit of dirt mined by unautomated human
garbage collectors can be cut by orders of magnitude once
they obtain access to a set of wide-access information systems

now being developed. It is the sophisticated form of chain-
relation blackmail that may be of the most social concern.
The development of geographically widespread access sys-
tems uses communications lines to connect the users into the
computer. There is a widespread belief—but perhaps not b
this committee—that somehow the communications network
used will possess a God-given privacy, but “it ain’t neces-
sarily so * * * » (hearing, p. 125).

ZWICK STATES CENTER WOULD BE FOR STATISTICAL PURPOSES ONLY

AND SUPPORTS ADVISORY COMMISSION

On August 8, 1967, Mr. Zwick, then

Assistant Director of the Bu-
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organizations of the Federal Government. Second, the Data
Center would not have data on all individuals and firms.
Third, the Center would not have investigatory file infor-
mation. For example, the files of the Federal Bureau of In-
vestigation, the Internal Revenue Service investigatory files,
individual personnel records and medical records would not
be available to the Center. Finally, the Center would not dis-
close information about individuals or individual firms.
[Ttalic Mr. Zwick’s.]

As currently envisioned, a National Data Center would
maintain a current inventory of data collected by Govern-
ment agencies * * * contain information on a sample of in-
dividuals and firms, a key feature of a Data Center from the
point of view of the privacy issue. Perform statistical
analyses, including analyses requiring data on individuals
and individual firms. Supply users both in and out of Gov-
ernment with summary information and the results of
statistical analyses. . '

In short, the purpose of the Data Center is to provide sta-
tistical information. Our work to date gives us confidence
that this can be done without disclosing individual records
and therefore the Center can perform valuable functions and
still maintain the confidentiality of individual respondents.

Mr. Zwick then noted that the Bureau of the Budget was working
on draft legislation and related material. Among the questions it was
studying were:

what * * * data files * * * would be included and excluded
from the Center? What operating procedures would the Cen-
ter be required to follow, and how are these operating proce-
dures related to the Center’s ability to assure confidentiality ?
What review processes should be required so that the public
has adequate guarantees that the intent of any legislation is,
in fact, carried out in actual practice? And, of course, over-
laying all this, are there adequate confidentiality safeguards
built into the system ?

It is the clear intent of the administration to submit a more
detailed prospectus of a Data Center to public review and
comment before it submits legislation to Congress. This re-
view would include computer scientists, suppliers of informa-

reau of the Budget, addressed the annual meeting of the American
Bar Association on the concept of the National Data Center. The
speech surveyed the Ruggles, Dunn, and Kaysen reports, the Special
Subcommittee on Invasion of Privacy hearings and other critical as-
sessments of the proposed bank. He declared :

tion from the business community, and representatives of
potential user groups. Assuming a detailed prospectus is
evolved and has general support, the administration would
be in a position to submit legislation to Congress.

There does not exist today—at least to my knowledge—a
fully developed plan for a National Data Center. And with-
out a carefully developed plan, the administration has no in-
tention of creating a Data Center. Furthermore, the admin-
1stration is committed to obtaining congressional approval
before it would proceed to activate a National Data Center.
. First, the Center would not be a collection agency—rather
1t would have access to data collected by existing statistical

A number of “approaches to insuring confidentiality within a Na-
tional Data Center” were also discussed in the speech. They were: (1)
Legislative, the act creating the Center would state that “statistical
information about various groups of individuals and firms” but not
“information about individuals” would be disclosed, certain agency
records would be specifically excluded, and that “operating proce-
dures and penalties for violation” would be specified; (2) “files can
be managed in such a way as to make it prohibitively expensive to ob-
tain information about individuals by ‘invading’ a Data Center,” and
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(3) “* * * set up a public advisory committee to a Data Center and
to have public disclosure of what bodies of data are in the Center, who
is using this data and for what purposes. Independent public review
is still one of our most effective sateguards.”

BUREAU OF THE BUDGET NOW CONSIDERING SPECIFIC PROPOSALS TO SUBMIT
TO CONGRESS

At the date of the preparation of this report, the Bureau of the
Budget has not scheduled meetings with interested groups to discuss
specific proposals. Its staff is drafting legislation which would have to
be submitted to the Director, and possibly to other Government agen-
cies before submission to interested groups. The Bureau has indicated
that the proposals might not be made public, nor interested individuals
given a chance to comment on them, other than a panel of 10 to 15
outside experts representing a broad range of interests. This panel
would write its report on the merit and validity of the proposals for
the benefit of the Director in drafting final legislation to be sub-
mitted to the Congress.

These plans and statements substantially confirm the following
projections and opinions reported by Chairman Gallagher in a public
statement on February 27, 1967, after his meeting with the then Di-
rector of the Bureau of the Budget, Charles Schultze earlier that
month :

It is my understanding from the Bureau of the Budget that
there has been no decision taken on the establishment of or
proposal of a National Data Center. Moreover, when and if
the decision is made to go ahead with the establishment of a
National Data Center, these are the steps and conditions
which will have to be taken :

(1) No computerization of the universe of data will be
included on the tapes of the Center, but only summary
tabulations will be stored therein :

(2) Sampling information only will be identifiable by
the name and address of the individual sampled, and the
dispersion of this information will be strictly limited.

If these two conditions are accepted by those who propose
the Center, the following procedural steps will be taken :

(1) A panel will be set up to evaluate and investigate
all the problems and potentialities inherent in the estab-
lishment of a National Data Center. This panel will be
composed of constitutional lawyers, computer experts,
business suppliers of information, users of statistical
information, and, after my own request, appointed repre-
sentatives of the President of the Senate and the Speaker
of the House;

(2) When the panel has thoroughly investigated all
aspects of the problem of the computer and the invasion
of privacy, and if it reports favorably, or favoring some
slight or significant modifications, on this proposal, it
will then go back to the Executive with its findings. If,
after that, it is still considered desirable to establish some
form of a National Data Center, the Executive would
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draw up legislation and submit it to the Congress for
approval and authorization.

I would not, at this time, state definitively that either I or
Mr. Schultze would or could agree in entirety to the final
Eroposal to create a National Data Center, but this is the

ind of proposal that is being studied.

My own personal feeling is that we not only have come a
long way in a short period of time, but whatever the findings
of this panel will be, we will have gone a long way toward
securing for every American the right to his own personal
privacy.

If we reread the hearings of my subcommittee held in
July 1966, and if we reread the Kaysen committee report,
we can justly say that my meeting with Mr. Schultze has
put the proposal for the establishment of a National Data
Center in a more reasonable perspective. We are no longer
talking about “running starts” and “beginnings,” but now we
are talking about reevaluation and rethinking. The immedi-
ate purpose of my hearings was not to condemn the National
Data Center, though in the end this might result, but it was
to halt any action which would bring us closer to a “police
state” by enacting something into law with implications not
fully known to us, and to create a climate of concern within
the Government. This, I believe, has been accomplished.

In addition, and perhaps of equal importance, we have, by
placing representatives of the Congress on this panel, re-
asserted a balance into the decisionmaking processes of our
Government. Specifically, when and if the proposal has been
accepted by the Congress, it is my understanding that all
appropriations for the Center will be made by the Congress,
and an annual or semiannual review of its functioning will
be in order to insure the American people against any and all
possible transgressions against their right to privacy.

Perhaps it is inevitable that we should move toward a re-
duction of the right of privacy for the individual, but if the
National Data Center was or is one step in this direction, then
I can unequivocally state that it will not come into existence
without our total awareness of its potentialities and without
a maximum number of safeguards for the individual.

STUDY BY PROFESSIONAL GROUP SUGGESTS IMPROVED FEDERAL STATISTICAL
SYSTEM MAY RENDER NATIONAL DATA CENTER CONCEPT IRRELEVANT AND
UNNECESSARY

The Conference’s study is now in its second year, but Executive
Director Aiken indicated that no interim report would be issued be-
cause of the necessity to reach balanced conclusions which fully reflect
the immense complexities of the Center. He added that there are many
facets of the bank’s potential that * we do not understand” and that his
group has found that proper regulations to protect against misuse
of the system to invade privacy would be “very complicated.”
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Mr. Aiken also noted that the Conference members have been able
to use the present Federal statistical system effectively, and that one
major proposed solution that the Conference committee was contem-
plating was a comprehensive evaluation and “improvement” of current
procedures instead of a radical alteration to a centralized data center
system.

APPENDIXES

ArpEnpix I.—TuE COoMPUTER AND PRIVACY
(From “Privacy and Freedom,” by Alan F. Westin, pp. 321-326)

By the late 1960’s large-scale data collection and processing of in-
formation about individuals and groups had been added to the Ameri-
can public’s list of serious problems involving technology and privacy.
For some, like the conservative editors of U.S. News & World Report,
the computer promised to advance such unhappy developments as
economic regulation, welfare activity, and Government civil rights
enforcement by making them more efficient and thus even more dis-
tasteful. For others, such as liberals who do not ordinarily shudder at
large-scale Government activity in these areas, fears were raised by
the prospects of Government loyalty-security and law-enforcement
activity. Reaching to each other from opposite ends of the American
political spectrum, conservatives and liberals united in alarmed reac-
tion at “computerized Big Brother.”

Yet the fundamental thinking necessary to come to grips with the
problems of the computer and privacy had not yet reached the public
arenas as of 1967. Let me try to illustrate this point by describing first
the larger setting of data processing in American society, then exam-
ining the possibilities of achieving control over information systems
to protect privacy from unreasonable invasions.

One of the basic philospohical and practical assumptions of a society
is its theory about social decisionmaking, which can be called its in-
formation theory. The classic 18th- and 19th-century information
theory was of rational invididual action based on personal interest,
for which a relatively limited pool of facts was required to run the
business, social, and political systems.

Beginning in the early 20th century, we have moved steadily toward
a more behaviorial-predictive theory of information, which assumes
the need for much psychological and organizational data in order to
make the decisions of social science, business, and government. The
more computers offer opportunities to stimulate behavior, forecast
trends, and predict outcomes, the more pressure is generated for per-
sonal and organizational information to be collected and processed.
In a way we sometimes only dimly grasp, this is one of the great
changes 1n modern society.

At the same time, and partly generated by this change itself, there
has been a distinct rise in public fear of depersonalization and manip-
ulation through collection and processing of information. Big govern-
ment, big private employers, even big social science have replaced the
softening, face-to-face aspects of social control of earlier times. In
this setting, the private personality is the last defense of individuality,
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the ultimate shield of personal autonomy. To the extent that this pub-
lic fear clashes with the new information theory adopted by the deci-
sionmaking elites of the society, this produces a sharp conflict which
lpgts special stress on a society that wants to support both science and
1berty.

The first way we can try to come to grips with this problem is to
develop a new way of classifying information, to identify what is
private and “noncirculating”; what is confidential, with limited cir-
culation ; and what is public or freely circulating. This can also be seen
as a distinction between the facts about ourselves that are intimate,
those that are part of our life transactions (education, employment,
family, etc.), and those that are formal public records. Such a clas.
sification system actually approximates the theory used by some hold-
ers of mixed information files today, such as the system used by law-
enforcement agencies which divides files into those of public record,
case files, and “raw investigative” files.

Any attempt of this kind to develop a new information theory must
take several factors into account. The “facts” about individuals put
into new information systems always involve evaluation, by the very
selection of what to record, the language terms in which it is for-
mulated, with what other facts it is associated or classified, ete. As our
society relies more and more on central files, what is in these becomes
the most significant “facts” about an individual in his relations with
society. This has great effect on decisionmakers as well. The decision-
maker comes to regard making judgments on such recorded facts as
the most rational and fair way to make decisions, and will be threat-
ened in his own role within the bureaucracy if he bypasses the record
and relies on personal hunch factors.

In addition, what information about an individual is put in his
files becomes part of his estimate of himself; it is how the wise and
the powerful forces in his life see him. It takes a very strong person-
ality, especially among children being recorded in the new informa-
tion-worshipping society, to reject or fight the recorded judgment
of who he or she “is”. (Part of the value of privacy in the past was
that it limited the circulation of recorded judgments about individ-
uals, leaving them free to seek self-realization in an open environment. )

In addition, the new information systems are probably going to
create new institutions. While we worry now about investigations by
credit agencies, it is likely that the decentralized credit-giving system
of retail operations is going to vanish, to be replaced by the central
financial utility discussed earlier, in which each person will have a
single account that handles all his financial transactions of every
kind. If this occurs, these new financial utilities will have in their
information systems a total picture of every transaction of each
geg{)sitzor. What legal and ethical controls will we have ready for such

odies ?

As for government, the likelihood is that our Federal system will
become less of a Federal-State-local system of competing and some-
times cooperating layers and will develop into functional “subject-
area control systems.” All the government agencies concerned with a
problem, such as health, employment, education, ete., whatever their
level of government, will be part of an integrated information system
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and will coordinate their information to make decisions. These clus-
ters will also be linked closely to private decisionmakers, such as
employers, educational institutions, insurers, and hospitals. What con-
trols over information collection and circulation ‘will we have ready
for these new public agencies ? )

If these judgments are valid, then we are now in a last-minute posi-
tion to plan for the transition from one type of information theory
of society to another. We must analyze the kinds of information our
private and public agencies now collect, recognizing that increased
possibilities of collation and circulation raise the danger potential of
mformation our society was used to acquiring under the old informa-
tion system.

This analysis would then take us to the planning and development
of the new information system. The basic fact to be seen is that, even
though machines in a carefully designed system can be made to do
a great deal to protect privacy, man can defeat the most carefully
designed system, This means that law and ethical restraints must be
the final safeguards in the new information system. With this ap-
preciation, we can discuss the machine possibilities and the legal-
ethical possibilities for control.

System design aspects can be divided into three stages: input, stor-
age, and output. The input stage can be set up to limit those who are
allowed to put information in (excluding certain types of informant) ;
to have the machine reject tainted information (such as wiretap in-
formation, grand jury minutes, etc.) ; to reject information classified
as too sensitive for this particular system (personality-test results,
sexual records, etc.); and to classify all information as it comes in
according to a sensitivity code from public-record to top-sensitive.
Encrypting can be used to protect the input process from third-party
tapping or attempts to distort information during input. i

In the second phase, storage, protections would include physical
safeguards against outsiders tapping in or tampering with stored
data; background investigations and normal security controls over
computer personnel ; storing all data in a minimum scrambled form to
prevent simple printing out (or “dumping”) operations by system
employees; creation of random audit operations to check on the func-
tioning of the password-security codes for users; and creation of a
program in the computer to reject attempts to convert statistical in-
formation into intelligence information (as by setting a minimum
number of persons who must be in each category before the computer
will give out data, to prevent “one-person” statistical 1pqu1r1es$.

In the third phase, output, machine controls would include locks
preventing the obtaining of any information without an appropriate
password for the type or class of information sought, and special
two- and three-person password-combination requirements for special-
ly sensitive material. Information can be coupled so that the computer
will printout only in combinations that insure protection of the in-
dividual’s rights; for example, in law-enforcement intelligence sys-
tems, arrest records could be obtained only along with notations as
to dismissals and convictions, and in Government security files, allega-
tions of disloyal conduct could be obtained only with the employee’s
replies. A major safeguard would be to record automatically all in-
quiries for information, verify immediately that they come from the
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proper source, and then compile a roster of inquiries for periodic re-
view by outside review authorities (such as congressional committees
or a general protective agency) as well as by the information-system
management. :

Despite all these possible system safeguards, the system could still be
corrupted from within or penetrated from outside by concerted effort.
Thus the other half of the privacy front rests on new legal and ethical
policies. Since some of the specific things law might do with the com-
puter systems we have today are sketched out in chapter 14, it is the
broader principles for the future that T am concerned with here.

First, personal information, thought of as the right of decision over
one’s private personality, should be defined as a property right, with
all the restraints on intereference by public and private authorities
and due-process guarantees that our law of property has been so
skillful in devising. Along with this concept should go the idea that
circulation of personal information by someone other than the owner
or his trusted agent is handling a dangerous commodity in interstate
commerce, and creates special duties and liabilities on the informa-
tion utility or government system handling it.

With personal information so defined, a citizen would be entitled
to have due process of law before his property could be taken and
misused by Government or by agencies exercising such enormous pub-
lic power that they would be held to the same rules as Government.
Allowing for certain exceptions (national security, for example, or
when information was separated completely from identity for statis-
tical use), an individual would have to be notified when information
was put into key central files. He would be able, if he desired, to ex-
amine the information that had been put into his file, to challenge its
accuracy in some kind of administrative proceeding (with court re-
view), and to submit a reply or explanation that would be coupled
permanently to the information. In some instances, he should have a
right to challenge the very opening of a file on him in certain deroga-
tory-information systems.

Such a system of information review by the individual, somewhat
like the rights Government employees now have to see and contest
their efficiency rating or of military personnel to rectify their mili-
tary records, would have the most profound effect on the information
system itself. When the information keeper knows that the individual
will be notified, can see, and can challenge the information, all the
restraints of visibility of action will be on the keeper. His loss of
anonymity will be the best guarantee of fairness and care in the in-
formation-keeping procedure.

As suggested before, review of these information systems should be
set up in an independent regulatory agency with an ombudsman-type
character: a watchdog agency. Legislative review would also be
needed.

Remedies for improper conduct in collecting, storing, or circulating
personal information could include the usual criminal penalties, dam-
age actions, and injunctions, though there would be difficult problems to
work out here. What should not be overlooked is that the strongest
sanction of all would be to exclude any person or agency from the in-
formation system itself, on a partial, short-term, or permanent basis.
This, like exclusion from use in court of evidence obtained illegally,
may be the most powerful weapon of all against misconduct.
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Ethical developments in the future would range from educating a
socially conscious, professional group of informationkeepers to official
licensing with high qualifications, as well as the development of a code
of ethics for the computer profession. One of the most interesting and
important problems is: what will happen to those watchdogs of ethical
performance in our society, the press and mass media, in the future
mnformation system? Can they continue to play their traditional role
when access to information will be increasingly difficult for them, as
outsiders? Or will the organs of criticism get their own computers and
try to monitor selectively the operations of the big public and private
systems ?

All of these descriptions and suggestions may seem like fantasy to the
reader of the 1960’s. Yet few persons knowledgeable in the computer
field would think that we are more than a decade away from the con-
ditions for which such planning is needed. The most precious resource
we have as a free society now 1s the leadtime to become aware and to
prepare ourselves.

In conclusion, two points might be noted as the “message” of this
discussion:

1. The strict records surveillance that was for centuries the con-
scious trademark of European authoritarian systems, and which the
voung American Republic deliberately rejected out of libertarian prin-
ciples, is now being 1nstalled in the United States, not through a delib-
erate turn toward dictatorial policies, but as an accidental byproduct
of 1electronic data processing for social-welfare and public-service
ends.

2. There is no way to stop computerization. As Prof. Robert M.
Fano of MIT has remarked, “You can never stop these things. It is
like trying to prevent a river from flowing to the sea. What you have
to do is to build dams, to build waterworks, to control the flow.”




Arpenpix IT.—ComprrROLLER GENERAL’S REPORT TO THE CONGRESS—
Review or RELIABILITY OF THE AIR FORCE PERSONNEL DaTa SYSTEM,
B-164471, Jury 25,1968

DIGEST

Why the review was made
The General Accounting Office has examined into the reliability of

the U.S. Air Force’s multimillion-dollar personnel data system. The

Air Force, by combining the latest computer applications with the

services of 17,600 personnel specialists, designed the system to furnish

timely and accurate management data on its 135,500 officers and

758,600 enlisted men.

Data contained in the system influence decisions on assignments,
promotions, school selections, separations, retirements, et cetera.

Because the effectiveness of any automated system generally is lim-
ited by the quality of information which it provides management, the

General Accounting Office (GAO)—using random statistical sam-

pling techniques—tested the reliability of data entered and being

retained in the system.

Findings and conclusions

During the review of the operation of the Air Force personnel data
system for the period April through October 1967, GAO found that
the system was not furnishing the Air Force with data of the reli-
ability desired. Base-level records were inaccurate and certain types
of source documents were missing. (See p. 7).

The reasons contributing to the inaccuracies were—

Lack of adequate review procedures to insure the accuracy of
personnel information ;
" Absence of standards for evaluating the reliability of system

ata;

Ineffective guidance and instruction by higher levels of com-
mand ; and

Inadequate staffing and training of personnel.

Recommendations or suggestions

GAO suggested that the Air Force consider taking various actions

(see pp. 11 to 16), such as—
Standardizing the review procedures of personnel assistance
teams;
Requesting the audit services of the Air Force Auditor General
or an assessment of the validity of system data;
Establishing appropriate standards for validating system data
Improving staffing and training of supervisory and operating
personnel.
Agency actions

_Air Force officials agreed with our finding and suggestions. Exten-
Slve measures have been taken under a personnel data Improvement

(30)
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program to increase the reliability of information in the personnel
data system. (See pp. 43 to 46.)

Legislative proposals
None.

] » * * * * *

FINDING

Need for improving reliability of information in the personnel data
system

During our review, we found that the data provided by the per-
sonnel data system was not of sufficient reliability to the various levels
of command for use in the management of personnel resources. In this
connection, we found that base-level records were inaccurate and that
some source documents were missing. We believe that the inaccuracies
in the personnel data were primarily due to the following manage-
ment weaknesses :

1. Lack of adequate review procedures to insure the accuracy
of personnel information. s

2. Absence of standards for evaluating the reliability of the
data in the system. )

3. Ineffective guidance and instruction by higher levels of com-
mand to personnel at the base level.

4. Inagequate staffing and training of personnel at the base
level.

The system was designed to provide personnel managers with
timely and accurate information for the efficient and effective manage-
ment of Air Force military personnel. The effectiveness of this multi-
million-dollar system as a management tool depends on the accuracy
of the data entered and retained in it, since the data provide the bases
upon which management decisions are made. Therefore, the reporting
of inaccurate personnel data, such as we found during our review,
could result in inappropriate management decisions. These decisions
could have an effect on both the Air Force and the individual service
member because the system provides data which influence decisions
on such matters as assignments, promotions, school selections, separa-
tions, and retirements. 1 L

During our review, we met with representatives of the Air Force
to apprise them of our observations and to discuss possible solutions
to the problems found and corrective actions needed to improve the
reliability of the data within the system. At the completion of our
review, Air Force officials informed us of actions which either had
been taken or were planned to correct the matters brought to their
attention. They apprised us that review procedures had been stand-
ardized and that personnel data system reliability standards had been
established for the evaluation of the data maintained in the system.

In addition, we were advised that clarifying instructions had been
issued to personnel at the base level regarding the proper coding of
personnel data and that actions had been taken to improve the train-
ing of personnel specialists. Included on pages 43 through 46 of this
report 1s a list of actions included in the personnel data improvement
program which the Air Force has initiated.
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A detailed discussion of our finding follows:

Inaccurate personnel data

Our review of the accuracy of data in the uniform officer records
and uniform airman records at the base level showed that these
records contained erroneous data. We measured the results of our re-
view against the system reliability standards established by the Air
Force (see p. 13) and found that the data in the system were not of
the reliability required by the Air Force. In addition, we found that 5
percent of the officer data and 2 percent of the airman data were not
susceptible to audit due to the absence of source documentation in the
individuals’ personnel folders. Presented below are the results of our
review of the accuracy of UOR and UAR data.

Uniform officer records

Our examination of 378 UOR'’s involving 32,337 applicable blocks
of information showed that these records contained a total of 1,725
errors, or an error rate of 5 percent. Our analysis of the records
showed that 866 of the 378 UOR’s contained one or more errors. The
number of errors on the UOR’s examined averaged five for each
record. More significantly, however, we found that the error rates for
52 percent of the critical data items and 28 percent of the noncritical
data items did not meet the Air Force’s reliability standards. In-
cluded as appendix IV is a schedule of UOR data items that did not
meet the Air Force’s reliability standards.

The following case illustrates our finding:

The UOR contains five information blocks which should identify,
by use of coded data, the five most recent technical or flying training
courses that officers have completed. These information blocks are
used to identify those officers who have completed the specialized
training that is a prerequisite for their selection for assignment to
particular Air Force positions.

The Air Force reliability standards for these information blocks
provides for a minimum accuracy rate of 90 percent. We found, how-
ever, that accuracy rates for these information blocks ranged from 51
to 77 percent. This high frequency of error could adversely affect the
assignment of officers.

Uniform airman records

Our examination of 480 UAR’s involving 25,180 applicable blocks
of information showed that these records contained a total of 1,461
errors, or an error rate of 6 percent. Our analysis of the records showed
that 457 of the 480 UAR’s contained one or more errors. The number
of errors on the UAR’s examined averaged three for each record. More
significantly, however, we found that the error rates for 47 percent
of the critical data items and 39 percent of the noncritical data items
did not meet the Air Force’s reliability standards. Included as appen-
dix V is a schedule of UAR data items which did not meet the Air
Force’s reliability standards.

The following case illustrates our finding :
~ One of the UAR data items classified as critical by the Air Force
is date of rank (permanent grade). This date establishes the seniority
of an individual compared with that of others in the same grade. The
principal use of this item is to identify airmen who are eligible to be
considered for promotion.
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The Air Foree reliability standard for this information block pro-
vides for a minimum accuracy rate of 99 percent. We found, however,
that the accuracy rate for this information block was 98 percent. Be-
cause of this frequency of error, eligible airmen may not have been
considered for promotion.

* * * * * * *

Conclusion and agency actions .

The personnel data system was designed to retain and provide to
Air Force management officials information that they need to manage
the service’s personnel resources. Using the Air Force’s reliability
standards, we found that the information being retained in the sys-
tem was not sufficiently reliable to effectively serve this purpose. Also
we identified what we believed to be the basic management weaknesses
that contributed to this condition. )

On February 27, 1968, we brought our findings to the attention of
the Secretary of Defense. The Assistant Secretary of the Air Force
(Manpower and Reserve Affairs), by letter dated April 26, 1968, com-
mented on our findings on behalf of the Department of Defense. (See
app. VL.

p’f‘he A)ssistant Secretary informed us that the Air Force generally
agreed with our findings and proposals and had taken action to cor-
rect the management weaknesses revealed by our review. (See pp. 34
to 40.

Thg Assistant, Secretary advised us that, although the Air Force
generally agreed with our findings and proposals, it questioned the
implication that the system was not providing personnel data of suffi-
cient reliability to the various levels of command for use in the man-
agement of personnel resources. In this connection we were advised
that the Air Force was able to use the data in the system to manage
its personnel resources, particularly its Southeast Asia operations.

We based our opinion that the personnel data system was not pro-
viding personnel data of sufficient reliability to the various levels of
command for use in the management of personnel resources on the
following factors: o ) 3

1. Fifty-two percent of the UOR critical data items and 47
percent of the UAR critical data items did not meet the Air
Force’s reliability standards. -

9. The Department had designed the system to provide per-
sonnel managers with timely and accurate information for the
efficient and effective management of Air Force personnel. There-
fore, to the extent that erroneous data were being retained, we
believed that the system was not meeting the objective for which
it was designed.

The Assistant Secretary also pointed out that there were many
checks and balances in the Air Force’s overall management of its per-
sonnel that were designed to detect and correct decisions which may
have been based on erroneous UOR and UAR data in its personnel
data system. For example, the Assistant Secretary said that the
assignment system had been designed to permit a reclama—an action in
contest of a decision by a panel, committee, or the like to restore what
has been taken away—when a review of manual records indicated
that an individual was not qualified or was ineligible for reassignment.
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We recognize that there are manual checks and balances in the Air
Force’s overall personnel management system that are designed to
correct initial management decisions, such as reassignment of per-
sonnel, which are proved to be in error because of incorrect personnel
data in the system. However, to the extent that additional manage-
ment actions are required to correct errors caused by inaccurate data
in the system, we believe that these actions are both time consumin
and costly. Furthermore, it should be noted that, although manua
checks may correct initial management decisions such as those relating
to the reassignment of personnel, there may be other qualified individ-
uals who have not been considered for reassignment because the inac-
curate personnel data in the system precluded them from being con-
sidered eligible for reassignment.

The Assistant Secretary stated that the accuracy of the data within
the Air Force’s personnel system was paramount in the management
and operation of the system and that the irreducible minimum or a
100-percent data accuracy rate was a major management objective of
the Air Force personnel program. Moreover, the Assistant Secretary
informed us that the Air Force had taken actions to increase data
accuracy in the personnel data system and that these actions had re-
sulted in a far-reaching data improvement program.

In view of the actions taken by the Air Force, we are making no
recommendations at this time since these actions, if properly imple-
mented and monitored, should result in improving the reliability of
the data in the system.

& * * * & * *
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NATIONAL ACADEMY OF SCIENCES

Computer Science and
Engineering Board March 3, 1972

Mr. Kenneth Olsen, President
Digital Equipment Corporation
146 Main Street

Maynard, Massachusetts 01754

Dear Mr. Olsen:
At the request of Anthony G. Oettinger,

I am enclosing legislation introduced by
Congressman Jack Brooks on February 17, 1972.

Sln9brely, ’/Z%:)

Karen M Pastor
KMP/S

Enclosure:
As stated above.

Executive Support Staff, Room 840, Joseph Henry Building, Washington, D. C.
Phone (202) 961-1834
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nsultants; stenographle
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ary to carry out the provi-
s Act, the Administrator s
L in excess of one year) or
wsultants or organizations
services, by contract or ap-
» shall be without regard to
and, except in the case of
izations, without regard to

“ederal agencics

-ection 576 of Title 10 or of
crator in carrying out the
ter is authorized to utilize
‘icers, and other personnel
'sonnel of the armed sery-
agency concerned,

576 of Title 10, referred to in
¢), was repealed by Act Aug. 10,
041, § 53, 70A Stat. 641, and is
red by sections 3514 and §544 of
\rmed IForces.

rendment.  Subsees. (a) and (D).
5, 190 substituted “V, and VI
1" for “and V of this Act”.

e Date. Scction effective July
‘e note set out under section 471
e

ivo  Mistory. TFor legislative
'@ purpose of Act June 30, 1049,
U.8.Code Cong.Service, p. 1470
Act Sept. 5, 1950, 1950 U.S.Code
ice, p. 3547,

s

ficers § 34.
uited States §§ 36, 37, 62-64.
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Ch. 16 GENERAL SERVICES 40 § 759

Notes of Decisions

1. Employment of personnel

Government ageney was  vested with ter into independent contractor relation-
authority t{o seccure temporary or inter- ship with attorney as distinguished from
wittent services of attorney by contract employment status. Boyle v. U. S, 1962,
or appointment and authorized it to en- 209 I.2d 399, 139 Ct.Cl. 230.

§ 759.

Procurement, maintenance, operation and utilization:
of automatic data processing equipment-—Author-
ity of Administrator to coordinate and provide for
purchase, lease and maintenance of equipment by

) Federal agencies

(a) The Administrator is authorized and directed to coordinate

and provide for the economic and efficient purchase, lease, and main-
tenance of automatic data processing equipment by Federal agencies.

Procurcment, maintenance and repair of equipment; transfer between ngen-
cies; joint utilization; establishment and operation of equipment pools
and data processing centers; delegation of Administrator’s authority

(b) (1) Automatic data processing equipment suitable for effi-
cient and cffective use by Federal agencies shall be provided by the
Administrator through purchase, lease, transfer of cquipment from
other Federal agencies, or otherwise, and the Administrator is
authorized and directed to provide by coniract or otherwise for the
maintenance and repair of such equipment. In carrying out his re-
sponsibilities under this section the Administrator is authorized to
transfer automatic data processing equipment between Federal agen-
cies, to provide for joint utilization of such equipment by two or
more I'ederal agencies, and to establish and operate equipment pools
and data processing centers for the use of two or more such agencies
when necessary for its most efficient and effective utilization.

(2) The Administrator may delegate to one or more Federal agen-
cies authority to operate automatic data processing equipment pools
and automatic data processing centers, and to lease, purchase, or
maintain individual automatic data processing systems or specific
units of equipment, including such equipment used in automatic data
Processing pools and automatic data processing centers, when such
action is determined by the Administrator to be necessary for the
economy and efficiency of operations, or when such action is cssen-
tial to national defense or national sccurity. The Administrator may
delegate to one or more Federal agencies authority to lease, pur-
chase, or maintain automatic data processing equipment ‘o the extent
to which he determines such action to be necessary and desirable
to allow for the orderly implementation of a program for the utiliza-

tion of such equipment.
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40 §759 PUBLIC BUILDINGS, ETC, Ch. 16

Automatic datna processing fund; establishment; Uses; report to
Bureau of Budget and Congress

(¢) There is heveby authorized to be established on the books of
the Treasury an automatic data rocessing j'undi which shall be
available without fiseal year limitation for expenses, ineluding per-
sonal services, other costs, and the procurement by lease, purchase,
transfer, or otherwise of equipment, maintenance, and repair of such
equipment by contract or otherwise, necessary for the efficient co-
ordination, operation, utilization of such equipment by and for
Federal tagencies: Provided, That a report of equipment inventory,
utilization, and acquisitions, together with an account of receipts,
disbursements, and transfers to miscellanecous receipts, under this
authorization shall be made annually in connection with the budget
estimates to the Director of the Bureau of the Budget and to the
Congress, and the inclusion in appropriation acts of provisions reg-
ulating the operation of the automatic data processing fund, or lim-
iting the expenditures therefrom, is hereby authorized,

a—

/ Capital ot fund; credits; transfer of net Income to Treasury
(d

There are authorized to be appropriated to said fund such
Sums as may be required which, together with the value, as deter-
mined by the Administrator, of supplies and equipment from time to
time transferred to the Administmtor, shall constitute the capital of
the fund: Provided, That said fund shall be credited with " ad- (A)/
vances and reimbursements from available appropriations and funds /
of any ageney (including the General Services Administration), or-
ganization, or contractor utilizing such equipment and services
rendered them, at rates determined by the Administrator to approxi-
mate the costs thereof met by the fund (including depreciation of
equipment, provision for acerued leave, and for amortization of in-
stallation costs, hut excluding, in the determination of rates prior to
the fiscal yoar 1967, such direct operating expenses as may be directly
appropriated for, which éxpenses may be charged to the fund and
covered by advances or reimbursements from such direct appropri-
ations) and refunds or recoveries resulting from operations of (&)/
the fund, including the net broceeds of disposal of excess or surplus
personal property and receipts from carriers and others for loss of 01:
damage to property: Provided further, That following the close of
each fiscal year any net income, after making provisions for prior
year losses, if any, shall be transferred to the Treasury of the
United States as miscellaneous receipts.

INSERT (DD FROM giLL

Inapplicability of other inconsistent provisions of law
(e) The proviso following paragraph (4) in section 481(a) of this
title and the provisions of section 474 of this title shall have 11'0
application in the administration of this section. No other provi-
sion of this Act or any other Act which is inconsistent with the
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provisions of this scction shall be applicable in the administration
of this section.

ETC. Ch. 16 Ch. 16 GENERAL SERVICES

hment; uscs; report to
INETess

Sclentific and technological advisory services by Sceretary of Commerce;
recommendations to President; research :

(f) The Sceretary of Commerce is authorized (1) to provide agen- i
cies, and the Administrator of General Services in the exercise of :
the authority delegated in this section, with scientific and techno-
logical advisory services relating to automatic data processing and
related systems, and (2) to make appropriate recommendations to
the President relating to the cstablishment of uniform IFederal auto-
matic data processing standards. The Secretary of Commerce is
authorized to undertake the necessary resecarch in the sciences and ;
technologies of automatic data processing computer and related sys-

tems, as may be required under provisions of this subsection. /NSERT‘ zjf: F’}QD'H

L4
Limitatlons on Authority of Administrator and Sceretary of Commerce; 8 .L L" ¢
notice and review of Administrator's determinations
(g) The authority conferred upon the Administrator and the Sec-
retary of Commerce by this section shall be exercised subject to divec-
tion by the President and to fiscal and policy control exercised by
the Burcau of the Budget. Authority so conferred upon the Admin-
istrator shall not be so construed as to impair or interfere with the
determination by agencies of their individual automatic data process-
ing equipment requirements, including the development of specifica-
tions for and the selection of the types and configurations of equip-
ment needed. The Administrator shall not interfere with, or attempt {
to confrol in any way, the use made of automatic data processing N
equipment or components thercof by any agency. The Administrator
shall provide adequate notice to all agencies and other users con-
cerned with respect to each proposed determination specifically af-
fecting them or the automatic data processing equipment or com-
ponents used by them. In the absence of mutual agreement between
the Administrator and the agency or user concerned, such proposed
determinations shall be subject to review and decision by the Bureau

of the Budget unless the President otherwise directs. ) ; INSE 12 @ FR
June 30, 1949, c. 288, Title I, § 111, as added Oct. 30, 1965, Pub.L. 89- &I.L o
306, 79 Stat. 1127. ‘
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Yistorical Note -

References in Text, This Act, referred Oct. 22, 1008, &2 Stat. 1309. The subject
to in text, is Act June 30, 1049, c¢. 288, 63 matter of such former Title V is now
Stat. 378. Titles I-IV and VI-VIII there- covered by chapters 21, 25, 27, 29, and 31

vrovisions of Iaw

) in section 481(a) of this
¢ this title shall have ro
section. No other provi-
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of was classified to former chapter 11 of
Title 44, Public Printing and Documents,
but was repealed by Pub.L. 90-620, § 3,

of Title 44,
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history and purpose of Pub.IL. §0-306, sce
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\ t
Mr. Brooks
<
A "B ILL
‘To amend the Federal Preoverty and Administrative Services Act
of 1949 to improve the guolity ol information avallable
to Federal policymaking officlals in matters involving
data processing technolory, and for other purnoses.
. . N
Be 10 enacted Dy te and House of Revresentatives
of the Urited States of Americe in Congress assembled, That
(a) section 111 (d) of the Federal Property and Administrative
Services Act of'19ﬂ9 (40 U. 759(a)) is amended by insert-
ing "(1)" after ”(o)” and bty adding at the end thercof the
following necw paragraphi. ,
{ . o .. ,
f!"ft“f“T "(2) The Administrator shall- redimnburse the Computer
Fb AcT Lwa“d of the Nationaz) Academy of Sciences from the fund,
i1 an amount not to exceed $3,500,000 during any fiscal
year, {or costs sncurred by the Computer Board (other ghan




.

any compensation paid to panel members) in conducting
studiecs or evaluations, and 1n performing other services,
‘which the Com puter Board may undertake from time to time
at the rcguest or on behalfl of a Federal agency, and which,

in the judsment of the Compu ter Board, require the Board's

.

unique capabilities and qualifications and could not be

'performed in an cqually satisfactory manncr by quederal
agency ‘or an oducuthnul institution, orlunder vaernmcntA- ’ | |
fcontract. The rccommoniations and conclusions of the Cowm-
ﬁutcr Board shall be dqvclopcd and submitted to appropriate
Federal officials in such mannér and form as to optimize
" thelr inforﬁ%tion&l value but shall not be binding upon, or
limit the responsibility or the authority of, any Federal
official. With regard to studies, evaluations, and other
services subjept to reimbursement under this paragfaph, it
“is theAs¢nse of the Congress that the National.Academy of
Séicnces should select members to serve on the Computer
:Board and on the RBoard's panels on thc basis of rccognlz ed
capability and expertise in the relevant areas, with proper

brovision nade for the recasonable development of_conf]icping

Y

.philosophics, opinions, or points of view."




(b) Scction 111(3)(1) of such Act (as redesipgnated by

subscction (a) of this section) is amended Dby striking out
| b///“(l) advances" and inscrting in lieu thereof ”(A) advances"
| and by ,Lri‘ﬂnv out "(2)" and inserting in lieu thereof
. “(B)”. .

LNSERT Sec. 2« Section 111(f) of .such Act (40 U.S.C. 759(1))

{
{24 o 2
gzﬂ T A8 )endod by adding aL the end thereof the following new
a’f; C.T ’ " . )

sentcnce:~ Thbre is authoriyod to be appropriated-
for the fiscal year ending June 30, 1973, and for each
fiscal year thereafter, Lhe sum of $100,000,000 to be
expﬁndbd undey Lhe LUIO nce and direction of the Dircctor |

. :

of the national Purcau of Standards to support bacic

research in data processing Lech“ologg.

Sec. 3. Section 111 of such Act is amended by adding
‘ - at the end thereof the following new sub>ccbion .

TLNSERT ~_"(h) The hdministrator is authorized to enter into

Zz-’704947' . .
g contracts for period° not cxcoedjng five years for the

)
rental of computers, computcr comoonentb, and related ser-

vlccs “hich he is authorized Lo acquire for use of the

' Government under provis ions of thiu uchion.




JACK BROOKS COMMITTEES:
9TH DISTRICT, TEXAS

JUDICIARY
COUNTIES: GOVERNMENT OPERATIONS
HAMBER: g CHAIRMAN:
e Congress of the United States sovensagi e
BHouse of Representatibes CONGRESSIONAL OPERATIONS

CHAIRMAN

FOR IMMEDIATE RELEASE Washington, D.C. 20515
Thursday, February 17, 1972

BROOKS INTRODUCES LEGISLATION TO IMPROVE FEDERAL POLICYMAKING REGARDING COMPUTERS

WASHINGTON, D.C.--"The United States must maintain wotld leadership in com-
puter technology," Congressman Jack Brooks (D-Texas) declared today upon introduction
of legislation aimed at improving Federal policymaking regarding computers and to
expand basic research in computer technology.

"If the United States loses its leadership in computer technology -- if we
become a second-rate computer power -- we will become at the same time a second-
rate nation, both economically and militarily," Brooks declared.

"Broad segments of our economy and most of the nation's defense systems
rely upon computers, and they offer vast potential in the solution of many of the
extremely difficult social problems confronting the nation," the Congressman con-
tinued.

"The legislation I introduced today would provide limited funding to the
Computer Board of the National Academy of Sciences to provide the highest level of
expertise from the nation's computer community to fill the informational needs of
government policymakers. In addition, the bill authorizes Federal expenditures of
$100 million annually for basic research in computer technology to be administered
by the Director of the National Bureau of Standards," Brooks explained.

"The bill also would amend Public Law 89-306 to allow the Administrator of
General Services to enter into contracts for periods of up to five years in the
leasing of computers and related services needed by the Federal Government. This
authority, which has been recommended by the Comptroller General and the Adminis-
trator of General Services, can save the government millions of dollars annually."

In a statement on the Floor of the House, Brooks assérted, "To maintain our
leadership in the field of computer technology, Federal policymaking officials must
have available to them the most sophisticated and the highest quality information
regarding computer technology that the American computer community can provide. We

cannot endanger the nation's economic and military leadership by faulty computer
policies.

"In such areas as East-West trade in computers, the patenting of computer
software and matters involving individual privacy and security of information and
in countless other areas in which the Government has a specific responsibility,
the officials formulating the policies and making the decisioms need the best
~information they can get," the Congressman concluded.
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over a high dam and through a reservoir, such as Nez Terce, w
auce that they will be effective. I'he Commission conclt
tion of the Noy Perce Dam, with its
Salmon River, would adversely affect
principal spay

ng arca of Columbia
proposed Iligh
which would »

ith any assur-
ided that construc-
reservoir extending' 63 miles up the
fish runs on that stream which is a
River salmon, as contrasted

to the
opment on the upper Snake River,
“ctoonly the fish runs on the Snake River which are al-

Mountain Sheep devel

ready impaired. '

B. As a result of Commission action, ch
of the three fiu) ladders at the Rock Isl
the Columbia 1iver in Washington, to
runs that would . therwise result from tl
Wanapum Dam (project No. 2114).
censees of both po
ment of Interior
Game, to develop a program for the study
fcets on fish Passage at Rock Island D
water level dovw tream fron

Tect
1eCt.

anges have been made in two
and Dam site (project No, 913) on
avoid the adverse eifects on fish
1¢ construction dow
The Commission
ration with represent
and the Washington St

nstream of the
also dirccted the 1i-
atives of the Depart-
ate Department of Fisheries and
and cvaluation of the further ¢f-
am that may result from raising the
that dam by construction

At the Priest Rapids-Wanapum D
<114, the licensce w
‘es of the extent

jects, in coope

and operation of
am developments
as required to provide up to a total of
and character of the fish and wiidlife
o devise means and measurcs for miti-

the Wanapum
of project No.
$IS.’.CO(), for st
resources of the project area and t
gating losses to ]

C. The Commni nstruct, operate, and
maintain fish ha. at the Iron Gate development
on the Klamath River in California (project No. 2082), as requested by the
State of Califors.i. Department of Fish -and Game, in order to compensate
for Spawning arcas rendered inaccessible by construction of the dam.

D. In a recent decision involving the Turlock
Districts, California (project No, 229
condition sought |

¢ resources.

sion has directed a licensee to co
cry and rearing facilitics

and Modesto Irrigation
9), the Commission included

the State of California and the Seccretary of the Interior,
hance of water relea

S¢S necessary to sustain a specified
on in the Tuolumne River. In addition, the Commis-
plicant to cooperate in the submission of plans for un-
studies of the fish problem,
E. In three Columbia Basin projects, project Nos, 1971, 2145, 2
recommendations of {]

o1 the Secretary of the Interior
agencics, the Con tission has orderec

cilities for anadromons fish passage
and preserve the runs of {ish.
evaluation studies

a license
requiring the niaj

minimum run of <.
sion required the
dertaking continuin

030, upon
and the State fishery
I the construction of experiniental fa-
and propagation in order to help protect
Since some of the f
have also been provic
are giving the protection for which they w
F. The cooperati,
feasibility of rehal;

:

acilities are experimental,

led to determine if the facilitics

cre designed.

study on the Susquehanna River to determine the

tating runs of shad in that river basin
noted. These studics,

o

above four ex-

now starting their third year,
t voluntarily financed by the Licensees of the four dams,
FPC project Nos, - 5, 2268, 1025, and 1888, at a total cstimated cost of
$196,500. The U. : ish and Wildlife Scrviee and the State fishery agen-
cics of Pennsylvania, New York, and Maryland are
The Conumission s 1 ng kept advis

ng dams should ]
are being jointly a:

conducting the studies.
sed of the progress of this worl
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“no objection to any of the proposced bills

1

Josrrit C. SWIDLER, Chairman.
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AUTOMATIC DATA PROCESSING EQUIP
. ‘ For tert of Act sce p. 1133
| utl ittee) No. 802,
-erament Operations Commi ¢
House RCIX’:(E (STO‘ICO‘(?SPI[C’FO accompany 1LIR. 4845]

i i No. 938
¢t (Government Opcrations (for:\r;gtlit-clc) ’
Senate r{CDOOcrt 22. 1965 [To accompany ii.lv. 5

Cong. Record Vol. 111 (1965)

DATESvOF CONSIDERATION AND PASSAG
Ilouse Sept. 2, 1965
Senate Oct. 22, 1965

S sport is set out.
The Senate Report v s

SENATE RELORT NO. 918

I was refetied the

. eations, to whic o
@IUE Committee on Government Operatio 1 Administra-

Sederal Property o
itle { the Federal I e
i 345) to amend title T o iy
i ‘;\)t £ 1949 to provide for the cconomic and (.r i
g e - ilizati g natic dats B8
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aintens i of automatic (1t
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1 dthout anmc g
‘orably thercon witho
reports favora
bill do pass.

I. PURTOSES OF THE BILL

M ~ v .IX
sviously reported herel
The findings on the impact of ADP p\r;xgou:o)"nrg iy iy
indicate that dynamic leadership of thcpx qu‘wpp;tia] e
» : - S - v 3 '
Clav is a vital necessity. DPassive, o
eral ‘Government is . R e
types of leadership have had their placc,]jbl}t C: R Daa
t]\éix: uscfulness.! 1959 DBurcan of the Budget
¥ & isibilitics Study. ‘
e e Jership the Burcau of the Budget (BOB)
; eadersh :
i i i tic (Il)wm processing (ADP) mnnngcmc'ut
. 3 . is carly automat: ata < - e mu iy
AN ltJh sc«lizzd This legislation would cstathsh ch h i o
1dy has yct to be rea . . . S e
St"(;*y O\i:c the operational machinery neceded for the
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cient management of this costly equiprent.
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ngs Recommendations les ‘“,vtf (: i sl £
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L. 4815, 80th Cong., 1st scss., p. O
Budget, p. 20. Reprinted in hearings on 111 4815,
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During the years following issuance of the BOR's 1959 ADD
Comptroiler General has issued approximately 100 audit re
critical of Government ADP management.  QOver ()3e ye
tinuously emphasized and demonstrated the need for Govcrnmcnt-\vidc co-
ordination in ADP management. IFederal ADDP expenditures now exceed
3 billion annually and the Comptroller General conscrvatively estimates
with regard to the cquipment coming within this management program
that apy roximately $200 million a ye ed through the usc of

long, ree gnized and accepted management techniques provided in this legis-

study, the
ports scevercly
ars, e has con-

ar can he say

lation, :
This committee recommended similar legisl
19, 1963 (1 [.Rept. 428, 88th Cong., 1st scss.),

(ILR.5171), was approved July 18, 1963,

ation to the IHouse on June
and that legislation, as amended

1I. SUMMARY .
The Federal Government is the largest user of ADP in the world with
annual expenditures exceeding $3 billion or approximately 3 percent of the
Federal 1, ‘get. There are now an estimated 2,000 computer systems in
use in the Iederal Government.
What is AD P2

Automatic data processing (ADD)
or computer ean accept inform
cording to
form.

is the concept wherehy a machine

2 predetermined “program,’_’ and provide the results in 4 usable

Data proc
or digital, ]

SINg computers arc cither analog,

which measure “how much,”
ch calculate numbers or-cor

pare nonnumerical data encoded
in digital form. Most ADP in use is dj

gital in design, and it is this type
of cquipment that is the principal concern of the legislation, .

The heart of an ADP system is the processor or “main frame” which

complex electronic circuits which accept and process data.

in conjunction with input, output, and storage components
unit, a card punch, a memory component, printer, and so
4 computer system. The system is “designed” or “con-
figured” by ¢ mbining various of these mass produced components, the
combination ( ‘pending on the particular nceds of the user. Most com-
ponents are seneral purpose in design and the system can be programed to
perform varions functions. About 90 percent of the computers in Govern-
ment are gernera] purpose.  In addition to the “hardware,” the user must
also obtain tle instructions and procedures neceded to operate the system,

These are called “software” ang often constitute 3 substantial portion of
the cost of ap ADP system,.

The technol zical evolution of ADP has entered the third gener.
The first Scucration equipment containéd clectronjce vac
the secong generation cquipment introduced soljd st
third generatic will integrate ADP with communic
by central cor, [uters of high capacity will supply the
Overall CQUIpTL Nt costs will be substantially higher

€osts to the individual user will be markedly reduced
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ation,
uum tubes while
ate transistors. .The
ations systems where-
needs of many users.
but unit processing
- As third genera-
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som 1 sharing increases, the traditional ngcnq?by-ngcncylstruact\;);cr;i
G tgin terms of ADP management will l')ccomc css pt e
o IGO\'T;:;]::;mt and t.hc costs of any dcficiencics in Governmen
a:'imtgscsmcnt will reach staggering proportions.

iques
Current Government ADP management technllq. Healie o caleulators
In the 1950%s, cxisting management policies ntppdc(l . on e
' 1 ar offi 1 fere exten el

punched card, and other office cqmpmcnxt were c(mcnt wae usually limited

> re o

rer / manag
}) concern over ADIL 1058 however,
f the Budget (BOD) . s 158

so the annual agencywide budget review er;)clisifQsponqibilitics Ctudy”

g al . v »

' chensive Government “/ i .t
3 began a comprehensiv rnment ° ADP mamage:
BO];udis“ that “dynamic lcadership” in (xovcrnn]\cnt ol for spesalised

i i < 2 . ‘
ae. “\?hl necessity.,”  The study recognized the ne T
v '3 S . . ) I ) . | . ]
Manae mcx;t of ADD, for Government-wide cgonhn.\tmx{, toneoa HOR
e ; A subs
nnltnhl ite information for all levels of mann,\uncl:x_xt.. '
Sl B ‘ these > deficiencices.
str:uly in 1965 recognized many of these same de o reent of ADD
: i ; change 1 the co ‘
Despite recognition of this need for a Lh.m;’,c U et ol
1111;*c111cr\t as reflected in the 1959 BOB .stud),”m?l. o o
mlcx;lalt was limited to the issuance of advisory g\”(]L ines bl iy
a v B ideli bulletins have Dbeen issu
i suidelines and bulletins he -~
i i e @ ‘:l ase evaluations, inventory reports,
feasibility studics, lease versus purchase evahu :
and sharing programs. . . ice (GAO) has issued about 100
i 59, the General Accounting Office (G 8 ix f
et e e i hortcomings in the acquisition and usc o
i g i rious shor i : \
e oas roo i sarl 1d agencies as well as ADD acquired under
ADP in various departments and ag e bty
cost reimbursable contracts at the L‘.\p(..lSC) o e
the deficiencies constituted violations of BOB guidelines.,

i i i agement
The need for Government-wide coordination in ADP manage

a ' as been proved
Coordination is fundamental to good mdnngemcm,S as C]:'Ir. o Dpcfcnsc
in Government and busincss numerous times. . The f ;)CéD -\ychicving e
has applied this concept to a number of funct.mns o b
nificant improvements. e
; as submi
On four occasions, in 1958, 1960, 1963, and 1964, the (;';i\()trl’::in" e
comprchensive ADP management studics to Congress '11 us ‘Ord{;“ioq >
i = o e . 1 T
hat can be made through Government-wide coordina !
ADD managomont i <ed by the specific findings o
ADP management. The studies, backe upv y E . s e
ang : . )
mismanagement as illustrated in almost 100 otncr‘ audit repo f,Go\.cmn‘Cm
T embodicd in IL.R. 4845 that certain aspects o ‘ :
ADP manteomm i ‘ernment-wide basis.  Through
ADP management be coordinated on a Gov ernn e hrasgh
: p rativ stimat g
this approach, the Comptroller General conservatiy cly estima Akl e
‘ ‘ ithi i anagement progra
1 A\DI’ ; uipment that would come within this manageme . D '
that: 520 f et illi nd $200 million annually will be real-
that savings of hetween $100 million anc \,._I n e e
; i isc 1 > ‘ney ion or use quipr .
ized—without compromise in user agency sclect

Effective Government-wide management of ADP pro‘vxded byj HR chsfrt_
H.R. 4845 delincates the responsibilities of BOB, (J'SA, :1md }:: Go\l»ér,1-
. f Commerce and provides a stronger organ.xzatxor} plan sor | e
mc”: 0\DP management. The bill maintains BOB’s tradmonal' t_ontrr.c)“'()tion
?;sc::lltand pt;lic;r matters.  Action by any agency m;}dcr this legisla
would be subject to either approval or review by BOB.
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LIS LATIVE JHSTORY
. GSAIn line with
sponsibilities for ¢
would administer an ADP
more adequate manag
ccononiic acquisit

its traditional anthority, is delegated operational re-

“revolving fund” which should provide (1

ement information, (2) optimum utilization, and (3)
ion of Government ADP,

The National Rureay of Standards would offe
management prog
thority in this leeris

fort in coordinatio,

r technical support to the*

lation would supplement the

Government rescarch ef-
with other Federal agencies

H.R. 4845 would provide a continuous flow of recutrin
effective and cificient management

Presently BOB issues only an annual inventory report wholly inadequate
for ADP management purposes, Inventory and fiscal information is need-
ed to maintain policy and budgetary control, increase utilization, and pro-
vide more econarnical acquisition of cquipment, Under this legislation,
GSA would estalli-], such a comprchensive inventory. This inventory
coupled with the fiscal information flowing from the operations of the
“revolving fund” would afford all levels of Government with more
quate information cessary for effective and eff
availability of information on prospective Gov
also provide for fuirer competition among

g data needed for

ade-
icicnt management. The
ernment requirements should
all ADP manufacturers,

Optimum utilization of Government ADP

There is widespread waste in available but unused Government ADP
equipment time. On June 16, 1964, BOB sect up

under GSA. This gislation would, however,
effectiveness and cfiiciency of GSA’s intcragcncyvcoordinating cfforts,

GSA would also be authorized to establish multiagency service centers to
furnish ADP capacity to several users,

an ADP sharing program
substantially improve, the

More cconomic acquicition of ADP

This legislation would strength the Government'’s bargaining
in acquiring ADP, The Government now obt

as a volume purchascr., Under the GSA sup
minations and procurement are div
Government must have volum
cy-by-agency procurciient,

The traditionally - ‘cepted solution to this type of problem has been the
“single purchaser” concept. The Government would be in a stronger bar-
gaining position were 2l its ADP purchase and lease money in “one pock-

fe, general purpose components, including thosc used
! in specially designed ADP systems, would be acquired under a volume pro-
. curement program. Government software acquisition could also bLe sub--
jected to more orderly procurement procedures.

position
ains no special advantages
ply schedules, price deter-
orced. To obtain volume discounts, the
¢ procurement rather than a piecemeal agen-

The revolving fund

would be used to consolidate volume acquisitions.
Systems selected by the management of the
. the agencies would then lease cquipment from the
imbursing the fund periodically at rates reflecting
mipment.  GSA could obtain direct appropriations
“nses incident to operating the revolving fund.
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GEA would acquire e ADP
agencies and, in effcct
GSA revolving fund ;
the use value.of the

covering ove~icad e

vordinating Government ADP under ILR. 4845, GSA.

m and will work toward ADP compatibility., The au-. -
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Uscful life to the Government as a whole

Tn addition to volume procurement, Government-wide coorcl:rat:irltll\:t?SZi
provide an cffective means for making “Jease versus purclmscI c S.c ;crsus
on the basis of the benefit to the Government as a w?lolc.f I.c.'l | rerwe
purchase evaluations should be made from the standpoint o t}xc c.th:ant e
uscful life of the equipment to the Govc.rn'n'lcnt as a wholcvrai\ltcrmis A
estimated period of application of the initial user agency. ’

. e 1 41/
lease payments generally equal the cost of ownership within 214 to 414

years although the uscful life of most ADD cquipment is ﬁt:{mntit:)?’t ‘1::
tween 5 and 10 years. The Government h.JlS countlcs.s needs or‘/ g m. 1;
the GAO logically suggests that the cstnvntcd pcrmfl .of .'Tp.]» l.u‘ I f th_);
the initial acquiring agency may not constitute a rc;xhstm: (\\lnn.ltt. f.)lvl;c
cconomic uscful life to the Government as a wholes Tt is not unrealis
that officials cognizant of Government inventories and m‘c(lt; could le(.nt,
on a sound, businesslike basis, attribute sccnnd;\.ry ‘usugc p.nh‘ltll;ll to se -‘l}‘-
ed systems which have long-range utilization within the (.m‘m'nnw.nt.- '(».0.
often, at present, the Government in a period of from Z‘to 5 years 17.\_\,\
rentals approximating or cven exceeding the purchn.sc*prlcc—-lmt ctjd.\ .1;‘1:
not owning the cquipment which might have considerable cconomic life
in it.  And, assuming that some further utilization did not develop, the
Government could get the benefit of some return on investment throuph
the sale of the cquipment as surplus property.

The revolving fund would have other advantages. As an example, those
-systems with the highest comparative purchase mlvanmgc' for the Govern-
ment as 2 whole could be purchased while systems offering less purchase

- advantage could be leased. There may not always be sufficient capital for

. g Von.
the Government to purchase all-its ADP which should be purchased. Bm:b
ctary considerations and funding problems in the agencics should not in-

terfere with the purchase on‘a priority basis of that equipment having the
greatest purchase advantage.

. Exemptions for national security and defense

ILR. 4845 is aimed at general purpose commercially availa})lo ADP sys-
tems and components. Specially designed components forming a part of
tactical weapons or space systems which have no general purpose applica-
bility are not involved in this program. However, general purpose commer-
cially available ADDP components used in conjunction with ‘sp.ccial]y dcsxg.n-
cd components and as parts of systems with unique scientific, cryp?ologlC,
or military applications would come within provisions of this legislation
for acquisition, inventory control, and potential sccondary usage although
such components or systems might not be available for sharing.

The Administrator of GSA is authorized to exempt indi\'idual'systcms
from provisions of this program to avoid compromise of our mt{onal se-
curity or defense and to assure cconomy and cfficiency. As this entire
management program would be under the policy control of the B.OB‘ and
the express dircction of the President, it is not necessary or advxs‘?b.c to
authorize discretionary authority in agency heads to exempt cquipment
from the program. The Administrator is further authorized to dcllt“b:atc
authority extended him under this legislation to the extent he considers
fiecessary and desirable for the orderly implementation of the program.
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management studies, ahoyt 100

atic data process-
exceed $3 billion,
¢y 3 percent of the Federal 1, The taxpayers’ present
1S unknown, But, at this time, ADP usage in the Govy-
ubling alout cvery 3 years and js expected to increase in-
I-electronic Computer
d to the Army Ordn
with general data
the Censys in 195],

as constructe(

during World War'
ance Corps in 104

5. UNIVAC I, the
ing capability, was installed at

5 ¢ were 10 computer sys-
within the Federal Governmeng. By 1962, the number had
0. There are now gt least 2,000.2 And, these figures do
1 1,000 to 2,000 ors have cither
ased at ¢ Nor do these totals
actical Weapons and de-
and space vehicles v

estimatec Systems contract
S expense,
ing a part of ¢
nts in missije
ment pbrogram.

he Covcrnmcnt'
" Components form
" Operationa] cleme hich
tnder this manage

A. WHAT 18 ADP?
Processing js the concept where
information or “input data,”
d “prugram,” and provide the results in a usable form,
data processing System, the clectronic computer is the
it of the system. An ADp System consists of 2 number

uding nput, Processing, storage, ang out
Ts are either analog or digital in Jes;

by a machine or -cop-
process the data fzccording

put devices.
nmipute

gn.
ANALOG COMI’UTERS

S measure “hoyw much.” Ap
times with mechaniea] devic
ion, circumst:ancc,

T evaluated direct]

alogr computers yse clectric

€S to simulate the variable
or phenomenop which cannot be ef-
Yy or the factors of some hypothctx'cal
tical cquation, The analog computer correlates the re-

se factors ang furnishes 5 measure or magnitude
esultant the ¢

(how
© computer operator seeks to obtain In the
s have been princip:x”y used in scientjf;

ttic Data I‘n:ccs.-;x'ng Equmment in t
IBM,”

1“(|I‘lun0, vol. LXIX, No.
r fr.(!x:str;

«

0. 6 (June 1964), p. 207-
" Whose 193 Volume wyyg around 45 milllon ynd
L obelter than 13 rercent g year, The anulog unlike the digital
2
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DIGITAL COMPUTERS

ate, com-
ters calcul ;
" Seps compu-.c ) 1
¢ digital in design. Digital lly clectronic, i\r“hmdlcit'
Most computers :\;’ m:tion- They are csscn'tm b ComBATE, SFEADES, 50 E
inform: iti it o ao
pare, and process 1':s with the additional capac Zn b weed B any a,r(f: °
calevlating mach}? lata. Digital computers Cﬁrcd or information OX a
identify data. niations are requi he diitsl womme
store, and 1 omputatio ; t of the dig ‘
vhere comg concep )
fuman endeavor v ‘scd or simulated. Thc.basmcwsy to understand, but t ¢
kind has to be proces cognized and is rcmtxvdyl P ues implementing thes
puter has long lacen er c;hc manufacturing techniqu
- " . :‘n « )
i efreutny : ; complex.
clcctro? are new and exceedingly comp
concepts

BINARY NUMBERS SYSTEM

rs system rather
nerally use the binary (base ]Z?i(;\cxlrxxz‘l;ct‘lc)()xlly raher
Digitai computcr,S ge A10) 51,'stcm we norma!l.y.colx scompmcr o -
than the dccim.’q (??‘Stcic Tiworctically, a (lxgxtn e
approach to nrxth‘l')lcrs imSC- Ilowever, the bumrl)‘d)m e 31mnbcr
signed to any numbce rmbols, “0” and ”1".,arc ncm;crs g lecr.mt
combinations of two sym U;,dcx. a7 s i g
s syt B g sent the serics of magnitude B
Then for m usc'd to' rCopfrclo and above, these same u;;:: el
- Then for magmt_ll_qcs 0810 shove, thes £0110;VS i
i rcpoSltlo:fusymbols begins with “2” rather tha
cept that the reuse

Dinarp
0
.- ;
U U — f
1 "'"""""ZZZ-_-_-N------_-.-----: _____________________ 3
e —— 100
3 -------------------------------------- 101
e 110
e 111
5 -“-""-"-:"""""--""""“ ----------------------- 1000
(; ""““""““"-"”""""““--"""""."“"—": 1001
N 1010

R

5

l d 4 tao f t[ l) a rstem 1 at t the l ticin
ne ¢ antage o 1¢ ) & ste hc 0 ﬂnd
y Y S QISO th
8 mna S g
Yy . hanlc'll ul.d clcCtrOHXC CO“CCPtS a!ou“d v lnc}l thc com
chatl ‘Vlth thc mec e
pl te d 1ts s¢ tC”itC Compo ts ¢ g .
1er an sa nen LIC dCSl “Cd

7 COI {ENTS
ADP SYSTEM MADE UP OF COMPON

incipal component

AS make g aa MDD sysf‘cm-. Tfhinxzzfc :I'hc processor

s it S" is the processor or “main frs )

of the digital computer lsi; circuits which can accept a  process digitl

contains complex L.‘Icctron ¢ Sireuits wich e CICCth.C" -

information. In. sxmplcstl e clos'cd or open, and dcpcn.mt;it L
Slectrie cue s“”ftldl :n:){ (iocs not flow through the circuit.

clectric current flow

antities
= any quan
t compares many Il at once,
emory, but it Ol ystem all at onc
uentially and has no ;ﬂokmu ‘at a complex lb)'\nd is much \“N}
puter does not count rovidos & awift h 30bs as military fice (i“xn”.ik\:‘;n‘i"q Associates mo
compute Jly, and so provides n such jobs as : stry i3 Blec llion sales. So
sixx]lxll:lln“f)‘:':]?' It is lndisnclz_f“t‘!’m i::l..g-rom;.ulcrt l(n’:’,‘;‘f;‘otc‘{o on $29 ””v'“:;::,l}:n
in ‘real time. The IBM of the ang ‘arned about $2, Yo and Westing S
2 Shesaed n. i st year car 3, Veeder-Root,
in simulatio N.J., which last ¥ . nents, Ve
< h, N.J., ckman Iastrur
Long DBranch, cld are Beckme
he fic a
others In U
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rof the switeh and th
fthc 'hinnry numbers sy
i The processor or m
it from punched card:
at predetermined Joca::
contact can be made, «
can be made. Similar
or the absence of suel
“or absence of a hole o
system symbols, Q" o,
scribed ahove.
The p'mccssing unit
formation according t

L4

cuitry. T'his program
processed, is stored in
most popular type of
tsed. These are eithe;
1e direction in whiel
¢ other components «
spond to the “O” and 1
One informational ¢]
is, a single circuit, one
would have practically 1
informational channecls,
ion of every informati
an be handled. The e
allel channels are suif;

t
C
As a result, laige numl

compnter.  Furthermore,
of corcs can be arranged
or cncode first Ictters, th
formation.

After processing, the i

puter unit, the “output”
T

3]
)

nter, or some type of
nformation from Li
otaer usable form. Or, r:
-

puter can be 2 part of a
processor on a “real tim

" magnetic tape components,

ns there is cither a hole through which
there is the absence of
on magnetic tape there is cither a m

iy

he programed arrangement of the ¢

processing potential,

1

¢ARID LUICX

w

" of current correspond to the “0” and the “1" of

iy

{rame accepts “input” information usually fed into

On the punched cards
an clectric
a hole so no clectric contact

agnetized spot
ard and the tape, the presence
agnetized spot corresponds to the binary numbers

” '

spot. On both the ¢

ving received the information, processes the in-

lectronic cir-
ctions, together with part of the data to be
© computer.system’s memory component. In the
mnory component, tiny ferro.magnetic cores are
sitively or negatively magnetized, depending upon
ctricity passes through them,

instru

As in the case of

vibed above, these two conditions likewise corre-

"in the binary numbers system.

nel consisting of one series of these units—that

‘Mory core, or one position on a card or tape—

" But use of a group of these
parallel, provides this potential.  With the :ddi-
I channel in the processor, a large digital number
mnations possible through the use of several par-
t to encode cach of the letters of the alphabet.

and words can be fed into and processed in the
4 memory component, hundreds of thousands

‘o store and retrieve vast amounts of digital data

v words, and thereafter long progressions of in-

rmation obtained js transferred to another com-
ponent, which may be a tape unit, a card punch,
ual display, If necessary, this unit can translate

terms into words, the decimal system, or some
er than “reading out” its results, the digital com-

trol system wherein information is fed into the
asis and t}

.
v

st g

» and, therefore, the open or closed circuit de- cation.
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< (ll y 4! (0} ther y ass I” Oduc
;l“([ CSS nti 1 plubbcd t sC h ) b com )H““g ﬂ\c nmas
n rcevio y \ I y ments 01 A P
nents p cvl llsl dCSCride NCCeSSa to mect thc rcq“lrc
. P ucs the arre n[ ClllCIlt, Huﬂlbcl » !l“d
c Crio Cd dctcr_l 11 1 \rra
uscr. Ihc tdsl\ to b »lf ™m T '
ty [)C Of componcents ﬂlﬂt m..]\c up a C()nl.)\ltc; S) stem, . ) ‘
competitive rcasans, 0“1 Y thc S-n-lH\.St S)'StLlnS arc (l&..’ﬂll.nc 1 aQ 1\1
. SHAC a system 18 n\'\d&_ u Of SC P-J--tc CC !
1ciur A ng it e oy <
f-. tu Cd as a si blc ur ' > ) mpo
nC“tS, tllc customer 1s not (LSl\Cd to pﬂy fOT 3dﬂchc(l C\U(l, tape, :
) 2 ap Y cdce )< .
rinter, or other com nt r cans<
[’ c ompone (o] '
) te ’ o \Cit not nc¢ ‘(l mn IHS rtac 1‘ \r ap lh‘

cd compe-
articular

TFor cconomic and
manu-

memory,

GENERAL PURPOSE COMPONENTS

: . seil
- r se in des and can be usc
et rposc in design <
Most ADP components are general purg

in a varicty of applications.

i o+ systems can be pro-
Most digital computer systems

"l.lﬂl(f\l Q ])(‘1 f()l a wide varic 1)f nctions—:ac X\Hlll.\t(.ltl\ ¢ .l”(l lLChl i=
5 Y {ll
. m 3 a ol )
C(ll- Ill.lt cquipment (Ik $1§ n(‘d to 1)C USC(I m (I\Cb(. various systems {( T HIC
= J

. ¢ '
P ( .() 1 Y % § B ’1.. H(l:\l I)ln'] 0Ose
i) | 1 18 18 ) nown as ¢
C f) mance Of dlffClk“L fll 1ction 3N

cqip-

8 & 01 ‘r:ll pur-
'S i (IO\'CHHH(‘Ht are e
pe Of HIC C()H\])H[CXS m ) & 1
nent. AI)OU\. 90 crcent ! ) 1 . Xul Xx
o o) C{ ny (ICSihnC(l C(l'.”l‘lnc“t fO unique .ClCntl{l -
I;OSC. ; cCia % T S ca tec

nical purposes has been decreasing.

'
Computer manufacturers constantly

T T { > rsigr .l iponents i Ol(hl to ;‘iVC
1 1bili 1 S UICI comiy nents n
strive fO Ll(.‘Xl‘)lllty mn thl. dL~1‘L’“ Of

them as broad a potential application as possible.

’ ipnie hination of
Under the concept of “gencral purpose™ cquipment, the com pon o
s i rform any task wi
mass produced components can be easily altered to perform any <
ass g

i wi > ilding the processor or
the basic system’s maximum capacity without rebuilding the p 1 o
1¢ uasic "SLCIN S ax: ‘ e ol W
ifyi individual con ut parts cven thouy 3
internally modifying the individual component e e s
may have been originally conligured to perform one particular n:
nay he

1334

‘ ¢ ication ‘l(l(htlon.ll
A Uy )’
'0 If 1( 1ICMOry 1s UCC(AC‘I iOA L 1CW l[ i

memory components can usually be added.

If additional reading capacity

J i t.\ ix’ (1. -~ il"‘i-
is required, additional punched card or tape units can be obtaine S
y : n asi iscarded.
larly, unnccessary componcents can I?C casily discarded
4 S 2

SOFTWARE

() 1 a r na ( 's (8] ll])I ities aris ICI:\U“” to
1nce use ] S ac lllrcd an ADP S)Stcm, cor ex c b.

. . . } 3
itS usc. I\DP S}'Stcnls require com )XC)\ instructions to operator a.AKI macine
() yerations ChclI )CT S an }l }'Stcm set up or ].ID'

€ must bC th 1m prope scquence d the s

- . P . Ult.
g med t per f rm thc necessar fl“l(: ns t achle\'c the chlrcd res I o]
. ra (.1 op Oorr S y ons to

. L < e S ams :LL~. 1 f 8
lelfl’lI "hc nceas Of many uscrs there are ).ISO Camlcd DTOQT 1S WT CI [o)¢

1¢ results almost instantly transferred

o o ; min visions for any par-
1 general application which often require only m ;r T§S susded for prager ;
" 5 3 ‘ S . § iques and a1 C ; '
to some control mechanis; : ticular application. The ancillary tcchmqluus ‘: cd to as “software.” In
. 5o . 3 i . ! cierred t o
Certain digital computcr components are also used in conjunction with } \ utilization of an ADP system are commonly r A'ccs include software. The |
. o ; . : £ i " . \ ’ ! : r1 o
special scientific clements of unique design for scientific studies and in- ; . most instances, manufacturers’ sale and lcafSC pr ADP cquipment may ex-
. ; H : ., 0 ] ome ' o
vestigations.  Also, comn: 'S, or components thercof, may be coupled with H costs attributable to software in the case of s is, of the components of the
. . . % . i S o
cryptologic devices in scev y or intelligence work, i ceed that of the “hardware” or, in other words,
S i A A o : "3 system.
MASS ' :ODUCED COMPONENTS : ’ T a—
: : s \¢ * ADP INDUST L
ADP manufacturers n. produce the various components that make BRMTIRALION OF & { f which about’
. ;o . 4 of w
up a coraputer system. A systems are “configured” 4 (attached by cables There have been some 23 American ADP munu1 actt;rcrs, tered, There
o . . b ordc .
cquipment which has been , . |
‘ The term *‘deslgn”™ 13 som. . 1sed to denoto what I3 really configuration. A com- § 20 are currently manufacturing eqt £ ican manufacture in use in ‘ -
fonent Is “designed”:, “ieturer to operate fn a certain manner 4 svstem fa : Js -ly 25,000 computers ¢ of America ‘ ‘ ‘
“canngured” by cc, bix s Wipoucnts Into an arrangement for g particular ap- £ arc approximately ’
pl.caticn, : 05 58,
" » . natfon (April 1905), p.
i 3856 ! s “Monthly Computer Census,” Computers and Autom
\
|
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great that full utilization of one system’s maximum capability is sufficient
to fit the nceds of <cores of potential users. And, the use of the maximum
potential of a third generation system under conditions of optimum ¢f-
ficiency can result in a phenomenal reduction in ADP costs to individual
users. This greater potential and lower cost cannot be ignored by either
business or Goveriiient,
As third gener
agency structure of

n time-sharing increases, the traditional agency-by-
the Government in terms of ADP management, will
become less apparcnt and less important. Systems. design will depend
more upon the fu:
jurisdiction. The nced for Government-wide cevaluations as to acquisition
and utilization of ¢ ipment will become so pronounced as to make any nar-
rower approach prohibitive. The waste inherent in unused potential and
errors in application or cquipment sclection will be staggering.

B. CURRENT GO VERNMENT ADP MANAGEMENT TECHNIQUES
At this time, ADD has many varied applications in the Federal Govern-
ment. As classificd Ly the Bureau of the Budget,!! present applications fall
into the following ¢oieral categories: material, facilitics, financial, person-
nel, and natural resources management; operations; operations control and
support; scientific: nnd engineering,  Ior the most part, the Government
ADP listed in the no: technical categories is used to perform cumbersome,
routine administrativ. tasks involving large volumes of data. Without con-
applications in defense and sccurity agencics, com-
ment ADD is part of advanced management sys-
the decisionmaking process. -

During the 1950, disting management policies applicable to calculators,
punched card, and er office ¢quipment were extended to ADP. BOB
cencern over ADD ninagement was usually limited to the annual agency-

paratively little Go
tems dircetly involv.

wide budget review piocesses.
OB policy respo:
P within two distinet
and Accounting Act
! Procedures Act of 10

thility for department and agency management falls
ish closely related areas. Tirst, under the Budget
1921, as amended,12 and the Budget and Accounting
» as amended,’? the BOB is authorized to “#* *

" assemble, correlate, 1 ise, reduce, or increase the requests for appropria-

"tions of the several ¢ ‘artments or establishments.” In other words, the
Dureau of the Budgct maintains the power of the “purse strings;” and, col-
luterally, has responsibilities to investigate, coordinate, and improve the
management of the virious departments and agencies.

ADP MANAGEMENT STUDY BY BOB IN 1958

In 1958, BOB took rote of the many specific problems inherent in ADP

management. In Septomber of that year an “ADP Responsibilities Study”
was begun, to be conlcted in June the following year. The findings and
recommendations in tiis 1959 BOB ADP study, portions of which iare
qucted throughout ti; repor, constituted a realistic evaluation of what

11204 Inventory of A:u¢
ernment, irea
12 42 Slat. 20; J

01 Stat. 8§52 31 U.S.C. 1

" Ifor the complete text oof tha “Report of FIndings and Recommendations Resulting
from the Automatic Dat. Hrocesslng (ADD) Rtesponsibilities Study, September 1938 to

le Data Processing (ADP) Equlpment {n the Federal Gov-
t, July 1954
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was wrong with Government ADD management at that time and what had
to be done. The study recognized the need for specialized management of
ADP, for Government-wide coordination, and the fundamental importanc.c
of accurate, up-to-date information for all levels of management. “Dy:lzlr.mc
leadership” in Government ADP management was found to Le a ‘vxtal
necessity.”  And, as long ago as 1939, this BOB study concluded that “pas-
sive, partial or informal types of Icadership have had their place but have
now outworn their uscfulness.” 15 .
Unfortunately, the concept of “dynamic leadership” envisaged in this
carly report never came about. To a significant degree, the recommenda-
tions in this 1959 study were to be repeated in a subsequent study BOB un-
dertook almost 6 years later.® The principal reason why the management

June 1959 (conducted under the direction of the Durcau of the Budget)” sce hearings on
II.RR. 4815, p. 5(‘:71. _— 3o

331959 BOB ADP study, p. 20. p o

5 he 103 Ton Aty Softempisted thint DOB 1"""""’[""‘1“"',:}"1,‘,‘;.(.‘,&3.‘201\1,?,“, LA

“The Burcau of the Budiet with the advice anc stance of ag e as qd.
general lcnzlor::hin and coordination of :Ixcf‘\nl)' pr ILI: moin the exccutive branch. This
‘ill involve Government-wide responsibility or the following: - ., W
“E‘(X) U.\'in(:: :-::::mlis;hml lines of communication, existing m';::\ngz:xtl:m:\. r' \tl.»n..lix.'lp!.,!:lnnri
its r.mrnlwﬁhin on the Policy Committee for the Joint Accounting .my:v'n u_nV.l -lllu' o
and other such groups to insure cffeetive internal and Government-wide coordination
the ADP Program with related programs and activities, ) he ADD

*(2) Formulating and promulpating policy, criteria, and planning guldance for the J
program of the Government., ) .

“(3) Planniug and coordinating the fmplementation of CGovernment-wlde ADI® orlentn
tlon and traininge, . .

(1) Establishing Government-wide formlas for cocling ADD npplieathomg nnd r'\v!-w-
Ing and analyzing stimmary cost daln Interms of dollary and of manpower ulillzae
tion, . -

15 Fosterine, promoting, and coordinating the interasency sharlng f"' Al «-qm,m:rnt.

“(6) Develoning specific plans for an experimental computer gervies coptep nmd, If
deemed feasible, Kinm action ta assure the creation and aperation of lQ)w- L,

“UTY Coordinatin ADDP research and development progeama of (he Government,

“(8) Yroviding leadership In a Government-wide cffort to alleviate the problems of In-
compatibility of ADD cquipment,

() Fostering and promoting studies which will lead to minimlizing the vulnerability of
ADY equipment to sabotage, enemy attaclk, nrrnut.urnl dis: 'sl;-r‘.

J(10) Operating a Government-vjde ADP Information Fxehange, i

“(11) Sponsoring the continuation of the Interagency Commlittee on ADP and assuring
ts effective utilization,

‘““(12) Reviewing and asse
the Govermment as a whole.

“(13) Fost and promoting desirable standardization in ADP systems which are ccin-
mon to all agene

“(14) Using existing Information sourers and obtaining such al!rntlnpn! summary ln.-‘
formation as may be cssential to the effective performance of the responsibllitics assigned
(1039 BOB ADP study, p. 4; hearings on JI.RR. 4843, p. 574). g A

Tho 1905 BOB study contalned the following reccommendatlons ‘relative to the DODB:

ssing prosress of ADD programs in sclected agencles and for

CITAPTER 1

“In the development and application of policics, guldaiines, and criteria, the Dureau of
ich recognizes the essentinl differences among
computer installations. The pattern of ¢l tion sxlg::r:.s{vq_ by the analysis made dur-
Ing this study will serve as the basis for developing this systen.

CIIAPTER 2

1. The Burcau of the Budeet will develop a broadly based program of continuous evilu-
atlon of computer systems, to provide an assessment of accomplishments and to serve as
8 recurring source of Information for the development or revision of policles and gulde-
lines. Tho responsibility for conducting evaluations and preparing appropriate reports
I\)vl!l rest with the agency heads, in accordance with thelr normal management responsi-

lities,

“2. The Bureau of the Budget will develop erfteria to assist In evaluating both systems
design and various aspects of system performance.”

CIIAPTER 3

. The Bureau of the Budget will establish an Interagency group to study and develop
¢ost principles to be applied uniformly by ageucies in establishing prices for shared com-
puter time and services,

2. The Bureau of the Dudget will continue {ts evaluation of the service center concept
to determine o broper course of actlon to be taken.

. "3 The Burcau of the Budget will, with the assistance of the major agencies con-
cerned, undertake a study of the problems associated with the use of contractor organi-

Zatlons for providing services related to electronic data processing qctlvities, with a view

3871
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concepts in the 1959 DOB study were not fully implemented was the need
for legislation. The study recognized, but did not cmphasize, the possibility
that legisiation might be necessary. Those making the study were perhaps
unrealistically optimistic in believing that a program of the magnitude they
envisaged dinvolving all agencies of Government and billions in tax funds
could bLe Lrought about without statutory definition of the “clear delincation

of responsibilities and [the] organization plan” they considered essential.

The 1959 BOB ADD study was strong and clear as to what had to be
| done, but relatively wenk and ineffective as to how to do it:

BODL MANAGEMENT GUIDELINES
| BOB has issucd ADP management “guidelines.” In March 1960, BOB

. issucd Bulletin 60-6 cntitled “Guidelines for Studies To Precede the Acqui-

! towasrd developing pol guidelines, or actlons that the study may indicate aro
nceded.”
CITAPTER 4

will provide for the publication of criteria, guidelines, or
on of clectronic data processing equipment. It will do this
)y expanding upon current issuunces, covering the following

“l. The Burcau of the I
regulations covering the
through new issuuances
Tho preparation of tem specifications, fncluding benchmark problems, to be fur-
pished equipment supplic: 1 requests for proposals.

“b.  Evaluation of cup: hosals.

‘c. Comp: )ility con
d. Consideration of ¢x.
‘e. Distinctions to be
Cselection policies

nd surplus equipment.

! between additions, replacements, and modifications when
and crito wre applied.

re
Interagency sharing of experiences in the selection and performance of equipment.”

CHAYTER 7

“1. The Burcau of th

ri

get will assume overall leadership of an exccutive branch
program for the standar !

‘ 1 of automatic data processing equipment and techniques for
its use. In the fulfiliment this resg ibllity the Bureau will: :

A Establish standard tion poliei \nd objectives, . .
“b. Ineure that the A iran Standards Assoeciation program for the development of
voluntary American stardirds for antomatic data processing equipment and techniques
receives more cquite suprart by the Federal Government,

‘c. Provide f-,r appro; ¢ Government use of American ADP standards approved by’

n Standards ciation, when it is in the best interests of the Government
and the Nation to take 1 tinn,
“d. Rrovide for the z; val and implementation of Federal ADP standards In those

in which the 1. ¢
iean standard nro

o
{

‘nt would not he served by adoption® of volun-
American Standards Association, or interim
merican standard.””

ume overall leadership of a program for the
ts in common-use in the Government and the codes used
In the fulfilbnent of this responsibility the Burcau will:
it Information and recommendations concerning data cle-
d be considered for standardization,

nts and codes.

ign  respe for the studics necessary to establish the feasibility of
ke provision for ¢ approval and implementation of standard data eclements and
codes, the use of which § Ves tWO ar more agencies,

“d. Make provision fe * revision of standard data clements and codes when clreum-
stances justify this action.”

ve

1 common use that
zation of

CITAPTER 9

1. The Bureau of th
lished eriterin with re .
ment shail be applied in ¢

‘et will revise its eurrent policies to provide that (a) estab-
» the purchase or rental of automatic data processing equip-
n costs to be reimbursed under cost-reimbursement type
we cq ment operated by their cost-reimbursement

zements,
on with the Department of Defense, National
Atomle Enecrgy Commission, General Services
5 will unue take the development of reporting procedures
her with relate® data on costs, of automatic datn processing
nder cost-reimbursement type contracts. This informa-

Bureau of the I
¢s and Space |
Administration, and oth
to oBtain an inventory,
cquinment and cervices 3.
tion shon'd te incorporat
chapier 10.*

CITAPTER 10

will undertake the development of a broadly based ADP
m as a matter of hizh priority, and will seek the advice
(05 most vitally concerned, including agencies with Govern-
1 as tho General Services Administration and the Civil

3872 ' :
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AUTOMATIC DATA PROCESSING

sition of Automatic Data Processing Equipment.,” 17 These guidelines gen-
crally conformed to the contents of a letter the Comptroller General had
addressed to the various exccutive departments and agencics in September
1957. This information concerning the need for and the naturc‘of ADP
feasibility studics was undoubtedly of value to the various agencies. But,
Bulletin 60-6 made it clear that the guidclines were advisory :\n<.l that
there was no requirement that agencics contemplating the acquisition of
ADP follow this recommended evaluation procedure.

Some 18 months later, in October 1961, the BODB issucd Circular A-54
outlining “Policics on Sclection and Acquisition of Automatic Data I’focCss-
ing (ADP) Equipment.” 38 The principal factors discussed in this circular
were: - )

1. The desirability of sclecting on the basis of exact system speci-
fications.

= ° 2. That cqual opportunity and appropriate consideration shrml(l.bc
afforded all manufacturers who offer cquipment capable of mecting
systems specifications.

3. That two primary factors should Le considercd in the sclection
of ecquipment: (@) its capability to fulfill system speccifications, and
(b) its overall costs.

4. The nced for effective lease versus purchase evaluations.

On March 14, 1962, the BOB dirccted agencies to furnish annual reports
on their ADP inventories as well as limited information as to ADP utiliza-
tion. In August 1963, BOB published Circular A-61, essentially a more
comprchensive statement of the Burcau’s ADP management guidelines and

consisting substantially of the carlier guidelines referred to above.!?

Subscquently, BOB has issucd other circulars relating to ADP conccrning
matters other than management policy—the establishment of an cxperi-
mental sharing exchange and computer service center (Bulletin 64-9, Jan. 2,
1964),%° and an ADP sharing program (Circular A-27, June 15, 1964) under
the responsibility of the Administrator of General Services.??

Also, in February 1965, the BOB submitted a “Report to the President
on the Management of Automatic Data Processing in the Federal Govern-
ment,”- 2% surveying some of the more serious ADP management problems
and containing a serics of recommendations to dcal with them. On I\II}TC}I
6, 1965, BOB issucd Circular A-71 implementing these recommendations
and delineating the responsibilities for ADP management as between the
BOB, the GSA, and the National Bureau of Standards.23

INEFFECTIVENESS OF GUIDELINES

Since 1958, up to the time of the hearings on H.R. 4845, the GAO h‘.wd
issued approximately 100 audit rcports to agencies, congressional commx.t-
tees, and to Congress revealing serious shortcomings jn the manner in

3 All BOB circulars, bulletins, and other dircctives relating to ADP are set forth in
app. B of the hearings on H.R. 4815, p. 270.

B Ibid., p. 286.

2 Ibid., . 202, ‘

:Ihid” p. 347.

. A Ibid., p. 350.

"""Rc'pn¥'t to the President on the Management of Automatic Data Processing {n the
Federal Government,” prepared by the Burcau of the Budget (March 1965); this report
has been printed as S.Doc. 15, 85th Cong., Ist sess.; sub3cquent page references in this
report will be to the Senate document,

= Hearings on 1LR. 4815, p. 353.

U.S.Cong. & Admin.News 65—243 3873
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‘OB study were not fully implemented was the neeed
udy recognized, hut did not cmphasize, the possibility

be necessary., Those making the study were perhaps

ic in believing that a program of the magnitude they

J1 agencies of Government and billions in tax funds

without statutory definition of the “clear delincation
[the] organization plan” they considered essential.
study was strong and clear as to what had to be
kand incffective as to how to do it.

MANAGEMENT GUIDELINES

P

P managem:=t “guidelines.” In March 1960, BOB
titled “Guidelines for Studies To Precede the Acqui-

suldelines, or actlons that the study may {ndicate are
CITAPTER 4

wleet will provide for the publication of criteria, guldelines, or
tion of electronic data processing equipment. It will do this
y expanding upon current issuunces, covering the following

tem specifications, including benchmark problems, to be fur-
requests for proposals.

' proposals.

tions.

and surplus equipment,

le lu‘l\\'vor} additions, replacements, and modifications when
ire applied.

¢ experiences In the selection and performance of cquipment.”

CITATTER 7

cet will assume overall leadership of an exccutive branch
of automatic data processing equipment and techniques for

s responsibllity the Bureau will: .

1 policies and objectives. . L

an Standards Assoclation program for the development of
for automatic data processing equipment and techniques

rt by the Federal Governmment,

© Government use of American ADP standards approved by’
cintion, when it is in the best interests of the Government
tton,

11 and implementation of Federal ADP standards in those
of the Government would not be served by adoption® of volun-
roved by the American Standards Association, or Interim
loption of an American standard.”

will assume overall Ieadership of a program for the
iwnts In cominon use in the Government and the codes used

In the fulfilliment of this responsibility the Dureau will:
it information and recommendations concerning data ecle-
nid bhe considered for standardization:,

s and codes.
for the studies necessary to establish the feasibility of
approval and implementation of standard data clements and

two or more nyencies,
> Tevision of standard data clements and codes when circum-

CITAPTER 9

lret will revise its eurrent policles to provide that (a) estab-
o the purchase or rental of automatic data processing equip-
mining costs to be reimbursed under cost-reimbursement type
will include cquipment operated by their cost-reimbursement
'y sharing arr: cments,
In cooperation with the Department of Defense, Natfonal
istration, Atomic Energy Commission, General Services
cies will undertake the development of reporting procedures
with related data on costs, of automatic data processing
inder cost-reimbursement type contracts, This informa-
r the ADP management information system recommended in -

Crrarren 10

will undertalke the development of a broadly based ADP
cm as a matter of high priority, and will seck the advice
its most vitally concerned, including agencies with Govern-
¢ as tho General Services Admlinistration and the Civil
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sition of Automatic Data Processing Equipment.,” 17 These guidelines gen-
crally conformed to the contents of a letter the Comptroller General had
addressed to the various exccutive departments and agencies in September
1957. This information concerning the need for and the nature of ADP
feasibility studies was undoubtedly of value to the various agencies. But,
Bulletin 60-6 made it clear that the guidclines were advisory nn(‘l that
there was no requirement that agencies contemplating the acquisition of
ADP follow this recommended evaluation procedure.

Some 18 months later, in October 1961, the BOB issucd Circular A-5+
outlining “Policies on Sclection and Acquisition of Automatic Data I’foccss-
ing (ADP) Lquipment.” 18 The principal factors discussed in this circular
were: - )

1. The desirability of sclecting on the basis of exact system speci-
fications.

* 2. That cqual oppertunity and appropriate consideration should.bc
afforded all manufacturers who offer cquipment capable of mecting
systems specifications.

3. That two primary factors should be considered in the sclection
of cquipment: (a) its capability to fulfill system specifications, and
(b) its overall costs.

4. The nced for effective lease versus purchase evaluations.

On March 14, 1962, the BOD dirccted agencics to furnish annual reports
on their ADP inventories as well as limited information as to ADP utiliza-
tion. In August 1963, BOB published Circular A-61, cssentially a more
comprchensive statement of the Bureau’s ADP management guidelines and

consisting substantially of the carlier guidelines referred to above.!?

Subsequently, BOB has issued other circulars relating to ADP conccrnin_g
matters other than management policy—the establishment of an experi-
mental sharing exchange and computer service center (Bulletin 64-9, Jan. 2,
1964),2° and an ADP sharing program (Circular A-27, June 15, 1964) under
the responsibility of the Administrator of General Services.?1

Also, in February 1965, the BOB submitted a “Report to the President

on the Management of Automatic Data Processing in the Federal Govern-
ment,” 22 surveying some of the more serious ADP management problems
and containing a scrics of recommendations to dcal with them. On I\In.rch
6, 1965, BOB issucd Circular A-71 implementing these recommendations
and delincating the responsibilities for ADP management as betwcen the
BOB, the GSA, and the National Burcau of Standards.2?3

INEFFECTIVENESS OF GUIDELINES

Since 1958, up to the time of the hearings on IH.R. 4845, the GAO h{ld
issued approximately 100 audit reports to agencics, congressional commit-
tees, and to Congress revealing serious shortcomings in the manner in

TAll BOB circulars, bulletins, and other dircctives relating to ADP are set forth In
app. B of the hearings on IL.R. 4815, p. 270.

I Ibid., p. 286,

9 Ibid., p. 202 L

2 Ibid., p. 347.
- A Ibid., p. 350. 3 n th

*“Report to the Presldent on the Management of Automatic Data Processing in L]
Federal Government,” prepared by the Bureau of the Budget (March 1065); this rcpgrt
has been printed as S.Doc. 15, 80th Cong., ist sess.; subsequent page references {n this
report will be to the Senate document.

= Iearings on 1LLR. 4845, p. 353,
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which specific

neies acquired and/or utilized ADP equipment:24 The
major dcficicncics

ited in these reports have been:
(a) Tnadequate feasibility studics.
(b) Uneccon

nical and incffective equipment utilization.

(c) Overpayiments resulting from inadequate management practices.
. (d) -Uncconcmical procurement of cquipment.
Excluding the 27 reg ]

reports dealing with incfficiencies in the manner in
which ADDP cquipniont has been acquired by certain Government contractors,
most of the deficicicies outlined in this series of reports constituted viola-
tions of BOB guil lines, or otherwise demonstrated the nced {for a more

system vased upon a broader Government-wide co-
ordinated approa These ¢, ~rts, aimed specifically at the independent
operations of individual user ay_ncies, have demonstrated that guidelines
of an advisory nuturc and without provisions for effective review or “feed-
back” of informatiin as to agencies’ compliance or the nced for policy
changes do not mct the Government's ADP management needs,

_effective manage:

C. TEE NELD FOR GOVERNMENT-WIDE COORDINATION IN

ADP MANAGEMENT
COORDINATION FUNDAMENTAL TO GOOD
; MANAGEMENT

There are count!

and Government,
has achieved signif
tax funds by con:olidating the management of defense logistics and other’
defense support {::ctions. On January 29, 1962, in hearings before the

House Subcommittee on Defense Appropriations, Seccretary McNamara
said:

s examples of the benefits of coordination in business
‘n recent years, for example, the Sceretary of Defense

One of the st
of centralized 1
aud related scrvices to all the military departments,

After a ratlior comprehensive study of this entire problcm,’ we
came to the co:clusion that considerable cconomy and cfficiency
could be gaincd, if all common supply management activities were
consolidated i « single agency.2s

This philosophy s been applied to a number of functions in the Defense
Department, including intelligence, communications, and, under the Defense
dination among the services of approximately $3
ype production equipment which the Government owns
> contractors for use in Government work.

), in hearings before the Joint Economic Committee,

¢ out that the concept of consolidated management
to the Defense Department:

productive fields for the cconomic application
anagement is in the provision of common supplies®

Supply Agency, thc coor
billion of industrial-type
and furnishes defe:
On March 28,
the Sccretary poi
neced not be limitec
The basic principle that there should be a single agency to
procure and iinage common items of supply or services for all
users is, as this committee has repeatedly pointed out, as valid for
the Governmi s a whole as it is for the Department of Defense.

3In app. B of the Loirings on H.R. 4515 Is a summary of the most significant of these
repors.

= Testimony of Sec
priations, Jan. 29, 19

v of Defenso McNamara, House Subcommittee on Defense Appro~
535 reprinted fn hearings on ILR. 4845, p. 205,
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Therefore, in our own cfforts to obtain greater c_ff?c.icncy thx:mg[l:l

the consolidation of common logistics support achvmc§, we s Aou'

not restrict ourselves to Defense agencies nlon‘c.‘ .\\'hcnrcvc.x".‘\-\e

find that it is more cconomical to usc the c:\pabxlft.xcs or ‘:}C{‘l.d'cs

of other Government agencies, with no loss in military cfxc.un c;

ness, and at the same or less cost, we should not and have no
itated to do s0.%¢ ) L
GQchS:;?L;ir;osc ADP is a “common item” throt}ghout the PFederal '(A.m-
ernment.  While the coordinated Government-wide m:mngcxm-nt.s?;s.t.cn;
‘provided in HL.R. 4845 may not provide the same .dcgrcc of. ccf‘..lr:t‘l‘f(‘.(
management of ADP as the Sceretary has'apPhcd in the v:'xrnnl:.? ((.11:.(1;10
support arcas referred to above, the same principles apply. Vort n}s reas 1 )
there is no legitimate reason why the Government should not o 1tn’m the
benefits inherent in a Government-wide coordinated approach to ADDP man-

agement.

GOVERNMENT-WIDE COORDINATION RECOMMENDIED
' BY GAO IN 1938

Concern over our present disjointed agency-by-agency :\Mn'n:u:h to ADDP
management is no recent development. On June 27, 1988, the (n‘m]»lrnnt'r'
Gcnc;al issued the first of four comprehiensive Government wide /'\l')l
management reports.*? This carly report outlined the lrcuu‘mluu.\ .p.nl(‘llll.ll

“of ADD but stressed concern over certain trends in ADD acquisition :'m«l
use which he believed would inevitably lead to costly inefficiencies. € on-
cern was expressed over the practice of substituting ADU for Tess sophis-
ticated equipment rather than integrating ADLD into agency prm‘mlnrcﬁ and
functions on a systematiic basis. Dut, most important, this report lmllxll‘.(l
out that there was no single agency of the Government responsible fur. di-
recting and coordinating continuing developments in this ficld. Accort.ln.xg-
ly, the report stressed as a principal recommendation the need tn.cstalnlmh
an cffective coordinated ADD program of joint cffort by the various user
agencies in Government.

COMPTROLLER GENERAL RECOMMENDATIONS IN
1960 AND 1963

On December 30, 1960, the GAO issued a sccond Government-wide audit
report.?®  Aside from urging greater ADP utilization in certain defense
functions readily adaptable to ADD, this report again emphasized the need
for Government-wide coordination in ADP management. The report
endorsed the 1959 BOB ADP study but again called attention to the l.’}ck
of positive central planning of a long-range nature within the executive
branch to promote the maximum degree of efficiency, cconomy, and
effectiveness in ADDP use. i

On March 6, 1963, a third Government-wide audit report was issucd.??

% Statement of Sceretary of De
Con

=7

, hearing before the Joint Economic
s on HLR. 4845, p. 203.
Summary of Prog s and Trend of Development :m‘d U.fe of Automatic Dfx::\ﬂ Pro'cti;u-
ing in Business and Management Control Systems of the I‘ux.!::‘r:d Govr:;r.nu::.v. s 0-2,,-,0-
cember 1057, Comptroller General of the United States (June 1938). GAO file No. ll-llr'v_:-}
=8 "RoviC\\; of Automatic Data Processing Developments Inﬁt!u: TFederal Ct)\'crnmv-_:;t; by
he Comptroller General of the Unlted States (December 1960), G{\O tile I\‘n.‘ll—ll.,w.;.}t
2 “Study of Itinancial Advantagzes of I'urchasing Over Lt“nmng of lul‘mlr(‘rvnlc .\):\
Processing Bquipment In the IFederal Government,” by the Comptroller General of the
United States (March 1063), GAO filo No. 13 -1 5300,
fa¥eYw 4 od

‘nse MeNama
ttee, Mar. 28, 19¢3, p. 20; reprinted in hearin
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i ¢ BOB
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for the specific purposes provided in the legislation.

E. IIOW THE AUTIHORITY DELEGATED IN H.IL. 4845 \}'(;ULD
BE USED TO IMPROVE GOVERNMENT ADP MANAGEMENT

il ita ¢ s at
H.R. 4845 is aimed primarily at filling three vital management y.mcd 5
this time. These are (1) more adequate management info '..atxon., .c
: ; mic ac-
optimum utilization through sharing and multiple use, :.md 3) econo: s
quisition. Recalization of an cconomical ADDP acquisition program, 1n n,
involves three principal factors: N e

-(a) Improving the Government’s bargaining position through volun
acquisitions; . e
(b) Basing lease versus purchase evaluations, whenever pos‘sx)' A
3 , + . les
on the long-term value of the equipment to the Government as a whole;

and . ‘

(c) Seclecting that equipment for purchase which, on a Government

wide basis, offers the largest purchase advantage.

= II, Rept. 456, 83th Cong., Ist sess. (1003).
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ILR. 4815, “fiscal and policy” control over ADP
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ing similar efforts underway in various uscr QSCHCTS.G N
Among the more scrious problems confront.mg t 1f ov AT T
ilization is the lack of compatibility in cquipment. Stn.n ardiz on e

- ls‘ in Government almost from the time this 'c‘lmnmu)n .

1')ctcn ’1 IlilObl;zrlrtlhc’p'xs; several years, various user agencies, the Burcau

introduced. i 3
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: of 1patibility in equipment which has sc 1sly g 8 K
lack of compatib This problem was discussec
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e et ADP" pmc.lmlzg';ﬂ 35 iy conjunction with the activities
i - i 1t in 1903 %% i njun ; '

e “‘I’O“t o tfhlqstiix(;‘::(licc At that time, it was rccog:nz?d ﬂ‘x.\t‘. 'to :t

of the Burcau o f‘ in the standardization of cquipment must come iron

large degree, progress in the standa s aloinif 5

ADP manufacturers. The manufacturers h-‘nc the oAt

evaluate the alternatives and they would design and build th ]'; .

It has also been recognized, however, th.:\t the Gm'crnnu:n't sw«”.[i““‘.'”“
role as the world’s largest ADP uscr requires that U\(.'rc ‘ln .‘ll (‘ r. e
source of Government -interest and concern x.n the :\‘Ch“‘v“n;‘Ll,‘”“."‘lrdr_ .
standardization. Under ILR. 4815, the National l'.m'v:m n(. :;41”“.“.,“ iy
expressly extended the responsibility 1?()1: rcpro:wmn;;): 1?33‘”.::\.:”‘ e
this standardization cffort and submx}tmg to the r,“.l_ Lr y
mendations for further Government action as may I.»c necessiry. .

It is not the intent of this Iv;:is!:\v‘.i.rm to nulhm:xzc the B}ur'(i:m :}(:(ﬂ‘(\l(l:::‘-
turce a broad rescarch and development 1)'.'.1);3‘-'\1\_1 without r.c‘;’:.'l.x‘( ;0- -;Mrd;
of the various other agencies or-in a fl!tllc'(:fl()rt to (y'vcx:.u\c] .(.1; -1:"‘4.;[.;(”1
and development capacity of the industry, The nuth(‘ml{y m't H.\ (%_‘l;;‘..‘““n
is aimed at supplementing thc’Gm‘cmmct?t x‘('.\'v:u'("h effort in (]m‘m.n I;XSU
with other Federal agencies and monitoring fh:\'cimpnu‘l‘.ts i the inc y
for the specific purposes provided in the legislation.

E. HOW THE AUTHORITY DELEGATED IN H.R. 4845 \}/’OU'LD
].?,E USED TO IMPROVE GOVERNMENT ADP MANAGEMENT

: ; _— . ‘ at

H.R. 4845 is aimed primarily at filling threce vital man:\.gcmcnt {mcds(é)
this time. These are (1) more adequate management mformnt.on:

; : i i 3 mic ac-
optimum utilization through sharing and multiple use, :}nd (3) ccono! n;m
quisition. Realization of an cconomical ADP acquisition program, in Yy
involves three principal factors: N o

(2) Improving the Government's bargaining position through volume
acquisitions; ) .

(b) Basing lease versus purchase evaluations, whenever pos}sxblle,

- » + . e

on the long-term value of the equipment to the Government as a whole;
and )

(¢) Seclecting that equipment for purchase which, on a Government
wide basis, offers the largest purchase advantage.

® II. Rept. 456, 88th Cong., 1st sess, (1903).
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. CONTINUOUS IFLOW OFI° RECURRING DATA PROVIDED
BY ILR. 4815

Timely, pertinent, accurate information is indispensable to the manage-
ment concept. In a sense, management cosists of the collection and assimila-
tion of data neceded predict as many imponderables as possible so as to

I afford the manager = many options or alternatives as a particular problem
or circumstance permits. Sound decisionmaking is synonymous with good
| management and is inscparable from the quality of the information on
which the decisions ar sed. Information thus minimizes the guesswork

cates the opportunity for more cffective and ef-

n decisionmaking and

icient management.

t

A basic problem in Government ADDP management up to this time has
been the lack of accurate management information. BOB, the exccutive
agency having overa!l management policy responsibilities for ADP, has
not had the information needed to properly coordinate and oversee the
Government’'s ADP afiairs. In the 1959 ADP management study, BOB
recognized the need for adequate management information. The report

contained a finding tiat:
No provision has been made to assemble Government-wide
factual data on AP

AP utilization in the executive branch on a re-
; curring Dasis.

Recent studies of ADP utilization, or certain of its aspects, have
highlighted the continuous need for sclected current factual data .
on a Governmen! wide basis in the ADP program.

The responsibili'y for leadership, coordination, or review of

ADP utilization 2t the agency level, or.on a Government-wide
basis, can be discharged adequately only if certain essential infor-
mation is continuously available.3
Following this findin, the 1959 report recommended that provisions be
made for the supply of 1dequate information needed for ADP management.
Unfortunately, this recommendation was never fully implemented. On
March 14, 1962, BOT directed agencies to furnish annual ADP inventory
reports which also contiined limited information on ADP utilization and
whethier the equipment was leased or purchased. Additional information
was requested as of November 1963, hut this was for use in the preparation
of the 1965 BOB ADD’ study. As Circular A=55 pointed out:

&

Some of the clanes, particularly those that require new and
additional information, have been instituted to provide information
for use in a speci study of ADP policies and practices recently

dirccted by the I

sident, and thercefore will not necessarily be
continued in fut

R
7

years.s

Reporting on an
Government has neves

ial basis was continued, which means that the
lhad up-to-date inventory information. Nor has

ther: been any system.‘ic consolidation of fiscal data. Most Government-
widc fiscal data is in t1c form of estimates, some of which are highly specu-
lative.  ADP appropri. iuns are scattered throughout the Federal budget.
» 1939 Bureau of the Bud;t ADP study, p. 12; hearings on ILR. 4845, p. 582.
¥ Burcau of the Budget C ar No. A-$5, revised, Nov. 15, 1963; hearings on ILR. 4845,
p. 310.
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\Whatever BOB has done or has heen able to do has‘ been woc f.uﬂy maﬂc-
quate compared to the need. Annual printed inventories containing mcnf,.cr
information, months out of date, unaccompanied by any comprchcnsuﬂe:
accurate fiscal data as to investment, cxpcndituﬁrcs', or co§ts, are Who-i\
inadcquate for ADP managcement purposes. It is 1ron.1c tnflt AII))II: w;ti
suchl potential for data control has not beentused cxtcns:vc].y in A : m:mt
agement.  Certainly a basic requirement for :}ny'c.ffcctwc Gov crnm'c'n
/{DP management program is the constant availability of comprchcnsn c,
accurate, up-to-date inventorics and fiscal information as to Government

- equipment as well as prospective requirements.

This information is neceded for a number of purposcs. Tirst, the Prc.m-
dent and the Congress require overall inventory and fiscal da‘m to main-
tain policy and budgetary control over ADP expenditures. ‘ l'urtlwrmor?,
those IFederal officials with policymaking, {iscal, or opcrational n_-sp(m\sx-
bilities for ADP require this information to do their jobs. As the 1939 BOB
study suggested:

* * *if there is to be objective Teadership and coordination of
the ADD program of the Government, the leaders and coordinators
must be informed.38 o

As discussed above, BOB has in the past relied upon policy g\xu’;cllx}cs
which have been permissive and subject to agency avoidance without notice
or explanation. Even if lack of compliance with existing policy is w]m]].y
justifiable in isolated -instances, those with policy enforcement responsi-
bilities must be kept informed. They must have some form of inforrTm-
tional “feedback” to keep them advised of what is going on. Otherwise,
their policymaking activity has little impact. Officials with coordinating

. authority also require all the reliable, pertinent, up-to-date information they

can get to take advantage of the options or alternatives this information re-
veals to them to increasc the utilization or provide for the more cconomical
acquisition of cquipment.

IL.R. 4845 would provide the means by which readily available, recurring
data essential to cffective management could be collected and made avail-
able to those officials in the Government requiring it. Under this legisla-
tion, GSA would establish a comprchensive inventory to maintain care-
fully sclected data nceded for Government ADP management. Use of
ADP would make it possible for such information to be available on a
continuing basis. Collateral to the inventory would be the information
stemming from the operations of the revolving fund which would afford
the necessary flow of up-to-date, accurate, detailed information on invest-
ment, disbursements, and costs.

It is contemplated that this information, particularly as it rclates .to
prospective agency ADDP requirements, would be made generally avail-
able to ADP manufacturers upon request. Extending to all manufacturers
the most advanced information available on prospective Govcrnmcn.t ADP
requirements would permit more extended periods of time in which the
manufacturers could evaluate Government specifications and refine t.hc
proposals they submit. General availability of information on prospective
Government requirements should provide for fairer competition among all
the various ADP manufacturers, some of whom at this time it is suspected
do not “get the word” on some Government procurcments until it is tco

o
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Under this procedure, price determination and procurement are divoreed.

The various manufacturers have no guarantee that the Government will
lease or purchase any particular volume of their cquipment. As a result,
some manufacturers’ ropresentatives characterize the GSA price schedule
as simply a “hunting license.” Agreement to a schedule of prices with
¢+ GSA permits them to embark upon the more formidable task of hunting
for agencies in the Government desirous of leasing or purchasing their
cquipment. Under theee circumstances, it is somewhat understandable why
marufacturers have ¢ crally responded with a remarkable degree of dis-
interest in price cutting in GSA contract price schedule negotiations.
GSA, with no alternatc course of action, has been forced to extend price
negotiations in many instances well beyond the beginning of the fiscal
year to which the schedules apply in an effort to obtain Detter terms and

conditions. These dclays in themsclves have causcd administrative prob-
lems. )

¢

VOLUME DISCOUNTS FROM VOLUME PROCUREMENT

To obtain volume i ounts, the Government must have volume procure-
ment. The “open end” supply contract simply is not the most suitable ar-
rangement for ADP procurement. The basic problem is that this form of
contract procedure docs not afford the Government anhy advantage cor-
responding to the volume of equipment leased or purchased. A specialized

approach to Government ADP procurcment is neceded. ‘As the 1959 BOB
study suggests:

It is most unustal to promulgate Government-wide policies on

specific equipments. ITowever, as the General Accounting. Office
has already recognized, the use of ADP cquipment has now demon-
strated that its impact is such as to warrant specialized attention.42

Tlic 1965 BODB study recognizes this problem but offers an inadequate
solution. Under the LOR approach, negotiation deadlines would be estab-

lished and manufactt

rs failing to agree to terms would be precluded from

t activities. Although the 1965 BOB study offers

this deadline concept as a principal solution, the study also recognizes its
mile, in the report it is stated:

limitations. As an ex

On both sides, maneuverability is curtailed if an impasse [in
negotiations] is reached. The Government is faced with the possi-
bLility that the contractor may remove rented equipment from the
premises if a contract is not exccuted by July 1 (although realisti-

cally he would prolally not resort to such drastic action in view of
the financial impact). The manufacturer, on the other hand, is
faced with the po it

lity that the Government may release the
b

rented cquipment on July 1 (although realistically it could not do
this in view of the cxtensive work and cost involved in changing
to another manufacturer’s equipment). Conscquently, both parties
rust proceed towa:d a final agreement, despite the length of time
involved.43 . .
- This “deadline” appronch unrealistically assumes that the agencies can
arbitrarily be deprived o the cquipment of a particular manufacturer even

41950 BOB ADD study, p. 2t. Learings on ILR. 4815, p. 591. -
1005 BOB ADD, study, p.
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though it may be nceded in critical Government programs. But, fl}nd:-
mentally, the problem is that the dcadline approach :{pplxcs with cqua o; e
to both the Government and the manufacturers. The Gov‘c.rnmcnts rela-
tive position is not improved by the application of a deadline t? ncgf)t'm-
tions. There must be a relative improvement in the Gnvcmmcnts' position
as contrasted to that of the manufacturer, And, to demand volume dis-
counts, the Government must in fact procure ADP in volume rather than
on a piccemeal agency-by-agency basis.

SINGLE PURCIHIASER CONCEPT

The traditionally accepted solution to this type of problem has been ﬂ.\c
“single purchascr” concept. Were all ADP purchase and lc'as-c moncy in
“one pocket,” the Government would be in a stronger bargmmpg posxtn(,:r;
in dealing with manufacturers. The purchase or.lqsc of 'cquxpmcnt ‘m.f
the price to be paid would be part of the same ncgoh:mor.w. \.thn'cvcr fm.sE-
ble, the Government could “raise the stakes” by coordinating the acquisi-
tion of as much equipment of one particular manufacturer .at onc time as
possible. Furthermore, whencver alternative systems of dxffcrcx}t manu-
facture would be cqually acceptable in satisfying agency requircments,
teams of Government negotiators, made up of GSA officials and procure-
ment specialists from the agencics involved, coulcll pit onc manufacturer
against another until competitive prices were obtained.

ACQUISITION OF GENERAL PURPOSE COMPONENTS OF
UNIQUE SYSTEMS UNDER A VOLUME
PROCUREMENT PROGRAM

The mass-produced, commercially available, general purpose components
of “unique,” “tailor made,” “specially designed,” ADP systems can bc.cf-
fectively acquired under a volume procurement program. Arguments ng'm'nst
sole source procurement and the possibility of the Government’s obt:unmfg
price concessions incident to volume acquisitions center upon the proposi-
tion that each ADP system is unique, “tailor made,” and designed for one
particular application. As the 1965 BOD study discussed the matter:

When the possibility of discounts has Deen discussed, manufac-
turers have indicated that discounts from list prices cannot be
made solely on .the basis of the number of units sold.
The reason is that the price covers more than just the cquipment
itsclf; it includes the provision of all supporting services, such as
computer programs, compilers, special-purpose routines, and spe-
cialized training and systems aids—all of which vary and tend to
be custom-tailored for cach installation. Because of these vari-
ances, the costs incurred by the manufacturer to support cach in-
stallation are substantially the same and are not reduced by virtue
of many installations.t*

These “custom-tailored” items referred to by BOB relate to “software”
and not the mass-produced, general purpose “hardware” components mak-
ing up these specially designed ADP systems. As pointed out carlier in

RS

.this report, these mass-produced components can be arranged in varying

combinations to meet the particular application of the user. Inhercntly, all

4 Ibid., p. 44
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Under this procedure, price determination and procurement are divorced,
® The various manufacturers have no guarantee that the Government wil]
. lease or purchase any particular volume of their cquipment. As a result,

some manufacturers’ representatives characterize the GSA price schedule
as simply a “hunting lice " Agreement to a schedule of prices with
GSA permits them to cmbark upon the more formidable task of hunting
for agencics in the G vernment desirous of leasing or purchasing their
equipment.  Under these circum :

stances, it is somewhat understandable why
manufacturers have i rally responded with a remarkable degree of dis-
interest in price cutting in GSA contract price schedule negotiations.
GSA, with no altern: te course of action, has been forced to extend price

negotiations in many instances well beyond the beginning of the fiscal
year to which the schedules apply in an cffort to obtain better terms and
conditions. These d. ys in tl

hemsclves have caused administrative prob-

—

cms.

VOLUME DISCOUNTS FROM VOLUME PROCUREMENT

To obtain volume ‘ounts, the Government must have volume procure-

ment. The “open end” supply contract simply is not the most suitable ar-

rangement for ADP procurement. The basic problem is that this form of
contract procedure docs not afford the Government ahy advantage cor-
¢ of equipment leased or purchased. A specialized

approach to Government ADP procurement is needed. ‘As the 1959 BOB
| study suggests:

responding to the vo!

| It is most unusual to promulgate Government-wide policies on
specific equipments. However, as the General Accounting. Office
has already recognized, the use of ADP cquipment has now demon-
strated that its imipact is such ‘as to warrant specialized attention.42

Te 1965 BOB stud recognizes this problem but offers an inadequate

' solu.ion. Under the OB approach, negotiation deadlines would be estab-
lished and manufacture failing to agree to terms would be precluded from
Government procurement activities. Although the 1965 BOB study offers
this deadline concept as a principal solution, the study also recognizes its
limitations. As an exan le, in the report it is stated :

On both sides, : neuverability is curtailed if an impasse [in
negotiations] is rcaclied.  The Government is faced with the possi-
bility that the contractor may remove rented equipment from the
premisces if a contract is not exccuted by July 1 (although realisti-
cally he would probably not resort to such drastic action in view of
the financial impact). The manufacturer, on the other hand, is
faced with the pos:ibility that the Government may release the
rented equipment on July 1 (although realistically it could not do
this in view cof the extensive work and cost involved in changing
to another manufacturer’s cquipment). Consecquently, both parties
nust proceed toward a final agreement, despite the length of time
‘nvolved.43 .

1

This “deadline” approacl

" 1 unrealistically assumes that the agencies can
arbitrarily be deprived of the equipment of a particular manufacturer even
1959 OB ADD study, p. 21: hearings on 1LR. 4815, p. 591. -
“1905 BOB ADPD, study, p. +
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though it may be nceded in critical Government programs. But, func—ia-
mentally, the problem is that the deadline approach applies with cqu:rl force
to both the Government and the manufacturers. The Govc-mmcnts rc‘l'a-
tive position is not improved by the application of a deadline t? negotia-
tions. There must be a relative improvement in the Government’s position
as contrasted to that of the manufacturer, And, to demand volume dis-
counts, the Government must in fact procure ADP in volume rather than
on a piccemeal agency-by-agency basis.

SINGLE PURCIIASER CONCEPT

The traditionally accepted solution to this type of problem has been ﬂ'xc
“single purchaser” concept. Were all ADP purchase and Ic.as.c monc'}f. in
“one pocket,” the Government would be in a stronger bnrgmm?g position
in dealing with manufacturers. The purchasc or 'Icn..sc of ?r;'.x:pmcx'.t nx?fl
the price to be paid would be part of the same n(*gohntmr?. \.\/hcn'cvcr {C"EST-
ble, the Government could “raise the stakes” by coordinating the acquisi-
tion of as much cquipment of one particular manufacturer '1t onc time as
possible. Furthermore, whenever alternative systems of dxtfcrcx'\t m:m}x-
facture would be equally acceptable in satisfying agency requircments,
teams of Government negotiators, made up of GSA officials and procurc-
ment specialists from the agencies involved, could pit one manufacturer
against another until competitive priges were obtained.

ACQUISITION OF GENERAL PURPOSLE COMPONENTS OF
- UNIQUE SYSTEMS UNDER A VOLUME
PROCUREMENT PROGRAM
The mass-produced, commercially available, general purpose components
of “unique,” “tailor made,” “specially designed,” ADP systems can bc.cf-
fectively acquired under a volume procurement program. Arguments n{{:\:‘nst
sole source procurement and the possibility of the Government’s o‘.;tnmmg
price concessions incident to volume acquisitions center upon the proposi-
tion that cach ADP system is unique, “tailor made,” and designed {or one
particular application. As the 1965 BOD study discussed the matter:
When the possibility of discounts has been discussed, manufac-
turers have indicated that discounts from list prices cannot be
made solely on .the basis of the number of units sold.
The reason is that the price covers more than just the cquipment
itself; it includes the provision of all supporting scrvices, such as
computer programs, compilers, special-purposc routines, and spe-
cialized training and systems aids—all of which vary and tend to
be custom-tailored for cach installation. Because of these vari-
ances, the costs incurred by the manufacturer to support cach in-
stallation are substantially the same and are not reduced by virtue
of many installations.t*
These “custom-tailored” items referred to by BOB relate to “software”
and not the mass-produced, general purpose “hardware” components mak-
ing up these specially designed ADP systems. As pointed out earlier in

.this report, these mass-produced components can be arranged in varying

combinations to meet the particular application of the user, Inherently, all

4 Ibid., p. 44,
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‘¢ price and maintena o 6 ‘
D d maintenance costs, this concept of evalu-

1s the most cconomical approach. The shorter

uscful life, t e lik i
ft , the more likely the evaluation will favor

forces shou‘Id_push lease rates toward the cost of*
‘1CC 'plns maintenance plus interest on capital ix{\'cs‘-
.-rlxts uscful Tife. But conditions in the ADDP ix:-
\’ O;\Ot“I:::,fht; 'thc Icn}a:c.p.'x‘ymcnt.s for most ADP
o .,1«;1‘,;.‘,,]‘1 nare (m\:cgy short period, scldom
0 alt ,‘\\1 the useful life of most ADD cquip-
‘\:im:::&;:;} I‘O t;:‘wx;“" In a recent study, the De-
L [ the dcase payments on most ADP
chase !')rz_c'c'\-.'nhn: 25 to 4V years.t®  Whatever
fany justification that can be attached to them,
S

tween

¢
£ < ~ 4
as¢ of most components arc accelerating the
invested in lene = o
bl mvested in leased equipment to the scrious
those lcasing it for i
ose leasing it for any extended period.

-ime agencies and other users leasing equipment

; !xt %»:x;ic.)d i the form of Jease payments an amount
1 portion of _‘Lhc purchase price. Thus, even in
: -::111;:11 a’cqun:mg agency docs not foresce an esti-
o a duration sufficient for the projected lease
-'1::15'(- price, the Government -should nevertheless
ings mhcr?nt in purchase. The additional invest-

L r.c‘xfz:.:'\'cly minor portion of the purchns»c
- ‘.': additional investment would be- use of the
tntenance costs for the remainder of its uscful

oy + 1, ~ N 1 .
sests _tlmt the estimated period of equipment ap-
acquirin r i ;
cquiring agency may not constitute a realistic
mic useful lif i
¢ useful life of the equipmert to the Govern-

overnment has countless needs for ADP cquip-
. IS

£ cophicticats 2 ¢
' :;_.,p_us.l:u.mon. Some of the most costly ADP
and speed i JUB i

peed 1s used in defense, space, and intelli-

ere is a continuine nee tl
e O g need fqr the most advanced
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nts that c: i ipr
S that can use this equipment on a sccondary

mstas t is wholly isti
stances, 1t 1s wholly unrealistic for various asen-~
) o

hly sonhistic:
y sophisticated ADP systems to make the neces-

o

3% cv;t]u.’xtimf.s based upon estimated periods of
‘0\‘.‘.:‘. requirements.  The 1965 BOB study re-
ndation on Government-wide lease versus pur-
‘:?XC agencics, notably the Defense Dcpnrtn’fcnt
ment's report on HLR. 4845, the argument a'r:lins{
ns 1s stated as follows: ;

S

hat a principal adva i
B2 1 ncipal advantage of centralized pro-

that lease/purchasc decisions could be made

ing Over Leasing, Comptroller General (March 1963), p.
oject, Departinent of Defense, Projvct Staff Report (Mar,
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t for the cquip-

otal Government requiremen )
s of cstimated

fespan rather than on the basi
The Department of Defense

ith this type of cquip-

on the basis of the t
ment over its uscful 1i
use by the acquiring organization. .
position, based upon cxtensive 'c..\'pcnc.n?c W
ment, is that it is practically 111\17055\'!)1(:. for
determine potential sccondary users v:'xthm the ngcx'\.c%" "
of initial acquisition and that it is complcltcl_y' unrcalistic to 'x<sn .1-
that any agency ¢an make such determinations for th'c Govers

ment as a wholeA?
The GAO has ncver st
pend upon the specific identity of .
at the time of cquipment acquisition. And,

- ? ot
users essential, the Defense Department’s argutici

versus purchasc evaluations based upon the pro,’cct_c.d'f:v e
use of equipment. "It is reasonable that com.pct?nt officials fully cog
of Government ADD inventories and applications
the capacities of the various systems the Government <
sound, businesslike basis attribute sccondary usage D
sclected systems which in their judgment have long-ran
in the Government.
Several of the agencics,
- have expressed concern over th :
ned equipment with its accompanyiny =
Iowever, there is no reason to anticipate su
overnment to store cxcess cquips
surplus in such a manucr
Pur-

a single agency to
at the time
c

tions dc-

wweested that Government-wide evalua
tity ents

ity of sccondary uscrs and their requirem
were the identity of sccondary

its could preclude lease

overnment-wide
nizant
and knowledgeable of
acquires could on 2
otential to certain
ge utilization with-

of Defense,

and particularly the Department
volume of

¢ possibility of acquiring a lane
« administrae
excess Government-ow ‘
tive and storage cXpenscs. uch
a problem. It is not the policy of the G '
ment for long periods of time, but to scll it-as
that the Government receives the. fair market value of the prn;m‘ty. :
chasing under these circumstances would be on a highly sclective hasis,
In those instances when the Government did purchase a system, ;nlul‘ no
secondary utilization developed at the time it became excess to‘lhc initial
using agency, the cquipment would be relatively new and the residual value

correspondingly high.

PRIORITY OF PURCIIASE OF SYSTIEMS WITIL GREATEST PUR-
CIIASE ADVANTAGE UNDIER CONSOLIDATED
PROCUREMENT

Government ADP use is expected to increase indcfinitely. Tncreasing bil-
i . invol g . Hle 1

lions in tax funds will be involved. It may not always be possible for ?.1c

President and the Congress to allocate sufficient capital to the revolving

o
1 / ch 11 ADP systems which carcful agency and

fund to cover the purchase of all / y

uld be purchased rather than

Government-wide cvaluations dictate sho
leased. Ifthe Government is to reccive the most value.for its dollar, those
systems with the greatest purchase advantage to the Government as a w‘..‘.olc
should be purchased with the funds available. DBudgetary considerations
and funding problems in the various agencies should not preclude the Gov-
ernment from purchasing ADP equipment on 2 priority basis.
This problem was recognized in the 1965 BOB study and was discussed
in conncction with “Budget Considerations”:
Decisions with respect to the ‘purchase or rental of a computer
incvitably become involved in budget considerations. In most

® Jlearings on TLR. 4845, pp. 540 517,
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» cases, budgets can be prepared or adjusted to accommodate cither
decision, In otlier cases, an administrator with limited funds avail-
able to perform his mission may find it undesirable to devote a
substantial portion of his funds to a capital investment if doing so
will force him to forego an essential clement of his operating
program. In these cascs, the choice reflects a decision on whetli-
er the purchase of cquipment will yield a return in the form of
long-range saviros that is greater than the return to he obtained by
devoting the funds to another purpose. In Government—unlike

most industrics where similar judgments must be made—this deci-

{1 sion often cannot le validated Dy agencies because the benefits re-

‘ sulting from pullic service funcions usually can he measured only
' by value Although it is recognized that budget con-
siderations may, : times, causc a temporary deferral of a decision
‘ to purchase, the circumstances should be fully documented to
show justificati such action, and steps should be taken to

ffcct the bud.

adjustments which would permit purchasc as
carly as practicale.50
i At this time an ag oy with budgetary problems may well have to post-
| pone the purchascof ADD cquipment. Yet, at the same time, another agen-
€y may acquire another system requiring a comparable outlay of capital
in which the advantaoe of purchasc over lcase is substantially less. Under
the present agency-liyne ey approach, not only can individual agency
budgetary problems o irarily interfere with the Government's purchase
of cquipment which ¢ versus purchase evaluations indicate should be
purchased but, more i portant, there is no simple and cffective means for
the sytematic purcha f that equipment which on a priority basis offers
the Government as a vwhole the greatest purchase advantage. Under H.R.
4845 through the use of the revolving fund, GSA could very casily apply

1
i
available ADP capital 1o 1

v 1¢ purchase of that equipment offering the high-
est purchase advanta:

G. H.R. 4845 AUTIIORIZES EXEMPTIONS AND PERMITS GSA

TO DELEG/ AUTHORITY TO AGENCIES IN THE
’ ACQUISITION OF EQUIPMENT
As previously discussed in this report, general-purpose ADP systems
are made up of vari combinations of mass-produced, commercially
available components. It is these general-purpose, mass-produced, com-

mercially available AD

mponents and the systems created from them
that come within the confines of this legislation. Digital and analog com-

ponents forming a part of tactical weapons or space systems which have
no general-purpose applic: ity would, be wholly excluded from this pro-

Iatter cquipment would remain the complcte
‘ense Department and other agencies that have

o

-produted, commercially available ADP compo-
v with specially designed components and as parts
i ryptological, or military applications of
naturce would also come within provisions of- this legislation for

1265 BOD ADP study, p ;
2000
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acquisition, inventory control, and potential sccondar)" usage although such
components or systems might not be available for sharing. Generally, thc_rc
is no justification for exempting such components sim;ﬂy. bc«'t:\usc the cquip-
ment is initially applicd to somec highly specialized application or‘usEd‘un-
der conditions which preclude sharing. Once the components sclected by
the agency are acquired by GSA, they would be turned over to ti'xc :}gc::cy
to be used in whatever specialized application the agency had p:?nncd
with no further participation by GSA except inventory reports until the
component becomes surplus. :

IExamples of equipment coming within this category would bLe the ADP )
used “in line” to controtspace vehicles in flight and the backup or redundant
systems which must be available for this purpose. Also, cqmpmcnf used
in highly scnsitive sccurity work by agencies such as the chcr‘n? Lur{c.’zu
of Investigation and the Central Intclligence Agency (CIA), which offer
no potential for sharing, could readily be acquired under a general Gov-

: vs wher rolt
rament acquisition program and used for other purposes when surplus

to the initial acquiring agency.

Although the ADP to be included under this management program COl.lld
be more closcly defined at this time, the committee is concerned that rapid-
ly shifting developments in the interrelated fields of defense, s;t:zc.c, com-
munications, and ADD could make any presently acceptable dxstmcf:ons :
obsolete. And, as this legislation involves the internal operiations of the
Government, there is no pressing need for strict statutory dcl’inilin:)'s.‘ 'As
in keeping with the general concept of ILLR. 4815, the specific definition
of general-purpose ADP cquipment is left to the BODB and GSA and-the
issuance of appropriate regulations.

EXEMPTION OF INDIVIDUAL SYSTEMS FOR REASONS OF
NATIONAL SECURITY OR DEFENSE OR ECONOMY
AND EFFICIENCY

As-backup to avoid compromise of our national security or defense :'md
to assure écouomy and efficiency, the Administrator of General Services
is authorized to.exempt individual systemns from provisions of this program.
It is of paramount importance that agencies with intelligence or sceret
responsibilities maintain their sccurity in line with appropriate Federal
statutes and as the President might direct under provisions of this bill.

EXEMPTION OF EQUIPMENT BY AGENCY HEADS

-The Department of Defense strongly recommends that language be .in-
cluded in the bill affording the agency heads the discretion of xempting
cquipment {rom provisions of this management program. The DOD’s rec-
ommended amendment is in such broad terms as to permit the Depart-
ment, in the discretion of the Seccretary of Defense, to exclude all Defense
Department ADP.ST As the Comptroller General has so strongly recom-.
mc‘ndcd, any exclusion of an entire agency from this management program
would be wholly inadvisable. Realistically, such discretion in agency heads
might soon exclude all Government ADP which otherwise would come
within this program. '

 earlogs on ILR. 4815, pp. 179, 230-243.
PYotat
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| In view of the ant! ority extended the A(Imixxistfntor of GSA t

ns from the program for reasons of ¢
and defense or econor 'y and efficicncy,

any general exemptio;
ate. Furthermore

0 cXempt
ither national sccurity
the committec does not believe that
, such as the DOD recommends, would De appropri-
» &5 cxpressly provided in the bill, should GSA make any
C¢ecision which the ueor feels is adverse to his interests, the appropriate
agency would have the right to appeal to the BOB, and, if the problem
was of sufficient m: itude, to the White House. Under H.R. 4815, this
entire management gram would be under the express direction of the

deencs ™ s . .
President. Exclusion: "y authority such as the DOD suggests is therefore
unnccessary and inappropriate.

«

RADUAL IMPLLMENTATION OF MANAGEMENT PROGRAM
Implementation of the
in ILR. 4815 wouldl
vides that the Admin:

coordinated ADP management program provided
be gradual.  Subsecction 111(b) (2) expressly pro-
rator may delegate authority extended to him under
provisions of this legisiation to the extent he considers such action “ncces-
sary and desirable for the orderly implementation of a program for the
utilization of such cquisment.” Utilizing this authority, the Administrator

wre effective management program on an orderly
step-by-step basis so to avoid the disastrous disclocations that would
undoubtedly accompin; any attempt to completely alter management of
ADP overnight

gat

would implement this ;

Upon approval of hiis

“system carefully designed by experts so that neces-
tion nceded for all levels of Government ADP
me routinely available.- Collateral to the establish-
GSA would scek appropriations from Congress to
g fund and work out with representatives of the
L acceptable methods by which the agencies would
squipment use. A fter the revolving fund is.estab-
ished, GSA could proviie for the transfer of presently held general purpose
fund.

cimburse the fund for

i )1

14

Once accurate, up-t.

ate information on available capacity and prospec-
ive requirements becarie available, a more advanced sharing program
ng ADP equipment, GSA could cxamine various
haring alternatives and fully exploit available, but unusced, Government

Government’s requirements. _Essentially, GSA,
quate information, could place Government sharing under positive

apacity in meeting t!
irection
ter the inventory « m and the revolving fund have both been sct

¢ ste
p and other aspects of the program have bLeen implemented, GSA would

then begin to coordinat Government acquisitions to achieve a larger vol-

of purchases and Ieases or combinations therecof. The savings in-
hereat in this manage: ent program do not require compromise in the
sclection or the use of ihe cquipment. If an agency has an unexpected
niced for ADP or if': y

m

cver, if agencies keep

re

icy deadline must be met, these delivery require-
gnored to achieve greater volume acquisitions. IHow-
(:5A’s inventory system fully apprised of future
stem of long-range planning and forecasting this
(ol
3892

ents must not be i

Guirements through o

program, an initial step would be to establish a™. ¢ |
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1 rmat an be usc to ¢ T nate l]l(l I ut v mc

a.ald more rcason.lblc )urchdsc (.nd IC:\SC l)llCCS.

H. CONCLUSION

i anagement.
This legislation is essential to effective ‘Govcn;zn(l)cgt 22}\’ r:nd Slc e
Constituting a broad perimeter o.f nqthorxty to ,t {Cd,miqucs et
partment of Commerce, it provides™ the managemen B e 1l
have heretofore been lacking in Govcmmcnt'AD.P mn{m:. .nnm”(\mmt
hasizes the need for adequate information in cftcc.xvc 1 ,c e
em(;lng;zcmmcnt wide coordination. - The bill also recogmzes the ‘. C-'X'C”T-i
ne ' e 1 2 ining’ ition in cquipment acquisi-
need to improve the Government's bargaining posi
tion. . . '
Numerous ADP management problems remain to be r.(‘m\\ Ldr\/.\.,‘:(h(::i,}t
H.R. 4845 does not extend to agency cqmpmcnt. SC](‘?tllj(\f‘.C\\ i “;i,l‘\(\,lt
cerned agrees that there is a critical pmblcm. in .thm .n:t.\."‘m- llw e
compatibility and “input and output” sl:nvl:u‘\hmtm:‘\.n.m‘.. ‘ et
ith 1 ive terms.  They canuot be solved divectly theouph deg
with in substmm‘\c terms. : y e b e i
lation. But if the Government’s ADI management is | Lottt
the establishment of this Governnent-wide coordinated n.‘:m,.‘l,.‘;l:. i\'“‘ﬂ.x;(.“[
tem, these other costly and difficult problems (inn be mm-(. (.\r-“;“\.vc‘. .
and resolved and the Government's usc of ADDP made more cfix 5 4

' i By icati all within the more routine
this time, most Government ADI” applications fall wi

data processing capabilitics of this cquipment. The G‘ovcrmnlm‘lt i);}.‘:;};{
book is kept balanced through ADDP, but AD'IT, though it Y‘ms 111.(_ ]1 B Al o
is not widecly used in cvaluating the most efficient manncer in whic 1. dc< ch
funds should be spent. During the years to come, ADP will be usc mczr-
and more in the decisionmaking process and thf: Government ADP cquip
ment costs will surpass any sum we can now imagine. L

During the course of this committee’s consideration of {‘\DP ;chs.:;tl‘c;r;
over the past 3 years, numerous agencies have ’bcm.'x skcpt.xca'l o b.l.;c ’1‘:'16
for legislation as well as certain provisions of this part1c1}|:1r 1d:‘f' ‘.1_
commiuttce does not expect this program to be implemented v‘.':tnc;zt 431:-1(::“
ty. But the difficultics that might bc- mc't after passage of I.I..\-:.CC;SDS.;I-{_
much preferred over those which at this time and 'm years past 1..n e c;w‘_
ly cost the taxpayers hundreds of millions annually. Based upon two t:“”
I;rchcnsivc BOB ADP management studics, a.bout %OO ancral 1.\ccoun .x:nt-:,-
Office audit reports, and 3 ycars of active mvcstxg?txon by :thls. co:lrg(.m
tee, the time has come for Congress to take reasonable but ‘cfAcctxvvc ‘ Cn;‘
to assure the establishment of efficient ADP management in Governm

IV. COMMITTEE AMENDMENTS

i i H.R.
The committece recommends the adoption of six amendments to
4845: ) o111
First, the language “or at the expense of” is deleted i;rom .subscutxonCdCd
| . o 111 v n
(a) of the bill on page 2, line 1, so as to exclude ADP equipment cuimd
to meet the requirements of Government contractors and o(hcx:‘s azq el
at the Government’s expense. For this purpose, the phrases 'a‘n ot
? page 5, line 22, and “or user”, page 6, line 1 are also stricken. ]
users”, page 5, line 22, ¢ R : .
i 3 mmi has received 29 General Accounting
During the past 3 yecars the committee has S e i
i ini *rious ici es 1 manner 1 I
Office audit reports outlining serious deficiencies in the

3393
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Government cost-type con‘ractors acquired ADP cquipment.
BODB study recommended that
be made regarding contrac

The 1965
cffective Icase versus purchase evaluations
© cquipment acquired at the Government’s ex-

it On June 9, 1965, thie Scerctary of Defense approved a report recog-

g that a scrious proll
provements in DOD man:

Acrospace Industries Association of America, representing most Govern-

contractors with ADD cquipment that would be affected by this legis-
! v over the possible impact on their operations
it-wide inventory and acquisition coordinating
ulfillment of space and defense contracts. For
it a more appropriate course of action at this
r this management system limited to in-house
ew management system is implemented with-

existed in this area and recommended im-
nent of this cquipment.

100
’

19t10y
t

11s expressed conc
of extending this Governn
system to ADDP used in the
is reason, it is concluded

[t I | + . 223
1C WOollid e o provide
Government ADD. As thi

in the Government, the success of the rccently announced- improvements
in ‘the Defense Departme management of contractor ADP cquipment

cotid be evaluated. It is (1o committee’s intention to follow developments

tion can be recommended should developments
n tor cquipment, acquired at the expense
s coordinated Government inventory and
for the protection of the taxpayers’ intcrest.

so that appropriate «

hat inc!

usion ot

Subsection 111(L) (1) provides that— )
* * * In carrying out his responsibilities under this section

the Administrator is

horized to transfer automatic data proc-

“ederal agencies, to require joint utiliza-
tion of such equipment Ly two or more Federal agencics, and to es-
pment pools and data processing centers

e such agencies when necessary for its
mos cfficient and effective utilization.

essing cquipment betw

tablish and operate cq
for the use of two or :

Authorizing the Admini tor to “require” joint utilization of equip-

ment as provided a

ove mii bt be interpreted to conflict with provisions
in s.bsection 111(g) which provide that the Administrator of GSA shall
]

]
10 authority to interi with the determination by the agencies of

individual ADP cquipiient requirements. To forestall any possible
ictions in the subs the committece recommends that ILR.
ze the Administrator to “provide for” joint

c
-

amended to authori

of such cquipmic

amendment would provide for a comprehensive annual report
I [
to Congress on the ADP ; tgement program established by this leeisla-
. g { _ y g
it of receipts, disbursements, ‘and transfers
‘quired in subsection 111(c), the Administra-
i )
it an annual report of “cquipment inventory,

ation, and acquisitions.”

other amendme:

ment would provide a more specific meaning to the

term. uirements” as uscd in subsection 111(g) of the bill.- The amend-
ment including the development of ‘specifications
for and the seclection of the ty arld configurations of the equipment
nceded” to the second sentence in subsection 111(g). '
The Controller of the AI'C ¢trongly recommends this additional language
as a clearer manifestation of the committee’s intent that GSA not come
Ao
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in th ination of require-
between the manufacturer and the user in the determination o q
ments or sclection or use of equipment. . { GSA is manifested
The committee’s confidence in the Administrator o ;1‘1 o
bzt i thi islation. 1¢c cominit-
in the bread authority extended him under this legislation o
tA is not concerned that IH.R. 4845, without this amendment, \\OH o
ee is ncern 1 ) thout this o e
i nsibili n these areas. >
any disruption in user agency responsibilities mhkhc:s e aar
as the additional language fully reflects the committee's 1niCnt, 1t 48 e
g 1t s icati i a he term ‘“‘require-
mended that this clarification as to what is meant by‘ the ter - {O vl
& ‘ i i r assurs !
1 1 ould constitute a furthe :
ments” be added to the b.ll.‘ 1t sho ° tthc e o, Hat
ics that it i ithe urposc nor ntent {
i th ncither the pury ) :
g L“at'llt"x's' i the sclection and use of ADP cquipment be com-
their responsibilities 1n 1

-

promised in any way.

V. SECTION-BY-SECTION ANALYSIS OF IIL.R. 4815

: 111!
II.R. 4845 would add scction 111 to thiz“cdcr:zl Pfo;»citi':(nl;‘}n)/i\l(;tx;:-.{lo
istrative Services Act of 1949 (63 Stat. .)/./), cxtcmlz.ng:1 AIL.;:XT‘):.;N iy
the Administrator of General Services, subject to ovcmlr ({;.‘u )1w.h’(.: e
President and fiscal and policy control by the ]’;urctw‘x.l rot' tho r» ’.‘:V,'”‘,HUC
the cconomic and cfficient purchase, lease, and uu.x.z.lt‘mkn _O‘ f.x‘.}«‘wc .1:.“1-
data processing cquipment necessary to mtujct t-l,:cdrii(}:;i?!i?;:;lZc(i.c,; -wbwc-
rernment.  The proposed new scction 1s ided | s 1L e
firoaxiséozqf:;:?ctions (a) :1m<11(b) provide :I.:c basic nmf‘.on':y ‘.ollﬁc Z:t:‘}j]::f
by the Administrator of GSA. Subscction (c) :mmorn.c“s— )t (; ‘ t]:c .l;\d-
ment of a revolving fund to finance thc. activitics m‘idcrl“ wen by | I“z o
ministrator in pursuance of this authority. .Subscctxon (d.)1 ‘pro:?tcvo']:cr
the administration of this fund, and S\Z‘I)S(}Ctl().n (e) p'r.cscn)gfs ;l-ll‘\.cczi.on
provisions of law which are inconsistent w.xth tn? p}rf)}'xsmn.s 0 téxr‘s‘);cc’;on
shall not be applicable in the administration 011 tms' scctxﬂor‘; d;cgc.;d,
(f) authorizes the Scerctary of Co'mmc'rcc to 1Em.crtm<c’§1cycw:‘1hr:t_/in’yvt(;.:hc
and to provide scientific and technological advisory scr\qxc‘cs r?‘ ‘ (:)(,) e
usce of automatic data processing in the Govcr.nmcnt: dxus'ccl.(.)u‘dhvb,;cct
“vides that the authority couferred by this section shall be CtC:CISL subj
to direction by the President and by the Burcau of t.lu.: Budget. e
Subscction (a) authorizes and (1ircct§ the ‘/\dnnmstmt(_)r 't’rt)ofxoi(‘)ir:.;‘;;a
and provide for the purchase, lease, afxd mainten: n_ccd citlauyc;l.c.i::s
processing equipment to mecct the requirements of Federal ag :

N 3 $3 14

Subscetion (b) authorizes the Admi‘n'ﬁ'stmtor to ’prov‘xdc :mto‘ma}cc(l(.c.;l:;
processing cquipment suitable {or efficient and clfc?t:\‘/c us‘c to)'rcm‘ o
-agencies through purchase, lcase, or tr;msfcr. of cqmpmc'nt ocr\lxovc.a”cn-
eral agencics, to provide for joint use o.f cqmpmcns by t:lx odotr 1 r.occ:sm"
cies, and to cstablish and opcrate cq.mprr'xcnt pools an ‘n“.’x pco,,on\;mbi
centers when such action in his opinion is nccessary for “jc c":". b;s:s
and efficient utilization of such equipment on a’Govcmmctlt-\.mc ﬁd
: ini i ithori side for the maintenance an
The Administrator is also authorized to provid '
'rcpair of such cquipment by contract or oth‘cI:WISC- » mhm..;(y

Subscetion (b) further allows the Administrator 191 drl\\g‘..\ cl nm.\;”(;\;,\
U;l(ll‘r this scction to IFederal :\;fvxwir.-: l\).h‘:l'i(‘, ‘”,;H. l.\r:(, l.\ilqn dmj“.“““.
individual systems or specific units ol cquipent \§f.u.fl., |‘n‘ Il- g
such action is cither necesnary for cconomy und el If i n.\ y':-' 1[\””“.'”;
or when such action is essential to natioual defense or gecnity.,
faYaYates
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may also le delegated in cuch circumstances to an agency to operate ADP

¢qtipment pools and processing centers, Solely on an interim basis, the
Administrator js further authorized to delegate authority on a general
basis in his diseretion to ¢

¢ extent necessary or desirable to alloyw for the
orderly implementation o this coordinated: Government-wide management
: .

s scction 111, is defined in the
uch ILR, 4845 is an amendment. The terp ex-
“HCY or any establishment in the legislative or
rnment (ercept the Senate, the House of Rep-

n
Lie term “Federal ageney™ as used in 41
4rederal Property Act to

tends to “any excecutive
judicial branch of the G

atives, and the Architect of the Tapitol and any activitics under his
direction),”
Subsection (¢) authoriz the establishment of an automatic datg proc-
essing fund. This is to | fund

without fiscal year limitation to be used

to the Government-wide data broccssing pro-
sram provided for in this ction,  Such expenses include those incurred
101 personal services, purel ¢, rentals, maintenance and repair, and dircct
operation costs of ADP vice centers, as well as other related costs.
Following receipt of advice o ¢ A5CNCy requirements and appropriate evalua-
tions as to the availability of currently held equipment, the Administrator
venkl, when necessary, purchase cquipment through use of. capital in the
und, or if more advantageons, lease cquipment through use of such funds.
To keep the capital of t!
reimburse the Adminis

to finance expenses incident

et

revolving fund intact, the user agency would
£ 1

f
alor for the use of the equipment on an annual
> as determined under subscction (d). Peri-

od:c payments would be mad T regular, recurring services, and individual
payrients for specific intermittent services, Uscr'agcncic's would include
in their bud ‘und

‘Us neeessary to meet these charges. Ilow-
al capital to cover cquipment purchases
entation of the program, and to cover

§Scts requests for
vide f

increases in capital ! requirements (reflecting greater Govern-
icdde ay#i1io. M 7 5 . 1 ST
¢ utihzation of sycely o luipment), the Administrator would make

¢ budget of tl.. General Services Administration for capital

in the revolvine ind. '
¢ of sulisectic (c) 1is snf:’:’c:’cntly broad to inchude the cost
ation of the Progrmam if it appears at a later date that such
e paid from the evolving fund. However, in order to avoid
during the initial period of implementation of the program, the
Is that such costs iy uld at least temporarily be provided for
ropriation as is provided in subsection (d). Depending upon
cvelopments, these co would then be paid from direct appropria-
the revolving fund at the discretion of the appropriations

n (c) further provides that a report of receipts, disbursenients,
rs from the fund sl be made annually in connection with the
imates to the Dircctor of the Burcau of the Budget and to the
Incident to these | ports, general estimates of expected expen-
rthe next fiscal year would be furnished the appropriations and
congressional committ upen request as a further assurance of
congressional control and supervision of this program.  Subscction (c) al-
S0 contains a provision for (he ion in appropriations acts of provisions

Q00N
2366
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regulating the operation of the ADP fund or limiting expenditures fx:om
the fund. The purpose of this provision is to assure that the a;:)propnatc
control over the expenditure of funds by a Federal agency remains in the
Congress. ) )

Subscction (d) authorizes appropriations to the revolving fund in such
amounts as may be required. It is further provided that sums so appro-
priated, together with the value of supplies and cquipment transferred to
the Administrator, shall constitute the capital of the fund. The f}mfl is
also to be credited with advances and reimbursements from appropriations
and the payments of any agency, organization, or contrﬁ.cto-r utilizing or
recciving services from cquipment.  Rates for use of the cquipment or for
services reccived therefrom are to be fixed by the Administrator so as to
approximate the cost charged to the fund, including depreciation and ac-
crued leave, the amortization of installation costs, direct costs of operating
scrvice centers, as well as other items of expense recognized ""d accepta-
ble from the standpoint of sound accounting practices. Prior to {iscal year
1967, it is contemplated that appropriations will be provided for. c?rt:‘un
dircct operating costs. Provision is made in subscction (d) to avoid inclu-
sion of such items in the determination of the rates charged user agencies.
The indirect adn inistrative costs of operating the fund would in later years
be included in rates charged the user agencies only if the congressional ap-
propriations committees determine that such costs should be paid out of the
revolving fund as provided in subscction (c).

Finally, refunds or recoveries resulting from operations, such as net
proceeds of disposal of fund property as excess or surplus and moncys
reccived in scttlement of loss or damage claims, are to be credited to th
fund. After the close of ‘each fiscal year net income not required to of fset
prior year losses is to be transferred to the Treasury as miscellancons re-
ceipts.

Subscction (e) provides for the inapplicability of other provisions of
law which otherwise would limit the authority of the Administrator under
this proposed amendment to the Federal Property and Administrative
Services Act of 1949, and specifically, the proviso following paragraph (4),
section 201(a) of that act extending certain authority to the Sceretary of
Defense to exempt the National Military Establishment from provisions
of the Property Act, as well as provisions of scction G02(d) of this act
granting exemptions to the Atomic Energy Commission, TVA, and others.

The Sceretary of Commerce is authorized in subscction (f) to provide
scientific and technological advisory scrvices relating to ADPD to the agen-
cies and particularly to the Administrator of General Services in exercisin
the authority delegated in this legislation. The Seccretary of Commer
is further authorized to make recommendations to the President relatin
to the establishment of uniform Federal ADP standards. This subsectior
also delincates the authority of the Scerctary of Commerce to undertake
Tesearch in the sciences and technologies of automatic data processing sys-
tems. It is not intended that activitics carried out under this authority
duplicate or preclude rescarch being done by other Government agencies
Oor private industry.,

Subscction (g) provides that the authority conferred upon both the Ad-
ministrator, of General Services and the Secretary of Commerce by this
amendment shall be exercised subject to direction by the President and to

o 0]
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fiscal and policy control hy the B
is specifically precluded

urcau of the Budget. The Administrator
from impairing or interfering with the determina-
tions by the agencies of their ADP requirements,
the user would devell p the specifications for
figuration of cquipment

the sclected equipment

and scleet the type and con-
needed.  The Administrator would then procure
and supply it to the users, The Administrator is
interfering with or attempting to control in any
t or components furnished to the agencies out of

further precluded from
“way the usc of cquipn
the fund. The Admin;

agencies and other ¢

of any proposed determination specifically af-
used by them. If the user concerned and the
ree on the proposed determination, the issue shall

decision by the Burcau of the Budget, or as the
President may otherwisc direct,

fecting them or cquipm
Administrator fail to 2
be subject to review ar

“t

VI. AGE

(The agency reports

NCY REPORTS ON H.R. 4845

wnd comments received on HR. 4845 follow:)

COMPTROLLER GENERAL OF THE UNITED STATES,
Washington, D. C.,:March 22, 1965.
ITon. WirrLrax 1., Daswsc
Chcirman, Commitice ¢
Iiouse of Representati CS,
DzAr Mnr. Crarnaaxs:
13, 1965, and letter
Government Activiti
4845. This bill woulid
lease, maintenance, opat
equipment by, or at th
In our letter to

v

overnment O[)Cruh'uns,

Reference is made to your letter of February
‘ebruary 26, 1965, from the chairman of your
vcommitiee requesting our comments on H.R.
provide for the economie and efficient purchase, ’
tion, and utilization of automatic data processing
“pense of, Iederal departments and agencies.
May 15, 19623 (B-151204), we submitted our
88th Congress, a similar bill to IIR. 4845,

H
S0, Ly letter of August 4, 1964, we made a report to

the clairman of the e te Committee on Government Operations on a
rroposed nniendment of R. §171 in the nature of a substitute that was
brepared in oan effort to

> niect objections of the Federal agencies to the
provisions of 1L.R. 5171 sed by the IIouse of Representatives. In

T comments on II.I:. 171 and the amendment to H.R.5171, we ex-
rressed tho belief that - t of the bill would be in the interest of
tho Covernment and e d result in considerably more economical pro-
curement and utilization of automatic data processing equipment.

In commenting on IL.X. 5171 and on the proposed amendment in the
ature of a substitute for JLLR. 5171, we included the following statement
which we fcel reflects our v ws on this matter:

“In our report to the ¢ mgress dated March 6, 1963 (B-115269), on
the ‘I"inancial Advantages of Purchasing over T.easing of IElectronic Data
I'rocessing Enuipment in :the I"ederal Government,” we pointed out that
there need in the INed rovernment for an effective mechanism to
coordinate and control o purchase, lrase, maintenance, and utilization
of EDP ejuipment, Accordingly, we recommend to the President of the

ish such un office in his organization. We

rall policy guidance and direction of the Gov-

nent's data processing programs can be most effectively accomplished
through the efforts of a all, highly placed central management office
1¢ executive b Government. However, we rccognize that

*TG are various ways in which central control can be exercized over tho
‘rement :m"" uti t of this type of equipment. H.R. 5171 pro-
3 such an ..ternate ; thod. We are not opposed to the method set
forth in LR, 5171; howover, we fcel that the mechanism proposcd in
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g n and
IL.R. 5171 for carrying out the detailed onor:\tlonsdot .c?o;'ldilni'r\éicc;lon 2
co.ntt.;'ol needs to be subject to the policy guldance and overa

Offi f the President.” . I
m({v?)fgig(t’cothnt the proposed bill, ILLR.-4845, 'pr()\tdcs rli:dpglxx‘:th_:zrctn’;y
that the authority conferred upon the Administrator g o]

of ( ore cris s erei s cc 0 irection
£ ommerce by this legislation shall be cxe cised subject to di
N ’ M

i 4 J au

by tho President and to fiscal and pelicy control exercised by the DBure
Dudget. . . B o flie
of It::cotxr report to the Congress dated April .?0, 10Gfd([:\<11nl11)n'iir,r)a'tion "
“Review of PYroblems Iu:l::t:’gg tto :\I:ilfr:aggﬁxrtlclrvl‘zdi;‘lql e
Ilectronic Data Irocessing ‘s c:mt; ! o "ma_",m;wm e s
f'(‘-‘/i“'“'ed‘ SO\'(il‘lﬂ1GI;)r\f)c:};‘11§\r1:fr1Tt)?‘.Q\l’?}mc%n:lonltczlr{tcxii thz:L these problems ll'i.‘»fi
m'thc I‘C'.(}olml cause 6.1:. the decentralized system of management \..\o«t
nrlmfl(lhlvmo;?\((.‘)}x, \'):ixl;"“;m-x‘cy makes its own decisions on the :;rog:\x;e'ix::ﬁ_

. of 13DV ot i s mies ava
:an(;\ utivlizntion of 1D equipment without l""{,.’l‘r(l t?’ U;«\zxrct?(frl erare oty
- f considering overall Government neceds. \»'c v comm e
;tl;),];z ‘()r::nrc‘vi(i\-'z of t;l(‘..‘;(} problems and the manner m‘\\lh.cllx é':)(:*};—'x;[nnnt
r;solvcd‘ to tho maximum ﬁn.mcin.l.ad\'nnt:u:'f) ‘0{’ trho&v: ',C.nimr;l e

hz‘xs reinforced our carlier conclusion that an cffective

t gidt 7 anr D ty ar S sibility needed . .
W ri i a responsiblilc is € C
e i ‘ 7 norit and resy
ment organization ith a ypropriato aut

o fa-

a rocessing f
to cxercise contro]l over the procurement and use of d..m pt o g
{ ' . i i 4 ‘ernment.
cilities and related costs being mcxmo;lAb_\ 'Ith"en G10':f?;l S S
iti arch 6, 1963, and April 20, 1964, Governt &
n addition to our March 6, i 3 il e el
rciorts wo have issued 64 reports to the Congress covering reviews ma
s ’ i > ST

r Governmet o ractor auto-
* of selected aspeets of individual agency or Government contractor
S »d aspect

p 7 ained numerous
i ssing systems These reports have containe i
matic data processing systems. ) e sileo rretier
cmtx"\lvs of deficient management of automatic data proc imceftrﬂizéd
mcntA ";1(1 of potential savings through more effective and ntre
a
management of these facilitics. . -
With reference to the policies and procedures set forth in the ’
we offer the following comments for c(msxdcmtmn.b ——
. owi i secti , page
J hat the following sentence in su (
1. We suggest that the ! ; (B). pnets
5 and 6, be deleted: “The Administrator shall not i.lt(;rfclrc:tqnxtl}o,co“qing
; o trol ) v toma ata LSS
tempt to control in any way, the use made of automatic (1 r
‘equ § ) 2 3 Te r uscr.
equipment or components thereof by any agency o u P
This provision would place undue restrictions on the Ac ‘x“x A t cu”cc
y A H 112 e S il -
General Services which would preclude the attainment of the mos

tic data processing °
tive and ceconomical procurement and use of automatic P

isi i 1 > writles
equipment. e believe that this provision conflicts with other autho
/ inistrator. ) o
granted the Adminis ) ) - - uthorits
I'urthermore, we believe that this provxsion'cquld negate theui?(; st
granted in section 111(b) (1) to the Administrator to rc;}norﬂ e
) N - . . - e
utilization of automatic data processing equipment by two or e o
cies or to establish and operate equipment pools and dat:.\ pro .(;.l;q:m{ng
ters for the use of two or more agencies if those agencies ar nv
to operate in such manner. ) ) e
2 The bill provides that a report of receipts, dxsbursj'zm?nts. ::{i:ving
fers to miscellancous receipts relating to the :It,utomatxcr (Q‘::euntud"éguﬂnd
ally he Director of the DBureau of t} oot a
funds be made annually to the C urea 1 e
to the Congress. The type of report called for is somo\;ht.(;tflix:’i;’t(\.iﬂ ot
roul X at the bill require a more comple ancial T
we would rccommend that the 0 : aneld T
i / ggns the words “‘a report of receipts, C
ort. Accordingly, we suggest that ’ of r }aq
gurscmenm and transfers to miscellancous recmgtS. under tm's'xélnm::pnrta
; A i ysti 3 “appropriate
ion” ving substituted: appr ;
tion” be dcleted and the followi : " ; v
on the financial operations of the fund in nccordan,ce “uxth the regula
X + 1 ~
ly established requirements of the Burcau of the ]}ztuubet.d N—
. bi i that, after a date dete
3. We suggest that tho bill provide m? Aot e
upon, basced on recommendation of the Administrator, exis g .; ot
, ba . ‘
priations and, unless specifically so provulcd_, future ap.:\rolzrg;:'f\)lti x‘o;,
thoe agencies concerned, other than appropriations to the Am“~:'~'v‘c uip-
bo available for the purchasc or leaso of automatic data processing eq
faYaYaVal

a




. I,"'.CISL{\TIVE HISTORY
ment of the types taken o

cr by the Administrator or for obtaining similar
antomatic data processi

& services by contract.
4 We note the term “‘organization” appearing on page-4, lines 5 and 6
of tho bill. If by use of

i

\

ris term it be intended to authorize the Admiz-
available {or, or otherwise supply services to,

would constitute an exception to section

29

‘ate organizations

8, Revised Sta 28, requiring the application of ap-
propriations solely to th for which made and no other, in the
absenco of specific au ity to the contrary, then adding the word

“private” before the word “organization” would obviate any doubt in the
matter.

5. We sugy
no cxecutive
cept under extraordinar:
6. With regard to U
contractors, we unders
expenso of, IYederal agoe:
m.aistrator over contra
We have taken the
data processing e

provision Lbe added to the bill to provide that
bhe exempt from the provisions of the bill ex-

ircumstances.

applieability of this legislation to Government
I the reference on page 2 of the bill, “or at the
is intended to cxtend authority of the Ad-
uipment under negotiated contracts.

tion that, to the maximum exfent practicable,

11

quipmaont or ems required by contractors in the per-
wance of negotiated itracts with the Ifederal agencies, swhere the
le or a substantial part of the cost of such equipment or systems
would become a part of Covernment contract prices, should be furnished
by tho Government with title or leaschold interest remaining in the Gov-
ernment subject substa: Iy to the same laws and regulations applica-

ble to in-house Govern:
We believe the cnne
Government and will re L
and utilization of electronic
subjeet to the changes
pesed legislation.
We will be available to tes

be pleased to assist the «
ter.

t cquipment.

nt of the bill would be in the interest of the
considerably more economical procurement
1ta proc ing cquipment. Therefore, and
rested abeve, we favor enactment of the pro-

S

tify at tue proposed hearings and we will
ittee in any respect with regard to this mat-

Sincerely yours,
Joserix CaxeBrLL, Comptroller General.

ECUTIVE OFFICE OF TIIE PRESIDENT,
’ BUREAU OF TilE BUDGET,
Washington, D. C., March 11, 1965,
ITon, Wirrrax I.. Dawsoyw, <y
Chairman, Commiltee on (fovcrnment Opcrations,
Ilouse of Representatives,
Washington, D. C.

_Dear Mr. Citamyan:  This will acknowledge your letter of February

19, 1965, inviting the Dureau of the Budget to comment on H.R. 4845,
a bill to provide for ti cconomic and efficient purchase, lease, main-
tenance, operaticn, and utilization of automatic data-processing equip-
ment by the Federal departments and agehncies.

President Johnson transmitted to the Congress on Marech 2, 1965, a
report on IFederal polic wnd practices in the acquisition and utilization
of cleetronic compute: in Government. The report, prepared by the
DBureau of the Dudget, Lased on the results of a year-long study. It
'}‘:\"}‘O:‘. s a broad pro i to achieve increased effectiveness, coupled

with greater economy,

he expanding usc of automatic data-processing
cqyuipment. In a letter

smittipg the report to the Congress, the Presi-

dent indicated that th licies and suggestions for improvement outlined
fn the report had his o al.
g 1p . . Y
Under the policies nwed by the President, ageney heads are held
2 P o _ [RTVTEETT
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economic administration and management of their ADP activities. Y\ii};
in that f{ramework of responsibility, the l’residc:nt ::‘xpccts t‘h?*tcm:ion
agencies—tho Burean of the Budget, the General S_‘o\."vxcos Adm-l?“’; mﬁ fo;'
and the Civil Service Commission—to develop policies and gu.ljf?l,.x;?:?. -
the improved management and utilization of ADP :m.d to o§o}cifc A’I]L;SC—
ship in promoting interagency cooperation, coordination, Sh.xrix'x,, ag:) hc-
ments, and other measures to assure that the CGovernment's ADD r
quirements are met eoffectively and at minimum cost. ' .

To carry out the recommendation mnt‘.cl if] the l)u.rcm.xs'rcivf:.ﬂu. ng
significant changes would be required in existing org:unz:mocn.\l ‘1.111.,:.t
ments or in the assignment of responsibilities to the l)urca.u of the }“:dh", 5
General Services Administration, Civil Service Cozml'ns:smx;., D"‘;"lll‘utn\'lllt
of Commerce, or the departments and agencies. We believe, ,]mvmr-r,
that there is a clear néed to strengthen the resourccs (lr‘\'mf\(: ‘to the
manacement of automatic data processing within both the cumr:xf as:tm-
cies :1:\(1 the line departments. In addition, cx‘..:xct:mont of lv_'_:'vl'ulx(zn
specifically addressed to the management of automatic d:x.m. pmr_x: . ng in
the exccutive branch of the ITederal Government is considered <A(‘.~.1mMe
to reinforce and amplily the broad general authorities now j.'(‘sro‘l in the
Burcau of the Budget, General Services Administration, and th'; .I)op:u?t-
ment of Commcrce.' The report concludes that the lack of svamﬁc legis-
lation now ‘“‘creates unnecessary handicaps to the most effective manage
ment of ADD.” o

Accordingly, the report recommends the enactment of general m."vr:_x:t-
tion (1) providing an cxpression of congressional policy on .Um :?cqm:utl?n
and use of ADDP cquipment, and (2) giving a specific directive tob tho
Burecau of the Budget and the General Services Administration, within
the arcas of their presently assigned responsibilities, to take nr‘.c‘ns:::lry
actions to assure the most cconomic and effective use of ADP. fihe re-
port also recommends that explicit legislative authority be I\X'()‘-'l‘t.’.(.‘t_l (1)
for the establishment of a revolving fund to facilitate the esmb;xshmc:.t
of service centers, cquipment pools, and time-sharing nrr:‘.n:.«‘r}\onts, (‘..)
to provide authority to develop, measure, test, and make ;\1'0\'15;".0:1 Io:' the
approval and implementation of Federal standards for ADP erlln;n:‘.nn; and
techniques and IPederal standard data clements and codes, :mfl (u)- to
provide speccific authority and dircction to the Secrciar.:.' of Commerce
to establish a centralized rescarch center on cornputer sciences and tcch:
nology and to  provide advisory and consultative services to _Go'.'?rr.nmen:,
agenciecs on computer systems development and related scientific and
téchnical problems. ) :

It is the view of the Bureau of the Budget that enactment of II.;I. 4845
would assist mhtcrially in carrying out the policies and suggestions for
improving'the acquisition and utilization of eclectronic corgpx:tcrs which
have been approved by the President. Accordingly, the Bux."eau Ac?t 11}0
Budget recommends that your committee give favorable consideration to
H.R. 4845.

Sincerely yours,

Piurnuie S. IUGIHES,
Assistant Dircctor for Legislutive Iiejcrence.

GENERAL SERVICES ADMINISTRATION,
Washington, D. C., March 15, 1965.
Hon. WiLrrax L. DAWSON, .
Chairman, Committce on Government Operations,
ITousc of Representatives, Washington, D. C. .
Drar Mn. Cramyman: Your letter of Febx‘u:_u‘y 19, 1965, requested
the views of the General Services Administration on IIR 4845, 89th
Congress, o bill to provide for the cconomic and efficient purchase,
lease, maintenance, operation, and utilization of automatic data proc-
cssing equipment by Mederal departmoents and agencies,
Y aVaVat. |
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‘Tho LIl would add o

ew nectlon 111 to ttle 1 of the Iederal Trop-
erty and Adminifstrative

rvlees Act of 1919, 63 Stat. 377, as amend-

cd, which would centrilive GSA control over all clectronle data process-
ing ecquipment required by l'ederal

a revolving f
he fund would
reimbursed th

Lablished by the section. Original capitaliza-
LY appropriation and transfer of assets, which
gh user charges.

would provide legislatior
authoriti 1
presently b
congressional polic)

{ n needed to supplement existing
ove any doubt as to the authority for func-
rformed, and provide a clear statement of

Y respocting ADP matters.
General Services Ad
ctter of March 11, 1965
wirman, Iouse Comn

4845,

istration lorses the views set forth in the
from the Director, Dureau of the Budget, to the
vitiee on Government Operations, in support of

Accordingly, the Gen« 1 Servi
nittee give favorab! nsidera
Bureau of the
stration's ‘progr
eport to your com:
Sincerely yours,

from the standpoint of the
no objection to the submission of

RonerT T. GRIFFIN,
Acting Administrator.

TiE SECRETARY OF DEFELNSE,

Washington, D. C., March 18, 1965.
Ion. Wirrnrax L. Dawsox )

Chairmun, Commiticc on (;orernment Opcerations,
IIouse of Representatives, Viushington, D. C.
Dranr Mr. Cmamyax: Teference is made to your request for the
! Defense v HUR. 4845, 89th Congress, a bill
iic and effic.cnt purchase, lease, maintenance,
of automatic data processing equipment by

concurs in the desirability of setting
licy by the Congress on the acqui-
sing equipment by Iederal agencies.
the Congress would be of assistance to
10 reau the General Services Administration in
coordinating the manaj. ! )P’ throughout the Government.
Dudget and the General Services
actions which should materially
A Government-wide reutiliza-
within the last year which has becen
rtment of Delcense. Under guid-
Budget, ADPI sharing exchanges
eneral Services Administration and these
i by the Department of Defense. Recent-
issued Circular A—-71 which is designed to
nt of ADIPIS within the Government and
the responsibilitics of all agencics in this
1 Iz intended to implement recommendations con-
the Burcau of ¢ Dudget Report to the President on the Man-
neat of Automatic 1 v Processing in the Federal Government which
President approved d transmitted to the Congress on March 2,

)

"

~n

As you know,
istration h 1
improve the 1agenicent 2
tion prog ]

implemen

he Dureau of the zet Report expressed certain conclusion on
ma 1

wtter of procuren t and use of automatic data processing equip-
it GCovernment agencies retain their present
deelslons In this area, rather than have a

slelale]

t recominende
ilities for mz:

ment, 1
:)
il

respons

ageneles.  IFinancing would be pro- -
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goparato central offlca empowered with authority to make lhor-(? m‘(‘.‘;;h‘\‘??\:
Tho latter course, the report concluded, will dilute tho respounsib ol
of ageney heads for the manapement of thelr orpanizations :lnd; .';\.1\0
mated sgystems;  and would serve to divorce ADYP m:m:l‘v‘:enw“nr. xo"n;
tho arrangements cstablished by Dureau of the DBudget (,xrcum.r'" AT :
with rcspéct to Presidential surveillance over the ovc'mn nmn:\:cmcn
of the exccutive branch. It would also interfere with direct Government
concy-contractor relationships.

aa‘{:viitblxcrcr};\ect to the establishment of a centralized r(:\'ol\'lrxg fund f:)’r
tho acquisition and utilization of ADPI, the Burcau of the Dudget ‘rcpo‘.:.
as approved by tho President, limited its X‘C(‘O:nm(‘nt‘u:lf.lf'ms on the ‘}mo
of such a fund to those situations involving the establishment of_s»:r-ic'e
conters, equipment pools, and time-sharing arrangements or w:‘m‘ro'lt
would be advantageous for appropriate IFederal agencies on a pernissive
basis to finance the acquisition and utilization of ADPI.

There is contained in IT.RR. 4845 certain language which might be con-
strued to require, on a mandatory basis, T'ederal agencies and thr‘lr' cn.n-
tractors to obtain their individual ADI’E requirements through the Admin-
istrator of General Services. The Administrator would purchase, 1(::\“(‘.
or transfer from other I'ederal agencles the cquipment to nw«-t'tm,‘z;:’\,
requirements. Iixceptions would be permitted only at the discretion of
the Administrator. IRegardless of which agencey procured the equip-
ment, tho bill could be interpreted to require the use of the centralized
revolving fund provided for in subscction 111(c) in all cases.

Use of such a fund on a mandatory basis would result In fmposing
another step in the procurement of ADDPE., Moreover, thero would
bo extra costs to Icderal agencies resulting from surcharges necesinry
to reimburse the General Services Administration for costs of operat-
ing tho fund. In addition, it could discourage second and third uners
of the equipmént sinco they would be paying rentals o General Seryve-
icos Administration for older and perhaps less efflelent caquipment
that might be as high or higher than what they would pay for the most
modern equipment. Under existing procedures for the utillzation of
equipment excess to one agency by another agencey, there ja a clear {Inan-
cial incentive to utilize such equipment. If It s Government-o vanoed,
it can generally be acquired at no cost except fdr transportatlion, paclkingg,
and dismantling charges. If the equipment will do the Job, the cconomie
advantage over new cquipment is obvious. Ilven with leased cquipment,
the agency can usually obtain it at a substantial discount from the new
price. Since thoe General Services Administration could charge ren als
as long as the cquipment is in use (and would have to until it {s amortized),
thoe incentive to use older, perhaps outmoded, equipment is lost. The
General Services Administration may then find itself cventually in the
position of having 2 large inventory of unused equipment in warchouses
or directing agencics to use this ecquipment even though newer, more
efficient equipment is available at equal or lower cost. I'or the above
reasons, the Department of Defense does not consider the establishment
of a revolving fund for acquisition of all ADPE as desirable.

Thoe views of this Department with respect to ADPE in the hands
of Government contractors have been made known to the Burcau of the
Budget, the General Accounting Office, and to various committees
of Congress. The General Accounting Office has issued a series of reports
on this matter, favoring Government ownershlp for ADPE in Govern-
ment contractor plants. Detailed comment to the Comptroller General
on his rccommendations in this area were supplied to him on May 21,
1964, a copy of which is attached.

Department of Defense procurement policy is to place maximum re-
sponsibility on contractors for contract performance, including the re-
sponsibility for facilities acquisition to perform those contracts. This
would include ADPE. The Department’'s policies of contractor respon-
sibllity go hand in hand with increased emphasis on the use of fixed-
price contracts and contracts with wide-ranging incentives which are
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¢ ned o insure the most in sound eontract managzement by Covern-
ment contractors.  Accoptance of a principle which would provide all
ADPIZ to contractors Government-furnished equipment carrles with it
substantial penaltly beeanse (1) it represents inereased Government con-
trol and intervention in private enterprise and management initiative;
(2) it poses the extreme likelihood of the creation of a substantial in-
ventory of fdle ADDII3; (3) the administration and caretaking of such
an equipment inventory will be extremely costly; and (4) it overlooks
tho alternative that t! contractor can purchase ADPE in nany cases
with better advantages to the Government,

It has been stated ¢ a principal advantage of centralized procure-
nment of ADDPI is that ase/purchase decisions could be made on the
basls of the total Goy mment requirement for the cquipment over its
j«(.‘“[\ll lifespan rather tnoon the basis of estimated use by the acquir-
ing organization. The ‘partment of Defense position, based upon exten-
:.\i\‘-: xperience with type of cquipment, is that it is practically
impossible for a single rency to determine potential sccondary users

10 of initial acquisition and that it is coni-

within tho agency at

pletelv unrealistic to o me that any ageney can make such determina-
tions for the Governme:t as a whole, We are in full support of the
objeetives of purchasi: compulers on the basis of proven cconomic
advantage over leasing for the known application of the cquipment.
I.ease/purchase analysiz is made when the cquipment is acquired and
continually thereafter if the cquipment is leased to assure that changed
et

ituations have not altered
urchases in all cascs I
the known use «
10 cquipment is then
wgeney and, as previo
sccondary user is hel;
This procedure
sured and faeilit
a costly buildup of own

the original deeision. The Department now
e the economie advantage is proven, based
cquipment and if the funds are available.
>d of full amortization by the initial requiring
mentioned, reutilization of the equipment by
by an ability to transfer the cquipment at no
sclected purchase of cquipment where cconomy
ts reutilizition, but at the same time prevents
equipmen* “vhich may or may not have further
use to the Government. .

In *ifew of the for

r:-‘
>

5 g

=]

-
2
P

Q: g, it is recommended that in line 8, page 1 of
tho bl the words “and provide for” be deleted; in line 4, page 2, the
word “shall” be chany to “may”; in line 7, page 2, the words “and

directed” be deleted;

‘ine 12, page 2, the word “require” be changed
te “provide for'”; and

lines 18, 14, and 15, page 3, the words “for
the clficient coordinati opceration, utilization of such cquipment by
and for the Fedeval a: cies™ be deleted and substitute in lieu thereof
tho words *“to cstablis] nd aperate equipment-pools and data process-
ing ceuters by or for use of two or more Iederal agencies or to
{inance at the request of @ IFederal ageney the acquisition and utilization
ol such equipment.”

The chairman of the Subcommittee on Government Activities in his
statement on the floor of the Iouse of Representatives on February 11,
1065 (p. 2586, Congres:innal Record), at the time H.R. 4845 was intro-

duced, stated that tho
ol security and defense
er any specialized sci
oncnts.

rtually all specially

contained exceptions necessary for reasons
that it was not intended that the legislation
ntific or specially designed military APD system

esigned ADPI developed for military purposes
as weapons fire control, tactical military field operations, scientific
and engineering, missile and satellite tracking, weapons development,
cnd and control, ! communications operations are procured as
al parts of weay and ‘support Systems. It should be furthor
that commercial ! purpose equipment is sclected for these

tems when it can p satisfactorily. Seclection of specific equip-
nt, however, must

1

me a 5 be related to the total system and its inter-
face requirements. 7 Departiment of Defense also makes extensive
uso of ADDPIZ for intell neo and other highly classificd purposes.  In-
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formation ossential to the sclectlon and acquisition of lt.hl: 'C'xll(l:lt*\;?\ti?:
is highly classified and its disscmlnation restricted acc9'r< nnx: ).or AI)‘PE
agencies of the Department of I)ercnf;o.mako ext?nsno u.,lo . mre
in accomplishing urgent cryptologic missions. Design or sc C(i. ‘: .
duction, testing, and updating of ADDP cquipment and the u‘rt.cr{lc_ Z:o
sensitivo classified nature of the data to which the ADP ap}’llc:\:f?zm;s
made require that the most rigid securily DlCﬁSl1}~CS .:md tfrn: .‘cc\ ,nc‘ o
bo applied. It is considercd esscential that d.clcrxmna.txons witt :’f?- ;.n<‘
ADPE of the types described above involving the national dr:.',r’xv.;c’ t.I-A
national sccurity be made by the Secrctary of Dofﬂnsc.z. 4C09rﬁ1.ln“‘f' 11;2
following additional amendment is recommended for incorporation in

bill commencing on page 2, line 16: . L

“This scction shall not be construed to nr.)plly tr').spom:\lly (jc-sxfnf.d
automatic data processing equipment for sciantxlxc: military Orr(fr‘) pto r;,,r‘l:
uses and tho head of a IFederal agency is m)tho‘nzcd to’ dcte.;.n’nen\\ ;‘_l.e
any automatic data processing equipment shm‘ud be exchfdc( .ro'.'.\ion.11
provisions of this scction for reasons of national defense or nat 2
sccurity.” ‘

In conclusion, the Department of Defense suppﬁor:s the ennc’t‘h:(;’nt
of II.IL. 4845 if it is amended to include the suggj\stlons set ‘fortl}.}.\_.l;.)ti?;
It concurs in thoso provisions of ILR. 4845 p(:rtnmlng to rvspox:sxx),\xrl\v «;c
to be vested in the Sccretary of Commerce. The D(.-partmo:lt o.f. .::'f,f‘_‘l'.-“
is engaged in extensive scientific rescarch and dcve.lo‘pmcn.. '1c~n.xa' '.S
tho ADPIS field primarily with respect to our xpmt:xry rchh(c;hx'c:ttn;
However, it believes that therc is a definite requirement on a Gover

ment-wide basis for the type of services which the Scerctary of Comnmerce .

would provide under this bill. It s understood that the nutix?rl:y vested
in the Sccretary of Commerce by subscction 111(f) is not 1mtcn'lc‘d t(;
curtail or restrict Department of Defense rescarch and developmen
activities in this field. ) ,
Wo will be happy to provide any further information that your co;fx-
mittee may request. Iurther, the Department welcomes the opportunit
to testify at hearings to be held on H.R. 4845. . ) N
The DBurcau of the Budget advises that from the stand'r»o'mt of the
administration’s program, there is no objection to the submission of this
report to the committee.
Sincerely,
‘ Cyrus R. VANCE,
Deputy Sccretary of Defcnse.

OFFICE OF THE DOSTMASTER GENERAT,
Washington, D. C., March 29, 1965,
‘Hon. Wirriax L. DAWSON, )
Chairman, Committec on Government Operalions,

~ Housc of Representatives, Washington, D. C.

DrAanr Mr. CrrammMan: This i1s in reply to your'rcqucst for a report
on H.R. 4845, to provide for the economic and emcignt purchase, lease,
maintenance, operation, and utilization of automatic data processing
equipment by IFederal departments and agencies.

The Post Offico Department is already accomplishing m:m;v.o.t the
purposes of this legislation. During the past year, ADP activities of
our 15 regional offices have been consolidated into 6 data processing

conters, which resulted in an increased utilization of equipment, and -

an cstimated cost reduction of over $3 million a year. )
Wé havo actively participated In the Bureau of the Budget's experi-
mental ADP sharing program in Philadelphia, where a member ot. the
Department’s regional offico staff served as ch:xlrn.x:m of the regional
sharing program. Sinco tho completion of this experiment we have taken
advantage, as far as possible, of equipment sharing opportunitics.
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n

neﬁrrl:fi’r:oi cxampie, u[v.o Department arranged to uso the Treasury
M © arger capacity computer for so nl
! Y sorting employeo car
- B arnings
:‘.:.S(::dsrff a.tquimrtfer.)‘ L to meet Internal Revenue requirements. Tlﬁs
1>@‘rnl(m“ 'pAqux(lg-'. rasurable time and financial advantagze to both
I;lm.{(wn;“nlf\.s. S x’r‘.nn‘-_ i also been advantageous in the audit of postal
i ~dior . .
¥ ders. he asury Department now performs the reconcilia-

tion functi I joint-use arr

:4- u\'i.n c 1(}”: ?:1 W.'x J'{. c-use arrangement utilizing their equipment, 7This

is IL{ : g the Post Oflice Department an outlay of over $500,000 a year
is not that scctior i 3 " o

o CC.;M'?I Cél, »“."Lt{. ¢ A,l’ 111(b) (2) provides that the Administrator
N s arvices may delegato to an agency authority to lease, pur-

chase, or maintuin ind

il n / Y v a . trs 2
e o idual ADD systems or specific units of equipment

action to he necessary for cconomy and efficiency

d v - H e 1 -
;rmr?:a:i(x‘tué;oml][:lx ‘.‘;):';k»::“ (1_c.1<.-;:::to ,EO an agency authorily to leace,
ek S“,C:‘ .wu.;).n 1 e VV(‘(.UI::)I!!OHL Lo‘thc extent to which he deter-
i“m‘:‘moqt;“ion o o , (LLI y and dc-:\:z.r.:.blc to allow for the orderly
\vi.m,rpg.m?;l t;m;‘: .‘n“,i‘“,‘n..vzxa f‘?r“thc utilization of such equipment.”
e By :vx.‘.‘.. ) 3 )u:] it . our belicf that management decisions
wher .1DP will be used are the prerogative of the agency

concerned. DMore imp

tantly " 1 H ’ 1@ o N .
Concommed. Mo wntly, we believe that the General Scrvices Ad-

ave the expertise to make judgments respecting

. complicated post o} ions i i

| co gncm,:}. 708 \.:*.I 01 itions, or tho relationship of ADDP equipment to
such operations, in terins of efficiency and economy,

o) y o o W "t ‘ o » N o

| 1~~~§To:?£tli:; ot: LA.Q’L‘. ire, it is evident that ADP will become increasingly
g t s in our day-to-day yorati i 7e
el v o ”d to-day Ql,gr‘ltlons in various phases of the
'l‘nroun)T t‘:n ) ranSports tion of' mail as well as in the managcment,
U:”A‘ c_.,c"(;;};zyc of o prehensive data-gathering network, we anticipate
1L SQCuUiones < ) ol Ik Q recasts wi i
s i conte kload forecasts will in time be provided for use

by postal managers

nower requirement IRGRRNE, TR0 preeisely transportation and man-

! :,r(;co‘“q (EH}“?M'" ne "“,m"‘l surface transportation schemes are in the
58 e dow . p

o ss of Leing deveioped automatically with a view to optimizing trans-

portﬁ:\.uon routings in torms of time and cost. We have an experimental
v A v aontly 1ynd RN , 3 ’
f.o,'v‘_t ,lr‘c.»cn.l_\ undcerway which indicates the practicability of develop-
ing cusentis nanagenient in atior

g ¢ tial 1 reront information in such areas as production schedul-

ing and work mesu
prciuct from the ov

nt, with payroll data being obtained as a by-
I process. Our resecarch and development efforts

involv + v g :7~-—.\’ 1 i
~1 olve,the ucge of Al and related equipment as control components for
mail processing transport equipment. ' .

g o Wiveaty el wilxrine )

We are actively lving and testing a variety of ncw applications

of ADDP involv

mail processing operations on workroom floors. Until

11}(:?0' :\;vzx!i.c:‘.ti:v 1 been desizned, developed, tested, and proved
I.l.c ijd of ‘c-qn,, went needed, the number of installations, and the loca.:
;5013.0L cquipment cannot be determined. Xere, as in the other areas
outlined above, the cxportise of posial englneers is required for cfficic;n‘,
pro\curcmont, operaticn, and malintenance of ADP equipment.

AL.'»nf{)u‘tf,.r technology, as weo know it today, is advancing at a rapid
i.;'tc,‘ 'L“,(f it Is repo:t ’ tha'.‘ compu_tcr cequipment becomes obsolcte in
0 1.}0}'“115 or less. \Vith this in mind, and with the General Services
Administration passin on our requests for ADD, it can reasonably be
;:sv;mcd that cdelay vill necessarily result in the acquisition and cause
incrense in procuremcnt leadtime. Such delay can be lengthy and result
in reducing the value of the equipment being acquired. ” )

e

~c‘l'h? Department orrees with the general design of the legislation to

acrieve a program c¢? greater ny ¥ i :

satiere & ADP‘(W ~,-‘; te ‘occnom) :11nd 111Frensed effectiveness in
S b juinent.  The proposed sharing arrangements in the

n
- utiiization of such ADI equipme:
i ion of such A cquipment, as recommended by the President,
ibute .

o vol . wil]l - 1 3 $
o believe will ‘¢ greatly fn mecting Government-wide ADP

Tj»}ril;‘:{ vizIt)sPa:ﬁr;t.:‘::-‘ '::—afost, and help to establish commendable guide-
};5"':;‘.0r Ju‘m ‘1.(,..‘1‘.“.. “.,a;':c'm— ‘azm;:omcnt activities. *We are mindlul,
ot o"'rcl,:‘r;;v«k-i:""‘ O‘cn Department must operate within a frome-

¢ of responsibili requiring a day-to-day method of operation, which

in many respects di

y i I« from other agencies, and requires different
opcrational procedy . It is lLoped, thercfore, that- while wo aro In

e vals > RRD Y L A & i

B A R il e e R Dot

ot

Sor
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Ca A e e

accord with the overall Ieder
will not bo employed which would hamper or delay our nor

. (b) of the legislation which authorizes the General Services
trator to make determinations and to require transfers an

tions of ADP equipment by
i{s not clear when read with the language of subscction (g) ©
which restricts the authority of th
where it impairs or interferes with agency decterminations.

g et 'y R I SRS Y AT

AUTOMATIC DATA 1‘11()(‘}1.%'51?((}
al polley Intended, restrictive requircments

mal activities.

tion should be mado as to subsection
Adminis-
d joint utiliza-
the agencies. The extent of this authority
¢ the bill
o General Services Administration

In this connection we feel clarifies

<

The DBurcau of the DBudget has advised that from the smnd.;)o:mt of
tho administration’s program there is no objection to the submission ol
this report to the committee.

Sincerely yours,
Joux A. GRONOUSKT,

Postmuster General.

DEPARTMENT OF AGRICULTURE,
Washingten, D. C., March 15, 1965.

Fon. WiLLiaM L, DAWSON,
Chairman, Comniiltce on Government Operations,
Iousec of Representatives.

DrAr Mn. CITAIRMAN: This is in reply to your request of February
19, 1965, for a report on H.R. 4845, a bill to provido for tho economlc
and efficient purchase, lease, maintenance, operation, and utllization
of automatic data processing cquipment by Irederal departments and
agencies.

In tho Department of Agriculture signiffeant fmprovemaoents havo
been made in our program operations by using automatie dittin proceni-
ing equipment. Wo fecel that the Department’s pollcles In tho acqulel-
tion and uso of automatic data processing cquipment are in accordanco
with the objcctives of 1L, 4845. Wo have computery of four mani-
facturers installed or on order. Thrco departmental data proceselng
.centers are now using large computers. Diglital and analoj; computers
are used as rescarch tools In our laboratories. gmall and medinm com=
puters are used where the workload warrants. A Department stafl
provides overall leadership and coordination of Department-wlde activitles
pertaining to the management and usc of automatic data processing
equipment.

Seetion 111(g) of the proposcd leglislation relates apecifically to the
relationship of the General Scrvices Administration to the agenclen and
other users of automatic data processing cquipment.  The roport on the
management of automatic data processing {n tho IPederal Government,
which was transmitted by the Dresident to tho Conuress on March 2,
1965, contained the following reccommendation:

“In summary, we have concluded that the establlshment of a separato
offico empowered with authority and responsibility to make decisions
on the procurement and utilization of ADY cquipment would dilute the
responsibility of agency heads for the management of thelir organizations,
that it would serve to divorce ADP management from tho established
arrangements for Presidential surveillance over the overall management
of tho executive branch, and that it would interfere with direct Govern-
ment agcncy-contractor relationships unneccssarily."

We feel that this affirmative statement of policy clarifies the Intent
of this section.

The DBurcau of tho Budget {ssued Circular No. A-71 on March 6,
1965, assigning appropriate responsibility for the administration and
management of automatic data processing activities to the Bureau of
tho Budget, Cencral Services Administration, Department of Commerce,
Civil Scrviee Commission, and to the heads of exccutive agencies. This

3907
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spcclfic asslgnment
tato the efficient :

Wo Lelieve that
ccononies, partic
Durcau of tho Ilu
partment of Comie
Ing fund for thoe procurement of automatic data processing equipment.
Accordingly, the Ilepartment of Agriculture recommends that your com-
mittee glve favor e consideration to 1I.IR. 4845.

Tho Burcau o tho Dudget advises that there is no objection to the
presentation of tlis report from the standpoint of the administration’s
prograrm. .

Sinccrely yours,

d economical management of ADDP activities.

IT.R. 4845 will facilitaie our efforts to achieve further
rly by the additional services to he available from the
set, the Generil Servico Administration, and tho De-

ORVILLE L. FREEMAN,
Secretary. s

Tire GENERAL COUNSETL OF TIHIE TREASURY,

Washington, D. C., March 12, 1965.
ITon. WiLLIAM T.. DD AWSON,

Chairman, Commi!lcec on Government Operations,
Ilouse of Represcrtutives, Washington, D. C.

Deanr Mr. Cirrivan: Reference is made to your request for the
views of this Dopartment on ILR. 4845, to provide for the cconomic
and ecfficicnt pu ase, lease, maintenance, operation, and utilization of
automatic data processing equipment by FFederal departments and agencies.

The proposcd lczislation would authorize the Administrator of. the
General Services Jministration to coordinate and provide for purchase,
lease, muaintenan and transfer of automatic data processing equip-
ment; to require joint utilization of such equipment; -to establish and
operate equipmint pools and 'ata processing centers; and to delegate
such authority v+ other IFede. -1 agencies. It would also provide for

ishment of vutomatic data processing funds, authorize the Secretary
of Commerce t« rovide scientific and technological advice on and to
recommend st rds for automatic data processing, and place certain

limits on the autihority of the Administrator and Secretary in carrying
out its provision

establi

Theoe Treasury cpartment supports the underlying objectives of the
proposed legisintion.  While much can be accomplished in the economic
and effiefent vee of automatic data processing equipment and techniques
within the frar cork of existing legislation, regulations, and adminis-
trative arrange: :ts, there may be certain advantages to be -gained in

the enactment of islation dealing with this significant, and rclatively
new, management ource.

Some portions of the proposed legislation, however, may need clari-
fication. IH.R. 4515 would add to the Federal I’roperty and Administra-
tive Services Act ¢f 1

949, as amended, a new section 111 of which subsec-
tion (b) (1) st 5 in part that “Automatic data processing equipment
suitable for * . ¥ use by Federal a:;ci)cies shall be provided by the
Administrator thirough * #* * transfer of cquipment from other I'ed- |
eral agencies * * ¥ The Department intcrprets this provision to
mean that equipiont so transferred would have first been declared cxcess
by the usging a: and thereby preclude possible interference with the
ability of the u ; agency to carry out its program responsibilities.
Subsection (! (1) would also provide that the Administrator is

authorize re joint utilization of such equipment by two or
more ¢ -ral

¢ 117¢ ' "This provision is in apparent conflict with the -
provision of sub.cction (g) of section 111 which would provide tha
“Authority so ferred upon the Administrator shall not be so con-

strued as to ingoie or interfere with the determination by agencies and

of responsibilities to exccutive agencies should facili-.

ree and the provisions for the automatic data process-"
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aslng equipment
other users of thelr {ndividual automatic data proce g
oy e LEtalis saprbel | fod e ‘‘to fucilitate jolnt utill-

- Tho Department suggests that the languag . 08 hte milsliterpre-
zation” would be preferable and would prcclu(? a pq M(.)’nqi{;ilii.y to give
tatlon leading to interference with® an agency's Tespons

H 1 H « yceior o [R5 B S. . .
rity to its assigned program . v e Adminis-
v Lt' (b) . (2) of section 111 would provide that “. o

SN o 3 Tederal agencics authority to oper
trator may delegato to onc or more INederal 0 r e tomatic data

'Lt‘o automatic data processing cquipment pools ane that it is the
" ::qqin'- centers * *  *7 The Department considers g B o
gg{fn){ofhthi;' provision to enable establishment of S"-UCh p%(:,ls}n‘wuoro'e

. E o nci onditions n e T
3 ; y r more agencies under C

ters for use by two or ¢

uthorized Ly law. ) ) -
: The Department further bhelieves that subsccfxmx (ib) c(u‘))"oct'mn G5,
111, along with the provision in the last scn;cncern b‘: Qu‘e et
ShO(ll(Y no? be so construed as to preclude the Opcra;lo‘n 2 éqhbnshr_‘d
an agency of pocls or centers now 1In existence oOr ro“ar“.'y.coqptmc_
wm;i:nn agency under existing or future law. A ch ;‘;;uwwm e
tion would coem to be inconsistent with that rmrrt 0 "U ) B At

’ 16 1 o wili e ci
i ides y S vinistrator shall not Intericre , O

which provides “‘the Administi ! i e ol
to co‘ntlr()l in any way, the usc made of automatic ¢ata processing cqull
ment or components thercof by any & genc.yjor uscr. ] -

subsection (b) (2) would also provide that t‘m_ -

dolc-f“ﬁm to onec Oor more Jtederal agencies nuulxotnt} mc(ﬁqhw c\-q[(-rn'g o

irchas ~in individual automatic data processilis Syst=rmE

-chase, or maintain individual < HEOE i
puxc'};'ic(\{mits of cquipment * % = ynder Various cond‘Hl(ms{ ‘1‘i‘c

. ‘ son i ) , ‘e the automs
gﬂru‘tnmnt under present practice, first attempts to :u,qu‘hc' &11(\ ;;)xr Ty

d'x"v'. prou&"'i'\" cquipment it has determined s needoed, and rhl* " :,,1

ssing 1 ) ' pded, B kot
funds have been provided by law, ecithier under the provisions t(?”hd -
supr;iy contracts the General Services Administr_ntlon h‘mtner{:n‘;4i-‘¢11;xr-1
commercial suppliers or from the c¢xcess eqmpngtr;t o o?n-‘cﬁ- - ,nm

i v 14 ier S 3 are
i i ; s most advantageous. 1c :
acencies, whichever is the 1 ) g e me

:n:od unless cither a contract s not already available fo‘x the (;r.nn(x,) o

) o 9 .4 o - ‘(‘, : 3Le -
necded or the cquipment available under existing umtr.}c,. i‘m”)““)" e

> c < " 340 ¥ 14 at

ed more cconomically by negotinting a separate cm.x‘r.m. .1 IA )m(“(‘,“ -
tho provision cited above can be construed to confirm this Practice,

- Departinent would have no objection. .

Subscctions (¢) and (d) of section 111 woum‘o‘st.\ ;h,-:,: .&1 v;:«r e

data processing fund, which shall be available without fAZc‘x 3,1_’..0‘3.;\!_0-

fon ‘pens inc ine norsonal services, other costs, ahd LRE %

tion for expenses, including per : L vt
¢ rehi ansfer, or otherwise of equipn , m

curcement by lease, purchase, trans X s

ir 3 inment Ly contract or otherwlse, nese v

tenance, and repair of such equiy 3 R I y it
for the clficient coordination, operation, utilization of such cquip

O wancl * * [T

by and for T cderal agencies K . -

i i ar to the Departrent

The intent of this provision 1S not.f'ully clre\r _ FQ‘(,C""‘ l“mv,.;-rtv

which believes that the existing provisions 0L the 1 1. A:i-o-'-\(lvl —\u--

and Administrative Services Act’ of 1940.t :(135 :xmr;n(sré;;_:c(;: mﬂ o

i vhi 1ministrator o enera jices A 1s
thorizes a fund which the Ady Loy i
to procurc and maintain equipment Io'r't'he use of cxecutive g

1 1i arge of ir responsibilities.
in the proper discharge ol theiry L o .

It is assumed, however that the proposed, fund would .'Lu(lmonfxllr_s
S Qass i ) . . ppei M

provido for the funding of neccessary automatic dnt:} proco‘s. nlx,_,vi 1-{nd

ds proposed in subsections (b) (1) nnd{'(b) (2t)1, (hsc.;xs:::m:;;(‘) o'f .rmr:
1 T ag jes to finance the proc Y 1t 0

further, could be uscd by agencle * Ll i

sonal s’ervicos, such as automatic data proccsfmg.syjtcn‘xs ?ct;z .

programming services where existing authority is HLL(.'(_‘QL{\ i ‘i‘“

5 K i j to this interprctation, provided that, the
Department would not object to thi : rroies would not he
provisions of subsection (¢) notwithstanding, :_g_e}.c.. ”:- net
precluded from using existing authorities to provide sx.m.l.ﬂ: 'lsm‘-nr:_..(.}
‘ i 5 i v vA . 101 s
Tho Treasury Department believes that subsection (f) \\?u ( B A(‘qm
i iy partment : -
the expansion of the currently limited cfforts of the Depar

¢

iri ST o 3 - oo ...l ¢S .'lfld
\ merco in providing scicentilie and technological advisory scrvices ‘




i, proposing standards In the automatic data processing fléld. The Depart-

ment believes that such an expansion of efforts is necded and fully sup-

ports this provision.
Tho Department

thero is no objectio

to the submission of
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m the standpoint of the administration’s program
report to your committee,
IFrED B. ST,

Acting General Counsel.

GENERAL COUNSEL OF THE
DrrARTMENT oF COMMERCE,
Washington, D. C., March 22, 1965,

>nt on H.R. 4845, a bill to provide for the eco-
irchas

e, lease, maintenance, operation, and utiliza-
& processing equipment by Federal departments and

with the objectives of the bill and believe most of
be helpful in advancing the development, effec-
conomic use of automatic data processing through-
:h. In particular, we believe that subsection 111 (¢)
r the establishment of a revolving fund for cquipping
tic data processing centers to serve Ifederal agencies
‘ederal agencies more readily and .economically to
ology in their operations.

recognizes important responsibilities in the De-
Under that subscction, the Seerctary of Com-
orized to provide I'ederal agencies with scientific
visory services related to automatic data process-
5, to submit recommendations to the President
itomatic data processing standards, and to un-
with the ove nccessary research in the sciences
mputer and related systems, .

Commerece is a pionecer in the development of
ing technolegy and systems and under existing
an important part of the Iederal research and
While the Department’s existing authority
it is appropriate in any legislation on central
¢ data processing cquipment, for specific fune-
the Secretary of Commerce. Such an assign-
e i akes clear the relationship between the

C this very important -subject. We do
s limiting in any way this Department's
search ¢

ar
o

ngress on March 2, 1965, recommended, among

of the art and to provide a source of
wcies we recommend legislation to pro-
ion to the Secrctary of Commerce to
center on computer science and tech-
d consultative services to Government

AY: clopment aad technical problems.”
ot Clreular No. A-71, tssaed Mareh 6, 1565,

tems doev

been advised by the Bureau of,fhe Budget that
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' data processing activities. The speclfic responsibiliti

AUTOMATIC DATA PROCESSING

es of the Department

of Commerce under the circular are as roﬂ.mvs: stle fop sl Gn B
“The Department of Commerce rlS ?cspor.l-l.lve thé Avn]ccﬂon. e
achicvement of .ir}crffms0(1 co:t c-fmc:m’cdr?:;‘;s n‘x‘-\occs:tin; e pipRatt,
quisition and utilization of automatic data I e e ion
and in this conncction will perform the following - ‘;{'("o —
“(a) Provide advisory and consulta{lve scrn;l.ccs to' (i\:xfs t>"1;c.(i -
cles on the methods for developing information q\q S t“;\.r(\or
the uso of computers and the programing ;mfl languagces .:‘4 : u-M
*(b) Undertake research on com.mltox; scxon‘coz énlmtpzc\x?n(g 'm_
including system design, oriented primarily towar oV y T
ications.
ph:v'?c) Provide day-to-day guidance and monitorship o“{' l;nni‘:;‘;u:r\“x;
branch program for supporting the development, mm'”lx:m .r(;ccw-
testing of voluntary commercial standards {or ¢ uvmlnnnc data 8¢
ing cquipment, techniques, and computer l:nfzx Qees. —
“(d) Improvo compatibility in automatic data proro‘.\.\ o (l ..’
ment procurcd by the T'ederal Government by rccmxnm-m.lj‘\;: (.tn ;();:\‘
Tederal standards for automatic data processing cquipment, teehs
niques, and computer languages. ' '

We beliove the langnage of subscetion 111(0) of tho bill providea ade-
quate legislative recognition for these responslbilities.

Subsection 111(b) of the bill places cortain contral functiona with rr;-
spect to ADP equipment in the Administrator of General Services Ad-
ministration. In the report President Johnson recently transmitted to
the Congress, the following conclusion was stated:

“\wWo have concluded that the establishment of 2 separate office em-
powered with authority and responsibility to make decislons on the pro-
curement and utilization of ADP equipment would dilute the rs::pmmll.»m;);
of agency heads for the management of thelr organizations, that It ‘.\(?\'l (
serve to divorce ADP management from the established :xr:‘m‘,::f‘mv:uts
for Prosidentinl surveillance over the overall management of the nx(~r\xt|\"c
branch, and that it would interfere with direct Jovernment agency-
contractor relationships unneccessarily.” )

Construing subscction 111(b) together with subsection 111(g), we
believe it is clear that the central role of GSA would be subject to
the dircction and policy guidance of the President and the Durecau of
tho Budget-in accordance with the report the President rncoz:fzy trans-
mitted to the Congress and that the agencies would determine tn(‘h: ’o"vn
needs for ADDP equipment. Subsections 111(b) and 111(g) ccu.(:. be
considered ambiguous, however, with respect to who shall make t‘x‘..e .mn}
determination concerning the kinds of specifications of ADP equx:.\nmn'-.
needed to meet stated agency requirements effectively and economically.

"Agency heads are charged with the responsibility for thc' proper and
efficient conduct of their programs and nced to have authority commﬂn.—
surate with this responsibility. This is particularly important when it
relates to decisions about the kinds of ADP equipment needed to meet
ageney requirements. In many agencies ADP equipment has bc»cox‘mv a.
major resource on which program operations and the manag :nent‘:&rnc-
tures of those agencies are vitally dependent. It Is nt:).t.prnc..xcr.blo
to expect the Administrator of the General Services .K(lm{anf_r.".(‘.Oﬂ to
. make or review decisions about agency ADP equipment needs that nc‘cos-
sarily Involve agency program and management judgments. C.on. i?nt.
\\'ith— this understanding, we construe subsection 111(g) as a limitation
én tho authority of the Administrator and 2s leaving to each :lgency.t?xv(:
final determination with respect to the kinds or specifications of ADx’
equipment nceded for maeccting the agency requirements cifectively and
cconomically.

Subjeet to thes

the Department would favor cnact-

y undorstandings,
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by the Burecau of the Budget- that there would
1bmission of this report from the standpoint of

. RoprrT . GrLrs,
General Counsel,

—

[MENT OF HrALTIN, EDUCATION, AND TWELFARE,
Aarch 25, 1965,

vernment Operations,

Washington, D. C.

This letter is in response to your request of

ort on H.R. 4845, a bill “to provide for the
¢, lease, maintenance, operation, and utili-
processing equipment by IFederal departments

for the Administrator of General Services to
purchase, lease, and maintenance of automatic
t by, or at the expense of, I'cderal agencies.
tomatic data processing fund on the books
nt of costs incident to management of such

Yme

reement with the provisions of this bill. We

provisions reserving the right of the executive
3 to est

I stration of operating programs must
t the equipment it needs in order to carry out
not be restricted in its utilization of equipment.
1(g) of the bill contains adequate safeguards
icient adnmuuistration of agency programs with-

nt of a central data processing fund f{o
aintenance of automatic data processing
re economical decisions as to whether €quip-
purchased. Under present circumstances, an
1 cven though longrun savings would
) get funds are not available. The
ermit immediate purchase if all other
nore economical to do so.

> of the bill so long as the bill clearly reserves
nts and agencies the right to determine their

I

Dureau of the Budget that there is no objection

report from the standpoint of the administra-

WiILBUR J, Conenx,
Assistant Sccretary.

DEPARTMENT OF STATE,
Washington, D. C., March 12, 1965.

The Department of State appreciates the op-
he bill, II.IR. 4845, “to provide for the economic
¢, maintenance, operation, and utilization of
cquipment by I'ederal departments and agen-
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i 3 ¢ is con-
The Department's view of the proposed legislation is that it

id o7 Management of Auto-

g >resident on “The 1 5¢ et

; ith the rcport to the I 1 L piighisReimant

SlStc'ntDWtt Processing in the Federal Government,” which :s'\.;”‘r?_p. el
N a mitted to the Congress on March 2, 13655 2

e bl ¥ provisions

H an @l
v tho President and sub > a5 ¢ * o
tt)l.mt administration of the bill would be in acuoru“ncclgét_}) (Aq 5
a nistre n ! I cor e
of‘liuremu of the Budget Circular No. A-T1, March 6, ”.”:“JI;t e
of responsibilities for the administration and manage:
: el b ioiitaE
data processing activitics. ) ‘ : . .
’l‘hé Don:\rtx;mnt is pleased to observe that the bill (t.obihl:\\o;su,cc( il
another v\‘«v(-VI(‘V any management authority nocms.}r, <() the ep———
' Tt of - 1 i 1 ITOC 5 SJ0=
. Hq‘nmon{ of its plans for extending the use of data I 1 )CC R \:.‘-Yi‘hout
ol ] { its plan the use of @ e i L
:;‘Li(‘x are designed to cope with continuing workload Incre S
hich ar lesig
C nding i ;es-in personnel. o
e 1“C’T'~‘S;*Cd;'?dfzvv advises that from the standpoint of thi
L3 3 FCO (3] 1 § . - ic o
he Durcau of 1e Budg . : e llaston 5
administration’s program there is no objection to the 1 i
« A A “wild ps .
these comments.
Sincerely yours,

he subject

automatic

Doucras MacArrTnun IT,
[ Y - Congressional Relations
ssistant Scerctary for Congress :
At ‘ (For the Sceretary of State).

DEPARTMENT OF THE INTERIOT.
OFFICE OF THE SECRETARY,
Washington, D. C., March 22, 1965.

Ton. WrrLiaxM L. DAWSOX, L
Chairmen, Committce on Government Opcer rimms,
Iouse of Representatives, Washington, D. C. ) N—
DrAr Mz, Dawson: This reponds to your request for the oy \.'.mﬂ by
D ‘t. cx{t on I.R. 4845, a bill “To provide for the economic < :u—s .
artm R ¢ enBon 0 e
ciigt purchase, lease, maintenance, operation, and utlllmyuonmc.n:\:
urchase, lease, ma or e s
matic data-proce g equipment by Federal departments and g i
at aLta-plI £ »
Ve recommend enactment of the bill. o ke oG
iendati S ade in the rep
The bill reflects the rccommendations m X

A a omati t{a rocessir in the Iede al Gov-
“The Tanagement of Automatic Data Processing 1 ) h} e e vﬂ;(‘. " A
ernment,” which was transmitted to the Congress DY U‘IC 1 AI‘,; 3 : 1
I'A ; : W efore, wit ti report on I.R. 4845
. 4 wcur, therefore, with the €
March 1965. ¢ concur,

made to'yo'mr committee by the Durecau of the Budget, which ¥
QG U mimi CC DY

y n March 11, 1965. s
to'glog %u ean of t‘;c Budeet has advised that there is no ob_.e_iun?;t -
1 real f the Budge L ; et ot
the pro‘;nx{t'x‘ion of this report from the standpoint of the adn I
h sentat I
tion’s program.

Sinccrcl.‘/ yeurs, GEORGE E. IROTINSON,

Deputy Assistant Secretary of the Interior.

DEPARTMENT OF LABOR, ;
Washington, May 7, 19635.

Hon. WirLrax L. Dawsox, o

Chairman, Committce on (,'oz'crn‘mcnt O]r)m ations,

House of Represcntatives, Washington, D. C. o o views
- v " or »~ ev
Dear Mn. Cirairvax: This is in response to your Arl.'qurc;st o‘t c:\.”“.”e

EAR MR. AIRMAN: i : it fo gy
i r mic and efficient D
£ il rovide for the ccono :
n M.R. 4845, a Dbill to pr - + " SEas ta processing

;)Oa"o n*"inton"wcc operation, and utilization of automatic data pr si
se, ma ance, I ! o o
1ipr ; IPederal departments and agen . L

equipment by IFeder 9 X T £ i . ved Bureau
Shortly after receiving II.R. 4845 for comment, we (;ccA' t‘ e

f‘htl Ll- 1 ;t Circular No. A-71, entitled “Responsibilities for Ad

L¢] ;o T B 4% W6 4 ¢ ;lrcular ANO. i e e e . Rafis

ministration and Management of Automatic Data 111;,\(\; _r E_] ‘, (‘.”(‘n\“r .

goiry A s 1 ride foran O e rding

This circular establishes a Government-wide program i
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led on by the Federal Government. It clearly

ies of the Burecau of the Budget, the General

vl

'd other agencies with regard to ADP admin-

r No. A-71 accomplishes the objectives of IL.RR.

‘tment of this. measure seems to bo unncces-
or, we would have no objection to its enact-

it advisable. .
advises that there is no objection to the
from the standpoint of the  administration’s

S
cot
ct

W. WILLARD Wintz,
Secrctary of Labor.

VETERANS' ADMINISTRATION,
17 ADMINISTRATOR OF VETERANS' AFFATRS,
Vashington, D. C., March 23, 1965.

itics Sulbcommitice, Commiltee on Qovernment
resentatives, Washington, D. C.

!s refers to your request for a’ report by’
on IL.R. 4845, S9th Congress, a bill “To
ind  efficient purchase, lease, maintenance,
{ automatic data processing ‘equipment by

e the Administrator of the General
nate and provide for the economic and .
I maintenance of automatic data processing
ies.  As part of his responsibility, he would
ich equipment between Federal agencies, to
lie equipment, and to establish and operate
cessing centers.
ing fund would be established .for the pro-
or repalr of ADDP equipment. Provision is
neh fund and for the crediting of advances
ilable appropriations and funds of other
ontractors utilizing the cquipment.
Ize the retary of Comimerco to provide

)ora

4
L
the a

1
¢ uthority conferred upon the Adminis-
o3 Administration shall not be construed as
determinations by ngencies concerning their
> nor shall he interfere with, .or attempt to

agencies.

stration are very much aware of the
(tic data processing equipment and related
asing cffectiveness and improving produe-
We have made a most determined
ata processing with the services we are
.wve made them an integral part of our
a result, decisions cozxcprrlixxg the pro-

juipment, and the manner in which it is to

to the suc

s or failure of such programs.
' these decisions are absolutely ncces-
ration of the programs involved.
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ring st few TS 10} of th > and
Puring the past few years the axecutive Office of the President,
o

i illetins
‘the General Services Administration, have issued a series of bu

s i jui n, and
and circulars which prescribe methods of selection, acquisition,

i Lc rocessing equipment.
uso of automatic data processi . e
(a) Dureau of the Budget Dulletin 60—, March 1960, preseribed g

i 1 asibility sing > equipment.
“lines for studying the feasibility of using ADD equiy I

P

(b) DBureau of the Budget Circular A—Sfi, OctOb‘C!‘ 1{9()‘1“..(111‘)?1\52121
guidelines for sclecting equipment and dcclding whet_uer 0 purc

ase. . i .
e (¢) Burecau of the Budget Circular A-55, November lgGS,letY;engn:s:
for an annual inventory of ADP ecquipment use, costs, person .

lications. .
pli?dt) Dureau of the Budget Circular A-61, August 1263, is an aid 1'04r

g ies assess their ADDP programs. : .
ab??;‘ml‘,ut:?(\:xu of the Budget Cir_culn.r A—27, June 1064, creates ADI
sharing exchanges in the major ciuc§ of the c(;)untry:...t1 e rouse or dis-

(f) GSA Regulation No. 36, April 19(‘»%. uc:ﬂ‘s‘ with ti
position of equipment which exceeds a user’'s needs. . ees

The Veterans’ Administration has complied wit".x all ol'vthcieri‘.‘r’ci}xl °
and the desired econoniies have been nchiv.c-d. We hm:c; ‘)‘".”%“(:\Ll:; ;.ﬁ” .
our 13 computers. TUtilization of our major sys:to_m.s 15.‘:.\ltir;3‘n}‘, 'urslt()',‘u't
for example, the two large 7080 s:}'stcx‘.u;' were 11(11120:‘1“3,% ‘\,\ .ow‘ R
of a possible 1,488 hours (97 percent) in January 19 m.l : c‘v‘::m“.i:;"-
ticipating fully in the GSA sharing exchange program both 'Xr\\1 \ir\ ) g
ton and throughout the country. (Ifor further facts, see enc O?L. e.

We are, of course, aware of the report to Ehc I)rc?mn-”i\O?w-urm-f;,::\:x:
agement of automatic data processing in the 1~cdef:\1’ C(‘)\?"'In.(\"'\x"' £~-~:\;<
has just been completed by the Burcau of the I,ung:.x’ ‘n‘\-\ ]\ ¢ 1\ -.:‘::.0.}1
mitted to the Congress on March 2, 1965. Tl:nt‘ropon took the ‘;}?,\‘.‘\.Uc
that the existing organizational arrangeincents \\'1{}} respect to ﬂt)x"\;_
data processing in the I"ederal Government are b:\sxcall.y S?l\”)-d.] “'tn‘a‘{o
port, however, indicated a necd to stmngthcn. the x‘cs,(;117<,'::5~ dey O‘; L8
the management of ADP. General legislation was thmt'f.ore rxcc‘)il.v
mended which would (1)' provide an expression of .(‘()H;ZX‘(‘SI.\'IOR:\I"DOL c_d
on the acquisition and use of aulomatic data processing (-(1=11m=1f""\~r, "-:.r:_
(2) give a specific directive ‘to the Burcau of the 'hn'..‘.:t-t szl-{“ln(:'{il
ral Services Administration, within the arcas of their prescentiy .::4,,1':-:<
responsibilities, to take neccessary actions to assure U:o“n.mst cc?n‘().”:g
and eficctive use of automatic data moc(:ssing. I’n :‘uI‘ :".f.rfx}{ z‘x\.s,tn.g.f..i
legislation was recommended (1) to provide for tno‘ ,‘?Sf,'fbh,ﬁ.m_‘:ncl mr:_
revolving fund to facilitate the establishment of .=,c:nxCu“ccnno._',w -.qur‘e
ment pools, and time-sharing arrangements; (.3.) t? doc‘l'jp “[:‘)1-“::(1:
test, and make provisions for the approval .'md' mprcmnnx.:-l?‘n ?L ”_..O-
eral standards for ADP cquipment and tnchmqu-::s; _anrrl ‘(::)~~Lnorc.:“t0
vide speccific authority and direction to the Secretary .(n‘(,(h.l"!:\’. ‘;\Ch_
establish a centralized research center on CO!H.D'JtCI‘ .Sfln:xﬂ.cc-s m.(:‘”;v.nnr
nology, and to provide advisory and C(.)T}SUH(LU\'C Sf:‘x.\’xcoa”o‘n'oco‘:f, U ‘_'e
systems development and related sciontlf_xc and t‘eclmlckxl.p.o.nn.n::‘. N .m
note that certain of these recommendations have been incorporate
II.R. 4845. -

Although this bill would give broad axxt!1orit,:" t‘o‘ the .-\dxn:ll}str:\\i::;
of the General Services Administration to coormn.ue: tho'pr‘oc:.:ie”m-:v-
and utilization of ADP cquipment by lv‘edern‘l flgencms (I.m::uc“..a zt:-
thority to transfer such ecquipment bf'-t\'.":-cx} I euora% ::;.:m:cma ?r t.o'h:. :
quire its joint utilization), such authority 1‘s tc:x‘..pcxc-t: by t‘I.m‘ ‘I,vr?\:m,?i_
that it should not be construcd as to impair OT ll\tanore Y.xtn ttrinr
nations by agencies concerning their individual ADI r'::q‘\”r‘?x‘:lﬁlftj\“:
interfere with, or attcmpt to comirol, the usc of such C(‘,\HA“}:‘LA\. u}:
agencics.  Morcover, we note that the President has a‘ppz-crwcd mc“ I‘LC
o‘x‘x‘.n:cn(’.ati(ms contzined in the Burecau of the Budget study of tho‘m‘. RAL (,;
ment of automatic data processing, and we further note the statement o

Pave B ad
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he Burean of tho Dudot In its repert of March 11, 1965, to your com-
mittee that the legislation proposed will assist in carrying. thcm out.
Under the circumstn

to tho favorablo conside

g

s 8 >t forth a‘\ovc we would have no objection
ion of H.R. 4845 by vour committce.

We are advised by_ 1 I)u*o:x" of the Budget that there is no objec-
tion from _thc standpolrt of the administration’s program to the prescnta-
tion of this report to yc ommittee. ¢
Sincerely,

V. J. Drrver, Administrator.

Aaununl 4 5 . - s .
Annuel savings derived v purchiase of ADDP cquipment, calculations based on
January 1965 usc

Torattln o
Location T, Purchas Amortiz

ation [ Annual
price, nct | couplete te

!|savings 2

&f ».
E‘_.

14 $244, 000
14 259, (X0
i 2,073, (0
At

397, 000

February 1069,
1 1y

Juno 1057

e 143, buO

59,000 | December 1967.. 18,500

55,000 | September 1067. 19, 000
55,000 | Novembor 1505. 13, 500,
18,000 | July 1967...... - 5,500

................. 2,046,500

7,449,000

ing the purchese price by the annual <~.vtm'<
ges if the cquipment were not purchased and
Estimates of annual reatal costs are based on

cut utdization

Atoxic TUNERGY COMMISSION,
Washington, D. C., March 16, 19G5,
ITon. WiLnrax L. Dawsox )
Chairman, Committce on
llousc of Representatives,

Dzar MRr. DAwsoxN:

crnment Opcrations,
oshington, D. C.

is in reply to your request '_for the views of

the Atomic Energy Co: ission on II.R. 4845, a bill to provide for the
cconomi and efficient irchase, lease, maintenance, operation, and
utilization of automat ta processing equipment by. the Ifederal de-
by its and agenci

nt Johnson t"' nsmitted to the Congress on

b I"ederal policy and practices in the acquisi-
ti ronic computers in Government. The Atomic
Inc rep cnted on the Advisory Committee to
tho Bureau of the Bu d on the project staff with respect to the

We agree with tho
ent with the

study which resulted it report to the Congress.
objectives of TLIR. 4

1l believe that they are cons

°(‘momlmr 1968 7,000
! I 149, 000
119, 000
27,000
April1967._.._.. 46, 000
October 1065 _. 107,000 °
August 1067..... 30, 000
44,000 | May 1069_‘...... 10, 60O
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_clude only th

VCOMATIC DATA PROCESSING

the administration and management of automatic data processing equip-
ment outlined in this report. We feel, however, that it would be desir-
able to clarify certain language presently appearing in the blll 1?1'
example, section 111(a) authorizes and directs the GSA Ad ministrator to
coordinate and provide for the economic and efficient purchase, lease
and maintenance of automatic data’ processing equipment. This au-
thority could be interpreted so broadly as to include the selection a{nd
acquis-ition of equipment or it might be interpreted _:o narrowly to in-

he negotiation of Ifederal Supply Service comr”\cs Wo
believe that the functions to be performed by s should
involve primarily the issuance of policies, pr
for use by the various-departments and agencies and that
ntly rc(‘o;"nizod responsibilities of individual departments and
in x;mn:z:mg their own AI“‘ resources within such policies and hm‘l‘o-
lines should continue substantially unchanged. ‘Accordingly, tho‘/\I‘:C
believes that the GSA A‘I“ inistrator’s responsibilities should be clearly
defined and limited in the manner we have suggested. Anothier sourco
of concern to us is the apparent absence in the bill of & clear statement
of whether GSA or ind.vulu:xl agencics would have responstbility for
budgeting and financing the acquisition of ADYP cquipment.

V\‘;’o have been advised b" the Bureau of the Budget that there Is no
objection from the standpoint of the administration's program to the
tr'msmituxl of this letter.

Sincerely yours,

f‘I‘Cl".

Joux V. VINCIGUERRA
(For General Manager).

NATIONAL AERONAUTICS AND SPACE ADMINISTRATION,
OFFICE OF THE ADMINISTRATOR,
Washington, D. C., 3farch 29, 1965.
Hon. JACK DBROOxS,
Chairman, Government Activitics Subcommittce, Commitlec on Government
Opcrations, Ilouse of RRepresentatives, Washington, D, €.

DEAR MR. CrainMAan: This refers to your request for a report by the
National Aecronautics and Space Administration on ILR. 4845, a bill to
provide for the cconomic and cfficient purchase, lease, malintenance,
operation, and utilization of automatic data processing cquipment by
Iederal departments and agencies.

As we understand the leg tion, it is designed to provide the neces-
sary executlive authority and responsibility for the cconomical and effi-

cient acquisition and management of aut tomatic data processing equipment.
It is primarily directed to the processing of administrative types of data,
such as payrolls, inventories, and personnel records. It would accom-
plish this by assigning certain general powers to the Administrator of the
General Services Administration. The National Aeronautics and Space
Administration has studied those pxo.;xxons 'md fcels that they are well
designed to carry out the purposes of the bill, articularly the provisions
which would establish a revolving "um' for tho acquisition and sharing
of cquipment. In the arca of administrative use we feel that the pro-
poscd legislation presents no problem to this agency.

The National Acronautics and Space Administration is a specialized
user of certain highiy technical automatic data processing cquipment.
The newest and more complicated machines are made integral parts of
space experiments. The management of research automatic data process-
ing equipment, particularly as it :mnlw" to space exploration, is highly
sophisticated and must remain exclusively in the experimenting agency.

We feel that the bill adequately protects the research agencies in that
it not only provides that the Administrator's powers arc not to be con=




- N

AUTOMATIC DATA PRO CESSING

tion from
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to the submission of this
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other users of thelr auiq

The Burcau of the Budget has adv
it affirmatively permit

'matic data processing equipment requirements, i the standpoint of the administration’s program

e Administrator to delegate to Federal agencles

¢ P e ] ! ) i H ir committee.
authority to maintain ividual automatic data processing systems when ) ; report tq ?'0‘_ o : inistrator.
that action s necessar:s for the economy and efficiency of operations, the s i ' Sineerel N. E. ITALADY, ATREPRERRER
national defense or = ty, or for the orderly implementation of overall * ’
programs for the utiliz ! such cquipment. ; = '
Additionally, we n« vith approval that the bill authorizes the Sec- o i :
retary of Cominerce to ;ovide seientific and teehnological advisory services . ! : CENTRATL INTELLIGENCE .Acr\cY.rF\_(‘r '
rolntine " A tie ars ne " . . . § RIS ¢ CENT STELLAGEES
,-VAL.‘.Lm,,‘ to ...ntr).A..tL ocessing matters and to recommend to the . j . OrrFICE OF DEPUTY DIRLCTOR OF ("".‘\m‘\LII»\ r(j April 8, 10G5.
President uniform Ifed andards in that {ield. E : Wishingos, S G SRS
r the foregoing r the National Acronautics and Space Admin- ) ' on. WiILLIAM T DAWSON, .
10 bill, 4845, be favorably considered. t: Chairman, Commitlce on-Government Operations,
has sed that, from the viewpoint of :

Jepres rliv vashington, D. C. )
Iousc of Representatives, Wa ‘ - E :
! We wish to submit the views of this Agency on P

, 3
t, there is no objection to the submission of i

: EAR MR. CITATRMAN: ) i somic and effi-
- : } II? 4845, 89th Congress, a bill to provide for t),el‘oc‘o..‘. “:)lr(:-:gpto*'l{ic
. . v 2020, . 5 WL nd utilization ol al mr
; P " o naint nce, operation, and )
. § urchase, lease, maintena , .
Ricranp L. CALLAGITAN, . . c;ftr:t'l;.:; 'I-,-,'r (\mxl;'m\. nt by Federal departments and ngnncmf;hcthp weo
s . N . . ? a C : 1t a&L v - T AR ffe "e U
Assistant Administrator for Legislative Affairs. : ki “v(pc,,m”.uohn R. 4845’s objective to achieve economic and ¢ ‘“d s
P > endors Al are R . o Y ‘support, and stand-
; of automatic data processing equipment. (.u.'.an?‘;‘n’_‘;“ 0:‘«‘:»"00““‘1‘:'
o = T 3 ot ~oals in the automatic datd Processtiy
1 ardization are extremely important \-‘Q-'}m 1 ‘[ e : to
| A A . ’ field. IPurther,” we appreciate the bumh-.:}_to. er(; :., x,
CEDERAL AVIATION ENCY, T - Stied o sponsibilities are st
! s . : OAl‘lx'r\é orr ;T;:\ADSXY;\\:Z;’ dees assure that tho authorities and resx,(;.\.\xhln 11,'\ k(’ A
| "FICI: OF TIE MINISTRATOR . ¥t vetiveness 3 ral agencics.
Washington, D. C., March 15, 1965, : without impairing the effectiveness of Iedera Sgd e Central Intelligence
- 5 ashington, D. C., March 15, 1965. ¢ ) As is the case with many other agencies, the ks 1Y
. ILLIAN L. DAwsox, s % x4 Ve e : a ssing equipment as an wvalus :
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o e N Siad ol : sndis sable aid in the perliormance OL 1 DAY s i
2ouse of Represcrntative shington, D. C. . and 11\(115?(‘!‘.- ‘;') ; hanced our capability to coordinate, correlate, and
. 1inIr 18 cnnal 4 ) AP J . Nibico infornia-
Drar Mr. Crraipana This is in response to vour letter of February- . . eql:{::&in{hq ;i(-u"m‘d complicated sccurity data and intelligence iniorma
= -t fas s e o s : evalus e Al gL R A . meine auantitic
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1965, requesting our s on H.R. 4845, a bill to provi o 1 - ‘necialized ¢ roneral commercial equipment
¢ '*n‘d cfficient 1 1se, lease 11"1irt'r\n'm('e obgrgtilc?: f't'nrdtlx?il(;gs - CIA uses both specialized e ‘Lul'{?l both cases, however, utiliza-
tion of automati iat sl Eaulnis B T At - . automatic data processing . prosram g ckin onsibilities of the Di-
tion of automatic dat sing equipment by I'ederal departments and 4 . tion is inextricably involved in the seccurity responsii -
agencies. B ‘ 1 5 I ity 5 :
' . . T . ‘ rector of Central Intelligence. i marded
arreem with tl OGN OTS , + . - ; A e : s amended,
agreem with the s,oz.tt,ml ochct}\cs :)f [LI.le. proposo'd For vour information, the National Security Act of 1047, a
he oc and p acqui- . J
i conomic and ¢ fuxontl requi : rovides, in part, as follow .
¢ data processing equipment. T b >
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tial that wo retain effective control over the
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responsibilities of the Direcctor of Central Int(\lllii:(‘“""l' to lt”c I;‘(memn '
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lrooks’ invitation to testify at the NMarch 223 which ends on line 3, page 5, the following proviso:
Government Operations Subcommittee. 1 am ‘“:Provided, That where a 1‘.‘cml of a federal agency determines that |
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‘to provide any additional information that your

DBudget has advised, that from the standpoint of
rogram, there is no objection to the submission of

) MARSITALL S. CARTER,
Licutcnant General, U, 8. Army, Deputy Dircctor.

FOREIGN SERVICE ANNUITY

3. Thosc who made no provision for 2 serviving widow. They will be
permitted to purchase a $2,400 survivor annuity for $300, the amoasnt it
would cost under present law. They will, however, be required to paj an
additional $300 per ycar for the period October 16, 1960, to the date tley
purchase the annuity under this bill. It is estimated that 131 officers in this
category will clect a survivor annuity.

IL.R. 4170 also covers 27 known c€ascs where forcign service officers

L (now dcccased) d did not provide their widows with annuities. Each of these
) : widows would be provided with an annual sum of $2400. In addition, the
ek - i bill provides that U:\ :m'.mi‘ics of 12 widows who are now recciving less
FOREI( ER \r I ,“:HA\ UITY ADJUSTMENT s than $2,400 will be.ir sed to $2,100.
ACT OF 1965 i A more detailed explanation of the provisons of IL.R. 4170 is con' ined
For text of Act sce p. 1136 ; in the scction-by-section ana lysis prepared by the Department of State ¢
i which is reprinted as an appendix to this rep T
House ] rt (Forcign Affairs Committee) No. 500, ;
June 10, 1965 [To accompany H.R. 4170] BACKGROUND
Senate R -t (Foreizn Relations Committee) No. 631, Prior to the cnactment of I‘ubli(} I,n\\"b'i-723, which bcc:.:".:.c cf‘fx_cti‘vc
A 19, 1965 [To accompany HLR. 4170] i October 16, 1960, the Forcign Service rctxr« nt system pr«zv:ccd that ‘:nc ;
o, TS ! annuity payable to a survi iving widow coul. not exceed 25 percent 0T 2 .
Cong. Record Vol. 111 (1965) : rotired Forcign Service officer’s average bn: « s.lary for the 5 years next
DAT o OSSR A0 A5 i preceding his retireme ‘t',, f\forcovcr, the an ity j.-.'hic'n .hc fcccivr:f; was
4 ) CONSIDERATION AND PASSAGE i reduced by 50 pcrcm of the amount of the anuity which he clected to
Iouse Aug. 2, Oct. 20, 1965 _ 1 provide for his widow. !
Senate Aug. 30, 1965 Public Law 86-723, however, provided that: :r'r:nmt_x pay L:!:
. i viving widow could be as m juch as 50 percent  the amount wi
The Sena‘~ Report is set out. tired TForcign Service officer received as an anuity. In addition,
l annuity of the retired Fore ign Scrvice office” o clects i« 'id
‘ENATE REPORT NO. 631 annuity for a widow survivor is reduced by 2l;» ‘reent of any
| o~ ; to $2,400, plus 10 percent of ‘any amo:m: over $7., 0, which he specifies as. '
| Efo’(lj;n n;u "w** Rx‘!\:t“:i‘v.‘:'wzs, to \\v}:i§-11.'\\'as rcfcrtcd the })ill‘ f mfi,t n;ﬁlm‘x;’ttnc q‘n—\;“::ncit " te 3 effu
: ',,, ide for adjustment in annuitics under the Forcxgn : ._0 illustrate, according 10 li¢c 1ormu n C.’A-
«  Service retiremc nd (isability system, having considered the same, re- 1 prior to October 16, 1966, a Forcign Service off.
ports favorably con without amendment and recommends that the bill { five average salary was $12,000 a year would, on t
do pass } ice, reccive an annuity of §7,200 (2 percent X 3C
] ‘ maximum annuity he could pm‘.‘: le for his survivi :5 pet-
MAIN PROVISIONS OF BILL cent of $1’2‘OC'0, or $3,000. The cost to him for suci. .\ idow st wrvivor an-
~ : Jitv was $1.500 half videw Hr
~ IL.R. A}I/O COV following three groups of Forcign Service officers. i EZA;:,::,wq()lldObt,{,c;(:L o:“" ch;,&m(];}'éggigl,?ck{);: ;r
detober 16, 1960, and- who were married at the time ] On the basis of the s.:'.m;y figures s:-t’forkh in tiwe ;
lie time of their rctirement clected survivor annuitics. i \mr:.cr mincw formuls in CH-CCt e OftObU o
will have their annuities com 1 und h i m.nt;.' :‘L_ l‘f reign Service otlicer may BlRes ,m e
: puted under the H widow is &3, ’)(O or onec-half of his annuity oI $7:20
of the law ‘now in cffect, thus giving them the same { such an annuity is 214 percent of §2.400, or $60, pi it
14 ‘,E",‘A\CO 1'(1‘.:?(’ to the Dq)..rt nent of State, 78 retired ($7,200—2,400=$ l,chﬂ, or $4S0, fc:r '3. total cost of 340.
| J.‘A)" i Service officer who retires under the pr;sult law - entitle ‘¢
da ivor a "“”1ty of less than $2,400. They may annuity of $6,660 <~7,:)()_$5,;Q;5(.5\§0)’ vhile = -Joreign &
-vivor ai v up to $2,400 at a cost of $300 annually, . vho r:'tircd under the rcecive an an . ity of only
nnuity and p:'.y the reduced cost for such an b to put it another way, ; ervice offl .+ who retires \
. ‘ mn 5 ”L .lrv.w. lecords indicate that 91 annuitants. % purchase a $3,600 m: his surviving wicw for only $54,
' Liis provision. ks Torcign Scrvice officer who retired prior to October 16, 1960, must { ¥
- ~An01 3
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. Assembly Bill No. 1381

CHAPTER 1473

An act to amend Sections 3020, 7017, and 19432 of the Busi-
ness and Professions Code, to amend Sections 15490 and
16480.1 of the Government Code, to amend Section 11770.5 of
the Insurance Code, to add Section 10207 to, and Chap-
ter 3.5 (commencing with Section 6250) to Division 7 of
Title 1 of the Government Code, and to repeal Sections
1208, and 20473 of the Agricultural Code, Sections 2122,
2713.5, 2852.5, 4013, 4809.1, 5014, 6307.5, 7207.5, 7611, 8010,
8919.2, 9009.5, 9536, 9936, 10060, 18626.7, and 19035.10 of
the Business and Professions Code, Article 1 (commencing
with Section 1887) of Chapter 3 of Title 2 of Part 4 of, and
Sectiops 1892, 1893, and 1894 of the Code of Civil Pro-
cedure, Sections 113, 13867, 23607, 24156, 26008 and 31008
of the Education Code, Sections 105, 732, 1326, and 14107
of the Fish and Game Code, Sections 1227, 8013, 8340.8,
8440.8, 10207, 13913, 15487, 20137, and 65020.10 of the
Government Code, Sections 1153.2, 1262, 1356, 1711, and
3805 of the Harbors and Navigation Code, Sections
103.2, 431.4, 1110.2, 13141.2, 17940, and 18917 of the Health
and Safety Code, Sections 71.2, 137, 147, and 3092 of the
Labor Code, Sections 538, 638, 666, 4567, 9065.2, and 9072
of the Public Resources Code, Section 21209 of the Public
Utilities Code, Sections 2605 and 3009 of the Vehicle Code,
Sections 13008 and 20034 of the Water Code, and Chapter
842 of the Statutes of 1959, relating to pudlic records.

[Approved by Governor August 29, 1968. Filed with
Secretary of State August 30, 1968.]

The people of the State of California do enact as follows:

Section 1. Section 1208 of the Agricultural Code is re-
ealed.
P Sec. 3. Section 20473 of the Agricultural Code is repealed.
Sec. 4. Section 2122 of the Business and Professions Code
is repealed.
Sec. 5. Section 2713.5 of the Business and Professions
Code is repealed.
Sec. 6. Section 2852.5 of the Business and Professions

Code is repealed.
Sec. 7. Section 3020 of the Business and Professions Code

is amended to read: .
3020. The board shall keep an accurate inventory of all

property of the board and of the state in the possession of

14357 €14 Reprirted 9-13-68 250

£ ?::}

navg




-0

the board and it shall obtain a receipt therefor from its suc-
Cessor.

Sgc. 8. Section 4013 of the Business and Professions Code
is repealed.

Sgc. 9. Section 4809.1 of the Business and Professions Code
is repealed. )

Sgc. 10. Section 5014 of the Business and Professions Code
is repealed.

Sec. 11. Section 6307.5 of the Business and Professions
Code is repealed.

Sec. 12. Section 7017 of the Business and Professions Code
is amended to read: g

7017. The board, in addition to the usual periodic reports,
shall within 80 days prior to the meeting of the general ses-
sion of the Legislature submit to the Governor a full and
true report of its transactions during the preceding biennium
including a complete statement of the receipts and expendi-
tures of the board during the period.

5 A copy of the report shall be filed with the Secretary of
tate. ;

SEc. 13. Section 7207.5 of the Business and Professions
Code is repealed. '

Sec. 14. Section 7611 of the Business and Professions Code

"is repealed. -

Sec. 15. Section 8010 of the Business and Professions Code
is repealed.

Sec. 16. Section 8919.2 of the Business and Professions
Code is repealed.

'‘Sgc. 17. Section 9009.5 of the Business and Professions
Code is repealed.

Sec. 18. Section 9536 of the Business and Professions Code
is repealed.

Sec. 19. Section 9936 of the Business and Professions Code
is repealed.

Sge. 20. Section 10060 of the Business and Professions
Code is repealed. :

Sgc. 21. Section 18626.7 of the Business and Professions
Code is repealed.

Skc. 22. Section 19035.10 of the Business and Professions
Code is repealed. ,

Sec. 23. Section 19432 of the Business and Professions
Code is amended to read: ‘

19432. The secretary shall keep a full and true record of
all proceedings of the board, preserve at the board’s general
office all books, documents, and papers of the board, prepare
for service such notices and other papers as may be required
of him by the board, and perform such other duties as the
board may prescribe.
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Sec. 24, Article 1 (commencing with -Section 1887) of
Chapter 3 of Title 2 of Part 4 of the Code of Civil Procedure
is repealed.

Sec. 25. Section 1892 of the Code of Civil Procedure is

repealed.

SEc. 26. Section 1893 of the Code of Civil Procedure is
repealed.

SEc. 27. Section 1894 of the Code of Civil Procedure is
repealed.

Sec. 28. Section 113 of the Education Code is repealed.

Sec. 29. Section 13867 of the Education Code is repealed.

Sec. 30. Section 26008 of the Education Code is repealed.

Sec. 31. Section 23607 of the Education Code is repealed.

Sec. 32. Section 24156 of the Education Code is repealed.

Sec. 33. Section 31008 of the Education Code is repealed.

Sec. 34. Section 105 of the Fish and Game Code is re-
pealed.

Src. 35. Seetion 732 of the Fish and Game Code is re-
pealed.
- Sec. 36. Section 1326 of the Fish and Game Code is re-
pealed. .

Skc. 37. Section 14107 of the Fish and Game Code is re-
pealed.

Sro. 38. Section 1227 of the Government Code is repealed.

Sec. 89. Chapter 3.5 (commencing with Section 6250) is
added to Division 7 of Title 1 of the Government Code, to
read: o

CEAPTER 3.5. INspEcTION OF PUBLIC RECORDS

6250. In enacting this chapter, the Legislature, mindful of
the right of individuals to privacy, finds and declares that
access to information concerning the conduct of the people’s
business is a fundamental and necessary right of every citizen
of this state. ‘

6251. This chapter shall be known and may be cited as
the California Public Records Act. /

6252. As used in this chapter: '

(a) ‘‘State agency’’.means every state office, officer, depart-
ment, division, bureau, board, and commission or other state
agency, except those agencies provided for in Article Iv (eg-
cept Section 20 thereof) or Article VI of thé California Consti-
tution.

(b) ““Local agency’’ includes a county; city, whether gen-
eral law or chartered; city and county; school district; mu-
nicipal corporation; distriet; political subdivision; or any
board, commission or agency thereof; or other local public
agency. .

——
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(¢) ““Person’’ includes any natural person, corporation,
partnership, firm, or association.

(d) ‘‘Public records’’ includes all papers, maps, magnetic
or paper tapes, photographic films and prints, magnetic or
punched ecards, dises, drums, and other documents containing
information relating to the conduct of the public’s business
prepared, owned, used, or retained by any state or local agency
regardless of physical form or characteristies.

6253. Public records are open to inspection at all times
during the office hours of the state or local agency and every
citizen has a right to inspect any public record, except as
hereafter provided. Every agenecy may adopt regulations
stating the procedures to be followed when making its records
available in accordance with this section.

6254, Nothing in this chapter shall be construed to require
disclosure of records that are: :

(a) Preliminary drafts, notes, or interagency or intra-agency
memoranda which are not retained by the public agency in the
ordinary course of business, provided that the public interest
in withholding such records clearly outweighs the public in-
terest in disclosure;

(b) Records pertaining to pending litigation to which the
public agency is a party, or to claims made pursuant to Division
3.6 (commencing with Section 810) of Title 1 of the Govern-
ment Code, until such litigation or claim has been finally ad-
judicated or otherwise settled;

(¢) Personnel, medical, or similar files, the disclosure of
which would constitute an unwarranted invasion of personal
privacy; '

(d) Trade secrets; '

(e) Geological and geophysical data, plant production data
and similar information relating to utility systems develop-
ment, or market or erop reports, which are obtained in confi-
dence from any person;

(£f) Records of complaints to or investigations conducted by,
or records of intelligence information or security procedures
of, the office of the Attorney General and the Department of
Justice, and any state or local police agency, or any such in-
vestigatory or security files compiled by any other state or local
agency for correctional, law enforeement or licensing purposes;

(g) Test questions, scoring keys, and other examination data
used to administer a licensing examination, examination for
employment, or academic examination;

(h) The contents of real estate appraisals, engineering or
feasibility estimates and evaluations made for or by the state
or local agency relative to the aequisition of property, or to
prospective public supply and construction contracts, until
such time as all of the property has been acquired or all of
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. the contract agreement obtained, provided, however, the law
of eminent domain shall not be affected by this provision;

(i) Information required from any taxpayer in connection
with the collection of local taxes which is received in con.

supplying such information; - '

(3) Library and museum materials made or acquired and
presented solely for reference or exhibition purposes; and

(k) Records the disclosure of which is exempted or prohib-
ited pursuant to provisions of federal or state law, including,
but not limited to, provisions of the Evidence Code relating to
privilege. : :

() In the custody of or maintained by the Governor or
employees of the Governor’s office employed directly in his
office, provided that public records shall not be transferred to
the custody of the Governor’s office to evade the disclosure
Provisions of this chapter.

(m) In the custody of or maintained by the Legislative
Counsel.

Nothing in this section is to be construed as preventing
any agency from opening its records concerning the adminis-
tration of the agency to public inspeetion, unless disclosure is
otherwise prohibited by law.

6255. The agency shall justify withholding any record by
demonstrating that the record in question is exempt under ex.
press provisions of this chapter or that on the facts of the
Particular case the public interest served by not making the
record public clearly outweighs the public interest served by
disclosure of the record.

6256. Any person may receive a copy of any identifiable
public record or shall be provided with a copy of all informa-
tion contained therein. Computer data shall be provided in a
form determined by the agency.

6257. A request for a copy of an identifiable public record
or information produced therefrom, or a certified copy of such
record, shall be accompanied by payment of a reasonable fee
or deposit established by the state or local agency, or the pre-
scribed statutory fee, where applicable.

6258. Any person may institute proceedings in any court
of competent jurisdiction to enforece his right to inspect or to
receive a copy of any public record under this chapter. The
times for responsive pleadings and for hearings in such pro-
ceedings shall be set by the judge of the court with the objeqt
of securing a decision as to such matters at the earliest possi-
ble time. i

6259. Whenever it is made to appear by verified petition
to the superior court of the county where the records or some
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part thereof are situated that certain publie records are being
improperly withheld from a member of the publie, the court
shall order the officer or person charged with withholding the
records to disclose the public record or show cause why he
should not do so. The court shall decide the case after examin-
ing the record in camera, if permitted by subdivision (b) of
Section 915 of the Evidence Code, papers filed by the parties
and such oral argument and additional evidence as the court
may allow. :

If the court finds that the public oficial’s decision to refuse
disclosure is not Justified under the provisions of Section 6254
or 6255, he shall order the public official to make the record
public. If the judge determines that the public official was
Justified in refusing to make the record publie, he shall return
the item to the public official without disclosing its content
with an order supporting the decision refusing disclosure. Any
person who fails to obey the order of the court shall be cited
to show cause why he is not in contempt of court.

6260. The provisions of this chapter shall not be deemed
in any manner to affect the status of Judicial records as it
existed immediately prior to the effective date of this section,
nor to affect the rights of litigants, including parties to admin-
istrative proceedings, under the laws of discovery of this state,

Sec. 40. Section 8013 of the Government Code is repealed.

Sec. 41. Section 8340.8 of the Government Code is re-

pealed. )

SEC. 42. Section 8440.8 of the Government Code is re-
pealed. ,

SEc. 42.3. Section 10207 of the Government Code is re-
pealed.

SEc. 42.5. Section 10207 is added to the Government Code,
to read:

10207. The Legislative Counsel shall maintain the attorney-
client relationship with each Member of the Legislature with
respect to communications between the member and the Legis-
lative Counsel except as otherwise provided by the rules of
the Legislature. All materials arising out of this relationship,
including but not limited to proposed bills and amendments,
analyses, opinions and memoranda prepared by the Legislative
Counsel, are not public records, except as otherwise provided
by the rules of the Legislature or when released by the member
for whom the material was prepared. When he determines
that the public interest so requires, the Legislative Coupsel
may release any material arising out of the attorney-client
relationship with a former Member of the Legislature who
is not available to execute a release.

SEc. 43. Section 13913 of ‘the Government Code is re-
pealed. :
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SEc. 44, Section 15487 of the Government Code is repealed.

SEc. 45. Section 15490 of the Government Code is amended
to read: ’

15490. (a) There is in the state government the State Allo-
cation Board, consisting of the Director of Finance, the Di-
rector of General Services, and the Superintendent of Publie
Instruction. Two Members of the Senate appointed by the
Senate Committee on Rules, and two Members of the Assembly
appointed by the Speaker, shall meet and, except as otherwise
provided by the Constitution, advise with the board to the
extent that such advisory participation is not incompatible
with their respective positions as Members of the Legislature,

(b) The members of the board and the Members of the Leg-
islature meeting with the board shall receive no compensation
for their services but shall be reimbursed for their actual and
‘necessary expenses incurred in connection with the perform-
ance of their duties. :

(¢) The Director of General Services shall provide such
assistance to the board as it may require. -

SEC. 46. Section 16480.1 of the Government Code is
amended to read: :

16480.1. There is hereby created a Pooled Money Invest-
ment Board, which shall consist of the Controller, Treasurer
and Director of Finance. The Pooled Money Investment Board
shall meet at least once in every three months and shall desig-
nate at least once a month the amount of money available
under this article for investment in securities authorized by
Article 1 of this chapter, or in bank accounts, or in loans to
the General Fund and the type of investment or deposit.

For the purpose of this article, a written determination
signed by a majority of the members of the Pooled Money
Investment Board shall be deemed to be the determination of
the board. Notwithstanding the provisions of Sections 7.5 and
7.6 of this code, the members of the board shall personally

-make the determinations under this article, and may not au-

thorize a deputy to act for them.

SEc. 47. Section 20137 of the Government Code is repealed.

SEc. 48. Section 65020.10 of the Government Code is re-
pealed.

SEc. 49. Section 11532 of the Harbors and Navigation
Code is repealed.

Sec. 50. Seetion 1262 of the Harbors and Navigation Code
is repealed. :

Sec. 51. Section 1356 of the Harbors and Navigation Code
is repealed. L
~ SEC. 52. Section 1711 of the Harbors and Navigation Code
is repealed. .
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SEc. 53. Section 3805 of the Harbors and Navigation Code
is repealed. -

Sec. 54. Séction 103.2 of the Health and Safety Code is
repealed.

SEc. 55. Section 431.4- of the Health and Safety Code is
repealed. ’ :

Sec. 56. Section 1110.2 of the Health and Safety Code is
repealed.

Ske. 57. Section 13141.2 of the Health and Safety Code
is repealed.

SEc. 58. Section 17940 of the Health and Safety Code is
repealed. ‘

See. 59, Section ‘18917 of the Iealth and Safety Code is
repealed.

Sec. 59.5. Section 11770.5 of the Insurance Code is
amended to read:

11770.5. The provisions of Article 9 (commencing with
Section 11120) of Chapter 1 of Part 1 of Division 3 of Title
2 or Chapter 3.5 (commencing with Section 6250) of Divi-
sion 7 of Title 1 of the Government Code shall not apply to
the Board of Directors of the State Compensation Insurance
Fund. ;

* Sgpe. 60. Section 71.2 of the Labor Code is repealed.

Sec. 61. Cection 137 of the Liabor Code is repealed.

Sec. 62, Section 147 of the Labor Code is repealed.

Sec. 63. Secection 3092 of the Labor Code is repealed.

Sec. 64, Section 533 of the Public Resources Code is re-

pealed.
See. 65, Section 638 of the Public Resources Code is re-
pealed. ,
‘Ske. 66, Section 666 of the Public Resources Code is re-
pealed. :
- Sgc. 67. Secction 4567 of the Public Resources Code is re-
pealed.
SEC. 68. Section 9065.2 of theé Public Resources Code is
repealed. i
Seo. 69, Scction 9072 of the Public Resources Code is re-
caled.
P SEeo. 70. Section 21209 of the Public Utilities Code is re-
pealed.

Sec. 71. Section 2605 of the Vehiele Code is repealed.
SEc. 72, Section 3009 of the Vehiele Code is repealed.
Suc. 73. Section 13008 of the Water Code is repealed.
Sre. T4, Rection 20034 of the Water Code is repealed.
Suc. 75. Chapter 842 of the Statutes of 1959 is repealed.
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RONALD REAGAN, Governor

DEPARTMENT OF PUBLIC HEALTH

2151 BERKELEY WAY

BERKELEY 94704

April 8, 1969

Warren C. House, Executive Secretary
Computer Science & Engineering Board
National Academy of Sciences

2101 Constitution Avenue

Washington, D.C. 20418

Dear Mr. House:

Last August, you were in correspondence with Mr. Lance J.
Hoffman of Stanford University regarding the activities in California
in the privacy field. The Bill he sent you at that time was subse-
quently amended and I am enclosing the statute as it now stands. I
am also enclosing some guidelines on File Security Procedures that
are being considered by the Board. One of our problems is that the
legislation which established the California Intergovernmental Board
on Electronic Data Processing was not specific with respect to the
powers of the Board. It is not clear at this time whether the Board
has the authority to impose such guidelines on government in California
or whether legislative action would be necessary for this. Our Legis-
lature will be studying the problem of computers and privacy this year
in hopes of developing legislation which would be presented in 1970.

If you become aware of any other activities on the develop-
ment of legislation in this area, I would be most appreciative of
learning of these.

Sincerely yours,

Stephjen F. G%ghaiman

Subcommittee on Privacy & Confidentiality

Intergovernmental Board on Electronic
Data Processing

SFG:rt
Encls.
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INTERGOVERNMENTAL BOARD ON ELECTRONIC DATA PROCESSING
COMMITTEE ON PRIVACY AND CONFIDENTIALITY

Discussion Draft on File Security Procedures

Q. What records are under consideration?

A. All records in California government, e.g., city, county, State, school
districts, boards, commissions, etc.

Q. Which records must be protected from intrusion?

A. Some classes of records at particular risk of intrusion are shown below.

"Public Records'" according to
California Public Records Act of 1968
(Bagley Bill)

.
r \

Open to
inspection

~

Not required to be
open to inspection

AL
r A
\ 4
Not manditorily T\J\\: .
disclosable
D
Confidential The varying length of the
by statute columns is simply intended
B ;
- as a reminder that a large
majority of Public Records &
Probably no probably fall in Category D.
intrusion ——»
threat
At riék of V4
. — ?.1
intrusion 94 =é
|
Not
"Classified" classified

Note: Records in various columns as defined in Chapter 3.5, California
Public Records Act of 1968 as follows:

A. Subdivision 6254, paragraph k.

B. Subdivision 6254, paragraph a-j; 1 and m.

C. Subdivision 6254, paragraph c. Not disclosable if it would "con-
stitute an unwarranted invasion of personal privacy".

D. Subdivision 6252, paragraph d.unless otherwise defined in
subdivision 6254.

Column C, legally should be included within B. However since it may pose a
special problem in computer systems, it is shown separately.

032869 : 3483 .
{
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SUBCOMMITTEE ON PRIVACY AND CONFIDENTIALITY Draft for Intergovernmental
INTERGOVERNMENTAL BOARD ON ELECTRONIC DATA PROCESSING Board Consideration, 10/18/6¢

FILE SECURITY PROCEDURES

Virtually all records in the custody of government entities
in California are designated as "public records." Most "public records"
are available to the public, on request, through normal administrative
channels. The general statute governing the disclosure of public records
is contained in the Government Code--Chapter 3.5 (commencing with Section
6250), Division 7, Title 1. According to this Chapter, the following are
examples of types of records which are usually not disclosable, and in
fact, may be considered confidential or '"classified" in the discussion
that follows:

Records pertaining to pending litigation
Personnel, medical, or similar files

Trade secrets

Geological or geophysical data obtained in
confidence

Police or correctional law enforcement files

Test questions, scoring keys or other examination
data

Real estate appraisals

Records designated as confidential under state
or federal law

Records in the custody of the Governor's Office or records
maintained by the Legislative Counsel.

For convenience, in the discussion that follows, all records
that are designated as confidential by statute or by regulation and all
records that are usually not disclosable according to the Government
Code reference cited above, will be called "classified."

While classified records deserve special and particular safe-

guards, all records in the custody of data processing fac?lities should
be afforded reasonable protection from unwarranted intrusions.

1569
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The specific safeguards to be applied to various types of
files are best determined by the government entity having custody of
the files in joint deliberation with an informed and independent advisory
body* since the entity is most probably aware of threats to the files and
hence, might establish stronger safeguards than would normally be con-
sidered reasonable and prudent. For all entities that establish proce-
dural safeguards, it is recommended that independent advisory groups be
established to review the safeguards applied to confidential files and
to advise on improved methods for file protection.

The use of expert consultants is also recommended.
The safeguards recommended below pertain to punched card
files and to electronic computer 'batch processing' systems. No safe-

guards are included for 'on-line'" systems where files may be accessed
from remote terminals.

Administrative Safeguards

'""Data Security Officer"

The Director, Executive Officer, Manager or Chairman of each
government entity, Department, Agency or Board is, under law, personally
responsible for protecting the confidentiality of the files in the custody
of that Department, Agency or Board. Within each governmental entity,
in addition to the Director, one additional person should be designated
as 'Data Security Officer" and given authority and responsibility for
insuring that all policies, procedures and rules regarding the safeguarding
of confidential files are precisely followed by all administrative units
of the organization and by all personnel. This designated individual
should be known to all individuals in the entity who have any responsibi-
lity for file processing management or custody.

The Data Security Officer should not be an official having line-
responsibility for confidential files. He should be independent and have
no personal responsibility for the programs of the entity which rely on
the classified files.

The Data Security Officer should not be an employee of the
data processing facility.

*For example, the Intergovernmental Board on Electronic Data Processing could
establish a committee to act as an advisory body on system safeguards for all
governmental entities in California. The Board could also suggest ;onsgl?ants,
An alternative to this approach would be for the League of California Qltles,
the County Supervisors Association of California and the State EPP.Pollcy
Committee to establish advisory bodies to serve their member entities.

—4_
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Identification of Classified Files

It should be the duty of the Data Security Officer to identify
each classified file in the custody of the entity and to make known to
all personnel having responsibility for utilization of these files that
they contain classified data and are to be accorded the specific protec-
tions determined by the Officer.

Designation of Authorized Users

The Data Security Officer shall identify staff of specific
organizational units of the entity authorized to utilize each classi-
fied file. Such designated staff are called "Authorized Users."
Employees who do not have an official requirement to use a classified
file, should be prohibited from having contact with that file.

Maintenance of Records on Use of Classified Files

The Data Security Officer shall maintain records of all uses
of classified files apart from the normal uses made by "authorized users."
All requests for the use of data from classified files by non-authorized
users will be reviewed by the Data Security Officer prior to the satis-
faction of the request.

The Data Security Officer shall record the identification of
the requestor, the justification of the request, the date and the dispo-
sition of the request, and if the request is acted upon, a descriptive of
the information provided and the media of transmittal.

Records will be maintained on forms provided by the Intergovern-
mental Board on Electronic Data Processing. :

Data from classified files need not carry a "classified" designa-
tion when presented in a statistical format--so that an individual record
cannot be identified.

Report of Activity on Classified Files

Annually on the first day of December, each government entity
shall report all requests for use of classified files by non-authorized
users to the Board. This report will include copies of all completed
report forms and shall also describe any new, and/or, unusual uses of

classified files.

y B
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Statement of Intent on Confidentiality

The Data Security Officer shall secure annually from each
employee of the entity authorized to utilize a classified file, and
from each employee of the data processing facility, a Statement of
Intent on Confidentiality. (See Appendix A for Statement of Intent
on Confidentiality).

Identification of Classified Files

All classified files should bear a physical label identifying
the file as classified.

It is recommended that this physical label identification take
the form of three diagonal slashes (45°) across the external label on
card files, magnetic tape reels or removable discs.

Use of colored labels or prominent printing of "CLASSIFIED,"

may be acceptable if colored labels do not have other specialized uses
in the facility.

Security Provisions

Each government entity is encouraged to define appropriate
security provisions for the protection of each classified file. The
stringency of these security measures will depend on the contents of
the file and the nature of the threats of unwarranted intrusions into
the file by unauthorized persons.

Examples of some graduated security provisions are given
below.

Personnel Security Provisions

1. None.

2. Access to facility limited to employees of the entity.

3. Access to facility limited to employees who have signed
"Statement of Intent on Confidentiality."

4. Access to facility limited to "authorized users,'" i.e.,
employees who have been so designated by the Data Security
Officer since their duties require contact with file or
information contained in file.
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Examples of some graduated security prov151ons are given
below. (Continued)

Physical (Facility)

1. None

2. Limited access to area where files are located.
(See Personnel Security Provisions)

3. Storage on non-readable* media.
Storage in key-locked cabinets (keys controlled).

4. Storage on non-readable* media and in key-locked
cabinets.

5. Ingress and egress controlled by guard personnel,

6. Ingress and egress controlled by guard personnel and
subject to search. T

Physical (Media) ’

1. Hard copy, e.g., source documents or interpreted

punched cards.

Non-interpreted punched cards.

Magnetic tape or small portable non-readable storage

devices.

4. Disc, disc-pack, or large non-readable storage devices.

5. Non-readable media--data scrambled by algorithm, program
for which is in security storage.

[ S )

Physical (Hardware)

To be developed.

Physical (Software)

To be developed.

*Non-readable to humans
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Identification of Areas Sensitive to Intrusion

The principle factor to consider in the establishment of
Teasonable safeguards for classified files is the nature of the threat
for which protection must be developed. This will vary according to
the contents of the file and whether the entity is a city, county or
state government.

Consider a classification of types of threats or levels of
intrusions as follows:

1) Accidental observance of data by an employee.
Example: A keypunch operator notices the name
of an acquaintance on a confidential

document from which she is keypunching.

2) The accidental dumping of a volume of confidential data
to general view.

Example: Department of Public Health is asked
for a data file on air pollution -- i
inadvertently delivers a file of all
persons whose deaths were attributed
to alcoholism,

3) Snooping to acquire confidential information on
individuals. r

Example: Cranks who seek out data on acquaintances.
Private investigators. Blackmailers.

4) Theft of files by individuals or private organizations
for profit.

Example: Files stolen to sell to private businesses
for addresses, etc.

5) Tampering with or theft of files by organized crime.

Example: The Mafia intruding into the Department of
Justice's system.

Intrusion threats may differ for data at the point of capture,
at the point of reduction, while in storage or in display.

101868SFG
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APPENDIX A

INTERGOVERNMENTAL BOARD ON
ELECTRONIC DATA PROCESSING

Statement of Intent on Confidentiality

As a government data processing professional, I will have proper
regard for the privacy and confidentiality of the information
which may be available to me in the performance of my duties.

I intend to abide by the laws and regulations pertaining to
public records and the privacy thereof, whether these records are
of individuals, organizations, facilities, corporations or any
other entity. In addition, I intend to abide by the spirit of
this Statement by refraining from any mention of my association
with such confidential or private information to friends, asso-
ciates or any other person not similarly involved with the same
information, nor will I take any action that would embarrass the
persons on whom information might be available to me, or that
would embarrass the persons who provided the information.

I am aware of the identity of the Data Security Officer in this
governmental unit who has been officially assigned the responsi-
bility for maintaining the security of information within this
unit and I am aware that any transgressions of privacy and confi-
dentiality of which I learn of are to be reported personally and
immediately to this individual.

Signature Date

102168
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May 27, 1969

e'x';:')or(, originated to the Washington Customs
District, and 113 million board feet (41 per-
cent) to National Fojests from which export
originated to the O{egon Customs District.
Provision was madej to assign some of the
exemption quota alibcated the Olympic Na-
tional Forest to the Shelton Federal Coopera-
tive Sustained Yield :Unit.

Exempt volume ajlocations were discussed
by Forest Supervisgrs at timber purchaser
meetings held in }‘ebrunry 1969. Allocation
to National Forests, to individual sales and
procedures for adininistering the require-
ments of Part IV §f the Foreign Assistance
Act of 1668 werejfully discussed at these
meetings. The poifit was made that assign-
ment of exempt yolume to a particular sale
does not require jsuch volume be exported.
Rather, the decisjon to export rests with the
purchaser. Reactfon of timber purchasers at
the February mgetings indicated satisfaction
with the allocgtions and procedures estab-
lished to admifiister Part IV of the Act.

HELLO COMPUTERS, GOODBYE
PRIVACY

HON. CORNELIUS E. GALLAGHER

. OF NEW JERSEY
IN THE HOUSE OF REPRESENTATIVES
Tuesday, May 27, 1969

Mr. GALLAGHER. Mr. Speaker, since
the 1966 hearings of our special Subcom-
mittee on Invasion of Privacy, the Nation
has become aware that the efficient whir
of the computer may, in reality, be the
sound of man’s dignity and privacy being
shredded. While most Americans ac-
quiesce to the request not to fold, muti-
late, or spindle computer cards received
from impersonal organizations, they do
not receive a corresponding reassurance
that they themselves will not be folded,
mutilated, and spindled.

This potential danger caused by the
recognized and essential benefit of com-
puter applications is the subject of nu-
merous scholarly reviews. Virtually every
college and university in the country
now has seminars and courses on the im-
pact of technology on the individual.

_Harvard University’s program on tech-

nology and society, the American Acad-
emy of Arts and Sciences working party
cn the social implications of the com-
puter, and the National Academy of Sci-
ences’ computer science and engineering
board privacy group are but three of the
major efforts now underway to plow a
parallel row to that first laid out by our
special subcommittee. Two brilliant
books, “Privacy and Freedom,” by Dr.
Alan Westin, and the soon-to-appear
“The Death of Privacy,” by Dr. Jerry
Rosenberg, soberly amplify the concerns
our privacy investigations have un-
covered.

Perhaps the most compelling evidence
that we are disclosing a deeply personal
issue has been the attention given . to
computer privacy by mazazines not
normally associated with discussing the
impact of congressional investigations.
The May 1968 Playboy contained a su-
perb description of the controversy sur-
rounding the suggested national data
bank by Dr. Westin. Now Cosmopolitan
has published what is undoubtediy the
best written account of computer privacy
to appear since the preface of the Com-
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mittee on Government Operations Au-
gust 1968 report, “Privacy and the Na-
tional Data Bank Concept.”

“Hello Computer, Goodby Privacy,”
in the June 1969 Cosmopolitan presents
an entertaining view of the ramifications
of computer techneology and does so in
terms which everyone can understand
and enjoy. The author, Mr. Richard
Boeth, has created a sprightly and stim-
ulating piece of journalism.

Mr. Speaker, Mr. Boeth is obviously a
very talented and very - funny writer.
There are those who would reject the
importance of his work because they be-
lieve that only the ponderous can be
meaningful, that only the boring can be
significant. ¥ would like to publish the
statement made in response to that pom-
pous opinion by the man who heads my
privacy investigation staff, Charles
Witter:

Let’s reach an understanding: You don’t
regard me as stupid because I am witty and
I won’t regard you as intelligent because
you arc dull.

Ignoring the arrogance of that remark,
I believe Mr. Witter makes a valid point
and one that should be kept in mind par-
ticularly by those who must wade through
the insipid goo of much govermentally
generated prose.

Mr. Speaker, Mr. Boeth writes so
clearly, so well, and so amusingly about
the issuie of computer privacy that I am
delighted to enter his article in the Rzc-
orp at this point:

HerLro ComMPUTERS, GOODBYE PRIVACY—OR,
1984 Is Just AROUND THE CORNER

(By Richard Boeth)

Back in the comparatively rustic and un-
cluttered world of the early 1960s, officials of
the huge, California-based Bank of America
woke up one morning to discover a problem
looming. Statisticlans had figured that by
1970, in order to service the banking needs
of all the people of California, the Bank of
America would have to employ all the people
of California as clerks. The paperwork was
piling up that fast, and there was no way to
stop it. Since this all-inclusive hiring pro-
gram held no appeal for anyone, the bank
called in General Electric, one of the builders
of large electronic computers, and in due
course most of the bank’s routine operations
were ‘“computerized.” That is, large and in-
credibly fast electronic machines took over
the clerkly jobs of recording, stering, and
giving back on request all the mountains of
data pertaining to the bank’s billions of
transactions with its depositors, creditors,
and the rest of the American banking system.

It is difficult to rant and rave too much
about the importance of those electronic ma-
chines. Without them the Bank of America—
and in short order most of the other banks
in America—would have choked to death on
paper. One cannot imagine the banks of the
nation geing out of business, of course, but
they would have been so impeded and finally
so shackled by the blizzard of paper that the
whole nature of the American economy, and
hence American life, would have changed
drastically, and presumably for the worse.
Exactly the same thing is true for scores of
other major industries as different as insur-
ance and the airlines, the latter of which
could nct handle anywhere near their present
nwmber of bookings without computers to
tell them which seats were available on which

ights. The Federal Government would col-
lapse without computers; the credit-card em-
pire would not have existed at all. Wall Street
got along nicely without computers for two
centuries, and thought it could continue to
get along without them. In the past two
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years it has been so inundated with paper
that it had first to close one day a week and
finally shorten its trading time by an hour
a day. é

The lesson, then, is that these electronic
machines, which can pull out stored infor-
mation at the rate of 100,000 numbers or
characters per second, are not a mechanical
convenience at all but a flat necessity, and
their impact is being felt in every sector of
American life. In the words of Dr. Robert M.
Fano, an M.I.T. professor, computer scientist,
and one of the few persons around who looks
at men and machines with e¢ual knowledge-
ableness: “The effects of the computer on
society will be more important than those
of the printing press.”

All this startles those of us who have al-
ways thought of computers as endearing little
metal things that whirred, clanked, beeped,
and, finally—tapockataqueep—projected the
(wrong) Presidential winner on the basis of
partial returns from three districts in Nutley,
N.J. True, true, if pressed we could probably
have indentified these unfolded, unspindled,
and unmutilated punch cards that come in
every month from Con Edison, thz Diner's
Club, and Texaco as having been upchucked
from a computer, but even so they are surely
only bockkeepers’ helpers.

Not so. Those punch cards, in fact, may

well have cozied us into a false sense of com-
placency, a deadly unawareness of what com-
puters are capable of. For example, the
menthly bill comes in from Esso, right, and
it's been sent to you by way of Formosa,
and you are damned if you are going to pay
the 47-cent penalty for “lateness” when it
-was their fault. So you enclose a brief, witty
note with your check, explaining that they
sent the bill via Formosa and that you're
not going to pay the 47-cent lateness penalty.
And then the next bill comes in—maybe via
Formosa, maybe not—and there is no reply
to your letter, no acknowledgement of it,
either, only the 47-cent lateness penalty
noted in the usual box. And so you write
more letters, longer and angrier, the last
going by registered mail to the president of
Standard Oil, and you don’t care about the
47 cents but you just want to know if there
is anyone in the whole company who can
read and answer a letter. And, of course, all
you get back is another punch card, which
you rip up along with your Esso credit card
(I went through this ordeal a few years ago
with Esso, obviously, but everybody's been
through it with one company or other), and
you vow never to have anything to do with
that idiot company again. So far, fine. You're
just reacting as any red-blooded American
would., But then we all make our basic mis-
take: We assume the computers must be
stupid. We also assume that the peopls who
install and use them must be stupid, and
we may be right or wrong about that, but we
are fatally wrong and extremely foolish to
think that the machines are dumb. Because
the next step is to think that because ma-
chines are dumb they are not to be taken
seriously by bright, sophisticated folk such
as ourselves. And the next step after that is
that the machines throw us all in prison and
dissolve the key with a laser beam. g

The truth is that these machines are in-
credibly bright, capable, and powerful, and
we cross them at our peril, even when they
send us scmeone else’s department-store bill.
The best aide-mémcire in dealing with com-
puters is REMEMBER THE ASTRONAUTS.
Whether you are inspired or appalled by the
effort and cost of the moon venture, it isall a
scientific and engineering marvel ranking
right up there with the first atmoic bomb
and Joe Namath's right knee. Billions and
trillions of calculations went into the J-=sivu
of the spacecraft, its engines, and its flight
plan (including an unprecedented bit of ce-
lestial navigation), and this work could not
have been duplicated without computers
even if you had armed the entire population
of Japan with abacuses and set them to work
for one hundred years.
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So the people who know a little something
about computers don’t make jokes about
compieer mistakes. One reason is that the

“machines themselves don’t make mistakes
more than about once in every two or three
billion calculations. The odds are astronom-
jcal (in favor of the computer) that any
computer error is really a programming er-
ror; i.e., that the machine has been given the
wrong information in the first place or in-
structed to do the wrong things by the en-
tirely human being who use it. (These mis-
takes can be expensive; a single programming
error wiped out Mariner I, a moon-shot
rocket, at a cost of $18,000,000.) A second
and just as important reason why people
don't make jokes about computers is that
iarge batches of knowledgeable people, from
computer builders to members of Congress,
are getting to be frightened of computers and
the uses that are already being made of them.
It is not easy to be succinct and direct about
these fears, because they derive from what
Dr. Alan Westin of Columbia University, in
his landmark book entitled Privacy and
Freedom, calls the “accidental by-product of
electronic at processsing.” This problem—
the terrible fear—was summed up as best
it can be by former Representative James C.
Oliver of Maine: “It's my impression,” he
said, “that these machines may know too
much.” . . i .

That’s the only real worry, then—just that
machines may kndbw too much, and that
they can spill it all too fast. What people
who know anything about computers are
not worried about is the kind of computer-
ized apocalypse that grips the popular sci-fi
imagination, in which the machines go
berserk, say, and bring down nuclear war
on our unwilling heads. The leader of a
nuclear nation must still order the atomic
strike himself. (Of course, the computers can
feed him misinformation horrendous enough
to lead him astray. In october of 1959 our
newest computerized Early Warning System
in the Arctic flashed an increasingly bale-
ful sequence of warnings all the way up
to Emergency, the last step. It turned out
that the computers had not been pro-
grammed to discount the effect of the moon’s
reflection on high ocean waves, and one
bright night they reacted to this reflection
exactly as if they were “seeing” an all-out
Russian air strike. President Eisenhower,
fortunately, had other information that con-
tradicted the computer’s moonshine, or we
should all be algae.) -

But why should knowledgeable computer
people worry about the computers’ knowing
too much? Isn’t that what they're there for,
after all?> And the answer is a vibrant yes—
but! The danger is that the computers, in
tadem, will collect so much information
about all of us that they will have accom-
plished what amounts to a monstrous inva-
sion of a whole nation’s privacy. The process
is already well under way. As Bernard Ben-
son, a California computer manufacturer, has
pointed out, the machines have already stor-
ed away an enormous amount of informa-
tion about us—‘“your FBI record, childhood
diseases, and the attitudes of your parents;
school records, employment and tax records,
contributions to charity, and even the records
of your charge accounts and credit cards.”

So far, at least, most of these records are
stored in different places—in files belonging
to the schools, employers, Census Bureau,
Interrial Revenue Service, etc. But what
would happen if all these records were pulled
together and filed in one place with your
name on them? Just from the collation of ex-
isting data, the file would show all the perti-
nent and impertinent information about
who you are, how much you make, where you
go, how much you pay in taxes, which bills
you're slow in paying, how much you spend
at the liquor store, and which peopie you
check into what motel with. As we move
closer and closer to the day when we use
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no cash at all and do everything on credit,
we move closer and closgr to the day when
our every move will leave its telltale bit of
data behind. Collect all the data in one elec-
tronic machine and you've given the ccl-
lector the key to your private life! “Where
information rests is where power lies, and
the concentration of power is catastrophically
dangerous,” computer manufacturer Bernard
Benson has said. So it isn't the computer it-
selj that will be dangerous—no, it is not
mischievous or venal or able to have ‘“‘mo-
tives.” “We will all be at the mercy of the
man who pushes the button to make the
machine remember,” says Mr. Benson,

There is no chance, of course, that this sort
of power.would ever be allowed to lie around
without a great many people trying to latch
onto it. And sure enough, the U.S. Census
Bureau, with the enthusiastic approval of
the Commerce Department, Internal Reve-
nue, and half a dozen other Government
agencies, has been pushing with enormous
eagerness for a National Data Bank that
would file in one place everything that’s
known about everybody—taxes and medical
histories, farm loans and Army discharges,
fishing licenses and jail sentences. Now this
data would be of vast legitimate use to sociol-
ogists, demographers, statisticians, and Gov-
ernment and industrial planners of all kinds.
But, there could also be a computer-wise
bureaucrat somewhere back in the bowels of
the building who could push a button and
find out (from the spoor of computerized
creditcard data) that you spent the weekend
of February 1-2 skiing at King Ridge, in New
London, New Hampshire, and that you charg-
ed- your stay at the New London Inn on the
same night as Porfirio Schussboom, the play-
boy diplomat who is being deported for mo-
ral turpitude with ski bunnies, Even if this
information were true—-and there is no guar-
antee that it would be—it is hardly any
of that bureacrat’s business.

The prospect of the Data Bank has alarmed
a lot of people, in and out of Government,
in and out of the computer industry. The
most potent force against the Bank so far
has been a Special Subcommittee on Invasion
of Privacy in the U.S. House of Representa-
tives, headed by New Jersey Democrat
Cornelius E. Gallagher. In a series of hearings
over the past couple of years, the Gallagher
committee has turned up disturbingly large
mounds of evidence that these machines
already “know too damn much,” and also
that their unique data-gathering, -storing,
and -disseminating abilities are already
sometimes being used for unsavory purposes.
Among Mr. Gallagher’s piquant exhibits:

A large New York firm was brought on
the carpet by the Fair Employment Practices
Commission for discriminating against blacks
in its hiring policies. The company repled
that this was impossible, since it used com-
puters to screen and select employces. After
a great deal of trouble, it was discovered that
the man who programmed the computers was
a bigot and did indeed fix the machines
to weed out all blacks. -

All the names of people who wrote into an
early, computerized dating system were sold
to a pornography peddler. The names could
have been sold anyway in a manual system,
but only the computers’ speed could make
the name-selling economical.

A large insurance company upped the rates
for burglary insurance the minute a com-
munity acquired a certain percentage of
blacks or Puerto Ricans. Once again, only
computers have the speed and memory to
keep track of neighborhood patterns quickly
and cheaply enough tp make this kind of
discrimination possible.

It is known that the dangers of unre-
stricted eomputerization came to the White
House's attention during Lyndon Johnson's
tenancy. Johnson appointed a distinguished
Midwestern professor to a Presidential com-
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mission—a crime commission, in fact. Rou-
tinely, the professor’s name was sent off to
the appropriate Government agencies for
security clearance, and, routinely, the agen-
cies’ computers swallowed the name, blinked,
and tapped out a message: “Associates with
known criminals.” Apalled, the Federal gum-
shoes ran the crime commissioner’s name
through the computer again, but the ma-
chine stuck by its guns: ‘“Associates with
known criminals.”

When this information was passed along
to Johnson, he erupted with several rangy,
wide-open oaths, the gist of which was that
the professor in question was a longtime
goodbuddy and the blinketyblank computer
people had just better find out what the hell
they thought they were talking about.

Laboriously, by hand, in the old-fashioned,

time-consuming way, the computer analysts.

checked back to see what their baby had been
talking about. And sure enough, there was
the evidence: Every Saturday during the
football season, the professor phoned his local
candy store and got down a $10 bet on his
alma mater’s football team. The candy-store
owner was tied into the gambling syndicate
in his minuscule fashion, the cops had a tap
,on his phone, and the next thing anybody
knew, the security computers in Washington
were disgerging the raw information that
the distinguished professor was ‘“associat-
ing with known criminals.”

Fortunately for the dist. prof. he had
earlier spent several years associating with
known Presidents, and the ludicrous accusa-
tion was run to ground. But the incident is
bemusing—not because it was rare but be-
cause it is so common, not because it hap-
pened to a highly placed friend of the White
Hcuse but because such incidents may soon
be happening every day to all of us. The Na-
tional Data Bank is not a reality yet, but
several states, including California, have
pretty good junior models of it.

The most insidious snooping now being
done is conducted by the country’s 2500
credit bureaus, with their embarrassingly
detailed files on you and 160,000,000 other
Americans. Many of the larger local credit
bureaus, with tens of millions of names on
file, are already computerized; by 1973 the
whole system will be linked into one huge
computer network, so that a department store
in Fort Lauderdale, Florida, at which you
might like to open a charge account will be
able to find out immediately that you re-
fused, eight years ago, to pay for a bathing
suit you'd bought in Akron, Ohio. Maybe the
bathing suit disintegrated on the beach the
first time you wore it and you were right not
to pay—the credit bureau’s report will take
no nctice of this, but will simply mark you
down as a troublemaker and a deadbeat.

The credit bureaus are apparently so far
out of line that two Senate subcommittees
are vying with Gallagher's House subcommit-
tee in trying to expcse them and get some
legislation written to control them. In the
course of a clutch of hearings over the past
two years, the Senate committees turned up
some lulus in the abuse pattern. In Baton
Rouge, a Raymond Maurer, successful com-
mercial photographer, was unable to open
a charge account at a hardware store last
year because the credit bureau “remembered”
some financial difficulties he had suflered
when starting his business twelve years be-
fore. In Norfolk, Virginia, an insurance ad-
juster ccllected $1000 for slander after his
company erroneously told a credit bureau he
had been fired for taking kickbacks; the
credit bureau, naturally on the side of its in-
former, got its revenge by marking the ad-
juster down as dangerous because he was
“litigious,” meaning ‘that he’'d take you to
court for slander.

The credit bureaus keep very diverse in-
formation about the 160,000,000 individuals
in their files—not only bank references, bill-
paying habits, and incomes but such data
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as job progress, divorces, debts, bank bal-
ances, and any and all legal actions (without
recording whether you were in the right).
And every bit of this information is open to
any creditor who pays the $10 to $50 yearly
fee, as well as to any Government agency.

“Credit bureaus,” says credit executive
Edward Kennedy, “have regarded cooperation
with police, FBI, and other Government
agencies (read Internal Revenue Service) as
routine business and an obligation of good
citizenship.” To prove how easy it is for any
snoop to dip into credit bureau data, Profes-
sor Westin had a staff aide at Columbia write
the Greater New York Credit Bureau asking
for all the dope on a girl in the office, saying
only that they were thinking about promot-
ing her. The credit bureau complied immedi-
ately, both on the telephone and in writing.
When Westin told Congress how easily he
obtained the information, the bureau’s ex-
ecutive manager yelped at the “shocking
abuse of the name of Columbia University’—
thereby missing the point entirely. In the
first place, what’s so noble about Columbia
University that its name should inspire an
immediate opening of private files? In the
second, what if the credit bureau in its wis-
dom was similarly inspired to invade privacy
in the name of some less scrupulous organi-
zation?

The only person who has any major trou-
ble getting at the data—including the hear-
say and downright errors—in the credit bu-
reau files is the victim himself. The bureaus
will not allow citizens to look for possibly
false charges in their files, and even if some-
one knows that his file contains misinforma-
tion, the credit bureaus are feisty about mak-
ing changes. A woman in Mississippi learned
that a local credit bureau had inserted into
her file, without comment, the raw gossip
of her neighbors that she was ‘“peculiar,”
“scatter-brained,” and ‘“neurotic, or psy-
chotic.” The woman had a fierce struggle,
costing her a good deal of time lost from
work, just to get the undocumented pejora-
tives ‘“neurotic or psychotic” removed from
the file.

The credit bureaus offer at once the most -

blatant and the most illuminating example
of what can happen in a computerized society
run amok. Personal information, obviously,
has always been available to anyone who
wished it, provided he was willing to put out
enough money, time, and eflort to get it.
With the use of day-and-night surveillance
and liberal bribes, plus a patient study (and
possible purloining) of business, financial,
tax, and travel documents gathered from a
hundred different sources—using all of these
sources and spending enough time—the Gov-
ernment or any interested private party could
pull together a comprehensive dossier on
Just about any citizen this side of Howard
Hughes, (Most European governments, on
both sides of the Iron Curtain, do go to the
trouble and expense.) But unless national
‘security were on the line, or a major corpo-
rate coup in the offing, or a rich spouse about
to be spayed in divorce court, it just wasn’t
worth the trouble for the Government or
anybody else to gather private records about
private citizens in such detail.

The computer has changed all that. When
we say this, we don't blame the computer
any more than we blame the Wright brothers
for the London blitz. And when we say this,
we don't overlook the fact.that one has a
bona fide scientific miracle on one's hands,
just as' the science writers have been telling
us. With the technology already at hand,
computers can do the work of all the world’s
libraries, all the world's schoolteachers, all
the world’s automobile drivers (as well as
train, bus, and airplane drivers), and all the
world’s accountants, and they can cause
cash money to disappear from the face of
the earth. They can run all the assembly
lines in all the factories of the nation, and
then judge how well the work has been done
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and make the necessary corrections. They
can get out the nation’s bills, meet the na-
tion’s payrolls, and very nearly run the na-
tion’s homes. Stupendous. The trouble is
that they can also make Big Brother tyranny
of Orwell’'s 1984 arrive right on schedule,
which is to say fifteen years froin now, un-
less we take measures to insure that we don’t
turn over our freedom to the computers. As
Lee Loevinger, a former member of the Fed-
eral Communications Commission, put it,
“If it were not for the privacy issue, there
would probably be no need to regulate the
computer industry.”

So what is an electronic computer anyway
that it causes so many technological gasps
and so much humanistic nailbiting? Well, it
is a very large, very complex, very accurate,
and very fast adding machine, with three
basic new wrinkles. One wrinkle is that it
is able to follow a set of instructions fed into
it by punch cards or magnetic tape; the sec-
ond is that it is able to storge huge numbers
of earlier calculations for use when needed,
and the third is thatl iv is able to electroni-
cally call forth the proper bits of informa-
tion from its memory and do its new cal-
culations in the proper sequence to lead to a
solution instead of a meaningless conglom-
eration of figures. Everything else flows from
these gifts. All the other mathematical func-
tions, for example, are simply different kinds
of addition, subtraction being upside-down
addition, multiplication repeated addition,
etc. Furthermore, all data and all concrete
ideas can be expressed as numerical symbols,
All your employment records in your current
job can be encoded and stored in the com-

puter as a series of numbers (a very long -

series of numbers, to be sure, but because of
the computer’s speed this is no problem).
The machine can then be fed instructions
which prompt it to search its memory for
your file (your series of numbers), compute
how long you have been with the company,
for instance, refer to your salary level, and,
finally, do a last computation according to a
formula already given to determine how
much vacation you get this year and, by
matching your seniority against everyone
else’s, when you get it.

What makes all this storage of data pos-
sible is a revolution in electronics that began
with the invention of the vacuum tube in
the 1920s. A vacuum tube can be ‘“fired"—or
serve its part in an electronic relay-—in a
microsecond or one one-millionth of a sec-
ond, making possible computations a thou-
sand times faster than those of the most
advanced mechanical computers. Strangely
enough, it was not until fifteen or so years
after the invention of the vacuum tube that
anyone needed that sort of superfast com-
putation. Then, in the middle of World War
II, the Army found itself “desperate” for ac-
curately computed artillery tables, which it
wanted by the millions, Thus prodded, an
engineer named Dr. J. Presper Eckert and a
physicist, Dr. John Mauchley, took the fami-
liar vacuum tube-—thousands of them—and
built ENIAC (Electronic Numerical Integra-
tor and Calculator), the world’s first wholly
electronic computer, which went into service
for.the U.S. Army in 1946.

After that the deluge. As Jeremy Bernstein
has written in The Analytical Engine: “If
there is one world that characterizes the his-
tory of computers since 1950, the word is
probably ‘proliferation.’” Remington Rand
delivered the first commercial computer, the
famous UNIVAC I, to the Census Bureau in
1951 (it was honorably retired to the Smith-
sonian in 1963). Another UNIVAC, the first
designed for ordinary business data process-
ing, was delivered to General Electric in 1954,
Today there are 51,000 digital computers in
operation in the U.S. (more than twice as
many as in all the other countries of the
world combined); their total worth: about
$22,000,000,000.

Today’s computers dre faster, more sophis-

.
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ticated, and a great deal more compact
than the relatively lumbering ENIACs and
UNIVACs. The “basic machine time” for one
operation is now a nanosecond-—a billionth
of a second—instead of a microsecond. The
new machines can do 100,000 additions a sec-
ond, can read data from magnetic tapes and
store it at the rate of about 100,000 characters
a second. The bulky vacuum tube has been
replaced, first by transistors and now by tiny
silicon “chips” and tiny magnetic memory
cores. Perhaps more important, the comput-
ers are becoming more accessible to their
users. Until the new, third-generation com-
puters came along, man could “talk” to the
machines—give them instructions—only by
translating his wishes into one of several
artificial “languages,” known by such names
as FORTRAN or ALGOL. The computers, in
turn, came ready-programmed to be able to
translate FORTRAN into the billions of elec-
trical impulses, all in proper sequence, which
would lead to the solution of a mathematical
problem or the name of a scofllaw or the
firing of Apcllo’s retrorockets. Now the third-
generation machines permit users to speak
to them directly, using something very close
to straight English and eliminating the need
to use specialists—computer programmers—
as translators.

The machines have gotten so fast that
here and there they have had to be slowed
down intentionally to keep within the per-
spective of their users. The telephone com-
pany in New York, for instance, now uses
computers for “intercepts”--the process
whereby the operator, when you dial a num-
ber that has been changed, cuts into the
line, looks up the new number, and gives it
to you. Now the operator (a live girl)
punches the old number into a computer,
which searches for it in its “memory,” finds
it, plus the new number, and flashes the new
number to the operator—all in one-tenth of
a second. The trouble is that the operator’s
consciousness needs scven-tenths of a second
to take in the fact that she has punched
the last digit of the old number; so as far
as she is concerned, the computer has given
the new number before it knew the old num-
ber, and the computer must therefore have
made a mistake! At the phone company's
request, the machine was slowed down.

It is interesting that the two most widely
predicted—and feared—results of computer
technology have not come to pass at all. The
first was that man would lose control over
the “intelligence” of his creation and end up
with a Frankenstein monster on his hands,
an, independent, powerful, indeed
human, electronic intellect that would cackle
fiendishly and foreclose.on the human mort-
gage. Not so. Of course, the argument is
semantic in many respects, and some com-
puter champions argue that the machines
are getting so much better in so many in-
tellectual functions that they can be said to
be approaching human intelligence. But the
commonly accepted ultimate measure is the
Turing test, in which a computer, in con-
versation with a skilled human interrogator,
must successfully pass itself off as another
human being—and by this measure the com-
puters aren’t making progress.

The second worry—‘nightmare” is more
like it—was that the proliferation of com-
puters would eliminate so many jobs that we
would have the worst depression—and most
abject unemployment—in history on our
hands. This frightening prognosis was a
favorite of the late Norbert Wicner, other-
wise known as “the father of automation,”
and about a decade ago the press was full
of what seemed like justified scare stories.
As with every other major technological ad-
vance, however, the computer has created
more jobs than it has destroyed, though not
necessarily more of the old kinds of jobs.
Right now there is a howling need for tens
of thousands of people to service and pro-
gram the computers themselves!

super-
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For this and other reasons, the computer
industry is in a pretty disheveled, not to say
chaotic, state as it faces its glorious future.
One major trouble is that while cveryone
knows pretty well what computers can do,
no one is really sure what they should he
asked to do. “All the sci-fi marvels are already
within the state of the art, except that we
can’t go faster than the speed of light,” says
Dick Brandon, president of Brandon Applied
Systems and one of the more out-spoken
young swashbucklers in a swashbuckling in-
dustry. “But if the way we’ve used computers
in business is any harbinger, boy are we in
trouble! Not more than 50 percent of the
computer installations are successful eco-
nomically, for three reasons, One: People are
buying them who shouldn’t be—for prestige,

whether or not they need them. Two: People

are buying computers who don’t know how to
use them, Three: People underestimate their
cost and overspend.”

Brandon himself is eminently successful
economically, having grabbed a modest but
measurable capital chunk of an industry
(computers) that did $18,000,000,000 worth
of business last year, the fifteenth year that
it could be called an industry at all. Dutch-
born, Columbia educated, and only thirty-
four, Brandon founded his own company
four years ago and NOW S5ays that he is
«gorth five or six million on paper and have
$300 in the bank.” Like all of his compeers,
he thinks that the computer avalanche, with

all its waste and abuses, is thundering along *

too fast to worry about such niceties as the
destruction of the population’s right to pri-
vacy. “We could build safeguards into the
- systems, but it wouldn’t be profitable,” he
says.

Up at M.I.T. in Cambridge, Professor Fano
agrees, with mingled enthusiasm and an-
guish, that there is no stopping the ava-
lanche. “You can never stop these things,”
he says. “It is like trying to prevent a river
flowing to the sea. What you have to do is
to build dams, built waterworks, to control
the flow.” Dr. Fano is building his own dams
in several directions. He's just finished con-
ducting M.IT.s first seminar on the impli-
cation of computers to society, to see if he
cannot instill in his students an awarencss
of all those privacy problems that Congress
and the Federal Communications Commis-
sion are now disturbed about. “I'm coming
essentially to the conclusion that it can't be
dealt with by different disciplines,” Dr. Fano
says. “There is a terrible gulf of knowledge
between society at large and the scientific
elite, and this is enforced by the system it-
self. How is the individual even to know that
the system is operating as it's supposed to?
How can you generate a new breed of people
who will be equally responsive to the needs of
technology and humanity? We know that
knowledge is power, but this means not only
having the data at hand but having the
ability to extract the’relevant data. If this
is limited to a few technological high priests
in the Government and the large corpora-
tions, then the gap with the public will be
fmmense and we are heading straight to
1984

CIVIL DEFENSE GFFICER LAUDED

HON. JOHN . WYDLER
. OF NEW YORK
IN THE HOUSE OF REPRESENTATIVES
Tuesday, NMay 27, 1969

Mr. WYDLER. Nr. Speaker, many of
our citizens work lcng and hard for their
community and thkir country. Some of
them receive plaullits and become fa-
mous. Others worH quietly and receive
little recognition, hlthough their con-
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tributions are oft¢n very great. Such a
man is Lt. Lawrenfe Petry of 177 Walton
Avenue, Uniondalf.

Lieutenant Petiy served for 20 years
in the unheraldcc&job of Auxiliary Police
officer with the Uniondale Civil Defense
Unit 122. He 1'ecc§1tly retired, following
long years of dedicated, loyal service as
the unit treasurdr and training officer.

I wish to comiiend Lieutenant Petry
for his honorable and faithful service,
which is an example to all of us who en-
joy the benefits of a free society.

MRS. MARION LJ{STUART HONORED
AT TESTIMPNIAL DINNER

HON. JOSE%\UA EILBERG

OF PENNSYLVANIA
IN THE HOUSE OIJREPRESENTATIVES
Tuesday, Kay 27, 1969

Mr. EILBERG. Mr. Speaker, the world
does not know of Niarion L. Stuart, but
the Olney community, which takes in a
substantial part of jimy Fourth Congres-
sional District, knoivs her very well. She
is a schoolteacherd—a remarkable lady
in every sense of theword.

It was my pleasufe on Thursday, May
22, 1969, to attend h testimonial dinner
in her honor given iy the Olney commu-
nity. Supporting or%anizations included,
but were not limite] to, the following:

-

h &5

American Legion, {Olney Post No. 388.

AMVETS, Olney Host No. 77, 512 West
Ruscomb Street.

Barton Home and] School Association.

Big Four Fathers’ Lssociation.

Catholic War VeHerans, St. Helena's,
Post No. 424.

Cook Junior High
Association.

Creighton Home
ciation.

Feltonville Civic Agsociation.

Feltonville Home and School Associa-
tion. - :

Finletter Home and School Association.

Golden Age Club of Olney.

Greater Olney Comymunity Counecil.

Kiwanis Club of Olhey.

Lindley-Olney Lior E Club.

Home and School

and School Asso-

Lowell Home and S¢hool Association.

Lower Olney Civic Association.

Morrision Home ahd School Associa-
tion.

Olney Business Me's Association.

Olney Elementary{Home and School
Association.

Olney High School

Olney High Schoo
Association.

Olney neighbors.

Olney Symphony Ojcchestra.

Alumni Association.
Home and School

Veterans of Foreig} Wars, Raymond T.
Osmond Post No. 1693,

The faculty of Olney High School.

Financial institutiohs.

Community Federdl Savings & Loan
Association.

Fidelity Bank.

Founders Federal Savings & Loan As-
sociation.

Girard Bank.

Olney Federal Savir
ation.

gs & Loan Assocl-

e
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Olney High School has had many
problems, but urlder Marion L. Stuart’s
capable leadershiip, there was no prob-
lem that has nat been intelligently and
effectively hand}}:d. Her plaudits are best
summed up in the program book which
accompanied tlie testimonial dinner, as
follows: -
TRIBUTE
on, the Olney Community
vital and dedicated serv-
.. Stuart has given the Ol-
since its opening in Feb-
ht a teacher, later depart-
Principal and since 1953,
is the first woman Prin-
bo-educational comprehen-
sive high school.}She has capably directed
the school of ovet 4000 pupils with its fac-
ulty of several hundred teachers and an all
male administratiiz staff of five vice-princi~

With appreciat!
acknowledges the
ices Miss Marion
ney High School
ruary, 1931, first
ment head, Vice
as Principal. She
cipal to direct a

pals and eight ddpartment heads. Though
slight of bady, she}is a bulwark of strength
and energy. A profligious and indefatigable
worker she has givef unstintingly of her time,
her very life, especiplly to foster good human
relationship and uaderstanding among pu-
pils, teachers and parents. She is magnami-
mous of heart and imind, and is the embodi-
ment of graciousrjess and refinement and
culture. With restrfaint, she carries all con-
fidences, disappoirjtments and heartaches.
Hysterical reactiony are. foreign to her na-
ture. She is a creafive and positive thinker,
hopeful that rightjwill prevail. She has in-
deed been a noble kervant and leader of Ol-
ney High, an educptor of first rank.

Thankfully the }Olney Community pays
tribute to Miss Marion L. Stuart for her de-
voted service of 5p years with the School
District of Philadélphia, her interest in all
community activities and for her exemplary
life.

We feel confidenyt that all who know her
outside of our cofimunity join us in this

will be richly blessed in the years of her re-
tirement. 5

HON. GEORGE E. SHIPLEY
Of} ILLINOIS
IN THE HOUSE c‘ ¥ REPRESENTATIVES
Tuesday} May 27, 1969

Mr. SHIPLEYJ Mr. Speaker, on Sun-
day, May 25, I Fad the privilege of at-
tending a ceremdny in Hutsonville, Ill.,
to honor the wai dead of that commu-
nity. This was tiuly a community en-
deavor, and I wasjgreatly impressed with
the public spirit and participation which
resulted in this fmemorable dedication
program. Under lpave to extend my re-
marks, I would like to include in the
RECORD 2 poem which was recited at the
ceremony. The poem was written by Gary
Cox, a Hutsonvillg High School student:

Our MEN
(By Gary Cox)
We live in a land that is mighty and free.
oOur land is more powerful than any could be.
Everything we havg is in abundance, and
more,
Our land has everything we carn

But without our mch,. just where would we
be

esk for.

We wéu!éx not be a jand that is mighty and
Iree.
From the old Revolution, to the modern day
war, 5
They have fought side by side, both the rich

and the poor.

Y, BRI ST ¢
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Congress of the United States

Houge of Representatives

GOVERNMENT ACTIVITIES SUBCOMMITTEE
OF THE
COMMITTEE ON GOVERNMENT OPERATIONS

RAYBURN House OFFICE BUILDING, Room B350-B
WASHINGTON, D.C. 20515

February 17, 1969

The Honorable Melvin R. Laird
Secretary of Defense
Washington, D. C.

Dear Mr. Secretary:

This Subcommittee has devoted considerable effort over the years to
advancements in the management and utilization of computers in Government.
Under Public Law 89-306, the Executive Branch is structuring a Government-
wide business-like management system for computers under the policy direc-
tion of the Bureau of the Budget, but with operational responsibilities
lodged in the General Services Administration and the National Bureau of
Standards.

On a number of occasions, the Subcommittee has intervened, either
directly or through the Bureau of the Budget or GSA, when it became apparent
that the course of some particular computer selection was ill-advised. On
May 2, 1968, I wrote then Secretary of Defense Clark Clifford about plans
of the Department to update the so-called "World-Wide Command and Control
Computer System." At that time, we recommended that this large computer
procurement might be segmented to allow for the purchase of computers of
various manufacturers. Our interest in this goal is as strong as ever.
However, over the past several months, as the Subcommittee has sought to
obtain additional information concerning this proposed procurement, a number
of other questions have arisen. For purposes of economy and efficiency,
these questions merit consideration prior to finalization of this procurement,
rather than after firm commitments have been made.

These questions and areas of concern are as follows:

1. Despite the magnitude of the proposed expenditure, there
is no one office or individual in the entire department, to the
Subcommittee's knowledge, having overall jurisdiction over the
processing of this proposed procurement. Over a period of several
months, every official in the Department the Subcommittee has con-
tacted responded to some important aspect of this proposed procure-
ment by saying that the matter was beyond his jurisdiction. Surely,
when a sum in the magnitude of between $100 million and $500 million
is involved, there should be overall coordination of the entire project
at some level within the department with firm responsibility to
evaluate the need and to maintain control over all aspects of the

project.
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2. The Subcommittee has not been able to obtain or to determine
the existence of any feasibility study or any other substantive
evaluation of the equipment now in use that supported the immediate
need for the acquisition of new hardware. It is not suggested that
such a requirement does not exist, but to the extent the Subcom-
mittee has been able to determine, the requirement is of an abstract
type based upon a letter or memorandum simply directing that the new
procurement be made, rather than supporting in factual and logical
terms the need for a new procurement.

3. During several years of investigating computer procurement
in the Government, most experts coming before the Subcommittee have
urged that acquisition of computer hardware come after completion of
the basic design of the system in which it is to be used. The "World-
Wide System" is probably the largest of its kind and has more built-in
problems and demanding requirements than any other system ever developed.
Yet, it is apparently the decision of the Department to select and
acquire hardware in anticipation of system development under this pro-
curement. Only the most definitive and persuasive reasons should allow
this procurement to be an exception to what otherwise has become a
generally-accepted rule in efficient computer system procurement.

L. From information obtained from the Department, it would
appear that the principal increase in computer compatibility expected
from this procurement would correspond to a higher level of hardware
performance. There is no indication that the procurement proposes a
new computer system significantly better in capability or versatility
as compared to its present output.

A telling factor is that the so-called "data management
package'" or that part of the software the Subcommittee understands
allows for the updating and extraction of data from the system, that
would be used with the new hardware, is at best in a nebulous state
of development. One system (developed by System Development Corporation
with Federal funds and committed to use on IBM equipment) is under a
year's test with the results of this test uncertain at this time. Other
data management packages are being "evaluated" on a far lower and less
extensive scale, which again suggests that the department does not know
of a data management package that can be implemented into the system
with reasonable certainty that it will perform with sufficient capability
to provide a system significantly better than the present command and

control output.

Although it might be possible to add or structure an advanced
and workable data management package at a later date, it is our under-
standing that the data management packages now being tested and
evaluated are dependent upon and interwoven with the software manage-
ment or so-called "executive systems' that are unique to the computers
of the various manufacturers. Thus, hardware selection at this time
might limit future options affecting overall system capability.




3. The Honorable Melvin R. Laird February 17, 1969

This raises a question whether this procurement is not premature
and more logically should await breakthroughs in the state of the art
that would give a significant increase in overall system capability
above that obtained from the present equipment.

5. The department plans to introduce this new equipment into the
various command levels of the military over a period of five years.
Yet, there are many manifestations that it is only an interim approach
to updating command and control computer capability -- a "brute force"
method to achieve compatibility and to avoid further sole sourcing
of IBM equipment needed to augment present capacity. If this be
correct, is this interim step really necessary?

Under these circumstances, it is questionable whether the
gradual introduction of this new equipment would have any significant
impact on overall system capacity and capability. Also, equipment
acquired during the latter portions of the procurement would be
relatively obsolete as compared to equipment then available.

Accordingly, if such a procurement is to be made, it would
seem desirable that the new hardware be phased into use as rapidly
as possible rather than stretched out over a period of five years.

6. There would appear to be some misunderstanding as to the
fundamental description of this procurement. Although the procurement
is routinely described in terms of updating the "World-Wide Command
and Control System," it would seem more accurate to say that the pro-
curement is to replace computers now in use for all purposes (other
than administrative) at the high levels of the military. It would
appear that the application of the term "system" to the computers
subject to replacement under this procurement constitutes too loose a
definition and is misleading.

These are some of the questions the Subcommittee has concerning this par-
ticular procurement. They are questions of laymen and not those of computer
experts. On the other hand, they are questions which the Subcommittee con-
siders pertinent and material, and to which we have been unable to obtain ap-
propriate answers from the Department. These questions do not reflect any
predetermination on the part of the Subcommittee concerning the overall merits
of this computer procurement. However, they constitute areas of uncertainty
which should be clarified before further procurement procedures take place.

Sincerely,
/s/ Jack Brooks

Jack Brooks
Chairman




C DIRECTOR OF DEFENSE RESEARCH AND ENGINEERING
0 Washington, D. C. 20301

Honorable Jack Brooks

Chairman, Government Activities Subcommittee
Committee on Government Operations
Washington, D. C. 20515

Dear Mr. Chairman:

Secretary Laird has asked me to reply to your letter of February 17, 1969,
concerning computer selection plans for the World-Wide Military Command
and Control System.

At present, we are completing our analysis of this area and I assure you
we are not proceeding on the basis of an abstract requirement. Our
analysis is weighing many factors: advantages of standardization, need
for processing capacity beyond that now available, promise of hardware
technology beyond that now on the market, and costs of software con-
version. It is based on a number of excellent studies conducted by the
Air Force, JCS, and Defense Agencies. It is considering many alternatives
with respect to the pace and scope of a potential procurement.

Your letter raises a number of excellent points that we have been or will
consider. For example, we agree that the specifications for a standard
data management system are indeed in a very preliminary state; we have a
number of efforts underway to evaluate potential specifications, their cost
and lead time.

Within the Secretary's office, Dr. Gardiner L. Tucker of my office is the
focal point for this potential procurement. When we have completed our
analyses, we will be glad to present them to you. In the meantime,

Dr. Tucker is prepared to arrange additional briefings for you or your
staff.

Sincerely,

/s/ G. L. Tucker for

John S. Foster, Jr.
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COMPUTER SCIENéE DEPARTMENT . . Telephone:

415-321-2300

27 June 1968

Mr. Warren C. House

Executive Secretary

Computer Science and Engineering Board
National Academy of Sciences

2101 Constitution Avenue

Washington,D.C. 20418

Dear Mr. House,

Professor Villiam F. Miller has mentioncd your interest in
computer privac; to me and has asked me to scnd you the enclosed
working paper o) that topic. I am also enclogsing for your informa-
tion a bill cur-ently before the California sssembly and informal
comments by the Deputy Attorney General of Celifornia on this bill.

It is not :xpected that the bill will be¢: passed during this
session of the legislature. Rather, in order to strengthen the
bill in hopes o? getting it considered and p:.ssed during the next
session, commen;s from interested members of the scientific and
legal communitizs are being solicited. If you have any comments
or suggestions on the bill I am sure that Mr. Stephen Gibbens,
Chairman of the Subcommittee on Computers anc. Privacy of the
California Intergovernmental Advisory Board on Electronic Data
Processing would be interested in them. His address is:'

Stephen Gibbens, Chief

Data Proce;sing Center, Research Divisicn
. Dept. of Piblic Health, State of California
2151 Berke ley Way

Berkeley, -alifornia  OLTOh

I hope this information is of some use 1o you. If I can be
- of more help don't hesitate to get in touch 1ith me.

Slncerely, (;%:/?i)

\cxsziéL
Lance J. Hoffm

Research Assistant

PR M Sk - Professor . F. Miller
.;fna~ﬂ¢¢.ivr X M:. Stephen Gibbens
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" Introduced by Assemblymen Bagley and iHarvey Johnson
i (Coaunthor: Senator Marks)

April 3,1963 - | i

~

REFERRED TO COMMIT ‘EE ON JUDICIARY

v i U —

An act to amend Scetions 5(20, 7017, and 19432 of the Busi-

' ness and Professions Cedz, to amend Sections 15490 and

. 16480.1 of, lo add Chaptcr 3.5 (cominencing with Section

g 6250) to Division 7 of Titls 1 of the Government Code, and

to repeal Sections 1208, and 20473 of the Agricultural Code,

Sections 2123, 2713.5, 2832.5, 4013, 4809.1, 5014, 6307.3,

A . 7207.5, 7611, 8019, 89i£.2, 9009.5, 9536, 89936, 10060,

18626.7, end 19035.10 of tl.e Business and Professions Code,

Article 1 (commencing with Section 1887) of Chapter 3 of

Title 2 of Part 4 of, and Scetions 1892, 1893, and 1894 of

“‘the Code of Civil Procedure, Sections 113, 13367, 23607,

: 24156, 26008 and 31008 of ihe X ducation Code, Sections 103,

i 732, 1326, end 14107 of the IMsh and Game Code, Sections

‘ 1227, 8013, 8340.8, 8440.8, 23913, 15187, 20137, and 65020.10

B : . 1 © of the Government Code, Seclions 1153.2, 1262, 1356, 1711,

‘ S - . and 3805 of the Herbois and Navigation Code, Sections

Ve e - 1103.2, 431.4, 1110.2, 13141.;, 17940, and 18917 of the Health

o ~end Safety Code, Scetions 71.2, 137, 147, end 3092 of the

Labor Code, Scctions 533, 138, 656, 4567, 9065.2, and 9072

of the Fudblic Resources Cede, Section 21209 of the Public

. Utilities Code, Sections 265 and 3009 of the Vehicle Code,

o Seetions 153008 and 20034 f the Watcr Code, and Chapter
842 of the Statules of 1939, relaling to public records.

N a LEGISLATIVE COUNSEL'S DIGEST
AB 1387, as introduced, Bagley (Jud.). Public records.
Adds, amends, and repeals various se s, various codes. :
Defines public records and requires public records to be open to in-
. spection during office hours and allows any citizen to aequire a copy
of a public record at a reasonable cost. P
Vote—DMajority; Appropriation—Nc; Fiscal Committee— Yes.

2938—0614 Reprinted 4-29-63 500
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AB 1381 2

The people of the Siatc of Califorzia do enact as follozés:

$ 1 Seerion 1. Section 1298 of the Agricoltural Code is re-
2 pealed. : ?
;8 2 shall be epen fo in-
4 ’ : offiee Lovays: ;
o Skc. 3. %eL tion ‘)O’ 3 of tm A,gL Ld“l‘ldl Codo 1s repealed.
6 20453 2L yeeords of {ne baord shall be open to inspeetion ,
. 7 L.- the puble during veswlar effice houps: ’ A
8 See. 4. Seetion 2129 of the Business and Professions Code
9 isrepealed.
Y. - 10 2122 Exeept os othoryaize pmuﬂecc by law; all records of
11 the ueas& suall be epen to inspe u,o\} by e’ public during
. 12 regulur offiee hours:
13 Sre. 5. Seetion 2713.5 of the L’usincss‘ and Professions : ¢
14 Coch 15 repealed. ' . t
. 15 B =% 1]— focrwe” of the board shall be open to iaspee-
16 "3' Dhlia ax 3 i"a—t’-:;c;r 61(—”‘.‘3 }lu\(ib; O}x‘,epc &S $
17 52 previd: i
18 Section 5 of the Business and Professions ob
19 COfk is xepon]m : ,
' 20 : qu £ es o herwise provided by laws all records L
21 of the beavd shall be oyen to in nspeetion by the publie dasing
=ty : : : 22 ‘regular effiee J‘G-’-l 5:
23 See. T ection 8020 of the Business and Professions Code R
24 s dwnded iowc ad :
25 3020. The board sh:ll ceep an ace ‘urate inventory of all ' -
26 property of the board wnd of the state in the possession of
27 the board « nd it shall chtain a receipt therefor from its sue- N Gl
28 cessor. M the records ef the beard chall be puble a‘r‘.cl shall be :
29 kept in the offce of the leaxd:
30 Sec. 8. Scetion 4013 of the Business and Professions Code :
.. 81 isrepealed. “ 3
T 32 4013:  Xxeept as etherwise provided by law; all records of '
) 33 the boavd shall be epair to inspection by the public during §
: ’ 34 e law office 143‘\11‘"‘ ‘
85 - 9. Section 4809.1 of the Business and Professions Code :

as ef xexwise provided by la“'— al%
38 ef %1 e Lﬂl 1 shiall be op i to inspeetion by the
39 regwlar effce hours:

40 See. 10. Section 501¢ of the Business and Professions Code . .
: 41 isrepealed. ' ‘
* o 49 aoﬂm—. A reeords of the beazd shell ba e'aerr to i—lspee ion -

W
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3 by the publie durine rorular offce hour 5; exeept as etherwise
A P
. 44 previc »efl lm:’x

45 Ste Section 6307.5 of the Business and mecs%ons

46 (oaexawn .od
47 63075 Al veopwé

48  Hom b the i?rc: Hlie daving
49" Sre. 12. Seetion 701
50  is amended to read:
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e E AN 1 7017. The board, in addition to the usual periodie reports,
4 j 2 shall within 30 dms prior to the meeting of the gencral ses- .
! 8 sion of the Legislature submit to the Governor a full and ;
g 4 true report of its trmln.ction\i during the P"t'(,CdilD‘ bienniwm ‘. :
{ 5 including a complete statement of thl, receipts and C\p"mu-
| 6 tures of the board dmmg the period. s ‘
! - 7 - A copy of the 101)01“. shall be filed with the Sceretary of ' !
i £ 8 State. :
N, 9 Al reeords shall be publie records: : ‘b
P, 10 Src. 13, Scetion 7207.5 o the Business and Professions
! -11  Code is l'epca]ed . ’ ';
LI S 12 72075 A vecords of -‘(110 baard sholl be epen o inspee- o
; T 13 der by the 1‘m)—:e dvping rezt lay ei»z’lk > hours; exeept as othex C
‘ 14 wise provided by lavs ' . . : P
R ' 15 Sre. 14 .Scdion 7611 of t1.e Business and Professions Code i
DR R 16 isrepealed. : 7 !
! 17 7611 Jixeept as otherwise provided by low; all reeords ef . ,
? 18 the beard shell be open to impeetion by the pubkie during b
; 19 i'C*’“ﬁ"i‘i—' effies hours: . P
i 20 Sec. 15. Section 8010 of the Business and Professions Code ool
f 21 is 1~epL aled. {
S 29 - 8036: Iixeept as ether !
s ‘ ) 93 the beard shall be epen P S
! B 94. -e-g lar offee hours: :
[ 925 Sec. 16. %cuuon 891
i e 96 Code is repealed.
i 29 891602, I e"‘”)“ a5 ethemv e Provie i -
28 sion shall ‘:;s enen to i
: 29 office I . .
30 Section 900)o o’ the Business and Professions r
31 Codeisrepealed. o
39 0009:5: Tiveept ey etherwise }*‘O’r’i"-"‘g by lawwy; all veeords ;
33 of the board shall be epen to inspeetion by the pu blie dwring ‘ .
; B 34 1*3‘;&?-&} effee hours: : Lo
i .35 Suc. 18, Scetion 9536 of tl'e Business md Professions Code ‘ ;
§ A 36 Isrepealed. - {
37 97,2& I—Jnﬂef/ e Provie -
. 3g the beard shall be epen to iispeett _ '
A g9 regwlay €rf'.%”ll€f”‘ P :
v g ! .40 Skc. 19. Section 9936 of t! e Business and Professions Code : :
- 41 Code is repealed. "
E O 42 9936. Iixeept as ethewwwise provs ﬁ~e£’r by law; ell reeords of
. g 43 the beard slxal} be open to iispection by the publie dusing ;
44 regulaw offiee hewrs: i
45 SI:AC. 20. Section 10060 of the Business and Professions’ : ;
45 Code is repealed. :
47 10069: Al recovds of the commission shall be open te in-
48 epecton by the publie : regular effice heuws; except as !
. o 49 ethesvvise provided bor dawes '
(o _B0-  Sec. 21. Scction 18626.7 of the Business und Professions
S 51 Code is repealed. '
1
s
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. 18626-7- ‘T}:.: law all reeords

of the eguumiss
6&’&(’:‘H‘La' :—E“Q'I" oiban b onYH
Sre. 22, Section 19035.10 of the Business and Professions
Code is l'q)wlt .
1903510 Yxeept s e\,fef»"*sc i)'O‘s‘i ded by lavs; all reeords
#d shall ba open fce ingpeetion by the Hr}‘e duriaz
resutor office hours: -
Src' 23.  Scction 19432 of the Business and Professiors
i ) 10 Code is amended to read: :
. ‘ .- 1% 19432, The secretery shall keep a full and true record of
12 all pro\,ccd)\w» of th buald preserve at the board’s generel
3 office all books, docurients, and papers of the board, prepar:

eeton by { e publie

D00~ U €O N

. _ 14 for-service such notic:s and other papers as may be required :
15 of him by the board, and perform such mher duties as ths ;
16 hoard may prescribe. /
: . , 17 . A reeseds of the leand shall be open to inspes tion by +ho - ;
18 publia dnlrrhg Feg laz yf8ee ? Sasaaih ; }
19 Sec. 24, Article 1 (commencing with Sm,uon 1887 ) o’ !
20 Chapter 8 of Title 2 ¢f Part 4 of ‘mc Cede of Civil Procedure {
21 isrepealed. B .
23 See. 25, Section 1392 of the Code of Civil Procedure i« ‘

i . € % 23 ey -.117—;,.'

("}Lweﬂ: has o #ight fo inspees and {4
93 . of this Stete; exeept as r4
e 206 STaryas ]O"y‘ stedutes )
97 Section 13923 of the Code of Civil Procedure is
} 28 ; £
29 bk effcer having the eustedy of & public :
. 30 4 21 has o vighd to ingp et; is bownd 4c ¥
81 &ive himg el v eertified eeps of it; on pasunont of the '
. 39 lemal fec: i ‘i‘uhe efiecr having eustods of pabhie “4
9. . 33 wwritings ef a past e e rpe fails to find o de mended i é%ivg

search; he shall furnish: wpen de
and affix his 8 ionatuve thorete i

’ 36 rrient of a fee therefor in Ul
PR o a $link = 11 Lha-x ba ELTPN é

37 € ot IFethG fad¥e Deen e
i H—iﬁeit‘uiaa of & nenphoete; —l»aiflm

S ' ) gq €opF ef %Z}e €onnt uleel 3

E 40 Sec. 27, Section 1¢9 1 of the Code of Civil Procedure is
_ 41 Tepe akd. : _ :

49 ore ivided inte fous elasses: v il :
. - 483 ¥ )
| a4 .
i 45 s AL I ba ol Bt aoadiiea
: e 46 - t in this Sta i of private wmritings:
. a7 . 3 of the Edueation Code is 1epea ed ' e
48 -]—l-f?r. All records of the beard shall be epen to inspecten
49 by 4 pumr duving reswlar offiee hours; exespt as etherwise .
50 })F\H'idc by Laws B ‘ ' ) T
-51 Sre. 29. Section 13367 of the Education Code is - repealed. -~
59 13867 Xl reeords ef the board shall be epen {o inspection:
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and CGame Code is re-

Lo y ?G pealed.

~. . 27 S')Q
’ 98 b¥ t‘:;-e )

29 Sr v Code is re-

31 "LI107, AN records of the eom shell b open to in-

39 spegtien by ; ! .
3 ﬂ 23 See. 88, Section 1227 of the (wowmnmont Code is npm]ef 7
< § e 33T e sablio zeeords and other mattesy in the offce of §
g 95 ame eflicer; € se mar‘lex a=e af all iimes
g 35 1 e £ i £ 4
; . : gp  duning efice ef eitizen of tha
1

37 stoles
- 88 . Sec. 89. Chapler 3. (commeneing with Seetion 6250) is
s : 39 added to Division 7 of Title 1 of the Government Code, to
, ; ; 40 read: :

~
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- 41 CuAPTER 3.5. NSPECTION OF PUBLIC RECORDS'
. A 42
K 43 6250. In enacting this chapter, the Legislature, mindful of ¢
Be 44 the right of individuals to privacy, finds and declares that %’
{ *1‘ 45 access to informe tion eoneerning the con cjmet of lAe people’s i
Y 46 business is a mn;nnrmt al and necessary right of every citizen i

47 of this state.
48 G"Sl lllli chz‘

n

¢ shall be known and may be cited
h Ricords Act.
‘his chapter:
7’7 -neans every stat e offiee, officer, depart-

-
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. 1 ment, division, buveau, board, and conriission or other staie B
2 agency. ’ = :
3 (b) “Tocal ageney” includes a ceunty, city, whether gen-
4 eral law or char m:;:l, city anc county; sc’xool d?%zrict; mu-
5 nicipal corporat ion; distriet; pohtua] subdivision; or any )
’ 6 board, commission or agency thereof; or other local public ‘
7 agency. i
- Py O (e) “Person’ includes any natural person, corporation, N :
/ ¢ partnership, firm, or association. R L |
¢ 10 (d) “Publie yeeords”’ i1 wludes all pa pers, maps, magnetic {
g 11 ' paper tm)cs, p;;oin rap hic films and prm , magnetic or
~ , ; - 12 punc hed cards, discs, drams, and other documents prepared, '
; 13 owned, used, or retained by eny state or local agency regard-
: %4 14 less of pt lyb,cul_ form or eharacte isties ;
15 6253. Public records ave open to inspection at -all times \ i
16 during the office hours of the state or local agency and every - {
. . : 17 citizen has a right {to inspect any public rceord, except as :
18 hereaflter ];ww’)" Tvery agmey may adopt regulations
. 19 stating the preeedures to be foll ywed when making its records i
, 20 available in accordance with this seetion. !
' 21 6254, Notbing in this chapte > shall be construed to require !
29  disclosure of records that arve: t
23 (a) Public records 1“"cumv e to pending litigation to e
e 24 which the public azencey is a ]Jrly, provided however, this
25 chaptur shall not be construed to limit or otherwise avert -
, 26 the rights of litigants under the Inws of discovery; el
{ o7 (b) Personnel, medical, oy s milar file th disclosure of
. 98 which would coh.)kuute a clea lv un\'.arnumd invasion of
i 99 pevrsonal privacy; ) , e
LI 30 (e) Trade secrets; .
81 (d) Geological and geop]y sical data cbtained in confidence :
P 99 from any person;or . :
: : 33 (¢) Reeords exe ]‘Jp;id under prm isions of federal or state -4
Lot R 34 law. ) S . ‘
: 3 35 6255. An agency may deny aceessto: . 5 T :
’ _ 2 36 (2) Records of complaints i' or investigations conducted !
. g7 by, or records of intellizence it formation or seccurvity proce- :
gg dures of, any ~.“lﬁ or local police agency, or any investiga- i
ag tory files compiled for any other correctional law enforcement :
N _ 40 O heons‘u; purposes; o o »
) 41 (b) Test questions, scoring ‘teys, and other examination N :
i ; 49 data vsed to administer Lc: NS n.g examination, examination ) !
d o 43 Tor employment, or acuac bmxc exa;nination; ‘ A R '
"Tat 44 (e) The contents of real estae a.pp1znsr:l.s.n.mde for or by ‘ i
A 45 the state or local ageney relative to the acquisition of property 7
; o 4¢ for public use, until such time as the property has b.cen ac- .
' . 47 quired, provided, wowever, _the law of cminent domain shall » »
48 not be affected by this provision; ond - ;
49 () ],ihml"y and mussum nu‘.‘-’.erinl‘s made or acquired and =
50 Dpresented solely for reference or exhibition purposes. /}
51 Nothing in this seetion is to be construed as ‘preventing 3
: 59 any agency from opening its records concerning the adminis-
. ' {
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tration of the agency to public inspection, unless such action
would conflict with spe :ifie exceptions p) ovided in this ehay
ter.

6256. Any person nay receive a copy of any identifiable
public record or shall b2 provided \"Hh a copy of all informa-
tion contained ﬂ}ulﬂn Crun‘puw‘ ata shall be provided m 2
form determined by the ageney.

6257. A regue st for a copy of an identifiable public record
or nuormnﬁon produced therefrom shall be accompanied by
payment of a reasonable fee established by the state or local
agency, or the prescribed statutory fee, \"hnrb applicable.

6258. Any person nay institute proceedings in 'my court
of competent jurisdicticn to enforee his right to m\pnu or to
receive a copy of any >ublic record wnder this cva}nel The
times for responsive pleadings and for hearings in such pro-
cecdings shall be set by the ,]1‘(%“ of the court with the ob,,ect
of securing a decision s to such matters at the earliest possi-
ble time,

6259, Tn any action commenced pursuant to Scetion 6258,
the ageney shall demontrate the record in question is exempt
under express provisions of this chapter or that on the facts
of the particular case t! e publie interest served by not making
the record public clear’y outweighs the public interest served
by disclesure of the reccrd.

Stc. 10 Section 803 of the

8043+

1
1

oV ernment Code is repea d
ien ehall be open o i

,,._- e‘fxnc- Lq LT
the Co 1'1111nllt Code is re-

2o

re-

3 .
All rece: in-
s

spaction by the pablie €
Sig. 43, Sectien It

ifee honits:

: .-.:e 11.;3}} I ‘ﬁogx laz effee kewvs:

Suc. 44, Section 15 187 of the Government Code is rnpenlcd

15487 »ecij—ds of %I—L lae :d shall be epen to inspeetion
by the pu ceplar office howes:

Sec. 45, Section ‘1:) O of tlve GO‘\ ernment Code is amended
to read: :

15400.. (a) There is in the state government the State Allo-
cation T‘)onrfl consistit.o of the Director of Iinance, the Di-
rector of G”h-l"l ch\lw*, and the Superintendent of Public
Ipstruction. Two Bewbers of the S“n te appointed by the
Senate Committee on Fules, and two Members of the 2\ %s“mblj
appointed by the Speaker, shall meet and, except as otherwisc

of the ‘»3”4"1 shatl be eper to é-:asp?e-

. provided by the Cous fitution, advise with the board to the

the Govcm.nent Code is 1e-
pealad. ‘ . A

[ SN
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g ¢S 1" extent that such advisory participation is not incompatible
2 ‘with their respective pozitions as Membors of the Legislatuye.
. 3 (0) The membeis of the board and the Members of the Leg-
4 islature mecting with the board shall receive no compensation
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Subjects Assembly Bill No. 1381

I have quickly looked over Assembly Bill 1381 which
you forwarded to me by memorandum of May 9, 1968 and in which
you requested my views as to whether this bill has any significance
regarding our inquiry into "privacy.'" This is not an "in depth"
analysis, but I want to get a few thoughts on paper to you, which,
of course, arc my own personal thoughts.

I believe this bill is highly significant as to our

concern with privacy.

1. This bill, by repealing section 1227 of ‘the
Government Code (§ 38) and sections 1892, 1893 and 1894-of the
Code of Civil Procedure (§§ 25-27), and by adding section 6252{d)
of the Governnent Code defining '"Public Records'" (§ 39) appearec
to expand trenendously the definition of 'public records in
California." Under the present law, there are "public writings"
(or "public records," really) and 'other matters’ in-.the custocy
of public agencies. Under our present law, as I understand it,
"other matters" do not include everything that are not
"public writings," but are restricted to records in which
the whole sta:e (the public) might have a legitimate interest
and have to b determined on a case by case basis. Under
section 6252(1) as added by this bill, everything retained by
a public agency appears to be a 'public record.” Thus, this
bill seems to contemplate a much greater exposure of the public
business than presently permitted (with, of course, the enumerated
exceptions, and those contained in the Evidence Code relating to
"governmental privilege.'). '

1

2. Despite the greater "exposure' of the public
business appaently contemplated by this bill, this bill, in
my opinion, has the interesting twist of containing the first
direct general statutory recognition of the individual's right
of privacy. (See, e.g., Gov. Code §§ 6250, 6254(b) as added by




Stephen F. Gibbens, Chief Tiaa May 14, 1968 -

this bill.) My feeling is that materiel which under existing law
is considered confidéntial and privileged in the hands of public
officers is generally so considered primarily for the benefit

of the government, with the individual being the 'accidental
beneficiary' of the confidentiality prcvisions. This bill
appears, for the first time, to generally recognize the
individual's direct right to privacy in government documents

in his own right. '

3. In conjunction with the recognition of the
individual's right of privacy in this bill, certain problems
occur to me regarding the wording of the bill itself. Section
6254 appears to be an enumeration of metters which should
mandatorily be kept confidential. For example, subdivision (e)
obviously intends to incorporate all the special provisions
of law relating to non-disclosure as sect forth in the compilations
we have supplied you. Yet, the introductory language of the
section "Nothing in this chapter shall be construed to require
disclosure of records that are . . . .'" certainly does not
state that such records cannot be disclosed. ‘As to the s ecial
confidentiality provisions contemplated by subdivision (eg,
it could at least be argued that such special provisions are
still mandatory. But what about subdivision (b) as to matters
not covered by a special provision, and whose disclosure would
constilite an invasion of personal privacy? In_short, whether
section 6254 is mandatory or discretionary &s to non-disclosure
is of vital significance, . The same general problem inheres " 7
$isEetion 6255 of the Government Code as added by this bill.

It speaks in terms of an agency "may" deny access to certain
matters. Yet it appears that at least some of these should be
mandatorily ccnfidential -- e.g. -- records of complaints and
investigations -~ at least in many ins -ances.

4. Assuming sections 6254 aad 6255 are mandatory
regarding non-disclosure, in many instances a great burden
will be placed upon public officers in determining such matters
as, e.g., what records, if disclosed 'sould constitute a
clearly unwarranted invasion of personal privacy'? Must a
public officer make such decision at his own peril? Or “does
he have some discretion in making such determination?

. 5. If you will recall from the discussion in the
compilations we supplied you, it was pointed out that there
are individuai differences -in many stétutes from agency to
agency regarding the right to inspect public records OE the .,
agency. I refer specifically to those which make all records”
open to public inspection 'except as ctherwise provided by law
vis-a-vis those which have no such qualification. §See, €.8.,
§§ I and 4 of the bill.) At least as to some agencies where
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there is now an apparent requirement of complete disclosure,

such agencies are on the spot since they have sensitive, personal
data on individuals, and also information secured from third
parties which they should legitimately raintain in confidence.
This bill apparently would remove such dilemma as to such
agencies, and put them at least on a par with all other public
agencies. :

6. I note that the definition of public records in
this bill included computer materials such as magnetic tapes,
punched cards, =2tc. (The "etc.'' being cuphemistic for my own
lack of knowledge as to the tools of your trade.) (See Gov.
Code § 6252(d) as added by this bill. T note also the addition
of section 6256 and its requirement that: "computer data shall
be provided in a form determined by the agency.' Thus, under
this bill, it is clear that a Mpublic record' meed not be in
writing -~ and access to and control over computerized data
as well as the basic documents is required.

Tn stort, this bill is, in my personal opinion,
very relevant to our concern Over Mprivacy.” Lt appears to
be an attempt &t a complete new framewo -k within which to work
‘ in California regarding disclosure and on-disclosure of public
{ records. Whether such new "framework! would bring about a
reat many substantive changes would rejuire a greater analysis

tin depth.'" However, on the surface tha bill's recognition = —.—
of both an ifdividual's tight of privacy a5 2 direct right J
%uﬂ?thé'billls-recogﬁitioh'of“cOmputeriied'détawas”pﬁblicﬂ ol
tecords' appears to me to be of substantive significance. : N
Tdnderstand from talking to Charles Barrett that hearings

on this bill will be held this week. If this bill, or a sl
similar bill is passed, there is no doubt in my mind that it
is of concern zo your subcommittee, if only as the base of
planning -- siaice it purports to be an attempt at a new
approach to puoslic records in Californja -- and will, of
course, if passed, be the general law guiding public bodies

as to public records in conjunction with the other specific
laws found throughout our codes.

I hope the foregoing is not too disjointed as to be
unintelligible. As I said, it's a quick look at the bill.

&

CLAYTON

CPR:ch

o cc: Charles A. Barrett
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ADCTRACT

The computer privacy problem is stated in terms of existing systems
and current proposals. A review of suggested legal and administrative
safepuards is given. The bulk of the paper diccucses the current technology,
its limitations, and some additional safeguards which have been proposed
but not implemented. Finally, a few promising computer science research
problems in the Tield are outlined. A partially annotated bibliography

of" literature in the ficld is given.




CONTENTS

I. Introduction
II. The Privacy Problem
IIT. Iegal and Administrative Safeguards
TV. fechnical Methods Proposed to Mhie
A. Access Control in Conventional Time-Sharing Systems

1. Methods Necessary for a Prope:"ly Operating Time-Sharing System
2. Methods Which Enhance Data Privacy
3. Limitations of These Methods

B. Some Proposed Safeguards to the Privacy of Information in Files

1. Access Management
2. Privacy Trancformations
Yo Threat Monitoring,
4, Processing Restrictions

V. Promising Research Problems
1. ILocaiion in File Structure of Access Control Mechanism
2 Deperdency of Access Control Efficiency of File Structure

3. Costs of Various Proposed Methods

VI. Summary

VII. A Partially Annotated Bibliography




I. Introduction

This paper deals with the problem of privacy in large, computerized
data banks. Section II states the problem in terms of existing systems
and current proposals. A review of suggested legal and administrative
safeguards is given in Section ITII. The major section, Section IV, is
given over to a discussion of the current technology, its limitations, ard
some additionzl safeguards which have been Hroposed but not iﬁplemented.
Finally, a few promising computer science research problems in the field

are outlined in Section V.




IT. The Privacy Problem

In the last several years, computer systems used as public utilities
have moved from dream to reality. There are now a large number of multi-
terminal, on-line, time-sharing systems in both commercial and academic
environments.l’2’37h’5 Many people fully expect a public "data bank grid"
to come into existence in the very near future; they point out that "it is
as inevitable as the rail, telephone, telegraph, and electrical power grids
that have preceded it, and for the same reasons. It is much less expensive

and more efficient to share information than 10 reproduce it."§

Unfortunately, current information networks do not have adequate safe-
guards for protection of sensitive informatior. However, since the benefits
derivable from computerization of large data tanks are so great, pressure ia
some circles!»89,10 is building up to "compuierize now!".. Computerization
offers benefits in both economy and performance over many current systems.

Social scieatists and statisticians, for example, have suggested the
creation and maiitenance of a National Data Bsnk.? Its use would remedy
many defects of :urrent files and procedures which result in information
unresponsive to “he needs of vital policy decisions. Some of these defects,

as pointed out b/ Dunn, are:

"l) Important historical records are sometimes lost because of
the absence of a consistent policy and procedure for establishing
and ma intaining archives.

2) The absence of appropriate standards and procedures for file
maintenance and documentation lead to low quality files that
contain many technical limitations in statistical usage.

3) Many useful records are produced as 2 by-product of administrative
or regulatory procedures by agencies that are not equipped to
perforn a general purpose statistical service function.



4) No adequate reference exists that would allow users to determine
easily whether or nct records have the characteristics of
quality and compatibility that are appropriate to their analytical
requirements.

5) Procedures for collecting, coding and tabulating data that were
appropriate when developed now leafl to some incompatibilities
in record association and usage required by current policy
problems and made possible by compiter techniques.

6) There are serious gaps in existing data records that stand in
the way of bringing together records of greatest relevance
for today's problems.

7) The reed to by-pass problems of re:zord incompatibility in
developing statistics appropriate for policy analysis, places
severe strains upon regulations restricting the disclosure of
information about individuals. Technical possibilities for
using the computer to satisfy thesz statistical requirements
withcut in any way violating persoial privacy have not generally
been developed and made available oy the agencies, "1l

To take acvantage of the economies and capabilities of the computer,
governmental agencies and private organizations such as credit bureaus are
making use of computerized personal doésier systems. The New York State
Tdentification and Intelligence System (NYSIIS) provides rapid access to
criminal histories, stolen property files, iatelligence information, etc.,
for use by "quslified agencies”.l2 Santa Clara (California) County's LOG.C
system include:r. a person's name, alias, soc’al ‘securlty number, address,
birth record, ¢river and vehiele datn, and other data if the person has been
involved with the welfare or health departments, the district attorney,
a@ult or juvenile probation, sheriff, court, etc.10 Other municipalities
have created similar systems. ‘

These lar;:e data banks will make it eacy for the citizen in a new
environment to establish who he is and, thexeby, to acquire quickly those
convenienees which follow Trom a rcliable credit rating and on acceptable
social character. AL the same time, commercial or governmental interests
will know much more about the person they are dealing with. We can expec’
a great deal of information about the social, personal, and economic
characteristics to be supplied voluntarily --often eagerly-- in order to
acquire the beiefits of the economy and the government.l3

On the otier hand, systems designed with insufficient4consideration

given to access control could be illicitly search for derogatory information.




Systems with insufficient input checking might be given false and slanderous
data about a person which, when printed out on computer output sheets as

the result of an inquiry, looks quite "official" and hence is taken as true.
"On the horizon in technology is a laser scanning process that would enable
a twenty-page dossier to be compiled on each of the United States' 200 \
million citizens.” Such information could be stored on a single plastic tape
reel. Under sucl conditions it might be cheapcer to retain data than to
disecard it.l)+ Clearly, we must decide what information to keep and when to
keep it. As Paul Paran points outls, we face a halance problem. How do we
ohtain the greatest benelit Trom computerized data banks with the least

danger?




IJITI. Iegal and Administrative Safeguards

The problem of controlling access to computerized files -~how to safe-
guard the proczsses of inputting to and retrieving from computerized data
banks-- has recently gained more and more attention from concerned citizens.
We will examine some of this new interest in this section, deferring mention

of the technical solutions to Section IV.

Bauer has given a brief but sound discussion of policy decisions
facing the designers of a computerized data bank, and has pointed out that
we now have the "special but fleeting opporiunity ... to explore the issu=
of privacy with objectivity and in some leiisure. ... the public's fears of
dossier-type police information systems have been thoroughly aroused; left
unchecked they may become so strong as to in fact prevent the creation of
any publicly supported information systems. The reactions to proposals for a
Federal data center are a case in point. Were such blanket prohibitions
to be imposed the development of socially useful information sharing would be
enormously impeded. TFurthermore, without piblic trust, information systems
could well be Ted so much false, misleading or incomplete information as to
make them useless. Thus it becomes imperdtive not only to devise proper
gafeguords to data privacy, but also to convince the public and agencies
which might contribute to a system that these safeguards are indeed being
planned, and that they will work. "6

Fortunately, the federal governmént is aware of the computer privac)
problem and his quite effectively shot down proposals which did not adequately
consider the ¢ffect of a centralized data bank on privacy.17’18 Most of +he
states, however, lag seriously in awareness of contemporary data process ng
capabilities und techniques. gome of the more highly computerized areas are,
however, trying to approach the idea of regional data banks in a rational.
manner. At least one state (California) has an intergovernmental board on

automatic data processing which has solicited and received comments on

confidentiality and the invasion of privacy from concerned members of th:




technical community.

As Senator Sam J. Ervin, Jr. has pointed out,l9 the threat to privacy
comes from men, not machines; it comes fram the motives of political executives,
the ingenuity of managers, and the carelessness of technicians. Too often,
he says, an organization may seize upon a device or technique with the best
intentions in the world of achieving some laundible goal, but in the process
may deny the dignity of the individual, the sense of fair play, or the rignat
of the citizen in a free society to privacy of his thoughts and activities.

"The computér industry, the data processing experts, the programmers,
the executives-all need to set their collective minds to work to deal with
the impact of their electronic systems on the rights and dignity of indivi@uals.

"™hile there is still time to cope with the problems, they must give
thought to the contents of professional ethial codes for the computer industry
and Tor those who arrange and operate the coamputer's processes.

"I gelf-regulation and self-restraint are not exercised by all concerned
with automatic data processing, public concern will soon reach the stage
where strict legiclative controls will be enicted, government appropriaticns
for research ard development will be .denied. And the computer will become
the villain of our society. Tt is potentially one of the greatest resources
of our civilizetion, and the tragedy of slowing its development is un-
thinkable."-? |

Though Senator Ervin gave that speech cn 1 May 1967, so far only
Chariman Watsc1 of IBM, of all the computer manufacturers, has commented
publicly on the subject.go The Washington, D.C. chapter of the Association
for Computing /fschinery (ACM) has gone on record as opposing the creation
of a national lata bank until the proposers can show that "such a system
is still econonically attractive under the "egal and technical constraints
necessary to protect individual 1liberties in the American soc:ie’cy".el (Tt
has been allegad, however, that this vote roflects the views of a minority
of that chapter's members and cannot necessarily be taken to represent thz
view of the chapter.)

We often forget that no "right to privicy", similar to the "freedom
of épeech” or the "right to vote", exists i1 the Constitution. Thus, the

amount of privacy an individual is entitled to and when that privacy is




violated varies according to the whim of a particular court or legislative
body.19,22,23 Prosser, of the University of California School of Iaw at
Berkeley, has compiled an excellent review of this subject.gh

Recently, significant efforts have been made to create a more satisfactory
situation. In 1966, John McCarthy suggested a "computer bill of rights".

Some of the rights he proposed were these:

"No organization, governmental or private, is allowed to maintain
files that cover large numbers of people outside of the general system.

"The rules governing access to the Tiles are definite and well
publicized, and the programs that will enforce these rules are open to
any interested party, including, for example, the American Civil Liberties
Union.

"An individual has the right to read his own file, to challenge certain
kinds of entries in his file and to impose certain restrictions on access
to his file. e

/
/

/
"Every tim: someone consults an individial's file this evgpt is re-
corded, together with the authorization for the access. -

"If an organization or an individual oblains access to certain infor-
mation in a fils by deceit, this is a crime e¢nd a civil wrong. Thi injurel
individual may sue for invasion of privacy ard be awarded damages. 25

<
’
s

Additional suggzctions have been made concerring legislative/methods of
safeguarding privacy. In 1967, the United Slates government proposed a
Rights to Privacy Act banning wiretapping an! electronic eavsdropping. (In
1968, however, the pendulum swung the other way and the Senate passed a
"safe streets" and crime-control bill which granted broad autpprity for
wiretapping and eavesdropping, even without ¢ court order for a limited
period of time.)

Even if a ctatute controlling access to sensitive information in files
of the federal government were passed, the computer privacy problem will still
be a long way irom solved. A threat which is possibly even more serious
is the misuse cf data in the files of private organizations or in the files
of state or local governments. Medical records in the files qf hospitals,
schéols, and industrial organizations contain privileged information.

When these records are kept in a computerized system, there must be control

1




over access to them. Some disconcerting examples of what has has happened
when controls are Jax arc mentioned in a paper by Barun'S.

The California Assembly has before it currently (June 1968) a bill
(AB 1381 - 1968 Regular Session) which if passed would (1) recognize an
individual's right of privacy, and (2) recognize computerized data in state
" files as "public rccords'. This bill, if passed, would be a landmark in
the Tight to establish a "right to privacy" &nd would seem to guarantee thz
right of an individual to read his own file.

The licensing or "professionalization” of (at least some) computer
scientists, prcgrammers, and operators seems to be the most frequent
suggestion in the papers on computer privacy which are not written solely ‘
for computer scientists. In addition to Irvin (see above), advocates of this
measure include Michae126, Brictsonlh, and aney6. Parker has been the
main supporter of the ACM guidelines for Pro’essional Conduct in Information
Procossing27, but Brictsoon makes the bhest ariument the author has seen for
these to datel!, With such current and potential outside interest in pro-
fessional conduct of computer people, there has been very little published
discussion abovt these matters. 1In view of 3enator Ervin's unsettling pre-

dictions above, perhaps the computer community should give these problems

more attention than it has to date.

This concludes the discussion of legal and administrative safeguards
for the protection of sensitive information. We can now turn our attention

to the technicsl solutions that have bheen proposed.




IV. Technical Methods Propsed to Date

A.. Access Control in Conventional Time-Sharirg Systems

Various technical methods for controlling access to the contents of
computer memories have been suggested. In this discussion, these methods
will be broken up into two categories -- those which are necessary for proper

operation of a time-sharing system, and those which enhance the privacy of

data in a chared system.

1. Methods Necessary for a Properly Operating Time-Sharing System

First let us consider the controls required in any time-sharing system.

A means must be provided to lock out each use: from the program and data of all
other (unauthorized) users. In addition, a user must not be allowed to
interfere with the time-sharing monitor by imbroper use of input/output
commands, halt commands, etc. The latter capnbility is generally obtained

by denying to tke user of certain "privileged ' instructions, which may be
executed only be "privileged" programs such as the operating system.

The former is generally provided by memory protection schemes such as
relocation and bounds registers?8, segmentation?9,30, paging3l, memory keys
which allow lim‘ted (e.g., read-only) access3?, etc.

These access control methods all protect contiguous portions of (real
or.virtual) computer memory from alteration by an errant program. They do
not, however, provide protection of a user Tile from unauthorized access.
Towards this end, software schemes have augmented the hardware schemes described

ahove.
2. Methods Whish Enhance Data Privacy

With respect to the methods which enhance the privacy of data in a
shared system, Paul Baran observed in 1966 that "It is a very poorly studied
problem ... There is practically nothing o le found in the computer
literature on the subject."33 Since then, avareness has grown, largely as

a result of congressional interest.l7’18 An entire session of the 1967




Spring Joint Computer Conference was devoted to this issue. But only
very recently ras there been developed a working system with more than
password protection at the file level.38

In nearly all systems to date, a user's password will get him into
his file directory and into any file referenced in that directory. The-most
elaborate scheme so far is that of Daley and NeunmmnyF which features direc-
tories nested to any level used in conjunction with passwords. Each directory
has access control information associated with itself. ©So, unless one has
the "key" to each directory which appears on the chain to the desired file,
one csnnot gel at the information in that file. Password schemes permit a
small finite number of specific types of access to files, although Daley and
Neumann3u effectively provide more flexible zontrol via a type which allows
a user-written program to decide whether each requested access to a file is

allowed.
3. Limitatione of These Models

The methoc¢s of Section IV.A.l perform taeir task acceptably -- they
guarantee the system integrity. However, th2 password methods of Section
TV.A.2 fall short of providing adequate softwsare protection for sensitive
files. Password schemes can be compromised oy wiretapping or electromagnetic
pickup, to say nothing of examining a consols typewriter ribbon. Moreover,
in some systems the work factor, or cost, associated with trying different
passwords until. the right one is found is sc small that it is worth it to
the "enemy" to do just that. Centralized systems tend to have relatively
low work Tactors, since breaking a code in a centralized system generally
allows access Lo more information than in a d~centralized sysﬁem. Some
methods used to raise the work factor back to at least the level of a
decentralized system are given later in this paper.

There is #n even more serious problem with password systems. In all
current systems, information is protected at the file level only -~ it has
been tacitly assumed that all data within a file was of the same sensitivity.
The real world does not conform to these assumptions. Information from
various sources is constantly coming into ccmmon data pools, where it can

be used by all persons with access to that pool. The problem of what to
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do when certain information in a file should be available to some but not
811 legal users of tha file is not well-ctudied. At Project MAC for examplel,
it is currently the case that if a user has a file which in part contains
sensitive data, he just cannot merge all his data with that of his colleagues.
He must separate the sensitive data and save that in a separate file; the
cormmon pool of deta does not contain this sensitive and possibly highly
valusble data. Moreover, he and those he permits access to this sensitive
data must, if they also want to make use of the nonsensitive data, create
a distinct merged file, thus duplicating information kept in the system;
if some of this duplicated data must be changed, it must be changed in all
Tiles, instead of only one. Tf there were a method to place data with '
varying degrees of sensitivity into common files and be guaranteed suitable
access control orer each piece of data, all the data could be aggregated and
processed much more easily. Tndeed, many social scientists are in favor of
a National Data 3ank for this very reason.ls3c On the other hand, precisely
because the problem has not been solved. satisfactorily, lawyers36:55, compu.ser
scientists33’37’56 and the general public have become concerned about such 2
system.

In a recent thesis, Hsia038 has suggestec and implemented files which
contain "authority items"; these authority items control access to records
in files. This is the first working system wlich controls access at a lower
level than the file level. The implementation depends on a milti-1ist39
file structure, but the idea of an authority item associated with each user
is independent ¢f the structure of the file. The accessability of a record
depends on whetter the f£ile owner has allowed access to the requestor. This
information is carried in the authority item. Capabilitiesuo (such as read
only, read and irite, write only, ete.) appeac to reside with the file ratler
than with each :'ecord. v

A problem vith lsiao's scheme is the duplication in gggh_authority item
of entries for Hrotected rields of onc file. I there nre J uscrs of the
system and each has K private fields in each of I files, then (J—l)xKxL
entries must be made in each authority item for -user protection. -Since there

are J users, T = Ju(J-1)xKxL entries must be maintained in the authority




items by the system. For the not unlikely case J = 200, K = 3, L = 2,
we calculate T = 238,000, This price in storage and maintenance may well prove

too much to pay in many instances.
1

Some other methods for access control have been proposed. GrahamlL
has suggested a technique involving concentriz "rings" of protection which
may prove a reasonalbe vay to provide flexible but controlled access by a
mimber of different users to shared data and »Hrocedures. Dennis and van HcrnhC
have proposed that higher-level programs grant access privileges to lower-level

1

programs by passing them "capability lists".

Graham's scheme has several disadvantages. It assumes a computer with
hardware paging and/or segmentation; since no large ccmputer systems (of thre
type that would be necessary for a public utility) with these hardware
facilities are s yet serving a large user conmunity in an acceptable manner,
this assumption may be premature, particularly in light of the alternatives
such as extended core storage bulk memorie:*.hg’57 The Graham scheme rules
oul, the nne of one-level memories such ns ascociative memories,Sh Tesser
QOOTiCﬁ,”ﬂ ele. T the data bank has many different dota fields with many
different levels of access, the swap times necessary to access each datum
in its own (two-word or so) segment will rapidly become prohibitive. In
addition, the Graham scheme imposes a hierarchy on all information in the
data base; this brings on quite a few problens in the passing of control
from one procedure to another, as Graham poirts out in his paper.

The scheme of Dennis and van Horn suffers from all the drawbacks of
the Graham scheme except the last. Compensating for this relative simplicity
in the control structure however, a very large number of their meta-instruztions
motl be eveeuled Tor each attempt to aceess ¢ata which is not in a file

open Lo every user.
B. Some Propos:d Safeguards to the Privacy of Information in Files

In this se>tion, we discuss countermeasires that have been proposed
to more adequately incure against unauthorized access to information in
: ) .
files. Petersei and Turn have published an excellent paperm on the threats

to information privacy, and much of the material of this section has been

dravn from that paper.




The most important threats to information privacy are shown in Figure 1.

Accidental

User error
System error

Deliberate, passive

Electromagnetic pick-up
Wiretapping

Deliberate, active

Browsing :

Masquerading as another user

"petween lines" entry while user is inactive but on channel

"pigey back" entry by interception and transmitting an "error"
message to the wer

Core dumping to get residual information

N
.

Figure ».. Some Threats to Informatican Privacy (extracted from [4h))

We can encounter these threats by a number of techniques and procedures.
Petersen and Turn have organized the various countermeasures into several classes:
access managemen;, privacy transformations, threat monitoring, and processitg

restrictions.

1. Access Management

These techniques attempt to prevent unauthorized users from gaining
access to files. MHistorically, passwords have almost been synonymous with
access managemenk. Passwords alone, however, are not enough, as shown in

Seetion IV.A.3 . The real issue in access maragement is authentication of «
I

1

user's identificition. Peters has sﬁggesten using one-time passwords:
1ists of randomly selected passwords would be stored in the computer and
maintained at th: terminal or kept by the use:r. "After signing in, the
user takes the n-2xt work (sic) on the list, t.ansmits it to the processor
and then crosses it off. The processor compares the received password with
the next word in its own list and permits access only when the two agree.
Such password lists could be stored in the te minal on punched paper tape,

generated internally by special circuits, or yrinted on a strip of paper.
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The latter could be kept in a secure housing with only a single password
visible. A special key lozk would be used to advance the lis’r,.")JrLL Anothoer
method based on randem-number generation has been suggested by B:J:('an.h6

A novel idea based on the same principle -- the high work factort6
associated witﬁ breaking encoded messages appearing as pseudo-random or random
number rs’cringsﬁer -- has been suggested by ILes Earnest.h8 He proposes that
the user login and identify himself, whereupon the computer supplies a
pseudo-random number to the user. The user performs some (simple) mental
transformation T on the number and sends the result of that transformation
to the computer. The computer then performs the (presumably) same transformation,
using an algorithm previously stored in (effective) execute-only memory at
file creation time. In this way, while the user has performed T on x to
vield y = T(x), any "enemy" tapping a line, even if the information is seat
in the clear, sees only x and y. Even simpie T's

3

(e.g., T(x) = <i %%ﬁ, digit i of x ’ + (hour of the day)) are well-nigh
impossible to figure out, and the "cost per unit dirt"u9 is, hopefully,
mich too high for the enemy. Petersen and ‘'urn point out that one-time

" entries

passwords are not adequate against more sophisticated '"between lines'

by infiltrators who attach a terminal to the: legitimate user's line. '"Here

the infiltratcr can use his terminnl to enter the system between communications

from the legitimate user."Jm As a solution, they suggest one-time passwords

applied to metssages (as opposed to sessions), implementéd by hardware i the

terminal and jossibly in the central processor. T conjecture that this

solution will be too costly for most applications. T further conjecture that

placing acces: control at the datum level, cather than at the file level, would

eliminate man;- (though not all) problems associated with this type of iniiltration.
Pabcockd mentions a "dial-up and call-back” system for very sensit: ve

files. When ¢ sensitive file is opened by the program of a user who is

connected to the computer via telephone lin> A, a message is sent to the user

asking him to telephone the pascword of that file to the operator on a ‘

different telephone line B. The legal user can alter the password at witl
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by informing the data center.

2. Privacy Transformations

Privacy transformations are reversible ericodings of data used to
conceal information. They are useful for protecting against wiretapping,
electromagnetic radiation from terminals, "piggyback" infiltration (See
Tig. 1), and unnuthorized nccess to data in removable files, Oubstitution (ol
one character string for another), transposition (rearrangement of the
ordering of characters in a message), and addition (algebraically combining
message characters with "key" characters to form encoded messages) are
three major types of privacy transformations, which can be (and are) combinad
to inerease the work factor necessary to break a code. This work factor

depends (among cthers) on the following crite:ria:

" _ Jength of the key Keys require storige space, must be protected,

have tc be communicated to remote lo:ations and entered into the
system, and may even require memorizition. Though generally a
short key length seems desirable, better protection can be obtained

by usirg a key as long as the messag: itself.

" . Size of the key space The number of different privacy transformations

available should be as large as possible to discourage trial-and-
error zpproaches, and to permit assignment of unique keys to large

numbers; of users and changing of keys at frequent intervals.

" . Complexity Affects the cost of implementation of the privacy
syclem by requiring more hardunre o1 procecsing Lime,-but may nloo
improv:: the work factor.

" _ Error sensitivity The effect of trensmission €rrors Or processor

malfunztioning may make decoding impossible.

Other criteria are, of course, the cost of implementation and processing

time requirements which depend, in part, on vhether the communication channel

i nll'—(

or the Tiles of the gystem are involved.

More detailed information on uses of privacy transformations is given
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. . - ) ) - . .
in Petersen and Turn' . A good unclassified discussion of encrypting and

cryptanalycis methods, with particular attention paid to "distributed"
communication networks (many terminals, many message switching centers,
etc.) has been written by Baran.h6 He also tas suggestedug that we should
alwnys moke use of minimal privacy transformstions in the storage and -
tranomicsion off cencitive data.

Privacy transformations can be performec. by appropriate software in
terminals and central processors. When desirable, hardware can be used
instead. One current system, for example, uses basically a transposition
method and is handled with preset plastic scrambler wheels; changes of these

wheels asre accomplished by time coordinationmsl

3. Threat Monitoring

Petersen and Turn give a good description of threat monitoring:
"Phrent montioring concerns detection of attempted or actual penentrations
of the system cr files either to provide a real-time response (e.g., invoking
job cancellaticn, or starting tracing procedzres) or to permit post facto
analysis. Threat monitoring may include recording of all rejected attempts
to enter the system or specific files, use of illegal access procedures,
unusual activily involving a certain file, attempts to write into protected
files, attempts to perform restricted operations such as copying files,
execessively long periods of use, etc. Periodié reports to users on file
activity may reveal possible misuse or tampering, and prompt stepped-up
auditing along with a posscible real-time response."ML
Threat monitoring also will help improve the efficiency of the systen,
by reporting widespread use of particular system facilities. ~These systen
facilities can be "tuned", or, if need be, ihe facilities can be altered
to eliminate bottlenecks., If some security restriction is unduly interfering

with system opzration, threat monitoring should help pinpoint’ the offending

restriction.

i, Processing Restrictions

Tn additcn to normal memory protection features mentioned in Section

16




IV.A.l, some processing restrictions may be desirable. Suggestions have
included the mounting of removable files of drives with disabled circuits
which must be authenticated before accesshn, erasure of core memories after
swapping a program and its data out to an auxiliary storage device, and
built-in hardware codes which peripheral devices would transmit to other
system components when necessary.52

There is a real question as to what price one wishes to pay for how
much privacy.53 In some instances, one might desire a whole processor to
implement the entire file control and privacy system.uu Most users, however,
will probably settle for less privacy at less cost. This has been the
experience so far of Allen-Babcock Corp. =-- they have not implemented their
"dial-up - call-back" privacy technique since none of their customers have
demanded 1it.

Petersen ard Turn have summarized their zountermeasures to threats

against informalion integrity, and the major sart of the table they present

ic reproduced here:
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Figure 2. Summary of Countermeasures to Threat to Information Privacy (extracted {rom [h”])
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V. Promising Research Problems

In this section, we discuss some technical problems which offer
promising avenues for research in the future. We shall raise some relevant

questions, but no answers are suggested in this paper.

1. Ioecation in T'ile Structure of Access Conlrol Mechanism

Tor reasons menlioned in Section IV.A.3, the methods of protection
vhich effectively pnco privileges Trom one prosram to another are Tairly
unsafisfactory. We also saw there that protecting data by asspciating
controls with the data at the file level only is not sufficient. What is
really needed is some means of controlling accz2ss to each individual datum.
Such a means shovld (1) be efficient, and (2) not unduly penalize the user vho
only wants a small part of his file protected. The mechanism may reside
in program, data, indexes into an inverted file, authority itenmﬁg, or
elsevhere. Parker’® claims that this kind of protection can be expensive.
I agree, but I have the feeling that it can also be inexpensive, and see in

this subject a very interesting area for resesrch.
2. Dependency o Access Control Efficiency or File Structure

The structure of a file is not independert of the method used to
control access to it-- they may affect each other very strongly. For
example, one might consider physically separating sensitive data in a
hierarchical fil:2 (C.ﬁ., el treo—structpred fi?e). The more noﬁbitive data zould
be stored in a moemory which was logically at ¢ low level and physically
removed from bigher-level data. This solut:.on would not be feasible in
certain types of associative memories, since he control would require
all data to be at the same level. As another example, the existence of
indexes into a tree-structured file (i.e., using an inverted file) might

strongly alter the operating characteristics of the access control mechanism

by allowing control information to reside in the indexes rather than (say)




with the data itself. Further investigation of this relationship is

warranted.
3. Costs of Various Proposed Methods

Several types of countermeasures have been proposed to insure privécy:
various types of threal monitoring, privacy {ransformations, access management,
etc. Some hardware countermeasures, such as physical keys which record
on a file or protocol the key number have alro been suggested. Unfortunately,
no systems, hardware or software, similated or actual, have been built
which ensble us Lo cvaluate the various costs of processing time, storage
space, etc., of these methods. Why haven't these systems been built? TIs
it just that no one has gotten around to it yet? Is it only that no one
needs a certain countermeasure (yet)? 1Is it that we don't really know how
to implement what we theorize about in the literature? It is true that
the litersture on this is cparse. Even worse, there is almost a complete
sboence of dimplementation of nearly a1l of the proposed techniques.

Consider ;ust one of these techniques, orivacy transformations. Petersen

and Turn discuss the further work that is ne>ded:

"gpeeial ¢ttention must be devoted to establishing the economic
and operational. practicality of privacy transformations: determining
applicable classes of transformations.and establishing their work factors:
designing economical devices for encoding ani decoding; considering the
effects of query language structure on work factors of privacy transformaﬂipn;
and determining; their effects on processing time and storage requirements e

The implenentation of a (real or similated) system using many counte:rr~
measure techniques, in order to evaluate them in practice, would be a very

desirable under~taking.

VI. Summary

Tt is hopzd that this paper may help ircrease awareness of the computer

privacy problen and the need to investigate it further. Paul Baran puts
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it well,

"What a wonderful opportunity awaits the computer engineer to
exercise a new form of social responsibility. The advent of the new
computer-communications technology need not be feared with trepidation as
wve approach 1984, Rather, we have in our power a force which, if properly
tamed, can aid, not hinder, raising our personal right of privacy.

If we fail to exercise this unsought power that we computer engineers
alone hold, the word 'peoplc' may become less a description of individuval
human beings living in an open society and more a mere collective noun.

It may seem a paradox, but an open societvy dictates a right-to-privacy
among its members, and we will have thrust upon us much of the responsibility

)
of preserving this right."*9
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14-15 March 1967, U.3. Government Printing Office.

The.full testimony before the Iong subcommittee on computer privacy.

Ervin, Sam J., "The Computer -- Individual Privacy", Vital Speeches of
the Day, 1 May 1967, p. k2l.

Senator Ervin discusses the impact of the computer on national life
in a speech to the American Management Association. He  thinks the
industry, tc avoid strict legislative con'rols and denial of government
research and development funds, must devise safeguards against improper
data access, illegal tapping, and purloined data in chared systems. He
evidently likes the idea of an industry ethical code.

Watson, T.J., Jr., "Technology and Privacy’, speech given to Commonwealth
Clut of California, Hotel St. Francis, San Francisco, 5 April 1968.

An Address by Thomas J. Watson, Jr., Chairman of the board of IBM,
to the Commcnwealth Club of California. latson discusses in general
what the privacy problem is, advantages and disadvantages of centralized
data banks, possible solutions to the prohlem, and gives suggestions
for legal, ethical, and technological safreguards.

Warburton, P., "A National Data Center and Personal Privacy -- Resoluticn
Proposed”, Computers and Automation, 16, 5, May 1967, p. 8.

A resolution on the National Data Center and Personal Privacy

proposed by the Washington, D.C. chapter of the Association for Comput:ng

Machinery.
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22. Tickson, "The Right of Privacy in the Computer Age", IEEE Computer
Group News, 2, 1(Jan. 1968).

A nontechnical five page paper which defines privacy, examines
some historical court cases dealing with it, and tries to pinpoint
current legislative trends in this area. "...Legislation and court.
decisions can catch up to the state of the art." A good general overview
from a nontechnical standpoint, well-referenced.

23, Westin, A.F., Privacy and Freedom, Atheneuam, New York, 1967.

A comprehensive, well-written book on the relationship of privacy to
freedom, tracing "privacy rights" from 1776 to the present. The
emphasis is, by far, on the present and the future. The book has four
parts: the functions of privacy and surveillance in society, new tools
for invading privacy, American society's struggle for controls (five
case studics), and policy choices for the 1970's. Each part is copiously
documented, and in addition there are fcur bibliographies at the end:
the functions of privacy, the new technclogy, the strugglé for control.s,
and privacys in American law and policy. The section on computer
technology and possibilities for it by 1975 was quite enlightening,
cven Lo o compuler seicnee graduate stucent. This ic a muet book for
those conc:rned with the privacy problen. Westin is, at the time of
this revier, Professor of Public Law anc. Government at Columbia, and
numerous l:gal decisions are cited. It is a seminal work in the field.

o, Prosser, W.lL., "Privacy", California Law Rev., 48, 3(Aug. 1960), p. 385ff.

A revisw of court cases dealing with a "right to privacy". The
review appzars to be comprehensive (to ~his layman at law). The author,
then Dean of the University of Californ:a Law School at Berkeley, con-
tends that four distinct kinds of privacy invasion cases can be
described: (1) intrusion upon seclusion or solitude, or into private
affairs, (2) public disclosure of embariassing private facts, (3)
publicity which places the plaintiff in a false 1light in the public eye,
(4) appropriation, for the defendant's ndvantage, of the plaintiff's
name or likeness. The article is well-rritten and interesting. As a
final fillip, I can not conclude withous praising the author for making
me aware ¢f "a possible nomination for the all-time prize law review
title, in the note ! Crimination of Peeping Toms and Other Men of Visjon',
5 Ark., L. Rev. 388 (1951)."

25, McCarthy, o., "Information", Scientific American, 215, 3(Sept. 1966), p. 64T,

McCarthy, in a very good survey article on computation, proposes a
computer bill of rights which would guarantee privacy in computberized

~data files.
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28.

29.

30.

Berkeley, E.C., "Individual privacy and Central Computerized Files",
Computers and Automation, 15, 10(Oct. 1966), p. T.

Discusses a privacy bill of rights initially suggested by Professor
John McCarthy in his lead article "Information" in Scientific American
of Sept. 1956

Parker, D.B., "Rules of Ethics in Information Processing", Communications
of the Association for Computing Machinery, 11, 3(Mar. 1968),
p. 198ff, -

Control Data 6400/6600 Computer Systems Reference Manual, Control
Data Corp. St. Paul, Minn., 1966.

Corbato, F.J., and Vyssotsky, V.A., "Introduction and Overview of the
Multicy System", Proc. Fall Join® Computer Conference 1965,
p. 185€f,

System/360 Vodel 67 Time-Sharing System Preliminary Technical Summary,
TB). Corporation, White Plains, New York, 1966.

DS 90 Computer Reference Manual, Seientific Data Systems, Santa
Mor ica, California, Aug. 1966.

TBM System/?GO Principles of Operation, I3M Corporation, Poughkeepsie,
Nev York, 1966.

Paran, P., statement in Reference 1k,

{

Mmley, R.C.. and Neumann, P.G., "A General-Purpose File System for
decondary Storage", Proc. Fall Joint Computer Conference, 1965,
pe 213ET%

Contro . is placed on the branches of a tree-structured file
directory. Five modes of control are allowed -- trap, read, execute,
write, and append. Some of the best thinking about a practical, gene ral
solution t> lower-level access control yet. One of the "Multics papers”
Must readiag for data base system desigrers.
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k1,

Bowman, R.T., statement in Reference 1k,

Reich, C.A., statement in Reference 1h.

Squires, B.E., Jr., statement in Reference 1h.

Hsiso, D.K., A File System for a Problem Solving Facility, dissertation
in Ilectrical Inginecring, Univ. of Pennsylvania, 1968.

An importsant new conept is introduced and implemented on the file
system at Penn. This concept, that of the authority item, allows
control within files over data access. Eich field in a file can be
protected from unauthorized access. Data records need not be reprocessed
if a change in a record's protection status or in a user's level of
accessabilityy occurs. The capability to read only, write only, etc.,
goes with a file and not with a record. Protected records are completely
nonexistent as far as the unauthorized uszr is concerned. The system
as currently implemented is dependent on the file structure (multi-lis%s).
However, the idea of authority items is not and is an important new
concept. This thesis should be examined oy those who have the
responsibil ty for access control in thier own file systems, Tt appea:’s
to be the T rst working system with protection below the file level.

"N Glorage Rebrieval System Lor Real-Time Problem Solving', University
of “ennsylvania Moore School Repcrt No. 66-05.

Dennis, J.B., and Van Horn, E.C., "Progranming Semantics for Multi-
pro ramed Computations", Commumnications of the ACM, 9, 3
(Ma ~ch 1966), p. 1U3ff.

A nurbe s of meta-instructions are delined which relate to programming
operations in multiprogrammed systems. These are related to parallel
programming, protection of separate computations, sharing of files
and memcry. The meta-instructions are cumbersomely put into an Algol -
like languaze, but nevertheless, some very good and long-neglected
jdeas are hare. The capabilities are related to segments which are nct
quantitativ:ly defined. In practice, these are ctill too large for a
basic unit, nnd something else ought to te used, e.g., nodes of a tree.
This may be possible by altering the Denris and Van Ilorn scheme to
acquire prczrams, rather than lists; thesie programs ~ould call approrriate
macros to sat up the lists they need. -

Graham, R.M., "Protection in an Tnformation Processing Utility",
' Communications of the ACM, 11, 5, May 1968, pp. 365-369.

\

A good five page paper on the topic. A solution to the file
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access problem is given which involves rings or spheres of protection

for both data and programs (in particular, for segments, as at Project
MAC). The main drawbacks are: (1) the methed is tied to segments which
in practice are fairly large blocks of memory, and protection of a smaller.
area wastes the rest of the segment; (2) parallel processes Or pProcessors
may render invalid parameters or data if proper safeguards are not

taken. Asice from these considerations, this may be a reasonable way

to provide i1'lexible but controlled access by a number of different

users to shared data and procedures.

§2. Mac Dougall, M.II., "Simulation of an ICS-based Operating System", Proc.
Spring Joint Computer Conference 1967, pp. 735-Thl.

43, TIesser, V.R., "A Multi-Tevel Computer Organization Designed to Separate
Dath-Accessing Trom the Computation", Stanford Linear Accelerator
Center Computation Group CGTM-37, Jan. 1958. >

44, Petersen H.E., and Turn, R., "System Implications of Information Privacy",
Proc. Spring Joint Computer Conference 1967,

"Warious questions of providing information privacy for remotely

accessible on-line, time-shared information systems are explored....
A range of rotective countermeasures is discussed, and their choice

P and implicnion concidered. Tt appears possible to counter a given
level of th-eat without unreasonable expenditures of resources. The
protective sechniques discussed ... inclvde: shielding to reduce
electromign tic emanations; use of once-cnly passwords Tor access contirol;
application of privacy transformations tc conceal information in user-
processor coymunications and in data files; recording of attempted
penetrations; and systematic verifTicatior of the hardware and software
integrity." (authors' abstract)

A detailed ind well-written paper on threats and countermeasures for
file security. Problems at the processor, the files, the terminals, anid
the communization lines are discussed. £ good bibliography is given. A
must paper.

45. TPeters, B., "Security Considerations in a Multi-programmed Computer
System", Proc. Spring Joint Computer Conference 1967.

A specific list of desirable and neccssary security safeguards in
file syscters for both hardware and softwire.

W6, Baran, P., "On Distributed Communications: IX. Security, Secrecy, and
Tanper-Free Considerations”, RAND Corporation RM-3765-PR
(urclassified), Aug. 1964 (DDC Accession Number AD-14144839).




A consideration of the security aspects of a distributed communication
system, written from the viewpoint that we should fully anticipate the
existence of spies within our ostensibly secure communications secrecy
protection structure; "Hence, our primary interest should be in raising
the 'price' of espied information to a level which becomes excessive.,"
The proposed system combines end-to-end and link-by-link cryptography,
avtomatic error detection and repent transmission, path changing, and
use of a ccheme requiring complete und correct receplion of albl
previous traffic in a convercation in order to decrypt subsedﬁgﬁt nessage
blocks. Tt assumes enemy infiltration and takes these countermeasures:
key bases split over N (>1) individuals, filtering tests, key change for
each conversation, heavy system use for unclassified traffic. Contents:

I. ‘Introduction
II. The Paradox of Secrecy about Secrecy

IIL. Some FTundamentals of Cryptography

IV. TImplications for the Distributed Network System
V. A "Devil's Advocate" Examination

A clear, well-written discussion of an cften "touchy" subject. Relevant
points are brought out by good diagrams. One of the clearest expositions
of real-to-life problems and solutions o be found in the open literasure.

Shannon, C.3., "Communication Theory of Siecrecy Systems", Bell System
Tezhnical Journal, 28, 4(Oct. 1949), pp. 656-715.

Tn thiz elascic paper, a mathematicul theory of secrecy systems is
developed. The theory is presented in o most readable form. First,
basic mathematical structure of secrecy systems is dealt with. Examples
of various types of ciphers are given. Measures of "how secret' a
system is are introduced, and it is shom that "perfect" secrecy 1is
possible but requires, if the number of messages is finite, the same
number of possible keys. A measure of "oise" in a message is given,
and stronely ideanl systems where this cannot be decreased by the crypt-
annlyst are discursed. Tinally, an analysis of the basic weaknesses
of secrecy cystems is made. This leads 1o methods for constructing
systems whkich require a large amount of work to solve. TFinally, &
certain ircompatibility among the variois desirable qualities of secrecy
systems ic discussed. An excellent papzr, and doubly so for the non-
fainthearied in mathematics (particularly probability and modern algebra).

Earnest, L , private communication.
Baran, P., "Communications, Computers ard People", Proc. Fall Joint
Computer Conference 1965, Part 2, pp. 45-49,

A we'l-thought out general discussion of the privacy problem.. -
Overlaps somewhal with his testimony before the Gallagher subcommittee.

Contains some specific proposals.
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50. Babcock, J.D., "A Brief Description of Privacy Measures in the RUSH -
Tire-Sharing System", Proc. Spring Joint Computer Conference 1967,
. pp. 301-302,

A brief summary of the file security procedures in RUSH. Contains
some good but short discussion of possible threats and associated
countermeacures.,

5l. Mclaughlin, F.X., private communication.

52. Parker, D.B., "Privacy in Resource-Sharin: Computer Systems", Control
Data Corporation Programming Tecmmical Report TER-06, Nov. 1967
(company private).

An exccllent down-to-earth paper on dbjectives of penetration
of computer systems, threat types, count:rmeasures, and methods of
protection. A survey of past and curr:nt privacy considerations
of Control Data Corporation and its customers is made. Privacy methoc s
are proposcd for internal use and for products-- problems arising from
* oft-proposcd, relatively simple (and in fact, too sjmple) methods are
brought up.

'S 53, Weissman, C., "Programming Protection: Waat Do You Want to Pay?",
: SDC Magazine 10, 7 and 8 (July, August 1967), System Development
Co:poration, Santa Monica, Ca.

5h,  Feldman, J.oi., "Aspects of Associative Processing) MIT Lincoln Iaboratory
Technical Note 1965-13.

55. Duke Univer:;ity School of Taw "Privacy", Law and Contemporary Problems,
XX{I, 2 (Spring 19665.

A Taw Journal issue. Contents:
Forewcerd by Clark C. Havighurst
The Right to Privacy and American Iaw by William M. Beany
Privacy anl The Taw: A Philosophical Prelude by Milton R. Konvitz
Privacy: Tts Constitution and Vicissitvdes by Edward Shils
Some Psychological Aspects of Privacy by Sidney M. Jourard
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56.

51

Philosophical Views on the Value of Privacy by Glenn Negley
Privacy in Tort Law--Were Warren and Brandeis Wrong by Harry Kalven, Jr.
"The Files": Iegal Controls Over the Accuracy and Accessability of
Stored Personal Data by Kenneth L. Karst
Privacy in Welfare: Public Assistance and Juvenile Justice by
Joel F. Handler and Margaret K. Rosenhein
The Privacy of Government Employees by Williem A. Creech

Nothing on computer methods except in the Kerst paper, which has about
four pages on the effect of automation. The possible solutions to this
aspect of the privacy problem are dealt with in superficial detail, but
relevant references are given for the reader interested in a more advanced
technical discussion.

Harrison, A., The Problem of Privacy in the Computer Age: An Annotated
Bibliograochy, RAND Corporation RM-5495-PR/RC, Dec. 1967.

A must document. This 300 entry bibliograpry is well-annotated and filed
by author and by each of the following cabegories:

cashless-zheckless society comyuter utilities
time~sharing congressional view of privacy
data banks legel views

media, system security

social scientists! views tectnologists' views

bill of rights
electronic eavesdropping and wiretappirg

Humphrey, T. A., "Large Core Storage Utilizction in Theory eand in

Practice", Proc. AFIPS 1967 Spring Joirt Computer Conference,
Vol. 30, Thompson Book Co., Washington, D. C., p. T19.
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WASHINGTON (UPI)—A House subcommittee
reported Tuesday U. S. spies were collecting in-
formation so fast their bosses doa't have lme o
read it. .

The backlog, it said, may have contributed to
recent intelligence failures such as capture of the
USS Pueblo.

The Defense Appropriations Subcommittee said
unprocessed reports on Southeast Asia alone re-
cently filled 517 linear feet of file drawer space at
the headquarters of the Defense Intelligence
Agency (DIA), created in 1961 five months after
the disastrous Cubaa invasion attempt at the
Bay of Pigs.

COMMITTEE MEMBERS, in published testi-
mony on DIA operations, said the undigested in-
formation may have contributed to the Pueblo
. seizure, the Israeli attack on the USS Liberty, and

the lack of advance information about the Com--

munist Tet oftensive in Vietnam,

Wisconsin State Journal - Wednesday, July 10, 1968 -

“Within DIA it takes an average of eight
workdays from the time of receipt for a docu-
ticul w oteaca the afaiysts,” the subcommittee
reported. : .

“One could only conclude that the management
of your intellizence assets is in a state of com-
plete disarray,” Rep. Jamie L. Whittén (D-Miss.)
told DIA officials. ‘

THE REPORT said testimony showed that a
warning message intended to divert the spy ship
Liberty from its position in the Mediterranean
last June was misrouted to the Philippines. It was
finally sent back to the Pentagon and relayed to
the Liberty after the ship had been fired on and
34 members of its crew killed.

As for the Pueblo, captured by North Korea
while on an off-shore intelligence mission, Whit-
ten said, “there are a number of arecas where

. 1t Jooks as if somebedy has fallen down.”

He said proper intdllicoance should Save pi

vided forewarning that an attack was likely,
making vossible a resnonse by South Horepn air
force planes which he said were only 15 or 20
minutes away. _

“It has been evident from witnesses that it
did not dawn on our top leaders that the Tet
offensive was going to happen when it did.” Whit.

ten said, referring to the surprise Viet Cong at- -

tack on Saigon and other South Vietnam cities.

“It is inconceivable to me, with this country
having gone through Pearl Harbor, where every
child is taught about Washington crossing the
Delaware on Christmas Eve because the opposi-
tion was havirg a big party, that grown and ex-
perienced Mmen come before this committee and
say it did not cross their minds that we would be
hit on a holiday.” .

Lt. Gen. Joseph F. Carroll, DIA director. con-

ceded the need for improvement, but insisted no

sl dado waidon had peen fuss,

Madison, Wisconsin
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i. COSTAKE, eng. , Copied from Vol. 1, 1968 of
S SCHACHTER, Dr. eng. wEconomic Computation and

Economic Cybernetics Studies
1R A { f-"?{ﬁ

and Research"published by
The Centre of Economic Computation::

A 13 B tidy BT
VBN - oy
(PER MR and Fconomic Cybernetics
Bucharest -- Romania. | £
E: R ,.f'\‘

Preliminary Survey on the Building
of a National Metwork of Electronic Computers

v
4

iz The pres nl study presents the preliminary conclusion: which
{ resulled so far ;rom the research carried oul within the subjec -matler
3 ineluded in the plan of lhe Genlre of Ecenomic Compulaticn and &
S Economle Cybernelics.
4 . 4
1 . e
; 1. BRIUF INTRODUCTION TO TIE PROBLIEM f
1.1. Our country’s cconomy is of an integrated type, meaning that the plan a{
targets and the methodological basis of cconomic recording and compulalion .

- are unique, with the aclivilies of all the economic units strongly inter-
correlated. Tt results “hat the cconomic information system is also of inte-
sgrated type, which nocessarily involves the selting up of interdependent o

_and not of diverse autonomous information sub-systems. . :
: The technique of the transmission and processing of information has 2
reached the stage at which integrated information systems can be created. 3
The operational achicvements known so far (sce the examples in the Annex)
refer, however, only to large capitalist enterprises, and consequently cannot
be adopted as such, since:
. a) — the prograiames are written for different economic conditions
and, implicitly, the nesessary processing capacity will not b the same;
; b) — they have character of information sub-syst«m (they do not
refer to the activity ¢n a national scale but to the level ol Jarge enterprises
operate in conditions of competition).
; Some data on the projects worked out in socialist cot ntries are known
(as for instance the project of the network of electronic computers of the
"U.S.S.R. and that of ~zechoslovakia). Tt results from thes: projects that the
“line adopted is that of sotting up hierarchized networks of nlectronic comput-
 ers, obsorving in the main the administrative structure gnd envisaging the
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setting of the computation centres on the principl of the service to ,

territory. This situatign does not guarantee, at least evidently, the maximury
. economie level and’the capacity of the necessary expansion, being also linkeq
to drganizing features, \

1.2, "The average cost of the equipment needed to the processing of infor.
malion viries approximately proportionally to the logarithm of the compuy-
tation speed which, in its turn, expresses in a first approximation, the pro-
cessing capacity.

1.3. The requirements of a national network of clectronic computers
are in the main the following:

— economical character (important investments being involved) ;

— reliability in operation (the system being of national importance, a

delective running could have serious re percussions) ;
- — modularity (the system can be set up only on successive stages, in
step with the analysis of the applications).

2. PREMISES CONSIDERED IN PROPOSING THE SOLUTION

In prcposing the solution, one has to proceed from the following premises :

2.1. The technical solution must be based o1 a functional scheme.

2.2. “n economical character should be obtained with a minimum num-
ber of eqiipments of corresponding capacity, the two other requirements
being at he same time observed :

— high reliability in operation;

— modularity. o )

2.3. The economic units to be served are d'vided in the following cate-
gories : _

2.3.1. — units with a big volume of own information and critical dynamic
conditions which will require consequently theis own endowment with elec-
tronic equ pment (as for instance iron and steel aggregate works);

2.3.2. — units with a big volume of own inf>rmation but lacking critical
dynamic conditions, which could be served by territorial computation units,
at periodical rates (as for instance the building sites) ; )

2.3.3. — units with small volume of inform: tion, to which the ensuring
of periodicil access to computation units or to equipments of information
transmissicn would be sufficient (as for instance the State farms).

2.4. Tae major information processings ar: divided in the following
categories : '

2.4.1. the prospective (superior) direction — the drawing of long-range
programme plans (over 5 years, for instance); :

2.4.2. planning — the drawing of short-range plans (as for instance up
to 5 years and phased per years);

2.4.3. operative direction — the management of the economic processes
in keeping with the short-range plans; , By

2.4.4. ihe estimation of the stage and performances — the collecting
of data and their presentation in a form available immediately ;
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2.4.5. technical and scientific compulation — processing of varied infor-
mation, the data being received in an aleatory rhythm, as the computation is
not urgently required. |

2.5, There must be a single circulation of information between the
diverse sub-systems, of a minimum volume (management by way of exception).

2.6. 1t is necessary to specify, at least generally. a unitary coneception
and; hence, a final solution, involving the study of the most suitable plan for

‘the realization of the integrated system proposed linally, proceeding from
“-the initially given situation. '

2.7. The endowment of the economic units with conventional equipment
is continued; the proposed system of information processing supposes
the ensuring of a collection of accurate data. I the description that
follows and in the computation this aspect has not been taken into consider-
ation, since this involves a necessary action, irrespective of the solution
adopted for the network of electronic computers.

From the technical point of view, adequate seems to be the orientation
towards the coaventional equipment which secures the production of punched
tape (in cases when the needs of eventual remote transmission are preva-
lent), or of s.ylized symbols, adapted to the aritomatic optic svmbol
reading (in the rest of cases). In the present study. the conventional equip-

_ment appears ¢s an initial component of the whole system of data processing

and transmission, the conclusions referring to the organization of the network
of electronic computers being relatively dependent ‘o a lesser degree on the
type of the closen conventional equipment,

2.8. With regard to the endowment with equipment for the processing
of information the question entails the securing of the needed computation
services with minimum of expenses on the economy as a whole. and not in
securing the ovn equipment with minimum of expenses for each considered
economic unit. .

3. SHORT I RESENTATION OF THE PROPOSED SOLCUTION OF PRINCIPLE

3.1. The principle of programming the processiag of information.

The processing of information is proposed to e organized on a major
cycle, accordir g to Fig. 1. The management by wa: of an exception, is pro-
posed to be achieved in compliance with the algorithm in Fig. 2.

The main information processings are considered as being formed of open
programme systems, (type OPS), in the main: )

— higher nanagement: simulation programmes mathematical program-
ming, PERT, provisional programming, etc.; ) .

— planni.g: diverse methods of mathematica. programming, RAMPS,
the division of products per materials and cycles, efc.;

— operative management: division of products per materials and sub-
assemblies, algorhitms of optimization, algorithms specific to the economiv
unit, statistical surveying, etc.;
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»

Sequences of information

OCRNON W=

Expected economic indicators
Corrected exceptions
Exceptions

. Probable economic indicators

General plan for the use of resources

General plar for finding resources

Achievements

Existing resources

Detailed mathematical models of the economic system
Detailed plan for the use of resources

. Detailed plan for finding resources
. Achievements of the economic unit
. Mathematicel model of the economic unit

Resources o the economic unit

5. Plan of the economic unit
. Report on the achievements of resources

Report on the use of resources
Report on the mathematical model

. Diverse internal statistical data

. Diverse external statistical data

. Existing resources of the economic system

. Existing me¢thematical models of the economic system
. Existing eccnomic indicators of the economic sy.tem
24.
25.

Economic agreements
Foreign ordors

Processing of i»formation

1 C — managenent policy

2 C — planning

3 C — operativ: management

4 C — estimaticn of performance of economic systen

Special symbols

A — higher management of the economic system
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= estimale: diverse slalistical algorhitms (filterings, correlations, regres-
sions, simulalions, slatistical tables, ete.).

£ 320 Equipment.

The project of the endowment with information processing equipment
18 proposed.aceording (o IFig. 3, the transfer of information hetween the main
computers proceeding in compliance with the data in I':g, 4.

The propesed endowment, project includes :

a) a sub-system of information processing  formed  of three electronic
computers of large capacity, destined to the funclions of higher management
planning, operative management and estimale respectively, having access to a
big capacity external memory (the main external store) through the instru-
mentality of a computer controlling the transfer of information. As a rule,
all the data of the cconomic system are introduced by moans of the transfer
control computer in the main external store and next trarsferred to the com-
puter caleulating the performances of (he economic system (estimate). The
results yielded by this computer are transferred to the main external store in
azone of access to the other two computers, a.s.0. The results needing a trans-
fer to the economic system are also transferred to a d:ta teletransmission
‘system, with the help of the transfer computer;

‘ b) a sub-system of automatic [tling in archives (by vsing, for instance,
the microfilm technique) where all information introdiiced and, respecti-
vely, released by tle transfer computer is kept ;

¢) a sub-system of operative managemenent of the big ceatral units with eri-

tical dynamic condit ons (as for instance the railways, foreign trade) which is
‘coupled to the transfer control computer in the first sub-system, with the
aim of ensuring the apid exchange of information needed ;
: d) a sub-system of operative management of own clectronic computers of
the economic units, which justify such an endowment, centres of terri-
torial computation and units for collecting data and receiviag the local results
(destined to units ex remely little eritical from the dynamic point of view,
such as the agricultiral production co-operatives) ;

) a sub-system of inquiry and remote processing linked to the first sub-
system by transfer ecmputers, for performing technical and seientific com-
pulation or rapid integeation of some information from ¢ reserved zone of
‘the main external store;

{ [) a@ sub-system of teletransmission of data needed to en;ure the transmis-
ision speed of the information.

3.3. Technical advantages

It has been appreciated that the solution proposed enables the following
edvantages :

— minimuwm endcwment (a unique scheme, to ensure a minimum number
of equipments for the processing of information);

— & minimum flew of transmitted information (specialized sub-systems
‘transferring the processing, respectively reduced information) ;
: — favourable cos. indexes and reliability (the scheme is based on few

s ¢ et o et et A

1
N

ogini I* - eapacily computers, whose number is however enough to sccure relia-
Sl :

v

& lon,.

- operation, and which can climinate (hemselves reciprocally, by
witching ‘in case of breakdown);
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— reserve of expansion (new units can be added, the capacity of the
existing units can be increased without affecting the running of the systems) ;

— an as best as possible functional organization (directed towards the
meeting of requirements).

Obviously, the proposed system requires, as a condition to high econonmic
efficiency, a correct collecting of information and the correct use of results.

3.4. Relation to the administrative system

The system proposed does not iimpose particular conditions to the adiai-
nistrative system, as'it is a technical mecans at its disposal. It is expected to
see the administrative system affected only to the degree in which the access
to the system store, in other words the processing capacity, proceeds w'th
new technical means and in conditiors of increased performances, the premises
of an administrative activity based on study heing thus created. It stards
{o reason that the integration of the proposed system would proceed gradually,
starting with quite simple problems which would however present a relatively
high efficiency (as for instance PERT).

3.5. The problem of other stucies

Study work is now under way on the endowment of industrial units ¢nd
departments. The adoption of a uni ary conception from the very beginn.ng
is imperative, with the risk that by adopting an “autonomous” endowment,
the investment would not be profiteble as a whole.

3.6. The problem of assimilati)n of computation means

The problem of unattainable performances in this country is not raised
at a relatively large number of centril units. It is however necessary to define
from the start the technical conditions of the equipment that should ensire
the compatibility of the network as a whole. This asks for a supplementiry

study stage.

4. SHORT INFORMATIVE TECHNICAL AND ECONOMIC APPRECIATIONS

4.1. Informative dimension elements

From the analvsis based on the parameters of the statistical informatory
system, the IPA (the Institute Hf Automation) projects, the techn cal
conditions referring to the Ministry of Mail telecommunication system nd
from data of technical literature, it results: *

— the volume of information that would have to le transmitted belween
the econnmic units and the central processing sub-system, etc. of below 20) M
car/day. This volume represents {h: capacity of about 10 musical chanrels.
It results that the transmission of the information flow could not raise, is a
rule, major problems and conventional solutions—as for instance the transrais-
sion by punched tape — might be :dopted.

— the priority breaking period of the transfer computer: some 1 m:.

— the main store of the syst'm ranging to the magnitude of 10,000

M car.

¢ Only synthetical results are given so as not to enlarge the volume of the study.
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— the necessary speeds of the system's central units would be as follows:
— the central sub-system: over 100,000 operations per second ; 4
— the transfer computer: over 100,000 operations per second ;
© — the sub-system of operative management of the big central units:
some 100,000 operations per second ;
the sub-system of operalive management (own equipment): 25,000 ...
50,000 operations per second ; -
idem (territorial centres): 50,000 .... 100,0000 operations per second
the sub-system inquiry and remote processing: some 10,000 oporations,
per second.

4.2. Main economic indicators of th2 proposed system:

— the number of central units: sorie 80 (about 4 units to one million
inhe bitants, as against some 10 oa the average in the industrially-developed
countries) ; }

— average investment per unit : abou t 20 million lei, as against the world
average of some 6 million lei (it involve: a quile small number of relatively
strong equipment) ;

— the value of total investment : sorie 2,500 million lei;

— the ratio electronic equipment/toial investment: some 50 per cent
(the rest of 50 per cent is represented by conventional means necessary to
the proposed system, other investment); ’

— annual expenses: some 400 millica lei yearly.

The data referring to expenses have been computed taking into account
the known average prices of the electronic equipment, the schemes of usual
orginization, as well as the indexes used currently in the technical and eco-
noriic studies.

— annual economic effects: minimum 1.000 million lei per annum.

The sources of economic effect considered in the computation are:

— the growth of the production capacity by some 5 per cent (over the
15 per cent reserve appreciated in the literature, which agrees with the results
of the analyses carried out within the Ministry of the Machine-Building In-
dustry), as a result of a better use of the equipment following planning and its
mo e efficient checking up;

— the increase of benefits by some 5 per cent (given in the literature as a
restlt of the possibility of cutting down cost price);

— the shortening of the commisioniag terms of the new industrial pro-
jecls, as a result of a more efficient operative planning (as for instance the
use of the PERT and RAMPS methods);

No other sources have been taken v to account, as for instance:

— the elimination of the badly used means ol production ;

— the optimization of plans;

— the optimization of stocks;

— the increase of the export comp litiveness;

— the more elficient use of the means ol payment;

It has been appreciated that the annual economic effect taken into
consideration thus assumes a protective character:

— investment pay off time: some 3.5 years;

— necessary specialists : some 4,00(.

.o



4.3. The placing of the proposed system in comparison with the territo-
rial hierarchical sub-systems

Provided that the situation involving the setting up of a territorial net-
work for each branch -of the economy is accepted, a project of the following
type will be obtained : :

— at least one central, la ge capacity, computer for co-ordination;

— an own sub-system for each economic branch (involving medium-size
or small-size capacity computers);

— the number of central units: some 150;

— average investment per unit: approximately 15 million lei;

— the value of total investment : some 3,500 million lei;

— the relation electronic equipment/total investment: somc 65 per
cent; '

— annual expenses: 500 million lei yearly.

It must be stated that these average data result from the rep ies given
by departments concerning tie immediate and prospective stock of elec-
tronic computers needed, within the Institute of Automation inqui-y for the
technical and economic stud:’ on the assimilation for production of elec-
tronic computers;

— annual economic effects: some 1,000 million lei/yearly (the question
is at issue, since the flow of ir formation is high, while the integration degree
more reduced) ;

— the investment pay of: time: some 7 years (beyond the accepted
allowable value of 5 years);

— necessary specialized staff: some 7,000.

It results most conspicuously that the solution proposed is mo-e advan-
tageous.

5. — CONCLUSIONS

An analysis of the two i1ain variants: an integrated system >f inform-
ation processing and a system of information processing made up by hierar-
chical sub-systems, clearly shows that the first variant 1s more profitable and

more efficient.

Annex

SOME ACHIEVEMENTS OF INTEGRATED INFORMATION SUB-SYSTEMS
KNOWN SO FAR

. Olivetti — Italy (The San 3ernardo d'Ivrea works).

Lockheed — U.S.A. (The g oup of works)

Westinghouse — U.S.A. (The group of works and commercial branches).

. Richard Thomas & Baldwin — Great Britain (The iron-and-steel works).

. Honeywell — U.S.A. (The Greefort micro-contact works) )

. General Electric — U.S.A. (Own programmes and the chain of computat on services).
. Massachusetts Institute of "“echnology (The MAC project). )

8. Sage — U.S.A. (The semiautomatic antiaircraft defence of the territory).
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