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(Retyped by Emmanuel ROCHE.)

CP/NET version 1.2 is the latest networking version of the popular 8-bit CP/M
operating system from Digital Research, Inc. (DRI). It offers a number of
improvements over its predecessor. It is a multiuser alternative to MP/M 1,

also a DRI product. CP/NET provides each user with a dedicated processor and
memory, and common shared resources of a server processor for devices such as
disks and printers. This approach can give significantly better performance

than MP/M, since CP/NET can supply more processing power and memory per user.
For example, a four-user CP/NET system would have one processor for each user,
while a four-user MP/M 11 system would have a single processor for the whole
system.

This version of CP/NET has a number of improvements, including better
documentation. Performance has been increased, and record locks compatible
with MP/M 11 are supported. Basic password protection is added when accessing
common server-based disk resources. A simple electronic mail program is also
included. Even support for a banked MP/M 11 server is supplied with CP/NET.

This article presents an overview of CP/NET architecture, the system programs
supplied with CP/NET, the additional CP/M functions available to programmers,
and a brief description of how CP/NET is implemented, with some comments on
system performance.

CP/NET overview

A CP/NET system typically consists of a number of CP/NET nodes connected to a
CP/NET server. Each node has its own processor, memory, and network interface
to the CP/NET server. The node may also have local peripherals such as a
printer or disk drives. Figure 1 shows the general CP/NET architecture with

one server and one requestor. A CP/NET system can also have many servers, as
well as many requestors.

S + S R +
| MP/M I |------mmmmmmmmm oo | CPIM |

| CP/NET | Communications Interface | CP/NET |
| Server |--------mmmmmmmmoeeeees | Requestor |

S + S R +

Figure 1. General CP/NET architecture

DRI supplies for the requestor a standard Network Disk Operating System (NDOS)
and a skeletal Network I/0O System (NIOS), which is customized by the system
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implementor. These are similar to the BDOS and BIOS of CP/M. A corresponding
network interface skeleton is provided for the server. These parts map into

the International Standards Organization (ISO) model for computer networks, as
shown in Figure 2. The operation and structure of the CP/NET requestors and
servers are discussed in the rest of this section.

CP/NET ISO ISO CP/NET
Server Model Model Requestor
S - S JER——— S S S S - +
| | Application | | Application | Application |
| | Layer | | Layer | Program |
| Fommmmmee————— I —— S T +
| Server | Presentation| | Presentation | |
| Program | Layer | | Layer | |
| L SR EEEEETEEEE s + CP/NET |
| | Session | | Session | NDOS |
| | Layer | | Layer | |
S R S R S S +
| | Transport | | Transport | |
| Network | Layer | | Layer | |
| Interface +-------------- + - + CP/NET |
| Program | Network | | Network | NDOS |
| | Layer | | Layer | |
S R S R — S S R +
| | Datalink | | Datalink | |
| Hardware | Layer | | Layer | Hardware |
| TSR TSR S + |
| Interface | Physical | Interface |
| | Layer | |
S S S +

Figure 2. CP/NET and the 1SO network model

CP/NET requestors can be divided into two types: those with local disk drives,

and those without. The first type is normally referred to as a CP/NET node,

while the later is called a CP/NOS node. They differ only in terms of initial

loading of the CP/NET system. A CP/NET node loads the network support by
running the CPNETLDR.COM program, which is located on a local drive. CP/NOS
nodes usually have a ROM that contains about 4K. This ROM can either contain
the CP/NOS operating system, or it may act as a bootstrap loader which can

load CP/NOS from the server.

In either case, the resulting memory model is shown in Figure 3. The CP/NET
NDOS examines all 1/0O calls, including direct BIOS calls. Local device access

is done through the normal CP/M BDOS and BIOS, while all remote accesses are
forwarded to the CP/NET server through the CP/NET NIOS.

High Memory +------------- +
R > CPIM |
| +-<-| BIOS |<--F----mmmmmmmee- -t
e + | Local |
Local | Network| | CP/M |->-+ BIOS |
BIOS | BIOS | | BDOS |<------------- + Local |
console | console | +------------- + | BDOS |
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and | and | | CP/NET | | |

list | list | | NIOS |<--+ Network | |
entry | traps | +------------- + | BDOS | |
points | +-->| CP/NET |[|->-+ | |
S — P | NDOS |[------- R + |
| |<--+ Normal |
e + | BDOS |

| CPINET | |Entry |
| CCP.SPR | | (0O0005H) |

| (temporary) | | Normal |

oo + | BIOS |

| CP/IM TPA | | Entry |

emmmmememeee + (0000H) |

| Page Zero |->-+-------------- >---t
0000H +--==nnmmmn--- +

Figure 3. Requestor memory model

A CP/NET node has a smaller TPA than CP/M because of the added CP/NET NDOS and
NIOS, but the reduction is usually less than 3K. A CP/NOS node usually has a

larger TPA than CP/M because the BDOS and BIOS are smaller. The CCP.SPR
replaces the normal CP/M console command processor (CCP). It is loaded into

the top of the TPA at each warm boot, and does not reduce the size of the TPA

when a program is loaded.

CP/NET servers come in two flavors: those based on MP/M, and those implemented
under other operating systems. Both types are available from various vendors.
Figure 4 shows the basic CP/NET server architectures. The number of server and
interface processes is a function of the implementation, which varies
depending upon the design constraints. The documentation describes the various
considerations, and examples are provided. In any case, the server process at

the host performs functions for the requestor, and returns the results to the
requestor upon completion.

1) Paired network interface and server

L +
|  Server operating system interface |
LSSy USRS +
| |

SRRy + e +
| Server process | | Server process |
RS e S oSSR +

N N

| |

| v | v

Fommme E A ST B S——— S S ST +

| Input| | Output | | Input| | Output |
| queue | | queue | | queue | |queue |

Fommmee E S TR S S S S TS +
" | " |
| v | v
SRR + e +
| Network interface | | Network interface |
| process | | process |
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|  Server operating system interface |
b e +
| |
RS e S oSSR +
| Server process | | Server process |
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N | | AN
| S A |
| | |
| Vv |
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| Input | | Output | | Input |
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v
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Figure 4. Server models

An MP/M 1l server can be implemented using modules and guidelines supplied
with the CP/NET package. In this case, it is a matter of creating a network
interface routine to support the particular hardware interface, and of setting

the appropriate table values. This version of CP/NET optionally allows the
designer to place parts of the server and network interface processes in
banked memory, thereby providing better memory utilization on the MP/M 11
server.

Servers implemented under other operating systems must be modeled after the
MP/M Il flavor. Designing this type of server may require assistance from DRI.
Both implementations are described in detail in the documentation.

CP/NET documentation

The CP/NET documentation is a vast improvement over the previous version. It
includes a table of contents, an index, and an excellent set of appendices,

but references to other sources of information are missing. The presentation

is very good, with excellent figures and tables placed throughout the
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document.

The document is divided into three basic sections: the utilities, the
programmer's guide, and the system guide. The first two of these have been
greatly improved; only the systems section needs more work. The systems
section explains the various options for requestors and servers, and examples
are provided for each area. There are assembly language listings for three
existing implementations, but the comments are very sparse. More comments
should be added to the source code, and a commentary needs to be included.

CP/NET utilities

Figure 5 lists the set of utility programs supplied with CP/NET. The MAIL
program has been added to the original list. It is also the only program that
runs on the server as well as on the requestor. All other utilities change the
logical network configuration, or provide network status. Their operation is
consistent with the previous release of CP/NET.

Program Description

LOGIN.COM Notifies a server that the node may want to use some
of common resources. These resources are selected
using NETWORK.COM.

LOGOFF.COM Indicate that the resources of the server are no
longer required.

NETWORK.COM Indicates that a logical device is located on a server
which has been logged in. For example: NETWORK
B:=D:[02]

LOCAL.COM Indicates that a logical device is located on this
node.

ENDLIST.COM Indicates that output to the server's printer is
finished.

DSKRESET.COM Resets a specified disk drive, so a new disk can be
mounted.

CPNETLDR.COM This program loads the CP/NET system, which consists
of the SNIOS.SPR and NDOS.SPR files. It is run only
ONCE to initialize the node.

CPNETSTS.COM Prints the current network status, including the
physical location of all logical devices.

MAIL.COM A menu-driven electronic mail system for sending and
receiving mail.

Figure 5. CP/NET utility programs

The MAIL program is worth mentioning in more detail, since it provides a
method of communication between users on different nodes. It is the only real
application program supplied with CP/NET.

The MAIL program can run on either the requestor or the server, and uses files

on the temporary disk of the server. Each node using the mail system has a

file named xxMAIL.TEX, where xx is the node identification number. The MAIL
program can send messages to a file, or read messages from a file. The
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messages can contain text up to 1.7K in length, and can be deleted after they
are read.

The program is menu-driven, but menus are presented by scrolling the display -
- a simple customization for screen erase would make presentation much nicer.
Data to be sent as mail can be entered from the console, or can be read from a
previously-created file. The console entry is line-oriented. Again, a simple
screen editor would be a great improvement. Another minor difficulty arises in
accessing different mail files, because the mail program uses the node address
to select the mail file.

The only major quibble with MAIL is that all addresses are hex values; it
makes things quite confusing. However, the next release of CP/NET is slated
for real names instead of numbers. It will then be possible to send mail to J.
Doe, instead of number 54.

Programmer's interface

The programs running on the requestor have the standard interface to CP/M,
except that a number of additional BDOS functions are recognized. These new
functions are used by the programs supplied with CP/NET, and are available for
general use. Each function is described in more detail in the CP/NET
documentation.

The new function codes can be divided into two categories. The first category
contains functions that are defined under MP/M 11. These deal with device,
file, and record locking, along with controls for the enhanced MP/M Il error
message control and file password protection. The MP/M I1-compatible functions
are:

BDOS Function Description
38 Access drive
39 Free drive
42 Lock record
43 Unlock record
45 Set BDOS Error Mode
106 Set default password

These functions operate in the same manner whether the logical device maps to
a physical device on the requestor, or to one of the server. The functions
actually do nothing if the operations access a resource on the requestor,
since this can run only one program, which will have exclusive access to any
local resources. However, operations which take place on the server operate in
the same fashion as they do under MP/M 1.

Functions in the second category are unique to CP/NET, and are available only
on a requestor. The following functions are used by the NDOS and the CP/NET
support programs.

BDOS Function Description
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64 Login

65 Logout

66 Send message on network

67 Receive message from network
68 Get network status

69 Get configuration table
70 Set compatibility attributes
71 Get server configuration table address

These functions change the state of the network, and also provide access to
the servers. The operation of these functions should be apparent from the
description. The notable exception is function 70.

It seems that some programs written under CP/M may not run as expected when
accessing disk resources on the server, since this is similar to a
multitasking operation. For example, a program accessing a file on a server
will have exclusive access to that file. This may be the proper mode of
operation, but it makes simultaneous sharing of data files or overlays
difficult. The compatibility attributes can be used to select the proper

access mode as required.

CP/NET also performs another useful function with regard to temporary file
names. It will translate any use of $$$ as a file name or type to $xx, where

XX is the requestor number, thereby allowing common applications programs to

use $$$ in temporary file names. The CP/M SUBMIT program is a notable example.

The manner in which a requestor communicates with a printer attached to a
server differs from the CP/M method. Although programs send characters one at
a time to the logical printer device, CP/NET collects them in a 128-character
buffer at the requestor. Only when the buffer is full does CP/NET transmit the
entire buffer to the server. This buffering reduces the amount of network
traffic due to printer output.

Implementing CP/NET

Implementing CP/NET is a two-part project. The first part consists of
customizing the NIOS for the requestor; the second is to bring up the network
interface on the server. Several examples are provided for both parts. Even

so, implementing a CP/NET system is still the domain of a good systems
programmer, especially if high-performance is required. A good background in
CP/M is also a pre-requisite.

Putting together a CP/NET requestor requires the creation of the SNIOS.SPR

file (Slave NIOS). This program supplies the hardware-specific interface to

the communications network, and the configuration tables used by CP/NET. There

IS no need to link this file with the other CP/NET files -- The CPNETLDR.COM

file performs this function. Thus, the task is actually simpler than creating

a CP/M system. Debugging capabilities have also been placed into CPNETLDR.COM,
to allow testing of the NIOS on the slave.

Building a CP/NOS requestor has been simplified, too, though it is more
complex than the CP/NET requestor. In fact, the recommendation is to generate
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the CP/NET version first, even if it is not used in the final product, because
debugging is easier. More sophisticated tools, such as in-circuit emulators
and logic analyzers may be required for debugging a NIOS in a CP/NOS
requestor.

Actually, the NIOS for CP/NOS differs only slightly from the CP/NET SNIOS.SPR
file. Conditional assembly can allow one source file to generate both. The
implementation process changes because the NIOS file, plus all the CP/NOS
modules, must be linked together into one program. This is typically placed

into a ROM. The documentation indicates that a 4K ROM is sufficient for most
implementations.

Servers are a bit more difficult to build, especially those not based on MP/M

Il. The documentation covers this approach, but it is best left to the

experts. On the other hand, the MP/M Il approach is much easier. It requires

the creation of one or more network interface processes named NTWRKIPn, where
"n" is the process number. These processes are very similar to the requestor's
NIOS. The main difference is that these network interface processes are
interrupt-driven to improve efficiency and to provide better response time.
Interrupts can complicate the debugging process significantly, but the results

are well worth the work.

As for the CP/NET requestor, the server customization consists of a single

program which contains the network interface code, the network configuration
tables, and the queues necessary for communicating with the server processes
supplied by DRI. Again, this customized program need not be linked to the

other components; however, the MP/M Il GENSYS procedure must be done each time
the network interface program is modified.

The CP/NET documentation also addresses many important issues, such as banked
and non-banked MP/M 11 server, watchdog timers, and modifications of the MP/M
I X10S (eXtended 1/O System) to enhance the CP/NET support. Most of these
options can be added after the basic network is running.

Adding new types of requestor nodes, or server nodes, to an existing system is
usually much easier if the existing nodes are already operating in a reliable
fashion. If this is not the case, then keep the implementation simple, and add
functions only when the basic version is dependable.

Performance

The overall system performance is limited by three factors: the speed of the
communications network, the speed of the network server, and the load produced
by the requestors. Obviously, the first two should be made as fast as
possible, and the third should be as low as possible, to reduce the response
time of a requestor.

In general, a four-requestor system gives very good response time when
supported by an MP/M 11 server over a fast serial bus running at one megabit
per second. Eight requestors can be supported, but response time then depends
upon the loading of the system.
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The communication link between the server and the requestors can take many
forms. In general, point-to-point RS-232 serial links can provide performance
close to a floppy-based system when running at 9600 baud or faster. Slower
rates are possible, but not recommended. High-speed serial point-to-point,
bus, or loop architecture operating at about one megabit per second seem to be
ideal for systems with 4 to 16 requestors. Very high-speed serial bus, shared
memory, or a multiprocessor bus are attractive for large networks, or those
requiring the best response time with heavy loads.

There are several ways to increase the performance of the server. One is to
build a customized server not based on MP/M -- but this is a big task. MP/M-
based systems can be improved by including additional message buffers in the
network interface program. Substantial improvements can be seen when multiple
disk data buffers are available; these reduce the likelihood of thrashing at

the server, which tends to occur if only a single buffer is used.
Unfortunately, multiple disk buffers usually require modification of the MP/M

I1 XIOS, and such modification is not always advisable or possible.

Although some data base programs may provide better response time under MP/M,
CP/NET generally provides better performance. This is very apparent with
computation-bound programs, or those using the local resources, such as the
requestors console. The CP/NET architecture also provides better performance
than MP/M as the number of users increases.

Summary

CP/NET is a unique product in Digital Research's product line. It provides an
environment where existing CP/M programs can be run on a dedicated machine,
while allowing access to shared resources such as a hard disk. The
transparency of CP/NET indicates that a great deal of thought has been given

to compatibility and flexibility.

This new version of CP/NET is a vast improvement over the previous one. The
documentation is superb, and the system is much easier to use. Also, the
implementation details have finally been properly addressed.

The popularity of CP/NET has been growing, along with the interest in local
area networks. CP/NET is currently used by a number of major computer system
manufacturers, including NCR and Corvus. These commercial systems use many
different communication protocols and interfaces, but they have CP/M and
CP/NET as common elements. Some systems even allow different types of
requestor nodes on the same network. Digital Research may once again have
provided the basis for a de facto industry standard with CP/NET, as it did

with CP/M.

Things to come

Digital Research is currently working on the 8086 version of CP/NET, called
CP/NET-86, with new enhancements, including an improved electronic mail
system. This includes server support for MP/M-86 and Concurrent CP/M. Servers
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will be able to support both CP/NET and CP/NET-86 requestors, thereby allowing
8- and 16-bit processors to run in the same network.

Concurrent CP/NET-86 (ROCHE> Probably DR-Net) is also in the works. Imagine --
multiple virtual consoles, multi-tasking, plus the ability to share resources

on the network. Digital Research should be taking the wraps off these systems

soon after this article is published.
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- "An Analysisof CP/NET"
George H. Clapp
ACM "SIGPC Notes', Vol.6, No.2, 1983, p.117
(1983 ACM Conference on Personal and Small Computers)

(Retyped by Emmanuel ROCHE.)

Abstract

CP/NET, a software package designed to add networking capabilities to
microcomputers running under the CP/M -80 Operating System, is examined with
respect to internal logical organization, separation of functions, and
correspondence with the ISO OSI reference model.

Introduction

CP/NET, or "Control Program for a NETwork", is a software package which adds
networking capabilities to a computer running under the CP/M-80 Operating
System. CP/M-80, or "Control Program for Microcomputers’, is an operating
system for 8080-, 8085-, and Z-80-based microcomputers produced by Digital
Research, Inc., of Pacific Grove, California. CP/NET isdesigned to enhance

the currently dominant version, CP/M-80 2.2. Another Digital Research product,
MP/M 11, or "MultiProgramming for Microcomputers', provides multiprogramming
capabilities on a Z-80- or 8086-based microcomputer. CP/NET is designed to
connect computers running under these two operating systems, creating a
network in which CP/M-80 machines are single user workstations which make
requests to be serviced by an MP/M Il machine. In the parlance of Digital
Research, the CP/M -80 machines are "requesters’, and the MP/M 1l machines are
"servers'. Only requesters can initiate actions; a server merely responds. The
CP/NET package includes software written for both the CP/M-80 and the MP/M I
machines. Our analysis shall focus on the CP/M-80 software for two reasons. as
the initiator, the CP/M-80 software defines the network; and, second, the goal

of the author isto support CP/NET with a Unix server, in which case the
software at the MP/M 1l server isirrelevant.

CP/NET [Ref: DIGI82] is capable of supporting a variety of network
architectures. This capability results from a design philosophy in which the

logical machine is separated from the physical machine. CP/M-80 exemplifies
this design approach; it consists of three components: the BDOS, or "Basic

Disk Operating System", the CCP, or "Console Command Processor”, and the BIOS,
or "Basic Input/Output System". The BDOS deals with alogical machine, and
remains unchanged across a spectrum of microcomputers. The CCP intercepts and
interprets operator input, and passesrequeststo a logical machine; it

remains unchanged as well. The BIOS aone deals with the physical machine, and
must therefore be "fitted" to each particular microcomputer architecture.
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The following figure depicts the relationships between the operator,
application program, the CCP, BDOS, and BIOS:

R +
| Application |--->------- +
| program | I

| CCP |--->------- +

R T + |

| BDOS |--->---+<--+
oo + |

| BIOS |---+<--+

R T +

| Physical |<--+

| machine |

Fommm s +

Figure 1. Logical diagram of a CP/M machine.

The diagram represents layers of logical machines: as one traverses outwards,

the machines become more logical, or "abstract”; as one traverses inwards, the
machines become more physical until, at the center, one encounters the actual
hardware. A boundary between two layers depicts the interface which the inner
layer presents to the outer, and the arrows represent requests for service

which one layer may make upon another. Notice that an arrow goes only from an
outer to an inner layer, indicating that a less "abstract” machine does not

(or should not) request a service from one more abstract.

The BIOS requests services from the physical machine, and the BDOS, in turn,
requests services from the logical machine presented at the BDOS/BIOS
interface. The emphasized boundary about the BDOS layer represents the CP/M-80
machine. This strictly defined interface is the logical machine used by all
CP/M-80 compatible application programs. The CCP and application programs are
peers which use the CP/M-80 machine to provide services to the operator.
Notice that an application program may circumvent the BDOS, and call directly
upon the BIOS. This is done relatively infrequently, however.

The CP/M-80 software modules BIOS, BDOS, and CCP reside in memory as indicated
below:
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Figure 2. Memory layout of a CP/M machine.

The BIOS resides in highest memory. The BDOS is placed immediately below the
BIOS, and the CCP immediately below the BDOS. The first 256 bytes is called
the "Base Page’, and is reserved for system use. Memory from the end of the
Base Page to the beginning of the BDOS is available to an application program.
Digital Research refersto this region of memory as the "Transient Program
Area’, or TPA. Since the CCP and application programs are peers, an
application program may overwrite the CCP, and make use of the memory in which
the CCP resides. The BDOS copies the CCP back into memory as part of the "warm
boot" process, which occurs upon termination of an application program.

The typical BIOS requires 4 KB; BDOS consumes 3.5 KB. Taking the Base Page
into consideration, a 64 KB CP/M-80 microcomputer is left with 56.25 KB
available to application programs.

Digital Research has extended the philosophy of separating the logical from

the physical to the design of CP/NET. Thelogical network is supported by a
software module entitled NDOS, or "Network Disk Operating System”, and the
physical network is supported by a second module entitled SNIOS, or "Slave
Network 1/0 System". Due to this separation, CP/NET may be implemented on
severa of the currently available physical network architectures.

The logical machine diagram for a CP/M -80 machine in which CP/NET resides in

given below:
o S TSRS +
| Application :  CCP |
+-+---| program : [---+
|| +-------mmmm-- S TSRS + |
| +-->| NDOS [<--+
| Ao +
| +---] BDOS |---+
|| oo oo + |
+-+-->| BIOS : SNIOS [<--+
R T +
| Loca Remote |
T T SR +

Figure 3. Logical diagram of a CP/NET machine.

There are severa noteworthy attributes of this "CP/NET" machine. Most
important, the physical hardware consists of two entities: the local machine,

and the network machine. The BIOS requests service from the loca machine
only; the SNIOS deals only with the network machine. Another attribute is that

the NDOS, rather than the BDOS, presents the CP/M-80 interface to the CCP or

to an application program. Digital Research has taken pains to maintain
compatibility with existing CP/M-80 application software. With only a few
extensions (not exceptions), the interface presented by NDOS mimics that of
BDOS. An CP/M-80 application program will typically run ona CP/NET machine
with no modifications.

As indicated by the diagram, a primary function of NDOS is to route requests
to the appropriate destination: a request for a local resource to the local
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machine, arequest for a remote resource to the network machine. NDOS routes
requests for local resources to the BDOS. It transforms a request for a remote
resource into alogical message, and passes the message to SNIOS, which in
turn transmits the message to a network server.

NDOS routes requests immediately upon receipt for all resources, except for
two /O devices. In Digital Research's terminology, these are the console and
the list (i.e., printer) devices. Rather than route these requests upon

receipt, NDOS passes these requests directly to the BDOS, where they are
trandlated to BIOS calls. It is not until the BDOS calls upon the BIOS that
the NDOS intercepts and routes these requests according to the location of the
resource. Therefore, a SECOND logical entry point exists in NDOS, which
intercepts BIOS rather than BDOS service requests. Presently, only the BIOS
routines related to the console and list devices, and to the warm boot
process, are intercepted in this manner.

A possible rationale for this approach is that it allows application programs

to make direct calls upon the BIOS, yet retains the mapping from logical to
local/remote resources. The remaining non-disk 1/O devices, reader and punch,
are not intercepted in this manner, because they cannot be networked. However,
direct BIOS calls for disk resources are not intercepted in this manner. The
reason may liein a practical necessity related to the Control-P function.
Control-P is atoggle which enables program output to be echoed to the list,
as well as the console, device. Y et, there are ample opportunities for NDOS to
determine the destination(s) of output prior to entry to BIOS. The approach
taken by Digital Research requires a less "abstract” machine, the BIOS, to
request a service from one more "abstract”, the NDOS. Theresult isa product
more conceptually complex, less theoretically "clean” than might be desired.

The CP/NET software modules reside in memory as indicated in the next diagram:

Figure 4. Memory layout of a CP/NET machine.

As before, the BIOS and BDOS together occupy 7.5 KB. The NDOS requires 3 KB,
and a sample SNIOS included in the CP/NET package consumes 0.75 KB. After
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taking the Base Page into consideration, an application program has 52.5 KB of
memory available for use.

Given the logical organization and memory layout of the CP/NET machine, it is
instructive to follow the paths taken by a request. These paths are depicted

in the following diagrams. There are three possibilities: 1) a request for a

local resource, 2) for a networked disk resource, and 3) for a networked
console or list (printer) resource.

+---| BIOS |<--+
4] +------- + |3

+-->| BDOS |---+
+---| |<--+

+---| |<--+

I
+---| SNIOS | |2
5] 4ot |
+-->| NDOS |---+
+---| |<--+
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Figure 6. (2) Path taken by a request for a remote disk.

| BDOS |--->---+
| <t

+---| SNIOS |<--|-2-]---+
7| et || 4
+-->| NDOS |---+<--+ |
+---| |<--+--->---+

Figure 7. (3) Path taken by a request for a remote console or list
device.

With this understanding of CP/NET, it is possible to place CP/NET in context.
The International Standards Organization (1SO) has proposed the "Reference
Model of Open Systems Interconnection”, or the "ISO OSI reference model”, in
an effort towards network standardization [Ref: TANE81, LARS83]. The ISO
reference model consists of seven layers as depicted below:

SRR S R CYSS RS +
| Application |<-->| Application |
S Je— S T + e R IR +
| Presentation |<-->| Presentation |
S S S —— +  eeme- R +
| Session |<-->| Session |
S Je— S T + e R IR +
| Transport |<-->| Transport |
S S S —— +  eeme- R +
S T R |--------- +
| +------ S S — + e S — + |
|| Network |<-->| Network ||
| +------ S S —— +  eeme- R + |
|| Data-Link |<-->| Data-Link ||
| +------ S S — + e S — + |
|| Physica |<-->| Physical ||
| +------mmmmmmm S R CYSS RS + |
R +

Communication Subnet
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Figure 8. The ISO OSl reference model.
Each layer is briefly described below:

Application layer

This layer isthe entry point into the network, and presents the interface
experienced by the operator. It deals with the problems of human engineering,
network transparency, and optimal solutions to user tasks. Sample services are
query optimization in distributed data bases, security checks, and address
validation.

Presentation layer

The presentation layer provides frequently requested utilities, typically
conversion utilities, such as text compression, encryption, and file format
conversion.

Session layer

A session is a communications connection between two application processes,
and an appropriatetitle for the session layer is"communications connection
manager”. This layer isresponsible for establishing and maintaining the
logical connection between two users. In addition, the session layer may
reorder, or group, transmitted messages, as required by the application
program.

Transport layer

While the session layer managesthe connection between two application
PROCESSES, the transport layer is responsible for establishing, maintaining,
and terminating the connection between the ultimate source and destination
NODES. The transport layer establishes the connection at the request of the
session layer, divides the message into smaller units, if necessary, and
transmits the message to the destination node(s). It ensures that the message
is recelved correctly, and that the destination node is not swamped with

messages.

The application, session, and transport layers of the source node communicate
"directly" with their peers at the destination node. It istruly "end to end"
communication. In contrast, the lower layers, the network, data-link, and
physical layers, communicate only with their immediate neighbors, which may or
may not be the ultimate source or destination nodes. In more complex networks,
the neighbors often are not the end communicators. Therefore, the lower three
levels present alogical network to the higher levels, and are collectively
referred to as the "communication subnet”.

Network layer

This layer accepts messages from the transport layer, "packets’, and routes
them over an existing virtua circuit. In short, the functions of the network
layer are packetization, routing, and congestion control.

Data-link layer

The data-link layer provides the error-free circuit expected by the network
layer. Frequently a collaboration of hardware and software, the data-link
layer implements a data-link protocol which ensures that a message transmitted
over the "raw" circuit is received correctly. Messages descending from the
network layer are"enveloped’, or "framed", and sent to a remote node. The
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destination node acknowledges the message, informing the sender whether or not
the message was received intact. If the message was garbled, the sender
retransmits, and again awaits acknowledgment. The processis repeated until
SUICCESS OCCUrS.

physical layer

This layer isthe only "non-virtual" circuit in the ISO model, and consists of
the electrical and mechanical components which provide the raw transmission
medium used by the higher levels.

With the 1SO reference model in mind, the functions performed by NDOS and
SNIOS may be explored more fully. The NDOS provides the following functions:

1. It intercepts and routes disk, console, and printer resource requests
to the appropriate location.

2. It transforms requests for remote resources into packets, and passes
the packets to the SNIOS for transmission.

3. It receives packets from the SNIOS, and transforms the packet
information into the form expected by CP/M-80.

4. It intercepts and executes certain BDOS system information and control
functions, circumventing the BDOS entirely.

5. It provides extensions to the CP/M-80 2.2 functions. These extensions
serve two purposes. to reconcile the discrepancies between the CP/M-80
and MP/M 1l operating systems, which occur primarily in the file
systems, and to support network functions, such as "login" and "send

message”.

Unlike NDOS, which is sold only in load module form, sample SNIOS's are sold
to the customer in the form of 8080 assembler source code. The SNIOS functions
are dtrictly defined, as are those of CP/M-80's BIOS, and consist of the
following:

1. Network system information and control functions, such as network
interface initialization and returning the network status.

2. Transmit and receive a message on the network.

NDOS is static, and acts as an interface between CP/M-80 and the logical
network provided by the SNIOS. The ssimple SNIOS function titles, "send/receive
a message”, hide a mass of network functions which may range from routing to
data-link protocols. The flexibility gained by shoving the physical network

onto the SNIOS comes at the price of a lessthan clear delineation of the 1SO
reference model layer functions between the NDOS and the SNIOS, and of
requiring the customer to have knowledgeable programming support. The division
of the ISO reference model layer functions between the NDOS and SNIOS will be
discussed shortly. Digital Research has attempted to alleviate the latter
problem by providing sample SNIOS's written to support three network
architectures. 1) the Corvus OMNINET, 2) the ULCnet of Orange Compuco, Inc.,
and 3) a simple, default architecture, in which the requester is connected to

one or more servers viaa seria 1/0 port.
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In addition to NDOS and SNIOS, Digital Research sells several other programs

as part of the CP/NET package. These include a CCP customized for the CP/NET
environment, an electronic MAIL program, LOGIN and LOGOFF utilities, and a
program entitted CPNETLDR, which loads NDOS and SNIOS below the BDOS. Two
important programs are NETWORK and LOCAL, which enable the operator to declare
system resources as either remote or local.

The correspondence of CP/NET with the I SO reference model can now be examined.

Application layer

The CP/NET programs CPNETLDR, CCP, MAIL, NETWORK, and LOCAL belong in this
layer. Until the operator executes CPNETLDR, the network does not even exist,

and athough network initialization isnot specificaly mentioned as a

function of the application layer, it is a necessary precursor to all the

functions provided by lower levels. The CCP serves as a network interface in

which the primary concern is network transparency. Itsinteraction with the

server is relatively minor, and its functions are restricted to such

housekeeping chores as ensuring that file attributes are compatible across the

network, and releasing allocated server drives upon termination of a local

application program. MAIL, NETWORK, and LOCAL are application programs whose
purposes were described earlier.

Presentation layer

The session layer is the primary interface between the application program and
the network. The application layer sends a suitably formatted message to the
session layer, and the presentation layer usualy playsa minor supporting

role. In CP/NET, however, the application programs were written before CP/NET
existed. They have no conception of messages, or of remote resources. An
important function of NDOS, therefore, isto convert a system cal made by an
application program into a message suitable for transmission over the network,
and to convert a message from the network into a form acceptable to the
application program.

The session layer manages communications between application PROCESSES. A
CP/INET requester identifies the destination of a message by a server ID
number, and by hisown requester ID number. The server ID specifies the
destination NODE; the requester 1D specifiesthe destination PROCESS. The
programs LOGIN and LOGOFF fit neatly into the session layer. LOGIN establishes
the logical connection between requester and server processes, LOGOFF
dismantles the connection.

However, to clarify the architecture of CP/NET, it should be noted that it is
impossible for arequester to communicate with more than one process at a
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server node. CP/M-80is a SINGLE tasking operating system. The designers of
CP/NET did not envisage a situation in which multiple processes at a requester
would interleave service requeststo asingle MP/M 1l server. Therefore,
CP/NET makes no distinction between a destination node and a destination
process.

The session layer has the additional responsibilities of maintaining the
communications connection, and of reordering or grouping messages as required
by the application program. NDOS maintains the connection in a negative sense:
if amessage cannot be sent or received, NDOS simply returns an error to the
application program, and allows it to make any attempt at recovery it desires.
With regard to message sequencing, NDOS orders the messages in strict
request/response pairs. each request requires a response.

Digital Research offers to the application programmer the capacity both to

evade the ordering normally imposed upon messages, and to circumvent the
conversion performed by NDOS at the presentation level. The system calls " Send
Message on Network" and "Receive Message on Network™ cause NDOS to pass
messages between the application layer and the transport layer virtually
untouched. The action taken by NDOS at the session layer is merely to indicate

the success or failure of the transmission. These system calls are the means

by which future application programs can exploit the extended facilities

offered by CP/NET.

In summary, the functions of the session layer are provided by three elements
of the CP/NET package: LOGIN and LOGOFF provide session creation and
termination; NDOS provides connection maintenance.

Digital Research has left the next three I1SO reference model layers: the
transport, network, and data-link layers, to the SNIOS. In effect, the
communication subnet has been extended to include the transport layer, and
left in the hands of the SNIOS. The lowest layer, the physical layer, is a
matter of electrical hardware, and is beyond the scope of CP/NET.

Transport layer

Since CP/NET does not distinguish between destination nodes and processes, the
problem of managing nodal communication is subsumed by NDOS in the session
layer. Also, since NDOS acts in the presentation layer to convert system calls

to messages which are suitable at the data-link layer, it is not necessary to

split a message into smaller units. The transport layer is unnecessary in
CP/NET, and no module performs its functions. The SNIOS could be modified to
provide these functions, in the event that a network architecture required

them.

Network layer

It isdifficult, or at least improbable, to imagine a CP/NET topology in which
routing represents a significant problem. CP/NET lends itself most readily to
a star topology in which each requester has a dedicated port on the central
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server. Routing isthen a trivial affair, and is no more difficult with a bus

or ring topology. Although surprising, aring topology is possible under
CP/NET. The requester must respond to 1/0 interrupts on the network port, and
execute an interrupt routine which will pass the message on to the next
requester.

Packetization and congestion control, like routing, are functions unlikely to
occur, except in the most sophisticated implementations of CP/NET. Asis the
case with all the communication subnet layers, the SNIOS can be modified to
provide the desired function.

Data-link layer

Digital Research has proposed a ssmple byte count oriented data-link protocol,
in an effort towards cross-system compatibility [Ref: MCNA77]. The logical
messages are clearly defined; the figure given below depicts the standard
format:

R R R R R -+
| FMT |DID | SID | FNC | SIZ | MSG |
fommme R fommme R 4o o+

Figure 9. CP/NET logical message format.

Each field, except the MSG field, occupies a single byte, and is defined as
follows:

FMT: message ForMaT code

DID: message Destination 1D

SID: message Source ID

FNC: message FUNCtion code

SIZ: datafield length - 1

MSG: MeSsaGe data (SIZ + 1 bytes)

The data-link protocol devised by Digital Research is demonstrated in the next
figure.

Source Destination
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DBn |-->
ETX |
CKS |
EOT -+
<-- ACK

Figure 10. CP/NET data-link protocol.

Although not indicated in the diagram, timeouts and retransmissions are part

of the protocol aswell. The checksum, which is simply the negative of the
sum, modulo 256, of the logical message bytes, is not as rigorous as a cyclic
redundancy code, which can be implemented in a simple and short subroutine.
Also, the ENQ and ACK characters exchanged in the handshaking sequence are
transmitted naked over the physical link. Control messages might be sent in

the headers of messages, with no data but with checksums, as is done with
other byte count oriented protocols. Despite these failings, however, the
protocol is workable and simple to implement.

Physical layer

As mentioned previously, CP/NET leaves the physical layer in other hands.

Conclusion

The following diagram shows the relationship between CP/NET and the 1SO

reference model.
e EREGEEEEEEEE + CCP,
| +-------------- + | CPNETLDR, MAIL,
| | Application | | LOCAL, NETWORK
| +------ S S —— + |
S T [--------- +
| +------ S S — + |
| | Presentation | |
| +------ LEEEEEE + | NDOS
|| Session ||
| +------ S S — + |
S ———— [--------- +
| +------ S S —— + |
| | Transport ||
| +------ S ST + |
|| Network || SNIOS
| +------ S TS + |
| | Data-Link ||
| +------ S ST + |
S S — [--------- +
S o +
| Physical |
o +
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Figure 11. CP/NET and the ISO OSl reference model.

NDOS and SNIOS separate cleanly at the session-transport interface. NDOS
provides the functions at the presentation and session layers; SNIOS provides
the communication subnet, which is expanded by CP/NET to include the transport

layer.

CP/NET logical message formats cannot presently support an addressing scheme
which will distinguish between processes at a destination node. It is true

that CP/M-80 machines are presently single tasking, but sixteen bit
microprocessors will become the predominant architecture in personal
workstations, and multiprogramming will be the norm, rather than the
exception. Digital Research itself sells a multiprogramming version of CP/M-80
designed for the 8086, their "Concurrent CP/M". The authors of CP/NET may come
to regret this melding of the destination process and node.

Another flaw in the design of CP/NET isthe decision to have the NDOS
intercept calls at the BIOS, as well as the BDOS, level. Perhaps they were
forced to do so by practical necessity, but the result isa more cluttered,

less straightforward design.

CP/NET's strengths are its compatibility with existing application programs,
and the variety of architectures which it can support. The wealth of CP/M-80
software, and the large and increasing number of CP/M-80 machines, represent
an important market to innovative manufacturers of inexpensive networks. By
placing the communication subnet in the SNIOS, Digital Research has offered
these vendors an avenue into this market.

Bibliography

[CORT82]

"Inside CP/M: A guide for users and programmers, with CP/M-86 and MP/M I1"
David E. Cortesi

Holt, Rinehart and Winston, 1982

[DIGIT78]
"CP/IM 2.2 Manua"
Digital Research, Inc.

[DIGI82]

"CP/NET Reference Manual"
Digital Research, Inc.

5th Edition, November, 1982

[DITL83]

"Idealism Spawns Realism"

Steve Ditlea

"Collegiate Microcomputer”, Vol.1, No.1, February, 1983, pp.57-65

[LARSS3]

"Adding another layer to the ISO net architecture reduces costs’
Kenneth N. Larson & W. Roy Chestnut

file:///CJ/...20Roche%20D RI %20documents¥%20conversion/CP%20NET-80%20V ersion%6201.2%20Reference%20M anual/CPNETACM . TXT[2/6/2012 4:07:49 PM]



"Data Communications’, Vol.12, No.3, March, 1983, pp.215-222

[MCNAT7]

"Technical Aspects of Data Communication”
John E. McNamara

Digital Press, 1977

[ROLAB2]

"Network software borrows design from microcomputer operating system”
Thomas A. Rolander, Randall Baird, & John Wharton

"Data Communications’, Vol.11, No.13, pp.123-133

[TANES1]
"Computer Networks"

Andrew S. Tanenbaum
Prentice-Hall, Inc., 1981

EOF

file:///CJ/...20Roche%20D RI %20documents¥%20conversion/CP%20NET-80%20V ersion%6201.2%20Reference%20M anual/CPNETACM . TXT[2/6/2012 4:07:49 PM]



CPNETMAM.W3 (= CP/NET "Microprocessors And Microsystems' article)

- "CP/NET: Control Program for a microcomputer NETwork"
Thomas Rolander
"Microprocessors and Microsystems' magazine,
Voal.5, No.2, March 1981, pp.69-71

(Retyped by Emmanuel ROCHE.)

Thomas Rolander describes the network operating system CP/NET, which links
masters running MP/M and slaves running CP/M.

The purpose of the CP/NET software system is to support network technology by
allowing independent microcomputers access to common, and often expensive,
facilities such as peripheras, programs and databases. It is designed for
adaptation to a wide range of network hardware, operating with CP/M and MP/M
to support the many CP/M -compatible products available. This article consider
aspects of this operating system, and some of the network configurations
possible.

The purpose of CP/NET, a network operating system, is to enable microcomputers
to obtain access to common resources via a network. It alows microcomputers
to share and transfer disk files, to share printers and consoles, and to share
programs and databases. CP/NET consists of masters running MP/M and slaves
running CP/M, the masters being hosts which manage the shared resources that
can be accessed by the network slaves.

CP/M and MP/M gained widespread use because of their portability. This
portability was accomplished by separating the logical operating system from

the hardware environment, by placing all the hardware-dependent code in a
separate 1/0 module. This same design approach was applied to CP/NET. It is
network independent: all network-dependent code for the slave has been placed

in the slave network 1/0 system (SNIOS) module, and all network-dependent code
for the master placed in the network interface (NETWRKIF) module. Logical
messages are passed to and from the SNIOS or NETWRKIF modules, and are
transmitted over an arbitrary network between mastersand slaves using an
arbitrary network protocol.

CP/NET is thefirst of afamily of network operating system products to be
introduced by Digital Research. Asshownin Figure 1 below, it can be
considered as a bridge between a microcomputer running MP/M and one running
CP/M though (aswill be seen later) configurations involving more than one
master and slave are possible. The MP/M master manages resources which are
considered 'public’ to the network. However, the CP/NET slaves executing CP/M
have access to both the public resources of the master, and to their own
private resources, which cannot be accessed from the network. This choice of
architecture guarantees the security of the resources of the slave, while

still permitting resources of the master to be shared among the slaves. The
distinction between masters and slaves is also based on the ability of the
MP/M masters to respond to the network asynchronoudly in real-time, while the
CP/M dlaves perform sequential I/O, and are not capable of monitoring a
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network interface in rea-time. The relationship between CP/M, MP/M and CP/NET
isillustrated in Figure 1.

e + T +
I \eeeemeeeee + o\
< MP/M <> CP/INET <> CPM >
\' A +
e + T +

Figure 1. CPINET

There are 2 other network operating systems for different circumstances:
CP/NOS, which isintented for applications in which the slave microcomputer
does not have any disk resources (and is therefore unable to run CP/M), and
MP/NET, which provides the capability for MP/M systems to share each other's
resources on the network. CP/NOS consists of a bootstrap loader which can be
placed in ROM or PROM, a skeletal CP/M containing only the console and printer
functions, and the logical and physical portions of the CP/NET save. At the

user level, CP/INOS provides a virtual CP/IM 2.2 system to the dave
microcomputer. A slave microcomputer could consist of simply a microprocessor,
memory and an interface to the network. Thus, a CRT with sufficient RAM could
execute CP/M programs, performing its computing locally while depending on the
network to provide al disk, printer and other 1/0O facilities. Figure 2 shows

the relationship of CP/NOS, MP/M and CP/NET.

S + R — +
[ e o\
< MP/M <> CP/NET <> CP/NOS >
\' e +H
S + R — +

Figure 2. CP/NOS

With the 3rd network operating system, MP/NET, there is no distinction between
a master and a dave, as al the nodes in an MP/NET system can manage shared
resources, as well asinitiate network messages. Thus, MP/NET provides a
symmetrical network where al the nodes have equal capability. This
relationship between MP/M and MP/NET isillustrated in Figure 3.

+emee- + S +
I \eeeemeeeee + o\
< MPIM <> CP/NET <> MP/M >
\' A +
+emee- + S +

Figure 3. MP/NET

CP/NET is designed to operate in multiple-processor environments ranging from
tightly- to loosely-coupled. Tightly-coupled processors are, here, defined as
processors sharing all, or a portion of, common memory. Communication of
inter-processor messages is at memory speed. Loosely-coupled processors are
those which do not have access to memory which is common or accessible by both
processors. Communication between loosely-coupled processors may be
implemented with a serial data link or possibly a high-speed parallel bus.
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In addition to the standard CP/M facilities, CP/NET provides the following
capabilities:

- the network can be accessed for system 1/0 facilities
- an electronic mail system is supported, whereby slaves and masters may
send each other mail

CP/NET configurations

One amin designing CP/NET was that it should be independent of the form of
the network. Star, ring and bus configurations are possible, with single or
multiple slaves. Figure 4 shows 2 possible CP/NET configurations. 1t should be
noted that the inter-processor message format permits multiple CP/NET masters
so that, if the hardware capability exists, morethan one master can be
present in a network. Such multiple masters cannot, however, share resources
with each other.

o + S +
| CP/INET |<--------mmmmmmmmmmmm e >| CPINET |
| master [<------------- + | dave 1|
S T + | S T +

|| I

| | I LEREEEE +

| +-->Printer  +-----oommmeee- >| CPINET |

| | Slave 2 |

S > Disc(s) S +

S + N +
| CRINET |------===mmmmmmmmmmmmmmmmeeee >| CP/INET |
| master |<------------- + LG | dave 1|
R + | | S TR +

|| |

|| I — +

| +-->Printer | +------ >| CP/NET |

| LCCEEEEEEEEEERE | Save 2 |

o > Disc(s) R +

(b) ring configuration

Figure 4. Single master and multiple slave configurations:

Slave interface

The slave portion of the operating system is logically divided into 2 modules:

the slave network 1/0 system (SNIOS) and the network disk operating system
(NDOS). The SNIOS is a hardware-dependent module which defines the exact 1ow-
level interface to NDOS, which is necessary for network 1/O. Although a
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standard SNIOS is supplied, explicit instructions are provided for field
reconfiguration of the SNIOS to match most hardware network environments.

The purpose of NDOS isto intercept al CP/M BDOS function calls, and to
determine if the operation is to be performed locally or on the network. If

the operation islocal, control istransferred to the BDOS. If the operation
isto be done on the network, the NDOS forms the appropriate logical message,
and then sends it to the master (viathe SNIOS) to perform the specified
function.

Logica network message format

The simple message format used by CP/NET for processor communication includes
some packaging overhead, as well as the actual message itself. This packaging
overhead consists of a message format code, CP/NET destination and source
addresses, a CP/M function code and a message size. Thisis shown in Figure 5.

T Hommme e R R +
| Fmt | Dest | Src | Func | Size | Data |

s T T et EF EREE B B

I

| | | +--->Actua message

I S > Size of datafield

I > CP/M function code

Foommomooo oo > Message source processor 1D
Fommmmmmmm oo > Message destination processor 1D
o > Message format code

Figure 5. Message format

The message format does not contain a cyclic redundancy code (or any other
error checking) as part of the packaging overhead. This is because the user-
written NIOS can add the error checking when it actually places the message
onto the network, and test it when it receives a message from the network.
This function isintentionaly left to the user, avoiding redundant error
checking where standard interface protocols, both in hardware and software,
may already provide error checking.

Slave configuration table

The configuration table which resides in the CP/NET slavesNIOS is used to
allow re-assignment of physical and logical devices. The configuration table
creates a mapping of logical to physical deviceswhich can be altered during
CP/NET processing. In particular, the configuration table is used to specify
the system 1/O which is to be accessed through the network.

The slave configuration table is defined as follows:

000-000 -- Slave status byte
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001-001 -- CP/NET dlave processor ID

002-033 -- Disk devices

Sixteen 2-byte pairs -- first byte high-order bit ON means drive on network,
with the master physical drive code in the least significant 4 bits; second
byte contains the master processor ID.

034-035 -- Console device

First byte high-order bit ON means console I/O on network, with the master
console number in the least significant 4 bits; second byte contains the
master processor ID.

036-037 -- List device

First byte high-order bit ON meanslist to network, with the master list
device number in the least significant 4 bits; the second byte contains the
master processor ID.

Master interface

The network interface processes are part of the user-written NETWRKIF module.
They perform the actual physical 1/0 for the CP/NET master. There is typically
one network interface process per slave that is supported by the master.
Queues are used to pass messages between the interface processes and the slave
support processes. The slave support processes are provided for the CP/NET
master in the form of a resident system process.

The interaction between the slave support processes and the network interface
processes which actually handle the direct physical 1/0 between the master and
the daves isindicated in Figure 6.

S T +
+--< Network Q10 ><--+
S R + | e S R +
| Slave |<--+ +---] Network |
| support | | interface |
| process |---+ +-->| process |
S R + | e S R +
+->< Network Q00 >---+
S T +

Figure 6. Slave support and network interface processes

Conclusion

The CP/NET network operating system brings CP/M-based networking to
microcomputers. In conjunction with MP/M (the Multi-programming control
Program for Microcomputers), a variety of CP/NET configurations allow valuable
resources to be shared among a number of mastersrunning MP/M and saves
running CP/M. For example
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- share and transfer disk files
- share printers and consoles
- share programs and databases

As with CP/M and MP/M, CP/NET is compatible with a large variety of computer
hardware, allowing a network to be constructed with any combination of shared
memory, parallel 1/0 or seria links with any protocol.

- "CP/INET User's Guide"
Digital Research, Inc.
P.O. Box 579
Pacific Grove
Cdlifornia 93950
USA
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Fifth Edition: November 1982

Foreword

CP/NET, anetwork operating system, enables microcomputersto access common
resources viaa network. CP/NET allows microcomputersto share and transfer
disk files, to share printersand consoles, and to share programs and data

bases. CP/NET consists of servers running MP/M 11 and requesters running CP/M.
The servers are hosts that manage the shared resources that the network
reguesters can access.

The hardware environment for CP/NET must include two or more microcomputers
that can communicate in some way.

One of the microcomputers must execute the MP/M 1l operating system to provide
the CP/NET server facilities. The processor executing MP/M 11 must be an 8080,
8085, or Z-80 CPU with a minimum of 32K bytes of memory, 1 to 16 consoles, 1
to 16 logical or physical disk drives each containing up to eight megabytes, a
clock/timer interrupt, and a network interface.

The CP/NET requester microcomputers must have 8080, 8085, or Z-80 CPUs with at
least 16K bytes of memory, Oto 16 logical or physical disk drives each
containing up to eight megabytes, and a network interface. A console is not
absolutely required, although it is strongly recommended.

The "CP/NET Network Operating System Reference Manua" is intended for several
different levels of CP/NET users. It contains all the information you need to

use CP/M applications programs on a CP/NET requester, to write new application
programs under CP/NET, and to customize CP/NET for a specific network.

Section 1, an overview of the CP/INET system, discusses CP/NET features,
network topologies, and the principles behind CP/NET operation.

Section 2 contains al the information you need to use the network when
executing CP/M application programs. You need no skill level beyond that
required for normal CP/M operation.

Section 3 describes the CP/NET interprocessor message format and each of the
Network Disk Operating System (NDOS) functions you can invoke from application
programs. This section provides the information you need to access the network
primitives. Section 3 also discusses the implications of performing CP/M
operations on a resource controlled by the MP/M 11 operating system.

Section 4 provides information for the systems programmer. This section
describes how to write a custom Slave Network [/O System (SNIOS) that performs
the CP/NET requester network functions. The mechanics of implementing and
debugging a custom SNIOS are also discussed. Programmers attempting to develop
an SNIOS should be familiar with CP/M, and experienced in writing a custom
CP/M BIOS. This section also explains how to write a custom Network Interface
Process (NETWRKIF) that performs the CP/NET server network functions.

file:///CJ/...1%20Roche%20D RI %20documents¥20conversion/CP%20NET-80%20V ersion%201.29%20Ref erence%20M anual/CPNETRM. TXT[2/6/2012 4:07:51 PM]



Section 4 also discusses implementing and debugging the NETWRKIF module. You
must have a high degree of competence and experience with MP/M 11 to develop a
custom NETWRKIF. You must be familiar with the processand queue descriptor
data structures, and the MP/M |1 XDOS primitive functions. Experience with
implementing an X10S for MP/M Il might also be necessary.

Appendixes to this manual contain several example network communications
packages.
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Section 1: CP/NET Overview

By separating the logical operating system from the hardware environment and
placing all hardware-independent code in a separate /O module, CP/M and MP/M
Il have gained widespread industry acceptance. The CP/NET operating system
uses this same design approach. CP/NET is network independent. The Slave
Network 1/0 System (SNIOS) module contains all network-dependent code for the
requester. The Network Interface Process (NETWRKIF) module contains all
network-dependent code for the server. Logical messages passed to and from the
SNIOS or NETWRKIF are transmitted over an arbitrary network between servers
and requesters using an arbitrary network protocol.

CP/NET and CP/NOS can be combined in a composite network consisting of MP/M 11
servers, CP/M requesters, and diskless CP/NOS requesters.

CP/NET is a bridge between a microcomputer running MP/M 1 and a microcomputer
running CP/M. The MP/M Il server manages resources that are considered public

to the network. The CP/NET requesters executing CP/M have access to the public
resources of the server and to their own local private resources, which cannot

be accessed from the network. This architecture permits the server's resources

to be shared among the requesters, yet guarantees the security of the

requester's resources.

The MP/M 11 server responds to the network asynchronously in real-time; the
CP/M requesters perform sequential 1/O, and are usually not capable of
monitoring a network interfacein real-time. Figure 1-1 illustrates the
relationship between CP/M, MP/M 11, and CP/NET.

Figure 1-1. Standard CP/NET Configuration
CP/NOS, the second network operating system product, is designed for

applications where the requester microcomputer lacks disk resources, and is
therefore unable to run CP/M. CP/NOS consists of
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- a bootstrap loader that can be placed into ROM or PROM,
- askeletal CP/M containing only the console and printer functions,
- the logical and physical portions of the CP/NET requester.

At the user level, CP/NOS provides a virtual CP/M 2.X system to the requester
microcomputer. A requester microcomputer can consist of no more than a
processor, memory, and an interface to the network. Thus, a CRT with
sufficient RAM can execute CP/M programs, performing its computing locally and
depending on the network to provideall disk, printer, and other 1/0
facilities. Figure 1-2 illustrates the relationship between CP/NOS, MP/M I,

and CP/NET.

Figure 1-2. CP/NOS Configuration

1.1 CP/NET Features

CP/NET operates in multiple-processor environments ranging from tightly to
loosely coupled to networked processors. In this manual, tightly coupled
processors are those sharing at least a portion of common memory.
Interprocessor messages communicate at memory speed. Loosely coupled
processors do not have access to memory that is common or accessible by both
processors; they communicate via a short, high-speed bus. Loosely coupled
processors usualy reside in the same physical box. Networked processors are
usually physically separated, and communicate over a serial link.

The CP/NET operating system is an upward-compatible version of CP/M 2.2, which
provides system 1/O facilities to requester microcomputers through a network.
Additions to the Basic I/0 System (BIOS) called the Slave Network 1/0O System
(SNIOS), and a new Basic Disk Operating System (BDOS) called the Network Disk
Operating System (NDOS), provide network access to System 1/O facilities. The
requester NDOS and NIOS are loaded and executed while running under CP/M 2.2.

In addition to the standard CP/M facilities, CP/NET provides the following
capabilities:

- The network can be accessed for system 1/O facilities.

- The network environment can be reconfigured to access I/0O facilities
according to application requirements.

- Messages can be transmitted and received between requesters and
servers.

- An electronic mail system allows requesters and servers to send mail
to each other.

The MP/M 11 server isimplemented by adding some resident system processes at
system generation (GENSY S) time. The resident system processes include server
processes (SERVER) that perform the logical message-handling functions for the
server, and network interface processes (NETWRKIF) that you can customize for
a particular hardware network interface.

1.2 CP/NET Configurations
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CP/NET supports a number of different network topologies, and a variety of
system resources. The interprocessor message formats permit a requester to
access more than one server for different resources.

Figure 1-3illustrates an MP/M |1 system supporting a single CP/NET requester.
The requester is a totally independent system, with its own console, printer,

and disk resources. The requester can also access the MP/M |1 system's
resources over the network. The MP/M [l system also supports other users using
local terminals.

Figure 1-3. Single Requester Networked to MP/M |1 Server

Figure 1-4 shows an active hub-star network running CP/NET. Each requester is
networked to the server through a unique network port. The requesters have
their own local resources, but they aso share the server's disk and printer
resources. This topology is simple to implement, because you can adapt the
network protocol from the protocol used for RS-232 console drivers. The sample
system in Appendix E uses this topology.

Figure 1-4. Multiple Requesters in Active Hub-star Configuration

Figure 1-5 shows a system of three requesters and two servers networked
together in a bus or multi-drop configuration. The network protocol must be
capable of resolving conflicts when nodes attempt to use the network
simultaneously. Each requester has access to the resources of both servers, in
addition to its own local resources. Appendixes F and G provide examples of
CP/NET systems using this network topology.

Figure 1-5. Multi-drop Network

Finally, you can combine these topologies, as well as other topologies like
loops and trees, into a hybrid network topology. Figure 1-6 depicts such a
topology, combining the bus, star, and loop forms.

Figure 1-6. Hybrid Network

1.3 How the Requester Works

The CP/NET requester software runsunder an unmodified CP/M version 2
operating system. The requester operating system consists of three object

modules: NDOS.SPR, SNIOS.SPR, and CCP.SPR. These modules are system page
relocatable filesthat can be loaded directly under the CP/M BDOS and BIOS,
regardless of their size or their location in memory.

The module NDOS.SPR contains the Network Disk Operating System (NDOS), the
logical portion of the CP/NET system. The NDOS determines whether devices
referenced by CP/M function calls are local to the requester or whether they

are located on aremote system across a network. If areferenced device is
networked, the NDOS prepares messages to be sent across the network, controls
their transmission, and finally reformats the result received from the network

file:///CJ/...1%20Roche%20D RI %20documents¥20conversion/CP%20NET-80%20V ersion%201.29%20Ref erence%20M anual/CPNETRM. TXT[2/6/2012 4:07:51 PM]



into a form usable by the calling application program. NDOS.SPR is distributed
in object form by Digital Research. No modification to this module is required
to run CP/NET.

The Slave Network 1/0 System (SNIOS) is contained in the module SNIOS.SPR. The
systems implementer must customize this software to run on a particular
computer and network system. The SNIOS performs primitive operations that
allow the NDOS to send and receive messages across a network. The SNIOS aso
provides a number of housekeeping and status functions to the NDOS. Digita
Research distributes a number of example SNIOS modules in source form with
CP/NET.

The final module, CCP.SPR, is a replacement for the normal CP/M 2.2 CCP. Like
the regular CCP, CCP.SPR isloaded directly below the operating system.
However, CCP.SPR performs a number of special network functions that
initialize the environment for a program.

The logical origin of SPR filesislocation zero. Each file has a 256-byte
header, with locations 1 and 2 defined as the length of the code in the file.

A bit map, appended to the end of the code, identifies bytes of the code that

must be relocated when the code isloaded on a particular page (256-byte)
boundary. The CP/NET utility CPNETLDR relocates the bytes defined by the bit

map.

CPNETLDR loads SNIOS.SPR directly below the CP/M BDOS. NDOS.SPR is loaded
directly below the SNIOS. CPNETLDR then passes control to an initialization
routine. This routine modifies key areas of the operating system:

- Location 5, which contains a jump to the BDOS entry point, is saved
away by the NDOS. Location 5 is then modified to jump to an entry
point inthe NDOS. This assures that the NDOS intercepts all CP/M
function calls.

- The BIOS jump vector entries for console status, consolein, console
out, list status, list out, and warm boot are replaced with entries
that jump into special NDOS routines. The NDOS saves the BIOS entry
points for these routines, allowing direct BIOS calls to these
routines to be intercepted in exactly the same way that CP/M
function calls are intercepted.

After these modifications have been made, the NDOS calls the SNIOS to
initialize the network. The NDOS then jumps to its own warm boot routine,
which performs a disk system reset, loads CCP.SPR, and then passes control to
the CCP.

When an application program calls the CP/NET operating system via location 5,
the NDOS is entered instead of the BDOS. Invalid functions return to the user
program immediately as errors. Functions dealing with console or printer 1/0
immediately pass through to the local BDOS; but these functions are
intercepted by the NDOS again when the BDOS calls the BIOS. At this level, the
NDOS checks whether the console or printer is a networked device. If so, the
NDOS sends a request across the network for the input or output.

Some functions have no meaning when they are sent across the network to a
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remote server. Examples of these are Function 26 (Set DMA Address), Function
32 (Get/Set User Number), and Function 12 (Return Version Number). The local
BDOS aways handles these functions. But the NDOS saves certain parameters
from these functions for its own use, processing them before allowing them
through to the BDOS.

Finally, the NDOS checks most functions that deal with either the disk drive
system or the file system to determine whether they reference local devices.

If so, these functions pass unmodified to the BDOS. The NDOS aso checks
whether these functions reference devices that exist somewhere out on the
network. If they do, the NDOS constructs a network message to be sent to the
system on which the device exists. The network message contains the network
function to be performed and the information necessary to perform it.

Figure 1-7 illustrates how the CP/NET operating system is organized. The solid
line outlines the function flow of an operation on a networked disk drive. The
dotted line traces the flow of an 1/O operation to a networked list device or
console. Arrows indicate possible function flow.

Figure 1-7. CP/INET Memory Structure

When an NDOS requester sends a function message out over the network, a
response from the addressed server isimplied. Assoon as the NDOS has
successfully called the SNIOS to send the message, the NDOS calls the
corresponding message receive routine, also inthe SNIOS. This procedure
precludes the problem of trying to recover sequencing information from an
arbitrary stream of messages.

The NDOS uses the network response to update the application program that made
the function call. The NDOS then returns to the application program. If the
device referenced was local, then the requester's BDOS updates the application
program.

1.4 How the Server Works

Unlike the requester, the server software that runs under MP/M |1 does not
modify the actual operating system. Rather, the operating system isa set of
cooperating processes under MP/M 1.

In its most basic form, each requester to be attached to a server requires two
processes, communicating through two queues. One process, resident in the
NETWRKIF.RSP module, performs the physical message transport task. The systems
implementer must modify this process to accommodate the network's node-to-node
protocol. The processs protocol must be compatible with that of the
requester's SNI1OS.

The NETWRKIF must be capable of monitoring one or more network linesin real-
time and detecting when a requester is trying to send a message. The NETWRKIF
must then receive the message, check it for dataintegrity, and send it on to

the logical portion of the server, contained in the module SERVER.RSP.

When the SERVER modulereturnsits responseto the logical message, the
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NETWRKIF must receive the message, and then transmit it across the network
back to the requester.

The module SERVER.RSP performs the logical operation the requester specifies.

After receiving the message from the NETWRKIF, SERVER.RSP checks to make sure
that the requester islogged in properly. Then SERVER.RSP responds to the
message by performing a series of MP/M 1l operating system calls. Using the
information returned by those calls, the SERVER constructs a response message,

and sends it to the NETWRKIF module for transmission.

Both the NETWRKIF and SERVER modules are Resident System Process files (RSPs).
RSPs are built into the MP/M Il system during its GENSY S operation. When MP/M

Il is cold started, all RSPs are automatically dispatched. Each RSP module

might contain multiple processes, but only one process per RSP is
automatically dispatched. Because each requester bound to a server might

require one process from the NETWRKIF and one from the SERVER, both RSPs
contain initialization code to create additional copies of themselves. These

processes can be reentrant. They can share the same code, but they have

separate data areas to avoid conflict between program variables.

One of the simplest server architecturesis shown in Figure 1-8. Processes

from the NETWRKIF are named NtwrklP<x> where <x> isthe ASCII representation
of a hexadecimal number between 0 and F. SERVER processes are named
SERVR<x>PR.

Figure 1-8. A Simple Server that Supports Three Requesters

A NtwrklP<x> process writes the address of an input message to a queue named
NtwrkQl<x>. A SERVR<x>PR process reads this queue while waiting for an input
message. Because the queue is empty when the requester is not requesting
service, the SERVR<x>PR process is suspended and consumes no CPU resources.

When the NtwrklIP<x> process writes to the queue, the SERVR<x>PR process is
dispatched, and it begins to operate on the message. As soon as the Ntwrkl P<x>
process has finished sending the incoming message to NtwrkQI<x>, NTWRKIP<x>
immediately tries to read a second queue, named NtwrkQO<x>. This queue is
empty, and the NtwrklP<x> process is consequently suspended until the
SERVR<x>PR process writes the response message to it. The NtwrklP<x> can then
transmit the message back to the requester.

Server functions can be divided into four categories:

1) session control functions
2) file serving functions

3) print serving functions
4) non-CP/NET functions

Session control functions permit a requester to log on to a server, log off,
set compatibility attributes, set default passwords, and examine the server
configuration table.

File serving functions make up the bulk of the server's work. These functions

include opening and closing networked files, reading and writing files, and
managing disk devices.
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The server can operate as a print server in two different modes. If the MP/M
module SPOOL.RSP is present in the system, requester outputs to a networked
list device are spooled to a file for future printing. If no spooler existsin

the system, the server manages the attaching and detaching of various print
devices.

Finally, the NETWRKIF module can be designed to recognize a logica message
that has no meaning to the SERVER module, but that can be operated on by a
user-defined process. This feature allows you to use functions CP/NET does not
provide.

Section 2: CP/NET User's Guide

This section describes the requester commands that enable you to access the
network and use its resources. All the requester commands are actualy COM
files that reside on disk at the requester.

2.1 The LOGIN Command

The LOGIN command allows a requester to log into a specified server. A
requester must log in before any resources on the server can be accessed. Once

a requester has logged in, it is not necessary to log in again even though the
requester might power down and then power up again. A requester can only be
logged off a server by an explicit LOGOFF command issued from the requester.
The command takes the general form:

LOGIN { password}{[mstrID]}
where "password" is an optional 8 ASCII-character password; the default
password is"PASSWORD". [mstrID] is an optional two-digit server processor ID;
the default is"[00]". The simplest form is

A>LOGIN

2.2 The LOGOFF Command

The LOGOFF command allows a requester to log off from a specified server. Once
a requester has logged off, the server cannot be accessed again until you
issuea LOGIN command. The command takes the general form:

LOGOFF {[mstrID]}

where [mstrID] is an optional two-digit server processor ID; the default is
"[00]". The most simple form is

A>L OGOFF
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2.3 The NETWORK Command

The NETWORK command enables a requester to assign selected 1/0 to the network.
The NETWORK command updates the requester Configuration table. The command
takes the general form:

NETWORK {local dev} {=} {server dev{[srvrID]}}

where "local dev = server dev" is the specification of a server device such as
A:, B, ..., P:inthe case of adisk device, or 0, 1, ..., 15in the case of

CON: or LST:. A missing "server dev" defaultsto O in the case of CON: or
LST:. [srvrID] isan optional two-digit hexadecimal server processor ID. The
default is"[00]". Typical assignments are

A>NETWORK LST:

A>NETWORK LST:=3[07] (list dev #3 on server 07)
A>NETWORK CON:=2 (console #2 on default server)
A>NETWORK B:=D:[F]  (logica B: isD: on server OF)

Note: When networking drive A to a server, the file CCP.SPR must reside on the
networked drive, or warm boot operations fail. Do not network a device to a
non-existent or off-line server, because network errors could result.

2.4 The LOCAL Command

The LOCAL command enables a requester to reassign selected 1/0 back to local
from the network. The LOCAL command updates the requester configuration table.
The command takes the general form:

LOCAL {local dev}

where "local dev" isthe specification of alocal devicesuch as LST:, A:,
B:, ..., CON:. Thefollowing are typical assignments:

A>LOCAL LST:
A>LOCAL B:

2.5 The ENDLIST Command

The ENDLIST command sends a hexadecimal OFF to the list device, signaling that
a list output to a networked printer is finished. If a spooler isresident on

the server, the spoal file is closed and enqueued for printing. If no spool

file is present, the networked list deviceisfreed for use by another

requester.

Note: The CCP implements an endlist every time a program terminates, provided

that Ctrl-P is not active at the time. Turning Ctrl-P off also causes an
endlist.
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A>ENDLIST

2.6 The DSKRESET Command

The DSKRESET command functions exactly like the PRL that executes under MP/M
I1. DSKRESET resets the specified drive, so a disk can be changed. The command
takes the general form:

DSKRESET {drive(s)}

where "drive" isalist of the drive namesto be reset. If any of the drives
specified cannot be reset, the console displays the message:

*** Reset Failed***
The following are typical disk resets:

A>DSKRESET (resets al drives)
A>DSKRESET B:,F. (reset drive B: and F:)

2.7 The CPNETLDR Command

The CPNETLDR command loads the requester CP/INET system. Specificaly, the
SNIOS.SPR file loads and relocates directly below the CP/M BDOS. The NDOS.SPR
file loads and relocates directly below the SNIOS.

From that point on, the BIOS, BDOS, SNIOS, and NDOS remain resident in memory.
The CPNETLDR requires no user customization. CPNETLDR displays an error
message when loader errors are encountered. Listing 2-1isatypical CPNETLDR
execution.

A>CPNETLDR

CP/NET 1.2 Loader

BIOS F600H OAOQOH
BDOS E80OH OEOOH
SNIOS SPR E500H 0300H
NDOS SPR DBOOH OAOOH
TPA 0000H DBOOH

CP/NET 1.2 loading complete.
<Warm Boot>
A>

Listing 2-1. A Typical CPNETLDR Execution

2.8 The CPNETSTS Command
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The CPNETSTS command displays the requester configuration table. The requester
configuration table indicates the status of each logical device that is either

local or assigned to a specific server on the network. Listing 2-2 shows a

typical CPNETSTS execution.

A>cpnetsts
CP/NET 1.2 Status

Requester processor ID = 34H

Network Status Byte = 10H

Disk device status:

Drive A: = LOCAL

Drive B: = LOCAL

Drive C: = Drive A: on Network Server ID = O0H
Drive D: = Drive B: on Network Server ID = 00H
Drive E: = LOCAL

Drive F: = LOCAL

Drive G: = LOCAL

Drive H: = LOCAL

Drivel: = LOCAL

Drive J. = LOCAL

Drive K: = LOCAL

Drive L: = LOCAL

Drive M: = LOCAL

Drive N: = LOCAL

Drive O: = LOCAL

Drive P. = LOCAL

Console Device = LOCAL

List Device = List #0 on Network Server ID O0H
A>

Listing 2-2. A Typical CPNETSTS Execution

2.9 Ctrl-P

A Ctrl-P causes console output to be echoed to the list device until the next
Ctrl-P. The messages

CTL-PON
and
CTL-P OFF

are displayed at the console. When the requester list device has been
networked, the local system uses the server printer. The second Ctrl-P causes
a hexadecimal FF to be sent to the server, causing the server to close and
print the spool file.

Note: When the requester uses the server printer with a Ctrl-P active, the
requester must issue a second Cirl-P to cause the server to close the spooled
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file and begin printing it. When the requester is using the server printer and
has invoked it with a program such as PIP, the warm boot at program
termination causes the required endlist character to be sent to the server to
close and print the spooled file.

The program ENDLIST is not needed to terminate network list output in these
situations.

2.10 The MAIL Utility

The MAIL utility allows you to send, receive, and manage electronic mail in a
network environment. MAIL operates using file based function calls, so special
processing by the server is not required. MAIL runs transparently on either
server or requester, so only one program is required throughout the entire
electronic mail system.

MAIL allows you to send messages to a single node, broadcast messages to all
nodes currently logged in, or receive messages.

Messages are stored for your future examination on the temporary file drives
of CP/NET servers. A user's mail file is named

XXMAIL.TEX

where "xx" corresponds to your node ID. For example, if requester #5C wants
his mail, the MAIL program accesses files named 5CMAIL.TEX on the temporary
file drives of all the servers that node 5C currently has logged in. Every

server inthe CP/NET system might have one of thesefiles, so other nodes in

the network that do not have direct accessto al of node 5C's servers can

still send messages indirectly to it.

Menu-driven operation allows you to run the program with a minimum of
instruction. Messages are limited insizeto 1.7K bytes. You can enter
messages into the system directly from the keyboard or through a preedited
file. Options allow you to answer a message immediately while reading your
mail, and to delete unwanted entries.

2.10.1 Menus

Three basic menus can appear during a MAIL session:

1) Main Menu
2) Input Source Menu
3) Receive Response Menu

The Main Menu determines the basic operation to be performed. The Input Source
Menu specifies whether input comesfrom afile or whether you enter it
directly. Finally, the Recelve Response Menu determines the disposition of
messages you receive.
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Enter a menu selection by typing the number associated with the selection,
followed by a carriage return. If youtype an invalid character or no
character at al, the menu system defaults to the last item on the menu. You
simply press the carriage return for common operations.

Main Mail Menu

The main mail menu appears when you enter the mail program, and when any of
its options have completed execution. Main mail menu options are

1 - Broadcast
2 - Send Mail
3 - Receive Mall
4 - Exit Program

A simple carriage return or an invalid entry at this level return youto CP/M
or MP/M Il command level.

Input Source Menu

The input source menu allows you to specify how message input is entered into
the system. The input source menu has only two options:

1-File
2 - Console Input

Receive Response Menu

The receive response menu determines the disposition of messages once the user
has examined them. The options are

1 - Stop Receiving Mail

2 - Answer Message

3 - Delete Message From Mail File
4 - Answer Message, Then Delete
5 - Re-Examine Last Message

6 - Get Next Message

2.10.2 Data Entry

In addition to the menus, MAIL prompts you for avariety of inputs. These
inputs determine the destination of messages, input files, and subjects.

Destination ID Prompt
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When using the send mail option, MAIL requires an explicit destination to
deliver the message properly. The system prompts for the destination. The
legal valueisa 2-digit hexadecimal number, followed by a carriage return.
This value corresponds to a CP/NET server or requester ID value.

If you enter avauethatisnot alegal hexadecima number, the system
displays an error message, and prompts you again. The system does not check,
however, to determine whether a requester or server with this ID exists on the
network.

Subject Prompt

With both the broadcast and send mail options, MAIL prompts for a subject
header. This header is displayed as the title of the message, and is also used
for answering mail to the message that is sent.

When the system prompts for subject, you can enter a subject header from O to
80 bytes long, followed by a carriage return.

Input File Prompt

If a preedited file contains the text of a message, MAIL prompts for the
filename. You can then enter avalid CP/M file specification. If the file
specified does not exist, the system displays an OPEN ERROR, and the program
aborts.

Console Input Prompt

If you choose to enter a message directly from the console, MAIL prompts for
input. You can then smply type the message. Individual message lines can be
up to 78 characters long. A message, whether input from the console or from a
file, must be no longer than 1764 characters, about enough to fill a standard
terminal display. Longer messages are truncated.

To terminate input, the user presses Ctrl-Z, followed by a carriage return.

2.10.3 MAIL Options

This section explains how the CP/NET system gathers and receives mail, and how
you control the disposition of mail.

Broadcast
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The broadcast option sends a message to every node that it can find logged in
to the CP/NET system.

MAIL works differently when it is running on a server under MP/M 1, from the
way it works when it isrunning on a requester under CP/M or CP/NOS. If a
requester is broadcasting, MAIL sends the specified message to every server on
which it islogged in, as well as to every other requester logged in to those
servers. If aserver isbroadcasting, MAIL sends the message only to every
requester logged in to that server. A server has no means of initiating
transactions with other servers, athough it can use its own local MP/M 11
system to file mail for its own requesters.

A message cannot be broadcast to the broadcasting node.

To send a message to a given server and its associated requesters, MAIL must
reference that server's temporary file drive across the network. If a
requester has not networked the temporary file drive of a server, no messages
are sent to that server.

When the broadcast option isentered, MAIL prompts you for a subject and
message. When the operation is completed, it returns to the main menu.

The send mail option sends a message to a specific node in the CP/NET system.
The destination can be either a server or arequester. If the option is
running on a requester, it first searches the network to see if the node
specified islogged in. If the option finds the node islogged in, it sends

the message. if the option does not find the node, it leavesthe message on

the first server located when MAIL searches the local configuration table. If

a destination requester logsin later, its mail will be waiting for it. Mail

files can accumulate that were erroneously sent to nonexistent requesters or

to servers that the requester sending the message had not logged onto when it
sent the message.

If the option is running on a server, mail is left on that server, whether the
node it is being sent to is logged in or not.

Upon selecting the send mail option, MAIL prompts you for a destination ID, a

subject, and for the message itself. MAIL then attempts to send the message.

If MAIL cannot find a server with atemporary file drive to accept the

message, the error "NO SERVER MAIL DRIVE NETWORKED" is displayed, and the
program aborts.

Recelive Mail

The receive mail option permits you to examine messages left for you on all
the servers on which you are currently logged in. After each message is
displayed, you are presented with a number of message-handling options.
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If you arerunning MAIL on the server, only the mail file onthe server is
accessed. However, if MAIL is being run on a requester, each server to which
the requester islogged in is searched for messages.

Each message is preceded by a header that tells you what node the message came
from and the subject of the message. The actual message is then displayed. As
a message is being displayed, you can halt the display by pressing Ctrl-S and
resume display by pressing Ctrl-Q. At the end of the message, bring up the
receive response menu by pressing any key. You can then take one of the
options listed in Table 2-1.

Table 2-1. Receive Mail Message-handling Options

Format: Option
Explanation

Stop receiving mall
MAIL stops searching for more entries or additional files, and returnsto the
main menu.

Answer message

MAIL prompts you to type in a reply message. The reply message is sent back to
the sender of the original message. The subject of the reply message is the
characters "RE: ", followed by the original subject.

Delete message

MAIL flags the message in the file as deleted. At the end of each file, or if
you decide to stop receiving mail, deleted messages are physically removed
from thefile.

Answer, then delete
This option answers the message message just displayed, then deletes the

message.

Display next message

Messages continue to be displayed in this fashion, alowing the user to
respond to each one, until no more can be found. The message "No More
Messages' is then displayed, and the program returns to the main menu.

Upon completion of any message-handling options, with the exception of the
reexamine option, the next message is displayed.

2.10.4 Error Messages

In addition to the error messages aready mentioned, CP/NET returns file
system errors. These errors display

ERROR READING FILE

ERROR WRITING FILE
or ERROR OPENING FILE
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followed by afilename. After displaying such an error, MAIL aborts. It is
possible to get the "ERROR OPENING FILE" message by specifying a nonexistent
input file for sending or broadcasting a message. Almost all other instances

of the messages, however, indicate possibly serious trouble with the network,

the server file system, or the mail-handling system.

Section 3: CP/NET Programmer's Guide

This section provides information for the applications programmer who wants to
write programs to run under CP/NET, or to evaluate the performance and
correctness of programs written for CP/M or MP/M 11 under the CP/NET operating
system.

MP/M Il performs all operations on a networked device, and makes file security
checks that CP/M does not usually make. Because MP/M was designed to run
unmodified CP/M applications, these checks seldom prevent the use of a CP/M
application under CP/NET.

3.1 CP/NET Interprocessor Message Format

The simple message format that CP/NET uses for interprocessor communication
includes packaging overhead and the message itself. The packaging overhead is
a header consisting of a message format code, a CP/NET destination address, a
CP/NET source address, a CP/M function code, and a message size. The actuad
CP/NET message follows the header.

3.1.1 Message Format Code

The message format code is a single byte that specifiesthe format of the
message itself. Digital Research reserves message formats 0-127 for generd
interprocessor message format codes and future use. The general interprocessor
format codes follow the message format shown below, but differ in length of
the individual fields. (See Appendix B.)

The odd-numbered format codes are for response messages sent back from servers
to requesters. Thus, a CP/M disk read function sent from a requester to a
server has a message format code of 0, and the return code sent back from the
server to the requester has a message format code of 1.

Implement the general interprocessor message formatsOand 1 as shown in

Appendix A, because these formats promote standardization among microcomputers
from different vendors.

3.1.2 Message Destination Processor ID

The message destination processor ID field is one byte long. Destination 1Ds
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can be in the range 0-OFE hex. An ID of OFF isillegal. Many CP/NET utilities
use aserver destination of O as a default. For this reason, assign the most
commonly used network server a node ID of 0.

3.1.3 Message Source Processor ID

The message source processor ID field is usualy one byte long. The node
sending the message always fills this field with its own ID. Valid source IDs
range from O to OFE hex. An ID of OFF isillegal.

3.1.4 CP/M Function Code

The CP/M function code field is one byte long. The size of the message data
field depends on the CP/M function. Each CP/M function has a specific number
of bytes to be sent to the server, and a specific number of bytes to be
returned to the requester. Appendix C provides the logical message
specification for each of the CP/M functions. Some of the CP/M function codes
have no equivalent network function.

3.1.5Size

The sizefield is one byte long. The size value has a bias of 1. Thus, a size
of O specifiesan actual size of 1, while a size of 255 specifies an actual
size of 256. With a 1-byte sizefield, the minimum datafield is 1 byte, and
the maximum is 256.

3.1.6 CP/NET Message

The CP/NET message consists of binary data and is from O to 256 bytes long.
The meaning of the message depends on the format, function, and size specified
by the header.

3.1.7 Additional Packaging Overhead

Some networks might have to modify the standard CP/NET message to transmit it
over the physical network medium, routeit to the proper destination, and
ensure its integrity.

For example, the message format shown in Figure 3-1 contains no cyclic
redundancy code (CRC) or any other error checking as a part of the packaging
overhead. The user-written SNIOS can add the error checking when it places the
message onto the network, and then test the message when the SNIOS receives a
message from the network. This function isintentionally left to the user,
avoiding redundant error checking where standard interface protocols, both in

file:///CJ/...1%20Roche%20D RI %20documents¥20conversion/CP%20NET-80%20V ersion%201.29%20Ref erence%20M anual/CPNETRM. TXT[2/6/2012 4:07:51 PM]



software and hardware, might aready provide error checking.

The NDOS aways constructs messages using format 0. Likewise, the server
processes aways expect to receive messages in format 0. The server sends its
response in format 1, which the NDOS requires to interpret the response. If

the SNIOS and NETWRKIF must communicate using a different format, they must
convert all received messages back into the standard formats 0 and 1.

S S S S S S S S S S S R +
| FMT |DID | SID | FNC | SIZ|MSG ... |
S R—— +

| +-- Message of length SIZ+1 bytes
+-- Size of message = message length - 1
+-- CP/INET Function Code
+-- Message Source ID
+-- Message Destination ID
+-- Format Code

Figure 3-1. Message Format

3.2 Running Applications Transparently under CP/NET

Applications that use local devicesunder CP/NET use the CP/M 2.2 BDOS file
system. Applications that use networked devices use the MP/M |1 file system.
These operating systems are largely compatible with each other, so
applications written to run under CP/M should run across the network with no
changes.

But there are some differences between the two file systems:

- The CP/NET NDOS supports MP/M 11 functions not supported under CP/M
2.2. Because these function calls are meaningless to CP/M, they can
only be made to devices that are mapped across the network.

- The two operating systems handle errors differently. The NDOS
reconciles these differences, for CP/M application programs. A special
function call takes advantage of MP/M II's extended error-handling
capability for applications referencing networked devices under
CP/NET.

- MP/M 11 file security checking can cause certain CP/M applications to
abort, because these applications modify fieldsin the File Control
Block that make the FCB invalid to MP/M 11. Special compatibility
modes have been added to CP/NET, to alow these applications to run
without modification.

- Temporary filenames, like $$$.SUB or FILENAME.$$$, are modified under
CP/NET. If more than one requester requires a temporary file with the
same name, this modification prevents collisions between filenames
that otherwise cause an application to abort. The modification is
transparent to the application, but it can be confusing when trying to
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analyze aborted programs.

- A CPINET requester presents a different verson number to an
application program when it calls Function 12 (Return Version Number).
Under CP/M 2.2, this function returns a 002x value. Under CP/NET, it
returns a 022x value. Application programs checking this version
number might not function properly. They must be modified.
Modifications to CP/NET, to present the same version number as CP/M,
are now included as application notesin all releases of the CP/NET
product.

- You can protect files on networked drives from unauthorized access by
requiring a requester to specify a predefined password. You can aso
assign default passwordsto all serverslogged on to a particular
requester. Certain files that exist only on user zero can be opened by
any other user number if they are opened in the proper mode.

- The operating system must handle the printer differently under CP/NET
than from under CP/M, because printer output is buffered into 128-byte
packets. The operating system must have some way of deciding when an
application program has finished using the printer. Also, severa
requesters might be competing for the same printer.

- The alocation vector for a networked driveis returned into the
NDOS's default message buffer on a call to function 27 (Get Allocation
Vector Address), and register pair HL is set to the address of the
message buffer. Because of this, the alocation vector must be used or
moved before the next network message is sent, or the vector is
destroyed.

Differences between the CP/M 2.2 BDOS and MP/M |1 file systems are more fully
described in the following sections.

3.21 MP/M Il vs. CP/M File Systems

MP/M Il is a real-time, multitasking operating system. To function properly,
MP/M Il requires a file system capable of sharing files among multiple
processes and resolving access conflicts among those processes. In contrast,
CP/M isasingle-task operating system, so no such conflicts can arise.

One of MP/M Il's key methods for maintaining file system integrity is the File
Control Block checksum. The FCB checksum takes into account the process
controlling the FCB, the physical blocks allocated to the file, whether the

file is open in a mode that allows other processes to share it, and other
factors.

When file-related functions are submitted to MP/M II, the checksum is
examined. If the checksum is found to be invalid, MP/M 11 returns an error to
the calling process.

MP/M |l also returns an error if
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- a process attempts to open a file in a mode incompatible with the mode
of afile aready opened by another process

- avalid password is not supplied for the file

- a user tries to write to a file opened for Read-Only access

- a process exceeds certain predefined parameters for the operating
system

Because a single process handles all CP/NET activity on a server, al of these
limitations apply to a CP/NET requester performing file operations on a remote
device. These limitations, however, do not apply to a requester accessing a
local device. The systems implementer should take these factors into account
when designing servers for a CP/NET system.

3.2.2 Error Handling Under CP/NET

Most CP/NET function calls result in specific valuesreturned in the CPU
registers. These values can be pointers to data objects, bit vectors
specifying drive status, directory codes, or success or error conditions.
Directory, success, and error codes are returned in register A. Pointers and
bit vectors are returned in register HL. Register A is aways equa to
register L, and register B is equal to register H for al CP/NET return codes.

Error Handling for Local Devices

When a CP/NET requester performsa local file operation, the function
parameters pass untouched to the CP/M BDOS. The BDOS checks those parameters
for validity, and calls the BIOS to perform physical 1/0 functions. Two types

of errors can arise from these local operations.

The BDOS can detect certain logical problems with a file function and return a
logical error. If it does, an error code isreturned in register A, but the
calling application program is allowed to continue.

A physical error isreturned when the BIOS is unable to successfully perform a
physical operation requested by the BDOS. When the BDOS is presented with a
physical error, it prints the following message on the console:

BDOS Err on <x>:
<error message>

where <x> is the drive referenced when the error occurred, and <error message>
isone of the four following errors:

Bad Sector
Select
FileR/O
R/O

After the physical error message is printed, the BDOS waits for the user to
respond to the error with one of two actions. Pressing Ctrl-C causes the BDOS
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to perform a warm boot, aborting the program. Pressing any other key causes
the BDOS to ignore the physical error, and continue as if it had not occurred.

For a more complete discussion of CP/M 2.x errors, see the "CP/M Operating
System Manual”, published by Digital Research.

Error Handling for Network Devices

When an application references a networked device, the MP/M 11 server performs
the actual file operation and returns a message defining whether the operation
was successful or not. Unlike the local case, the requester has only indirect
knowledge of any error status. Direct physical error indications are
impossible to obtain, because a requester has no contact with the MP/M 11
XIOS. Instead, if an error occurs, MP/M |l returns a message indicating that

an error occurred, and the type of error it was.

When referencing a remote device, the two types of errors possible under
CP/NET are logica errors and extended errors.

Like logical errors under local CP/M, logical network errors define nonfatal
error conditions, such as reading past the end of afile or attempting to open
a nonexistent file. Some serious error conditions are returned as logical
errors for functions that expect to process their own errors. These functions
are

20 Read Sequential

21 Write Sequential

33 Read Random

34 Write Random

40 Write Random with Zero Fill
42 Lock Record

43 Unlock Record

Errors for these functions are returned in the return code field of a CP/NET
message. The NDOS formats this field into register A, so the condition code
upon return to the application program looks exactly as it does under local
CP/M. Some of the following codes can be returned in register A for each of
the preceding functions:

00 Function Successful

01 Reading Unwritten Data or No Directory Space Available
02 No Avalilable Data Block (Disk Full)
03 Cannot Close Current Extent

04 Seek to Unwritten Extent

05 No Directory Space Available

06 Random Record Greater than 3FFFF
08 Record Locked by Another Process
09 Invaid FCB

OA FCB Checksum Error

OB File Verify Error

OC Record Lock Limit Exceeded

OD Invalid FileID
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OE No Room in System Lock List

Extended errors indicate that a potentially fatal condition has occurred
during the execution of an MP/M |1 function. The condition can be a physical
error, similar to the physical errors that can occur under CP/M. Or the
condition can be an error produced by the file system, indicating that the
specified operation violates the integrity of the file system.

When an extended error occurs under MP/M 11, the default mode of operation
displays the extended error message on the console attached to the calling
process, and the process aborts. MP/M |1 provides, however, for returning
extended errors to the calling process without aborting that process. In this
return error mode, register A issetto FF hexadecimal, and register H
contains the extended error code.

The CP/NET server uses return error mode because if the server aborted, it
could not communicate further with the requester it was servicing untii MP/M
Il was restarted. When the server detects an extended error, it constructs a
speciad CP/NET message. The message is two bytes long, with the first byte
(the return code) set to FF. The second byte is set to the extended error
code.

When the requester detects one of these special messages, it checks the error
mode set by the application program with Function 45 (Set BDOS Error Mode).

There are three possible modes:

1) Default Mode
2) Return Error Mode
3) Return and Display Error Mode

If the NDOS isin default mode, it prints the following error message:

NDQOS Err <xx>, Func <yy>
where <xx> is the extended error code in hexadecimal, and <yy> is the function
being performed when the error occurred, also in hexadecimal. The NDOS then
performs a warm boot, aborting the program.
In return error mode, the NDOS does not display a message or abort the
program. Instead, the NDOS setsregister A to FF and register H to the
extended error code; then it returns to the application program.
If an extended error is detected in return and display error mode, the NDOS
displays the error message on the console. But the NDOS does not abort the
program, setting the registers in the same manner as return error mode.
Function 45 (Set BDOS Error Mode) does not exist under CP/M. Because of this,
most CP/M applications automatically run in default mode. If an extended error
occurs, these applications abort.
The following extended error codes can be returned to the NDOS.

01 Bad Sector -- Permanent Disk Error
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02 Read-Only Disk

03 Read-Only File

04 Drive Select Error

05 File Open by Another Processin Locked Mode

06 Close Checksum Error

07 Password Error

08 File Already Exists

09 Illega ?inan FCB

OA Open File Limit Exceeded

OB No Room in System Lock List

0C Requester not Logged on to Server or
Function Not Implemented on Server

FF Unspecified Physical Error

Extended error OC hex is returned, not by MP/M |1, but by the server itself.

This error indicates that the server is unable to process an otherwise valid
CP/NET message, either because the requester is not logged in to that server
or because the function code contained in the message isinvalid.

Extended error FF can result only from two special functions, Get Allocation
Vector Address and Get Disk Parameter Address. Because these functions return
a pointer in register pair HL, it is not possible to detect a regular extended

error. Instead, these functions return an FFFF value in HL if a physical error
ocCcurs.

Not all CP/NET functions are capable of returning extended errors. However,
extended error OC can be returned on any function, even on MP/M |1 functions
that normally have no extended error associated with them. If an extended
error is returned for such a function, the NDOS ignores it. The following
functions can result in the performance of a network access but cannot produce
an extended error:

1 Console Input
2 Console Output
5 List Output
9 Print String
10 Read Console Buffer
24 Return Login Vector
28 Write Protect Disk
29 Get Read-Only Vector
37 Reset Drive
39 Free Drive
64 Login
66 Send Message on Network
67 Receive Message on Network
70 Set Compatibility Attributes
106 Set Default Password

Any other function can cause a program to abort if an MP/M 11 extended error

occurs, if an unsupported function is passed to the server, or if the server
isnot logged in.
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3.2.3 Temporary Filename Transation

Many common application programs use temporary files. The names of these files
often have the form FILENAME.$$$ or $$$.SUB. When multiple copies of these
applications run on different requesterslogged onto the same server, a

number of these temporary files can have the same name, causing extended MP/M
Il errors that abort the application program.

To solvethis problem, each requester's NDOS recognizes temporary filenames
destined for networked drives and implicitly renames them, so the filename an
application presents to the operating system is not the one the NDOS presents
to the MP/M 11 file system.

Each occurrence of the string $$$ in the first three bytes of a filename, as
well as any filetype of $$$, forms a CP/NET message with a filename or
filetype of $<xx>, where <xx> isthe ASCII representation of the requester ID
byte.

Because al requesters have a unique ID, this modification guarantees the
uniqueness of temporary filenames.

This modification is transparent to the calling application program. When the
NDOS modifies a filenamein a CP/NET message, it converts the filename back to
its original form before updating the application's FCB. The only possible
change to the FCB is that interface attributes set in the high-order bits of

the filename strings modified are reset. This change poses no problems if
temporary files aretruly temporary. Treat temporary files like Read/Write

files with the DIR attribute; delete them before the application program
terminates.

Functions 17 (Search For First Directory Entry) and 18 (Search For Next

Directory Entry) do not perform temporary filename translation when

referencing a networked drive. If auser creates file with a temporary

filename, and then attempts to locate it within his directory, this can be

confusing.

For example, suppose that a user working on requester 5A enters the command:
REN $$$.$$$=BLAH.TMP

Then the user enters a DIR command. The file previously renamed appears as
$5A .$5A

in the directory.

If a temporary fileisreferenced onadrivethatislocal to the CP/INET

system, the filename passes unmodified to the BDOS. No conversion is
necessary, because there is no possibility of conflict.

3.2.4 Opening System Files on User 0
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Under MP/M I, arequester running in a user number other than O can access
certain networked filesin user 0. If an MP/M 1 file hasits t2' interface
attribute set, thefileisa systemfile. If anetworked fileis opened in

locked or Read-Only mode from a nonzero user number, the following actions are
taken:

- If the file exists in the same user number, MP/M 11 opens the file.

- If thefile does not exist in the same user number, MP/M Il searches
user 0.

- If thefile exists on user 0 and it is a system file, MP/M |1 opens it
just as though the file existed under the other user number.

- If the file exists on user zero as a system file, but it is also a
Read-Only file (interface attribute t1'), MP/M |1 automatically opens
the file in Read-Only mode.

The user of a CP/NET requester can make convenient use of these options.
Because the CCP.SPR aways opens files in Read-Only mode, al COM files can be
placed in user 0 and marked as system files, making them accessible to all

user numbers. Because this facility does not exist under CP/M 2.x, al COM
fileson local devices must exist within the user numbers from which they are

to be executed.

3.2.5 Compatibility Attributes

Because of MP/M IlI's added file security, applications written under CP/M
might not work properly under MP/M I1. Two basic factors contribute to the
incompatibility. The first isthe FCB checksum computation that MP/M I
performs on open FCBs. Certain CP/M applications modify their FCBsin a way
that makestheir checksums invalid. Second, MP/M |1 defaultsto opening all
filesin locked mode, allowing only one processto have a file open at a time.
Although files can be opened in an unlocked or shared mode, an application
must explicitly specify that the fileis to be opened unlocked. CP/M
applications have no knowledge of this procedure.

To enable CP/M applications to run unmodified under MP/M I, a system of
compatibility attributes has been added. This feature is supported under
CP/NET. Using compatibility attributes, a user can selectively disable parts

of the MP/M 11 file security mechanism.

When a requester's CCP opens a COM file for loading and subsequent execution,
it examines the high-order bits of the first, second, third, and fourth bytes

of the filename. These bits are referred to as interface attributes FI', F2',

F3', and F4'. The CCP constructs a byte based on the interface attribute set.

It then uses this byte as a parameter for Function 70 (Set Compatibility
Attributes).

Function 70 causes the NDOS to send a logical compatibility attribute message
to every server of which it has knowledge. Table 3-1 defines the interface
attributes.

Table 3-1. Interface Attributes
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Format: Attribute
Meaning

F1'

Causes MP/M 11 to behave as though all files were opened in Read-Only mode,
although write accesses are still permitted. F1' is functionally equivalent to
opening afile in unlocked mode, except that record locking is not possible.
Using this attribute, two programs can update the same record simultaneously,
leaving the file in an indeterminate state.

F2'

Causes all file close operations to convert to partial close operations. A
partial close uses the current FCB to update the directory, but permits the
application program to continue using the file without reopening it.

F3

Disables FCB checksum verification during close operations. Files are closed
successfully, aslong as MP/M Il can tell the file wasiinitially opened and
gtill has an item on the system lock list. If the file was not opened, an
error is still returned.

F4'

Disables all FCB checksum verification. F4' implicitly sets attributes F2' and
F3' aswell. Usethis attribute with extreme caution, because it is possible
to perform valid file operations using corrupt FCBs. Doing this could result
in serious damage to the files on the disk drive being referenced.

The CCP uses the interface attributes to construct a one-byte parameter for
the set compatibility attributes call by setting the following bits:

F1' bit 7

F2' bit 6

F3' hit 5

F4' bits 4, 5, and 6

All other bits are set to zero.

The set compatibility attributes logical message causes the server to change
its process descriptor if the user has enabled compatibility attributes during
the MP/M 11 GENSY S operation. Otherwise, the message is ignored.

When an application program terminates, the CCP resets all compatibility
attributes. This prevents a subsequent program from operating in an
environment with insufficient file security.

It is advisable to enable the minimum number of compatibility attributes
necessary to allow a program to run properly. Use the following guidelines for
setting the attributes:

- If the program aborts with NDOS Error 05, "FILE OPEN BY ANOTHER
PROCESS", set FI'.

- If the program aborts with NDOS Error 06, "CLOSE CHECKSUM ERROR", set
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F3'. if an error code isreturned in register A on I/O operations
under CP/NET, but no error is returned under CP/M, try setting F2'. If
the problem persists, try setting both F2' and F3'. If the problem
still persists, set user attribute F4'. Make sure there is no
possibility of corrupting the file system before using attribute F4'.

You can usethe SET utility under MP/M 11 to enter compatibility interface
attributes into a COM file's directory entry from an MP/M Il console. For
example,

SET <filespec> [F1=ON,F3=ON]

If you cannot use MP/M 11, you can set the interface attributes under program
control using Function 30 (Set File Attributes).

3.2.6 Password Protection Under CP/NET

The MP/M 1l file system limits file access by unprivileged users through
password protection for individual files. There are three levels of password
protection for files:

1) All access is denied without the password.

2) The file can be read without the password, but it cannot be written
to.

3) The file can be read and written to without the password, but not
deleted.

Use the SET utility to assign passwords under MP/M 11. The procedure for
assigning passwords is described in the "MP/M 11 Operating System User's
Guide'. CP/INET does not support the assignment of passwords across the
network.

CP/NET does, however, allow an application program to send a password across
the network when afileis opened. Thisalowsauser ona CP/NET requester
the most basic form of password support: operation on networked files that
have been previously password protected.

If aread-protected file is opened and no password is specified, an extended
error is returned across the network, and the calling application aborts. The
same error is aso returned when an application attempts to writeto a write-
protected file for which no password was provided when the file was opened.
Finally, any attempt to delete, rename, or change the attributes of a delete-
protected file without providing a password results in an extended error.

CP/NET aso supports Function 106 (Set Default Password). Function 106
provides a password against which al protected files are checked if no
password is provided or if the password is incorrect. This function can
relieve an application of the responsibility to parse passwords constantly
into the first eight bytes of the current DMA buffer.

CCP.SPR does not support MP/M II's facility of supplying passwords when the
user enters a command line. Because of this, do not password-protect COM files
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unless a default password utility is provided to the user.

Because CP/M 2.x does not support any kind of file protection, passwords are
ignored when referencing files on drives local to a CP/NET requester.

3.2.7 Networked List and Console Devices Under CP/NET

In addition to the 16 disk devices, CP/NET allows the user to map the list and
console devices across the network. A number of requesters can share a
printer, or a console can be logically attached to a completely independent

system running CP/NET or CP/NOS. Such a system needs only a network interface
to support full CP/M capability.

Unlike most requester BDOS calls, whether a console or list deviceislocal or
networked is determined, not at the BDOS intercept level, but a the BIOS-
intercept level. This feature enables application programs to make direct BIOS
calls for console and printer 1/0, and to continue to run transparently across
the network.

List device I/O is handled in the following manner: when the BIOS call is made
to LISTOUT, the NDOS traps it. The NDOS examines the configuration table to
determine whether the list deviceislocal to the CP/NET system or networked.

If the list deviceislocal, the cal is passed through to the BIOS unchanged.

If the list device is networked, however, the NDOS stores the character to be
listed in a special buffer, located directly below the requester configuration

table. When 128 characters are stored, the NDOS sends a List Output logical
message to the server upon which the list device is mapped. This buffering
process improves system performance, because one-character messages that would
congest the network communication interfaces need not be sent between each
requester and server.

Under CP/M, there is no need to tell thelist device when a listing is
complete, because only one application can list a a time, and that
application has complete control of the device during that time. Under CP/NET,
however, more than one requester can share a printer. So, a mechanism must be
included to notify the server that a listing is done, and that the list device

is available to other requesters.

A special provision must be included so a partially filled list buffer can be
flushed to the server when alisting isfinished, and so the server can
release the list device. Endlist, a special character equal to FF hex, is
intercepted by the NDOS as the signal to terminate a listing.
The endlist character can come from one of four sources:
1) The CCP.SPR sends an endlist character every timeitis entered and
detects that a list isin progress. This causes an endlist every time
a program terminates.

2) An application can issue an endlist to terminate its own listing.
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3) Every time a Ctrl-P is toggled to off, the NDOS console input routine
detects this, and issues its own endlist.

4) You can use the ENDLIST utility to terminate the listing.

The server can handle listing in two different modes. If the module SPOOL.RSP
is present in MP/M 1, the server takes all list output messages, and writes
them to a dedicated spooler file. When the server detects an endlist, it
inserts a Ctrl-Z end-of-file character into the message, closes the spooler

file, and directs the SPOOL processto begin printing the file on the
appropriate list device.

If a SPOOL processis not resident under MP/M 1, the server, upon receiving
an initial list out message, performs an explicit attach list function on the
specified list device. This prevents other requesters from using the list
device until the requester being serviced isfinished listing. All other
requesters are suspended, or receive network errors if they try to use the
same list device.

When the server finally receives the endlist character, it issues a detach
list function, freeing the list device for another process.

Both server modes have potential disadvantages. A printer that usesa Cirl-Z
as an escape sequence for special printing functions cannot be used with the
SPOOL.RSP. Using Ctrl-Z causes the spooler to terminate a print job
prematurely, assuming that an end-of -file was encountered. On the other hand,
explicit attaching and detaching of list devices can cause a network error if

a requester attempts to attach a list device that is already in use, has its

server become suspended, and eventually times out.

Console /0O cannot be buffered and sent across the network in large blocks,
because it is not possible to determine when input critical to the operation

of an application is needed. The NDOS must therefore send such 1/0 across the
network one character at a time.

As with list output, the NDOS traps console-related BIOS calls. The NDOS
determines whether the console islocal or networked. If the consoleis local,
no action is taken, and thelocal BIOSis entered. If the console is
networked, a raw or unfiltered console 1/0 message is sent to the server. The
server performsthe I/O function, and sends a response back to the requester.

If a networked console is used with CP/NET, the system behaves unreliably when
the console is also being used as a regular MP/M 1l terminal, because MP/M 11
allocates a Terminal Message Process (TMP) to each known user console. Both a
server process and a TMP can be waiting for input from the same console.
Because of this, typed characters can be echoed normally, doubly echoed, or
not echoed at all. The actual processes might or might not receive every
character.

A networked console user should also be aware that, because each character
must be sent over the network, networked consoles drastically degrade the
performance of the entire CP/INET system. Networked consoles are not
recommended unless thereis no way to support alocal console, asin certain
industrial process-control applications.
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The Ctrl-P facility of CP/M is partialy handled by the NDOS. The NDOS must
know when Citrl-Pis active, because it must send an endlist character when the
facility terminates. If the CCP detects that Ctrl-Pis active, it will not

send an endlist, even if a program terminates.

3.3 CP/NET Function Extensions to CP/M

Applications accessing networked drives use the MP/M |1 file system to perform
file operations. Many of those operations have sightly different meanings
than they do under CP/M. For example, by setting the high-order bits of an FCB
filename, a file can be opened or made in locked mode, unlocked mode, or Read-
Only mode. CP/NET aso allows an application to place a password in the
current DMA buffer for opening password-protected files. Similarly, a close
operation can perform either a permanent close or a partial close.

The return codes and side-effects of MP/M |1 functions also differ.

Error-handling differences are discussed in Section 3.2.2. The open and make
functions also differ. These functions return a two-byte value, called the
file ID, in the random record field of the opened FCB. The file ID is
necessary for performing record locking functions.

For acomplete description of how individual CP/M functions work under MP/M
I1, see the "MP/M |l Operating System Programmer's Guide".

This section describes CP/NET functions that have no counterpart under CP/M.
These include MP/M 11 functions that do not exist under CP/M, as well as a set
of dedicated CP/NET functions. All of these functions adhere to exactly the
same caling conventions as therest of CP/M, and al follow the same
conventions regarding return codes.

FUNCTION 38: ACCESS DRIVE
Prevents Drives from Being Reset

Entry Parameters. C = 26H
DE = Drive Vector

Returned Vaues: A = Return Code
H = Extended Error

The Access Drive function inserts a dummy open file item in the item lock list
for each drive specified in the drive vector. The drive vector is a 16-bit
vector in which each possible drive is presented. Bit O represents drive A:,

bit 1, drive B:, continuing through 15 for drive P..

The NDOS separates the drive vector into a number of drive vectors, one per
server that the NDOS can find in the requester's configuration table. The NDOS
then sends a logical message to each of these servers. If any of these
messages result in an extended error, the function is aborted (??7?).
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If a server's system lock list does not have enough room to fit al the dummy
items for all the drives specified, or if the open file limit for the server
process is exceeded, none of the itemsis inserted, and Function 38 returns an
extended error.

Because the NDOS sends messages to each server in sequence, an extended error
on one server does not indicate that servers accessed previously failed to

insert open file items. This differsfrom MP/M 11, where only one file system
controls the entire lock list. Note that drives might have to be freed after a
failure resulting from an access drive call.

If the NDOS isin return error mode, an error condition on function 38 causes
register A to be set to OFFH, and register H contains one of the following
codes;

OA Open File Limit Exceeded
OB No Room in the System Lock List
0C Server Not Logged In

Because Function 38 is meaningless to local drives under CP/NET, no cal to
the local BDOS is made.

FUNCTION 39: FREE DRIVE
Free Specified Disk Drives

Entry Parameters. C = 27H
DE = Drive Vector

The Free Drive function purges servers' lock lists of all items pertaining to
the drives specified. The drive vector isa 16-bit vector in which each
possible drive isrepresented. Bit O representsdrive A:, bit 1, drive B:,
continuing through 15 for drive P:.

Because dummy drive accesses, locked records, and open filesare all purged,
close al important files before issuing the free drive call. Otherwise, a
checksum error is returned on the next file access, and data might be lost.

The CP/NET CCP issues afreedrive every timea program terminates. This
prevents the server process associated with the requester from becoming
clogged with useless files.

Because Free Drive is meaningless under CP/M, the operating system ignores

entries in the drive vector that specify drives local to the requester. Free
Drive has no error return.

FUNCTION 42: LOCK RECORD
Lock Records in a File

Entry Parameters. C = 2AH
DE = FCB Address

Returned Vaues: A = Return Code
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H = Extended Error

The Lock Record function grants a requester exclusive write access to a
specific record of afile opened in unlocked mode. Using this function, any
number of requester processes can simultaneously update a common file.

To lock a record, a requester application must place the logical record number
to be locked in the random record field of the file's FCB. Thefile ID number,

a two-byte value that is returned in the random record field when a file is
opened in unlocked mode, must be placed in the first two bytes of the current
DMA buffer. When the lock function is called, a pointer to the FCB must exist
in register pair DE.

The record to be locked must reside within a block currently allocated for the
file. Thelock failsif the record islocked by another process or requester.

This prevents two processes from simultaneously updating the same record, and
leaving it in an indeterminate state.

If afilewasopened in locked mode, the Lock Record function always returns
successfully, but no explicit action is taken because the whole file is locked
in the first place.

To use the Lock Record function, follow these steps:

- Open the file in unlocked mode. Save thefile ID returned in the
random record field of the open FCB.

- When the application needs to update the record, lock the record, even
before attempting to read it. Reading a record that is locked by
another processcan result in leaving the record in an indeterminate
state. If an error results because the record is locked by another
process, repeat this step until the record islocked successfully.
Place a timeout value on retrying the lock in  case another requester
has locked the record, and then gone off line.

- Read the record.

- Update the record.

- Write the record back.

- Unlock the record.

The Lock Record function returns a 0 in register A if successful. Otherwise,
the Lock Record function returns one of the following error codesin register
A:

01 Reading Unwritten Data

03 Cannot Close Current Extent to Access Extent Specified
04 Seek to an Unwritten Extent

06 Random Record Number Greater than 3FFFF
08 Record Locked by Another Process

OA FCB Checksum Error

OB Unlock File Verification Error

0C Process Record Lock Limit Exceeded

OD Invalid FileID in the DMA Buffer

OE No Room on the System Lock List

FF Extended Error
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These extended errors can occur:

01 Permanent Error
04 Select Error
0C Requester Not Logged In to Server

The Lock Record function has no meaning when a drive local to the requester is
referenced. The function returns with register A set to 0.

FUNCTION 43: UNLOCK RECORD
Unlock Recordsin aFile

Entry Parameters: C= 2BH
DE = FCB Address

Returned Vaues: A = Return Code
H = Extended Error

The Unlock Record function releases a previously locked record, allowing it to
be locked and written to by another requester. The record to be unlocked must
be placed in the random record field of the file's FCB. ThefileID isa two-
byte value that isreturned in the random field when afile is opened in
unlocked mode. The file ID must be placed in the first two bytes of the
current DMA buffer. Register pair DE must contain a pointer to the FCB.

The Unlock Record function returns successfully if

- the file was opened in locked mode.
- the record specified is already unlocked.
- the record is locked by another process.

In all these cases, no action is performed.

Do not unlock a record until the requester's application program has finished
updating the locked record, and has written it back out to the file.
Otherwise, another process might inadvertently destroy the updated
information.

The Unlock Record function returns a 0 in register A if Successful. Otherwise,
the function returns one of the following error codes in register A:

01 Reading Unwritten Data

03 Cannot Close Current Extent to Access Extent Specified
04 Seek to an Unwritten Extent

06 Random Record Number Greater than 3FFFF

OA FCB Checksum Error

OB Unlock File Verification Error

OD Invalid FileID in the DMA Buffer

FF Extended Error

These extended errors can occur:

01 Permanent Error
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04 Select Error
0C Server Not Logged In

The Unlock Record function is meaningless when it references a requester's
local drive; it returnsa O in register A.

FUNCTION 45: SET BDOS ERROR MODE
Defines CP/NET Error Handling

Entry Parameters. C = 2DH
E = Error Mode

The Set BDOS Error Mode function provides the NDOS with these options:

- aborting on extended errors

- returning the extended error to the calling application for handling

- returning the error to the application, and displaying it on the
console.

All requester application programs are initially loaded in a default
environment that causes the NDOS to abort on extended errors, and to display
the extended error code. UseFunction 45 to change this default mode,
according to the contents of register E.

Table 3-2. BDOS Error Modes

Reg. Explanation

OFFH Return Error Mode. BDOS returns extended errors coming from the
network to the application program. Register A isset to OFFH, and
register H contains the extended error code. No error message is
displayed on the console.

OFEH Return and Display Mode. BDOS returns theextended error in the same
manner asin Return Error Mode, but also displays an extended error

message.
Any other value: Default Mode.

Function 45 is not implemented across the network. The NDOS maintains its own
interna error mode flag, and acts upon returning network messages according
to that flag.

The Set BDOS Error Mode function has no effect on physical errors returned by
the requester's local BIOS. These errors always display an error message, then

they give the user the option of aborting the application program or
continuing.

FUNCTION 64: LOGIN
Initiate Session Between a Requester and a Server

Entry Parameters: C = 40H
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DE = Ptr to Login Msg
Returned Vaues: A = Return Code

The Login function identifies a requester to a server, and initiates a session
with that server. The Login function must always be successfully called before
a reguester can access a server's resources. Register pair DE must contain a
pointer to a data structure that contains the following two fields:

00-00 Server ID byte
01-08 Password

The NDOS uses this structure to construct alogical LOGIN message to the
server specified. Only the LOGIN message can be passed to the SERVER module
without generating an extended error OC, requester not logged in.

The server checks to see whether the password matches the password defined in
the server configuration table. The server then scans the configuration table

to find out whether logging in another requester exceeds the number of servers
present in the system. If a server exists for the requester, and the password
matches, the NDOS returns a 0 in register A. Otherwise, an error is flagged by
returning an OFFH in register A. The NDOS also returnsa O in register A if
the requester is already logged in.

FUNCTION 65: LOGOFF
Terminate a Session Between a Requester and a Server

Entry Parameters: C = 41H
E = Server ID

Returned Vaues: A = Return Code
H = Extended Error

The Logoff function completes a session, and breaks the logical binding
between the server specified in register E and the calling requester. Once a
Logoff has been performed, the server processis free to begin a session with
another requester, if the the server's NETWRKIF can support the dynamic
binding of requester nodes to server processes.

Function 65 returns a O if successful. It returns an extended error OC,
requester not logged on to server, if unsuccessful.

FUNCTION 66: SEND MESSAGE ON NETWORK

Send a Message to Another Network Node

Entry Parameters. C = 42H
DE = Pointer to Message

Returned Vaues: A = Return Code

The Send Message on Network function sends messages across the network that
might have no defined function on the MP/M 11 server. This allows applications
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to be written under CP/NET that use non CP/NET messages. Point-to-point
communications packages, special electronic mail systems, implementation of
requester synchronization functions, and specia print spooling systems are
examples of such applications.

To use Function 66, the address of the message to be sent must be passed in
register pair DE. The message pointed to might have the standard CP/NET
structure of FMT, DID, SID, FNC, SIZ, and MSG, or it might take some
nonstandard format. In the latter case, the SNIOS must be able to recognize
the nonstandard message, and send it properly.

Unlike the usual CP/NET session protocol, the Send Message on Network function
does not automatically attempt to receive a response to the message that was
sent. So an application can send throw-away messages that do not require a
logical acknowledgment or response. Y ou can also define message types that can
be broadcast to every node in the network.

If an application requires a logical response to a message sent using Function
66, make an explicit call to Function 67 (Receive Message on Network).

Asarule, set the FMT field of the message header of any nonstandard message
sent through a CP/NET system to a value other than those reserved for use by
Digital Research. Future releases can then run applications using Function 66,
with minimal modification.

Function 66 returns an FF in registers A, H, and L if a network error occurred
and the message was not sent.

FUNCTION 67: RECEIVE MESSAGE ON NETWORK
Receive Message from Another Network Node

Entry Parameters: C = 43H
DE = Receive Buffer Address

Returned Vaues: A = Return Code

The Receive Message on Network function is the counterpart of Function 66,
Send Message on Network. Invoke it immediately after performing a send message
if alogical response is expected. Function 67 can also be used to wait for an
unsolicited message from another node.

To use Function 67, an application must pass a pointer to a buffer area into
which the message can be received in register DE. Upon return, registers A, H,
and L are set to OFFH if the function failed to receive the message properly.

Like Function 66, Function 67 can handle nonstandard messages acrossa CP/NET
network, provided that the requester's SNIOS is equipped to handle them. For a
more detailed discussion on how to use Functions 66 and 67, see section 3.4.

FUNCTION 68: GET NETWORK STATUS
Get Network Status Byte from the Configuration Table

Entry Parameters: C = 44H
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Returned Values: A = Network Status Byte

The Get Network Status function returns the configuration table's network
status bytein register A. It also resets any error conditionsin the status
byte.

For a description of the fields contained in the network status byte, see
Section 4.2.1.

FUNCTION 69: GET CONFIGURATION TABLE ADDRESS
Get Configuration Table Address

Entry Parameters. C = 45H
Returned Values: HL = Table Address

The Get Configuration Table Address function returns the address of the
requester configuration table maintained in the SNIOS. Using this function, an
application can dynamically modify the mappings of devices across the network.

The utilities NETWORK and LOCAL use Function 69 to accomplish this kind of
modification.

For a description of the fields in the configuration table, see Section 4.2.2.

FUNCTION 70: SET COMPATIBILITY ATTRIBUTES
Configure Server File Systems for an Application

Entry Parameters. C = 46H
E = Compatibility Attribute Byte

The Set Compatibility Attributesfunction selectively disables the file
security mechanism on al MP/M |1 servers to which the calling requester has
networked drives. This allows certain applications that run under CP/M, but
not under the MP/M 11 file system, to run under CP/NET, and access networked
devices.

The CCP.SPR checks the compatibility interface attributes of all COM files
that it loads for execution, and performsa Set Compatibility Attributes
function based on the pattern it finds. Thisisthe only time to use this
function.

Applications should not modify their compatibility mode in midexecution. Doing
so might produce unpredictable results.

The compatibility attribute byte is set according to the interface attributes
found in the COM file's name. The following attributes cause the corresponding
bits to be set in register E prior to the call to Function 70:

F1' bit 7

F2' bit 6
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F3' bhit5
F4' bits 4, 5, and 6

For a complete description of how to use compatibility attributes, see Section
3.25.

Function 70 has no error return. Extended error messages from servers to which
the requester is not logged in are ignored.

FUNCTION 71: GET SERVER CONFIGURATION TABLE ADDRESS
Get Information About a Server

Entry Parameters: C = 47H
E = Server ID

Returned Values: HL = Server Configuration Table Address

The Get Server Configuration Table Address function returns a pointer to parts
of the specified server's configuration table. The ID of the server to be
examined is passed in register E prior to calling Function 71, and a pointer

to the received information is returned in register pair HL.

The data structure addressed by HL has the following format:

00-00 Server Temporary File Drive

01-01 Server Network Status Byte

02-02 Server ID

03-03 Maximum Number of Requesters Permitted on the Server

04-04 Number of Requesters Currently Logged In Bit Vector of
Requesters Logged In in the Requester

05-06 ID Table

07-16 Requester ID Table

The information isidentical with that contained in the server conguration
table, except that the login password has been (??7?), and a byte containing
the server's temporary file drive has been added to the front of the table.

Function 71 can determine whether other requesters are logged into a server.
The temporary file drive can be used when an application wants to leave a file
on a server but does not know the capacity or type of the server's disk
drives. The MAIL utility makes frequent use of Function 71.

The server configuration table is returned across the network in a Special
buffer inthe NDOS. If more than one call isto be made to Function 71, and
the calls reference a different server each time, the buffer is overwritten by
each successive call. If an application must examine more than one server
configuration table at once the table must be copied down into a buffer
defined by the application.

If Function 71 passes a server 1D to which the calling user is not logged on,
an extended error OC, requester not logged in, is returned.
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FUNCTION 106: SET DEFAULT PASSWORD
Establish a Default Password for File Access

Entry Parameters. C = 46H
DE = Password Address

The Set Default Password function allows an application to specify a password
that is checked if an incorrect password is presented during an Open File
function. If afile is password protected, MP/M 11 first checks for a password

in the current DMA buffer. If no match isfound, MP/M 1l then checks the
default password set by Function 106. If MP/M 11 finds a match, it allows the
requested operation to succeed. Otherwise, MP/M 11 returns an error.

When Function 106 is performed on a requester, the requester's NDOS attempts
to set the default password on every server to which a driveis networked by
that requester. Since Function 106 has no error return, extended requester not
logged in errors are ignored.

Each server process uses an MP/M Il default password dlot, starting with
console 0, and using as many slots as there are requesters supported.

The default password set by Function 106 persists until another default
password is Set.

3.4 CP/NET Applications

In addition to running standard CP/M applications packages on a CP/NET
requester, you can implement specia applications using the network functions
available in CP/NET. The applications can handle message processing in a
distributed environment. Examples include high-performance print spoolers,
node-to-node transfer utilities, and network management tools.

Using Functions 66 (Send Message on Network) and 67 (Receive Message on
Network), you can define an entire set of specialized messages to provide
network functions. These messages must be recognized and processed by the
SNIOS and NETWRKIF but, once implemented, they can be used by application
programs as though they were functions themselves.

Suppose a specific network application requires a print spooler that provides
specia formatting features. Y ou can write an application program that creates
messages with a special code in the format byte of the CP/NET message header.
When the application wants to spool data to the specia spooler on the server,

it uses Function 66 to send the data.

On the server side, the NETWRKIF must be capable of recognizing the specially
defined format code. When the NETWRKIF sees this format, instead of routing
the message to a server process, it writes the message to a specia queue. The
actual spooler can reside as a process under MP/M 11. The spooler reads the
gueue, and spools the data.

Notice that Functions 66 and 67 are independent of the logical protocol of
CP/NET, where every message sent by a requester implies that the requester
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walits to receive the message. This independence permits an application using a
feature like a special spooler to return immediately after sending its
message. The application need not wait for a logical acknowledgment.

Another convenient application isafile copy program that works without
server intervention. Under the regular CP/NET protocol, the only way to copy a
file on alocal requester drive to the local drive of another requester is

first to copy the file to a common networked drive, then copy it back to the
other requester's drive. Thisis inefficient.

Instead, suppose that the users of the two requesters agree to cooperate in

the copying of the file. They can do this by sending each other mail. One user
invokes an application program called RECEIVE, while the other brings up an
application program called SEND.

The SEND program merely reads the file into memory, then sequentially sends it

to the other requester, using Function 66. The SEND program might or might not
request verification from the receiving requester via Function 67. In the
meantime, the RECEIVE program reads the messages from the network. No server
intervention is required; only the two SNIOS modules of the requester are
involved in the transmission. Even though the two requesters are only capable

of sequential processing, they are still able to send and receive messages
synchronously. This application does not require modificationsto the SNIOS

and NETWRKIF; the standard CP/NET protocol is sufficient, because such
applications never reference the server.

Finally, a complex network might require automatic system monitoring and
maintenance utilities. Using special message formats, you can design a set of
messages that check which drives are usable on various servers, compute the
best path from a requester to a given server and back, and notify the system's
users of servers and requesters going on or off line. These messages can be
handled automatically by the SNIOS or NETWRKIF software, or they can be
implemented under the control of special application programs.

Section 4: CP/NET System Guide

The requester's NDOS and the server's SERVER module are key componentsin the
logical structure of the CP/NET operating system. These modules, however, do

not deal with the physical problems of moving alogical message from the
source reguester to the destination server, and back again. Implementing this

task varies depending on network topology, hardware, and the characteristics

of the host computer systems. These modules are therefore not portable from
machine to machine. Y ou must customize them.

This section provides the network systems implementer with the information
necessary to design and implement a CP/NET system efficiently. Section 4 is
divided into four parts. Section 4.1 discusses general network design issues

that affect CP/NET implementation. Section 4.2 details how to implement the
requester network software, the SNIOS.SPR. Section 4.3 discusses the design

and implementation of the server communications software, the NETWRKIF.RSP.
Section 4.4 describes the design of a CP/NET server that runs under an
operating system other than MP/M 11. Appendixes to this manual contain severa
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example network communications packages.

4.1 General Network Considerations

This section explains some of the basic functions of network communications
software and describes, in the most general way, how communications software
fits into the overall architecture. If any of the material in this section is

unfamiliar to you, consult one of the many excellent textbooks available on
modern networking technology. Theoretical knowledge can help you enormously in
the design and implementation of your network system.

4.1.1 Functions of the CP/NET Physical Modules

The SNIOS and NETWRKIF modules function on four levels. At the lowest level,
they must handle the physical transfer of a bit stream from one network node

to another. This physical layer must take into account the I/O port numbers

being used for communication, the physical characteristics of the network
medium, network contention schemes, and other factors.

The next layer of functions must address the problem of getting complete
messages from one node to another with no errors or redundant data. This data-
link layer takesthe bit stream from the physical layer, and processes it
according to its own protocol.

If any routing from node to node is required, you must include, a network-
level protocol. The network layer can be as simple as identifying when a
message is destined for a particular node, or it can perform complex store-
and-forward operations, compute the best route from node to node, and maintain
open circuits for nodes that want to communicate.

The last layer the SNIOS and NETWRKIF must address provides an interface
between the low-level communications software and the logical level operating
system software. In the SNIOS, this layer must transport messages to and from
the NDOS. In the NETWRKIF, the transport layer reads and writes message from
and to the appropriate server queues.

The layered architecture presented here can be indistinct in implementations,
with single subroutines sometimes handling all four layers at once. Figure 4-1
shows the relationship of the various layers to the network interface. Notice
that the physical, data link, and network layers might have to participate in
the interface to recover information to perform their functions.

Figure 4-1. Layered Model of a CP/NET Network Node

Notice aso the interfaces between the various levels. Asa message migrates
through the layers, the data in the message can change. The interface between
the physical layer and the data-link layer yields bit or character data; the
message itself isincomplete. The interface between the data-link and network
layers produces messages, but the messages might contain routing information
irrelevant to the transport layer. When a message reaches the transport layer,
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it might be in a format unusable by the higher logical layers of the operating
system. Only when the message is passed to those logical layers must it be
complete and in the standard format of a CP/NET message.

The architecture described above corresponds to the four lowest layers of the
network model described by the International Standards Organization (1SO).
However, there are some dslight differences. For example, the ISO definition of
the transport layer concerns itself mostly with migrating messages from a
centralized network controller to one of many possible hosts. In the model
described above, the transport layer deals with moving messages that have
already reached a host into the correct portion of the operating system. The
model in Figure 4-1 is the basis for the following, more detailed discussion.

4.1.2 Interfacing a Computer to a Network

All network nodes need some method of controlling the communication functions
that take place on the communications medium of the network. The simplest
method is to have the node's CPU directly control al network communications
protocols.

In this case, the network interface is a direct line into the host computer.

When the communications software is called upon to send a message, the CPU
must initiate the message, possibly waiting for an appropriate handshake
response from the destination node. The CPU must then transmit the message,
receive and process any acknowledgments, and determine whether the message
should be retransmitted. If the node is receiving a message, it must, under
program control, detect when the sender istrying to initiate a message,
perform any handshake with the sender, receive the message, verify its
correctness, and provide acknowledgment. All these tasks must be performed
using programmed I/O operations or possibly some form of DMA for parts of the
transmission or reception.

These tasks can take up a significant amount of the CPU's processing power.
For an SNIOS, thisisnot a problem, because the NDOS isidle in the time
interval after a message is sent and before the response is received. For a
NETWRKIF, however, the multitasking nature of the server can result in serious
performance degradation.

Another drawback to this method is that it places the burden of engineering
communications software on the host systems implementer. This software can be
extremely costly to develop for a high performance network.

The principal advantage of this method isits simplicity. If two computers

have spare RS-232 ports, you can network them together with no specia
hardware. Many simple protocols can be readily modified to provide low-
performance networks at low cost. Such a protocol is provided in Appendix E.

For higher-performance networks, it might be necessary to relieve the host CPU
of the burden of physical, data-link, and network processing. In this case, an
intelligent network communications controller can be useful. Many such
controllers are available, and thereis a variety of methods of interfacing

them to a host computer.
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An intelligent communications controller can perform all physical and data-

link processing, aswell as many network layer functions, with no host CPU
intervention. The SNIOS and NETWRKIF modules must be concerned only with a
nomina amount of network routing, if necessary, and with the problem of
transporting the message from the controller. Because the communications
controller can transfer data to the host at high speed with high reliability,

the host's transport layer can be very ssimple, and requires little CPU time.

Appendix G provides a CP/NET implementation utilizing an intelligent network
controller.

Intelligent controllers require special hardware that must be added to the
host computer. Interfacing this hardware is not always possible. In addition,
each network node needs a controller. This can be expensive.

CP/NET aso works in multiprocessor environments, both loosely coupled and
tightly coupled. A loosely coupled system can send messages viaa high-speed,
reliable bus. This reduces the data-link problem, so simply transferring data

is often sufficient to ensurethe message's integrity. Tightly coupled
processors can share memory, so messages can be sent between nodes by mapping
memory from one processor to another.

4.1.3 Developing a Network Layer

Because CP/NET is independent of the network used, the communication modules
must be modified to support various network topologies. The NETWRKIF that
supports a multidrop, contention network is different from the one that
supports an active hub-star configuration.

Some CP/NET configurations require extremely complex interconnections.
Messages destined for one server might have to pass unmodified through several
servers or requesters before they reach their final destination. The network
implementer must define the software necessary to accomplish this routing. For
simple networks, a network layer is barely necessary. For example, a ssmple
work station cluster, where several requesters share a single server, requires
only that the destination ID field of the message match the server'sID on a
request, and that the destination match the requester's ID when the server's
response is sent back to the requester.

In complex networks, each node might need to keep track of other nodes on-line
in the network. Some algorithms require the exchange of routing messages to
maintain an accurate picture of the topology of the overall network. To do
this, the communications software must recognize these routing messages as
nonstandard CP/NET messages, and not pass them to a server processor to the
NDOS for processing.

Even requesters might need a network layer. For example, consider a daisy-
chain network of several requesters with a server at one end. All the traffic
for requesters farther down the chain passes through the requester adjacent to
the server.

Because a CP/M requester can only operate a single task, the communications
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software for receiving and forwarding a message must be written as a series of
interrupt routines. Because the NDOS might call on the SNIOS to transmit or
receive a message of its own, these routines must be reentrant to the extent
that NDOS requests can be held up until an intermediate message has been
processed.

4.1.4 Error Recovery

Network transmission media are often unreliable. Messages are occasionally
garbled or lost. In addition to data-link errors, networks can route messages
incorrectly, or messages can be lost due to congestion in a section of the
network. Because of these problems, a node must be able to recover from
transmission errors.

The most common form of error is garbled data. Bitsthat should have been
zeros are received as ones, and ones are received as zeros. The easiest way to
detect this type of error isto transmit a check along with the message. The
check is computed by performing an arithmetic operation on the actual message
beforeit is transmitted. If the check does not match the result of performing

the same operation when the message is received, then a transmission error has
probably occurred.

Most data-link protocols provide a mechanism for acknowledging that a message
was received correctly. This mechanism requiresa special message as an
acknowledgment. The node that received the original message sends the special
message back to the node that sent the original message. If an error occurs,

the recelver either sends no acknowledgment or sends a negative
acknowledgment, telling the sender to retransmit the message immediately.

The sender must be able to detect a transmission error, and take steps to
retransmit the message. This can be a problem, because the sender does not
know what the receiver isdoing. If an error message comes back, the sender
knows something has gone wrong. But if a message is lost completely, the
receiver might not know it was sent, and never send an error condition.

To solve this problem, the sender can send a message, then wait a
predetermined interval for acknowledgment. If no acknowledgment arrives, the
interval expires, and the sender times out. A timeout condition can cause the
sender to retransmit the message or take other stepsto recover from the
error. When the message is finally sent successfully, the sender can free up

the buffer that held it, and continue with other processing.

For a CP/NET requester, two different levels of timeouts might be necessary.

At the data-link level, atimeout can be set onthe amount of time that
elapses between sending a message and receiving the acknowledgment that it was
received correctly. This timeout interval can be fairly short, since the
transmission path is not likely to be very long.

The second timeout addresses the logical structure of CP/NET. Every message
sent to the server implies a response to be sent back to the requester. A
timeout can be set upon entering the requester's receive message routine. |If

the requester waits too long for a response, it can be assumed that the
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communication link or the server itself has crashed. With this kind of
timeout, the error recovery involves much more than just retransmitting the
initial message. A logical initialization must take place, probably including
a CP/M warm boot.

A timeout scheme can successfully retransmit lost or garbled messages. Another
problem arises, however, when the receiver's acknowledgment signal is lost.
The sender, not receiving the acknowledgment, eventually times out, and
retransmits the message. In the meantime, the message has actually been
successfully received. When the message arrives from the sender a second time,
the receiver must have some way of knowing that the message is a duplicate.
The receiver should ignore the message, but send an acknowledgment to stop the
sender from sending the duplicate yet again.

The easiest way to detect duplicatesis to assign a sequence number to each
message. If the receiver does not receive the sequence number it was
expecting, it ignores the message, even if the message was received correctly.
Every time a message is received, the expected sequence number is incremented.
Every time the sender receives an acknowledgment, the sequence number to be
sent isincremented. If a message times out, however, the sequence number is
not incremented.

All error recovery schemes should be free from deadlocks. A deadlock occurs
when the sender is waiting for an action from the receiver, but the receiver

is not performing that action because it is waiting for the sender to perform
another action. Carefully analyze networks that store and forward messages
from node to node for deadlocks, because two nodes can try to transmit to one
another simultaneousdly.

The means of avoiding deadlocks varies according to the network topology. A
multidrop network can use collision detection. if two nodes attempt to use the
network at the same time, they immediately detect that their messages are
garbled and stop transmitting. To avoid continuous collisions and a consequent
deadlock condition, the two nodes attempt to transmit again based on a random
time interval, so that one node can start transmitting before the other.

In a point-to-point network, a properly designed message handshake can often
avoid data-link deadlocks. At a higher level, enforcing a buffer allocation
protocol can often prevent deadlocks. Waiting to transmit messages until the
receiver has space for them minimizes the possibility of two messages
continuously timing out.

4.2 Customizing the Requester's SNIOS

The communication interface between the logical NDOS and the actual network is
contained in the Slave Network 1/0O System module, SNIOS.SPR. Because this
interface varies depending on the computer system and network hardware, you
must customize the SNIOS.

For most applications, the SNIOS need only be a sequential system. The SNIOS

never needs to respond asynchronously to unsolicited messages. Only the NDOS
must direct the SNIOS to receive messages. However, some networks require
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real-time response from their SNIOS modules to pass a message between two
network nodes that have no direct means of communicating with one another.

This section details the design and preparation of an SNIOS for inclusion with
a CP/NET requester, and describes the installation of the utilities necessary
to run the requester.

4.2.1 Slave Network 1/0 System Entry Points

The SNIOS must begin with a jump vector containing the network /0O system
entry points, as shown below:

Listing 4-1. SNIOS Jump V ector

SNIOS. IMP NETWORKINIT : Network initialize
JMP NETWORKSTS ; Rtn network status
JMP CONFIGTBLADR ; Rtn Config. Thl Adr
JMP SENDMSG ; Send msg on network
JMP RECEIVEMSG ; Receive msg from ntwk
JMP NTWRKERROR : Network error
JMP NTWRKWBOOT : Network warm boot

Each jump address corresponds to a subroutine that performs the specific
function. The exact responsibilities of each entry point subroutine are given
below.

NETWORKINIT

This SNIOS entry point is called when control istransferred to the NDOS
initialization entry point after being loaded by the CPNETLDR. This subroutine
performs any required network interface initialization. Initialization
includes reading back-panel switches, or some other suitable source, to obtain
the requester processor ID for the configuration table. If initializing
messages must be sent out over the network, send them from this routine.

NETWORKSTS

This subroutine returns a single byte in register A, and determines the status
of the network interface. The error bits snderr and rcverr are reset when the
call ismade. The format of the network status byte is shown in Figure 4-2.

S S
|716]5]4]3]2[1]0]
R ISR S S S S S S

| | | +-->snderr
| | +------ > reverr
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| #emeee- > ctrlps
Ao > active

active = 1 if requester logged in
ctrlps= 1if Control-Pis active

rcverr = 1if error in received message
snderr = 1if error in sending a message

Figure 4-2. Network Status Byte Format

CONFIGTBLADR

This subroutine returns the requester configuration table addressin the HL
register pair. The requester configuration table is described in section
4.2.2.

SENDMSG

This subroutine enables messages to be sent from one processor to another via
the network. The passed parameter, in registers BC, is a pointer to the
message. Control isnot returned from this procedure until the message has
been sent. Thus, the message pointed to by the BC register pair can be
modified immediately upon return. The return code, in register A, has a value
of O indicating success or FFH indicating failure to access the network.

RECEIVEMSG

Messages are received from another processor through the network with this
subroutine. The passed parameter, in registers BC, is a pointer to a message
buffer. Control is not returned from this procedure until the message has been
received and placed into the message buffer. Thus, the message in the buffer
is valid immediately upon return. The return code, in register A, has a value
of 0 indicating success or FFH indicating failure to access the network.

NTWRKERROR

When network errors are encountered, this procedureis called. Any required
network interface device reinitialization should be performed. In typical

SNIOS implementations, executing areturn from the NTWRKERROR procedure
results in a retry. If aretry isnot wanted, an appropriate message is

displayed on the console, and a warm boot is performed.

NTWRKWBOOT

file:///CJ/...1%20Roche%20D RI %20documents¥20conversion/CP%20NET-80%20V ersion%201.29%20Ref erence%20M anual/CPNETRM. TXT[2/6/2012 4:07:51 PM]



This SNIOS procedure is called each time the NDOS reloads the CCP. The sample
SNIOS in Appendix E displays a

<Warm Boot>

message on the console only as a demonstration of NTWRKWBOOT. More practical
applications of this procedure include interrogating the CP/NET server for
messages. In this way, each time awarm boot is performed, the user is

notified of messages posted for him.

4.2.2 Requester Configuration Table

The configuration table that resides in the CP/NET requester's SNIOS allows
reassignment of logical devicesto networked servers. The configuration table
creates a mapping of logical to physical devicesthat can be atered during
CP/NET processing. The configuration table specifiesthe system 1/0O to be
accessed through the network.

The requester configuration table is defined in Table 4-1.

Table 4-1. Requester Configuration Table

Offset Explanation

000-000 Requester status byte

001-001 CP/NET reguester processor 1D

002-033 Disk Devices; 16 two-byte pairs, first byte high-order bit ON = drive
on network, with the server drive code in the least significant 4
bits, the second byte contains the server processor ID.

034-035 Console Device; first byte high-order bit ON = console I/0O on network,
with the server console number in the least significant 4 bits; the
second byte contains the server processor ID.

036-037 List Device; first byte high-order bit ON = list to network, with the
server list device number in the least significant 4 bits; the second
byte contains the server processor ID.

038-038 List Device buffer index.

039-043 List Device logical message header: FMT, DID, SID, FNC and SIZ.

044-044 List Device server list device number.

045-172 List Device buffer.

4.2.3 Preconfiguring the Configuration Table
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In many network systems, thereis never any need to modify the device mappings
specified through the NETWORK utility. In such systems, you can preconfigure
the device mappings in the configuration table. To do this, select the devices

to be networked, and set the high-order bit of the first byte in the entries
corresponding to those devices. Set the remote deviceto which the local
device isto be mapped in the low-order four bits of the same byte. Finaly,

set the server ID of the remote device in the second byte of the entry.

Be careful when preconfiguring devices to servers that might be off line. Some
CP/NET functions send messages to all servers referenced in the configuration
table. If one of these serversis not capable of receiving messages, functions
that might subsequently send messages to serverson line can prematurely
abort. For example, the CCP might issue a free drive function to initiaize
the server environment for a subsequent application program. If the previous
application had left files open on two on line servers, but a third server was

off line, those files are left open if the free drive message was sent to the
off-line server before the on-line servers. The next application program might
damage the files that were inadvertently left open.

You can solve this problem by having the error recovery in the SNIOS remove
any networked device that experiences continuous timeouts, converting it back
into a local device. This prevents the NDOS from making continuous references
to the off-line server. A major drawback of this scheme, however, isthat an
application might suddenly begin referencing a local device, possibly
destroying files on alocal disk drive. A more secure, but less friendly
protocol for dealing with off-line servers isto force a warm boot whenever a
network error is encountered.

It iswise to enforce a protocol that prohibits devices from being networked
until the server to which they are assigned is on line. Special utilities can

be written to accomplish this by sending a dummy message to every server to
which drives are mapped.

4.2.4 Sending and Receiving Messages Asynchronously

In some networks, a requester might have to receive and retransmit
asynchronously a message destined for another node. For example, consider a
loop network, where every node has two network ports. The network protocol
specifies that all messages are sent viaport #1, and all messages are
received via port #2. If thereis only one server in the network, but more
than one requester, all messages must pass through every other requester,
either as they are sent to the server or as the response returns from the
Sserver.

If arequester must asynchronously handle a communication channel, it must do
so outside of the facilities provided by the single-tasking CP/M operating
system. The communication protocol must be interrupt driven. An interrupt
service routine must at least detect the start of a message; after that, the

rest of the message can be handled sequentially or under control of additional
interrupt routines. If a requester cannot support interrupts, asynchronous
handling of messages might be impossible. Neither the application program nor
the NDOS can periodically check for incoming messages.
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A mechanism must be provided so that the NDOS, sequentially calling the SNIOS
to send a message, does not collide with the asynchronous transmission of
another message. Receiving messages cannot collide because only one message
can come over the network at a time. To accomplish this, consider implementing
the loop network described above.

As arequester's application is running, another node suddenly starts sending

a message to it. The requester must now receive the message, verify its
correctness, and retransmit it to another node. All of these operations must

be performed without damaging the local application program. If the data-link
routines do not make CP/M system calls, and do not modify the message buffers
used by the NDOS, the entire message can be received and transmitted
transparently. When this operation is finished, the interrupt service routine
returns to the application program, and processing continues. When the NDOS
needs to use the network, the same data-link routines that handled the
asynchronous message can be used to handle the sequential one.

It is even possible to transmit a message from the NDOS while receiving a
message from some other node. To do this, the message must be able to be
received apiece at atime, giving both the send and receive routines enough
processor time to avoid timing out. Such a system requires a mechanism for
preventing both the NDOS and the interrupt service routine from attempting
simultaneous transmission. A semaphore variable can be used to control the
system.

Figure 4-3 outlines a possible protocol for such a system. Both the SNIOS
SENDM SG routine and the asynchronous receive interrupt service routine access
a piece of reentrant code to control access to the message transmission
system.

Three external events drive the system:

1) The NDOS can request to send a message.

2) The NDOS can request to receive a message.

3) A message, unbidden, can cause an interrupt so that it can be
received.

In this implementation, the message sending software is interrupt driven,
started by enabling a transmitter interrupt. The message sending software can
also operate sequentially, called by the reentrant routine that controls its
use.
Figure 4-3. Algorithm for Interrupt-driven Requester Node that Stores
and Forwards Messages

4.2.5 Generating and Debugging a Custom SNIOS

Follow these steps to generate and debug a custom SNIOS.

Prepare the SNIOS.SPR file, as shown below:
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A>RMAC SNIOS
A>LINK SNIOS[OS]

The output of the linker isthe SNIOS.SPR file.
If you do not use RMAC and LINK-80 use ASM, PIP, and GENMOD, as shown below:

Assemble with ORG 0000H.
A>ASM SNIOS
A>REN SNIOS0.HEX=SNIOS.HEX

Edit the SNIOS. ASM ORG statement. Assemble with ORG 0100H.
A>ASM SNIOS
A>REN SNIOS1.HEX=SNIOS.HEX

Concatenate the HEX files.
A>PIP SNIOS.HEX=SNIOS0.HEX,SNIOS1.HEX

Generate the SNIOS.SPR file.
A>GENMOD SNIOS.HEX SNIOS.SPR

The GENMOD program uses the difference in code origins to produce a bit map of
addresses to be relocated. GENMOD then places this bit map at theend of a
copy of the origin O code, and constructs a 256-byte header to create an SPR

file.

Copy the following files to the requester:

CPNETLDR.COM = Loads CP/NET (NDOS.SPR and SNIOS.SPR)
CPNETSTS.COM = Displays status of the system /O
NETWORK.COM = Redirects I/O from local to network
LOCAL.COM = Redirects I/0 from network to local
DSKRESET.COM = Resets specified logical drives

LOGIN.COM = Logson to server

LOGOFF.COM = Logs off from server

MAIL.COM = Electronic mail utility

NDOS.SPR = Network Disk Operating System

SNIOS.SPR = Previously Customized Slave Network /O System
CCP.SPR = Console Command Processor

You can use DDT to debug the SNIOS as follows:

A>DDT CPNETLDR.COM
*1$B

*s103

0103 07 xx

*g
where "xx" is the restart the debugger uses, usually 7.
At this point, CP/NET loads, displaying the memory map, and then breaks at the
specified restart. Y ou can place breakpoints at desired locations, and then

issue a G command specifying the address following the restart instruction
where the CPNETLDR broke.
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Communications software is difficult to debug. Because of its real-time
nature, when the program is interrupted to find out what is going on, the
other side of the network overruns or times out. These pointers might help
you:

- Before debugging, disable any timeout logic in both the SNIOS and the
NETWRKIF. This alows one node to be examined without causing errors
on the other node. The SNIOS example in Appendix E accomplishes this
with a conditional assembly switch called ALWAY S$RETRY .

- Never set a breakpoint in the SNIOS without setting a corresponding
breakpoint in the NETWRKIF.

- Write a simulation module that mimics how you think the NETWRKIF
should behave in response to the actions the SNIOS takesto send a
message. Disable the actual network transmission until the SNIOS can
successfully send messages to and from the simulation. Gather copious
statistics because, when you finally transmit over a real network
link, the simulation and the real NETWRKIF probably will not
correspond. The statistics can help point up what was wrong with the
simulation, the NETWRKIF, or both.

- Carefully verify any communications handshakes between the two nodes.
You can do this by stepping through the code of both nodes
simultaneously, using debuggers. Discover which data link operations
can be performed while the other node is halted or disabled. Quite
often, making a mistake in your debugging session points up holes in
your protocol design. Once you have the protocol working with this
method, have someone step one node while you step the other. Do not
coordinate the actions of the two debuggers. If your protocol works
without conscious synchronizing, try running it full speed. If
possible, write one data-link module for both the SNIOS NETWRKIF, then
interface them to the appropriate module. This enhances the uniformity
of the protocol, making it easier to debug.

4.3 Customizing the Server

This section addresses the problems of designing and implementing an efficient
CP/NET server under the MP/M Il operating system. Because a CP/NET server must
be capable of handling several simultaneous requests in real-time, the Network
Interface module (NETWRKIF) must take full advantage of the real-time
primitives of MP/M 1.

The server's logica module, SERVER.RSP, consists of a set of processes, one
for each requester supported. This section also discusses how the NETWRKIF
sends and receives messages to and from those processes.

Finally, this section explains the system generation options available to the
server implementer once the NETWRKIF has been implemented.
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4.3.1 Detecting and Receiving Incoming Messages

The server isa passive, asynchronous system; it does not initiate CP/NET
transactions. The server performs two distinct functions:

1) The server must detect an incoming message, and initialize the
communications software to receive.

2) The server must actually receive the message.

The server detects incoming messages in two ways. Thefirst is polling, where
the server periodically checks the status of the network interface. If the
status changes from an idle to a ready state, the server receives a message.
The second method relies on the network interface's interrupting the server.
The server then transfers control to a service routine that receives the

message.

Either of these methods can accomplish the two functions listed above. Both
methods have advantages and drawbacks.

Polling the Server

Polling is a more active method, requiring more processing overhead. If the
server has a fairly heavy, continuous load of network traffic, then the status

of the poll operation often indicates that a message isto be received. In

this kind of system, polling has a marked advantage: the server can
immediately begin receiving the message without switching contexts. But if the
network traffic is subject to bursts of data mixed with periods of traffic,

then the extra overhead of interrogating the network terface is inefficient.

Interrupting the Server

Interrupt driven operation isexcellent for communication that occurs in
bursts because no overhead is required when no mmunication is taking place.
But very high network loads cause the server to waste a great deal of time
saving the state of the process currently executing when the interrupt
occurred.

Once a message has been initiated, it can be received under interrupt control,
where data is processed on demand as it comesin, or under direct program
control, where a process is dedicated to monitoring the incoming message. The
most efficient choice depends on the type of network being used, and the
amount of traffic the network must handle.

In an interrupt driven communication scheme, the server responds to network
events asynchronously. The network interface determines when data is processed
by the host CPU. For example, when the network interface presents characters
to the host, each character causes an interrupt. When the network interface
performs direct memory access to transfer blocks of data, only each complete
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DMA transfer causes an interrupt. Depending on the protocol, each interrupt
causes a specific action to be performed. The CPU isfree, however, to process
other tasksin between processing each piece of data. Like interrupt-driven
message detection, saving the state of an interrupted process requires CPU
overhead. The greater the number of interrupts required to processa message,
the more system performance is degraded.

Overruns

One of the greatest problems of an interrupt-driven communications scheme
devel ops when the interrupts occur faster than the CPU can service them. This
condition is known as an overrun, and it can cause datato be lost. When an
overrun occurs, the message appearsto be garbled, and the sender must
retransmit it. If overruns occur only when the host is extremely busy, it
might be more efficient to accept the occasional garbled message in exchange
for better overall response. If the number of overrunsistoo high, however,
serious system degradation sets in. Many protocols prevent overruns by
allowing the receiver to signa the sender that datais Coming in too fast.

Disabling Interrupts

The other approach to message processing uses MP/M Il'sfacility to control
processes. Unlike an interrupt service routine, which islargely transparent

to MP/M II, aprocessis alogicaly complete task. Using a process-oriented
protocol, you can eliminate the overrun problem by disabling interrupts while
the message is being received. Disabling interrupts gives the communication
program exclusive control of the CPU, so all other processing comes to a halt.
If messages are fairly short, however, this method might be preferable to an
interrupt-driven scheme, because no overhead is incurred by switching back and
forth between a process and an interrupt service routine continually.

Selecting a Protocol

The actual data-link protocol used to process messages has not been discussed.
Consider the selection of a protocol when designing how the server is going to
respond to incoming messages. For example, in a CP/NET system where loosely
coupled processors are communicating over a high-speed bus with little or no
error checking, DMA transfer of data can be efficiently interrupt driven. But
complex cyclic redundancy checks that involve extensive arithmetic operations
require careful design in an interrupt-driven system, or overruns might

result. Such a protocol might be better implemented using a process-oriented
system.

4.3.2 NETWRKIF Module Architecture

Section 4.3.1 discusses general strategies for implementing a data-link layer

file:///CJ/...1%20Roche%20D RI %20documents¥20conversion/CP%20NET-80%20V ersion%201.29%20Ref erence%20M anual/CPNETRM. TXT[2/6/2012 4:07:51 PM]



protocol under MP/M I1. This section dealswith integrating the data-link

layer into a network and transport layer. This integration allowsthe entire
communications package to send logical requester messages to the SERVER.RSP
module, and then recelve the SERVER's response message for transmission back
to the requester.

A dedicated server processis associated with each requester logged on to a

server node. These processes are named SERVR<x>PR where <x> is an ASCII
character between O and 9 or A and F. This character is a sequence number that
serves as a unique identifier for the server process. Each server opens two

gueues that it expectsthe NETWRKIF module to have created. They are named
NtwrkQl<x> and NtwrkQO<x> where <x> is the same character as the server's
sequence number. The server process always reads the address of incoming
messages from NtwrkQl<x>, and it always writes the address of the response
message to NtwrkQO<x>.

This is the basic interface between the SERVER.RSP module supplied by Digital
Research and the user-customized communications software. However, there are a
variety of ways to implement the processes driving the interface.

Appendix E includes an example of the simplest NETWRKIF architecture. In this
architecture, one network interface process is associated with each server.

All processes execute the same reentrant code, but each process maintains

local data that identifies the communications port it is using, and the sets

of queues through which it interfaces to the server process. This
implementation handles its data-link software at the processlevel. It uses

polled console 1/O functionsin the XI1OS to detect incoming messages. This
architecture isillustrated in Figure 4-4.

Figure 4-4. Server Architecture with Reentrant NETWRKIF Processes

Another possible NETWRKIF architecture has only two network interface
processes. An input process receives data from the network, identifies the
requester that sent the message, and writes the message to the appropriate
gueue. An output process conditionally reads all the output queues, and sends
any messages it finds back out over the network.

It isaso possible to force all the server processes to write their messages

to a single queue by patching SERVER.RSP. In this case, the output network
interface process reads the single output queue. When a message is written to

it, the output process sends the message out across the network, and goes back
to read the queue again. An application note details how to patch SERVER.RSP.

Figure 4-5 illustrates both strategies. Note that a small patch to the
SERVR<x>PR processes can consolidate the output queues.

Figure 4-5. Two-process NETWRKIF

Y ou can design a single NETWRKIF process that receives a message, writes it to
the appropriate queue, then checks for any output activity. If NETWRKIF finds
a message to send, it sendsit, then it returns to checking for input. This

kind of process has the disadvantage of being constantly busy; there is no
point at which it can allow itself to become blocked. To do so might result in

a deadlock or serious performance degradation.
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Consider the network topology when designing the NETWRKIF architecture. For
example, a NETWRKIF that uses one process per requester is suitable in an
active hub-star configuration, where a unique network lineis dedicated to

each requester. This alows severa messages to arrive at the server
simultaneously.

For a multidrop topology, however, a single output and single input process
NETWRKIF might be more suitable, because the network hardware guarantees that
only one message is active on the network at any one time. The same type of
architecture could be applied to a loop topology.

For an active hub-star network that services several multidrop lines, it might
be necessary to combine the two architectures, so that several reentrant
processes are routing input to the server processes, while a set of output
processes are collecting data from output queues, and sending it back out of
the appropriate multidrop line.

Also consider what the NETWRKIF does when it has no traffic to process. If the
NETWRKIF loops madly while waiting, it will gobble up precious CPU resources,
degrading the overall performance of the server system. On the other hand, the
NETWRKIF must be able to respond to traffic quickly.

A number of MP/M Il system calls cause a process to become blocked, so that
the operating system dispatcher does not pass control back to the process
until a critical condition isfulfilled. Reading an empty queue, waiting on a

flag, and performing a poll call are three of the most common waysto suspend
the execution of a process conditionally. Such quiescent points should be
built into al NETWRKIF systems to minimize the overhead of maintaining the
processwheniitisidle.

The processes driving the input and output queues constitute one half of a
message transport layer. The NETWRKIF must also dea with how the raw message
is received from the data-link and network layers that are performing the

actual communication control. This interface is governed by how the data-link

and network layer software is implemented.

Consider an architecture that has little or no network layer, so that the
data-link software interfaces directly with the transport processes. If the
data-link isincluded in the processes that are also performing the queuing
functions, then no special interface is needed. The process can pass control
from one function to another, first performing input data-link and network
activities to receive a message; then computing the routing to the appropriate
server input queue; then reading the response from an output queue; and
finally returning to the data-link level to send the response back to the
requester. The sequence can be repeated indefinitely.

Some implementations require the data-link and network layers to be under
process control, with a separate set of processes controlling the transport
layer. In these cases, the transport processes can use queuing for both the
low-level interface to the data-link layer and the upward interface to the
Server processes.

This kind of architecture has the drawback of slowing down the MP/M 11
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dispatcher with extra queuing overhead. For a small number of processes,
however, the impact is slight. The architecture has the advantage of being
highly modular, facilitating the future upgrade of the data-link and network
layers or the transport layers. Figure 4-6 details the architecture.

Figure 4-6. A Single Transport Process Interfacing to Low-level Data-
link Processes

To implement some network interfaces, it is necessary to modify the MP/M 11
XI10S. Interrupt service routines must accessthe system interrupt vector,
which is usually maintained by the XIOS. If an interface routine requires
polling, the routine to accomplish the polling must be placed on the list
maintained by the XIOS POLLDEVICE routine.

Interfacing to data-link and network routines that reside in the XIOS is
dlightly more complex than interfacing to routines contained in the NETWRKIF.
These routines are often not processes, but shared code fragments or interrupt
service routines. They cannot use queues as an interface mechanism. Routines
that are not process-oriented must communicate through a direct function
linkage, through polling, or through the Flag Set/Flag Wait functions
supported by MP/M 1.

Because the NETWRKIF might not be able to resolve references to such routines
directly, it is often necessary to enter the X10S through its jump vector. The
X10S jump vector table is always page aligned; a pointer to that page is
located in byte 7 of the MP/M 1l system data page -- From this point, data-

link routines can be called by specifying dummy console I/O or dummy list
devicel/O.

If dummy console or printer 1/O is used, the NETWRKIF loads a non-existent
device number in register D and, if necessary, a pointer to a message buffer.

The 1/0 routine specified checks for the non-existent device number, and
dispatches the call to the appropriate network routine.

Figure 4-7 illustrates how the NETWRKIF module can perform calls to
subroutines resident in the XI10S.

Figure 4-7. Directly Interfacing the NETVRKIF to XIOS Routines

Another method of interfacing data-link and network layer routines to a
transport NETWRKIF is to have the low-level routines set a flag when a message
has been processed. For example, consider a data-link routine that readsin an
incoming message, and checks it for validity. This routine might be a set of
vectored interrupt service routines.

At this point, the NETWRKIF is not synchronized with the data link routine.

When the NETWRKIF requires a message, it issues a flag-wait call to MP/M 1.
When the data-link routine has a complete message, it issues a flag set call.

The NETWRKIF does not proceed until the flag has been set. The NETWRKIF can
then transfer the message from a predefined buffer, and transport it to the
appropriate server process.

This type of architecture is ideal for alowing intelligent network
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controllers to drivethe NETWRKIF transport processes. A simple interrupt
service routine locates the message, builds a control block, and setsa flag

to inform the NETWRKIF of the status and location of the message. Figure 4-8
shows a similar interface.

Figure 4-8. Synchronizing Data-link Activity Using Flags

To send aresponse message back to a requester using flags, the transport
process must first identify the message to be sent, and instruct the data-link
layer to send it. A predefined control block can accomplish both operations.
The transport process then waits on a flag until the message is sent and the
flag set by the data-link.

Another possible synchronization mechanism isthrough the MP/M 1 Poll
function. With this function, MP/M Il suspends the calling NETWRKIF process
but periodically interrogates the status of the data-link and network software

through a small code fragment defined in the X1OS POLLDEVICE routine. When the
status becomes true, MP/M |1 alows the NETWRKIF process to proceed.

If the server system supports vectored interrupts, and the location of the
system's interrupt vector is known, you can write interrupt service routines

that reside inside the NETWRKIF module. When the NETWRKIF performs its
initialization, it simply writes the addresses of various interrupt service

routines into the vector. From then on, any reference to those vector

locations results in the execution of the NETWRKIF's ISRs.

This approach preserves system modularity, and allows the network implementer
to implement low-level routines when the X10S itself is not available for
modification. This approach still requires a synchronization mechanism between
code fragments that are not part of any processand the more well-defined
transport processes of the NETWRKIF.

In addition to synchronizing with low-level communications software, NETWRKIF
processes might have to compete for data-link resources. For example, a
transport process that wants to send a message might have to be suspended
while another processis busy receiving a message. Or two reentrant processes
might try to send a message out across the same network line simultaneoudly.
These conflicts can be resolved through use of mutual exclusion (MX) queues.

An MX queue contains only one dummy message, called atoken. In order to
control a resource, a process must first acquire the token, leaving the MX
queue empty. If another process already has the token, the first process is
suspended until the second completesits resource-critical operation, and
replaces the token. In this way, two low-level data-link routines--one for
sending and one for receiving--can be driven without collisions by their
higher-level transport processes, even if the low level routines have no
explicit mechanism for sharing a network resource.

Just as the design of the network topology and error recovery schemes for
CP/NET must be examined for potential deadlocks, so must the server
architecture itself. A ssmple example of a deadlock is a process that competes
for a resource using an MX gueue but never restores the token to the queue
when it is finished with the resource. All the other processes waiting for the
resource come to a grinding halt, the network becomes congested, and
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eventually everything stops.

Finally, you can design an architecture that distinctly divides the data-link,
network, and transport layers. The preceding synchronization strategies can be
generalized to work across several layers, just as easily asthey can work

when the server architecture divides the communications software into low-
level and high-level segments. Remember that, as the architecture grows more
and more complex, performance of the MP/M Il dispatcher and nucleus software
degrade further and further. It is always wise to keep the architecture as
simple as possible.

4.3.3 Elements of the NETWRKIF

This section defines the data objects and processing required to allow the
server to be initialized, and to operate smoothly and continuously. Through
these objects, you define how many requesters a server can handle at once, and
how many messages can be simultaneously processed.

The following objects must be present to create the NETWRKIF.RSP module:

- XDOS entry point

- Transport Process Process Descriptors

- Transport Process Stacks

- Queue control blocks (QCBSs) for the interface between the NETWRKIF and
the server processes

- User queue control blocks (UQCBS) to allow the NETWRKIF to access the
queues

- Message buffers

- The server configuration table

- Stack space for additional server processes, if more than one
requester isto be serviced at atime.

- Areas allocated to contain more server Process Descriptors, if more
than one requester isto be serviced at a time.

- Network initialization code

- Data-link interface code

- Message validity checking and reformatting

- Server process interface code

XDOS Entry Point

All resident system processes (RSPs) require a linkage to MP/M 11's XDOS entry
point because the Command Line Interpreter does not prepare an execution
environment for them. Thislinkage is aways the first two bytes of the
module. When the implementer runs the MP/M || GENSY S utility to include the
server modules into the operating system, GENSY S automatically fillsin these
two bytes with a pointer to the XDOS entry point. This allows the execution of
MP/M 1l system functions within the body of the RSP by setting up the function
parameters, loading this pointer, and dispatching.
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NETWRKIF Process Descriptors

Immediately following this pointer, MP/M 1l expects to see a Process
Descriptor. It automatically creates and executes the processto which the
Descriptor refers. In the case of the NETWRKIF, this Process Descriptor
controls the execution of one of the server transport processes. These
processes perform the queue read and write operations to move messages into
and out of the server processes. The first process must also be responsible
for server and network initialization, and for creating any additional
transport processes.

Process Descriptors for additional transport processes must also be included,
if the processes are necessary. These processes can be automatically created
by linking them to the first Process Descriptor. Linking is accomplished by
placing a pointer to the second Process Descriptor in the PL field of the
first Process Descriptor, apointer to thethird inthe PL field of the
second, and so on. The chain of links terminates with a zero in the PL field
of the last Process Descriptor to be created.

If you choose to have processes automatically created, remember that once
processes are created, they are completely independent unless they are
explicitly synchronized. The processes should not be dependent upon the first
process to perform initialization for them.

Run transport processes at a very high priority, so that messagestie up the
communications software for as littletime as possible. The example in
Appendix E runs at priority level 64, exactly the same priority as the server
processes. For compute bound NETWRKIF processes, it is advisable to give the
server a dightly higher priority than the NETWRKIF. The implementation in
Appendix F, for example, runs at a priority of 66. Thisforces MP/M Il always
to processlogical messages first if both the server and transport processes

are ready at the same time.

Each transport process must have its own local stack area. Because RSPs do not
have access to the extra user stack space on system calls, each stack must be
capable of supporting the local storage required by the MP/M I XDOS and XIOS,
in addition to its own local storage.

When a process is created, its Process Descriptor's STKPTR field should point
to the top of its associated stack. The top of the stack must contain the
starting execution address for the process.

Queue Control Blocks

The NETWRKIF module must contain all of the queue control blocks for the
entire server system. The number of QCBs varies depending on how many
requesters the server system supports at one time. For each requester, there

must be one input queue, named NtwrkQIO, NtwrkQI 1, and so on. There must also
be one output queue per requester, named NtwrkQOO, NtwrkQOL1, and so on. These
gueues must also be created by the NETWRKIF module.
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You can patch the server process code so that all processes open the same

output queue, NtwrkQOO. If this patch is applied, the NETWRKIF need only
include the one output QCB. The NETWRKIF examples in Appendixes Fand G use
this method.

The input and output queues communicate the address of the message buffer
containing the message to be processed by the server or the response to be
sent back to the requester. Because the message passed through the queue is
only two bytes long, circular queues can be used. Both input and output queues
need only buffer one message at a time because a requester must have aways
received a response before sending another request. Consequently, there is
never more than one message from a given requester at the server at atime. A
queue capable of buffering more than one message is required only when the
server processes have been patched to write all of their responses to a single
gueue. In this case, the queue must be capable of buffering the output from
al of the servers ssmultaneoudly.

User Queue Control Blocks

Transport processes must read and write queues using user gueue control
blocks. These data structures contain a pointer to the appropriate QCB, and a
pointer to the message to be written. The queue passes only the addresses of
message buffers rather than the message buffers themselves. The address of the
message buffer to be accessed must be written to a location in memory, and a
pointer to that location must be loaded into the appropriate UQCB.

If the UQCB can resolve the address of its associated QCB, thereis no need

for the NETWRKIF to open the queue using MP/M 11 Function 135 once the queue
has been created. A pointer to the QCB can be placed in the UQCB at link time,
instead. If, however, the QCB address cannot be resolved, an open queue
operation must be performed. This might be the case if the system implementer
breaks the NETWRKIF module into an RSP and a Banked Resident System Process
(BRS).

Message Buffers

The message buffers must each be at least 262 byteslong, 5 bytes for the
CP/NET header information, and 257 bytes for the actual CP/NET message. Even
though the longest CP/NET message is only 256 bytes long, the extra byte is
required because the server processes use the message buffer they are passed

as a temporary scratch area.

If the data-link and network layers require additional header information, the
message buffers must be even longer. If the message format used by the network
is different from that used by CP/NET, the message must be converted into the
standard CP/NET format beforeiit is passed to the server process. The server
process expects a one-byte format code of 0, a one-byte destination code equal
to the server ID, a one-byte source code, a one-byte function code, a one-byte
size code, and a contiguous message in binary format. The server returns an
error for any deviation from this format.
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A server process always returns its response to a requester in the same
message buffer that it is passed. Consequently, no transport process should
modify a message in between thetime that its address is written to
NtwrkQIl<x>, and the time that its address is read back from NtwrkQO<x>. To do
S0 can cause the server to crash.

It is not always necessary to have one buffer for every server processin the
server system. Fewer buffers can be provided if the network implementer limits
the number of transactions that can occur simultaneously. It isimportant to
recognize the distinction between the number of requesters supported (the
number of sessions that can be ongoing at any one time) and the number of
simultaneous transactions supported (the number of messages the server can
process at any one time).

Because many server processes can be idle, the number of transactions can be
much lower than the number of requesters. Limiting the number of transactions
can sometimes drastically improve the performance of a CP/NET server because
it reduces the amount of time the operating system switches from process to
process trying to service a number of file-oriented requests simultaneously.

The Server Configuration Table

The server process must interface directly with a set of objects within the
NETWRKIF to perform its own initialization, maintain its own reentrant
processes, and perform validity checking on its incoming messages. These three
sets of objects are the server configuration table, server Process Descriptor
areas, and server process stacks.

The server configuration table is defined in Table 4-2.
Table 4-2. Server Configuration Table

Offset Explanation

00-00 Server status byte. The communications software can use this byte to
signal the current state of the network. This byte has no fixed
function, however.

01-01 Server processor ID. The server processes compare this field against
the destination ID field of all incoming messages. An error is
returned if they do not match. A server ID of FF hex is illegal.
Requester utility programs use a default server ID of 0, so a CP/NET
network containing only one server identifiesit as node O, for
convenience.

02-02 Maximum number of requesters supported at once. Upto 16 requesters
can be supported.

03-03 Number of requesters currently logged in. This field isincremented by

a server processwhen alogin takes place, and decremented when a
logoff takes place. Logins return an error if the maximum equals the
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number currently logged in.

04-05 Log-in vector. Each bit of this field indicates whether the
corresponding requester 1D table entry isvalid, and refers to a
logged-in requester. When a successful login takes place, a bit is set
in this vector, and the corresponding table entry is updated. When a
logoff occurs, the table is searched, and the corresponding bit is
reset.

06-21 Requester ID table. When arequester is successfully logged in, a
server process locates an empty slot by checking the log-in vector,
marks the slot as used, and then writes the source ID of the log-in
message into this table, using the bit vector position as an index.

22-29 Log-in password. The password sent in the log in message must match
this password, or the login fails, and an error is returned.

Just as the requester configuration table can be preconfigured to map certain
devices as networked, the server configuration table can be preconfigured to
define certain requesters as logged in without performing alogin operation.
To dothis, set the current number of logged-in requestersto the number of
predefined logins desired. Make sure the number isless than the maximum
number of requesters permitted. Otherwise, the server's behavior becomes
unpredictable.

The log-in vector should have a bit set for every requester to be prelogged
in, and the requester 1D table should contain the logged-in requesters. For

example, for a five-requester server where requesters 1, 2, and 5 are defined
as aready logged in, the server configuration table might look like this:

configtbl:  db 0 ; Server status

do 0 ;ServerID

do 5 ; Max number of requesters
do 3 ; Currently logged in

dw 8009 ; Log-in vector

do 1 ; Requester ID table

ds 2

d 2

ds 11

d 5

dbo "WUGGA' ; Password

The requester 1D table is position independent. When a server process checks
to seeif arequester islogged in, it searches the entire requester table,
using the entire log-in vector to check the entries for validity.

Consequently, the configuration table is not sufficient to specify the process
to which an incoming message should be routed.

The transport software must maintain its own routing mechanism. For example,
the NETWRKIF in Appendix E maintains its routing implicitly as local data in
its reentrant processes. The example in Appendix F, on the other hand, relies
on a requester control block that associates a source ID number with a UQCB.
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Descriptors and Stacks

The module SERVER.RSP contains only one Process Descriptor and stack area. It
is consequently initialized as only one process. SERVER.RSP must have some way
of creating additional copies of itself. To do this, SERVER.RSP must know how
many copies to create, and where to put the additional Process Descriptors and
stacks.

By convention, the NETWRKIF process writes the address of the server
configuration table into location offset 0009 in the system data page. The
SERVER module uses this address to locate the maximum number of requesters
from the configuration table. It then creates the maximum number, less one, of
processes. To locate storage to create the additional processes, the SERVER
modul e expects to find stack areas for the extra processes directly following

the configuration table.

Server process stacks must be exactly 150 bytes long, and there must be one
stack for each additional server. For example, to support a total of five
servers, 4*150 = 600 bytes of storage must he allocated after the
configuration table.

The server expects the top of each additional server stack to contain a
pointer to a 52-byte data areain which to create the new Process Descriptor.
All of the Process Descriptor data areas must be contiguous.

Here is an example of the structure required for a four requester server:
server$pds. ds  (4-1)*52 ; Server Process Descriptors

; (Other data or code can be defined here.)

configthl: ds 30 ; Configuration table allocation
srvr$stkl: ds 148 : Second server stack area

dw  server$pds

ds 148 ; Third server stack area

dw  server$pdst+52

ds 148 ; Fourth server stack area

dw  server$pdst+104
Listing 4-2. Stack and Process Descriptor Allocation for a Four-requester
Server

NETWRKIF Execution Requirements

Theinitialization code must perform the following actions:
- Initialize the network hardware, or cause lower-level routines to
initializeit.
- ViaMP/M 11 Function 134, make all input and output queues required to
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run the server.
- Write the address of the configuration table into the system data

page.

These initialization functions need not be performed by a single process; they
can be distributed among avariety of processes and interrupt service
routines. The address of the configuration table should be written to the
system data page with interrupts disabled. This prevents the server from
loading an incorrect partial address and making its process-creation decisions
oninvalid data.

Figure 4-9 shows a memory map, detailing how the SERVER.RSP and NETWRKIF.RSP
modules fit into the rest of MP/M 1I, and how they communicate with one
another during initialization.

Figure 4-9. A Typica Server Memory Map

Most of the other NETWRKIF run-time functions are discussed in previous
sections. The general form of the NETWRKIF is the following:

- Allocate a message buffer, and receive a message. Check the message
for data-link or network errors.

- Reformat the message, if necessary, into the standard CP/NET format.

- Compute the server process to which the message should be routed.

- Write the message to the server's input queue.

- Read the response from the server's output queue.

- Send the response back to the requester, and free the buffer.

- Repeat this process indefinitely.

4.3.4 Enhancements and Additions to the NETWRKIF

This section deals with extensions to the basic elements required to allow a
CP/NET server to run under MP/M Il. These extensions can increase the
capabilities, and improve the performance of the basic system.

Network Initialization and Maintenance

The network interface initialization can do much morethan get the server
processes ready to run. In addition to passing information about the network
environment to the server and physical device initiaization, the NETWRKIF can
interrogate the network environment to identify other nodes in the system,
thelir status, and their resources.

For example, the NETWRKIF network layer software might send out speciad
packets to discover on-line nodes. When other NETWRKIFs and SNIOSs detect
these packets, they respond with special routing packets of their own. If

these routing messages are carefully designed, each node can build a table of
routes to various nodes, and mark other nodes as inaccessible.

Once the network has been initialized, a special network communications
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process intermittently circulates the routing packets. This circulation keeps
the network routing information current as nodes go on and off line.

Nodes can be interrogated to identify their system resources for networking.
For example, when a process similar to the routing process just described
detects the existence of anode, itlogsin to the node, and sends out a
series of dummy select disk messages. According to the error conditions
returned, the process can identify the disk drives the node has available.
This can also be accomplished by having a network-layer processissueits own
select disk calls in response to receiving a special message.

In implementing these schemes, make sure these special messages do not
interfere with regular CP/NET traffic. Some provisions are required to ensure
that requests are not made to requesters that ignore the requests or mistake
them for legitimate responses to previous requests. Y ou might have to modify
the SNIOS to allow it to deal with these strange messages.

Error Handling with Timeouts

Although the transport layer software of a CP/NET system is probably extremely
reliable, and the possibility of garbled messages can be ignored, network
data-link errors are likely in the long run. Section 3.2.2 includes a generd
discussion of error handling. This section details a specific error-handling
implementation, using timeouts.

Once the data-link software sends a message, it waitsfor an acknowledgment
that the message was received. If no acknowledgment arrives, a timeout is
triggered, and the message is retransmitted.

Y ou can implement a watchdog timeout mechanism as an interrupt service routine
or as a process. When the transport process requests transmission from the
data-link software, the processinitializes a timeout variable, and then waits

on a flag. If the watchdog routine is implemented as an interrupt service
routine (ISR), it decrements the timeout variable as a multiple of the clock
interrupt frequency. If the watchdog routine is implemented as an extremely
high priority process, it smply decrements the variable, and then executes

the MP/M 11 delay function for a fixed number of cycles.

With either method, atimeout status and the flag on which the transport
processis waiting are set if the timeout variable is decremented to zero. At
the sametime, the data-link software sets the same flag and a transmission
success status if it receives an acknowledgment.

When the transport process resumes processing after the flag wait operation,
it checks the status variable to see which event occurred first. If the
transmission timed out, the process attempts to retransmit. If the
transmission succeeded, the transport process Continues.

There are many variations to this method. The preceding one assumes that the
message is transmitted with no handshake or initial signal to the receiver
that a message is about to follow. If a handshake is implemented, it might
require a timeout of its own. Several timeout points might have to be set
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throughout a single message, depending on how the receiver intends to
acknowledge that message.

Other error conditions can occur; they can be integrated into the error-
handling structure described above. For example, the receiver can transmit a
negative acknowledgment, indicating that the message was received but that it
was garbled. In this case, the data-link software need only set the same event
flag, but instead of setting a message received status, it sets a transmit

error variable. The transport process must now differentiate between three
statuses rather than two when it resumes execution, but the overall structure
is the same. The architecture required to implement timeouts is shown in
Figure 4-10.

Figure 4-10. Implementing Timeouts with Flags

Store-and-Forward Networks

In some networks, the NETWRKIF can receive a message destined for another node
that the sender could not reach directly. For these networks, implement

network layer software to check the ultimate destination, and send the message

out along some other network line. These NETWRKIFs might need some of the
following features.

The NETWRKIF might need more message buffers than there are supported
requesters. Some messages are actualy destined for the server processes
resident on the current node, but a potentially high volume of the messages
might be headed elsewhere.

The NETWRKIF must have a mechanism for receiving a message and then
immediately sending it el sewhere without an intervening Queue Write-Queue Read
operation. You can facilitate this type of operation by making the NETWRKIF
software highly modular. It is advisable to have both network layer processes

and transport layer processes, in addition to the data-link implementation you

use. Thisgivesthe network layer process exclusive control of the data link

layer, ssimplifying interprocess competition for the data-link resource.

Finally, the network software must have a method of knowing which nodes can be
reached through which network lines. This method can be a static, predefined
table or a dynamic message-passing scheme likethe one described in the
preceding "Network Initialization and Maintenance" section.

Dynamic Login Handling

A CPINET server under MP/M 11 can handle 16 requesters at atime. Many more
physical requester nodes might want to access the server. The source ID byte

in the standard CP/NET message allows up to 255 nodes. Theoretically, 254
requesters can be waiting to access one server.

Obvioudly, it would be useful to have a method whereby a server process can be
reused by another requester after its previous owner has logged off.
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Unfortunately, the information contained in the server configuration table is
not sufficient to identify which specific server processes are free, and which
arein use.

To solve this problem, define one requester control block (RCB) for each
requester to be simultaneously supported by the server. The RCB is defined in
Table 4-3.

Table 4-3. Requester Control Block

Offset Explanation

00-00 Requester ID, If the control block isnot in use, this field is set
to FF hex.

01-03 Pointer to a particular server's input QCB.
04-05 A predefined pointer to byte 6 of this RCB.

06-07 A buffer that contains the address of the received message to be
handled by this server process.

Notice that this control block is a requester ID that can be matched with an
incoming source ID, followed by a user queue control block. With this simple
data structure, servers can be dynamically allocated to requesters with the
following agorithm:

Receive a message.

Scan the RCBs for a match between the source ID of the message and the
requester ID field of the RCB.

If amatch isfound, write the message buffer addressinto the RCB's
message buffer address field in bytes6 and 7. Then write to the
gueue, using the RCB's internal UQCB.

If amatch is not found, but the scan reveals a free RCB (indicated by
arequester 1D field of FF), and the incoming message is a login, then
flag the RCB in use by writing the message's source ID into the RCB;
update the message buffer address field; and write to the queue.

If amatch is not found and the message is not a login, send a message
back to the requester with extended error 12, requester not logged in.

If amatch is not found, and there are no free RCBs, and the message
isalogin, send a message back indicating login failed.

When aresponse message is read from the queue and the message is a
logoff, then free the appropriate RCB before sending the message back
to the requester.

This agorithm still does not allow more than 16 requesters to be logged in at
the same time. But the algorithm does permit more than 16 requester nodes to
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compete for access to the server node. When more than 16 requester nodes log
in, they receive login failed messages. These requester nodes cannot access
the server until another requester logs off. In this kind of network, it is
advisable to implement an automatic logoff feature for requesters that have
not used the network for a fixed period of time.

Handling Special Messages

Specia messages exchange network maintenance information between nodes. These
messages have almost unlimited uses. For example, you can define a special
message format for a specia feature, high-performance print spooler. Once the
format has been implemented, custom application packages can accessit using
Function 66 (Send Message on Network).

There are two basic stepsto processing special message formats. First, the
transport processes must be able to recognize special message formats, and
prevent them from entering the server processes. Second, the transport
processes must have an interfaceto pass the messages off for specia
processing.

The first step can be accomplished by defining additional codes in the format
field of the standard CP/NET message. When the transport software recognizes a
strange format, it takesthe appropriate action. If the message does not
contain the standard CP/NET header, the data-link software can recognize this
fact, and notify the transport layer.

The problem of what to do with the message once it has been recognized can be
solved using the same methods that are used for transporting messages
throughout the more normal portions of the NETWRKIF. For example, the special
print spooler and the transport layer can communicate via a predefined queue.

Some special formats require a logical response message. Functions 66 and 67
are intentionally exempt from the standard logical protocol of CP/NET. If a
logical acknowledgment is required, then the tansport layer must know how to
accept it from the defined interface. Otherwise, the transport layer can
forget that the special message occurred.

Bank-switched NETWRKIF Modules

Because of the size of the SERVER.RSP and NETWRKIF.RSP modulesin a CP/NET
server, MP/M Il servers usually need more common memory than is available on

the server system. Because of this, CP/NET users can use only one bank of

their systems, completely wasting additional banks that might be used to run

auxiliary processes, or as additional disk buffer.

However, you can reduce the common memory requirements of an RSP by breaking
it into two modules. One, still named a resident System process, contains only

the code and data that must reside in Common memory to allow MP/M Il to work.
Therest of the module is reformatted, and placed in a banked resident system
process (BRS) that can be banked out when it is not executing, allowing its
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address space to be used by another process.

Process Descriptors and queue control blocks are the only sections of the

server code that must reside in common memory. Prepare source module
containing the XDOS entry point, all transport Process Descriptors, area for

server Process Descriptors, all the NETWRKQIx QCBs, and all NTWRKQOx QCBs.

The first NETWRKIF Process Descriptor still must be alocated immediately
after the XDOS entry point for the module, at relative (???). However, this
Descriptor's memory segment value should be verifying that a BRS module is
associated with it. (??77?)

If any other processes exist in the NETWRKIF -- for example, watchdog timeout
processes -- their Process Descriptors must also be included in this module.
Assemble this source module, and link it into RSP format. Name the object
module <netprocess>.RSP where <netprocess> is the name of the first Process
Descriptor in the module.

Then use the main body of the NETWRKIF source module to form a second source
module. Remove al Process Descriptors and QCBs, and place the following
header at relative location O:

rsp$adr: ds 2 ; Address of associated RSP
stk$adr: dw stk$top ; Top of stack containing entry point
brsthame:  db  '<netprocess>'

where "stk$top" is the address of the top of the stack for the first process,

and <netprocess> matches the name of the associated RSP. Thisisthe standard
format for a BRS module; it is described in more detail in the "MP/M I
Operating System System Guide".

Because the Process Descriptors and queue control blocks are in a completely
separate RSP, they cannot be resolved as simple externals. They must be
defined in terms of known offsets from the beginning of <netprocess>.RSP. At
run-time, the variable "rsp$adr” contains a pointer to the beginning of this
RSP, placed there by MP/M II's GENSY S utility. Using this pointer and the
predefined offsets, required references to these data objects can be resolved.

On startup, the NETWRKIF processes perform the following initialization:
Initialize the stack pointer fields in al NETWRKIF Process Descriptors with a
pointer to the top of the stack associated with each process. This is not
necessary for the first process because GENSY S provides the stack pointer
linkage via the header data in the BRS.

The make queue operations the NETWRKIF requires can be complicated because the
QCB addresses must be resolved. Once they are, however, update the UQCBs
associated with them with those addresses, avoiding the necessity of
performing open queue functions.

The NETWRKIF.BRS module requires a different way of referencing the operating
system because it does not contain a pointer to the XDOS entry point. The RSP
associated with the BRS module, however, does contain such a pointer as its

first two bytes. The following subroutine performs operating system calls
transparently:
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do$os: lhid rsp$adr

mov am
inx h
mov  h,m
mov |,a
pchl

You must aso assemble this module, and link it into RSP format; but name it
<netprocess>.BRS.

Banking out the NETWRKIF module alone might raise the BNKXIOS COMMONBASE entry
point above the hardware bank-select point, allowing banked operation of MP/M

[1. If banking out the module does not accommodate this, you can use a patch

to convert SERVER.RSP into a banked module in a similar way. The patch is

detailed in "CP/NET V1.2 Application Note #2, 11/11/82".

Perform GENSY S with a specified banked system. Y ou can add memory segments to
occupy the new banks. The address ranges of the new memory segments are
prompted for at the end of GENSY S.

If the number of requesters to be supported still requires more common memory
than is available, there is no purpose in implementing a banked version of the
server.

A banked-out server has amarginally slower response time because the
dispatcher must select the system bank, and because of the added level of
indirection in calling the operating system. This degradation, however, is

insignificant.

Although banking out the server provides additional user segments under MP/M
I1, resist the temptation to add additional consoles to the system. Because of

the extremely high priority at which the server runs, performance on
additional consoles is very poor. However, these extrabanks do provide the
user with a means of performing occasional jobs directly from the MP/M I
level. More importantly, extra segments can enhance the server itself by using
special CP/NET messages.

4.3.5 MP/M |1 Performance Factors Affecting the NETWRKIF

The characteristics of the network for which a server is being implemented
influence the architecture of the NETWRKIF and the rest of the server
software. Another important factor in designing efficient servers under MP/M
Il isthe nature of MP/M 11 itself. This section points out the overhead MP/M
[l incurs in implementing multitasking programming environment.

The heart of the MP/M |1 operating system is its dispatcher. This routine is
entered every time asystem call ismade. The dispatcher protects system
resources, tests for events that could influence the execution of any process
in the system, and finally chooses the processes to execute, and their order.
The dispatcher takes roughly 900 microseconds to execute, but interrupts are
disabled for no longer than 90 microseconds. This overhead is incurred on
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every system call.

The limitations of the dispatcher alone place some basic constraints on
communications speed. If the network is using a seria 1/0 device capable of
buffering three characters at 10 bits per character, then the NETWRKIF had
better not rely on asystem call like console input to receive network
messages if the transmission rateis faster than 33K bits per second and the
sender sends characters as fast as possible. Even below this speed, overruns
are likely if there are any other processes in the system. This assumes an
extremely simple protocol. If the network has extrasignal lines, most serial
I/0O devices permit the receiver to signal a clear to send condition back to
the sender. But networks often must work without these extra signals.

Because interrupts are disabled for no longer than 90 microseconds, a network
that works at the character-interrupt level functions properly at transmission
speeds up to 333K hits per second. Beyond that speed, overruns are likely to
occur too often for adequate performance.

At speeds higher than 333K bits per second, the network interface software can
use one of three approaches:

1) A process can disable interrupts, and perform no system cals,
preventing the dispatcher from being entered, and perform its own
direct network 1/0O, character by character.

2) The network interface can use DMA to transfer large blocks of message
data and perform validity checking after the message has been
transferred.

3) The network interface can use an intelligent protocol controller that
also does DMA or it can map completed messages from its own memory
space into MP/M 1I's memory space.

Seria 1/O isnot the only possible network transmission medium. The example
is provided to acquaint you with the performance of MP/M 1.

The amount of time spent in the dispatcher varies depending on a number of
factors. Because the dispatcher must check suspended processes against system
events, keep the number of processes, queues, flags, and poll calls to a
minimum. Poll calls are especialy degrading. Every time the dispatcher is
entered, it executes every code fragment associated with every outstanding
poll call. If al 16 reentrant NETWRKIF processes polled output ports at once,
the dispatcher would be very busy. In fact, enough poll calls can lengthen the
dispatcher's execution time so much that it exceeds the clock interval. When
this happens, the dispatcher is reentered before it has even been exited.

The design of interrupt service routines Must take the structure of the
dispatcher into account. ISRs must first of all save the register image of the
process they interrupted--the service routine then executes. When the ISR
terminates itself, it should restore the interrupted process's registers, and
take one of two actions:

1) If the service routine winds up setting a flag, the flag set call to
MP/M Il should be made, followed by a jump into the dispatcher. This
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allows the dispatcher to ready the process waiting on the flag as
quickly as possible.

2) If noflag isto be set, the ISR can simply return to the interrupted
process.

ISRs should perform no MP/M |1 system calls except for the Flag Set function.
There are two reasons for this. First, ISRs are not processes, so the
dispatcher has no way of saving the status of the ISR in a Process Descriptor
before allowing the function to be performed. Second, the dispatcher reenables
interrupts, and possibly dispatches another process, leaving the ISR and the
interrupted process in an indeterminate state. The Flag Set function is
specifically recognized by the dispatcher to avoid dispatching a different
Process.

Several factors determine how often the NETWRKIF and server processes are
dispatched. The most obvious is, once again, the number of processes. If MP/M
[1' must share the CPU with more tasks, thereis less CPU available. Consider
the priority of the various network server processes carefully. All processes

in the SERVER module run at a high priority level of 100. processes in the
NETWRKIF might require other priorities. In general, assign compute-bound
processes lower priorities than 1/0-bound processes, to prevent processes that
perform few system calls from hogging the CPU.

The dispatcher always schedules processes according to priority. Improperly

setting priorities can cause processesto be permanently suspended. For

example, consider a NETWRKIF module that performs all direct /O and busy-
waits for network input. Suppose this process has a priority of 60, dightly

higher than the server processes. Although the dispatcher is entered every

time the system clock ticks, the NETWRKIF is ready. Because the NETWRKIF has a
higher priority than the server processes, the server processes never execute.

Note that because of the extremely high priority of the server process, normal
user processes running under MP/M Il perform very poorly. In addition, the
extra process load degrades the server performance. It is recommended that
normal workstation terminals not be provided onan MP/M |l system that is
functioning as a server, although a system console can be convenient for
monitoring system performance, and giving the operator a means of maintaining
the server's data base.

The last factor affecting the dispatch rateis the system clock frequency.
Every time a clock tick occurs, the dispatcher is entered and recomputes the
process to be executed next. Processes of equal priority are dispatched on a
first come, first served basis. The system clock can be tuned for optimal
network performance. There are no genera rules on tuning, because each
network and the applications run on the network determine the optima clock
period. Experiment with the clock frequency to determine the best performance
for the server.

In addition to designing the NETWRKIF for the server system, you might want to
reexamine the X10S used in the system. Many CP/NET users discover that, once
their communications system has been optimized, server performance has
improved only slightly, because several requesters are forcing the disk system
to thrash. Thrashing can be minimized if the XI1OS is provided with efficient

file:///CJ/...1%20Roche%20D RI %20documents¥20conversion/CP%20NET-80%20V ersion%201.29%20Ref erence%20M anual/CPNETRM. TXT[2/6/2012 4:07:51 PM]



blocking/deblocking algorithms, like those discussed in the "MP/M 11 Operating
System System Guide". These algorithms buffer disk accesses, deferring
physical Read/Write operations until they are absolutely necessary. As a
result, many file record Read/Write operations occur at memory speed, instead
of having to wait for physical 1/0 from a disk drive.

Extra blocking/deblocking buffers can also improve overall server performance
enormously. Because a dedicated server only requires a single tiny user
program segment, or, in some cases, no user segment at all, aimost all
additional memory remaining after the server has been implemented can be used
for disk buffers. In a bank-switched or memory-managed system, potentially
huge amounts of memory can be made available for disk buffers. Providing one
or more disk buffers per supported requester potentially eliminates
competition between two requesters for buffer resources.

Another way to improve disk performance with limited memory for disk buffers
is to limit the number of transactions that can be present in the server at

one time. Even if aserver issupporting 16 requester sessions, it is

possible, for example, to permit only four or five messages to be active at a
time. This limit reduces the amount of competition between actual processes,
although competition continues between individual transactions. Quite often,
however, the overhead incurred by refusing network messages, and forcing
requesters to retransmit them, is considerably less than the overhead incurred

by repeatedly having to flush disk buffers for use and reuse by individual
processes.

Y ou can estimate the average number of disk accesses an application program is
likely to perform in a short time. The NETWRKIF processes can then selectively
transport messages from only one requester for a short amount of time, then
service another requester for an equal amount of time. The scheme allows a
single process to take maximum advantage of the blocking and deblocking
algorithms implemented in the server's X10S. The mgor disadvantage of such a
schemeisthat it is extremely complex and difficult to implement efficiently.
Carefully tuned, however, it can greatly improve performance.

4.3.6 Generating the NETWRKIF

To create the MP/M 11 server, perform the following steps:
If the XIOS has been modified, generate anew version of RESXIOS.SPR or
BNKXIOS.SPR or BNKXIOS.SPR, according to the instructions provided in the
"MP/M Il Operating System System Guide".

Assemble and link the NETWRKIF module:

A>RMAC NETWRKIF

A>LINK NETWRKIFNR,OR]
The linker generates the NETWRKIF.RSP file.

If RMAC and LINK are not available, you must use ASM, PIP, and GENMOD, as
shown below:
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Assemble with ORG 0000H.
A>ASM NETWORKIF
A>REN NTWRKO.HEX=NETWRKIF.HEX

Now, edit the NETWRKIF.ASM ORG statement to locate the module at 100 hex.

Assemble with ORG 0100H.
A>ASM NETWRKIF
A>REN NTWRK1.HEX=NETWRKIF.HEX

Concatenat the HEX files.
A>PIP NETWRKIF.HEX=NTWRKO.HEX ,NTWRK1.HEX

Generate the NETWRKIF RSP file.
A>GENMOD NETWRKIF.HEX NETWRKIF.RSP

Copy the following files to the server boot disk.

SERVER.RSP = Server process Module
NETWRKIF.RSP = Custom Network Interface Process
MAIL.COM = Mail Utility

Perform a GENSY S on the MP/M Il system. The GENSY S must include the SERVER.RSP
file and the customized NETWRKIF.RSP; it can also include the SPOOL.RSP.

When GENSYS asks for the number of consoles, do not include the consoles
(character 1/0O drivers) that support the requesters. Usually, the response is
"1".

You must also configure the file system for the types of applications CP/NET
runs, enable compatibility attributes, if necessary, and so on. These issues
are discussed in the "MP/M |l Operating System System Guide".

4.3.7 Debugging the NETWRKIF

The MP/M Il server isnow ready to be debugged. There are three general
strategies for debugging the server.

Debugging MP/M 11 Under CP/M

To debug MP/M 11 under CP/M, follow these steps:

GENSYS the MP/M II with the top of memory set below where a CP/M system
running on the same hardware would reside when it isrunning DDT, SID, or
ZSID.

Boot up CP/M on the server target computer system.

Run MPMLDR under the debugger. Y ou can halt the loader just before passing
control to MP/M |1 through the following sequence:

file:///CJ/...1%20Roche%20D RI %20documents¥20conversion/CP%20NET-80%20V ersion%201.29%20Ref erence%20M anual/CPNETRM. TXT[2/6/2012 4:07:51 PM]



A>DDT MPMLDR.COM
*1$B
*G

When the loader breaks, you can insert breakpoints, and restart the loader.

When using this method, remember that, because CP/M is a single-tasking
operating system, the entire CP/M operating system becomes part of the process
in which a breakpoint is inserted every time the system encounters a
breakpoint. Furthermore, DDT and SID reenable interrupts on breakpoints. If a
clock tick goes off, the MP/M 1 dispatcher islikely to suspend CP/M and
continue with other processing. This might not inconvenience you, because the
process that was breakpointed is also suspended. If it does affect the
operation of the system, you might have to disable the system clock.

Debugging the NETWRKIF as a COM file

The example in Appendix E is set up to debug the NETWRKIF as a COM file.

Debugging instructions are also included in Appendix E.

Inserting Trace Code Into the NETWRKIF

Gather run-time statistics by inserting trace code into the NETWRKIF. Although
this is not very helpful for debugging real-time problems, itis the least
destructive method of gathering real-time statistics. This method can also be
useful when tuning the network for increased performance.

4.4 Implementing Non-MP/M 11 Servers

It is possible to implement a CP/NET server on any computer system, under any
operating system. There are severa reasonswhy you might choose another
operating system:

MP/M Il servers limit the number of requestersto 16. Y ou might want
more than 16 workstations to have access to a common database.

You might require higher performance levels. The high speed of a
mainframe CPU can substantially increase CP/NET performance.

Y ou might want your system to take advantage of the large base of CP/M
applications programs, but maintain its files under another operating
system.

Or you might want to create a gateway to one of the other commercially

available network systems. A special server could translate CP/NET
messages into an appropriate format for the other network.
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The module SERVER.RSP cannot be used on a different processor or under a
different operating system. So, you must not only create the equivalent of the
NETWRKIF for the target computer system; you must also write the logica
portion of the server.

The server processes under MP/M 1l act essentialy as a proxy for the
requester assigned to them. For example, the requester wants to open afile on
a networked drive but it does not have access to the operating system
controlling that drive. Instead, the requester sends a message to a server
process that does have direct access to the controlling operating system, and
asks that process to open the file for the requester. The server obligingly
performs the operation for the requester, and tells it what happened. This is
often referred to as aghosted processmodel of a server, because the
operating system thinks it is running the entire application program as a
process, while in fact the application is running somewhere else, but has a
friend to help out.

Using the logical messages included in this manual, you can write a ghosted
process server for CP/NET under amost any multitasking operating system. Y ou
can even write a CP/NET server under a single-tasking operating system.
(CPINET servers have actually been implemented under CP/M.)

The basic elements of such a server are:
- A communications interface.

- A function interpreter. This module must interpret the logical
messages sent by the CP/NET requester and take the appropriate action.

- A file system trandator. This module must convert CP/M BDOS File
Control Blocks passed by the requester into native operating sSystem
File Control Blocks.

- An operating system interface. This module must translate a CP/NET
function that corresponds exactly to a function supported by MP/M I
into a function or set of functions supported by the native operating
system.

Each of these functional modules varies depending on the environment under
which it is forced to execute. The communications interface is governed by the
types of process architectures the target operating system can support. The
remaining modules can be a set of reentrant processes, as they are under MP/M
I, or they can be a single process that keeps track of the requester it is
currently servicing. If the latter method is used, the server must keep track

of such context sensitive information as directory search first/search next
information, and shared files.

It might not be possible to support al CP/M functions under a non-MP/M I
server. If thisisthe case, choose applications that do not require the use
of the unsupportable functions.

Finally, it might be necessary to have several different computer systems and
operating systems acting as servers in the same network. It isbest to make
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the server implementation as portable as possible. Implementing the server in
a high-level language is a first step to portabilty.

Making the system highly modular can improve its portability. For example,
break the communications interface into a hardware interface module, a data
link module, a network module, and a transport module. All of these modules,
with the exception of the hardware interface, can port to different systems
with minimal modification.

The server's function interpreter should be completely portable, but you will
probably have to rewrite the file system interpreter and the operating system
interface modules.

Appendix A: CP/NOS Overview

CP/INOS is a version of the CP/M operating system that performs al file
handling across a CP/NET network system. CP/NOS supports one local console and
one local printer, but it supports only remote mass storage media. Because of

this, the BDOS and BIOS modules in a CP/NOS system are considerably smaller
than their counterparts in a standard CP/M system. This alows CP/NOS to fit

in afairly small (usually 4K bytes) Read-Only Memory, so you do not need a
bootstrap loader. CP/NOS can also be downloaded from a server. Using a small
loader, you can aso download a CP/NOS system from a centralized server.

Programs written under any CP/M 2.x system are fully compatible with a
comparable CP/NOS system, provided that mass storage devices referenced by the
application are available across the network. When BDOS calls that service,
these devices are automatically translated into network functions.

Unlike CP/NET, CP/NOS cannot be loaded under an existing CP/M system. The
network modules and CP/M modules must be linked together and executed in a
stand-alone environment. The special problems this creates in debugging CP/NOS
are discussed in this appendix.

A.2 System Requirements

CP/NOS can run on an 8080, 8085, or Z-80 microprocessor, with a maximum of 64K
of memory. A usual CP/NOS system can be placed in a 4K ROM.

The CP/NOS requester must be networked to an MP/M |1 server. The server isthe

same as the one used by CP/NET. CP/NOS and CP/NET requesters can even be
networked to the same server.

A.3 Customizing CP/NOS
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Three of the modules incorporated in CP/NOS are system dependent, and must be
modified to work on a particular hardware configuration. They are the CPBIOS,
CPNIOS, and NETWRKIF modules.

The CPBIOS can be exactly the same as the BIOS used in a CP/M system that runs
on the same hardware, except that only a small portion of the BIOS is
required. The only routines required are:

BOOT cold start

CONST read console status

CONIN read console character
CONOUT write console character
LIST write character to the list device
LISTST read list device status

The CPBIOS jump vector must be the same as that of aregular BIOS, but all
other entry points can be null.

The CPNIOS modul e takes the place of the SNIOS module in CP/NET, and requires
only minimal modification. The only differenceisthat all variables must be
initialized upon cold start, including the requester configuration table. The

utilities NETWORK and LOGIN are not sufficient to define the configuration
table after cold start, because CP/NOS has no local disk drives from which to

load these utilities. The CPNIOS must also prompt the user for login
information upon cold start, or a warm boot resultsin continuous regquester

not logged in extended errors, as the CP/NOS requester triesto load the file
CCP.SPR from a server that has no knowledge of the requester.

The SNIOS example in Appendix E contains a sample CPNIOS, conditionally
assembled out. To obtain the CPNIOS version, equate the literal CPNOS to true.

Note: If the two preceding routines are to reside eventually in ROM, all
variable data must be contained in data segments, and cannot be initialized at
run-time. Initializing values must reside in a code segment, and they must be
copied down to their corresponding data segment locations at cold start. The
assembly of these modules requires an assembler capable of supporting separate
code and data segments; the segments must be assembled into REL file format.
Use RMAC with 8080 source files.

The NETWRKIF module resides on the server, and isidentical to the NETWRKIF

required to support CP/NET. See Section 4.3 for a discussion of NETWRKIF
preparation.

A.4 Building the CP/NOS System

To generate a CP/NOS system ready for insertion into ROM, follow these steps:
1) Assemble the modules CPBIOS and CPNIOS.

2) Link the following modules together in the order shown, using LINK -80:
CPNOS, CPNDOS, CPNIOS, CPBDOS, CPBIOS
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Locate the code segment where the ROM sitsin the address space of the
finished system. At least 1K (400 hexadecimal bytes) of RAM must be allocated
for data segments. If the code segments are to be loaded into high memory (at
OFO00H for a 4K system), data must be explicitly linked, using the D option,

at least 1K in front of the code segments. For example,

A>LINK CPNOS,CPNDOS,CPNIOS,CPBDOS,CPBIOS[L FO00,DEC0Q]

These two steps produce an executable CP/NOS, capable of being programmed into
ROM. At this stage, however, the system cannot be debugged from CP/M.

A.5 Debugging the System

You can create a version of CP/NOS that can be cold started from CP/M if a
CP/M system with 64K RAM is available. First, type the following commands:

A>RMAC CPNIOS

A>RMAC CPBIOS

A>LINK CPNOS,CPNDOS,CPNIOS,CPBDOS,CPBIOS[L FO00,DEC0Q]
A>GENHEX MVCPNOS 0100

A>GENHEX CPNOS 0200

A>PIP LDCPNOS.HEX=MVCPNOS.HEX[1],CPNOS.HEX[H]
A>LOAD LDCPNOS

This procedure produces a file LDCPNOS.COM that is directly executable from
CP/M. LDCPNOS relocates the CPNOS module to location OFO00OH, and passes
control to it, destroying CP/M and replacing it with CP/NOS.
Because CP/M is destroyed by this procedure, it is not advisable to run
LDCPNOS under software debugger like DDT or SID, although you can run LDCPNOS
under an In-Circuit Emulator. Torun CP/NOS under DDT or SID, use the
following procedure: Link CPNOS so that all code and datareside below the
address specified as END when the debugger is brought up:

A>LINK CPNOS,CPNDOS,CPNIOS,CPBDOS,CPBIOS[ L <org>,D<org-400H>]
where <org> isthe link origin.

A>DDT CPNOS.COM
Relocate CPNOS from location 100, where DDT loads it, to its link origin:

-M100,<100+next-1>,<org>

where "next" is the field specified by NEXT when the debugger loads CPNOS.COM,
and <org> isthelink origin.

Begin execution with appropriate diagnostics:
-G<org>

where <org> isthe link origin.
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Appendix B: CP/NET 1.2 Standard Message Formats

FMTDIDSIDFNCSIZM SG
Figure B-1. CP/NET 1.2 Logica Message Format

FMT = Message format code

DID = Message destination processor ID
SID = Message source processor 1D

FNC = MP/M function code

SIZ = Datafield length - 1

MSG = Actual message, SIZ + 1 byteslong

Table B-1. Message Field Length Table (??7?)

FMT CODE FMT DID SID FNC-siz MSG Comment

00 111 1 1 1-256  Preferred format
01 111 1 1 1-256  Returned result
02 111 1 2 1-65536

03 111 1 2 1-65536 Returned result
04 122 1 1 1-256

05122 1 1 1-256  Returned result
06 122 1 2 1-65536

07 122 1 2 1-65536 Returned result

Appendix C: CP/NET 1.2 Logical Message Specifications

Messages for all CP/NET functions are defined in this appendix. These messages

are logical messages. Any implementation of the SNIOS or NETWRKIF modules must
aways present messages to the ENDOS or SERVER modules in the form presented
here.

Y ou must adhere to these formats when implementing a server that runs under an
operating system other than MP/M 1.

Notes: ss = Server ID
rr = Requester ID
xX = Don't care byte
nn = Value specified
All numeric values are in hexadecimal .
All functions capable of returning extended errors are marked * EE*.
Extended errors are returned with the following mesage format:
Siz=
MSG(0) = FF
MSG(1) = Extended Error Code
Any message can return the server not logged in or function not
implemented on server extended error, extended error OC.
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Table C-1. Conventiona CP/NET Messages
FMTDIDSIDFNCSIZMSG

SYSTEM RESET:
NOT IMPLEMENTED AT SERVER
00ssrr000000-00 = xx

01rrss000100-00 = OFFh
01-01 = 00Ch

CONSOLE INPUT:
NOT IMPLEMENTED AT SERVER
00ssrr010000-00 = xx

01rrss000100-00 = OFFh
01-01 = 00Ch

CONSOLE OUTPUT:
NOT IMPLEMENTED AT SERVER
00ssrr020000-00 = xx

01rrss000100-00 = OFFh
01-01 = 00Ch

RAW CONSOLE INPUT:
00ssrr030000-00 = Server Console #

01rrss030000-00 = Character Input

RAW CONSOLE OUTPUT:

00ssrr040100-00 = Server Console #
01-01 = Character to Output

01rrss040000-00 = 00

LIST OUTPUT:

00ssrr05nn00-00 = Server List #
01-nn = Characters to List Device (nn = 01 to 80)

01rrss050000-00 = 00

DIRECT CONSOLE I/0:

NOT IMPLEMENTED AT SERVER

00ssrr060000-00 = xx

01rrss000100-00 = OFFh
01-01 = 00Ch

GET I/OBYTE:

NOT IMPLEMENTED AT SERVER
00ssrr070000-00 = xx
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01rrss000100-00 = OFFh
01-01 = 00Ch

SET I/OBYTE:
NOT IMPLEMENTED AT SERVER
00ssrr080000-00 = xx

01rrss000100-00 = OFFh
01-01 = 00Ch

PRINT STRING:
NOT IMPLEMENTED AT SERVER
00ssrr090000-00 = xx

01rrss000100-00 = OFFh
01-01 = 00Ch

READ CONSOLE BUFFER:
NOT IMPLEMENTED AT SERVER
00ssrrOA0000-00 = xx

01rrss000100-00 = OFFh
01-01 = 00Ch

GET CONSOLE STATUS:
00ssrrOB0000-00 = Server Console #

01rrssOB0000-00 = Console Status Byte
RETURN VERSION NUMBER:

NOT IMPLEMENTED AT SERVER
00ssrr0C0000-00 = xx

01rrss000100-00 = OFFh
01-01 = 00Ch

RESET DISK SYSTEM:
NOT IMPLEMENTED AT SERVER
00ssrrOD0000-00 = xx

01rrss000100-00 = OFFh
01-01 = 00Ch

SELECT DISK: *EE*
00ssrTOEO000-00 = Selected Disk

01rrssOEO000-00 = Return Code
OPEN FILE: *EE*
00ssrrOF2C00-00 = User Number
01-24 = FCB
25-2C = Password

01rrssOF2400-00 = Directory Code
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01-24 = FCB

CLOSE FILE: *EE*
00ssrr102C00-00 = User Number
01-24 = FCB
25-2C = Not Used

01rrss102400-00 = Directory Code
01-24 = FCB

SEARCH FOR FIRST: *EE*

00ssrr112500-00 = Current Disk if MSG(2) 1?71
01-01 = User Number
02-25=FCB

01rrss112000-00 = Directory Code
01-20 = Directory Entry

SEARCH FOR NEXT: *EE*
00ssrr120100-00 = xx
01-01 = User Number

01rrss122000-00 = Directory Code
01-20 = Directory Entry

DELETE FILE: *EE*
00ssrr132400-00 = User Number
01-24 = FCB

01rrss130000-00 = Directory Code

READ SEQUENTIAL: *EE*
00ssrr142400-00 = User Number
01-24 = FCB

01rrss14A400-00 = Return Code
01-24 = FCB
25-A4 = Sector of Data Read

WRITE SEQUENTIAL: *EE*
00ssrr15A400-00 = User Number
01-24 = FCB
25-A4 = Sector of Datato Write

01rrss152400-00 = Return Code
01-24 = FCB

MAKE FILE: *EE*
00ssrr162400-00 = User Number
01-24 = FCB

01rrss162400-00 = Directory Code
01-24 = FCB
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RENAME FILE: *EE*

00ssrr172400-00 = User Number
01-24 = FCB in RENAME format

01rrss170000-00 = Directory Code

RETURN LOGIN VECTOR:
00ssrr180000-00 = xx

01rrss180100-01 = Login Vector
RETURN CURRENT DISK:

NOT IMPLEMENTED AT SERVER
00ssrr190000-00 = xx

01rrss000100-00 = OFFh
01-01 = 00Ch

SET DMA ADDRESS:
NOT IMPLEMENTED AT SERVER
00ssrr1A0000-00 = xx

01rrss000100-00 = OFFh
01-01 = 00Ch

GET ALLOCATION VECTOR ADDRESS:
00ssrr1B0000-00 = Current Disk

01rrss1BFFOO-FF = Allocation Vector

WRITE PROTECT DISK:
00ssrr1C0000-00 = Current Disk

01rrss1C0000-00 = 00

GET R/O VECTOR:
00ssrr1D0000-00 = xx

01rrss1D0100-01 = R/O Vector

SET FILE ATTRIBUTES: *EE*

00ssrr1E2400-00 = User Number
01-24 = FCB with File Attributes Set

01rrss1EQ000-00 = Directory Code

GET DISK PARAMETER ADDRESS:
00ssrr1FO000-00 = Current Disk

01rrss1FOFO0-0F = Disk Parameter Block
SET/GET USER CODE:

NOT IMPLEMENTED AT SERVER
00ssrr200000-00 = xx
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01rrss200100-00 = OFFh
01-01 = 00Ch

READ RANDOM: *EE*
00ssrr212400-00 = User Number
01-24 = FCB

01rrss21A400-00 = Return Code
01-24 = FCB
25-A4 = Sector of Data Read

WRITE RANDOM: *EE*
00ssrr22A400-00 = User Number
01-24 = FCB
25-A4 = Sector of Data to Write

01rrss222400-00 = Return Code
01-24 = FCB

COMPUTE FILE SIZE: *EE*
00ssrr232400-00 = User Number
01-24 = FCB

01rrss232400-00 = Return Code
01-24 = FCB

SET RANDOM RECORD:
00ssrr242400-00 = User Number
01-24 = FCB

01rrss242400-00 = Return Code
01-24 = FCB

RESET DRIVE:
00ssrr250100-01 = Drive Vector

01rrss250000-00 = Return Code

ACCESS DRIVE: *EE*
00ssrr260100-01 = Drive Vector

01rrss260000-00 = Return Code

FREE DRIVE:
00ssrr270100-01 = Drive Vector

01rrss270000-00 = Return Code
WRITE RANDOM WITH ZERO FILL: *EE*
00ssrr28A400-00 = User Number

01-24 = FCB
25-A4 = Sector of Data to Write
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01rrss282400-00 = Return Code
01-24 = FCB

UNLOCK RECORD: *EE*
00ssrr2B2600-00 = User Number
01-24 = FCB
25-26 = FileID

01rrss2B2400-00 = Return Code
01-24 = FCB

SET BDOS ERROR MODE:
NOT IMPLEMENTED AT SERVER
00ssrr2D0000-00 = xx

01rrss2D0100-00 = OFFh
01-01 = 00Ch

LOGIN:
00ssrr400700-07 = Password, 8 ASCII Chars

01rrss400000-00 = Return Code

LOGOFF:
00ssrr410000-00 = xx

01rrss410000-00 = Return Code

SEND MESSAGE ON NETWORK:
NOT IMPLEMENTED AT SERVER
00ssrr42xx00-FF = xx

01rrss000100-00 = OFFh
01-01 = 00Ch

RECEIVE MESSAGE ON NETWORK:
NOT IMPLEMENTED AT SERVER
00ssrr430000-00 = xx

01rrss000100-00 = OFFh
01-01 = 00Ch

GET NETWORK STATUS:
NOT IMPLEMENTED AT SERVER
00ssrr440000-00 = xx

01rrss000100-00 = OFFh
01-01 = 00Ch

GET CONFIGURATION TABLE ADDRESS:
NOT IMPLEMENTED AT SERVER
00ssrr450000-00 = xx

01rrss000100-00 = OFFh
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01-01 = 00Ch

SET COMPATIBILITY ATTRIBUTES
00ssrr460000-00 = Compatibility Attributes

01rrss460000-00 = xx

RETURN SERVER CONFIGURATION
00ssrr470000-00 = xx

01rrss471600-00 = Server Temporary File Drive
01-01 = Server Status Byte
02-02 = Server ID
03-03 = Maximum Number of Requesters
04-04 = Number Logged In
05-06 = Login Vector
07-16 = Requester ID's

SET DEFAULT PASSWORD
00ssrr6A0700-07 = Default Password to be Set

01rrssA0000-00 = Return Code

Appendix D: NDOS Function Summary

Table D-1. NDOS Functions

Code Function Name Input Parameters Output Results
38 Access Drive DE = Drive Vector none

39 Free Drive DE = Drive Vector none

42 Lock Record DE = FCB Address A = Err Code
43 Unlock Record DE = FCB Address A = Err Code
45 Set BDOS Error Mode E = Error Mode none

64 Login See definition A = Err Code

65 Logoff E = Server ID none

66 Send Message on Ntwrk DE = Message Adr A = Err Code
67 Recelve Msg from Ntwk DE = Message Adr A = Err Code

68 Get Network Status none A = Status byte
69 Get Config Table Adr  none HL = Table Adr
70 Set Compat. Attrs. E = attributes none

71 Get Server Config. E = Server ID HL = Table Adr

106 Set Default Password — See definition none

Appendix E: A Simple RS-232C CP/NET System

Digital Research developed a relatively simple RS-232C point to-point protocol

to provide a demonstration vehicle for CP/NET, and to encourage compatibility
among hardware vendors. The protocol, as implemented in the sample SNIOS and
NETWRKIF in this appendix, breaks the logical message into a fixed header and
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a variable length data portion, the size of which is obtained from the fixed
header. This simplifies operation with DMA channels that need terminal counts,
and also provides a checksum for the header that contains the SIZ field.

This protocol can be implemented between any requester and server that support
an extra RS-232 console port.

E.1 Protocol Handshake

The protocol handshake is detailed in Figure E-1.

Figure E-1. Protocol Handshake

E.2 Binary Protocol Message Format

Data integrity for this protocol is maintained by a simple checksum, shown in
Figure E-2, on both the header and the actual message.

Figure E-2. Binary Protocol Message Format
Message format codes 00 & 01 are recommended.
Field Description:

ENQ = Enquire, one byte, O5H.

SOH = Start of Header, one byte, 01H.

FMT,DID,SID,FNC,SIZ = as defined in Appendix A, one byte per field.

HCS = Header Checksum, one byte. Thisisa simple horizontal checksum,
computed by adding together all the bytes of the message, starting
with the SOH, to the SIZ byte of the header field modulo 256,
complementing the result, and adding one. The entire message, from the
SOH to and including the HCS, should add up to zero.

STX = Start of Data, one byte, 02H.

MSG = SIZ + 1 byte long.

ETX = End of Data, one byte, 03H.

CKS = Checksum, one byte. Thisis a simple horizontal checksum, computed by
adding together al the bytes of the message, starting with the STX,
to the last byte of the MSG field modulo 256, complementing the
result, and adding one. The entire message, from the STX to and
including the CK'S, should add up to zero.

EOT = End of Transmission, one byte, 04H.

E.3 ASCII Protocol Message Format

If the RS-232 link is not capable of transmitting 8-bit binary data, you might
have to transmit each nibble of the message as a 7 bit ASCII character.

Note: The 7-bit ASCII network protocol isidentical to the 8-bit protocol
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except that it requires twice as many bytes because each byte is transmitted
in hexadecimal ASCII format.

The ASCII network protocol message format is detailed in Figure E-3.
Figure E-3. ASCII Protocol Message Format

Message format codes 00 & 01 are recommended.

Field Description:

ENQ = Enquire, one byte, O5H.

SOH = Start of Header, one byte, 01H.

FMT,DID,SID,FNC,SIZ = as defined in Appendix A, two bytes per field.

HCS = Header Checksum, 2 bytes (Hex-ASCII) . Thisisa simple horizontal
checksum. It is computed by adding together all the bytes of the
message, starting with the SOH, to the SIZ of the header field modulo
256, complementing the result, and adding one. The entire message,
from the SOH to and including the HCS, should add up to zero.

STX = Start of Data, one byte, 02H.

MSG = 2* (SIZ + 1) byteslong.

ETX = End of Data, one byte, 03H.

CKS = Checksum, two bytes (Hex-ASCII) . This is a ssmple horizonta
checksum. It is computed by adding together all the bytes of the
message, starting with the STX, to the last byte of the MSG field
modulo 256, complementing the result and adding one. The entire
message, from the FMT to and including the CK'S, should add up to zero.

EOT = End of Transmission, one byte, 04H.

E.4 Modifying the SNIOS

The sample SNIOS can be modified for almost any requester that has a spare
console port. To do so, follow these steps:

Obtain assembled listings of the SNIOS.ASM source file that require
modification. You can use MAC, RMAC, or ASM. If you use ASM, the title, name,
if, and else statements must be removed from the source files to assemble
correctly. Using RMAC is highly recommended, because it simplifies the task of
generating the SPR files when used in conjunction with LINK. Otherwise, the
SPR files must be generated in the same manner as for MP/M 11 X10S.SPR
generation.

A>RMAC SNIOS

Study the SNIOS.PRN listing. Notice the ASCII equate. If true, it specifies
that the message format is 7-bit ASCII. If false, it specifiesa binary 8-bit
message format. The ASCIlI mode is sometimes useful in debugging, but in
practice do not use it where it is possible to transmit 8-bit serial data.

The only code that requires modification in the SNIOS.ASM file is contained in

the CHAROUT, CHARIN, and DELAY procedures. The CHAROUT and CHARIN procedures
can be conditionally assembled for a Dynabyte DB8/2, now called DB8/5200, a
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Digital Microsystems DSC-2 or an ALTOS 8000-2. The NOPs in the CHAROUT
procedure are ssmply padding, so the length of the DB8/2 SNIOS and DSC-2 SNIOS
is the same, which helps in the debugging of these two versions.

Perhaps the most critical areain the SNIOS that requires adjustment for a
specific network configuration isin the timeout code of the CHARIN procedure.
If too little time is allowed, the server might not be ableto complete the
function because of a heavy request load from the requesters. If too much time
Is specified, communication breaks on the network can go undetected for a
period of time, making both error recovery and precise detection difficult.
Note that thisisalogical timeout, not a data-link timeout. The logical
timeout determines how long the requester expects the server to take between
the time it receives the message and the time it returns a response message.

Another critical parameter that requires adjustment for different environments

is ALWAY S$SRETRY . This equate, when true, controls conditional assembly that
always produces retries on network failures. In this mode of operation, it is

possible to recover from broken communication between the requester and a
server. However, ALWAY SSRETRY does hang the requester in a busy retry mode
when failures occur.

Listing E-1: Request Network 1/0 System

CP/M RMAC ASSEM 1.1 #001 REQUESTER NETWORK I/O SYSTEM FOR CP/NET 1.2

1 titte 'Requester Network 1/0 System for CP/NET 1.2'

2 page 54

3

4 ;***************************************************************
5 ;***************************************************************
6 ;** **

7 ** Requester Network I/O System **

8 ;** * %

9 ;***************************************************************
10 ;***************************************************************
11

12 *

13 ; Copyright (C) 1980, 1981, 1982

14 ; Digital Research

15 ; P.O. Box 579

16 ; Pacific Grove, CA 93950

17 ;

18 ; Revised: October 5, 1982

19 */

20

21 0000 = fase equ O

22 FFFF= true equ not false

23

24 0000 = cpnos equ false ; Cp/net system

25

26 0000 = DSC2 equ fase

27 0000 = DB82 equ fase

28 FFFF = Altos equ true
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29

30 FFFF= always$retry equ true ; force continuous retries
31

32 0000 = modem equ fase

33

34 0000 = ASCIl equ false

35

36 0000 = debug equ false

37

38 CSEG

39 if  cpnos

40 extrn BDOS

41 else

42 0005 = BDOS equ 0005h

43 endif

44

45 NIOS:

46 public NIOS

47 ; Jump vector for SNIOS entry points

48 0000 C3A900 jmp  ntwrkinit ; hetwork initialization
49 0003 C3B800 jmp  ntwrksts ; network status

50 0006 C3C300 jmp cnfgtbladr ; return config table addr
51 0009 C3C700 jmp  sendmsg ; send message on network
52 000C C33301 jmp recelvemsgy ; receive message from network
53 000F C3DDO01 jmp  ntwrkerror  ; network error

54 0012 C3DEO1 jmp  ntwrkwboot ; network warm boot

CP/IM RMAC ASSEM 1.1 #002 REQUESTER NETWORK I/O SYSTEM FOR CP/NET 1.2

55

56 if DB82

57 dave$lD equ 12h ; slave processor ID number
58 endif

59 if DSC2

60 save$lD equ 34h

61 endif

62 if  Altos

63 0056 = dave$lD equ 56h

64 endif

65

66 if  cpnos

67 ; Initial Slave Configuration Table

68 Initconfigtbl:

69 db  0000$0000b ; network status byte
70 do dave$lD ; slave processor 1D number
71 do  84h,0 ; A: Disk device

72 do 81h,0 ;B "

73 do 82h,0 ; C

74 do 83h,0 i DI

75 do  80h,0 JET

76 do  85h,0 o S

77 do  86h,0 ;G

78 do 87h,0 yH:
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79 do  88h,0 o

80 do 89,0 N

81 do 8ah0 P Ko

82 do  8bh,0 ;L

83 do 8ch0 M

84 do  8dh,0 PN

85 do 8eh0 ;O "

86 do 8fh,0 P

87 do 0,0 ; console device
88 do 0,0 ; list device:

89 do O ; buffer index
90 d 0 ; FMT

91 d 0 ; DID

92 do dave$IlD ; SID

93 d 5 ; FNC

94 initcfglen equ $-initconfigtbl

95 endif

96

97 0000 = defaultmaster equ  00h

98

99 whboot$msg: ; data for warm boot routine
100 0015 3C5761726D do "

101 0020 24 do ¢

102

103 networkerrmsg:

104 0021 4E6574776F do  'Network Error'
105 002E 24 do '$

106

107

108 page

CP/M RMAC ASSEM 1.1 #003 REQUESTER NETWORK I/O SYSTEM FOR CP/NET 1.2

109

110 DSEG

111

112

113 ; Slave Configuration Table

114 configthl:

115

116 Network$status:

117 0000 ds 1 ; hetwork status byte
118 0001 ds 1 ; slave processor |D number
119 0002 ds 2 ; A: Disk device
120 0004 ds 2 ;B "

121 0006 ds 2 ;C "

122 0008 ds 2 ;D "

123 000A ds 2 B

124 000C ds 2 o S

125 O00CE ds 2 N CHE

126 0010 ds 2 cH

127 0012 ds 2 o B

128 0014 ds 2 N
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129 0016 ds 2 P K

130 0018 ds 2 ;L "

131 001A ds 2 o\

132 001C ds 2 o\

133 001E ds 2 ;O "

134 0020 ds 2 P

135

136 0022 ds 2 ; console device

137

138 0024 ds 2 ; list device:

139 0026 ds 1 ; buffer index

140 0027 00 do 0 ; FMT

141 0028 00 do 0 ; DID

142 0029 56 db Slave$ID ; SID (CP/INOS must still initialize)
143 002A 05 d 5 ; FNC

144 002B ds 1 ; SIZ

145 002C ds 1 ; MSG(0) List number

146 002D ds 128 ; MSG(1) ... MSG(128)
147

148 msg$adr:

149 00AD ds 2 ; message address

150 if  modem

151 timeout$retriesequ 0 ; timeout a max of 256 times
152 else

153 0064 = timeout$retries equ 100 ; timeout a max of 100 times
154 endif

155 O000A = max$retries equ 10 ; send message max of 10 times
156 retry$count:

157 OOAF ds 1

158

159 FirstPass:

160 00BO FF do  Offh

161

162 ; Network Status Byte Equates

CP/M RMAC ASSEM 1.1 #004 REQUESTER NETWORK I/O SYSTEM FOR CP/NET 1.2

163 ;

164 0010= active equ 0001$0000b ; slavelogged in on network
165 0002 = reverr equ 0000$0010b ; error in received message
166 0001 = senderr equ 0000$0001b ; unable to send message
167

168 ; General Equates

169 ;

170 0001 = SOH equ O01h ; Start of Header

171 0002 = STX equ 02h ; Start of Data

172 0003 = ETX egu 03h ; End of Data

173 0004 = EOT equ 04h ; End of Transmission

174 0005 = ENQ equ 05h ; Enquire

175 0006 = ACK equ 06h ; Acknowledge

176 000A = LF equ 0Oah ; Line Feed

177 000D = CR equ 0dh ; Carriage Return

178 0015= NAK equ 15h ; Negative Acknowledge
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179

180 0002 = conout equ 2 ; console output function
181 0009 = print equ 9 ; print string function
182 0043 = revmsg equ 67 ; receive message NDOS function
183 0040= login equ 64 ; Login NDOS function
184

185 ; I/O Equates

186 ;

187 if DB82

188 stati equ 83h

189 mski equ 08h

190 dprti equ 80h

191

192 stato equ 83h

193 msko equ 10h

194 statc equ 81h

195 mskc equ 20h

196 dprto equ 86h

197 endif

198

199 if DSC2

200 if  modem

201 stati equ 59h

202 mski equ 02h

203 dprti equ 58h

204

205 stato equ 59h

206 msko equ 0O1h

207 dprto equ 58h

208 else

209 stati equ 51h

210 mski equ 02h

211 dprti equ 50h

212

213 stato equ 51h

214 msko equ O1h

215 dprto equ 50h

216 endif

CP/M RMAC ASSEM 1.1 #005 REQUESTER NETWORK I/O SYSTEM FOR CP/NET 1.2

217 endif

218

219 if  Altos
220 001F = stati equ 1fh
221 0001 = mski equ Olh
222 001E = dprti equ 1leh
223

224 001F = stato equ 1fh
225 0004 = msko equ 04h
226 001E = dprto equ 1leh
227 endif

228
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229
230
231 page

CP/M RMAC ASSEM 1.1 #006 REQUESTER NETWORK I/O SYSTEM FOR CP/NET 1.2

232

233 CSEG

234 ; Utility Procedures

235 ;

236 delay: ; delay for c[a] * 0.5 milliseconds
237 002F 3E06 mvi a6

238 delayl:

239 0031 OE86 mvi  ¢,86h

240 delay2:

241 00330D der c

242 0034 C23300 jnz delay2

243 0037 3D der a

244 0038 C23100 jnz delayl

245 003B C9 ret

246

247 if  ASCII

248 Nib$out: ; A = nibble to be transmitted in ASCI|
249 cpi 10

250 jnc  nibAtoF ; jumpif A-F
251 ad 'O

252 mov c,a

253 jmp  Char$out

254 nibAtoF:

255 adi 'A'-10

256 mov c,a

257 jmp  Char$out

258 endif

259

260 Pre$Char$out:

261 003C 7A mov ad

262 003D 81 add c

263 003E 57 mov d,a ; update the checksum in D
264

265 nChar$out: ; C = byte to be transmitted
266 if Altos

267 O003F 3E10 mvi  a10h

268 0041 D31F out stato

269 endif

270 0043 DB1F in stato

271 0045 E604 ani  msko

272 0047 CA3FO00 jz  nChar$out

273

274 if DB82

275 in statc

276 ani  mskc

277 jz  nChar$out

278 endif
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279

280 if DSC2

281 nop ; these NOP's make DB8/2 & DSC2
282 nop ; versions the same length - saves
283 nop ; asecond listing

284 nop

285 nop

CP/M RMAC ASSEM 1.1 #007 REQUESTER NETWORK I/O SYSTEM FOR CP/NET 1.2

286 nop

287 nop

288 endif

289

290 004A 79 mov ac
291 004B D31E out dprto
292 004D C9 ret

293 X

294 Char$out:

295 004E CD3F00 cal nChar$out
296 if Altos

297 0051 ESE3E3E3 xthl! xthl! xthl! xthl
298 0055 E3E3E3E3 xthl! xthl! xthl! xthl
299 0059 E3E3E3E3 xthl! xthl! xthl! xthl ;delay 54 usec

300 005D C9 ret

301 else

302 jmp delay ; delay after each Char sent to Mstr
303 ; ret

304 endif

305

306 if  ASCII

307 Nib$in: ; return nibblein A register
308 cal Char$in

309 rc

310 ani 7fh

311 sui 0

312 cpi 10

313 jc  Nib$in$rtn  ; must be 0-9

314 adi  ('0'-'A'+10) and Offh

315 cpi 16

316 jc  Nib$ingrtn  ; must be 10-15

317 lda network$status

318 ori  reverr

319 sta network$status

320 mvi a0

321 stc ; carry set indicating err cond
322 ret

323

324 Nib$in$rtn:

325 ora a ; Clear carry & return

326 ret

327 endif

328
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329 xChar$in:

330 O0O05E 0664 mvi  b,100 ; 100 ms corresponds to longest possible
331 0060 C36500 jmp  char$in0 ;wait between master operations

332

333 Char$in: ; return byte in A register

334 ; carry set on rtn if timeout

335 if  modem

336 mvi b,0 : 256 ms = 7.76 chars @ 300 baud

337 else

338 if  Altos

339 0063 0603 mvi b3 : 3ms = 50 chars @ 125k baud

CP/M RMAC ASSEM 1.1 #008 REQUESTER NETWORK I/O SYSTEM FOR CP/NET 1.2

340 else

341 mvi  b,50 ; 50 ms = 50 chars @ 9600 baud
342 endif

343 endif

344 Char$in0:

345 0065 OE5A mvi  c,5ah

346 Char$inl:

347 if Altos

348 0067 3E00 mvi a0

349 0069 D31F out stati

350 endif

351 006B DB1F in st

352 006D E601 ani  msKi

353 006F C27C00 jnz  Char$in2

354 00720D der c

355 0073 C26700 jnz  Char$inl

356 0076 05 der b

357 0077 C26500 jnz  Char$in0

358 007A 37 stc ; carry set for err cond = timeout
359 007B C9 ret

360 Char$in2:

361 007C DB1E in  dprti

362 007E C9 ret ; rtn with raw char and carry cleared
363

364 Net$out: ; C = byte to be transmitted

365 ; D = checksum

366 007F 7A mov ad

367 0080 81 add c

368 008157 mov d,a

369

370 if ASCII

371 mov acC

372 mov b,a

373 rar

374 rar

375 rar

376 rar

377 ani  OFH : mask HI-LO nibbleto LO nibble

378 call Nib$out
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379 mov ab

380 ani OFH

381 jmp  Nib$out

382

383 else

384 0082 C34E00 jmp  Char$out

385 endif

386

387 Msg$in: ; HL = destination address
388 ; E = # bytesto input
389 0085 CD9000 cal Net$in

390 0088 D8 rc

391 0089 77 mov m,a

392 008A 23 inx h

393 008B 1D der e

CP/M RMAC ASSEM 1.1 #009 REQUESTER NETWORK I/O SYSTEM FOR CP/NET 1.2

394 008C C28500 jnz  Msg$in

395 008F C9 ret

396

397 Net$in: ; byte returned in A register
398 ; D = checksum accumulator
399

400 if ASCII

401 cal Nib$in

402 rc

403 add a

404 add a

405 add a

406 add a

407 push psw

408 cal Nib$in

409 pop b

410 rc

411 oa b

412

413 else

414 0090 CD6300 cal Char$in ;receive byte in Binary mode
415 0093 D8 rc

416 endif

417

418 chks$in:

419 0094 47 mov b,a

420 0095 82 add d ; add & update checksum accum.
421 0096 57 mov d,a

422 0097 B7 ora a ; set cond code from checksum
423 0098 78 mov ab

424 0099 C9 ret

425

426 Msg$out: ; HL = source address
427 ; E = # bytes to output

428 : D = checksum
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429 ; C = preamble byte

430 009A 1600 mvi d0 ; initialize the checksum
431 009C CD3C00 cal Pre$Char$out ; send the preamble character
432 M sg$out$l oop:

433 009F 4E mov cm

434 00AO0 23 inx h

435 00A1 CD7FOO cal Net$out

436 00A4 1D der e

437 00A5 C29F00 jnz  Msg$out$loop

438 00A8C9 ret

439

440 page

CP/IM RMAC ASSEM 1.1 #010 REQUESTER NETWORK I/O SYSTEM FOR CP/NET 1.2

441

442 X Network Initialization

443 ntwrkinit:

444

445 if  cpnos ; copy down network assignments
446 Ixi  h,Initconfigtbl

447 Ixi  d,configtbl

448 mvi  c,initcfglen

449 initloop:

450 mov  am

451 stax d

452 inx h

453 inx d

454 der c

455 jnz initloop ; initialize config tbl from ROM
456

457 else

458 00A9 3E56 mvi adave$lD ;initialize slave ID byte
459 00AB 320100 sta configtbl+1 ; in the configuration tablee
460 endif

461

462 ; device initialization, as required

463

464 if  Altos

465 O00AE 3E47 mvi  a,047h

466 00B0O D30E out Oeh

467 00B2 3E01 mvi al

468 00B4 D30E out Oeh

469 endif

470

471 if  DSC2 and modem

472 mvi  a0ceh

473 out stato

474 mvi a027h

475 out stato

476 endif

477

478 if  cpnos
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479 cal loginpr ; login to a master

480 endif

481

482 initok:

483 00B6 AF Xra a ; return code is O=success
484 00B7 C9 ret

485

4386

487 page

CP/IM RMAC ASSEM 1.1 #011 REQUESTER NETWORK I/O SYSTEM FOR CP/NET 1.2

488

489 ; Network Status

490 ntwrksts:

491 00B8 3A0000 [da network$status
492 00BB 47 mov b,a

493 00BC E6FC ani  not (rcverr+senderr)
494 00BE 320000 sta network$status
495 00C178 mov ab

496 00C2C9 ret

497

498

499

500 ; Return Configuration Table Address
501 cnfgtbladr:

502 00C3 210000 Ixi  h,configtbl

503 00C6 C9 ret

504

505

506 page

CP/IM RMAC ASSEM 1.1 #012 REQUESTER NETWORK I/O SYSTEM FOR CP/NET 1.2

507

508 ;  Send Message on Network

509 sendmsg: ; BC = message addr

510 00C7 60 mov  hb

511 00C8 69 mov |,c ; HL = message address
512 00C9 22AD00 shid msg$adr

513 re$sendmsg:

514 00CC 3EO0A mvi  amax$retries

515 O0CE 32AF00 sta retry$count ; initiaize retry count
516 send:

517 00D1 2AADO00 Ihid  msg$adr

518 00D4 OEO5 mvi  c,ENQ

519 00D6 CD4E00 cal Char$out ; send ENQ to master
520 00D9 1664 mvi  d,timeout$retries

521 ENQ$response:

522 00DB CD6300 cal Char$in

523 0ODE D2E800 jnc  got$SENQS$response

524 00E1l 15 der d
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525
526
527
528
529
530
531
532
533
534
535
536
537
538
539
540
541
542
543
544
545
546
547
548
549
550
551
552
553
554
555
556
557
558
559
560

00E2 C2DB00 jnz  ENQ$response

00E5 C32B01 jmp  Char$in$timeout
gotSENQ$response:

OOE8 CD1EO1 cal getSACKO

OOEB OEO1 mvi ¢,SOH

O00ED 1EO05 mvi 5

OOEF CD9A00 cal Msg$out ; send SOH FMT DID SID FNC SIZ

00F2 AF Xra a

00F3 92 sub d

00F4 4F mov c,a

00F5 CD7FQ0 cal net$out ; send HCS (header checksum)

00F8 CD1801 cal getSACK

O00FB 2B dex  h

O00FC 5E mov  em

O0OFD 23 inx h

OOFE 1C inr e

OOFF OEQ2 mvi ¢, STX

0101 CD9A00 cal Msg$out ; send STX DBO DBL1 ...

0104 OEO03 mvi CcETX

0106 CD3C00 cal Pre$Char$out ; send ETX

0109 AF xra a

010A 92 sub d

010B 4F mov ca

010C CD7F00 cal Net$out ; send the checksum

010F OEO4 mvi c,EOT

0111 CD3F00 cal nChar$out ; send EOT

0114 CD1801 cal getSACK ; (leave these

0117 C9 ret ; two instructions)
get$ACK:

0118 CD6300 cal Char$in

011B DA2301 jc  send$retry ; jump if timeout
get$ACKO:

O011E E67F ani 7fh

0120 D606 sui  ACK

0122 C8 rz

CP/IM RMAC ASSEM 1.1 #013 REQUESTER NETWORK I/O SYSTEM FOR CP/NET 1.2

561
562
563
564
565
566
567
568
569
570
571
572
573
574
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send$retry:

0123 E1
0124 21AF00
0127 35
0128 C2D100

pop h ; discard return address
IXi  h,retry$count

der m

jnz  send ; send again unles max retries

Char$in$timeout:

012B 3E01

if
012D CDD201

0130 C3CCO00

mvi  asenderr
always$retry
cal error$return
jmp  re$sendmsg

else
jmp error$return
endif



575
576 page

CP/M RMAC ASSEM 1.1 #014 REQUESTER NETWORK I/O SYSTEM FOR CP/NET 1.2

577

578 ; Receive Message from Network

579 receivemsg: ; BC = message addr

580 013360 mov hb

581 013469 mov I,c ; HL = message address
582 0135 22AD00 shid msg$adr

583 re$receivemsg:

584 0138 3EOCA mvi  amax$retries

585 013A 32AF00 sta retry$count ;initiaizeretry count
586 re$eall:

587 013D CD4F01 cal receive ; rtn from receive is receive error
588

589 receivedretry:

590 0140 21AF00 Ixi  h,retry$count

591 014335 der m

592 0144 C23D01 jnz  re$call

593 receive$timeout:

594 0147 3E02 mvi  arcverr

595

596 if  aways$retry

597 0149 CDD201 cal error$return

598 014C C33801 jmp  re$receivemsg

599 else

600 jmp error$return

601 endif

602

603 receive:

604 014F 2AADOO Ilhid  msg$adr

605 0152 1664 mvi  d,timeout$retries

606 receive$firstchar:

607 0154 CD5EQ00 cal xcharin

608 0157 D26201 jnc  got$firstchar

609 015A 15 der d

610 015B C25401 jnz  receive$firstchar

611 O015E E1 pop h ; discard receive$retry rtn adr
612 015F C34701 jmp  receive$timeout

613 got$firstchar:

614 0162 E67F ani  7fh

615 0164 FEO5 cpi ENQ ; Enquire?

616 0166 C24F01 jnz  receive

617

618 0169 OE06 mvi ¢, ACK

619 016B CD3F00 cal nCha$out ; acknowledge ENQ with an ACK
620

621 016E CD6300 cal Char$in

622 0171 D8 rc ; return to receive$retry
623 0172 E6G7F ani  7fh

624 0174 FEO1 cpi  SOH ; Start of Header ?
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625 0176 CO rnz ; return to receive$retry
626 017757 mov da ; initialize the HCS
627 0178 1E05 mvi €5
628 017A CD8500 cal Msg$in
629 017D D8 rc ; return to receive$retry
630 017E CD9000 cal Net$in

CP/M RMAC ASSEM 1.1 #015 REQUESTER NETWORK 1/O SYSTEM FOR CP/NET 1.2
631 0181 D8 rc ; return to receive$retry
632 0182 C2CDO01 jnz  bad$checksum
633 0185 CDC501 cal send$ACK
634 0188 CD6300 cal Char$in
635 018B D8 rc ; return to receive$retry
636 018C E67F ani  7fh
637 018E FEO2 cpi  STX ; Start of Data ?
638 0190 CO rnz ; return to receive$retry
639 019157 mov da ; initialize the CKS
640 0192 2B dex h
641 0193 5E mov em
642 0194 23 inx h
643 0195 1C inr e
644 0196 CD8500 cal msg$in ; get DBO DBL1 ...
645 0199 D8 rc ; return to receive$retry
646 019A CD6300 cal Char$in ; get the ETX
647 019D D8 rc ; return to receive$retry
648 O19E E67F ani  7fh
649 01A0 FEO3 cpi  ETX
650 01A2 CO rnz ; return to receive$retry
651 01A382 add d
652 01A457 mov d,a ; update CKS with ETX
653 01A5 CD9000 cal Net$in ; get CKS
654 01A8 D8 rc ; return to receive$retry
655 01A9 CD6300 cal Char$in ; get EOT
656 01AC D8 rc ; return to receive$retry
657 01AD E67F ani  7fh
658 O1AF FEO4 cpi  EOT
659 01B1 CO rnz ; return to receive$retry
660 01B2 7A mov ad
661 01B3 B7 ora a ; test CKS
662 01B4 C2CDO1 jnz  bad$checksum
663 01B7 E1 pop h ; discard receive$retry rtn adr
664 01B8 2AADO0 Ihid  msg$adr
665 01BB 23 inx h
666 01BC 3A0100 Ida configtbl+1
667 O1BF 96 sub m
668 01C0 CAC501 jz  send$ACK ; jump with A=0 if DID ok
669 01C3 3EFF mvi  a,0ffh ; return code shows bad DID
670 send$ACK:
671 01C5F5 push psw ; save return code
672 01C6 OE06 mvi ¢, ACK
673 01C8 CD3F00 cal nChar$out ; send ACK if checksum ok
674 01CB F1 pop psw ; restore return code
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675 01CC C9 ret

676

677 bad$DID:

678 bad$checksum:

679 01CD OE15 mvi  ¢,NAK

680 O1CF C34E00 jmp  Char$out ; send NAK on bad chksm & not max retries
681 ; ret

682

683 error$return:

684 01D2 210000 IXi  h,network$status

CP/M RMAC ASSEM 1.1 #016 REQUESTER NETWORK I/O SYSTEM FOR CP/NET 1.2

685 01D5 B6 oa m

686 01D6 77 mov  m,a

687 01D7 CDDDO1 cal ntwrkerror ; perform any required device re-init.
688 O01DA 3EFF mvi  a,0ffh

689 01DC C9 ret

690

691 ntwrkerror:

692 ; perform any required device
693 01DD C9 ret ;  re-initialization
694

695 page

CP/IM RMAC ASSEM 1.1 #017 REQUESTER NETWORK I/O SYSTEM FOR CP/NET 1.2

696

697 ;

698 ntwrkwboot:

699

700 ;  Thisprocedureis called each time the CCP is
701 ; reloaded from disk. Thisversion prints "
702 ; on the console and then returns, but anything necessary
703 ;  for restart can be put here.

704

705 01DE OE09 mvi ¢c9

706 01EO 111500 Ixi  d,wboot$msg

707 01E3 C30500 jmp BDOS

708

709 page

CP/M RMAC ASSEM 1.1 #018 REQUESTER NETWORK I/O SYSTEM FOR CP/NET 1.2

710

711 if  cpnos

712 :

713 ; LOGIN to a Master
714 ;

715 ; Equates

716 ;
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717 buff equ 0080h

718

719 readbf equ 10

720

721 active equ  0001$0000b

722

723 loginpr:

724 mvi ¢ initpasswordmsglen

725 Ixi  h,initpasswordmsg

726 Ixi  d,passwordmsg

727 copypassword:

728 mov am

729 stax d

730 inx h

731 inx d

732 der c

733 jnz  copypassword

734 mvi  c,print

735 Ixi  d,loginmsg

736 cadl BDOS

737 mvi  c,readbf

738 Ixi d,buff-1

739 mvi  a50h

740 stax d

741 cal BDOS

742 Ixi  h,buff

743 mov am ; get # charsin the command tail
744 ora a

745 jz  dologin; default login if empty command tail
746 mov ca ;A =#charsincommand tail
147 Xra a

748 mov b,a ;B will accumulate master ID
749 scanblnks:

750 inx h

751 mov am

752 cpi "

753 jnz  pastbinks; skip past leading blanks
754 der c

755 jnz  scanblnks

756 jmp  prelogin ; jump if command tail exhausted
757 pastblnks:

758 cpi T

759 jz scanMstriD

760 mvi a8

761 Ixi  d,passwordmsg+5+8-1

762 xchg

763 spacefill:

CP/M RMAC ASSEM 1.1 #019 REQUESTER NETWORK I/O SYSTEM FOR CP/NET 1.2

764 mvi m,’
765 dex h
766 der a

file:///CJ/...1%20Roche%20D RI %20documents¥20conversion/CP%20NET-80%20V ersion%201.29%20Ref erence%20M anual/CPNETRM. TXT[2/6/2012 4:07:51 PM]



767 jnz  spacefill

768 xchg

769 scanL ftBrkt:

770 mov am

771 cpi T

772 jz scanMstriD

773 inx d

774 stax d ;update the password
775 inx h

776 der c

777 jnz  scanLftBrkt

778 jmp  prelogin

779 scanMstriD:

780 inx h

781 der c

782 jz loginerr

783 mov am

784 cpi

785 jz prelogin

786 sui 0

787 cpi 10

788 jc  updatelD

789 adi  ('0'-'A'+10) and Offh
790 cpi 16

791 jnc  loginerr

792 updatel D:

793 push psw

794 mov ab

795 add a

796 add a

797 add a

798 add a

799 mov ba ;accum* 16
800 pop psw

801 add b

802 mov b,a

803 jmp scanMstriD
804

805 prelogin:

806 mov ab

807

808 dologin:

809 IXi  b,passwordmsg+1
810 stax b

811 dex b

812 cal sendmsg

813 inr a

814 Ixi  d,loginfailedmsg
815 jz  printmsg

816 IXi  b,passwordmsg
817 call recelvemsy

CP/IM RMAC ASSEM 1.1 #020 REQUESTER NETWORK I/O SYSTEM FOR CP/NET 1.2
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818 inr a

819 Ixi  d,loginfailedmsg

820 jz  printmsg

821 Ida passwordmsg+5

822 inr a

823 jnz  loginOK

824 jmp  printmsg

825

826 loginerr:

827 Ixi  d,loginerrmsg

828 printmsg:

829 mvi  c,print

830 cal BDOS

831 jmp  loginpr ; try login again
832

833 loginOK:

834 IXi  h,network$status ; HL = status byte addr
835 mov am

836 ori  active ; set active bit true
837 mov m,a

838 ret

839

840 ,

841 ; Local Data Segment

842 X

843 loginmsg:

844 do crlf

845 do 'LOGIN='

846 db '$

847

848 initpasswordmsg:

849 do 00h ;FMT

850 do 00h ;DID Master ID #
851 db slave$lD ;SID

852 do 40h ; FNC

853 do 7 ;8Zz

854 db 'PASSWORD'; password
855 initpasswordmsglen equ  $-initpasswordmsg
856

857

858 loginerrmsy:

859 do |If

860 do  ‘Invalid LOGIN'

861 db '$

862

863 loginfailedmsg:

864 do If

865 do 'LOGIN Failed'

866 db '$

867

868 DSEG

869 passwordmsg:

870 ds 1 ;FMT
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871 ds 1 ;DID

CP/IM RMAC ASSEM 1.1 #021 REQUESTER NETWORK I/O SYSTEM FOR CP/NET 1.2

872 ds 1 ; SID

873 ds 1 ;FNC

874 ds 1 ;Siz

875 ds 8 ; DAT = password
876 endif

877

878 01E6 end

CP/IM RMAC ASSEM 1.1 #022 REQUESTER NETWORK I/O SYSTEM FOR CP/NET 1.2

ACK 0006 175# 559 618 672

ACTIVE 0010 164# 721# 836

ALTOS FFFF 28# 62 219 266 296 338 347 464
ALWAYSRETRY  FFFF 30# 569 596

ASCII 0000 34# 247 306 370 400

BADCHECKSUM  01CD 632 662 678#
BADDID 01CD 677#

BDOS 0005 40 42# 707 736 741 830
CHARIN 0063 308 333# 414 522 555 621 634 646 655
CHARINO 0065 331 344# 357

CHARIN1 0067 346# 355

CHARINZ2 007C 353 360#

CHARINTIMEOUT 012B 526 566#

CHAROUT 004E 253 257 294# 384 519 680
CHKSIN 0094 418#

CNFGTBLADR  00C3 50 501#

CONFIGTBL 0000 114# 447 459 502 666
CONOUT 0002 180#

CPNOS 0000 24# 39 66 445 478 711
CR 000D 177# 844

DB82 0000 27# 56 187 274

DEBUG 0000 36#

DEFAULTMASTER 0000 97#

DELAY 002F 236# 302

DELAY1 0031 238# 244

DELAY?2 0033 240# 242

DPRTI O001E 190# 203# 211# 222# 361
DPRTO 001E 196# 207# 215# 226# 291
DSC2 0000 26# 59 199 280 471

ENQ 0005 174# 518 615

ENQRESPONSE 00DB 521# 525

EOT 0004 173# 549 658

ERRORRETURN 01D2 570 573 597 600 683#
ETX 0003 172# 543 649

FALSE 0000 21# 22 24 26 27 32 34 36
FIRSTPASS 00BO 159#

GETACK 0118 536 551 S554#

GETACKO 011E 528 557#
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GOTENQRESPONSE O00E8 523 527#
GOTFIRSTCHAR 0162 608 613#

INITOK 00B6 482#

LF OOOA 176# 844 859 864

LOGIN 0040 183#

MAXRETRIES  000A 155# 514 584

MODEM 0000 32# 150 200 335 471
MSGADR OOCAD 148# 512 517 582 604 664
MSGIN 0085 387# 394 628 644

MSGOUT 009A 426# 531 542
MSGOUTLOOP  009F 432# 437

MSKI 0001 189# 202# 210# 221# 352

MSKO 0004 193# 206# 214# 225# 271

NAK 0015 178# 679

NCHAROUT 003F 265# 272 277 295 550 619 673
NETIN 0090 389 397# 630 653

CP/IM RMAC ASSEM 1.1 #023 REQUESTER NETWORK [/O SYSTEM FOR CP/NET 1.2

NETOUT 007F 364# 435 535 548
NETWORKERRMSG 0021 103#

NETWORKSTATUS 0000 116# 317 319 491 494 684 834
NIOS 0000 45# 46

NTWRKERROR  01DD 53 687 691#

NTWRKINIT 00A9 48 443#

NTWRKSTS 00B8 49 490#

NTWRKWBOOT  01DE 54 698#

PRECHAROUT  003C 260# 431 544

PRINT 0009 181# 734 829
RCVERR 0002 165# 318 493 594
RCVMSG 0043 182#

RECALL 013D 586# 592

RECEIVE 014F 587 603# 616
RECEIVEFIRSTCHAR 0154 606# 610
RECEIVEMSG 0133 52 579# 817
RECEIVERETRY 0140 589#
RECEIVETIMEOUT 0147 593# 612
RERECEIVEMSG 0138 583# 598
RESENDMSG 00CC 513# 571
RETRYCOUNT  OOAF 156# 515 563 585 590
SEND 00D1 516# 565

SENDACK 01C5 633 668 670#

SENDERR 0001 166# 493 567

SENDMSG 00C7 51 509# 812
SENDRETRY 0123 556 561#

SLAVEID 0056 S7# 60# 63# 70 92 142 458 851

SOH 0001 170# 529 624

STATI O001F 188# 201# 209# 220# 349 351

STATO O001F 192# 205# 213# 224# 268 270 473 475
STX 0002 171# 541 637

TIMEOUTRETRIES 0064 151# 153# 520 605

TRUE FFFF 22# 28 30

WBOOTMSG 0015 99# 706
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XCHARIN 005E 329# 607

E.5 Modifying the NETWRKIF

The NETWRKIF, designed for an Altos ACS 8000-10, is also easy to modify. The
NETWRKIF implements the protocol by checking for the first character of an
incoming message through one of the XIOS CONIN routines. After receiving the
first character and validating it, the NETWRKIF disables interrupts, and reads

the rest of the message in under direct process control. If an XIOS CONIN
routine does not exist for the port to be used for the network, you must write

one.

To modify this NETWRKIF, follow these steps:

Set the NMBS$SLV S equate to the number of requestersto be supported.
If more than four must be supported, you must add more Process
Descriptors and queues.

If the server can only transmit or receive one message at a time, then
the NETWRKIF supports a mutual exclusion queue to prevent collisions.
To use this queue, set MUTEXIN or MUTEXOUT to true.

If the server isrunning on a Z-80 processor, set Z-80to true for
more efficient implementation of character |/O.

If all or some of the network RS-232 ports support only 7 bit ASCII,
modify the BINARY ASCII table by setting the appropriate entries to O.

Modify the network port definitions. CONSOLE4$STATUS through
PRINTER2$STATUS must be modified. Also, CHARIOTBL must be modified, so
that the console numbers associated with the ports listed in
STATUS$PORTS match.

[/O port numbers in the routines CHAR$OUT and CHARS$IN might have to be
modified. You might have to implement a 1/O port table similar to
STATUS$PORTS. Thisimplementation relies on the fact that the Altos
ACS 8000-10 always positionsits 1/0O ports at a fixed offset from its

status ports.

The sample NETWRKIF contains a debug conditional assembly flag that permits
generation of a NETWRKIF.COM file. The NETWRKIF.COM version can debug a single
requester, as follows:

Perform a GENSYS in which the SERVER.RSPisincluded; do not include a
NETWRKIF.RSP. During the GENSY' S, do not specify bank-switched memory. Execute
the MPM.SYS produced from GENSY S, and load the NETWRKIF.COM file with DDT,
SID, or ZSID.

Use DDT, SID, or ZSID to debug the NETWRKIF process. Thisworks only for a
single requester.
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Listing E-2: Server Network I/F Module

CP/IM RMAC ASSEM 1.1 #001 MASTER NETWORK I/F MODULE

1 titte 'Master Network I/F Modul€e

2 page 54

3

4 ;***************************************************************
5 ;~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k*~k~k~k~k~k~k*~k*~k~k~k~k
6 ;** * %

7 ** Server Network I/F Module **

8 ;** * %

9 ;~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k*~k~k~k~k~k~k*~k*~k~k~k~k
10 ;***************************************************************
11

12 I*

13 ; Copyright (C) 1980

14 ; Digital Research

15 ; P.O. Box 579

16 ; Pacific Grove, CA 93950

17 ;

18 ; Modified October 5, 1982

19 ;

20 */

21

22

23 0000 = fase equ O

24 FFFF = true equ not false

25

26 FFFF= z80 equ true

27

28 0000 = debug equ false

29 0000 = modem equ false

30

31 0000 = WitchDg equ false ; include watch dog timer

32

33 0000 = mutexin equ  false ; provide mutual exclusion on input
34 0000 = mutexout equ false ; provide mutual exclusion on output
35

36

37 if  debug

38

39 NmbSlvsequ 1 ;debug only one requester

40

41 Ixi  sp,NtwrklSO+2eh

42 mvi  ¢,145

43 mvi e64

44 cal bdos ; Set priority to 64

45 Ixi  h,UQCBNtwrkQIO ; initialize reentrant variables

46 Ixi  d,UQCBNtwrkQOO

47 Ixi  b,BufferQ0

48 mvi  a00h

49 ret

50
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51 bdosadr:

52 dw  0005h
53
54 ese

CP/IM RMAC ASSEM 1.1 #002 MASTER NETWORK I/F MODULE

55

56 0002 = NmbSlvsequ 2 ;RSP is configured for two requesters
57

58 bdosadr:

59 0000 0000 dw $$ ;XDOS entry point for RSP version
60

61 endif

62

63 ; Network Interface Process #0

64

65 NtwrkI PO:

66 0002 0000 dw O ;link

67 0004 00 dbo O ; status

68 0005 40 do 64 ; priority

69 0006 6400 dw  NtwrklS0+46 ; stack pointer
70 0008 4E7477726B db  'NtwrkIPO' ; name

71 001000 dbo O ; console

72 0011 FF db  Offh ; memseg

73 0012 ds 2 b

74 0014 ds 2 : thread

75 0016 ds 2 : buff

76 0018 ds 1 ; user code & disk dlct
77 0019 ds 2 : dent

78 001B ds 1 : searchl

79 001C ds 2 ; searcha

80 001E ds 2 ; active drives

81 0020 0000 dw O s HL'

82 0022 0000 dw O : DE'

83 0024 0000 dw O : BC

84 0026 0000 dw O . AF

85 0028 0000 dw O 1Y

86 002A 0000 dw O S IX

87 002C 8000 dw  UQCBNtwrkQIO ; HL

88 002E A000 dw  UQCBNtwrkQOO0 ; DE

89 0030 A600 dw  BufferQO0 : BC

90 0032 0000 dw O : AF, A = ntwkif console dev #
91 0034 ds 2 ; scratch

92

93 NtwrkI SO:

94 0036 C7C7C7C7C7 dw  0c7c7h,0c7c7h,0c7c7h,0c7c7h
95 003E C7C7C7C7C7 dw  0Oc7c7h,0c7c7h,0c7c7h,0c7c7h
96 0046 C7C7C7C7C7 dw  0c7c7h,0c7c7h,0c7c7h,0c7c7h
97 004E C7C7C7C7C7 dw  0c7c7h,0c7c7h,0c7c7h,0c7c7h
98 0056 C7C7C7C7C7 dw  0c7c7h,0c7c7h,0c7c7h,0c7c7h
99 005E C7C7Cr7C7C7 dw  0Oc7c7h,0c7c7h,0c7c7h

100 0064 4206 dw  setup
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101
102
103
104
105
106
107
108

QCBNtwrkQIO:
0066 ds 2 ; link
0068 4E7477726B do  'NtwrkQIO' ; name
0070 0200 dw 2 ; msglen
0072 0100 aw 1 ; hmbmsgs
0074 ds 2 ; dgph
0076 ds 2 ; ngph

CP/M RMAC ASSEM 1.1

#0003 MASTER NETWORK I/F MODULE

109 0078 ds 2 ; msgin

110 007A ds 2 ; msgout

111 007C ds 2 ; msgent

112 007E ds 2 ; buffer

113

114 UQCBNtwrkQIO:

115 0080 6600 dw  QCBNtwrkQIO ; pointer
116 0082 8400 dw  BufferQIOAddr ; msgadr
117 BufferQIOAddr:

118 0084 A600 dw  BufferQO

119

120 QCBNtwrkQOO:

121 0086 ds 2 ; link

122 0088 4E7477726B do  'NtwrkQOQ ; name
123 0090 0200 dw 2 ; msglen

124 0092 0100 daw 1 ; nmbmsgs
125 0094 ds 2 ; dgph

126 0096 ds 2 ; ngph

127 0098 ds 2 ; msgin

128 009A ds 2 ; msgout

129 009C ds 2 ; msgent

130 OO09E ds 2 ; buffer

131

132 UQCBNtwrkQOO:

133 00AO0 8600 dw  QCBNtwrkQOO ; pointer
134 00A2 A400 dw  BufferQOOAddr ; msgadr
135 BufferQOOAddr:

136 00A4 ds 2

137

138 BufferQO:

139 00A6 ds 1 ; FMT

140 00A7 ds 1 : DID

141 O00AS8 ds 1 ; SID

142 00A9 ds 1 : FNC

143 00AA ds 1 ; SIZ

144 00AB ds 257 ; MSG

145

146 ; Network Interface Process #1

147

148 if  NmbSlvs GE 2

149 NtwrklP1:

150
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151 if NmbSvsGE 3

152 dw  NtwrkIP2 : link

153 else

154 01AC 0000 dw O ; link

155 endif

156

157 01AE 00 do O ; status

158 01AF 40 do 64 ; priority

159 01B0 0EQ02 dw  NtwrkIS1+46 ; stack pointer
160 01B2 4E7477726B db  'NtwrkIP1' ; name
161 01BA 00 do O ; console

162 01BB FF db  Offh ; memseg

CP/IM RMAC ASSEM 1.1 #004 MASTER NETWORK I/F MODULE

163 01BC ds 2 b

164 01BE ds 2 : thread

165 01CO ds 2 ; buff

166 01C2 ds 1 ; user code & disk slct
167 01C3 ds 2 ; dent

168 01C5 ds 1 ; searchl

169 01C6 ds 2 ; searcha

170 01C8 ds 2 ; active drives

171 01CA 0000 dw O : HL'

172 01CC 0000 dw O : DE'

173 01CE 0000 dw O : BC'

174 01DO0 0000 dw O : AF

175 01D2 0000 dw O 1Y

176 01D4 0000 dw O D IX

177 01D6 2A02 dw  UQCBNtwrkQI1 ; HL
178 01D8 4A02 dw  UQCBNtwrkQO1 ; DE
179 01DA 5002 dw BufferQl :BC

180 01DC 0001 dw  0100h . AF, A = ntwkif console dev #
181 O1DE ds 2 ; scratch

182

183 Ntwrkl S1:

184 01EOQ0 C7C7C7C7C7 dw  0c7c7h,0c7c7h,0c7c7h,0c7c7h
185 01E8 C7C7C7C7C7 dw  0c7c7h,0c7c7h,0c7c7h,0c7c7h
186 01F0 C7C7C7C7C7 dw  0c7c7h,0c7c7h,0c7c7h,0c7c7h
187 01F8 C7C7C7C7C7 dw  0c7c7h,0c7c7h,0c7c7h,0c7c7h
188 0200 C7C7C7C7C7 dw  0c7c7h,0c7c7h,0c7c7h,0c7c7h
189 0208 C7C7C7C7C7 dw  0c7c7h,0c7c7h,0c7c7h

190 020E 6906 dw init

191

192 QCBNtwrkQI 1:

193 0210 ds 2 ; link

194 0212 AE7477726B do  'NtwrkQI1' ; name
195 021A 0200 dw 2 ; msglen
196 021C 0100 dw 1 ; nmbmsgs
197 021E ds 2 ; dgph

198 0220 ds 2 ; ngph

199 0222 ds 2 ; msgin

200 0224 ds 2 ; msgout
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201 0226 ds 2 ; msgent

202 0228 ds 2 ; buffer

203

204 UQCBNtwrkQI 1:

205 022A 1002 dw  QCBNtwrkQI1 ; pointer
206 022C 2E02 dw  BufferQI1Addr ; msgadr
207 BufferQI1Addr:

208 022E 5002 dw  BufferQl

209

210 QCBNtwrkQO1:

211 0230 ds 2 ; link

212 0232 4E7477726B do  'NtwrkQOl ; name
213 023A 0200 dw 2 ; msglen

214 023C 0100 dw 1 ; nmbmsgs
215 023E ds 2 ; dgph

216 0240 ds 2 ; ngph

CP/IM RMAC ASSEM 1.1 #005 MASTER NETWORK I/F MODULE

217 0242 ds 2 ; msgin
218 0244 ds 2 ; msgout
219 0246 ds 2 ; msgent
220 0248 ds 2 ; buffer
221

222 UQCBNtwrkQOL1.:

223 024A 3002 dw  QCBNtwrkQO1l ; pointer
224 024C 4E02 dw  BufferQO1Addr ; msgadr
225 BufferQO1Addr:

226 024E ds 2

227

228 BufferQ1.:

229 0250 ds 1 ; FMT
230 0251 ds 1 ; DID
231 0252 ds 1 ; SID
232 0253 ds 1 ; FNC
233 0254 ds 1 ; SIZ
234 0255 ds 257 ; MSG
235 endif

236

237 ; Network Interface Process #2
238

239 if  NmbSlvs GE 3

240 Ntwrkl P2:

241

242 if  NmbSlvs GE 4

243 dw  NtwrkIP3 ; link
244 else

245 daw O ; link

246 endif

247

248 db O ; status
249 dbo 64 ; priority

250 dw  NtwrklS2+46 ; stack pointer

file:///CJ/...1%20Roche%20D RI %20documents¥20conversion/CP%20NET-80%20V ersion%201.29%20Ref erence%20M anual/CPNETRM. TXT[2/6/2012 4:07:51 PM]



251 db  'NtwrklP2' ; name

252 dbo O ; console

253 db  Offh ; memseg
254 ds 2 b

255 ds 2 ; thread

256 ds 2 : buff

257 ds 1 ; user code & disk slct
258 ds 2 ; dent

259 ds 1 ; searchl

260 ds 2 ; searcha

261 ds 2 ; active drives
262 dw O ; HL'

263 dw O : DE'

264 dw O : BC

265 dw O . AF

266 dw O 1Y

267 dw O S IX

268 dw  UQCBNtwrkQI2 ; HL
269 dw  UQCBNtwrkQO2 ; DE
270 dw BufferQ2 :BC

CP/IM RMAC ASSEM 1.1 #006 MASTER NETWORK I/F MODULE

271 dw  0200h ; AF, A = ntwkif console dev #
272 ds 2 ; scratch

273

274 Ntwrkl S2:

275 dw  0c7c7h,0c7c7h,0c7c7h,0c7c7h
276 dw  0c7c7h,0c7c7h,0c7c7h,0c7c7h
277 dw  0c7c7h,0c7c7h,0c7c7h,0c7c7h
278 dw  0c7c7h,0c7c7h,0c7c7h,0c7c7h
279 dw  0c7c7h,0c7c7h,0c7c7h,0c7c7h
280 dw  0c7c7h,0c7c7h,0c7c7h

281 dw init

282

283 QCBNtwrkQI2:

284 ds 2 ; link

285 db  'NtwrkQI2' ; name

286 dw 2 ; msglen

287 aw 1 ; nmbmsgs

288 ds 2 ; dgph

289 ds 2 ; hgph

290 ds 2 ; Msgin

291 ds 2 ; msgout

292 ds 2 ; msgent

293 ds 2 ; buffer

294

295 UQCBNtwrkQI2:

296 dw  QCBNtwrkQI2 ; pointer
297 dw  BufferQI2Addr ; msgadr
298 BufferQI2Addr:

299 dw  BufferQ2

300
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301 QCBNtwrkQO2;

302 ds 2 ; link

303 db  'NtwrkQO2' ; name
304 dw 2 ; msglen
305 aw 1 ; nmbmsgs
306 ds 2 ; dgph

307 ds 2 ; ngph

308 ds 2 ; Msgin

309 ds 2 ; msgout
310 ds 2 ; msgent
311 ds 2 ; buffer

312

313 UQCBNtwrkQO2:

314 dw  QCBNtwrkQO2 ; pointer
315 dw  BufferQO2Addr ; msgadr
316 BufferQO2Addr:

317 ds 2

318

319 BufferQ2:

320 ds 1 ; FMT

321 ds 1 ; DID

322 ds 1 ; SID

323 ds 1 ; FNC

324 ds 1 ; SIZ

CP/IM RMAC ASSEM 1.1 #007 MASTER NETWORK I/F MODULE

325 ds 257 : MSG

326 endif

327

328 X Network Interface Process #3
329

330 if  NmbSlvs GE 4

331 NtwrkIP3:

332 dw O : link

333 dbo O ; status

334 dbo 64 ; priority

335 dw  NtwrklS3+46 ; stack pointer
336 db  'NtwrkIP3' ; name
337 dbo O ; console

338 db  Offh ; memseg
339 ds 2 b

340 ds 2 : thread

341 ds 2 : buff

342 ds 1 ; user code & disk slct
343 ds 2 ; dent

344 ds 1 : searchl

345 ds 2 ; searcha

346 ds 2 ; active drives
347 dw O : HL'

348 dw O : DE'

349 dw O : BC

350 dw O . AF
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351 dw O 1Y

352 dw O S IX

353 dw  UQCBNtwrkQI3 ; HL

354 dw  UQCBNtwrkQO3 ; DE

355 dw BufferQ3 :BC

356 dw  0300h . AF, A = ntwkif console dev #
357 ds 2 ; scratch

358

359 Ntwrkl S3:

360 dw  0c7c7h,0c7c7h,0c7c7h,0c7c7h

361 dw  0Oc7c7h,0c7c7h,0c7c7h,0c7c7h

362 dw  0Oc7c7h,0c7c7h,0c7c7h,0c7c7h
363 dw  0c7c7h,0c7c7h,0c7c7h,0c7c7h
364 dw  0c7c7h,0c7c7h,0c7c7h,0c7c7h
365 dw  0c7c7h,0c7c7h,0c7c7h

366 dw init

367

368 QCBNtwrkQI3:

369 ds 2 : link

370 db  'NtwrkQI3' ; name

371 daw 2 ; msglen

372 daw 1 ; nmbmsgs

373 ds 2 ; dgph

374 ds 2 ; ngph

375 ds 2 ; msgin

376 ds 2 ; msgout

377 ds 2 ; msgent

378 ds 2 : buffer

CP/IM RMAC ASSEM 1.1 #008 MASTER NETWORK I/F MODULE

379

380 UQCBNtwrkQI3:

381 dw  QCBNtwrkQI3 ; pointer
382 dw  BufferQI3Addr ; msgadr
383 BufferQI3Addr:

384 dw  BufferQ3

385

386 QCBNtwrkQOS3:

387 ds 2 ; link

388 db  'NtwrkQO3' ; name
389 dw 2 ; msglen

390 daw 1 ; nmbmsgs
391 ds 2 ; dgph

392 ds 2 ; ngph

393 ds 2 ; msgin

394 ds 2 ; msgout

395 ds 2 ; msgent

396 ds 2 ; buffer

397

398 UQCBNtwrkQO3:

399 dw  QCBNtwrkQO3 ; pointer

400 dw  BufferQO3Addr ; msgadr
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401 BufferQO3Addr:

402 ds 2

403

404 BufferQ3:

405 ds 1 ; FMT
406 ds 1 ; DID

407 ds 1 ; SID

408 ds 1 ; FNC
409 ds 1 ; SIZ

410 ds 257 ; MSG
411 endif

412

413

414 if  WitchDg

415 ; Watchdog Timer Process

416 ;

417 WatchDogPD:

418

419 if  NmbSvsGT 1

420 dw  NtwrklIP1 ; link to the remaining NETWRKIF PD's
421 else

422 dw O ; link

423 endif

424

425 do O ; status
426 dbo 64 ; priority
427 dw  WatchDogSTK+46 ; stack pointer
428 db 'WatchDog' ; name
429 do O ; console
430 db  Offh ; memseg
431 ds 2 b

432 ds 2 ; thread

CP/IM RMAC ASSEM 1.1 #009 MASTER NETWORK I/F MODULE

433 ds 2 : buff

434 ds 1 ; user code & disk slct
435 ds 2 ; dent

436 ds 1 : searchl

437 ds 2 ; searcha

438 ds 2 ; active drives
439 dw O : HL'

440 dw O : DE'

441 dw O : BC

442 dw O  AF

443 dw O 1Y

444 dw O S IX

445 dw O : HL

446 dw O : DE

447 dw O . BC

448 dw O . AF

449 ds 2 ; scratch

450
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451
452
453
454
455
456
457
458
459
460
461
462
463
464
465
466
467
468
469
470
471
472
473
474
475
476
ar7
478
479
480
481
482
483
484
485
486

WatchDogSTK:

g22gg:22

0c7c7h,0c7c7h,0c7c7h,0c7c7h
0c7c¢c7h,0c7c7h,0c7c7h,0c7c7h
Oc7c7h,0c7c7h,0c7c7h,0c7c7h
Oc7c7h,0c7c7h,0c7c7h,0c7c7h
0c7c7h,0c7c7h,0c7c7h,0c7c7h
0c7c7h,0c7c7h,0c7c7h
WatchDog

WatchDogTime:

dw

$-$ ; one-second counter

WatchDogTable:
; Waiting Timeout Start Flag Requester

do 0, 0, 00, 0Oah ;#0

do 0, 0, 00, Obh ;#1

do 0, 0O, 00, Ofh ;#2

do 0, O, 00, Odh ;#3

endif

if  mutexin or mutexout
QCBMXSXmitq: ; MX gueue for requester transmitting

ds 2 ; link

db  'MXSXmitq ; name

daw O ; msglen

daw 1 ; hmbmsgs

ds 2 ; dgph

ds 2 ; ngph

ds 2 ; msgin

ds 2 ; msgout

ds 2 ; msgent

ds 2 ; buffer (owner PD)
UQCBMXSXmitq:

dw  QCBMXSXmitq

CP/IM RMAC ASSEM 1.1 #010 MASTER NETWORK I/F MODULE

487
488
489
490
491
492
493
494
495
496
497
498
499
500

; aw O ; N0 message, sinceit'san MX queue
; db  'MXSXmitq  ; noname, since the QCB pointer is resolved
endif

; Server Configuration Table

configthl:
0356 00 db O ; Server status byte
0357 00 d 0 ; Server ID
0358 02 do NmbSlvs ; Maximum number of requesters supported
0359 00 db O ; Number of requesters currently logged-in
035A 0000 dw  0000h ; 16 bit vector of logged in requesters
035C ds 16 ; Requester 1D's currently logged-in
036C 5041535357 do 'PASSWORD' ; login password
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501

502 0001 = nmsg equ 1 ; number of messages buffered
503 0096 = dave$stk$len equ 96h ; server process stack size
504

505 if  NmbSlvs GE 2

506 savel$stk:

507 0374 ds Slave$stk$len-2

508 0408 0A04 dw Savel

509

510 endif

511

512 if  NmbSlvs GE 3

513 dave2$stk:

514 ds dave$stk$len-2

515 dw Save2

516 endif

517

518 if  NmbSlvs GE 4

519 save3$stk:

520 ds dave$stk$len-2

521 dw Save3

522 endif

523

524 if  NmbSlvs GE 2

525 Slavel:

526 040A ds 52 ; SERVR1PR processor descriptor
527 endif

528

529 if  NmbSlvs GE 3

530 Slave2:

531 ds 52 ; SERVR2PR processor descriptor
532 endif

533

534 if  NmbSlvs GE 4

535 Slaves:

536 ds 52 ; SERVR3PR processor descriptor
537 endif

538

539 ; Loca Data Segment

540

CP/IM RMAC ASSEM 1.1 #011 MASTER NETWORK I/F MODULE

541 BinaryASCI|:

542 043E FF do Offh : Requester #0: 0=7 bit ASCII, FF=8 bit binary
543 043F FF db  Offh ;o #l

544 0440 FF do  Offh ;o H#2

545 0441 FF db  Offh ;. #3

546

547 Networkstatus:

548 044200 db O ; Slave #0 network status byte

549 044300 db O ;o #l

550 044400 d O N
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551 044500 d O ; #3

552

553 04460000 conin: dw $-$ ; save area for X10S routine address
554

555 000A = max$retries equ 10 ; maximum send message retries

556 ;

557 ;  Thefollowing tables are for use in the ALTOS i/o routines.

558 ; Note that this program MUST be used with an X10S which alows
559 ; using the second printer port as a console port - Accessed as console
560 ; #4

561

562 002B = Consoled$statusequ  02bh

563 002F = Console3$statusequ  02fh

564 002D = Console2$statusequ  02dh

565 0029 = Printer2$statusequ  029h ; ALSO CONSOLE #4

566

567 if 280

568 ;

569 ; ENTRIES IN THE FOLLOWING TWO TABLES MUST MATCH !l
570

571 status$ports:

572 0448 2B db  Consoled$status ; Console 4 (Requester 0) status port
573 0449 2F db  Console3$status ; Console 3 (Requester 1) status port
574 044A 2D db  Console2$status ; Console 2 (Requester 2) status port
575 044B 29 db  Printer2%status ; Printer 2 (Requester 3) status port
576 endif

577

578 chariotbl: ; Relationship between requesters and consoles
579 044C 03 d 3

580 044D 02 d 2

581 044E 01 db 1

582 044F 04 do 4

583

584 ; Network Status Byte Equates

585

586 0080 = ntwrktxrdy equ 10000000b  ; NETWRKIF ready to send msg
587 0010 = active equ 00010000b  ; requester logged into network
588 0008 = msgerr equ 00001000b  ; error in received message
589 0004 = ntwrk equ 00000100b  ; network alive

590 0002 = msgovr equ 00000010b ; message overrun

591 0001 = ntwrkrxrdy equ 00000001b  ; NETWRKIF has rcvd msg
592

593 ; BDOS and XDOS Equates

594
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595 0085 = flagsetequ 133 ; flag set

596 0086 = makeq equ 134 ; make queue
597 0089 = readq equ 137 ; read queue
598 008B = writeq equ 139 ; write queue
599 008D = delay equ 141 ; delay

600 00BE=  dspich equ 142 - dispatch
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601 0090 = createpequ 144 ; Create process

602 009A = sydatad equ 154 ; system data page address

603 0083 = poll equ 083h ; Poll device

604

605 ; Genera Equates

606

607 0001 = SOH equ 01h ; Start of Header

608 0002 = STX equ 02h ; Start of Data

609 0003 = ETX equ 03h ; End of Data

610 0004 = EOT equ 04h ; End of Transmission

611 0005= ENQ equ 05h ; Enquire

612 0006 = ACK equ 06h ; Acknowledge

613 O000A = LF equ 0Oah ; Line Feed

614 000D = CR equ 0dh ; Carriage Return

615 0015= NAK equ 15h ; Negative Acknowledge

616

617 0010 = printer2 equ 10h ; special poll device number for second
618 ; printer port

619

620 ; Utility Procedures

621

622 bdos:

623 0450 2A0000 lhid  bdosadr ; get XDOS entry point from RSP start
624 0453 E9 pchl

625

626 Nibouit: ; A = nibble to be transmitted in ASCII
627 0454 FEOA cpi 10

628 0456 D25F04 jnc  nibatof ; jump if A-F

629 0459 C630 adi 'O

630 045B 4F mov ca

631 045C C36804 jmp  Charout

632 nibatof:

633 045F C637 adi  'A'-10

634 0461 4F mov ca

635 0462 C36804 jmp  Charout

636

637 PreCharouit:

638 0465 7A mov ad

639 0466 81 add c

640 0467 57 mov d,a ; update the checksum

641

642 if z80 ; Z-80 version, using OUT A,(C) instruction
643 char$out:

644

645 ; Character output routine for network i/o

646 ; using the ALTOS SIO ports

647 ;

648 ; Z-80 version: this can use indirect port numbersin a clean,
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649 : reentrant fashion
650 :
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651 ; Entry: C register contains 8 bit value to transmit

652 ; Entry : Slave number in register b

653

654 0468 E5 push h

655 0469 D5 push d

656 046A C5 push b

657 046B 51 mov d,c ; save the character
658 046C 214804 Ixi  h, status$ports

659 046F 48 mov c, b

660 0470 0600 mvi b, 0 ; set (BC) = (b)
661 047209 dad b

662 0473 4E mov cm

663

664 ; Now C contains the address of the correct status port
665

666 outputloop:

667 0474 3E10 mvi  a10h

668

669 ; out (c),a

670 0476 ED79 do  Oedh,79h

671

672 X in  a(c)

673 0478 ED78 do  Oedh,78h

674

675 047A E604 ani  04h ; wait for TXready
676 047C CA7404 jz  outputloop

677

678 ; In the Altos system, data registers are one below status registers...
679

680 047F 0D der c

681

682 ; out (¢)d

683 0480 ED51 db  Oedh,51h

684

685 0482 C1 pop b

686 0483 D1 pop d

687 0484 E1 pop h

688 0485 C9 ret

689

690 else

691

692 char$out:

693

694 ; Character output routine for network 1/0
695 ; using ALTOS SIO ports

696 ;

697 ; 8080 version: This has to dispatch and then use direct port 1/0
698 ; --extremely messy to do reentrantly

699 ;

700 ; Entry: C = character to transmit

701
702

B = daveid byte
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703
704
705
706
707
708
709
710
711
712
713
714
715
716
717
718
719
720
721
722
723
724
725
726
727
728
729
730
731
732
733
734
735
736
737
738
739
740
741
742
743
744
745
746
147
748
749
750
751
752
753
754
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push
push
push

IXi
mov
mvi
dad
dad
dad
dad
dad
mvi
pchl

outO:
out
in
ani
jz

mov
out
pop
pop
pop
ret

outl: out

in
ani
jz

mov
out
pop
pop
pop
ret

out2: out

in
ani
jz

mov
out
pop
pop
pop
ret

h
d
b
d,out0 ; dispatch address =
l,b ; outO + daveid* 16
h,0
h
h
h
h
d
a,10h ;load "get transmit status" value
;dispatch
Consoled$status ;wait for TXready status

Consol e4$status
4
outO

a,c
Consoled$status-1
b
d
h

Console3$status
Console3$status
4
outl

a,c
Console3$status-1
b
d
h

Consol e2$status
Consol e2$status
4
out2

ac
Console2$status-1
b
d
h

MASTER NETWORK I/F MODULE

:write the character



755
756

CP/IM

757
758
759
760
761
762
763
764
765
766
767
768
769
770
771
772
773
774
775
776
77
778
779
780
781
782
783
784
785
786
787
788
789
790
791
792
793
794
795
796
797
798
799
800
801
802
803
804
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out3:

Printer2$status
Printer2$status

out
in

RMAC ASSEM 1.1 #015 MASTER NETWORK I/F MODULE

Nibin:
0486 CDBD04

0489 D8

048A E67F
048C D630
048E FEOA

0490 DAA6G04

0493 C6F9
0495 FE10

0497 DAAG04
049A 3A4204

049D F608
049F 324204
04A2 3E00
04A4 37
04A5 C9

4
out3

ani
jz

mov  ac

out Printer2$status-1
pop b

pop d

pop h

ret

endif

; return nibblein A register
cal Charin
rc

ani
sui
cpi
jc
adi
cpi
jc
lda
ori
sta
mvi
stc
ret

07fh

0

10
Nibin$return ; must be 0-9

('0'-'A'+10) and Offh

16
Nibin$return
networkstatus

msgerr

networkstatus
a0

: must be 10-15

Nibin$return:

04A6 B7
04A7 C9

xChar$in:

04A8 ES5
04A9 C5

04AA 21BA04

04AD E5
O4AE 48
O04AF 0600
04B1 214C04
04B4 09

ora a
ret

; Get the first character using polled
; console 1/0O. Note that the rest of the
; message will be received using direct
; port 1/0O with interrupts disabled.
; OVERRUNS ARE NOT POSSIBLE USING THIS SCHEME

push h
push b
IXi
push h
mov cb
mvi b0
IXi  h, chariotbl
dad b

h, Charin$return



805 04B5 56 mov d, m : Get the console number

806 04B6 2A4604 Ihid conin

807 04B9 E9 pchl ; vector off
808

809 Charin$return:

810 04BA C1 pop b
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811 04BB E1 pop h

812 04BC C9 ret

813

814

815 if z80

816 charsin:

817

818 ; Character input routine for network i/o
819 ; using the ALTOS SIO ports at 125k baud
820 ;

821 ; Z-80 Version uses indirect port addresses |oaded into register C
822 X

823 ; Entry : Slave number in register b

824 ; Exit : Character in register a

825 ;

826 04BD E5 push h

827 04BE C5 push b

828 04BF 214804 Ixi h, status$ports

829 04C2 48 mov c, b

830 04C3 0600 mvi b, 0 ; st (BC) = (b)
831 04C509 dad b

832 04Co6 4E mov  c,m

833

834 ; Now C contains the address of the correct status port
835

836 04C7 2E50 mvi |, 80

837

838 inputloopl:

839 04C9 2D der |

840 04CA CADAO4 jz  retout

841

842 X in  a(c)

843 04CD ED78 dob  Oedh,78h

844

845 04CF E601 ani  0lh ; wait for RXready
846 04D1 CAC904 jz  inputloopl

847

848 ; In the Altos system, data registers are one below status registers...
849

850 04D4 0D der c

851

852 ; in  a(c)

853 04D5ED78 db  Oedh,78h ;get the character

854
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855 04D7C1 pop b

856 04D8 E1 pop h

857 04D9 C9 ret

858

859 retout:

860 04DA 37 stc ;set carry => error flag
861 04DB C1 pop b

862 04DC E1 pop h

863 04DD C9 ret

864
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865 else

866

867 char$in:

868

869 ; Character input routine for network 1/0
870 ; using ALTOS SIO ports

871 :

872 ; 8080 Version uses same nasty dispatch mechanism that the output
873 ; routine used

874 ;

875 ; Entry: B = SlaveID

876 ; Exit: A = character input

877

878 push h

879 push d

880 push b

881 Ixi d,in0 ; HL =in0 + 17*daveid
882 mov |,b

883 mvi  h,0

884 xchg

885 dad d

886 xchg

887 dad h

888 dad h

889 dad h

890 dad h

891 dad d

892

893 mvi ¢80 ; load status retry count
894 pchl ; dispatch

895

896 ino:

897 der c

898 jz  retout ; error return if retry timeout
899

900 in  Consoled$status ; wait for RXready
901 ani 1

902 jz in0

903

904 in  Consoled$status-1  ; get the character
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905 pop b

906 pop d

907 pop h

908 ret

909

910 inl:

911 der c

912 jz  retout

913

914 in  Console3$status
915 ani 1

916 jz inl

917

918 in  Console3$status-1

CP/M RMAC ASSEM 1.1 #018 MASTER NETWORK I/F MODULE

919 pop b

920 pop d

921 pop h

922 ret

923

924 in2:

925 der c

926 jz  retout

927

928 in  Console2$status
929 ani 1

930 jz in2

931

932 in  Console2$status-1
933 pop b

934 pop d

935 pop h

936 ret

937 in3:

938 der c

939 jz  retout

940

941 in  Printer2$status
942 ani 1

943 jz in3

944

945 in  Printer2$status-1
946 pop b

947 pop d

948 pop h

949 ret

950

951 retout: ; error return (carry=1)
952 stc

953 pop b

954 pop d
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955 pop h

956 ret

957

958 endif

959

960

961 Netout: ; C = byte to be transmitted
962 04DE 7A mov ad

963 04DF 81 add c

964 04E057 mov d,a

965 04E1 3A3E04 Ida BinaryASCII

966 04E4 B7 ora a

967 04E5 C26804 jnz  Charout ; transmit byte in Binary mode
968 04E8 79 mov acC

969 04E9 F5 push psw

970 O4EA 1F rar

971 O04EB 1F rar

972 04EC 1F rar
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973 04ED 1F rar

974 04EE E60F ani OFH ; Shift HI nibbleto LO nibble
975 04F0 CD5404 cal Nibout

976 04F3F1 pop psw

977 04F4 E6OF ani OFH

978 04F6 C35404 jmp  Nibout

979

980 Netin: ; byte returned in A register
981 ; D = checksum accumul ator
982 04F9 3A3E04 Ida BinaryASCII

983 04FC B7 ora a

984 04FD CAOQ705 jz ASCIlin

985 0500 CDBD04 call charin ;receive byte in Binary mode
986 0503 D8 rc

987 0504 C31705 jmp chksin

988

989 ASCllin:

990 0507 CD8604 cal Nibin

991 050A D8 rc

992 050B 87 add a

993 050C 87 add a

994 050D 87 add a

995 050E 87 add a

996 050F F5 push psw

997 0510 CD8604 cal Nibin

998 0513 D8 rc

999 0514 E3 xthl

1000 0515B4 ora h

1001 0516 E1 pop h

1002 chksin:

1003 0517 B7 ora a

1004 0518 F5 push psw
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1005 051982 add d ; add & update checksum accum.
1006 051A 57 mov da

1007 051B F1 pop psw

1008 051C C9 ret

1009

1010 Msgin: ; HL = destination address
1011 ; E = # bytesto input
1012 051D CDF904 cal Netin

1013 0520 D8 rc

1014 0521 77 mov  m,a

1015 0522 23 inx h

1016 0523 1D der e

1017 0524 C21D05 jnz  Msgin

1018 0527 C9 ret

1019

1020 Msgout: ; HL = source address
1021 ; E = # bytes to output
1022 : D = checksum

1023 ; C = preamble character
1024 0528 1600 mvi d,0

1025 052A CD6504 cal PreCharout

1026

CP/IM RMAC ASSEM 1.1  #020 MASTER NETWORK I/F MODULE

1027 M sgoutloop:

1028 052D 4E mov cm

1029 052E 23 inx h

1030 052F CDDEO4 cal Netout

1031 0532 1D der e

1032 0533 C22D05 jnz  Msgoutloop

1033 0536 C9 ret

1034

1035 ; Network Initialization

1036

1037 nwinit:

1038

1039 ; device initialization, as required

1040

1041

1042 0537 3E47 mvi  a,047h ;sets up CTC for baud rate of 125k
1043 0539 D331 out 031h

1044

1045 if  nmbslvsge 3 ;initialize only the ports that are needed
1046 out 030h

1047 endif

1048

1049 if  nmbslvsge 4

1050 out 032h

1051 endif

1052

1053 053B 3E01 mvi al ;count of one => max speed

1054 053D D331 out 031h
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1055

1056 if  nmbslvsge 3

1057 out 030h

1058 endif

1059

1060 if  nmbslvsge 4

1061 out 032h

1062 endif

1063

1064

1065 ; Find address of X1OS console output routine
1066

1067 053F 2A0100 Ihid 0001h ; get warmstart entry in the X10S jump table
1068 0542 23 inx h

1069 0543 5E mov e m

1070 0544 23 inx h

1071 0545 56 mov d,m

1072 0546 210600 IXi  h, 0006h ; Offset for conin routine
1073 0549 19 dad d

1074 054A 224604 shid conin ; save the address
1075 054D AF Xra a ; return code is O=success
1076 054E C9 ret

1077

1078

1079 X Network Status

1080
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1081 nwstat: ; C=Save#
1082 054F 0600 mvi b0

1083 0551 214204 Ixi  h,networkstatus
1084 0554 09 dad b

1085 0555 7E mov am

1086 0556 47 mov b,a

1087 0557 E6F5 ani  not (msgerr+msgovr)
1088 0559 77 mov  m,a

1089 055A 78 mov ab

1090 055B C9 ret

1091

1092

1093 ; Return Configuration Table Address
1094

1095 cfgadr:

1096 055C 215603 Ixi  h,configtbl

1097 O055F C9 ret

1098

1099

1100 ; Send Message on Network

1101

1102 sndmsg: ; DE = message addr
1103 ; C=Slave#

1104 0560 41 mov b,c
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1105 0561 3EOA mvi  amax$retries ; A = max$retries

1106

1107 send:

1108 0563 F5 push psw

1109

1110 if  mutexout

1111

1112 ; Use mutual exclusion if it is possible for some unsolicited input
1113 ;  to stomp on your output (Thisis niceis you;re running some sort
1114 ; of multi-drop protocol)

1115

1116 push b

1117 push d

1118 mvi  c,readq

1119 Ixi  d,UQCBMXSXmitq

1120 call bdos ; obtain mutual exclusion token

1121 pop d

1122 pop b

1123 endif

1124

1125 0564 EB xchg

1126 0565 E5 push h

1127 0566 F3 di ; disable interrupts to avoid underrun

1128 0567 OEO5 mvi  c,ENQ

1129 0569 CD6804 cal Charout ; send ENQ

1130 056C CDAO0O05 cal getACK ; won't return on an error

1131 056F 1E05 mvi eb5

1132 0571 OEO1 mvi  ¢,SOH

1133 0573 CD2805 cal Msgout ; send SOH FMT DID SID FNC SIZ
1134 0576 AF Xra a
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1135 0577 92 sub d

1136 0578 4F mov ca

1137 0579 CDDEO4 call Netout ; send HCS (header checksum)
1138 057C CDAO005 cal getACK ; won't return on an error
1139 057F 2B dex  h

1140 0580 5E mov em

1141 058123 inx h

1142 0582 1C inr e

1143 0583 OE02 mvi  ¢,STX

1144 0585 CD2805 cal Msgout ; send STX DBO DBL1 ...
1145 0588 OEO3 mvi  CcETX

1146 058A CD6504 cal PreCharout ;send ETX

1147 058D AF Xra a

1148 O058E 92 sub d

1149 O058F 4F mov c,a

1150 0590 CDDEO4 call Netout ; send CKS

1151 0593 OEO4 mvi c,EOT

1152 0595 CD6504 cal PreCharout ; send EOT

1153 0598 CDAO005 cal getACK ; won't return on an error

1154 059B D1 pop d ; discard message address
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1155 059C F1 pop psw ; discard retry counter

1156

1157 if  mutexout

1158 cal release$MX

1159 endif

1160

1161 059D FB el ; return from suspended animation
1162 05S9E AF Xra a

1163 059F C9 ret ; A = 0, successful send message
1164

1165 getACK:

1166 05A0 CDBD04 cal Charin

1167 05A3 DAABO5 jc  getACK$timeout ; receive timeout-->start error recovery
1168 05A6 E67F ani  7fh

1169 05A8 D606 sui  AC