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Reguest for Ccomments; £59 Jon Postel
NIC# 31177 SBI-ARC
Online filey [SRI=ARC)I<POSTEL>RFCE59,TXT 18 October 1974

Announcing Additional Telnet Options

This is tec announce the set 0f Telnet Options defined in Reguests
For commenis 651 through 658 8NIC 31154 through 31161) are pa{t of
the offical Telnet Optionsg and should be added to the protocet

Notebook,

RFC 651 is a revision of the status Option to utilize the
subcommand feature and reduce the numper of bits regquired te
convey the status information, This revised status Option replaces
the previeus Status Opticn,

The others RFCs (652 through 658) are new Options for contreling
the benhavior of the format effector characters Carriage Return,
Horizontal Tab, Form peed, Vertical Tab, and Line reed,

Yoyur attention {s also called to RFC 645 (NIC 30899) "Network
Standard Data Specification Syntax" which was prepared some time
890 but has not received wide circulation,

Unfortunately the Network Information Center eah not provide
hardcOpy documents, Currently the author is responsible for
distriputicn of RFCs,

The documents are available online asg

[ISI)<DCROCKER>STATUS=0OPTION=REVISION ,RNOD
[ISI)<DCROCKER>NACCRD ,RND
{ISI)<DCROCKER>NACHTS,RNO
[ISI)<DCROCKER»NAQHTD ,RNO
{ISI)<DCROCKER>NAOFFD ,RNO
(ISI)<DCROCKER>NAQVTS ,RNO
[ISI)<DCROCKER>NACVTD,RND
[IS1)<DCROCKER>NACLFD ,RNOD
[SRI=ARC)<POSTEL>RFCE45,TXT
[SRI=ARC)<PUSTEL>RFC659,TXT (TniS Announcement)
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(If these files are not found online they may have been
archived, in this case the files should be accessable via
the "interogate" command,) 1910a




: ' JBP 24m0CT=74 12146 24296
telnetwcover=letter

I (J24296) 24~0CT=74 12146131 Titlet Author(s)i! Jonathan B,
Postel/JBPs Distributiont ,JBPC [ ACTION ) ) 3 Sub=Collectionsi
SRI=ARC) Clerk: JBP)



JBP 24=0CT=74 12851 24297
tip accegs legter

€ POSTEL, TIP-LETTER,NLSjy2, >, 21«0CTw74 14331 JBP 35313 i

Dick: The fellowing is the information to be conveyed to RML to

get me set up for tip access, as { understand it this has to be

sent via uys mall preferably On letterhead, the tip access controls

are scheduled to be come effective ldec74, la

24 OCT 74 ib

Charles Pearce

Chief, Data Systems Branch/ELD
Range Measurement Laboratory
Patrick Airforce Base

Florida 32925 ic

In response to the "Very Important News" about TIP Access i anm

supplying the fallowing ipnformationt 1d
Name Identifier: POSTEL 1d1
Full Name; Jonathan B, Poste] 1d2
passWord Reguested; JBp 1d3

. Address; 1d4

Stanferd Research Institute
Augmentation Research Cepter

Menlc Park, Californjia 94025 1d4a
TelePhonei (415) 326-6200 x3718 145
Network Address: POSTEL@ISI 1dé
Tips to be accessedy ALL 147
Oyrganization NameiSRI=ARC 1d8
autherizing Indiyidyal: pick Watsen 149
Addressi 1410

stanford Research Institute
Augmentation Research Center
Ménlo Park, California 94025 1d10a

Telephonet (415) 326-6200 x3718 1d11

.
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A,1 Glossary

Abbreviations

AEN
another eightbit number
ALL
A nhost to nost protocol command to allocate
buffer space to the sending NCP in the receiving
NCP,
ANTS
ARPA Neotwork Terminal System
ARFA
Advanced Research Projects Agency of the
Department of Defense
ARPANET
AdvanCed ResSedrch Projects Agency Computer
Network
ASCII
American Standard Code for Information
Interchange, The character epcoding used in the
néetwork,
BBN
Bolt, Beranek, and Newman, Inc, Cambridge,
Massachusetts,
EKY ,
The operatinag system used at Lawrence Berkeley
Laboratories for the CDC 6600 compyter,
CCBSs
center for Ccomputerebased Benhavorial Studies at
University of Califeornia, Los Angeles,
cocC
coentrcl Data Corporation
CLS
A hOst tO host protoecol soMMang tO clO0se the
connection,
DEC
pigital Equipment Corperation
DMS
Dynamic Modeling System, A host computer on the
ARPANET at MIT,
EBCDIC ‘
"Extended Binary Cocded Decimal Interchange Code,
The character encoding used primarily by IBM
coemputer systems,
FCP

File Contreol Program
FTP

File Transfer Protocol

24298
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IBM

International Business Machines
ICF

Initial Connection Protocol
IpC

interprocess communication
IMP

Interface MesSsage ProcCessor
LBL

Lawrence Berkeley Laboratory
MCP

The Operating system gor the Burroughs 6700,
MIT

Massachusetts Institute 0f TechNology
Multics

Multiplexed Information and computing Service,

the operating system for the Honeywell 6180

eomputer designed and implemented at MIT®s

project MaC,
NCC

Network Control Center at BEBN,
NCP

Network Control Program
NIC

"Network Ingormation Center at the Augumentation

Reésearch Center of Stanford Research Institute,

Menlo Park, California,
GS/MVT

An IBM operating system ¢Or the 360 serjies Of

computers,
PDP

Programmed Digital Processor
RAND :

The RAND Corporatjion
RFNM

Ready For NgXt Message
RFC

request for connectien
RTS

Receiver teo Sender regquest for connection, A

hest to host protocol command,
sDC

System Developmeént Corporatioen
STR

Sender to Recejver request for connection, A

hest to host protoCol Command,
TCP

Terminal Controel Program
TENEX
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‘ The operating system designed and implemented by

BEN for the DEC PDP 10 computer,

TIP
Terminal Interface Processor

UCLA
University of California, Los Angeles

UCSe

3 University of California, Santa Barbara

ycspD
University of California, San Diege

1 {
University of Illinois

VM
An IBM oOperating system fOr the 370 serjies O¢
computers,

TepMs

another eighthit number

The yser proaram specified portion of the socket

number,
ARPA Network Terminal System

A particular small host system desidgned to

interface a wide variety of terminals and

. péripherals to the ARPA netwWork, This systerm

was designed and implemented py the Center for

Advanced Computation at the University of

Illinois, The system operates on a DEC PDP11

computer,
connection

The form of interprocess communication provided

to the user level processes by the NCPs {n the

nost computers, A connection is a logical

simplex stream 0f data from one port of one

process to another pert 0f another process in

the nNnetwork,
contrel message

A message (Of the regular type) that contains

nost to host commands,
File Control Progranm

"That module in the operating system that

eontrols the access to files by the user

processes,
File Transfer Protocol

The protocol that specifies the communication

interaction required to move plocks of data

(files) petween host computeérs in the network,
full duplex
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A channel in which data can flow in both
directions simultanecusly,

half¢ duplex
A channel in which data can flow in both
directions, but may only flow in one direction
at a time,

header
The control information at the bedining of a
packet,

host
A computer attached to an IMp, A host does not
necessarily offer services to other computers in
the network,

Initial Connection Protecol
The sequence of actions taken by user level
programs to establish a pair of connections
between a8 yser program and & service program,

Interface Message Processor
The packet routing computers which are the nodes
of the ARFA network, An IMP {s connected to
between 1 and S5 other IMPs and to petween 0 and
4 hosts, No mOore than 7 total IMPs and hosts can
be connected,

interprocess commynication
The facility for one process to communicate with
another process,

leader
The first 32 bits of a message, containing
address and control information, The most
important fields in the leader are; the message
type, the 1ink number, and the host address,

link number
A parameter in the leader that selects a logical
communication channel between the sourceé and
destination nhosts,

message
The ynit of transmission between & hOst and an
IMP, up to 8096 bits,

Network Control program
The program modyle added tO the Operating system
that interfaces the user processes t0 the IMP
and controls the commynication between hosts by
implementing the hest to host protocol,

packet
The unit of transmission between IMPs, up to
1008 bits,

port

The input or output identifler assoclated with a
particular data stream of a process, For example

24298
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a rortran logical unit number or & data set
reference number, Or an assembly languague data
contrel block,

prefix
A 40 pit block immeadiately following the leader
and containing the pbyte size and nymber of bytes
of following text,

process

A program in executien with its asgoclated
address space, registers and lecation counter,

protocols
The rules of behavior, in particular, the
allowed formats and seguences of communicatien
between tweo processes,

regular message
A message from the hest to the IMP or from the
IMP to the nost that is the normal data cerrying
type, when following the host to host protocel a
regular message may carry either a set of
contro)l messages Or a ysers data,

request for connection
Either 0f the hOst t0 host ProtocC]l commands STR
or RTS,

Ready For Next Megsage
A message from the IMP to the host indicating
that the previously sent message onh the sane
link nymber as this RFNM was recelyed by the
destination IMP and has begun transmissioen into
the destination host,

socket
The terminus of a connection, The network wide
name of an input or output port assoclated with
a process,

Telnet
The protoCol (or the programs that implement it)
that specifies the communication interactien
such that a user on cne system galns access to
the services 0f a second system as i1f he were a
10ca) uyser Of the second system,

Terminal Interface Precessor
An extension Oof the IMP to allow a variety of
terminals t0 access the ARPA netwOrkK, The TIP
eontains the NCP and User~Telnet programs as
well as the terminal handling code in the sanme
processor as the IMP, In addition there is a BBN
constructed multi=line controller for up to 63
terminal,

simpleX
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A channel in which data can f£low in one
direction only,
Terminal Control Progranm
The program module in the Operating system that
controls the £l0w 0f data between the
interactive terminals and the user processes,
virtual
Being something in effect, byt not in
actuallity, For example a virtual memory might
pe one that a user process accesses as 1f it
were a large linear core resident set of memory
words, when in actuallity the memory is managed
bY the operating system using paging and maping
suech that only a small portion of the users set
of memory words are in core at any particular
time,
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Revised FTP Reply Ccdes

This doecument describes a revised set Of reply coOdes £0r the
File Transfer Protocol,

The aim ©f this revision i{s to satisfy the goal Of using reply
codes tc eNable the command issuing process to easily
determine the outecome of each command, The user protocol
interpreter shoyld be able to determine the syccess or fallure
of a command by examining the first digit of the reply code,

An impertant change in the seguenecing of commands and replies
¥hicnh may not be obvious in the followWwing docuymeénts conceérns
the establishment of the data connection,

In the previous FTp gpecifications when an actual transfer
command (8TOR, RETR, APPE, LIST, NLIST, MLFL) was {ssued
the preliminary reply was sent after the data connection
was established, This presented a problem fOr some user
protccol interpreters which had difficulty monitoring two
connections asynchronously,

The current sPecification ig that the preliminary reply to©
tne actual transfer commands jndjcates tpat the f£{le can be
transferred and either the connecticn was previously
estarlished or an attempt is about to be Made to establish
the data connection,

Thig reply code reviglion ig a modification of the progocol in
described in RFC 542, tnhat (s to say that tnhe protocol
implementation assoclated with sccket numper 21 (decimal) is
the protcecl specified by the combination of RFC 542 and this

RFC,

A note ¢f thanks to those who contributed to this Worki Ken
Pogran, Mark Krilanovich, Wayne Hathway, and especially Nancy
Nejigus,
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Nancy Neigus
Ken Pogran
Jon Postel

24 OCT 74

A New Schema for FTP Reply Codes

Replies to File Transfer protocol commands were devised to
ensure the synchronization of reguests and actions in the
process of fille transfer, and to guarantee that the user
process always knows the state of the Server, Every command
must genperate at least one reply, although there may be more
than one; in the latter case, the multiple replies must be
easily distinguished, 1n addition, some commands occur in
sequential groups, such as USgR, PASS and ACCT, or RNfFR and
RNTO, 1The replies show the existence 0f an intermediate state
if all preceding coMmands have been successful, A failyre at
any point in the seguence necessitates the repetition of the
entire sequence from the beginning,

Details of the commandwreply seguenNce will be made explicitg
in a state diagram,

An FTP reply consists of a three digit number (transmitted as
three alphanumeriec characters) followed by some text, The
number {5 lntended foy use by autgmata tp determipe what state
to enter neéxt; the text is intended for the huyman user, It is
intended that the three digits contain enough enceded
information that the userwprocess (the UsereP] described in
RFC 542) will not need to examine the text and may either
discard it or pass it on to the user, as appropriate, In
particular, the text may be server=dependent, 50 there are
likely tO be varying texts £0r each reply code,

FormMally, @ reply is defined t© contain the 3I=digit coOde.
followed by Space <8P>», followed by One line of text (wnhere
some maximum line length has been specified), and terminated
by the TELNET end=of=line code, There will be cases, however,
where the text i{s longer than a single line, In these cases
the complete text must be bracketed so the Userwprocess Knows
when it may stop reading the reply (i,e, stop processing input
on the TELNET connection) and geo do other things, This
requires a special format on the first 1ine to indicate that
mere than one line is coming, and another on the last line to
designate it as the last, At least one of these must contain
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the appropriate reply code t0 indicate the state of the
transaction, To gatisfy all factions it was decided that both
the first and last line codes should be the sanme,

The

Thus the format foy multimline replies is that the first
line will begin with the exact required reply code,
follewed immediately by a Hyphen, "=n (also Known as
Minus), followed by text, The last line will begin with
the game code, fellowed immedlately by Space <sSp>,
optienally some text, and TELNET <eol>,

For example;
123=First line
Second line
234 A line beginning with numbers
123 The last line

The yser=process then sgimply needs to gearch for the second
occurrence of the same reply code, followed by <8F>
(Space), at the beginning of a line, and ignore all
intermediary lines, 1If an intermediary line begins with a
3=digit number, the Server mMust pad the front to avoios
confusion,

Thig gcheme allowg stanNdard gVYstem poytineg to be uged
for reply infoermation (such as for the STAT reply), with
hartificialn first and last lines tacked on, In the
rare cases where these routines are able to generate
three digits and a Space at the beginning of any line,
the beginning of each text 1ine should pe offset by some
neutral text, like Space,

This scheme asgumeég that multieline replieg may not be
nested, wWe npave found tphat, {n genera)l, nesting of
replies will not occur, except for random system messages
(called spontaneous replies in the previous FTP
incarnations) which may interrupt another reply,
Spentaneous replies are no longer defined) system messages
(i,e, these not processed by the FTP server) will NOT carry
reply codes and may ocecur anywhere in the command=reply
sequence, They may be ignored py the Usereprocess as they
are only informatien for the human user,

three digits of the reply each have a specilal

significance, This is intended to allOy a range of very
simple to very scphisticated response Py the yser=process,
The first digit denotes whether the response i{s good, bad or

ine
uns

omplete, (Referring to the state diagram) an
ophisticated user=process will be able to determine its

24299
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‘ next action (proceed as planned, redo, retrench, ete,) by

simply examining this first digit, A user=process that wants
to know approximately What kind of error occurred (e,g, fille
system error, Command syntax errpor) may examipe the second
digit, reserving the third digit for the finest gradation of
information (e,q, RNTOD command without a preceding RNFR,)

There are four values for the first digit of the reply
Codey

lyz Positive Preliminary reply

The requested action {s being initiated) expect another
reply before proceeding with a ney command, (The
user=precess sending another command before the
completion reply woyld be in violation of protocol) but
server~FrP processes should gqueue any commands that
arrive while a preceeding command is in progress,) This
type of reply can be used to indicate that the command
was accepted and the user=process may Now pay attention
to the data connections, for implementations where
simultaneous monitoring is difficulet,

2yz Pogitive Complegion peply

’ The reguested action has been successfully completed, A
new request may be initjated,

dyz Positive I,termediate reply

The command has been accepted, but the regquested action
is being neld in abeyance, pending receipt of further
information, The user should send another command
specifying this information, This reply 1s used in
command Sequence groups,

dyz Transient Negative Completion reply

The command was not accepted and the reguested action
dié not take place, but the error condition is temporary
and the action may be reguested again, The user should
return to the beginning of the command sequence, if any,
It is difficult to assign a meaning to "transient",
particularly when two distinct sites (Server and
User=processes) have to adgree on the interpretatien,
Each reply in the 4yz category might have a slightly
different time value, but the intent 45 that the
userwprocess is epCouraged tpo try again, A rule pf
thumb in determining if a reply f£its {nto the 4yz or the

24299
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Syz (Permanent Negative) category is that replies are
4yz if the commands can be repeated without any change
in command form or in properties of the User or Server
(e,9: the command is spelled the same with the same
arguments usedj the user does not change Nis flle access
or user namej the server does not put up a new
implementation,)

S5yz Pérmanent Negative Completion reply

The command was not accepted and the reguested action
did not take place, The Usere-process is discouraged
from repeating the exact request (in the same sequence),
Even some "permanent" error conditions can beé corrected,
$¢ the humén uyser may want to direct his Userwprocess to
reinitiate the command seguence by direct action at some
peint in the future (e,9, after the spelling has been
changed, or the user has altered nis directory status,)

The following function groupings are encoded in the second
digits

x02 Syntax = These replies refer to syntax errors,
syntactically correect commands that don”t f£it
. any functional category, unimplemented or
superfluyous commands,

X1% Information = These are replies to requests for
informatien, such as status or help,

Xx22 Connections = Replies referring to the TELNET and
data copnections,

x3z Authentication and accounting = Replies for the
logon process and accounting procedures,

xdz ynspecified as yet

x5z File system = These replies indicate the status of
the Server fije system vis=a=vis the requested
transfer Or other file system action,

The third digit gives a finer gradation of meaning in each
of the function categories, speclified py the second digit,
The list of replieg below will illustrate this, Note that
the text associated with each reply is sudgestive, rather
than mandatory, and may even change according to the
command with whieh it is assocliated, The reply codes, on
the ether hand, should strictly follow the speciflications

24299
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' in the last section; that i{s, Server implementations should
not invent new codes for situations that are only slightly
different from the ones described here, but rather should
adapt cOdes already defined, 1If additiona) codes are found
to be necessary, the details should be submitted to the FTP
committee, through Jon Pestel,

A command such as TYPE or ALLO whose successful

execution does not offer the users=process any new ,
information will ecayse a 200 reply to be returned, If ‘
the command ig not implemented by a particular '

Server«FTP process because it has no relevance to that .
computer system, for example ALLO at a TENEX site, a \
Pesitive completion reply is still desired go that the !
simple Userwprocess knows it can proceed with its course

of action. A 202 reply is used in this case with, for

example, he reply textt "No storage allocation

necessary. 1£, on the other hand, theé command requests

a nons=site=specific action and is unimplemented, the

response {s 502, A refinement of tnhat {5 the 504 reply

for a command that 15 implemented, but that requests an

unimPlemented parapmeter, 1kga
1k9
200 command okay 1Kk9a
’ 500 Syntax error, command uNrecognized
(This may include errors such as command line
too leng,]) 1k9p
501 Syntax error in parameters or arguments 1k9¢
202 Command not imiemented, superfiuous at this
site, 1k9d
502 Cemmand not implemented 1k9e
503 Bad sequence of commands 1k9¢€
504 command not implemented for that parameter 1k9g
1k10
110 Restart marker reply,

In this case the text {s exact and not left to

the particular implementation) it must read;
MARK yyyy = mmmm

where yyyy 18 yser=process data stream marker,

and mmmm {8 Server’s equivalent marker, (note

the spaces between the mMarkers and "al,) iki0a
211 System status, or system help reply 1ki0b
212 Directory status ik10¢
213 File status 1k10d
214 Help message (on how to use the server or the
meaning of a particular none=standard command,
This reply is useful only te the human user,) iki0e
1ki1
120 Service ready in nnn minutes ikila



Neigus

220
221

421

125
228
425
226

426
227
230
530
331
332
532
150

250
350

450
550
451
452
552

583
354

JBP 24=0CT=74 13100
FTP Reply Codes (7]

Service ready fOor new user

Service closing TELNET connection (logged off
if appropriate)

Service not available, closing TELNET
connection,

(This may be a reply to any command 1f the
service kKnows it must shut down,])

pata connection already openj) trangfer starting
pata connection epeny no transfer in progress
Can't open data connection

clesing data connectiony requegted f£ile actioen
successful (for example, file transfer cor file
abort,)

Connection trouble, closed; transfer aborted,
Entering [(passive, active] mode

User logged on, proceed

Net logged in

User nName oKay, nheed password
Need account for legin

Need account for storing files

File status okayy about to opén data
connection, '
Requested file action ockay, completed,
Reguested fi)le actien pending further
informatjon

Requested file action not taken; file
unavailable (e,q9, file not found, no access)
Reguested action not takenj; f£ile ynavajlable
(e,g, £ile busy)

Requested action aborted; local error in
pProcessing

Reguested action not takKen: Ainsufficient
storage gpace in systenm

Requested flle action abortedi! exceeded
storage allocation (for current directory or
dataset)

Requested action not takent flle name not
alloved

Start mail inputy end witgh <CR><LF> <CR><LF>

Command=Reply Sequences

24299

1k11b

1kiiec

1k11d
1K1lle
1k11¢
ikilg

ikiih
iki1d
1x119

1ki12
1k12a
ixi2b
ikize
1k12d
1K12e

1k13

1k13a
1k13p

1kl3c
1k13d
lkl3le
1k13¢

1K13g
ik13h

1k131
1k13)
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. In this section, the command~rePly sSefuence is Presented,
Each commang i{s listed with its poOssible replies; command
groups are listed together, Preliminary replies are listed
first (with their succeeding replies unhder them), then
positive and negative completion, and finally intermediary
replies with the remaining commands from the seguence
following, Thig listing forms the baslg for the state
diagrams, whieh will pe presented separately,

ICP
120
220

220
421
Logon
USER
230
530
500, 501, 421
331, 332
PASS
230
202
530

500, 501, 503, 421
& 332
ACCT

230
202
530
500, 501, 503, 421
Logeff
QUIT
221
500
REIN
120
220
220
421
500, 502
Transfer paraheters
SCCK
200
500, S01, 421, 530
PASYV
227
500, 501, 502, 421, 530
AcTvV

24299

im

imi
imia
imial
imib
imic
im2
im2a
im2al
im2a2
im2a3
im2a4
im2b
im2b1
im2p2
{m2b3
im2b4
{m2b5
im2¢
im2el
im2ec2
im2e¢c3
im2c4d
im3
im3a
im3al
im3a2
im3p
im3bl
im3bla
Im3b2
im3b3
im3p4
- im4
im4a
im4al
im4a2
imédb
iméb}
imép2
imédc
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2217
202
500, 501, 421,
BYTE, MODE, TYPE,
200
500, 501, 504,
File action commands
ALLO
200
202
500, 501, 504,
REST
500, 501, 502,
350
STOR
125, 150
(110)
226, 250

530
STRU

421, 530

421, 530
421, 530

425, 426, 451, 552

532, 450, 452,
500, S01, 421,
RETR
125, 150
(110)
226, 250

583
530

425, 426, 451

450, 550
500, 501, 421,
LIST, NLST
125, 150
226, 250

530

425, 426, 451

450
500, 501, 502,
APPE
125, 150
(110)
226, 250

421, 530

425, 426, 451, 552

§32» 450, 550,
500, 501, 502,
MLFL
125, 150
226, 250

452, 553
421, 530

425, 426, 451, 552

532, 450, 550,

500, 501, 502,
RNFR

450, 550

482, 553
421, 530

JBP 24«0CT=74 13300

FTP RePly Codes
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imdel
1méc?2
imdc3
im4d
imddl
iméd2
imb
im5a
im5aj
imdSaz
imba3
im5b
1mSbil
im5b2
inSc
im5¢l
imScla
imScib
imScic
imSe2
imSec3
imSd
imSdi
imSdia
imSdib
imSdic
1m5d2
imdd3
im5e
imSel
imSela
imSelp
imSe2
imbSed
imS¢
im5€£1
im5£ia
imS5£1b
imS£ic¢
imS5§2
imS5¢£3
imSg
imSail
IimSgla
imSglib
imSg2
im5g3
inSh
imS5hi
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500, 530
350
RNTO
250
532,
500,
DELE
250
450,
500/
ABQR
225
500,
MAIL
354
250
451, 8§52
450, 550, 452, 553
500, 501, 502, 421,
Informational commands
STAT
211,
450
500,
HELP
211, 214
500, 8501, 502, 421
Miscellaneous commands
SITE
200
202
500,
NCOP
200
500

501, 502, 421,

553

501, 502, 503, 421, 530

550

501, 502, 421, 530

226

501, 502, 421

530

212, 213

501, 8502, 421, 530

50§, 8530

JBP 24~0CT»74 13100
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im5h2
imSh3
im51
im511
im542
im5¢3
im53
1m541
im532
imS533
im5k
imSki{
imSk2
imS1
im511
imSlia
imS1lib
im512
im513
imé
iméa
imbal
imea2
imé6a3
“i{méb
imépbl
iméb2
im7?
im7a
im7al
im7a2
im7a3
in7b
im7pb1
im7b2
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FTP state Diagrams in

Here we present state diagrams fOor a very siMple minded FTP
implementation, Only the first digit of the reply codes is

used, There ls one state dlagram for each group of FTP

commands Or command seguences, ie

The command groupings were determined by constructing a mede)l
for each command then collecting together the commands with
structurally identica) models, ip

For each command or command sequence there are three possible
outcomes; success (S), failure (Fy), and error (E), In the

state diagrams below we use the symbol B for "begin", and the

symbol W f£Or "wait for reply", 19

We first present the diagram that represents the largest group

|
|
I
|
|
|
|
|
® of FIP comnands; ir I
|
|
103 emmms |
remmewemena>] E | |
! mm- :
! I
b emd tmmmt 2 R LLE :
] B 1--------.-)! W IR LT LT LT S 1 |
domny LY m—— |
| |
l 4,5 -
wemmnenmswn>] F |
m_—— |
iry
l
This diagram models the commandst ir2

ABCR, ACTV, ALLD, BYTE, DELE, HELP, MODE, NOOP, PASY,
GulTt, SITE, SOCK, STAT, STRU, TYPE, ir2a
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The other large group of commands 1s represented pY a Very
similar diagram:

Note that

the £irst
therefore

3 -y
rerenmamenn=) | E 1
1 -
|
dmm-y cmd e 2 =
! R l---..--.-.); )] 1--..-.-.--)‘ S 1
-y LR L P LT pmm—y
| P
| i F 4,5 -
! 1 ! memwewamewnd]| F |
LA A R +-..*

This dlagram modelg the commands!

APPE, (ICP), LIST, MLFL, NLST, REIN, RETR, STOR,

(some may require) 100 series replies,

this segcond model could also be used to represgent
the first Group of commands, the only difference peing that in
group the 100 series replies are unexpected and
treated as error, while the second group expects

The remaining diagrams model command segquenceg, perhaps the

simplest of these is the rename sequencCet

24299

18

1s1
152
1s2a

it

lu
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FTP State piagrams (13)

tmm- RNFR tommd 1,2 -
| B |==wmwannnnd]| ¥ IELLEELL LN E !
e - mwDbmmwd

$ot {
3 I | 4,5 |
|

i 3 emeae
e L L L L L LY D |
113 ! ! by

2

!
' '

e S - - -

|
'
|
|

tmmmy RNTO mm-y 4'5 CL LTS FYL LY
1 |ewremmnenad] @ |mwenwannmad]| F |
b=y e -y -y

lul
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Postel FTP State Diagrams (14)
A very similar diagram models the Mall command! 1v
hmmny MAIL tem= 1,2 pm—
1 B |muvepwnnsed| W |cenenvaweed] E 1
-y me-d -.)‘-..+
i | !
3 S L l
NarERaEETTER S LT L i
| &1 pmm——
1 ---------.---)‘ S 1
| i G b % AR pom——y
! 2‘ L L L
| i |
v Ak |
L LY text dmmmd 4,5 wensndimeny
l 1-.--------)& 0] l.-.----.--)l F !
L R LA T 3 -y

ivi

Note that the "teXe¢" here is a series of lines sent from
the USer to the SerVer With NO response eXpeCted until the
last line is sent, recall that the last line must consist

only of a single period,

iv2
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The next diagram is a simple model of the Restart commandi

tmmmy REST dmm- 1/2 pom—-
l B t.----..---)! W x----.----->! E 1
tomad tomed medimemdp

§l l

3 I 1 4,5 !

|

bl 4mems
LI LT LTS S 1
| 3 A | -y
2‘ CE L L
b |
{24 |
by emd 4mmmy 4,5 memmudpmemy
| |emnemenenad]| | |weovenmewnd! @ |
oy L P L LY Ll
} !
R | '

R Ry p—

’ Where "emd" ig APPE, STOR, RETR, or MLFL,

we note that the above three models are similar, in fact the
Mail diagram and the Repame diagram are structurally
identical, The Restart differs from the other two only in the
treatment of 100 series replies at the gecond stage,

24299

iw

1wl

iwia

ix
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The most complicated diagram is for the Logon sequenceg

i

tm——-y USER T L L L E L T
| B |eememaswnad]| W | 2 weumd! F |
bmmwd drmmbmmmm-n D L L

|
3 b 4,8
{
I |

B B P P

|
|
|
|
!
'

1 Vo
| L |
mm-y PASS dmmmg 2 | CEE LTS T

l :---.------)1 W l-------------)‘ s 1

!
'
|
'
|
!
|

Pl pa—

-y L LT TS T T

3 Lk ' i
3§ 14,5 | |
L L LT LT LL L ‘
L G
g S By
103} LIPS
i TS

e B e -

L LEY ] ACCT tnmmbdnn l T LI LR LELES
3 z-------.-->l W1 4'5 wenmmmwwd | F l
'L LETY ] e Ll L L L L LT L E L

24299
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Finally we present a generalized diagram that could be used to

model the command and reply interchange; iz
| |
Begin | |
| v |
l +m=wms cmd tromt 2 tmmet |
wud! IR LT Imevenennnnd] l 1
| | Wi | § |wwans|
we)] l wed | 1----. ! l !
bl | ¢wmmd 4,5 | tewny !
| V) )
| 3 b '
i )

PR

' :

----)1 F z.-...

| '

TLLT

L
1
]
]
B e W W —

121
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Reyised FTP Reply Codes la

This document describes @ revised set Of reply codes fOr the
File Transfer Protocol, ib

The aim of this revision is to satisfy the goal of using reply

codes to eNable the command issuing process to easily

determine the oytcome of each command, The user protocol

interpreter should be able to determine the suyccess or fallure

of a command by examining the first dlgit of the reply code, ic

An important change in the seguencing of commands and replles
wWhicCh may net be ebVious in the follo¥Wing documents concerns
the establishment of the data connection, 1d

In the previous FTp specifications When an actual transfer
command (STOR, RETR, APPE, LIST, NLIST, MLFL) was j{ssued
‘ the preliminary reply was sent after the data connection
was established, This presented a problem fOr some user
protccol interpreters which had difficulty monitoring two
connections asynechronously. 1d1

The current specification i{s that the preliminary reply t©

tne actual transfer commands jndicates that tne fi{le canh be
transferred and either the connection was previously

established or an attempt is about to be Made to establish

the data connection, 1d2

This peply code pevigion ig a modification of the ppoteocol in
described in RFC 542, that is to say that tnhe protocol

implementation assocliated with socket number 21 (decimal) is

the protocol specified by the cembination of RFC 542 and this

RFC, l1e

A note of thanks to thoseé who contributed to this worki: Ken
pogran, Mark Krilanovich, wayne Hathway, and especially Nancy
Neigus, 1¢
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A New Schema for FTP Reply Codes

Replies to File Transfer protocel commands were devised to
ensure the synchrenization of requests and actions in the
process of file transfer, and to guarantee that the user
process always knows the state of the Server, Every command
must generate at least one reply, althOygh there may be more
than onej in the latter case, the multiple replies must be
easily distinguished, 1In addition, soMe commands Occur in
sequential groups, such a@s USER, PASS and ACCT, ©Or RNFR and
RNTO, The replies show the existence Of an intermediate state
if all preceding ecommands have been successful, A fallyre at
any point in the sequence necessitates the repetition of the
entire seauence from the beginning,

Detailg of the commandspeply geguence will be made expliclg
in & state djagram,

An pTP reply consists of a three digit number (transmitted as
three ajphanumeric characters) followed by some texyt, 7The
pnumber is lptejded for use by autgmata t, determipe what state
to enter next) the text is intended for the human user, It is
intended that the three digits contain enough encoded
information that the user=process (the User-P1 described in
RFC 542) will not need t0 examine the text and may either
discard it or pass it on to the user, as appropriate, 1In
particular, the text may be server~dependent, sO there are
likely t0 be varying texts fOor each reply code,

Formally, a reply is defined to contain the 3=digit code,
followed by Space <SP>», followed by one line of text (where
some maximym line length has been specified), and terminated
by the TELNET endwofe=line code, There will be cases, however,
where the text is longer than a single line, 1In these cases
the complete text must be bracketed so the Usersprocess Knows
when it may stop reading the reply (i,e, stop processing input
on the TELNET connection) and geo do other things, This
requires a special format on the first line to indicate that
more than oneé line is coming, and another on the last line to
designate it as the last, At least one of these must centain

24300
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the appropriate reply code to indicate the state Of the

tranhsaction, To satisfy all factions it was decided that both

the first and last line codes should be the same,

Thys the format foy multi=line replies is that the first
line will begin with the exact required reply code,
followed immediately by a Hyphen, "=# (also Known as
Minug), followed by text, The last line will begin with
the same code, followed immediately py Space <SP>,
optienally some text, and TELNET <eol>,

For example;
123«First line
Second line
234 A line beginning with numbers
123 The last line

The yser=process thenh gimply needs to search for the second

oceurrence of the same reply code, followed by <sP>
(Space)s at the beginning of a line, and ignore all

intermediary lines, If an intermediary line begins with a

3wdigit number, the Server Must pad the front to avoid
contysion,

Thig gcheme allows gtandard sYstem routines teo be uged

for reply information (such as for the STAT reply), With

nartificialn first and last lines tacked on, In the
rare cases where these routines are able to geperate
three digits and a Space at the beginning of any line,

the beginning of each text line should be offset by some

neutral text, like Space,

Thisg scheme aggumeg that myletieline replieg may not be
nested, We pave found tpat, {n general, nesting of
replies will not oOccur, except for random gsystem Messages
(called spontaneoys replies in the previous FTP
inecarnationsy which may {nterrupt another reply,

Spontaneous replies are no longer defined) system Messages
(i,e, those not processed by the FTP server) will NOT carry

reply codes and may occur anywhere in the commandereply

sequence, They may be ignored by the Userw=process as they

are onlY information for the human user,

The three digits of the reply each have a specilal
significance, 7This is intended to allow a range of very
simple to very sophisticated response by the userwprocess,
The first digit denotes whether the response is good, bad or
incomplete, (Referring to the state diagram) an
unsophisticated usere=process will be able to determine its

24300
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next action (proceed as planned, redo, retrenNch, etc.) by
simply examining this first digit, A user=process that wants
to know approximately what kind of error occurred (e,g9, file
sYstem error, Cotmand syntax error) may examipe the second
digit, reserving the third digit for the finegt gradation of
information (e,q9, RNTD command Without a preceding RNFR,)

There are four valuyes for the first digit of the reply
code

lyz Positive Preliminary reply

The requested action i{s being initiated; expect another
reply before proceeding with a ney command, (The
userw=process sending another command bef(ore the
completion reply woyld be in violation of protocol; but
server~fFiP processes should gueue any commands that
arrive while a preceeding command is in progress,) This
type ©f reply can be used to indicate that the command
was accepted and the useresprocess May Now pay attention
te the data connections, for implementations where
simultaneous monitoring is difficuylt,

2v2 Pogitive Completion rpeply

The reguested action has been successfully completed, A
new request may pbe initiated,

3yz Positive Iptermediate reply

The command has peen accepted, but the reguested actioen
is being held in abeyance, pending receipt of further
information, The user should send anotnher command
specifying this {nformation, This reply 15 used in
command Sequence groups,

dyz Transient Negative Cempletion reply

The command was not accepted and the reguested action
did not take place, but the error condition is temporary
and the action may be requested again, The user should
return te the beginning of the command sequence, if any,
It is difficult to assign a meaning to "transient",
particularly when two distinct sites (Server and
User=processes) have to adree on the interpretation,
Each reply in the 4yz category might have a slightly
different time value, put the intent is that the
usereprocess is encpuraged to try again, A rule of
thumb in determining {f a reply fits into the 4yz or the

24300
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Syz (Permanent Negative) category is that replies are
4yz if the commands can be repeated without any change
in command form or in properties of the User Oor Server
(esgsy the command is spelled the same with the same
arguMents used) the user does not change his flle access
or user namej} the server does nNot put Up a new
implementation,)

5yz permanent Negative Cempletion reply

The command was not accepted and the reqguested action
did not take place, The Userwprocess 1s discouraged
from repeating the exact reguest (in the same sequence),
gven some "permanent" error conditions can be Corrected,
so the human user may want to airect his User=process to
reinitiate the command sequence by direct action at some
point in the future (e,qg, after the spelling has been
changed, or the uyser has altered nis directory status,)

The f0lloying fuynceion groupings are encoded in the second
digity

x02 Syntax = These replies refer to syntax errors,
syntactically correet commands that don‘’t fit
any functional category, unimplemented or
superfluous commands,

X12 Informatipn = These are replies to reguests for
information, such as status or help,

X2z Connections = Replies referring te the TELNET and
data connections,

xiz Authentication and accounting = Replies for the
logon process and accounting procedures,

x4z ynspecified as yet

x5z File system = These replies indicate the status Of
the Server fil)e system vig=a=vis the requested
transfer or other file system action,

The third digit gives a finer gradation of meaning in each
of the function categories, speciflied by the second diglt,
The list of replies below will illustrate this, Note that
the text associated with each reply is sudgestive, rather
than mandatory, and may even change according to the
command with which it is associated, The reply cocdes, on
the cther hand, should strictly follow the specifications

24300
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in the last section) that is, Server implementations should
not invent new codes for situvations that are only slignhtly
different from the ones described here, but rather should
adapt codes already defined, 1If additional ccdes are found
to pe necessary, the details shoyld pe submitted to the FTP
committees through Jon Postel,

A comm:nd such as TYPE or ALLD whose successful
execution does not offer the userwprocesgs any new
information will cause a 200 reply to be returned, 1§
the command is not implemented by a particular I
ServersFTP process because it has no relevance to that
computer system, for example ALLO at a TENEX site, a
Pesitive Cempletion reply is still desired so that the
simple Userw.process knows it can proceeéd with its course
of action, A 202 reply is used in this case with, for
example, the reply texty "No storage ajlocation
necessary," 1f, on the other hand, the command requests
@ nonesite=specific action and is ynimplemented, the
response i{s 502, A refinement of that i{s the 504 reply
for & command that IS implemented, but that requests an
unimPlemented parameter,

200 Command okay

500 syntax error, command unrecognized
(This may include errors sueh as command line
toe leng,]

501 Syntax error in parameters or arguments

202 Command not imjemepted, superf upus at this
§ite,

502 Command not implemented

503 Bad sequence of commands

504 command not implemented for that parameter

110 Restart marker reply,

In this case the text is exact and not left to

the particular implementationy it must read;
MARK yyyy = mmmm

where yyyy is Userwprocess data stream marker,

anéd mmmm i{s Serverfs equivalent marker, (note

the spaces betwyeen the markers and "s",)

211 System status, or system help reply

212 Directory status

213 File status

214 Help message (on how to use the server or the

meaning of a particular non=standard command,
This reply is useful only to the human user,)

120 service ready in nnn minytes

24300

k8

ik8a
1k9
1Kk9a

1k9b
1k9¢

1k9a
1k9e
1k9¢
1k9g
1k10

1kl0a
ixiop
ikioe
1kiod

1k10e
1K11
1kila
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220
221

421

125
225

425
226

426
227
230
530
331
332
532
150
‘I’ 250
350
450
550
451

452
552

553
354

JBP 24+0CTw74 13132
FTP Reply Codes [7)

Service ready for new user

Service closing TELNET connection (logged off
i1f appropriate)

Service not available, Closing TELNET
connection,

[This may be a reply to any command if the
service knows it must shut down,])

Data connecticn already open; transfer starting
Data connection Openj NnO transfer iN progress
can’t open data connection

cloging data connection) requegted file actien
successful (for example, file transfer or fille
abort,)

Connection trouble, closed) transfer aborted,
Entering (passive, active) mode

User logged on, proceed

Net logged in

User name okay, need password
Need account for legin

Need account for storing files

File status okayj) about to open data
connection,

Requested file action Okay, completed,
Reguested file action pending further
information

Regquested file action not takeni file
uynavailaple (e,g, file not found, No access)
Requested action not takeni file uynavallable
(e,9, file busy)

Requested actlion aborted: local error in
processing

Reguested action not takent Iinsufficient
storage space in system

Reguested file action aborted: exceeded
storage allecation (for current directory or
dataset)

Requested action not taken; file name not
allowed

Start mail inputy end with <CR><LF>,<CR><LF>

command=Reply Sequences

24300

1ki1b
1kile

lkllg
lkite
1kll¢
ikilg

i1kiih
1k114
1k11}

1k12
1ki2a
1ki2p
ikl2e
1ki2a
ixize

1k13

lkl3a
iki3p

1K13¢
ik134d
1k13e
1k13¢
1k13g
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In this section, the command=reply sequence is presented,
Each cormand is listed with its possible replies; command
groups are listed together, Preliminary replies are listed
first (with their succeeding replies under them), then
positive and negative ceompletion, and finally intermediary
replies with the remajining commands from the seqguence
gollowing, This listing forms the basis for the state
dlagrams, which will be presented separately,

ICP
120
220
220
421
Logon
USER
230
530
500, 501, 421
331, 332
PASS
230
202
530
500, 501,
3;2
ACCT
230
202
530
500, 501, 503, 421
Logoff
QUIT
221
500
REIN
120

503, 421

220

220

421

500, 502

Transfer parameters

SOCK

200

500,
PASY

227

500,
AcTV

501, 421, 530

501, 502, 421, 530

24300

im

im}
imla
imial
imib
imic
im2
im2a
im2al
im2a2
im2a3
im2aé
im2b |
im2b1
im2b2
iméb3
in2bd |
im2ps
‘im2¢ |
im2¢ld |
im2e¢2
im2e3d |
im2ed |
imd |
im3a
im3al
im3a2 |
1m3b
im3bi

im3bila

im3b2
im3b3
im3b4
iméd
imda
iméal
imda2
“im4b
1mabl
1méb2
im4ce
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227

202

500, 501, 421, 530
BYTE, MODE, TYPE, STRU

200

500, 501, 504, 421, 530

File action commands

ALLO
200
202
500, 501, 504, 421, 530
REST
500, 501, 502, 421, 530
350

STOR
125, 150
(110)
226, 250

425, 426, 451, 552
8§32, 450, 452, 553
500, 501, 421, 530
RETR
145, 150
(110)
226, 250
425, 426, 451
450, 550
500, 501, 421, 530
LIST, NLST
125, 150
226, 250
425, 426, 451
450
500, 501, 502, 421, S30
ApPPE
125, 150
(110)
226, 250
425, 426, 451, 8552
§32, 450, 550, 452, 553
$00, 501, 502, 421, 830
MLFL
125, 150
226, 250
425, 426, 451, 552
532, 450, 550, 452, 553
500, 501, 502, 421, 530
RNFR
450, 550

JBP 24=0CT=74 13132
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iméc]
iméc2
iméc3
im4a
1médl
imda2
- inmS§
im5a
imSal
im5a2
im5a3
1mSb
imSbi
imSb2
imS¢
imSel
imScia
imScib
imSecic
imbe2
imd¢c3
imSd
imS5dl
im5dia
im54dib
imSdic
im5d2
ims5d43
imS5e
imSel
imS5ela
imSeib
1mSe?2
imS5el
im5¢
im5£1
imSfia
i1mS5£1b
imS£ic
I1m5£2
ImS€3
imSg
imSgl
imSgla
im5gip
imsg2
imSg3
imSh
imShi
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500,
350
RNTO
250
532,
500,
DELE
250
450,
500,
ABOR
225,
500,
MAIL
354

501, 502, 421,

553

501, 502, 503,

550

501, 502, 421,
226

501, 502, 421

250
451, 552
450, 550, 452, 553
500, 501, 502, 421,
Informational commands
STAT
211,
450
500,
HELP
211, 214
500, 501, 502, 421
Miscellaneous commands
SITE
200
202
500,
NCOP
200
500

212, 213

501, 502, 421,

501, 530

JBP 24=0CT»=74 13132

FTp Reply Codes

530

421, 530

530

530

530

(10)
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imSh2
im5nh3
im541
im541
im542
im513
imsj
im591
1im542
im543
{mSK
imsk{
i1mSK2
ims51
im511
imS5lila
imS11b
im512
1m5]13
imé
iméa
imbal
iméa2
iméal
imép
1mébl
1m6b2
im?7
im7a
im7al
im7az2
im7a3
im7b
im7b}
im7p2
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FTP State Diagrams in

Here we present state diagrams for a very simple minded FTP
implementation, Only the first digit of the reply codes is

used, There is one state diagram for each group of FTP

commands or command Segquences, lo

The command groupings were determined by constructing a medel
fOr each command thenh collecting together the commands with
structurally identica) models, , ip

For each command or cemmand seguence there are three possible
outcomes: success (S8), failure (F), and error (E), In the

state diagrams belOyw we uUse the symbol B for "begin", and the

symbol W for "wait for reply", 19

We first present the diagram that represents the largest group

’ of FTP commands: ir
[
103 -y l
A LLLLE L ! E ! |
! pmmmy l
!
LA Lo L) cmd = 2 bmmmy |
| B |eamennnpand | W l----------)l S | l
$mmey e hmm—
’ |
! 4,5 pmm-y :
nemsavwnn==d] F | |
m—— |
1r1
|
This diagram models the commandsi 1p2 !
|

ABOR, ACTV, ALLO, BYTE, DELE, HELP, MODE, NOOP, PASY,
QuliTt, SITE, SOCK, STAT, STRU, TYPE, ir2a
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FTP state Dlagrams [12]

The other large group of commands 1s represented bY a vVery
similar dliagram:

3 ponmy
wemwnwnma=nd>] E |
! pmm—
.
by emd o 2 pmm—-
| B |eewewnnwmud]| || |*eensewss=d>]| § |
-y L b E m_—
' U
| Vo 4,5 sy
1 1 ! LAL L L LN F

Thig diagram redelg the commandgt

APPE, (ICP), LIST, MLFL, NLST, REIN, RETR, STOR,

this second model could also bpe used to represent
group of commands, the only difference peing that in

Note that

the first :

the first group the 100 series replies are unexpected and
therefore treated as error, while the second group expects

(some may reqguirey 100 series replies,

The remaining diagrams mode]l command sequences, perhaps the

simplest Of these is the rename sequence}

24300
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tom-y RNFR - 1,2 -
1 B |emrawwnwned] | |wevemceowed! E 1
L L Y LR LTS “mDpmmmy
| |
3 S IR l
LA R A A A A A L L L E L X P L R l
| s X5 -y
1 ..-----------)x s 1
| | 0 TRl SR by
l 21 -
| i | .
v e {
#m=m4  RNTO prmms 45 memmmdimeny
l |ewrevenene)d| || |*ewwcesens)d]| F |
LAl L X tomd L Al AL

24300
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. A very similar diagram models the Mail command; iv

bommy MAIL dmm—— 1,2 pmm-y
| B jaseersscund| | |seencassend| E |
peesy) em—y D pm-

&k |

3 i | 4,5 {

B L L L L L 1

l 1 -

.------.--.--)l 8 l

) L4350 ! bm--y
21 e mEE -

b |

i | |
L LY text demud 4,5 mmmmadiunmy
| |eomevannnnd]| W |wecccscnnsed] F |

b=y .- mm-y

e B - ——

ivi

Note that the "text" here is a series of lines sent from
the USel tO the Servel With NO resSpoOnsSe eXpelted until the
last line is sent, recall that the last line myst consist
. only of a single pericd, lv2
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The next dlagram is a simple model of the Restart commandil

twm- REST dmmmd 1,2 dmm-y
| B |oeowccanned| || |svwwwcew=wnd] E |
bmm- LT LLF LY
Vo |
3 ! | 4,8 i
Pl hemme

T L T L L L L L L P! S l

|

|

| ) 3 | ! m——

! Loy !

\ ‘o :
-y cend ¢memd 4,5 P L LT L L
| mesesesssad] | [sesesesesed] F |
b= LA TR -

! '
A \

Where "emd" is APPE, STOR, RETR, or MLFL,

We note that the above three models are similar, in fact the
Mail diagram and the Repame diagram are structurally
identical, The Restart differs from the other two only in the
treatment ©f 100 series replies at the second stage,

24300
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The most complicated diadram is for the Lodgen sequenceg

1

bmm-y USER AL T T R L PR R L L RS Ll
| B |eemuvwenweed] W | 2 wewwd>] E |
e L T L L L L L } mndbmmm
i LoFd
3.8 § 48 o
L L L L L Y T memew ‘
sy g
|

U

1] 5 R
' ' ‘

@ B = DO

'L L L] PASS dmmmt P 1 ronrundbtanmed
| |eemavanwned! W |seenansnese==d]| 8§ |
dmmmy LY weeeemwmenddned

5 141 |
3 | 14,51 | |
SERER R . Tl L l
AP e R
R ETES SE)
1,31 Y T
i 4 Y

< e - -

bmmny ACCT dommpmm ! meenemDbemn
l 1.-.-.-.---)1 W 1 4'5 .-----.-)1 F 1
bmmm L L T L T L R T R

24300
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Finally we present a generalized diagram that could be used to

model the command and reply interchangej 1z
l :
Begin { |
| A H
| ¢enesd oMd ‘mend 2 tmmwy '
e |ommmmmnd | |wemnsavennd] ! 1
l l RS | 8§ |=®new|
=] | m=>1 joenen | | ‘
| -y | dmmms 4,5 | tmmay i
! | : | 1 ! |
| | ! i R ! towayd |
| | | I | i | i |
! 1 T 1 ---.)l F z.----
| | | | |
| | l tmmad
:
!
'}
End
izl
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. <POSTEL>FTPSPEC,NLSj1, 2=SEP=74 12156 JBP ;

INTRODUCTION

The File Transfer protocol (Frp) is a protocol for file
transfer between hosts (including Terminal Interface Message
Processors (TIPs)) on the ARPA Computer Network (ARPANET), The
primary function of FTP {s te transfer f{les efficiently and
reliaply amdong hosts and to allow the cOnvenient use Of remote
file storage capabjilities,

The objectives Of FTP are 1) t0 Promoge gharing of fileg
(computer programs and/or data), 2) to encourage indirect or

implicit (vlia programg) use of remote compyters, 3) tO shield a

yser from variations in file storage systems among hosts, and
4) to transfer data rellably and efficlently, FTP, though
usable directly by a user at a terminal, is designed mainly for
use by programs,

The atgempe in thig gpecification ig to gatigfy the diverge
needs of Users of maxienosts, minie~nosts, TIPS, and the
Datawcomputer, with a simple, and easily impleémented protocol
design,

Thig paper agsymeg knowledge of the following protocols
described ¢n NIC #7104

The hest=host Protogol
The Initial Connection Protocol

The Telnet Pprotoceol

DISCUSSION

In thig gsection, the terminology and the FTP Model are
discUssed, The terms defined in this section are only those
that have special significance in FTP,

Terminology
ASCII
The ASCII character set as defined in NIC #7104, In FTP,
ASCII cnharacters are defined to be tne lowel hal¢ Of an
eightebit code set (i,e,, the most significant bit is
zero),

accesgs coOntrOls

24301
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1a3

1a4
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Access controls define users® access privileges to the

use of a system, and to the files in that system, Access
controls are necessary to prevent unauthorized or

| accidental use of flles, It is the prerogative of a

server«FTP process to previde access controls, 1bédbl

byte size ib2¢

The byte size sPecifled fOr the transfer of data, The

data connection i{s opened with this byte size, The data
connection pyte gize ig not necessarily the byte size in

which data is to ne stored in a system, nor the logical

byte size for interpretation of the structure of the

data, ib2cl

data connection ib24d

A gimplex connection over which data ig transgferred, in a |
speciftjied byte size, mode and type, The data transferred

may be a part of a £ile, an entire file or a number of

tiles, The path may be between a server=DTP and a

user=DTP, or between two server=DIPs, 1b2d}

daga gocket 1b2e

. The pagsive data tréngfer Process "listens" on the data
sOcket for an RFC from tnhe active transfer proOcess
(server) in order to open the data connection, The server
has fixed data socketsy the passive process may or may

not. 1b2ﬁ1
EOF {b2¢f

The endeof=file condition that defines the end of a flle

being transferred, 1b2£}
EOR 1b2¢

The end=of=record condition that defines the end of a

record being transferred, ib2gl
errer recCovery 1b2h

A procedure that allows a user to recover from certain

errors such as failure of either host system or transfer
precess, 1In FTP, error recovery may invelve restrarting

a file transfer at a giyven checkpoint, ib2hi

FTP commands 1b21
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A set of commands that comprise the control informatien
flowing from the uyser«FTF t0 the Server=¢TP process,

file

An Ordered set Of compyter data (including programs), Of
arkitrary length, unjquely identified by a pathhame,

mode

The mode in which data ig to be trangferred via the data
connectlion, The mode dettne; the data fOopmat during ;
transfer including EpR and EpoF, The transfer modes
defined in FTP are descripea in Segtion 3D,

NVT
The Virtual Terminal as defined in the ARPANET Telnetg
Protocol,

NVFS

The Network virtuyal File System, A concept which defines
a standard netwOrk file system with stanNdard commands and
pathname conventions, FTP only partially embraces the
NVFS concept at this time,

pathname

pathname ig defined to pbe the character string which must
be input to a file system by a usepr in order to identify
a file, Pathname normally contains device and/or
directory names, and f£ile name spécification, FTP does
not yet specify a standard pathname conventicn, Each user
must follow the file naming conventions of the file
systems he wishes to use,

record

A sequential file may be structured as a number Of
contigulus parts called records, Record structures are
sypported by FTP but a file need Not have record
strucutre,

reply

A reply is an acknowledgment (positive or negative) sent
from server to user via the Telnet conneections in
response to FTP commands, The general form of a reply is

24301
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a completion code (including error codes) followed by a
text string, The codes are for use by programs and the
text is usuvally intended fOr huyman users,

server=DPT

The data transfer process: in its normal "actlve" state,
establishes the data connectioin by RFC to the
"listening" data socket, sets up parameters for transfer
and storade, and tranfers data on command from its PI,
The DTP can be placed in a "passive" state to listen for,
rather than initiate, an RFC on the data socket,

server=FTP process

A process or set of processes which perform the function
0f file transfer in cooperaticn with a user=FTP process
and, possibly, another server, The fynctjions consist of a
protocol interpreter (Pljand a data transfer process
(DIP).,

server=Pl

The protecol interpreter "listens" on socket 3 for an ICP
frem @ user=pl and establishes a Telnet communication
eonnection, It recelves standard FTP commands from the
user=PI, sends replies, and governs the server«DTP,

Telnet connections

The fulleduplex communication path between a user=F] and
a serverwPl, The Telnet connections are established via
the standard ARPANET Initial Connection Protocol (ICP),

type

The data representation type used fOr data transfer and
sterage, Type implies certain trangformagionsg between the
tire of data storage and data transfer, The
representation types defined in FTP described in Section
3B,

user

A human being or a process on behalf of a human being
wishing to cobtain file transfer service, The human user
may interact directly with a server«FIP process, but use
of a user~FIP process {s preferred since the protocel
design is weighted towards automata,

24301
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The dat2 trangfey process "ligtensg" on the data sgocket
for an RFC from a server«FTP procegs, If two servers are
transferring data between them, the user«DTP is inactive,

user~FTIP process

A set of functions including a protocol interpreter, a
data transfer process and a user interface which together
perform the function of file transfer in cooperation with
One Or MOre server«FTP processes, The uSer interface
allcws a local language tO be uysed in the command=reply
dialoguye with the user,

user=Fl
The protocol interpreter initiates the ICP to the
server=FTP process, initiates FTP commands, and governs
the user-DTP 1f that process is part of the flle
transfer,

The FTP Mode]l

With the above definitions in mind, the following meodel
(shown in fFigure 1) maybe diagrammed for an fTP service,
user
Interface<===2User
|
FTP Commands |
Server<----------.----'----.U‘er
PI pessasrsesmnsaessnwww) D]
| FTP Replies !
| |
File Server Data User File
SYStem(---) DTP CmopmpennsrananuSmgmnw) DTP<"-.>SY“‘N
Connections
Figure 1

In the model described in Figure 1, the userwprotocel
interpreter initiates the Telnet connections, At the
initiation of the user, standard FTP commands are generated
by the user=PI and transmitted to the server process via the
TELENT connections, (The user may establish a direct Telnet
connection to the server=FTP, from a TIP terminal for

24301
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example, and gemerate standard FTP commands himself,
by=passing the user«FTP process,) Standard replies are sent
from the server=-pP1 to the user-PI ovér the Telnet
connections in respense to the commands,

The FTP commands sPecify the Parameters f£Or the data
connection (data socket, byte sjze, transfer mode,
representation type, and structure) and the natuyre of file
system operation (store, retrieve, append, delete, etc,),
The user=DIP or its designate shoyld "listen" on the
speclifled data socKets and the server initiate the data
connection and data transfer in accordance with the
specifled parameters, It should be noted that the data
socket need not pbe in the same host that initiates the FTP
commands via the Telnet cennections, but the user or hils
user<FIP mrocess must ensure a "listen" on the specified
data socket, It should also be noted that two data
connections, one for send and the other for receive, may
exist simultaneously,

In @nether sityation @ user might wish to trapsfer filles
between twoO hosts, neither 0f which is his local nost, He
sets up Telnet connections tO the two® servers and then
arranges fO0r a data connecton between them, IN this manner
control information is passed to the user=PI but data 1is
transferred between he server data transfer processes,
Following is a model of this server=server interaction,

Telnet Telnet

/wonnnpumnewsllgeranfTPeennannennnnl
l /oemennnnnlSEreP] wevenweawal |
I ) KCo 1
¢ il b

Server=FTp Data Connection server«rTp
nAN T T T T ngn -
S(A) 5(B)

Figure 2

The protOc®l requires that the Telnet conneetions be Open
wnile data transfer (s in progress, It is the
responsibility of the user to request the closing of the
Telnet connections when finished using the FTP service,
while it is the server who takes the action, The server may
abort data transfer if the Telnet connections are closed
without command,

243014
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DATA TRANSFER FUNCTICONS

Files are traNgferred only via the data connection(s). The
Telnet connection is used for the transfer of commands, which
describe the functions to be performed, and the replies to
these commands (see Section 4C), Several commands are concerned
with the transfer of data between hosts, These data transfer
commands include the BYTE, MODE, and S0Cket commands which
specify how the bits of the data are to be transmitted, and the
STRUCture and TYpE commands, which are uysed tdo define :he way
in which thhe data are to be represented The transmission and
representation are basically independent ‘but "stream"
transmission mode is dependent on the file structure attribute
and {f "compressed" transmission mode i{s used the nature Oof the
filler byte depends on the representation type,

Data Represepntation and Steorage

Data is transferred from a storage deyice in the sending
host to a storage device in the receiving heost, Often it is
nécessary to perforyp certalp trapsformations on the data
because data storage representations in the two systems are
different, For example, NVI-ASCII has ditferent data storage
represcntations in diffeent systems, PDP=10¢s generally
store NVI.ASCII as five 7.bit ASCII Characters,
leftejustified in a 36=bit word 360*s store NVT=ASCII as

g=bit gBCpIC codes, Multics stores NVT=ASCIr as folur Sebit
characters in a 3é=bit word, It may be desirable to convert
characters int® the standard NVT=ASCII representation when
transmitting text between dissimilar systeMsg, The sending
and receiving sites would have to perform the Necessary
transformations between the standard representation and
their internal representations,

A different problem in representation arigeg when
transmitting binary data (not cparacter codes) between nost
systems with different word lengths, It 1is not always clear
now the sender should send data, and the receiver store it,
For example, when transmitting SZobit bytes from a 32e«bit
wordeleéngth system to a 36«bit wordelength system, it may be
desirable (for reasons of efficiency and usefulness) to
store the 32=bit bytes right=justified ({n a 36=bit word {n
the latter system, IN any case, the user should have the
option of specifying data representation and transformation
functions, It should be noted that FTP provides for very
limited data type representations, Transformations desired
peyond this limited capability should be performed by the
user directly or via the use 0of the Data Reconfiguation
Sevice (DRS, RFC #1138, NIC #6715; and RFC #437, NIC #13701),
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Additcnal representation types may be defined later if
there is a demonstrable need, le2p

pata representationg are handled in FTP by a user specifying
a representation type, This type may {mplicitly (as ASCII
or EBCDIC) or expliecitly cas in Local byte) define a byte
size for interpretation whiech is referred to as the "logical
byte size," This hasg nothing to do with the byte size used
for transmission over the data connection(s) (called
the"transfer byte size") and the two ghould not be confysed,
For example, NVT=ASCII has a logical byte size of B bits but
an ASCII file might pe transferred using a transfer byte
size c¢f 32, If the type is Local byte, then the TYPE command
nhés an obligatory second parameter specifying the logical
byte size, ’ ic2c

The types ASCII and EBCDIC also take a second (optional)

parameter; this is to indicate wnat kind of vertical format
contrel, if any, is associated with a file, The following

data representation types are defined in FIpPi 1c2d

ASCII Format je2dy

This is the default type and must be accepted by all
FTP implementations, It is intended primarily for the
transfer of text files, except when both hosts would
£ind the EBCDIC type more convenient, ic2dla

The sender cOnyverts the data from his internal

character representation to the standard 8=bit

NVT=ASCII rePresentation (see the Telnet

specification), The receiver will convert the data

from the standard form tpo his own internal form, 1€2d1b

In accordance with the NVT standard, the CRLF sequence

should pbe used, where necessary, to denote the end of

a line of text, (See the discussion of file structure

at the end of Sectien 3B), ie2dic

Using the standard NVT=ASCII repregentation means that

data must be ynterpreted as g~byt bytes, If the BYIE

command (Section IV,A,2) specifies a transfer byte

size different from 8 bits, the Bebit ASCII characters

shOoyld be packed contiguoysly withoyt regard g0y

transfer byte boundaries, lc2dld

The Format parametey foy ASCII and EBCDIC t¥ypes is
discussed pbelow, (See Section 3BS,) fe2dle
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EBCDIC Format

This tyPe is intended £fOr efficient transfeer Petween
noOsSts whiecp use EBCDIC for tpejir {nternal character
representation,

For transmigsion the data are represented as 8=bit
EBCDIC characters, The character code is the only
dlifference petween the functional specifications of
EBCDIC and ASCII types,

Endwof=line (ag Opposed to endwofe=record == see the
discussion of structure) will probably be rarely used
with EBCDIC type for purposes of denoting structure,
but where it {s necessary the NI character should be
used,

The Format parameter £0r ASCII and EBCDIC tyPes is
discussed below, (See Sectjon 3BS,)

Image

The daga are genNt ag congigyOus bitsg which, for
transfer, are packed i{nto transfer bytes of the size
specified in the BYTE command, The receiving site must
store the data as contiguous bits, The structure of
the storage system might necessitate the padding of
the file (or of each record, for a recordestructured
file) teo some convenient poundary (byte, word or
plock), This padding, which myst beé all zeroes, may
eccur only at the end of the file (or at the end of
each record) and there must be a way of identifying
the padding bits so that they may be stripped off if
the file {s retrieved, The padding transformation
shouyld be well publicized to enable & uyser to process
a file at the storage site,

Image type ig intended for the efficlent gtorage and
retrjieval of files and for the transfer of binary
data, It {5 recommended that this type be accepted by
all FTP implementations,

Local=bYte Bytewglze

The data is transferred in loGical bytes of the size
spécified by the oblicatory second parrameter,
Bytemssize,K The value of Bytewsize must be a decimal
integer; there is no defauult value, The logical byte
size is not necessarily the same as the transfer byte

24301
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size, If there is a difference in byte sizes, then the
logical bytes should be packed contiguously,
disregarding transfer byte poundaries and with any
necessary padding at the end,

When the data reaches the receiving nost {t will be
trénsfermed in @ manner dependent on the legica) byte
size and the particular nost, This transformation must
pe inyertible (that is an identical file can be
retrieved if the same parameters are ysed) and should
be well publicized by the FTP implementOrs,

This type is intended £fOr the transfer Of structured
data, For example, a user sending 36=bit
¢loating=point numbers to a host with a 32~plt word
could send hig data as LocalebYte with a loglcal byte
slze of 36, The receiving host would then be eXpected
to store the log9ical bytes so that they could be
easily manipulated; in this example putting the 36«bit
logical bytes into 64=bit double words should suffice,

A character file may be trapsferred tp a host for one of
three purposesss £Or printing, for storage and later
retrieval or for processing, If a f£ile 1s sent for printing,
the receiving host muyst know how the vertical format control
is represented, In the second case, it must be possible to
store a file at a host and then retrleve it later in exactly
the same form, Finally, it ought to be possible to move a
flle from one host to another and process the file at the
seconé host without undue trouble, A single ASCII or EBCDIC
format does not satisfy all these conditions and so these
types have a second parameter specifying one of the
following three formats:

non print
This is the default format to be used if the second
(format) parameter (s omitted, Noneprint format must
be accepted by all FTP implementations,
The file need congain no yeptical formag iNnfOpmacion,
If it is passed to a printer process, this process may
assuMe staNdard values for spacing and Margins,

Normally, this format will be uged with flles destined
for processing or Just storage,

Telnet format controls

10
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The file contains ASCII/EBCDIC vertical format

controls ¢i,e,, CrR, LF, NL, VT, FF) which the printer

process will interpret appropriately. CRLF, in exactly

this sequence, also denotes endwmof=line, lc2e2a

Carriage Control (ASA) 1c2ed

The file contains ASA (Fortran) vertical format

coritrol characters, (S€e NWG/RFC #4189 Appendix C and
Communications of thé ACM vol, 7 no, 10 p, 606,

pctober 1964,) 1n a line or a record, formatted

according to the ASA Standard, the first character is

not to be printed, Instead it shoyld be used to

determine the vertica) movement of the paper which

should take place before the rest of the record is

printed, The ASA Standard specifies the following

control characters! ic2ela

Character vertical Spacing

blank Moyve paper up onhe line
0 MOVe pPaper UO tWo lines
1 Move paper to top of page
+ No paper movement, overprint,
ic2elal

Clearly there myst be gome way for a printer process

to dystingujsh the end of the structura) entjty,, If a

file has record structure (see below) this is no

prohlem; records will be explicitly marked during

tréansfer and storage, If the file has no record

structure, the CRLr end=o0f¢~line sequence is used to

separate printing lines, but these fOrmat effectors

are overridden by the ASA controls. ic2elp

A note of caution about parametersi a file must be stored

and retrieved with the same parameters if the retrieved

versien is to be ideptical to the version origipnally

transritted, Conversely, FTP implementations must return a

tile jidentical to the original {f the parameters used to

store and retrieve a file are the same, ' 1c2¢f

In addition to different representation tyPes, FTP allows
the structure of a file to be specified, Currently twe file
structures are recognized in FTP; filemstructure, where
there is no internal structure, and record-structure, where
the file is made up 0f records, File=structyre is the
default, tC0 pe assumed i{f the STRUcture command has NOt been

i1
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. used but both structures must be accepted for"text" filles
(i,e,, flles with TYPE ASCII or EBCDIC) by all FTP
implementations, The structure of a file will affect both
the transfer mode of a file (see Section 3D) and the
interpretation and storage of the file, 1e2qg

The "nmatural" structure Of a file will depend on which host
stores the file, A source=code file will usually be stored
on an IBM 360 in fixed length records but on a PDP=10 as a

strear of characters partitioned into lines, for example py
CRLF, If the transfer of files pbetween such disparate sites |
is to be useful, there must be some way for one site to

recognizeé the cother’s assumptions about the file, lc2n

With seme sites beipng naturally file=griented and others

natuyrally recordeoriented there may be problems {f a file

with one structure is sent t0 & host oriented to0 the Other,

1f£ a text file is sent with recordestructure t® & host which

is f£ile Oriented, then that hest should apply an internal
transforMation to the file based on the record structure,

Obyioysly thig trangformation shouyld pe useful but it Myst

also pe invertible go that an identical file may be

retreleved using record structure, ic2l

. In the cage of a flle being geneg with file~gtructure to a
record=oriented host, there exisgts the guestion of what
eriteria the hgst shpould use toy divide the f£ile intp records
which can be processed locally, 1f this division is
necessary the FTP implementation should use the end=of=line
sequence, CRLF for ASCII, or NL for EBCDIC text files, as
the delimiter, 1£f an FTP implementation adopts this
technique,it must be prepared to reverse the transformation
{f the file is retrieved with fileestructure, 1c23

Establishing Data Connectiong le3

The mechanics Of transferring data c¢consists Of setting up

the data connection t0 the appreopriate s0ckets and choosing

the paraMeters for trahsfer == byte size ahd mode, BOth the

yser and the server~pTPs have default data sockets) these

are the two sockets (f0r send and receive) immediately

follewing the standard ICP Telnet si.e., (U*4) and U+5) for

the user=process and (S+2), (S+3) for the server, The use of
default sockets will ensure the security of the data

transfer, wilthout requiring the socket information to be
explicitly exehanged, icla

The pyte gize for the data connection ig gpecifled by the
pyte command, or, if 1eft unspecifjed, defaults to B-b;t

12
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bytes, This byte size is relevant only for the actual
transfer of the dataj it has no bearing on representation of
the data within a host®s file system, The pProtocol does not
require servers to accept all possible pyte sizes, Since the
use of varlious byte sizZes is intended for efficiency of
transfer, servers may implement only those sizes for which
their data trangfer is efficient incluyding the default byte
size of 8 bits,

The passive data transfer process (this may be a user=DTP or
a second server=DTP) shall wlisten" on the data socket prior
to sending a transfer request command, The FTP request
command determines the direction of the data transfer and
thus which data socket (odd or even) is to pe used {n
establilshing the connection, The server, upon receiving the
transfer reqguest, w{ll i{nitiate the data connection by RFC
to the appropriate socket using the specified (or default)
byte size, wWwhen the coennection is opened, the data transfer
begins between DTPes and the seryer«-PI sends a confirming
reply to the user=pPrI,

It is possible £Or the yser t0 gpecify an alternatge data
socket by use of the SOCK command, He myght want a fjje
dumped on & TIP line printer Or retrieved from a third party
host, IN the latter case the user~Pl sets up Telnet
connectioins with both server=PIres and gends each a SOCK
command indicating the fixed data sCckets Of the other, One
server is then told (by an FTP command) to "listen" for an
RFC which the other will initiate and finally both are sent
the appropriate transfer commands, The exact sequence of
commands and replies sent pbetWeen the user=controller and
the servers ls defined {n Section 5B,

In general it is the server’s responsipility to maintain the
data connection == to initiate the RFCes and the closes, The
exception to this is when the user=DTP is sending the data
in a transfer mode that requires the connection to be Closed
to indicate EQOF, The server must close the data connection
under the following conditions;

The server has Completed sending data in a transfer mode
that requires a close to indicate EOF,

The server receives an ABQRT command from the user,

The sOcket Or byte size specification {s changed by a
command from the uyser,

The TelNet connectiong are cloged legally Or Otherwise,
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An irrecoverable error condition occurs,

Dtherwise the close is a server option, the exercise of

which he must indicate to the userw=process by an apprepriate

reply.,

Transmission Modes

The next consideration in transferring data i{s choosing the
appropriate transmission mode, There are three modes: oOne
which formats the data and alloys fOr restart proceduresj
one which als0 compressesthe data fOr efficient transfer;
and one which passes the data with little Or no processing,
In this last case the mode ihNteracts with the structure
attribute to determine the type Of processing, IN the
coOmpressed mode the representation type determines the
filler byte,

All data transfers muyst be coMpleted with an end=ofefile
(EOF) which may be explicitly stated or implied by the
closing of the data connection, For files with record
structure, all the end=of=record markers (EOR) are
explieitsincluding the final one, '

Noge: In ghe resy of ¢his seceion, byte means "gransfer
byte" except where explicitly stated otherwise,

The following transmission modes are defined in FTP}

Stream

The daga {s gransmitged as a sgream of bytes, There is
no restriction on the representation type used; record
structures are allowed,in which case the transfer byte

size must be at least 3 pbits!

IN a reeCrd structured file EOR and EQF will each be

indicated by a byte control code of whatever byte size

is used for the transfer, The first byte 0f the
control code will pe all ones,the escape character,
The second byte will have the low Order bit on and
zeroes elsewhere for EOR and the second low order bit
on for ECF) that is, the byte will haye have valuye 1
tor EOr and value 2 for EOF, EOR and EOF may be
indicated together on the last byte transmitted by
turning both low order bits on, i{,e,, the value 3, If

a byte of all ones was intended to be sent as data, it

should pe repeated in the second pyte of the control
code,
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. If the £ile does not have record structure, the EOF is
indicated by the sending host €losing the data
connection and all bytes are data bytes,

Bleck

The file {s transmittred as a series of data blocks
preceded by One Or more header bytes, The header bytes
contain a count field, and descriptor code, The count
fleld indicates the total length of the data block in
Bytes, thuys Marking the beginning of the next data
bloekK (there are no filler bits), The descriptor code
definest! last bloek in the file (EOF) last block in
the record (EDR), restart marker (see gection 3E) or
suspect data (i,e,, the data being transferred is
suspected of errors and is not relilaple,) This last
code is not intended for error control within FTP, It
{5 motivated py the desire of sites exchanging certain
types of data (e,g,, seismic or weather data) to send
and receive a)l the data despite local errors (such as
"magnetic tape read errors"), but to indicate in the
transmission that certain portions are suspect),
Record structyres are allowed in this mode, and any
representation type may be used, There i{s no
restriction on the transfer byte size,

The header consists of the smallest ipntegral nulber of
bytes whOse lenagth is greater than or equal to 24
bits, Only the least significant 24 pits
(rightejustified) of header shall have information)
the remaining most significant bits are "don’t care'
bits, Of the 24 bits of header informMation, the 16 low
order bits shall represent byte count, and the 8 high
order bits shall represent descriptor codes as shown
below,

Integral numbeér of bytes greater than or equal 24

bits

N T T T e e L T L L P L LR L L L L L L L L LA
-.-.+

{ ' ‘

:

! Pon*t care | Descriptor | Byte
Count |

!l 0 to 231 bits ' 8 bits ' 16 bits
i

: ' l

!
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L e L L L L E D DL L L Ll ol b i

.-..‘

1c4d2bl

The descriptor codes are indicated by bit flags 1n the
descriptor byte, Four codes have peen assidgned, Where
each code number is the decimal value of the

corresponding pit in the pyte, ic4d2c
Code Meaning
128 End of data block is EpR
64 End of data block is EOF
32 Suspected errors in data bloCk
16 Data block is5 a restart marker
lc4dzel

With this encoding more than one descriptor coded
condition may exist for a particujar bloCk, As many
kits as necessary may be flagged, 1cd4d2g

The resedry Mmarker is eMbedded in the data sgream as
an integra) number of 8=bit bytes representing

printable characters in the lanNguage beiNg used oOver

the Telnet connection (e,g,, defaylt == NVT == ASCII),

These Marker bytes are right=justified in the smallest
integral number 0f transfer bytes greater than or

egual to 8 bits, For example, i1f the byte size is 7

pits the restart marker byte wouyld be one byte
rightejustified per two 7=bit bytes as shown belowi 1cdd2e

Two 7ebit bytes
LA AL L PR R R R L L L L L LT
| | !
! | Marker Char |
| ! 8 bits )
| ' )

LA AL LA R L R R R L L AL L L

1c4dzel]

1f ¢he ¢ransfer byte size is 16 or more bits, the
maximum pPossibje mupber of compjete marger bytes
shoyld be packed,right=justified, into each transfer
byte, The restart marker should begin in the f£irst
marker byte, If there are any unuysed marker bytes,
these shoyld be filled with the character SP (Space,in
the appropriate language), SP myst not be used within

16
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. a4 restart marker, For example, to transmit a
sixecharacter marker with a 36e-bit transfer byte size,
the following three 36,.hit bytes would be senti 1c4d2¢

L e e L R L L L L L

| Don't care |Descriptor! Byte count = 2 |

! (12 bits) | code = 16| :
‘--------'-.-‘--.--..---‘--.--...-..-.-.-Q
L e T L L P T L R L L L LR
! | Marker | Marker | Marker | Marker |
| | 8 bits | 8 bits | B bits | 8 bits |

e el T e T e e e e

LA A L R L L A L L L A P LR L R R L AR L L L Ll At ]
| | Marker | Marker | Space | Space |
| | 8 bits | 8 bits | B bits | 8 bits |

L L L L L L R R L L P L L R L LR

1c4d2£}

. Compressed 104d3

The file is transmitted as serles of bytes of the size
specified by the BYTE command, There are three Kinds
of information to be sent! regular data, sent in a
byte string; compressed data, consisting of
replications or filler; and control information, sent
in a twoebyte esCape sequence, If the byte size is B
bits and n>0 bytes o0f regular data are sent,these n
bBytes are preceded by a byte with the left=most bit
set to 0 and the right=most Bel bits cOntaining the

number n, 1c4dia
i B=1 B B
dmbmwmpmmmnp -y
byte stringt 10l n ld(1)lsesid(n)]
dmpmesandonend dmm--y
Comwpn bYtes-.->
of data

string of n data bytes d(1),,.s¢ d(n)
count n must be positive
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lcdd3al
To compress a strina ¢f n replications of the data
byte d, the folilowing 2 bytes &re senti ic4dip
2 B=2 B
LA L L L Al LN
replicated byte: 10/ n | 4 |
LA AL L L LR LR LR
1¢4d3bl

A string of n filler bytes canh be coMpressed inte a

single byte, where the filler byte varies with the
representation type, If the type is ASCII or EBCDIC

the filler byte is SP (Space,ASClI code 32,, EBCDIC

code 64,) If the transfer byte gize 1s not 8, the

expanded byte string should pe filled with 8=pit SP
characters in the manner descriped in the definition

of ASCII representation tyvpe (Section 3B), If the type

is Image or Local byte the filler is a z€ro byte, fc4die

2 Be2
pEmpm .y
£iller strings i1l n |

CLLE L LT
1c4dicy

The escape sequence is a douyble byte, the first of

whieh is the escape byte (all Zeroes) and the second

of which contains descriptor codes as defined in Block

mode, This implies that the byte size must be at least

8 bits, which is not much of a restricticn for

efficliency in this mode, The descriptor codes have the

same meaning as in Bleck mode and apply to the

succeeding string of pbytes, 1c4a3d

Compressed mode is useful for obtaining increased

pandwidth on very large network transmissions at a

little extra CPU cost, It is most effjcient when the

byte size chosen is that of the word size of the
transmitting host, and can be most effectively used to

redyce the size of printer files such as those

generated by RJE hosts, icdd3e
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FOr the purpOse Oof standardized transfer, the sending host
will translate his internal end of line or end of record
denotation into the representation prescribed by the
transfer mode and file structure, and the receiving host
will perform the inverse translation to his internal
denotation, An IBM 360 record count field may not be
recognized at another hest, s© the end of record information
may be transferred as a two byte control code in Stream mode
or as a flagged pit in a Block or Compressed mode
descriptor, End of 1ine in an ASCII or EBCUIC file ¥With no
récord structure shguld be indicated by CRLF or NL,
respectively, Since these transformations imply extra work
for seme systems, identical systems transferring nonsrecord
structured text files might wish to use a binary
representation and stream mode for the transfer,

Error Recoyery and Restarg

There is no provision for detecting bits lost or scrambled
in data transfer, This issue is perhaps handled best at the
NCP level where it benhefits MmOst users, However, & restart
procedure is provided to protect usersg from gross system
failures cincluding failures ©f a host, an fFTP=process, Or
the IMP subnet),

The restart procedyre is defined only for the block and
compressed modes of data transfer, It regquires the sender of
data to insert a a gpecial marker code in the data streanm
with some marker information, The marker infermation has
meaning only to the sender, but must consist of printable
charaeters in the default or negotiated language of the
Telnet connection, The marker could represent a bitecount, a
récordecount, or any other information by which a system may
identify a data checkpoint, The receiver of data,if it
implements the restart procedure, would then mark the
corresponding pesition of this marker in the recieving
system, and return this information to the user,

In the eyent of a system fajlyre, the yser can restart the
data transfer by ideptifying the marxer point with the FTP
restart procedure, The following example f{llustrates the use
of the restart procedure,

The sender of the data {nserts an appropriate marker block
in the data stream at a convenient point, The receiving host
marks the corresponding data point in its file system and
conveys the last known sender and receiyer marker
inforration to the user, either directly or over the Telnhet
connection in a 251 reply (depending on who is the sender),

24301

icde

1cs

ics5a

1¢5b
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In the event of a system failure, the user or controller
process restarts the server at the last server marker by
sending a restart command with server’s marker code as its
argument, The restrart command is transmitted over the
Telnet connection and is immediately followed by the command
(such as RETR, STOR or LIST) which was being executed when
the system fajlure occurred,

FILE TRANSFER FUNCTICNS

The commynication channel from the user=pl to the server=pl is
establisred by ICP from the user to a standad server socket,
The user protocol interpreter (s responsible for sending FTP
commands and interpreting the replies received,; the server=°PI
interprets commands, sends replies and directs its DTP to set
up the data connection and transfer the data, If the second
party t0 the data trangfer (the passive transfer process) is
the user=DTP then it is aoyverned through the internal protocol
of the uyser=FTP hosty) if it is a second server=DTP then it is
governed by its Pl on command frem the user=PI,

FTIP Commands
General Principles

The File Transfer Protocol follows the specifications of
the Telnet protoccol for all communications over the
Teinet connection = see NIC #7104, Since, in the future,
the language used for Telnet communication may be a
negotiated opton, all references in the next two sections
will be to the "Telnet end of line code", currently one
may take these to mean yVI=ASCII and CRLF, NO other
specifications of the Telnet protoeol will pe cited,

FTP commands are "Telnet strings" terminated by the
"Telnet end of line code", The command codes themSelves
are alphabpetic characters terminated by the character SP
(Space) if parameters follow and Telnet=EQL Otherwise,
The command codes and the semantics of commands are
described in this sectiony the detaijed syntax of
cormands is specified {n Section S5C, the reply sequences
are discussed in section Sp, and scenarios illustrating
the use of commands are preovided in Section 6,

FTP commands may be partitioned as those specifying
access=control ldentifiers, data transfer parameters, or
FTp service reguests, Certain commands (such as ABOR,
STAT, BYE) may be sent over the Telnet connections while
a data transfer is in proQress, Some servers may not be
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acle to monitor the Telnet and data connectioons
simultaneously, in which case some special action will be
necessary to get the serveres attention, The exact from
of the "special action" is related to decisions currently
under review by the Telnet committee; but the following

ordered format is tentatively recOmmended: 1d2a3
User system {nserts the Telnet "Interrupt Process"
(IP) signal i{n the Telhet stream, 1d2a3a
User systelm sends the Telnet "Synch" gignal 1d2a3b
User system inserts the command (e,gss, ABOR) in the
Telnet stream, 1d2aic
Server PIl,, after receiving "IP", gecansg the Telnet
stream for exactly one FTP command, fd2a3d
(For other servers this may not be necessary but the
actiong listed above should have no unusuyal effect,) 1d2a4
Access Control Commands 1d2b
The following commands specify access control identifiers
(command codes are shown in parentheses), 1d2p1
Uuser Name (USER) jd2bja

The argument field is a Telnet string identifying
the user, The user identification {s that which {s
required by the server for access to its tfile
system, This command will normally be the first
cemmand transmitted by the user after the Telnhet
cOnnections are made (sOme Servers may require
this), Additional identification information 4n the
form Of a password and/or an account command may
also be reguired by some servers, Servers may allow
a new USER command t0 be enhtered at any point in
order t0 change the access control and/or
accounting informatien, This has the effect of
flushing any user, password and accouynt information
already supplied and peginning the login sequence
again, All transfer parameters are unchanged and
any file transfer in progress is completed under
the old acccount, id2blal

PasgWord (PASS) 1d2b1b

The argument field is a Telnet string identifying
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|
|
| |
0 J
i the user’s password, This command must Ppe :
| immediately preceded by the yser name command, and, |
fOr some sites, completes the yser+s ldentification |
for access control, Since password information is
quite sensitive, it is desirable in general to
"mask" it or suppress typeout, It appears that the |
server has no foolproof way to achieve this, It is
therefore the respongipility of the user~rTP
process to hide the sensitive password information,
1d2pibil
Account (ACCT) 1d2bic

The argument field is a Telnet string identifying
the user’s account, The command 1s not necessarily
related to the USER command, as some sites may
réquire an account fer login and others only for
specific access, such as storing ffiles, In the
latter case the command may arrive at any time,
There are two reply codes to differrentiate these
cases for the automatoni when account information
15 required for login, the response to a successful
PASSword command {s reply code 331; then {f a
command other than ACCounT is séent, the server may
remember it and return a 331 reply, prepared to act
. on the command after the account information is
received; or he may flush the command and return a
433 reply asking for the account, On the other
hand, if account {nformation is not required for
10gin, the rePly to a successful PASSword command
15 230; and {f the information (s needed for a
command issued jater in the diajogue, the server
shoyld return a 331 or 433 reply depending on
whether he stOres (pending receipt 0f theAcCCounT
command) Or discards the command, respectively. 1d2plc!

Reinitialize (REIN) 1d2byd

This command terminates a USER, flushing all I/p

and account information, eXcept to allow any

transfer in progress to be completed, All

parameters are reset to the default settings and

the Telnet connection is left open, This is

identical to the state in which a user finds

himself immediately after the ICP is completed and

the Telnet connections are Cpened, A USER command

may be expected to fellow, 1d2b1d}

Logout (ByE) 1d2ble
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This command terminates a USER and 1f file transfer
i5 not in preodress, the server closes the Telnet
connection, If file transfer is in progress, the
connection will remain open for result response and
the server will then close it, If the usere=process
is transferring files for several USERs but does
not wish to close and then reecpen connections for
each, then the REIN command should be used instead
of BYE,

An ynexPected clogse on the Telnet connection will
cayse the server to take the effective actjon of an
abort (ABOR) and a logout (BYE),

TraNgfey PapaMetey COMMands

All data transfer parameters have default values, and the
commands specifying data transfer parameters are requjired
eniy if the defayt parapeter values are to be chapged,
The default value is the last specified value, or i{f no
valuye nas been specified, the standard default valuye as
stated here, This implies that the server must "remember"
the applicable default values, The commands may be in any
order except that they must precede the FTP service
request, The following commands sPecify data transfer
parameters, i \

Byte size (RYTE)

The argument is a decimal integer ¢! through 255)
specifying the byte size for the data connection,
The default byte size is € bits, A server may
reject certain pyte sizes that he has not
implemented,

Pata gocker (SOCK)

The argument is a hostesocket specification for the
data socket to pe used in data connection, There
may be two data sockets, one for transfer from the
"active" DTP to the "passive" pTP and one for
"passive" to "active', An odd socket number defines
a send socCket and an even Socket number defines a
receive socket, The default host is the user hest
to which Telnet connections are made, The default
data sockets are (Us4) and (U+5) where U is the
socket number uysed in the Telnet ICP and the Telnet
econnections are on sockets (U+2) and (U+3), The
server has fixed data soickets (S+2) and (S+3) as
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well, and ynder normal circimstances this command
and its reply are not needed, 1d2ecibl

This command reguests the server«DTP to "listen" on |
both of his data sockets and to wait for an RFC to |
arrive for one socket rather than initiate one upen
receipt of a transfer command, It {s assumed the

server has already recejved a SOCK command to

{ndicate the foreign socket frem which the RFC will

arrive to ensure the security of tnhe transfer, ld2elcel

Representation Type (TYPE) 1d2cid

The argument specifies the representation type as
described {n Section 3B, Several types take a
second parameter, The first parameter is denoted by
a single Telnet character, as is the second Format
parameter for ASCII and EBCDIC; the second
parameter fOr local byte is a decimal integer to
indicate bvte size, The following codes are

assigned for tyvpet 1d2e¢idl
-4 e
A = Ascii ! | N = Noneprint
+=><¢=4+ T =» Telnet format effectors
E = EBCDIC! ] C = Carriage Control (ASA)
-4 o
I = Image

e
1

LeCal=byte § = Bytewgize
ld2cidia

The default repregentation type ig ASCII Non=print,
1f the Format parameter (s Cpanged, and jater qust
the first arqgument is changed, Formgt then returns
to the Noneprint default, ld2cldz

File Structure (STRU) 1d2cle

The argument 4is a single Telnet character code
specifying file structure described in Section 3B,
The following cOdes are assigned for structurei ld2clel
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. F « File (no record structure)
R = Record structure {d2ciela

The defaylt structure ig File (i,e,, no records), 1d2cile2
Transfer Mode (MODE) 1d2cit

The argument is a single Telmet character code

specifying the data transfer modes described in

Section 3D, The following co0des are assigned for

transfer modest ld2clfl

S = Stream

B = Bloeck
C = Compressed 1d2cifia
The defauly traNgfer mMode is Stream, 1d2¢lf2
FTP Service Commands 1d2d

The FIP gepvice cOMMandg define the file trangfepy Op the
file system function requested pY the user, The argument
of an FIP service command will normally be a pathname,
The syntaXx of pathnames must conform to server site

' conventions (with standard defaults applicable), and the
language conventions of the Telnet connection, The
suggested defaule handling is to use the last specified
device, directory or file name, or the standard default
defined for local users, The commands may be in any order
except that a "rename from" command must be followed by a
"rename to" command and the restart command must be
followed by the interrupted service command, The data,
when transfered in response to FTP service commands,
shall always be sent over the data connections except for
certain informative replies, The following comands
specify FTP service requests 1d24d1

Retrieve (RETR) 1d2dia

This command causes the server=DTP to transfer a

copy of the fille, specified in the pathname, to the

server = or user=DTP at the other end of the data
connection, The status and contents of the file at

the server site shall pe unaffected, 1d2d1al

Store (STOR) 1d2dib

This command causes the server=DTP to accept the
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data transfered via the data connection and to

store tne data as a file at the server site, If the

file specified in the pathname exists at the server

site then {ts contents shall be replaced by the

data being transfered, A new file is created at the

server site if the file specifi{ed {n the pathname

does not already exist, ld2diel

ApPend (with create) (APPE) ld2dic

This command causes the server=DIP tO accept the

data transfered via the data connection and to

store the data in a file at the server site, If the

£ile specified in the pathname exists at the server

site, then the data shall be appended t0 that fllej
otherwise the file specified in the pathname shall

be created at the server site, 1d2died

Allocate (ALLD) 1d2dld

This command may be required by some servers to
reserve sufficient storage to accommodate the new
¢ile to be transfered, The argument shall be a
decimal integer repreésenting the number of bytes
‘ (using the lo9ical byte size) of storage to be
reeserved for the file, For files sent with record
strcture a maximum record size (in legical bytes)
might als® be necessary; this is indicated by a
decimal integer in a second argument field Of the
command, This second argument i{s optional, but when
present should be separated from the first by the
three Telnet characters SP R SP, Thnis command shall
pe followed by a STORe or APPEnd command, The ALLOD
command should be treated as a NOOP (ho operation)
by those servers which do not reguire that the
maximum size of the f£ile be declared beforehand,
and those servers interested in only the maximum
record size should accept a dummy value in the
first argument and idnore 1it, 1d2d1d}

Regtapt (REST) 1d2die

The argument field represents the server marker at

which file transfer is to be restarted, This

command does not cause file transfer but "spaces" |
over the file to the specified data checkpoint,

This command shall be immediately followed by the
appropriate FTP service command which shall cause

file transfer to resume, 1dz2die}
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‘ Rename from (RNFR) 1d42d1¢

This command specifies the file which is to be

renamed, This command must be immediately followed

bY a "rename to" command specifying the new flle

pathname, 14241€1

Rename to (RNTO) 1d2dig

This command specifies the new pathname of the file

zpecitied in the immediately preceding "renane
ron" command, Tegether the twWo commands cause a

file to be renamed, 1d2digl
Abort (ABOR) {d2dth

This command indicates to the server to abert the

previocus FTP service command and any associated

transfer of data, The abort command may require

"special action", as discussed in Section 4B, to

force recogniticn by the seryver, No actien is to be

taken {f the previous command has beenh comMpleted
¢including data transter), The Telnet coOnnections

are not to pe closed by the server, but the data
connection myst be closed, An appropriate reply

’ should pe gent by the server in all cases, 1d24ini

Delete (DELE) 1d2d1i

This command causes the file specified in the

pathname to be deleted at the server site, If an

extra level of protection is desired (such as the

query, "DO You really wish to delete?"), it should

pbe provided by the user~FTP, 1424111

List (LIST) 142d1}

This command Causes a list to be sent from the
server to the passive DTP, If the pathname '
specifies a directory, the server should transfer a
1ist of files in the specified directory, If the
pathname specifies a f£ile then the server should
send current information on the file, A null
agument implies the user’s cyrrrent working or
default directory, The data transfer is over the
data connection in type ASCII or type EBCDIC, (The
user myst ensure that the TYPE i{s appropriattely
ASCII or EBCDIC>) 1d24131
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l NameeList 1d2dik

(NLST) = This command causes a directory listing to

be Sent from server to user site, The pathname

should specify a directory or other systemespecific

file group deseriptory; a null argument implies the

current directorv, The server will return a strean

of names of files and no other information, The

data will be transferred in ASCII or EBCDIC type

over the data connection as valid pathname strings
separated by CRLF orf NL, (Again the user must

enNsyre that the TYPE is correct,) ld2dlkl

Site Parameters (SITE) 142411

This command is used by the server to provide

seérvices specific t0 his system that are essential

t0 file transfer but not sufficiently universal toO

be included as commands in the protocol, The Nature

of these sevices and the specification of thelr

syntax can pe stated in a reply to the HELP SITE

command, 1d2d111

Status (STAT) 1d2d1im

‘ This command shall cause a status response to be
sent cver the TELENT connection in the form of a
reply, The command may be séent during a flle
transfer (aleng with the Telnet IP and Synch {
signals == see Section 4B) in which case the server '
will respond with the status of the operation in
progress, or it may be sent petween file transfers,
In the latter caseé the command may have an argument
field, 1f the argument is a pathname, the command
is analogoys te the "list" command except that data
shall be trasfereed over the Telnet connection, It
a partial pathname is given, the Server may respond
with a 1ist of file names or attributes associated
with that specificatioen, If no arrgument is given,
the server shouyld return general status information
abouyt the server FTP process, This shouyld include
current values O0f all transfer paraMeters and the
status O0f connections, 1d2dim}

Help (HELP) 1d2din
This command shall cause the server to send helpful

information regarding its implementation status
over the Telnet connection to the yser, The command
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may take an argument (e,d,, any command name) and

return more specific information as a response, The

reply is type 0Oxx, oeneral system status, It is

suggested that HELP be allowed before entering a

USER command, The server may use this reply to

specify sitesdepandent parameters, e,9,, in

response to HELP SITE, ld2dinl

NoUp (NOOP) 1d2dio
rthis command does nOt affect any parrameters °Or

previosly entered commands, It specifies no action
other than that the server send a 200 reply, 1d2diol

Migcellaneoysg Commandg 1d2e

There arre several functions that utilize the services of

file transfer but 9o beyond it in scope, These are the

Mail and Remote Job Entry functions, It is sugdgested that

these become auxiliary protoecels that can assume

recognition of file transfer commands on the part of the

server, i,e,, they may depend on the core of FTP

commands, The command sets speciflec to Mall and RJE will

be given in separate documents, 1d2e}

Commandg that are closgely relaged ¢o file trangfer but

not preven essential to the protecol may be implemented

by servers on an experimental basis, The command name

should pegin with an X and may be listed in the HELP

command, The official command set is expandable from

these experimentsy all experimental commands Oor proposals

for expanding the official command set sdhould be

annoynced via RFC, An example of a current experimental

command i{s: ldZ2e2

Change Working Directory (XCWD) 1d2e2a

This command allows the user to wOrk with a

different directory or dataset for file storage or
retrieval without altering his login or accounting
information, Transfer paraMeters are similarly

yhechanged, The argument is a pathname specifying a
directory or other system dependent flle group

designator, f1d2e2al

FTP Replies 1d3

General principles 1d3a
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The server sends FTP replies over the Telnet connection
in response to user FTP commands, The FTP replies
constitute the acknowledgment or completion code
(inciluding errors), The FTFeserver replies are formatted
for human or program interpretation, Single line replies
consist of a8 leading three=digit Numeric code £0llOwed by
a space, followed by a onew~line text explanation of the
code, FOr replies that contain several lines of text, the
first line will nave a leading three=digit NuMeric code
followed immediately by the character "=" (Hyphen, ASCII
code 45,)» and possiply some text, All sycceeding
eontinuation lines except the last are constrained not te
pegin with three digits) the last line myst repeat the
nureric code of the first line and pe followed
imredliately by a space, For examplei id3al

100=First Line

Centinuation Line

Another Line

100 Last Line 1d3ala

It is possible to negt (but not overlap) a reply withiin
a pujity=1ine rep1y, The sape format for matched
nurber=coded f£irst and last lines holds, ld3a2

The numerric codesg are agsigned by groups and for eage of
{nterpretatjon by programs {n a manner consjistent with

other protocols such as the RJE protecel, The three

digits of the code are to be interpreted as £0110ws} lda3a3l

Each Telnet line delimited by a numeric code and the
TELENT EOL (or group Of text lines bounded by coOded
lines) that is sent by the server is intended toO be a
complete reply message, It shoyld pe noted that the text
of replies is intended for a human user, Only the reply
codes and in some instances the first line of text are

intended for progranms, 1dla4

The assigned reply codes relaging to FTP arel 1d3b
DPECLARATIVE sPECIFICATIONS le
Minimym Implementation lel

In ordey to make FTIP wopkable without needless error
messages, the followng minimum implementation 1s regquired
for serversg 1e1a
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TYFE = ASCII Noneprint
MODE = Stream
STRUCTURE = File
Record
BYTE = 8
COMMANDS = USER: BYE, SOCK,
TYPE, BYTE, MODE, STRU,
for the default values

RETRs STOR¢
NOOP,

The imitial default values for transfer parameters arej

TYPE
BYTE
MODE
STRU

ASCII Noneprint
B

Stream

Fije

All hests Myust accept the aboyve ag the standard defaults,

gennections

The server Protocol interPreter shall "lisgten" on Socket 3,
The user Or user protocol jnterpreter spall injtiate tpe
fulleduplex Telnet connections performing the ARPANET
standard {nitial connection protoeol (IcPi to server socket
3, Server= and yserw processes should fellow the conventions
of the TelnNet protocol as specified in NIC #7104, Servers
are under No obligation to provide £Or editing of command
lines and may speecify that it be done in the user host, The
Telnet connections shall pe cloged by the server at the
user’s reguest after all transfers and replies are
completed,

The yger=DTP mygt "listen" on the gpecified data sockets
(send and/0r receive); these may be the default uUser sockets
(U+4) and (U+8) or a socket specified in the SOCK command,
The server shall initiate the data connection from his own
fixed sockets (8+2) and (S+3) using the specified user data
socket and byte size (default » 8 bits), The direction of
the transfer and the sockets used will be determined by the
FTp service command,

When data is to be transferred between two seérvers, A and B
(refer to the diagram in Section 2), the usersfI, C, sets up
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I Telnet connections with both server=PI’s, He then sends A’s
tixed sockets, SA, to B in a SOCK command and Bfs to A}
replies are returned, One of the servers, say A, 1s then
sent a PASV command telling nim te "listen" on his data
sockets rather than initlate an RFC When he recelves a
transfer service command, When the usersPI recelves an
acknowledement to the PASV command, he may send (in elither
order) the corresponding service commands to A and B, Server
B initiates the RFC and the transfer proceeds, The
commandereply sequence is listed below where the messages
are vertically synchronous but horizontally asynchronousi 1e2¢

UserePl « Server A User=pPl - Server B

C>A ¢ ICP C»B 3 ICP

C>A ¢ SUCK HOSTeB, SKTwS(B) C»B 3 SO0CK HOSTeA,
SKT=S8(A)

A>C 3 200 Okay B>C § 200 Oxay
C>A ; PASY

A>C 1 200 Okay

C>A 1 STOR C>B 3 RETR
le2el

. The data connection shall pe closed by the server under the
conditions descriped in Sectieon 3¢, If the server wishes to
close the connection after 3 transfer where it is not
required, he should de so immediately after the flle
transfer is completed, He should not wait until after a new
transfer command is received because the user=process will
have already tested the data connection to see 1f it needs
to do a "listen"; (recall that the user must "listen" on a |
closed data socket pefore sending the transfer request), To |
prevent a race condition here, the server sends a secondary
reply (257) after closing the data connectien (or if the |
connection is left open, a "file transfer completed" reply
(252) and the user=p1 should waait for one of these replies
pefore i5sUing a new transfer command, ‘ le2d

Commapnds 1!.:’

The coemmands are Telnet character string transmitted over

the Telnet connections as described in Sectjion 4B, The

command and semantics are described in Sectjion5C, The

command syntax is specified here, lela

The commands begin with a command cOde followed by an
argument field, The command ccdes are four or fever
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alphabetlic characters, Upper and lower case characters are
to be treated identically, Thus any of the following may
répresent the retrieve command;

RETR Retr retr ReTr rETr

This also applies to any sumbols representing parameter
values, such as A or a for ASCII tgpe. The command codes and
the argument fields are separated by one or more spaces,
The arguyment field consists ©f a variaple length character
string ending with the character sequence CRLF (Carrjage
Return, Linefeeed) for NVT=ASCII representationy for other
negotiated languyages a different end of liNe character
might be used, It should be nNoted that the server is to take
no action uyntil the end of line code is received,
The gyNtdx ig sPecified below in NVT=ASCII, All characterg
{n the arqument f£jeld are ASCII characters jncluding any
ASCII represented decimal integers, Sguare brackets denote
an optional argument field, If the option is not taken, the
appropriate default is implied,
The folloying are all g¢he cyrrengly defined FTP commmandg#

usEr sP <username> CgrLF

PASS SP <password>» CRLF

ACCT 8P <acctno> CRLF

REIN CRLF

BYTE SP <byte size> CRLF

SO0CK SP <hostesocket>» CRLF

PASV CRLF

TYPE SP <type code> CRLF

STRU SP «<structure code> CRLF

MODE SP <mode code> CRLF

RETR SP <pathname> CRLF

STOR SP <pathname> CRLF
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APPE SP <pathname> CRLF

ALLO 8P <decimal integer> [SP R SP <decimal integer?>]
CRLF

REST SP <marker> CRLF

RNFR SP €pathname? CRLF
RNTO SP <pathname> CRLF
ABOR CRLF

DELE 6P <pathname> CRLF
LIST (SP <pathname>) CRLF
NLET [SP <pathname>] CRLF
SITE 8P <string> CRLF

STAT (SP <pathname>] CRLF
HELP [8P <string>) CRLF

NOCP CRLF

The syntax of the above argument fields (using BNF notatiocn
where applicable ) s}

cusername> ji= <string>

<password>» jis <string>

<acctno? (:1% <string>

<string? 3i% <char”>|<char><string?>

<char? 11% any of the 128 ASCII characters except CR and
LF

<marker?> 1= <pr string>
<pr string> ti1= <pr char>i<pr char><pr string>

<pr char> 1i= any ASCII code 33, through 126,, printable
characters

<byte size> i= any decimal integer i through 255
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chcstw=s0CKet> pj= «<socket>|chost number>, ¢socket>

<hestenumber> gi= a decimal {nteger specifying an ARPANET
hest,

<socket> 11= decimal integer between 0 and (2::32)~1
<form code> 3= N|TIC

<type co0de> ;1% A(SP <form code>] |E [SP <form code>)|I|
1 sP <pbyte size>

<€structure code® 1t® FIR

<mode code> 1i= SIBIC

<pathname> (1= <string>

Sequencing of Commands and Repliesg

The communication betvween the user and server is intended to
be an alternating dialogue, As such, the user lssues an FTIP
command and the server responds with a prompt primary reply,
The user should walt for this initial primary success or
failure response before sending further commands,

Certain commands reguyire a second reply for which ghe yser

shoujd ayso wait, These repjlies pay, for exampie, report on
the progress or completion of f£ile transfer or the closing

of the data connection, They are secondary replies to file

transfer commands,

The third class of replies are informationd@l and spontanegus
replies which may arrive at any time, The uger=PI should be
prepared tO0 receive them, These replies are listed helow as
spontenedus,

One imporesang groyp Of sponeenedys replies is the connecgion
greetings, Under normal circumstances, a server will send a
300 replys vawaiting inputv, when the ICP is completed, The
user should walt for this greeting megsage before sending
any commands, If the server is unable to accept input right
avay, he should send a 000 "announcing FTP" or a 020
"expected delay" reply immediately and a 300 reply when
ready, The user wil)l then know not te hang yp 1f there is a
delay,

The table below lists alterpative success anpd failure
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replies for each command, These must be strictly adhered to)
a server may substitute text in the replies, but the meaning
and action implied by the code numbers and by the specific
command reply Sequence cannot be altered,
COMMAND=REPLY CORRESPONDENCE TABLE
FTP SCENARICS
TIP User wanting to transfer file from host X t© local Printer;

a) TIp user opens Telnet connections by ICP tO hOst X socket
3,

b) The following comMands and replies are exchangedi
Tip hest X
Cwmweess 300 Awalting Input CRLF
USER username CRLF mewswwad
Cwewwews 330 Enter Password CRLF
. PASS passwsord CRLF wweseew>
Kewmwen= 230 User logged in CRLF
SOCK 65538 CRLF mecemased
Cwwwoenns 200 Commmand recejived 0K CRLF
RETR this,file CRLF wwew=sed

(host X initiates data connection to TIP socket gs538, i,e,,
PORT | receive)

Ceweeens 250 Fyje transfer started CRLF

Cwownmmwe= 252 pille transfer completed CRLF

BYE CRLF e

Cwewsewe 23] User logged out CELF

¢) host X closes the Telnet and data connectlions,

Note: The TIP user should pe in line mode,
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User at host U wanting to transfer files to/from host Si

In general the user will communicae to the server via a
mediating user=«FTP process, The following may be a typical
scenario, The uUser=FTP prompts are shown in parentheses,
femws>’ Tepresents commands from host U to host 8§, and
*<=www’ TaPresents replies from host 8 to hest U,
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1,0 Introduction
1,1 Purpose of this report

| This report descrives the function of a Network
Control Frogram (NCP) in the Advanced Research
| Projects Agency Computer Network (ARPANET), and
surveys several representative implementations of
such programs, This work was accomplished as part
of MITRE task 810A,

|
The netwerk contreol program is the operating system |
module that inmterfaces user programs to the ~ |
communications netwerk by providing system calls to
invoke eommynications functions specified by the
netwOrk wide host to host protocol,
The purpOse Of this repOrt is to document the
implementation ©of the network contreol program and
the opticnal strategies used in different
implementations, This report should be 0f use to
individuals implementing network contrel programs
for other computerss and to individuals designining
netwerk control programs for other computer

‘ networks,

The survey investigated network coentrol prodgram
implementations in eleven systems; TENEX at Bolt
Beranek and Newman (BBN)jy Multics at massachusetts
Institute of Techpology (MIT)y the IBM systems at
University of Cali{fornia, Santa Barbara (UCSB),
University of Califoria, ros Angeles (UCLA), The
RAND Corporation (RAND), Systems Develcopment
Corporation (8DC)) the Burroughs system at
university of California, san Diego (yCsD)s the DEC
system at the center for computer~based Behavorial
Studies (CCBS) at UCLAj; the Control Data system at
Lawerence Berkejey Labgratory (LBL)j; the ARPA
Network Terminal System (ANTS) at University of
Illinois(UIl)) and the Terminal Interface Processor
(1IP) at BBN,
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The following table summarizes the organizations
(places), operating systems, and compyter hardware
included ({n the survey,

Place System Computer

BBN TENEX DEC PDP 10

MIT Multics H 6180

uCse 0S/MVT IBM 360/75

UCLA 0S/MVT IBM 360/91

RAND 08/MVT IBM 370/158

sSDC VM IBM 370/145
ucsp MCP B 6700

CCBS DEC DEC PDP 10
LBL BKY CDC 6600

Ul ANTS DEC PDP 11
BEN TIP H 316

1,2 ARPANET QOyeryiew

The ARPANET is an advanced compyter communications
system connecting together a set of computer
centers in the United States and Europe, The
following description of the network touches on
several agpects! the physical implementation, the
scope and size, and the functional goals,

The ARPANET is impleme,ted using packet
transmission technelegy, At each network site
there is an Interface Messade Processor (IMP)
which i{s a store and forward packet routing
computer, Each IMP is connected to between 1 and
5 other IMP's via common carrier circuits, Thesge
circuits are normally 50 kilobit per second
channels, The IMP’s are Honeywell 316 or 516
computers modified and programed by Bolt,
Beranek, and Newman (BBN) <Heart>, Also
connected to an IMP may be between 0 and 4
hosts, A host is & computing sysyem which
currently ranges in size from a DEC PDP11 to a
IBM 370/195, A Terminal Interface Processor
(TIP) is an IMP and a minihost combined in one
processor <Orngtein>,

The ARPANET has groWm almest Contipnugusly £regm
the time it began with the installation of the
first IMP in September 1969, As of this writing
the network consists of 48 IMps of which 21 are
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TIPS, and 54 hosts, The network extends from

Hawaii in the west to London and Norway in the

east, One commynication channel has been

ypgraded to 230,4 kilobits per second, and the
commynications petween Callifornia and Hawall,

and between the United States and Europe are via

satellite channels, The satellite channel to

Eurcpe is 7,2 kilobits per second, while the |
satellite channel to Hawall is the normal 50

kilobits per second,

The goal of the ARPA computer network is for
each computer to make every local resource
available to any Computer in the network in such
a way that any local program avallable to local
users can be used remotely without degradation.
That is, any program should be able to call on
the resources of other computers muych as it
would call a subroutine, The resources which can
be shared in this way include sOftware and data,
as well as hardware <Roberts>,

The proéecess ©f sucessful ecommynication reguires the
use of some rules of behavier in order to permit
. the communicating entities to properly interpret
the conversation, These rules of pbehavior may
include both eonstraints on the seguencing of the
units of conversation, as well as the structure and
content of the communication (e,9, the grammar and
the meaning), In the ARPANET these rules of
communication behavior are called protocols,

Communications in the ARPANET are of two types;
thoSe assocjated with two directly connecCted
entities (e,9, IMP to IMP, IMPehoOSt,
systemeprocess) and those between more widely
separated entities (e,qg, system tO system,
process to process), This second type of
commynication is sometimes said tO be suppeorted
by a virtual commuynications channel, For example
the virtual process to procegs communication
channel is really a process=~system, host=IMP,
IMP to IMP, IMP=host, systemMeprocess channel,

The protocels in the ARPANET puild up the
capabilities Of the Network in a series of
levels or layers, The lowest of these is the IMP
to IMF protocol which provides for reliaple
communication among the IMPs, This protocol
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handles transmission error detection and
eorrection, flow control to avoid congestion,
and routing,

The next level ig the IMPwhogt protocol whieh
provides for the passage 0f messades between
hosts and IMPs in such a way as to create
virtual communication paths between the hosts
Wwith the IMp=host protocol, a host has Opcrptinq
rules which permit it to send messages to
specified hosts on the network and to be
informed of the dispensation of those messages,
In particular, the IMpwhost proteCol constrains
the hosts {n their transmissions {n order to
make make good use of avajilable communications

capacity without denying such availability to
other hosts,

The next higher level is the host tO host
protocol, implemented by the netwOrk control
program, The host t© host protecol is the set of
rules whereby hosts construct and maintain
commynications between yser processes running on
séparated computer systems, (One process
requiring communications with another on some
remcte computér system makes reguests on 1its
local operating system to act on its behalf in
establishing and maintaining those
communications using the host to hest protocel
<Crocker>»,

It this prief introduction to the ARPANET 15 not
sufficient, the reader is urged to turp teo the
references <Heart>», <Roberts>, <Crocker>, and
<0Urnstein>, before reading the body 0f this
report,

1.3 Report Organization

The report is organized to f£irst discuss the
general characteristics of operating systems and
network control programs, and then to discuss the
specific implementations surveYed,

First is a discussion of the purpose of a
network control program, To place this in some
context the relevant characteristics of an
operating system are discussed,
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A network control program is then discussed in
abstract terms, that is without reference tO any
particylar machine or operating system, This
description of an idealized NCP is then used as
a reference in the descriptions of the surveyed
systems,

t The findings of the survey are presented next,
first in terms of the system structure and NCP
implementation strategy, and finally in terms of
the physical characteri{stics of the various
implerentations,

The final section summarizes the findings of the
survey,

At the end of the report there is a glessary of
terms and a list Of references,

2,0 The Network Cengrol Program (NCP) Environment

This section discusses the purpose of the NCP and how
it relates to the operating system and Other
protocols,

. 2,1 Purpose of a NetworkK Control Progranm

The function of network control program (NCP) 1s to
implement the host to hest protocol, That 1s the
NCP is to provide a common interface across the
various cperating systems to the user level
processes, and to provide to the operating systems
the means to communicate among themselves the
control information necessary to establish,
regulate, and terminate the communication between
user processes,

The development Of the NetwOork in the cOMputer
science research environment provided &n ample
collection of well developed interactive
timesharing systemg for the initial set Of systeMs
to become part of the network, These early
interactive systems generally possessed & process
structure and interprocess commynications
mechanism, It seemed that the network shouyld
naturally extend thege interprocess communications
mechanisms to allew communication between processes
in different systems, There were some difficulties,
nowever, for the various systems did not all have a
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‘ yniform scheme £0r interprocess communication or
even a common way of naming the destination of a
communigue, Several of the systems that were later
added to network did not allow communication
petween processes, indeed, a fey systeMs did not
support the concept of a process (or so their
programmers claimed),

A standard interprocess communication mechanism and
a standard naming seheme were needed, Further there
was a need for a common lapnguade such that the
cpérating systems of the various hosts could talk
to each other about the interprocess communications
they support,

These needs are filled by the host to host protocol
&s implemented by the network control programs of
the variocus hosts, The nost tOo hOst pProtoco] |
specifies a language of commands with parameters
whieh are exchanged between NCFs tO arrange,
mahage, and terminate process to process :
|
|

communicatien, The host to host protocol also
specifies a common name space called sockets for
indicating the source and destination of
interprocess commynications, The hest to host

. protocol provides an interprocess communication
mechanism called connections,

2,2 Relationghip of the NCP to Telnet and Flle
Transgterl

Two functiona)l capabilities are desirable {(n a
computer network: to be able to use interactive
terminals with programs on remote computers "as {f
you were there", and to transfer between computers
large cellections of data or files (which may be
programs or data), The first capability is provided
py the Telnet protocol and the second by the File
Transfer Protocol (FTP) <NIC7104>,

2:2,1 Telnet

The implementation of Telnet is to the NCP
almost indistinguishaple from any pair of
commynicating processes in the network, At the
computer where the human user sits at his
terminal there is a program called User~Telnet
which talks to the terminal on one side and
talks to the NCP on the other side, At the
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computer where the serving program is located
there is a program called Server=Telnet which
talks to the NCP on one side and talks to the
serving program on the other side as 1f it

(Server=Telnet) were a terminal, This last

requirement, that the serving program belleves |
it is talking to a terminal and not the netwerk,

is a tricky one, Some gystems have constructs

which allow a process to act as a terminal te |
anotheér process, in these systems this is a |
gimple requirement te implement, In other
systems however the implementation of this
capability nas peen so difficult that the
server-Telnet functicn has been implemented in
the system with the NCP, The impertance of this
requirement is that it permits programs
constructed £Or yse from interactiye terminals
with no thoyght of the netwOrk to pe used by |
remote users via the network,

2:2,2 File Transfer

The File Transfer Protocol (FTP) 1s designed to
£ill the need for a mechanism to transfer files
‘ containing programs er data between computers,
The FTP utilizes a Telnet connectlion (pair) to
allow the exchange of control information
(requests and replies) and a separate data
connection for the actual transmission of the |
file, The NCFP is not normally aware of the fact |
that this data connection is used for the FTP, =
|

2,3 Description of an pperating Systenm

An operating system consists of program modules
which augument the hardware and provide an
environment for processes, Among the operating
system modules ©f interest are a terminal control
program (TCP), a file control program (FCP), and of
gourse, a nNetwork contrel program (NCP), The
interfaces between these operating system modules
and user processes take the form of system calls
and retuyrns, and scmetimes pseudo interrupts,
System calls are implemented in a variety of ways,
but often it is a special hardware instruction that
invokes a system call (e,g, 8VC, UUD, JSYS, MME),
In higher level programming lancuages a system call
is often indistinguishable from a subroutine call,
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‘ In some cases the form ©f the system call is quite
different for each different module O0f the system,

2 prOcess is a program in execution with its
associated address space, a location counter, some
general registers, and usually some open files (or
devices) , Processes may be created by users:
though there are often processes which have been
programmed by systems programmers for particular
tunctions, and some of these may be iInitiated by
the systém when it begins running, SoOme processes
may have access to greater (or lesser) capabilities
than those created by normal users, In general
there may be elaborate regulations provided by the
system to control passing of the capability or
permission tc access particular resources between
processes,

gne important aspect Of an oOperating system that
has & great impact on the implementation Of network
fuhctiona) capabilities is the provision for
interprocess commynication, Generally processes are
viewed as independent computational units that need
interact only with the operating system in a few
very constrained ways (l,e, via system calls),

. however often it would be useful to bylld a new
capability based on a combination of existing
programs, One way of extending the usefulness of
the process structure is to allow processes to
communicate between themselves such that several
processes may cooperate to acComplish a
computational goal, The form of communication
supported by an operating system very much
influences the extent to which processes actually
cooperate and, therefore, the extent to which use
of the ARPANET is a natural extension of the
programming enviroment, The network host tO host
protocol geeksg tO make avajilable tO processes a
particular form Of interprocess communication
called connections,

There are many other features and essential
funetions of eperating systems which will be
ignored in this discussion becayse they are not
relevant to the implementation of an NCP, ANy
multiprogramming or multiple process system must
have a scheduleyr, some form of memory management,
and provide for accounting, security, protection,
and privacy,




JBP 24«0CTw74 13:48
Pogtel == DRAFT == NCP Syurvey == DRAFT == 24 OCT 74

3,0 Description of a Network Control Program

This section pegins with a general overview of the
operation of a network control program and gradually
refines the definition, The functional components of
an NCP are descriped first in a general way followed
by a description of a typlical set of system calls for
the usereNCP interface and a description of the
cperation of the NCP and finally a detalled
degscription of the functions of each NCP component,

3,1 NCP Functions?

The NCp must provide several functions to interface
between the user process on one side and the IMP on
the other side, Among these functions are device
handling, fermatting, error control, flow contrel,
multiplexing, and synchronizatien,

The IMP ig connected tO the hCst cOMpyter Mych as
any input or outPut deVicCe (siNce the IMP s a full
duplex device it mioht be interfaced as twO simplex
devices), This implies that there must be in the
lowest levels of the system a program module to
control the IMP interface on the input ocutput
instruction and interrupt level,

Ihe IMP=host protocel reguires that a standard
format be USed fOr messages eXChanged betwWeen the
host and the IMP, The standard format has a 32 pit
leader at the beginning of each message that
contéins control information indicating such things
as the message type, source or destination host and
logical link number, In addition to thne leader the
host t¢ host protocol requires an additional 40
bits of prefix information for each messlqe This
additional prefix indicates the byte size and
numper 0f bvtes in the text 0f the megsage,

As data becomes available to send to the IMP, it is
gormatteq iNto Megssages aNg QUeuUeqd £Or transmissjion
to the INP, and as messades are recelved from the
IMP, they are queuyed for processing,

The messages peceived from the IMP are of various
types, The tWo most grequently reCeiVedq are REGULAR
and RFNM. A REGULAR message 1§ used to transfer
data, A RFNM (request for next message) is used to
indicate that the previously sent message on this
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logical link to this host was sucessfuylly recelved
by the destination IMP, There are several other
message types to indicate error conditions,

The REGULAR messages are of two catadoriesi user
data or NCP to NCP control information, These are
distinguished by the logical link numper in the
leader, All NCP to NCP control messages are
transmitted on logical link zero, All user data
messages are transmitted on & legical link number
in the range 2 through 71,

The NCP Control messages have several functionsi to
establish connections between Pairs of processes in
the network, to regulate the flow of data over
these conneetions, to terminate connegtions, and to
conyey some special signhals between the NCPs,

The leadey 0f a data Message Mugt be examMined to
determine to which user process buffer the text of
the message should be appended,

The user process interactsg with the network bY
issuing svstem calls to the NCP to establish, use
and terminate connections, When the user process
igsues cay)s which cause the NCp to sepd data to a
distant process the NCP myst include information in
the leader that will enable the receiving NCP to
determine for which process the data i{s intended,

not operate on the same sized quanta of information
and they might operate at differing speeds, In such
a sityation it is natura)l to use buffers to smooth

the £10w of information and tO allow each entity to
operate using {ts prefered quantum size, It is the

responsipility of the NCPs to0 Manage these buffers

and to regulate the flow from sending to receiving

nost sueh that the receiving host is able to buffer
all the data sent with out undue difficulty,

I
|
|
|
The sending and receiving processes and hosts might ‘
|
|

Many of the NCP control messages received and many
of the system calls will require the NCP tO send
NCP control messages to the foreign host,

The NCP must maintain information aboyt each active
connection i{n a connection table, The elements of

each ‘entry in this table {nclude information abeut
the user process using the connection, the foreign
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host, the puffer location and fuyullnessg, and the
state of the connection,

1f any errors are detected the NCP must act to
protect itself from harmful consequences, but it
must also act to provide reliable service to all
the user processes, In any case the NCP should
record the relevant information about the error and
the circumstances (e,g, time and day), The NCP must
also report abnormal events to the the computer
operator and be able to receive instructions from
the computer operator,

The NCP shoyld make available to ysers and the
coMputer operator the status Of hosts and
connections,

The NCP should gather statistics on the usage Of
varicus eleMents O0f the protocol and resources
allocated to it (e,g, buffers),

3,2 System Calls

The folleowing discussion of the NCP and system
calls 1s at a level comparable to that in the pasic
specifications of the IMP=host protoCol <BBN1822>
and the hest to host protocol <McKenzjie>, Neote that
the following sections are modeled closely on
Network werking Group Request for Comments note
number 55 <Newkirk>,

The system calls assumed to pe agvallaple to user
written processes are described,

LISTEN(PQRT,AEN,CQDE)

The local socket of this process with this
AEN is associated with this process PORT, A
return value is given in CODE, 1£f there is a
pending call the connection may be opened
immediately and the process notiflied, 1f
there is no matching pending call the NCP
will notify the process when a matching RFC
arrives,

CONNECT (PORT,AEN,F8,CODE)

The local socket of this process with this
AEN is associated with this PORT, and the

i1
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specified foreiaon socket (FS) 1is also
assoclated with this local socket, defining a
connection, If there is a pending call
matehing these parameters the connection is
cpéned and the process so notified, A return
value i{s given in CODE, If there is no
matehing pending call the NCP communicates
this request to the foreign host and notifies
the lecal process when a matching request is
received and the connection is opened,

SEND(FPoRT,BUFFER,LENGTH,CgPE)

The data starting at BUFFER and extending
LEGNTH bits is transmitted on the connection
associated with this PORT in accordance with
the allocation values, CODE is set with a
return valuye,

RECEIVE(PORTBUFFER,LENGTH,CQDE)

Data received on the connection assoclated
with this PORT is stored into the processes
address space starting at BUFFER an extending
for LEGNTH bits, A return value is set in
CODE,

CLOSE (pORT,CODE)

Activity on the connection associated with
this PORT is stopped, A retyrn value {s set
in CODE,

INTERRUPT(PQRT,CODE)

A special interrupt signal refering to the
connection associated with this FORT is sent
on a logjically parallel data path, A return
value i{s set in CODE,

STATUS (PORT, INFQO,CODE)

The relevant status infermation from the
connection table entry assoclated with the
PORT is returned in INFO, A return value is
set in CODE, This allows a user program to
monitor the state of a connectlion, of speclal
interest are the allocation values and the
NCP buffer used and free values,

12
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3.3 NCP Operations
Pregented here are discriptions of the operations
conducted during the three major phases 0f network
usage! opening, commuynicating, and closing,

Opening

In order to establigh a connection for data
transmigsion, a pair of RFC’s must be
exchanged, An RTS must go from the receive
side to the send side, and an STR must be
issued by the send side to the receive side,
In addition, the receive side in its RTS must
specify a link number, and the send side {n
its STR must specify a byte size, These RFC’s
(RFC is a generic term encompassing RTS and
STR) may be i{ssued {n either order,

A provision must als® be made for queuing
pending calls (i,e, RFC’'s which have not peen
dealt with by the user program), Thus, when a
user is finished with a connection, he may
choose to examine the next pending call from
ancther process and decide to either accept
or refuse the reguest for connection, A
problem develops because the user may choose
to not examine his pending callssy thus they
will merely serve to ocCuUpy queue space in
the NCP, Several alternative solutions to
this probleéem are discussed later,

Utilizing the framework of the typical system
calls described above, at least four
tempora)l sequences can be envisioned for
obtaining & successfully opened connectioni

The uyser process may issue 8 LISTEN
indicating that {t is willing tO connect
to any process which sends an RFC
specifying this local socket, When an RFC
of interest arrives the NCP responds with
a matching RFC and notifies the user
processs of the now open connection, The
user can, of course, inspect the
parameters of the connection (using the
STATUS system call, for example) to
determine {f it really wants the

13
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connection, and {f not the user can CLOSE
the eonnection,

If upoOn processing a user reguest fOr a
LISTEN, the NCP discovers that a pending
call exists for this local socket, the NCP
immediately sends the matching RFC and
notiflies the user of the open connectlon,

The yser may issue a CONNECT, specifing a
particular foreign soCket that he Would
1ike to connect to, An RFC is issued, If
the other NCP accepts the reguest, it
answers by returning an RFC, When this
acknowledging RFC {s received the
connection is cpened,

when processing the CONNECT, the NCP may
discover that a pending call exists gfrom
the specified foreigh socket to the loOcal
socket in gquestion, An acknowledging RFC
is issued and the connection is opened,

In all ¢he above cages the user is notified

. when the cOnnection is opened: put data flow
Capnot bedip until pbuffer space is allpcated
and an ALL command is transmitted,

Any of thege connection scenaplos wWill be
interrupted if either the other NCP sends a
CLS command whep anp RFC is expected or the
user issues a CLOSE system call before the
connection is opened, as discussed under
Closing,

Communicating

pata can only flow when a connection {s fuylly
opened (i,e, when two RFCes have been
exchnanged)s. It is assumed that the NCP*s have
buffers for receiving incoming data and that
there is some meaningful quantity which they
can advertise on a per connection basis in
ALL commands indicating the amouynt of data
they can handle, It is noted that the sending
side regulates its transmission accerding to
that amount,

Whem a connection is opened, a connectlion

14
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table entry field called
their=allocation=valyes is set to zero, The
receive side will decide now much space it
can allocate and send an ALL message
specifying that space, The send side will
increment their=allocationeyalues by the
allocated space and will then be able to send
messages of length less than or egual to
theireallocation=values, When messages are
transmitted, the length 0f the message is
subtracted from theireallocation~values,6 wWhen
the receive side allocates more puffer space
(e,0, when a message is taken Py the user,
thus freeing some system buffer space), the
number of bits newly avallable is sent to the
send side via an ALL message,

Thus, theire=allocationevalues is never
allowed t0 become negative and no
transmission can take place {f
theirwallocation=values equals zero,

Notice that the lengths specified in ALL
MesSsages are iNcreMents NOt the absolute siZe

‘ of the receiving puffer, This 1s necessitated
by the asychronous nature of the floW control
protocol, The values in the ALL command can
pe guite large, thus providing the facility
for an essentially infinite pit sink, 1f that
may ever be desired,

Closing

Just as two RFC’s are required to open a
connection, two CLSes are regquired to close a
connection, Closing occurs under various
circumstances and serves several purposes, ToO
simplify the analysis of ré&ce conditions,
tour cases are distingusished: aborting,
refusing, termination by receiver, and
termination by sender

A user aborts a connection when he issues a
CONNECT and then a CLOSE before the )
connection was opened, Typically a user wil)
abort following an extended walt for the
acknowledgementy the NCP may also abort for
nim 4if he blows up,
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A connection {s refused when the NCP sends a
CLS as a response to an arriving RFC, This
may occur if a user has issued a connect and
an RFC arrives from some other foreign

socket,

After a connection is established, elther
side may terminate, The required seqguence of
events suggests that attempts to CLOSE by the
recejve side should be viewed as requests

whieh are always honored as soon as possible
by the send side, Any data which has not yet

peen passed to the user, or which continues
over the network, is disCarded, Requests to
CLOSE by the send side are honored as soon as
all data transmission is complete,

Aborting
Three cases are distingulshed:

In the simplest case an RFC 1s sent
followed later by a CLS, The other
side responds with a CLS and the
attempt to connect ends,

The foreign prOCess may accept the
eonnection concurrently with the
local process aborting it, In this
case, the foreign process will
pelieve the local process is
terminating an open connection,

The foreign process may refuse the
eonnection concurrently with the
local process aborting it, In this
case, the foreidnm process will
believe the local process is
acknowledging its refusal,

’

Refusging

After an RFC (s received, the local
host may respond with an RFC or a CLS,
or it may fai) to respond, (The local
host may have already sent its own
RFC), If the local host sends a CLS,
the local host is said to be refusing
the request for connection,
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CLS commands must be exchanged to c¢lose
a connection, so it is necessary for
the local host to maintain the
connection table entry until an
acknowledging CLS is returned,

Termination by the Recelver

When the uyser on the receive sgide
issues a CLOSE system call, his NCP
accepts and sends a CLS command
immediately, Data may still arrive,
hewever, and this data should be
di{scarded, The send side, upon
receiving the CLS, should immediately
terminate the data flow,

Termination by the Sender

When the user on the send side issues @
CLOSE system call, his NCPp must accept
it immediately, but may net send out a
CLS command until all the data in the
local buffers has been passed to the
the foreign host, It is thus necesgsary
to test for both buffer empty and RFNM
received pbefore sending the CLS
command, The CLS must be acknowledged
pefore the connection table entry can
be deleted,

In this presentation severa)l topics have been
mentioned which should pe further exPlained,
amonNg these are pending céall queues, and
connection states,

Pending Call Queues

It is essential that some form ©0f gueuing
for pending RFC¢s be implemented, A simple
way to see this is to examine a typlcal
connection establishment segquence, One
side issues a LISTEN, the other a CONNECT,
I1f the LISTEN is issued pefore the RFC
coming from the remote CONNECT arrives,
all is fine, However, due to the
asynchronous nature of the network,

events may not occur in this seguence, 1f
calls are not queued, and the RFC comes

17
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pefore the LISTEN is issued, it will be
refused) if it arrives later it will be
accepted,

Unless one has infipnite gqueue space, it is
desireable to have some mechanism for
purging the queues of old RFC®s which the
user never pothered to examine, An obvious
but informal method i{s to note the time of
arrival of each RFC, and then to
periedically refuse all RFCfs which haye
been gueuyed longer than some arbitrary
1imit, Another action which should be
included in any purging scheme is fOr the
NCP to send a CLS on any penhding
eOnnection when a yser logs out or blows
uP,

The following scheme may be ysed to reduce
the nymper 0f queued requests, When a
CONNECT is issued, the NCP agsulMes that
this local socket wants to talk to the
specified foreigy sgcket apnd tgy that
socket onlv, It therefore purges from the
pending call queue all nonematching RFCres
by sending CLSes, Simijlarly, when the
connection is in the RFC SENT state (a
CONNECT has been issued and an RFC sent)
all non=matching RFC are refuysed, If a
LISTEN is {ssued and resuylts in an open
connection, the remainder of the pending
calls are not removed from the queue, in
the expectation that the user may wish to
accept these requests in the future,

Connection states

Since the sequence of yse of a connection
invelves many events and the legality and
interpretation of many of these events 1is
dependent on the preceeding activity, the
NCP must remember, for each connection,
where it is in the sequence, To keep this |
knowledge concisely the notion of a state |
is uged, It has often peen attempted to

construct a state transition diagram to

fllustrate the possible state seguences of

a connection, but to accuyrately take inte

accoyunt the many possibilities the diagram
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would be overly complex, thus often a
simpler diagram is used that shows only
the main lines of the primary seguences,

The states that are typlcally present areg
NOT ACTIVE

This is nct really a state, but the
fact that a connection is not in the
connection table at all,

LISTENING

The local socket {s associated with
a process port, and the NCP {s
waiting for an RFC to this local
sOcket from any foreian socket in
any host, When an RFC does arrive
for this local socket a matching RFC
is sent and the connection 1s set to
the OPEN state,

RFC SENT

. This state indicates that the local
socket 1s assoclated with a process
port, an RFC has been sént to a
specific foreign socket in a
specific foreign host, and no
matching RFC has yet been received,
This state would be entered {if the
user process issued a CONNECT call
and there was no matching RFC in the
pending call queue, When a matching
RFC does arrive, the NCP Comp)retes
the {nitialization and marks this
connectien in the OFEN state,

RFC RECEIVED

An RFC has been received for whigh
there was no matching entry in the
connection table, This is a pending
call, If a user process issues a

matching CONNECT or LISTEN it will
be satisfied at once, The local NCP
will send an RFC and tnhe cennection
will be marked in the QPEN state,
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@

RFC's have been eXchanged and the
connection is open, Transmission may
pegin subject to the constraints of
the buffer allocation guantities,

ALLOCATION WAIT

To transmit data on a send
connection there must be some
positive allocation vajues (4i,e,
buffer space in the receiving host),
if the allocation value (either bits
or messages) has fallen tO zeroc then
the sender muyst wait until an ALL
command arrives to increment the
allocation values,

RFNM WAIT

After sending data on a connectien
the sender is not permitted to send
additional data until the

. corresponding (IMP to host) RFNM |
command is received, When a RFNM is
received the state changes to either
OPEN or ALLOCATION WAIT depending on
the allocation Values,

CLS SENT |

The user program has issued a CLOSE
system cal)l and the NCP has sent a
CLS command to the foreign host, |
This cannot pe done on a send
eonnection yntil all the data is
sent that the user process has |
previously output, and until a RFNM

hag heen received for the last

message of that date,

CLS RECEIVED

A CLS command has been received from
the foreign host, If this i{s a send
cennectien the NCP notifies the user
process at once and answers with a
CLS command, moeving the connection
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to the CLOSED state possibly
discarding data sent by the user but
not vet transmitted by the NCP, If
this is a receive connection, the
NCP myst wait until the user process
has read all the received data, The
NCP then sends a CLS to the foreign
nost, and notifles the user process,

CLOSED

The connection has been closed by an
exehange of CLS commands, This 1s a
transitory state and the cennection
should be deleted from the
eonnectien table shortly,

3,4 Functiong ot NCP Components

The following are the NCp functional components
(program modules) and the tasks they carry out,

IMP Input Routine

’ Read messages from the IMp, and turn thenm
over to the Network Interpreter Routine,

IMP Output Routine

Write megssages to the IMP having received
them from the Output Schedquler Routine,

Network Interpreter Routine

Analyze and act on messsages from the
network, including maintaining connection
table entries, composing replying messages,
and exchanging information with the System
Call Interpreter Routine, the Error and
Statistics Routine, and the Output Scheduler
Routine,

Qutput Scheduler Routine
Gueye Messages for delivery to the IMP Output
Routine and to maintain a sent messages queue |
in case retransmisssion is called for, |

SYstem Call Interpreter Routine
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Analyze and act on system calls from the user
prccesses, including maintaining connecticn
table entries, composing messages to foreign
nhosts, and passing messages to the Qutput
Scheduler Routine,

Error and Statistics Rouytine

Record and report on detected errors in the
program or protocol and the use thereof,
Gather and record statistics Of interest,

In the f£0llowing paragraphs each of the funhegtional
components is explained, While there are likely to
pe a number of unusual events not explicitly
discussed, the majority of fregquent eyents are
described, One comment that is important at this
point 1is that the NCP should be constructed to be
resilient in the face of errors, That is to say
that when an error is detected the NCp should act
to protect {tself from any harmful effects, but
should also act in a manner consistent with
achieving for the user process the most reliable
and consistent communications possible,

IMP Input Routine

There Must be someplace in the system to
handle at the machine instruction level and
interrupt level each device attached to the
central processing uynit, This ls true for
line printers, disks, terminals, and
multiplexor channels as well as for the IMP
or rather the IMP=host Special Interface,

The IMPehost communication is a full duplex
cnannel (i,e, simultaneous transmission in
coth directions) and it is often easier to
interface the IMP to the computer as two
independent devices,

On {nput the routine has a buffer available
for the longest mossaqe that can be received
and has a pending instruceion to read from
the IMP, when an end of input interrupt
occurs the routine checks the length and
signals the Network Interpreter Routine that
a Mtessage is ready, The routine then gets a
new buffer and starts a New read operation,
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The amount of buffering depends on the rate
and fremquency at which the IMP Input Routine
and the Network Interpreter Routine Operate,
Two buffers are recommended, The manner in
whien the routine signals the NetwoOrk
Interpreter Routine varies in various
svstems, it may be anything from raising a
flag to a pseudo=interrupt,

IMP pQutput Routine

For output from the host to the IMP this
routine is supplied py the Qutput Scheduler
Routine with the starting address and the

lenath of a data buffer to move to the IMP,

when the transfer completes the routine frees

the buffer and signals the Qutpuyt Scheduler

Routine, 4

Network Interpreter Routine

As a message from the network is processed
the leader should be examined to check the
link number field, I1f the value is zero then
the message is a host to host control
message, If the link number is (curently) 2
through 71 the message is a data message
associated with an open connection, If the
link number is other that these two
catagories the message is either part of
another protocol (e,g9, Message Switching
Protoco)l <Bressler>) or an error,

If the NCP is aware that another protocol
is beipd used ipn parallel with the hest to
host protocel it can turn over any message
belonging to that protocel to the
appropriate program on the basis of this
link number inspection,

A message from the network is processed by
examining the type field, The action taken
for each type 1is indicated, The two types
expected most freguently are REGULAR and
RFNM,

REGULAR

This is a regular message, it 1s passed
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to the next phase in the {nput message
analysis,

ERROR IN LEADER

This message indicates that there has
been an error in a previoys hest to IMP
message such that the IMP could not
decipher the leader, This is the only
response that will pe recelved to one
of the unanswered messageg on the sent
messages qgueue, it will take careful
detective work to determine which
message, If the message Was related to
this reSponse can be determined, the
message and leader should bpe ch60ked
for correctness and retransmitted,

IMP GQING DQWN

The IMp is warning of cf an impending
service outage, parameters in the
messace leader tell something apout how
soon and how long, s© the user
processes can be notified,

NOP
This no operation message is discarded,
RFNM

Ready for next message on this 11nk
This message {s used to Confirm the'
transmission of messages from the host
to the destination INMP, There should be
an associated message on the sent
message gueue which can now be
discarded,

The link number should be used to
locate a connection table entry, The
state field of that table entry should
indicate RFNM WAIT, This state should
pe changed to either OPEN or ALLOCATION
WAIT depending on the amoynt of data
readyY to send and the allocation
values, If there is data to send and
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the allocation values are positive the
data send subroutine should be called,

DEAD

This is an indication that the
destination host or IMP ls dead,
Nermally the corresponding message on
the sent message queue ils discarded,
and this host 1s marked dead in the
host status table,

Note that some Very recent work has
been done on making the procCess to
process communication more reliable

in the face of network and Operating

system errors, Among the technigues
{s to treat a DEAD response as a

temporary serviCe interruption that
will be quickly repaired (e,g., in a
few minutes) and thus toO retransmit

the message associated with the DEAD

response,

I¢# the destination nogt (or IMP) is
really deag then the NCP must close all
of the connections to that host and
notify any processes effected, The
connéction table must be uypdated,

ERRpDR IN DATA

There has been an error in the
transmission of a previous host to IMP
message, but the leader was preserved,
8o the link field can be used to
attempt to associate this message with
4 message On the sent message queue,
Once the associated message is
determined, it is retransmitted,

INCOMPLETE
In this case the degtination may be
alive pyut the message was not
delivered, the message 1s
retransmitted,

RESET
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. The IMP has dropped and rajised its
ready line, If at the time of this
Occurance the IMP held a message tO be
transmitted te the host, or 1f a
Message transmission was in progress:y
data has been discarded, similarly if a
message was being transmitted to the
INP at the time of this occurance, it
was discarded, The host and the IMP
should at this point send each other
several NOP messages to clear the line
and reestaplish the flow of messages,
Some of the messages on the sent
messages gueue may need te be
retransmitted,

UNASSIGNED

There are several messages types that
are not assigned any meaning currently,
these should be treated as NOPs, that
is i{gnored,

The next phase in the anhalysis 0f a Megsage
. from the network is to determine whether this

is a host to host command or a data message

assoclated with an open connection,

SUpgcse the current meggade hag a link
number in the range 2 through 71
jdentifying it as a data message
associated with an open connection,

The link nympber is used to find a
connection table entry and find the
buffer associated with this connection,
then checking the allocation and buffer
space avallable the data is coplied from
the message into the processs buffer,
Of course the proper checking is dene
to see that the connection is open,
etc, and the allocation values are
updated as appropriate possibly sending
an ALL command, If the process has
requested some notification when data
arrives then the apprepriate notice is
agiven,

If the link number is zer® then this is a
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host to host command, and contains one or
more commands, Some of the Commands are
trivial wnile cthers are quite complex and
require the mantenance of state
information in the conNnection table,

NOP
This ceommand is discarded,

RTS

This is a receiver to sender reqguest
for connection, The connection table
is searched for a matching entry
(due to @ CONNECT or LISTEN system
call), If a match i{s found the
connection is opened (sending an STR
if it has not been done earlier), If
the connection state was LISTENING
the matching STR is sent, otherwise
the connection state should be RFC
SENT, In either case the connection
state is set to OPEN,

If no match was found then the
information is added to the table,
creating a new entry, This i{s the
case of a pending call, The
connection state is set to RFC
RECEIVED,

STR

This is a gsender to receiver request
for connection, The connection table
is searched for a matching entry, If
a matching entry 1s foynd the
connection is opened (sending an RTS
if it has not been done earlier), If
the connection state is LISTENING
the matching RTS {s sent, otherwise
the state should be RFC SENT, In
either case the staté is set to
OPEN,

If no match was found then the
information is added to the table,
creating a new entry, This is the
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case of the pending call, The
connection state is set to RFC
RECEIVED,

CLSs '

This is @ command to Close the
connection, If the connection i{s in
the state CLS SENT, the matching CLS
has been sent and the connection
state set to CLOSED, Otherwise the
state is set to cLS RECEIVED,

1t thig is a send connection the
assoclated process is inforMed and
any unsent data is discarded, The
matching CLS is then sent and the
connection state set to CLOSED,

1£f thig is a receive connection
there may pe data received and
buffered which has not yet been read
by the associated process, Thus the
{nformation that the connection is
now closed must be flagged so that
the process can be informed as it
finishes reading the agccumylated
data, The matching CLS c¢an be sent
as soon as the NCP has flagged the
connection entry, The connectioen
state is also set to CLOSED,

At this point the state should be
CLOSED, the data buffers should be
empty, and the process aware that |
the connection is closed, thus the

connection taple entry can be

deleted,

ALL

This is an allocation of bPuffer
space for messages and bits that may
be sent on the associated
connection, The connection table
entry flelds for
their=allocations=yvalues is updated
by adding the Just received
gquantities to the values in the

28



Poste]

DRAFT

JBP 24~0CTe74 13148 24302
we NCP Survey == DRAFT == 24 OCT 74

table entry, If the connection state
was ALLOCATION WAIT it is changed to
OPEN, I1f there is data waiting to be
sent the data send subroutine is
called,

GVB

This ls the give back command, it
requires the retyrn (in a RET
command) of a portion of the current
allocation for the associated
connection, This is done by building
a RET command and asking the Qutput
scheduler Routine to send it, The
connection staté should chandge to
ALLOCATION WAIT if the allocation
values have been reduced to zero,

RET

This is the return command, in
angwer t¢ a give back command
associated with this connecticn, The
allocatien values are now
decremented by the amoynts indicated
in the return command,

INR

This is a command to interrupt the
process assccliated with the receive
connection indicated by this link
number,

InS
This is a command to interrupt the
process associated with the send
connection indicated by this link
number,

ECO

This command requires that an echo
reply command be sent, The ERP
command containing the received
parameter is constructed and turned
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over to the Dutput Schedyler
Roytine,

ERP

This is &8 response to an echo
command and the data received should
be exactly that which was sent,

ERR

This command indicates that the
sender of this command has detected
an error, This command and the date
and time are turned over to the
Error and Statistics Routine for
recording, The data portion ot the
command indicates which of the
messages and connections are
involyved since these connections may
have to be resynchronized,

RST

This is @ host to host reset

ceommand, This indicateg that the |
sending host has cleared all of its |
tables of information, i,e, all |
connection are dissolved, Thus, all
the tables of information relating |
to the sending host are cleared, and

a RRP command, The RRP is composed

and turned over to the Qutput

Scheduler Routine to be sent, Also

any user process that may be

effected are notified,

RRP

This is @ response to a reset
command previcusly sent,

Data Send Subroutine

This subroutine checks to see if there is
buffered data and allocation avallable,
and the state is OPEN, If so the
subroutine forms a message whose length is
the minimum of the data avallable, the
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| allocation available and the maximum

| allowed message size, This message is |

| turned over to the Dutput Scheduler

| Routine, The allocation values are
updated, and the state is set to RFNM

WAIT,
putput Scheduler Routine

!
|
|
|
As messages ready for transmission to the I
yarious remote hosts are turned over to the |
Qutput Scheduler Routine, they are queuyed and |
delivered one at a time to the IMP Qutput l
Routine, It may be appropriate to order the

queye according to some priority (e,g, host

to host commands f£irst), but this is |
optional, As the Messages are sent by the IMP

Output ROutine they should be placed on a

sent megsades gqueue, As RFNMs are received

the corresponding messages can pe deleted

from the sent messages queue, Other responses

(es9, INCOMPLETE) will cause a message on the

sent megsagdes gueue to be indicated for

retransmission,

. SYstem Cal)l Interpreter RouUtine

As a user process issues system calls the NCP
(eventually) must be invoked to service these
requests, Some calls will be control requests
(CONNECT, LISTEN, CLOSE, ,,,) While others
will be data requests (SEND, RECEIVE),

For the control reguests the NCP must check |
the status of table entries referenced in the j
cal] or create new entries, Some cajlls may

require composition and sending of NCP l
commandsg to other hosts, |

For the data flov reguests the NCP mugt check
tables and bugfers and move data grom systenm
buffers to user process buffers or vice versa
as the puffer space or data availability
permits, This may result in the NCP sending
te the other host either a data message or an
allocate command depending on the direction
of data £10w,
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The actions taken by the NCP to satisfy each
Of the system calls is now indicated,

LISTEN

The NCP searches the connection table
for a pending call which matches this
request, If a match is foynd the table
entry is completed with the information
supplied by this call) namely, the
process identification and the port
identification, A buffer should be
assigned and initia)lized, The state
should be RFC RECEIVED, a matching RFC
sheuld be sent and the connectien moved
to the OPEN state, The user process
should be notified of the now open
connection,

I¢ there is no matching pending call a
new table entry is created, £illing in
the values for local sdcKet, process,
and port identification, The state
should be set to LISTENING,

CONNECT

The connection table is searched for a
pending call, If a pending call is
found the state shoyld indicate RFC
RECEIVED, A matching RFC is sent and
the state updated to OPEN, A buffer
should be assigned and initilallzed, and
the remaining table entries filled in,
The user precess should be notifled of
the now open connection,

If no matching pending call was found a
new taple entry is created and filled
in with the supplied information, The
NCP sends an RFC and sets the table
entry state to RFC SENT,

SEND
The indicated data is copied from the
users buffer to the NCP buffer (being

concatenated t0 any data already there)
associated with this port, The buffer
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table entry associated with this port,
The state is checked and i{f it is OPEN
the allocation values are checked 1f
either is zero the state is set to
ALLOCATION WAIT, If there is space
allocated the data send sybroutine is
Called.

’ can be found from the the connection

RECEIVE

The NCP moves data from the NCP buffer
indicated in the connectlien table entry
agsociated with this port to the users
puffer up te the limit ot either the
amount specified or the amount
avallable, The amount of data actuyally
moved is indicated te the process, The
NCP also checks to see if this frees a
sufficient amouynt Oof buffer space to
send an allocate command, If s0 an ALL
is formatted and turned over to the
OQutput Scheduler Routine.

. CLOSE

The NCP will try to close this
connection as soon as it can be sure
the data flow has stopped, If this 1s a
send connection, the NCP will walt
until all the data issued by the user
in SEND system calls has been
transmitted to the remote host and a
RFNM returned from the last message,
This condition can be checked by
ascertaining that the NCPF buffer for
this connection is empty and the state
is OPEN (or even ALLOCATION WAIT), Once
this all=datastransmitted condition nas
been met the NCP can begin to0 close the
connection, The System Call Interpreter
Routine forms a CLS commé@nd &nd turns
it over to the Qutput Scheduler
Routine, The connection state is set to
CLS SENT, \

1¢£ this is a receive connection the
user process clearly does not want any
more data even i{f there 1s some it has
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not read, so any buffered data or any
that arrives following the CLOSE call
is discarded, and no nevw allocates are
sent, The NCP sends a CLS at once te
notify the sending NCP and process to
stop their transmission and to close
the connection, The connection state {5
set to CLS SENT,

INTERRUPT

For a send connection the NCP forms a
INS command, and for a receive :
connection the NCP forms a INR command)
the command is forwarded to the Output
Seheduler Routine,

STATUS

The NCP returns, in the INFO argument,
data from the connection table entry
associated with this port, This systenm
call has no effect on the state of
connections or buffers, and no
information is transmitted to the
network because of {t, ;

FError and Statistics Reutine

In case Of any error condition detected a
record should be added t0 a log file
indicating the date, time, leader, and other
cireumstances of the error (e,d, NCP control
message, portion of the content of the
message),

Errors in uUse of the host to host protocol
should also be reported back to the offending
host using the ERR command, Any ERR Commands
received should be logged,

Certain kinds of errors and errors that occur
with high frenquency should be reported to a
system operator via an oneline console,

The Connection Table

The entries ©f the connection table should
contain the feollowing filelds:
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| l1ink number

loca)l socket
foreiaon socCket

foreiagn nost

process identification

port identification

buffer address

state of connectioen

byte slize

allocation values

date and time

In summary, the functions of the NCP are restatedi to
previde to the uUser processes s form of interprogess
‘ CormUnication called connections, In carrying out this
function the NCP must {mplement mechanisms for error
control, flow contro)l (allocates), multiplexing
(seckets and links), and synchronigzation (interrupts),

4,0 Basis of Survey Comparisons

This sectioh deseribes the model NCP discussed in the
previous section as {f were an actyal inMplementation,
FOr purposes Of comparison the format is the same as
that used in the descriptiong of the surveyed systemls,

Model system
System

The operating system is a timesharing system
which provides for user process, a file system,
and interprocess communication, Each user
process has an independent (virtual) address
space, a set of general registers, a location
counter, and a set of open files, The system
provides system calls to open, read or write,
and close files, terminals Or connections,
Interprocess commuynications are supported by a
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‘ mechanics similar to the network connections,
There is also a pseudo interrupt facility such
that the system can cause the location counter
of a process to be set to the processes
interrupt address,

NCP

The nNetwOrk control progrem is implemented as
part O0f the operating system, though {t is
programmed in an way that woyld allow it tO be
run as & user program cexcept for the privileged
interaction with the IMP input and output
handler), The communication between the NCP and
the user processes uUses the existing
interprocess communication system calls,

Points of comparison
System Calls

The system calls Listen, Connect, Send,

Receiver Cl0Se, INterrupt, ang Status are

ayvajlable to uysers, These call are similar
’ to other input and output service call,

Retupn Characteristics

These system calls are nonblocking,
with the option of blocking until
completion,

Programming Languages

The network system calls are available to
programmers in every programming language
on the system,

RFC Queyeing Policy

Reguests for connection are gueued until
either the local process issues a Connect
system call or a timeout perjod elapses,
when a Connect system call is issued on a
loca)l socket all requests gueued on that
socket are refused execept the matching
request, Requests queued on a local socket
opened via a local Listen system call are
retained in the queue,

36

24302




JBP 24=0CT=74 13148
DRAFT == NCP Survey == DRAFT == 24 OCT 74

Timeout Policy

Queued RFCs are timed out atter ten
minutes, a missing CLS is timed out after
two miputes,

Connection States

The following states are usedi Not Active,
Listening, RFC Sent, RFC Received, Open,
Allocatien Wait, RFNM Wait, CLS Sent, CLS
Received, Closed,

Allocatjon Policy

The allocation policy is to carefuylly
control the flow Of data using the bit
count of the allocation to allow exactly
the puffer space reserved on a per
eonnection basis, In particular the
initial allocation is a large nNumber oOf
messages (100) and as many bits as
avallaple in the connection puffer, As the
data flows, the allocation values are
adjusted whenever the values fall to a
lower bound expressed as a fraction of the
initial allocation (e,q, two=thirds), When
the allocation is adjusted it is set to
the maximum values then avallable,

Interrupt Treatment

The network interrupt signals INS and INR
cause the user program associated with the
connection to begin executing at its
interrupt address,

Retransmission Policy

The incomplete transmission reply from the
IMP will cause the indicated message to be
retransmitted,

Error Treatment

A log file is kept of all uynysual
occurances, among the things entered into
this log are all ERR messages recelived,
all ERR messages sent, and any
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information about internal errors
detected,

Measurement and Status Informatjion

The NCP keeps running totals on the number
of times each host to host command is sent
or receiyved, on the number Of messages
sent and received of the number of bits
sent and received, and the nymber 0f each
type O0f IMP tO host and host to IMP
message received or sent, The NCP keeps an
acecoynting log in which i{s recorded the
information about each connegtion when the
connection is closed., The data recorded 1is
the yser name and accouynt number, the
foreign host, the number of messages and
bits sent and received, the elapsed time
and the time and day when the connection
was closed,

The NCP connection table is accesgsed by a
status d{splay program Wnich displays the
foreian host, the socket numpers, the link
number, the allocation values, and
connection state, for each connection,

operator Interaction

The cperator can close any Connection or
send a reset to any host, can stop,
eontinue, or reinitialize the NCP, The
operator is informed Of errors by the NCP,

Experimental Protocols

There is & provision to pass messages
which arrive on degignated links to other
programs, to provide for testing of
experimental protocols,

5.0 The Survey

TENEX

System

The TENEX system was designed and puilt by Belt,
Beranek, and Newman: Inc, (BBN) to operate on
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l the Diagital Equipment Corporation (DEC) PDP=10
computer, The BBN modifications include a
special instruction to implement system calls
(JSY8), and paging hardware to implement a
virtual memory but also to allow the physical
core memory tO be expanded beyond the 256
kilowords directly addressable by the 18 bit
instruction address field,

The TENEX system provides a uyser environment
which is empodied in a job, A Job can be made up
of several forks arranged in a tree structured
hierarehy, Each forK is a program in a virtual
machine and corresponds closely to the concept
of a process,

The TENEX £1ile naming conventions are organized
for consistent naming of all types of deVices
and files, Network sockets are one type of file
name and can be used anywhere a flle name
argument is called for, The file structure is
rather flat in that each usér has one directory
which contains all his files, though the file
names do consist of three parts « name,

. extension, and versien,

NCP

The TENEX NCp consists of fiyve modylest the
Interrupt service routine, the Message Packaging
Routine, the Control Routine, the File Systenm
Interface Routine, and The Server=Telnet
Routine, The bulk of the work is concentrated ipn
two routinest Message Packaging, and Controel,

The Message Packaging Routine not only formats
the data into host=IMP messages, it also deals
with the IMP=host protocol and RFNM waits, The
centrel routine takes care of flo¥W control on
open conneections, connection establishment and
termination, and connection table management,

Points of comparison with the general model
System Calls
The netwWork system calls are implemented

as regular file system calls, Within this
framevork the functions suggested in the
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general model are provided, In addition to
the suggested calls are callg to dump the
buffer (i.,e, transmit now), and to centrol
the maximuym allocation size, There is also
a call to cayse a palr of connections to
be treated as a terminal (TTY:),

Return Characteristics

The system calls are blocking, but
there are options for pseydo interrupts
and immediate return,

Programming Languages

Both LISPp and BCpPL have featyres for
network communication as well as assembly
language,

RFC Queueine Policy

All reguests for connection which 40 not
{mmediately match are gueued, The limit
for such gqueyed reguests is approximately
100 requests, Unmatched requests are timed
out,

Timeout Policy

con

All

Queued (unmatched) RFCs are rimed out
aftey two minutes, local Listenss are not
timed out, A Mmissing matching CLS is timed
out after two minutes, A Missing RFNM is
timed out after two minutes.

nection States

Fourteen connection states are used, The
three additional states are a finer level
of detall in the sequences of events for
opening and clesing connections, for
example there is a state for "CLS recelved
put walting for RFNM feor last data sent",

ocation Policy
The initial allocation issued for a

connection is twe full messages plus a
user specified pbyuffer, this usually totals
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’ approximately 24,000 bits, Thne initial
message count is two Messaces, The policy
is to maintain the allecation values as
close to these initial (maximum) values as
possinle,

Interrupt Treatment

The network interrupt signal causes a |
pseudo interrupt to the indlcated process, |

Ketransmission Poliey

The incomplete transmission response to a
message causes the NCP to retransmit the
message, There is no limit on the number
of times this may occur,

Error Treatment

An online log is made of detected program
errors, detected protocel errors, and ERR
commands received, No ERR commands are
sent, No statistical information is kept

‘ on errors,

Measurement and Statuys Informatjion

There are No provisiong €for measuyrenent in
the NCP, Status information is Mmaintained
by the NCP such that user programs can
obtain information on hosts up,
connectlions open, and states of
connectiens, There is a program called
Netstat that users can run to digplay this
information at their terminal,

gperatoy Interaction

The computer operator is informed online
about program and protocol errors
detected, The operator can suspend and
continue network service, and can
reinitialize the NCP, A systems programmer
can watcCh the activity on a Telnet
connection,

Experimental Protecols
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There is a provision for turning over
messages with link numMpers oytside the
ranges assigned to the host to host
protocel to another program, This allows
experimental protocols to be tested in
parallel with the host to host protocol,

Multics

Systéem

The multics (for multiplexed Information and
Computing Service) system was designed and puilt
at project MAC at the Massachusetts Institute of
Techneolody, The system is currently implemented
on the Heneywell 6180,

A major emphasis in the Multics system is on the
controjed sharina of information (prograpns and
data), The directory structure is quite general,
allowing a nierarchy of directories with each
level contajining the names Of segMents Or other
directories,

The tepm f£ile ig Nnot yged in ghe Myltics
gNvironment, ratper the term sggMent is
appropriate, A segment is a linear address space
which may econtain either a progranlm or data, The
set of segments Knownh to a process are all
directly accessible to (authorized) users, Each
segment is subject to an elaporate set of access
controls,

In addition to segment access ¢ontrols there are
protection rings whigh zre an extension of the
master/slave or supérvispor/Usér state concepts
in many systems, In the Multics system, programs
executing in one ring are protected from
programs executing in higher numbeéred rings,
except the programs running in higher numbereaq
rings are permitted to make calls to
prespecified entry points in the programs
executing in the lower numbered rings,

System calls are identical to calling any
program segment, Some processes, however, can
access more deeply inte the system Or are
privedgled to control system resources, The
method of interaction with the network is by
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means of speclal system calls, different from
those that handle other input output operatlions,

NCF

The Multics network control program is organized
in three components: the nNetwork Daemon, the
NCP, and the IMP DIM (for IMP Device Interface
Module), Taking these in reverse order, the
function of the IMP DIM is to manadge all the
grequent operations of the host to hoSt pretecol
(e,9, data messages and allocates) and the joWw
l1evel input and output operations with the IMP,
The NCP module performs the less freguent
operations (e,g, °pening connections) and
services the user program system calls, The
Network Daemon deals with administrative
functions, and responds to host to host control
commands,

The IMP DIM contains the code which manages the
leader porticn of IMP messages, issues lnput and
output instructions for the full duyplex
Asynchronous Bit Serial Interface (ABSI) which

. connects the IMP to a palr of H6180 IOM (input
output controller) commen peripheral channels,
The IMP DIM manages the assignment of link
numbers on messages to pe written, and it
asspociates link pumbers with spcket pumbers (apd
nence processes) on messages which are read, A
natyral extension of such ¢unctions, which was
also a practical necessity, is enfercing the
nost to host protocol f£low control discipline,
particylarly in processing the NCP ALL command,
In part because the IMP DIM operates at
interrupt time this role avoids the need to
wakeuyp the Network Daemon every time a small
recipient host is willing to allow a few More
characters to be transmitted,

The NCP interfaces with the IMP DIM on one hand
and with the USer pProcessesS on the Other, It
must manage the socket space of the host to host
protocol on behalf of any and all yser (and
system) processes which deal with the nétwork on
Multics and process the hulk of the NCP commands
(such as interrupt the process associated with a
given socket, reset all table entries assoclated
with a given host, etc,), The socket manadgement

43




Postel

JBP 24e0cT=74 13148 24302
DRAFT == NCP Survey == DRAFT =« 24 oCT 74

is pased on the notion of a socket being in a
particylar state, and when that state changes
the NCP directs @ wakeup to the process
ecntrelling the socket,

The Network Daemon is a process in the user ring
which processes the host to host control
commands, sometimes calling on the NCP to
complete the processing, The IMP DIM wakes up
the Network Daemon to process the control
commands in the same way it wakes uyp user
processes to process data messages,

Points of comparison with the genepal model

System Calls

Multics has twe additional system calls!?
activate and deactivate, A socket must be
activated pefore it can be used in any
other system call, in a sense the activate
call indicates to the NCP that the user
program is i{nterested in this local socket
and reserves it to the user process,
Deactivate then releases the local socket
and frees any associated resources, Also
the echo function is reserved to
privileged processes only,

The NCP primitives (the disCrete entry
points O¢ the NCP and severdl ¢ree
standing suybroutines) allow for precise
management Oof sockets, from activation
through establishing byte sizes and
sending or accepting host to host protocol
reaquests for connection to causing host to
host protoecol CLSs to he sent, The
subroutines previde for performing the
initial connection protocol or sending or
accepting reguests for connection, the
managing a process socket space, and
performing the 9«to=8 and B=tow? bit
conversions necessary to 9o to and from
Multics® internal representation of ASCII
from and to the networks repreésentation,

Return Characteristics

The system calls are nonblocking and a
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wakeup signal occurs when the requested
acrtion i{s completed, System call
routines alsc post status information
which can be inspected by the process,

Precaramming Languages

PL/1, Lisp, and BCPL have interfaces to
the NCP primitive functions, Fortran
programs can access the netwerk functioen
via special subroutineg, Assembly language
pregrams can invoke the network functions,

RFC Queyeing Poliey
Requests for Connection are not gueued,
Timeout Policy

The Multics NCP does not timeout an step
or state,

Connection States

Multi{cs uses & tew more connection states
than the example description, but these
additional states primari{ly make explicit
the fine structure cf events during
connection establishment and termination,
For example there is & "cls=read" state to
indicate the connection i{s closed on the
foreign side but that the 1l0g¢cal process is
still reading byffered data, Two Other
states are the "active! state
corresponding to socket selected by an
"activate call, but not used as yet) and
the "proken" state, The broKen state
indicates that this socket Nas been
involved with some ancmaly occuring within
the Multics network software, any previous
connection state has been deéstroyed,

Allocation Policy

Multics issues large allocation guantities
relying on a larce input buffer used in a
pooled fashion, The total input buffer
space is a segment set to allow 225 full
sized (8000 bit) messages, The initial
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allocation for each receive connection is
25 messages and 65000 pits, The allocation
is updated only when one of the valuyes
falls to an established lower bouynd, and
then it is raised to the upper bound,

The IMP DIM’s buffering strategy on input
is such that Multies permits guite large
allocations (in the NCp sense), by means
of placing input on receipt from the read
channel of the ARSI as rapidly as possible
into pageable buffers managed by the IMP
DIM code which runs at "call time" in the
user’s process, (The actuval servicing of
the ABSI intertUptS 18. ot Course,
performed at "interrupt time" and involves
wired down buffers,) The buffering
strategy for writing also involves a
mixture of pageable and wired buffers,
although at the present time the wired
buffer strategy does not utilize maximum
IMP messagewsize buffers as does the read
side,

interrupt Treatment

An incoming interrupt signal (INS or INR)
is first read by the IMP DIM which passes
it to the Network Daemon process, The
Network Daemon calls in the NCP to process
the command, The NCP determines the
releyvant process and sends 1t an
"interprocess signal" ¢ips), This is
pasically a PL/1 on condition which is
raised, the particular condition being
nquiT",

Retransmission Policy

on incemplete transmission Multlics
attempts to retransmit the unfortunate
message up to three times,

Error Treatment

Multics does not send ERR commands when {t
detects protoco)l viclations, Any ERR
commands received are merely counted,
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| Measurement and Status Information

Few measyrement features are included in
the network software beyond the meters 1in
the pasic Multics software,

The operator and procegses Can access a
data pase which indicates which hosts are
currently communicating, a user can
determine the status of his own
connections,

Operator Interaction

The NCP reports online about program
reinitializations, IMP going down messages
and IMP crashes, The system operator can
force a Telnet user connections closed,
suspend and continue, or reinitialize the
NCP operation,

Experimental Protocols

Multics does allow fOr experimental

. protocels by alleoewing for messages with a
given link nuymber in the leader to be
diverted to ancther protocecl process,

IBM 360778 MVYT
System

The University of Californlia, Santa Barbara
Computer Center operates an IBM 360/75 with the
MVT operating system, This system is primarily
pbatch oriented, however at Santa Barbara it
supports the CullersFried On Line Mathematical
Systen,

NCP

The network control program was degigned with
several obyectives, First and most predominant
was to keep the software independent of and
entirely sepatate from the operating system,
Second was to make the services of the NCP
available to any task in the system, Implicit in
this requirement is the need for socme sort of
interprocess communication mechanism, Although
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. such a facility exists in most multiprogrammed
systerms, it is consplcuously absent from 0S8 MVT)
thus the NCP must itself proyide whatever
portion of such a mechanism it requires to
communicate with tasks that use its services,
Third, the NCP must provide a means for
sUbordinating network activity in the host to
the operational reguirements of a
multiprogrammed systeéms, This means that the
operations staff must be able to Control the
NCP*'s activity, and obtain status {nformation
from the NCP, Finally the NCp must provide a
record of its activity for debugging and tuning |
the NCP and for statistical information on '
network use <white2>,

The NCP is inserted into the system as a normal
job, Once in execution the NCP assuymes control
of selected portions of the operating system,
All modifications made to the system by the NCP
are made dynamically and are transparent to the
operating system, The NCP terminates execution
only at the operators request, and as it does
s0, it extracts itself from the system, undoing
the modifications it made at initiation, The NCP

‘ employs the operating system
specifyetagkeabnormaleexit macro instruction to
assure the extraction process is performed even
if the NCP terminates abnormally,

THE NCP operates in supervisor state and with a
protactjon keY of Zero, Obtaining this status (s
part of the init{alization process and is
accemplished with the aid of an installation
provided sypervisor call,

Tasks in the system communicate with the NCP by
means of @ SupPervisor call (SvC), So that the
NCP can detect the issuance of its SVC the NCP
instates itself as the systems SVC first level
interrupt handler (FLIH), IN this capacity the
NCP examines every SVC interrupt which Occurs,
intercepting and processing the ohe Of interest
t0 the NCP, while allowing all other SVCs t©
proceed to0 the systems FLIH where they are
processed normally, The NCPs presence is an
overhead of ten instructions per SVC,

The NCP assuymes the IMP to be attached to the
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360 as two devices, one input and one output, In
transfering data to or from the IMP the NCP
bypasses the conventional execute channel
program facility of the operating system Instead
it executes directly the 1/0 machine
instructions, So that the NCP can process the
1/0 interrupts which occur, the NCP instates
itself as the systems I/0 FLIH, IN this capacity
the NCP examines every I/0 interrupt whieh
oceurs, intercepting and processing those
generated by the IMP interface devices, while
allowing the Other interrupts tO proceed to the
systems FLIH and by processed normally, The NCPs
presence is an overhead of ten instructions per
1/0 interrupt,

Poings of coMparison with the general model
System Calls

In addition to the normal system calls
there 1s a call to perform the host name
to host number maprind, and a cajyl to find
out the status of a host, The echo

‘ function is not availaple as a system
call,

Return Characteristics
The system calls are nonblocking and
use a4 wakeup type return, Theé mechanism
is called Wait and Post,
Programming Languages
There are proyisions for network system
calls {n PL/!1, Fortran, and of course
assembly language,
RFC Queveing Policy

Reguests are gueyed up to ten fOr each
local sOcket, then succeding reguests are
refused,

Timeout Policy

There are no timeout periods for reqguest
for econnection either locally or remotely

49




JBP 24=0CT=74 13148
Pastel == DRAFT e= NCP Survey == DRAFT == 24 OCT 74

. initjated, An echo reply is timed out
after 4 minutes, and a matching close is
timed out after 15 seconds,

Connectjon States

The only additional state is called "I/0
pendina",

Allecation Policy

The NCP reserves a 2048 bit buffer for
each open connection and allocates
strietly according to the space avallab)e
in that buffer plus any addition al space
set by the uyser program, The message
allocation is set very large (65,000) and
therefore is not a factor in controling
message flow, A give back command might be
sent if the user issues a recelve system
call with the length allowed to he
variable and a large maximum length, Such
a call would allocate some byffer space in
the ysers address space, If the call was
satigfied with less than the maximum
. length the left over space i{n the users
address space buffer would be deallocated
by means of a give pack command,

Interrupt Treatment

When a network i{nterrupt command is
received a note {s made, and the return
values Of the next user send or receive
system call will carry this note, Thus the
network interrupt will not be effective if
the yser process is stuck in a computatioen
loop,

Retransmigsion Poliey
No retransmission is attempted,

Error Treatment
While received error commands are logged,
no error commands are sent when a protocol

error is detected, NOo statistics on errors
are kept,
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Measurement and Status Information

The computer operator can find out which
nosts are currently communicating, and see
the connections currently open, BOoth the
users and the cperator can determine the
states of active connections, but neither
ean f£ind oyt the allocation values, though
they can determine the nNnumber ©f bytes
pending inpuyt or output,

There are two host status tables, the
first is maintained by the NCP by sending
ECHO commands to each host once evVeryY four
minutes, the second table (network
accessible on socket 15) is maintained by
attempting a connection to the
server=-Telnet socket of each host onec
every 15 minutes,

Operator Interaction

The NCP reports to the gperator changes in
the tMP status, The operator may close all
connectiens, or send a reset to a specific
gite, as well as suspend and continue eor
renitialize the NCP operation,

Experimental Protocols

There is no provision for eXperimental
protocols,

IBM 360/91 MVT

system

The University of California, Los Angeles,
Campus Computing Network (CCN) operates an IBM
360/91 computer using the 0S/MVT operating
system This is primarilly a batch oriented
system, Hovever, at CCN there are several
igteractive subsystems, Among these are URSA and
T80,

URSA is a locally developed interactive systenm
using display terminals whicn allOws users to

compose program and data data sets (flles) and
to submit data sets to run as jobs in the bateh
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. job stream, The URSA system provides users (and
the computer operator) extengive Job and system
menitoring capabilities,

TS0 is the IBM provided Time Sharing Option for
its 0S/MVT systems, This provides the facilities
generally found in an interactive timesharing
system,

CCN has developed a general purpose and powerful
interprocess communication facility called the
Exchange <Braden>, This facility is used to
implement the network software,

NCP

The network related software is organized into
three catagories: the NCP, the protocol
routines, and the user level programs, The user
level program interact with the protocol
routines via the Exchange facility, The protocol
routines optain services from the NCP by Making
subroutine calls on the NCP,

' The NCP is organized into three sectionst the
IMP {nput and output section, the NCP section,
and the lLogger section, The logger sectien
performs the Initial Connection Protocol (ICP),

There are protocol routines for several function
oriented protocols, for example User=Telnet,
SeyrvereTelnet, File Transfer, and Remote Job
Service,

Points of comparison with the general mode]l
System Calls

The user program makes reguest via the
Exchange facility to protocol routines,
These reguests are generallyY in terms of
higher level things than the system calls
suggested in the general meodel, For
example the user level reqguests are for
such things as "epen a Telnet connection
pair", or "send this line of EBCDIC
characters”", The protocol routine to which
such a request is addressed of course has
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the facilities to deal with the NCP in the
terms of the suggested calls,

Return Characteristics

The Exchange provides options for
either blocking or nonblocking
behavior, and for a wakeup or interrupt
tvpe of return,

Programming Languades

Only assembly language currently allows
convenient access to the network (through
the Exchange macro), but werk is being
done to make network access from PL/1 and
Fertran possible,

RFC Queyeing Poliecy

Reguests for connection are refused at
once unless the local socket matches an
active instance of a protoco) routine, or
the reguest (s for an ICP soocket,
Requests to open sockets are refused,
except for reguests to open ICP sockets,
which are gueued,

Timeout Policy

Reguests by local processes (protocol
routines) are not timed out by the NCP, A
queued RFC from a remote host 1is timed out
aftey one minute, A missing matching CLS
is timed out after one minute, A Missing
RRP or ERP 1s timed out after 30 seconds,
The initial connection protocol is timed
out {£ the 32 bit number is nect sent or
received within one minute, 0f course the
protecel routines can time out any
operation they reguest,

Connection States
The sucgested connection states are used
with a sliaonht elaboration in the

connection establishment and termination
phases,
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. Allocation Policy

The allocation ig handled py the protocol
routines, which may each have a different
strategy, Generally the existing protocol
routines follow strict dedicated space
polieles using cireular pbuffers,

Interrupt Treatment

The NCp notifies the appropriate protocol
routine on a network interrupt, The
protocol routine can notify the user level
process via the Exchange,

Retransmission Policgy

1f{ an i{ncomplete transmission response is
recejved the NCp attempts retransmission
up to five times,

Error Treatment

when a protocol error {s detected the NCP
composes an ERR message and sends it to

. the other host, An online report is made
of both the ERR messadges sent and the ERR
messages received, Any errors detected in
the operation O0f the NCP are reported
online,

Meagurement and Status Ingopmation

There are some facilities for measuring
network usage in an accountling sense, but
no facilities in the NCP to measure
particular protocol functions, The things
that can be messured are! per connectlion
the number of kits and messages, the user
identification, the protocol routine used,
the time of day and the elapsed time the
eonnection was open, There ig status
information on hosts currently
communicating, and connections currently
open,

Cpérator Interaction

The operator is informed online about
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error conditions and prograin or network
erashess The Operator is informed if a
message is received from a host net in the
host table, The operator may force a
Telnet connection pair closed, may
reinitialize the NCP, or may stop and
remove the NCP from the system, It may be
possible for the operator or a systems
programmer to spy or advise on a
connection but this depends on the
proetocol routine peing used,

Experimental Protocols

While at the time of the survey there were
no experimental protoCols facilities, such
facilities would pe eagy to add as a new
protocol routine,

IBV 370/158 pS/MVT
System

The RAND Corporation operates an IBmM 370/1858

‘ eCmputer, The Operating system at the time Of
this survey was the OS/MVT system with HASP,
there were plans to change to the VS2 Release 2
system, In any case the information in this
report is on the NCP implementation with the
NDS/MVT system,

NCP

The network control program is the progranm
written at UCSB, The network is interfaced in a
way that allows all programs running under
0S/MVT to access and be accegsed by the network,

The system at RAND is much the same as at UCSB,
Thele are some differences from the UCSB
situation at the next level of software,
however, At RAND there is sustantial use of the
Wylber and Milten software packages to provide
interactive computer services to local users,
The NCP communicates with Milten via the
operating system to provide network access to
this interactive facility, There is also a
Network Access Program (NAP) through which local
ysers can access the network,
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points of ecomparison with the general model

System Calls

Same as

UCsB,

Return Characteristics

Same as UCSB,

Programming Languages

Assembly language,

RFC Queyeing Policy

Same as

UCSB,

Tireout Policy

Same as
Connection
same as
Allocation

Same as

ucss,
States
UCSB,
Policy

UCSB,

Interrupt Treatment

Same as

UCSB,

Retransmission Poliey

Same as

ucsa,

Error Treatment

Same as

UCSB,

24302

Measurement and Status Information

The status information available is
basically the same as that as the UCSB
implementation, however the status

information is not available on socket 15
nor {s the ICP polling done,
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Qperator Interaction

| Same as UCSB, except that the Operator can
spy on a connection,

Experimental Protocols |
Same as UCSB,

IBM 370/145 VM
Systenm

The Systemg Development Corporation has two
computers connected to the ARPANET, an IBM
3707158 and an IBM 370/145, The mode)] 158 uses
the same seoftware as the RAND Corporation
ecomputer so this section will discyss the model
145 only, The operating system being used ‘
virtial Machine or VM system, which 1§ much 1like
the CF system used on the IBM 360/67,

NCP

. The NCp for the 145 at SDC, although still 4n
design at tne time this {nformation was

obtained, is Presented to the extent that the
design existss, The general idea is to use as
muech Of the UCSB NCP as possible and thereby to
reduce the work reguired to get the 145 on the
network, The approach is to dedicate a virtual
maechine to the NCP and have that virtual Machine
own the IMp, Other virtual machines will
commynicate with the NCP by assoclating thelr
(virtual) card readers and line printers with
the NCP virtual maechiners line printer and card
reader, This design is similar to the design
used at Lincoln Laboratories for a 360/67 CP/CMS
system <Winett>,

Points of comparison with the generagl model
System Calls

The system call interface will be
different than the general model duye to
the communications between the users
virtyal machnine and the NCP yirtual
machine being an association between oOne
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machine’s virtual card reader and the
other machine’s virtual line printer,
Further the intention is to allow the user
to control only Initial Connection
Protocol connection pairs of sockets (i,e,
Telnet data streams),

Return Characteristics
The calls can be constructed to be
e{ther blocking or nonblocking and
pseude {nterrupt returns are possible,
Programming Languages
Since the calls are communicated as data
toe (virtual) line printers and from
(virtyaly card readers, any language that
has provision for {nput and cutput to such
devices can be ysed to communicate with
the NCP.
RFC Quepyeing Policy
Same as UCSSB,
Timeout Pelicy
Same as UCSB,
Connection States
same as UCSB,
Allecation Poliey

Rasically the same as UCSB, but there may
pe some adjustment of the buffer sizes,

Interrupt Treatment
The treatment of the interrupt is not
defined at this time, and may be more
difffcult that in other systems due to the
virtual machine structure,

Retransmission Policy

Ssame as UCSB,
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Error Treatment
Same as UCSB,

Measurement and Status Information
Same as UCSB,

Operator Interaction

The ecommunication between the computer
operator and the NCP has not been
designed, It is planned to pbe similar the
the UCSB impleémentation,

Experimental Protocols
Same as UCSB,
Burroughs 6700 MCP
System

The University of California, San piego Computer

. Center operates a Burroughs 6700 computer
system, The opPerating system is the Burroughs
supplied Master Ccontreol Program (MCP), The
system is a dual processor system,

The Burroughs Mmachine provides hardware
segmentation mechanism, The operating system ig
written in a version of A1901.,

The system supports both batech and interactive
modes of processing, and many users find it
convenient te mix these modes, The interactive
eXecutive program is called CANDE (for Command
and Edit).

NCP

The network software is principally contained in
a program called the Network Message Control
System (NETMCS),

The flow of data fror and to the network is as
followsy messages frem the IyP first are read by
a Miecro 820 minicomputer whicgh is the IMP=host
special interface, the data is reformatted and
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passed to the DCP, the DCP then passes the data
to the NETMCS program where it is examined and
acted on, If the data were to be intended for a
service program (e,9, CANDE) the data would be

reformatted and passed pack to the DCP whiegh
would then route it to the service program, In
the oposite direction the path is exactly
reversed,

Points of comparison with the general model |
System Calls

There is a system call to perform the
Initial Connection Protocol, There are
system calls to estagplish a character code
to be ysed, There {5 a system call to set
the mode of interaction to character at a
time or l1ine at a time, There are a pafir
of calls for sending and receiving data,
Basically the calls are set uyp to provide
a higner level interface than that
described in the model, Here the user is
presented with a mechanism where the
elments are the ICP established Telnet
connection pairs,

Return Characteristics

The system calls may be either blocking
or non klecking and may ¥wakeup or
interrupt the process on completion,
The interrupt return feature is not
normally used however, The primary
mechanism for process to process or
processwsystem communjication {s placing
messages on a queue and reading
messages frem a queye,

Programming Languages
The programmers best interface to network
functions {s in the Algol language, but
the network functions can also be accessed
from Fortran, Cobol, Basic, and PL/1,

RFC Queuyeing Policy

All foreign RFCs are queyed and {f not
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referenced by a local process in three
minutes are angswered by a CLS, RFCs for
local soeckets in the range 0 through 255
are gueued forever,

Timeout Policy

Requests for connection are refused after
three minutes, except reguests to sockets
which are Listened to,

Connection States

The states RFNM WAIT and ALLOCATION WAIT
are not uysed because these conditions are
{mplemented uysing the event mechanism,
There is a state for "socket Owned by
process but not {n yse',

Allocation Policy

The allocation policy is essentially to
allocate an infinite space and Message
count, In the past the largest values that
’ would £4t in the allocate command fields
were used, but recently this has been
changed to 10 messages and 32,000 pits dye
to problems with some hosts which
seemingly were not able to deal correctly
with the large values, The system would
send a give back command i1f too much data
were to be gueyed, The space for this
puffering is drawn from a pool of buffers
commemly shared by several of the system
modules, these buffers may be backed off
to the disk if they become large, This
would be done by the buffer management
medule without the awareness of the NCP,

Interrupt Treatment
The network interrupt signal is ignored,
Retransmission Policy
There is no retrangmission Of messages by
the NCP, If an incomplete transmission

response is received it is acted on as if
{t were a RFNM, except that an error
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. indication is displayed to the computer
eperator,

Error Treatment

When a protocol error {s detected both a
109 entry is made and a ERR message {sS
sent to the other NCP, When an ERR command
is received it i{s both logged and reported
online to the operator,

Measurement and Status Information

There is available t0 processes a data
base which shows the host currently
commynicating and the connections
currently open, There are no special
facilities in the NCP for measuring the
network performance, however, programs
which use the network are charged on a per
packKet basis,

gperator Interaction

‘ The computer operator may force a
connection (Telnet palr actualy) closed,
or the operator may spy on the traffic

flowing on a connection, The operator can
stop, start ,and reinitializZe the NCP, The
NCP will report online apout some types of
errors detected,

Experimental Protocols

There is no provision for experimental
protecols,

TIF
System

The Terminal Interface Message Frocessor (TIP)
is 8 special case Of a host computer in the
ARPANET, The TIP {s an extensicn of an IMP to
perform the hOst to host and Telnet protocols
fOr a gset of up to 63 terminals, This is done {n
the Honeywell 316 computer with a total of 28
Kiloyords of core memory, 16 kilowords for the
IMP and 12 kKilowords for the TIP,
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NCP
points of comparisen with the general model
System Calls

Becayse of the specialization of the TIP
to the Usere~Telnet function it is not
clear that this i{s a relevant gquestion,
The human yser has commands avallable
which are reflected by program actions to
listen (RFH, RF8), connect (STH, STS§,
ICP), send and receive ({mplicit), close
(C), and interrupt (SS), In addition the
reset hOost to host command can he sent,

Return Characteristics

The internal mechanism for
communication between proagram moduyles
ls to set a flag and give up.

Programming Languages

The only programming languadQe used in the
TIP is an assembly languade,

RFC Queuveing Policy
No queueing of RFCs is done by the TIP,
Timeout Policy

Local requests for connection are timed
out after 45 seconds, A matching CLS is
timed out after 45 seconds, A RFNM is
timed out after 30 secConds,

Connection States

The TIP uyses @ eight state description of
a connectiont 0) try to open, 1) RFC sent,
2) RFC received == try teo reply, 3) solid
connection, 4) try to close, 5) CLS sent,
6) CLS received == try to reply, 7) no |
connection, The information about
allocation wait and RFNM walt is managed
with flags,
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Allocation pPolicy

The TIP follows a strict policy of
allocating exactly the space availabple in
per terminal dedicated buffers, The
{nitial allocation is one meéssage and the
buffer size number of bits,

The total buffer space is 4000 words of 16
bits each, For each terminal there is one
pUffer for data from the terminal to the
IMP and two equa) sized buffers for data
from the IMP to the terminal, These
buffers can be tailored t© the set Of
terminals specifically for each TIP,

Interrupt Treatment

The interrupt does not serve any great
purpese in this special environment since
the only "process" to be interrupted is
the human user, However the TIP does
process the INS command,

Retransmission Poliey

The TIP does retpansmit a megsade if it
receives an incomplete transmission
response from the IMP, The TIP will
attempt retransmission indefinitely,

Error Treatment

The TIP neither keeps a log of ERR
messages received or sSends ERR messages
when {t detects protocol errors, However
some protocol vielations and program traps
cayse information to be sent tO the
Network control Center (NCC), INh these
cases the TIP program keeps going
generally by faking the missing event or
ignoring the extra event,

Meagurement and Status Information
There is no provision for measureMent or
status information in the TIp itself, The

NCC and the Tenex supported RSEXEC program
howeyer do provide status information,
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Operator Interaction |

| The provision for operator interaction is

| via a debugging program resjident in the

| IMP, This program can be accessed either
from a dedicated local teletype or from
the NCC via the networx, This allows the
operators at the NCC to examine and change
any memory cell i{n the TIP, This i{s then a
quite powerful tool, and allows the NCC
operator to close a connection, force an
allocate, examine the data byffers, and
many other funections,

The operatOrs at the NCC canh suspend and
continue operation of the TIP, Or theY can
rause the program to be reloaded over the
network from the NCC,

Experimental Protocols

There is no prevision for eXxperimental
protocols in the TIP,

‘ ANTS

System

The ARPA network Terminal System (ANTS) was
conceived at the Universi{ty of Illinecis Céenter
for Advapced Cpopputation as a flexible meapns to
interface a wide range of interactive terminals
and perpherial devices to the ARPA Netwerk, The
system has been constructed with this geal in
mind, and commynication between program modyles
receives carefyl attention thryout the systenm
design,

This is a small system and it is net designed to
permit users to run programs on it, put rather

t0 enable users t0 reach larger computers in the
ARPANET, |

The system is implemented on a pigital Equipment |
corporation PDP 11/50, but it is designed to ruyn |
on a range of the PDP 11 serles, There are

several instances of the system running on the

11745,
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The version of the system surveyed i{s the ANTS
MARK II system, a redesioned and reimplemented
system based on the "guick and dirty" ANTS MARK
Is

NCP

The NCP is the central part of this system, the
systell {s tailored tO the Needs O0f the host t©
host protoeol, commynication petweeh program
modules {s by means 0f data paths which use a
flow control Mechanism very similar to the host
toc host protocol,

Points of coMparison with the genepal model
System Calls

All of the sudQested system calls are
avallable to programs which call on the
NCP,

peturn Characteristics

The system call is a form of
interprocess communication which can be
best thought of as message and reply,
The call (message) {s either blocking
or nonblocking at the callers request,
The reply will wakeyp a blocked
process,

Programming Languages
The system programming language is
PEESPOL, an ALGOL like language, The
programs which call on the NCP are alse
written {n PEESPOL,

RFC Queuyeing Policy
Reguests for connection are queued if the
socket 1s assigned, otherwise the request
is refused, The only limit to queuing of
requests is the lack of memory space,

Timeout Policy

There are no timeouts,
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Cennection States

‘ The sucgested states are used with the

addition of several states in the clese

sequence for conditions such as "CLS

received byt data to be read by local |
process", AlsO the states RFNM WAIT and

ALLOCATION WAIT are represented by a

separate bit and the allocation value |
entries respectively, |

Allocation Policy

The message allcocation is set to either

100 messages and kept near that value or '
set to the largest value, in either case

the message allocation plays no important |
role in flow control, The bit allocatien |
is an exact transform of -the data path |
allocation set up between the NCP and the |
calling progranm, |

Interrupt Treatment

|
‘ There is no pseudo interrupt feature in |
the system communication scheme, i

Retrangmission Policy

The NCP does retransmit a message when the
IMP responds with either an incomplete
trangmission or a data error, The same
message will be retrangmitted a ynlimited
numpber ©Of times,

Error Treatment

When protocol errors are detected ERR
messages are sent, and both ERR messages
sent and recelived are logged on the
operators console,

Measurement and Status Information

The NCp does maintain a table of "hosts

up" on the pasis of recent communicatioen

and resets, It is also pessiple for the

operator to determine which connections '
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are open, No measurement facilities are
provided,

UperatCyr INteraction

The operator is informed 0f every Telnet
connection pair established, There are no
current provisions for operator
intervention with the operation of the
NCP,

Experimental protocols

There is a simple way to route Messages to
and from program modules that are using
experimental protocols,

DEC PDP10 Menltop
System

The Center for Computer=based Behavioral Studles
(CCBS) at the Unjversity of California, Los
Angeles operates a DEC PDP=go Computer with a
modified version of a8 DEC supplied operating
system, The system is configured with a PDPwe15
processor to act as a terminal concentrator The
PDP«10 and the PDP»15 communjicate yvia shared
memory,

NCP
The Network control program is implemented in
the PDP=15, The PDP=15 supports lOcal user
access to the network with a Usere.Telnet
program, as well as allowing remote users to

access the FDPw10 via Server=Telnet, Or
Server=FTP,

Points of ecomparison with the general model
Svstem Calls
At the time of the survey there wWas no
meansg for user written prodgrams to access
the network,

Preogramming pLanguages
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No progeramming lanquages have provisions
for ealling on network functions, The NCP
itself is written in assembly language,

RFC Queyeing Policy
ynmatched RFCs are not agueued,
Timeouyt Policy

The listen of the Server=Telnet "process"
is never timed out, Reaguests for
connectlien from other nosts that do not
match local requests are refysed at once,
A missing matching CLS is timed out after
30 seconds, as is a missing matching ERP,

Connection Stateg

The connections states are the same as
those in the general model, except that
the closed state {s not explicitly
represented since at that stage the table
entry can be deleted, The allocation wait

. state {5 not explicity a state since this
information i{s checked by consulting the
allecation value,

Allocation Policy

The allocation policy is to allocate the
largest possible values with the
expectation that data will be processed
faster than {t can pe sent, Additional
allocate messages are sent when the
message value falls to 16 megsages, then
the allocation is incremented to 100
messages and the maximuym possible number
of bits,

Interrupt Treatment

For Telnet connections (the only type
presently supported) all data is forwarded
to the PpP=10 as i1f it were from a local
terminal, The PDP=~10 ejither processes the
data or discards it i{f there is puffer
overfiow, but ajy "important" Characters
(e,g, control c) are examined and are
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. effective, In this situyation the
processing O0f the network interrupt signal
is irrelevant,

Retransmission Policy
Ne retransmission of Messages occurs,

Error Treatment

When a protocol error is detected an ERR
command is sent, When an ERR command is
recejived it is ignored, As a debudging
tool two circular buffers (one for Input
one for output) are kept of the most
recent network traffic,

Measurement and Status Information

There is thus far no measurement of the
NCP performance, The status data {s
limited to the currently conpected cand
logged iny Telnet users, but there is
consideration being given expanding this
. to haye statuys data on the cyrrent
connection state and allocation values,

Qperator Interaction

The operator ls informed O0f most NCP
program fajilures, and of network faillures,
The operator can reinitialize the NCP, and
can remoye the NCP from the gystem, The
operator can inspect the running NCP using
a DDT debuging program in the PDP=i5,

Experimental Proteocols

there 15 no provision for experimental
protocels,

BKY
System
The Lawrence Berkeley Laboratories operate a
syster composed of three principal processor and

severa) peripheral processors, The major
machines in the complex are Contro)l Data
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Corporation products, There is a CpC 6400, a CDC
6600, and a CDC 7600, These machines are

| interconnected with 12 megabit per second

| channels and share a commom 4isk file, There ls
a front end computer connected to pboth the 6400
and 6600 for supporting access by interactive
ysers, The front end can handle yp to 128 lines
at up to 9600 bits per second, Also connected to
the 6600 is an IBM photostore of 10712 bits
capacity,

the operating system for this complex is
necessarily distributed, put the magjor pertioen
is on the 6600, The system actually executes in
the set of perpheral processors on the 6600 with
tables and data {n the 6600 memory,

NCP

The NCp as part of the operating system executes
in a perpheral processor of the 6600, The NCP
has table and data space in the 6600 memory,

Points of comparison yith the general model

. System Calls

The yser programs have available systenm
calls for all the suggested functions
except echo and status, in addition there
are calls for assigning and releasing a
socket, for determining a unique socket
number,

Return Characteristics
The system calls are nonblecking and
wakeup the program when completed, A
progdram can determine the outcome of a
system call by examining information
posted in the uysers space,
Programming Languages

programs written {n Fortran can access the
network through special subroutine calls,

RFC Queuyeing Policy
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All reguests to assighed sockets are
queued,

Timeout Policy

An unmatched reqguest for connection will
be timed out in 4 minutes, An unmatched
eche or reset or close will pe timed out
in 2 minutes,

Connection States

The states used are the same as those in
the general model (a few have different
namegs) with a few elaborations in the
close sequence, The states for ALLOCATION
WAIT and RFNM WAIT are neot used as
distinct states, but separate bit flags
are ysed for these conditions,

Allocation Feolicy

The allocation policy is to allocate
exacely the avajlable portion of a
circular byffer in the users address space
on a per connection basis, The initial
size 0f this buffer and hence the
allocation is chosen by the yser, The
message count part of the allocation is
Kept positive by the NCP,

Interrupt Treatment

The NCP increments an interrupt counter in
the ysers argument and result area upon
receipt of a hest to host interrupt
signal, This is effective in the case ot
server=Telnet since the prodram receives a
wakeyp from the gystem every half second
and when the INS is received to check for
sueh conditions,

Retransmission Policy
The NCP retries the transmission of a
message up to 5 times if the imcomplete
transmission response (s received,

Error Treatment
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The NCP does not send error messages, but
it does log a wide variety of events
inclyding detected errors and ERR messages
received,

Measurement and Status Information

The log (called the NCp dayfile) recelives

information on each connection as it 1is

terminated including usage statistics, As

the NCP was just coempleted at the time of

this survey no measurements have peen

done, There is quite a pit of information |
that could be extracted from the log I
(dayfiley to provide measurements of |
various aspects of the NCP performance and |
usage, but this nhas not been done,

Cperator Interaction

The operator can examine the 109 (dayfile)
and can econtrol the execution of the NCP
(start or stop, reinitjalize or remove),
the operator can als® kill the job

‘ associated with a particular Telnet
connection pair, or examine the eore of
any job (including the NCP).

Experimental Protocols

The NCP does not now have any special
provisions for experimental protocols,

6,0 Physical Characterisgtics
TENEX
programming and Maintenance Costs
The NCP wag Written bY two top sYstems
programmers working together gor two montns gor |
a total of 16 maneweeks, including the time

spent debugging, The machine time used is
estimated to be about 40 connecte=time hours, |

Program maintenance is estimaged to be about
three manedays per month,

Frogram Size
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code size

The program is about 4K 36 bit words or
144,000 pits, This inecludes a porticn of the
Server=Telnet function,

table size

The space set aside for tables is 1512 words
cf 36 pits or 54,432 bits,

puffer size

The total buffer sSpace reserved to the NCP {s
4K words of 36 bits or 144,000 bits,

tota)l sjize

The total 0f the above figures is 9,5K words
0f¢ 36 pits or 342,432 pits,

Performance Measurements

A measuyrement of the transmission and CPFU
bandwidth was made on an uynloaded TENEX system
in November 1972, the TENEX system has been
improved since that time especially by reducing
the input and output system overhead,

Data was gent froMm a user program through the
NCP to the IMP and then pacK the reverse path to
the same user predrap, Whep sepding shert blocCKs
(50 to 200 bytes) of 8 pit bytes a throughput of
20 to 30 kilobits per second (KBS) was achieved,
sending large blocks (400 to B0O bytes) of 36
bit bytes a throughput of 60 KBS Was achleved
<Murray>,

Myltics

Programming and Maintenance Costs

The programming and debugging effort required
two maneyears, The program was operational for
most of the development period yet not complete,
The continuing maintenance requires about 2
méne=days per month,

Program Size
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code size

The program gize is 22K 36 bit words or
792,000 pits,

table size

The tables are included in the preceeding
pregram size,

buffer size

The puffer space is 3k 36 pit werds or
110,592 pits,

total size

The total size 1s then 25K 36 bit words or
902,592 pits,

It should be noted that O0f this total only 5K
words of program and 3K words Of buffers are
wired down, the remainder is paged,

. FerfOrmance Measurements

Very little performance measurement has been
done, but it is known that typical throughput
using the file transfer protocol has been 12KB§
with Tenex and BKBS Multics to Multlcs, (A
reason for the lew value Multics to Multics is
that Multics restricts the maximum output
message size to a one packet message, this te
avold an old IMP or IMPehost interface bud,)

Anothey measure of interest is system cverhead!
input or output with the network cost (when last
measured someé time agp) 1,2 times the sameé ilpput
or output operations to loca)l devices, This
value may have decreased due to changes since
the time of the last measurement,

IBM 360/75 MVT
programming and Maintenance Costs
The NCP was written by one top systems

programmer in 26 week$, including debugging
time, The maintenance of the NCP requires abouyt
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‘ 4 man=days per month, About §3500,00 worth of
computer time was uysed for testing the NCP,

Program Size
code size

The code of the NCP is 52K 8 bit bytes or
416,000 pits,

tabple size

The total size allocated for tables is 53K
pytes or 424,000 pits,

buffer size
The buffers are included in the tables,
total size

The total size is then 105K bytes ©Or 640,000
pits,

. Performance Measurements
A throughput ©0f 70KBS has been achieved in
sending a large core resident plock of data to
the IMP and back, This transfer used 2 percent
of the CPU bandwidth,
It takes one tenth of a gecond to gend a fyll
8000 pit message from 5 user program to the IMP
and back te the user prodram,
IBy 360/91 MVT

Programming and Maintenance Costs
The NCP prodramming required {,5 maneyears, plus
addjtional time creating the envirenment for the
protocel proorams (called the ICT environment),
Mainteénance requires about 1! man=day per month,

Program Size
code size

The program is 15K bytes or 120,000 bits,
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table size

The tables are dynamically allocated, and
consist of the following sectionsi for each
activly communicating foreign host there is a
32 byte pointer block and a 256 pyte 1ink
table, for each connection there is an 680
byte tamhle, At a time of typical use this
might reguire 5K bytes of table space or
40,000 bits,

buffer size

The buffer space {s also dynamically
allocated, typical allocations being 256
bytes per connection, At a time of typical
use this might require a total of 5K bytes or
40,000 bits,

total size

The total size in typical use ig 25K bytes or
200,000 pits, (HOWever, it shOuUld be NOted
that the NCP {s run in @ 140K byte reglon

‘ 1,120,000 bpits),

Ferformance Measurements

Ne careful measurement of NCp perfermance has
peen done bhut it is Known that on a typical day
there may be on the average 3 Network RJS users
and 6 vetwork TSO users and that over the 8 hour
prime shift on such a day about one and one half
percent of the CPU usage can be charged to the
NCP,

IBM 370/158 OS/MVT
Programming and Maintenance Costs
the NCP is pased on the yCSB progranm,
modification to adapt the nCP to this
environment took four man=weeks, Maintenance of
the NCP requires about | map=day per mMopnth,
Progranm Size

code size
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The size of the code is 35K 8 bit bytes or
280,000 pits,

table size

The size of the tables is 12K 8 pit bytes or
96,000 pits,

puffer size
The puffers are included {n the tables,
tota) sjize

The total size is then 47k 8 bit bytes or
376,000 pits,

Ferformance Measurements

NCP performanCe measurements are not part of the
normal procedures, but one day of NCP usage was
analyzed, On & typical day in the 12 hours from
f am to 6 pm there were 118 network sessions
which {nvolved a total data transfer Of 5,96
million bytes, During this same periocd the NCP
jop ecan pe charged for 484 CPU seconds
(inciuding interrupt handiing), These facts
suggest the following conclusionsi the NCP
consumes 1,1 per cent of the CPuU, and the NCP
overhead cost of transfering 1000 pytes 1s about
088 seconds,

IBMN 370/145 VM
programming and Maintenance Costs

The NCP is under development still but the
eStimated time to convert the UCSBE suppljied
program to this environment i{s siX man=months,

Program Size

The program is not complete, so the finished
size is unknown but it is estimated to be about
20 per cent larger than the UCSB 360/75 MVT
implementation byt less than 100K pytes (800,000
bits)., This appears to be impossible but perhaps
the ccde will pe 20 per cent larger but the
tables and pbuffers will be much smaller,
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performance Measurements
| No performance measurements have been done,
Burroughs 6700 MCp
Programming and Maintenance Costs
The NCP was written in three manemonths, About
three man=days per month are required for
program maintenance,
Program Size
code size
The NCP code is abouyt 15K 48 pit woOrds or
720,000 bits, The NCP, Telnet, FTP and RJE
programs are combined together {n one moduyle
(the NETMCS) which is 25K words in size,
table size

The table space is typically 6K words or

. 288,000 bits,

buffer size
The buffers are included in the tables,
total size
The total size is then 21K wopdg for the NCP
er 1,008,000 pits, It should be noted that
the entire NETMCS requires 31K words but can
run in 10K to 16K of core due to the
segmentation structure,
Performance Measurements
On one typical day the NCp used 3% of the CpU of
one of the dua) processors over the eight hour
prime shift,
TIF
Programming and Maintenance COsts

The TIP program was ¥ritten in aboyt two montns
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' by one person, There has been significant
meodification and improvement since the program
was first operational however, The current
maintenance requires about one to one and a half
man=days per month per gite, with currently 20
sites, this requires one person full time,

Program Size
code size

The program is about 6K 16 bit words or
96,000 pits,

table size

The tables require about 2K words or 32,000
pits,

buffer size
The buffer space is 4k words or 64,000 bits,
total size

‘ The total size fOr the above is then 12K
wor4qs or 196,000 pits,

Performance Measurements

Because the TIP is oriented to terminal yse the
throughput measurements made with larder nhost
are not applicable, The interest in the case of
the TIp is the total or maxXximum combined
throughput, BBN has arrived at a formula that
indicates the throughput constraints on the TIP,
Recalling that the TIP is an IMP teoo, the
competition for CPU use is between traffic due
te IMP to IMP pheone linmes (L), hosts (H) and the
collection of terminals (T), The formula is L +
H « 15T ¢ 600 KBS, Where H, L, and T are full
duplex rates, that is, a 50KBS full duplex line
counts as 50 in the formyla, The maximum total
terminal traffic i{s about B80kBS, for example
eiaght 9600 baud display terminals doing output
only (assuming sufficient buffer space is
avajilanle),

ANTS
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Programming and Maintenance Costs

| The ANTS MARK II NCP was designed in two man
weeks, coded in six man weeks, and debugged in
seven man weeks, for a total of fifteen man
weeks, Note that the designers had the longer
experience with ANTS Mark I, however,

!

|

|

|

|

Program Size l

code size

The program is 4K words of 16 bits or 64,000 ‘

bits, |

|

table size i

Tables are dynamically assigned from the {
system free memory pool, but a typical leoad

might require 1000 bytes of 8 bits each Or ]

8000 bits, {

|

buffer size |

|

|

I

|

. There are IMP input and output puffers of 256
pytes each for 4096 bits total,

total size
Thus the total size is about 76,000 bits, |
Ferformance Measurements

There have peen no performance meagurements as
such, but it is noted that the systém can
sUpport 9600 bit per second terminals with no
apparent degradation of the terminal speed,

DEC PLP1g Mgpiter
Programming &and Maintenance Costs

The NCP and Server~Telnet programs together were
written in six manemonths, The User~Telnet and
Server=FTP are included in the code in the
PpP=15, The program was only recently completed
and a normal maintenance level has not been
established,
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Program Size
code gize

The NCP program is 12K 18 pit words or
216'000 Ditl.

table size

The table size i{s 12K words or 216,000 bits,
buffer size

The buffers are included {n the tables,
total size

The total size is then 24K words or 432,000
bits,

Performanece Measurements

NO performance measurements have been
performmed,

BRKY
Programming and Maintenance Costs

The NCP coding effort took one mansyear
{ncluding a month 0f debugging tiMe,

Program Size
code size

The code 1s about 8K words of 12 bits each,
or 96,000 pits,

table size

The tables are reserved 2K wWords of 60 bits
each, or 120,000 bits,

buffer size

The NCP also has an input and output buffer
to the IMP, each caprable of containing one
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full megsage, or a total buffer of 16,000
bits,

total size

' The total number ¢f bits then is 232,000,
performance Measuremeéents
Since the NCP was completed just at the time of
the Survey no performanCe measurement is
available,
Summary Chart
The following chart summarizes, by system, the size

cf the program, tables, buffers, and total of
these, for each NCP,

Code Table Buffer Total

TENEX 144 54 144 342
Multics 792 - 110 902
360/75 416 424 - 840

. 360/91 120 40 40 200
370/158 280 96 - 376
3707145 - - - 800
B6700 720 288 - 1008
TIP 96 32 64 196
ANTS 64 - 4 76
DEC10 216 216 - 432
BKY 96 120 16 232

Notei The table entries are thouysands of bits,

7.0 Summary

The £indings of the survey of network contrel programs
are presented in this section, These remarks miaht
best be labeled opinicn rather than conclusions
because 0of the sparseness and inconsistency of the
evidience,

First note that the ARPANET works., The NCPs in the
host do communicate ameng themselves, and user level
pregrams in the various hosts do Communicate with
other user level programs in other hosts,

This has been accomMplished by a uncoordinated group of
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systems programmers working for diverse organizations
gecQraphically distriputed, These programmers
established a working group and used a serjies of
technical memos (called Request for Comments) to
exchange information and viewpoints on the developing
protocols, Several meetings were held to gather
concensus on protoco)l issues and adopt proposals for
implementation, The specifications produced by this
process are 100se in sever&l respects, the twO most
important areas being the functional specification of
the user process to NCP interface (systém calls) and
the requirement for cueueing of requests for
copnection,

The current host tO host protocol hasg several flaws in
adéition to the weak positions on the user interface
and queueing cited above, Error control is present in
a very limited sense, the ERR command is useful for
reporting detected protoecol violations, pbut such
viclations should arise only duye to program bugs, and
the ERR command is not employed by many of the
implementations, The hosts shouyld have a means Of
ensuring that the data transmitted is received
correctly and that the messages transmitted all
arrive, The first problem couyld be attacked by an end
to end checksum, and the second by a messade sequence
nurber,

Anether problem {s in the floW control aspect, While
the allocate mechanism is constructed to allew guite
flexible buffer manacement, mapy of the
implementatiens have chosen to use a very simple
strateay, often one that requires an allecate for each
megsage, thus insuring a host tc host round trip delay
petween messades of the same convepsation, Similarly
the host to host protocol reguires a host to
destination IMP round trip delay between each message
of the same conversation by requiring the NCP to wait
for a RFNM to each message on a logical link pefore
sending another message on the same logical link,
These constraints limit the throughput achievable on
any particular connection,

The performance measurements of network control
pregrams has been very spotty and informal, There
sheuld be some consistency and regularity to
performance measyrements, There needs to be a standard
set of experiments defined and these experments should
be performed regularly,
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| Generally network control programs implemented as core

| resident modules are capable of higher throughput

| rates and cause smaller delays, this is not
necessalrly due to better coding byt usually due to

‘ aveldance of the paging or swapping overhead incurred

with a nonresident program, On the other hand the

nonresident program may have the advantage 0of not

tying up cere memory when not in uUse and may be able

to have only the active subroutineés in core thus using

a smaller portion of core even when in uUse,

There is no autherity to designate network contrel
pregrams complete or correct, There should be a
mechanism fO0r a third party to review and certify
NCFs, as the situation stands each implementation is
correct only on the word of its implementer,

The docuymentation of netwOrk control prOgrams is
spotty, often there i{s no documentation (other than
the code) of the program, however see <BEN91>,
<Wkhiteld, <Winett>, <wWong>, Further {t is sometimes
difficult te find documentation on the user prograp
interface (system calls), This latter problem is
serious in that it tends to prevent users from

‘ constructing inovative applications of the network
facilities,
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‘ A,1 Glossary

Abbreviations

AEN
another ejigntbit number
ALL

A host to nhost protocel command to allocate
buffer space to the sending NCP in the receiving
NCP,

ANTS
ARPA Network Termina)l System

ARPA
Advanced Research Projects Agency of the
Department of Defense

ARPANET
AdvanCed ReSedrch Projects Agency Computer
Network

ASCII
American Standard Code for Infermation
Interchange, The character epncoding used ipn the
network,

BBN
Bolt, Beranek, and Newman, Inc, Cambridge,

Massachusetts
BKY

The operating system uUsed at Lawrence Berkeley
Laéboratories for the CDC 6600 computer,

CCBS
Center for Computerebased Benhavorial Studies at
University of Califorpnia, Los Apgeles,

cpC
contrel Data Corporation

CLS
A hOst tO ROsSt pProtog0l gommang tO ¢lOse the
eonnection,

DEC
Digital Equipment Corporation

DMS
pynamie¢ Mogeling System, A host cOmputer ONn the
ARPANET at MIT,

EBCDIC
EXtended Binary Coded Decimal Interchange Code,
The character encoding used primarily by IEM
computer systems,

FCP
File Control Program

FTP
File Transfer Protocel
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IBM
Internationa)l Business Machines
I1CP
Initial Connection Frotoecol
IPC
interprocess communication
IMP
Interface Message Processor
LBL
Lawrence Berkeley Laboratory
MCP
The oPerating system for the Burroughs 6700,
MIT
Massachusetts Institute of TeChnology
Multies
Multiplexed Information and Computing service,
the operating system for the Honeywell 6180
computer desidned and implemented at MIT’Ss
project MAC,
NCC
Network Contro)l Center at BEN,
NCP
Network Control Program
NIC
Network Ingormation CeNter at the Augumentation
Research Center of Stanford Research Institute,
Menlo Park, California,
OS/MVT
AN IBM Operating system ¢Or the 360 series Of
computers,
PDP
Programmed pDigital Processor
RAND
The RAND Corporation
RFNM
Refuest For NeXt Message
RFC
request for connection
RTS
Receiver to Sender request for connection, A
host to host proteocol command,
s§DC

System Develeopment Cerporation
STR
Sender to Receiver reqguest for connection, A
nest to host protocol Command,
ICF
Terminal Contrel Proaram
TENEX
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The operating system designed and implemented by
BBN for the DEC PDP10 computer,
TIp
Terminal Interface Processor |
UCLA
University of california, Los Angeles
UCSB
University of California, Santa Barbara
Ucep
University of California, San Diedo
ur
University of Illinois
VM
The IBEM operating system ¢0r the 370 Series Of
computers,

Terms

ancther eightbit number
The user program specified portion of the soOcket
number,

ARPA Network Terminal System
A particular small host system designed to
interface a wide variety of terminals and
peripherals to the ARPA network, This system
was designed and implemented by the Center for
Advanced Computation at the University of
Illinois, The system operates on a DEC PDP1l
computer,

connection
The form 0f interprocess communication provided
to the user level processes by the NCPs in the
host computers, A connection is a logical
simplex stream of data from one pOrt Of One
process to another port of another process in
the network,

control Messaage
A message (of the regular type) that contains
host to host commands,

File Control Program
That module in the operating system that
controls the access to files by the user
processes,

File Transfer Protocol
The protocol that specifies the communication
interaction reguired to move blocks of data
(files) between host computers in the network,

full duplex
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A channel in which data can flow in both
directions simultaneocusly,

half duplex
A channel in whieh data can flow in both
directions, but may only flow in one direction
at a time,

header
The control information at the bedining of a
packet,

host
A computer attached to an IMp, A host does not
necessarily offer services to other computers in
the network,

Initial Connection Protocel
The seguence of actions taken by user leve]l
programs te establish a pair of connections
betweén & user program and a service program,

Interface Message Processor
The packet routing computers which are the nodes
of the ARPA network, An IMP {s connected to
between 1 and 5 other IMPs and to petween 0 and
4 hosts,

interprocess commuynication
The facility for one process to communicate with
another process,

leader
The first 32 bits of a message, containing
address and control informatien, The Most
important fields in the leader are; the message
type, the link number, and the host address,

link numper
A parameter in the leader that selects a logical
commynication channel hetween the gource and
destination hosts,

message
The unit of transmission between a host and an
IMP, Up to 8096 bits,

Network Contrel program
The program module added to the operating system
that interfaces the user processes to the IMP
and centrols the communication betwyeen hosts by
implementing the host to host protocol,

packet
The unit of transmission between IMPS, up to
1008 bits,

port

The input or output identifier associated with a
particular data stream of a process, For example
a Fortran logical unit number or a data set
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reference number, Or an assembly languagGue data
control bleck,

prefix
A 40 pit plock immeadiately following the leader
and containing the byte size and number of bytes
of following text,

process
A program in executicn with its assocCiated
address space, registers and locatjion counter,

pretocols
The rules of behavior, in particular, the
allowed formats and sequences of communication
between two processes,

regular message
A message from the host to the IMP or from the
IMP t0 the host that is the normal data carrying
type, when following the host tO host protoceol a
reqular Mmessage may carry either a set Of
coOntrol messages Or a users data,

request for connection
Either of the host to host protocol commands STR
or RTS,

Request For Next Message
A message from the IMP to the host indicating
that the previously sent megsage on the same
1ink number as this RFNM was recelyved by the
destination IMP and has begun transmission into
the desgtination host,

socket
The terminus of a connection, The network wide
name of an i{nmput or ocutput port associated with
a process,

Telnet
The protocol (or the programs that implement {(t)
that specifies the communication interaction
such that a user on one system gains access to
the services 0f a second system as if he were a
local yser Of the second system,

Terminal Interface Processor
An extension O0f the IMP to allow & variety of
terminals to access the ARPA netwOrk, The TIF
contains the NCP and User=Telnet PrOgrams as
well as the terminal handling code in the same
processor as the IMP, In addition there is a BBN
constructed multieline controller for up to 63
terminal,

simplex
A channel in which data can flow in one
direction only,
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. Terminal Centrol Program
The program meodule in the operating system that
controls the flow of data bpetween the
interactive terminals and the user processes,
virtual
Being something in effect, byt not in
actuallity, For example a virtual memory might
be One that & user Ddrocess accessesg as if it
were @ large linear coOre resident set 0f memory
words, when in actuallity the memory is managed
by the operating system using paging and maping
such that only a small portion 0f the users set
of meMory words are in core at any particular
time,
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