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jon Postel 
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18 October 1974 

Announcing Additional Telnet Options la 

This is to announce the set of Telnet Options defined in Requests 
For comments 6b1 through 658 (Nic 31154 through 31161) are part of 
the offlcal Telnet Options and should be added to the protocol 
Notebook 16 

RFC 651 is a revision of the status Option to utilize the 
subcommand feature and reduce the number of bits required to 
convey the status information. This revised status Option replaces 
the previous Status Option, lc 

The ethers RFCs (652 through 658) are new Options for controling 
the behavior of the format effector characters Carriage Return, 
Horizontal Tab, Form Feed, V ertical Tab, and Line Feed, id 

Your attention is also caned to RFC 645 (NIC 30899) "Network 
Standard Data Specification Syntax" which was prepared some time 
ago but has not received wide circulation, le 

unfortunately the Network information center cah not provide 
hardcopy documents, Currently the author is responsible for 
distribution of RFCs« If 

The documents are available online as; 19 

(1SI)<DCR0CKER>5TATUS»OPTION"REVISION,RN0 191 
CISI)<DCPOCFER>NACCRD.PNO 192 
(15X3 <DCFQCKER>NAQHTS,RN0 193 
(ISX3<DCP0CKER>NA0HTDfRN0 194 
(IS11<DCPOCKER>NACFFD,RN0 195 
CISI3 <OCPCCKER>NACVTS,RNO lg6 
CI5I]<DCF0CKEP>NACVTD #RN0 lg? 
[I5I1<DCF0CKER>NAGLFD#RN0 ig8 
[SRI-ARC) <POSTEL>PFC645,TXT lg9 
CSRI«ARC3<PU5TEL>PFC659,TXT (This Announcement) lglO 
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(If these files are not found online they hay have been 
archived# in this case the files should be accessable via 
the "interrogate" command,) lglOa 
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< POSTEL, TlP-iETTER #NLS>2# > , 21-QCT-74 14s 31 JBP ?;?? 1 

Dick? The following is the Information to he conveyed to RML to 
get me set up for tip access, as 1 understand it this has to be 
sent via us mail preferably on letterhead, the tip access controls 
are scheduled to be come effective ldec74« la 

24 UCT 74 lb 

Charles Pearce 
Chief# Data Systems Branch/ELD 
Range Measurement Laboratory 
Patrick Airforce Base 
Florida 32925 ic 

In response to the "Very Important News" about HP Access i am 
supplying the f 0iIowi ng" information* Id 

Name Identifier? POSTED 1d1 

Full Name? Jonathan B, Postei ld2 

password Requested! JBP ld3 

Address? Id4 

Stanford Research institute 
Augmentation Research Center 
Memo Park, California 94025 id4a 

Telephone? (415) 326-6200 x3716 ld5 

Network Address? PQSTEL^iSi Id6 

Tips to be accessed? ALL ld7 

OrganiEaticn Nan*eiSFl-APC 1 d8 

Authorizing individual? Dick Watson ld9 

Address? IdlO 

Stanford Research institute 
Augmentation Research Center 
Menlo Park# California 94025 ldioa 

Telephone? (415) 326-6200 x37l8 Idil 
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A,1 Glossary 

Abbreviations 

A EN 
another eiqhtbit number 

ALL 
A host to host protocol command to allocate 
buffer space to the sending NCR in the receiving 
NCP * 

ANTS 
AFPA NetworK Terminal System 

ARPA 
Advanced Research Projects 
Department o* defense 

ARPANET 
Advanced P ese*rch Projects 
Network 

ASCII 
American Standard Code for 
Interchange, The character 
networx, 

BBN 
Bolt, BeraneX# and Newman, 
Massachusetts, 

BKY 
The operatino system used at Lawrence Berkeley 
Laboratories for the CDC 6600 computer, 

CCBs' 
Center for computer-based Behavorial Studies at 
University of California, Los Angeles, 

CDC 
Control Data Corporation 

CLS 
A host to host proto col comman^ to ciose the 
connection. 

DEC 
Digital Equipment Corporation 

DM5 
Dynamic Modeling system, A host computer on the 
ARPANET at MIT, 

EBCDIC 
Extended Binary Coded Decimal Interchange Code, 
The character encoding used primarily by IBM 
computer systems, 

FCP 
File Control Program 

FTP 
File Transfer Protocol 

Agency of the 

Agency computer 

information 
encoding used in the 

Inc, Cambridge, 

1 
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IBM 
International Business Machines 

ICP 
Initial Connection Protocol 

IPC 
interprocess communication 

IMP 
interface Messaqe Processor 

IBL 
Lawrence Berkeley Laboratory 

MCP 
The operatinq system tor the Burroughs 6700, 

MIT 
Massachusetts institute ot Technology 

Multics 
Multiplexed information and computing service# 
the operating system for the Honeywell 6180 
computer designed and implemented at MIT's 
project MAC, 

NCC 
Network Control Center at BBN, 

NCP 
Network Control program 

NIC 
Network information Center at the Augumentation 
Research Center of Stanford Research Institute, 
Menlo Park, California, 

GS/MVT 
An IBM operating system for the HQ series Of 
computers, 

POP 
Programmed Digital Processor 

RAND 
The RAND Corporation 

FFNM 
Ready For N ext M essaqe 

RFC 
request for connection 

RTS 
Receiver to Sender request for connection, A 
host to host protocol command, 

5 DC 
System Development Corporation 

SIR 
Sender to Receiver request for connection, A 
host to host protocol command, 

TCP 
Terminal Control Program 

TENEX 
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The operating system designed and implemented by 
BBN for the DEC PDP 10 computer, 

TIP 
Terminal Interface Processor 

UCLA 
University of California# Los Angeles 

UCSB 
University of California# Santa Barbara 

UCSD 
University of California# San Diego 

UI 
University of Illinois 

VM 
An IBM operatmg syst em for the s eries Of 
computers« 

Ter^s 

another eightbit number 
The user program specified portion of the socket 
number, 

ARPA Network Terminal System 
A particular small host system designed to 
interface a wide variety of terminals and 
peripherals to the ARPA network, This system 
was designed and implemented by tne Center for 
Aovanced Computation at the University of 
Illinois, The system operates on a DEC PDP11 
computer, 

connection 
The form of interprocess communication provided 
to the user level processes by the NCPs in the 
host computers, A connection is a logical 
simplex stream of data from one port of one 
process to another port of another process in 
the network# 

control message 
A message ^of the regular type) that contains 
host to host commands, 

File Control Program 
That module in the operating system that 
controls the access to files by t&e user 
processes, 

File Transfer Protocol 
The protocol that specifies the communication 
interaction required to move blocks of data 
(files) between host computers in the network, 

full duplex 

3 



Postel DHAFT -» Glossary •»< 
JBP 24-CCT-74 

DHAFT 24 OCT 74 
12!57 24298 

A channel in which data can flow in both 
directions simultaneously• 

half duplex 
A channel In which data can flow in both 
directions# but may only flow in one direction 
at a time, 

header 
The control information at the begining of a 
packet, 

host 
A computer attached to an IMp, A host does not 
necessarily offer services to other computers in 
the network, 

Initial Connection Protocol 
The sequence of actions taken by user level 
programs to establish a pair of connections 
between a user program and a service program, 

interface Message Processor 
The packet routing computers which are the nodes 
of the ARPA network, An IMP is connected to 
between 1 and 5 other IMPs and to between 0 and 
4 hosts. No more than 7 total IMPs and hosts can 
be connected, 

interprocess communication 
The facility for one process to communicate with 
another process, 

leader 
The first 32 bits of a message# containing 
address and control information, The most 
important fields in the leader arej the message 
type, the link number, and the host address, 

link number 
A parameter In the leader that selects a logical 
communication channel between the source and 
destination hosts, 

message 
The unit of transmission between a host and an 
IMP# up to 8096 bits, 

Network Control program 
The program mddule added to the operating system 
that interfaces the user processes to the IMP 
and controls the communication between hosts by 
implementing the host to host protocol, 

packet 
The unit of transmission between IMPs* up to 
1008 bits, 

port 
The input or output identifier associated with a 
particular data stream of a process, fr'or example 

4 
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a Fortran logical unit number or a data set 
reference number# or an assembly languague data 
control block, 

prefix 
A 40 bit bloc* immeadlateiy following the leader 
and containing the byte size and number of bytes 
of following text# 

process 
A program in execution with its associated 
address space# registers and location counter# 

protocols 
The rules o£ behavior, in particular, the 
allowed formats and sequences of communication 
between two processes, 

regular messaere 
A message from the nost to the IMP or from the 
IMP to the host that is the normal data carrying 
type, when following the host to host protocol a 
regular message may carry either a set of 
control messages or a users data," 

request for connection 
Either of the host to host Protocol commands STR 
or R TS, 

Ready For Next Message 
A message from the IMp to the host indicating 
that the previously sent message on the same 
link number as this RFNM was received by the 
destination IMP and has begun transmission into 
the destination host, 

socket 
The terminus of a connection, The network wide 
name of an input or output port associated with 
a process, 

Telnet 
The protocol (or the programs that implement it) 
that specifies the communication interaction 
such that a user on one system gains access to 
the services of a second system as if he were a 
local user of the second system, 

Terminal interface Processor 
An extension of the IMP t o allow a variety of 
terminals to access the A RPA network, The TIP 
contains the NCP and User-Telnet Programs as 
well as the terminal handling code in the same 
processor as the IMP, in addition there is a BBN 
constructed multi-line controller for UP to 63 
terminal, 

simplex 

5 
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A c hannel in which data can flow in one 
direction only, 

Terminal Control Program 
The program module in the operating system that 
controls the flow of data between the 
interactive terminals and the user processes, 

virtual 
Being something in effect# but not in 
actuallity, For example a virtual memory might 
be one that a user process accesses as if it 
were a large linear core resident set of memory 
words# when in actuallitY the memory is managed 
by the operating system using paging and maping 
such that only a small portion of the users set 
of memory words are in core at any particular 
time, 
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Revised FTP Reply Codes la 

This document describes a revised set °f reply codes for the 
File Transfer Protocol, IP 

The aim of this revision is to satisfy the goal of using reply 
codes tc enable the command issuing process to easily 
determine the outcome of each command, The user protocol 
interpreter should be able to determine the success or failure 
of a command by examining the first digit of the reply code, 1c 

An important change in the sequencing of commands and replies 
which may not be obvious in the following documents concerns 
the establishment of the data connection, Id 

In the previous FTp specifications when an actual transfer 
command (STOP, HETp, AppE, LIST, NLIST, MLFL) was issued 
the preliminary reply was sent after the data connection 
was established, This presented a problem for some user 
protocol interpreters which had difficulty monitoring two 
connections asynchronously, ldl 

The current specification is that the Preliminary reply to 
tne actual transfer commands indicates that tne file can be 
transferred ana either the connection was previously 
established or an attempt is about to be made to establish 
the data connection, *d2 

This r^P^y code revision is a modification of the protocol in 
described m RFC 542, that is to say that tn® protocol 
implementation associated with socket number 21 Cdecimal) Is 
the protocol specified by the combination of RFC 542 and this 
RFC, 

A note of thanks to those who contributed to this work? Ken 
pogran, Mark Krllanovich, Wayne Hathway, and especially Nancy 
Neigus, ^ It 
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A New Schema for FTP Reply Codes 19 

pepli.es to File Transfer protocol commands were devised to 
ensure the synchronization of requests and actions in the 
process of file transfer, and to guarantee that the user 
process always knows the state of the Server, Every command 
must generate at least one reply, although there may toe more 
than one? in the latter case, the multiple replies must toe 
easily distinguished, m addition, some commands occur in 
sequential groups, such as uSgR, PASS and ACCT, or FNfR and 
FNTO, The replies show the existence of an intermediate"state 
if all preceding commands have been successful, A failure at 
any point in the sequence necessitates the repetition of the 
entire sequence from tne beginning, lh 

Details of the command-reply sequence will be made explicit 
in a state diagram, lhl 

An FTP r eply consists of a three digit number (transmitted as 
three alphanumeric characters) followed by some text. The 
pumber is inte nded f 0r use by automata tg determi ne what state 
to enter next? the text is intended tor the human user, It is 
intended that the three digits contain enough encoded 
information that the user-process (the user-Pi described in 
RFC 542) will not need to examine the text and may either 
discard it or pass it on to the user, as appropriate, in 
particular, the text may be server-dependent, so there are 
likely to be varying texts for each reply code, H 

Fo rmally, a reply i s d efined to contain the 3-digit code, 
followed by Space <SP>, followed by one line of text (where 
some maximum line length has been snecified), and terminated 
by the TELNET end-of-line code. There will be cases* however, 
where the text is longer than a single line, In these cases 
the complete text must be bracketed so the user-process knows 
when it may stop reading the reply (i,e, stop processing input 
on the TELNET connection) and go do other things, This 
requires a special format on the first line to indicate that 
more than one line is coming, and another on the last line to 
designate it as the last, At least one of these must contain 
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the appropriate reply code to indicate the state of the 
transaction, to satisfy all factions it was decided that both 
the first ana last line codes should be the sa^e, 13 

Thus the format f°r multi-line replies is that the first 
line will begin with the exact required reply code# 
followed immediately by a Hyphen# (also Known as 
Minus)# followed by text. The last line will begin with 
the same code, followed immediately by Space <SP># 
optionally some text# and TELNET <eoi>, 131 

123-First line 
second line cond line 

234 A line beginning with numbers 
123 The last line IjJa 

The user-process then simply needs to search for the second 
occurrence of the same reply code# followed by <SP> 
(Space)# at the beginning of a line# and ignore all 
intermediary lines, If an intermediary line begins with a 
3-digit number# the Server must pad the front to avoid 
confusion, 132 

This scheme allows standard sVstem routines to be used 
for reply information Csuch as for the STAT reply)# with 
"artificial" first and last lines tacKed on. In the 
rare cases where these routines are able to generate 
three digits and a Space at the beginning of any line# 
the beginning of each text line should &e offset by some 
neutral text# lifce Space, 132a 

This scheme assumes t hat multi-line replie s m ay not be 
nested, we nave found that, in general# nesting of 
replies will not occur, except for random system messages 
(caned spontaneous replies in the previous FTP 
incarnations) which may interrupt another reply, 
Spontaneous replies are no longer defined? system messages 
(i,e, these not processed by the FT? server) will NQT c arry 
reply codes and may occur anywhere in the command-reply 
sequence. They may be ignored by the User-process as they 
are only information for the human user, Ijd 

The three digits 0f the reply each have a special 
significance, This is intended to allow a range of very 
simple to very sophisticated response by the user-process, 
The first digit denotes whether the response is good, bad or 
incomplete. (Referring to the state diagram) an 
unsophisticated user-process will be able to determine its 
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next action (proceed as planned# redo# retrench etc,) by 
simply examining this first digit, A user-process that wants 
to know approximately what Kino of error occurred (e,g, file 
system error# Command syntax error) may examln e t he second 
digit, reserving the third digit for the finest gradation of 
information Ce.g, rnTo command without a preceding RNFR,) iK 

There are four values for the first digit of the reply 
code j lkl 

lyz Positive Preliminary reply ik2 

The reguesteo action is being initiated! expect another 
reply before proceeding with a new command, c*he 
user-process sending another command before the 
completion reply would be in violation of protocol! put 
server-FxP processes should queue any commands that 
arrive while a preceeding command is in progress#) This 
type of reply can be used to indicate that the command 
was accepted ana the user-process may new pay attention 
to the data connections# for implementations where 
simultaneous monitoring is difficult, lk2a 

2yz Positive Completion repiy lk3 

The requested action has been successfully completed, A 
new request may toe initiated, lk3a 

3yz Positive x Rtermediate reply lk4 

The command has been accepted# but the requested action 
is being held in abeyance# pending receipt of further 
information, The user should send another command 
specifying this information. This reply is used in 
commana sequence groups, lk4a 

4yz Transient Negative Completion reply lk5 

The command was not accepted and the requested action 
did not take place# but the error condition is temporary 
and the action mav tee requested again. The user should 
return to the beginning of the command sequence# if any, 
it is difficult to assign a meaning to "transient"# 
particularly when two distinct sites (Server and 
User-processes) have to agree on the interpretation, 
bach reply in. the 4yz category might have a slightly 
different time value# but the intent is that the 
user-pr0cess is e nc0uraged t0 try again, A rule 0t 
thumb in determining if a reply fits into the 4yz or the 
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5yz (Permanent Negative) category Is that replies are 
4yz if the commands can be repeated without any change 
in command form or in properties of the User or Server 
(e«g« the command is spelled the same with the same 
arguments used? the user does not change his file access 
or user name? the server does not put up a new 
implementation,) lK5a 

5yz perma nent Negative Completion reply 

The command was not accepted and the request«d action 
did not take place, The'User-process is discouraged 
from repeating the exact request (in the same sequence), 
Even some "permanent" error conditions can'be corrected, 
so the human user may want to direct his User-process to 
reinitiate the command sequence fey direct action at some 
point in the future (e,g, after the spelling has Been 
changed, or the user has altered his directory status,) lk6a 

The following function qroupings are encoded in the second 
digit? X*7 

xoz syntax - These replies refer to syntax errors, 
syntactically correct commands that don't fit 
any functional category* ynimplemented or 
superfluous commands, 1^7a 

xjz Information " These are replies to requests for 
information, such as status or help, lk7b 

x2z Connections - Replies referring to the TELNET and 
data c0n nectlonS, ik?c 

x3z Authentication and accounting * Replies for the 
logon process and accounting procedures, lk7d 

x4z unspecified as yet lK7e 

x5z File system - These replies indicate the status of 
the server fixe system vis-a-vis the requested 
transfer or other file system action. Ik7f 

The third digit gives a finer gradation of meaning in each 
of the function categories* specified by the second digit, 
The list of replies below will illustrate this, Note that 
the text associated with each reply is suggestive* rather 
than mandatory* and may even change according to the 
command with which it is associated, The reply codes* on 
the ether hand, should strictly follow the specifications 
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in the last section? that is, Server implementations should 
not invent new codes for situations that are only slightly 
different from the ones described here, but rather should 
adapt codes already defined, if additional codes are foynd 
to be necessary# the details should be submitted to the FTP 
committee# through Jon Postel* 

A command such as TYPE or ALLO whose successful 
execution does not offer the user-process any new 
information will cause a 200 reply to be returned, If 
the command is not implemented by a particular 
Server-FTP process because it has no relevance to that 
computer system, for example ALLO at a TENEX site, a 
Positive completion reply is still desired so that the 
simple User-process Knows it can proceed with its course 
of action, A 202 reply is used in this case with, for 
example, the reply text? "No storage allocation 
necessary," If, on the other hand, the command requests 
a non-site-specific action and is unimpiemented, the 
response is 502, A refinement of that is the 504 reply 
tor a command that 15 implemented, but that requests an 

200 
500 

unimPiemented parameter. 

Command okay 
syntax error# command unrecognized 

(This may include errors such as command line 
too long,] 
syntax error in parameters or arguments 
Command not imiemented# superfluous at this 

site, 
Command not implemented 
Bad sequence of commands 
Command not implemented for that parameter 

lk8a 
1K9 

iicga 

501 
202 

1K9P 
U9c 

502 
503 
504 

lk9d 
lK9e 
1K9£ 
lK9g 
1 K 1 0  

110 Restart marker reply, 
in this case the text is exact and not left to 
the particular implementation? it must read? 

MARK yyyy = mmmm 

2 1 1  
212 
213 
214 

where yyyy is user-process data stream marker# 
and mmmm is server's equivalent marker# (note 
the spaces between the markers and "»%) 
System status# or system help reply 
Directory status 
File status 
Help message (on how to use the server or the 

meaning of e particular non-standard command, 
This reply is useful only to the human user,) 

iklOa 
m o b  
1K10C 
mod 

IkiOe 
m i  

1 k 11 a 120 Service ready in nnn minutes 
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220 
221 

421 

125 
225 
425 
225 

426 
227 

230 
530 
331 
332 
532 

150 

250 
350 

450 

550 

451 

452 

552 

553 

354 

Service 
Service 

if appropriate) 
service not available# 

connection, 
[This may be a reply to 

ready for new user 
closing TELNET connection (logged off 

closing TELNET 

any command if the 
service Knows it must shut down,) 
Data connection already open? transfer starting 
Data connection open? no transfer in progress 
Can't open data connection 
Closing data connection? requested file action 

successful Cfor example# file transfer or file 
abort f) 
Connection trouble, closed? transfer aborted, 
Entering [passive# active) mode 

User logged on# proceed 
Not logged in 
user name okay# need password 
Need account for login 
Need account for storing tiles 

File status okay? about to open data 
connection, 
Hequested file 
Requested file 

information 
Requested file action 

unavailable (e,g, file 
Requested action 

action 
action 

not 

okay, completed, 
pending further 

not taken? file 
not found# no access) 

taken? tile unavailable 
C e,g, tile 
Requested 

processing 
Requested 

busy) 
action aborted? local error in 

Insufficient action not taken? 
storage space in system 
Requested file aetion aborted? exceeded 

stcraqe allocation (tor current directory or 
dataset) 
Requested action not taken! file name not 

allowed 
Start mail input? end with <CR><LF>,<CR><LF> 

lkllb 

lklic 

ikiid 
Iklie 
lKllf 
ikiig 

lklih 
lklii 
lkl 1 j 
lkU 

lK12a 
iki2b 
iki2c 
lkl 2d 
lkl2e 
1K13 

lk!3a 
lkl 3b 

lkl 3c 

lkl 3d 

lkl 3e 

lkl 3f 

lK13g 

lkl 3h 

lkl 31 
1 k 13 3 

Command-Reply sequences 1 1  
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In this section, the commana-reply sequence is presented# 
Each command is listed with Its possible replies? command 
groups are listed together, Preliminary replies are listed 
first (with their succeeding replies under them), then 
positive ana negative completion, and finally intermediary 
replies with the remaining commands from the sequence 
following, This listing forms the basis for the state 
diagrams, which will be presented separately, lm 

ICP lmi 
120 lmla 

220 lmlal 
220 imlb 
421 imlc 

Logon lm2 
USER lm2a 

230 lm2al 
530 Im2a2 
5 0 0 , S0i, 421 Im2a3 
331, 332 im2a4 

PASS lm2b 
230 lm2bl 
202 im2b2 
530 im2b3 
500, 501, 503, 421 Im2b4 
332 Im2b5 

ACCT im2c 
230 lm2el 
202 Im2c2 
530 Im2c3 
500, 501, 503, 421 Im2c4 

Logoff lm.3 
QUIT tm3a 

221 lm3al 
500 Im3a2 

REIN lm3b 
120 lmibl 
' 220 lm3bla 

220 Im3b2 
421 1m 3 b 3 
500, 502 Im3b4 

Transfer parameters im4 
SCCK im4a 

200 im4al 
500, 501, 421, 530 Im4a2 

PASV lm4b 
227 tm4bl 
500, 501, 502, 421, 530 im4b2 

ACTV lm4c 
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227 im4cl 
202 im4c2 
500, 501, 421, 530 Im4c3 

BYTE, MODE, TYPE, STRU irn4d 
200 lm4dl 
500, 501, 504, 421, 530 Im4d2 

File action commands lm5 
ALIO lm5a 

200 ImSal 
202 Im5a2 
500, 501, 504, 421, 530 Im5a3 

REST lm5b 
500, 501, 502, 421, 530 ImSfcl 
350 im5b2 

STOP iir.5c 
125, 150 im5cl 

(110) lmScia 
226, 250 lmsclb 
425, 426, 45 1, 552 imsclc 

532, 450, 452, 553 Im5c2 
500, 501, 421, 530 Im.5c3 

FEIR lm5d 
125, 150 ImSdl 

(110) lmSdla 
226, 250 lmSdlb 
425, 426, 45 1 lmSdic 

450, 550 Im5d2 
500, 501, 421, 530 Im5d3 

LIST, NLST lm5e 
125, 150 ImSel 

226, 250 lm5ei& 
425, 426, 451 lmSelb 

450 lm5«2 
500, 501, 502, 

AFPE 
421, 530 im5e3 500, 501, 502, 

AFPE " lm5f 
125, 150 im5f 1 

(110) imsfla 
226, 250 im5flb 
425, 426, 451, 552 irosf1c 

532, 450, 550, 452, 553 im5f 2 
500, 501, 502, 421, 530 !!TT5F3 

MLFL lm5g 
125, 150 imsgi 

226, 250 ImSgla 
425, 426, 451, 552 ImSglb 

532, 450, 550, 452, 553 Im5g2 
500, 501, 502, 421, 530 Im5g3 

FNFF lm5h 
450, 550 imShl 
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110 J 

500 , 501, 502, 421, 
350 

PNTO 
250 
532, 553 
500, 501, 502, 503, 

DELE 
250 
450, 550 
500, 501, 502, 421, 

ABQH 
225, 226 
500, 501, 502, 421 

MAIL 
354 

250 
451, 552 

450, 550 452, 553 
500, 501 ' 502, 421, 

Informational commands 
STAT 

211, 212, 213 
450 
500, 501, 502, 421, 

HE LP 
211, 214 
500, 501, 502, 421 

Miscellaneous commands 
SITE 

200 
202 
500, 501, 530 

530 

421, 530 

530 

530 

530 

NCCP 
200 
500 

Im5h2 
Im5h3 
lm5i 

1IBS11 
lmbl2 
lntbli 
"lm5j 
lmb j 1 
Im5j2 
im533 
im5K 

imSKl 
1W5K2 
1W51 
lm5n 

ImSlia 
lmSllb 
Im5i2 
Im5i3 

lm6 
lm6a 

lmfcal 
Im6a2 
im6aj 
lmeb 

im6bl 
Im6b2 

iml 
lm7a 

lm7al 
1 rr* 7 a 2 
1 m 7 a 3 
lm7b 

lm7bl 
1 m 7 b 2 
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FTP State Diagrams in 

Here we present state diagrams for a very simple funded FTP 
implementation, only the first digit of the reply codes is 
used, There is one state diagram for each group of FTP 
commands or command sequences, io 

The command groupings were determined by constructing a model 
for each command tnen collecting togetner the commands with 
structurally identical models, lp 

For each command or command sequence there are three possible 
outcomes; success (5), failure (F), and error (E), in the 
state diagrams below we use the symbol B for "begin", and the 
symbol w for "wait for reply", IS 

We first present the diagram that represents the largest group 
of FTP commands! ir 

1,3 • --* + 
>i E 1 

I <f m m » 

i 
4 mmm 4 cmd + 2 • 
i B J -->i w J -->1 5 l 
+  m m  m  +  + m m m +  +  m m m  +  

I 
1 4,5 +»""4 

>1 F 1 

lri 

This diagram models the commands? Ar2 

ABCR, ACTV, ALLO , BYTE, DELE, HELP, MODE, NOUP, PASV, 
QUIT, SITE, SOCK, STAT, STHU, TYPE, lr2a 



Postel 
JBp 24*0CT-74 13800 24299 

FTP state Diagrams 1123 

The other large group of commands is represented bV a very 
similar diagram? is 

3 + + 
- >1 E I 

I +---+ 
1 

+«•»+ Cmd +mmm+ 2 +mmm+ 
* B J t» m m m m m mm • m > J $ J, m m • w » m m m m m > J S J 
+*••+ mmm>+mmm+ + ""* + 

1 11 
1 1 1 4#5 +-••+ 
i l i - F i 

m m m m m  + «•-* + 
lsl 

This diagram models the commands* 1»2 

APPE, CICP), LIST# MLFL, NLST, REIN, RETRf STQR, U2a 

Note that this second model could also be used to represent 
the first droup of commands, the only difference being that in 
the first group the 100 series replies are unexpected and 
therefore treated as error, while the second group expects 
(some may require) loo series replies. It 

The remaining diagrams model command sequences, perhaps the 
simplest of these is the rename sequence? lu 
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4--- + RNFP + **• + 1,2 + ---+• 
W J >1 E I 

I 1 S 
3 i J 4,5 j 

I l  1 + -•«- + 
1  —  > 1  s  i  
i i 1,3 1 I + —+ 
1 2i — 
i  1 1 1  
V  I L L  

4 • - - 4 R N T 0 * » • • • 4,5 + 
1 l»—- >1 w JJ m m m m m m m m m m J> | F 1 
4 •»» » 4 4 • 4 4»• »4 

lul 
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A very similar diagram models the Mail command! lv 

I B I . 

V 
4> m  m  m  + 
i I' 
if m  m  m  f 

MAIL + *«•• 1 , 2 + ••• + 
i M <f» m m m m m > J $ j, hp m m m m * •» m W m > J E J 

+ «>•>« + 
I I 
i i 4,s 

1 1 

J 1,3 I 
2i mmmmmrn 

i 1 

+  m m m  +  

•>l s i 
+ ---+ 

i 
I 1 i 

text 4#S •»»*"••»•><•>•»*«* 
| | j P J 
4»««+ f m  * » if 

lvl 

Note t^&t the "text" here is a series ot lines sent frorc 
the user to the s erv er with no response e xpected until the 
last line Is sent, recall that the last line must consist 
only of a single period, 1 v2 



JbP 24*UCT«74 1 3S 00 24299 
Postei FTP State Diagrams 1153 

The next diagram is a simple model ot the Restart command! iw 

REST ^ • » • + 

>i E ! 

Where "cmd" ls A PPE# STOP# RETR# o r M LFL, 

lwl 

lwia 

we note that the above three models are similar# in fact the 
Mail diagram and the pename diagram are structurally 
identical. The Restart differs from the other two only in the 
treatment of 100 series replies at the second stage, ix 
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The most complicated diagram is tor the Logon sequences i y  

+ •«•» + U8EB 
I p j 
+ •«« + 

i 

•>i W I 2 
i m  m  m  * m  <  

'*•*> i E 1 
• *> + ••11 + 

f 1 t • 4 4 4 
3 4 4 4,5 4 4 4 

m  w  m  m  m  4 4 4 
4 4 4 4 
J 4 4 4 
I 4 
1 li 4 4 
v i 4 4 

* *. at •• 4 PASS + •»•»"• 4- 2 m  m m  m  m  m  )}• + m • m  jp 
J {»«.«»«»»•» «»«,••,> I \fj 4 R 1 1 a i * m  m  ••>4 5 4 
4 M <n w 4 4 a* m m 4 * w  m m m m  m m  m  •» JR m •• •» «f> 

4 1 I 4 
3 4 4 4 # 5 i 4 

4 
i 4 4 4 
4 4 4 
4 
4 U 34 4 4 
V 4 24 4 

4 •> *• * 4 AC CI <f " «• "* 4 » *» m  m  m  m  •» < f » » « + 
| 1 | 4 4,5 m m m m m m m -> 4 F 4 

lyi 
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Finally we present a generalized diagram that could be used to 
model the command and reply interchanges lz 

1 
Begin 1 

I V 
| +mmm+ Cffid +«"" "• + 2 
• »|> | \  •» •••»•»»«> | J m  m  •  >1 

1 1 J W J J S J 
• •> J 1 A » » • i i > • i I 

J <f m m m + t ft
 

•
 
-* 4ib i •

 
* « i 4
 

1 J 1 1 I 1 
1 1 1 1! 13 i 
I 1 i 1 I I I 1 
1 i m m m m i * 

U» 

A ft 
ft 
ft J 1 I I 

1 i 

I 

+ m — m 4> 

• 

I 
V 

End 
izi 



FTPCODES 
JBp 24-QCT-74 13:00 24299 

CJ242993 24-OCT-74 13?00|M| Title: AuthorCs): Jonathan B # 
Poste^/JEP? Distribution: /JBPC [ ACTION ) ) ; sub-Coll«ctions: 
SRI-ARC; Clerk: JBP; 



JBP 2 4-0CT-74 13832 24300 
FTPCODrS 

<POSTEL>FTPCODES«N&S|26*SEP*74 13823 JBP t I 



JBp 24-0CT-74 13832 24300 
FTPCODES 

Jon Fostel 
24 OCT 74 

Revised FTP Feply Codes la 

This document describes a 
File Transfer Protocol, 

revised set Of reply codes for the 
lb 

The aim of this revision is to satisfy the goal of using reply 
codes to enable the cowhand issuing process to easily 
determine the outcome of each command, The user protocol 
interpreter should be able to determine the success or failure 
of a command fey examining the first digit of the reply code, 

An important change in the sequencing of commands and replies 
whicg maY not be obvious in the f ollowing documents concerns 
the establishment of the data connection, 

transfer 
issued 

In the Previous FTp specifications when an actual 
command (STGR, RETR, APPE, LIST, MIST, MLFL) was 
the preliminary reply was sent after the aata connection 
was established, This presented a problem for some user 
protocol interpreters which had difficulty monitoring two 
connections asynchronously, 

The current specification ls t hat the Preliminary reply to 
tne actual transfer commands indicates that the file can be 
transferred and either the connection was previously 
established or an attempt is about to be made to establish 
the data connection, 

This reply code revision i$ a modification of the p rctocol in 
described in RFC 542, tpat is to say that th* protocol 
implementation associated with socket number 21 (decimal) is 
the protocol specified by the combination of RFC 542 and this 
RFC f 

A note of thanks to those 
pogran, Mark*Krilanovich# 
Neigus, 

who contributed to 
wayne Hathway, ana 

this work? 
especially 

Ken 
NANCY 

lc 

id 

ldl 

1 d2 

IE 

If 
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A New schema for FTP Reply codes 13 

Replies to File Transfer protocol commands were devised to 
ensure the synchronization of requests and actions in the 
process of file transfer, and to quarantee that the user 
process always knows the state of the Server, Every command 
must generate at least one reply, although there may be more 
than one? in the latter case, the multiple replies must be 
easily distinguished, in addition, some c ommands occur in 
sequential groups# such as USeR# PASS and ACCT# or RNpR and 
RNTC, The replies shew the existence of an intermediate state 
if ail preceding commands have been successful, A failure at 
any point in the sequence necessitates the repetition of the 
entire sequence from the beginning, lh 

Details of the command- reply sequence will be made explicit 
in a state diagram, Ihl 

An FTP r eply consists of a three digit number (transmitted as 
three alphanumeric characters) followed py s ome text, The 
number is i ntended f0r use by aut 0mata t0 d etermine what state 
to enter next? the text is intended tor the human user, it is 
intended that the three digits contain enough encoded 
information that the user-process (the user-Pi described in 
RFC 542) will not need to examine the text ana may either 
discard it or pass it on to the user, as appropriate, in 
particular# the text may be server-dependent# so there are 
likely to be varying texts for each reply code, ii 

Fo rm.ally, a reply i s d efined to contain the 3-digit cooe# 
followed by Space <5P># followed by one line of text (where 
some maximgm line length has been soecified)# and terminated 
by the TELNET end-of-line code, There will be cases# however# 
where the text is longer than a single line, In these cases 
the complete text must be bracketed so the User-process knows 
when it may stop reading the reply (i.e, stop processing input 
ft- TFT.MPT connertlonl and an do other thinQS. This 
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the appropriate reply code to indicate the state of the 
transaction, TO s atisfy all factions it was decided that both 
the first and last line codes should be the same* 13 

Thus the format for multi-line replies is that the first 
line will begin with the exact required reply code, 
followed immediately by a Hyphen, «•« (also Known as 
Minus), followed by text, The last line will begin with 
the same code, followed immediately by Space <SP>, 
optionally some text, and TbtNFT <eol>, 131 

For example* 
123.First line 
Second line 

234 A line beginning with numbers 
123 The last line ljU 

The user-process then simply needs to search for the second 
occurrence of the same reply code, followed by <SP> 
(Space), at the beginning of a line, and ignore ail 
intermediary lines. If an intermediary line begins with a 
3-digit number# the Server must pad the front to avoid 
confusion, 132 

This scheme allows standard sVstem routines to be used 
for reply information (such as for the STAT reply), with 
"artificial" first and last lines tacKed on, In the 
rare cases where these routines are able to generate 
three digits end a Space at the beginning of any line, 
the beginning of each text line should be offset by some 
neutral text, like Space, 132a 

This scheme assume^ that multi-line replies m ay not be 
nested, We pave found tgat, in general, nesting of 
replies will not occur, except for random system m essages 
(called spontaneous replies in the Previous FTP 
incarnations) wnich may interrupt another reply. 
Spontaneous replies are no longer defined? system messages 
Ci,e, those not processed by the FTP s erver) will NOT c arry 
reply codes and may occur anywhere in the command-reply 
sequence, They may be ignored by the User-process as they 
are only information for the human user, 133 

The three digits o£ t he reply each have a special 
significance, This is intended to allow a range of very 
simple to very sophisticated response by the*user-process, 
The first digit denotes whether the response is good, bad or 
incomplete, (Referring to the state diagram) an 
unsophisticated user-process will be able to determine its 
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next action (proceed as Planned* redo* retrench* etc*) by 
simply examining this first digit, A user-process that wants 
to Know aoproximately what kind of error occurred (e,g, file 
system error* command syntax error) may examine the second 
digit* reserving the third digit for the finest gradation of 
information Ce,g, rnTO command without a preceding RNFF,) ik 

There are four values for the first digit of the reply 
c o d e*j 3. k 1 

iyz Positive Preliminary reply lk2 

Ihe requested action is being initiated; expect another 
reply before proceeding with a new command, (The 
user-process sending another command before the 
completion reply would be in violation of protocol; but 
server^FjP processes should queue any commands that 
arrive while a preceeding command is in progress,) This 
type of reply can be used to indicate that the command 
was accepted ana the user-process may now pay attention 
to the data connections* for implementations wnere 
simultaneous monitoring is difficult, l*2a 

2yz Positive Completion r®Ply 

The requested action has been successfully completed, A 
new request may be initiated, tk3a 

3yz Fositive intermediate reply lk4 

The command has been accepted* but the requested action 
is being heia in abeyance, pending receipt of further 
information. The user should send another command 
specifying this information, This reply is used in 
command sequence groups, iK4a 

4yz Transient Negative Completion reply 1K5 

The command was not accepted and the requested action 
did not take place# but the error condition is temporary 
and the action may be requested again, The user should 
return to the beginning of the command sequence* if any, 
It is difficult to assign a meaning to "transient"# 
particularly when two distinct sites (Server and 
User-processes) have to agree on the Interpretation, 
Each reply In the 4yz category might have a slightly 
different time value* but the intent is that the 
user-pr©cess is e nc©uraged to try again, A rule pf 
thumb in determining if a reply fits into the 4yz or the 
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by z (Permanent Negative) category is that replies are 
4yz if the commands can be"repeated without any change 
in command form, or in properties of the User or Server 
Ce,g» the command is spelled the same with the same 
arguments used* the user does not change his file access 
or user narre? the server does not put up a new 
implementation,) i* 5® 

5yz Permanent Negative Completion reply 1*6 

The command was not accepted and the requested action 
did not take place, The User-process is discouraged 
from repeating tne exact request (in the same sequence), 
Even some "permanent" error conditions can be corrected, 
so the human user may want to oirect his User-process to 
reinitiate the command sequence by direct action at some 
point in the future (e,q, after the spelling has been 
changed, or the user has altered his directory status,) lk6a 

The following function groupings are encoded in the second 
digit? 1*7 

xOz syntax - These replies refer to syntax errors, 
syntactically correct commands that don't fit 
any functional category# unimplemahted or 
superfluous commands, l*7a 

xi2 Information - These are replies to requests for 
information, such as status or help, lk7b 

X2z Connections - Replies referring to the TELNET and 
data connec tions, lk7c 

x3z Authentication and accounting - Replies for the 
logon process and accounting procedures, iK7d 

x4z unspecified as yet iKle 

x5z File system - These replies indicate the status of 
the server file system vis-a-vis the requested 
transfer or other file system action, iK7f 

The third digit gives a finer gradation of meaning in each 
of the function categories# specified by the second digit, 
The list of replies below will illustrate this. Note that 
tne text associated with each reply is suggestive, rather 
than mandatory, and may even change according to the 
command with which it is associated. The r®ply codes, on 
the ether hand, should strictly follow the specifications 
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in the last section? that is# Server implementations should 
not invent new codes for situations that are only slightly 
different from the ones described here# but rather should 
adapt codes already defined, If additional codes are found 
to be necessary# the details should be submitted to the FTP 
committee# through Jon Postal. 

A command such as TYPE or ALLQ whose successful 
execution does not offer the user-process anV new 
information will cause a 200 reply to be returned, If 
the command is not implemented by a particular 
serverwFTp process because it has no relevance to that 
computer system, for example ALLO at a TENEX site, a 
Positive Completion reply is still desired so that the 
simple User.process Knows it can proceed with its course 
of action, A 202 reply is used in this case with, for 
example, the reply text! "NO storage allocation 
necessary," if, on the other hand# the command requests 
a non-site-specific action and is unimpiemented# the 
response is 502, A refinement of that is the 504 reply 
for a command that IS implemented# but that requests an 
unimPiemented parameter, 

200 
500 

501 
202 

502 
503 
504 

110 Re 
In 
the 

whe 
and 
the 

211 Sy 
212 Di 
213 Fi 
214 He 

mea 
Thi 

120 se 

Command okay 
SYntax error# command unrecognized 

[This may include errors such as command line 
too long,3 
Syntax error in parameters or arguments 
Command not i^^efpe^ted# superfluous at this 

site. 
Command not implemented 
Bad sequence of commands 
Command not implemented for that parameter 

start marker reply, 
this case the text is exact and not left to 
particular implementation? it must read? 

HARK yyyy s mmmm 

spaces between the marKers and "a",) 

status 
message Help message (on now to use the server or the 

meaning of a particular non-standard command, 
This reply is useful only to the human user,) 

IKS 

lk8a 
1K9 

lK9a 

lK9b 
iK9c 

lK9d 
lK9e 
lk9f 
lK9g 
m o  

ready in nnn minutes 

IklOa 
iKiOb 
IkiOo 
IKiOd 

IklOe 
1 * 1 1  

iklia 
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220 Service ready for new user lkllb 
221 Service closing TELNET connection Clogged off 

if appropriate) lkllc 
421 Service not available, closing TELNET 

connection, 
[This may be a reply to any command if the 
service knows it must shut down„j Iklld 

125 Data connection already open? transfer starting lkile 
225 Data connection open? no transfer in progress lkiif 
425 Can #t open data connection lkllg 
226 closing data connection? requested file action 

successful Cfor example? file transfer or file 
abort,) lklih 

isfer aborted, 1*111 
1 k 1 ij 
lki2 

lki2a 
ik!2b 
lk!2c 
lki2d 
lkl2e 
' Iki3 

data 
connection, * lkl3a 

250 Requested file action okay, completed, ikl3b 
350 Requested file action pending further 

information lkl3c 
450 Requested file action not taken: file 

unavailable Ce,g, file not found? no access) l*13d 
550 Requested action not taken: file unavailable 

Ce,g, file busy) lki3e 
451 "Requested action aborted? local error in 

processing lkl3f 
452 Requested action not taken: insufficient 

storage space in system lk!3g 
552 Requested file action aborted? exceeded 

storage allocation (for current directory or 
dataset3 lk!3h 

553 Requested action not taken? file name not 
allowed lk!3i 

354 Start mail input? end with <CR><LF>,<CRXLF> iki3j 

425 Connection trouble# closed? tra 
227 Entering [passive, active) mode 

230 User logged on, proceed 
530 Net logged in 
331 User name okay, need passwo rd 
332 Need account tor login 
532 Neea account for storing fi les 

150 File status okay? about to open 

Command^Reply sequences 11 
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In this section# the command-reply sequence is presented, 
Each command is listed with its possible replies; command 
groups are listed together, Preliminary replies are listed 
first (with their succeeding replies under them)# then 
positive and negative completion, and finally intermediary 
replies with the remaining commands from the sequence 
following. This listing forms the basis for the state 
diagrams, which will be presented separately, lm 

ICP 
120 1*1« 

220 lmlal 
220 imib 
421 l»lc 

Logon 1^2 
USER im2a 

230 im2ai 
530 Im2a2 
500# 501, 421 Im2a3 
331 , 332 1m2a4 

PASS 
230 lm2bl 
202 lm'2b2 
530 lm2bi 
500, 501. 503, 421 Im2b4 
332 Im2b5 

ACCT" lm2c 
230 lm2cl 
202 Im2c2 
530 Im2c3 
500, 501, 503, 421 im2c4 

Logoff 1W3 
CUIT im3a 

221 l»3ai 
500 lm3a2 

REIN im3b 
120 lm3b1 

220 lm3bla 
220 lm3b2 
421 Im3b3 
500# 502 ^3b4 

Transfer parameters lm4 
SCCK ira4a 

200 lm4al 
500# 501, 421, 530 Im4a2 

PASV im4b 
227 im4bl 
500# 501# 502# 421# 530 Im4b2 

ACTV * m4C 
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227 1 IP. 4 c 1 
202 Im4c2 
500, 501 , 421, 530 Im4c3 

BYTE, MODE, TYPE, 5TRU lm4d 
200 lip4di 
500, 501, 504, 421, 530 Iip4d2 

e action coniipands i IT! 5 
AtLO . lmsa 

200 Imsal 
202 Iffi5a2 
500, 501, 504, 421, 530 lsR5a3 

PEST 1N5B 
500, 501, 502, 421, 530 lm5bl 
350 1 m 5 b 2 

STOP im5c 
125, 150 lmScl 

c i i o )  ImScia 
225, 250 1ip5C lb 
425, 426, 451, 552 I?n5clc 

532, 450, 452, 553 Im5c2 
500, 501, 421, 530 Im5c3 

PETP IrrSd 
125, 150 Imbdl 

(110) lirSdla 
226, 250 ImSdlb 
425, 426, 451 lmbdlc 

450, 650 Im5d2 
500, 501, 421, 530 i m 5 d 3 

LIST, NLST imse 
125, 150 im5 el 

226, 250 lmsela 
425, 426, 451 lmseib 

450 Im5e2 
500, 501# 5 02, 421, 530 lm5e3 

AppE lm51 
125, 150 Iffi5£ 1 

C110) lm5tla 
226, 250 1 m 5 € i b 
425, 426, 451, 552 Xmbtic 

532, 450, 550, 452, 553 lm5£2 
500, 501, 502, 421, 530 lm5£3 

MtFL lrc5g 
125, 150 imSgi 

226, 250 linSgl a 
425, 426, 451, 552 lmsglb 

532, 450, 550, 452, 553 \mbg2 
500, 501, 502, 421, 530 im5g3 

RNFF im5h 
450, 550 iroShi 
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5 00, 501 , 502, 421 , 530 
350 

RNTQ 
250 
532 553 
5 0 o ' ,  5 0 1  ,  5 0 2 ,  5 0 3 ,  421 , 5 3 0  

DELE 
2 5 0  
450, 550 
500, 501 , 502* 421# 530 

ABQR 
225, 226 
500# 501# 502# 421 

MAIL 
354 

250 
451, 552 

450, 550, 452, 553 
500, 501, 502, 421, 530 

Informational commands 
STAT 

211, 212, 213 
450 
500, 501, 502, 421, 530 

HELP 
211, 214 
500# 501, 502# 421 

Miscellaneous commands 
SITE 

200 
202 
500, 501, 530 

NCCP 
200 
500 

Im5h2 
ImShi 
lm5i 

lm5i 1 
Im5i2 
Im5i3 
lm5 j 

1 m 511 
im5 j2 
im5 j 3 
imsK 

im5K2 
lm51 

lmSii 
IrnSlla 
imSiib 
Im5l2 
lm.513 

lm6 
lm6a 

ImSal 
Im6a2 
lm6ai 
lm6e> 

lmbbl 
Im6b2 

lm7 
lm7a 

lm.7ai 
Im7a2 
Im7a3 
' lm7b 
lm7bl 
Im7b2 
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FTP state Diagrams In 

Here *e present state diagrams for a ve ry simple minded FTP 
implementation, Only the first digit of the reply codes is 
used, Ihere is one state diagram for each group of FTP 
commands or command sequences. lo 

The command groupings were determined by constructing a model 
for e ach command then collecting together the commands'with 
structurally identical models, lp 

For each command or command sequence there are three possible 
outcomes: success (5), failure (F), and error (E), in the 
state diagrams below we use the symbol a for "begin", and the 
symbol '/.' for "wait for reply", lq 

We first present the diagram that represents the largest group 
of FTP commands: ir 

1,3 • + 
>i E i 

I + m m m +  

1 
+ •»•+ cm d 2 
t B 1 —> i W 1 >1 5 1 
+ ««•+ 4, w «* <* 4, 

I 
i 4,5 +-"•- + 
- — >1 F i 

iri 

This diagram models the commands: *r2 

ABOP, ACTV, ALLO, BYTE, DELE, HELP, MODE, NQUP, PASV, 
QUIT, SITE, SOCK, STAT, STRU, TYPE, Ir2a 
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The other large group of commands is represented bY a very 
similar diagram? is 

3 +«•"" + 
>1 £ 1 

I 4 — m m  x 
J 

+*••4 cmd +""«• 2 4»»»4 
I 0 VI I $ J 
4»»«4 •••> + •••+ 4* ,"'*4 

1 J J 
1 J J 4 #5 4--«4 

i 1 i — --*>* r J 

Isl 

This diagram models the commands' !s2 

AFPE# CICP), LIST, MLFL, NLST, REIN, RETR, STQR, H2a 

Note that this second model could also be used to represent 
the first 9roup of commands, the only difference being that in 
the first group the 100 series replies are unexpected and 
therefore treated as error, while the second group expects 
(some may require) 100 series replies, It 

The remaining diagrams model command sequences# perhaps the 
simplest of these is the rename sequence! iu 
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+ mmm+ RJNFH + BB«• «f 1,2 +mmm + 
4 B & «»"»•»•••»»»> | w | • E | 
+ +mmm4, « *t > 4 m m " 4 

1 i i 
3 J i 4,5 i 

i 
1 1 1 4"-"- + 
i - >1 S | 
1 1 1,3 I i 
I 21 
i : i i 
v  i i i  

4. * m w 4 RN TC fnpB'f 4 # 5 ••"»••"> + •»»*• + 
i I — >1 
4 *• « » 4 4 m or w 4 4 » 4 

iu 1 
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A very similar diagram models the Mail commands lv 

4 m m m 4 
i B J« 
^ m m m + 

MAIL 

V 

i 1' 
•f » • "» 4 

text 

4«. 
•>i W 

4.» «• 
! 

1 

-+ 1 f 2 4 

«4 «»>4 
i I 
I 4,5 J 

J 1 
>1 

1,3 1 1 • 

E J 
• ••4 

p*«4 
s  I  

m » m 4 

2 1  
1 
1 

4»» 
- > l  w  

4 • • 

1 
1 
» + 4,5 

J mm mm >1 F 1 
4 m m 4 

i VI 

Note that the "text" here is a series of lines sent from 
the user to the Serve? with no r espons e expeCt ed until the 
last line is sent, recall that the last line must consist 
only of a single Period, lv2 
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The next diagram is a simple model of the Restart commandJ Iw 

• REST f »<•«"+ 1 # 2 +••«• + 
I B i >i W i >i E I 
4. m •» m 4 m <m > + m m m 4. 

i I I 
3 I i 4,5 i 

m m m m m r n m m m m m m m m  m » m m m w  |  

1 i i + --- + 
I >i s J 
J i 3 i i + "•* + 
I 21 

i I J 
v i i t 

+ «»"+ cmd + *•«•" + 4,5 *•"•••>4-»*" + 
| | xiriKavaaava.^ | ^ | jT ^ 
+ »«»f •» •> +• * m ** 4" Hh • ** * 

I I 
I 1 I 

iwi 

Where H c m d " is APPE# 5TQR, FETR# or ML* L• i*la 

We note that the above three models are similar# in tact the 
Mail diagram and the Rename diagram are structurally 
identical# T he Restart differs from the other two only in the 
treatment of 1 0 0  series replies at the second stage, lx 



Postei 
JBP 24«OCT»74 13S32 24300 

FTP State Diagrams C163 

The most complicated diagram is for the Logon sequences iy 

1 
* m m m 4 USEH i a •

 
•
 1 

1 B 1 m m m m m r n m m m m > J W J 2 
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1 I 1 + m m  | 
1 i 1 1 1 * 
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•
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•
 

•
 

•
 

•
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 1 1 1 

1 1 1 1 1 
1 1 1 1 1 
1 1 
1 11 1 1 1 
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«f • » * + PASS +»•»+ 2 1 m m  

1 1 »»•»»»•«••» m  m  <•> 1 $ m  m  m  m  m  a a a a V
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4- m m m + 4  i m  m  m  4  "  m  m  m  m  m  

1 1 1 I 
3 1 14,51 1 

I I 
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1 t 1 1 1 
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1 1 # 3 i 1 1 1 # t 
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•
 

1 •
 

+
 ACCT !  m  • *« if 

1 1 >••••••••.>1 ^ 1  4,5 m  m  m  m  

—* 

U* 

A
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Postei 
JBP 24-0CT-74 13832 24300 

FTP State Diagrams [XI] 

Finally we present a generalized diagram that could be used to 
model the command and reply interchange* lz 

1 
Begin i 

I v 
1 4 4 emd +»• • m 2 4. m m m 4 
» * > J 1 » A

 I 1 * 1 1 1 1 " 
1 I 1 w 1 1 s 1 A

 t 

•
 

A
 « i I-m m <m m 1 1 

4* m «e m 4 1 +" 4 * 5 1 
1 I 1 1 1 1 
I 1 1 11 13 1 • m * • • 

1 1 1 1 1 1 1 1 
I I »X»II 1 m m —>1 F i 
J 1 1 1 1 
1 I 1 

1 
1 

m 

V 
End 

lzl 
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INTRODUCTION l a  

The File Transfer protocol (Fip) is a protocol tor file 
transfer between hosts excluding Terminal Interface Message 
Processors (TIPs)) 0n the ARPA Computer Network (ARPANET), The 
primary function of FTP is to transfer files efficiently and 
reliably among hosts and to allow the convenient use of remote 
file storage capabilities, 

The objectives of FTP are 1) to Promote sharing °t fiies 
(computer programs and/or data)* 2) to encourage indirect or 
implicit (via programs) use of remote computers* 3) to shield a 
user from variations in file storage systems among hosts, and 
4) to transfer data reliably and efficiently, FTP* though 
usable directly by a user at a terminal, is designed mainly for 
use by programs, la2 

The attempt i n thi s s pecification i s t ° satisfy the diver se 
needs of users of maxi-nosts, mini-hosts, Tips, and th« 
Data-computer, with a simple, and easily implemented protocol 
design, " 

This paper Assumes knowledge of the following protocols 
described in NIC #7104j ia4 

The host-host Protocol l«4a 

The initial Connection Protocol la4b 

The Telnet Protocol la4e 

DISCUSSION ib 

in this section, the terminology and the FTP model are 
discussed. The terms defined in this section are only those 
that have special significance in FTP, lbi 

Terminology lb2 

ASCII lh2a 

The ASCII character set as defined in NIC #7104, In FTP, 
ASCII characters are defined to be t he lower naif ot an 
eight-bit code set (i,e,* the most significant bit is 
zero), 1 b 2 a 1 

access controls lb2b 

1 
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Access controls define users" access privileges to the 
use ot a system, and to the files in that system, Access 
controls are necessary to prevent unauthorized or 
accidental use of files. It is the prerogative of a 
server*FTP process to provide access controls, 

byte size 

The byte size specified for the transfer of data, The 
data connection is opened with this byte size, The data 
connection byte size is not necessarily the byte size in 
which data is to pe stored in a system, nor the logical 
byte size for interpretation of the structure of the 
data, 

lb2bl 

ib2c 

transfe rred, in a 
data transferred 
or a number of 
-DTP and a 

data connection 

A simplex connection over w hich data is 
specified byte size, mode and type, The 
may be a part ot a file, an entire fiie 
files, The path may be between a server 
user-i)TP, or between two server-DTPs, 

data socket 

The passive data transfer Process "listens" on the data 
socket for an RFC from the active transfer process 
(server) in order to open the data connection, The server 
has fixed data sockets? the passive process may or may 
not • 

lb2ci 

1 b2d 

1 b 2 d 1 

lb2e 

EPF 

The end-o£*£ile condition that defines the end of a file 
beind transferred, 

EOR 

The end*of-record condition that defines the end of a 
reeora being transferred, 

error recovery 

A procedure that allows a user to recover from certain 
errors such as failure of either host system or transfer 
process# In FTP# error recovery may involve restrartind 
a file transfer at a given checkpoint# 

FTP commands 

lb2el 

lb2f 

lb2£ 1 

ib23 

ib2gl 

102h 

lb2hl 

tb21 

2 
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A set ot commands that comprise the control information 
flowing from the user-FTP to the server-FTP process, 

file 

An ordered set Of 
arbitrary length* 

computer data (including Programs)# 
uniquely identified by a pathname, 

ot 

mode 

The mode in which data is to be tran sferr ed via t^ e d ata 
connection. The mode defines t^e data format during 
transfer including EOR and EQF, The transfer modes 
defined in FTP are described in Section 3D, 

NVT 

The Virtual 
Protocol, 

Terminal, as defined in the ARPANET Telnet 

N VfS 

1 b 2 i 1 

102j 

lb231 

102* 

lb2ki 

1021 

1 0 2 1 1  

lb2m 

The Network Virtual File System, A concept which defines 
a standard networJc file system with standard commands and 
pathname conventions, FTP only partially embraces the 
NVFS concept at this time, 

pathname 

lb2mi 

ib2n 

pathname is defined to be 
oe input to a file system 
a file, Pathname normally 
directory names, and tile 
not yet specify 
must follow the 

the character string which must 
by a use r i n order to identify 
contains device and/or 
name specification, FTP dees 

a standard pathname convention, Each user 
file naming conventions of the file 

systems he wishes to use 

record 

lb2ni 

lb2o 

A sequential file may be structured as a number of 
contiguous parts called records. Record structures are 
supported by FTP out a tile need not have record 
strucutre» 

reply 

10201 

lb2p 

A reply is an acknowledgment (positive or negative) sent 
from server to user via the Telnet connections in 
response to FTP commands, The general form of a reply is 

3 
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a completion code (including error codes) followed by a 
text string, The codes are for use by programs and the 
text is usually intended for human users, 

server-DPT 

The data transfer process? in its normal "active" state# 
establishes the data connectioin by PFC to the 
"listening" date socket# sets up parameters for transfer 
and storage# ana tranters data on command from its PI# 
The DTP can be placed in a "passive" state to listen for# 
rather than initiate# an RFC on the data socket, 

server-FTP process 

A process or set of processes which perform the function 
of file transfer in cooperation with a user-FTP process 
and# possibly# another server. The functions consist of a 
protocol interpreter (Pl)and a data transfer Process 
(DTP) i 

server"Pi 

The protocol interpreter "listens" on socket 3 for an ICP 
from a user-Pi and establishes a Telnet communication 
connection, It receives standard FTP commands from the 
user-PI# sends replies, and governs the server-DTP, 

Telnet connections 

The full-duplex communication path between a user-Pl and 
a server-Pi, The Telnet connections are established via 
the standard ARPANET initial connection Protocol cICP), 

type 

The data representation type used for data transfer and 
storage# Type implies certain transformations between the 
time of data storage and data transfer# The 
representation types defined in FTP described in Section 
3B, 

user 

A human being or a process on behalf of a human being 
wishing to obtain file transfer service, The human user 
may interact directly with a server-FTP process# but use 
of a user*FTp process is preferred since the protocol 
design is weighted towards automata. 

24301 

Ib2pi 

ib2g 

l b Z q l  

ib2r 

lb2ri 

lb2s 

Jb2si 

lbZt 

lbZti 

1P2U 

lb2ul 

lfo2v 

1 D 2 v 1 

4 
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user-OTP 

The data tr*n5fer P rocess "listens" on the data socket 
for an RFC from a server-FTP process, If two servers are 
transferring data between them, the us«r-DTP is inactive, 

user-FTP process 

A set of functions including a protocol interpreter* a 
data transfer process and a user interface which together 
perform the function of file transfer in cooperation with 
one or more server-FTP processes, The user interface 
allows a local language to be used in the command-reply 
dialogue with the user, 

user"FI 

The protocol interpreter initiates the 1CP to the 
server-FTP process* initiates FTP commands* and governs 
the user-OTP if that process is part of the file 
transfer, 

The FTP Kodei 

With the above definitions in mind, the following model 
(shown in figure 1) maybe diagrammed for an fTP service, 

lb2w 

lb2wl 

lb2x 

lb2x 1 

ib2y 

lb2yl 

lb3 

lb3a 

File 
systems 

Server 
PI 
I 
J 

Server 
> DTP <-

FTP Commands 

FTP Replies 

Data 

Connections 

user 
Inter face<--->User 

i 
i 

'---User 
--> PI 

1 
i 

User File 
>--> DTP<---->system 

Figure i lb3b 

in the model described in Figure 
interpreter initiates the Telnet 
initiation of the user* standard 
by the user-Pi and transmitted to 

1 f t he user-protocol 
connections. At the 
FTP commands are generated 
the server process via the 

TELENT connections, (The user may establish a direct Telnet 
connection to the server-FTP* from a TIP terminal for 

5 
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example, and generate standard FTP commands himself, 
by-passing the user-FTP process,) Standard replies are sent 
from the server-Pi to the user-Pi over the Telnet 
connections in response to the commands, lfe3c 

The FTP commands specify the Parameters for the data 
connection (data socket, byte size, transfer mode, 
representation type, and structure) and the nature of file 
system operation (store, retrieve, append, delete, etc,), 
The user-DTP or its designate should "listen" on the 
specified data socket* and the server initiate the data 
connection and data transfer in accordance with the 
specified parameters, it should be noted that the data 
socket need not be in the same host that initiates the FTP 
commands via the Telnet connections, but the user or his 
user-FTP process must ensure a "listen" on the specified 
data socket, it should also be noted that two data 
connections, one for send and the other tor receive, may 
exist simultaneously, lb3d 

In an cther situation a user might wish to tra nsfer files 
between two hosts, neither of which is his local host, He 
sets up Telnet connections to the two servers and then 
arranges for a data connecton between them, in this manner 
control information is passed to the user-Fl but data is 
transferred between he server data transfer processes, 
Following is a model of this server"server interaction, ib3e 

Telnet Telnet 

1 ....user-Pi j 
j j "C" 1 I 
J I I I 

Server-FTP Data Connection server«FTP 
"A" " B " 

S(A) S(6) 

Figure 2 *b3f 

The protocol requires that the Telnet connections be open 
while data transfer is in progress, It is the 
responsibility of the user to request the closing of the 
Telnet connections when finished using the FTP s ervice, 
while it is the server who takes the action. The server may 
abort data transfer if the Telnet connections are closed 
without command. ib3g 

6 
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DATA TRANSFER FUNCTIONS lc 

Files are trangfer red only via the data connections)« The 
Telnet connection is used for the transfer of commands# which 
describe the functions to be performed# and the replies to 
these corrmands Csee section 4c), Several commands are concerned 
with the transfer of data between hosts, These aata transfer 
commands include the BYTF, MODE, and soCK^t commands which 
specify how the bits of the data are to be transmitted, and the 
STRUCture and TYPE commands, which are used to define the way 
in which thhe data are to be represented # T he transmission and 
representation are basically independent but "stream" 
transmission mode is dependent on the file structure attribute 
and if "compressed" transmission mode is used the nature of the 
filler byte depends on the representation type, lei 

Data Representation and Storage 1C2 

Data is transferred from a storage device in the sending 
host to a storage device in the receiving host. Often it is 
necessary to perform certain transformations on the data 
because data storage representations in the two systems are 
different, For example, NVT-ASCIX h as different data storage 
representations in diffeent systems, PDp»lti#s generally 
store NVT.ASCII as five 7.bit ASCII characters, 
left-justified in a 36-bit wordt 3 60*s store NVT-ASCII as 
8-bit EBCDIC c odes, Multics stores NVT-ASCU as four 9-bit 
characters in a 36-bit word, it may be desirable to convert 
characters into the standard NVT-ASCII r epresentation when 
transmitting text between dissimilar systems, The sending 
ana receiving sites would have to perform the necessary 
transformations between the standard representation and 
their internal representations, ic2a 

A different Problem in representation arises when 
transmitting binary data (not character codes) between host 
systems with different word lengths, It is not always clear 
how the sender should send data, and the receiver store it, 
For example, when transmitting 32-bit bytes from a 32.bit 
word.length system to a 36-bit word.length system, it may be 
desirable Cfor reasons of efficiency and usefulness) to 
store the 32-bit bytes right-justified in a 36-bit word in 
the latter system, in any case, the user should have the 
option of specifyino data representation and transformation 
functions, it should be noted that FTP provides for very 
limited data type representations, Transformations desired 
beyond this limited capability should be performed by the 
user directly or via the use of the Data Recentiguation 
sevice (DPS# RFC #133# NIC #6715? and RFC #437, NIC #13701), 

7 
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Additonal representation types nay be 
there is a demonstrable need. 

defined later if 

D*t® representation^ are handled 
a representation type, This type 
or EBCDIC) or explicitly (as in Local 
size for interpretation which is 
byte size," This has n othing to 

in FTP by a user specifying 
nay implicitly (as ASCII 

byte) define a byte 
referred to as the "logical 

oytw s*4c •" a * j 5 nwiuifiy to do with the byte size used 
for transmission over the data connect ion(s) (called 
the"transfer byte size") and the two should not be confused. 
For example, NVT-ASCII has a logical byte size of B bits but 
an ASCII file might pe transferred using a transfer byte 
size of 32, If the type is Local byte, then the TYPE command 
has an obligatory second parameter specifying the logical 
byte size, 

The types ASCII and EBCDIC also take a second (optional) 
parameter? this is to indicate wnat Kind of vertical format 
control* if any, is associated with a file, The "following 
data representation types are defined in FTP J 

ASCII Format 

lc2b 

ic2c 

lc2d 

lC2di 

This is the default type and must be accepted by all 
FTP implementations, it is intended primarily for the 
transfer of text files, except when Doth hosts would 
find the EBCDIC type more convenient, lc2dla 

The sender converts the data from his internal 
character representation to the standard 8-bit 
NVT-ASCII representation (see the Telnet 
specification), The receiver will convert the data 
from the standard form to his own interna* form, iC2bib 

In accordance with the NVT standard* the CRLF sequence 
should be used, where necessary, to denote the end of 
a line of text, (See the discussion of file structure 
at the end of Section 3B), ic2dlc 

Using the standard NVT»ASCII representation means that 
data must be interpreted as bytes, if the BYTE 
command (Section iv,A,2) specifies a transfer byte 
size different from 8 bits, the 8-bit ASCII characters 
should be packed contiguously without regard fOr~ 
transfer byte boundaries, y lc2dld 

The Format pa ramete r f or A SCII and EBCDIC types is 
discussed below, (See Section 3b5.) Ic2die 

8 
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EBCDIC Format K2d2 

This type is intended £or e fficient tr^nsfeer between 
hosts which use EBCDIC for their internal character 
representation, 

For transmission the data are represented as 8-bit 
EBCDIC characters. The character code is the only 
difference between the functional specifications of 
EBCDIC and ASCII types, 

End-cf-line (as opposed to end-of-r ecor^ -- see the 
discussion of structure) win probably be rareiy used 
with EBCDIC type for purposes of denoting structure, 
but where it is necessary the NL character should be 
used, 

The Format parameter f°r ASCII and EBCDIC types is 
discussed below, (See Section 3B5t) 

1 c 2 d 2 a* 

ic2d2b 

image 

Ic2d2c 

ic2d2d 

Ic2d3 

The data are sent a s c ontiguous hits which* for 
transfer# are packed into transfer bytes of the size 
specified in the BTTE command, The receiving site must 
store the data as contiguous bits. The structure of 
the storage system might necessitate the padding of 
the file (or of each record, for a reco vrd«structured 
file) to seme convenient boundary (byte# word or 
blocK), This padding, which must be ail zeroes, may 
occur only at the end of the file cor at the end of 
each record) and there must be a way of identifying 
the padding bits so that they may be stripped off if 
the file is retrieved. The padding transformation 
should be well publicized to enable a user to process 
a file at the storage site, 

image type is intended for the efficient st°rage and 
retrieval of files and for the transfer of binary 
data, It is recommended that this type be accepted by 
all FTP implementations. 

Local-byte Byte-size 

The data is transferred in logical bytes o£ the size 
specified by the obligatory second parrameter, 
Byte-sizef T he value of Byte-size must be a decimal 
integer? there is no defauult value, The logical byte 
size is not necessarily the same as the transfer byte 

Ic2d3a 

Ic2d3b 

Ic2d4 

9 



FTPSPEC 
JBP 24-UCT-74 13*36 24301 

size! If there is a difference in byte sizes# then the 
logical bytes should be pacfced contiguously# 
disregarding transfer byte boundaries and with any 
necessary padding at the end, lc2d4a 

when the data reaches the receiving host it will be 
transformed in a manner dependent on the logical byte 
size and the particular host, This transformation must 
be invertible (that is an identical file can be 
retrieved if the same parameters are used) and should 
be well publicized by the FTP implementors, Ic2d4h 

This type is intended for the transfer of structured 
data, For example, a user sending 36"bit 
floating-point numbers to a host with a 32-bit word 
could send his data as Lccal-byte with a logical byte 
size of 36, The receiving host would then be expected 
to store the logical bytes so that they could be 
easily manipulated; in this example putting the 36*feit 
logical bytes into 64»bit double words should suffice, Ic2d4c 

A character file may be transferr 
three purposes?? for printing, to 
retrieval or for processing, If a 
the receiving host must Know how 
is represented, in the second cas 
store a tile at a host and then r 
the same form. Finally, it ought 
file from one host to another and 
second host without undue trouble 
format does not satisfy all these 
types have a. second parameter spe 
following three formats; 

ed t0 a host for on e o f 
r storage and later 
file is sent for printing# 

the vertical format control 
e# it must be possible to 
etrieve It later in exactly 
to be possible to move a 
process the file at the 
, A single ASCII or EBCDIC 
conditions and so these 

cifying one of the 
ic2e 

non print 1C 2 £ 1 

This is the default format to be used if 
(format) parameter is omitted, Non-print 
be accepted by all FTP implementations, 

the second 
format must 

The file need contain no vertical format information, 
If it is passed to a printer process# this process may 
assume st ahdard values for spacing ana m arglns, 

Normally# this format will be used with files destined 
for processing or just storage, 

Teinet format control! 

Ic2ela 

ic2elb 

lc2eic 

102e2 
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T he  t i l e  con ta ins  A S C II /EBC D IC  v er t i ca l  format  
c on tr o l s  ( i . e . ,  CP,  L F #  NL ,  VT#  FF )  wh i ch  the  pr i n te r  
proces s  w i l l  in t erp re t  app ropr ia t e l y .  CRk F,  i n  ex ac t ly  
th i s  s equence ,  a l s o  denote s  end -o£* l in e •  I c2e2a  

Carr iag e  Contro l  (AS A )  I e 2 e 3  

T he  f i l e  cont a ins  A SA (For tran)  ver t i ca l  f orm at  
con tr o l  charac ters ,  ( s ee  N WG/R FC #1 89  Appe nd ix  C an d  
Co mmun icat io ns  o f  the  AC M vo l ,  7  no ,  1 0  p ,  606 ,  
GCtober 19 64 , )  j n  a  l i n e  or  a  record ,  f o rma t ted  
accord ing  to  t he  ASA S t andard ,  the  f i r s t  c har ac te r  i s  
no t  t o  be  pr in t e d ,  in s t e ad" i t  shou ld  be  used  t o  
de termine  t h e  ve r t i c a l  mov emen t  o f  the  pap er  wh i ch  
s ho u ld  ta ke  p lace  be fore  the  r e s t  o f  the  record  i s  
pr in ted .  Th e  ASA  s tandard  s pe c i f i e s  the  fo l l ow ing  
co ntro l  c har ac t er s?  I c2e3a  

Charac ter  v er t i ca l  Spac i ng  

b lank  Mo ve  pap er  up  one  l i ne  
0 Mo v e  pap er  u b  two  U nes  
1  Mo ve  pap er  t o  top  o f  page  
+  NO pap er  move m e nt ,  ov erp r in t ,  

I c2e3a l  

C l e ar l y  th ere  m ust  h e  5 o me  wa y  f or  a  p r in t e r  process  
t o  d i s t ingu i sh  tne  end  o f  the  s t r uc t ur e  en t i t y , ,  I f  a  
f i l e  "ha s  r ecord  s t r u c tu re  ( s ee  be lo w )  th i s  i s  no  
prob lem j  r e c ords  w i l l  b e  e xp l i c i t l y  mar ked  dur ing  
t ra n s f er  an d  s tor age .  I f  tne  f i l e  has  no  reco rd  
s t r uc t u re ,  t h e  CRLF en d-o f - l in e  s equence  i s  used  t o  
s epa ra te  p r in t i ng  l i ne s ,  but  th e se  for mat  e f f e c tor s  
are  overr idden  by the  A S A co n t ro l s ,  I c2e3b  

A no te  o f  cau t ion  abou t  paramete r s?  a  f i l e  mus t  be  s tored  
an d  r e t r i eved  wi th  t he  sam e  paramete r s  i f  the  r e t r i ev ed  
ver s ion  i s  to  be  iden t i ca l  t o  the  ver s ion  or ig ina l l y  
t ran smi t t ed .  Conver s e l y ,  F TP implementa t ions  mus t  r e turn  a  
f i l e  id e n t i c a l  t o  the  or ig in a l  i f  the  paramet er s  used  t o  
s to r e  an d  r e t r i e ve  a  f i l e  are  the  sam e ,  l c2 £  

In  a dd i t i o n  to  d i f f er en t  rep resen t a t io n  tyPe s ,  FT P  a l l ows  
th e  s t ruc tu re  o f  a  f i l e  t o  be  spec i f i e d .  Current ly  tw o  f i l e  
s t ruc ture s  are  recog n iz e d  i n  F T P?  f i l e - s t ru c ture ,  wh er e  
t here  i s  no  in t erna l  s t ruc t ure ,  an d  re c ord- s t r uc tur e#  where  
th e  f i l e  i s  ma d e  up  o f  r ec ords ,  p i l e - s t ruc tu r e  i s  the  
de fa u l t#  t o  ne  a s su med  i f  the  ST RUc t ur e  co m ma n d  h as  no t  been  

ii 
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us e d  but  b o th  s t r u c t ures  m ust  be  accep ted  for H t ex t"  f i l e s  
( i . e . ,  f i l e s  w i th  T yPE AS CII  or  EBC D IC )  by  a l l  FT P 
imp lemen ta t ion s ,  Th e  s t ru c tu re  o f  a  f i l e  w i l l  a f f ec t  bo th  
th e  t ran s f er  mo d e  o f  a  f i l e  ( s ee  Sec t io n  3D )  and  the  
in terp re t a t io n  an d  s tor age  o f  the  f i l e ,  

T he  "na tura l"  s t r uc t ure  ° f  a  f i l e  w i l l  de pend  on  which  hos t  
s t ore s  t he  f i l e ,  A source -code  f i l e  w i l l  u s ua l l y  b e  s tore d  
o n  an  IB h  36 0  in  f i xed  l eng t h  records  but  on  a  PDP- 1 0  as  a  
s t r ea i r  o f  c harac t er s  par t i t i oned  in to  l i ne s ,  f or  exa m pl e  sy  
CRL F ,  I f  the  t ra ns f er  o f  f i l e s  be tween  such  d i sp arate  s i t e s  
i s  to  t e  use f u l ,  there  mu s t  be  so m e  w a y  f or  one  s i t e  t o  
reco gn ize  the  o the r ' s  a s sump t ions  ab ou t  the  f i l e ,  

With some sites bei ng naturally fiie-0rien^ed ?nd others 
naturally record-oriented there may be problems if a file 
with one structure is sent to a host oriented to the other, 
If a text tile i s  sent with record-structure to a host which 
is file oriented, then that host should apply an internal 
transfOrmation to the file based on the record structure, 
Obviously this transformation should be useful but it must 
also be invertible so that an identical file may be 
retreieved using record structure, 

in  t^e  ca s e  o f  a  f i l e  be ing  s en t  w i t h  f i l e - s t ruc t u r® t o  a  
r e co rd-or i en ted  h os t ,  there  ex i s t s  the  ques t i on  o f  wh*t  
c r i t er ia  t h e  h 0 s t  sh 0 u ld  use  t 0  div i de  the  f i l e  in to  reco rd s  
wh ic h  can  be  proces sed  l oca l l y ,  I f  th i s  d iv i s ion  i s  
n eces sar y  the  F T P imp le m e n ta t ion  s hou ld  use  the  end- o f - l ine  
s e quence ,  C F L F f or  AS CII ,  o r  N D t or  EB C D I C " tex t  f i l e s ,  a s  
th e  de l i m i t er ,  i f  an  FT P imp lemen ta t ion  adopt s  th i s  
t echn i que , i t  m ust  be  prepared  t o  rev ers e  the  t rans format ion  
i f  t he  f i l e  i s  re t r i ev ed  wi th  f i l e» s t ru c t ure ,  

Es tab l i s h ing  Data  Connec t ions  

T he  m e c han i c s  o f  t rans f err ing  da ta  con s i s t s  o f  s e t t ing  u p  
the  da ta"connec t ion  t o  the  appropr ia t e  s ocke t s  and  choos in g  
the  parameter s  f or  t rans f er  - •  by te  s i ze  an a  mod e ,  Bo t h  the  
user  and  the  s erve r - DTPs  have  de f a u l t  da ta  socX et s l  t he se  
are  th e  two  socke t s  ( f ° r  s en d  an d  r ece ive )  immedia te ly  
f o l l owin g  t he  s tandard  IcP  T e lne t  , i « e , ,  CU+ 4 )  an d  U+5)  f or  
the  us e r^ pr oc es s  an d  C S + 2 ) ,  (S+3 )  f or  the  s erve r ,  T he  u se  o f  
d e fau l t  socXet s  w i l l  ensure  the  s ecu r i ty  o f  the  da ta  
t r ans f er ,  w i i tho ut  req u ir in g  the  sock e t  in format ion  to  b e  
e xp l i c i t l y  exchanged ,  

T he  b y te  s i z e  the  da ta  connec t ion  i s  sp e c i f i e d  by  the  
by t e  co mm an d ,  o r ,  i f  l e f t  un spe c i f i ed ,  de fa u l t s  t o  9 - b i t  

24301 

lc2g 

ic2h 

i c 2 i  

1C 2  j  

lc3 

lc3a 
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by tes .  T h i s  by te  s i ze  i s  re l e vant  on lv  for  the  ac tu a l  
t rans f er  o f  t he  da t a ?  i t  has  no  bear ing  on  repres enta t i on  o f  
the  da ta  w i th in  a  hos t ' s  f i l e  sy s t em The  Pr otocol d oes  no t  
r equ ire  s erver s  t o  a c c e pt  a l l  po s s ib l e  by te  s i z e s*  S i n ce  the  
u se  o f  var ious  by te  s i z e s  i s  in t ended  for  e f f i c i en cy  o f  
t ran s f er*  s erv ers  n ay  imple me nt  on ly  thos e  s i z e s  for  which  
the i r  da ta  t ra ns f er  i s  e f f i c i e n t  inc lud ing  the  de f au l t  by te  
s i ze  o f  8  b i t s ,  l c3b  

The  pa s s i ve  da t a  t rans f er  proces s  ( t h i s  m a y  be  a  use r -D T P or  
a  s econd  se r ve r -DTP)  sh a l l  " l i s t en"  on  the  da ta  sock e t  pr io r  
t o  s end ing  a  t rans f er  r e que s t  com m an d .  T he  F TP r eques t  
c omman d  de termines  the  d i re c t i on  o f  the  da ta  t rans f er  an d  
thus  which  da ta  socke t  ( 06$  o r  even )  i s  t o  be  used  in  
e s ta b l i s h in g  the  conn ec t ion ,  T h e  s e r ve r *  upon  r ece iv i ng  the  
t r a ns fe r  req ues t ,  w i l l  i n i t i a t e  the  da ta  connec t io n  by  .RF C 
t o  t h e  appropr ia t e  so cke t  u s in g  the  spec i f i ed  (or  de fau l t )  
by te  size, wh en  t h e  connec t ion  i s  opened ,  the  da ta  t ra ns fer  
beg ins  be twe en  DTP'S and  the  s er yer -P i  s ends  a  conf i rming  
rep l y  t o  the  user -P i ,  i c3 c  

I t  i s  pos s ib l e  for  the  user  t o  sp ec i f y  a n  a l t ern a t e  da ta  
s ocke t  by u se  o f  t h e  SO CK c om m and ,  H e  m i g ht  wan t  a  fue  
d u mp e d  on  a  TIP l ine  p r in t e r  or  r e t r i ev ed  f rom a  th i rd  par ty  
hos t ,  in  t h e  l a t t e r  c a se  the  use r -P i  s e t s  u p  T e lne t  
connec t io ins  w i th  bo th  s e rv er*?! ' s  and  s ends  each  a  S O CK 
c om m an d  in d ica t in g  the  f i xed  da ta  soc ke t s  O f  the  o ther*  one  
s erv er  i s  th en  to ld  ( by  a n  FTP co mma n d)  t o  " l i s t en"  for  an  
RFC which  t h e  o ther  w i l l  i n i t i a te  an d  f i na l l y  bo th  are  s en t  
the  appropr ia t e  t r a ns fer  com m ands ,  The  exac t  s e que nc e  o f  
co mm e nd s  and  r ep l i e s  s ent  be tween  the  u ser - cont ro l l er  and  
the  s er ver s  I s  de f in ed  i n  Se c t io n  5 B ,  l c 3d  

In  gener a l  i t  i s  t he  s e rver ' s  r e sp ons ib i l i t y  t o  ma in ta in  the  
da ta  conne c t i on  •  «  t o  in i t i a t e  the  RF cs  an d  tne  c l os e s ,  T h e  
exc e pt i on  to  t h i s  i s  whe n  the  use r -DTp i s  s end ing  the  da ta  
in  a  t r a ns fe r  mod e  tha t  r equ ire s  the  connec t ion  t o  b e  c l o s e d  
to  i n d i ca t e  EOF, T h e  s erv er  m ust  c l o se  the  da ta  con n e c t ion  
un der  t h e  fo l l ow ing  co nd i t i ons :  l c3e  

Th e  s erver  has  Comple t e d  s end ing  da ta  in  a  t ra ns f er  mod e  
tha t  r equ ire s  a  c lo s e  t o  in d i c a te  EOF ,  i c i e l  

Th e  s erv er  r ece iv e s  an  ABQRT c om m an d  f rom the  user ,  l c i e 2  

Th e  socke t  or  b y te  s i ze  sp ec i f i ca t i on  i s  cha nged  by  a  
c omm an d  f r om the  us er ,  I c3e3  

Th e  Te lne t  c on n e c t l ° n s  are  c l o se d  l ega l l y  or  o the r wi se*  I c3 e4  
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A n I rrecovera b le  error  con di t i on  occurs .  I c3 e5  

Otherwise t he  c l o se  i s  a  s erver  op t ion#  the  ex erc i s e  o f  
wh ic h  he  must in d ic a te  t o  the  user -pro ces s  by an  ap propr ia t e  
reply, i c3 f  

Transm i s s i on  t fodes  l c4  

The nex t  cons i dera t i on  in  t ran s f err in g  da ta  i s  choos i ng  the  
ap p r op r i a t e  t ran smis s i on  m ode ,  Th ere  are  thr e e  mo des !  one  
wh ich  form ats  t he  da ta  an d  a l l o ws  for  r e s t ar t  pro cedures*  
o n e  which  a l so  compres se s th e  da ta  f or  e f f i c i e n t  t ran s f er?  
an d  one  whic h  p as s e s  the  da ta  w i t h  l i t t l e  o r  no  proc es s ing ,  
in  th i s  l a s t  ca se  the  m od e  in t e rac t s  w i th  the  s t r uc ture  
a t t r ib ute  to  de termine  the  type  o f  pro ces s in g ,  in  the  
compres sed  m od e  t he  repr esen ta t ion  type  de termines  the  
f i l l er  by te ,  I c 4a  

s t ruc ture#  a l l  th e  end-o f - record  
ex p l i c i t # inc lud ing  the  f i na l  one ,  *  i c4b  

Not es  In  the  r e s t  o f  th i s  s ec t i on#  by te  m ea ns  " t r ans fer  
b y t e"  excep t  where  e xp l i c i t l y  s ta t e d  o th erwi se ,  I c4c  

T he  f o l l owing  t rans m i s s i o n  m odes  a re  de f in ed  in  FT P?  l c4d  

s t ream K4d i  

T he  da ta  i s  t ransmi t t e d  a s  a  s t rea m o f  by t e s ,  There  i s  
no  r e s t r i c t i o n  on  the  represe n ta t ion  type  use d ?  record  
s t r uc tures  are  a l l owed , in  w hi ch  c a se  the  t ra ns f er  by te  
s i ze  m us t  be  a t  l ea s t  3  b i t s i  i c4 d la  

in  a  r e c or d  s t r uc tur e d  f i l e  EQR and  EOF wi l l  each  be  
ind i ca ted  by  a  by te  contro l  code  o*  whateve r  by te  s i z e  
i s  u s e d  for  the  t r ans f er ,  T h e  f i r s t  by te  o f  the  
co n tro l  code  w i l l  be  a l l  ones# the  e scape  c ha r ac t e r ,  
T h e  s e cond  by te  w i l l  have  the  l ow  order  b i t  on  and  
z e r oe s  e l s e where  for  E QP and  the  s econd  lo w  order  b i t  
on  f or  E CF t  tha t  i s#  the  by te  w i l l  hav e  have  va lue  1  
f or  EN P an d  va lue  2 f or  EOF, EQR an d  EOF m ay  b e  
i n d i ca ted  toge ther  on  the  l a s t  by te  t ransmi t t ed  by  
turn i ng  bo th  l ow  order  b i t s  o n#  i , e # #  the  va lue  3 ,  I f  
a  by te  o f  a l l  ones  w as  in t e nde d  to  b e  s en t  a s  da ta ,  i t  
shou ld  be  r epea ted  in  the  s e c ond  by te  o f  the  contro l  
code ,  l c4d lb  

14 
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I f  t h e  f i l e  does  no t  hav e  record  s t r uc ture ,  the  E OF 
ind i ca ted  by  the  s end ing  hos t  c lo s ing  the  da ta  
conne c t ion  and  a l l  by tes  are  da ta  by te s .  

i s  

R l cck  

T h e  f i l e  i s  t ran s m i t t e d  a s  a  s er i e s  o f  da ta  b lo c ks  
p reced ed  by  one  O r  m or e  hea der  by te s .  Th e  he ade r  by te s  
conta in  a  count  f i e l d ,  an a  de s cr ip tor  code ,  T he  count  
f i e l d  ind i ca te s  the  t o t a l  l ength  o t  the  da ta  b lock  in  
by tes ,  t hus  mark in g  the  beg inn ing  o f  the  nex t  da ta  
b lock  ( ther e  are  no  f i l l e r  b i t s ) .  The  de s cr i p to r  code  
de f ine s  t l a s t  b lock  i n  the  f i l e  (E O F )  l a s t  b lock  in  
t he  reco rd  CEOR ) *  r e s ta r t  mar ke r  ( s ee  s e c t i on  3 E)  or  
suspe c t  da ta  ( i . e . #  the  da ta  be ing  t r ans fe r r e d  i s  
susoec te d  o f  e rrors  and  i s  no t ,  r e i i l a b i e . )  Th i s  l a s t  
code  i s  no t  in t ended  for  error  contro l  w i th in  FT P,  I t  
i s  mot iva ted  by  the  des i r e  o f  s i t e s  e x c h a n g in g  ce r t a in  
ty pes  o f  da ta  ( e ,g , ,  s e i smic  or  wea t her  da ta )  t o  s end  
and  r e ce iv e  a l l  the  da ta  de sp i t e  l oca l  e rr ors  ( such  a s  
"mag ne t i c  t ape  rea d  erro rs " ) ,  bu t  t o  ind i ca te  in  the  
t ransm is s ion  tha t  c e r ta in  p ort ion s  are  susp ec t ) ,  
Pecerd  s t r uc tures  are  a l l owed  in  th i s  mod e ,  and  any  
r ep rese n ta t i on  type  m ay  be  u s ed .  Th ere  i s  no  
r e s t r i c t i on  on  the  t ra ns fer  by te  s i z e ,  

The header  co ns i s t s  o f  the  sm a l le s t  in t e gra l  n umber  o f  
by te s  whose l e ng th  i s  gre a te r  th an  or  eq u a l  t o  24  
b i t s .  O n ly  t he  l ea s t  s i gn i f i can t  24  b i t s  
( r i g h t* ju s t i f i ed )  o f  header  sha l l  have  in format ion?  
t h e  rema i n i ng  m o s t  s i gn i f i can t  b i t s  a re  "don ' t  car e "  
b i t s t  O f  the  24  b i t s  o f  head er  in form at ion ,  the  16  l ow  
order  b i t s  s ha l l  r epres en t  by te  count ,  and  the  8  h iqh  
o rder  b i t s  sh a l l  r epr esen t  de s c r i p to r  codes  a s  sh own  
be l o w ,  

l c4c  

i c4 <  

In tegr a l  nu m be r  o f  by te s  grea te r  th an  or  equa l  2 4  
b i t s  

•nr «• m aa 4* 

i 
J 
i  Don ' t  care  
Co unt  J 
i  0  t o  231  b i t s  
1 

Descr ip tor  

8  b i t s  

Byte  

16  b i t s  
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I c4 d 2 b l  

The  de s cr ip to r  codes  are  i nd i ca ted  by  b i t  f l ags  i n  the  
desc r ip t o r  byte .  Fo ur  codes  have  been  a s s i gne d#  wh ere  
each  code  n u mb er  i s  the  dec ima l  va lue  o f  the  
correspond i ng  b i t  i n  the  by te ,  I c 4d2c  

Co de  M ean ing  

128  E n d  o f  da ta  b lock  i s  E oR 
64  E n d  o f  da ta  b lock  i s  E O F 
32  Suspec ted  errors  in  da ta  b lock  
16  Data  b lock  i s  a  r e s t ar t  m ar ke r  

l c4d 2c l  

w i th  th i s  enco d ing  mo re  t han  one  de scr i p t or  coded  
cond i t i on  may  ex i s t  for  a  par t i cu lar  b i oc * ,  As  many  
b i t s  a s  neces sar y  ma y  be  f l agged*  Ic4d2d  

The  r e s t ar t  mar ker  i s  emb edde d  in  the  da ta  s t ream a s  
an  in t eg ra l  num ber  o f  8 - b i t  by t e s  r epresent ing  
pr in tab le  c harac ter s  i n  the  l a ng ua g e  "be ing  used  o ver  
t h e  Te l ne t  conn e c t i on  ( e »g ,#  de fa u l t  - -  N V T - •  AS CII ) *  
These  m arker  by t e s  are  r i ght * j u s t i f i ed  in  the  sm a l l e s t  
in teg ra l  n um ber  o f  t ran s f er  by te s  gr e a t e r  th an  or  
eaua l  t o  8  b i t s .  For  ex ampl e#  i f  the  by te  s i ze  i s  7  
b i t s  the  r e s t ar t  m arker  by te  wo u ld  be  one  by te  
r i gh t - Ju s t i f i e d  per  tw o  7 -b i t  by t e s  a s  sh own  b e lo w!  I c 4d2e  

T wo  7 -b i t  by te s  
— — atai — — •> — a — ^ 

I  J  i  
1  i  M ar X e r  C h ar  1  
I  1  8  b i t s  l  
I  I  I  

I c4d2e i  

I f  th e  t rans f er  by te  s i z e  i s  16  or  m ore  b i t s ,  the  
m axim um p os s ib l e  n u mb er  of comPiete mar^r  by t e s  
shou ld  be  pa cked# r ig h t - j us t i f i e d#  i n to  each  t ra ns fer  
by te*  Th e  r e s tar t  m arke r  sh o u ld  beg in  in  the  f i r s t  
ma r ke r  by te*  i f  there  a re  any  unused  m arker  b y te s #  
the se  shou ld  b e  f i l l ed  w i th  the  charac ter  S P  (Space# in  
t he  approp r ia t e  l angu age ) ,  S P  mus t  no t  b e  used  w i th i n  

16 



FTPSPEC 
JBp 24-OCX-74 1 3 8 36 24301 

s  res t ar t  m arker*  For  exampl e#  t o  t ransmi t  a  
s i x - ch arac ter  m arker  w i t h  a  36 -b i t  t ra ns fer  by t e  size, 
the  fo l l o w ing  thr e e  3 6 * h i t  by te s  would  b e  s en tJ  I c 4d2f  

!  Don ' t  care  i D e s cr i p tor !  By te  count  =  2  1  
1  ( 1 2  b i t s )  1  code  =  16 1  1  

1  1  M ar ker  1  Ma rker  1  Ma rk er  1  M arke r  1  
I  1  8  b i t s  I  8  b i t s  1  8  b i t s  1  8  B i t s  1  

I  I  Ma rker  I  M arke r  I  sp a ce  I  space  I  
i  I  8  b i t s  1  8  b i t s  I  8  b i t s  i  8  b i t s  1  

Comp re s se d  

T h e  f i l e  i s  t ransmi t t e d  a s  s e r i e s  of bytes  o f  the  s i z e  
sp ec i f i ed  by  the  B YTE c o mm an d.  There  are  three  kinds 
o f  i n fo rmat i o n  to  b e  s en t*  regu lar  da ta #  s e n t  in  a 
byte  s t r ing ?  compres sed  da t a#  cons i s t i ng  o f  
r ep l i ca t i o ns  or  f i l l e r?  and  contro l  in fo r ma t io n #  s en t  
in  a  tw o-b y te  e scape  s equence ,  i f  the  by te  s i z e  i s  B 
b i t s  and  n>0  by t e s  o f  r egu l ar  da ta  a re  s e n t , t hese  n  
by te s  are  preceded  by  a  by te  w i th  the  l e f tmo s t  b i t  
s e t  to"0  and  the  r igh t -mos t  B» l  b i t s  conta in ing  the  
nu mb er  n ,  

!C4d2f1  

i c4d3  

Ic4d3a  

1  B - l  B  B  
4, m 4 m m m if w m m m if if * • m — 4. 

byte  s t r ing ?  i 0 i  n  ld f i ) l « . • Id (n) i  
4" m m m m 4, 

<- -n  by te s - - ->  
o f  da ta  

s t r i ng  o f  n  da ta  by t e s  dC l ) # , . , #  dC n)  
coun t  n  mus t  b e  p os i t i v e  
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I c4d3a l  

Xo  compr es s  a  s t r ino  o f  n  r e p l i c a t i o ns  o f  the  da ta  
by te  d #  th e  fo l l o wing  2  by te s  are  s e n t :  I c4d3b  

2 8-2 B 

rep l i ca t e d  by te s  i 1 0  »  n i d i  

I c4d3b l  

A s t r ing  o f  n  f i l l e r  by te s  ca n  be  comp res sed  in t o  a  
s ing l e  by t e#  wn ere  th e  f i l l e r  by te  var i e s  w i t h  the  
rep resenta t i o n  type ,  I f  the  type  i s  A SC XX 0 r  EB C D I C 
t he  f i l l e r  b y te  i s  SP CS pace ,A SCII  code  32 ,#  EB CD IC 
c ode  64 , )  i f  the  t ran s f er  by te  s i z e  i s  no t  3 ,  the  
ex pand ed  b y t e  s t r i ng  shou ld  be  f i l l e d  wi th  8 -b l t  S P  
charac ter s  in  the  ma n n er  de scr ibed  in  the  de f i n i t i on  
o f  AS CII  r ep resen t a t io n  type  (Se c t i on  3B) ,  I f  the  type  
i s  image  or  l o ca l  by te  the  f i l l e r  i s  a  z e r o  by te ,  I c4d3c  

2 B-2 

f i l l e r  s t r ing *  i l l !  n  J 

!C4d 3C1  

The  e s cape  s e quence  i s  a  doub l e  by te#  the  f i r s t  o f  
wh ich  i s  t he  e scape  by te  ( a l l  z er oes )  and  the  s econd  
o f  wh ic h  conta i ns  des c r ip t or  codes  a s  de f i ned  in  B lock  
mo d e ,  Th i s  imp l i e s  t h a t  the  by t e  s i ze  mu s t  be  a t  l ea s t  
8  b i t s #  whic h  i s  no t  m uc h  o f  a  r e s t r i c t i o n  for  
e f f i c i en cy  in  th i s  m ode ,  T he  de scr i p to r  codes  have  the  
s a m e  mean ing  a s  i n  B lo ck  m o de  and  a p p ly  t o  the  
succeed ing  s t r i ng  o f  by te s ,  I c4d3d  

Co mpr e s se d  mo d e  i s  use fu l  f or  ob ta in ing  incr eas ed  
ban dwidth  on  very  l arge  ne twork  t rans mis s io ns  a t  a  
l i t t l e  ex t ra  CP U c os t .  I t  i s  m o s t  e f f i c i e n t  wh en  th e  
b y t e  s i z e  chosen  i s  t h a t  o f  the  wo r d  s i z e  o f  the  
t ransm i t t i ng  hos t ,  a n d  ca n  be  mo s t  e f f ec t i v e ly  used  to  
rea uce  the  s i z e  o f  pr i n ter  f i l e s  such  a s  tho se  
g enera ted  by  Rj E  h os t s ,  I c 4d3e  
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F ©r  t h e  purp ose  o f  s tanda rd i sed  t rans f er#  the  s e nd i n g  hos t  
w i l l  t rans l a t e  h i s  in tern a l  end  o f  l i ne  or  end  o f  r ecord  
den ot a t ion  In to  t h e  represe n ta t ion  pres cr ibed  by  the  
t ra n s f er  m o de  an d  t i l e  s t ru c t u re#  an d  the  r ece iv in g  hos t  
w i l l  per form t h e  in vers e  t rans l a t i on  t o  h i s  in t er na l  
deno ta t ion ,  An  I BM 36 0  r ecord  count  f i e ld  may  no t  b e  
r ecogn ized  a t  ano ther  hos t#  so  the  end  o f  r ecord  in format ion  
ma y  be  t ran s f erred  a s  £  two  by te  c on t r o l  code  in  S tr eam mode  
or  a s  a  f l agged  b i t  in  a  B lock  or  Comp re s se d  mo de  
de scr i p tor .  E n d  o f  l i n e  in  an  ASC II  or  EBC DI C f i l e  w i th  no  
record  s t r uc ture  s h 0 uld  be  in d i ca t ed  by  C R L F © r  ML ,  
r e sp ec t ive ly .  S ince  these  t ra ns fo rma t io n s  imply  e x t r a  wor k  
f or  s o me  sy s t e ms ,  iden t i ca l  sy s t ems  t ran s f err in g  non^r e cor d  
s t ru c tur ed  t e x t  f i l e s  might  w i sh  t o  use  a  b in a ry  
rep res en t a t i on  and  s t rea m m o de  f or  the  t r an s fer ,  i c4e  

Error  Peco v ery  an d  Res tar t  1 <^ 5  

There i s  no  pro v i s i o n  for  de t ec t in g  b i t s  l o s t  o r  s crambl ed  
in  d a ta  t r ans f er ,  T h i s  i s s ue  i s  perhaps  h an d le d  bes t  a t  the  
NCP l ev e l  w h ere  i t  bene f i t s  mos t  u s er s .  Ho weve r ,  a  r e s tar t  
procedure  i s  prov ide d  t o  p r o te c t  u ser s  f rom gro s s  sy s t em  
f a i l u res  ( inc lud ing  f a i lu r e s  o f  a  hos t ,  an  FTP-proces s ,  or  
the  I MP sub ne t ) ,  l c5a  

T he  r e s tar t  proced ure  i s  d e f i n ed  on ly  for  the  b lock  an d  
combres sed  m odes  o f  da ta  t ran s fer .  I t  r equire s  the  s ender  o f  
da ta  t o  i nse r t  a .  a  sp ec ia l  marke r  c ode  in  the  da ta  s t r e am 
wi th  so m e  marker  in form at ion ,  T he  marke r  in format ion  has  
me an in g  on ly  t o  t he  s ende r ,  bu t  mu st  cons i s t  o f  pr in t ab le  
charac ter s  in  the  d e fau l t  or  nego t i a t e d  lanq uage  o f  the  
Te l n e t  con n ec t ion .  T he  mar ker  co u ld  repre sen t  a  b i t*count ,  a  
r«cord«count ,  or  a ny  o the r  in format ion  by  wh i ch  a  sy s t em  ma y  
iden t i fy  a  da ta  chec kpo in t ,  Th e  r e ce iver  o f  d a t a , i f  i t  
implem ents  t h e  r e s tar t  pr o c e dur e ,  wou ld  then  mar k  the  
cor respond i ng  pos i t i on  o f  th i s  m ar ke r  in  the  rec l ev i ng  
sy s t em,  and  re t urn  th i s  i n format i on  t o  the  u s er ,  

in  t he  eyent  o f  a  sy s t em fa i lu re ,  the  user  can  re s t a r t  the  
da ta  t r ans fe r  by  id ent i fy i ng  the  ma r k er  Po in t  w i th  the  F TP 
r es t ar t  procedure .  T he  f o l l owing  exam pl e  i l lu s t r a te s  the  use  
o f  the  r e s t ar t  procedure ,  l c5 c  

T h e  s ender  o f  the  da ta  in ser t s  a n  appropr ia t e  ma r k er  b lock  
in  the  da ta  s t rea m a t  a  conven ien t  po in t ,  Th e  r e ce iv i ng  hos t  
m arks  t h e  correspond ing  da ta  po in t  in  i t s  f i l e  sys t em and  
conveys  the  l a s t  kn o w n s ender  and  r ece iver  ma r k er  
i n format ion  to  th e  u s e r #  e i th er  d i rec t l y  or  over  the  Te lne t  
connec t i on  in  a  251 rep l y  (d e p en d in g  on  w h o  i s  t he  s e nder ) .  

lc5b 
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In  t h e  event  o f  a  sy s t em fa i l ure ,  the  user  or  con t ro l l er  
proces s  r e s tar t s  t he  s erve r  a t  the  l a s t  s erver  m ar ke r  by  
s end ing  a  r e s t ar t  com ma nd  w i th  s e rv er ' s  m ar ke r  code  a s  i t s  
arg u m ent ,  T h e  r e s t rar t  co m ma nd  i s  t rans mi t t ed  over  the  
T e lne t  co nnec t io n  a n d  i s  immedia te ly  f o l l ow ed  by  the  c o mma n d  
( s uch  a s  RE TR ,  ST OP or  L IST )  w h i ch  was  be i ng  executed  when  
the  sy s t em fa i l ure  occu rred .  

FIL E T R A N SFE R F U NCTI O NS 

T h e  com munica t i on  
e s t a b l i sh e d  by  iCP  
T he  u ser  pro toco l  
com m an d s  and  in t e r  
i n t erp r e t s  co m ma nd  
u p  the  da ta  c on nec  
par ty  t o  the  da ta  
the  us er »DTP then  
o f  the  use r -F TP ho  
gover ned  by  i t s  PI  

FT P C o mm an ds  

channe l  f ro m 
f ro m the  use  

in t er pre te r  i  
pre t in d  the  r  
s#  s ends  rep l  
t i on  and  t ran  
t r ans f e r  c th e  
i t  i s  ooverhe  
s t?  i f  i t  i s  

on  co mm and  f  

the  u s er -p i  t o  the  s er ver - P i  i s  
r  t o  a  s tandad  s erve r  so cke t ,  
s  r e spon s ib l e  f or  s end ing  FT P 
ep i i e s  r e c e iv e d*  the  s erver -PX  
i e s  and  d i re c t s  i t s  DT P t o  s e t  
s f er  the  d ata ,  i f  the  s e c ond  

pass iv e  t ra ns f er  pro cess )  i s  
d  throu gh  the  In ter na l  pro toc o l  
a  s e c ond  server -D TP then  i t  i s  
r om  th e  u ser -PI ,  

Gene ra l  Pr inc ip l e s  

Th e  F i l e  Tran s  
t h e  Te lne t  pro  
Te ln e t  connec t  
t he  l anguage  u  
nego t i a t e d  op t  
w i l l  be  t o  t h e  
ma y  t a ke  th e se  
sp ec i f i ca t i o ns  

f e r  Pro toc o l  f o l l ow s  the  s p e c i f i ca t i on s  o f  
t c c c o l  f or  a l l  commun ica t ions  over  the  
i on  •  s ee  NIC #7104, Si nc e ,  in  the  fu t ure ,  
s ea  for  Te lne t  communica t ion  m a y  be  a  
on ,  a l l  re f ere nces  in  the  nex t  tw o  s e c t i ons  

"Te lne t  end  o f  l in e  code" ,  curren t ly  on e  
t o  mea n  NVI-ASCII and  CRLF, NO o th er  
o f  the  Te lne t  pro toc o l  w i l l  n e  c i t ed ,  

FT P co m ma n d s  are  "T e ln  
"T e lne t  end  o f  l in e  co  
are  a lp hab e t i c  cnarac t  
C S pae e )  i f  param eter s  
T he  c om m an d  co des  and  
descr ibe d  in  th i s  s e c t  
co mma nds  i s  s p ec i f i e d  
ar e  d i s cus s ed  in  s e c t i  
th e  u se  o f  c om ma nd s  ar  

e t  s t r ings"  t erminated  by  the  
de " ,  The  co m man d  codes  th e ms e l v e s  
e r s  t ermin a ted  by  the  charac ter  S P  
f o l l o w  ana  Te lne t -E OL o t h erwi se ,  
the  s emant i c s  o f  com man ds  a re  
i on?  the  de ta i l e d  syntax  o f  
in  s e c t i on  5 o  the  rep ly  s equences  
on  5D ,  and  s ce nar io s  i l lu s t r a t i ng  
e  pr ov ide d  in  Se c t i o n  6 ,  

l e5d  

id  

IDL 

ld2  

id2a  

i  d  2  a  I  

Id2a2  

FTP c o mm and s  ma y  be  p ar t i t i o n ed  a s  tho se  sp ec i fy ing  
ac ces s - c ontr o l  ide nt i f i e r s#  da ta  t rans fer  parameter s ,  or  
F TP  s e rv i ce  requ es t s ,  c er ta i n  co mm a n ds  ( su ch  a s  AB0 F#  
S TAT#  B X E)  m ay  be  s en t  ove r  the  Te l n e t  connec t ion s  wh i l e  
a  da ta  t ra n s f er  i s  in  progres s ,  S om e  s erver s  may  n o t  be  
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ab l e  t o  moni tor  the  Te lne t  ana  da ta  con nec t io on s  
s imu l tan eous ly ,  i n  wh ich  cas e  so me  sp ec ia l  ac t i on  w i l l  be 
neces sar y  to  ge t  the  s er v er s  a t t e n t io n ,  T he  e x a c t  f rom 
o f  t h e  "spec i a l  ac t i on"  i s  re la t ed  to  de c i s i o ns  cur rent ly  
unde r  r e v i e w  by  the  T e lne t  commit t ee ?  but  the  f o l l o wing  
ordered  format  i s  t e n ta t i ve l y  reco mmen ded!  

User  sy s t em in se r t s  the  Te lne t  " in te rrupt  Proces s "  
( IP )  s i gna l  in  the  Te lne t  s t ream,  

Use?  sy s t em sends  the  Te lne t  "Synch"  s i gn a l  

Use r  s y s t em ,  i n ser t s  the  comm and  Ce .g«#  AB Q R)  i n  the  
Te lne t  s t ream.  

Server  P i , ,  a f t e r  re ce iv i n g  "IP"*  s c an s  the  Te lne t  
s t ream to r  exac t ly  o n® F TP co mm a nd,  

(For  o ther  s e r ve r s  th i s  ma y  no t  b e  neces sary  but  the  
ac t i o ns  l i s t ed  abov e  sh o u ld  hav e  no  unusua l  e f f ec t , )  

Access Control Commands 

T he  f o l l owing  co mm an ds  sp ec i f y  acce s s  contro l  
( c omm an d  co des  ar e  sh own  in  par e nthe s e s ) .  

Use r  N a me  (USE R)  

i d en t i f i e r s  

The  argu ment  f i e ld  i s  a  Te lne t  s t r ing  iden t i f y ing  
t h e  u ser ,  Th e  u ser  id ent i f i ca t ion  i s  tha t  wh ich  i s  
requ ired  by  the  s er ver  for  ac ces s  t o  i t s  t i l e  
sys t em,  Th i s  co m m a nd  w i l l  normal ly  be  the  f i r s t  
c omma n d  t r ans mi t t ed  by  the  user  a f t er  the  Te lne t  
connec t ion s  are  m a de  ( s ome  s e rve r s  ma y  r eq u i re  
t h i s ) .  Add i t i o na l  id en t i f i ca t i on  in format ion  in  the  
form o f  a  passwo rd  ang /or  a n  account  co m ma nd  m a y  
a l so  be  r e qu ired  by  so m e  s e rv ers ,  s erve rs  may  a l l ow  
a  n e w U SE R  co m ma nd  t o  b e  en tered  a t  an y  po in t  in  
o rder  t o  cha nge  the  acce s s  contro l  a n d /o r  
ac count i ng  in f or m at ion ,  Th i s  has  the  e f f e c t  o f  
f lu sh ing  a ny  user#  passwo rd  and  account  in format ion  
a l rea dy  s upp l i e d  and  be g i nn ing  the  l o g i n  se que nce  
aga in .  A l l  t ra ns fer  para meter s  are  unchanged  and  
a ny  f i l e  t ra ns fer  in  progres s  i s  com ple t ed  unde r  
t h e  o ld  acccoun t ,  

Id2a3 

1d2a3a 

id2a 3b 

1d2a3c 

1d2a3d 

Id2a 4  

ID2B 

ld2bi 

ID2BIA 

l d2 b l a l  

Pas sw ord  (PASS )  id2b ib  

T he  ar gumen t  f i e ld  i s  a  Te lne t  s t r in g  id ent i fy in g  
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t h e  u ser ' s  pa s sw o rd ,  Th i s  co mm a nd  rous t  f e e  
imme d ia te ly  preceded  by  the  user  n am e  co mm and ,  and ,  
t o r  some  s i t e s ,  comple t e s  the  u ser ' s  id ent i f i ca t i on  
fo r  acce s s  co n t ro l ,  S ince  passwo rd  in format ion  i s  
qu i t e  s en s i t i ve ,  i t  i s  des i r ab le  in  ge n e r a l  t o  
" ma sk"  i t  o r  suppr e s s  typeout#  I t  appe ars  tha t  the  
s erv er  has  no  foo lpr oo f  wa y  t o  ach i e ve  t h i s .  I t  i s  
the re fore  the  r e spon s i b i l i t y  o f  the  use r -F TP 
proces s  t o  h ide  the  s e ns i t i v e  pas swo rd  in form at ion ,  

ld2 b lb l  
Accou nt  ( ACCT )  ld2b ic  

T he  ar gu ment  f i e ld  i s  a  T e lne t  s t r i ng  i dent i f y ing  
t he  u s er ' s  account ,  T h e  co mm an d  i s  no t  nece s sar i l y  
r e l a t e d  to  the  U SE E co mm an d ,  a s  some  s i t e s  ma y  
r e q u i r e  an  account  f or  l o g in  ana  o the rs  on ly  for  
sp ec i f i c  acces s ,  such  a s  s t or ing  f f i i e s ,  In  the  
l a t t er  cas e  the  co mma nd  m ay  arr ive  a t  an y  t ime .  
Th ere  are  two  rep ly  c o d e s  t o  d i t f erre n t ia t e  the se  
case s  f or  the  au toma ton!  w hen  account  in format ion  
i s  requ ired  for  l o g i n ,  the  re sponse  t o  a  succ es s fu l  
PA SS w ord  c o mm a n d  i s  rep ly  code  331?  the n  i t  a  
co mma n d  o ther  than  A C C ou nT i s  s e n t ,  the  s erv er  m ay  
rem ember  i t  an d  r e tu r n  a  331  r e p l y ,  p r e p a r e d  t o  ac t  
on  the  co m ma nd  a f t er  the  account  in format ion  i s  
rece ived?  or  he  ma y  f lu sh  the  co m ma n d  and  re tur n  a  
433  r e o ly  a sk in g  for  th e  account ,  On  the  o the r  
h and ,  i f  account  in format ion  i s  no t  r equ ired  for  
l og in ,  t he  r ep ly  t o  a  su cces s fu l  PASS wo rd  c omma n d  
i s  230?  ana  i f  the  in format ion  i s  need ed  for  a  
c omma n d  i s su ed  xa ter  i n  the  d ia logue ,  the  s erv er  
shou ld  re turn  a  33 1  or  433  r ep ly  depen d ing  on  
whether  he  s t ore s  (pend ing  r e ce ip t  o f  t h e AC C o unT 
c o mm a nd)  or  d i s cards  the  com m an d,  r e spec t i ve ly ,  ld2b lc l  

Re i n i t i a l i z e  (R E IN )  l < 32 b i d  

T h i s  c om m an d  t e rminate s  a  US ER # f lu sh ing  a l l  X/o 
a^ d  account  i n f o r m a t i o n ,  e x c e p t  t o  a l l o w  a n y  
t rans f er  in  progres s  t o  b e  c o mple t e d ,  A l l  
paramet er s  are  r e se t  t o  tne  de fau l t  s e t t in gs  and  
th e  Te l ne t  connec t ion  i s  l e f t  open ,  Th i s  i s  
id ent i ca l  t o  the  s t a t e  in  w hi ch  a  user  f in ds  
h i m se l f  immedi a te ly  a f t e r  the  ICP i s  comple ted  and  
the  Te l ne t  connec t ion s  are  opened#  A  U S ER  co m m an d  
ma y  he  expec ted  to  fo l l o w ,  id2b ld l  

Lo gou t  (ByE)  ld2b le  
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This  co mm a nd  t e rm ina te s  a  US E R an d  i t  t i l©  t ra ns fer  
i s  no t  in  progre s s ,  the  s erv er  c l o se s  tne  Te l n e t  
conn ec t io n ,  i f  f i l e  t ra ns fer  i s  in  progres s ,  the  
connec t ion  w i n  rem ain  open  for  r e su l t  r e spons e  and  
t he  s erver  w i l l  the n  c l o se  i t .  I f  the  user» proce s s  
i s  t rans f err in g  f i l e s  for  s ev era l  U S ER S  but  does  
no t  w i sh  t o  c lo s e  and  the n  reeopen  con n ec t i on s  f o r  
ea ch ,  then  the  RE I N co mm an d  should p e  used  in s t e ad  
o f  BYE ,  1d 2b1e 1  

An  unex pec t ed  c l o s e  on  t he  T e lne t  c o nne c t io n  w i l l  
cause  t h e  s erver  t o  take  tne  e f f e c t i ve  ac t i o n  o f  an  
abor t  ( A B OR )  an d  a  l ogout  (B YE) ,  " I d2b le2  

Tr a n s f e r  Par a r R e t er  comm and s  !d2c  

A l l  da ta  t r a ns fe r  param et er s  have  de fau l t  va lu es ,  an d  the  
co m m a nd s  sp ec i fy i ng  da ta  t rans f er  parameter s  are  requ ired  
on lY  i f  the  de fau l t  paramete r  va lues  a re  t 0  be  cha n ged ,  
T he  de fau l t  v a lue  i s  the  l a s t  sp ec i f i ed  va lue ,  or  i f  no  
va lue  has  been  sp e c i f i e d ,  the  s tandard  de fau l t  va lue  a s  
s ta t ed  he re ,  Th i s  i mpl i e s  tha t  the  s erver  mu st  " remem be r"  
t h e  app l i cab le  de fau l t  va lu es .  T he  com man d s  m aybe  i n  an y  
order  excep t  tha t  they  m ust  precede  the  F TP s e r v i c e  
re ques t .  The  f o l l owing  c omma nds  sp ec i fy  da ta  t rans fer  
p ar ame te r s ,  l d2c i  

By te  s i z e  ( BYT E)  ld2 c ia  

Th e  ar gume nt  i s  a  dec ima l  in t e ge r  (1  throu gh  255 )  
sp e c i fy in g  the  by te  s i z e  for  the  da ta  conn ec t ion ,  
Th e  de fau l t  by te  s i z e  i s  *  b i t s ,  A  s e rver  m ay  
r e j ec t  c e r ta in  by te  s i z e s  tha t  he  has  no t  
i m p le m e n t e d ,  l d 2c la i  

Data  sccKet (SOC K)  ld2c lb  

Th e  ar gume nt  i s  a  ho s t - socke t  sp ec i f i ca t i o n  for  the  
d a ta  sock e t  t o  p e  used  in  da ta  co n nec t ion .  There  
may  be  tw o  da ta  s o cke t s ,  one  f or  t rans f er  f r om t he  
"ac t i ve "  DTP t o  the  "pa ss iv e "  DTP and  one  for  
"pass ive"  to  " ac t i ve " ,  An  odd  socke t  nu m b er  de f ine s  
a  s end  soc k e t  and  an  even  soc ke t  num ber  de f i ne s  a  
r e ce ive  so c ke t .  T he  de fau l t  hos t  I s  the  user  hos t  
t o  whic h  T e lne t  co nnec t io ns  a re  ma de .  T he  de f a u l t  
da ta  socke t s  are  (U + 4 }  and  cu+5 )  wher e  u  i s  the  
soc ke t  n umbe r" us ed  in  the  Te lne t  ICP and  the  Te lne t  
connec t ion s  a re  on  soc ke t s  ( t j  +  2 )  and  (U+3) ,  Th e  
s erver  has  f i xed  da ta  $o i cke t s  CS + 2 )  and  CS+ 3 )  a s  
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wel l#  and  under  norm al  c i r c ims tan ces  th i s  c om m and  
and  I t s  rep ly  a re  no t  needed ,  ld 2e lb l  

Pas s ive  CP AS V)  l d 2c l c  

Th i s  c om ma nd  r eq u e s t s  the  s erver -DTP t o  " l i s t en"  on  
bo th  o f  h i s  da ta  s ock e t s  and  t o  wa i t  t or  an  HF C t o  
arr ive  f or  one  socke t  ra t h er  th an  in i t i a t e  one  upon  
r e ce ip t  o f  a  t ran s f er  comm an d ,  i t  i s  as su me d  the  
s erver  has  a l read y  rece ived  *  S O C K c o mman d  t o  
ind i ca te  t he  for e ign  socke t  f rom which  the  R FC w i l l  
arr ive  t o  en su re  the  s ecu r i ty  o f  the  t rans fer ,  ld 2c i c l  

R epresen ta t ion  Type  (TY PE )  ld2 c ld  

Th e  arg ume nt  sp ec i f i e s  the  repres en ta t i on  type  a s  
de scr i bed  in  Sec t ion  3B ,  Seve ra l  t ypes  take  a  
s eco n d  parame te r ,  T he  f i r s t  par ameter  i s  denoted  by  
a  s i ng l e  Te lne t  charac ter#  a s  i s  the  s econd  F o rmat  
par amete r  f o r  A S CII  and  EB C DI C ?  the  s econd  
param ete r  f or  l o ca l  by te  i s  a  dec ima l  in t eger  t o  
ind i ca te  b y t e  s i z e ,  Th e  f o l l owing  codes  are  
a s s i g ned  f or  type*  ld 2c ld l  

— ̂  +» 

A -  ASc i i  1  i  N  -  Non-pr in t  
+ ->< T  -  Te lne t  f orm at  e f f e c t ors  

E •  E B C D I C 1  I  C  -  Carr iage  Contro l  (ASA )  
- + 

I  -  i m ag e  

L  -  Loca l -by te  # -  By te - s i z e  

l d2 c i d i a  

T h e  de fau l t  r e Pr e s e n ta t io n  type  i s  A SCII  N on-Pr in t ,  
I f  t^e  Fo rm at  oara m et er  i s  c h an q ed #  and  l a t er  jus t  
th e  f i r s t  argu m ent  i s  cha n g ed#  For mat  then  re tur n s  
t o  the  Non-pr in t  de fau l t ,  id 2c ld2  

F i l e  S truc ture  C$ TRU)  l d 2c l e  

T h e  argu ment  i s  a  s ing l e  Te l n e t  charac te r  code  
spec i fy in g  f i l e  s t ru c ture  de sc r ibe d  in  Sec t i on  3B .  
T he  f o l l o w ing  codes  are  a s s i gned  for  s t ruc tur e?  Id 2c l e i  
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F -  F i l e  (no  record  s t r uc tur e )  
R  •  Record  s t ruc ture  ld2c l , e i a  

ru e  de fau l t  s t ruc t ur e  i s  F i l e  ( i , e , ,  no  r e c° r d s 3 ,  Id2c l e2  

Tra n s fer  Mo de  (M O DE )  i d 2c i f  

Th e  argu m en t  i s  a  s i ng l e  T e lne t  charac ter  c ode  
sp e c i fy i ng  the  da ta  t rans fer  mod e s  de scr i be d  i n  
Sec t io n  3D ,  The  f o l l owing  codes  are  a s s i g n e d  for  
t ra n s f er  m odes ?  Id2c i f l  

S  -  S tr eam 
B »  BIO C K 
C *  Co mp res se d  ld 2 c l f i a  

T he  de fau l t  t r a n s f er  mod e  i s  S t ream *  ld2c l£2  

F TP  S erv i ce  Com m an d s  ld2d  

The  F TP s erv i ce  c om ma nd s  de f in e  the  f i l e  t rans fer  ° r  the  
f i l e  sys t em funct ion  reques t ed  b Y the  u s er ,  Th e  argu ment  
o f  an  F TP  s erv i c e  co mm a nd  w i l l  no rma l ly  be  a  pa t hname ,  
T he  s yn tax  o f  pa thn a m es  mus t  c onfor m to  s erv er  s i t e  
convent ions  c w i t h  s tandard  d e fau l t s  app l i cab le ) ,  and  the  
l anguage  convent ions  o f  the  Te lne t  con nec t ion ,  T h e  
sugge s t ed  de fau l t  hand l ing  i s  t o  use  the  l a s t  spec i f i e d  
de v i ce ,  d i r e c tor y  or  f i l e  name ,  or  the  s tandard  de fau l t  
d e f in e d  for  l oca l  u ser s .  T he  com m and s  ma y  b e  in .  any  order  
excep t  tha t  a  " r en ame  f rom " c o mman d  m u st  t e e  f o l l owed  by  a  
" r en a me  to"  co mm a nd  an d  the  r e s tar t  c omma n d  mus t  be  
f o l l owed  by  th e  in t errupte d  s e r v i c e  com man d ,  T he  d a ta ,  
when  t ra ns f ere d  in  re sponse  t o  F TP s e rv i ce  comman ds ,  
s ha l l  a lwa ys  be  s en t  ove r  the  da ta  connec t ion*  except  f or  
c er t a i n  in f ormat ive  r ep l i e s .  T h e  f o l l o wing  com an ds  
spec i f y  FT P s erv ice  reque s t s?  Id2d i  

Re tr i eve  C RE T R)  l d 2d l a  

Th i s  com ma nd  c a uses  the  s erver -D TP to  t ra ns f er  a  
copy  o f  the  f i l e #  sp ec i f i ed  in  the  pa t hna me  *  t o  the  
s erv er  »  or  us er -D TP a t  the  o ther  end  o f  the  da ta  
con n ec t ion .  Th e  s t a tus  and  con ten t s  o f  the  f i l e  a t  
t h e  s erv er  s i t e  sha l l  b e  un a f fec t ed ,  i d2 d l a l  

S t ore  C ST O P 3  l d 2d i b  

Tn i s  c o mman d  cause s  the  s erver -DTP to  acc ep t  the  
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da t a  t rans f e ree s  v ia  the  da ta  c on n e c t i on  and  t o  
s to r e  t h e  da ta  a s  a  f i l e  a t  the  s erver  s i t e #  I f  the  
f i l e  s pe c i f i e d  i n  the  pa thna me  ex i s t s  a t  the  s erv er  
s i t e  t hen  i t s  cont en t s  sh a l l  be  r ep laced  by  the  
d a ta  be ing  t rans f ere d ,  A  n e w f i l e  i s  crea te d  a t  the  
s erv er  s i t e  i f  the  f i l e  sp ec i f i ed  in  th e  path na me  
does  no t  a l ready  ex i s t .  

A pp end  (w i th  c rea te )  (AP PE)  

ld2dlbi 

1d2dlc 

Tni s  co m ma n d  c a uses  the  s erv er - DT P to  accep t  the  
da ta  t ran s f er ed  v ia  the  da ta  connec t ion  and  t o  
s to r e  t h e  da ta  in  a  f i l e  a t  the  s erver  s i t e»  I f  the  
f i l e  spec i f i ed  in  the  pa thnam e  ex i s t s  a t  the  s erv er  
s i t e #  th en  the  da ta  sh a i l  be  appended  t o  tha t  f i l e?  
o therw i s e  t he  f i l e  sp ec i f i e d  in  the  pathna me  sh a l l  
be  c rea ted  a t  the  s erver  s i t e .  

A l loc a t e  ( ALLp )  

id 2d lc l  

ld2d ld  

Th i s  co mma n d  m a y  be  r equ ired  f ey  som e  s er ver s  t o  
re serve  su f f i c i en t  s tora ge  t o  acc o mm od at e  the  n ew 
f i l e  to  f ee  t ran s f ered .  T he  argu ment  sh a l l  f e e  a  
dec im a l  in t eger  represen t ing  the  nu m ber  o f  by te s  
( us ing  t h e  l og i ca l  by te  s i ze )  o f  s tora ge  t o  f ee  
r ee serv ed  f or  the  f i l e ,  For  f i l e s  s e n t  w i t h  rec o r d  
s t r c ture  a  ma xim u m r e c o r d  s i z e  ( i n  l o g i ca l  by t e s )  
mi gh t  a l so  be  n eces sary?  th i s  i s  i nd i c a te d  by  a  
dec i ma l  in t eger  in  a  s econd  ar gument  f i e ld  o f  the  
com m a nd .  Th i s  s econd  ar gum e n t  i s  op t iona l#  but  w hen  
pre sen t  shou ld  b e  s ep a ra ted  f ro m the  f i r s t  by  the  
three  Te lne t  charac ter s  S 'P R S P»  Th i s  co mma nd  sha l l  
be  f o l l owe d  by  a  STO Fe  or  A PPE nd  co mm an d .  Th e  Al /L O 
c om m an d  shou ld  be  t r e a ted  a s  a  NQO P (ho  opera t io n )  
by  those  s er ve r s  w h i ch  do  no t  r equ ire  tha t  the  
ma ximu m s i ze  o f  the  f i l e  be  de c lar e d  be foreha nd#  
an d  those  s er ver s  in t er e s t ed  in  on ly  the  ma x im u m 
record  s i z e  sh o u ld  accep t  a  dum my va lue  in  the  
f i r s t  ar gument  an d  i gnore  i t ,  ld 2d l d l  

Re start CREST) id2d i e  

T he  argu ment  f i e ld  repr esen t s  the  s erver  mar ker  a t  
wh i ch  f i l e  t ra ns fer  i s  t o  be  r e s tar t e d .  Th i s  
c o mm a n d  does  no t  cause  f i l e  t ra ns fer  but  " s p a c es"  
over  the  f i l e  t o  the  spe c i f i e d  da ta  c he c kpo in t .  
Th i s  c om m an d  sna i l  be  immedi a te ly  f o l l owed  by  the  
appropr ia t e  F TP s er v i c e  c om m and  w h i ch  sha l l  cause  
f i l e  t r a ns fer  t o  re sume ,  ld2diei 
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RENAME f ro m CRNFR) 1d2dlf 

Thi s  c o mma nd  spe c i f i e s  the  f i l e  whi ch  i s  to  be 
renam ed.  T h i s  c om m and  mu s t  be  immedia te ly  f o l l ow ed  
by  a  "re n ame  to"  co m m an d  sp ec i fy in g  the  new  f i l e  
pa thnam e ,  ld2dlfi 

ld2dig 

ld2dlgi 

L<320IH 

Re nam e  t o  ( RN TO )  

T h i s  com m an d  sp ec i f i e s  the  new pa thna m e  o f  the  f i l e  
spe c i f i e d  in  the  immedia te l y  preced ing  "renam e  
f r om" comm an d .  Toge t her  the  tw o  co mmands  c ause  a  
f i l e  to  be  ren amed ,  

Ab 0 r t  CABDR) 

This  com m an d  ind i c a te s  t o  the  s erv er  t o  abor t  the  
prev ious  FT P s er v ice  c omman d  and  any  a s s oc ia t e d  
t r ans fe r  o f  da t a ,  Th e  abor t  co mma nd  ma y  r eq u ire  
" sp ec i a l  ac t i on" ,  a s  d i s cus sed  in  s e c t i o n  4b ,  t o  
for ce  r e c og n i t i o n  by  the  s e rver .  N o  ac t i o n  i s  to  be  
taken  i f  t he  p rev i o u s  co mm an d  has  been  comple ted  
( inc lud ing  da ta  t rans f er ) .  T h e  Te lne t  connec t ion s  
are  no t  t o  be  c l o sed  bv  the  s e r ve r ,  bu t  the  da ta  
co n n ect io n  m us t  b e  c l o sed .  A n  appr opr ia t e  r ep ly  
shou ld  be  s ent  by  the  s erver  in  a l l  ca s e s ,  ld2d lh i  

De le t e  (D E LE )  ld 2d l i  

Th i s  co mm a nd  causes  the  f i l e  spe c i f i e d  in  the  
path na m e  t o  b e  de l e ted  a t  the  s erver  s i t e ,  I f  an  
ex t ra  l e ve l  o f  pr o te c t io n  i s  des i red  c such  a s  the  
query ,  " D O yo u  r ea l l y  w i sh  t o  de l e t e ?") ,  i t  shou ld  
t ee  prov ided  by  the  user -FT P,  ld 2 d l i l  

L i s t  (LIS T)  ld2d l j  

T h i s  c omm an d  c a us e s  a  l i s t  t o  be  s en t  f r om t he  
s erve r  t o  the  pa s s i ve  DT P,  I f  the  pa th name  
sp e c i f i e s  a  d ire c tory ,  the  s erv er  shou ld  t ra ns f er  a  
l i s t  c f  f i l e s  i n  the  sp e c i f i e d  d i rec t or y .  I f  the  
path na m e  sp ec i f i e s  a  f i l e  then  the  s erver  sh o u ld  
s end  curr ent  in format i on  on  the  f i l e ,  A  nu l l  
agum ent  imp l i e s  the  u ser ' s  cyrrrant  wor k i ng  or  
de fau l t  d i rec t ory ,  Th e  da ta  t r a ns f e r  i s  over  the  
da ta  connec t io n  in  type  A SC II  or  t ype  EBC DI C ,  ( T h e  
user  mus t  ensure  tha t  the  TY PE i s  a p pro pr ia t e ly  
AS C II  or  E B CD I C> )  1d2d l31  
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Na me- Li s t  1 D 2 D 1K 

CNLS T)  -  Th i s  co mm an d  cause s  a  d i rec t ory  l i s t in g  to  
f e e  s en t  f rom s erver  t o  user  s i t e ,  Th e  p a th n ame  
shou ld  spec i f y  a  d i r ec tory  or  o ther  sy s t em-sp ec i f i c  
f i l e  group  descr ip to r?  a  n u l l  ar gum e n t  impl i e s  the  
current  d i re c tory ,  The  s erver  wi l l  r e tu r n  a  s t ream 
o f  nam es  o f  f i l e s  a nd  no  o ther  in form at ion ,  T he  
da ta  w i l l  be  t ran s f er red  i n  A SCII  or  E B C D I C t y pe  
over  t h e  da ta  connect ion  a s  va l id  p ath n a me  s t r i ng s  
s epara ted  by  C BL F or  NL •  (Ag a in  the  user  m u st  
ensure  tha t  the  TYP E i s  corr ec t , )  

S i t e  Par ame te r s  ( S ITE )  

l< J2 d lKl  

l d 2d l l  

Th i s  co mma n d  i s  used  by  the  s erv er  to  prov ide  
s erv i c e s  spe c i f i c  to hi s  s y s t em tha t  a re  e s s e n t ia l  
t o  f i l e  t rans fer  O u t  no t  su f f i c i en t l y  u n iversa l  t o  
be  inc luded  a s  co mma nd s  in  the  pr o toco l ,  The  na ture  
o f  the se  s ev i ces  an d  the  sp ec i f i c a t i o n  o f  the i r  
s yn t ax  can  & e  s t a t e d  in  a  r ep ly  t o  the  HELP SIT E 
comma n d ,  l d2 d l l i  

S ta tus  (STA T )  ld2 d lm 

Th i s  c om m and  sh a l l  caus e  a  s t a tus  re sponse  t o  be  
s e n t  ever  t he  TEL ENT conne c t ion  in  the  fo rm o f  a  
r e p ly ,  T he  co m ma nd  m a y  f e e  s e p t  dur ing  a  f i l e  
t ran s fer  (a long  w i t h  the  Te l n e t  IP  an d  Sync h  
s i gn a l s  »»  s e e  s ec t i o n  4B)  in .  wh ich  c a s e  the  s erver  
w i l l  r e spo nd  w i t h  the  s t a t us  o f  the  o pera t ion  in  
pro gre s s ,  or  i t  ma y  be  s en t  be tw een  f i l e  t rans f er s ,  
in  the  l a t t er  case  the  c omman d  m ay  hav e  a n  argu ment  
f i e l d ,  i f  the  argum ent  i s  a  pa thn ame ,  the  c omm an d  
i s  ana logou s  t o  the  " l i s t"  com mand  excep t  tha t  d a t a  
s h a l l  f e e  t ras f eree d  ove r  the  T e lne t  conn ec t ion ,  I f  
a  par t i a l  path na me  i s  g iv en f  the  s erver  m ay  r e spo nd  
w i th  a  l i s t  o f  f i l e  name s  or  a t t r ib ut e s  a s so c ia t e d  
wi th  tha t  sp ec i f i ca t i o n ,  i f  no  arr gu men t  i s  g i ven ,  
t he  s erv er  shou ld  re turn  g e ne r a l  s ta tu s  in format ion  
about  t he  s erver  FTP p roce s s .  Th i s  shou ld  inc lude  
current  va lu es  o f  a l l  t rans f er  parameter s  an d  the  
s t a t us  o f  c o nne c t i o ns ,  l d2d i mi  

He lp  ( H ELP )  

Th i s  co mm a nd  sh a l l  cause  the  s erv er  t o  s e nd  he lp fu l  
in format ion  regard ing  i t s  imp lemen ta t ion  s t a t us  
over  t h e  T e lne t  connec t ion  to  the  us e r .  T he  com m an d  

ld 2d ln  
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ma y  take  an  argu ment  ( e # g # ,  any  com mand  na m e)  an d  
re turn  mor e  sp ec i f i c  in format ion  a s  a  r e spons e .  T he  
r e p ly  i s  t ype  oxx ,  genera l  sy s t em s ta tu s ,  I t  i s  
s u gges t ed  tha t  HELP be  a l l ow ed  be fo re  en ter ing  a  
U SE R co m m an d.  T he  s erve r  m a y  u se  th i s  rep l y  t o  
sp ec i f y  s i t e*depe ndent  parameter s ,  e . g . ,  in  
re s po ns e  t o  HE L P SIT E,  

Mo O p (NO O P)  

Th i s  co m ma nd  does  no t  a f f ec t  an y  p arrameter s  Or  
o r ev io s ly  en tered  co mm an ds .  I t  sp ec i f i e s  no  a c t i o n  
o ther  than  tha t  the  s erv er  s e nd  a  200 re p ly ,  

ld2dlnl 

ld2dlo 

ld2dlol 

Misce l l aneo us  Com m an d s  l d 2 e  

Th ere  ar r e  s ev era l  fu n c t ion s  tha t  u t i l i z e  the  s erv i c e s  o f  
f i l e  t ra n s f er  but  go  beyon d  i t  in  s cope ,  These  are  the  
Ha i l  an d  Rem o te  Job  Entry  func t ions .  I t  i s  sug g es t ed  tha t  
th e s e  beco m e  aux i l i a r y  pro toc o l s  tha t  can  as su m e  
rec o g n i t i o n  o f  f i l e  t rans fer  co mmands  on  the  par t  o f  the  
s e r v e r ,  i , e , ,  they  may  depend  on  the  core  o f  F TP 
commands .  T he  co mman d  s e t s  sp ec i f i c  t o  Mai l  and  R JE w i l l  
be  g iv en  in  s eparate  documents ,  l d2e i  

C omma nds  th a t  a r e  c lo s e lY  r e *e t®d  t °  t r» n s £ c r  bu t  
no t  proven  e s s en t ia l  t o  the  pro toco l  m ay  be  impleme nt ed  
by  s er ver s  on  an  exp er imen ta l  ba s i s .  Th e  co mm an d  n am e  
shou ld  oeg in  w i th  a n  X a nd  may  be  l i s t e d  in  the  H ELP 
com man d ,  Th e  o f f i c i a l  c o mm a n d  s e t  i s  expandab le  f rom 
the se  e xp e r ime n t s?  a i l  exper imenta l  com m an d s  or  propos a l s  
f o r  expan d ing  the  o f f i c i a l  c o mma nd  s e t  sdhou ld  b e  
an nounced  v ia  R FC ,  A n  exam p l e  o f  a  current  exp er imen ta l  
co m ma nd  i s ;  Id2e2  

C hange  wor k ing  D irec tory  ( XCN D)  Id2e2a  

Th i s  co m ma nd  a l l o ws  the  user  t o  w or k  w i th  a  
d i f f er en t  d i rec to ry  or  da tas e t  f or  f i l e  s tor age  or  
r e t r i e va l  w i thout  a l t e r i ng  h i s  l o g i n  or  ac c ou n t ing  
in form at ion ,  Trans fer  parameter s  are  s im i l a r ly  
u n c han ge d .  Th e  argu ment  i s  a  pa th name  sp e c i fy ing  a  
d i r ec t ory  or  o t h er  sy s t em dependen t  f i l e  g r o u p  
des ig na tor ,  Id2 e 2 a i  

F TP  Rep l i e s  * 3 3  

Gene ra l  pr in c i p le s  133a  
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T h e  s erver  s ends  FTP r ep l i e s  ove r  the  Te ine t  connec t i on  
in  re s pons e  t o  user  F TP co mm an d* ,  Th e  F TP r e p l i e s  
cons t i t u t e  t he  ackn owledgmen t  or  co mp le t i o n  code  
( inc lud in g  er rors ) ,  Th e  FTF- se rver  r ep l i e s  are  format ted  
for  hu ma n  or  progra m in t erp re ta t io n .  S in g l e  l i n e  re p l i e s  
c ons i s t  o f  a  l ead ing  three - d i g i t  num er ic  code  f o l l owed  by  
a  space ,  f o l l o wed  by  a  one* l i n e  t e x t  exp lana t io n  o f  the  
co de ,  F o r  r ep l i e s  tha t  conta in  s ev era l  l in e s  o f  t ex t ,  the  
f i r s t  l ine  w i l l  hav e  a  l ead ing  three - d i g i t  n u me r i c  code  
fo l l owe d  immedia te ly  by  the  charac ter  " (Hy p he n ,  AS CII  
c ode  45 , ) #  a nd  pos s ib l y  some  t ex t*  A l l  succeed ing  
cont i nuat i on  l i n es  except  the  l a s t  a re  cons t ra ined  no t  t o  
beg in  w i th  t h ree  d ig i t s !  the  l a s t  l in e  m u s t  r epea t  the  
nume r ic  code  o f  the  f i r s t  l i n e  and  be  f o l l o wed  
immedia te l y  b y  a  sp a ce ,  Fo r  e xamp le !  Id3a i  

100- F ir s t  L ine  
Cont inuat ion  L ine  
Anot her  L ine  
100  Las t  L ine  ld3 a la  

I t  i s  p o s s ib l e  t o  n e s t  (but  no t  over lap )  a  r ep ly  w i th i in  
a  r ru i t i - nne  re p i y ,  T he  s ame  f ormat  f or  pa t ched  
numb er-code d  f i r s t  and  l a s t  l i n e s  ho l ds ,  i c *? a 2  

The  numerr i c  codes  a re  a s s ig n ed  by  grou ps  a nd  for  e a s e  o f  
in t e rp re ta t io n  by  program s  m  a  ma n ner  co ns i s t e n t  w i th  
o ther  pro toc o l s  such  a s  the  RJ E p r o toc o l ,  Th e  thre e  
d i g i t s  o f  t he  code  are  t o  be  in t erpre t ed  a s  f o l l o ws !  I«3a3  

Ea ch  Te l ne t  l in e  de l i mi t ed  by  a  numer i c  code  an d  the  
T ELE NT E O L ( o r  gro u p  o f  t ex t  l in e s  b ou n d e d  by  coded  
l i nes )  tha t  i s  s ent  by  the  s erv er  I s  i n t e nde d  to  be  a  
com pl e t e  r e p ly  message ,  I t  sh o u ld  be  no ted  t h a t  the  t e x t  
o f  r ep l i e s  i s  in t ende d  for  a  hum a n  u s e r .  On l y  the  rep ly  
codes  and  in  s om e  in s tanc es  the  f i r s t  l i ne  o f  t e x t  a re  
in t e nde d  for  program s ,  Id3 a4  

T he  a s s i gned  rep ly  codes  r e la t i ng  t o  FTP a re !  id3b  

DE CLA RAT IVE SP EC IF I CA TI ONS l e  

M i ni m u m Im pl e me nta t i o n  l e i  

In .  o r de r  t o  mak e  F T p  wo r Kabie  w i thout  ne ed l e s s  e rror  
messa ges ,  t h e  fo l l own g  m in imu m I m p le m e n ta t ion  i s  requ ire d  
for  s ervers?  i « i *  
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T Y PE -  A SC II  Non-pr i n t  
M O DE *  S t re am 
S TR U C TU R E -  F i l e  

Record  
BY TE -  8  
CO MMANDS U SE R# 

TYPE #  
t o r  

R ETR # 
N O Q P,  

B YE ,  S OC K,  
B YT E,  M OD E,  
the  de fau l t  
S TO P#  

S T RU,  
va lu es  

T he  in i t i a l  de fau l t  va lu es  f or  t rans f er  param eter s  are i  

LELAI 

i e ib  

T YP E  -  A SC II  Non -pr in t  
BY TE -  8  
MOD E -  S t r e am 
ST PU -  F i l e  

A l l  hos t s  must  a ccept  the  above  a s  the  s tandard  de fa u l t s#  

Connec t ions  

Th e  s erv er  Pro t oco l  mt e rPre t e  
Th e  u ser  or  u ser  pro t oco l  in t e  
tu l l * dup le x  Te ln e t  connec t ions  
s t a n d ar d  i n i t i a l  co nnec t ion  pr  
3 ,  S e r ve r *  an d  user*  pr o c e s se s  
o f  the  Te lne t  pro toc o l  a s  spec  
are  unde r  no  ob l i ga t ion  t o  pro  
l in e s  an d  ma y  spec i fy  tha t  i t  
Te lne t  co nnec t i o ns  sh a l l  b e  c l  
u s er ' s  r e q u e s t  a f t er  a l l  t rans  
c omple t ed ,  

r  sha l l  " l i s t en"  on  Socke t  3 ,  
r pre ter  sh*U in i t i a t e  tpe  

per f or ming  the  AR PANET 
o toco l  ( I CR)  t o  s erver  s ocke t  

shou ld  fo l l ow  the  c onve n t ion s  
i f i ed  in  NI C # 7 1 0 4 ,  s erver s  
v ide  for  ed i t i ng  o f  c omman d  
be  do ne  in  the  user  hos t .  T h e  
o sed  by  the  s erv er  a t  the  
f e r s  and  r e p l i e s  are  

Th e  u S er -D TP mus t  " l i s t e n"  on  the  spec i f i ed  da ta  soc ke t s  
C se nd  and /or  r e ce iv e )?  the s e  may  be  the  de fau l t  u ser  soc ke t s  
(U  +  4 )  an d  CU* 5 )  or  a  socke t  sp ec i f i e d  in  the  S OC K co mm a nd,  
Th e  s erver  "s ha l l  i n i t i a t e  the  da ta  con n e c t i on  f rom h i s  o w n  
f i x ed  so c ke t s  c s  +  2 )  an d  (S  +  3 )  u s ing  the  spec i f i ed  user  da ta  
s ocke t  an d  by te  s i z e  ( d e f au l t  -  8  b i t s ) ,  Th e  d i re c t i on  o f  
the  t r ans fe r  an d  t he  sock e t s  use a  w i l l  b e  d e t ermin ed  by  t he  
F TP  s erv i c e  comman d,  

WHEN DATA 
( r e f er  t o  

i s  to  be  t ran s f erred  b e t w een  tw o  s e rvers ,  A  an d  B  
t h e  d ia gra m  in  Sec t io n  2 ) ,  the  u s er -P i ,  C ,  s e t s  up  

i e lb l  

l e i c  

l e 2  

l e2 a  

l e2 o  
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Telne t  connec t ions  w i t h  bo th  s erver»P l # s •  H e  then  s ends  A # s  
f i xed  socke t s#  S A#  t o  8  i n  a  SO C K c o mm and  an d  B *s  t o  A ?  
r e p l i e s  are  re tur ned ,  On e  o f  the  s e r ve r s #  say  A #  i s  t hen  
s en t  a  PA SV co mm an d  t e l l in g  h im to  " l i s t en"  on  h i s  da ta  
so cke t s  ra t her  than  in i t i a t e  a n  RF C wh en  ne  r e c e ive s  a  
t ra ns f er  s e rv i ce  c om m an d.  W he n  the  user -P I  r e c e i ves  an  
ackn ow ledem ent  t o  t he  P A SV co mma nd,  he  m a y  s^ nd  ( i n  e i ther  
orde r )  t he  correspond ing  s er v i c e  c om m an d s  t o  A  a nd  B ,  Server  
B  i n i t i a t e s  the  RF C and  the  t rans f er  proce eds ,  Th e  
comma n d-r ep ly  s equ ence  i s  l i s t ed  be low  wher e  the  messages  
are  ver t i ca l ly  synch ronou s  but  ho r i zon t a l l y  a synchr onous i  e2c  

Use r -P I  -  Server  A User  -PI  -
— — — — — — — — — — — — — — — — — — — — — — i a a « a a 

C > A  j  ICP  C  >B  X  I CP  
OA j  S OC K H OS T*B ,  SKT- S( B)  C >B t  SO CK 
S KT- S ( A )  
A> C i  200  Ok a y  8 > C \  200  
OA j  P AS V 
A> C !  20 0  Ok a y  
OA i  STOP O B S R E T R 

l e2c i  

The  da ta  conne c t i on  
cond i t i ons  descr i bed  
c l o se  t h e  connec t i on  
requ ired#  he  shou ld  
t ra ns f er  i s  c omp le te  
t r ans f er  c om m an d  i s  
hav e  a l ready  t e s t ed  
to  do  a  " l i s t en" j  ( r  
c l o se d  da ta  socke t  b  
prevent  a  r ace  cond l  
r ep ly  C2S 7)  a f t e r  e l  
c o nnec t  i on  i s  l e f t  o  
C 25  2 )  a nd  t he  u s er -P  
be fore  i s s u ing  a  new 

sha l l  be  c l o sed  
in  s e c t i o n  3c ,  
a f t e r  a  t ra ns fer  

do  so  immedia t e ly  

by  the  s erve r  under  the  
I f  the  s erve r  w i shes  t o  

wh er e  i t  i s  no t  
a f t er  the  f i l e  

d .  H e  shou ld  no t  wa i t  u n t i l  a f t e r  a  n ew 
rece ived  becaus e  the  user*pro ces s  w i l l  
the  da ta  con n ec t i on  to  s ee  i t  i t  need s  
e ca l l  t h a t  the  user  m ust  " l i s t en "  on  a  
e fo re  s end ing  the  t ra ns f er  r e ques t ) .  To  
t i on  here ,  the  s erv er  s e n d s  a  s e c ondar y  
o s i n g  the  da ta  conn ec t ion  Cor  i f  the  
pen ,  a  " f i l e  t ra ns fer  comp le t ed "  rep ly  
I  s h o u ld  w aa i t  f or  one  © f  the s e  r ep l i e s  
t ra ns fer  com m and .  

COMMANDS 

Th e  comman ds  are  T e lnet  charac ter  s t r i ng  t ransm i t t ed  over  
the  Te lne t  co nnec t io n s  a s  de scr ibed  in  Sec t io n  48 ,  The  
co m m a nd  a nd  s emant i c s  a re  descr ibed  in  Sec t ionSC,  The  
co mm an d  syn tax  i s  s pec i f i ed  he r e ,  

l e2d  

l e i  

l e3a  

T he  co mma nd s  beg in  w i th  a  co mm and  code  f o l l owed  by  a n  
argu ment" f i e ld ,  The  co m ma nd  codes  a re  four  o r  f ewer  
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a lp hab e t i c  cha ra c ter s .  U p p er  ana  l ower  case  charac ter s  are  
t o  be  t r ea t e d  ide n t i ca l l y .  T hu s  any  o f  the  fo l low ing  ma y  
r epr esen t  t h e  r e t r i eve  co mma n ds  1* 3& 

R ETR Re tr  r e t r  R eT r  r ETr  l e 3b l  

Th i s  a l so  ap p l i e s  t o  any  symbo l s  r ep resen t in g  para meter  
va lues ,  such  a s  A o r  a  f or  A SC I I  t y pe .  T he  co mm a nd  codes  an d  
the  argu ment  f i e ld s  are  s epara ted  by  one  or  m or e  sp aces ,  l e i c  

Th e  argu ment  f i e l d  con s i s t s  o t  a  v a r ia b l e  l eng th  charac ter  
s t r ing  end ing  w i th  t he  charac ter  s equence  CRL F (Ca rr ia g e  
Re t urn ,  L ine f eeed )  f or  NVT -A S Ci i  r ep resen ta t ions  tor  o th e r  
n ego t ia t ed  languages  a  d i f f e re nt  end  o f  l i ne  cha rac ter  
might  be  u sed ,  i t  shou ld  b e  no ted  tha t  the  s erver  i s  t o  ta ke  
n o  ac t i o h  unt i l  t h e  end  Of  l i n e  code  i s  rece ive d .  I e3d  

Th e  s y n t a x  i s  sb ec i f i e d  b e low  in  NVT -ASC II .  A l l  char ac ters  
i n  t h e  argu ment  f i e ld  a re  A SC II  charac ter s  inc lud ing  any  
A S CII  r eprese n ted  dec ima l  in t egers ,  Sq uar e  bracke t s  d e n o te  
an  op t iona l  ar gument  f i e ld ,  I f  the  op t ion  i s  no t  t aken ,  the  
appropr ia t e  de fau l t  i s  imp l i ed ,  l e3 e  

Th e  f o l l o w ing  are  a l l  the  current ly  d e f i n ed  FT P  com mma n d s :  i e3 f  

USER SP <usern am e>  C pL F l e 3 f i  

PA SS  S P  <p assw o rd>  C RLF l e 3*  2  

A CC T SP  < ac Ct no>  C P LF l e 3 f3  

R EI N  C RL F l e i f4  

B YTE SP  <p yte  S l ze>  CRLF l « 3 f5  

SO CK SP  <ho s t« s ocke t >  C R LF I e3 f6  

PA S V  C RLF  I e3 f7  

T Y PE  S P  < type  C 0 d e >  CRLF l e3£8  

S T FU SP  < s t ruc ture  c ode>  CRLF I e3 f9  

MO D E S P  <mo d e  code>  C RL F I e 3 f l0  

R ETR S P  <p athnam e>  C RL F i e 3 f i l  

ST CR S P  <pa thna me>  C R L F i e 3£12  
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AP P E S P  < pat hn ame>  C RLF leif 13 

AL LO 
CP tF  

S P  <dec ima l  in t e gers  [SP  R S P <dec ima l  in t eg er s ]  
le3f 14 

RES T S P  <m ar fce r >  C RLF le3f15 

R N FR S P  <p at hnam e >  C RLF l e3 f l f e  

RNTC S P <P athn ame>  C RLF l «3 t  17 

A BC R C RL F l e3£  18  

DEL E S P  < pat hn ame>  C PL F l e 3 f19  

L IST C SP <p at hnam e> 3  C RL F l e3 f20 

NL ST CSP <p at hn ame> 3  C RLF le3t21 

S ITE S P  <s t r ing>  CRL F l e3£22  

STA T C SP < pat hn ame>J  C R LF i e3 f23  

HELP [S P  <s t r ing>3  CRLF 1  e  3  f  24  

NOCP CR LF l e3 t25  

T he  syn tax  o f  the  above  argu m en t  f i e ld s  (us ing  B N F no ta t ion  
wh er e  app l i c ab le  5  i s *  

<use rn ame>  i?=  <s t r in g>  

<p ass word >  i i *  < s t r in g>  l e i g 2  

<ac c tn o>  <s t r ing >  I e3 g 3  

< 5 t r i n g >  s :«  <char>I<char ><s t r i ng>  I e3g4  

<char> i i =  an y  o f  the 1 2 8  A SC II  characters e xc e p t  CR an d  
L F 16 39 5  

< mar Xer >  « i*  <pr  s t r lng >  Ie3g6  

<p r  s t r ing >  n *  <pr  ch a r> l<pr  ch a r><pr  s t r ino >  l«3g7  

<p r  char>  t  ' *  =  a n y  A SC I I  code  33 ,  through  126 ,#  pr in tab le  
cha rac ter s  l e3g«  

<b yte  s i z e >  s l *  any  de c i ma l  in t eger  1  thr ough  255  I e3g9  
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<hc s t - socxe t>  u s  <sccke t>  I <h o s t  number> ,  < soc ke t>  I e3 g l0  

<hos t* number >  i :  =  a  dec ima l  in t e ger  sp ec i fy in g  a n  AR PA N E T 
be s t ,  l e3g l l  

< socke t >  *  J  =  dec imal  in t e ger  be tw een  0  and  C2 l i32 )* » l  I e3g l2  

< f orm c od e >  JJ =  NI TI C  I e3 g l3  

< typ e  cOd e >  s i®  A [S P  < f orm code>J l E  [S P  < f or m cOde>3t l !  I e3 g l 4  

1  S P  <byte  s i z e>  I e3g l5  

< s t ru c ture  code>  s i ®  FIR I e3g i6  

< r r co e  code >  n=  s lB lC  I e 3g l7  

<p athnam e>  <s t r ing>  I e3g i8  

Sequen c ing  o f  C omm an ds  an d  .R ep l i e s  l e4  

The comm uni ca t ion  be tw een  the  user  and  s erver  i s  in t ended  to  
f ee  an  a l t ern a t in g  d ia l o g ue ,  As  such ,  the  user  I s sues  an  FT P 
c omma n d  an d  the  s erver  re sponds  w i th  a  p romp t  pr i m ary  r ep l y .  
T he  u ser  shou ld  wa i t  f or  th i s  in i t i a l  pr i ma r y  succes s  or  
f a i l ure  re sponse  be fo re  s end ing  fur ther  comm ands ,  l e 4a  

Cer ta in  c omm ands  r e t i r e  a  s econd  rep ly  for  wh i ch  the  us er  
sh ou i d  a i so  wa i t .  These  r ep l i e s  m ay ,  f or  ex amPi e#  r ep 0 r t  on  
the  progres s  or  com ple t i on  o f  f i l e  t ra ns fer  or  the  c l o s in g  
o f  the  d a ta  connec t ion .  They  are  s econdary  r e p l i e s  t o  f i l e  
t ra ns f er  c o mm and s ,  l e4b  

Th e  th i rd  c la s s  0 £  rep l i e s  are  in form a t iona l  a nd  spo nt a neous  
r ep l i e s  which  may  arr ive  a t  any  t im e .  T he  u ser -P i  shou ld  be  
p repared  t o  rece iv e  th e m,  The se  r ep l i e s  are  l i s t e d  be low  a s  
spo nteneo us ,  l e4c  

on e  impo r tant  g ro y p  o f  s ponte n e o u s  r ep l i e s  i s  the  connect ion  
g ree t in gs ,  Und e r  nor m a l  c i r cumstances#  a  s erv er  w i n  send  a  
30 0  rep ly#  "a wa i t ing  inp ut"#  wh en  t he  IC P i s  comple t ed*  T he  
u ser  shou ld  wa i t  f or  th i s  gr ee t ing  mes sage  be fore  s end ing  
any  c omm and s ,  I f  the  s erv er  i s  unab le  t o  acc ep t  input  r igh t  
away#  he  shou ld  s end  a  000  "an nou nc ing  F TP "  or  a  020  
"expec ted  de lay"  r e p ly  immedia te ly  and  a  30 0  r ep l y  w hen  
r eady .  T he  u ser  w in  the n  Kno w no t  t o  ha ng  up  i f  there  i s  a  
d e lay ,  i e4 d  

The  t ab l e  be i 0 w l i s t s  a l t e rn a t ive  succes s  a n d  fa i l u re  
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rep l i e s  t or  each  co mma nd ,  These  m us t  b e  s t r i c t l y  ad hered  t o j  
a  s erve r  ma y  subs t i tu t e  t ex t  in  the  re p l i e s ,  ou t  the  mean ing  
and  a c t i o n  impl i ed  by  the  coae  num bers  and  by  the  spe c i f i c  
comma nd  r ep ly  s equen ce  cannot  be  a l t e re d ,  l e4 e  

CO.M MAND* RE PL ¥  C O R RE SPO N DE N C E  T ABL E l e4 f  

FT P S CEN ARI OS I t  

TIP  User  -w a nt i ng  t o  t rans f er  t i l e  f rom ho s t  X t o  l oca l  Pr in t er !  i f i  

a )  T IP  user  open s  Telnet co nnec t io ns  by  ICP t o  hos t  X soc K et  
3 ,  l f l a  

b )  T he  f o l l owi n g  c om ma nds  and  r ep l i e s  are  excha nged!  l f i b  

T IP  hos t  X I f l c  

K m mm m m mm 3 00  AWai t ipq  ihp Ut  CR L F l f l d  

U S ER  user name  C RL F  - -» • » - ->  I t l e  

<  3 3 0  Ente r  Pas sword  CRLF H i t  

PA S S  pas s wsord  CRLF  » • , • •* •* >  i t i g  

{mm mm mm m 2 30  UsO f  l og g e d  in  C R LF I t lh  

SO CK 55539  C P L P »» • »« • «» • >  i t i i  

200  C o m mm sn d  r ece ived  OK CRLF i t l j  

RE T R  t h i s  „ f  l i e  CRLF  • - « - - - • >  I f l l c  

( ho s t  X i n i t i a t e s  da ta  connec t ion  t o  TIP  socK et  655 3 8 ,  i , e , #  
PO R T 1  r e ce iv e )  i t l l  

2S 0  F i i e  t r a ns fer  s ta r t e d  CRLF I t lm  

252  p i l e  t r ans f er  com ple t ed  CRLF IF In  

BYE C FUF IflO 

2 31  user  l og g e d  ou t  CRLF I f l P  

c )  hos t  X  c l o se s  the  Te lnet  ana  da ta  con nect io ns ,  i f lq  

Not es  T he  T IP  u ser  shou ld  b e  in  l i n e  mod e ,  i f i r  
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IT IS 

Use r  a t  hos t  U wa nt in g  t o  t rans fer  f i l e s  t o / f r om  hos t  S :  1£2  

xn  ge nera l  the  u s e r  w i l l  co mmu n i c ae  t o  the  s erver  v ia  a  
med ia t ing  user -FIP  proc e s s .  T h e  f o l l o wing  m ay  be  a  t y p i ca l  
s c enar io .  The  use r -FTP  pr ompts  a re  sh o wn  in  parenthes e s ,  
' • • • •>*  represen t s  c om m an d s  f ro m ho s t  u  t o  hos t  S ,  an d  

' represents rePlies from host S  to host U » l £2a  
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1 , 0  In trod uc t ion  

1 ,1  P urp o se  o f  t h i s  repor t  

Th i s  r e por t  de s c r ibe s  th e  fun c t ion  o f  a  Ne twor k  
Contro l  Pr ogram (NC P)  in  the  Ad vanced  R ese a rch  
Pro j ec t s  Agen cy  Com p u ter  Ne tw or k  ( AR PA N E T) ,  and  
surveys  s evera l  r e pr e s e n ta t i v e  imp lemen ta t ion s  o f  
such  p r ogr am s .  Th i s  wo r k  w as  accompl i shed  a s  par t  
Of M ITRE t a sk  81  OA ,  

The  ne two rk  contro l  program i s  the  opera t ing  sy s t em 
mod ul e  tha t  in t er face s  user  pr ograms  t o  the  
c om m unic a t ions  ne t work  by  pr ov i d i ng  sy s t em ca l l s  t o  
invoke  communica t ions  funct ion s  sp ec i f i ed  by  the  
ne tw o rk  w id e  hos t  t o  hos t  pro t oco l ,  

Th e  purp°se  Of  th i s  r e po r t  i s  t o  document  the  
implementa t io n  o f  the  ne tw ork  contro l  progra m and  
t he  op t iona l  s t ra t e g i e s  used  in  d i f f e re n t  
implem enta t io ns»  Th i s  r e po r t  s hou ld  b e  o f  u se  t o  
ind iv idu a l s  imple me nt i ng  ne t wo rk  contro l  prog rams  
fo r  o ther  compute rs#  a n d  t o  in d iv i d u a l s  de s i g n i n i ng  
ne t wor k  con tro l  p r ogra m s  for  o th er  comp ute r  
n e twor ks •  

Th e  survey  inves t i g a t ed  ne t wor k  c ont r o l  progra m 
implementa t io n s  i n  e l ev en  sys t ems *  T b^ E X a t  B e l t  
Bera nek  and  N ewm an (B BN ) j  Mul t i c s  a t  Massachuse t t s  
Ins t i tu t e  0 £  Techno logy  ( MIT) ?  the  IBM sys t ems  a t  
Un iv er s i ty  o f  Ca l i forn i a ,  S an ta  Barbar a  (UC SB) ,  
Un i vers i ty  o f  Ca l i f or ia ,  LOS A nge l e s  (UC LA ) ,  Th e  
R AN D Co rpora t ion  (R AN D) ,  Sys tems  De ve l opment  
Corpora t ion  (SD C) j  the  Bu rrou ghs  sy s t em a t  
u n iv e rs i t y  o f  Ca l i f orn i a ,  san  D ie g o  (uCsb) l  the  D EC 
sy s t em a t  t he  c e n t e r  tor comp u t e r»based  Beh avor ia l  
S tu d ie s  (C CB S)  a t  UCL A? the  con t ro l  D a ta  sy s t em a t  
La we ren ce  Berke l ey  Lab ora tory  (L BL )?  the  AR PA 
Ne tw ork  Termin a l  sy s t em (A N T S)  a t  un i ver s i t y  o f  
I l l i n o i s ( UI ) *  and  the  Ter mina l  i n t er f ace  Proces sor  
(TIP )  a t  BBN ,  
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T h e  f o l l ow i ng  tab l e  sum m ar iz e s  the  org an i za t ion s  
(Places), opera t ing  sy s t ems ,  an d  comp uter  ha rdware  
inc luded  in  the  survey*  

P l ace  Sys t em Compu te r  

8 6 N  T EN E X D E C P DP 1 0  
M I T MU l t iC S  H 6180  
UC SB O S/ M VT IBM 360 /75  
U C L A  OS / MVT IBM 360 /91  
P A N P  O S/ M VT IBM 370 /158  
s o c  VM IBM 370 /145  
U CS D M CP B  6700  
C C8 S  DE C  D E C P DP 1 0  
LBL BKY C DC 6600  
U 1  ANTS DEC  P D P 11  
BBN T IP  H 31 6  

i . 2  ARPANE T O v er v i ew  

The ARPANET i s  an  a d v a n ced  compu ter  co m mu ni ca t i o n s  
sy s t em connec t ing  toge ther  a  s e t  o f  compu ter  
c en ter s  in  the  un i t ed  S t a t e s  and  Europ e ,  The  
f o l l o wing  d escr ip t ion  o f  the  ne t work  touches  on  
s ev era l  a spe c t s ?  the  phys i c a l  i mpl ementa t i on ,  the  
scope and  s i z e #  and  the  func t i ona l  goa l s ,  

T he  A R PA NE T  i s  implem e n t ed  u s i n 9  packe t  
t rans mis s i on  t ech n o l o gy ,  A t  each  n e two r k  s i t e  
there  i s  an  In ter f ace  Me ssag e  Proces sor  (IMP) 
which  i s  a  s t ore  an d  for ward  packe t  rou t i n g  
c om pute r .  Ea c h  I MP i s  c onne c te d  t o  be tw een  i  and  
5  o ther  IMP 'S v i a  co m mo n ca rr i e r  c i rcu i t s ,  The se  
c i r cu i t s  ar e  normal l y  50  k i l o b i t  per  s econd  
channe l s ,  Th e  IMP'S are  Honeyw e l l  316  o r  51 6  
computers  mod i f i ed  an d  programe d  by  Bo l t ,  
Ber a nek#  an d  Ne wm an (BB N )  <Hear t> ,  A l so  
connec t ed  t o  an  I MP m a y  b e  be twe en  0  and  4 
hos t s ,  A hos t  i s  a  com put ing  sy syem w hi ch  
c urr e nt ly  ranges  i n  s i z e  f r om a  DE C P D P 1 1  t o  a  
IB M 370 / 195 ,  A T erm ina l  in t e r face  Proces sor  
(TIP)  i s  an  I MP an d  a  min ihc s t  comb ined  in  one  
proces s or  <Qrns te in> ,  

T h e  A RP A NE T has  g r o wn  a lmos t  con t inuo us ly  f ro m 
t he  t i me  i t  b eg an  w i th  the  ins t a l l a t i on  o f  the  
f i r s t  IMP in  Septe mber  1969 ,  A s  o t  th i s  wr i t ing  
t h e  ne twor k  con s i s t s  o f  48 IMPS o f  wh ich  21 are  
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TIPs ,  an a  5 4  hos t s ,  T he  ne t wo rk  ex t ends  f rom 
H a w a i i  i n  the  we s t  t o  L ond o n  an d  No rwa y  i n  the  
ea s t ,  On e  commu nica t io n  c h a n n e l  has  been  
up grad ed  t o  230 ,4  k i l o b i t s  Per  s eco nd*  and  the  
com munica t ions  be t ween  C a l i for n ia  and  Hawai i ,  
an d  be tw een  the  un i t ed  S t a te s  and  Euro pe  a re  v i a  
sa t e l l i t e  channe l s ,  T he  s a t e l l i t e  channe l  t o  
Eu rope  i s  7 f 2  k i l o b i t s  per  s eco nd ,  wh i l e  the  
sa t e l l i t e  channe l  t o  Ha wai i  i s  the  no rm al  50  
k i l ob i t s  per  s econd .  

T h e  goa l  o f  the  ARP A co mpute r  ne t work  i s  for  
each  computer  t o  mak e  every  l o ca l  re source  
ava i l a b le  t o  *n y  Com p u te r  in  the  ne t wor k  i n  suc h  
a wa y  tha t  any  l o ca l  program av a i l a b le  t o  l o ca l  
user s  can  be  used  r e m ote ly  w i th o u t  de gr adat ion .  
Th at  i s ,  any  p ro g r am  s h o u ld  b e  ab l e  t o  ca i l  on  
t h e  re s ou rces  o f  o the r  comp u t e rs  much  a s  i t  
wou l d  ca l l  a  su b r ou t in e .  T he  r e so ur ces  wh i ch  can  
be  shared  in  th i s  wa y  inc lude  s o f tw are  and  da ta ,  
a s  we l l  a s  h a r d w ar e  <Rober t s> ,  

T he  proces s  of suces s fu l  communic a t i on  r equire s  the  
use  o f  s o fp e  r u l e s  o f  beha v io r  in  order  t o  permi t  
t h e  co mm un ic a t i ng  en t i t i e s  to  proper ly  in terp re t  
t h e  conversa t io n ,  T h es e  r u l e s  o f  behav ior  may  
inc lu de  bo th  co ns tra in t s  on  the  s equenc ing  o f  the  
un i t s  o f  conversa t i o n ,  a s  we l l  a s  the  s t r uc ture  and  
c on t en t  c f  t h e  commu nica t ion  Ce ,g ,  the  g ram ma r  and  
t he  mean ing ) ,  I n  tne  ARP A NE T th e s e  ru l e s  o f  
commu nic a t ion  behav ior  are  ca l l ed  pro t oco l s ,  

Co mmunica t io ns  in  th e  AR P AN ET are  o f  two  t ypes?  
tn os e  asso c ia t ed  wi th  tw o  d i r ec t ly  con nec t^  
e n t i t i e s  C e ,g ,  IMP t o  IMP ,  iMP-hos t ,  
sy s t em^proces s )  and  t h ose  be tw een  m ore  w ide ly  
s epa ra ted  e n t i t i e s  ( e , g ,  sy s t em t o  sy s t em,  
proce s s  t o  process ) ,  Th i s  s econd  type  o f  
commu nic a t ion  i s  somet i m es  sa id  to  be  suppor ted  
by  a  v i r tu a l  communic a t io ns  c han ne l ,  Fo r  exam p le  
t h e  v i r t ua l  proces s  t o  proces s  communic a t io n  
channe l  i s  r ea l l y  a  process*sys t em,  ho s t-IMP, 
IMP t o  IMP, IM P^ h os t#  sy s t em «* pr oces s  ch ann e l .  

T he  p ro t oco l s  in  the  A RP ANE T bu i ld  Up  the  
cap ab i l i t i e s  O f  the  ne t wo rk  in  a  s e r i e s  o f  
l ev e l s  or  l ayers ,  Th e  l owes t  o f  the se  i s  the  I MP 
t o  IM P p ro to c o l  which  orov ides  for  r e l i ab l e  
commu nica t io n  a m o ng  the  I M PS,  Th i s  pro toco l  
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hand le s  t ransm is s ion  error  de t ec t i o n  an d  
corr ec t i o n ,  f l ow  c ont r o l  t o  avo id  con ges t i o n ,  
and  rou t ing ,  

The  nex t  l e ve i  i s  the  IM P- ho s t  pro toco l  w h i ch  
prov id es  f or  the  pas sage  o f  messages  b e t w ee n  
hos t s  an d  IMPS in  such  a  wa y  a s  t o  cre a te  
v i r t ua l  com munic a t i on  pa t hs  be tween  tne  hos t s ,  
w i th  t he  iM P-n os t  pro t oco l ,  a  hc s t  has  opera t in g  
ru l e s  wh i c h  permi t  i t  t o  s en d  messa g es  t o  
spe c i f i ed  hos t s  on  the  n e t w ork  and  t o  b e  
in for me d  o f  tne  d i s pen sa t ion  o f  thos e  messages ,  
in .  p ar t i cu l ar ,  the  i Mp- hos t  pro toco l  cons t r a in s  
th e  h os t s  in  th e i r  t rans mis s ions  in  ord er  t o  
m a ke  m ake  goo d  use  o f  ava i l a b le  com munica t ions  
c apac i t y  w i thout  deny ing  such  ava i lab i l i t y  t o  
o ther  h os t s ,  

T he  nex t  h igher  l eve l  i s  the  hos t  t o  hos t  
pro t oco l ,  imp lemented  by  the  ne two rk  contro l  
progra m,  T he  hos t  t o  hos t  pr o toc o l  i s  the  s e t  o f  
ru l e s  whereb y  hos t s  con s t ruc t  and  ma in ta in  
c om m unic a t ions  be tween  user  proc es se s  runn ing  on  
s epara ted  compute r  s y s t ems ,  one  proces s  
r equ ir ing  commun ica t ions  w i th  ano ther  on  so m e  
rem o t e  co mp uter  sy s t em m ake s  r eques t s  on  i t s  
l o c a l  opera t i n g  s y s t em t o  ac t  on  i t s  bena l f  in  
e s ta b l i sh ing  an d  ma in ta in in g  those  
com munica t ions  u s in g  the  hos t  t o  hos t  pro toco l  
<Cr o c ke r» ,  

I f  t h i s  pr i t f  in t r oduc t io n  t o  the  A RPA NET i s  no t  
su f f i c i e nt ,  the  reader  i s  urged  t o  tur n  to  the  
re fere nce s  <Rea r t> ,  <Rooer t s> ,  <Cro c i cer> ,  and  
<U r ns te in> ,  be fore  read ing  the  b od y  o f  th i s  
r ep or t ,  

1 , 3  Re p or t  Organ iza t ion  

The  r epor t  i s  organ i zed  t o  f i r s t  d i scus s  the  
genera l  ch a ra c te r i s t i c s  o f  oper a t ing  sy s t ems  an d  
ne tw ork  con tro l  p ro g ra m s ,  and  then  to  d i s cu s s  the  
spec i f i c  impleme n ta t io n s  surveyed .  

F i r s t  i s  a  d i s cuss ion  o f  the  pur pose  o f  a  
ne two r k  con tro l  pro gram,  T o  p lac e  th i s  in  so me  
con t ex t  t h e  re l e vant  char act e r i s t i c s  o f  an  
opera t ing  sy s t em a re  d i scu s sed .  
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A n e twork  contro l  program i s  then  d i s cus se d  in  
abs t rac t  t erms#  tha t  i s  w i thout  r e f eren c e  t o  an y  
pa r t i cu l a r  mach ine  or  opera t ing  sy s t em,  Th i s  
de scr ip t ion  o f  a n  id ea l i zed  NC P i s  then  used  a s  
a  r e f erence  In  the  de scr ip t ions  o t  the  surveyed  
sy s t e ms ,  

Th e  f in d i ng s  o f  the  survey  are  presen te d  nex t#  
f i r s t  in  t erm s  o f  the  sy s t em s t r uc ture  an d  N CP 
im p le m e n t a t ion  s t r a t egy ,  and  f i n a l l y  In  t erms  o f  
t he  p h ys ica l  char ac ter i s t i c s  o f  th e  var ious  
implementa t ions  ,  

The  f i n a l  s e c t i on  sum m ar iz e s  the  f in d in gs  o f  the  
survey ,  

At  t he  end  0t the  repor t  ther e  i s  a  g l o s sary  o f  
t e r ms  and  a  l i s t  o f  r e f erences ,  

2 , 0  Th e  Ne tw or*  Contro l  Pro g ra m  (N CP)  Env ir on ment  

Th i s  s e c t i o n  d i s c us ses  th e  p u rp ose  o f  the  N CP an d  ho w 
i t  re la t e s  t o  the  opera t i ng  sy s t em an d  o ther  
pro toco l s  # 

2 , 1  purpos e  o f  a  Ne t w ork  Contro l  Program 

T h e  fu n c t ion  o f  n e t wor k  contro l  progra m C N Cp )  i s  t o  
imp le me n t  t he  hos t  t o  nos t  pro t oco l ,  T hat  i s  the  
NC P i s  t o  prov ide  a  c omm on in t e r face  acros s  the  
var ious  opera t in g  s y s t e m s  t o  the  user  l ev e l  
pr oces se s ,  and  t o  pr ov i de  t o  the  opera t ing  sy s t ems  
t he  m ea ns  t o  commun ica t e  am o ng  thems e l ve s  the  
contro l  in format ion  neces sar y  t o  e s tab l i sh#  
r e gu la te ,  and  t erminate  the  commun icat ion  be tween  
user  pr oces se s ,  

T he  deve lopment  Q f  th e  ne two rk  in  the  computer  
s c i ence  re search  en v i ron ment  prov ided  an  ample  
c o l l e c t i o n  o f  we l l  deve loped  in t er a c t iv e  
t imeshar in g  sy s t ems  for  the  i n i t i a l  s e t  o f  sy s t ems  
to  beco me  pa r t  o f  the  ne twork ,  The se  ear ly  
in t e rac t ive  s y s t ems  g en era l l y  pos se s s e d  a  proces s  
s t r u c t ure  a nd  in t erpr oces s  commun ica t ions  
me chan i s m,  I t  s e emed  tha t  the  ne t wor k  shou ld  
na tur a l l y  ex tend  thes e  in t e r p r oce s s  com munica t ions  
mech an i sms  t o  a l l ow  c o mmu n ica t io n  b e t w een  pro cesse s  
in  d i f f eren t  sy s t ems ,  Th ere  were  some  d i f f i cu l t i e s#  
h oweve r#  f or  t he  var ious  sy s t ems  d id  no t  a l l  have  a  
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un i f o rm  sche m e  for  in t e r p r oce s s  c o m mun ica t io n  or  
even  a  co mmo n wa y  o f  nam in g  the  des t i na t io n  o f  a  
co mmun igue ,  Seve r a l  o f  the  sy s t ems  tha t  we re  l a t er  
ad de d  t o  ne t wor k  d i d  n o t  a l l ow  communic a t i on  
be twe en  pr oces se s ,  indeed ,  a  f ew  sy s t ems  d i d  no t  
s u p p or t  t h e  con cep t  o f  a  p roces s  Cor  s o  t h e ir  
p r og r a mme r s  c l a ime d) ,  

A s t andard  in t erpr oce s s  commu nic a t i on  m ecna n i sm .  and  
a  s tandard  na ming  s che me  were  ne e de d .  Fur t he r  the re  
w as  a  * o r  a  co m mo n l angu age  such  that  the  
opera t ing  s y s t ems  o f  the  v a r io us  ho s t s  co u ld  ta lk  
to  each  o ther  about  the  in t erproces s  communica t ions  
they  suppor t ,  

The se  needs  are  f i l l e d  by  the  hos t  t o  hos t  pr o toc o l  
a s  imple mente d  by  the  ne t work  c on t r o l  progra ms  o f  
t h e  var iou s  ho s t s ,  The  h os t  t o  hos t  pro to co l  
spe c i f i e s  a  l a nguage  o f  c o mm an ds  w i th  para mete r s  
wh ic h  are  exchanged  be twe en  NC Ps  t o  arrange ,  
ma nage ,  an d  t er minate  proces s  t o  proces s  
comm unica t ion ,  Th e  hos t  t o  hos t  pro t oc o l  a l so  
spe c i f i e s  a  co mm o n na me  space  ca l l ed  socke t s  f or  
ind i ca t ing  t h e  source  an d  des t in a t ion  o f  
in t erproces s  communica t ions .  T he  hos t  t o  hos t  
pro toco l  prov i d e s  a n  in terp roces s  communic a t io n  
mec ha n is m ca l l ed  co nnec t i ons .  *!» V. V + « A & »l W « * i V v;, V V f 

2 , 2  Re la t i on sh ip  o f  the  NO P t o  Te l n e t  and  
T ran s fer  

F i l e  

T wo  func t i ona l  cap ab i l i t i e s  are  d es i r ab le  in  a  
com puter  ne twork s  t o  be  ab l e  t o  use  in t er a c t iv e  
t ermina l s  w i th  pr og rams  on  rem ote  comput ers  " as  i f  
yo u  were  t h ere" ,  and  t o  t ra ns f e r  be tw een  com put ers  
l arge  co l l e c t i o ns  o f  da ta  or  f i l e s  (wh ic h  ma y  be  
pr ogra ms  or  da ta ) ,  T he  f i r s t  capa b i l i t y  i s  pr ov ided  
oy  t he  Te lne t  pro toco l  and  the  s e c ond  by  the  F i l e  
Trans fer  Pro toc o l  (FTP) <NIC7104>. 

2,2,1 Tel ne t  

T he  implementa t ion  o f  T e lne t  i s  to  the  NCP 
a lmos t  in d i s t i ngu i sha b l e  f ro m any  pa i r  o f  
co mm un ic a t i ng  pr o c e s se s  in  the  ne twor k ,  A t  the  
co mpute r  w h ere  the  h uma n  user  s i t s  a t  h i s  
t ermi na l  the re  i s  a  progra m ca l l ed  User -Te lne t  
wh ich  t a lks  to  the  t ermin a l  on  one  s i de  and  
t a l k s  t o  the  NCP on  the  o th e r  s i de ,  At  the  
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comp uter  where  the  s erv ing  p ro g r am  i s  l ocated  
there  i s  a  pro g ram c a l l ed  Se r ve r - Te lne t  which  
t a lks  t o  the  N C P on  one  s ide  an d  t a lks  t o  the  
s e rv ing  pr ogra m  on  the  o ther  s ide  a s  i f ,  i t  
{S er v er -T e lne t )  were  a  t e rmin a l ,  Th i s  l a s t  
requ i rement*  tha t  the  s erv i ng  progra m be l i e ve s  
i t  i s  t a lk in g  to  a  t ermina l  and  no t  the  ne tw ork*  
i s  a  t r i cky  one ,  So m e  sy s t ems  have  con s t r uc t s  
which  a l l ow  a  process  t o  ac t  a s  a  t e rmina l  t o  
ano ther  proces s ,  in  the se  sy s t ems  th i s  i s  a  
s imple  requ ire ment  t o  implemen t .  In  o t h er  
sy s t ems  howe ver  the  im plem enta t io n  o f  th i s  
capa b i l i t y  nas  oeen  so  d i f f i c u l t  tha t  the  
s e r ve r - Te lne t  func t i on  has  been  imple mented  in  
t he  sy s t em wi th  the  NC P ,  T he  impor tan ce  o f  th i s  
requ ir ement  i s  tha t  i t  perm i t s  pr ogra m s  
cons t ruc ted  for  use  f rom in t e r a c t iv e  t erm in a l s  
w i th  no  thought  o f  the  ne tw ork  t o  p e  used  by  
rem ote  u ser s  v ia  th e  n e two r k  1 * 

2 , 2 ,2  F i l e  T rans fer  

T he  F i l e  T rans fer  Pro toco l  (FTP) i s  des igned  t o  
f i l l  t he  need  for  a  mecha n i sm t o  t ra ns fer  f i l e s  
conta in i ng  progra ms  or  da ta  be tween  computers .  
The  F TP  u t i l i ze s  a  Te lne t  connec t ion  (p a i r )  t o  
a l l ow  t h e  excha nge  o f  con tro l  in format ion  
( requ es t s  and  r e p l i e s )  and  a  s epara te  da ta  
co n n ect io n  tor  the  ac tua l  t rans mis s i on  o f  tne  
f i l e ,  Th e  NC P i s  no t  normal l y  aw ar e  o f  the  f a c t  
th a t  th i s  da ta  connec t ion  i s  used  for  the  F TP ,  

2 , 3  Desc r ip t i on  o f  a n  op ia t in g  Sys t em 

A n opera t ing  sy s t em co ns i s t s  o f  progra m modul e s  
wh ich  augument  the  ha rdwa re  and  prov ide  a n  
env i ronment  f or  pr oces s e s ,  A mo n g  the  opera t ing  
sy s t em modul e s  o f  in t e res t  a re  a  t e rmina l  con tro l  
pr ogra m (TCP ) ,  a  f i l e  contro l  progra m (FCP) ,  an d  o f  
course ,  a  ne t w or k  contro l  prog r am  (NCP ) .  T h e  
in t e r f ac e s  be t ween  these  opera t ing  sy s t em mod ule s  
and  user  proces se s  take  the  for m o f  sy s t em c a l l s  
and  re turns ,  an d  somet i m es  pseudo  in t err up t s .  
Sys t em ca l l s  are  im p leme n t ed  in  a  v ar i e ty  o f  ways ,  
bu t  o f t en  i t  i s  a  sp ec ia l  ha rdware  in s t ru c t i on  tha t  
i nv okes  a  sy s t em c a l l  ( e , g ,  S VC ,  U U O* J SJ fS ,  MME ) ,  
In  h igher  l e ve l  prog ra mmin g  l anguage s  a  sy s t em ca l l  
i s  o f t en  ind i s t ing u i s hab le  f ro m a  subrout in e  ca l l ,  
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in  some  c a se s  the  f or m o f  the  sy s t em c a l l  i s  qu i t e  
d i f f erent  t or  each  d i f f eren t  mo dule  o f  the  sy s t e m,  

A proce s s  i s  a  program in  exec ut ion  w i t h  i t s  
a s so c ia t e d  addres s  space  ,  a  l o ca t ion  c ounte r *  some  
genera l  r e g i s t e r s ,  and  u sua l l y  so me  open  f i l e s  C or  
dev i ce s )  ,  Proces se s  m ay  b e  c rea ted  by  u ser s*  
thou gh  there  are  o f t en  proces se s  wh i ch  have  be en  
p r ogr a mm e d  b y  sy s t ems  progra mm er s  f or  par t i cu lar  
func t i ons#  an d  so me  o f  the s e  ma y  be  in i t i a t ed  by  
t he  sy s t em w h en  i t  beg ins  runn ing ,  so m e  pro cesse s  
m ay  h ave  acce s s  t o  grea ter  (or  l e s s er )  capa b i l i t i e s  
than  those  crea ted  by  norm al  u s er s .  I n  ge ne r a l  
t her e  m ay  be  e l abora te  r eg u la t io ns  prov ided  by  the  
sy s t em to  con t r o l  pas s ing  o f  the  c a pab i l i t y  or  
permis s ion  to  acce s s  par t i cu lar  re sources  b e t w een  
processe s ,  

pne  impor tant  a spec t  o f  an  opera t ing  sy s t em tha t  
ha s  a  grea t  impac t  on  the  im plem enta t ion  o f  ne t wo rk  
func t i ona l  c apa b i l i t i e s  i s  the  pr o v i s i on  for  
in t erproces s  communica t ion ,  G en era l l y  proces s e s  are  
v i ewed  a s  indepe ndent  computa t iona l  un i t s  tha t  nee d  
in t era c t  on ly  w i th  the  o pe r a t ing  sy s t em i n  a  f e w  
very  co ns t ra i n ed  wa ys  ( i » e ,  v ia  sy s t em ca l l s )#  
howe ve r  o f t en  i t  wo u ld  be  u se f u l  t o  bu i l d  a  n ew  
capa b i l i t y  based  on  a  c o mb in a t io n  o f  ex i s t i ng  
prog rams .  On e  w a y  o f  ex t end ing  the  us e fu l nes s  o f  
t he  proc es s  s t ruc ture  i s  t o  a l l ow  proces s e s  t o  
commun ica te  be tween  themse l ve s  such  tha t  s ev era l  
pro ces s e s  may  c oope r a te  t o  ac c om pl i sh  a  
corr -pu ta t io n a l  goa l .  T he  fo rm o f  commu nica t io n  
su p p or ted  by  an  opera t ing  sy s t em very  m uc h  
in f lue nces  t h e  ex t en t  t o  which  pro ces s e s  a c tu a l l y  
c oope r a te  and ,  there f ore ,  the  ex t en t  t o  wh ich  use  
o f  t h e  AR PA N E T i s  a  n a t u ra l  ex t ens ion  o f  the  
prog ram ming  env i r om e nt .  T h e  ne t work  hos t  t o  hos t  
pro toco l  s e e ks  t o  m ak e  av a i l a b l e  t o  proces s e s  a  
pa r t i cu l ar  fo rm o f in t erp roces s  commun ica t ion  
ca l l ed  co n nect io ns .  

There  are  ma n y  o th er  f ea tures  and  e s s e n t i a l  
func t io ns  o f  opera t ing  sy s t ems  which  w i l l  be  
i gnored  in  t h i s  d i s cu s s i on  because  they  a re  no t  
r e l ev a nt  t o  the  implementa t ion  o f  an  NC P ,  An y  
m u l t i program m ing  or  mu l t ip l e  proces s  sy s t em m ust  
hav e  a  s chedu ler ,  some  f o r m o f  me mo ry  ma nageme nt ,  
and  p r ov i d e  f or  account ing ,  s ecu r i ty ,  pro t ec t i o n ,  
ana  pr iva cy .  
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3 , 0  Des cr ip t io n  o f  a  N e twor k  Contro l  Pro gram 

Th i s  s ec t i o n  beg in s  w i th  a  genera l  overv i ew  o f  the  
operat ion  o f  a  ne twork  contro l  progra m an d  gradua l ly  
r e f i nes  the  d e f in i t i o n ,  T he  func t i ona l  co mpo n ent s  o f  
an  N C P are  de sc r ib e d  f i r s t  in  a  ge ne r a l  wa y  f o l l owed  
by  a  d e scr i p t i o n  o f  a  t yp i ca l  s e t  o f  sy s t em ca l l s  for  
t he  user -N CP in t e r fac e  and  a  de scr ip t ion  o f  the  
opera t i on  o f  t he  NC P and  f in a l l y  a  de t a i l e d  
descr i p t i on  o f  t he  f u n c t i on s  o f  each  NCP comp one nt ,  

3 , 1  NCp Fun c t ions :  

Th e  NC p mu s t  prov ide  s evera l  fu n c t ion s  t o  in t e r face  
be t ween  the  user  proces s  on  one  s i de  and  the  IMP on  
the  o th er  s id e ,  A m ong  the s e  func t i o ns  are  dev i ce  
hand l ing ,  f o rm at t in g ,  e rror  co n tro l ,  f l ow  co ntro l ,  
mu l t ip l e x ing ,  an d  s ynchron iz a t i on ,  

Th e  IM P i s  c onnec ted  t °  the  hos t  co mp uter  mu ch  a s  
an y  input  or  ou tput  dev i c e  ( s in e© the  IMP i s  a  f u l l  
dup l ex  dev i ce  i t  m i g ht  t e e  in t er faced  as  tw o  s implex  
d e v i c es ) ,  Th i s  impl i e s  tha t  there  m ust  be  in  tne  
l owe s t  l eve l s  o f  the  sy s t em a  prog r am  mod u le  t o  
c ont r o l  t h e  IMP In t er f ace  on  the  input  ou tput  
in s t ru c t ion  and  in t er rupt  l e v e l .  

Th e  iM P- h os t  pro toco l  r equ ire s  tha t  a  s tandard  
format  be  us ed  for  mess ages  exch an ged  be twe en  the  
hos t  and  t h e  IMP ,  Th e  s tandard  format  has  a  32  b i t  
l eader  a t  t h e  beg inn ing  o f  each  mes sage  tha t"  
conta ins  con tro l  I n fo rmal io n" ind ica t in g  such  th i ngs  
a s  t h e  message  t yp e ,  source  or  des t ina t io n  hos t  and  
l og i ca l  l in k  nu mber ,  i n  add i t i on  t o  the  l e ade r  the  
hos t  t o  hos t  pro t oco l  r equ ire s  an  ad d i t i on a l  40  
b i t s  o f  p re f i x  in format ion  for  each  mes s age .  Th i s  
ad d i t i on a l  p re f i x  ind i ca te s  the  by te  s i z e  an d  
n um b e r  o f  by te s  in  the  t ex t  o f  the  message .  

As  da ta  bec omes  av a i lab l e  t o  s end  t o  the  I M P#  i t  i s  
format ted  i n to  m e s sag e s  an < j  gu e u ed  f ° r  t rans mis s i on  
to  t ne  IMP,  an d  a s  messa ges  are  r ec e ived  f ro m the  
IM P,  they  are  queu ed  for  pro ces s in g ,  

T he  messages  r ece ived  f r om t he  IMP are  o f  var ious  
t y pes ,  The  tw o  mo s t  f r eq uent ly  reCe i v ed  a re  R EGU LA R  
and  R F N M ,  A R E GU L AR me ssa ge  i s  us e e  t o  t rans fer  
da ta ,  A R Fn m ( requ es t  t or  nex t  message )  i s  used  t o  
in d i c a te  tha t  the  pre v ious ly  s e n t  messa g e  on  th i s  
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l o g ica l  l ink  to  t h i s  hos t  wa s  suce s s fu l ly  rec e iv ed  
b y  t he  d es t i na t i o n  IM P,  T he r e  are  s ever a l  o ther  
mes sage  types  t o  in d ica te  error  co ndi t i ons ,  

The  RE GUL AR m ess ages  are  o f  tw o  ca tego r i e s*  user  
da ta  or  NC P t o  N C P co n tr o l  i n f ormat i on .  These  are  
d i s t i n g u i sh ed  oy  the  l o g i ca l  l in k  m u m pe r  i n  the  
l ea der ,  A l l  NC P t o  N CP c on t r o l  m essa g e s  are  
t r an s mi t t ed  on  l og i c a l  l ink  ze ro ,  A l l  u ser  da ta  
messages  are  t r ansmi t t e d  on  a  l og i c a l  l ink  nu mbe r  
in  t h e  range  2  through  7 1 ,  

T he  NCP co n tro l  message s  hav e  s e ve r a l  fu n c t ion s :  t o  
e s ta b l i s h  connec t ions  be tw een  Pa i r s  o f  proces se s  in  
t h e  ne twork ,  t o  regu la te  the  f l ow  o f  da ta  o v er  
t h e se  connec t i ons ,  t o  t erminate  con nec t ion s ,  an d  t o  
convey  so m e  sp ec ia l  s i gn a l s  b e t w een  the  NC P s ,  

T he  l eader  o f  a  da ta  mess age  mu s t  be  ex ami ned  t o  
de termine  t o  which  user  proces s  bu f f er  the  t e x t  o f  
t he  mes sage  shou ld  f ee  appe nded ,  

Th e  u ser  proces s  in t erac t s  w i th  the  n e t wor k  by  
i s s u i ng  sys t em ca l l s  t o  the  $ C P t o  e s tab l i sh ,  use  
an d  t erminate  connec t ion s .  W h en  the  user  proces s  
i s su es  c a ns  whi ch  cause  the  NCp t o  s e n d  da ta  t 0  a  
d i s t ant  proces s  the  NC P mu s t  inc lu de  in format ion  in  
t he  l e ade r  tha t  w i l l  enab le  the  r ece iv in g  NC P t o  
de termine  for  which  proc es s  the  da ta  i s  in t ended ,  

Th e  s end ing  an d  r e ce iv in g  proces se s  and  hos t s  might  
no t  op era te  on  the  sa me  s i z ed  quanta  o f  in format ion  
and  they 'might  opera te  a t  d i f f er in g  speeds ,  in  suc h  
a  s i tua t i on  i t  i s  na tura l  t o  us e  bu f f er s  t o  sm oo th  
t h e  f l o w  o f  in format ion  and  t o  a l l ow  each  ent i ty  to  
opera te  u s in g  i t s  p re fe red  ouantu m s i ze ,  i t  I s  the  
r e sp ons i b i l i t y  o f  the  N C P s  t o  m anage  t he se  buf f er s  
and  t o  r e g u la te  the  f l ow  from send ing  to  r e ce iv i n g  
nos t  such  th a t  the  r ece iv ing  hos t  i s  ab l e  t o  buf f er  
a l l  t h e  da ta  s en t  w i t h  ou t  undu e  d i f f i cu l t y .  

M an y  o f  t h e  NCP c on t r o l  m essa g e s  r ece iv ed  and  m any  
o f  t he  sy s t em ca l l s  w i l l  r equ ire  the  NCP t o  send  
NCP contro l  message s  t o  the  fore ign  ho s t ,  

T he  N CP mu s t  ma in ta i n  in format ion  ab ou t  each  ac t i ve  
connec t ion  in  a  con n e c t i on  t a b l e .  The  e l ement s  o f  
each  "entry  in  t h i s  t ab l e  inc lude  in format ion  about  
the  user  pr oces s  u s in g  tne  connec t ion ,  the  fore ign  
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hos t*  tD e  bu f f er  l oca t i on  and  fu l lne s s*  an d  the  
s ta t e  o f  th e  conn ec t ion ,  

I f  an y  e r r or s  are  de tec t ed  the  N CP m u s t  a c t  t o  
pro tec t  i t s e l f  f ro m harm fu l  co nsequences*  but  i t  
m us t  a l so  a c t  t o  prov ide  r e l i ab l e  s erv i ce  to  a l l  
the  u s e r  p r o cesse s ,  in  an y  c a se  the  N CP shou ld  
record  t he  r e l evant  in format ion  about  the  error  and  
t he  c i rcums ta nces  ( e , g ,  t ime  an d  day) ,  The  N CP mu s t  
a l so  repor t  abnorm al  even t s  t o  the  the  co mp uter  
opera tor  and  be  ab l e  t o  r e c e iv e  in s t ruc t ion s  f rom 
the  comp uter  opera tor ,  

Th e  NCP sho u ld  mak e  av a i lab l e  t o  user s  and  the  
comp u ter  opera tor  the  s ta tu s  o f  hos t s  and  
connec t ions  •  

Th e  NC P shou l d  ga ther  s t a t i s t i c s  on  the  usage  o f  
var ious  e l ement s  o f  the  pro t oco l  and  re sources  
a l lo ca t ed  to  i t  Ce t g ,  bu f f er s ) ,  

3 , 2  sy s t em C a l l s  

T he  f o l l o win g  d i s c us s io n  o f  the  N CP an d  sy s t em 
ca l l s  i s  a t  a  l ev e l  comparab le  t o  tha t  in  the  ba s i c  
s p ec i f i c a t i ons  o f  the  IMP -h os t  pro toco l  < BBN 1 822 >  
an d  the  hos t  t o  hos t  pro to co l  < M cKen z ie> ,  No t e  tha t  
t h e  fo l l owi n g  s ec t i ons  a re  mode led  c lo se ly  on  
Net wor k  Work i n g  Gr o up  Reques t  t or  Com men ts  n o te  
n um b er  55  <N ewk i r k > ,  

Th e  sy s t em c a l l s  as su med  t o  pe  ava i l ab l e  t o  user  
wr i t t en  pro ces s e s  are  descr ibed ,  

LIST EN (P OR TiA EN ,CQD E)  

Th e  l o c a l  soc ke t  o f  th i s  proces s  w i th  th i s  
AE N  i s  a s soc ia t ed  w i t h  th i s  p roces s  POR T.  A  
r e turn  va lue  i s  g ive n  in  CO DE ,  I f  there  i s  a  
pend ing  c a l l  the  connec t ion  may  b e  opened  
immedia te ly  and  the  p roces s  not i f i ed*  i f  
there  i s  no  match in g  pending  c a l l  the  N C P 
w i l l  n o t i f y  the  proces s  wh e n  a  matc h ing  RFC 
ar r i ve s ,  

C ON N E C T( POR T ,AEN ,F S ,COD E )  

Th e  l o ca l  socke t  o f  th i s  proces s  w i t h  th i s  
AE N  i s  a s so c ia t e d  wi th  th i s  PORT* and the  

11 
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sp e c i f i ed  for e ig n  socke t  (FS)  i s  a l so  
a s s oc ia t ed  w i th  th i s  l o ca l  s o c ke t ,  de f in ing  a  
connec t i on ,  I f  there  i s  a  pend ing  ca l l  
mat c h ing  thes e  parameter s  the  connec t io n  i s  
opene d  and  the  proces s  so  n o t i i i ed ,  A r e turn  
va lue  i s  g i ven  in  C O D E,  I f  there  i s  no  
matc h in g  pend ing  ca l l  the  NC P com mu nica te s  
th i s  reques t  t o  the  fore ign  h os t  an a  no t i f i e s  
t he  l o ca l  proces s  wh en  a  matc h ing  r e que s t  i s  
rece i ve d  an d  the  connec t ion  i s  opened ,  

SEND (F pR T,BU FF ER,L EN G TH ,C qDE)  

T h e  da ta  s t ar t i ng  a t  BUF FER an d  e x tend ing  
LEGN TH b i t s  i s  t rans mi t t e d  on  the  connec t ion  
a s s oc i a t e d  w i th  th i s  P ORT  in  accordance  w i t h  
the  a l l o cat i on  va lues ,  C O D E i s  s e t  w i t h  a  
re turn  v a lu e .  

R E C EI V E (POR T ,SU FFE R ,L EN G TH ,CoD E )  

Data  r e ce iv ed  on  the  con n ec t i on  a s so c ia t ed  
wi th  th i s  PO R T i s  s tor ed  in to  the  pro ces s e s  
addres s  s pace  s t ar t ing  a t  B U F F ER an  ex t end in g  
for  LEGMTH bi t s ,  A r e t u rn  va lue  i s  s e t  in  
C O D E,  

C L OS E  C pO R.T ,  C OD E )  

Ac t iv i t y  on  the  co nnec t io n  a s so c ia t ed  w i t h  
th i s  P ORT i s  s to pped ,  A  r e tu r n  va lue  I s  s e t  
in  C O D E,  

I N TE RR UPT C POR X ,CODE )  

A sp ec ia l  I n te r r upt  s i gna l  r e f er ing  to  the  
connec t ion  a s so c ia t e d  w i th  th i s  PO RT i s  s e n t  
on  a  l o o i c a i ly  par a l l e l  da ta  pa th ,  A r e turn  
va lue  I s  s e t  in  CO DE.  

S TA T US (PO RT ,INF O,C OD E )  

Th e  r e l eva n t  s ta t us  in format ion  f rom the  
c onnec t i on  tab le  en tr y  a s so c ia t e d  w i th  the  
PO R T i s  re turned  in  I NF O,  A  r e turn  v a lue  i s  
s e t  in  C O DE,  Th i s  a l l o ws  a  user  progra m to  
mon i tor  the  s t a t e  o f  a  conn ec t ion ,  o f  sp ec ia l  
in t e re s t  are  the  a l l oca t i on  va lu es  and  the  
N C P b u f f er  used  and  f ree  va lues ,  

12 
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3 . 3  NCP Op era t io ns  

Pr e s e n te e  here  are  d i s cr e t i on s  o f  the  operat ions  
conduc ted  dur ing  the  three  major  phase s  o f  n e t wor k  
us ag e :  open ing ,  comm u nica t in g ,  an d  c l o s in g ,  

Ope n i ng  

In  order  t o  e s tab l i sh  a  co nnec t ion  for  da ta  
t ran smis s i o n ,  a  pa i r  o f  RFC' s  mu s t  be  
exchanged ,  A n  R TS m us t  go  f ro m the  r e c e iv e  
s id e  to  the  s end  s i d e ,  and  an  S IR m us t  b e  
I s sued  by  the  s end  s i de  t o  the  r e c e i ve  s id e ,  
In  ad d i t i o n ,  the  r e c e ive  s i de  in  i t s  RTS m us t  
s p ec i fy  a  l in k  num be r ,  and  the  s end  s i de  in  
i t s  SIR  m ust  sp e c i fy  a  by te  s i z e ,  The se  RF C 9 s  
( PFC  i s  a  gen er i c  t erm enco mpass ing  RTS an d  
STR) m aybe  i s s ued  in  e i th er  orde r ,  

A prov i s i o n  m ust  a l so  b e  m a de  f or  queu ing  
Pen d ing  c a l l s  C l*e ,  R F C's  w h i ch  have  no t  been  
de a l t  w i th  by  the  user  progr am) ,  Thu s ,  wh en  a  
u s e r  i s  f in i she d  w i th  a  conn ec t io n ,  he  m ay  
choose  t o  exa m ine  the  nex t  p e n d i n g  c a l l  f rom 
another  proces s  and  dec id e  t o  e i th er  ac c ep t  
or  r e fu se  the  reques t  f or  connec t ion ,  A  
pro b lem dev e lops  because  the  user  may  ch o o se  
t o  no t  exam i n e  h i s  pend in g  ca l l s :  t hus  they  
w i l l  mere ly  s erve  t o  o ccup y  qu eue  sp a ce  in  
the  NCP ,  S e ve r a l  a l t e rna t i v e  so l u t i o ns  t o  
th i s  pr ob l e m  a re  d i s cus s ed  l a t er ,  

Ut i l i z i ng  the  f ram ewor k  o f  the  t yp ica l  sy s t em 
ca l l s  descr ibed  above ,  a t  l ea s t  four  
t empor a l  s equences  can  b e  env i s i one d  for  
ob t a i n i ng  a  s u cces s f u l l y  o p en ed  connec t ion?  

Th e  u ser  proces s  m ay  i s sue  a  L IST EN 
i n d i ca t ing  tha t  i t  i s  wi l l i ng  connec t  
t o  any  proces s  which  s ends  a n  RF C 
sp e c i fy ing  th i s  l o ca l  so ck e t ,  w h en  a n  R FC 
o f  i n t er e s t  arr ive s  the  NC P r e sponds  w i t h  
a  matc h ing  R FC an d  no t i f i e s  the  user  
proce s s s  o f  th e  no w open  conn ec t ion ,  T he  
u ser  c an ,  o f  cou rse ,  in spec t  the  
parameter s  o f  the  conn ec t ion  (us ing  the  
S TAT US sy s t e m ca l l ,  f or  example )  t o  
de termi ne  i f  i t  r ea l l y  wa nt s  the  

13 
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connec t ion ,  and  i f  no t  the  user  c an  CLO SE 
t he  connec t i on .  

I f  upon  p roces s in g  a  user  reques t  f or  a  
L IS T E N,  the  NCP d i s c overs  tha t  a  pend ing  
ca l l  e x i s t s  for  th i s  l o ca l  sock e t#  the  NC P 
immedia t e ly  s e n d s  the  m atch ing  R FC and  
n o t i f i e s  the  user  o f  the  ope n  con nec t ion ,  

T ne  u ser  ma y  i s sue  a  CO NNE CT,  sp ec i f ing  a  
par t i cu lar  fore ign  s ock e t  tha t  he  wou ld  
l i l c e  t o  con n ec t  t o .  A n  H FC i s  i s s u ed .  I f  
t h e  o ther  NCP ac cept s  the  req ues t ,  i t  
a nsw e r s  by  r e turn ing  an  HFC ,  W hen  th i s  
ackno wle d g in g  RF C  i s  rec e iv ed  the  
connec t i on  i s  opened .  

Wh en  p roces s in g  the  CONNECT ,  t he  NCP may  
d i s co ver  tha t  a  Pending  cm  e x i s t s  f rom 
t he  sp ec i f i ed  fore ign  socke t  t o  the  l o ca l  
socke t  in  qu es t i on ,  An  acknowled g ing  HFC 
i s  i s su ed  an d  the  connec t ion  i s  o pened .  

In  a l l  t he  ab o ve  case s  the  user  i s  no t i f i ed  
w hen  t he  connec t ion  i s  op en ed #  b u t  da ta  f l ow  
ca n n o t  be o i n  u n t U  buf f er  sp a ce  i s  a l l oca ted  
and  an  AL L c o mm a nd  i s  t ra nsm i t t e d ,  

Any  o f  t he se  c o nn e c t io n  s cena r io s  w i l l  b e  
in t er rupted  i f  e i the r  the  o t h er  NC P s e n d s  a  
C L5  Co mm an d  whe n  a n  RF C i s  expec ted  0 r  the  
user  i s su es  a  CLO SE sy s t em c a l l  be for e  the  
connec t ion  i s  ope ne d ,  a s  d i s cussed  un de r  
C l os ing ,  

C o mm uni c a t ing  

Data  can  on ly  f l ow  wh en  a  connec t io n  i s  fu l l y  
opened  ( i » e*  wh en  two  RFOs  hav e  been  
excha nged )»  I t  i s  a s s umed  tha t  the  NC P's  hav e  
bu f f er s  for  r ece iv i ng  inco ming  da ta  and  tha t  
there  i s  so me  mean ing fu l  qua nt i t y  wh i ch  they  
can  adve r t i s e  on  a  per  connec t ion  ba s i s  in  
A LL co mm an ds  ind i ca t in g  the  amou nt  o f  da ta  
they  can  handle ,  I t  i s  no te d  tna t  the  s end ing  
s i de  reg u l a te s  i t s  t rans mis s ion  accord ing  t o  
th a t  amoun t ,  

W hen  a  co nn e c t io n  i s  opened ,  a  c o nne c t io n  

14 
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t ab l e  en tr y  f i e ld  ca l l ed  
th e ir - a l l oea t i on -va lues  i s  s e t  t o  zero ,  T he  
r ece ive  s i de  w i l l  dec i de  ho w m uc h  s pace  i t  
can  a l l o ca te  and  s end  a n  AL L me ssa ge  
spe c i fy in g  that  sp a ce ,  T he  s end  s i de  w i l l  
increment  the i r -a l l oca t io n -va lu es  by  the  
a l l o ca ted  sp ace  an d  w i l l  then  be  ab l e  t o  s end  
m e ssag e s  o f  l eng th  l e s s  th an  or  equa l  t o  
the i r -a l l oca t io n - va l ues ,  Wh en  messages  a re  
t ran smi t t ed ,  the  l ength  o f  the  mes sage  i s  
subtr a c ted  f r om t he l r -a l l oca t ion -va lu e s ,  W h en  
the  r e ce iv e  s i de  a l l oc a t e s  mor e  bu f f er  sp ace  
( 6 , 0 ,  wh en  a  messag e  i s  taken  by  the  u ser ,  
t hus  f ree in g  s om e  sy s t em buf f er  spa c e ) ,  the  
nu m ber  o f  o i t s  newly  av a i l a b l e  i s  s ent  t o  the  
s end  s i de  v i a  an  ALL message .  

T h u s ,  the i r -a i l o ca t i on-v a i ues  i s  never  
a l l o wed  t o  beco m e  nega t i ve  an d  no  
t ransm is s i on  can  take  p la ce  i f  
the i r - a l l o ca t i on -v a l ues  equa l s  z ero .  

Not i ce  tha t  the  l eng ths  sp ec i f i e d  in  AL L 
Mes sa ges  ar e  in cr e m e n t s  no t  tne  abso lu te  s i z e  
o f  t n e  r ece iv ing  bu f f er ,  Th i s  i s  nec es s i t a t ed  
by  t h e  a sychronous  na ture  o f  the  f l ow  contr o l  
pr o to co l .  Th e  va lue s  in  the  ALL c omma n d  c an  
be  qu i t e  l arde ,  th u s  prov i d i ng  the  f a c i l i t y  
for  an  e s s e n t i a l l y  in f i n i t e  b i t  s ink ,  i f  tha t  
ma y  ever  be  de s i r ed .  

C l o s ing  

jus t  a s  two  FFC' s  a re  requ ired  t o  open  a  
con nec t ion ,  two  CL S* s  are  requ ired  to  c l o se  a  
con n ec t ion .  C los in g  o c c ur s  un der  var io us  
c i rcumst anc es  an d  s er ves  s ev era l  purposes ,  To  
s im p l i f y  the  an a lys i s  o f  race  con d i t i ons ,  
t our  case s  are  d i s t in gus i s heds  abor t in g ,  
r e fu s ing ,  t e rminat ion  by  r ece i v er ,  ana  
t ermin at i on  by  s en d er  

A u ser  abor t s  a  connec t ion  w h en  he  i s su es  a  
C ON NE C T an d  then  a  CL OSE be for e  the  
con n ect ion  w as  ope ne d ,  T yp i ca ny  a  user  w i n  
abor t  f o l l owi ng  an  ex tended  wa i t  t or  the  
ackno wledgement ?  the  N CP m a y  a l so  a bo r t  f or  
h im i f  he  b low s  up ,  
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A connec t ion  I s  r e fu sed  wh en  the  N CP s en ds  a  
C L S a s  a  r e sponse  t o  an  arr iv i ng  RFC.  Th i s  
ma y  occur  i f  a  u ser  has  i s s ue d  a  connec t  an d  
an  RF C arr ive s  f ro m some  o th er  fore ign  
socke t .  

Af t er  a  connec t i on  i s  e s ta b l i s he d ,  e i ther  
s ide  m ay  t e rm inat e .  The  r equ ired  s equence  o f  
even t s  s ug ges t s  tha t  a t t e mp ts  t 0  CLO SE by  the  
r e ce ive  s i de  shou ld  be  v i ewed  a s  r eq ues t s  
wh ich  ar e  a lways  honored  a s  soon  a s  pos s ib l e  
by  t he  s end  s i de ,  An y  da ta  which  has  no t  ye t  
oeen  pas sed  t o  the  u s e r #  or  which  con t inue s  
over  the  ne twork ,  i s  d i s c arded .  Reques t s  t o  
C LOSE oy  the  s en d  s i de  a re  honore d  a s  soon  a s  
a l l  d a ta  t ran smis s ion  i s  co mpl e t e ,  

Ab o r t  m g  

Th r e e  c a ses  are  d i s t i n g u i sh ed !  

In  the  s imple s t  c a s e  a n  R FC i s  s ent  
f o l l ow e d  l a t e r  by  a  CL S,  T he  o ther  
s i de  re sponds  w i th  a  CL S and  the  
a t t empt  t o  connec t  ends .  

Th e  f ore ig n  proces s  m ay  accept  the  
c o nne c t io n  concurrent ly  w i t h  the  
l oca l  proce s s  ab or t in g  i t .  in  th i s  
case#  the  for e ig n  proc es s  w i l l  
be l i ev e  the  l oca l  proc es s  i s  
t erm ina t ing  an  open  con n ec t ion ,  

T he  f or e ig n  proces s  m ay  r e fuse  the  
c o nne c t io n  concurrent ly  w i th  the  
l o ca l  proces s  abor t ing  i t .  in  th i s  
case ,  the  f ore ign  proces s  w i l l  
be l i eve  the  l o ca l  proces s  i s  
acknowledg ing  i t s  re fu sa l ,  

f  
R efus ing  

Af t er  a n  R F C i s  rece ive d ,  the  l oca l  
hos t  may  r e sp ond  w i th  a n  RF C or  a  C LS,  
or  i t  ma y  t a i l  t o  re spond ,  (The  l o ca l  
hos t  may have  a l ready  s en t  i t s  ow n  
R FC ) ,  I f  the  l oca l  hos t  s ends  a  C L S,  
th e  l o ca l  hos t  i s  sa id  to  b e  r e f us ing  
th e  reques t  f or  connec t ion ,  
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C L S co mm an ds  m us t  b e  exchan ged  t o  c l o s e  
a  connec t io n ,  so  i t  i s  necessary  for  
the  l o ca l  hos t  t o  m a in ta in  the  
connec t ion  ta b le  en try  u n t i l  an  
acknowledg ing  C L S i s  re t u rn ed ,  

Te r minat io n  by  the  Rece iver  

Wh en  the  user  on  the  r e c e iv e  s i de  
i s su es  a  C L OS E sy s t em c a l l ,  h i s  N C P 
accep t s  and  s ends  a  C L S co mm a nd  
immedia te ly .  Da t a  ma y  s t i l l  ar r ive ,  
howeve r ,  and  th i s  da ta  shou ld  b e  
d i s c arded .  T he  s end  s i de ,  upon  
r ece iv i na  the  C LS ,  shou ld  immedia te ly  
t e rminate  the  da ta  f l ow ,  

Termin at ion  by  the  Sen der  

Wh en  the  user  on  the  s end  s i de  i s sues  a  
CL O SE sy s t em  ca l l ,  h i s  N CP mu s t  accep t  
i t  im m edia te ly ,  bu t  ma y  no t  s end  ou t  a  
C L S com ma n d  u nt i l  a l l  the  da ta  in  the  
l o ca l  bu f f er s  has  been  pas sed  t o  the  
t he  f ore i gn  ho s t ,  i t  i s  th u s  neces sary  
t o  t e s t  for  bo th  buf f er  empt y  and  RF N.M 
r ece iv ed  be fore  s end ing  the  C LS 
comm a nd,  Th e  C L S mus t  be  ack now le d ged  
be for e  the  connec t ion  ta b le  en try  c an  
be  d e l e ted ,  

in  th i s  pre s en ta t i on  s ev era l  t o p ic s  have  been  
ment ion ed  wh i ch  shou ld  b e  fu r th er  e x p l a i n e d ,  
am 0 n g  the se  a re  pe nd i ng  ca l l  que ues*  an d  
co n n ect io n  s t a t e s*  

Pend ing  C a l l  Q ueues  

I t  i s  e s s e n t ia l  tha t  so m e  fo rm  o f  queu ing  
for  p end ing  RF C's  b e  impl emented ,  A s imple  
way  t o  s ee  th i s  i s  t o  exa m ine  a  t yp i c a l  
co n n ec t ion  e s tab l i shmen t  s equence ,  One  
s ide  i s su es  a  L IST EN ,  the  o th er  a  C O N N EC T ,  
I f  the  LI STE N i s  i s s ue d  be fore  the  RFC  
com ing  f rom the  remote  C ON N E C T a rr ive s ,  
a l l  i s  f i n e .  Ho w ever ,  due  t o  the  
a s ynchronous  na ture  o f  the  n e t w or k ,  
ev en t s  m ay  no t  occur  in  th i s  s equence ,  i f  
ca l l s  are  no t  queue d ,  and  the  R FC co mes  
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b e f ore  the  LISTEN  i s  i s s ue d ,  i t  w i l l  f oe  
re f us ed?  i f  i t  ar r iv e s  l a t er  i t  w i l l  be  
accep t ed .  

Un le s s  on e  n as  in f in i t e  qu eue  space ,  i t  i s  
des i rea fo l e  t o  have  so me  mec han i sm for  
nurd ing  the  queues  o f  o ld  RFC f s  w h i ch  the  
user  never  bo thered  t o  ex a mine ,  An  obv iou s  
but  in formal  meth od  i s  t o  no te  the  t ime  o f  
ar r iva l  o f  each  RF C,  and  then  t o  
pe r i od i ca l l y  re f us e  a l l  RfC'S  wh i ch  have  
been  queu ed  l onger  t han  so me  arb i t rary  
l i m i t .  Ano th er  a c t i o n  which  sh o u ld  foe  
inc luded  i n  an y  purg ing  sc heme  i s  for  the  
N C P t o  s end  a  CLS on  any  pend in g  
co n n ec t ion  wh e n  a  u ser  l ogs  ou t  or  b low s  

T h e  f o l l o wing  schem e  ma y  b e  used  t o  reduce  
t h e  num ber  o f  qu eued  r e q ues t s ,  w hen  a  
CONNECT i s  i s sued*  the  NCP assu mes  tha t  
th i s  l o ca l  socke t  wan t s  t o  t a lk  to  the  
sp ec i f i ed  fore ig n  s©cket  a n d  t 0  tha t  
socke t  on ly .  I t  the re f o re  p u rges  f rom the  
pend ing  ca l l  queue  a l l  non- match ing  RFC*s  
by  s end ing  CLS' s ,  S i mi lar ly ,  w h en  the  
connec t ion  i s  in  the  RFC SEN T s ta t e  (a  
CONNECT has  been  i s s ued  and  a n  RFC s e n t )  
a l l  non- m at ch in g  RFC a re  re f used ,  i f  a  
LISTEN i s  i s s ue d  and  r e su l t s  in  an  ope n  
connec t i on ,  the  remainder  o f  tne  pend ing  
ca l l s  are  no t  remov ed  f r om th e  que ue ,  in  
t h e  e x p e c ta t i on  tha t  the  user  m ay  w i sh  t o  
accep t  t he se  req u es t s  in  the  fu ture ,  

Connec t ion  s t a t e s  

S inc e  the  s equence  o f  u se  o f  a  con n e c t i on  
invo lv e s  many  even t s  and  the  l e ga l i t y  and  
in t e rp reta t io n  o f  ma ny  o f  t he se  event s  i s  
d e p e ndent  on  the  preceed i ng  ac t i v i ty #  the  
N C P m ust  r em e m ber ,  f or  each  connec t ion ,  
wh er e  i t  i s  in  the  s equenc e ,  T o  keep  th i s  
knowle d ge  conc i s e ly  the  no t ion  o f  a  s t a t e  
i s  used ,  i t  has  o f t en  been  a t t empted  to  
con s tru c t  a  s t a t e  t rans i t i on  d ia gra m t o  
i l lu s t ra te  the  po s s i b l e  s ta t e  s equences  o f  
a  con nec t ion ,  but  t o  accura te l y  take  in to  
ac c ount  the  m an y  pos s ib i l i t i e s  the  d iagram 
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wou ld  b e  over l y  comp lex#  thus  o f t en  a  
s imple r  d iag ram i s  used  tha t  show s  on ly  
t he  main  l in e s  o f  the  pr i ma r y  s e que nc e s .  

T he  s t a t e s  th a t  are  t y p i c a l l y  presen t  ar e s  

NOT A C TI V E 

Th i s  i s  ne t .  r ea l l y  a  s ta t e ,  but  the  
f a c t  tha t  a  co nnec t ion  i s  no t  in  the  
connec t ion  ta b le  a t  a l l ,  

L I ST E NI NG 

The  l oca l  socke t  i s  a s soc ia t ed  wi t h  
a  proces s  po r t ,  and  the  NCP i s  
wa i t i ng  for  an  RF C  t o  th i s  l o ca l  
soc ke t  f rom any  f or e ign  soc ket  i n  
any  ho s t ,  When  an  RF C  does  arr ive  
for  th i s  l o ca l  socke t  a  match ing  RFC 
i s  s e n t  an d  the  connec t ion  i s  s e t  t o  
the  O PE N s t a t e ,  

RFC S EN T 

Th i s  s t a t e  in d i ca te s  tha t  the  l o ca l  
soc ket  i s  a s so c ia t ed  wi t h  a  proces s  
por t#  an  R FC nas  been  s en t  t o  a  
spec i f i c  for e ig n  so cke t  in  a  
sp ec i f i c  fore ig n  hos t #  and  no  
mat c h ing  RF C  has  ye t  be e n  r ece ived ,  
Th i s  s t a t e  wou lo  b e  en tered  i f  the  
user  proces s  i s s ued  a  CONN ECT c a l l  
an d  there  was  no  matc h ing  R FC in  the  
pe nd i ng  c a l l  queue ,  W he n  a  match ing  
R FC does  ar r i ve #  the  NCP comPie te s  
the  in i t i a l i za t i o n  an d  m arks  th i s  
connect ion  in  the  OPE N s ta t e ,  

RFC R ECEIVED 

An  R F C  has  been  rec e ived  for  wh ic h  
there  wa s  no  match ing  en try  in  the  
connect ion  ta b l e ,  m i s  i s  a  p e n d i n g  
ca l l ,  I f  a  u ser  p roces s  i s su es  a  
mat c h in g  C O NN EC T or  LIS TEN i t  w i l l  
b e  s a t i s f i e d  a t  once ,  The  l oca l  NCP 
w i l i  s end  a n  R FC an d  the  connec t ion  
w i l l  b e  m arked  In  the  o? EN s t a t e ,  
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OPEN 

R F C's  D ave  been  e xc hange d  and  the  
co nnec t io n  i s  open .  Transmis s ion  may  
beg in  subjec t  t o  the  co n s t ra in t s  o f  
tne  buf f er  a l l o ca t i on  qu ant i t i e s ,  

ALLOCATION WAIT 

T o t ransmi t  da ta  on  a  s end  
con n e c t i on  there  mus t  be  so me  
po s i t i ve  a l l oca t i on  va lue s  c1 •® •  
bu f fer  space  in  the  rece iv i ng  h os t ) ,  
i f  the  a l l o cat i on  va lue  c e i th er  b i t s  
or  messages )  has  f a l l en  to  zero  t hen  
the  s en d er  m us t  wa i t  un t i l  an  ALL 
c o mman d  ar r ive s  t o  in c r e m e n t  the  
a l l oca t ion  va l ues»  

RFNM WAIT 

After  s end ing  da ta  on  a  co nnec t io n  
the  s ender  i s  no t  permi t t ed  t o  s end  
add i t i on a l  da ta  u n t i l  the  
c or r e spond ing  ( I MP  to  h o s t )  RF NM  
co mm and  i s  rece iv ed ,  Wh en  a  R FN M i s  
rece ived  the  s t a t e  changes  t o  e i t her  
O P EN o r  AL L O CA T IO N W AIT d ep en d in g  on  
tne  a l l o ca t i on  va l ues .  

CLS SENT 

Th e  u ser  progra m has  i s sued  a  CLOSE 
sys t em c an  an d  the  NCP has  s en t  a  
C L s  co mm an d  t o  the  fore ign  ho s t .  
Th i s  c annot  oe  d o ne  on  a  s en d  
connec t ion  un t i l  a l l  the  da ta  i s  
s e n t  tha t  the  user  proces s  has  
p rev io u s l y  ou tput#  and  un t i l  a RFNM 
has  been  rece iv ed  for  the  l a s t  
me s sage  o f  tha t  da ta .  

C LS  R ECEIV ED 

A CL S  c o mman d  has  been  rece iv ed  f rom 
the  f or e ign  hos t ,  i f  th i s  i s  a  s end  
conn ec t ion  the  NC P n o t i f i e s  the  user  
proces s  a t  o nce  an d  answers  w i th  a  
C L S co mma nd ,  mo v i ng  the  connec t ion  
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t o  the  CL O SED s ta t e  pos s ib ly  
d i s c ard i n g  da ta  s en t  by  the  user  but  
ro t  ye t  t ransm i t t ed  by  the  N CP,  i f  
th i s  i s  a  r ece ive  c onn e c t i on ,  the  
N C P m us t  wa i t  un t i l  the  user  proces s  
has  rea d  a l l  the  rece iv ed  da ta ,  T h e  
N C P then  s ends  a  C LS t o  the  fore ig n  
ho s t ,  and  n o t i f i e s  the  user  pr oces s ,  

CLO SED 

The  c onnec t io n  has  been  c lo sed  by  an  
exchange  o f  CLS  co mman ds .  Th i s  i s  a  
t r a ns i to r y  s t a t e  and  the  con n e c t i on  
shou ld  b e  d e l e te d  f rom th e  
connec t ion  ta b le  shor t l y ,  

3 , 4  Func t ions  o f  N CP C omponent s  

Th e  f o l lo w ing  are  the  NC p func t i ona l  co mponen t s  
(pro g ra m module s )  ana  the  ta sks  they  carry  ou t ,  

I MP  In p ut  Rout ine  

Rea d  messages  f rom  t he  IM p,  and  turn  th em 
over  t o  the  N etw or k  in terp re ter  R out ine ,  

IMP Out put  Rout in e  

Wri t e  message s  t o  the  I MP hav ing  rece iv ed  
them f rom the  Out p u t  Schedu ler  Ro ut i n e ,  

N e t wor k  In t er pre t er  Rout ine  

Ana lyze  and  ac t  on  mess sa g es  f rom the  
ne twork ,  inc lud ing  ma in ta in ing  connec t ion  
t ab l e  en t r i e s ,  compos ing  r ep ly i ng  messages ,  
anc  ex chang ing  in format ion  w i t h  the  Sys t em 
Ca l l  In te rp re t er  Rout ine ,  the  Err or  and  
S ta t i s t i c s  Rout ine ,  eng  the  Ou tput  Schedu ler  
Rout ine ,  

Out p u t  Schedu le r  Rout ine  

Qu eue  mess ages  f or  de l i v e r y  t o  the  IM P Out pu t  
Rout ine  a n d  t o  ma in ta in  a  s e n t  messages  queue  
in  case  re t r ansm is s s i on  i s  ca l l ed  fo r ,  

sy s t em Ca l l  In terpr e ter  Ro ut ine  
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Ana lyze  an d  ac t  on  sy s t em ca l l s  f rom t he  user  
pr oces s e s ,  inc l ud in g  ma in ta in ing  c o nn e c t io n  
tab l e  e n tr i e s ,  compos ing  messag es  t o  for e ig n  
hos t s ,  and  pa s s ing  message s  t o  the  Outpu t  
Schedu ler  Rout ine ,  

Erro r  and  s t a t i s t i c s  Rout in e  

Re cord  an d  repor t  on  d e tec t ed  errors  in  the  
progra m or  pro toco l  and  the  use  th ereo f ,  
Gat he r  and  record  s t a t i s t i c s  o f  i n t e res t *  

in  t h e  fo l l owi ng  paragraphs  each  o f  the  func t i ona l  
com ponents  i s  exp la i ned ,  ' Wh i l e  the re  are  l i ke ly  t o  
pe  a  nu m b e r  o f  unus u a l  even t s  no t  e x p l i c i t l y  
d i s c u sse d ,  t he  major i ty  o f  f r equent  e ve n t s '  a re  
de s cr ibed ,  on e  co mment  tha t  i s  impor tant  a t  th i s  
po i n t  i s  tha t  the  N C P shou ld  b e  con s t ru c t ed  t o  be  
re s i l i en t  in  the  face  o f  e r ro rs .  That  i s  t o  sa y  
tha t  when  an  error  i s  de te c t ed  the  NC p  shou ld  ac t  
t o  protec t  i t s e l f  f r om any  harmfu l  e f f ec t s ,  hut  
shou ld  a l so  ac t  in  a  man ner  cons i s t e n t  w i th  
ach i ev i ng  for  the  user  proces s  the  m os t  r e l i ab l e  
and  cons i s t e n t  commun ica t ions  p os s i b l e ,  

I MP i nput  Ro ut ine  

The re  mu s t  b e  someplace  in  the  s y s t em to  
h an d le  a t  the  ma ch i ne  in s t ru c t ion  l ev e l  and  
in t erru pt  l e v e l  each  dev i ce  a t tached  t o  the  
ce n tra l  pro ces s ing  u n i t .  Th i s  i s  t rue  for  
l i ne  pr in te r s ,  d i sk s ,  t e rmin a l s ,  ana  
mul t ip l ex o r  channe l s  a s  we l l  a s  f or  the  I MP 
or  ra the r  the  lM P*hos t  spec ia l  i n t e r fac e ,  

The  IMP» h os t  commu nica t io n  i s  a  fu l l  dup lex  
channe l  ( i . e .  s imul taneous  t ran smis s ion  in  
bo th  d i r e c t i o ns )  and  i t  i s  o f t e n  eas i er  to  
in t er f ac e  the  IMP t o  the  compute r  a s  tw o  
i ndependent  de v i ces ,  

O n  input  the  rout ine  has  a  bu f f e r  av a i l a b l e  
for  the  l onges t  message  tha t  can  be  r ece iv ed  
and  has  a  pend in g  i ns t r uc t i o n  t o  r e ad  f r om 
t h e  IM P,  wh en  an  end  o f  input  in t err upt  
occurs  the  rout i ne  checks  the  l eng th  and  
s i gn a l s  the  Networ k  in t e r p r e te r  Rout ine  tha t  
a  message  i s  ready ,  T he  rou t i ne  then  g e t s  a  
n ew  buf f e r  an d  s t a r t s  a  n ew r e a d  opera t ion ,  
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The  am ount  o f  su f f e r ing  dep ends  on  the  ra t e  
an d  f renouency  a t  which  the  I M F input  Rout in e  
a nd  t h e  Netw ork  in t erpre ter  Rout ine  o per a te ,  
T w o  bu f f e r s  a re  recomm ended ,  T he  m an n er  i n  
which  the  rout ine  s i gna l s  the  Netw or *  
in t erp re ter  Rout ine  var i e s  in  var io us  
sy s t em s#  i t  m ay  b e  any th ing  f rom r a i s ing  a  
f l ag  to  a  p seudo- in te rrupt •  

IMP Ou tput  Rout ine  

Fo r  ou tput  f rom the  hos t  t o  the  IMP th i s  
rout ine  i s  supp l i ed  p y  the  ou tput  Schedu ler  
Rou t in e  w i t h  the  s t ar t i ng  addres s  end  t he  
l eng th  ©f  a  Oat a  bu f f er  t o  move  t o  the  IMP, 
wh e n  t he  t ra ns f er  co mp le t e s  the  rout i ne  f rees  
the  buf f e r  an d  s i gna l s  the  ou tput  s ch edu l er  
Rout ine ,  

N e t wor k  In te rpr e t er  Rou t i n e  

A s  a  mes s age  f r om th e  n e two r k  i s  proces sed  
the  l eade r  shou ld  b e  examine d  t o  c he ck  the  
l in k  n umb e r  f i e l d ,  i f  the  va lue  i s  z e r o  then  
the  message  i s  a  hos t  t o  hos t  con tro l  
message .  I f  the  l ink  n u mb er  i s  ccurent l y )  2  
t hroug h  7 1  the  messa g e  i s  a  da ta  message  
a s s oc ia t ed  w i th  an  open  connec t ion ,  I f  the  
l ink  nu mb er  i s  o ther  tha t  the s e  two  
c a t agor i e s  the  message  i s  e i th er  par t  o f  
ano ther  pr o t oco l  c e . g .  Messa ge  sw i t c h ing  
Pro toco l  <Bres s i e r> )  or  a n  e rro r ,  

I f  t he  NC P i s  a * a r e  th a t  ano ther  pro toco l  
i s  b e i n g  used  i n  para l l e l  w i t h  the  h 0 s t  t 0  
hos t  pr o t oco l  i t  ca n  tur n  o v er  any  messag e  
be lon g i ng  to  tha t  pro toco l  t o  the  
appropr ia t e  program on  the  bas i s  o f  th i s  
l in k  n um b er  in spe c t io n ,  

A m essa ge  f rom t he  ne t wor k  i s  proces se d  by  
e x am , in ing  the  type  f i e ld ,  T h e  ac t i on  t a ken  
fo r  each  type  i s  i n d i cate d .  Th e  two  types  
expec ted  mo s t  f r eq uent ly  are  R E GU L A R an d  
PFN M ,  

REG UL AR  

T h i s  i s  a  r egu lar  message ,  i t  i s  pa s sed  
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t o  the  nex t  phas e  in  the  input  messag e  
ana l y s i s ,  

ER RO R IN  L E AD E R 

Th i s  mes sage  ind i c a te s  tha t  ther e  has  
bee n  a n  error  i n  a  prev ious  hos t  t o  IMP  
messa g e  such  tha t  t he  IM P cou ld  no t  
dec ipher  the  l e a der .  Th i s  i s  the  on l y  
re sponse  tha t  w i l l  b e  r ece ived  to  one  
o f  the  un a nsw ere d  m essa g e s  on  the  s e n t  
mess ages  queue ,  i t  w i l l  t ake  c a r e f u l  
de t e c t i v e  wo rk :  t o  de te r mi ne  which  
message ,  I f  the  mess age  was  r e la t e d  to  
th i s  re s pons e  ca n  be  de t e r m ine d ,  the  
m essag e  a no .  l eade r  shou ld  oe  check ed  
t or  cor rec tne s s  and  re t r an s m i t t ed ,  

IMP G O I N G D q wn 

Th e  IMp  i s  war n in g  o f  o f  a n  impen d ing  
s e rv i c e  ou tage ,  parameter s  i n  the  
messa o e  l e ade r  t e l l  somet h ing  abou t  ho w 
soon  and  how l on g ,  s ©  the  u ser -
pro ces se s  ca n  b e  n o t i f i e d ,  

NQP 

This  no  oper a t ion  message  i s  d i s c ard e d ,  

RF NM 

Ready f or  nex t  mess age  on  th i s  l ink ,  
Th i s  mess age  i s  used  t o  c onf i r m  the  
t r ans mis s i on  o f  messages  f rom the  hos t  
t o  the  des t ina t ion  IM P ,  There  shou ld  be  
an  a s soc i a t e d  me s sage  on  the  s en t  
me s sage  qu eue  which  can  no w be  
d i s c arded .  

Th e  l ink  n um b er  shou ld  be  used  t o  
l o ca te  a  co nnec t io n  tab l e  en try ,  T h e  
s t a t e  f i e ld  o f  tha t  t a b le  en t ry  sh o u ld  
i n d i ca t e  R FN M  W A I T ,  Th i s  s t a t e  shou ld  
be  change d  t o  e i th er  O PE N or  AL L OC A TI ON 
WAIT de pe n d i ng  on  the  am oun t  o f  da ta  
ready  t o  s en d  an d  the  a l l o ca t i on  
va lues ,  I f  the r e  i s  da ta  t o  s e n d  an d  
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the  a l l oca t ion  va lues  are  p o s i t i ve  the  
da ta  s e nd  subrout in e  shou ld  be  ca l l ed ,  

D EA D 

Th i s  i s  an  in d i ca t io n  tha t  the  
de s t i na t io n  hos t  or  IM P i s  dead ,  
N orm al ly  the  correspond ing  mes sage  on  
t he  s en t  messa g e  queu e  i s  d i s carded ,  
a nd  th i s  hos t  i s  m arke d  d e a d  in  the  
hos t  s ta tu s  t a b l e ,  

Note  tha t  so me  very  recen t  wor k  has  
been  done  on  mak in g  the  proces s  t o  
proces s  c o m mun ica t io n  m ore  r e l ia b l e  
in  the  face  o f  ne t work  an d  op era t i ng  
sy s t em er rors ,  A mon g  the  t echn iq ues  
i s  to  t r e a t  a  DEAD r e sponse  a s  a  
t em porar y  s e rv i ce  in t e rru pt io n  tha t  
w i l l  b e  qu i ck ly  repa i re d  ( e , g ,  in  a  
f e w  minute s )  an d  thus  t o  re t ra ns mi t  
the  m essag e  a s soc ia t ed  wi t h  the  D E AD 
r e sp o n se ,  

I f  the  des t i na t io n  hos t  Co r  I MP)  i s  
r e a l l y  de ad  the h  th e  NCP mu s t  c lo se  a l l  
o f  the  connec t ions  t o  tha t  hos t  and  
n o t i fy  any  pro cesse s  e f f e c ted ,  T ne  
connec t ion  ta b le  mus t  b e  updated ,  

ERRO R IN  D A T A 

There  has  been  an  error  in  the  
t ransmi s s ion  o f  a  prev ious  nos t  t o  I M P 
me s s age ,  bu t  the  l eade r  w as  pr e se r ve d ,  
s o  the  l in k  f i e ld  ca n  be  used  to  
a t t empt  t o  a s soc i a t e  th i s  mes sage  w i t h  
a  messa ge  on  the  s e n t  mes sa g e  queue ,  
O nce  the  a s so c ia t ed  mes sa g e  i s  
d e termined ,  i t  i s  re t r ans mi t t ed ,  

INCOMPLETE 

In  th i s  case  the  de s t i na t ion  ma y  f e e  
a l i v e  but  the  mess age  w as  no t  
de l i vered ,  the  message  i s  
re t ran s m i t t ed ,  

RESET 
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Th e  I MP has  dro pp ed  an d  r a i s e d  i t s  
ready  l i n e .  I f  a t  the  t ime  o f  th i s  
oc c ur ance  the  IMP he ld  a  me s s age  t o  be  
t rans m i t t e d  t c  the  hos t*  or  i f  a  
m essage  t rans mis s io n  was  in  progres s*  
da ta  has  been  d i s card ed ,  s i mi lar ly  i f  a  
m essage  w as  be ing  t rans mi t t e d  t o  the  
IMP a t  the  t ime  o f  th i s  occurence*  i t  
wa s  d i s card ed .  The  hos t  and  the  IMP 
sh o u ld  a t  th i s  po i n t  s end  each  o the r  
s evera l  NO P  message s  t o  c l ea r  the  l i ne  
and  r ee s ta b l i s h  the  f l ow  o f  mes s ages ,  
S em e  o f  the  messag es  on  the  s en t  
m essag es  qu eue  ma y  need  to  be  
r e t rans mi t t ed ,  

UIVASS IG NED  

Th ere  are  s ev era l  message s  t yp es  tha t  
ar e  no t  a s s i gned  any  me an ing  current ly*  
the se  shou ld  h e  t r ea ted  a s  N QP s *  th a t  
i s  i gnor ed ,  

Th e  nex t  pha se  in  the  an a l y s i s  o f  a  mes sage  
f rom the  ne twork  i s  t o  de termine  w he t her  th i s  
i s  a  hos t  t o  hos t  c o mma n d  or  a  da ta  mes sage  
a s so c ia t ed  w i th  an  open  con nec t ion .  

Sup po s e  t . ne  current  me s sage  has  a  l in k  
nu mb e r  in  the  range  2  throu gh  71  
i d ent i fy in g  i t  a s  a  da ta  mes sage  
a s s o c i a ted  w i t h  an  open  c o nne c t i o n .  

T he  l in k  n umb e r  i s  used  t o  f ind  a  
connec t ion  ta b l e  en try  an a  f in d  the  
buf f er  a s so c ia t ed  wi th  th i s  connec t ion*  
then  check ing  the  a l l oca t i on  and  buf f er  
sp ace  ava i l ab l e  the  da ta  i s  c op ie d  f rom 
the  mess age  in to  the  pro cess s  buf fer ,  
Of course  the  pr ope r  check ing  i s  d on e  
t o  s ee  tha t  the  connec t ion  i s  op en*  
e t c ,  and  the  a l l oca t ion  Va lue s  are  
upda ted  a s  appropr ia t e  pos s ib ly  s end ing  
an  A LL co m ma nd,  i f  the  proces s  has  
r e que s t e d  s om e  no t i f i ca t i o n  when  da t a  
arr i ves  then  the  appropr ia t e  no t i ce  i s  
g i ven ,  

I f  t he  l ink  num be r  i s  zero  then  th i s  i s  a  
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hos t  t o  hos t  co mma nd #  and  con ta ins  one  or  
m ore  co m m an ds ,  S o me  o f  the  com ma nds  are  
t r i v ia l  wh i l e  o th ers  are  qu i t e  co mplex  and  
requ ire  the  mantenan ce  o f  s t a t e  
in f or mat i on  in  the  connec t ion  tab le t  

NOP 

This  C ommand  i s  d i s c ar de d ,  

RTS  

Th i s  i s  a  r e ce ive r  to  s ender  reques t  
f or  connec t io n ,  Th e  connec t ion  ta b l e  
i s  s earched  for  a  match in g  en tr y  
(du e  t o  a  CONNECT or  LJSTLN sys t em 
ca l l ) ,  i f  a  mat ch  i s  found  the  
c on n e c t i on  i s  op en ed  ( s end ing  a n  STR 
i f  i t  has  no t  been  do r te  e ar l i e r ) ,  I f  
the  c on n e c t i o n  s t a t e  was  L ISTENING 
the  match in g  STR i s  s e n t ,  o ther wi se  
the  connec t ion  s t a t e  shou ld  be  RFC 
SENT, i n  e i t h er  c a s e  the  connec t ion  
s ta t e  i s  s e t  t o  OPEN, 

I t  no  mat ch  w as  f ou nd  the n  the  
in format ion  i s  adde d  t o  the  t a b l e ,  
c re a t i ng  a  new en tr y .  Th i s  i s  the  
cas e  o f  a  p e n d i n g  ca l l .  Th e  
c on n e c t i o n  s t a t e  i s  s e t  t o  RFC 
R EC E IVE D,  

S T R 

Th i s  i s  a  s en d er  t o  r e c e ive r  reque s t  
f or  connec t io n ,  The  connect ion  ta b l e  
i s  s earched  for  a  match ing  e n tr y ,  I f  
a  match ing  en try  i s  found  the  
c on n e c t i on  i s  ope ned  ( s e n d i n g  an  R TS 
i f  i t  has  no t  been  d o n e  e ar l i e r ) ,  I f  
the  connec t ion  s t a t e  i s  L IS TEN IN G 
the  mat ch ing  R TS i s  s e n t ,  o therw i se  
the  s t a t e  shou ld  b e  R FC S E NT ,  i n  
e i t her  c ase  the  s t a t e  i s  s e t  t o  
OP EN ,  

I f  no  matc h  w as  f ou nd  then  the  
in format ion  i s  ad ded  t o  the  t ab l e ,  
c re a t i ng  a  n ew e ntr y ,  Th i s  i s  the  
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c a se  o f  the  pend in g  ca l l ,  T he  
con n ec t i on  s ta t e  i s  s e t  t o  RFC 
R EC EI V E D,  

CDS 

This  i s  a  co m m a nd  t o  c lo s e  the  
connec t ion .  I t  the  con n e c t i on  i s  in  
the  s ta t e  C LS SE NT#  the  match ing  C L S 
has  been  s e n t  ana  the  connec t ion  
s ta t e  s e t  t o  CL O SE D,  Ot herw i se  the  
s ta t e  i s  s e t  t o  cL S  R EC E I V E D ,  

I t  th i s  i s  a  s ena  connec t ion  the  
a s so c i a ted  proces s  i s  in for med  and  
anv  unsent  da ta  i s  d i s c arded .  T he  
mat ch i ng  C L S i s  t hen  s en t  an d  the  
connec t ion  s ta t e  s e t  t o  C L OS ED ,  

I f  th i s  i s  a  r e c e ive  connec t ion  
ther e  may  oe  d a ^a  r ec e iv ed  and  
buf fe r e d  which  has  no t  ye t  been  r e ad  
by  the  a s so c ia t e d  pro ce s s ,  T h us  the  
in format ion  tha t  the  connec t ion  i s  
n ow  c lo s ed  mus t  be  f l agged  so  tha t  
the  proces s  c an  b e  in fo r med  a s  i t  
f i n i s hes  read ing  the  accum ul a ted  
da ta ,  T he  matc h ing  C LS  c an  be  s e n t  
a s  soon  a s  the  NO P  has  f l ag g ed  the  
c o nn e c t io n  en try .  T he  connec t io n  
s t a t e  i s  a l so  s e t  t o  C LO S ED,  

A t  th i s  po in t  the  s t a t e  shou ld  b e  
CLOSED#  the  da ta  bu f f er s  shou ld  be  
empt y#  and  the  proces s  aware  tha t  
the  connec t ion  i s  c lo sed #  th u s  the  
c o nn e c t io n  tab l e  en tr y  c an  b e  
de l e t e d ,  

ALL 

This  i s  an  a l l oca t ion  o f  bu f f er  
sp ace  for  messages  an d  b i t s  tha t  m a y  
be  s en t  on  the  a s so c i a ted  
connec t i on .  T he  conn ec t ion  ta b l e  
en try  f i e ld s  for  
the i r"a l l o ca t ion -va lu es  i s  upda ted  
by  add ing  the  jus t  r ec e ived  
q u an t i t i e s  t o  the  va lu es  in  the  
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t ab le  en try ,  I f  the  connec t ion  s t a t e  
was  A LL OC AT IO N W AIT i t  i s  c h an g ed  t o  
O PEN ,  I f  there  i s  da ta  wa i t ing  to  be  
s en t  th e  da ta  s end  subr o ut ine  i s  
ca l l ed ,  

GVB 

Th i s  i s  the  g i ve  ba ck  c om ma n d#  i t  
r e qu i r e s  the  re turn  ( i n  a  RE T 
com man d )  o f  a  por t i on  o f  the  current  
a l l oca t i on  for  the  a s soc ia t ed  
connec t io n ,  Th i s  i s  d o n e  by  b u i ld ing  
a  pE T co mman d  an d  a sk ing  the  ou tput  
s chedu ler  Rout ine  t o  s end  i t ,  T he  
connec t i on  s ta t e  shou ld  cnan ge  t o  
A L L O CA T I O N W AI T i f  the  a l l oca t i on  
va lues  have  been  reauced  t o  z er o ,  

RE T 

Th i s  i s  the  re t u rn  c om ma n d#  in  
an swer  t o  a  g i ve  ba ck:  c o mman d  
a s soc ia t ed  wi th  th i s  connec t ion .  T he  
a l l o ca t i on  va lu es  a re  n ow  
decremente d  by  the  amount s  ind i ca ted  
in  the  r e tu r n  com m and .  

IN R 

Tn i s  
proce  
conn e  
n u m b e  

Th i s  i s  a  co m ma nd  t o  in t e rrupt  the  
proces s  a s so c ia t e d  wi th  the  s en d  
connec t ion  i nd i c a te d  by  th i s  l in k  
n u mb er  •  

ECO 

This  c o mman d  r eq u ir e s  tha t  an  e c ho  
rep ly  c om m an d  be  s e n t .  T he  EFP 
co mmand  conta in ing  the  rec e iv ed  
par amet e r  i s  cons truc ted  an d  turned  

i s  a  c o mman d  t o  in t e rrupt  the  
s s  a s so c ia t e d  wi th  the  r ec e iv e  
c t i o n  i nd i c a te d  by  th i s  l in k  
R. 
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over  t o  to e  Outp ut  s c he du le r  
Rout ine ,  

ER P 

Tn i s  i s  a  r e sponse  t o  an  echo  
co m ma n d  and  the  da ta  r ece iv ed  shou ld  
be  e xac t ly  tha t  which  was  s en t*  

ER R 

Th i s  co mma n d  in d i ca te s  tha t  the  
s ender  o f  th i s  co m m an d  has  de t ec t ed  
an  e r r or *  Tn i s  co m m an d  and  the  da te  
and  t ime  are  turned  o v er  t o  the  
Err or  an d  s ta t i s t i c s  Rout in e  t or  
reco rd in g ,  T he  da ta  por t ion  o t  the  
comm and  ind i c a te s  w hi ch  o f  the  
messa g e s  an d  con nec t i on s  are  
invo lved  s in ce  these  connec t ions  m ay  
hav e  t o  b e  ra synchron ize d ,  

R ST 

Th i s  i s  a  hos t  t o  hos t  r e se t  
c om ma nd .  Th i s  ind i ca tes  tha t  the  
s end ing  hos t  has  c l eare d  a l l  o f  i t s  
t ab l e s  o f  in format ion#  i » e ,  a l l  
connec t ion  are  d i s s o l ved ,  Thus ,  a l l  
the  t a b l e s  o f  in format ion  re la t i ng  
t o  the  s end ing  hos t  are  c l ea re d ,  and  
a  Rj R p  c om man d,  T he  R H P  i s  com p osed  
an d  turned  ove r  t o  the  ou tput  
Schedu ler  Ro ut ine  t o  he  s en t ,  A l so  
any  user  p roces s  tha t  ma y  be  
e f f e c t ed  are  n o t i f i e d ,  

R RP 

Th i s  i s  a  r e sponse  t o  a  r e se t  
c omm an d  prev ious ly  s en t ,  

Da ta  Sen d  Subrout ine  

Th i s  subrout in e  checks  t o  s ee  i f  ther e  
buf f ered  da ta  an d  a l l o ca t i on  ava i l a b le ,  
and  t he  s ta t e  i s  OPE N,  I f  so  the  
subrout ine  forms  a  mess age  wn ose  l eng th  
t he  m in im um o t  the  da ta  a va i l a b l e ,  the  

1 5  

i s  
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a l l o ca t i o n  ava i l ab l e  and  the  ma xi mu m  
a l l owed  messag e  s i z e ,  Th i s  messa ge  i s  
turned  over  t o  the  Outpu t  Schedu ler  
Rout i ne ,  T h e  a l l oca t i on  va lu es  a re  
upda te d *  an d  the  s t a t e  i s  s e t  t o  RF NM 
WA IT ,  

Out put  Schedu ler  Rout ine  

As  messages  r e ady  for  t r ans mi s s i on  t o  the  
Var ious  rem ote  hos t s  are  turned  ove r  t o  the  
Output  s chedu ler  F out ln e *  they  are  qu eued  a n d  
de l i v ere d  one  a t  a  t ime  to  the  IMP ou tput  
Rout ine ,  i t  ma y  be  appropr ia t e  t o  ord er  the  
qu eue  accord ing  t o  so m e  pr io r i ty  ( e.g. hos t  
t o  hos t  co m ma n ds  f i r s t ) *  but  th i s  i s  
opt i ona l ,  As  the  messag es  are  s en t  by  the  I MP 
Output"Ro ut ine  tney  shou ld  be  p laced  on  a  
s en t  messages  queue .  As  RF NM s  a re  r ece iv ed  
the  corre spond i ng  messages  can  be  de l e t ed  
f r om t he  s e n t  mess ages  queue ,  Ot h er  r e sponses  
Ce ,g ,  INCOM PLETE )  w i l l  cause  a  me s sage  on  the  
s en t  messages  queu e  t o  b e  i nd i ca t ed  for  
re t ran smi s s io n ,  

sy s t em Ca l l  I n t e rp re t er  Rout in e  

As  a  u ser  proces s  i s sues  sy s t em ca l l s  the  N CR 
( ev en tua l l y )  mu s t  b e  inv o x ed  t o  s e rv i c e  these  
r e q ue s t s ,  S om e  c a l l s  w i l l  be  contro l  r eq ues t s  
(C ONNEC Ti  L IS T E N,  CL O SE ,  # # t )  wh i l e  o th ers  
w i l l  be  da ta  reques t s  (SE ND ,  R EC EI VE ) ,  

F or  t he  contro l  r equ es t s  the  NCP m ust  ch ecK 
the  s ta t us  o f  t a b l e  en tr i e s  re f erenced  in  the  
ca n  or cre a te  n ew  en tr i e s ,  S om e  c ans  may  
r equ i re  compos i t i on  an d  s end ing  o f  NC P 
c o mm an ds  t o  o the r  hos t s ,  

F o r  the  da ta  f l ow  req ues t s  the  NC P mu s t  chec* .  
t ab le s  and  buf f er s  an d  mo v e  data  f rom sys t em 
bu f f er s  t o  user  p roces s  buf f e r s  or  v i ce  ver sa  
a s  th e  buf f er  s pace  or  da ta  a v a i l a b i l i t y  
per mi t s ,  Tn i s  m a y  r e s u l t  in  the  NC P s end ing  
t o  t h e  o ther  hos t  e i th er  a  da ta  mes sage  or  an  
a l l oca te  co m ma nd  depen d ing  oh  the  d i re c t i on  
o f  da te  f l ow ,  
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T h e  ac t i o ns  taken  by  the  NCP t o  s a t i s f y  each  
o f  t h e  sy s t em ca l l s  i s  n ow ind i ca ted ,  

LI ST EN 

Th e  NCP s earch es  the  con n e c t i on  ta b l e  
for  a  p e n d i n g  ca l l  which  matche s  th i s  
re a ues t ,  I f  a  match  i s  found  the  t a b l e  
en tr V  i s  comple ted  w i th  the  i n format i on  
suop i i ed  by  th i s  ca l l ?  name ly ,  the  
proces s  i d e n t i f i e a t i o n  ana  the  por t  
id en t i f i ca t i on ,  A  bu f f e r  shou ld  b e  
a s s ig ned  an d  in i t i a l i ze d .  T he  s t a t e  
sho u ld  be  R FC  R E C EI V ED ,  a  mat ch ing  RFC 
sh ou ld  be  s en t  and  t ne  connec t ion  m o ve d  
t o  the  OPE N s t a t e .  The  u ser  proces s  
shou ld  be  no t i f i e d  o f  the  n o w open  
con nec t ion ,  

I f  there  i s  no  match ing  pe nd i ng  ca l l  a  
ne w t ab l e  en tr y  i s  crea ted#  f i l l ing  in  
t he  va lues  f or  l oca l  sbcke t ,  proces s#  
an d  por t  id ent i f i ca t i on ,  The  s ta t e  
sh o u ld  be  s e t  t o  LISTENINC ,  

C ON NE C T 

T h e  connect ion  tab l e  i s  s earched  for  a  
pend ing  ca l l ,  i f  a  p e n d i n g  ca l l  i s  
found  the  s t a t e  sh o u ld  in d ica te  R FC 
R E C E IV ED .  A  ma tch ing  RF C i s  s e n t  and  
the  s ta t e  upda ted  t o  OPE N,  A bu f f e r  
shou ld  be  a s s igne d  an d  in i t i a l i z e d ,  and  
t he  rem a in in g  t ab l e  en tr i e s  f i l l ed  in ,  
T he  u ser  proces s  sh o u ld  be  no t i f i e d  o f  
t he  n ow open  con n ec t ion ,  

I f  no  matc h ing  pend ing  c a l l  wa s  f oun d  a  
new t ab l e  en try  i s  crea ted  an d  f i l l e d  
in  w i th  the  supp l i ed  i n f ormat i on .  T h e  
NCP s ends  a n  RF C  and  s e t s  the  ta b le  
en try  s t a t e  to  RFC S E NT ,  

SE N D 

Th e  i nd i c a te d  da ta  i s  cop ie d  f rom th e  
user s  buf f er  t o  the  N CP bu f f e r  (be ing  
conc a t e na t e d  t o  an y  da ta  a l rea d y  the re )  
a s so c ia t ed  w i th  th i s  po r t ,  T he  bu f f er  
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c an  b e  found  f rom the  the  connec t i on  
ta b le  en try  a s so c ia t ed  w i t h  th i s  por t ,  
T he  s t a t e  i s  checked  an d  i f  i t  i s  O PE N  
the  a l l oca t ion  va lues  are  checked  i f  
e i th e r  i s  zero  the  s ta t e  i s  s e t  t o  
A L LO CAT ION W A IT ,  I f  there  i s  sp a ce  
a l l oca t e d  the  da ta  s end  subrout in e  i s  
ca l l ed ,  

T he  N CP m o v es  da ta  f rom the  NC P bu f f er  
ind i ca ted  in  the  con n e c t i on  tab l e  en try  
a s s oc ia t ed  w i th  th i s  por t  t o  the  user s  
bu f f e r  u p  t o  t he  l im i t  o f  e i th er  the  
am ount  sp ec i f i ed  or  the  am oun t  
av a i l ab l e ,  Th e  amou nt  o f  da ta  ac tua l l y  
moved  i s  Ind ica ted  t o  the  pr oces s ,  Th e  
NCP a l so  checks  t o  s e e  i f  th i s  f r ees  a  
su f f i c i e nt  amount  O f  bu f fer  sp a ce  t o  
s en d  a n  a l l oca t e  com m a nd.  I f  so  an  AL L 
i s  f o rma t t ed  and  turned  over  t o  the  
Ou tput  Schedu ler  Rout ine ,  

T he  NCP w i l l  t ry  t o  c l o s e  th i s  
connec t ion  a s  soon  a s  i t  c an  be  sure  
t he  da ta  f l ow  has  s topped ,  I f  th i s  i s  a  
s end  c onn e c t i on ,  the  NCP w i l l  wa i t  
un t i l  a l l  the  da ta  i s sued  by  the  user  
in  S EN D s y s t e m  ca l l s  has  been  
t ransm i t t ed  t o  the  remote  hos t  and  a  
RF NM r e tu r n e d  f rom the  l a s t  m e ssage ,  
T h i s  cond i t i on  c an  b e  checked  b y"  
a scer ta in ing  tha t  the  NCP bu f f er  for  
th i s  connec t ion  i s  empt y  an d  the  s t a t e  
i s  O P EN ( Or even  AL LOC ATION W AIT ) ,  O nce  
th i s  a l l -d a ta - t r ans m i t t ed  con d i t i on  has  
been  m et  the  NC P can  beg in  t o  c l o s e  the  
conn e c t ion .  T he  Sys t em c a l l  In terpr e ter  
Ro u t i n e  for ms  a  C L S co mm and  and  turns  
i t  ove r  t o  the  ou tput  s chedu ler  
Rout ine ,  Th e  co nnec t io n  s t a t e  i s  s e t  t o  
C L S SE N T,  

I f  th i s  i s  a  r e c e iv e  connec t io n  the  
user  proces s  c l ea r ly  does  no t  wa nt  any  
m ore  da ta  even  i f  the r e  i s  so me  i t  has  

R E C EI V E 

CLOSE 
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not  r e ad ,  so  an y  b u f f ered  da ta  or  any  
tha t  ar r i ve s  fo l l owi ng  the  CLOSE ca l l  
i s  d i s c ard ed ,  an d  no  n ew a l l oca te s  are  
s en t ,  Th e  NCP s ends  a  CLS a t  on ce  t o  
no t i f y  the  s end ing  NCP an d  proces s  t o  
s top  t he i r  t ran smis s ion  apd  t o  c l o se  
the  con nec t ion .  Th e  connec t io n  s t a t e  i s  
s e t  t o  CLS SENT, 

IN T ER R U PT 

f or  a  s end  connec t ion  the  NC P for ms  a  
IN S  co mm an d#  and  for  a  r ece ive  
connec t io n  the  N CP for ms  a  I NR c o mman d ?  
t he  co m m an d  i s  forward ed  t o  the  Ou tp ut  
Schedu ler  Rout ine ,  

S TA T U S  

T h e  NCP re turns#  in  the  INF'Q argu me n t#  
oa t a  f r om the  connec t ion"  ta b l e  en try  
a s soc ia t ed  wi th  th i s  po r t .  Th i s  sy s t em  
ca l l  has  no  e f f e c t  on  the  s ta t e  o f  
c onnec t io ns  or  bu f f er s#  and  no  
in format i on  i s  t r ansmi t t e d  to  the  
ne twork  because  o f  i t .  

Error  and  s t a t i s t i c s  Rout i ne  

in  cas e  of any  error  cond i t i on  de t ec t ed  a  
record  shou ld  b e  adde d  t o  a  l og  f i l e  
ind i ca t ing  the  da te ,  t ime ,  l eader#  and  o the r  
c i rcumstances  o f  the  error  c e «9 ,  NCP c on t r o l  
me ssage#  p or t i on  of th e  conten t  o f  the  
messa ge ) ,  

Errors  in  use  o f  the  hos t  t o  hos t  pro toco l  
shou ld  a l so  be  repor ted  b a c k  t o  the  o f f end ing  
hos t  u s ing  the  E RR c o mma nd .  A ny  ERR C o mman ds  
r ece ived  shou ld  be  l ogged .  

C er t a i n  Ki nd s  o f  e rrors  and  err ors  tha t  occur  
w i th  h igh  f renqu ency  sh o u ld  b e  r epor te d  to  a  
sy s t em o pera tor  v ia  an  o n - l ine  co n so l e ,  

T he  Connec t ion  Tab le  

Th e  e n t r i e s  o f  the  connec t ion  ta b le  shou ld  
co n ta in  t h e  fo l l owi ng  f i e lds :  
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X in ic  numbe r  

l oc a l  socke t  

f or e ig n  soc ke t  

f or e ig n  nos t  

proces s  Id en t i f i ca t i o n  

por t  iden t i f i ca t i on  

buf fer  ad d res s  

s ta t e  o f  connec t ion  

by te  s i z e  

a l l oca t ion  va lue s  

da te  and  t ime  

In  summar y#  t he  fu n c t io n s  o f  the  NC P ar«  r e s ta t ed:  t o  
prcv ioe  t o  t h e  user  proces se s  a  f ° rm o f  in t erp roces s  
commu nica t io n  ca l l ed  con n ec t ion s ,  i n  carry ing  ou t  th i s  
func t ion  the  NCP mu s t  im plem ent  me chan i sm s  f or  error  
contro l#  f l e w  c ontro l  ( a l l oca t e s ) #  m u l t ip l ex ing  
( so ck e t s  a n d  l in ks )#  and  synchr on iza t i on  ( i n t er rupt s ) ,  

4 ,0  Bas i s  o f  Surve y  Co mpar i son s  

Th i s  s e c t i on  des cr ibe s  the  m od e l  NCR d i s cussed  in  the  
prev ious  s e c t i o n  a s  i f  were  an  ac tua l  implementa t ion ,  
For  purpose s  o f  compar i son  the  form at  i s  the  s a me  a s  
tha t  used  in  the  descr i p t i on s  o f  the  surv ey ed  sy s t ems ,  

Mod e l  sV s t em 

S ys t e m 

Th e  opera t ing  sy s t em i s  a  t imeshar ing  sy s t em 
which  prov id es  f or  user  pr o c e s s#  a  f i l e  sy s t em#  
and  in terp roc e s s  communica t ion ,  Eac h  u ser  
pr oce s s  ha s  an  indepe ndent  ( v i r tu a l )  addres s  
space#  a  s e t  o f  genera l  r e g i s t e r s#  a  l oca t io n  
counter#  a nd  a  s e t  o f  open  f i l e s ,  Th e  sy s t em 
prov ides  sy s t em c a l l s  t o  op en#  read  or  wr i t e ,  
and  c l o se  f i l e s ,  t e r m in a l s  or  connec t ions ,  
in t erproces s  commun ica t ions  are  suppo r te d  by  a  
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me c h anic s  s im i la r  t o  the  ne t work  connec t io ns ,  
There  i s  a l so  a  pseu do  in t e rru pt  t a c i l i t y  such  
tha t  t he  sy s t e m  can  cause  the  l o ca t io n  counter  
o f  a  proc es s  t o  be  s e t  t o  the  proces s e s  
i n t errupt  add res s .  

N CP 

T h e  ne tw ork  contro l  pro g ram i s  imp lem ent ed  a s  
par t  o f  t he  opera t ing  s y s t em,  th o u g h  i t  i s  
progr am m ed  i n  an  wa y  tha t  wo ^ ld  a l l ow  i t  t o  be  
run  a s  a  u ser  p ro g r am  ( ex cept  fo r"  the  pr iv i l e ged  
in t e ra c t ion  w i th  the  I MP input  an d  ou tput  
ha n d ler ) .  Th e  commu nica t io n  b e t w een  the  N C R an d  
th e  user  pr oces s e s  u se s  the  ex i s t i ng  
in t erproces s  commun ica t ion  sy s t em ca l l s ,  

po in t s  o f  compar i s on  

Sys t em C a l l s  

Th e  sy s t em ca l l s  L i s t en#  Con n ec t ,  S en d ,  
p ece1 v e»  C ios e #  in t errupt#  ana  s ta tus  ar e  
ava i lab l e  t o  us er s ,  These  ca l l  are  s im i la r  
to  o the r  input  an d  ou tput  s e rv i ce  c a l l .  

Re tur n  Charac ter i s t i c s  

The se  sy s t em ca l l s  are  no nb lo ck ing #  
w i th  the  op t ion  o f  b l oc k i ng  unt i l  
c omple t i on .  

Program m in g  L ang uage s  

T h e  ne t wor k  sy s t em c a l l s  a re  av a i l ab l e  t o  
prog ram m e r s  in  every  pr og ram min g  l anguage  
on  the  sy s t em,  

RFC Gue ue ing  po l i c y  

Reques t s  f or  co nnec t io n  a re  que ued  u n t i l  
e i ther  the  l o ca l  p roces s  i s sues  a  Con nec t  
sy s t em ca l l  or  a  t im e out  per iod  e lapses ,  
Wh e n  a  Con n ec t  sy s t em ca l l  i s  i s s ued  on  a  
l oca l  sock e t  a l l  req u es t s  queue d  on  tha t  
soc ke t  are  re f us ed  e xe c e p t  the  matc h ing  
r eque s t .  Re q u e s t s  queu ed  on  a  l oca l  s ocke t  
ope ned  v i a  a  l o ca l  L i s t en  sys t em ca l l  a re  
r e ta ined  in  the  que ue .  
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Tim eout  Po l i c y  

Q ue ue d  R F C s  are  t ime d  ou t  a f t er  t en  
m i nute s#  a  m i s s ing  C LS i s  t imed  ou t  a t t e r  
tw o  minute s .  

Connec t ion  S ta t e s  

T ne  f o l low i n g  s t a t e s  are  u s e d s  Not  Ac t iv e ,  
L i s t en ing #  R FC Sent#  RF C Rece i ved#  Op e n#  
A l loca t i on  Wa i t ,  RFNM wai t#  CD S Sent#  CL S 
Re c e i ved #  C losed ,  

A l loca t i on  Po l i cy  

The  a l loc a t io n  po l i cy  i s  t o  care fu l l y  
contro l  the  f l ow  o f  da ta  us ing  the  b i t  
count  o f  the  a l l o ca t i on  to  a l l o w  e xac t ly  
t he  buf f er  space  re serv ed  on  a  per  
connec t ion  bas i s ,  in  pa r t i cu lar  the  
in i t i a l  a l l o ca t ion  i s  a  l arge  nu mb er  o f  
messages  (100 )  an d  a s  m an y  b i t s  a s  
av a i l ab le  i n  the  connec t ion  bu f fer ,  A s  the  
da ta  f l ows #  the  a l l oca t i on  va lues  are  
ad ju s t ed  when ev er  the  va lues  f a l l  t o  a  
l ower  boun d  expres sed  a s  a  f rac t i o n  o f  the  
in i t i a l  a l l o c a t ion  ( e B g ,  tw o- th i rds ) ,  W hen  
t he  a l l o ca t i on  i s  ad jus t ed  i t  i s  s e t  t o  
t he  max im um va lu es  the n  ava i l a b le ,  

In terrupt  Trea t ment  

Th e  ne t wor k  in t erru p t  s i gn a l s  IN S  an d  IN R 
cause  the  user  progra m a s soc ia t ed  w i th  the  
connec t ion  t o  b eg in  execut in g  a t  i t s  
in t e rrup t  addr es s ,  

Re transmis s ion  Po l i c y  

Th e  incomple t e  t ran s mi s s i o n  rep ly  f rom the  
IMP w i l l  c ause  the  i nd i c a te d  message  t o  be  
r e t rans mi t t ed ,  

ERROR TREATMENT 

A l o g  f i l e  i s  kept  o f  a l l  unus ua l  
oc c u rances #  a mo ng  the  th in gs  e n te r e d  i n to  
th i s  l og  are  a l l  E R R messa ges  r ece ived#  
a l l  FR F messages  s en t#  and  an y  
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in form at ion  abou t  in t erna l  e r r ors  
de t ec t ed .  

Measu re me nt  and  s t a t us  in format ion  

Th e  NCP k e e p s  runn ing  t o ta l s  on  the  nu mber  
o f  t imes  each  hos t  t o  hos t  c omma n d  i s  s ent  
or  r ece ived#  on  the  n um b er  o f  messag es  
s en t  an d  rece ive d  o t  the  n um b er  o f  b i t s  
s en t  an d  rece ived#  and  the  n um b er  o f  each  
ty pe  o f  IMP t o  hos t  and  hos t  t o  IMP 
m e ssage  r ece iv ed  or  s en t ,  T he  NC P k e e p s  an  
accou n t i ng  l o g  in  w hi ch  i s  recorded  the  
in for mat ion  about  each  con n ec t i on  w hen  th e  
connec t io n  i s  c l o sed .  The  da ta  recorded  i s  
t he  user  n am e  and  account  num ber#  the  
fo re ig n  hos t#  the  n u mb er  o f  messa ges  and  
b i t s  s en t  and  rece ived #  the  e lap s ed  t ime  
and  t he  t ime  an d  day  when  th e  connect ion  
w as  c lo s ed ,  

Th e  NCP con n ec t i on  ta b l e  i s  acces sed  by  a  
s t a tus  d i s p lay  p r o gr a m  w ni cn  d i s p lays  the  
fo re ig n  h os t#  the  soc ke t  numbe rs#  the  l in k  
n u mb er#  the  a l l o ca t i on  va lu es ,  and  
co n n ec t ion  s ta t e ,  f or  each  conn ec t io n ,  

Ope r a tor  I n te r ac t i on  

Th e  opera tor  ca n  c lo s e  an y  co nnec t ion  o r  
seno a  re se t  t o  an y  h os t#  can  s t op ,  
con t inu e ,  or  r e in i t i a l i z e  the  N C P ,  T h e  
opera tor  i s  in for med  Of  e r r o rs  by  the  NCP, 

Exper iment a l  Pro toc o l s  

The re  i s  a  pr o v i s i on  to  pa s s  message s  
wh i ch  arr ive  on  des ig na ted  l in ks  t o  o ther  
pro gra ms#  t o  prov ide  for  t e s t in g  o f  
exper imenta l  pro t oco l s .  

5 , 0  T he  Surv ey  

T E NE X 

sy s t em ,  

T he  TENEX sys t em was  de s igned  and  bu i l t  by  Bo l t#  
Be r ane k ,  and  Ne wm a n#  In c .  CB BN)  t o  o pera t e  on  
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t he  D ig i t a l  Eq u i p me n t  Corpora t i on  (D E C )  PD P-1 Q  
c ompute r ,  The  BB N mod i f i ca t i ons  inc lude  a  
s pec ia l  in s t r uc t i o n  t o  im plement  sy s t em ca l l s  
C JSYS) ,  a na  p ag in g  hard ware  t o  im pleme nt  a  
v i r t ua l  m em or y  bu t  a l so  t o  a l l ow  the  P hys i ca l  
c or e  memo ry  t o  be  exp a nd ed  be yo nd  the  25 6  
Ki lo words  d i rec t l y  a ddres s a b le  by  the  16  b i t  
in s t ru c t ion  addres s  f i e ld .  

T h e  TENFX sys t em prov ides  a  u ser  e nv i r onme nt  
whic h  i s  emb o d i e d  in  a  j ob ,  A j ob  c an  b e  m a de  up  
o f  s evera l  f or ks  ar r a nge d  in  a  t r ee  s t ruc tur ed  
h i er archy .  E a ch  f or *  i s  a  prog r am  in  a.  v i r t ua l  
m a c h ine  ana  c o r r e s p o n d s  c l o se l y  to  the  concept  
o f  a  pr oces s ,  

Th e  TEN EX f i l e  nam ing  convent ions  are  organ ized  
fo r  cons i s t en t  nam ing  o f  a l l  typ es  o f  dev i ce s  
an d  f i l e s ,  Networ k  soc ke t s  are  one  type  o f  f i l e  
na m e  a nd  c an  b e  used  anyw he re  a  f i l e  na me  
ar gume nt  i s  ca l l ed  for .  The  f i l e  s t ruc t ure  i s  
ra ther  f l a t  in  t h a t  each  user  has  one  d i r ec tory  
wh ic h  conta i ns  a l l  h i s  f i l e s ,  tho ugh  the  f i l e  
na mes  do  co ns i s t  o f  thr e e  par t s  -  na m e ,  
ex t ens i on#  an d  ver s io n .  

NCR 

Th e  T E NE X N C p c o ns i s t s  o f  f i v e  mo dule s !  the  
i n t e rr upt  s e rv i ce  Rout ine ,  the  Me ssa ge  Packag ing  
R ou t i n e ,  the  Co n tr o l  R out ine ,  the  F i l e  Sys t em 
in t e r f ace  Rout ine ,  and  The  S erve r -T e ln e t  
Rout ine ,  T he  bu lk  o f  the  wor k  i s  concentra ted  in  
two  rout ines*  M e ss a ge  Packag i ng ,  and  con t ro l ,  

Th e  Me ssa ge  P ackag i ng  Ro ut ine  no t  on ly  for mats  
t h e  da ta  in t o  hos t - IMP messages #  i t  a l s o  de a l s  
w i th  t he  X M P-h os t  pro to co l  and  F FN M wa i t s ,  T h e  
Contro l  ro ut in e  take s  c ar e  o f  f l ow  c on t r o l  on  
open  c onne c t i ons #  connec t ion  e s t ab l i sh m en t  and  
t ermin at ion ,  and  connec t i on  ta b l e  man age ment ,  

po i n t s  o f  compar i son  w i t h  the  gene r a l  mo de l  

S ys t em C a l l s  

T he  ne t wor k  sy s t em ca l l s  are  implement ed  
a s  regu l ar  f i l e  sys t em c a l l s .  Wi th in  th i s  
f ram ewo rk  the  func t i ons  sugges t ed  in  the  
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genera l  mod e l  are  pro v ide d ,  in  add i t i on  to  
t ne  s ugges t ed  ca l l s  are  ca l l s  t o  dum p the  
buf f er  ( i , e»  t ransmi t  now) ,  and  t o  c ont r o l  
t ne  m ax i m um  a l l oca t io n  s i ze .  Th ere  i s  a l s o  
a  ca l l  t o  cause  a  pa i r  o f  connec t ion s  t o  
be  t r e a ted  a s  a  t e rmina l  (T TY J) •  

Re turn  Charac t er i s t i c s  

Th e  sy s t em c a l l s  are  b l ock i ng#  but  
there  are  op t ions  tor  pseudo  in t err upt s  
and  imm edi a te  r e t urn .  

P r ogr am m i ng  La ng uages  

Bo th  L i sp  and  B C PL have  f ea tures  for  
ne t work  communic a t io n  a s  we l l  a s  a s sem bly  
l anguage ,  

RFC Gu eu e ln o  Po l i c y  

A l l  r eq u es t s  f or  con n ec t i on  which  do  no t  
imme di a te l y  ma tc h  e re  gueuea ,  The  l im i t  
for  such  queue d  requ es t s  i s  approx imate ly  
10 0  r e ques t s ,  U nmatch ed  r eq ues t s  are  t imed  
ou t ,  

T i meou t  Po l i cy  

Q ueued  (unma tched)  RFCs  a re  t imed  ou t  
a f t er  two  minut e s#  l o ca l  L i s t ens s  are  no t  
t im e d  out .  A m i s s ing  matc h ing  C L S i s  t imed  
o u t  a f t e r  two  minute s ,  A  m i s s i ng  RFNM i s  
t imed  ou t .  a f t e r  tw o  m inute s .  

Connec t ion  S t a te s  

Four teen  co nnec t io n  s t a t e s  are  used ,  The  
t hree  a dd i t i o na l  s ta t . e s  a re  a  f i ner  l eve l  
o f  d e ta i l  in  the  s equences  o f  eve n t s  f or  
open ing  an d  c lo s i n g  connec t ions#  for  
examp le  ther e  i s  a  s ta t e  for  "C L S r ec e ived  
but  wa i t ing  for  R FNM for  l a s t  da ta  s e n t" .  

A l loca t i on  Po l i c y  

The  i n i t i a l  a l l o ca t i  
co n n ect ion  i s  two  fu  
user  spec i f i ed  buf f e  

on  i s s ued  tor  a  
11  messa g es  p lu s  a  
r ,  th i s  us ua l ly  t o ta l s  
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appr ox imate ly  24 .000  b i t s #  T he  i n i t i a l  
messag e  count  i s  two  mes sages .  T he  po l i c y  
i s  to  ma in ta in  the  a l l o ca t i on  va lue s  a s  
c l o s e  t o  the se  in i t i a l  (m ax im um )  va lue s  a s  
p os s ib l e ,  

In terr upt  Trea tme nt  

The  ne twor k  in t e rr up t  s i g na l  causes  a  
pseudo  in t errupt  t o  the  ind i ca te d  p r oces s ,  

Re transmis s ion  Po l i c y  

The  incomple t e  t ran sm i s s i on  re sponse  t o  a  
messag e  causes  the  NCP t o  re t ra ns mi t  the  
m e ssage ,  Th ere  i s  no  l i m i t  on  the  n umb e r  
o f  t imes  th i s  m ay  occur .  

Error  Tre a tment  

An  on l i n e  l og  i s  ma d e  o f  de t ec t ed  progra m 
erro rs ,  de t ec t ed  pro t oco l  e rro rs ,  and  E RR  
c o mm an d s  r ec e ived .  No  E RR com m and s  are  
s e n t ,  N o  s t a t i s t i c a l  in format ion  i s  kept  
on  e r rors ,  

M easu rem ent  and  S ta tus  in format ion  

The re  a re  no  prov i s i ons  for  measure me nt  in  
the  NC R,  S ta t us  in format ion  i s  ma in ta ined  
by  t he  NC P such  tha t  u ser  pr ogr a m s  ca n  
ob t a in  in format ion  on  hos t s  u p#  
conn ec t ions  op en#  and  s t a t e s  o f  
connec t io ns ,  Th er e  i s  a  pr ogr a m  ca l l ed  
Ne t s t a t  tha t  u ser s  ca n  run  t o  d i s p lay  th i s  
in format ion  a t  t h e i r  t e r min a l ,  

Opera to r  In tera c t ion  

T he  compute r  opera tor  i s  in for me d  on l in e  
about  program and  pro toc o l  e rro rs  
de t e c te d .  Th e  opera tor  ca n  susp end  and  
c on t i nue  ne twor l c  s e rv i c e ,  and  c an  
r e in i t i a l i z e  the  NC P ,  A sys t ems  pr ogramme r  
can  w at ch  the  a c t i v i t y  on  a  Te lne t  
connec t ion .  

Exper iment a l  Pro t oco l s  
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There  i s  a  prov i s i on  for  t ur n ing  ove r  
mess ages  w i t h  l inK n um b ers  ou t s i de  the  
ranges  a s s ig ned  t o  the  hos t  t o  hos t  
pro toco l  t o  ano ther  pro gra m.  Th i s  a l l o w s  
exper imenta l  pro toc o l s  t o  be  t e s t ed  in  
pa ra l l e l  w i t h  the  hos t  t o  hos t  pro t oco l .  

Mul t i c s  

sy s t em 

T he  Mul t i c s  C for  Mul t ip l e x e d  In format ion  and  
Co mpu t ing  s erv i ce )  s y s t e m  Wa s  de s igned  and  b u i l t  
a t  pro jec t  MA C a t  the  Massachuse t t s  i n s t i t u t e  o f  
Techno logy ,  T he  s y s t em i s  current ly  imp lemented  
on  t h e  Ho neywe l l  6180 ,  

A m ajo r  emp has i s  i n  th e  M ul t i c s  sy s t em i s  on  the  
contro i ed  shar ind  o f  in format ion  C p r p gra m s  and  
da ta ) ,  Th e  d i rec tory  s t ruc t ure  i s  qu i t e  g ene ra l ,  
a l l owing  a  h i era rc hy  o f  d i re c tor i e s  w i th  each  
l e ve l  conta in ing  the  na mes  Of  s egment s  or  o th er  
d i rec t or i e s *  

T h e  t «r m  f i l e  i s  no t  used  in  the  Mul t i c s  
env i ron ment ,  ra ther  the  t erm s e gmeh t  i s  
appr opr ia t e ,  A  s eg men t  i s  a  l inear  addres s  sp ace  
whic h  m a y  c on ta i n  e i th e r  a  progra m or  da ta .  T h e  
s e t  o f  s egment s  K now n t o  a  proces s  are  a l l  
d i rec t l y  acce s s ib l e  t o  t au t ho r i z e d )  u s er s .  Eac h  
s e g ment  i s  sub jec t  t o  ah  e laborate  s e t  o f  acce s s  
c o n tr o l s ,  

In  add i t i o n  to  seg men t  acce s s  c on t r o l s  the re  are  
p ro te c t io n  r in gs  wh i c h  a r e  an  ex t e ns ion  o f  the  
ma s ter / s l a ve  or  sup erv i sor /user  s t a t e  c onc e pt s  
in  man y  sy s t em s .  In  the  Mu l t i c s  s y s t em,  prog rams  
exec ut ing  in  one  r ing  are  pro tec t e d  f r om 
prog rams  exec u t ing  in  h igher  nu mbe re d  r i n gs ,  
ex cep t  the  pr og rams  runn i ng  in  h igher  nu m be re d  
r in gs  are  permi t t ed  t o  max © c a l l s  t o  
pres pec i f i e d  en try  po in t s  in  the  pr ogra ms  
exec ut ing  in  the  l ow e r  nu m b ered  r i n g s ,  

Sys t em ca l l s  a re  id en t i ca l  t o  c a l l in g  any  
prog ram segment ,  S om e  proces s e s ,  h oweve r ,  ca n  
acce s s  m ore  d eep l y  i n to  the  sy s t em or  are  
pr i v e dg l e d  t o  c ont r o l  sy s t em re s ources ,  T he  
met h o d  o f  in t e rac t io n  w i th  the  ne tw or K i s  by  
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mea n s  o f  spec ia l  s y s t e m  ca l l s#  d i f f er en t  f rom 
those  tha t  hand le  o ther  input  ou tput  ope ra t ions ,  

NCP 

Th e  Mui t i c s  ne t wor k  c on t r o l  p r o gr a m  i s  organ ized  
in  t h ree  comp o n en t s !  the  Ne twor k  Da e mo n#  the  
NCP #  a n d  the  IMP DIM Cfo r  I MP Dev i ce  In ter f ace  
M od ule ) ,  Tax ing  t he se  i n  revers e  or de r ,  the  
func t ion  o f  the  I MP D IM i s  t o  m anage  a l l  the  
f requent  o per a t ions  o f  the  hos t  t o  hos t  pro toco l  
( e ,  y  t  data  messages  and  a l l oca te s )  and  the  low  
l e ve l  input  and  ou t p u t  oper a t ions  w i t h  the  IMP, 
Th e  NCP m odule  per form s  the  l e s s  f requent  
oper a t ions  ( e , g ,  open ing  conn ec t ions )  an d  
s e rv i ce s  the  user  prog r am  sys t em ca l l s ,  T he  
Ne tw ork  Da e mo n  dea l s  w i t h  admin i s t ra t ive  
func t i ons#  and  re sp onds  t o  hos t  t o  hos t  con tro l  
co mm a nd s»  

Th e  IM P D I M conta i ns  the  code  wh ich  ma n a ges  the  
l eader  por t ion  o f  IM F  messa ges#  i s su es  input  an d  
ou tpu t  in s t r uc t io ns  for  the  fu l l  dup lex  
Asynchr o nou s  B i t  Se r ia l  In t e r fac e  (A 8 SI )  wh ich  
co nn ec t s  t he  IMP t o  a  pa i r  o f  Hb l#0  X QM ( input  
ou tput  con t ro l l e r )  co mmo n p er ip hera l  c hanne l s .  
Th e  JMP DIM manages  the  a s s ig n me n t  o f  l in k  
nu mbers  on  messa ges  t o  b e  wr i t t en#  and  i t  
a s so c i a te s  l in k  nu mbe rs  w i th  s 0 c ke t  n u mfee r s  ( a n d  
hence processes) on messages which are read, A 
natu ra l  ex t ens ion  o f  such  func t io ns#  whi ch  was  
a l so  a  pr a c t i ca l  ne ces s i t y ,  i s  en forc in g  tne  
hos t  t o  hos t  p ro t o co l  f l ow  contro l  d i s c ip l ine ,  
Dar t i cu iar iy  i n  proces s ing  the  NCP A L L co m man d,  
i n  par t  because  the  IM P D I M  opera t e s  a t  
in t erru pt  t ime  th i s  ro l e  avo i d s  the  n e e d  t o  
w akeu p  t he  Ne t w ork  Da e mon  every  t ime  a  s ma l l  
r ec ip i e n t  hos t  i s  w i l l i ng  t o  a l l o w  a  f ew  mo re  
charac ter s  t o  he  t ran smi t t ed .  

T h e  N CP in t e r fac e s  w i th  the  I M P d i m on  one  ha nd  
and  w i th  t he  u s er  pro ces s e s  on  the  o t he r .  I t  
m us t  man ag e  the  s oc ke t  space  o f  th e  hos t  t o  hos t  
pro to c o l  on  beha l f  o f  an y  and  a l l  user  (a n d  
sy s t em)  proces s e s  which  d ea l  w i th  the  ne two rk  on  
Mul t i c s  and  proces s  the  hu lk  o f  the  N CP co mm ands  
( su ch  a s  in t erru pt  the  proces s  a s so c ia t ed  w i th  a  
g iven  socke t#  r e se t  a l l  t a b le  en tr i e s  a s so c ia t e d  
wi th  a  g iv en  ho s t ,  e t c , ) .  T h e  socke t  m an ag e me n t  
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i s  cased  on  the  no t ion  o f  a  s ocke t  be ing  in  a  
par t i c u la r  s t a t e ,  and  w hen  t ha t  s t a t e  changes  
t he  NCP d i rec t s  a  w akeu p  t o  the  p roces s  
co n t ro l l i ng  the  so ck e t ,  

T he  N e tw or k  D a e m on  i s  a  proces s  i n  the  user  r in g  
whic h  pro c es se s  the  hos t  t o  hos t  con tro l  
com m an d s ,  som e t im e s  ca l l ing  on  the  NC P t o  
compl e t e  t he  p ro ces s in g ,  T he  I MP D I M w ak e s  u p  
t h e  Net wor k  D a e mo n  t o  proces s  the  contro l  
com m an d s  in  the  sa me  wa y  i t  wa kes  up  user  
proces s e s  t o  proc es s  da ta  m essage s ,  

po in t s  o f  com p ar i s o n  w i th  the  gen e r a l  m od e l  

Sys t em  C a l l s  

MUl t i c s  has  tw o  add i t i on a l  sy s t em c a l l s !  
ac t i va te  and  deac t i va te ,  A  s ocke t  m ust  be  
a c t i v a t ed  be fo re  i t  can  pe  used  in  any  
o ther  sy s t em ca l l ,  i n  a  s ense  the  ac t iva te  
c a l l  ind ic a te s  t o  the  NCP tha t  the  user  
program i s  in t e re s t ed  in  th i s  l o ca l  sock e t  
an d  re s erves  i t  t o  the  user  pr o ces s ,  
Deac t iva t e  then  re l e ase s  the  l o ca l  socke t  
and  f ree s  any  a s soc ia t ed  re s o urce s .  A l so  
t he  ech o  func t io n  i s  re served  to  
pr iv i l ege d  proces s e s  on ly ,  

T he  N C P p r im i t i v e s  C the  d i s c r e t e  e n t r y  
po i n t s  O f  the  N C P and  s e v e r a i  t f ee  
s tand ing  s ubr out ines )  a l l o w  for  prec i s e  
man agement  o f  sock e t s?  f rom a c t i v a t ion  
th r ough  e s ta b l i s h i ng  by te  s i z e s  and  
s en d ing  or  a c ce p t i ng  hos t  t o  hos t  pro to co l  
r equ es t s  f or  conn ec t ion  t o  cau s i n g  hos t  t o  
hos t  pro toco l  C LS s  t o  be  s en t ,  T h e  
subro ut ines  p r ov i d e  for  per fo rming  the  
i n i t i a l  c onn ec t io n  pro toco l  or  s end ing  or  
acc ep t i ng  req ues t s  f or  connec t ion ,  the  
manag in g  a  proces s  socke t  space?  an d  
per formin g  the  9« to«8  and  8 - t o«9  b i t  
convers ion s  neces sary  to  go  t o  and  f r om 
M ui t i c s*  in terna l  r epresen t a t io n  o f  A SC II  
f ro m an d  t o  the  n e t w orks  r e p r e s e nta t ion ,  

Re turn  C ha rac ter i s t i c s  

T h e  sy s t em ca l l s  are  nonb iock ing  and  a  
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wakeup  s i gna l  o c c ur s  wh en  tn e  r e q u e s t ed  
ac t i o n  i s  com ple t ed .  Sys t em c a l l  
rou t ines  a l so  pos t  s ta tu s  in format ion  
which  c an  be  in sp ec ted  by  the  proce s s .  

Program min g  La ng ua ges  

PL/ ! ,  L i s p#  an d  BC P L have  in t e r face s  t o  
th e  NCP pr i mi t i ve  fu nc t ions ,  For tran  
pro g r ams  can  a cce s s  the  ne twork  func t io n  
v ia  spec ia l  sub rout ine s .  Assem bly  l anguage  
prog r ams  can  invoke  t n «  ne t wor k  fu nc t i o ns ,  

RF C Gu ^u e ing  Po l i c y  

pegues t s  f or  Connec t ion  a re  no t  queued ,  

T im e out  po l i c y  

T he  Mul t i c s  NCP does  no t  t imeout  a n  s t ep  
or  s ta t e .  

Conne c t ion  S ta t e s  

Mul t i c s  u se s  a  t e w  mo re  connec t ion  s ta t e s  
than  the  ex ample  de scr ip t ion#  but  the se  
ad d i t i ona l  s t a t e s  pr ima r i l y  ma k e  e xp l i c i t  
t he  f i ne  s t ru c tu re  o f  e v e n t s  dur ing  
connec t ion  e s tab l i s hme nt  an d  t erm inat ion .  
F or  exa mp le  there  i s  a  "c l s - rea d"  s t a t e  to  
i n d i ca te  th e  co nnec t io n  i s  c lo sed  on  the  
fore ig n  s id e  but  tha t  the  l o ca l  proces s  i s  
s t i l l  read ing  b u f f ered  d a t a .  Two  o ther  
s t a t e s  are  the  "ac t ive "  s ta t e  
correspond i ng  to  sock e t  s e l e c ted  by  a n  
"ac t iva te  ca l l #  but  no t  used  a s  ye t j  and  
t he  "br oke n"  s ta t e ,  T he  bro ken  s ta t e  
ind i ca te s  tha t  th i s  s ocke t  has  been  
invo lve d  wi th  some  anomaly  occur i ng  w i th in  
th e  Mu l t i c s  n e two r k  so f tware#  an y  prev ious  
co n n ect ion  s ta t e  has  been  des t royed ,  

A l loca t i on  Po l i c y  

Mul t i c s  i s su es  l ar ge  a l l oca t i on  quan t i t i e s  
r e ly in g  on  a  l ar ge  input  bu f f er  used  i n  a  
poo l ed  f a sh io n ,  T h e  t o ta l  Input  bu f f e r  
space  i s  a  s eg ment  s e t  t o  a l l o w  22 5  fu l l  
s i z ed  (8000  b i t )  me s s ag e s .  T he  i n i t i a l  
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a l l oca t i on  for  each  r ec e iv e  c o nne c t io n  i s  
25  mess ages  and  65000  h i t s .  T he  a l l oca t i on  
i s  un d ated  on ly  wh en  one  o f  the  va lues  
f a l l s  t o  an  e s tab l i shed  lower  bou nd *  and  
t h en  i t  i s  ra i s e d  to  the  up per  bou nd ,  

The  IMP D l M ' s  bu f f er ing  s t r a tegy  on  input  
i s  su ch  tha t  Mul t i c s  Permi t s  qu i t e  l arge  
a l l oca t i on s  C i n  the  N C P s e nse )*  by  m ea ns  
o f  p lac ing  input  on  r e ce ip t  f rom th e  r e ad  
channe l  o f  the  A B5 I  a s  rap id l y  a s  po s s ib l e  
in to  p a g ea b le  bu f f er s  managed  by  the  I MP 
DI M code  wh ich  runs  a t  "ca l l  t im e"  in  the  
u s er ' s  pr oces s ,  (The  ac tu a l  s erv i c ing  o f  
t he  AB SI  in t err upt s  i s ,  o f  cou rse ,  
per form e d  a t  " in te rrupt  t ime"  a nd  i nvo l ve s  
w i red  d 0 w n  b u f fer s , )  T he  bu f f er ing  
s t ra te g y  for  wr i t ing  a l so  invo lve s  a  
mix tur e  o f  pageab le  and  w ired  Duf f er s ,  
a l though  a t  the  presen t  t ime  the  w ired  
buf f er  s t r a t egy  does  no t  u t i l i z e  ma x im u m 
I M P  mes sage - s i ze  buf f e r s  a s  does  the  read  
s i d e ,  

in t erru pt  Tre a tm ent  

A n  inco ming  in t erru pt  s i gna l  (INS or  I N?)  
i s  f i r s t  r e a d  by  the  IMP DI M  w h i ch  pas se s  
i t  t o  the  Ne tw ork  D ae m o n  p roces s ,  The  
Ne twor k  D aem on  ca l l s  in  the  NCP t o  proces s  
t he  co mma nd ,  T he  N CP de t ermines  the  
re l ev ant  pro ces s  an d  s ends  i t  a n  
" in t erproces s  s i g na l "  ( ip s ) .  Th i s  i s  
b as i ca l l y  a  PL /1  on  c ond i t i on  whi ch  i s  
ra i s ed *  the  pa r t i cu lar  con d i t i on  be ing  
"Q U IT" ,  

Re transm is s ion  Po l i cy  

on  incomple t e  t ran smis s ion  Mul t i c s  
a t t empts  t o  re t ran smi t  the  unfor tunate  
message  up  t o  three  t im es .  

f c rro r  Trea tment  

Mul t i c s  does  no t  s end  ERR co mm a nds  when  i t  
de te c t s  pro toco l  v io la t i on s .  Any  ERR 
c omma nds  r ec e iv ed  a re  m ere ly  counted .  
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Meas u re men t  an d  S ta t us  in format ion  

F ew mea su re ment  f e a tur e s  are  inc luded  in  
t he  ne tw ork  so f tware  be yo nd  tne  m eter s  in  
t he  b a s i c  Mu l t i c s  so f tware*  

Th e  opera tor  an d  pro ces s e s  can  acce s s  a  
da ta  base  w h i c h  in d i ca te s  w h i ch  hos t s  a re  
cu rrent l y  commun ica t ing ,  a  u ser  ca n  
de termine  the  s ta t us  o f  h i s  o wn  
c on nec t io ns ,  

Ope r a to r  In t erac t io n  

T he  N C P r ep or t s  on l ine  abou t  pr og r am  
r e in i t i a l i z a t io ns ,  IM P go in g  d ow n  messages  
an d  IMP crashes*  T he  sy s t em opera tor  c an  
f or c e  a  Te lne t  u ser  connec t ions  c l o s ed ,  
suspe nd  and  cont inue ,  or  r e in i t i a l i z e  tne  
N C P op era t ion .  

Expe r ime nta l  P r o t oc o l s  

Mul t i c s  does  a l l ow  for  e xpe r i m e nta l  
pr o t oc o l s  by  a l l owi ng  for  messag es  w i th  a  
q iven  l ink  n umbe r  in  the  l e a de r  t o  b e  
d i v e r t ed  t o  ano ther  pro toco l  proces s *  

IB M 360 /75  M V T 

Sys t em 

T he  Un i v ers i ty  o f  Ca l i forn ia #  Santa  Ba rb ara  
Com pu ter  Center  ope r a te s  a n  I B M  360 /75  w i th  the  
M V T o Peratin g  sys t em*  Th i s  sy s t em i s  primarily 
batch  oriented, howe ver  a t  Sant a  Barb a ra  it 
su p p o r t s  t he  C u l l er*Fried on  D ine  Mat hemat i c a l  
Sys t em,  

T he  ne t wor k  c ont r o l  program was  de s igned  w i t h  
s ev era l  ob i ec t i v e s *  F i r s t  an d  m o s t  predom ina nt  
w as  t o  keep  tne  so f tware  indepe ndent  o f  and  
en t i re ly  s epara te  f rom t he  o pe ra t ing  sys t em*  
Second  was  t o  ma k e  the  s e rv i ce s  o f  the  NCP 
av a i l ab l e  t . o  any  ta sk  in  the  sy s t em ,  im pl i c i t  in  
t n i s  requ irement  i s  the  n e e d  for  so m e  so r t  o f  
in t erp ro ces s  commu nic a t i on  mechan i s m.  A l tho ugh  
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sueh  a  f ac i l i t y  e x i s t s  in  m os t  mu l t l oro gram med  
sys t em s#  i t  i s  consp icuou s ly  absen t  f ro m 05  MV Tt  
thus  the  NC P m us t  i t s e l f  prov ide  what e ve r  
por t i on  o f  such  a  mec ha n i sm i t  r e qu i r e s  t o  
co mmun ica te  w i t h  t a sk s  tha t  u s e  i t s  s erv i ce s ,  
Th ird ,  t he  NC P mu s t  prov iae  a  means  f or  
subord ina t ing  ne twor k  ac t i v i ty  in  the  hos t  t o  
t he  oper a t iona l  requ ireme nt s  o f  a  
mu . l t ipro gramm ed  sy s t ems .  Th i s  m ea ns  tha t  the  
opera t ions  s t a f f  mus t  be  ab le  t o  contro l  the  
NC p's  a c t i v i t y ,  an d  ob ta in  s ta t u s  in format ion  
f r om t he  NCP ,  F ina l l y  the  NCp  mu s t  prov ide  a  
record  o f  i t s  ac t i v i t y  for  debugg ing  and  tu n in g  
t he  N C P an d  f or  s t a t i s t i ca l  i n format i on  on  
ne t work  use  <Whi t e2> ,  

The  N C P i s  in se r t e d  in to  the  sy s t em as  a  norm al  
j ob ,  Qnce  m  exe cut ion  the  N CP a s sum es  contro l  
o f  s e l ec t e d  po r t i o ns  o f  the  o pe ra t ing  sy s t e m .  
A l l  mod i f i c a t l ong  ma de  t o  the  s y s t em by  the  NC P  
are  m ade  dy n a mica l l y  an d  a re  t ransparent  t o  the  
opera t ing  sy s t em,  The  N C P t e r mi nate s  exe cu t i on  
on ly  a t  t he  o pera t o rs  reques t#  and  a s  i t  does  
so ,  i t  e x t rac t s  i t s e l f  f rom the  sy s t em,  u n d o i n g  
t h e  mod i f i c a t i o ns  i t  ma de  a t  in i t i a t i on ,  Th e  NCP  
emp loys  t he  op era t i n g  sy s t em 
spec l£y - t a sK«a bn©rma l»ex i t  mac ro  in s t ru c t io n  to  
a s su re  t he  ex t ra c t i on  proces s  i s  per f ormed  even  
i t  t h e  NCP t e rmin ate s  abnormal ly ,  

TH E N CP ope ra t e s  in  super v i sor  s ta t e  and  w i t h  a  
pro tec t i o n  k ey  O f  z er o .  Ob ta in ing ' th i s  s ta t us  i s  
p a r t ,  o f  t he  in i t i a l i za t i on  process  ana  i s  
accompl i shed  w i th  the  a id  o f  an  in s ta l l a t io n  
prov ided  s u p e rv i sor  ca n .  

Task s  in  t he  sy s t em comm unica te  w i t h  the  NC P by  
m eans  o t  *  supe r v i sor  c an  (SV C) ,  So  th« t  the  
N CP can  de t ec t  the  i s suanc e  o f  i t s  SVC the  NCP 
in s ta t e s  i t s e l f  a s  the  sy s t ems  SV C f i r s t  l e ve l  
i n t er rupt  hand ler  (FL IH) ,  i n  th i s  capac i ty  the  
N C P e xam in es  every  S VC in t e rr upt  which  oc c ur s #  
in t ercep t ing  an d  proces s in g  the  one  o f  in t ere s t  
t o  t he  NCP# whi l e  a l l owin g  a l l  o ther  SV Cs  t o  
p r oc e e d  t o  the  sy s t ems  FL I H  whe re  they  are  
proces sed  normal l y .  The  NC P s  pre sence  i s  a n  
overh ead  o f  t e n  in s t ruc t io ns  per  S V C ,  

Th e  NC P a s sum es  the  I MP t o  be  a t ta ched  t o  the  
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3t >Q a s  tw o  de v i ce s ,  one  input  and  one  ou tp ut ,  In  
t rans f er ing  da ta  t o  o r  f rom the  IMP the  N C p 
b ypasse s  the  convent iona l  execute  channe l  
program f ac i l i ty  o f  the  ope r a t i ng  sy s t em ins t ead  
i t  e xe c ute s  d i rec t l y  the  I/O ma chine  
in s t ruc t ions ,  so t h a t  the  NCp c an  proces s  the  
I/O in t errupt s  which  occur ,  the  NCP in s t a t e s  
i t s e l f  a s  the  sy s t em s  I/O F lIH ,  in  th i s  cap ac i ty  
the  NC P e xamine s  every  I/O In terrup t  wh ich  
occurs ,  in t erc ep t ing  and  proc es s in g  tho s e  
genera ted  by  the  IMP in t e r face  dev i ce s ,  wh i l e  
a l l o wing  t he  o the r  in t errupts  t o  proceed  to  the  
sy s t ems  FLIH an d  by  pro ce s sed  normal ly ,  T he  NC P s  
p r e s e n c e  i s  a n  overhead  o f  t e n  in s t ruc t io ns  per  
I/O in t er ru pt ,  

po in t s  o f  com par i son  w i th  the  genera l  mode l  

Sys t em  C a l l s  

In  add i t i o n  t o  the  norm al  sy s t em ca l l s  
the re  i s  a  ca l l  t o  per form the  hos t  n am e  
t o  hos t  nu mb er  ma pp ing ,  and  a  c a n  to  f ind  
out  the  s ta tus  o f  a  hos t ,  Th e  e ch o  
f un c t ion  i s  no t  av a i l a b l e  a s  a  sy s t em 
ca l l ,  

Re turn  C harac t er i s t i c s  

Th e  sy s tem ca l l s  are  nonb iocKing  an d  
use  a  waf ce u p  t ype  re t urn .  Th e  m echan i sm 
i s  ca l l ed  wa i t  and  pos t .  

Pr ogra mm in g  La ngua ges  

There  a re  pro v i s ions  for  ne tw orK sys t em 
ca l l s  in  PL/1 #  For tran ,  an d  o f  course  
a s sembly  l anguage ,  

RFC Que ue i ng  Po l i cy  

Reques t s  are  queu ed  up  t o  t en  for  each  
l oc a l  soc f ce t ,  then  succed ing  req ues t s  are  
REFUSED, 

Time ou t  po l i c y  

There  a re  no  t imeout  pe r i ods  for  reques t  
f or  connec t ion  e i th er  l oc a l l y  or  remote ly  
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In i t i a t e d ,  A n  e cho  rep ly  i s  t imed  ou t  
a f t er  4  minute s ,  an d  a  matc h ing  c lose  i s  
t imed  ou t  a f t er  1 5  s eco nds .  

Connec t ion  S t a te s  

Th e  on ly  a dd i t i o na l  s ta t e  i s  ca l l ed  " I /U  
pen d ing"*  

A l loc a t ion  Po l i c y  

Th e  NC P r e s erve s  a  20 48  b i t  buf f er  for  
each  open  con n e c t i on  an d  a l l o ca te s  
s t r i c t l y  accord in g  t o  the  space  av a i l a b le  
in  tha t  bu f f er  p lu s  any  add i t i o n  a l  s pace  
s e t  f ey  the  user  pro gram,  The  messa g e  
a l l oca t i on  i s  s e t  v e r y  l ar ge  (65 ,0 00 )  an d  
there fo re  i s  no t  a  f a c to r  I n  c o ntr o i i ng  
m e ssage  f l o w ,  f t  g i ve  bac k  co mma nd  m i g ht  be  
s en t  i f  the  user  i s s u es  a  r e c e ive  sy s t em 
c a l l  w i th  the  l eng th  a l l o wed  t o  be  
var i ab le  and  a  l ar ge  ma x imum l eng th .  Su ch  
a  ca l l  wou ld  a l l oca t e  so m e  buf f e r  sp a ce  in  
t h e  user s  addres s  space .  I f  the  c a l l  *as  
sa t i s f i e d  w i th  l e s s  t han  the  ma x imu m 
l eng th  the  l e f t  ever  sp a ce  in  the  u ser s  
addres s  sp ace  buf f er  wou ld  be  dea l l o ca ted  
by  me ans  o f  a  g ive  bac x  com man d .  

In terrupt  Tre a tment  

W he n  a  ne tw ork  in t e rrupt  co mm an d  i s  
rece ived  a  no t e  i s  m ad e ,  an d  the  r e tu r n  
v a l u es  o f  the  nex t  user  s end  o r  r ece ive  
sy s t em ca l l  w i l l  carry  th i s  n o te .  T hus  the  
ne t wor k  in t e rrupt  w i l l  no t  he  e f f ec t i ve  i f  
t h e  user  proces s  i s  s tuck  in  a  compute t io n  
l oop .  

Re tra n sm i s s ion  Po l i cy  

W o r e t ra nsmi s s ion  i s  a t t empted ,  

Error  T rea t m ent  

wh i l e  r ece iv ed  error  c omm ands  are  l ogged #  
no  error  c omma nds  e re  s en t  w hen  a  pro t o co l  
e rror  i s  de tec t ed ,  NO s t a t i s t i c s  on  e rr or s  
are  kep t .  
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M ea sure ment  an d  S ta tus  in format ion  

T he  compu ter  opera tor  can  f i nd  out  wh i ch  
h os t s  are  curren t ly  commun ica t i ng ,  an d  s ee  
t he  connec t ions  curren t ly  o pen ,  Both  the  
user s  ana  th e  opera tor  c an  de termine  the  
s ta t e s  of ac t ive  con n ec t ions ,  bu t  ne i the r  
c an  f ind  out  the  a l l o ca t i on  va lues ,  thou gh  
they  c an  d e te r m in e  the  num be r  o f  by t e s  
pend ing  i nput  or  ou t put .  

The re  are  t wo  hos t  s t a tus  tab l e s*  the  
f i r s t  i s  ma in t a ined  by  the  N CP b y  s e nd ing  
ECH O c om man d s  t o  each  hos t  o nce  every  four  
minut e s#  the  s econd  tab l e  (n e two rk  
acces s ib l e  on  soc ke t  1 5 )  i s  ma in ta ined  b y  
a t t em p t i ng  a  con n e c t i on  t o  the  
s erver -Te lne t  soc ke t  o f  each  hos t  o nec  
every  IS  minute s .  

Ope ra t o r  In t erac t io n  

The NCP repor t s  t o  the  opera tor  changes  in  
th e  i MP s t a t u s ,  T he  opera tor  may  c l o se  a l l  
co nnec t ion s ,  o r  s e n d  a  r e se t  t o  a  sp ec i f i c  
s i t e ,  a s  we l l  a s  suspend  and  cont i nue  or  
r en i t i a l i z e  th e  NQP opera t i on ,  

Ex per i menta l  Pro to co l s  

There  i s  no  prov i s i on  for  e xpe r i m e nta l  
pr o t oco l s ,  

IB V 3bo /9 l  M V T 

sy s t em 

The  Un ivers i ty  o f  Ca l i forn i a ,  Lo s  Ang e l e s ,  
C am pus  Co mp u t i n g  Ne t wor k  ( C C N )  oper a te s  a n  IB M 
3b0 /g l  com puter  u s ing  the  OS/M V T op era t i n g  
s y s t em.  Th i s  i s  pr im ar i l l y  a  ba tch  or i en t ed  
sy s t em ,  Hovever ,  a t  CC N th ere  are  s ev era l  
in t e ra c t iv e  su b sys t ems .  Am o n g  t he se  a re  URS A an d  
TSO, 

U RSA i s  a  l oca l l y  deve loped  in t erac t ive  sy s t em 
us ing  d i s p lay  t ermina l s  wh ic h  a l l ows  users  t o  
c omp ose  progra m and  da ta  da ta  s e t s  ( f i l e s )  an d  
t o  s u b m i t  da ta  s e t s  t o  ru n  a s  jobs  in  the  ba tch  
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j ob  s t rea m,  Th e  U R SA sy s t em prov ides  u ser s  cand  
t h e  computer  opera tor )  ex t ens iv e  job  an d  sy s t em 
moni tor ing  c ap ab i l i t i e s ,  

T S o  i s  the  I B M  prov id ed  T im e  shar in g  Opt i o n  for  
i t s  OS /M VT sy s t e ms ,  Th i s  prov ides  the  f a c i l i t i e s  
ge ne r a l l y  fou nd  in  an  in t e rac t ive  t imesh ar in g  
sy s t e m ,  

CCN has  deve lo p e d  a  genera l  purpose  and  power fu l  
in t erpr oce s s  com munic a t io n  f ac i l i t y  ca l l ed  the  
Ex change  < B rade n> ,  Th i s  f a c i l i t y  i s  used  t o  
im plement  the  n e two r k  so f t war e ,  

NCP 

The  ne t w or k  r e la t ed  s o f tw are  i s  organ i s ed  i n to  
t hree  ca t a gor i e s j  the  N CP#  the  pro toc o l  
rou t ines#  and  the  user  l e v e l  prog r am s #  The  u ser  
l e ve l  pr ogra m  in t era c t  w i t h  the  pro toco l  
rout in es  v ia  the  E xc h ange  f ac i l i ty ,  The  pro toco l  
rout in es  ob ta in  s e rv i ce s  f ro m t he  N CP by  mak in g  
subrout ine  ca l l s  on  the  NC P#  

T he  NC P i s  organ ized  in to  th r ee  s ec t i o ns ?  the  
I MP input  an d  ou tput  s e c t i o n ,  the  NC P Sec t i on#  
and  t h e  Lo gge r  s e c t i on .  T he  l ogger  s e c t i on  
per form s  the  In i t i a l  C o nnec t io n  Pr o toc o l  ( ICP) ,  

The r e  a r *  pro toco l  rou t ines  f o r  s evera l  f unc t i on  
o r i en t ed  pro t oco l s#  for  exam p l e  User - Te lne t #  
Server -T e l ne t#  F i l e  Trans f er#  and  R e mote  Job  
Serv i ce ,  

po i n t s  o f  com par i so n  w i t h  the  ge ne r a l  mo de l  

S ys t em c a l l s  

T h e  u ser  progra m m ak es  r eques t  v i a  the  
Ex change  f ac i l i t y  t o  pro t oco l  r o u t in e s .  
Thes e  r egue s t s  are  genera l l y  in  t erm s  o f  
h igher  l e ve l  t h ing s  t han  the  s y s t em ca l l s  
sugges t ed  in  the  genera l  mode l .  For  
examp le  the  user  l eve l  r equ es t s  are  for  
such  t h ing s  a s  "ope n  a  T e lne t  c o nn e c t io n  
pa i r"#  o r  "s end  th i s  l i n e  o f  E B C D IC 
ch arac ter s" ,  Th e  pr o toc o l  rou t i ne  t o  wh ic h  
such  a  r e que s t  i s  addr e s se d  o f  cour se  has  
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t he  f a c i l i t i e s  t o  dea l  
t e rm s  o f  the  sugges t e d  

Re tu rn  C h ara c ter i s t i c s  

w i t h  the  NCP in  the  
ca l l s .  

T he  Ex c hange  prov ides  op t ion s  for  
e i th er  b lock ing  o r  nonblocKing  
behav i or#  an d  for  a  w akeu p  or  in t erru pt  
type  o f  r e turn ,  

Pr ogra mm in g  Language s  

On ly  a s sem bly  l anguage  current ly  a l l o ws  
conven ie n t  acce s s  t o  the  n e t wor k  ( through  
the  Exchan ge  macro) ,  bu t  w ork  i s  f ee ing  
d o n e  t o  ma k e  ne two rk  acce s s  f rom PL/1  an d  
For tran  po s s ib l e ,  

RF C Que ue in g  Po l i c y  

Reques t s  f or  c on n e c t i o n  a re  re fu sed  a t  
once  un l e s s  th e  l oca l  soc ke t  matc hes  an  
ac t i ve  in s ta nce  o f  a  Pr o t o c o l  rou t in e ,  or  
t he  reque s t  i s  for  a n  iCP  soocxe t .  
Reques t s  t o  open  socke t s  are  r e fuse d ,  
excep t  f or  reques t s  t o  open  iCP  so cke t s ,  
wh ic h  are  queu ed .  

T i meou t  Po l i cy  

Reques t s  by  l oca l  pr o c e s se s  ( p ro t oco l  
r outines) are not timed out by the NCP, A 
queue d  RFC f ro m a  remote  hos t  i s  t imed  ou t  
a f t e r  one  m inute ,  A m i s s i ng  match ing  C LS 
i s  t im ed  ou t  a f t e r  one  minute ,  A mi ss ing  
RR P or  £RP i s  t i m ed  ou t  a f t er  30  s eco n d s ,  
T h e  in i t i a l  connec t i on  pr o t oco l  i s  t imed  
ou t  i f  the  32  b i t  n u mb er  i s  no t  s en t  or  
r e c e i v ed  wi th in  on e  minute ,  o f  course  the  
pro toco l  rout in es  can  t ime  out  any  
f iR PraU op  f rh ev  rpn u e«; t  .  

Connec t io n  S ta t e s  

T he  sugges t ed  connec t ion  s ta t e s  are  used  
w i th  a  s l i g h t  e la bora t io n  in  the  
connec t ion  e s tab l i shmen t  and  t erminat ion  
p h a s es ,  
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Al l oca t ion  po l i cy  

Th e  a l l o ca t i on  i s  h an d le d  t o y  the  pro toco l  
rou t ines#  which  ma y  each  have  a  d i f f eren t  
s t ra tegy .  Genera l l y  the  ex i s t in g  pro toco l  
rou t ines  follow s t r i c t  de d ic a t e d  sp ace  
p o l i c i e s  us in g  c i rc u lar  buf f er s ,  

In terrup t  Trea t m ent  

Th e  N CP n o t i f i e s  the  appropr ia t e  pro t oco l  
r ou t ine  on  a  ne t work  in t er ru pt ,  T he  
pro toc o l  rout ine  c an  n o t i fy  the  user  l e ve l  
process  v ia  the  Exchange ,  

Re transmis s ion  po l i cy  

Tt  an  incomple t e  t rans mis s i on  re sponse  i s  
rece ive d  the  N C p a t t emp ts  r e t ra nsmis s ion  
u p  t o  f i ve  t i mes ,  

Er r or  Trea tm ent  

Wh en  a  pro toco l  e rror  i s  de tec t ed  the  NCP  
c om poses  an  ERR messa ge  an d  s ends  i t  t o  
t h e  o the r  hos t ,  A n  o n l ine  repo r t  i s  ma d e  
o f  bo th  the  ER R m essages  s e n t  and  the  ER R 
mess ages  r e ce iv ed .  An y  e rr ors  de t ec t ed  in  
the  ope ra t io n  o t  the  NC R a re  repor t ed  
o n l ine  •  

Mea suremen t  and  S ta tus  i n format i on  

There  are  so me  f ac i l i t i e s  for  measur i ng  
ne t wo rk  u s a g e  in  an  ac c ou n t i n g  s ense#  but  
no  f a c i l i t i e s  in  the  NC P t o  me asure  
par t i c u lar  pro toco l  fu nct io ns .  T he  th ings  
tha t  c an  b e  mes sur ed  a re !  per  con n e c t i on  
t h e  n u mb er  o f  b i t s  an d  messa g e s#  the  user  
id en t i f i ca t i o n#  the  pr o t oco l  rou t i ne  used ,  
t h e  t ime  o f  day  an d  the  e l aps ed  t ime  the  
connec t ion  w as  open ,  There  i s  s t a t us  
i n format ion  on  hos t s  current ly  
comm unica t ing ,  an d  connec t ion s  cur rent ly  
op en .  

Ope r a tor  I n te r ac t i on  

T he  opera tor  i s  in fo rmed  on l ine  a bo ut  
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erro r  cond i t i ons  and  progra m or  ne t wor k  
c ras hes ,  Th e  opera tor  i s  in fo rmed  i f  a  
messa ge  i s  rece ived  f rom a  hos t  no t  in  the  
hos t  t a b l e ,  Th e  opera tor  ma y  f orc e  a  
Te lne t  connec t i on  oa i r  c lo s ed#  may  
r e in i t i a l i z e  the  NC P#  or  ma y  s top  an d  
remo ve  the  NCP f r o m the  sy s t em,  I t  ma y  be  
pos s ib l e  for  the  opera tor  or  a  sy s t ems  
prog rammer  t o  sp y  or  a dv i s e  on  a  
conne c t io n  but  th i s  d ep en ds  on  the  
pro toco l  rou t ine  be ing  used ,  

Exper imenta l  Pro t oco l s  

wh i l e  a t  the  t ime  o f  the  survey  the r e  wer e  
no  exper imenta l  pro toco l s  f a c i l i t i e s ,  suc h  
fac i l i t i e s  wo u l d  be  e a sy  t o  ad d  a s  a  n ew 
pro toco l  ro u t ine ,  

IB V 370 /158  0S /M VT 

Sys t em 

T he  RAND Corpora t ion  ope r a te s  a n  IB M  370 /158  
computer .  T he  opera t ing  sy s t em a t  the  t ime  o f  
th i s  survey  w a g  the  G S /M V T sy s t em wi th  HA S P,  
there were plans to change to the VS2 Release 2 
sys t em,  in  any  case  the  in format ion  in  th i s  
repor t  i s  o n  the  NC P im plem enta t io n  w i th  the  
OS /M V T s y s t e m.  

The  ne tw ork  contro l  prog r am i s  the  p ro g r am  
wr i t t en  a t  U C S B,  The  n e t wor k  i s  in t er laced  in  a  
wa y  th a t  a l l o ws  a l l  progra ms  runn ing  under  
DS/ MV T t o  acce s s  an d  be  acce s se d  by  the  ne twork ,  

The  sy s t em a t  R A N D i s  m uc h  the  sa me  a s  a t  U CSB,  
Th ere  are  so me  d i f f e renc es  f rom the  U CS B 
s i tu a t ion  a t  the  nex t  l e ve l  o f  so f twar e ,  
howe ve r ,  A t  RAND there  i s  su s tan t ia l  u se  o f  the  
W yi ber  an d  Mi l t en  so f tware  package s  t o  p r ov i d e  
i n t erac t i v e  comp uter  s erv i c e s  t o  l o ca l  u ser s ,  
T he  NC P com munica te s  w i th  Mi l t en  v ia  the  
opera t ing  sy s t em to  prov ide  ne t work  acce s s  t o  
th i s  i n t e rac t ive  f ac i l i t y ,  The re  i s  a l so  a  
Ne t wor k  Acce s s  Pro g ra m  (N AP)  thro ugh  whi ch  l oca l  
u sers  c an  acce s s  the  ne twor k .  

55 



JBP 24-0CT-74 13 ? 48 2 4 3 0 2  
Postal -- DRAFT -- NCP Survey *• D R A F T  -- 24 OCT 74 

po in t s  o f  compar i s on  w i t h  the  ge ne r a l  m o de l  

Sys t em C a l l s  

S a me  a s  UCS B ,  

Re turn  Ch arac t er i s t i c s  

S a m e  a s  UCS B #  

Programm in g  Lang ua ges  

Assembly  l anguage ,  

R F C Qu eue i ng  Po l i cy  

S a me  a s  U C SB ,  

T i meo ut  Po l i c y  

S a me  a s  U CS B ,  

Con n e c t io n  S ta t e s  

S am e  a s  UC SB ,  

A l lo ca t io n  Po l i cy  

S am e  a s  U C S B ,  

In t errupt  Tre a tm ent  

S ame  a s  U C S B,  

R e t r ans mis s ion  po l i cy  

S am e  a s  U C S B,  

Err or  Trea tm ent  

S am e  a s  U C v S B ,  

M easu rem ent  and  s ta t us  I n for m at ion  

T h e  s t a t us  in format ion  ava i l a b le  i s  
b as i ca l l y  the  sa me  a s  tha t  a s  the  UC S B 
implement a t ion ,  ho wever  the  s t a tus  
in format ion  i s  no t  ava i l ab l e  on  soc f ce t  15  
nor  i s  the  1C P p o l l ing  done .  
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Opera t o r  in t era c t ion  

Sa m e  a s  U C S B#  except  tha t  the  opera tor  can  
spy  o n  a  connec t i on ,  

Exper ime nta l  Pro t oco l s  

S am e  a s  UC SB ,  

IBM  370 /145  VM 

sy s t em 

Th e  Sys t e ms  Deve lop me nt  Co rpo ra t io n  has  two  
comput ers  co n n e c te d  t o  the  A RPA NET ,  an  IB M 
370 /1  58  a n d  an  IB M 37Q /145 ,  Th e  pode i  158  u s e s  
the  sa me  so f tware  a s  the  R A N D C or por a t ion  
co mpute r  so  th i s  s e c t i o n  w i l l  d i s cu s s  the  mo de l  
14 5  on l y .  T he  opera t i ng  sy s t em be ing  used  
V i r t i a l  M ac h i ne  o r  V M  sy s t em,  which  i s  m uc h  l i ke  
the  C P sy s t em used  on  the  I BM 360 /67 .  

N CP 

Th e  NCP f or  the  145 a t  SDC# a l though  s t i l l  i n  
des ign  a t  t he  t ime  th i s  in format ion  w as  
ob ta ined#  i s  presen ted  t o  the  ex t en t  tha t  the  
des ign  ex i s t s #  Th e  genera l  ide a  i s  t o  use  a s  
mu c h  o f  the  UCSB NCP as  po s s ib l e  and  thereby  to  
reduce  t he  wo rk  r equ ired  to  ge t  the  145 on  the  
ne twork .  The  appr oach  i s  t o  ded ica t e  a  v i r t ua l  
m a ch i n e  t o  the  NCP an d  have  tha t  v i r tua l  ma ch ine  
o wn  the  IMp ,  Ot h e r  v i r t ua l  ma c h i n e s  w i l l  
com munica te  w i th  the  NCP by  a s so c ia t in g  t he i r  
( v i r tu a l )  card  readers  an d  l i n e  p r in ter s  w i t h  
th e  NCP v i r tua l  mach in e ' s  l i n e  pr i n te r  and  card  
read er .  Th i s  de s ign  i s  s im i la r  t o  the  des ign  
us ed  a t  L inco ln  Labora tor i e s  f or  a  360/67 CP/CMS 
sys t em cWi n e t t> #  

Po i n t s  o f  compar i son  w i th  the  genera l  m ode l  

S ys t e m Ca l l s  

Th e  sy s t em c a l l  in t er fa ce  w i l l  b e  
d i f f er en t  t han  the  gener a l  mod e l  due  t o  
t h e  co mmunica t ion s  be twe en  the  users  
v i r t ua l  ma ch in e  and  the  NCP v i r tua l  
mach ine  be ing  an  a s so c ia t i on  be tw een  one  
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Aden ine ' s  v i r t ua l  c ar d  reader  and  the  
o ther  mach ine ' s  v i r t ua l  l i ne  pr in te r .  
Fu r t her  the  in t en t io n  i s  to  a l l ow  the  user  
t o  c ontro l  on ly  I n i t i a l  connec t io n  
Pro toco l  connec t i on  pa i r s  o f  soc k e t s  C i , e ,  
Te lne t  da te  s t reams) ,  

Retur n  Ch a r acter i s t i c s  

T h e  ca l l s  ca n  b e  cons t ru c ted  to  be  
e i t h er  b l ock i ng  or  nonb lock ing  an d  
pse udo  in t er rupt  re tu rns  are  pos s ib l e ,  

Pr ogram m in g  La ng ua ges  

S ince  tne  ca l l s  are  commun ica ted  a s  da ta  
t o  ( v i r tu a l )  l in e  pr in te r s  and  f rom 
( V ir tua l )  card  rea der s ,  any  l anguage  tha t  
has  pr o v i s i on  for  i nput  and  ou tput  t o  suc h  
dev i ce s  can  be  used  t o  com mu n ica te  w i t h  
t he  N C P ,  

R F C  Quey e ing  Po l i cy  

Sa m e  a s  U CSB,  

T im eou t  Po l i cy  

Sa me  a s  U C S B,  

Connec t ion  S t a t e s  

S am e  a s  UC S B ,  

A l loca t io n  po l i cy  

B a s i ca l l y  the  sa me  a s  UC SB ,  pu t  the re  m ay  
be  some adjus tm ent  of the  bu f f er  s i z e s ,  

In terr upt  Trea t m ent  

T he  t r ea tment  o f  the  in t erru pt  i s  no t  
de f i ned  a t  th i s  t i me ,  and  m a y  be  m ore  
d i f f i cu l t  tha t  in  o t h er  sy s t ems  due  t o  the  
v i r t ua l  mach i ne  s t r uc tu re ,  

Re transmis s ion  Po l i c y  

S am e  a s  UC SB,  
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Error  Tre a tm ent  

S am e  a s  UC SB,  

M ea sure men t  and  S ta tu s  In form at ion  

S am e  a s  UC SB,  

Ope ra t o r  In t erac t i on  

T he  communic a t i on  be tween  the  com puter  
opera tor  and  the  N C R has  no t  been  
des igne d ,  I t  i s  p lann ed  t o  be  s im i la r  the  
t ne  U CS B implement a t ion .  

Exper i ment a l  pro toco l s  

Sa me  a s  UCSB ,  

Bu rroug hs  6700  mCP 

Sys tem 

Th e  un iv ers i t y  o f  Ca l i for n ia ,  san  D iego  com puter  
Center  opera te s  a  Burro ughs  6700  comp uter  
sy s t em,  T he 'opera t ing  sy s t em i s  the  Burro ughs  
supp l i ed  Mas te r  con tro l  Program CM C?) ,  T h e  
sy s t em i s  a  dua l  proces sor  sy s t e m .  

Th e  Burro ughs  m ac h i ne  p rov i d es  ha rdwa re  
s egmenta t io n  me chani sm .  T he  opera t ing  sy s t em I s  
wr i t t e n  in  a  ver s ion  o f  A i go i .  

T he  sy s t em suppor t s  bo th  ba tch  an d  in t er a c t iv e  
m o d es  o t  proces s in g#  an d  m an y  u ser s  f ind  i t  
conven i e n t  t o  mi x  the se  modes ,  Th e  in t erac t iv e  
ex e cut iv e  prog ram i s  ca l l ed  CANDE ( f or  C o m ma nd  
and  Ed i t ) ,  

NCP 

Th e  ne two rk  so f t ware  i s  pr in c ipa l l y  conta ine d  i n  
a  program ca l l ed  the  Networ k  Message Contro l  
Sys t em ( N LT M C S) ,  

T h e  f l ew  o f  da ta  f rom and  t o  the  ne two rk  i s  a s  
fo l l ows?  messages  f r o m  the  IMP f i r s t  are  rea d  by  
a  Mi cro  820  min i co mpute r  wh ich  i s  the  IM F-ho s t  
sp ec ia l  in t e r fa ce#  the  da ta  i s  re format ted  a n d  
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ma sse d  t o  t he  D CP,  the  D C P then  pas s e s  the  da ta  
t o  t h e  NE T MCS pr ogra m whe re  i t  i s  exa mined  and  
ac t ed  on ,  I f  the  da ta  were  t o  be  in t e nde d  for  a  
s erv i c e  prog r am  ( e , g ,  CANDE)  the  da ta  wo u ld  b e  
re format ted  an d  pas sed  b a c k  t o  the  DC P wh ic h  
wou ld  t hen  route  i t  to  the  s erv i c e  program,  In  
t h e  opos i t e  d i rec t i on  the  pa th  i s  e xac t ly  
rev ers ed .  

Po in t s  o f  comp ar i son  w i t h  the  gener a l  mode l  

Sys t em C a l l s  

T h er e  i s  a  sy s t em ca l l  t o  pe r fo rm the  
In i t i a l  Connec t ion  Pro to co l ,  Th ere  are  
sy s t em ca l l s  t o  e s t a b l i s h  a  charac te r  code  
t o  be  u sed .  T he r e  i s  a  sy s t em ca l l  t o  s e t  
t h e  mo d e  o f  in t e rac t io n  to  charac ter  a t  a  
t ime  or  l in e  a t  a  t i me .  The re  are  a  pa i r  
o f  c a l l s  for  s end ing  and  r e ce iv in g  da ta ,  
Bas i ca l l y  the  ca l l s  a re  s e t  U P t o  prov ide  
a  h igher  l ev e l  i n t e r f ace  th an  tha t  
de scr ibed  in  the  mode l ,  He re  the  user  i s  
pre s e n t ed  w i th  a  mec han i sm wh e re  the  
e lment s  a re  the  IC R e s tab l i shed  Te lne t  
connec t io n  p a ir s .  

Re t urn  C hara c ter i s t i c s  

T h e  sy s t em ca l l s  m ay  be  e i th er  b l ock i ng  
or  no n  b l ock i ng  and  m a y  w a k eu p  or  
i n t e rrupt  the  proces s  on  c omp l e t i on ,  
T he  in t e rrupt  re turn  f ea ture  i s  no t  
n ormal ly  u sed  howe ver ,  T h e  pr i m ary  
mec han i sm for  p roces s  t o  proces s  or  
proces s - s y s t e m commu nica t io n  i s  p l ac i n g  
message s  on  a  queu e  ana  read ing  
m essages  f ro m a  queue .  

Pr ogra mm in g  La nguag es  

Th e  pro g ram mer s  be s t  i n t e r f ace  t o  n e two r k  
func t io ns  i s  in  the  A lgo l  l anguage ,  bu t  
th e  ne t work  func t ions  ca n  a l so  be  acc e s se d  
f rom F or tr an ,  Cobo l ,  B a s i c ,  and  PL/ l ,  

R FC  Gue ue i ng  Po l i cy  

A l l  f or e ign  F .F Cs  a re  Q ueued  and  i f  no t  
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re f eren ced  by  a  l o ca l  p roces s  In  tnree  
minute s  are  ans wer ed  by  a  CD S,  R F Cs  f or  
l o ca l  socke t s  i n  tne  range  0 throu gh  25 5  
are  queue d  forever ,  

T i meou t  po l i cy  

Reque s t s  t or  connec t ion  a re  re fu sed  a f t e r  
thr ee  minute s*  excep t  r eques t s  t o  socke t s  
wh ic h  are  L i s t ene d  t o ,  

Connec t ion  S t a te s  

T he  s ta t e s  RF N M W A IT an d  A LL OC AT ION W A IT 
are  no t  used  because  the s e  con d i t i on s  a re  
implem ented  us inq  the  event  m e cha n i s m .  
There  i s  a  s t a te  tor  "socke t  ow ne d  by  
pr oces s  but  no t  in  use" .  

A l loc a t ion  Po l i c y  

T h e  a l l oca t i on  po l i c y  i s  e s s en t i a l ly  to  
a l l oca te  an  in f i n i t e  sp ace  an d  mess age  
cou nt ,  I n  the  pas t  the  l a rges t  va lu es  tha t  
wou ld  f i t  in  tb e  a l l o ca te  c om m and  f i e lds  
were  us e d*  but  r e c e n t ly  th i s  has  been  
cha nge d  t o  10  messages  and  32* 00 0  b i t s  du e  
t o  p ro b lems  w i th  so m e  hos t s  w h i ch  
s eeming ly  were  no t  ab l e  t o  dea l  correc t l y  
w i th  the  l arg e  va l ues .  The  sy s t em wo u ld  
s end  a  g i ve  ba ck  com man d  i f  t oo  m uch  da ta  
were  t o  b e  que ued .  T he  space  for  th i s  
buf f er ing  i s  drawn  f ro m a  poo l  o f  bu f f er s  
co mmo ml y  share d  by  s eve r a l  o f  the  sy s t em 
m od u le s ,  these  buf f er s  m ay  be  bac ked  o f f  
t o  t he  d i sk  i f  they  be com e  l arg e ,  Th i s  
wou ld  b e  do ne  by  the  buf f e r  man agement  
module  w i thout  the  awarene s s  o f  the  NCP ,  

In t errupt  Tr eatm en t  

The  ne t wo r k  in t errupt  s i gn a l  i s  i gn ored ,  

R e tr ans mis s ion  Po l i c y  

Th e re  i s  no  r e t r ansm is s io n  Of  message s  bv  
t he  NCP#  I f  an  in co mp le t e  t ran sm i s s i on  
re sponse  i s  rece ive d  i t  i s  ac t ed  on  a s  i f  
i t  were  a  R FNM * excep t  tha t  an  error  
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Ind ica t ion  i s  d i sp layed  t o  the  computer  
ope ra tor ,  

Err or  Tr ea tment  

W hen  a  pro toco l  e rror  I s  de t ec ted  bo th  a  
l og  en try  I s  m ad e  and  a  E RR mes sage  i s  
s en t  t o  the  o the r  NCP ,  w hen  an  ERR c o mm a n d  
i s  rece ived  i t  i s  bo th  l o g g e d  an d  repor t e d  
o n l ine  t o  the  oper a tor ,  

Mea su rem e nt  and  S ta tus  In format ion  

There  i s  ava i la b l e  t o  proces se s  a  da ta  
base  wh i ch  show s  the  hos t  current ly"  
communic a t ing  and  the  connec t ion s  
curren t ly  open ,  There  a re  no  sp ec ia l  
f a c i l i t i e s  in  the  NCP f or  measur ing  the  
ne t wo r k  pe r for manc e ,  h oweve r ,  prog ram s  
wh ic h  use  the  n e two r k  a re  charged  on  a  per  
packe t  b as i s .  

Opera tor  In t erac t i on  

The  computer  opera tor  may  f or ce  a  
connec t ion  (Te ln e t  pa i r  ac tua l Y )  c lo s ed ,  
or  t he  opera tor  m ay  spy  on  the  t r a f f i c  
f l owing  on  a  con n ect ion ,  T he  opera tor  can  
s t o p ,  s tar t  , and  r e in i t i a l i ze  the  N C P,  T h e  
NCP w i l l  r epor t  on l ine  about  som e  types  o f  
e rror s  de t e c ted ,  

Exper ime nt a l  Pro toco l s  

There  i s  no  prov i s i on  for  exper imenta l  
pr o toc o l s ,  

T I F  

S ys t e m 

Th e  Ter mina l  In t e r f ac e  Me ssage  P roces s or  ( T IP )  
i s  a  sp ec ia l  c a se  o f  a  hos t  co mputer  in  the  
A R PA N E T,  Th e  T IP  i s  a n  e x te ns i o n  o f  an  I M P t o  
per for m t he  hos t  t o  hos t  an d  Te lne t  p ro t oco l s  
f or  a  s e t  o f  up  t o  63  t e r m in a l s .  Th i s  i s  do ne  in  
t he  Honeyw e l l  31 6  co mpute r  w i th  a  t o ta l  o f  28  
k i l ow ords  o f  core  mem ory #  16  k i l owords  tor  the  
IM P an d  12  k i i owords  for  the  TIP ,  
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NCP 

po in t s  o f  compar i son  w i t h  the  genera l  mo de l  

Sys t e m C a l l s  

Becau se  o f  the  spec ia l i za t i on  o f  the  TIP  
t o  t he  Use r - Te lne t  func t ion  i t  i s  no t  
c l ear  tha t  t h i s  i s  a  r e l e vant  qu es t i on ,  
T h e  hu m an  user  has  c omm ands  ava i l a b le  
wh i ch  are  r e f l e c t e d  by  progra m ac t i ons  to  
l i s t en  (RF H # RFS) ,  connec t  ( STH ,  STS ,  
I C P)#  s e n d  and  r ece ive  ( i mpl i c i t ) #  c l o se  
CO # an d  in t err upt  (S S ) ,  i n  add i t i o n  the  
r e se t  hos t  t o  hos t  com ma nd  c an  be  s e n t .  

Re tur n  C h a ra c ter i s t i c s  

T he  in t erna l  me cha n i sm f or  
commu nic a t i on  be tw een  p ro g r am  modul e s  
i s  to  s e t  a  f l ag  ang  g ive  up .  

Pr ogram m ing  Language s  

T he  on ly  p rogra mmin g  l angua ge  used  In  the  
T I P  i s  an  a s sembly  l anguage ,  

RF C Que ue i ng  po l i c y  

No  queue ing  o f  RF C s  i s  d o n e  by  the  TIP ,  

T ime out  Po l i cy  

Loc a l  r equ es t s  t or  con n e c t i on  are  t imed  
ou t  a f t e r  4 5  s econd s ,  A  ma tch i ng  C LS i s  
t imed  ou t  a f t e r  45  s e cond s /  A RFWM i s  
t imed  ou t  a f t e r  30  s eco nds ,  

Connec t io n  S t a te s  

T he  TIP  u se s  a  e i g h t  s ta t e  desc r i p t i o n  o f  
a  connec t io n !  0 )  t ry  t o  open ,  1 )  RFC  s en t#  
2 )  R FC  r ece iv ed  - -  t ry  t o  r e p ly#  3 )  s o l id  
co nnec t ion #  4 )  t ry  to  c lo se#  5 )  C LS s en t#  
6 )  C LS r ece ived  - -  t r y  t o  r e p ly#  7 )  no  
connec t ion ,  T he  in format ion  abo ut  
a l l oca t i on  wa i t  and  F F NM  wa i t  i s  ma n a ged  
w i th  f l a g s .  
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Al l oca t ion  P o l i cy  

The  TIP  f o l low s  a  s t r i c t  po l i c y  o f  
a l l o ca t ing  ex ac t ly  the  sp a ce  av a i l ab l e  in  
p er  t e rmina l  ded i c a ted  buf f er s ,  T he  
i n i t i a l  a l l o ca t i on  i s  one  message  an d  the  
buf f er  s i ze  num ber  o f  b i t s , '  

T h e  t o ta l  bu f f e r  space  i s  4  o  o  0  w ords  o f  16  
b i t s  each ,  Fo r  each  t ermi na l  there  i s  one  
bu f f e t  f or  da ta  f rom t h e  t ermina l  t o  the  
I MP a n d  two  eq ua^  s i z ed  buf f er s  for  da ta  
f r om t he  I M P t o  the  t e rmina l ,  T h e s e  
bu f f er s  can  b e  t a i l or e d  t o  the  s e t  o f  
t e rmin a l s  sp e c i f i c a l ly  fo r  each  TIP ,  

In terrupt  Tre a tm ent  

T he  in t erru pt  does  no t  s er ve  any  qrea t  
pur pose  in  th i s  spec ia l  en v i ron men t  s i nc e  
th e  on ly  "proces s"  t o  be  i n t e rr upte d  i s  
t he  hu m a n  u se r .  H owev er  the  TIP  does  
pr oces s  the  INS  com m an d,  

Re transmis s ion  Po l i c y  

Th e  T IP  d o e s  re t ra ns mi t  a  m e s s a< 3e  i f  i t  
rece iv e s  a n  in co mp le t e  t rans mis s io n  
re sp o n s e  f r om the  IMP ,  The  TIP w i l l  
a t t empt  r e t rans mis s io n  in d e f in i t e ly .  

ERROR TREATMENT 

T he  T IP  n e i t her  Keep s  a  l og  o f  E RR 
m es s a ges  r ec e iv ed  or  s e n d s  E RR messag es  
w he n  i t  de t e c t s  pro t oco l  e r rors ,  How ever  
some  pro t oco l  v io la t i ons  and  prog r am  t r aps  
cause  i n format i on  t o  b e  s en t  t o  the  
N etw or k  con tro l  c ent er  c N C C) ,  i n  t he se  
case s  the  T IP  p r o gr a m  keeps  go ing  
genera l l y  by  f ac ing  the  mi s s ing  event  or  
i gnor i n g" th e  ex t ra  ev ent ,  

Mea su re men t  and  S ta tus  i n format i o n  

The re  i s  no  pro v i s i on  for  me as urement  o r  
s t a t us  in format ion  in  the  HP  i t s e l f ,  T he  
N C C an d  the  Te nex  suppo r te d  P5 EX EC  pro gr am 
howe ver  do  prov ide  s t a t us  in format i on ,  
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Ope ra to r  In t erac t io n  

T he  prov i s i on  for  opera tor  In terac t i on  i s  
v ia  a  debu gg in g  program re s ident  i n  the  
IM P,  Th i s  p ro g ram  c an  b e  ac c e s se d  e i th er  
f r om a  ded i ca ted  l o ca l  t e l e ty pe  or  f r o m  
the  N CC v i a  th e  ne twork ,  Th i s  a l l ows  the  
o pera tors  a t  the  NC C t o  exa mine  and  chan ge  
a ny  m emo r y  c e l l  in  the  TIP ,  Th i s  i s  the n  a  
qu i t e  p ow er f u l  t oo l ,  and  a l l ows  the  N CC 
opera tor  t o  c l o se  a  connec t i on ,  f orce  a n  
a l l o c a te ,  ex am i ne  the  da ta  bu f f er s ,  and  
m a ny  o tner  fu nc t ions ,  

Th e  opera tor s  a t  the  NCC c an  suspen d  and  
cont inue  o pera t i o n  o f  the  T I P#  or  they  can  
cause  the  p r o gr a m  to  be  re loaded  ove r  the  
ne t wor k  f rom th e  N C C ,  

Ex per i ment a l  P r o t oc o l s  

Th ere  I s  no  pro v i s i on  for  e xpe r i m e nta l  
pr o t oc o l s  in  the  TIP ,  

ANTS 

Sys t em  

The  A F P A Ne twor k  Term ina l  Sys t em C ANT S )  was  
conce ived  a t  the  Un i v ers i t y  o f  I l l in o i s  Center  
f 0 r  Adva n ced  Comp uta t io n  a s  a  f l e x ib l e  m ea n s  t 0  
in t e r f ac e  a  w id e  ran ge  o f  in t e rac t iv e  t e r m i na l s  
an d  perpher ia l  dev ice s  t o  the  A RPA Ne t wor k ,  T he  
sy s t em has  been  co ns tr uc ted  w i th  th i s  goa l  i n  
mi nd ,  and  commu nica t ion  be tween  p r o gr a m  module s  
r e ce iv e s  care fu l  a t t e n t i o n  thru® ut  the  sy s t em 
de s i gn ,  

Th i s  i s  a  sma l l  sy s t em and  i t  i s  no t  de s igned  to  
pe r mi t  u sers  t o  ru n  progra ms  on  i t ,  ou t  ra t h er  
t o  enab le  u sers  t o  reach  l arg er  com p u ters  in  the  
ARP ANET,  

Th e  sy s t em i s  imple mente d  on  a  D ig i ta l  Equ ipm ent  
Corpora t ion  PD P 11 /50 ,  bu t  i t  i s  des igned  t o  ru n  
on  a  range  o f  tne  PD P 11  s e r i e s ,  T ne r e  a re  
s ev era l  in s ta n c e s  o f  the  sy s t em ru n n i n g  on  the  
11 /45 ,  
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The  ver s i on  o f  the  sy s t em surveyed  i s  the  A NTS 
M A RK I I  sy s t em,  a  r edes ig ned  an d  re im piemented  
sy s t em based  on  the  "qu ick  an d  d i r t y"  A N T S M A RK 
I  •  

N C R 

The N CP is the  c en tra l  par t  o f  this sys t em,  the  
system i s  tailored t o  the  needs  o f  the  hos t  t o  
host protocol, communication between program 
modul e s  i s  by  me ans  o f  da ta  pa t hs  wh ich  use  a  
f l ow  contro l  m echa n i sm v e r y  s imi la r  t o  the  hos t  
t o  hos t  pro t oco l .  

Po in t s  o f  com p ar i s on  w i th  the  gen e r a l  m ode l  

sy s t em ca l l s  

A l l  o f  the  sug g es t ed  sy s t em ca l l s  a re  
ava i l ab l e  t o  p r og ram s  wh ich  ca l l  on  the  
N C P  •  

pe tur n  Ch arac ter i s t i c s  

T he  sy s t em ca l l  i s  a  for m o f  
in te r p r oc e s s  communic a t i on  wh i ch  can  be  
be s t ,  t ho ug ht  o f  a s  me s sage  and  r e p ly .  
Th e  ca l l  (message )  i s  e i th er  b lock ing  
or  nonb iock ing  a t  the  c a l l e r s  req u es t ,  
T pe  r ep ly  w i l l  wak eup  a  b locked  
proces s ,  

P rog r amm ing  L a nguag e s  

T he  sy s t em pr ogramm ing  
P EES P OL t  an  A LGO L l ik e  
progra ms  wh ich  ca l l  on  
wr i t t e n  in  PE E SPO L ,  

RF C Que u e in g  Po l i c y  

Reque s t s  f or  c o nne c t io n  a re  qu eu ed  i f  the  
sock e t  i s  a s s igned#  o ther wi se  the  reques t  
i s  re fu s e d ,  Th e  on ly  l i mi t  t o  q u eu i n g  o f  
r eq ue s t s  i s  the  l ac k  o f  m em o ry  space .  

T ime out  Po l i cy  

Th ere  are  no  t imeou t s .  

l anguage  i s  
l anguage ,  T h e  
the  NCP a re  a l so  

& 6  
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Connec t ion  S ta t e s  

T h e  sug g t s t ed  s t a t e s  a re  used  w i th  the  
add i t i o n  o f  s evera l  s ta t e s  in  the  c l o s e  
s equence  for  cond i t i on s  such  a s  "C LS 
r e c e i v ed  out  da te  t o  b e  reaa  by  l oca l  
pro cess" .  A l so  the  s t a t e s  RFN .M W A IT 'and  
A L L O C A T IO N W AI T are  represen ted  by  a  
s ep ara te  b i t  and  the  a l l oca t i on  v a lue  
e n t r i e s  r e spec t ive ly ,  

A l loc a t ion  Po l i c y  

Th e  messag e  a l l oca t i on  i s  s e t  t o  e i th er  
100  mess ages  and  Ke p t  near  tha t  va lue  or  
s e t  t o  the  l a rg e s t  va lue ,  in  e i th er  c ase  
t he  messag e  a l l oca t i on  p lays  no  impor tant  
ro l e  i n  f l ow  contro l .  T h e  p i t  a l l oca t i on  
i s  an  exac t  t rans form o f  - th e  da ta  pa th  
a l l o ca t i on  s e t  up  be tw een  the  NCP an d  the  
ca l l in g  pr og ram,  

in t errup t  Trea tmen t  

The re  i s  no  pseudo  in t e rrupt  f ea ture  in  
t h e  sy s t em communic a t i on  s cheme ,  

Re transmis s ion  Po l i cy  

T he  N CP does  r e t ra ns mi t  a  messa g e  when  t he  
I MP re sponds  w i th  e i the r  an  incomple t e  
t ransm i s s i on  or  a  da ta  e r ror ,  Th e  sa m e  
mess age  w i l l  be  r e t ra nsmi t t ed  a  un l imi t ed  
n umb e r  o f  t imes#  

Error  Trea tment  

wh e n  pr o toco l  e r r or s  are  de t ec t ed  ERR 
messages  are  s en t#  and  bo th  E RR m essa g es  
s e n t  and  rece ived  are  l ogged  on  the  
opera t o rs  co nso l e ,  

Measu rement  an d  S ta tu s  I n for m at ion  

T he  NCP does  ma in ta in  a t a b l e  o f  "hos t s  
u p "  on  the  ba s i s  o f  r ecen t  com munic a t io n  
and  r e se t s ,  I t  i s  a l s o  po s s ib l e  for  the  
opera tor  t o  de termine  which  c on n ec t ion s  
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are  op en .  No  m ea su reme nt  f ac i l i t i e s  a re  
prov ided ,  

U pera tOr  in t erac t io n  

Th e  opera tor  i s  in fo rme d  o f  every  T e lne t  
co n n ec t ion  pa i r  e s ta b l i s he d ,  There  a re  no  
current  pro v i s i o n s  for  opera tor  
in t er vent ion  w i t h  the  ope ra t io n  o f  the  
N C P,  

Expe r ime nta l  pro toc o l s  

Ther e  i s  a  s imple  w ay  t o  route  messa ges  t o  
and  f rom pro gr am mod ules  tha t  are  us ing  
ex p er im e nta l  pro toc o l s .  

DEC P D P 1 0  Mo ni tor  

Sys t em 

Tne  Center  f or  Com p u ter -b ased  Behav iora l  S tud ie s  
(CC B S )  a t  the  Un ivers i ty  o f  Ca l i for n i a ,  Lo s  
Ange l e s  opera t e s  a  D EC PDP - io  C om pu ter  w i th  a  
mod i f i ed  v ers ion  o f  a  D EC sup p l i ed  o pe r a t ing  
sy s t em ,  T he  sy s t em i s  c onf ig ur e d  w i th  a  PDP«*15 
proces sor  t o  ac t  a s  a  t e rmi na l  concent ra tor ,  T he  
P DP - i O  a nd  the  PD P-15 commun ica te  v ia  shar e d  
me mo r y  

N CP 

The  ne t wor k  c on t r o l  progra m i s  imp lement ed  in  
t he  PDP- 1 5 ,  T he  PD P-15  suppor t s  l oca l  user  
acce s s  t o  the  ne t wo rk  w i th  a  User -Te lne t  
pro gra m,  a s  we l l  a s  a l l o win g  r e mo t e  u ser s  t o  
acce s s  t he  PPP- 10  v i a  s er ver -T e lne t ,  or  
Server -F TP,  

po in t s  o f  com par i so n  w i th  the  g e ner a l  mode l  

sy s t em c a l l s  

At  the  t ime  o f  the  survey  the re  w as  no  
m ea ns  f or  user  wr i t t en  prog rams  t o  acce s s  
t h e  ne twork ,  

Prog ram m ing  Languages 
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No program m ing  l anguages  have  pro v i s i on s  
for  ca l l ing  on  ne tw ork  func t ion s ,  Th e  NCP  
i t s e l f  i s  wr i t t en  in  as semb ly  l anguage ,  

RF C Que u e in g  po l i cy  

unma tch ed  PFC s  a re  no t  queu ed .  

T ime out  Po l i cy  

T he  l i s t en  o f  the  s er ver -Te lne t  "proces s"  
i s  never  t i med  ou t .  Req u es t s  f or  
connec t ion  f r om o t h e r  hos t s  tha t  do  no t  
mat ch  l o ca l  r eq u es t s  are  re f u s ed  a t  onc e ,  
A m i s s ing  match in g  C L S i s  t ime d  ou t  a f t e r  
3 0  s e c onds ,  a s  i s  a  mi s s i ng  m atch ing  F RP ,  

Connec t io n  S ta t e s  

The  connec t ions  s ta t e s  are  the  sa me  a s  
those  i n  the  genera l  mode l ,  excep t  tha t  
the  c l o sed  s t a t e  i s  no t  e xp l i c i t l y  
represen ted  s ince  a t  tha t  s t a g e  the  tab le  
en try  c an  be  de l e t e d .  T h e  a l l oca t ion  wa i t  
s ta t e  i s  no t  e xp l i c i t y  a  s t a t e  s in ce  th i s  
in for mat ion  i s  checked  by  consu l t in g  the  
a l l oca t i on  va lue .  

A l loca t io n  Po l i cy  

Th e  a l l o ca t i on  po l i cy  i s  t o  a l l oca te  the  
l a r ges t  p os s i b l e  va lu es  w i th  the  
expec ta t ion  tha t  da ta  w i l l  be  proces sed  
fa s t e r  t ha n  i t  can  oe  s e n t .  Add i t i o na l  
a l l o ca te  mess ages  a re  s e n t  wh en  t he  
message  va lue  f a l l s  t o  16  me ssa g e s ,  the n  
t he  a l l o ca t i on  i s  increm ented  t o  100  
me ssa g e s  and  the  m ax im um p oss ib l e  n umbe r  
o f  b i t s ,  

in t errupt  Trea tmen t  

For  Te lne t  connec t ion s  ( the  on ly  type  
prese n t l y  suppor ted )  a l l  da ta  I s  forwar d ed  
t o  the  P DP - i O  a s  i f  i t  were  f rom a  l o ca l  
t e rmina l ,  Th e  PDP - iO  e i th er  pro ces se s  the  
da ta  or  d i s c ar ds  i t  i f  there  i s  buf f er  
over f low ,  but  an  " imp or ta nt"  charac te r s  
( e , g #  contro l  c )  are  examin e d  and  are  
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e f fe c t i ve ,  in  th i s  s i t u a t ion  the  
proc e s s i n g  o f  the  ne t work  in t e r r upt  s i gna l  
i s  i r re l eva nt ,  

Re transm is s ion  po l i cy  

N e  r e t r ansmi s s io n  o f  message s  occurs ,  

Er ror  Tr ea tment  

W he n  a  pro toco l  e rror  i s  de tec t ed  an  E RR 
c o mma n d  i s  s e n t ,  Wh en  an  ERR c o mm and  i s  
r e c e iv ed  i t  i s  i gnored .  A s  a  debugg ing  
t o o l  tw o  c i r c u lar  bu f f e r s  (one  f or  input  
one  f or  ou tput )  are  kept  o f  the  mo s t  
r e c e n t  ne t wor k  t ra f f i c ,  

Me a su r ®men t  and  S t a t us  In format i on  

T h ere  i s  th u s  f ar  no  m easur e me n t  o f  the  
N C P per formanc e ,  T he  s t a tus  da ta  i s  
l imi t e d  to  the  cur rent ly  c o nne c t e d  ( and  
l ogged  in )  Te l n e t  u s e rs ,  bu t  there  i s  
con s id era t io n  be ing  g iven  expan d ing  th i s  
t o  hav e  s t a t us  da ta  on  tne  Current  
co n n ec t ion  s t a t e  and  a l l oca t i on  va lues ,  

Op era tor  in t e rac t io n  

Th e  o pera tor  i s  in for med  o f  m o s t  NCP 
progra m fa i l ur e s ,  an d  o f  ne t work  fa i lu res#  
Th e  opera tor  c an  r e in i t i a l i z e  the  N C P,  an d  
can  remov e  the  N CP f rom the  sy s t em.  Th e  
opera t or  ca n  in spec t  the  runn ing  NC P u s ing  
a  DD T debug ing  pr ogr a m  i n  the  PDPM 5,  

Exper imenta l  P ro toco l s  

Th er e  i s  no  prov i s i on  for  exper imenta l  
pro to co l s  # 

BKY 

S ys tem 

Th e  Lawr ence  Berke l ey  L ab or a tor i e s  opera t e  a  
sy s tem co mp os ed  o f  three  pr inc ipa l  processor  and  
s ev era l  per iph era l  proces sor s .  Th e  majo r  
mach in es  in  the  complex  are  Contro l  Da t a  
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Corpora t ion  pro duc t s ,  Th ere  l , s  a  C DC 6400 ,  a  C DC 
6600 ,  and  a  C D C 7600 ,  Thes e  ma ch i nes  are  
in t erconn ec ted  w i th  12  mega b i t  per  s econd  
ch an n e l s  an d  share  a  co m mo n d i sk  t i l e ,  Th ere  i s  
a  f ron t  end  comp uter  connec ted  t o  bo th  the  6400  
a n d  6600  tor  s uppor t ing  acce s s  by  in t erac t ive  
us ers .  T h e  f ron t  en d  can  h a n d le  up  t o  12 8  l i ne s  
a t  up  t o  9 60 0  b i t s  per  s eco nd ,  A l so  connec ted  t o  
the  6600  i s  an  IB M  photo s tore  o f  1 0 *1 2  b i t s  
ca pac i t y ,  

The  oper a t ing  sy s t em tor  th i s  complex  i s  
nece s sar i l y  d i s t r i bu ted ,  put  the  major  por t ion  
i s  on  t h e  6600 ,  T he  sy s t em ac tu a l l y  exe cute s  i n  
the  s e t  o f  perphera l  proces so rs  on  the  6600  w i th  
t a b l e s  a nd  da ta  in  the  6600  me mor y ,  

NC P 

T he  N Cp a s  par t  o f  the  opera t ing  sy s t em execute s  
in  a  perphera l  p roces sor  o f  the  6600 ,  T h e  N CP 
has  t a b le  and  da ta  space  in  the  660 0  m e mory ,  

po in t s  o f  compar i son  w i t h  the  ge ne r a l  mode l  

S ys t em r a i l s  

The  u ser  pro gra ms  have  ava i l ab l e  sy s t em 
ca l l s  for  a l l  the  sugges t ed  fun c t ions  
ex cept  eeno  and  s t a tu s ,  in  add i t i o n  there  
are  c a l l s  for  a s s ign ing  an d  r e l eas in g  a  
so cke t ,  f or  de termin ing  a  un iq ue  s ocke t  
n u mb er  •  

Re turn  C hara c ter i s t i c s  

T he  s y s t e m  c a l l s  are  nonb lock ing  an d  
wak eup  the  program w h en  c om pl e t e d ,  A 
prog r am  can  de termine  the  ou tcome  o f  a  
sy s t em ca l l  by  exam in ing  in format ion  
pos t ed  in  the  user s  sp a ce ,  

Prog ra mm in g  Lang uages  

progra ms  wr i t t en  in  For tran  can  acce s s  the  
ne t wor k  thr o ugh  spec ia l  subr o ut ine  ca l l s ,  

RF C Que ue l ng  Po l i c y  
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A l l  r equ es t s  t o  a s s i gn e d  soc ke t s  are  
queued*  

T i meou t  p o l i cy  

A n unm at c he d  reques t  f or  c on n e c t i o n  w i l l  
be  t imed  ou t  in  4  m inute s .  An  unm atched  
echo  or  r e se t  or  c lo s e  w i l l  pe  t imed  ou t  
in  2  minute s ,  

Connec t io n  S t a te s  

The  s t a t e s  used  a re  the  same  a s  tho se  in  
t he  ge ne r a l  m ode l  ( a  f ew  have  d i f f er ent  
na mes )  w i th  a  f ew  e la bora t i ons  in  the  
c lo s e  s equence ,  T he  s ta t e s  for  AL LOCA TION  
W AI T an d  RF NM WA I T are  no t  used  a s  
d i s t i nc t  s ta t e s *  but  s epa ra te  b i t  f l ags  
ere  used  for  the se  co nd i t i ons .  

A l loc a t ion  Po l i c y  

Th e  a l l o ca t i on  po l i cy  i s  t o  a l l o c a t e  
exact ly  the  av a i l ab le  por t ion  o f  a  
c i rc u lar  buf f er  in  the  users  addres s  s pace  
on  a  per  connec t ion  bas i s .  T he  i n i t i a l  
s i z e  o f  th i s  buf f er  an d  hence  the  
a l l o ca t i on  i s  c hose n  by  the  u ser .  T he  
mes sage  count  par t  o f  the  a l l oca t ion  i s  
kept  po s i t i ve  by  the  N C P ,  

INTERRUPT TREATMENT 

Th e  NC P in c r e me n t s  an  in t e rru pt  counter  in  
t he  user s  argume nt  and  r e su l t  a rea  upon  
r ece ip t  o f  a  hos t  t o  hos t  in t e rrupt  
s i cn a l ,  Tn i s  i s  e f f ec t i v e  in  the  cas e  o f  
s e r ver -Te lne t  s in ce  the  pro g ram re ce iv e s  a  
w akeup  f r om the  sy s t em every  ha l f  s econd  
an d  wh en  t he  INS  i s  rec e iv ed  to  check  for  
such  co nd i t i ons .  

Re transmis s ion  Po l i cy  

T h e  NCP r e t r i e s  the  t r an smi s s i on  o f  a  
message  up  t o  5  t imes  i f  the  imc omp le t e  
t ran smis s ion  re sponse  i s  r e c e iv e d .  

Err or  Trea tment  
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T h e  NCP does  no t  s end  error  mess ages#  but  
i t  does  l og  a  w ide  va r i e ty  o f  even t s  
inc lud i ng  de tec t ed  errors  ana  E RR messa ges  
r ece iv ed ,  

M easu reme n t  an d  S ta tu s  in format ion  

The l og  ( c a l l e d  the  NCP d ayf i l e )  r e ce ive s  
in format ion  on  each  connec t i on  a s  i t  i s  
t ermi nated  inc lud ing  Us age  s t a t i s t i c s ,  As  
th e  NCP wa s  ju s t  comple t ed  a t  the  t ime  o f  
t h i s  survey  no  mea su rem ent s  have  been  
done .  Th ere  i s  qu i t e  a  b i t  o f  in format ion  
th a t  co u ld  De  ex tra c ted  f r om t he  l og  
(day f i l e )  t o  prov ide  me asu remen t s  o f  
v a r io us  a spec t s  o f  the  N CP per fo rma nce  and  
usag e ,  bu t  th i s  has  no t  b ee n  done ,  

Op er a to r  in tera c t i on  

T he  opera tor  can  exam i ne  the  l og  (day f i i e )  
an d  ca n  con t ro l  the  execu t ion  o f  the  hQ P 
( s ta r t  o r  s top#  r e in i t i a l i z e  or  rem ove )#  
the"opera tor  can  a l so  k i l l  the  job  
a s soc ia t ed  wi th  a  pa r t i cu lar  Te lnet  
connec t i on  pa i r#  or  examin e  the  c o r e  o f  
an y  j ob  ( inc lud i ng  the  N C R ) »  

Exper iment a l  Pro t oco l s  

Th e  NCP does  no t  n ow  have  any  spec ia l  
pr ov i s i o ns  for  e xpe r i m e nta l  pro toco l s #  

6 ,0  Phys i ca l  Char ac te r i s t i c s  

TENEX 

p r og ra mmin g  an d  Ma in t enance  c os t s  

The  NC p wa s  w r i t t e n  f ey  two  t op  s Y s t em s  
p rog r a mme r s  wor d i ng  t oge ther  tor  two  mont hs  f or  
a  t o ta l  o f  16  m an -wee fc s#  inc lud ing  the  t ime  
spent  debugg ing ,  Th e  ma ch ine  t ime  used  i s  
e s t im ated  to  b e  abou t  4 0  connect - t ime  hours ,  

Pro gram main t e nanc e  i s  e s t im ated  t o  b e  ab ou t  
t hree  man-d ays  per  month ,  

progra m S i ze  
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cede  s i z e  

T h e  pro o ra f f l  i s  about  4K 36  b i t  wor d s  o r  
144*000  b i t s .  Th i s  inc lud es  a  por t ion  o f  the  
Serv er -Te l ne t  func t i on ,  

t a b l e  s i z e  

T he  space  s e t  a s ide  for  t ab l e s  i s  1 5 12  wor d s  
o f  3 & b i t s  or  54*432  b i t s ,  

bu f f er  s i z e  

T he  total buf f er  space  re s e rved  t o  the  NCP i s  
4 k  w ords  o f  36  b i t s  or  144* 000  b i t s ,  

t o ta l  s i ze  

T h e  t o ta l  o f  the  above  f i g ures  i s  9 ,5 K words  
O f  36  b i t s  or  342 *43 2  b i t s ,  

P er for mance  Me as urem ent s  

A m ea su re m en t  o f  the  t rans mis s i on  and  C P U 
bandw idth  w as  m ade  on  a n  un loa ded  T E NE X sy s t em 
in  N ovemb er  19 72 *  the  TE N E X s y s t em has  been  
impr ov ed  s i n ce  tha t  t ime  e spec ia l l y  by  reduc ing  
t he  input  and  ou tput  sy s t em overhead ,  

Data  #as  s en t  f rom a  user  prog r am throug h  the  
N C P t o  t h e  IMP and  then  hac*  the  rev ers e  pa th  t o  
th e  sa^e  user  pro^ra^ ,  when  s e n d i n d  sh 0 r t  b l 0 cKs  
(50  t o  200  by te s )  Of 8  b i t  by te s  a  throu ghput  o f  
20  t o  30  K i lo b i t s  per  s econd  CKB5 )  was  acn i ev ed ,  
Send i ng  l ar ge  b loe f c s  ( 400  t o  800  by tes )"o f  36  
b i t  b y t e s  a  throughput  o f  6 0  KR wS  w a s  ach i eve d  
<Mur rsy> ,  

Mul t i c s  

Pr ogram m in g  a n d  Ma in te nan ce  Cos t s  

T h e  pro g ra mmin g  an d  debugg in g  e f for t  requ ired  
two  man»years .  The  prog r am was  op era t i on a l  f or  
m os t  o f  t h e  d eve lop men t  per io d  ye t  no t  co mple t e ,  
The continuing maintenance requires about 2 
ma n- days  per  mo nt h ,  

Pro gram S i z e  
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Th e  progra m s i z e  i s  2 2 K 36  b i t  wo r ds  or  
792,000 p i t s ,  

t ab l e  s i z e  

Th e  t ab l e s  are  in c lu d ed  in  the  pr e c e e d ing  
prog ram s i ze ,  

buf f er  s i z e  

Th e  b u f f er  sp a ce  i s  3K 36 bi t  w o r ds  or  
110,592 bi t s ,  

t o ta l  s i ze  

T he  t o ta l  s i z e  i s  then  25K 36 b i t  word s  or  
902,592 bi t s .  

I t  sh ou ld  h e  no ted  tha t  o f  th i s  t o ta l  on ly  5 K 
w ords  o f  pr og r am  and  3K wo rd s  o f  buf f e r s  are  
w i r e d  do w n ,  the  rem ainder  i s  pa g ed ,  

PERFORMANCE MEASUREMENTS 

V ery  l i t t l e  per form anc e  me as urem en t  has  been  
done ,  bu t  i t  i s  K no wn  tha t  t y p ic a l  thro ughp ut  
u s in g  t h e  f i l e  t rans fer  Pro toco l  has  been  1 2 KBS 
w i th  Te nex  and  8K 8 S  Mul t i c s  t o  Mul t i c s ,  (A 
reason  fo r  the  low  va l u e  Mu l t i c s  t o  Mul t i c s  i s  
th a t  Mul t i c s  r e s t r i c t s  the  m a x imu m output  
mes sage  s i z e  t o  a  one  p a cKet  m es s age ,  th i s  t o  
avo id  an  o ld  IMP or  IM P-h o s t  i n t e r face  bud , )  

An o th er  me a sure  o f  i n t er e s t  i s  sy s t em overhead:  
input  or  ou tput  w i th  the  ne tw or K cos t  (wnen  l a s t  
me asu red  s ©me  t ime  ago )  1«2  t imes  the  sa m e  i n put  
or  o u t p u t  op era t ion s  t o  l oca l  d ev i ce s ,  Th i s  
va l ue  m a y  have  de c r e a se d  du e  t o  changes  s i nc e  
t he  t i me  o f  the  l a s t  m ea su r em en t .  

IBM 360 /75  M V T 

program min a  and  Ma in tenan ce  co s t s  

T he  N CP wa s  wr i t t e n  by  one  t op  s y s t e m s  
p rog r am me r  in  26  W eeKs ,  i nc lud ing  debu gg in g  
t ime .  T h e  ma i n t e na nc e  o f  the  N C P r e qu ire s  about  
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4  man- days  per  month ,  A bout  $3500  , 00  wor th  o f  
co mputer  t ime  w as  u sed  for  t e s t i ng  the  N C P ,  

Pr ogra m S i z e  

code  s i ze  

Th e  c ode  o f  the  NC P i s  S2 K 8  b i t  by tes  or  
416 ,000  b i t s ,  

t a b le  s i z e  

Th e  t o ta l  s i ze  a l l o cate d  for  t a b le s  i s  5 3 K 
b y t e s  or  424 ,000  p i t s ,  

b u f f er  s i z e  

T h e  bu f f er s  are  inc luded  in  the  t a b le s ,  

t o ta l  s i ze  

T h e  t o ta l  s i ze  i s  t hen  i 05K b y te s  or  840 , 000  
b i t s  t  

P er for man ce  M e asurem ent s  

A t h r ou gh p ut  o f  7o *BS  has  been  ach i eved  in  
send ln e j  a  l ar ge  c o r e  re s ident ,  b lock  o f  da ta  t o  
t he  IMP ana  bac< ,  Th i s  t rans f er  used  2  percen t  
o f  t h e  CP U bandwi dth .  

I t  t ak es  one  t en th .o f  a  s e c ond  t o  s en d  a  fu l l  
80 00  t i t  messa g e  f r om a  user  progr a m  to  the  IMP 
and  back  t o  the  user  pr o gr am.  

IBM 300/91 HVT 

Pr ogra mm in g  and  Main te nance  Cos t s  

Th e  NC p pro gramm in g  requ ired  1 ,5  man-years ,  p lu s  
add i t i ona l  t ime  crea t i ng  the  env ironment  f or  the  
pro toco l  progra ms  ( c a l l e d  the  IC T env i ronment ) .  
Main te nan ce  r equ ire s  about  1  m an -day  per  month ,  

Progr am S i z e  

code  s i ze  

Th e  progra m i s  15 K b y tes  or  120 ,000  b i t s ,  

7 6  



JBP 24-UCT-74 1 3 5 48 24302 
POstel -«• DRAFT - NCR Survey »• DRAFT -- 24 OCT 74 

t ab l e  s i z e  

Th e  t a b l e s  are  dynamica l l y  a l l oca ted#  and  
consist of the following sections? for each 
ac t i v l y  commu nic a t i ng  f ore ig n  hos t  the r e  i s  
32  b y te  p o i n t er  b lo cK an d  a  256  by te  U nK 

a  
32  b y te  p o i n t er  b loc *  an d  a  256  by te  l inK 
ta b le ,  f or  each  c on n e c t i on  there  i s  an  80  
by te  t a b l e ,  A t  a  t ime  o f  t yp i ca l  u se  th i s  
might  r eq u ire  5K by t e s  o f  t ab l e  s pace  or  
40  # 000  b i t s ,  

bu f f er  s i z e  

Th e  bu f f er  sp a ce  i s  a l s o  dynamica l l y  
a l l oca te d ,  t yp ica l  a l l o c a t i on s  be i ng  25 6  
by t es  per  connec t i on ,  At 'a  t ime  o f  t yp ic a l  
use  th i s  might  r equ ir e  a  t o t a l  o f  5K  b y te s  or  
40  # 000  b i t s ,  

t o t a l  s i z e  

Th e  t o ta l  s i z e  i n  t yp ica l  use  i s  25K b y tes  or  
2 0 0 , 0 0 0  bi t s ,  (H ow e v e r#  i t  s h o u l d  be  n ° t e d  
tha t  t h e  NC P i s  run  in  a  h o *  byte  r eg ion  
1 ,120 ,000  b i t s ) ,  

PERFORMANCE MEASUREMEHTS 

N o care fu l  mea su rem ent  o f  NCp pe r for man c e  has  
been  do ne  b ut  i t  i s  K nown tha t  on  a  t yp i ca l  da y  
there  may  be  on  the  average  3  N etw ork  RJ S  u sers  
and  6  Ne twor k  I S O  user s  and  tha t  o v er  the  8  hou r  
pr i me  sh i f t  on  such  a  day  a bo ut  one  and  one  ha l f  
percen t  o f  the  C PU usage  ca n  b e  charg ed  t o  the  
NC P,  

I BV 3 7 0 /1 5 8  O S/M VT 

Progra m min g  and  Ma in tenan ce  Cos t s  

t he  N C P i s  based  o n  t h e  u C SB p r o g r a m ,  
m o d i f i c a t i o n  t o  a d a p t  t h e  N cP t o  t h l »  
e n v i r o n m e n t  t o o *  f o u r  m a n -w e e f c s ,  M a i n t en a n c e  o f  
t h e  NC P r e q u i r e s  abp ut  l  m a n . d a y  p e r  m o n t h ,  

Prog ra m S i ze  

code  s i ze  
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Th e  s i z e  o f  the  c ode  i s  35K 8  b i t  by te s  or  
280 ,000  b i t s ,  

t ab l e  s i z e  

Th e  s i ze  o f  the  t a b l e s  i s  1 2 K 8  b i t  by t e s  or  
96 ,000  b i t s ,  

bu f fe r  s i z e  

T he  bu f f er s  are  inc luded  in  t he  t ab l e s ,  

t o ta l  s i z e  

Th e  t o ta l  s i z e  i s  then  47 k  8  b i t  by tes  or  
376 ,000  b i t s ,  

Per for mance  Mea su reme nt s  

NC P per for mance  me asur e m e nt s  are  no t  par t  o f  the  
n o rmal  pr ocedures ,  bu t  one  da y  o f  N C P u sage  w as  
ana lyz e d ,  on  a  t yp i c a l  day  in  the  12  hour s  f r o m 
6  a m t o  6  om th e r e  were  11 8  ne t wor k  s e s s io ns  
whic h  invo lved  a  t o ta l  da ta  t rans f er  o f  5 , 96  
m i l l i o n  byte s .  Dur ing  th i s  sa m e  per io d  the  NC P 
j ob  c an  be  charged  for  4 8 4  C PU s e c o nd s  
( inc lu d ing  in t e rru pt  hand l i ng ) .  Thes e  f ac t s  
sugg es t  t he  fo l low ing  conc lu s io ns :  the  NCP 
con sume s  1 , 1  per  c e n t  o f  the  C PU*  an d  the  NC P 
overhead  cos t  o f  t r a n s fe r i n g  1000  by t e s  i s  ab out  
, 088  s econds ,  

IBM  370 /145  V M 

prog ram m ing  and  Main te nance  c o s t s  

Th e  NCP i s  un der  d eve lop men t  s t i l l  but  the  
e s t ima ted  t ime  t o  con ver t ,  the  U C SB su pp l i e d  
prog ram to  th i s  env i ron ment  i s  s i x  man-months ,  

Progr am S i z e  

The  progra m i s  no t  comple t e ,  so  the  f in i sh e d  
s i ze  i s  u nk n o wn but  i t  i s  e s t im ated  t o  b e  abou t  
20  p e r  c en t  l a rg e r  t han  the  uC SB 360 /75  M VT 
implemen ta t ion  but  l e s s  than  100K"byt e s  ( 80 0 ,0 00  
b i t s ) ,  T h i s  ap p ears  t o  b e  imposs ib l e  but  perh ap s  
t he  code  w i l l  be  2 0  per  c en t  l a rg e r  but  the  
t a b le s  a nd  buf f er s  w i l l  be  m uc h  sma l l er .  
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per fermanc e  M easu rement s  

No  per form ance  me asurem en t s  have  be en  done ,  

Burro u gh s  6 7 0 0  M C p 

Pr ogram m in g  a nd  Main t e n an c e  Co s t s  

Th e  NCP wa s  wr i t t e n  in  thr e e  m an «me n t hs#  A bout  
th ree  ma n-days  per  m onth  ar e  requ ired  for  
program main tenance ,  

Program S i ze  

code  s i z e  

T h e  N C P code  i s  abou t  15 K 48  b i t  words  or  
720 ,000  b i t s ,  T he  N CP *  T e lne t ,  F T P and  RJ E 
progra ms  are  comb ine d  toge ther  i n  one  mod u le  
( the  NET MCS)  W h i c h  i s  2 5K  wor ds  in  s i z e ,  

t ab l e  s i z e  

T h e  t a b le  s o a ce  i s  t yp i ca l l y  6F  w o r ds  or  
288 ,000  b i t s ,  

bu f f er  s i ze  

Th e  bu f f er s  are  inc luded  in  the  t ab l e s ,  

t o ta l  s i z e  

The  t o ta l  s i z e  i s  then  21K  wo r ds  t or  the  N CP  
or  1 , 00 8 ,00 0  b i t s ,  I t  sh o u ld  be  no ted  tha t  
the  en t i re  N ET M C S r e qu i r e s  3 1K wor ds  bu t  c an  
run  in  1 0 K t o  l&K o f  c o r e  due  t o  the  
s e gme nta t ion  s t r uc tu r e .  

Perform anc e  M ea su re men t s  

O n  one  t yp ic a l  da y  the  NC p u sed  3 % o f  the  C p U o f  
on e  o f  the  d u a l  p roce s sors  over  the  e i ght  hour  
pr ime  s n i f t ,  

TIF  

Program m ing  and  Ma in te n a n c e  C os t s  

The  TIP  pro gr am w as  wr i t t en  in  abou t  two  mont hs  

79 



jBp T 4 -0CT- 7 4  1 3 1 4 8  2 4 3 0 2  
Postel •• DRAFT -- NCP Survey - DRAFT — 24 OCT 7 4  

by  one  per son .  The re  has  been  s i gn i f i c an t  
modi f i ca t i on  and  im provem ent  s i nce  the  pr ogr a m  
w as  f i r s t  oper a t iona l  how ev er ,  The  current  
ma in tenan ce  r equ ire s  ab ou t  one  t o  one  and  a  ha l f  
m an*d ay s  per  m ont h  per  s i t e ,  w i th  curren t ly  20  
s i t e s ,  th i s  requ ire s  one  person  fun  t ime .  

Pr ogram S i z e  

code  s i ze  

Sh e  prog r am  i s  abou t  6K 16  b i t  words  or  
96* 000  b i t s ,  

t ab le  s i z e  

T h e  t a b l e s  req u ire  abo ut  2 K wo rd s  or  32 ,000  
b i t s .  

bu f f er  s i z e  

T he  bu f f er  sp ace  i s  4 k  w or d s  or  64*0 00  b i t s ,  

t o ta l  s i z e  

Th e  t o ta l  s i ze  for  the  above  i s  t hen  1 2K  
wo ras  or  196 *00 0  p i t s .  

Per forma nce  M e asurem ent s  

Becaus e  t h e  T ip  i s  or i en t ed  to  t ermi na l  u se  the  
thr o ughput  me asur e m e nt s  m ade  w i t h  l arg er  hos t  
are  n o t  ap p l i c ab le .  T he  in t ere s t  in  the  c a s e  o f  
t he  TI P  i s  the  t o t a l  or  m ax i m u m  co m bin ed  
throughput ,  BBN has  arr ived  a t  a  f o rm ula ,  tha t  
in d i c a te s  the  throughput  co n s t ra in t s  on  the  T i p ,  
Reca l l ing  tha t  the  T ip  i s  an  IMP t oo ,  the  
comp et i t i o n  for  C PU use  i s  be tween  t ra f f i c  d u e  
t o  IMP t o  IMP phone  l i n e s  CM* hos t s  (H )  an d  the  
co l l e c t i on  o f  t e rmina l s  (T ) ,  Th e  f ormula  i s  L +  
H +  1ST  <  600  KBS ,  where  H ,  L *  and  T  are  f u l l  
dup lex  ra t e s ,  tha t  i s ,  a  50KBS f u l l  dup lex  l in e  
count s  a s  5 0  in  the  fo r mu la ,  T he  m a xim u m to ta l  
t ermina l  t ra f f i c  i s  about  80KBS ,  f o r  exam p l e  
e i g h t  9600  baud  d i s p la y  t erm in a l s  do ing  ou tput  
on ly  ( a s s um ing  su f f i c i en t  buf f er  sp a ce  i s  
a va i l ab l e ) ,  

AN TS 

80 



JbP 24-0CT-74 13!48 24302 
postel -- DRAFT -« NCP S u r v e y  DRAFT -- 24 OCT 74 

Pr o gram m in g  an d  Main t enance  C os t s  

Th e  A N T S m a r k  I I  N C P wa s  de s igned  in  tw o  m an  
week s ,  co d ed  i n  s i x  ma n  week s #  and  deb ugg ed  in  
s even  ma n  weeks ,  t or  a  t o t a l  o f  f i f t ee n  m a n  
w eeks ,  N ote  tha t  th e  des i gners  h a d  the  l onger  
exper i ence  w i th  A N TS M ark  I ,  howev er .  

Program S i ze  

code  s i z e  

The  prog ram  i s  4 K wo rds  o f  16  b i t s  or  64 ,00 0  
b i t s ,  

t ab l e  s i z e  

Tab le s  are  dynamica l l y  a s s ig ned  f ro m the  
sy s t em f r ee  m e mor y  poo l#  but  a  t y p ica l  l oad  
mig ht  r eq u ire  1000  by t e s  o f  8  h i t s  each  or  
8000  b i t s ,  

\ 

buf f e r  s i z e  

T h ere  are  IMP input  and  ou tput  bu f f er s  o f  25 6  
by t es  each  for  40 9b  b i t s  t o t a l ,  

t o ta l  s i z e  

Th us  t he  t o ta l  s i z e  i s  abou t  76 ,000  b i t s ,  

per formanc e  Meas u reme n ts  

There  ha v e  been  no  per formanc e  me asur e m e nt s  a s  
s u ch ,  but  i t  i s  no ted  tha t  t he  sy s t em c an  
suppor t  9600  b i t  per  s econd  t e r m in a l s  w i th  no  
apparent  degradat ion  o f  the  t ermin a l  spee d ,  

DE C PD Pi o  M 0 n i t 0 r  

Prog ram min g  an d  ma in tena nce  Cos t s  

T h e  NC P a n d  S erver -Te lne t  programs  toge ther  we re  
wr i t t e n  in  s i x  ma n-mo nth s ,  T he  u se r -T e ln e t  an d  
Serv er -F TP are  inc luded  in  the  c od e  in  the  
P DP-15 .  T he  program w as  on ly  r ec e n t ly  comple ted  
an d  a  n orm al  ma in ten ance  l e ve l  has  no t  been  
e s t ab l i sh ed#  
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progra m s i z e  

eode  s i z e  

Th e  N C R pr og ram i s  1 2K b i t  w o r ds  or  
216,000 PITS# 

t ab l e  s i z e  

Th e  t a b le  s i z e  i s  1 2K wor ds  o r  2 1 6 ,0 0 0  b i t s ,  

bu f f er  s i ze  

T he  bu f f er s  are  inc luded  m  the  t a b le s ,  

t o ta l  s i z e  

T he  t o ta l  s i z e  i s  then  24 k  w or d s  or  432 ,000  
b i t s ,  

Per for mance  M e asurem ent s  

N o  per f o rmanc e  me asur e m e nt s  have  been  
pe r fo rmmed ,  

BK* 

Progra m min g  and  Mai n tenan ce  co s t s  

Th e  N CP cod i ng  e f fo r t  took  one  man-year  
inc l ud in g  a  m onth  O f  debugg ing  t im^ ,  

Pr ogram s i ze  

code  s i z e  

T h e  coae  i s  abou t  8 K wo r d s  o f  12  b i t s  e a ch ,  
or  96,000 b i t s ,  

t ab l e  s i ze  

T he  t ab le s  are  re served  2K wo rds  o f  60 bi t s  
ea ch ,  or  120 , 000  b i t s ,  

bu f fe r  s i z e  

Th e  NCP a l so  has  a n  input  an d  ou tput  bu f f er  
t o  t h e  I MP ,  each  capab le  o f  conta in ing  one  
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fu l l  mes sage ,  or  a  t o ta l  buf f er  o f  16* 000  
B i t s ,  

t o ta l  s i z e  

T h e  t o ta l  nu mb er  o f  b i t s  the n  i s  232*000 ,  

per forma nce  M eas ureme n ts  

S ince  the  N C P w a s  com ple t ed  jus t  a t  the  t ime  o f  
t he  s u r ve y  no  per forman ce  me asurem ent  i s  
av a i l ab l e ,  

S u m ma ry  Ch ar t  

Th e  f o l l owing  c har t  su mm arize s*  by  sy s t em*  the  s i z e  
o f  t he  progra m,  t ab l e s ,  bu f fer s ,  an d  t o ta l  o f  
th e se ,  f or  each  N C P ,  

C ode  T ab i«  » Bu f f er  To ta l  
TENEX 144  54  1 44  342 '  
Mul t i c s  792  • 110  902  
360 / 75  416  424  FL 840  
36 0 /91  120  40 4 0  200  
370 /158  280  96  m 376  
370 /145  m m W 800  
B670 0  720  288  m 1008  
TIP 96 32  64  196  
ANTS 64  8  4  76  
DE C 1  0  216  216  Pi 432  
BKY 9 6  120  1  6  232  

Note  s  The  t ab l e  en tr i e s  are  thousands  o f  b i t  

7 , 0  su mm ary  

Th e  f ind in gs  o f  the  survey  o f  n e t wor k  contro l  prog rams  
are  prese n ted  in  th i s  s e c t i o n ,  These  r em ark s  mig ht  
be s t  b e  l abe l ed  op in ion  ra ther  th an  conc lus ions  
because  o f  t h e  sparsenes s  and  inc ons i s t e ncy  o f  the  
ev ldJ  ence .  

F i r s t  no te  tha t  the  ARPANET works .  T he  NCPS in  the  
hos t  do  co mmunica te  am on g  th e ms e lv e s #  an a  user  l e ve l  
pr o gra m s  In  t h e  var iou s  ho s t s  do  commun ica t e  w i t h  
o ther  user  l e ve l  p r og ram s  In  o ther  hos t s ,  

Th i s  has  been  acco mpl i shed  by  a  u n c o o r d in a te d  gro u p  o f  
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sys t ems  pr ogra mmers  work in g  tor  d iv er se  org an iza t i on s  
geograp h ica l l y  d i s t r i bute d .  Th ese  prog ramm ers  
e s ta b l i sh ed  a  wor k ing  group  and  used  a  s e r i e s  o i  
t e c hn i ca l  m emos  ( ca l l e d  Requ es t  f or  C ommen ts )  t o  
excha nge  in format ion  an d  v i ewpo i n t s  on  the  deve lop ing  
pr o toc o l s ,  Severa l  mee t ings  were  he ld  t o  ga th er  
concensus  on  p ro toco l  i s su es  and  ad op t  proposa l s  t or  
implementa t ion .  T he  sp ec i f i ca t i on s  prod uced  by  th i s  
proces s  are  l oose  in  s ev era l  r e s pec t s #  th e  two  mo s t  
i m por tant  areas  be ing  the  fun c t i ona l  sp ec i f i ca t i o n  o f  
the  user  proces s  t o  NCP in t e r f ace  ( sy s t e m,  c a l l s )  an d  
t he  requ iremen t  f or  aueue lng  o f  r eq ues t s  t or  
connec t i on ,  

Th e  current  hos t  t o  hos t  pr o t oco l  h a s  s ev era l  f l aws  in  
add i t i o n  to  t he  we a k  po s i t i ons  on  the  user  in t e r face  
a nd  gueue ing  c i t e d  above .  Error  c o n tro l  i s  pres en t  in  
a  very  l imi t e d  s en se ,  the  E RR c omm an d  i s  use fu l  f or  
r epo r t i ng  d e te c t ed  Pr o toc o l  v i o la t i ons #  but  such  
v i o l a t i o ns  shou ld  a r i s e  on ly  due  t o  progra m bu gs#  and  
t h e  ERR co mm a nd  i s  no t  emplo yed  by  m a ny  o f  the  
imp lemen t a t i o n s  §  Th e  hos t s  shou ld  hav e  a  m ea ns  o f  
ensur ing  tha t  t h e  da ta  t ransmi t t e d  i s  rece ived  
co rrec t ly  a n d  tha t  the  message s  t r ans mi t t e d  a l l  
ar r i ve .  T he  f i r s t  pro b lem cou ld  be  a t t a ck ed  by  a n  end  
t o  end  che cksum # an d  the  s econd  by  a  me s s age  s e que nc e  
nu mber ,  

An ot h e r  prob lem i s  in  the  f l ow  contro l  a spec t *  wh i l e  
t he  a l l oca te  mec han i sm i s  cons tr uc ted  t o  a l l ow  qu i t e  
f l ex ib l e  puf f er  man agem ent#  m a n y  o f  the  
implementa t ions  have  chosen  to  use  a  v e r y  s imple  
s t r a te q y ,  o f t e n  one  tha t  r eq u ire s  an  a l l o c a t e  for  each  
me ssa ge#  thus  i n s u r in g  a  hos t  t o  hos t  round  t r ip  de lay  
be t w een  m e ssage s  o f  the  sam e  conversa t ion .  S imi la r ly  
t h e  ho s t  t o  ho s t  pro toco l  r eau ir e s  a  hos t  t o  
de s t ina t io n  I MP ro u n d  t r ip  de la y  be tw een  each  mes sage  
o f  t he  same  conv ers a t i on  by  r equ ir in g  the  NCP t o  wa i t  
f or  a  R F NM t o  each  mess age  on  a  l og i c a l  l in k  be fore  
s end ing  ano ther  mess age  on  the  same  l og i ca l  l i nk ,  
T h e s e  c o n s t r a i n t s  l i m i t  the  t h r o u g h p u t  ach i evab l e  on  
a n y  p a r t i c u l a r  c o n n e c t i o n ,  

Th e  per fo rma nce  me asur e m e nt s  o f  ne t wor k  contro l  
prog rams  has  been  v e r y  s po t ty  and  in for mal ,  T he r e  
should be  s o m e  cons i s t en cy  an d  r egu la r i ty  t o  
per fo rm a nc e  measuremen t s .  T h e r e  needs  t o  b e  a  s tandard  
s e t  o f  exper iment s  de f ine d  and  these  expe rment s  shou ld  
be  pe r forme d  re gu lar l y .  
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Genera l l y  ne twork  contro l  pr ogra m s  im ple me nte d  a s  c o re  
r e s ident  mod u l e s  are  capab le  o f  h igher  through put  
ra t e s  an d  cause  sma l l er  de lay s ,  th i s  i s  no t  
n e c e s sa i r l y  du e  t o  be t t er  cod ing  but  u su a l l y  due  t o  
avo idance  o f  th e  pag ing  or  s w a pp i ng  overhead  incurred  
w i th  a  nonres i dent  progr am,  on  the  o ther  ha nd  the  
nonres ident  pr ogra m may  hav e  the  ad van tage  o f  no t  
t y ing  u p  core  m e m ory  w h en  no t  in  use  and  may  b e  ab l e  
t o  hav e  on ly  t h e  ac t i ve  s ubro ut ines  in  core  th u s  us ing  
a  sma l l er  por t i on  o f  c or e  even  w hen  in  use ,  

T h ere  i s  no  a u th o r i ty  t o  des ignate  n e t wor k  contro l  
pr og ram s  compl e t e  or  co rrec t .  The re  s h o u ld  be  a  
m ech a n i sm f o r  a  th i rd  par ty  t o  rev i ew  an d  c e r t i f y  
N CFs ,  a s  the  s i tu a t io n  s tands  each  implementa t ion  i s  
correc t  on ly  on  the  wo r d  o f  i t s  impiementer .  

T he  documenta t ion  o f  ne two rk  c on t r o l  p r ogra ms  i s  
sp o t ty ,  o f t en  the re  i s  no  docum enta t ion  (o the r  t han  
t h e  cod e )  o f  t h e  program,  howe ver  s ee  < BB$9 1 >*  
<Whi te l> ,  <Wine t t> ,  <Wp n g> ,  Fur ther  i t  i s  somet imes  
d i f f i c u l t  t c  f in d  documenta t ion  on  the  user  progra m 
in t e r f ace  ( s y s t e m c a l l s ) ,  Th i s  l a t t e r  prob lem i s  
s er ious  in  tha t  i t  t ends  t o  p rev en t  u ser s  f rom 
cons truc t ing  in e va t ive  ap p l i c a t i o ns  o f  the  ne twork  
f a c i l i t i e s .  
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A,  1  G los sary  

Abbrev ia t i on s  

AKN 
another  e i qhtM t  n u mbe r  

A L L  
A hos t  t o  hos t  pro t oc o l  c om m an d  t o  a l l o ca te  
buf f er  space  t o  the  s end ing  NC P in  the  r ece iv i n g  
NC P *  

A NT S 
AR PA Ne twork  Termina l  sy s t em 

AR PA 
Ad vanced  R ese arch  Pro jec t s  Agen cy  o f  the  
Depar tm en t  o f  De fense  

A RP ANE T 
Ad vanc e d  R e s e *r c h  Pr o j e c t s  Ag ency  computer  
Ne t wo rk  

ASCII  
Amer ican  S tandard  C o de  f or  I n for m at ion  
In terchange *  T he  charac ter  e n cod i ng  used  i n  the  
n e twor k ,  

BBN 
Bol t*  Be r an ek #  an d  New ma n,  In c ,  C ambr idge *  
.Mas sac h use t t s  

BKY 
Th e  opera t ina  s y s t em used  a t  La wrence  Berke l ey  
Labora tor i e s  f or  the  C DC 6600  c om p u te r ,  

CCBS 
Cente r  f o r  Com puter - bas ed  Ben a v o r ia l  S tu d ie s  a t  
Un ivers i ty  0F Ca i i f 0 r n i a ,  LQS A n ge i e s ,  

C DC 
Contro l  Data  Corpora t ion  

C L S 
A ho s t  t o  hos t  pro t o c o !  c om man g  t o  c i ° se  the  
con nec t ion ,  

DE C 
D i g i ta l  Eq u ipm ent  Cor por a t ion  

D M S  
Dynam ic  Mod e l in g  s y s t em,  A  hos t  computer  on  the  
ARP A NE T a t  M IT ,  

E B C D I C 
Ext end ed  B inary  Co ded  Dec im a l  In terchange  Cod e ,  
The  charac ter  e nc od ing  used  p r i m ar i l y  by  IB M  
co m pu t er  sy s t ems ,  

FC P 
F i l e  Contro l  P r ogra m  

FTP 
F i l e  Tra n s fe r  pr o t oc o l  
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IBM 
in t ern a t i on a l  Bus ines s  Mach i ne s  

ICP 
i n i t i a l  Con n e c t io n  Pr o t oco l  

I PC 
in t erproces s  communic a t i on  

I MP 
in t e r f ac e  Messa ge  Proces sor  

LBL 
La wrence  Berke l ey  Labor a t or y  

MCP 
T h e  opera t ing  sy s t em for  the  Bu rroughs  6700 ,  

MI T 
Massachuse t t s  In s t i t u te  o f  Techno logy  

Mul t i c s  
M ul t ip l exed  I n form at ion  an d  com put ing  s erv i ce ,  
t he  opera t ing  sy s t em for  the  Honey wel l  
comp ut er  de s igned  a nd  imp lemented  a t  M IT' s  
pro jec t  MAC ,  

N CC 
N etw ork .  Cont ro l  Center  a t  BBN, 

NCP 
Net wo rk  Contro l  P rogr am 

NIC •  
Ne twor k  in format ion  Cente r  a t  the  Au gum e n ta t io n  
Research  Center  o f  S tan ford  Rese arch  Ins t i t u t e ,  
Menio  Park ,  C a l i for n i a ,  

GS /M VT  
An  ibm  o per a t ing  s y s t e m  for  the  3 6 0  s e r i e s  O f  
co mp u t ers »  

PDP 
Pro gram m ed  D ig i t a l  Pr oc e s sor  

R AN D 
T h e  Co r por a t ion  

RFNM 
Reoups t  For  N ext  Mes sa ge  

R FC 
r eque s t  f or  connect ion  

RTS 
Rece iver  t o  Sen der  reques t  f or  con nec t ion ,  A 
hos t  t o  hos t  pr o to c o l  com man d ,  

S D C 
Sys t em Dev e lopment  Corpora t io n  

ST R 
Sen der  t o  Rece iver  reques t  f or  connec t i on ,  A 
hos t  t o  hos t  pr o toc o l  com man d ,  

TCP 
Termin a l  Contro l  P rog ra m  

TENEX 
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T he  opera t in g  sy s t em des igned  and  imp lemented  by  
B B N f o r  t h e  DE C  P D P lO c om p u te r ,  

TIP 
Ter mina l  In ter f ace  Proces sor  

U C L A 
Un iv ers i ty  o f  C a l i for n ia ,  Los  Ange i e s  

UC5 B 
Un i ver s i ty  o f  C a l i f or n ia ,  S an t a  Ba rbar a  

U CS D 
Un i ver s i ty  o f  Ca l i for n ia ,  San  D iego  

U I  
Un i ver s i ty  o f  I l l in o i s  

VM 
Th e  IBM opera t i n g  sy s t em for  the  ^7 0  s e r i e s  Of  
c om p u te r s ,  

T e rms  

ano ther  e igh tb i t .  num ber  
T he  u ser  progra m spec i f i ed  por t ion  o f  the  soc ke t  
num be r ,  

A P P A.  Ne two r k :  Ter mina l  Sys t em 
A par t i cu lar  s ma l l  h os t  sy s t em des igned  t o  
in t er f a ce  a  w ide  v a r i e ty  o f  t e rm ina l s  an d  
per i ph era l s  t o  the  APPA ne twork .  Th i s  sy s t em 
was  de s i gned  and  imp lem ent ed  by  the  Cent er  f or  
A d v a nc ed  Comp uta t ion  a t  the  un iver s i ty  o f  
I l l ino i s ,  The  sy s t em ope r a te s  on  a  DEC  P D P 11  
computer ,  

connec t ion  
Th e  form o f  in t erproc es s  c om mun ic a t ion  pr ov ide d  
to  t h e  user  l e ve l  pro ces se s  by  the  NC Ps  i n  the  
ho s t  computers ,  A co nnec t io n  i s  a  l o g i ca l  
s implex  s t ream o f  da ta  f r om one  por t  o f  one  
pr oce s s  t o  ano ther  por t  o f  ano ther  proces s  in  
t he  n e t w o rk ,  

con tro l  mess age  
A mess age  (o f  the  regu lar  typ e )  tha t  conta ins  
ho s t  t o  hos t  co m m an ds ,  

F i l e  Contro l  Program 
Th a t  modu l e  in  the  op era t i n g  sy s t em tha t  
co n tro l s  t he  ac ce s s  t o  f i l e s  by  the  user  
proc es se s ,  

F i l e  Tran s fer  Pro toco l  
Th e  pro toco l  tha t  spec i f i e s  the  c o mmun ica t io n  
in t e rac t io n  requ ire d  t o  mo ve  b lo c k s  o f  da ta  
( f i l e s )  be tw een  hos t  compute rs  in  the  ne twork ,  

f u l l  dun l e x  
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A c h an n e l  in  which  da ta  c an  f l ow  i n  bo th  
d i re c t i o ns  s i mul t an eou s l y ,  

ha l f  dup le x  
A c h an n e l  i n  wh ich  da ta  can  f l ow  in  bo th  
d i r ec t i o n s ,  but  may  on ly  f l ow  in  one  d i rec t i o n  
a t  a  t im e ,  

header  
The control information at the begining of a 
packet, 

hos t  
A comp ut er  a t ta che d  t o  an  IM p,  A hos t  does  no t  
n ece s s a r i l y  o f f e r  s e rv i ce s  t o  o t n e r  compute rs  in  
t h e  ne twork .  

I n i t i a l  Connec t io n  pro toc o l  
T h e  s e q u e n ce  o f  ac t i o n s  taken  by  user  l ev e l  
progra ms  t o  e s tab l i sh  a  p a i r  o f  connec t ions  
be tw een  a  u ser  prog r am ana  a s e r v i c e  p r og r a m,  

in t e r f ac e  messa g e  Pr oc e s sor  
T he  packe t  rou t i ng  computers  w h i ch  a re  the  no des  
o f  t he  ARPA n e t w or k ,  An  I MP i s  connec ted  t o  
be tw een  1  and  5  o the r  IMP s  and  t o  be tw een  0  an d  
4  hos t s ,  

in t e rpr oces s  com munica t i on  
Th e  f ac i l i ty  for  on e  proc es s  t o  comm unica te  w i th  
ano ther  proces s#  

l eader  
T h e  f i r s t  32  b i t s  o f  a  messa ge#  con ta in ing  
addres s  an d  contro l  in f or m at ion ,  Th e  mo s t  
i mpo r tan t  f i e ld s  i n  the  l e ade r  are*  the  me s sage  
t ype#  t h e  l in k  numb er #  ana  the  hos t  addres s ,  

l in k  n u mb er  
A pa ram eter  in  the  l eader  tha t  s e l e c t s  a  l o g i c a l  
comm u nic a t ion  channe l  be tween  the  source  and  
des t i na t io n  ho s t s ,  

mes sage  
Th e  un i t  o f  t ran sm i s s i on  be tw een  a  hos t  and  a n  
I M P,  Up  t o  8 09 6  b i t s ,  

Network Cont ro l  progra m 
Th e  pr og ram modu le  ad ded  t o  the  opera t ing  sy s t em 
tha t  i n t er face s  the  user  proces s e s  t o  the  IMP 
an d  co n t ro l s  the  c o mmu n ica t io n  b e t w een  ho s t s  by  
imple ment ing  the  hos t  t o  hos t  pro t oco l ,  

pacxe t  
T he  un i t  o f  t ran sm i s s i on  be twe en  IMPS#  up  t o  
1008  b i t s ,  

por t  
T h e  input  o r  ou tput  i d e nt i f i e r  a s soc ia t ed  w i th  a  
par t i cu lar  da ta  s t r e a m o f  a  pr o c e s s#  For  exam p le  
a  For tran  l og i ca l  un i t  n u mbe r  or  a  da ta  s e t  
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re f e renc e  number#  or  a n  a s sembly  l ang ua ge  da ta  
contro l  f e l ocK,  

PREFIX 
A 40 b i t  b lo c*  immead ia te ly  f o l l ow ing  the  l eader  
and  con t a in ing  the  by te  s i z e  and  nu mb er  o f  by t e s  
o f  f o l l o wing  t e x t ,  

proces s  
A p rogram in  exe cut ion  w i t h  i t s  a s soc ia t ed  
a ddres s  space ,  r eg i s t er s  an d  l oca t ion  coun ter ,  

pr o t oc o l s  
The  r u l e s  o f  behav i or ,  in  par t i cu l ar#  the  
a l l owed  format s  an d  s equences  o f  communic a t i on  
be tw e e n  tw o  pr oces se s ,  

r egu lar  mes san e  
A me ssag e  f rom th e  h os t  t o  the  I M P o r  f ro m the  
I MP t o  t he  hos t  tha t  i s  the  no rmal  da ta  carry ing  
type ,  Wh en  f o l l owing  the  hos t  t o  hos t  pro toco l  a  
regu l ar  messa g e  may  carry  e i t her  a  s e t  o f  
con tro l  messag es  or  a  u sers  da t a ,  

r eques t  t o r  connec t ion  
E i the r  o f  the  hos t  t o  hos t  pro t oc o l  co mma nd s  ST R 
or  R TS ,  

Requ es t  For  Nex t  Message  
A m essage  f rom the  IM P t o  the  hos t  Ind ica t ing  
th at  the  pre v io u s ly  s en t  mes sage  on  the  sa me  
l in k  n u mb er  a s  th i s  R F W M w as  r ece ived  by  the  
des t i na t io n  I MP and  has  be g un  t rans mis s i on  i n to  
t he  de s t ina t ion  ho s t ,  

socke t  
The  t e rminu s  o f  a  connec t ion ,  Th e  n e t wor k  w ide  
n am e  o f  an  input  or  ou tput  por t  a s so c ia t ed  wi th  
a ' p ro ces s ,  

Te lne t  
Th e  pro toco l  co r  the  pr ogra m s  tha t  im plement  i t )  
th a t  spec i f i e s  the  com munic a t io n  in t e rac t ion  
such  tha t  a  u ser  on  one  sy s t em g a ins  acce s s  t o  
t he  s e r v i c e s  o f  a  s econd  sys t em as  i f  he  were  a  
l o ca l  u ser  o f  the  s econd  sy s t e m .  

Ter min a l  i n t e r fac e  Proces sor  
An  e x t e ns io n  o f  the  I M P t o  a l l ow  a  v ar i e ty  o f  
t e rmi na l s  t o  acce s s  the  ARP A ne twork ,  The  T IP  
conta i ns  t he  N'C P an d  User -Te lne t  Programs  a s  
we l l  a s  t he  t ermina l  h an d l in g  code  in  the  sa me  
proces sor  a s  the  I MP ,  i n  add i t i on  there  i s  a  BBN 
con s t ru c ted  m u l t i - l i n e  co n t ro l l er  for  up  t o  63  
t e rmi n a l ,  

s implex  
A chann e l  in  which  da ta  can  f l ow  in  one  
d i re c t i o n  on ly ,  
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Term i na l  Cont ro l  program 
Th e  pr ogra m mod u le  i n  the  opera t in g  sy s t em tha t  
contro l s  t he  f l ow  o f  da ta  be twe en  the  
in t e rac t iv e  t ermina l s  an d  the  user  pr oc es s e s ,  

v i r tu a l  
Be ing  someth ing  i n  e f f e c t #  but  no t  in  
ac tu a l l i t y .  Fo r  exa mple  a  v i r t ua l  m em ory  migh t  
be  on e  tha t  a  u ser  Proces s  acce s ses  a s  i f  i t  
were  a  l a r ge  l in ear  c o r e  re s ide nt  s e t  o f  m em or y  
w o rcs #  wh e n  in  ac t ua l l i t y  the  m em o r y  i s  ma n a ged  
by  t he  oper a t ing  sys t em us i no  p ag in g  an d  m apin g  
such  th a t  on ly  a  sma l l  por t ion  o f  the  user s  s e t  
o f  m em o ry  word s  a re  in  c o r e  a t  any  par t i cu la r  
t ime ,  
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A,2  Re ferences?  

<B B N1 8 2 2>  
Bo l t*  Bera nek#  an d  N e w m an#  i n c .  "S pec i f i ca t i o ns  fo r  
the  In t e rc on n e c t ion  o f  a  H O ST and  a n  IMP# "  Repor t  
No .  18 22#  Camb r idge ,  Massach use t t s#  Re v i s e d  Mar ch  
1974 .  A l so  conta ine d  in  N I C 7 104 .  

<B B N91 >  
Bo l t#  Be r a ne k ,  and  N e wm an #  Inc .  " Th e  Ter min a l  
In t er f ace  Me ssa ge  Proces sor  P r ogra m#"  Techn ica l  
In format ion  R ep or t  No ,  9 i ,  C ambr idge#  
Mas s ac h u s e t t s #  Re v i s e d  N o v emb er  1973 ,  

<B rade n>  
Braden #  R ,T t #  and  5 ,C ,  Fe ig in ,  "Pr o gramm e rs  Gu id e  
t o" the  E xch a nge #"  Ca m pus  C ompu t ing  Ne t work#  
Un ivers i ty  o f  Ca l i for n ia#  L os  Ange l e s#  Ca l i forn ia#  
M arch  1972 .  

<Bres s l er»  
Bres s l er#  R . #  and  D »  "A Pr op os e d  Ex per ime nt  
w i th  a  Me ssage  Swi t ch ing  Pro toco l#"  R FC 33 3#  NiC  
9926# Aug men ta t ion  R esear ch  Center #  S t a nf o r d  
Research institute# Menio Par*# California* M<*y 
1972. 

<C rocker >  
Crock er#  S . D ,  e t . a l ,  "Func t ion*or i en ted  Pro toco l s  
f o r  t h e  ARPA C ompute r  N etw or k#"  AFIP5  C o nf erence  
Pr 0 c eed l n g s ,  40?  2 7 1 -2 7 9 ,  SJ CC ,  1972 ,  

<H ear t>  
Hear t .  r .E .  e t . a l ,  " Th e  in t er face  Me ssa ge  Proces sor  
fo r  t he  ARPA co m p u t e r  Ne tw ork# "  A F IPS  C o nf erence  
RRC c e ed ih^S# 36«55L* 5 6 7 #  S JCC#  1970 ,  

<M cKenz i «>  
Mckenz i e#  A,A, »Hos t / Hos t  Pro t oco l  f o r  the  AR PA 
Ne two rk# "  NIC 82 4fc #  Jan uar y  1972 ,  A l so  conta ined  in  
N IC 7104 ,  

<Mu rray >  
Mu rra y #  H ,  "T E N F X Ba nd wi dth# "  RF C  415 #  ^ 1C 12407 ,  
Augm ent a t i on  Research  Center#  S tanford  Research  
Ins t i t u t e #  Mtn le  P ark#  Ca l i for n i a ,  Nov em ber  1972 ,  

<N ew kirk>  
New kirk #  J t  e t . a l .  " A Pr o to typ ica l  Implement a t ion  
o f  t h e  NCP ,"  R FC 55 ,  NIC 4757 ,  Au g menta t ion  
R e sear c h  cen ter #  S tanford  Research  in s t i t u te#  M en lo  
P ark#  Ca l i forn ia #  19  june  1970 ,  

<NIC7104> 
Ne tw or*  I n f ormat i on  Ce nte r ,  " C u r r e n t  Ne tw or k  
Pro to co l s ,"  NI C 71Q4 ,  Au gm enta t i on  Resea rch  Cente r#  
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Stanford  Research  In s t i tu t e#  M en lo  P a rk #  
Ca l i f orn ia#  Rev i s ed  Ju ne  1973 ,  

<0rns t e in>  
Orn s te in #  5 ,M,#  e t , a l ,  " Th e  Termina l  im p  f or  the  
A RP A C ompu te r  Ne t wor k ,"  A F 1P S  C o nf erence  
P roceed i ngs ,  4 0 8 2 4 3 -2 5 4 #  SJ C C # 1972 ,  

<Pcbe r t s>  
Rob er t s#  L,G ,  an d  B ,D ,  Wess l er .  " C omp u te r  Netw ork  
De v e lo pment  t o  A ch ieve  Reso urce  Shar i ng#"  AFIPS 
Confe rence  proceed ings#  368543 - 5 49#  S JC C# 1970 ,  

<whi t e i>  
Wh i t e ,  J ,  £ ,  " An  NC P f or  the  A RPA N e t w ork# "  Compu t e r  
Res earc h  Labora t o ry #  U n iver s i ty  o f  Ca l i f orn i a ,  
Sant a  Bar b ar a ,  Ca l i f or n ia ,  Dec em ber  1970 ,  A l so  
av a i l ab l e  a s  NIC 5 4R G,  

<Whi te2>  
Whi te #  J t E ,  "Dynam ic  Ex tens ion  o f  oS /360  f o r  a  
Net work  E nv iron ment# "  Com pu ter  Rese arch  La b o ra to ry#  
Un i v e r s i t y  o f  Ca l i for n ia#  Sant a  B a rba r a #  
Ca l i f orn i a ,  

<Wine t t>  
w ine t t#  J  •  w ,  #  and  A , J ,  Sam mes ,  " An  in t er face  t o  the  
ARP A Ne tw or k  f or  the  CP/C MS T ime-Sh ar ing  sy s t em #"  
Techn ica l  Not e  1973 - 50#  L inco ln  Labora t or y#  
Massachuse t t s  i n s t i t u t e  o f  Techno logy ,  Le x in g ton #  
Massachuse t t s #  N o vem b er  1973 ,  

<wcn g>  
W on g #  j ,  "Net work  c on t r o l  Pro g r am  (N CP)# "  SEX 
No teb ook  Sec t ion  25»3 #  S PAD E G rou p #  C o m p ute r  
Ne twor ks  R es ea rch  P ro j ec t ,  Compu t e r  Sc i ence  
De par tme nt#  Un i vers i ty  o f  Ca l i forn ia#  Lo s  Ange l e s#  
Ca l i forn i a#  J anuar y  1972 ,  

L 
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